Configuration Note

AudioCodes Mediant™ Family of Media Gateways & Session Border Controllers

Connecting AudioCodes' SBC to
Microsoft Azure Communication
Services

Microsoft Partner

Gold Communications

X audiocodes




Contents AudioCodes SBC

Table of Contents

Mediant SBC with Microsoft Azure Communication Services........ccccceeeeiriinirnneciinninennnnssenns 1
Ao ol N iv
WEEE EU DIF@CTIVE ..ttt ettt ettt e e et e e e eeeaaaeeaeeseesaaaaanannnnnnnreneee iv
OISy o) o V=T ST o] o o o U iv
Stay in the Loop With AUAIOCOUES .......ueeiiiiiiiiiiee et e e e e e e e aaaee s iv
Abbreviations and TerMINOIOZY .......iiiicuiiiiiei e e e e s et e e e s s eabeaeeeessennnes iv
Related DOCUMENTATION .. .ciiiiii ittt ettt et e e st e e st e e sbte e e sbbeessabeeesnbaaeessbeeesnsseeenns v
DocuMENT REVISION RECOI...ciiiiiiiiiiiiei ettt ettt e e e et e e e e s st e e e e s s snbteeeeessssntaneeeeeanns v
DocumMENTAtioN FEEADACK ... ittt e e e e e s e e e sbae e e snaee e enaeeeens v

A 14 T [T ' o 6
1.1 About Microsoft Azure COmMmUNICAtION SEIVICES ....uuviiiiiiiciiiiieeeeeeiiiee e eeciieee e e eeirr e e e 6

1.2 About AudioCodes SBC ProdUCE SEIES .....cciicuvieiiiieeeiiiieesiieeesiteeesniveeesereeeseaeeessaaeeesnsneeeens 6

1.3 Validated AUdiOCOAES VEISION ...ccueeiiiiiiiiiiiiiiee ettt e ettt e e e e et e e e e e e s sabbaeeeeesssanraeaaeeeenns 7

P e o Yo [T -4V o T 0T o ] N 8
0 R 1 0NV T o oY 01T oY =] U o PR 9

2.2 INFrastrUuCtUre Prer@QUISITES. ....uuiiii i i ciiieiee e ettt e et e e e e e e e e e e e saara e e e e e e naaaaeeaeas 9

3  Configuring Azure Communication Services direct routing........cccceeeereenncerrennccrrennecenens 10
4 Deploying Mediant VE Via Azure Marketplace......ccccccciiiirrenneiiiiiiinnnneiisinnnnenneiinnnee. 11
5 Configuring AudioCodes' SBC........ccccceiiiiiiirnnnnniiiiniinnmnssssiniimsssssssssimmessssssssmsssssssssssnns 18
5.1 SBC Configuration Concept With ACS.........cooiiiiiii e 18

5.2 IP Network Interfaces Configuration ..........coccuuiiiiiiiiiiiiiiee e e 19
5.2.1  CONFIGUIE VLANS .eeiiiiiiiieeeitt ettt ettt et e e s sttt e e et e e e s e bt e e e eeabbneeesenreeeeeaans 20

5.2.2  Configure NetWork INterfaces ........ccooioiiiiiiiiiieeec e e e e e e 20

5.2.3  Configure NAT Translation.......ccouuiiiiiiiiieei ittt e e s e e e 20

5.3 SIPTLS Connection Configuration...........ceeeiiiiiiiiieiiiiiiieee et e e e 21
5.3.1  Configure the NTP Server AdAreSS.....ccccuuuiiiiieieeeeee e ettt ee e e e e e e e e e sssabraeereeeeeeeeesesnnnnes 21

5.3.2  Create a TLS Context for ACS (same as for Teams Direct Routing) ........cccoovvveeeeieeeeeeeiiinns 22

5.3.3  Generate a CSR and Obtain the Certificate from a Supported CA .......cccceeeviiiieerniiieeenns 23

5.3.4  Deploy the SBC and Root / Intermediate Certificates on the SBC........cccceeeevivveeeeeireeeeens 25

5.3.5 Method of Generating and Installing the Wildcard Certificate..........ccoevvvvvivieiieeeeeiiieins 27

5.3.6  Deploy Trusted Root Certificate for MTLS CONNECLION .......uuviiiieeeeeeeeeeiiiiiiieeeee e, 27

5.4  Configure Media REAIM .....cocuiiiiiii e e et e e e e et e e e e e e aaraeas 28

5.5  Configure SIP Signaling INterfaces .........oeviiiiiiiiiiie e e e 29

5.6 Configure Proxy Sets and ProxXy AdAress ......ccuueeieeeeiiiiiieeee e e e eeeiree e e eetaee e e e 30
5.6.1  CONTIGUIE PrOXY SELS ...t e e ettt e e e e e e e et e e e e e e e e e e e e e ettt aaereeeaeeeeeeeennnnnns 30

5.6.2  CoNfigure ProXy AQUrESSES .. .uuuiiiiieeeiieeciiieieeeeeeee e e e s s s arr e e e eeeaeeaessssssnraaneeeaaeeeeeasnnnnnnes 31

I A o] o} =W ¢l oo [T € o 1U ] o LU PTRR 33




Contents AudioCodes SBC

5.8  CONFIGUIE IP PrOfilES ..uuviiiieiieiiiiiee ettt e e e e e e e e e e eabaae e e e e e e anraes 34

5.9  CONFIGUIE IP GIrOUPS...uuuiiiieeeiiiiiiee e e e ettt e e e ettt e e e e eebae e e e e e e e asbaeeeeeeeenssaeeeeeaanssaeaaeesennnrenes 36

oI O I @ o T =W ] 2 I =PSRRI 38

5.11 Configure Message Manipulation RUIES ............eeiiiiiiiiiiiiie e 39

5.12 Configure Message Condition RUIES ........cceiiiuiiiiiiiiiiiiieeee et e 40

5.13 Configure Classification RUIES..........coooieeee e e e e e 41

5.14 Configure IP-to-IP Call ROUtING RUIES .....eeiiiiiiiiiiie et 42

5.15 Configure Number Manipulation RUIES ...........uuiiiiiiiiiiieiiiieccceee e 43

5.16 Miscellaneous CoNfiUIatioN .........oocuiiiiiiiiiiiiiie ettt 44
5.16.1 Optimizing CPU Cores Usage for a Specific Service (relevant for Mediant 9000 and

SOFEWAIE SBC ONIY) ..uittiiee ittt ettt e e et e e et e e e e et e e e e e e baaeeeesataeeeessaaeeesansaeeesanraeeens 44

6 Verify the Pairing Between the SBC and ACS...........eeeiiiiiiiiiiiiiininininnnneneneneenessssscsnnes 45

A Syntax Requirements for SIP Messages 'INVITE' and 'OPTIONS' ........ccccceveeeneereennncreennns 46

N R T o' 11 Vo] Lo -V AP PUPPPPRN 46

A.2  Syntax Requirements for 'INVITE' MESSAZES ......cuvvrieeeiiiiiiiieeeeccitieeeeeeecireeeeeesecneeeeeeeeeans 46

A.3  Requirements for 'OPTIONS' MeSSagES SYNTAX....uuuiiieeiiriiiiieeeeeiciirieeeeeesiieeeeeeseeieeeeeessenes 46

A4 Connectivity Interface CharaCteriStiCs .....c.uuiiiiiiiciiiiiee et 48

B  SIP Proxy Direct Routing RequUirements .........ccceeeiiinniiiiineiiciinniiiienicnieniesienssenssssnens 49

2 0 o V1 (o 1Yl Y =Tl =T a1 1 o APPSR 49




Notices

AudioCodes SBC

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility for
errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.

Date Published: January-05-2023

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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1. Introduction AudioCodes SBC

1.1

1.2

Introduction

This document describes how to connect AudioCodes' SBC to the Microsoft Azure Communication
Services (ACS) and refers to the AudioCodes SBC configuration only. For more information about
Microsoft Azure Communication Services, please refer to https://docs.microsoft.com/en-
us/azure/communication-services/.

This document is intended for IT or telephony professionals.

@ To zoom in on screenshots of example Web interface configurations, press Ctrl and +.

About Microsoft Azure Communication Services

Azure Communication Services allows you to easily add real-time voice, video, and telephone
communication to your applications. Communication Services SDKs also allow you to add SMS
functionality to your communications solutions. Azure Communication Services is identity agnostic;
you have complete control over how end users are identified and authenticated. You can connect
people to the communication data plane or services (bots).

Applications include:

[ | Business to Consumer (B2C). Business employees and services can interact with consumers
using voice, video, and rich text chat in a custom browser or mobile application. An
organization can send and receive SMS messages or operate an interactive voice response
system (IVR) using a phone number acquired through Azure. Integration with Microsoft Teams
allows consumers to join Teams meetings hosted by employees; ideal for remote healthcare,
banking, and product support scenarios where employees might already be familiar with
Teams.

B Consumer to Consumer. Build engaging social spaces for consumer-to-consumer interaction
with voice, video, and rich text chat. Any type of user interface can be built on Azure
Communication Services SDKs. Complete application samples and Ul assets are available to
help you get started quickly.

About AudioCodes SBC Product Series

AudioCodes' family of SBC devices enables reliable connectivity and security between the
enterprise's VolP network and the service provider's VolP network.

The SBC provides perimeter defense as a way of protecting enterprises from malicious VolP attacks;
mediation for allowing the connection of any PBX and/or IP-PBX to any service provider; and Service
Assurance for service quality and manageability.

Designed as a cost-effective appliance, the SBC is based on field-proven VolP and network services
with a native host processor, allowing the creation of purpose-built multiservice appliances,
providing smooth connectivity to cloud services, with integrated quality of service, SLA monitoring,
security and manageability. The native implementation of SBC provides a host of additional
capabilities that are not possible with standalone SBC appliances such as VolP mediation, PSTN access
survivability, and third-party value-added services applications. This enables enterprises to utilize the
advantages of converged networks and eliminate the need for standalone appliances.

AudioCodes' SBC is available as an integrated solution running on top of its field-proven Mediant
Media Gateway and Multi-Service Business Router platforms, or as a software-only solution for
deployment with third-party hardware. The SBC can be offered as a Virtualized SBC, supporting the
following platforms: Hyper-V, AWS, AZURE, AWP, KVM and VMWare.
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1.3

Validated AudioCodes Version

Microsoft has successfully conducted validation tests with AudioCodes' Mediant SBC Ver. 7.40A.250.
Previous certified firmware versions are 7.20A.258 and 7.40A.100. For an updated list, refer to List
of Session Border Controllers certified for Direct Routing.

For implementing Microsoft Azure Communication Services based on the configuration
described in this document, AudioCodes SBC must be installed with a License Key that
includes the following features:

MSFT (general Microsoft license)

Note: By default, all AudioCodes media gateways and SBCs are shipped with this
license (except MSBR products, Mediant 500 SBC, and Mediant 500 Media Gateway).
SW/TEAMS (Microsoft Teams license)

Number of SBC sessions (based on requirements)

Transcoding sessions (only if media transcoding is needed)

Coders (based on requirements)

For more information about the License Key, contact your AudioCodes sales
representative.
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Topology Example

ACS PSTN Telephony Voice Calling allow users to interact with a traditional telephone number,
facilitated by PSTN (Public Switched Telephone Network) for voice calling. ACS supports a “SIP
Interface”. This allows you to connect, via a certified SBC, PBXs, Analog Telephony Adapters, or
another PSTN carrier.

Figure 1: Azure Communication Services direct routing
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This document shows how to configure the connection between AudioCodes' SBC and the
Microsoft Azure Communication Services (ACS) with a generic SIP Trunk. For detailed
configuration of other entities in the deployment such as the SIP Trunk Provider and the
local IP-PBX, refer to AudioCodes' SIP Trunk Configuration Notes (in the interoperability
suite of documents).
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2.1 Environment Setup

The topology example includes the following environment setup:

Table 1: Environment Setup

Area Setup
Network ®  Both, Company SIP Trunk and ACS environment, are located on the
Enterprise's (or Service Provider’s) WAN
Signaling m  ACS operates with SIP-over-TLS transport type

Transcoding

Generic SIP Trunk operates with SIP-over-UDP transport type

®  ACS supports G.711A-law, G.711U-law, G.722, G.729 and SILK (NB

Codecs Transcoding and WB) coders

coders

Media Transcoding

2.2 Infrastructure Prerequisites

Generic SIP Trunk supports G.711A-law, G.711U-law, and G.729

ACS operates with SRTP media type
Generic SIP Trunk operates with RTP media type

The table below shows the list of infrastructure prerequisites required for deploying connection to
Azure Communication Services. These are the same requirement as for interconnect with Teams

Direct Routing.

Table 2-2: Infrastructure Prerequisites

Infrastructure Prerequisite

Certified Session Border Controller (SBC)

SIP Trunks connected to the SBC

Azure Communication resource

Domains

Public IP address for the SBC

Fully Qualified Domain Name (FQDN) for the SBC
Public DNS entry for the SBC

Public trusted certificate for the SBC

Firewall ports for Direct Routing Signaling
Firewall IP addresses and ports for Direct Routing Media
Media Transport Profile

Firewall ports for ACS Clients Media

Details

See Microsoft's document Plan Direct Routing.



https://learn.microsoft.com/en-us/azure/communication-services/concepts/telephony/direct-routing-infrastructure
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3 Configuring Azure Communication Services
direct routing

Currently, a configuration description of the Microsoft Azure Communication Services direct routing
is not available, it will be added in the future. The following links can be used to start working with
the SIP Interface for interconnect to Microsoft Azure Communication Services:

About Direct Routing

Azure direct routing infrastructure requirements

Provision SBC and configure voice routing

What is Azure Communication Services

How to create an ACS resource

Build your own app quickstart

Web app with calling capabilities

-10 -
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i Deploying Mediant VE Via Azure Marketplace

This section describes the deployment of a standalone Mediant VE through the Azure Marketplace.
This deployment method uses a graphical user interface and is therefore, most suited if you are not
familiar with the Azure cloud environment.

To deploy a standalone Mediant VE through Azure Marketplace:

1. Open the Azure Marketplace at https://azuremarketplace.microsoft.com/.

2. Search for the product "Mediant VE Session Border Controller (SBC)" published by
AudioCodes.

Figure 3: Azure Marketplace

&« c 0 @ azuremarketplace.microsoft.com/en-us/marketplace/apps/audiocodes.mediant_ve_sbc?tab=0verview .« g

= Microsoft | Azure Marketplace Apps v Mediant VE

Search all apps for Mediant VE

Products > Mediant VE Session Border Controller (SBC)
Search all consulting services for

H Mediant VE
Mediant VE Sess ) savefor lter
m AudioCodes Apps Search suggestions
* %k * 35 () oc  Mediant VE Session Border Controller (S...

audiocodes st AudioCodes

B Preferred salution
oc  Mediant CE Session Border Controller (S...

. . audeods - AudioCodes

Overview Plans Reviey

GET IT NOW . . ) )
Direct SIP connectivity to enable voice services

Pricing information in Microsoft Teams or Skype for Business

Cost of deployed template

components Looking to enable Microsoft Teams Direct Routing or connect
Categories SIP trunks to Microsoft Skype for Business?

Compute

3. Click GET IT NOW,; the Azure portal and Mediant VE SBC Product Overview screen appears:
Figure 4: Mediant VE SBC Product Overview

Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

Mediant VE Session Border Controller (SBC) =

AudioCodes

Mediant VE Session Border Controller (SBC) © sve for later

m AudioCodes
audiocodes

Overview  Plans Usage Information + Support

Locking to enable Microsoft Teams Direct Routing or connect SIP trunks to Microsoft Skype for Business?

AudioCodes' Mediant Session Border Controllers (S8Cs) deliver seamless connectivity, enhanced security and guality assurance for enterprise and service provider VolP
networks. By running on Azure virtual machines within the enterprise environment, AudioCodes’ SECs provide an effective demarcation point between Microsoft Teams or
Skype for Business and the SIP trunk.

AudioCodes' SBCs perform SIP pratocol mediation, translation and media handling (better known as interoperability), while also securing the enterprise VolP network. In
addition, AudioCodes' SBCs can connect virtually any existing IP-PBX to Microsaft Teams or Skype for Business to enable coexistence and migration aptions.

AudioCodes' SBCs are certified for Microsoft Teams Direct Routing and Skype for Business, They provide complete coverage of unique enterprise requirements with a highly
scalable portfolio to provide the necessary interoperability and reliability requirements. Please click here for more information on AudioCodes' SBC session capacities, media
handling and capabilities.
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4.  Click Create to start a new Mediant VE deployment.
The Create AudioCodes Mediant VE SBC for Microsoft Azure dialog appears. The dialog
contains multiple steps. Complete each step according to the description below.

Figure 5: Basics Step

_ Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Mediant VE Session Border Controller (SBC) >

Create Mediant VE Session Border Controller (SBC)

Basics  Virtual Machine Settings MNetwork Settings Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (3

| SBC Lab v |

Resource group * (1) ‘ {Mew) sbc-test v ‘

Instance details

Create new

Region* (i) | West US 2 ~ |
Virtual Machine name * (1 | she-testl v |
Username * (1 | sbcadmin /|
Authentication type * @ (®) Password

() ssH Public Key
Password * () - |

Confirm password *

Previous ‘ Mext : Virtual Machine Settings >

5. Inthe Basics step, do the following:

a.
b.

@ =0 o o

In the ‘Subscription’ field, select a proper subscription for your deployment.

In the ‘Resource group’ field, click Create new and then enter a unique name for the new
resource group. Alternatively, you may select an existing empty resource group from the
list.

In the ‘Region’ field, select a proper region for your deployment.

In the 'Virtual Machine name' field, enter a unique name for the new VM.
In the 'Username’ field, enter a username.

For 'Authentication type', select Password.

In the 'Password' field, enter a password, and then enter it again in the ‘Confirm
password’ field.

-12 -



4. Deploying Mediant VE Via Azure Marketplace AudioCodes SBC

h.

These credentials are used to connect to the management interface of the deployed
Mediant VE (instead of the default Admin/Admin credentials used in other
environments).

Azure imposes some limitations on username and password. For example, it prohibits the
use of "Admin" for username and requires you to use a strong password that meets the
following policy:
® A minimum of 12 characters
m  Use three out of the following characters:

e |owercase characters

e uppercase characters

e numbers
e symbols
Click OK.

6. Inthe Virtual Machine Settings step, do the following:

a.

Choose the virtual machine size.
For a list of supported virtual machine sizes and corresponding capacity figures, refer to
the SBC-Gateway-MSBR Series Release Notes.

Choose the disk type for the virtual machine.

As SBC software typically doesn’t perform extensive disk activity, Standard HDD disk type

is adequate for most deployments. However, if you plan to use SBC for transcoding, then

a virtual machine should have a minimum of 2 vCPUs.

Choose the OS version for the deployed SBC software:

¢  6—this version corresponds to the 7.20A stream, which is based on CentOS 6.

¢ 8 -—this version corresponds to the new 7.40A stream, which is based on CentOS
Stream 8 and provides significantly better performance and capacity (refer to the
SBC-Gateway Series Release Notes for details).

Choose whether to enable virtual machine’s boot diagnostics.

(Optionally), provide Mediant VE automatic configuration script (cloud-init file).

For more information, refer to the Automatic Provisioning of Mediant VE SBC via Cloud-

Init Configuration Note.

Click OK.

-13 -
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Microsoft Azure

Figure 6: Virtual Machine Settings Step

R Search resources, services, and docs (G+/)

Home Mediant VE Session Border Controller (SBC)

Create Mediant VE Session Border Controller (SBQC)

Basics  Virtual Machine Settings  Network Settings Review + create

Virtual machine size * (@) 1x Standard D51 v2
1 vcpuy, 3.5 GB memory
Change size
Disk type @ | Standard HDD ~
0s version () ® 6
Os
Boot diagnostics () @ Enable
O Disable
SBC cloud-init file (@ | selecta file =

| <Previous | [ Next:Network settings > |

7. Inthe Network Settings step, do the following:

a.

Choose the number of network interfaces for the new virtual machine.

Deployment via Azure Marketplace supports up to two network interfaces. If you need
more interfaces, perform deployment via the PowerShell CLI, as described in the
Mediant Virtual Edition SBC for Microsoft Azure Installation Manual.

Configure the virtual network where the new VM will be deployed.

You may either create a new virtual network or select an existing one. Azure virtual
machine is always connected to a single virtual network, regardless of the number of its
network interfaces.

Configure the subnet for each network interface.

You may either create a new subnet (for new virtual network) or select an existing one.
If you choose two network interfaces, you must connect each interface to a different
subnet. This is a limitation of Azure Marketplace Ul and may be overcome by performing
the deployment via the PowerShell CLI, as described in the Mediant Virtual Edition SBC
for Microsoft Azure Installation Manual. You can then access the SBC management
interfaces (Web and SSH) through the 1% network interface only.

Configure the virtual machine’s Public IP Address.
You may either create a new Public IP Address or select an existing one.

* If you create a new Public IP Address, select Static Assignment. This ensures that
the IP address remains unchanged if you stop the virtual machine.

¢+ Ifyou choose two network interfaces, the public IP address will be attached to the
1% network interface.

Click OK

-14 -
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Figure 7: Network Settings Step

Microsoft Azure P Search resources, services, and docs (G+/)

Haome > Mediant VE Session Border Controller (SBC) >

Create Mediant VE Session Border Controller (SBC)

Basics  Wirtual Machine Settings Network Settings  Review + create
Number of network interfaces (@O @ 1
OF:

Configure virtual networks

Virtual network * (D | VnetWestUsz2 R |

Create new

Subnet * (@ [ 0am (10.23.00/29) v
Manage subnet configuration

Public IP Address (O | (new) sbc-test1-ip s |
Create new

Public DNS Prefix (O | she-test1-9e3fad360c \/|

westus2.cloudapp.azure.com

Review + create | < Previous | | Mext : Review + create = |

8. Inthe Review + create step, review the Mediant VE SBC terms of use and virtual machine
configuration, and then click Create.

-15-
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Figure 8: Review + Create Step

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Mediant VE Session Border Controller (SBC) >

Create Mediant VE Session Border Controller (SBC)

a Validation Passed

Basics Virtual Machine Settings MNetwork Settings Review + create

PRODUCT DETAILS

Mediant VE Session Border Controller
(SBC)

by AudioCodes

Terms of use | Privacy policy

TERMS

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with
the same billing frequency as my Azure subscription; and (c) agres that Microsoft may share my contact, usage and
transactional information with the provider(s) of the offering(s) for support, billing and other transactional activities.
Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.

m Next Download a template for automation
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9.  Wait until the virtual machine deployment is complete, and then determine the IP address
that is assigned to your virtual machine that can be used to access management interface:

¢+ Ifyou assigned a public IP address to the VM, you may use it to access the
management interface.

¢ Alternatively, you may use a private IP address of the 1%t network interface.

Figure 9: Determining IP Address of Deployed VM

R Search resources, services, and docs (G+/) = h @ alexa@audiocodes.co

Home > audiocodes.mediant_ve_sbc-20200929122644 >

KA sbe-testl  »

Virtual machine

|,° Eezr(h (Ctri+p) | « ;5‘ Connect [> start ' Restart D Stop :3: Capture i Delete ‘i'_) refresh Q Share to mobile
B Overview - / Essentials
Activity log Resource group {change) : sbc-test] Operating system : Linux (centos 6.10)
y
Status : Running Size : Standard DS1 w2 (1 vepus, 3.5 Gig memory)
AR Access control (IAM)
Location : WestUS 2 Public IP address 1 52183.121.152
€ Tags .
Subscription (change) : SBC Lab Virtual netwoerk/subnet : VnetwestUS2/oam
7 Diagnose and solve problems Subscription ID : 4ad554cf-Obde-Obde-0bde-Obde0bdelble DNS name : sbc-test1-9e3fad360c.westus2.cloudapp.azure.com
Settings Tags (change) : Click here to add tags

£ Networking
Properties Monitoring Capabilities Recommendaticns Tutorials

& Connect
8 Disks 3 Virtual machine ﬂ Networking
B size Computer name she-testl Public IP address 52.183.121.152
© Security Operating system Linux (centos 6.10) Public IP address (IPv6) -
N SKU mediantvirtualsbcazure Private IP address 10.23.0.80
&  Advisor recommendations
Publisher audiocodes Private |P address (IPv6) -
®! Extensions .
VM generation V1 Virtual netwerk/subnet  VnetWestUS2/0am

10. Loginto the management interface (through Web or SSH) using the credentials that you
configured during the virtual machine set up.
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5.1

SIP
Trunk

Configuring AudioCodes' SBC

This section provides example of step-by-step procedures on how to configure AudioCodes SBC for
interworking between Microsoft Azure Communication Services (ACS) and the Generic SIP Trunk.
These configuration procedures are based on the topology example described in Section 2.1
on page 9, and includes the following main topics:

m  SBC LAN interface — administrator's management station and Generic SIP Trunking (depend on
topology) environment

B SBC WAN interface - Generic SIP Trunking (depend on topology) and Teams Direct Routing
environment

This configuration is done using the SBC's embedded Web server (hereafter, referred to as Web
interface).

section, AudioCodes SBC must be installed with a License Key. For more information,
see Section 1.3 on page 7.

m The scope of this document does not cover all security aspects for configuring this
topology. Comprehensive security measures should be implemented per your
organization's security policies. For security recommendations on AudioCodes’
products, refer to the Recommended Security Guidelines document, which can be
found at AudioCodes web site.

@ ® For implementing connection to ACS based on the configuration described in this

SBC Configuration Concept with ACS

The diagram below represents AudioCodes’ device configuration concept.

Figure 10: SBC Configuration Concept

SIP
Interface

SIP
Interface

IP Group IP Group | Proxy Set

r‘ Proxy Set

Azure
Communication
Services
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5.2 IP Network Interfaces Configuration

This section describes how to configure the SBC's IP network interfaces. There are several ways to
deploy the SBC:

SBC interfaces with the following IP entities:
° ACS - located on the WAN
° SIP Trunk - located on the LAN (or WAN)

B SBC connects to the WAN through a DMZ network
B Physical connection: The type of physical connection depends on the method used to connect
to the Enterprise's network. In the interoperability test topology, SBC connects to the LAN and
DMZ using dedicated Ethernet ports (i.e., two ports and two network cables are used).
®  SBCalso uses two logical network interfaces:
° LAN (VLAN ID 1)
° DMZ (VLAN ID 2)
Figure 11: Network Interfaces in the Topology with SIP Trunk on the LAN
— LAN P\ort Session Border Controller LA}\' Port
T N - /
- o4 QC audiocodes | v
= an ID 1 Vlan ID 2
i LAN DMZ
Management
Station (OAMP) [ m
T ] WAN
11 | \
[ | |
Firewall Azure
_)1*(_ Communication
ITSP Services

=

Figure 12: Network Interfaces in the Topology with SIP Trunk on the WAN

LAN Port
A

N . /

\| @Caudiocodes | ;v

Vlan ID 1‘ Vlan ID 2
LAN DMZ \
| -./ Azure
[ ] Communication

Session Border Controller LAL\' Port

]
Ly
Management
Station (OAMP)

l--k Services
Firewall @
D

TSP M

This document provides an example of the following deployment method:

SBC implemented in the Azure with one IP interface, used for all purposes:
° Management (OAMP)

° Signaling and media connectivity to Generic SIP Trunk and ACS
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5.2.1

5.2.2

Configure VLANs

Since default VLANs configuration was used in this interoperability test topology, no additional
configuration is needed.

Configure Network Interfaces

Network Interfaces are configured automatically in the Azure implementation. Refer to the Mediant
Virtual Edition SBC for Microsoft Azure Installation Manual document, which can be found at
AudioCodes web site. The example of the configured IP network interface are shown below:

Figure 13: Configuration Example of the Network Interface Table

INDEX

0
1

IP Interfaces (2)

m ] Page 1 of 1 Show 10 v records per page o]

APPLICATION INTERFACE o . - - DEFAULT SECONDARY ETHERNET
NAME TYPE MODE IP ADDRESS PREFIX LENGTH GATEWAY PRIMARY DNS DNS DEVICE
etho OAMP + Media + Pv4 Manual 10.31.04 24 10.31.0.1 168.63.128.16 0.0.0.0 vian 1
ethl Media = Control  IPv4 Manual 103114 26 10.31.1.1 168.63.129.16 0.0.00 vlan 2

5.2.3

Configure NAT Translation
The SBC, located in the Azure Cloud, implements private IP addresses. The NAT Translation table lets
you configure network address translation (NAT) rules for translating source IP addresses into NAT
IP addresses (global - public). These are used in front of the Azure firewall facing the Generic SIP
Trunk and the ACS.
A NAT Translation Table is created automatically during the implementation process (as described in
step 7 on page 14 above.) But if it is required to configure manually, follow next steps.
To configure the NAT translation rules:
1. Openthe NAT Translation table (Setup menu > IP Network tab > Core Entities folder > NAT
Translation).
2. Addanew NAT Translation rule by clicking +New at the top of the interface, and then
configure the parameters using the table below as reference.
Table 3: NAT Translation Rule
Index Source Source Start  Source End Target IP Address Target Start  Target End
Interface Port Port Port Port
eth0 1 65535 <Public IP Address> 1 65535
3.  Click Apply.

Figure 14: Example of the NAT Translation Table

INDEX

0

NAT Translation (1)

] Page 1 of1 Show 10 % records per page 0]

SOURCE INTERFACE TARGET IP ADDRESS SOURCE START PORT SOURCE END PORT TARGET START PORT TARGET END PORT

eth0 40.78.153.180 1 65535 1 ©5535
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5.3

53.1

SIP TLS Connection Configuration

This section describes how to configure the SBC for using a TLS connection with the ACS. This
configuration is essential for a secure SIP TLS connection. The configuration instructions example in
this section are based on the following domain structure that must be implemented as part of the
certificate which must be loaded to the host SBC:

B CN:acstest.audiocodes.be

®  SAN: acstest.audiocodes.be

This certificate module is based on the Service Provider's own TLS Certificate. For more certificate
structure options, see Microsoft Teams Direct Routing documentation.

The Azure Communication Services direct routing allows only TLS connections from SBCs for SIP
traffic with a certificate signed by one of the Trusted Certification Authorities.

Currently, supported Certification Authorities can be found in the following link:

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-
for-the-sbc

Configure the NTP Server Address

This section describes how to configure the NTP server's IP address. It is recommended to implement
an NTP server (Microsoft NTP server or another global server) to ensure that the SBC receives the
current date and time. This is necessary for validating certificates of remote parties. It is important,
that NTP Server will locate on the OAMP IP Interface (LAN_IF in our case) or will be accessible through
it.

To configure the NTP server address:

1. Openthe Time & Date page (Setup menu > Administration tab > Time & Date).

2. Inthe 'Primary NTP Server Address' field, enter the IP address of the NTP server
(e.g., time.windows.com).

Figure 15: Configuring NTP Server Address

Time & Date
LOCAL TIME
Year Month Day Hours Minutes Seconds
Local Time
NTP SERVER
Enable NTP Enable v
Primary NTP Server Address (IP or FQDN) ® | Time.windows.com
Secondary NTP Server Address (IP or FQDN)
NTP Update Interva Hours: | 24 Minutes: | 0
NTP Authentication Key ldentifier 0
NTP Authentication Secret Key

3.  Click Apply.
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5.3.2 Create a TLS Context for ACS (same as for Teams Direct Routing)

The section below shows how to request a certificate for the SBC WAN interface and to configure it
based on the example of SSL.com Global Root CA. The certificate is used by the SBC to authenticate
the connection with ACS.

The procedure involves the following main steps:

a. Create a TLS Context for ACS

b. Generate a Certificate Signing Request (CSR) and obtain the certificate from a supported
Certification Authority

c. Deploy the SBC and Root / Intermediate certificates on the SBC

To create a TLS Context for ACS:

1. Openthe TLS Contexts page (Setup menu > IP Network tab > Security folder > TLS Contexts).

2. Create a new TLS Context by clicking +New at the top of the interface, and then configure the
parameters using the table below as reference.

Table 4: New TLS Context
Index Name TLS Version
1 Teams (arbitrary descriptive name) TLSv1.2

All other parameters can be left unchanged with their default values.

The table above exemplifies configuration focusing on interconnecting SIP and media. You
@ might want to configure additional parameters according to your company's policies. For
example, you might want to configure Online Certificate Status Protocol (OCSP) to check if
SBC certificates presented in the online server are still valid or revoked. For more
information on the SBC's configuration, see the User's Manual, available for download from
https://www.audiocodes.com/library/technical-documents.

Figure 16: Configuration of TLS Context for ACS

GENERAL OCsP
Index OCSP Server Disable v
Name * | Teams Primary OCSP Server 0.0.0.0
TLS Version o TLSV1.2 v Secondary OCSP Server 0.0.0.0
DTLS Version DTLSv1.0 and DTLSv1.2 v OCSP Port 2560
Cipher Server DEFAULT OCSP Default Response Reject v
Cipher Client DEFAULT
Cipher Server TLS1.3 TLS_AES_256_GCM_SHA384:TL:
Cipher Client TLS1.3 TLS_AES_256_GCM_SHA384:TL*
Key Exchange Groups X25519:P-256:P-384:X448
Strict Certificate Extension Validation Disable v
DH key Size 2048 v
TLS Renegotiation Enable v
Cancel
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3.  Click Apply; you should see the new TLS Context and option to manage the certificates at the
bottom of 'TLS Context' table.

Figure 17: Configured TLS Context for ACS and Interface to
Manage the Certificates

mOu d]OCOdeS SETUP MONITOR TROUBLESHOOT
Mediant VE SBC O Entity, parameter, value
® SRD | A v
£ NETWORK VIEW TLS Contexts (2)
CORE ENTITIES
T Page of 1 Show 10 v records per page P
“ SECURITY INDEX NAME TLS VERSION DTLS VERSION CIPHER SERVER
° LT T oTLsu0anapmsi 2 osFALLT
Firewall (0) 1 Teams TLSV12 DTLSV1.0 and DTLS1.2 DEFAULT
Security Settings
QUALITY
DNS
#1[Teams] Edit
WEB SERVICES -
HTTP PROXY GENERAL ocse
RADIUS & LDAP Name * Teams OCSP Server Disable
TLS Version . TLsvi2 Primary OCSP Server 0000
MEDIA CLUSTER DILS Version Secondary OCSP Serv..

Cipher Server QCSP Port

ADVANCED
Cipher Client

QCSP Default Respon Reject
Cipher Server TLS1.3
Cipher Client TLS1.3

Key Exchange Groups

Strict Certificate Exten...
DH key Size 2048

TLS Renegotiation Enable

| Certificate Information > Change Certificate >» Trusted Root Certificates > |

5.3.3 Generate a CSR and Obtain the Certificate from a Supported CA

This section shows how to generate a Certificate Signing Request (CSR) and obtain the certificate
from a supported Certification Authority.

To generate a Certificate Signing Request (CSR) and obtain the certificate from a supported
Certification Authority:

1. Open the TLS Contexts page (Setup menu > IP Network tab > Security folder > TLS Contexts).

2. Inthe TLS Contexts page, select the Teams TLS Context index row, and then click the Change
Certificate link located below the table; the Context Certificates page appears.

3. Under the Certificate Signing Request group, do the following:
a. Inthe 'Common Name [CN]' field, enter the SBC FQDN name (based on example above,
acstest.audiocodes.be).

b. Inthe 'Ist Subject Alternative Name [SAN]' field, change the type to ‘DNS’, and then
enter the SBC FQDN name (based on the example above, acstest.audiocodes.be).

c.  Change the 'Private Key Size' based on the requirements of your Certification Authority.
Many CAs do not support private key of size 1024.

d. To change the key size on TLS Context, go to: Generate New Private Key and Self-Signed
Certificate, change the 'Private Key Size' to 1024 (if this required by CA) and then click
Generate Private-Key. To use 2048 as a Private Key Size value, you can click Generate
Private-Key without changing the default key size value.

e. Enter the rest of the request fields according to your security provider's instructions.
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f.  Click the Create CSR button; a textual certificate signing request is displayed in the area
below the button:

Figure 18: Example of Certificate Signing Request — Creating CSR

(® TLS Context [#1]> Change Certificates

CERTIFICATE SIGNING REQUEST / GENERATE SELF-SIGNED CERTIFICATE REQUEST

Common Name [CN] acstest.audiocodes.be
Organizational Unit [OU]

Company name [O]

Locality or city name [L]

State [ST]

Country code [C]

1st Subject Alternative Name [SAN] DNS  w | acstestaudiocodes. be

2nd Subject Alternative Name [SAN] EMAIL w

3rd Supject Alternative Name [SAN] EMAIL w

4th Subject Alternative Name [SAN] EMAIL ~

5th Subject Alternative Name [SAN] EMAIL ~

Subject Key ldentifier v

Key Usage Critical  []
Extended Key Usage Critical  []
Signature Algorithm SHA-256 A

Generate Self-Signed Certificate

Create CSR

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

-----BEGIN CERTIFICATE REQUEST-----
MIICMDCCAYACAQIWIDEEMBWGALUEAWWYYWNZAdGYzdCShdWRpb2NvZGYZLMIIMIIE
IjANBgkghkiGoweBAQEFAAOCAQBAMIIBECKCAQEASCD+ELWQKMMYWEBLBDVDbAMY
TINZHIfwelz84jCLx3UnAd3ddzml4exEuy+7bkEzZbDeBE7/pToOLTq7EpmPIyDa
wHQ3N/zHRIReTUOUD4gT j3KnCSHoI15QN3/VaoRvE4@m]LMSz INgqETM2571Hzan
Ma/oaQLH4spkhnUKX@THQ2CCrMLXP1IbOhh/24YLQKdIKNhRXBUKTDThBFWZE4+D
9BzwESAxy jdEt1CWbRNNIxG1I6RIQCACIYKSpUcpjCelyeahEvnxgdTgQQelaAYx
6+7tp0BdaY8YMXBbgTaSywA2mD]7 /s cYhsYUmwIe9SEmIDymEv40KQIV2WLYCQID
AQABoDMWMQY JKoZThveNAQkOMSQuIjAgBgNVHREEGTAXghVhY3N@ZXNeLmF1ZG1y
Y29kZXMuYmUwDQYIKoZ ThvcNAQELBQADEgEBAAE JMUIE 1K TvbkDKENjWRACKgELY
GHLRvUDbaEy3P4ZFhBIkX+NEOVHMw] 8@pskOveUneHKni+6CzU7dpylBRFQ2DGKg
Y13eF3WcsqYLCHNgInKbchbwzrYEMz2njtd2IWUsn57k188RT0a1+GAUZe JUSDSSR
ma2jVIHsQgXKjuhgq3CzFI@SHNIbwluVC1bUHB2KeZUBle@2khx+Jy4CkivDKaGEb
MghXopjGXKkvI9+0tTQekWZ2RFTI1iBESN/UlLp2f4eTELOT WGArE3+cNXToRT
t1cOhUFIREIYOUFUMGpm7 yMTBgkz@BGIMBraP8wmbwPnhAyNWaYgHx FEWXo=
-----END CERTIFICATE REQUEST-----

4. Copy the CSR from the line "----BEGIN CERTIFICATE" to "END CERTIFICATE REQUEST----" to a
text file (such as Notepad), and then save it to a folder on your computer with the file name,
for example certreq.txt.

5. Send certreq.txt file to the Certified Authority Administrator for signing.
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5.3.4 Deploy the SBC and Root / Intermediate Certificates on the SBC

After obtaining the SBC signed and Trusted Root/Intermediate Certificate from the CA, install the
following:

B SBC certificate

] Root / Intermediate certificates

To install the SBC certificate:

1. Inthe SBC's Web interface, return to the TLS Contexts page and do the following:

a. Inthe TLS Contexts page, select the required TLS Context index row, and then click the
Change Certificate link located below the table; the Context Certificates page appears.

b.  Scroll down to the Upload certificates files from your computer group, click the Choose
File button corresponding to the 'Send Device Certificate...' field, navigate to the
certificate file obtained from the CA, and then click Load File to upload the certificate to
the SBC.

Figure 19: Uploading the Certificate Obtained from the Certification Authority

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
Private key pass-phrase (oprionall e

Send Private Key filz from your computer 1o the device.
The file must be in either PEM or PFX (PKCS#12) format.
Choose File | Mo file chosen Load File

Note: Replacing the private key Is not recommended but If It's done, It should be over a physlically-secure network link,
Send Device Certificate file from your computer to the device.

The file must be in textual PEM format.
Choose File | Mo filz chosen Load File D

2. Validate that the certificate was uploaded correctly: A message indicating that the certificate
was uploaded successfully is displayed in blue on the lower part of the page:

Figure 20: Message Indicating Successful Upload of the Certificate

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
Private key pass-phrase (optional)

Send Private Key file from your computer te the device.
The file must be in either PEM or PFX (PKC5#12) format.
Choose File | No file chosen Load File

Note: Replacing the private key Is not recommended but If it’s done, it should be over a physically-secure network link.

Send Device Certificate file from your camputer to the device
The file must be in textual PEM format.
Choose File | No file chosen Load File

File sbc3_adatum_biz.crt was successfully loaded into the device.
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3.

In the SBC's Web interface, return to the TLS Contexts page, select the required TLS Context

index row, and then click the Certificate Information link, located at the bottom of the TLS.
Then validate the Key size, certificate status and Subject Name:

Figure 21: Certificate Information Example

Certificate:

@ TLS Context [#1] > Certificate Information

PRIVATE KEY

Key size:

Status:

CERTIFICATE

Data:

Version: 3 (0x2)
Serial Number:
04:53:54:9b:25:28:79:0a:2¢:56:01:5¢:2f:df:be:71
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IL, O=Domain The Net Technologies Ltd, CN=Domain The Net Technologies Ltd CA for S5LR2
Validity
Not Before: May 4 14:51:53 2021 GMT
Not After - May 4 14:51:53 2022 GMT

ﬁubject: CN=acstest.audiocodes.be [

Subject Public Key Tnfo:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:

4.

5.

a.

In the SBC's Web interface, return to the TLS Contexts page.

In the TLS Contexts page, select the required TLS Context index row, and then click the
Trusted Root Certificates link, located at the bottom of the TLS Contexts page; the
Trusted Certificates page appears.

Click the Import button, and then select all Root/Intermediate Certificates obtained from
your Certification Authority to load.

Click OK; the certificate is loaded to the device and listed in the Trusted Certificates store:

Figure 22: Example of Configured Trusted Root Certificates

0
1
2

() TLS Context [#1] > Trusted Root Certificates

INDEX

SUBJECT ISSUER EXPIRES

SSL.com Root Certification Auth SSL.com Root Certification Auth 2/12/2041
SSL.com SSL Enterprise Intermed SSL.com Root Certification Auth 3/22/2034
Domain The Net Technologies Ltd S5L.com S5L Enterprise Intermed 3/30/2024
Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025
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5.3.5

5.3.6

Method of Generating and Installing the Wildcard Certificate

To use the same certificate on multiple devices, you may prefer using 3" party application (e.g.
DigiCert Certificate Utility for Windows) to process the certificate request from your Certificate
Authority on another machine, with this utility installed.

After you've processed the certificate request and response using the DigiCert utility, test the
certificate private key and chain and then export the certificate with private key and assign a
password.

To install the certificate:

1. Open the TLS Contexts page (Setup menu > IP Network tab > Security folder > TLS Contexts).

2. Inthe TLS Contexts page, select the required TLS Context index row, and then click the Change
Certificate link located below the table; the Context Certificates page appears.

3.  Scroll down to the Upload certificates files from your computer group and do the following:

a. Enter the password assigned during export with the DigiCert utility in the 'Private key
pass-phrase’ field.

b.  Click the Choose File button corresponding to the 'Send Private Key...' field and then
select the SBC certificate file exported from the DigiCert utility.

Deploy Trusted Root Certificate for MTLS Connection

@ Loading Trusted Root Certificates to AudioCodes' SBC is mandatory for implementing an
MTLS connection with the Microsoft Teams network.

Microsoft 365 updated services such as, messaging, meetings, telephony, voice, and video
to use TLS certificates from a different set of Root Certificate Authorities (CAs). For more
details of the new Root CAs, refer to Microsoft technical guidance at Office TLS Certificate

Changes.

The DNS name of the Teams Direct Routing interface is sip.pstnhub.microsoft.com. In this interface,
a certificate is presented which is signed by DigiCert with:

Serial Number: 0x033afleba711a9a0bb2864b11d09fae5,
SHA-1 Thumbprint: DF3C24F9BFD666761B268073FE06D1CC8D4F82A4 and
SHA-256 Thumbprint: CB3CCBB76031E5E0138F8DD39A23FODE47FFC35E43C1144CEA27D46A5AB1CB5F.

To trust this certificate, your SBC must have the certificate in Trusted Certificates storage.
Download the DigiCert Global Root G2 (df3c) certificate in PEM format from
https://www.digicert.com/kb/digicert-root-certificates.htm and follow the steps above to import
the certificate to the Trusted Root storage.

or .PFX format. If it isn't, you need to convert it to .PEM or .PFX format, otherwise the
'Failed to load new certificate' error message is displayed. To convert to PEM format, use
Windows local store on any Windows OS and then export it as 'Base-64 encoded X.509
(.CER) certificate'.

@ Before importing the DigiCert Root Certificate into AudioCodes' SBC, make sure it's in .PEM
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54 Configure Media Realm

Media Realms allow dividing the UDP port ranges for use on different interfaces. In the example
below, two Media Realms are configured:

B One for the WAN interface, with the UDP port starting at 6000 and the number of media
session legs 100 (you need to calculate number of media session legs based on your usage)

®  One for the WAN interface, with the UDP port range starting at 7000 and the number of
media session legs 100

To configure Media Realms:

1. Open the Media Realms table (Setup menu > Signaling & Media tab > Core Entities folder >
Media Realms).

2.  Configure Media Realms as follows (you can use the default Media Realm (Index 0), but
modify it):

Table 5: Configuration Example Media Realms in Media Realm Table

Index Name Topology IPv4 Interface Port Range Number of Media Session
Location Name Start Legs
0 MR-ACS Up ethO 6000 100 (media sessions assigned
(arbitrary name) with port range)
1 MR-SIPTrunk eth0 7000 100 (media sessions assigned
(arbitrary name) with port range)

The configured Media Realms are shown in the figure below:

Figure 23: Configuration Example Media Realms in Media Realm Table

Media Realms (2)

m m Page 1 of 1 Show 10w records per page

. - UDP PORT RANGE NUMBER OF MEDIA .
INDEX NAME IPV4 INTERFACE NAME UDP PORT RANGE END DEFAULT MEDIA REALM
START SESSION LEGS
0 MR-ACS etho 6000 100 6399 No
1 MR-SIPTrunk eth0 7000 100 7399 No
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5.5 Configure SIP Signaling Interfaces

This section shows how to configure a SIP Signaling Interfaces. A SIP Interface defines a listening port
and type (UDP, TCP, or TLS) for SIP signaling traffic on a specific logical IP network interface
(configured in the Interface Table above) and Media Realm.

Note that the configuration of a SIP interface for the SIP Trunk shows as an example and your
configuration might be different. For specific configuration of interfaces pointing to SIP trunks and/or
a third-party PSTN environment connected to the SBC, see the trunk / environment vendor
documentation.

AudioCodes also offers a comprehensive suite of documents covering the interconnection between
different trunks and equipment.

To configure SIP interfaces:

1. Open the SIP Interfaces table (Setup menu > Signaling & Media tab > Core Entities folder >
SIP Interfaces).

2. Configure SIP Interfaces. You can use the default SIP Interface (Index 0), but modify it as
shown in the table below. The table below shows an example of the configuration. You can
change some parameters according to your requirements.

The Azure Communication Services direct routing can only use TLS for a SIP port. It does
not support using TCP due to security reasons. The SIP port might be any port of your
choice.

Table 6: Configuration Example of SIP Signaling Interfaces

Name Network Application UDP Port TCP TLS Port Enable TCP Classification Media Realm
Interface Type Port Keepalive Failure Response
Type

SI-ACS eth0 SBC 0 (Phone System 0 5061 Enable 0 (Recommended MR-ACS
(arbitrary does not use UDP or (as configured in to prevent DoS

name) TCP for SIP signaling) the Office 365) attacks)

SI-SIPTrunk = ethO SBC 5060 (according to 0 0 Disable (leave | 0 (Recommended = MR-SIPTrunk

(arbitrary Service Provider default value) to prevent DoS

name) requirement) attacks)

lo
|®

For implementing an MTLS connection with the Microsoft Teams network, configure ‘TLS
Mutual Authentication’ to “Enable” for the Azure Communication Services direct routing.

Loading DigiCert Trusted Root Certificates to AudioCodes' SBC is mandatory for
implementing an MTLS connection with the Microsoft Teams network. Refer to Section
5.3.6 on page 27.

The configured SIP Interfaces are shown in the figure below:

Figure 24: Configuration Example of SIP Signaling Interfaces

SIP Interfaces (2)

s
INDEX NAME

0 SI-ACS

1 SI-SIPTrunk

Page 1

NETWORK

SRD

INTERFACE
DefaultSRD (% eth0

DefaultSRD (% ethO

of 1

Show

APPLICATION

TYPE

UDP PORT

10w records per page

TCP PORT

ENCAPSULATINC

Pi
TLS PORT PROTOCOL

MEDIA REALM

No encapsulatior  MR-ACS

No encapsulatiol  MR-SIPTrunk

TLS
Context
Name

Teams
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5.6 Configure Proxy Sets and Proxy Address

5.6.1 Configure Proxy Sets

The Proxy Set and Proxy Address defines TLS parameters, IP interfaces, FQDN and the remote entity's
port. Proxy Sets can also be used to configure load balancing between multiple servers. The example
below covers configuration of a Proxy Sets for ACS and SIP Trunk. Note that the configuration of a
Proxy Set for the SIP Trunk shows as an example and your configuration might be different. For
specific configuration of interfaces pointing to SIP trunks and/or the third-party PSTN environment
connected to the SBC, see the trunk/environment vendor's documentation. AudioCodes also offers
a comprehensive suite of documents covering the interconnection between different trunks and the

equipment.

The Proxy Sets will later be applied to the VolP network by assigning them to IP Groups.

For devices with PSTN interface (Hybrid SBC) it is highly recommended that you do not
configure Proxy Set ID 0 and IP Group ID 0. The only time that you should configure this
specific Proxy Set and IP Group is when it is used for the Gateway Interface (e.g., PSTN

fallback).

To configure a Proxy Sets:

1. Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder > Proxy

Sets).

2.  Configure Proxy Sets as shown in the table below:

Table 7: Configuration Example Proxy Sets in Proxy Sets Table

Index Name SBC IPv4 TLS Context Proxy Keep- Proxy Hot Proxy Load
SIP Name Alive Swap Balancing
Interface Method
0 PS-ACS SI-ACS Teams Using Options Enable Random
(arbitrary name) Weights
1 PS-SIPTrunk SI-SIPTrunk Default Using Options - -
(arbitrary name)
The configured Proxy Sets are shown in the figure below:
Figure 25: Configuration Example Proxy Sets in Proxy Sets Table
Proxy Sets (2)
i) Page 1 of 1 Show 10 v records per page
. N - SBC IPV4 5P PROXY KEEP-ALIVE - .
INDEX NAME SRD INTEREACE TIME [SEC] REDUNDANCY MODE PROXY HOT SWA|
0 PS-ACS DefaultSRD (#0) SI-ACS 60 Enable
1 PS-SIPTrunk DefaultSRD (#0) SI-SIPTrunk 60 Disable
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5.6.2

Configure Proxy Addresses
This section shows how to configure a Proxy Address.

To configure a Proxy Address for ACS (same as for Teams Direct Routing):

1. Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder > Proxy
Sets) and then click the Proxy Set PS-ACS, and then click the Proxy Address link located below
the table; the Proxy Address table opens.

2.  Click +New; the following dialog box appears:

Figure 26: Configuring Proxy Address for Azure Communication Services direct routing

GENERAL

ndex

Proxy Address e | sip.pstnhub.microsoft.com:5061

Transport Type * | TLS ¥
Proxy Priority o 1

Proxy Random Weight s 1

3. Configure the address of the Proxy Set according to the parameters described in the table

below:
Table 8: Configuration Proxy Address for ACS
Index Proxy Address Transport Proxy Proxy Random
Type Priority Weight
0 sip.pstnhub.microsoft.com:5061 TLS 1 1
1 sip2.pstnhub.microsoft.com:5061 TLS 2 1
2 sip3.pstnhub.microsoft.com:5061 TLS 3 1

»

Click Apply and then save your settings to flash memory.
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To configure a Proxy Address for SIP Trunk:

1. Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder > Proxy
Sets) and then click the Proxy Set SIPTrunk, and then click the Proxy Address link located
below the table; the Proxy Address table opens.

2.  Click +New; the following dialog box appears:

Figure 27: Configuring Proxy Address for SIP Trunk

GENERAL

Index

Proxy Address ¢ SIPTrunk.com:5060

Transport Type * UDP v

3. Configure the address of the Proxy Set according to the parameters described in the table

below:
Table 9: Configuration Proxy Address for SIP Trunk
Index Proxy Address Transport Proxy Proxy Random
Type Priority Weight
0 SIPTrunk.com:5060 UDP 0 0

(SIP Trunk IP / FQDN and port)

4.  Click Apply.
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5.7

Configure Coder Groups

This section describes how to configure coders (known as Coder Groups). ACS supports the SILK and
G.722 coders while the network connection to the SIP Trunk may restrict operation with a dedicated
coders list. You need to add a Coder Group with the supported coders for each of the following leg,
the ACS and the SIP Trunk.

@ The Coder Group ID for this entity will be assigned to its corresponding IP Profile in
Section 5.8.

To configure a Coder Group:

1. Open the Coder Groups table (Setup menu > Signaling & Media tab > Coders & Profiles folder
> Coder Groups).

2. From the 'Coder Group Name' dropdown, select 1:Does Not Exist and add the required codecs
as shown in the figure below.

Figure 28: Configuring Coder Group for ACS

Coder Groups
Coder Group Name | 1: AudioCodersGroups_1 ¥ | |Delete Group
Coder Name Packetization Time Rate Payload Type |Silence Suppression Coder Specific

SILKE-NB (|20 ¥ g hd 103 NAA ¥
SILK-WB (|20 r 16 T 104 NAA ¥
G711 A-law v 20 v 64 v 8 Disabled v
G71U-Haw (|20 r 64 hd 0 Disabled v
G.729 (|20 v 8 T 18 Disabled v

v A v | | v

3.  Click Apply, and then confirm the configuration change in the prompt that pops up.
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5.8 Configure IP Profiles

This section describes how to configure IP Profiles. An IP Profile is a set of parameters with user-
defined settings related to signaling (e.g., SIP message terminations such as REFER) and media (e.g.,
coder type). An IP Profile needs to be assigned to the specific IP Group.

To configure an IP Profile:

1. Open the Proxy Sets table (Setup menu > Signaling and Media tab > Coders and Profiles

folder > IP Profiles).

2.  Click +New to add the IP Profile for the Azure Communication Services direct routing.
Configure the parameters using the table below as reference.

Table 10: Configuration Example: ACS IP Profile

Parameter
General
Name
Media Security
SBC Media Security Mode
SBC Early Media

Remote Early Media RTP Detection
Mode

SBC Media
Extension Coders Group

RFC 2833 Mode
RTCP Mode

ICE Mode

SBC Signaling

SIP UPDATE Support

Remote re-INVITE Support
Remote Delayed Offer Support
SBC Forward and Transfer
Remote REFER Mode

Remote Replaces Mode
Remote 3xx Mode

SBC Hold

Remote Hold Format

Value

ACS (arbitrary descriptive name)

Secured

By Media (required, as Teams Direct Routing does not send RTP
immediately to remote side when it sends a SIP 18x response)

AudioCodersGroups_1
Extended

Generate Always (required, as some ITSPs do not send RTCP
packets during Hold, but Microsoft expects them)

Lite

Not Supported
Supported Only With SDP

Not Supported

Handle Locally
Handle Locally

Handle Locally

Inactive (some SIP Trunk may answer with a=inactive and
IP=0.0.0.0 in response to the Re-Invite with Hold request from
Teams. Microsoft Media Stack doesn’t support this format. So, SBC
will replace 0.0.0.0 with its IP address)

All other parameters can be left unchanged at their default values.

3.  Click Apply, and then save your settings to flash memory.
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4. Click +New to add the IP Profile for the SIP Trunk. Configure the parameters using the table
below as a reference.

Table 11: Configuration Example: SIP Trunk IP Profile
Parameter Value
General
Name SIPTrunk

Media Security

SBC Media Security Mode Not Secured
SBC Signaling
P-Asserted-ldentity Header Mode Add (required for anonymous calls)

SBC Forward and Transfer

Remote REFER Mode Handle Locally
Remote Replaces Mode Handle Locally
Remote 3xx Mode Handle Locally

All other parameters can be left unchanged with their default values.

5.  Click Apply, and then save your settings to flash memory.
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5.9

Configure IP Groups

This section describes how to configure IP Groups. The IP Group represents an IP entity on the
network with which the SBC communicates. This can be a server (e.g., IP-PBX or SIP Trunk) or it can
be a group of users (e.g., LAN IP phones). For servers, the IP Group is typically used to define the
server's IP address by associating it with a Proxy Set. Once IP Groups are configured, they are used
to configure IP-to-IP routing rules for denoting source and destination of the call.

For devices with PSTN interface (Hybrid SBC) it is highly recommended that you do not
configure Proxy Set ID 0 and IP Group ID 0. The only time that you should configure this
specific Proxy Set and IP Group is when it is used for the Gateway Interface (e.g., PSTN

fallback).

To configure an IP Groups:

1. Open the IP Groups table (Setup menu > Signaling & Media tab > Core Entities folder > IP

Groups).

2.  Click +New to add the IP Group for the ACS:

Parameter
Name
Topology Location
Type
Proxy Set
IP Profile
Media Realm

Classify by Proxy Set
Local Host Name

Always Use Src Address

Teams Direct Routing Mode

Inbound Message
Manipulation Set

Proxy Keep-Alive using IP
Group settings

Value
IPG-ACS
Up
Server
PS-ACS
ACS
MR-ACS
Disable

<FQDN name of the SBC>
(based on our example, acstest.audiocodes.be).

Yes

Enable (Enables the SBC to include Microsoft's proprietary X-MS-
SBC header in outgoing SIP INVITE and OPTIONS messages in a
Microsoft Teams Direct Routing environment. The header is used
by Microsoft Teams to identify vendor equipment. The header's
value is in the format 'Audiocodes/<model>/<firmware>').

Enable

All other parameters can be left unchanged with their default values.
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3. Click +New to add the IP Group for the SIP Trunk:

Parameter Value
Name IPG-SIPTrunk
Type Server
Proxy Set PS-SIPTrunk
IP Profile SIPTrunk
Media Realm MR-SIPTrunk
SIP Group Name (according to ITSP requirement)

All other parameters can be left unchanged with their default values.

specific configuration of interfaces pointing to SIP trunks and/or a third-party PSTN

@ The configuration of the SIP Trunk example and your configuration might be different. For
environment connected to the SBC, see the trunk / environment vendor documentation.

The configured IP Groups are shown in the figure below:

Figure 29: Configured IP Groups in IP Group Table

IP Groups (2)

m [ Page 1 of 1 Show 10 v records per page O

INBOUND OUTBOUND

SBC

_ MEDIA SIP GROUP CLASSIFY BY  MESSAGE MESSAGE
P PPl
INDEX NAME SRD TYPE (I\j’IOE;EA 1oN PROXY SET P PROFILE REALM NAME PROXY SET MANIPULATIt  MANIPULAT
SET SET
0 IPG-ACS DefaultSRI  Server Not Configure PS-ACS ACS MR-ACS Disable 1 -1
1 IPG-SIPTrunk DefaultSRl  Server Not Configure PS-SIPTrunk  SIPTrunk MR-SIPTrunk Enable -1 -1
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5.10 Configure SRTP

This section describes how to configure media security. The Azure Communication Services direct
routing requires the use of SRTP only, so you need to configure the SBC to operate in the same
manner.

To configure media security:

1. Open the Media Security page (Setup menu > Signaling & Media tab > Media folder > Media
Security).

2. From the 'Media Security' drop-down list, select Enable to enable SRTP.

Figure 30: Configuring Media Security Parameter

Media Security

GEMNERAL

Media Security » | Enable v
Media Security Behavior Preferable v
Offered SRTP Cipher Suites Al v
Arla Protocol Support Disable v

MASTER KEY IDENTIFIER

Master Key Identifier (MKI) Size ]
Symmetric MKI Disable v
3.  Click Apply.
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5.11

Configure Message Manipulation Rules

This section describes how to configure SIP message manipulation rules. SIP message manipulation
rules can include insertion, removal, and/or modification of SIP headers. Manipulation rules are
grouped into Manipulation Sets, enabling you to apply multiple rules to the same SIP message (IP
entity).

Once you have configured the SIP message manipulation rules, you need to assign them to the
relevant IP Group (in the IP Group table) and determine whether they must be applied to inbound or
outbound messages.

@ Implementation of the Message Manipulation rule with ACS (shown below) is optional
according to site deployment requirements.

To configure SIP message manipulation rule for ACS:

1. Open the Message Manipulations page (Setup menu > Signaling & Media tab > Message
Manipulation folder > Message Manipulations).

2. Configure a new manipulation rule (Manipulation Set 1) for ACS. This rule applies to messages
received from the ACS IP Group. This rule removes the SIP P-Asserted-Identity header.

Parameter Value
Index 0
Name Remove PAI
Manipulation Set ID 1
Action Subject Header.P-Asserted-ldentity
Action Type Remove

3.  Configure another manipulation rule (Manipulation Set 1) for ACS. This rule applies to
messages received from the ACS IP Group. This rule remove the SIP Privacy Header in all
messages, except for calls with presentation restriction.

Parameter Value
Index 1
Name Remove Privacy Header
Manipulation Set ID 1
Condition Header.Privacy exists And Header.From.URL !contains
‘anonymous'
Action Subject Header.Privacy
Action Type Remove
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5.12 Configure Message Condition Rules

This section describes how to configure the Message Condition Rules. A Message Condition defines
special conditions (requisites) for incoming SIP messages. These rules can be used as additional
matching criteria for the IP-to-IP routing rules in the IP-to-IP Routing table.

The following condition verifies that the Contact header contains Microsoft FQDN.

To configure a Message Condition rule:

1. Openthe Message Conditions table (Setup menu > Signaling & Media tab > Message
Manipulation folder > Message Conditions).

2.  Click New, and then configure the parameters as follows:

Parameter Value
Index 0
Name MSFT-Contact (arbitrary descriptive name)
Condition Header.Contact.URL.Host contains 'pstnhub.microsoft.com’

Figure 31: Configuring Condition Table

[MSFT-Contact]
GEMERAL
Index
Name e | MSFT-Contact
Condition e | Header.Contact.URL.Host contains 'pstnhub.microsoft. | Editor
3.  Click Apply.
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5.13

Index

Configure Classification Rules

This section describes how to configure Classification rules. A Classification rule classifies incoming
SIP dialog-initiating requests (e.g., INVITE messages) to a "source" IP Group. The source IP Group is
the SIP entity that sends the SIP dialog request. Once classified, the device uses the IP Group to

process the call (manipulation and routing).

You can also use the Classification table for employing SIP-level access control for successfully
classified calls, by configuring Classification rules with whitelist and blacklist settings. If a
Classification rule is configured as a whitelist ("Allow"), the device accepts the SIP dialog and
processes the call. If the Classification rule is configured as a blacklist ("Deny"), the device rejects the

SIP dialog.

To configure a Classification rule:

1. Open the Classification table (Setup menu > Signaling & Media tab > SBC folder >

Classification Table).

2.  Configure Classification rules as shown in the table below:
Table 5-12: Classification Rules

Name

SIP Interface

Teams_52_112
(arbitrary name)

Teams_52_113
(arbitrary name)

Teams_52_114
(arbitrary name)

Teams_52_115
(arbitrary name)

Teams_52_120
(arbitrary name)

Teams_52_121
(arbitrary name)

Teams_52_122
(arbitrary name)

Teams_52_123
(arbitrary name)

3.  Click Apply.

Source

SI-ACS

SI-ACS

SI-ACS

SI-ACS

SI-ACS

SI-ACS

SI-ACS

SI-ACS

Source

IP Address

52.112.*.*

52.113.*.*

52.114.* *

52.115.*.*

52.120.*.*

52.121.*.*

52.122.*.*

52.123.**

Destination Host
acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

acstest.audiocodes.be
(example)

Message
Condition

MSFT-
Contact

MSFT-
Contact

MSFT-
Contact

MSFT-
Contact

MSFT-
Contact

MSFT-
Contact

MSFT-
Contact

MSFT-
Contact

Action
Type

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Source
IP Group

IPG-ACS

IPG-ACS

IPG-ACS

IPG-ACS

IPG-ACS

IPG-ACS

IPG-ACS

IPG-ACS
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5.14

Index

Configure IP-to-IP Call Routing Rules

This section describes how to configure IP-to-IP call routing rules. These rules define the routes for
forwarding SIP messages (e.g., INVITE) received from one IP entity to another. The SBC selects the
rule whose configured input characteristics (e.g., IP Group) match those of the incoming SIP message.
If the input characteristics do not match the first rule in the table, they are compared to the second
rule, and so on, until a matching rule is located. If no rule is matched, the message is rejected.

The example shown below only covers IP-to-IP routing, though you can route the calls from SIP Trunk
to ACS and vice versa. See AudioCodes' SBC documentation for more information on how to route in
other scenarios.

The following IP-to-IP Routing Rules will be defined:
B Terminate SIP OPTIONS messages on the SBC
®  Calls from Teams Direct Routing to SIP Trunk

B Calls from SIP Trunk to Teams Direct Routing

To configure IP-to-IP routing rules:

1. Open the IP-to-IP Routing table (Setup menu > Signaling & Media tab > SBC folder > Routing >
IP-to-IP Routing).

2.  Configure routing rules as shown in the table below:

Table 13: IP-to-IP Call Routing Rules

Source Request Call Reroute Dest Dest .
Name R Internal Action
IP Group Type Triger IP Group Type IP Group
Terminate Reply
Options Any OPTIONS Internal (Response='200')
ACS to SIP Trunk IPG-
(arbitrary name) IPG-ACS IP Group SIPTrunk
SIP Trunk to ACS IPG-
(arbitrary name) SIPTrunk IP Group IPG-ACS

The configured routing rules are shown in the figure below:

Figure 32: Configured IP-to-IP Routing Rules in IP-to-IP Routing Table

INDEX

0
1
2

IP-to-IP Routing (3)

m 3 [} Page 1 of 1 Show 10 v records per page ~

TI Tl T 3 TIOM
ROUTING AL ERE\IA Ve SOURCE IP REQUEST SOURCE DESTINATIO DESTINATIOM DESTINATIOM DESTINATIO DESTINATIO!
NAME POLICY ROUTE GROUP TYPE USERNAME USERNAME TVPE 1P GROUP SIP ADDRESS
OPTIONS PATTERN PATTERN INTERFACE
Terminate Op Default SBCR Route Row Any OPTIONS * * Internal
ACStoSIPTre Default SBCR Route Row IPG-ACS All * * IP Group IPG-SIPTrunk -
SIPTrunkto A Default SBCR Route Row IPG-SIPTrunk  All * B IP Group IPG-ACS

@ The routing configuration may change according to your specific deployment topology.
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5.15

Configure Number Manipulation Rules

This section describes how to configure IP-to-IP number manipulation rules. These rules manipulate
the SIP Request-URI user part (source or destination number). The manipulation rules use the
configured IP Groups (as configured in Section 5.9 on page 36) to denote the source and destination
of the call.

I@ Adapt the manipulation table according to your environment dial plan.

For example, for this interoperability test topology, a manipulation is configured to convert E.164
phone numbers format, used by ACS to national telephone number format, used by the SIP Trunk.
To do this, the "+" (plus sign) will be removed from the destination and source numbers (if it exists)
for calls from the ACS IP Group to the Generic SIP Trunk IP Group.

To configure a number manipulation rule:

1. Open the Outbound Manipulations table (Setup menu > Signaling & Media tab > SBC folder >
Manipulation > Outbound Manipulations).

2.  Configure the rules according to your setup.

The figure below shows an example of configured IP-to-IP outbound manipulation rules for calls
between ACS IP Group and Generic SIP Trunk IP Group:

Figure 33: Example of Configured IP-to-IP Outbound Manipulation Rules

Outbound Manipulations (2)

3 ] Page 1 of 1 Show 10 v records per page 9

SOURCE DESTINATH REMOVE REMOVE LEAVE

ROUTING ADDITIOM#  SOURCE DESTINATI MANIPULA PREFIXTQ  SUFFIX
INDEX NAME v o o USERNAME USERNAME FROM FROM FROM
POLIC MANIPULA  IP GROUP IP GROUP PATTERN BATTERN E LEET RIGHT RIGHT ADD TO ADD
0 E164t0 Na Default SBt No IPG-ACS IPG-SIPTrur + ¥ Source URI 1 0 255
1 E164t0o Na Default SBt Mo IPG-ACS IPG-SIPTrur * + Destination 1 0 255
Rule Index Description
0 Calls from ACS IP Group to SIP Trunk IP Group with the prefix source number "+", remove one digit
from left.
1 Calls from ACS IP Group to SIP Trunk IP Group with the prefix destination number "+", remove one

digit from left.
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5.16

5.16.1

Miscellaneous Configuration

This section describes miscellaneous SBC configurations.

Optimizing CPU Cores Usage for a Specific Service (relevant for Mediant
9000 and Software SBC only)

This section describes how to optimize the SBC's CPU cores usage for a specified profile to achieve
maximum capacity for that profile. The supported profiles include:

m S|P profile — improves SIP signaling performance, for example, SIP calls per second (CPS)

B SRTP profile —improves maximum number of SRTP sessions

®  Transcoding profile — enables all DSP-required features, for example, transcoding and voice in-
band detectors

To optimize core allocation for a profile:

1. Open the SBC General Settings page (Setup menu > Signaling & Media tab > SBC folder > SBC
General Settings).

2. From the 'SBC Performance Profile' drop-down list, select the required profile:

SBC Performance Profile « | Optimized for transcoding v f

3.  Click Apply, and then reset the device with a burn-to-flash for your settings to take effect.
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6 Verify the Pairing Between the SBC and ACS

After you have paired the SBC with ACS, validate that the SBC can successfully exchange OPTIONS
with ACS.

To validate the pairing using SIP OPTIONS:

1. Open the Proxy Set Status page (Monitor menu > VolP Status tab> Proxy Set Status).

2. Find the PS-ACS and verify that 'Status' is online. If you see a failure, you need to troubleshoot
the connection first.

Figure 34: Proxy Set Status

Proxy Sets Status
This page refreshes every 60 seconds

PROXY SUCCESS  FAILURE
SETID NAME MODE KEEP ALIVE ADDRESS PRIORITY  WEIGHT COUNT COUNT STATUS
0 PS-ACS Load Enabled ONLINE

Balancing

sip.pstnhub.microsoft ;E))m[SZ 114.132.46:5061) 1 1.00 1135 0 ONLINE
sip2.pstnhub:, m\crosof:f]om(SZJ 14.76.76:5061) 5 100 1135 0 ONLINE
sip3 ps[nhub,ml(rosow;;?cm(faz 114.7 24:5061) 3 1.00 1133 0 ONLINE
1 PS-SIPTrunk Parking Enabled ONLINE
195.189.192.154(*) - - 1116 49 ONLINE
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A

A.l

A.2

A3

MUST

Syntax Requirements for SIP Messages 'INVITE’
and 'OPTIONS'

The syntax of SIP messages must conform with Microsoft requirements.

This section covers the high-level requirements for the SIP syntax used in 'INVITE' and 'OPTIONS'
messages. You can use the information presented here as a first step when troubleshooting
unsuccessful calls. AudioCodes has found that most errors are related to incorrect syntax in SIP
messages.

Terminology
Strictly required. The deployment does not function correctly without the correct

configuration of these parameters.

Syntax Requirements for 'INVITE' Messages

Figure 35: Example of an 'INVITE' Message

INVITE sip:+16132606017@vendord.lab.internetvoice.ca SIP/2.0

Via: SIP/2.0/TLS int-shcl.audctrunk.aceducation.info:5061;alks;branch=79hG4bKact59089971
Max-Forwards: 18

From: <sip:+97239764347 @siptrunking.bel.ca;user=phone>;tag=1c132512889

To: "USER 6132606017" <sip:+16132606017@vendord.ab.internetvoice.ca=

Cal-ID: 2065125711112020102926@int-sbcl.audctrunk.aceducation.info

CSeq: 1 INVITE
Contact: {sip:+9?239?5434?ﬁbint—sbc1.audctrunk.acedumtiun.infu:SDBl;tmnspDrt=tls>I
Supported: 100rel,sdp-anat
Allowe: ACK BYE,CANCEL, INFO, INVITE, OP TIONS, PRACK, REFER, NOTIFY,UPDATE
|User-4gent: MB00B/v.7.204.258.271

P-Asserted-Identity: <sip:+97239764347 @siptrunking.bell.ca;user=phone:
Accept: application/media_control+xml,application/sdp, multipart/mixed
Recv-Info: x-broadworks-client-session-info

Content-Type: application/sdp

Content-Length: 1131

m  Contact header

° MUST: When placing calls to the Direct Routing interface, the 'CONTACT' header must
have the SBC FQDN in the URI hostname

e  Syntax: Contact: <phone number>@<FQDN of the SBC>:<SBC Port>;<transport type>

° If the parameter is not configured correctly, calls are rejected with a '403 Forbidden'
message.

Requirements for 'OPTIONS' Messages Syntax

Figure 36: Example of 'OPTIONS' message

QPTIONS sip:vendord.lab.internetvoice.ca SIP/2.0

Via: SIP/2.0/TLS int-shcl.audctrunk.aceducation.info:5061;alias;branch=z9hG4bKac886439183
Max-Forwards: 70

From: «<sip:195.189.192.160>;tag=1c1860024667

To: <sip:195.189.192.160=

Cal-ID: 63893123011112020102946@int-sbcl.audctrunk.aceducation.info

CSeq: 1 OPTIONS

Contact: <sip:int-sbcl.audctrunk.aceducation.info: 5061 ;transport=tls=
Allowe: Rl n » JALK,
User-Agent: MB00B/v.7.20A.258.271
Accept: application/sdp, application/simple-message-summary, message,/sipfrag
Content-Length: 0

ER,INFO,SUBSCRIBE,UPDATE

1 " T "

®  Contact header
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° MUST: When sending OPTIONS to the Direct Routing interface, the 'CONTACT' header
must have the SBC FQDN in the URI hostname

° Syntax: Contact: <phone number>@<FQDN of the SBC>:<SBC Port>;<transport type>

° If the parameter is not configured correctly, the calls are rejected with a '403 Forbidden'
message

The table below shows where in the Web interface the parameters are configured and where in this
document you can find the configuration instructions.

Table 14: Syntax Requirements for an 'OPTIONS' Message

Parameter Where Configured How to
Configure
Contact Setup > Signaling and Media > Core Entities > IP Groups> <Group Name> @ See Section 5.9.

> Local Host Name

In IP Group, 'Contact' must be configured. In this field ('Local Host
Name'), define the local host name of the SBC as a string, for example,
int-sbc1.audctrunk.aceducation.info. The name changes the host name in
the call received from the IP Group.
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A4

Category

Ports and
IP ranges

Transport
and
Security

Codecs

Connectivity Interface Characteristics

The table below shows the technical characteristics of the Direct Routing interface.

In most cases, Microsoft uses RFC standards as a guide during development, but does not guarantee
interoperability with SBCs - even if they support all the parameters in the table below - due to the
specifics of the implementation of the standards by SBC vendors.

Microsoft has a partnership with some SBC vendors and guarantees their devices' interoperability
with the interface. All validated devices are listed on Microsoft's website. Microsoft only supports

devices that are validated to connect to the Direct Routing interface.

AudioCodes is one of the vendors who are in partnership with Microsoft.

AudioCodes' SBCs are validated by Microsoft to connect to the Direct Routing interface.

Table 15: Teams Direct Routing Interface - Technical Characteristics

Parameter

SIP Interface FQDN Name

IP Addresses range for SIP
interfaces

SIP Port

IP Address range for Media

Media port range on Media
Processors

Media Port range on the
client

SIP transport
Media Transport
SRTP Security Context

Crypto Suite

Control protocol for media
transport

Supported Certification
Authorities

Transport for Media Bypass
(of configured)

Audio codecs

Other codecs

Value

See Microsoft's document Deploying
Direct Routing Guide.

See Microsoft's document Deploying
Direct Routing Guide.

5061

See Microsoft's document Deploying
Direct Routing Guide.

See Microsoft's document Deploying
Direct Routing Guide.

See Microsoft's document Deploying
Direct Routing Guide.

TLS
SRTP

DTLS, SIPS

Note: Support for DTLS is pending.
Currently, SIPS must be configured.
When support for DTLS will be
announced, it will be the recommended
context.

AES_CM_128_HMAC_SHA1_80, non-MKI
SRTCP (SRTCP-Mux recommended)

See the Deployment Guide

® |CE-lite (RFC5245) — recommended
B Client also has Transport Relays

m G711

Silk (ACS clients)

Opus (WebRTC clients) - only if
Media Bypass is used

G729

CN

Required narrowband and wideband
RED - Not required

DTMF - Required

Events 0-16

Silence Suppression - Not required

Comments

https://tools.ietf.org/html/rfc5
763

Using RTCP MUX helps reduce
the number of required ports
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B. SIP Proxy Direct Routing Requirements AudioCodes SBC

B.1

SIP Proxy Direct Routing Requirements

Teams Direct Routing has three FQDNs:

B sip.pstnhub.microsoft.com [Global FQDN. The SBC attempts to use it as the first priority
region. When the SBC sends a request to resolve this name, the Microsoft Azure DNS server
returns an IP address pointing to the primary Azure datacenter assigned to the SBC. The
assignment is based on performance metrics of the datacenters and geographical proximity to
the SBC. The IP address returned corresponds to the primary FQDN.]

B sip2.pstnhub.microsoft.com [Secondary FQDN. Geographically maps to the second priority
region.]

®  sip3.pstnhub.microsoft.com [Tertiary FQDN. Geographically maps to the third priority region.]

These three FQDNs must be placed in the order shown above to provide optimal quality of experience
(less loaded and closest to the SBC datacenter assigned by querying the first FQDN).

The three FQDNs provide a failover if a connection is established from an SBC to a datacenter that is
experiencing a temporary issue.

Failover Mechanism

The SBC queries the DNS server to resolve sip.pstnhub.microsoft.com. The primary datacenter is
selected based on geographical proximity and datacenters performance metrics.

If during the connection the primary datacenter experiences an issue, the SBC will attempt
sip2.pstnhub.microsoft.com which resolves to the second assigned datacenter, and in rare cases if
datacenters in two regions are unavailable, the SBC retries the Ilast FQDN
(sip3.pstnhub.microsoft.com) which provides the tertiary datacenter IP address.

The SBC must send SIP OPTIONS to all IP addresses that are resolved from the three FQDNs, that is,
sip.pstnhub.microsoft.com, sip2.pstnhub.microsoft.com and sip3.pstnhub.microsoft.com.
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