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Configuration Note Notices

Notice

This document describes how to connect the Microsoft Lync Server 2010 and QSC AG SIP
Trunk using AudioCodes Mediant E-SBC product series, which includes the Mediant 800
Gateway & E-SBC, Mediant 1000B Gateway & E-SBC, Mediant 3000 Gateway & E-SBC, and
Mediant 4000 E-SBC.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published, nor can it accept
responsibility for errors or omissions. Updates to this document and other documents as well
as software files can be viewed by registered customers at
http://www.audiocodes.com/downloads.
© Copyright 2013 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.

Date Published: January-30-2013

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?3, CTl Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners. Product specifications are subject to change without
notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.

Note: Throughout this manual, unless otherwise specified, the term E-SBC refers
to any of the following AudioCodes products:

ﬁ ° Mediant 800 Gateway & E-SBC

° Mediant 1000B Gateway & E-SBC
° Mediant 3000 Gateway & E-SBC
e Mediant 4000 E-SBC

Version 6.6 7 January 2013
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Configuration Note 1. Introduction

1

1.1

1.2

Introduction

This Configuration Note describes how to set up AudioCodes Enterprise Session Border
Controller (hereafter, referred to as E-SBC) for interworking between QSC AG SIP
Trunking and Microsoft's Lync Communication platform (Lync Server 2010).

Intended Audience

The document is intended for engineers, or AudioCodes and QSC AG Partners who are
responsible for installing and configuring QSC AG SIP Trunking and Microsoft's Lync
Communication platform for enabling VolP calls using AudioCodes E-SBC.

About AudioCodes E-SBC Product Series

AudioCodes' family of E-SBC devices enables reliable connectivity and security between
the Enterprise's and service provider's VolP networks.

The E-SBC provides perimeter defense as a way of protecting Enterprises from malicious
VolIP attacks; mediation for allowing the connection of any PBX and/or IP-PBX to any
service provider; and Service Assurance for service quality and manageability.

Designed as a cost-effective appliance, the E-SBC is based on field-proven VolP and
network services with a native host processor, allowing the creation of purpose-built
multiservice appliances, providing smooth connectivity to cloud services, with integrated
quality of service, SLA monitoring, security and manageability. The native implementation
of SBC provides a host of additional capabilities that are not possible with standalone SBC
appliances, such as VolP mediation, PSTN access survivability, and third-party
value-added services applications. This enables Enterprises to utilize the advantages of
converged networks and eliminate the need for standalone appliances.

AudioCodes E-SBC is available as an integrated solution running on top of its field-proven
Mediant Media Gateway and Multi-Service Business Router platforms, or as a
software-only solution for deployment with third-party hardware.

Version 6.6
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2. Component Information

2 Component Information

2.1 AudioCodes E-SBC Version

SBC Vendor
Models

Software Version

Protocol

Additional Notes

Table 2-1: AudioCodes E-SBC Version

AudioCodes

= Mediant 800 Gateway & E-SBC

= Mediant 1000B Gateway & E-SBC
= Mediant 3000 Gateway & E-SBC

* Mediant 4000 E-SBC

SIP_6.60A.022.003

= SIP/UDP (to the QSC AG SIP Trunk)
= SIP/TCP or TLS (to the Lync FE Server)

None

2.2 QSC AG SIP Trunking Version

Vendor/Service Provider
SSW Model/Service
Software Version
Protocol

Additional Notes

Table 2-2: QSC AG Version

QSC AG

IPfonie extended

SIP-DDI

None

2.3  Microsoft Lync Server 2010 Version

Table 2-3: Microsoft Lync Server 2010 Version

Vendor

Model

Software Version
Protocol

Additional Notes

Microsoft

Microsoft Lync

Release 2010 4.0.7577 CU6
SIP

None

Version 6.6
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2.4  Deploying the E-SBC - Typical Topology
The procedures in this document describe how to deploy the E-SBC using the following
example scenario:

B The Enterprise is deployed with Microsoft Lync Server 2010 in its private network for
enhanced communication within the Enterprise.

B The Enterprise wants to offer its employees enterprise-voice capabilities and to
connect the Enterprise to the PSTN network using QSC AG SIP Trunking service
(Internet telephony service provider / ITSP).

B AudioCodes E-SBC is implemented to interconnect between the Enterprise LAN and
the SIP Trunk.

e  Session: Real-time voice session using the IP-based Session Initiation Protocol
(SIP).

e  Border: IP-to-IP network border between Lync Server 2010 network in the
Enterprise LAN and QSC AG SIP Trunk located in the public network.

The figure below illustrates E-SBC interworking between Lync Server 2010 and QSC AG
SIP Trunking site.

Figure 2-1: E-SBC Interworking Microsoft Lync and QSC AG SIP Trunk Topology Example

= j o &
4 i
% 1 Mobile
! / 8

., Phone

PSTN ) ____@/

]

1

I

|

| PSTN
: ) Phone
] S

|

|

L Phone
LAN ) ¢ SIP TRUNK » WWW p
Edge Router / % £ B
Lync / Firewall .
Client E/ 1 QSC AG
N 1 ITSP
I
S 1
. o \
N !
o \ ~ B A I
I
" Domain Lync /
~ Controller Front End L

AudioCodes Mediant E-SBC 12 Document #: LTRT-33402



Configuration Note

2. Component Information

2.5 Environment Setup

The example scenario includes the following environment setup:

Area

Network

Signaling
Transcoding

Codecs
Transcoding

Media Transcoding

Table 2-4: Environment Setup

Setup

Microsoft Lync Server 2010 environment is located on the
Enterprise's LAN

QSC AG SIP Trunk is located on the WAN

Microsoft Lync Server 2010 functions with SIP-over-TLS
transport type

QSC AG SIP Trunk operates with SIP-over-UDP transport type
Microsoft Lync Server 2010 supports G.711A-law and
G.711U-law coders

QSC AG SIP Trunk supports G.711A-law, G.711U-law, and
G.729 coder

Microsoft Lync Server 2010 operates with the SRTP media type
QSC AG SIP trunk operates with the RTP media type

2.6 Known Limitations

There were no limitations observed in the Interoperability tests done for the AudioCodes
E-SBC interworking between Microsoft Lync Server 2010 and QSC AG SIP Trunk.
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Configuration Note 3. Configuring Lync Server 2010

3 Configuring Lync Server 2010

This chapter describes how to configure Microsoft Lync Server 2010 to operate with
AudioCodes E-SBC.

Note: Dial plans, voice policies, and PSTN usages are also necessary for Enterprise
voice deployment; however, they are beyond the scope of this document.

3.1  Configuring the E-SBC as an IP / PSTN Gateway

The procedure below describes how to configure the E-SBC as an IP / PSTN Gateway.

» To configure the E-SBC as an IP/PSTN Gateway and Associate it with Mediation
Server:

1. On the server where the Topology Builder is installed, start the Lync Server 2010
Topology Builder by doing the following: Click the Windows Start menu, click All
Programs, and then click Lync Server Topology Builder.

Figure 3-1: Starting the Lync Server Topology Builder

fé Internet Explorer | p—
{é Internet Explorer {64-bit) | J
[E=5] Windaows Contacts O
< Windows Update \
. Accessoties

. Administrative Tools
. Extras and Upgrades

Administrator

Docurments

. Maintenance

. Microsoft Lync Server 2010 (RC)
L@ Lync Server Control Panel
]@‘ Lync Server Deployment Wizard
% Lync Server Logging Tool

Computer

Metwork

Contral Panel

Administrative Tools 2
Microsoft S0L Server 2008
J Startup Help and Suppark

Run...

‘Windows Security

1 EBack.

Start Search [u_'] (o) a8 4
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The following screen is displayed:
Figure 3-2: Topology Builder Options

Welcome to Topology Builder. Select the source of the Lync Senver 2010 (RC)
topology document.

Retrizve & copy of the current topology from the Central Management Stors
databass and save it as a local file. Use this option if vou are editing an existing
deployment,

" Open Topology from a local file

Open an existing Topolegy Builder file. Use this option if you have work in
progress or if you have exported a topology from Planning Tool.

= New Topology

Crezte a blank topology and save it to & local file. Use this option for defining
new deployments from scratch.

QK I Cancel

2. Select the Download Topology from existing deployment option, and then click
OK; you are prompted to save the downloaded Topology:

Figure 3-3: Save Topology

.'7:'?: Save Topology As

o N

k_/“\_) |Fr = Administratar ~ Documents - lﬂ] ISearch @J

Organize * 23 Views v | Mew Folder @

Favorite Links MName = |v| Dake modified |v| Type |v| Size |v| Tac

|| Interop.thxml 10/7/2010 5:53PM  TEBXML File 101 KB

BE Desktop | Inkeropl.thoml 10/12/2010 10:5.,.  TEXML File 101 KB
M Computer

Fr Documents
FE Pictures
Ff{' Music
4 Recently Changed
FE]' Searches
. Public

Folders

File name: hd

| =
[ |

Save as type: ITopoIogy Builder files (* thxml) j

& Hide Foldersl Save I Cancel |

4

3. Enter a name for the Topology file, and then click Save. This step enables you to roll
back from any changes you make during the installation.
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3. Configuring Lync Server 2010

The Topology Builder screen with the downloaded Topology is displayed:

Figure 3-4: Downloaded Topology

:'r: Lync Server 2010, Topology Builder

File  Action Wiew Help

€9 =HE

£

B (] Interop
[ Standard Edition Front End Servers

[ Enterprise Edition Front End pools
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| Monitoring Servers
[ Archiving Servers
[ Edge pools
[ Trusted application servers

[ Branch sites

4,

5.
shown below:

Figur

T&Lync Server 2010 (RC), Topology Builder

Fle Action Wiew Help

SIP domain

Default SIP domain:

Additional supported SIP
domains:

FE-Lync.Lync.local
Not configured

Simple URLs

Phone access URLs: Simple URL |

hittps://dialin.FE-Lync. Lync.local

Active |

Meeting URLs: SIP domain

FE-
Lync.Lync.local

Simple URL |
hittps:/fmeet.FE-Lync. Lync.local

Active |

Administrative access
URL:

https:/ fadmin.Lync.local

Central Management Server

Central Management
Server:

FE-Lync.Lync.local {Interop)

Expand the site tree located in the left pane.
Right-click the PSTN gateways folder, and then choose New IP/PSTN Gateway, as

e 3-5: Choosing New IP/PSTN Gateway

M[=1E3

e 2= HE

@ Lync Serwer 2010 (RC)
= ] Interop

3 Standard Edition Front End Servers
3 Enterprise Edition Front End poals
[ Director poals

[ Afv Conferencing pools
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1 Trusted apj
[ Branch site:
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View

Help

The properties for this item are unavailable for editing.

Actions

PSTN gateways

M New IPJPSTN Gateway. .
Topalogy

iew

E Help
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The following dialog box appears:
Figure 3-6: Define New IP/PSTN Gateway

Define New IP/PSTN Gateway

Gateway FQDM or [P Address *
I ITSP-GW.lynclocal

Listening port for IP/PSTN gateway: =
| sos7

=ip Transport Protocol:
 TCP

= TL=

Help K I Cancel |

6. Enter the Fully Qualified Domain Name (FQDN) of the E-SBC (e.g., "ITSP-
GW.lync.local"), and then click OK.

Note: The listening port for the Gateway is 5067 and the transport type is TLS.

The E-SBC is now added as an "IP/PSTN Gateway", as shown below:
Figure 3-7: E-SBC Added as an IP/PSTN Gateway

:":'r"; Lync Server 2010, Topology Builder M=l E3
File Action “ew Help
ke ARl ol 7

L@ Lync Server 2010
= i Interop PSTN Gateway Y

[ Standard Edition Front End Servers
3 Eljterprlse Edition Front End pools Gateway EQDN or [P ITsP-Gwiync.local
[ Direckar pools Address:
3 AV Conferencing pools o
3 5GL stores Listening port: 3067
[ File stares SIP Transport Protocol: TS
[ Mediation pools Alternate media IP Not configured
I [ PSTM gateways address:
L]
T ACGW, lyne,local .
& e ora Mediation Server Not associated

o BLE-GW lync.local
o BCEGLync Jocal

tx Telenet.Lync.local
e Werizon.Lync local
e Skype.Lync.local

F FHEHE M

[ Archiving Servers

1 Edge pools

|3 Trusted application servers
[ Branch sites
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3.2 Associating IP/ PSTN Gateway with Mediation
Server

The procedure below describes how to associate the IP / PSTN Gateway with the
Mediation Server.

» To associate IP / PSTN Gateway with the Mediation Server:

1. In the tree, right-click the Mediation Server that uses the E-SBC (e.g.,
FE-Lync.Lync.local), and then choose Edit Properties, as shown below:

Figure 3-8: Choosing Mediation Server

"7:?: Lync Server 2010, Topology Builder = 10]]

File  Action Yiew Help
e x=H

Lé Lync Server 2010

= ] Interop Mediation Server PSTN gateway -

[ Standard Edition Front End Servers

[ Enterprise Edition Front End pools TLS listening port: 5087

[ Director pools TCP listening port: 5068

3 Aj¥ Conferencing pools

[ 50U stares PSTN Gateways: Defaultl Gataway Site

[ File stores ,‘ ACGW.lync.local Interop

= [ Mediation pools ALE-GW.lync.local Interop
o, ACEG.Lync.local Interop

= [ PATH gateways Telenet.Lync.local Interop
ACGW.Iynck Topology » erizon.Lync.local Interop
ALE-GW.lyng———————— Skype.Lync.local Interop
ACEG.Lync, | Timico.Lync.local Intsrop
Telenet, Ly Interoute.lync.local Intsrop
‘Werizon,Lync
Skype.Lync.local
Timico,Lync.local
Interoute.lyne.local

ITSP-GW.lync. local
[ Monitoring Servers
[ Archiving Servers
[ Edge pools
[ Trusted application servers
[ Branch sites

Edit the properties for this server,
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The following screen is displayed:
Figure 3-9: Before Associating IP/PSTN Gateway to Mediation Server

Edit Properties

PSTN gateway Mediation Server PSTN gateway a

Listening ports: * TLS: | 5067 TCP: | 5068

[V Enable TCP port
The TCP port of this Mediation Server must be enabled because a TCP gateway depends on it

The following gateways are not associated with any Mediation Server. Click Add to assodate them with this Mediation
Server.

Gateway Site

ITSP-GW.Iync.local Interop Add... |

The following gateways are associated with this mediation server. Click New to define a new gateway and add it fo
the list. Click Remave to remove a gateway from the list.

I Gateway | Site ”;I
Timico.Lynclocal Interop [N—
Interoute.lync.local Interop j
- Remove
Make Default |
Help CK I Cancel |

2. In the left pane, choose PSTN gateway to open the Mediation Server PSTN gateway
pane, and then do the following:

a. Inthe list of gateways that are not associated with the Mediation Server, select
the E-SBC (e.g., ITSP-GW.lync.local).

b. Click Add to associate it with the Mediation Server.

Mediation Server and one lists the gateways associated with the Mediation

f Note: There are two sub-panes; one lists the gateways not associated with the
Server.
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The E-SBC appears in the sub-pane that lists gateways associated with the Mediation
Server, as shown below:

Figure 3-10: After Associating IP/PSTN Gateway to Mediation Server

dit Properties

O] %]

PSTN gateway Mediation Server PSTM gateway

SErver.

Listening ports: * TLS: | 5067 1cP: | s0ss

[V Enable TCP port
The TCP port of this Mediation Server must be enabled because a TCP gateway depends on it

Gateway I Site | |

Add...

the list. Click Remove to remove a gateway from the list.
| Gateway I Site ”;I
Interoute.vnc.local Interop Mew....
ITSP-GW.lynclocal Interop

- Remove

Make Default |

The following gat=ways are not associated with any Mediation Server. Click Add to associate them with this Mediation

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to

Help (0]4 I Cancel
3. Click OK.
Figure 3-11: Media Server PSTN Gateway Association Properties
:":'r"; Lync Server 2010, Topology Builder H=] E3
File Action wiew Help
R ale A W] sl 7|
Lé Lync Server 2010
= ] Interop Mediation Server PSTN gateway -
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools TLS listening port: 5067
[ Director pocls TCF listening port: 5068
[ Af¥ Conferencing pools
[ 50U stares PSTN Gateways: Defaultl Gataway Site
[ File stores v ACGW.hync.local Interop
= [ Mediation pools ALE-GW.lync.local Interop
':'1@;\ FE-Lync.Lync.local ACEG.Lync.local Interop
[ PSTM gateways Telenet.Lync.local Interop
[ Monitoring Servers erizon.Lync.local Interop
[ Archiving Servers Skype.Lync.local Interop
1 Edge pools Timico.Lync.local Interop
[ Trusted application servers Interoute.ync.local Interop
[ Branch sites ITSP-GW.lync.local Interop
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4. In the main tree, select the root item Lync Server 2010, and then from the Action
menu on the menu bar, choose Publish Topology, as shown below:

Figure 3-12: Choosing Publish Topology

i Lync Server 2010, Topology Builder

File Action Wiew Help

&= = HE

]
B[ Interon Mew Central Site, .. 5IP domain -
£ sta Edit Propetties...
S E'; New Topalogy... Default SIP domain: FE-Lync.Lync.local
3 &) G Ualayoo, Additional supported SIP Mot configursd
B2 59 Download Topology. .. domains:
1 Fil§  Save a copy of Topology &s...
= Me
o)™ mnstall Database. . Simple URLs o
3PS
Merge 2007 or 2007 RZ Topology...
3 Mo Remove Deplovment. ..
S :; " , Phone access URLS: Ach'vel Simple URL |
=] 7 —
£ | J https://dialin.FE-Lync.Lync.local
CaEra  fEP Mesting URLs: active | Simple URL |  sPdomain |
F FE
v hittps:/fmest.FE-Lync. Lync.local soEme el
| |
Administrative access hittps:/fadmin.Lync.local
URL:
Central Management Server a
Central Management FE-Lync.Lync.local (Intsrop)
Server:

Publish topology to the Central Management Store.,
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The Publish Topology screen is displayed:
Figure 3-13: Publish Topology Screen

Publish Topology Ed

Publish the topology

In order for Lync Server 2010 to correctly route messages in your deployment, you must publish your topology.
Before you publish the topology, ensurs that the following tasks have been completed:

» A validation check on the root node did not return any errors,

« A file share has bean created for all file stores that you have configured in this topology.

» Al simple URLs have been defined.

« For Enterprise Edition Front End pools and for Monitoring Servers and Archiving Servers: All S0L stores are
installed and accessible remately; firewall exceptions for remote access to SQL Server are configurad,

« For a single Standard Edition server: The task "Prepare first Standard Edition server” was run.

= You are currently logged on as a S0QL administrator, for example, as a member of the QL sysadmin role.

« If you are removing a Front End pool, all users, common area phones, analog devices, application contact
objects, and conference directories have been removed from the pool.

When you are ready to procesd, click Next.

Help Back | Ment | Cancel |

5. Click Next; the Topology Builder starts to publish your topology, as shown below:
Figure 3-14: Publish Topology Progress Screen

Publishing in progress

Pleasz wait whilz Topology Builder tries to publish your topology.

Publishing topology ...

Downloading topology ...

Downloading topology ...

Succesded

Downloading global simple URL settings.

Enabling topology...

Enabling topology... hd

Back Next Cancel
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6. Wait until the publishing topology process completes successfully, as shown below:

Figure 3-15: Publish Topology Successfully Completed

Publishing wizard complete
Your topology was successfully published.
I Step | Status |
" Publishing topology ... Success
" Downloading tepology ... Success
/' Downloading global simple URL settings.  Success
" Enmabling topolagy... success
To dose the wizard, dlick Finish.
Help Back | Finish I Cancel

7. Click Finish.
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3.3 Configuring the "Route" on Lync Server 2010

The procedure below describes how to configure a "Route" on the Lync Server 2010 and to

associate it with the E-SBC PSTN gateway.

» To configure the "route" on Lync Server 2010:

1. Start the Microsoft Lync Server 2010 Control Panel: click Start, click All Programs,
click Microsoft Lync Server 2010, and then click Lync Server Control Panel, as

shown below:
Figure 3-16: Opening the Lync Server Control Panel

& Irternet Explorer
@ Internet Explorer {&4-hit)
E| Windows Conkacks
=1 windows Update
| Accessaries

| Bdministrative Tools A ISRy

Extras and Upgrades
) R Dacuments

, Maintenance

| Microsoft Lync Server 2010
Compuker

BE Lync Server Control Panel
]E Lync Server Deployment wizard

etk
g@l) Lync Server Logging Tool

{2 Lync Server Management Shell
% Lync Server Topology Builder
|| Resource Kit Tools Documentakion

Control Panel

Administrative Tools

You are prompted to enter your login credentials:

Figure 3-17: Lync Server Credentials

Conneck to FE-Lync.Lync.local

o
iR

Connecting ko FE-Lvnc.Lync.local,

User name: Iﬁ LynchAdriniskr abor j J

Passward: I TTYTITIITL)

¥ Remember ry password:

K I Zancel

2. Enter your domain username and password, and then click OK.

3
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The Microsoft Lync Server 2010 Control Panel is displayed:

Figure 3-18: Microsoft Lync Server 2010 Control Panel

Microsoft*
Lync Server2010

R Users
¥%5 Tonoiogy User Information
B M and Presence Welcome, Admin

P View your roles

i

Voice Routing

Voice Features

Top Actions
73 Response Groups

Enable users for Lync Server
B3 Conferencing I Edit or move users

View topology status
@ Clients

b View Monitoring Server reports

External User

'

n | Sign out

Resources

Getting Started
First Run Checklist
Using Control Panel
Microsoft Lync Server 2010

Getting Help
Downloadable Doc tati
Online Documentation on TechNet Library
Lync Server Management Shell
Lync Server Management Shell Script Library
Lync Server Resource Kit Tools

Community
Forums
Blogs

Figure 3-19: Voice Routing Page

Admin | Sign out

Access
Monitoring
= and Archiving
& Security
I Network
*  Configuration
3. Inthe left navigation pane, select Voice Routing.
Microsoft®
- LyncServer2010
B paiie Voice Policy | Route | PSTN Usage
= me |
R Users Create voice routing test case information

I Topology

& 1M and Presence

State
Committed 4

o ’ .
S alaics Sodtga % New ¥ FEdit Y Action ¥ Commit ¥
R, Voice Features Name
73 Response Groups Qcioval
B

Conferencing b
& Clients
o, External User
- el

COeSS

Monitorin

= 2

and Archiving

=x)

Security

@ l\‘le!rro rk
Configuration

b et _
¥

Normalization rules Description
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4. Inthe Voice Routing page, click the Route tab.
Figure 3-20: Route Option

=1 E3

!E; Microsoft Lync Server 20

Microsoft ¢ Sign out

Lync Server2o10

it I e e “ I [ SeraiEe (e e _
¢ Home
Cre: routing test case information v

R U
e
']
Z] IM and Presence »
> aice Ro a »
Yaice Routing & New / Edit ¥ Action ¥  Commit ¥ (7]
- VO f T Name State PSTN usage Pattern to match
?5 Response Groups usa Committed Intemal, Local.. M+1
BH  Conferencin Israel Committed Internal, Local.. *\+972
= I
B ’
- t Use
%

5. Click New; the New Voice Route dialog box appears:
Figure 3-21: Adding New Voice Route

MNew Voice Route
o ok K Cancel (7]
Name:* i

5IP Trunk Route

Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by clicking Edit.

Starting digits for numbers that you want to allow:

. 1

Match this pattern:*

Edit ?

6. Inthe Name field, enter a name for this route (e.g., "SIP Trunk Route").

7. In the Build a Pattern to Match field, enter the starting digits you want this route to
handle (e.g., "*", which means to match all numbers).
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8. Click Add.
Figure 3-22: Adding New E-SBC Gateway

Mew Voice Route

o ok X cancel @

*

Match this pattern:*

Edit ?

|| Suppress caller ID

Alternate caller 1D:

Associated gateways:

Exceptions

Remaove

Associate the route with the E-SBC IP/PSTN gateway that you created:

a. Inthe Associated gateways pane, click Add; a list of all the deployed gateways is

displayed:

Figure 3-23: List of Deployed Gateways

Select Gateway B x
o
R Site__
a

PstnGateway:ACEG.Lync.local Interop
PstnGateway:testl112.ynclocal SBA-10
PstnGateway:Telenat.lyncloca Interop
PstnGateway:GWiest32.lynclocal SBALest32

PstnGateway MB0OOTESTOL-GW.ynclocal ME0ATESTOL
PstnGateway:Werizon.Lync.loca Interop I
PstnGateway:Skype.Lync.local Interop
PstnGateway:Timico.Lync.local Interop
FstnGateway:SBA-GW-MEB00-001 S5BA-MB00-001
PstnGatewayInteroute. ynclocal Interop
PstnGateway:ITSP-GW.lync.local I} Interop E

(814 Cancel
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b. Select the E-SBC Gateway you created, and then click OK.
Figure 3-24: Selected E-SBC Gateway

Mew Voice Route

o oK X Cancel ®

Exceptions

Remove

Match this pattern:*

Edit 7

|_| Suppress caller ID

Alternate caller 1D:

Associated gateways:

PstnGatewayITSP-GW.lynclocal Add..

10. Associate a PSTN Usage to this route:

a. Inthe Associated PSTN Usages group, click Select and then add the associated
PSTN Usage.

Figure 3-25: Associating PSTN Usage to E-SBC Gateway

Mew Voice Route

JOK I} X Cancel ljé

» |

|| Suppress caller ID

Alternate caller 1D:

Associated gateways:

PstnGateway:ITSP-GW.lync.local Add...

Associated PSTN Usages
“—Select...
PSTN usage record Associated voice policies
) Globa
Long Distance -
=] Interop
@\ Glaba
Internal -
=] Interop
-
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11. Click OK (located on the top of the New Voice Route dialog box); the New Voice
Route (Uncommitted) is displayed:

Figure 3-26: Confirmation of New Voice Route

| P

& New 7 Edit ¥ 4l Movedown Action ¥ Commit ¥ (7]
Name State PSTHN usage Pattemn to match
SIP Trunk Route ; Uncommitted  Local Internal.. M\*

12. From the Commit drop-down list, choose Commit all, as shown below:

Figure 3-27: Committing Voice Routes

yel

o New .f Edit ¥ J\}Muvedown Action ¥ | Commit ¥ '@'
Name State PSTN US3 peview uncommitted changes
SIP Trunk Route 5 Uncommitted  Local, Inte  Commit all L\@

The Uncommitted Voice Configuration Settings dialog box appears:

Figure 3-28: Uncommitted Voice Configuration Settings

Uncommitted Voice Configuration Settings @ x
Routes A
Identity Action Mew value (pattern to match) Old value {pattern to match)
SIP Trunk Route Added e
Commit | | Cancel
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13. Click Commit; a message is displayed confirming a successful voice routing
configuration, as shown below:

Figure 3-29: Confirmation of Successful Voice Routing Configuration

Microsoft Lync Server 2010 Control Panel B x

'ﬁ' Successfully published voice routing configuration.

14. Click Close; the new committed Route is displayed in the Voice Routing screen, as
shown below:

Figure 3-30: Voice Routing Screen Displaying Committed Routes

'};Micro;oft Lync Server 2010 Control Panel [_ (O] x|
Murosoft Sign out
~ Lync Server2o10

e ‘ Dial Plan Voice Policy Route Trunk Configuration Test Voice Routing

= Home

B Users Create voice routing test case infl

b

= W L

U2  Voice Routin 0 P

= ung & New / Edit ¥ Action ¥ Commit ¥ (7]
Voice Features Name State PSTN usage Pattern to match

#3 Response Groups usa Committed Internal, Local.. A\+1

GD Confe Israe Committed  Internal, Local.. ~\+972

E t l SIP Trunk Route Committed Intemal, Local..  Ay*

0 1ents

5 -
Manitoring

- |

~ and Archiving
g Security
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Reader's Notes
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4 Configuring AudioCodes E-SBC

This chapter provides step-by-step procedures on how to configure AudioCodes E-SBC for
interworking between Microsoft Lync Server 2010 and QSC AG SIP Trunk:

B E-SBC WAN interface: QSC AG SIP Trunking environment
B E-SBC LAN interface: Lync Server 2010 environment

This configuration is done using the E-SBC's Web-based management tool (embedded
Web server).

Notes:

o For implementing Microsoft Lync and QSC AG SIP Trunk based on the
configuration described in this section, the AudioCodes E-SBC must be
installed with a Software Upgrade Feature Key that includes the following
software features:

\' Microsoft
SBC
Security
DSP

RTP

SIP

For more information about the Software Upgrade Feature Key, contact
your AudioCodes sales representative.

2 2 2 2 2

the SIP Trunk to the Microsoft Lync environment. Security measures should
be implemented in accordance with your organization’s security policies. For
basic security guidelines, refer to the Recommended Security Guidelines
Technical Note document.

o Before you begin configuring the E-SBC, ensure that the E-SBC's Web
interface Navigation tree is in Full-menu display mode. To do this, select the
Full option, as displayed below:

: o The scope of this document does not cover security aspects for connecting

Status

|Con[|gma‘e'|nn| Maintenance 4 Diagnostics

Scenarios Search

Basic ﬂFuII

*JSystem\

+ivelp

When the E-SBC is reset, the Web GUI reverts to Basic-menu display.
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4.1

MS Lync Server

Step 1: Network Interface Configuration

This step describes how to configure the E-SBC's network interfaces. There are several
ways to deploy the E-SBC. However, the example scenario in this document uses the
following deployment method:

B The E-SBC interfaces are between the Lync servers located on the LAN and the QSC
AG SIP Trunk located on the WAN.

B The E-SBC connects to the WAN through a DMZ network.

The type of physical LAN connection depends on the method used to connect to the
Enterprise's network. In this example, E-SBC connects to the LAN and WAN using
dedicated LAN ports (i.e., two ports and network cables).

In addition, the E-SBC uses two logical network interfaces; one to the LAN (VLAN ID 1)
and one to the WAN (VLAN ID 2).

Figure 4-1: Network Interfaces

LAN Port LAN Port
/
/

Vian ID 2

fas===== |
Management 195.189.192.129
Station (OAMP)
WAN §
10.15.0.1 =
Edge Router /

E Firewall TSP

10.15.21.11

_

DC+DNS+Certificate Server

10.15.21.10
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4.1.1 Configure Network Interfaces
The procedure below describes how to configure the IP network interfaces for each of the
following interfaces:
B LAN VoIP ("Voice")
H  WAN VoIP ("WANSP")
» To configure the IP network interfaces:
1. Open the Multiple Interface Table page (Configuration > VolP > Network > IP
Settings).
Figure 4-2: Multiple Interface Table
2. Modify the existing LAN network interface:
a. Select the 'Index' radio button corresponding to the Application Type, "OAMP +
Media + Control", and then click Edit.
b. Setthe interface as follows:
Parameter Setting
IP Address E-SBC IP address (e.g., "10.15.45.101")
Prefix Length Subnet mask in bits (e.g., "16" for 255.255.0.0)
Gateway Default Gateway (e.g., "10.15.0.1")
VLAN ID VLAN ID (e.g., "1")
Interface Name Arbitrary descriptive name (e.g., "Voice")
Primary DNS Server IP Address DNS IP address (e.g., "10.15.21.10")
Underlying Interface Ethernet port group (e.g., GROUP_1)
3. Add another network interface for the WAN side:
a. Enter "1", and then click Add Index.
b. Setthe interface as follows:
Parameter Setting
Application Type Application (e.g., Media + Control)
IP Address WAN IP address (e.g., "195.189.192.155")
Prefix Length "16" for 255.255.0.0
Gateway Default Gateway - router’s IP address (e.qg.,
"195.189.192.129")
VLAN ID WAN VLAN ID (e.g., "2")
Interface Name Arbitrary descriptive name of WAN interface
(e.g., "WANSP")
Primary DNS Server IP Address DNS IP address (eg.,"80.179.52.100")
Secondary DNS Server IP Address | DNS IP address (e.g.,"80.179.55.100")
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Parameter Setting
Underlying Interface Ethernet port group (e.g., GROUP_2)
4. Click Apply, and then Done.
4.1.2 Configure the Native VLAN ID
The procedure below describes how to configure the Native VLAN ID for the two network
interfaces (LAN and WAN). You must configure a separate physical port interface with a
unique Native VLAN ID for both the Voice and the WANSP interfaces.
» To configure the Native VLAN ID for the IP network interfaces:
1. Open the Physical Ports Settings page (Configuration > VolP > Network > Physical
Ports Settings).
2. In the GROUP_1 member ports, set the ‘Native Vlan’ field to "1". This VLAN was
assigned to network interface "Voice".
3. In the GROUP_2 member ports, set the ‘Native Vlan’ field to "2". This VLAN was
assigned to network interface "WANSP".
Figure 4-3: Ports Native VLAN
Index Part Mode Native Vlan Speed&Duplex Description Group Member Group Status
1o
2
3
4
4.2  Step 2: Enable the SBC Application
This step describes how to enable the SBC application.
» To enable the SBC application:
1. Open the Applications Enabling page (Configuration > VolIP > Applications
Enabling > Applications Enabling).
Figure 4-4: Applications Enabling
-
& SAS Application Disable -
% SBC Application Enable -
% 1P to IP Application Disable -
2.  From the 'SBC Application' drop-down list, select Enable.
3. Reset the E-SBC with a burn to flash for this setting to take effect (see Section 4.16

on page 71).
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4.3  Step 3: Signaling Routing Domains

This step describes how to configure Signaling Routing Domains (SRD). An SRD is a set of
definitions comprising IP interfaces, E-SBC resources, SIP behaviors, and Media Realms.

4.3.1 Configuring Media Realms

A Media Realm represents a set of ports associated with an IP interface, which are used by
the E-SBC to transmit or receive media (RTP or SRTP). Media Realms are associated with

SRDs or IP Groups.

The simplest configuration is to create one Media Realm for internal (LAN) traffic and
another for external (WAN) traffic, which is described in the procedure below for our

example scenario.

» To configure Media Realms:

1. Open the Media Realm Table page (Configuration > VoIP > Media > Media Realm

Configuration).

2. Add a Media Realm for the LAN traffic:

a. Click Add.
b. Configure the Media Realm as follows:
Parameter Setting
Index "1
Media Realm Name Enter an arbitrary name (e.g., "MRLan")
IPv4 Interface Name Select the interface name (e.g., Voice)
Port Range Start Enter a number that represents the lowest UDP port

number that will be used for media on the LAN (e.g.,

"6000")

Number of Media Session | Enter the number of media sessions that are assigned
Legs with the port range (e.g., "10")

Figure 4-5: LAN Media Realm Configuration

Add Record

Index

Media Realm Name

IPv4 Interface Name

IPvE Interface Name

Port Range Start

Number Of Media Session Legs
Port Range End

Default Media Realm

c. Click Submit.

1
MRLan
Vaice
None

6000

B Submit

-

® Cancel
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3. Add a Media Realm for the external traffic (WAN):
a. Click Add.
b. Configure the Media Realm as follows:

Parameter Setting
Index Enter "2"
Media Realm Name Enter an arbitrary name (e.g., "MRWan")
IPv4 Interface Name Select the interface name (e.g., WANSP)
Port Range Start Enter a number that represents the lowest UDP port
number that will be used for media on the WAN (e.g.,
"7000")

Number of Media Session Enter the number of media sessions that are assigned
Legs with the port range (e.g., "10")

Figure 4-6: WAN Media Realm Configuration

Add Record

Index >

Media Realm Name MRWan

IPv4 Interface Mame WANSP -
IPvE Interface Name Mone -
Port Range Start 7000

Mumber Of Media Session Legs 10

Port Range End 7090

Default Media Realm Mo -

B Submit x Cancel

c. Click Submit.
The configured Media Realm table is shown below:

Figure 4-7: Required Media Realm Table

( Media Realm Table 1
Add 4
Index * Media Realm Hame IPv4 Interface Hame IPvE Interface Hame
1 MRLan Voice None
|2 MRWan WANSFE MNone
| - T - . 3
Fage |7 of 1 Show ':-Erecords pEr page View 1 -2 of 2
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4.3.2 Configuring SRDs

The procedure below describes how to configure the SRDs. You configure two SRDs; one
for the LAN and another for the WAN.
» To configure SRDs:

1. Openthe SRD Table page (Configuration > VolIP > Control Network > SRD Table).
2.  Add an SRD for the E-SBC's internal interface (towards the Lync Server 2010):
a. Configure the following parameters:

Parameter Setting
SRD Index 1
SRD Name Descriptive name for the SRD (e.g., "SRDLan")
Media Realm Associates the SRD with a Media Realm (e.g., "MRLan")

Figure 4-8: LAN SRD Configuration

-

SRD Index 1- SROLan [=]
w Common Farameters

SRD Mame SROLan

Media Realm MALan

& SBC Parameters

& IP Group Status Table | | A FProwy Sets Status Table |

b. Click Submit.
3. Add an SRD for the E-SBC's external interface (toward the QSC AG SIP Trunk):
a. Configure the following parameters:

Parameter Setting
SRD Index 2
SRD Name Descriptive name for the SRD (e.g., "SRDWan")
Media Realm Associates the SRD with a Media Realm (e.g., "MRWan")

Figure 4-9: WAN SRD Configuration

-

SRD Index 2 - SRDWan [+]
» Comman Parameters

SRD Name SRDWan

Media Realm MRWan

A SBC Parameters

& 1P Group Status Table | | A Prowy Sets Status Table

b. Click Submit.
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4.3.3

Configuring SIP Signaling Interfaces

A SIP Interface consists of a combination of ports (UDP, TCP, and TLS) associated with a
specific IP network interface. The SIP Interface is associated with an SRD.

The procedure below describes how to add SIP interfaces. In our example scenario, you

need to add an internal and external SIP interface for the E-SBC.

>

To add SIP interfaces:

1. Open the SIP Interface Table page (Configuration > VoIP > Control Network > SIP

Interface Table).

2. Add a SIP interface for the LAN:

a. Click Add.

b. Configure the following parameters:

Parameter

Index

Network Interface
Application Type
TLS Port

TCP and UDP
SRD

c. Click Submit.

Setting
np
"Voice"
SBC
"5067"
"o
np

3. Add a SIP interface for the WAN:

a. Click Add.

b. Configure the following parameters:

Parameter

Index

Network Interface
Application Type
UDP Port

TCP and TLS
SRD

c. Click Submit.

Setting
non
"WANSP"
SBC
"5060"
non
non

The configured SIP Interface table is shown below:
Figure 4-10: Required SIP Interface Table

SIP Interface Table

Add 4

Index * Hetwork Interface Application Type

1 Voice SBC
2 WANSP
<

SBC

5060

UDP Port

Page [1

TCP Port TLS Port SRD

1] 5067 1
1] 0 2
HE

of 1 Show| 19 [« | records per page

Message Policy
None

None
¥

View 1 - 2 of 2
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4.4  Step 4: Configure Proxy Sets

This step describes how to configure the Proxy Sets. A Proxy Set is a group of Proxy
servers defined by IP address or fully qualified domain name (FQDN). In the example

scenario, you need to configure two Proxy Sets for the following entities:

B Microsoft Lync Server 2010
B QSC AG SIP Trunk

These Proxy Sets will later be associated with IP Groups.

» To add Proxy Sets:

1. Open the Proxy Sets Table page (Configuration > VolP menu > Control Network >

Proxy Sets Table).

2. Add a Proxy Set for Lync Server 2010:
a. Configure the following parameters:

Parameter

Proxy Set ID
Proxy Address

Transport Type

Enable Proxy Keep Alive
Proxy Load Balancing Method
Is Proxy Hot Swap

SRD Index

Figure 4-11: Proxy Set for Microsoft Lync Server 2010

1

Setting

Enter the Lync Server 2010 SIP Trunking IP address

or FQDN and destination port (e.g.,
"FE-Lync.Lync.local:5067")

TLS

Using Options

Round Robin
Yes
L

-

Proxy Set ID 1 [+]
Transport
Proxy Address Type
1| |[FE-Lync_Lync_local:5067 LS [=]
2 [~]
3 [~]
4 [~]
5 [~]
-
Enable Proxy Keep Alive Using Options EI
Proxy Keep Alive Time 60
Proxy Load Balancing Method Round Robin EI
Is Proxy Hot Swap Yes El
Proxy Redundancy Mode Mot Configured El
% SRD Index 1
Classification Input IP only E|
b. Click Submit.
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3. Add a Proxy Set for the QSC AG SIP Trunk:

Parameter

Proxy Set ID
Proxy Address

Transport Type

Enable Proxy Keep Alive
Is Proxy Hot Swap

Proxy Redundancy Mode
SRD Index

2

Setting

QSC AG IP address or FQDN and destination port
(e.g., "213.148.136.218:5060")

UDP
Using Options
Yes

Homing

"2" (enables classification by Proxy Set for this SRD in
the IP Group belonging to the QSC AG SIP Trunk)

Figure 4-12: Proxy Set for QSC AG SIP Trunk

-w
Proxy Set ID 2 -
Proxy Address Transport Type
1| 213.143.136.218:5060 uoP -
2 -
3 -
4 hd
5 -
-
Enable Proxy Keep Alive Using Options £
Proxy Keep Alive Time &0
Proxy Load Balancing Method Dizable - £
Is Proxy Hot Swap Yes £
Proxy Redundancy Mode Homing - £
% SRD Index 2
Classification Input IP anhy -
c. Click Submit.
AudioCodes Mediant E-SBC 42 Document #: LTRT-33402



Configuration Note

4. Configuring AudioCodes E-SBC

45  Step 5: Configure IP Groups

This step describes how to create IP Groups. An IP Group represents a SIP entity behavior
in the E-SBC's network. In our example scenario, you need to create IP Groups for the

following entities:

B Lync Server 2010 (Mediation Server) on the LAN
B QSC AG SIP Trunk for number range A: 024639749900 to 024639749909
B QSC AG SIP Trunk for number range B: 024639749910 to 024639749919

Note: Each IP Group that you define for the QSC AG SIP trunk represents a

C: range of 10 QSC AG client extensions as defined in the Accounts table

(see Section 4.10 on page 55).

These IP Groups are later used by the SBC application for routing calls.

» To configure IP Groups:

1. Open the IP Group Table page (Configuration > VolP menu > Control Network > IP

Group Table).

2. Add an IP Group for the Lync Server 2010 Mediation Server:

a. Click Add.

b. Configure the parameters as follows:

Parameter

Index

Type

Description

Proxy Set ID

SIP Group Name
SRD

Media Realm Name

IP Profile ID
3. Click Submit.

Setting
nyn

Server

Enter descriptive name (e.g., "Lync Server")

np
"Lync Server"
np

"MRLan"

wp
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Add an IP Group for the QSC AG SIP Trunk for number range A (024639749900 to
024639749909):

a. Click Add.
b. Configure the parameters as follows:

Parameter Setting
Index "2"
Type Server
Description Enter descriptive name (e.g., "QSC -
02463974990")
Proxy Set ID "2"
SIP Group Name "sip.gsc.de”
SRD "2
Media Realm Name "MRWan"
IP Profile ID "2

c. Click Submit.

Add another IP Group for the QSC AG SIP Trunk for number range B (024639749910
to 024639749919):

a. Click Add.
b. Configure the parameters as follows:

Parameter Setting
Index "3"
Type Server
Description Enter descriptive name (e.g., "QSC -
02463974991")
Proxy Set ID "2"
SIP Group Name "sip.gsc.de"
SRD "2"
Media Realm Name "MRWan"
IP Profile ID "2

c. Click Submit.

The configured IP Group table is shown below:

Figure 4-13: Configured IP Group Table

( IF Group Table W
Add +
Index Type Description Proxy Set ID SIP Group Hame Contact User Local Host Hame SRD Media Realm IP Profile ID
Name

1 Server Lync 1 sip.qsc.de 1 1
2 Server QSC - 02453974950 2 sip.gsc.de 2 2
3 Server QSC - 02463974991 2 sip.gsc.de 2 2

Page 4 of 1 Show 10 « records per page View 1 -3 of 3

AudioCodes Mediant E-SBC 44 Document #: LTRT-33402



Configuration Note

4. Configuring AudioCodes E-SBC

4.6  Step 6: Configure IP Profiles

This step describes how to configure IP Profiles. In our example scenario, the IP Profiles
are used to configure the SRTP / TLS modes and other parameters that differ between the
two entities - Lync Server 2010 and QSC AG SIP Trunk. Note that the IP Profiles were
assigned to the relevant IP Group in the previous step (see Section 4.5 on page 43).

In our example, you need to add an IP Profile for each entity:

B Microsoft Lync Server 2010 - to operate in secure mode using SRTP and TLS
QSC AG SIP trunk - to operate in non-secure mode using RTP and UDP
> To add IP Profiles:
1. Open the IP Profile Settings page (Configuration > VolP > Coders and Profiles > IP
Profile Settings).
2. Add an IP Profile for the Lync Server 2010:
a. Configure the parameters as follows:
Parameter Setting
Profile ID 1
Media Security Behavior SRTP
SBC Remote Early Media RTP Delayed (required, as when Lync Server 2010
sends a SIP 18x response, it does not send RTP
immediately to the remote side).
Figure 4-14: IP Profile for Lync Server 2010
-
Profile 1D 1 [+]
Profile Name Lync
| & Common Parameters
| A& Gateway Parameters
- SBC
Transcoding Mode Only if Reguired El
Extension Coders Group ID None El
Allowed Coders Group 1D None El
Allowed Coders Mode Restriction El
SBC Preferences Mode Deeznt Include Extensions El
Diversion Mode Den't Care EI
History Info Mode Don't Care El
Media Security Behavior SRTP El
RFC 2833 Behavior Asls [=]
Alternative DTMF Method Don't Care El
P-Azzerted-Identity Don't Care El
SBC Fax Coders Group ID None El
SBC Fax Behavior 0
SBC Fax Offer Mode 0
SBC Fax Answer Mode 1
SBC Session Expires Mode Transparent El
SBC Remaote Early Media RTP Delayed El
b. Click Submit.
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3. Add an IP Profile for the QSC AG SIP Trunk:
a. Configure the parameters as follows:

Parameter Setting

Profile ID 2
Media Security Behavior RTP
P-Asserted-Identity Add (required for anonymous calls)

SBC Remote Can Play Ringback | No (required, as Lync Server 2010 does not
provide a Ringback tone for incoming calls)

SBC Remote Refer Behavior Handle Locally (E-SBC handles the incoming
REFER request itself without forwarding the
REFER towards the SIP Trunk)

Figure 4-15: IP Profile for QSC AG SIP Trunk

Profile ID

Profile Name

Qsc

S5BC

Transcoding Mode

Cnly if Required

Extension Coders Group ID Mone
Allowed Coders Group ID Mone
Allowed Coders Mode Restriction

SBC Preferences Mode

Doesnt Include Extensions

Diversion Mode Dont Care
History Info Mode Dont Care
Media Security Behavior RTF
RFC 2833 Behavior Asls
Alternative DTMF Method Dont Care
P-Asserted-Identity Add

SBC Fax Coders Group ID Mone
SBC Fax Behavior 0

SBC Fax Offer Mode o

SBC Fax Answer Mode 1

SBC Session Expires Mode Transparent
SBC Remote Early Media RTP Immediate
SBC Remote Can Play Ringback Mo

SBC Remote Supports RFC 3960

Mot Supported

SBC Multiple 18x Support supported
SBC Early Media Response Type Transparent
SBC Remote Update Support Supported
SBC Remote Re-Invite Support Supported
SBC Remote Refer Behavior Handle Locally
SBC Remote Early Media Support supported

b. Click Submit.
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4.7  Step 7: SIP TLS Connection

This step describes how to configure the E-SBC for using a TLS connection with the Lync
Server 2010 Mediation Server. This is essential for a secure SIP TLS connection.

4.7.1 Configure the NTP Server Address

This step describes how to configure the NTP server's IP address. It is recommended to
implement an NTP server (Microsoft NTP server or third-party server) to ensure that the
E-SBC receives accurate and current date and time. This is necessary for validating
certificates of remote parties.

» To configure the NTP server address:

1. Open the Application Settings page (Configuration > System > Application
Settings).

2. In the 'NTP Server IP Address' field, enter the IP address of the NTP server (e.g.,
"10.15.21.10").

Figure 4-16: Configuring NTP Server Address

w» NTP Settings

NTP Server IP Address 10.15.21.10
NTP UTC Offset Hours: 2 Minutes: 0
NTP Updated Interval Hours: 24 Minutes: 0

NTP Secondary Server IP

3. Click Submit.
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4.7.2  Configure a Certificate

This step describes how to exchange a certificate with the Microsoft Certificate Authority
(CA). The certificate is used by the E-SBC to authenticate the connection with the
management station (i.e., the computer used to manage the E-SBC through its embedded
Web server).

» To configure a certificate:

1. Open the Certificates page (Configuration > System > Certificates).

Figure 4-17: Certificates Page - Creating CSR

w Certificate information

Certificate subject: JCN=ITSP-GW.Lync.local

Certificate issuer: /DC=local/DC=Lync/CN=Lync-DC-LYNC-CA
Time to expiration: 739 days

Key size: 2048 bits

w» Certificate Signing Request
Subject Name [CN] ITSP-GW Lync local
Organizational Unit [OU] (optional)

Company name [Q] (optional)
Locality or city name [L] (optional)
State [ST] (optional)

Country code [C] (optional)

Create CSR

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

MIICY]jCCAUoCAQAWHTELMELGA | UEAXMSSVATUCT HVySMeW5 ) Lmyxvy 2EsMITBI AN
Bgkghkic0w0BAQEFAROCAQEAMI IBCQRCAQEADT2FER+0T1¥RI7zR6CPHZToOIKIR
SBWL]zEQMay SUMEVEEFA962IWIUEGREoUdsg+9g53ptkwz+H/Oy+dCdLEbrNGa1E
nPIVHeHGZYECYUSl ] en8IQWEQNEBE M9 2pPgtUnd 6¥ yUcLOJOzW] IVBrn3CcdDoTx
£WITkOuhPv1CRbExbLhIVRHE2 9ZhMgk004+wyCLEWdtpyiOnjl2HagUvcKEI =302
rBg0Gh1+dsvVCdm2DWDVROEEz+8 /Fi 2phE IMY Z 5 SMeUBDmS £ 6BCEaJPumd/ eYGHGE
OTAHQh7 TeEFJKVIUXeD6OEMukiEXbRgVERXWL 7 3CIuJFuz GEL 6V0+¥ j E+RI DAGAE
OAAWDQYJHOZ IhveNAQEEBQADGQEBACGSFz £ 7 8Qy¥ o1 XPRH,/GgTLCLs 0] j 4h1KE
£v6+WDE 7oAz /OnHUr TptzgMAqRk+0EvEScBd9T3 5 kH2L3n 1wvb96Nwggy Shr3addu
HPs2UP3C] t0gXctIonlbotlgz Snvulmd 2awpXws 7 6N9UkcpPvBwi HRgNPhBL 1 DdL
rJZdj /HanlHhvLUEBKtHypaAIMWy 1 oJerwwk60gyl /jADHz 2¥WEAZuMHo6 0Ewgl PW
gIUChsdVkojvEj 47 cVhIsPesvelYEtIFFhvEBI HMEZMEsgws WLEANDjwIITos60+tntE
ywErTPItwOVoON/sLEeg,/gRpPEFosvpgQURIEQzz31teaMoXbEU0Y9eli=

2. In the Subject Name field, enter the media gateway name (e.g.,
"ITSP-GW.Lync.local"). This name must be equivalent to the gateway name
configured in the Topology Builder for Lync Server 2010 (see Section 3.1 on page 15).

3. Click Create CSR,; a certificate request is generated.

4. Copy the CSR (from the line "----BEGIN CERTIFICATE" to "END CERTIFICATE
REQUEST----") to a text file (such as Notepad), and then save it to a folder on your
computer with the file name, certreq.txt.
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5. Open a Web browser and navigate to the Microsoft Certificates Services Web site at
http://<certificate server>/CertSrv.

Figure 4-18: Microsoft Certificate Services Web Page

a Microsoft Certificate Services - Microsoft Internet Explorer

=181 x|
‘ e

Fle Edt View Favorites Took Help

Qe - ) - (=] 2] ;h‘/'__) Search ¢ Favores {7}

Address [{€] http:/j10.15.4.201 fcertsr]

2 =EBLUE S

j Go “L\nks >

s - Demolab

Welcome

Use this Web site to request a certificate for your Web browssr, e-mail client, or other program. By using a certificate, you can verify your

identity to peaple you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks

‘You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list {CRL), ar to
wiew the status of a pending request

Far more information about Certificate Services, see Certificate Services Documentation

Select atask:
Reguest a certificate
Yiew the status of a pending certificate request
Dovinload a CA cerificate, certificate chain, or CRL

L]
& 0T T [ 4 mtemet

6. Click Request a certificate.

Figure 4-19: Request a Certificate Page

a Microsoft Certificate Services - Microsoft Internet Explorer

SLIES
I

| Ble Edt View Favortes Tooks  Help

Jeﬁatk - e - @ @ ;h /Jsear(h *Favur\tes &

| Address [{€] http:/j10.15.4 201 fcertsrvfcertrqus.asp

Q- - LJE S

| B “Lmks =

B
s - Demolab

Request a Certificate

Selectthe certificate type
Web Browiser Certificate
E-MWail Protection Certificate

Qr, submit an advanced certificate request.

=
[ S I e T a—

7. Click advanced certificate request, and then click Next.
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Figure 4-20: Advanced Certificate Request Page

a Microsoft Certificate Services - Microsoft Internet Explorer

_iE)

| Ble Edt View Favores Tooks  Help ‘ o

J@Back - \) - \ﬂ @ ;h /‘:) Search *Favuntes & E’f{v .:\; ] - _J i 3

| Address [{&] http:/j10.15.4 201 jcertsryjcertrqad 2sp | B “Lmks =
=

s - Demolab

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-B4-encoded
PKCS #7 file

=
f&ioee S I e T a—

8. Click Submit a certificate request ..., and then click Next.

Figure 4-21: Submit a Certificate Request or Renewal Request Page

& Microseft Adtive Directory Certificate Services - Windows Internet Explorer [E=3 8o~
@Qv '93, bt 10.15.4. 201 feertsmifcertr gt asp - Eﬂ| 2 | X |

File Edit View Favorites Tools Help

i _ﬁ Micosoft Adive Directory Certificate Services

Microsoft A

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 ceificate request or PKCS #7 renewal request
generated by an external source {such as a Web server) in the Saved Request box,

Saved Request:

AB1xePB5ymyfhknEx+zEusbo sih4JgabellxuyRkl
Basebd-encoded rricotrnsPOCAvERLalANADGCS3qGSIRIDOERBATA
cerificate reguesl MnkMikx8xHgdgaigolFruch? BolrigEcOGAF Tok

[CHC or S4B I8 ib+REFVI+0s 57 % TOD IRNa S Vp4G+0B _
PHCS #0 or i EOUTEEBsVET? 1a083 Ho b
PrCs#y mmeee END CERTIFICATE REQUEST----- -

‘ [T | ¢

Certificate Template:
Wb Server -

Additional Attriburtes:

Adtributes: -

Subrnit >

Done € Internet | Protected Mode: OFF v Riow -

9. Open the certreq.txt file that you created and saved in Step 4, and then copy its
contents to the ‘Base64 Encoded Certificate Request’ field.

10. From the 'Certificate Template' drop-down list, select Web Server.
11. Click Submit.
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Figure 4-22: Certificate Issued Page

Certificate Issued

The certificate you requested was issued to you.

© DER encoded or @ Base 64 encoded

Download certificate
= Download certificate chain

12. Select the Base 64 encoded option for encoding, and then click Download CA

certificate.

13. Save the file with the name gateway.cer to a folder on your computer.

14. Click the Home button (or navigate to the certificate server at http://<Certificate

Server>/CertSrv).

15. Click the Download a CA certificate, certificate chain, or CRL.

Figure 4-23: Download a CA Certificate, Certificate Chain, or CRL Page

a Microsoft Certificate Services - Microsoft Internet Explorer

: =1 x|
JE\|E Edit “iew Favorites Tools Help

| &
J @Back - ‘\L;l - d \g 7;} /:) Search ‘f::(Favuntes £‘3| = :f o - J ﬂ ‘3

| address [ &) bttp: 1110.15.4.201jcertsrv/certcarc.asp

j Go HLII’\'G »

=l
-- Demolab

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain.

To dowinload a CA certificate, certificate chain, or CRL, select the certificate and encoding methad

CA certificate:

Encoding method:

& DER

© Base 64
Download CA certificats
Download CA cerificate chain
Download latest base CRL

|
&) pone [T T T [ meemet

16. Under the 'Encoding method' group, select the Base 64 option for encoding.
17. Click Download CA certificate.
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18. Save the file with the name certroot.cer to a folder on your computer.
19. Inthe E-SBC's Web interface, return to the Certificates page and do the following:

a. Inthe ‘Device Certificate’ field, click Send File and select the gateway.cer
certificate file that you saved on your computer in Step 13, and then click Send
File to upload the certificate to the E-SBC.

b. Inthe 'Trusted Root Certificate Store' field, click Send File and select the
certroot.cer certificate file that you saved on your computer in Step 18, and then
click Send File to upload the certificate to the E-SBC.

Figure 4-24: Certificates Page (Uploading Certificate)

w Upload certificate files from your computer

Private key pass-phrase (optional) audc

Send Private Key file from your computer to the dewice.
The file must be in either PEM or PFX (PKCS#12) format.

Choose File | Mo file chosen Send File

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

Send "Trusted Root Certificate Store” file from your computer to the device.
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

20. Reset the E-SBC with a burn to flash for your settings to take effect (see Section 4.16
on page 71).
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4.8  Step 8: Configure SRTP

This step describes how to configure media security. If you configure the Microsoft
Mediation Server to use Secure Real-Time Transport Protocol (SRTP), you need to
configure the E-SBC to operate in the same manner.

Note: SRTP was enabled for Lync Server 2010 when you added an IP Profile for Lync
Server 2010 (see Section 4.6 on page 45).

» To configure media security:
1. Open the Media Security page (Configuration > Media > Media Security).
Figure 4-25: Media Security Page

w General Media Security Settings
& Media Security Enable El
4 Aria Protocol Support Dizable El
Media Security Behavior Mandatory El
& SRTF Tunneling Authentication for RTF Dizable El
& SRTF Tunneling Authentication for RTCPE Dizable El
w SRETP Setting
Maszter Key Identifier (MKI) Size 1
Symmetric MEI Megotiation Enable El
| ¢ SATP offered Suites
2. Configure the parameters as follows:
Parameter Setting

Media Security Enable
Master Key Identifier (MKI) Size "1
Symmetric MKI Negotiation Enable

3. Click Submit.

4. Reset the E-SBC with a burn to flash for your settings to take effect (see Section 4.16
on page 71).

Version 6.6 53 January 2013



A .
f & AudioCodes Microsoft Lync & QSC AG

4.9  Step 9: Configure IP Media

This step describes how to configure the number of media channels for IP-based media.
To perform coder transcoding, define digital signaling processors (DSP) channels. The
number of media channels represents the number of DSP channels that the E-SBC
allocates to sessions.

» To configure IP media:
1. Open the IP Media Settings page (Configuration > VolP > IP Media > IP Media

Settings).
Figure 4-26: IP Media Settings

w
& MNumber of Media Channels 30
& “Joice Streaming Dizable El

NetAnn Announcement ID annc

MSCML ID ivr

Transcoding ID trans

+ Conference

Conference ID conf

Beep on Conference Enable El
Enable Conference DTMF Clamping Enable El
Enable Conference DTMF Reporting Dizable El

2. In the 'Number of Media Channels' field, enter the number of media channels
according to your environment transcoding (e.g., “30”)

3. Click Submit.
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4.10 Step 10: Configure Account Table

This step describes how to configure SIP registration accounts (in the Account table). This
is required so that the E-SBC can register with the QSC AG SIP Trunk on behalf of Lync
Server 2010. Additionally, when the route is made and the QSC AG SIP Trunk challenges
the INVITE (401/407 SIP message), the correct credentials (username and password) are
chosen according to the Serving IP Group number (i.e., 2 or 3) in the account row.

The QSC AG SIP Trunk requires registration and authentication to provide service.

It registers every 10 client extensions in a separate user entry as shown in the table below.
Each entry represents a QSC IP Group as defined in Section 4.5 on page 43.

In this example, there are 2 rows representing 20 client extensions.

» To configure aregistration account:

1. Open the Account Table page (Configuration > VolP > SIP Definitions > Account
Table).

Figure 4-27: Configuring SIP Registration Account

( Account Table W
Note: Select row index to modify the relevant row.
Add Compact
Index Served Trunk Group Served IP | Serving [P User Name Password Host Name Register Contact User Application Type
Group Group
1
2
Register Un-Register

2. Enter an index number, and then click Add.
3. Configure the account according to the provided information from QSC g, for

example:

Parameter Setting
Served IP Group "1" (i.e., Lync Server 2010)
Serving IP Group "2" and "3" (i.e., QSC AG SIP Trunk)
Username Set username as provided by QSC AG
Password Set password as provided by QSC AG
Host Name "sip.gsc.de”
Register Yes
Contact User Set to trunk main line (e.g., "02463974990" and

“02463974991")

Application Type SBC

4. Click Apply.
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4.11 Step 11: Configure Conditions Rules

This step describes how to configure conditions rules (which are configured in the
Condition table). Condition rules allow you to enhance the process of classifying an
incoming SIP dialog to an IP Group by using SIP message rules. In this configuration,
condition rules are assigned to the IP-to-IP Routing table (see Section 4.12 on page 58).
When an IP-to-IP rule is associated with a Condition rule, the route is used only if the route
rule and its associated Condition rule are matched.

In our example scenario, a condition rule is added for call transfer/forwarding for each of
the following QSC AG range of numbers:

B Referred-By rule for number range A: 024639749900-024639749909
Referred-By rule for number range B: 024639749910-024639749919

|
» To add Condition rules:
1.

Open the Condition Table page (Configuration > VolP > SBC > Routing SBC >
Condition Table).

Add rule to match Referred-By header with number that contains 2463974990:

a. Click Add.

b. Configure the parameters as follows:

N

Parameter Setting
Index "2"
Condition header.Referred-By.url.user contains
'2463974990'
Description "2463974990"

Figure 4-28: Condition Rule for Number Range A

Edit Record

Index 2

Condition header.Referred-By.urlus
Description 02453974930

B Submit x Cancel

3. Add arule to match the Referred-By header with a number that contains 2463974991.:
a. Click Add.
b. Configure the parameters as follows:

Parameter Setting
Index "3"
Condition header.Referred-By.url.user contains
'2463974991'
Description "2463974991"
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Figure 4-29: Condition Rule for number Range B

Edit Record x

Index |3 |

Condition header Referred-By.url.us

Description 02463074991

B Submit | % Cancel

#
c. Click Submit.
The figure below shows the above configured routing rules in the Condition Table:
Figure 4-30: Condition Table
" Conditon Tasle A
Add +
Index Condition Description
2 header.Referred-By.url.user contains '2463874520° 02463974990
3 header.Referred-By.url.user contains '2463974991" 024639749591
= Page of 1 Show 10 « records per page View1l-2of 2
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4.12 Step 12: Configure IP-to-IP Call Routing Rules

This step describes how to configure IP-to-IP call routing rules (which is performed in the
IP-to-IP Routing table). These rules define the route for forwarding SIP messages (e.g.,
INVITE) received on one IP interface to another.

The SIP message is routed according to a rule whose configured input characteristics (e.g.,
Source IP Group) match those of the message. If the characteristics of an incoming
message do not match the first rule in the table, they are then compared to the second
rule, and so on, until a matching rule is located. If no rule is matched, the message is
rejected.

In our example scenario, you need to add the following IP-to-IP routing rules to route calls
between Lync Server 2010 (LAN) and QSC AG SIP Trunk (WAN) range of numbers:

B Terminate SIP OPTIONS messages on the E-SBC that are received from the LAN
B Calls from LAN with specific number range to WAN

B Calls from LAN with specific number range to WAN in case of Transfer/Forward

B Calls from WAN to LAN.

The routing rules use IP Groups to denote the source and destination of the call. These IP
Groups were configured in Step 5 (see Section 4.5 on page 43); IP Group ID 1 was
assigned to Lync Server 2010, and IP Group ID 2 and 3 to the QSC AG SIP Trunk.

» To add IP-to-IP routing rules:

1. Open the IP-to-IP Routing Table page (Configuration > VolP > SBC > Routing SBC
> |P to IP Routing Table).

2. Add arule to terminate the SIP OPTIONS messages received from the LAN:

a. Click Add.
b. Configure the parameters as follows:

Parameter Setting

Index "o"
Source IP Group ID "1
Request Type OPTIONS
Destination Type Dest Address
Destination Address “internal”

Edit Record

Index o

Source [P Group ID f

Source Username Prefix

Souree Host

Destination Username Prefix

Destination Host

Request Typs OPTIONS =]

Message Condition None =

ReRaute 1P Group 1D E

call Trigasr Any =

Destination Type Dest Address [=]

Destination IP Group 1D »

Destination SRD 1D Neone =

Destination Address internal

Destination Port 0

Destination Transpert Type

Alternative Route Optiens Route Row

Cost Group Hene

B Submit | x Cancel
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3. Add a rule to route calls from LAN with number range A (024639749900 to
024639749909) to WAN:

a. Click Add.
b. Configure the parameters as follows:

Parameter Setting
Index "1"
Source IP Group ID "1
Source Username Prefix "02463974990"
Destination Type IP Group
Destination IP Group ID "2"

Note: The destination IP Group is configured in
the Account table in case of an authentication
challenge.

Destination SRD ID 2

Figure 4-31: IP-to-IP Routing Rule for LAN Range A to WAN

Edit Record

Index 1

Source IP Group ID 1

Source Username Prefix 024530974990

Source Host ®

Destination Username Prefix *

Destination Host =

Request Type All -
Message Condition Hone -
ReRoute IF Group ID 1

Call Trigger Any -
Drestination Type IP Group -
Destination IF Group ID 3

Destination SRD ID =z -

Destination Address

Destination Port 0

Drestination Transport Type -
Alternative Route Options Route Row -
Cost Group Mone -

B Submit  x Cancel

c. Click Submit.
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Add a rule to route calls from LAN with number

024639749919) to WAN:
a. Click Add.

b. Configure the parameters as follows:

Parameter

Index

Source IP Group ID
Source Username Prefix
Destination Type
Destination IP Group ID

Destination SRD ID

nou
wp

"02463974991"

IP Group

ngu

Note: The destined |

range B (024639749910 to

Setting

P Group is configured in the

account table in case of an authentication

challenge.
2

Figure 4-32: IP-to-IP Routing Rule for LAN Range B to WAN

Edit Record
Index 2
Source IP Group ID 1
Source Username Prefix 02453974991
Source Host ®
Destination Username Prefix *
Destination Host =
Request Type All -
Message Condition Hone -
ReRoute IF Group ID 1
Call Trigger Any -
Destination Type IP Group -
Destination IF Group ID 3
Destination SRD ID =z -
Destination Address
Destination Port 0
Drestination Transport Type -
Alternative Route Options Route Row -
Cost Group Mone i
B Submit x Cancel
c. Click Submit.
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Add a rule to route calls from LAN with number range A to WAN in case of a matched

Condition:
a. Click Add.

b. Configure the parameters as follows:

Parameter

Index
Source IP Group ID

Message Condition

Destination Type
Destination IP Group ID
Destination SRD ID

Setting

Il3ll
npe
2

Note: Uses this routing rule if Condition rule 2 is
matched. See Section 4.11 on page 56.

IP Group
Il2ll
2

Figure 4-33: IP-to-IP Routing Rule for LAN Range A to WAN (Condition)

Edit Record
Index 3
Source IP Group ID 1
Source Username Prefix *
Source Host *
Destination Username Prefix +
Destination Host +
Request Type All
Message Condition P
ReRoute IF Group ID -
Call Trigger Any
Destination Type IP Group
Drestination IF Group ID 2
Destination SRD ID P
Destination Address
Destination Port 0
Drestination Transport Type
Alternative Route Options Route Row
Cost Group Mone
B Submit
c. Click Submit.
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6. Add a rule to route calls from LAN with a number range B to WAN in case of a
matched Condition:

a. Click Add.
b. Configure the parameters as follows:

Parameter Setting
Index "4"
Source IP Group ID "1
Message Condition 3

Note: Uses this routing rule if Condition rule 3 is
matched. See Section 4.11 on page 56.

Destination Type IP Group
Destination IP Group ID "3"
Destination SRD ID 2

Figure 4-34: IP-to-IP Routing Rule for LAN Range B to WAN (Condition)

Edit Record

Index 4

Source IP Group ID 1

Source Username Prefix *

Source Host ®

Destination Username Prefix *

Destination Host *

Request Type All -
Meszage Condition 3 -
ReRoute IP Group ID R

Call Trigger Any hd
Destination Type IP Group -
Destination IP Group ID 5

Destination SRO ID 2 -

Drestination Address
Destination Port 0

Drestination Transport Type
Alternative Route Options Route Row

Cost Group Mone

B Submit | ® Cancel

c. Click Submit.
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7. Add a rule to route calls from WAN to LAN:

a. Click Add.
b. Configure the parameters as follows:

Parameter Setting
Index "5"
Source IP Group ID "-1"
Destination Type IP Group
Destination IP Group ID "1
Destination SRD ID 1

Figure 4-35: IP-to-IP Routing Rule for WAN to LAN

Edit Record

Index |5
Source IP Group ID 1
Source Username Prefix *

Source Host

Cestination Username Prefix

Destination Host .
Request Type All -
Message Condition Hone -
ReRoute IP Group ID 1
Call Trigger Any -
Destination Type IF Group -
Diestination IP Group ID 1
Destination SRD ID 1 -

Destination Address

Destination Port 0

Diestination Transport Type -
Alternative Route Options Route Row -
Cost Group Mone -

B Submit | ® Cancel

c. Click Submit.
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The figure below shows the above configured routing rules in the IP-to-IP Routing Table:

Figure 4-36: IP-to-IP Routing Table

[r IP-to-IP Routing Table

Add +
Index  Source IP Group Destination Destination Host Request Type ReRoute IP Call Trigger Destinati D P D SRD | D Port
Username Group ID Type Group 1D ]
Prefix
1] 1 = = OPTIONS -1 Any Dest Address -1 None 0
1 1 L &= All -1 Any IP Group 2 2 0
2 1 = = All -1 Any IP Group 3 2 0
3 1 = = All -1 Any IF Group 2 2 0
4 1 = = All -1 Any IP Group 3 2 1]
s -1 = All -1 Any IP Group 1 1 0
Page of 1 Show 10 + records per page View1-60of 6
Note: The routing configuration may change according to the local deployment

topology.
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4.13 Step 13: Configure IP-to-IP Manipulation

This step describes how to configure IP-to-IP manipulation rules. These rules concern
number manipulation of the source and / or destination number. The manipulation rules
use IP Groups to denote the source and destination of the call. The IP Groups were
configured in Step 5 (see Section 4.5 on page 43); IP Group ID 1 was assigned to Lync
Server 2010 and IP Group ID 2 and 3 to the QSC AG SIP Trunk.

Note: Adapt the manipulation table according to you environment dial plan.

A\

The procedure below provides an example of configuring a manipulation rule that adds the
plus sign "+" to the destination number for calls from IP Group 2 (QSC AG SIP Trunk)
destined to IP Group 1 (i.e., Lync Server 2010), when the destination number prefix is any
number ("*").

» To add a number manipulation rule:

1. Open the IP to IP Outbound Manipulation page (Configuration > VolP > SBC >
Manipulation SBC > IP to IP Outbound).

2. Click Add.
3. Click the Rule tab, and then configure the parameters as follows:

Parameter Setting
Index "1"
Source IP Group "2"
Destination IP Group "1
Destination Username Prefix e
Manipulated URI Destination

Figure 4-37: IP-to-IP Outbound Manipulation Rule — Rule Tab

B soton

Index 1

Additional Manipulation Mo E|
Source IF Group ID 2

Destination IP Group ID 1

Source Username Prefix

Source Host

Destination Username Prefix

Destination Host

Request Type Al E|

ReRoute IP Group ID
Call Trigger
Manipulated URI

-1
Any

[~]
Destination El

B Submit | % Cancel
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4. Click the Action tab, and then configure the parameters as follows:
Parameter Setting
Prefix to Add R

Figure 4-38: IP-to-IP Outbound Manipulation Rule - Action Tab

T ncvon |

Index
Remove From Left

Remove From Right

e [a][=

Leave From Right
Prefix to Add +
Suffix to Add

Privacy Restriction Mode Transparent El

B Submit || ® Cancel

5. Click Submit.

The IP-to-IP Inbound table displayed below includes manipulation rules for calls from IP
Group 1 (i.e., Lync Server 2010):

Figure 4-39: IP-to-IP Inbound Manipulation Table - Example

r IF to IP Inbound Manipulation -1
Add +
Index Additional Manipulation Source IP Source Source Host Destination Destination Request Type Manipulated Prefix to Add Suffix to Add
Manipulation Purpose Group ID Username Username Host URI
Prefix Prefix
1 No MNormal 1 + e e * All Source
2 No MNormal 1 * * +43 = All Destination
3 No Normal 1 * * * = All Destination 00
Page of 1 Show 10 « records per page View 1 -3 0of 3
Rule Index Description
1 Calls received from IP Group 1 with source number prefix of "+", remove the "+" from
this prefix source number.
2 Calls received from IP Group 1 that have a prefix destination number of "+49", remove
"+" from this prefix.
3 Calls received from IP Group 1 with destination number other than prefix "+49", remove

the "+" from the prefix and add "00" as the prefix to the destination number.
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4.14 Step 14: Configure Message Manipulation Rules

This step describes how to configure SIP message manipulation rules (done in the
Message Manipulations table). SIP message manipulation rules can include insertion,
removal, and/or modification of SIP headers. Multiple manipulation rules can be configured
for the same SIP message. Once you have configured the SIP message manipulation
rules, you need to assign them to the relevant IP Group (in the IP Group table) and
determine whether they must be applied to inbound or outbound messages.

In our example scenario, SIP message manipulation is performed for messages sent to the
QSC AG SIP Trunk (IP Group 2) in the Call Transfer / Forward scenario from Lync Server
2010.

» To configure SIP message manipulation rules:

1. Open the Message Manipulations page (Configuration > VolP > SIP Definitions >
Msg Policy & Manipulation > Message Manipulations).

Figure 4-40: SIP Message Manipulation

( Message Manipulations W

Add +
Index | Manipulation Set 1D Message Type Condition Action Subject Action Type Action Value Row Role

1 o invite header.referred-by exists header.P-Asserted-Identity. URL.user Madify header.referred-by.URL.user Use Current Condition
2 1] header.P-Asserted-Identity. URL.user Remove Prefix  '+49° Use Previous Condition
3 1] header.P-Asserted-Identity.URL.user Add Prefix ‘0" Use Previous Condition

Page 4 of 1 Show 10 « records per page View1-30of 3

2. Add the following manipulation rules for Manipulation Set ID 0:
Rule Index Description

1 SIP INVITE messages that contain a Referred-By header and are
destined to the QSC AG SIP Trunk are modified as follows: the user
part in the P-Asserted header is replaced with the user part in the
Referred-By header.

2 If the manipulation rule Index 1 (above) is executed, then the following
rule is also done on the same SIP message: the prefix "+49" is
removed from the user part of the P-Asserted header.

3 If the manipulation rule Index 1 (above) is executed, then the following
rule is also done on the same SIP message: the prefix "0" is added
from the user part of the P-Asserted header.
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3. Assign the Manipulation Set ID 0 to IP Group 2:
a. Open the IP Group Table page (Configuration > VolP > Control Network > IP
Group Table).
Select the row of IP Group 2, and then click Edit.
Click the SBC tab.
d. Setthe 'Outbound Message Manipulation Set' field to "0".

o T

Figure 4-41: Assigning Manipulation Rule to IP Group 2

Common Gateway |—....,_|

Index o

Classify By Proxy Set Enable E|
Maz Murnber Of Reqgistered Users 1

Source URI Input at Canfigured El
Destination URI Input Mot Configured |z|
Inbound Message Manipulation Set 1

Outbound Message Manipulation Set |

Registration Mode Iszer intistes registrations [=]
Authentication Mode User Sutherticates El
Authentication Method List

Enable SBC Client Forking Mo B

B Submit | ¥ Cancel

e. Click Submit.
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4.15 Step 15: Miscellaneous Configuration

This step describes miscellaneous E-SBC configuration.

4.15.1 Configure Forking Mode

This step describes how to configure the E-SBC's handling of SIP 18x responses received
due to call forking of an INVITE. In our example scenario, if 18x with SDP is received, the
E-SBC opens a voice stream according to the received SDP. The E-SBC reopens the
stream according to subsequently received 18x responses with SDP, or plays a ringback
tone if 180 response without SDP is received. It's mandatory to set this field for the Lync
Server 2010 environment.

» To configure call forking:

1.
2.

Open the General Settings page (Configuration > VolP > SBC > General Settings).
From the 'SBC Forking Handling Mode' drop-down list, select Sequential.

Figure 4-42: Configuring Forking Mode

Transcoding Mode

SBC No Answer Timeout

Cnly ¥ Required
600

SBC GRUU Mode AsProay -
Minimum Session-Expires [sec] 50

BroadWorks Survivability Feature Dizable -
Bye Authentication Disable -
SBC User Registration Time ]

SBC Proxy Registration Time ]

SBC Survivability Registration Time ]

SBC Forking Handling Mode Sequertial -
Allow Unclassified Calls Reject -
SBC Session-Expires [sec] 180

SBC Direct Media Disable -

3. Click Submit.
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4.15.2 Configure Max-Forwards SIP Header

This step describes how to configure the Max-Forwards header. The Max-Forwards header
is used to limit the number of servers (such as proxies) that can forward the SIP request.
The Max-Forwards value indicates the remaining number of times this request message is
allowed to be forwarded. This count is decremented by each server that forwards the
request.

» To configure Max-Forwards SIP header:

1. Open the Admin page: append the case-sensitive suffix '"AdminPage' to the device's IP
address in your Web browser's URL field (e.g., http://10.15.45.101/AdminPage).

2. Inthe left pane, click ini Parameters.
Figure 4-43: INI File Output Window

Parameter Name: Enter Value:

SBCMAXFORWARDSLIMIT 70 _

Qutput Window

Parameter Name: SBCMAXFORWARDSLIMIT

Parameter New Value: 70

Parameter Description:Limit the wvalue of the Max-Forwards header. {@}If the
header's wvalue iz equal or smaller than the parameter's value the header's value
will stay as is. {@}If the header's value is

3. Enter these values in the 'Parameter Name' and 'Enter Value' fields:

Parameter Value

SBCMAXFORWARDSLIMIT Enter 70. Defines the Max-Forwards SIP header value. The Default
sends Max- Forwards with a value of 10 and the QSC AG SIP Trunk
requires a value of 70.

4. Click the Apply New Value button for each field.
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4.16 Step 16: Reset the E-SBC

After you have completed the E-SBC configuration as described in the previous steps, you
need to save ("burn") the configuration to the E-SBC's flash memory with a reset for the
settings to take effect.

» To save the configuration to flash memory with a reset:

1. Open the Maintenance Actions page (Maintenance tab > Maintenance >
Maintenance Actions).

Figure 4-44:; Resetting the E-SBC

Configurstion | Malrtenance ggtlgsgnnsﬂcs ( I s

Seatch

w Reszet Configuration

© Basic U Full Reset Board
Smaint
aintenance Burn To FLASH Yes =
Maintenance Actions
B software Update Graceful Option Ne E
+ LOCK/ UNLOCK
Lock LOCK
Graceful Option Ho
Gateway Operational State UNLOCKED
w Save Configuration

2. Ensure that the 'Burn to FLASH' field is set to Yes (default).
3. Click the Reset button.
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Reader's Notes
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A AudioCodes INI File

The ini file configuration of the E-SBC, corresponding to the Web-based configuration as
described in Section 4 on page 33, is shown below:

I = o
El

;** Ini File **

I = o
El

;Board: Mediant 1000

;Serial Number: 3589366

;Slot Number: 1

;Software Version: 6.60A.022.003

;DSP Software Version: 624AE3 => 660.03
;Board IP Address: 10.15.45.101

;Board Subnet Mask: 255.255.0.0

;Board Default Gateway: 10.15.0.1

;Ram size: 495M Flash size: 64M

;Num of DSP Cores: 14 Num DSP Channels: 30
;Profile: NONE

;Key features:;Board Type: Mediant 1000 ;Coders: G723 G729 G728
NETCODER GSM-FR GSM-EFR AMR EVRC-QCELP G727 ILBC EVRC-B AMR-WB
G722 EG711 MS_RTA_NB MS_RTA _WB SILK_NB SILK_WB SPEEX_NB SPEEX_WB
;1P Media: Conf VoicePromptAnnounc(H248.9) CALEA TrunkTesting POC
;PSTN Protocols: 1UA=4 ;Channel Type: RTP DspCh=30 IPMediaDspCh=30
;DATA features: Eth-Port=6 ;Security: IPSEC MediaEncryption
StrongEncryption EncryptControlProtocol ;PSTN FALLBACK Supported
;E1Trunks=4 ;T1Trunks=4 ;FXSPorts=8 ;FXOPorts=8 ;QOE features:
VoiceQualityMonitoring MediaEnhancement ;DSP Voice features:
IpmDetector RTCP-XR AMRPolicyManagement ;Control Protocols: MGCP
MEGACO H323 SIP SASurvivability SBC=120 MSFT TestCall=10 ;Default
features: ;Coders: G711 G726;

> FALC56 : 2 : 3
: FXS : 4 : 1
: DAA O : 4 : 1
: Empty

: Empty

: Empty
—————————————————————————————————————————————— ;-——--—— Mediant-

[SYSTEM Params]
SyslogServerlP = 10.15.45.200
EnableSyslog = 1
NTPServerUTCOffset = 7200
TLSPkeySize = 1024
NTPServerlIP = "10.15.21.10"
LDAPSEARCHDNSINPARALLEL = O
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[BSP Params]

PCMLawSelect = 3
[Analog Params]

[ControlProtocols Params]
AdminStateLockControl = 0

[MGCP Params]

[MEGACO Params]

EP_Num_O = O
EP_ Num_ 1 =1
EP_Num_2 =1
EP_Num 3 =0
EP_Num_4 = 0

[PSTN Params]
[SS7 Params]

[Voice Engine Params]

ENABLEMEDIASECURITY = 1

SRTPTxPacketMKISize = 1
CallProgressTonesFilename = "usa tones _13.dat”

[WEB Params]
LogoWidth = "145*
HTTPSCipherString = "RC4:EXP*®

[SIP Params]

MEDIACHANNELS = 30

GWDEBUGLEVEL = 5
MEDIASECURITYBEHAVIOUR = 1
ENABLESBCAPPLICATION = 1
MSLDAPPRIMARYKEY = “telephoneNumber*
ENABLESYMMETRICMKI = 1
SBCFORKINGHANDL INGMODE = 1
SBCMAXFORWARDSLIMIT = 70

[SCTP Params]

[IPsec Params]
[Audio Staging Params]
[SNMP Params]
[ PhysicalPortsTable ]

FORMAT PhysicalPortsTable Index = PhysicalPortsTable Port,
PhysicalPortsTable_Mode, PhysicalPortsTable NativeVlan,
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PhysicalPortsTable_SpeedDuplex,
PhysicalPortsTable_PortDescription,

PhysicalPortsTable_ GroupMember, PhysicalPortsTable GroupStatus;
PhysicalPortsTable O = "GE_4 1", 1, 1, 4, "User Port #0",
"GROUP_1", "Active";

PhysicalPortsTable 1 = "GE_4 2", 1, 1, 4, "User Port #1",
"GROUP_1", "Redundant';

PhysicalPortsTable 2
“"GROUP_2", "Active';
PhysicalPortsTable 3
"GROUP_2", "Redundant';
PhysicalPortsTable 4
"GROUP_3", "Active"';

PhysicalPortsTable 5 = "FE_ 5 2", 1, 1, 4, "User Port #5",
"GROUP_3", "Redundant';

"GE_4_3", 1, 2, 4, "User Port #2",

“"GE_4_4", 1, 2, 4, "User Port #3",

“"FE_5_1", 1, 1, 4, "User Port #4",

[ \PhysicalPortsTable ]

[ EtherGroupTable ]

FORMAT EtherGroupTable Index = EtherGroupTable Group,
EtherGroupTable_Mode, EtherGroupTable Memberl,
EtherGroupTable Member2;

EtherGroupTable 0 = ""GROUP_1", 2, GE_ 4 1, GE_4 .
EtherGroupTable 1 = "GROUP_2", 2, GE_ 4 3, GE_4 .
EtherGroupTable 2 "GROUP_3", 2, FE.5 1, FE 5

N

N b

[ \EtherGroupTable ]

[ InterfaceTable ]

FORMAT InterfaceTable_Index = InterfaceTable ApplicationTypes,
InterfaceTable_InterfaceMode, InterfaceTable IPAddress,
InterfaceTable PrefixLength, InterfaceTable Gateway,
InterfaceTable VI1anlD, InterfaceTable_ InterfaceName,
InterfaceTable_PrimaryDNSServerlPAddress,
InterfaceTable_SecondaryDNSServerIPAddress,
InterfaceTable_Underlyinglnterface;

InterfaceTable 0 = 6, 10, 10.15.45.101, 16, 10.15.0.1, 1, "Voice",
10.15.21.10, , GROUP_1;

InterfaceTable 1 = 5, 10, 195.189.192.155, 25, 195.189.192.129, 2,
"WANSP*", 80.179.52.100, 80.179.55.100, GROUP_2;

[ \InterfaceTable ]
DspTemplates ]
*** TABLE DspTemplates ***

This table contains hidden elements and will not be exposed.
This table exists on board and will be saved during restarts.

| B R I I |

\DspTemplates ]

™

CpMediaRealm ]
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FORMAT CpMediaRealm_Index = CpMediaRealm_MediaRealmName,
CpMediaRealm_IPv4IlF, CpMediaRealm_IPV6IF,
CpMediaRealm_PortRangeStart, CpMediaRealm MediaSessionLeg,
CpMediaRealm_PortRangeEnd, CpMediaRealm_IsDefault;

CpMediaRealm 1 = "MRLan', Voice, , 6000, 10, 6090, 1;
CpMediaRealm 2 = "MRWan', WANSP, , 7000, 10, 7090, O;
[ \CpMediaRealm 1]

[ SRD ]

FORMAT SRD_Index = SRD Name, SRD MediaRealm,
SRD_IntraSRDMediaAnchoring, SRD_BlockUnRegUsers,
SRD_MaxNumOfRegUsers, SRD_EnableUnAuthenticatedRegistrations;

SRD 1 = "SRDLan", "MRLan", 0, 0, -1, 1;
SRD 2 = "SRDWan", "MRWan", 0, 0, -1, 1;
[ \SRD ]

[ Proxylp ]
FORMAT Proxylp_Index = Proxylp_ IpAddress, Proxylp TransportType,
Proxylp_ProxySetld;

Proxylp O = "FE-Lync.Lync.local 5067, 2, 1;
Proxylp 1 = "213.148.136.218:5060", 0, 2;
[ \Proxylp ]

[ IpProfile ]

FORMAT IpProfile_Index = IpProfile_ProfileName,
IpProfile_IlpPreference, IpProfile_CodersGrouplD,
IpProfile_IlsFaxUsed, IpProfile_JditterBufMinDelay,
IpProfile_JditterBufOptFactor, IpProfile IPDiffServ,
IpProfile_SiglPDiffServ, IpProfile SCE,
IpProfile_RTPRedundancyDepth, IpProfile RemoteBaseUDPPort,
IpProfile_CNGmode, IpProfile VxxTransportType, IpProfile_NSEMode,
IpProfile_IsDTMFUsed, IpProfile PlayRBTone2lP,
IpProfile_EnableEarlyMedia, IpProfile_ Progressindicator2lP,
IpProfile_EnableEchoCanceller, IpProfile_CopyDest2RedirectNumber,
IpProfile_MediaSecurityBehaviour, IpProfile CallLimit,
IpProfile_DisconnectOnBrokenConnection,
IpProfile_FirstTxDtmfOption, IpProfile_SecondTxDtmfOption,
IpProfile RxDTMFOption, IpProfile EnableHold, IpProfile_ InputGain,
IpProfile_VoiceVolume, IpProfile AddIEInSetup,
IpProfile_SBCExtensionCodersGrouplD,
IpProfile_MedialPVersionPreference, IpProfile_TranscodingMode,
IpProfile_SBCAllowedCodersGrouplD, IpProfile_ SBCAllowedCodersMode,
IpProfile_SBCMediaSecurityBehaviour, IpProfile SBCRFC2833Behavior,
IpProfile_SBCAlternativeDTMFMethod, IpProfile_ SBCAssertldentity,
IpProfile_AMDSensitivityParameterSuit,
IpProfile_AMDSensitivitylLevel, IpProfile_AMDMaxGreetingTime,
IpProfile_AMDMaxPostSilenceGreetingTime,
IpProfile_SBCDiversionMode, IpProfile_SBCHistorylnfoMode,
IpProfile_EnableQSIGTunneling, IpProfile_ SBCFaxCodersGrouplD,
IpProfile_SBCFaxBehavior, IpProfile_SBCFaxOfferMode,
IpProfile_SBCFaxAnswerMode, IpProfile_SbcPrackMode,
IpProfile_SBCSessionExpiresMode, IpProfile_SBCRemoteUpdateSupport,
IpProfile_SBCRemoteReinviteSupport,
IpProfile_SBCRemoteDelayedOfferSupport,
IpProfile_SBCRemoteReferBehavior, IpProfile_ SBCRemote3xxBehavior,
IpProfile_SBCRemoteMultiplel8xSupport,
IpProfile_SBCRemoteEarlyMediaResponseType,
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IpProfile_SBCRemoteEarlyMediaSupport,
IpProfile_EnableSymmetricMKl, IpProfile MKISize,
IpProfile_SBCEnforceMKISize, IpProfile_SBCRemoteEarlyMediaRTP,
IpProfile_SBCRemoteSupportsRFC3960,
IpProfile_SBCRemoteCanPlayRingback, IpProfile EnableEarlyl183,
IpProfile_EarlyAnswerTimeout, IpProfile SBC2833DTMFPayloadType,
IpProfile_SBCUserRegistrationTime;
IpProfile 1 = “Lync", 1, O, O, 10, 10, 46, 40, 0, 0, O, 0, 2, O,
o, 0,0, -2, 1,0,12, -1, 1, 4, -1, 1, 1, o0, O, "™, -1, 0, O, -1,
3, 0, 1,

o, 1, 1, o, o, o, 8, 300, 400, O, O, O, -1, 0, O, 1, 1,
0,3,2,1,¢0,1,1,1,0,1,0,1, 0, 0, 0, -1;

IpProfile 2 = "Qsc*, 1, o, O, 10, 10, 46, 40, 0, O, 0, 0, 2, 0, O,
0, 0, -1, 1,0,1, -1, 1, 4, -1, 1, 1, O, O, ", -1, O, O, -1, O,
2, o, 0, 1, o, 8, 300, 400, 0, O, O, -1, 0, O, 1, 3, 0, 2, 2, 1,
3,0,1,60,1,1,1,¢0,0,0, 0,0, 0, 0, -1;

[ \IpProfile ]

[ ProxySet ]

FORMAT ProxySet Index = ProxySet EnableProxyKeepAlive,
ProxySet_ProxyKeepAliveTime, ProxySet ProxylLoadBalancingMethod,
ProxySet_IsProxyHotSwap, ProxySet SRD,
ProxySet_Classificationlnput, ProxySet ProxyRedundancyMode;

ProxySet 0 = 0, 60, 0, O, O, O, -1;
ProxySet 1 1, 60, 1, 1, 1, O, -1;
ProxySet 2 1, 60, 0, 1, 2, 0, 1;
[ \ProxySet ]

[ IPGroup ]

FORMAT I1PGroup_Index = IPGroup_Type, IPGroup_Description,
IPGroup_ProxySetld, IPGroup_SIPGroupName, IPGroup_ContactUser,
IPGroup_EnableSurvivability, IPGroup_ServinglPGroup,
IPGroup_SipReRoutingMode, IPGroup AlwaysUseRouteTable,
IPGroup_RoutingMode, IPGroup SRD, IPGroup_ MediaRealm,
IPGroup_ClassifyByProxySet, IPGroup_ Profileld,
IPGroup_MaxNumOfRegUsers, IPGroup_InboundManSet,
IPGroup_OutboundManSet, IPGroup RegistrationMode,
IPGroup_AuthenticationMode, IPGroup MethodList,
IPGroup_EnableSBCClientForking, IPGroup_SourceUrilnput,
IPGroup_DestUrilnput, 1PGroup_ContactName;

IPGroup 1 = 0, 'Lync", 1, "sip.qgqsc.de", ", O, -1, -1, 0, -1, 1,
", 11, -1, -1, 1, 0, O, "™, O, -1, -1, ";

IPGroup 2 = 0, "QSC - 02463974990 ', 2, "sip.gsc.de"™, """, 0, -1, -
1,0, -1, 2, ", 1, 2, -1, -1, O, O, O, "™, O, -1, 1, "";

IPGroup 3 = 0, "QSC - 02463974991", 2, 'sip.gsc.de"™, """, 0, -1, -
,0,-1,2,",1,2, -1, -1,60,0,0, "™,0, -1, 1, "; [
\I1PGroup ]

[ Account ]

; ** NOTE: Changes were made to active configuration.

; ** The data below is different from current values.

FORMAT Account_Index = Account_ServedTrunkGroup,
Account_ServedlPGroup, Account_ServinglPGroup, Account_Username,
Account_Password, Account HostName, Account_Register,
Account_ContactUser, Account ApplicationType;

Account 1 = -1, 1, 2, "02463974990", *, 'sip.gsc.de", 1,
''02463974990", 2;
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Account 2 = -1, 1, 3, "02463974991", *, 'sip.gsc.de", 1,
''02463974991", 2; [ \Account ]

[ ConditionTable ]

FORMAT ConditionTable_ Index = ConditionTable Condition,
ConditionTable Description;

ConditionTable 2 = "header.Referred-By.url_user contains
"2463974990"", "'02463974990";
ConditionTable 3 = "header.Referred-By.url._user contains

"2463974991""", "'02463974991";

[ \ConditionTable ]

[ 1P21PRouting ]

FORMAT IP21PRouting_ Index = IP21PRouting SrclPGrouplD,
IP21PRouting_SrcUsernamePrefix, IP21PRouting_SrcHost,
IP21PRouting_DestUsernamePrefix, IP21PRouting_DestHost,
IP21PRouting RequestType, IP2IPRouting MessageCondition,
IP21PRouting_ReRoutelPGrouplD, IP2IPRouting Trigger,
IP21PRouting_DestType, IP2IPRouting DestlPGrouplD,
IP21PRouting DestSRDID, IP21PRouting DestAddress,
IP21PRouting_DestPort, IP2IPRouting DestTransportType,
IP21PRouting_AltRouteOptions, IP21PRouting CostGroup;
IP2IPRouting 0 = 1, "', " vk owxn 6, , -1, 0, 1, -1, ,
"internal”, 0, -1, 0, ;

IP21PRouting 1 = "'02463974990", "x', vkt v*t 0, , -1, 0, O,
Zo Zo UL ;

1

0]
IP21PRouting 2 = 1, 02463974991, "*',6 '*" '+ 0, , -1, 0, O,

0 -

1

’ "*"1 .'*." .'*'l’ "*"1 01 21 _1, 0, 0, 2, 2’ ""1

31 21 ""1 01 _11
IP21PRouting 3 =

0, -1, 0, ;

IP2IPRouting 4 = 1, ">, "*v v w0 3, -1, 0, 0, 3, 2, ",
0, -1, 0, ;

IP2IPRouting 5 = -1, ">, ", ", "> o0, , -1, 0, 0, 1, 1, ", 0,
-1, 0, ;

[ \IP2IPRouting ]

[ SIPInterface ]

FORMAT SIPInterface Index = SIPInterface Networklnterface,
SIPInterface_ApplicationType, SIPInterface UDPPort,
SIPInterface_TCPPort, SlIPInterface TLSPort, SIPInterface SRD,
SIPInterface_MessagePolicy, SIPInterface TLSMutualAuthentication;
SIPInterface 1 = "Voice", 2, 0, 0, 5067, 1, , -1;

SIPInterface 2 = "WANSP", 2, 5060, 0, 0, 2, , -1;

[ \SIPInterface ]

[ 1PInboundManipulation ]

FORMAT IPInboundManipulation_Index =
IPInboundManipulation_lsAdditionalManipulation,
IPInboundManipulation_ManipulationPurpose,
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IPInboundManipulation_SrclPGrouplD,
IPInboundManipulation_SrcUsernamePrefix,
IPInboundManipulation_SrcHost,
IPInboundManipulation_DestUsernamePrefix,
IPInboundManipulation_DestHost, IPInboundManipulation_RequestType,
IPInboundManipulation_ManipulatedURI,
IPInboundManipulation_RemoveFromLeft,
IPInboundManipulation_RemoveFromRight,
IPInboundManipulation_LeaveFromRight,
IPInboundManipulation_Prefix2Add,
IPInboundManipulation_Suffix2Add;

IPInboundManipulation 1 = 0, 0, 1, ™"+, "*", w*»_"*_ (09 0, 1, O,
255, ", "

IPInboundManipulation 2 = 0, 0, 1, ™=*", "*"_  "+49", 6 "*"_ 0, 1, 1,
0, 285, ", "
IPInboundManipulation 3
255, 00", "';

O’ OJ 11 "*"1 "*"1 "*"1 "*"1 0’ 15 1, 0,

[ \IPInboundManipulation ]
[ 1POutboundManipulation ]

FORMAT I1POutboundManipulation_Index =
IPOutboundManipulation_IsAdditionalManipulation,
I1POutboundManipulation_SrclPGrouplD,
I1POutboundManipulation_DestlPGrouplD,
IPOutboundManipulation_SrcUsernamePrefix,
IPOutboundManipulation_SrcHost,
IPOutboundManipulation_DestUsernamePrefix,
IPOutboundManipulation_DestHost,
IPOutboundManipulation_RequestType,
I1POutboundManipulation_ReRoutelPGrouplD,
IPOutboundManipulation_Trigger,
IPOutboundManipulation_ManipulatedURI,
IPOutboundManipulation_RemoveFromLeft,
IPOutboundManipulation_RemoveFromRight,
IPOutboundManipulation_LeaveFromRight,
IPOutboundManipulation_Prefix2Add,
IPOutboundManipulation_Suffix2Add,
IPOutboundManipulation_PrivacyRestrictionMode;
IPOutboundManipulation 3 = 0, 2, 1, "', " v owxw_ 0, -1, 0,
1, 0, 0, 255, "+, ", 0;

[ \IPOutboundManipulation ]
[ CodersGroupO ]

** NOTE: Changes were made to active configuration.
o BRI The data below is different from current values.

FORMAT CodersGroupO_Index = CodersGroupO _Name, CodersGroupO _pTime,
CodersGroupO_rate, CodersGroupO_PayloadType, CodersGroupO_Sce;

CodersGroup0 0 = "g7l1Alaw64k™, 20, 0, -1, O;
CodersGroupO 1 = "g7liulaw64k™, 20, 0, -1, 1;

[ \CodersGroupO ]
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[ MessageManipulations ]

FORMAT MessageManipulations_Index = MessageManipulations_ManSetlID,
MessageManipulations_MessageType, MessageManipulations_Condition,
MessageManipulations_ActionSubject,
MessageManipulations_ActionType, MessageManipulations ActionValue,
MessageManipulations_RowRole;

MessageManipulations 1 = 0, "invite'", "header.referred-by exists",
"header .P-Asserted-ldentity.URL.user", 2, "header.referred-
by.URL.user"™, O;

MessageManipulations 2 = 0, ', "', "header.P-Asserted-
Identity.URL.user™, 6, ""+49"", 1;
MessageManipulations 3 = 0, ", """, "header.P-Asserted-

Identity_URL._user™, 3, ""0"", 1;
[ \MessageManipulations ]
[ RoutingRuleGroups ]

FORMAT RoutingRuleGroups_Index = RoutingRuleGroups_LCREnable,
RoutingRuleGroups LCRAverageCalllLength,
RoutingRuleGroups LCRDefaultCost;

RoutingRuleGroups 0 = 0, 0, 1;
[ \RoutingRuleGroups ]
[ ResourcePriorityNetworkDomains ]

FORMAT ResourcePriorityNetworkDomains_Index =
ResourcePriorityNetworkDomains_Name,
ResourcePriorityNetworkDomains_Ip2TelInterworking;

ResourcePriorityNetworkDomains 1 = "dsn', O;

ResourcePriorityNetworkDomains 2 = "dod", O;
ResourcePriorityNetworkDomains 3 = *drsn', O;
ResourcePriorityNetworkDomains 5 = "uc", 1;

ResourcePriorityNetworkDomains 7 = "cuc', O;

[ \ResourcePriorityNetworkDomains ]
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