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Microsoft Lync and MTS Allstream SIP Trunk Notices

Notice

This document shows how to connect the Microsoft Lync 2010 with MTS Allstream SIP
Trunk using the AudioCodes Mediant E-SBC series, which includes the Mediant 800
Gateway and E-SBC, Mediant 1000B Gateway and E-SBC, and Mediant 3000 Gateway
and E-SBC.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Before consulting this document, check the
corresponding Release Notes regarding feature preconditions and/or specific support in this
release. In cases where there are discrepancies between this document and the Release
Notes, the information in the Release Notes supersedes that in this document. Updates to
this document and other documents as well as software files can be downloaded by
registered customers at http://www.audiocodes.com/downloads.

© Copyright 2012 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.
Date Published: June-19-2012

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?, CTl Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners. Product specifications are subject to change without
notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Note: Throughout this manual, unless otherwise specified, the term device refers
to the Mediant 800 Gateway and E-SBC, Mediant 1000B Gateway and E-
SBC, and the Mediant 3000 Gateway and E-SBC.

Table 1-1: Acronyms

Acronym Meaning
Transferee The party being transferred to the transfer target
Transferor The party initiating the transfer
Transfer target The new party being introduced into a call with the transferee
Blind or semi-attended transfer The transferor having a session in hold state with the transferee

and initiating the transfer by a consultation call to the target,
performs the transfer while the target is in ringing state

Attended transfer or transfer on The transferor waits to be in conversation state with the target

conversation before completing the transfer

CLIP Calling Line Identification Presentation
CNIP Calling Name Identification Presentation
CLIR Calling Line Identification Restriction
CNIR Calling Name Identification Restriction
COLP Connected Line Identification Presentation
CONP Connected Name Ildentification Presentation
COLR Connected Line Identification Restriction
CONR Connected Name Identification Restriction
CRC Customer Relationship Centre

PG SIP GW XXX Peripheral Gateway

ICM SIP GW XXX Intelligent Call Manager
CCM SIP GW XXX Call Manager

CVP Customer voice Portal

BC ALU Business Contact

CTI Computer Telephony Integration

AudioCodes Mediant E-SBC Series

Document #: LTRT-39180



Microsoft Lync and MTS Allstream SIP Trunk 1. Introduction

1 Introduction

This Configuration Note shows you how to set up the device to operate with the MTS
Allstream SIP Trunking and Microsoft Lync Communication platform.

1.1 Intended Audience

The document is intended for Installation Engineers or AudioCodes and MTS Allstream
Partners who're installing and configuring the MTS Allstream SIP Trunk and Microsoft Lync
Communication platform to place VolIP calls using the AudioCodes E-SBC.

1.2 About AudioCodes' E-SBC Series

AudioCodes' family of Enterprise Session Border Controllers (E-SBC) enables reliable
connectivity and security between enterprises and Service Providers’ VolP networks.

The E-SBC family provides perimeter defense as a way of protecting companies from
malicious VolIP attacks; mediation for allowing the connection of any PBX and/or IP-PBX to
any Service Provider; and Service Assurance for service quality and manageability.

Designed as a cost-effective appliance, the E-SBC family is based on field-proven VolP
and network services with a native host processor, allowing the creation of purpose-built
multiservice appliances, providing smooth connectivity to cloud services, with integrated
quality of service, SLA monitoring, security and manageability. The native implementation
of SBC provides a host of additional capabilities that are not possible with standalone SBC
appliances, such as VolP mediation, PSTN access survivability, and third party value-
added services applications. This enables enterprises to utilize the advantages of
converged networks and eliminate the need for standalone appliances.

AudioCodes E-SBC is available as an integrated solution running on top of the field-proven
Mediant Media Gateway and Multi-Service Business Gateway platforms or as a software-
only solution for deployment on 3" party hardware.

Note: The scope of this document does not cover security aspects of connecting
the SIP Trunk to the Microsoft Lync environment. Security measures
should be implemented in accordance with your organization’s security
policies. For basic security guidelines, see the ‘AudioCodes Security
Guidelines’.

Microsoft Lync and MTS Allstream SIP Trunk 9 June 2012
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Microsoft Lync and MTS Allstream SIP Trunk 2. Components Information

2 Components Information

2.1 AudioCodes Gateway Version
Table 2-1: AudioCodes Gateway Version

Gateway Vendor AudioCodes

Model Mediant 800 Media Gateway and E-SBC, Mediant 1000B Media
Gateway and E-SBC, Mediant 3000 Media Gateway and E-SBC

Software Version SIP_6.40A.039.010

Interface Type SIP/IP

VoIP Protocol SIP/UDP - to the MTS Allstream Sip Trunk

SIP/TCP or TLS - to the Lync FE Server

Additional Notes None

2.2 MTS Allstream SIP Trunking Version

Table 2-2: MTS Allstream Version

Service Vendor MTS Allstream
Models Genband S3
Software Version Rel 5.2.2.12
VoIP Protocol SIP
Additional Notes None

2.3  Microsoft Lync Version

Table 2-3: Microsoft Lync Version

PBX Vendor Microsoft

Models Microsoft Lync

Software Version RTM: Release 2010 4.0.7577.0
VoIP Protocol SIP

Additional Notes None

2.4 Deploying the E-SBC (Typical Topology)

Configuration procedures in this document show how to deploy the E-SBC in the following

example scenario:

B An enterprise deploys Microsoft Lync 2010 in its private network for enhanced
communication within the enterprise.

B The enterprise decides to offer its employees enterprise voice capabilities and to
connect the enterprise to the PSTN network using the MTS Allstream SIP Trunking
service.

B AudioCodes' E-SBC (Enterprise Session Border Controller) is deployed to manage the
connection between the Enterprise LAN and the ITSP SIP trunk.

Microsoft Lync and MTS Allstream SIP Trunk 11 June 2012
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Session = the real-time voice session using IP SIP signaling protocol.
Border = the IP to IP network border between the Microsoft Lync network in the
Enterprise LAN and the MTS Allstream SIP trunk in the public network.

The figure below shows E-SBC managing the connection between Microsoft Lync Server
2010 LAN and the MTS Allstream SIP Trunk.

Figure 2-1: Typical Network Connection Scheme
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24.1  Setup Requirements
B Microsoft Lync Server 2010 environment is located in the enterprise's Local Area
Network (LAN); MTS Allstream SIP Trunks are located in the WAN.

B Microsoft Lync Server 2010 functions with the TLS transport type; the MTS Allstream
SIP trunk functions on the SIP over UDP transport type.

B Transcoding support: Microsoft Lync Server 2010 supports G.711A-law and G.711U-
law coders; MTS Allstream SIP Trunk also supports G.729 coder type.

B Microsoft Lync Server 2010 functions with the SRTP media type; the MTS Allstream
SIP trunk functions on the RTP media type.

B Microsoft Lync Server 2010 functions with Media Bypass Enabled

2.5 Known Limitation

This section describes a limitation that occurred in interoperability tests.

B Call Park test doesn'’t function with Media Bypass Enabled on the Microsoft Lync
Server 2010. Media Bypass is disabled because the MTS Allstream SIP trunk doesn't
support Call Park when Media Bypass is enabled.

B Microsoft Lync Server 2010 is configured with the Refer feature disabled. The feature
is disabled because MTS Allstream's SIP trunk doesn’t support Refer SIP messages.

B Force Transcoding is enabled on the E-SBC, i.e., the device's SBC application
interworks the media by implementing DSP transcoding. The feature is enabled
because MTS Allstream'’s SIP trunk doesn’t support RTCP packets.

AudioCodes Mediant E-SBC Series 12 Document #: LTRT-39180
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3. Configuring Lync Server 2010

3

3.1

Configuring Lync Server 2010

This section shows how to configure the Lync Server 2010 to operate with the E-SBC
device. Follow this procedure:

1.
2.

Configure the E-SBC device as an ‘IP/PSTN Gateway’ (see Section 3.1 on page 13).

Associate the ‘IP/PSTN Gateway’ with the Mediation Server (see Section 3.2 on page
16).

Configure a ‘Route’ to utilize the SIP trunk connected to the E-SBC device (see
Section 3.3 on page 21).

Note: Dial Plans, Voice Policies and PSTN usages are also necessary for
enterprise voice deployment but they're beyond the scope of this
document.

Configuring the E-SBC Device as an ‘IP/PSTN
Gateway’

This section shows how to configure the E-SBC device as an IP/PSTN Gateway.

» To configure the E-SBC device as an IP/PSTN Gateway and associate it with the

Mediation Server:

On the server where the Topology Builder is located, start the Lync Server 2010
Topology Builder: Click Start, select All Programs and select Lync Server
Topology Builder.

Figure 3-1: Opening the Lync Server Topology Builder

& Internet Explarer —
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E| Windows Contacks
1 Windows Update
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This screen is displayed:

Figure 3-2: Topology Builder Options

Topology Builder Ed |
Welcome to Topology Builder. Select the source of the Lync Server 2010 (RC)
topology document.

Retrieve 2 copy of the current topology from the Cenfral Management Store
database and save it as a local filz, Use this option if vou are editing an existing
deployment,

" Open Topology from a local file

Open an existing Topology Builder file. Use this option if you hawve work in
progress or if you have exported a topology from Planning Tool.

 MNew Topology

Create a blank topology and save it to & local file. Use this option for defining
new deployments from scratch.

K I Cancel

4. Choose ‘Download Topology from the existing deployment' and click OK. You're
prompted to save the Topology you downloaded.

Figure 3-3: Save Topology

'q:'r: Save Topology As
( )( ) |Fr = Administrator » Documents - lml ISearch lE']_.J
Organize w5 Views - | Mew Folder (7]
Eavatita Links Mame = |v| Date modified |v| Type |v| Size |v| Tac
| Interop. tbxml 10/7/2010 5:53 PM  TEXML File 101 KB
Bl Deskiop | Interopl, thxml 10/12{2010 10:5.., TEXML File 101 KB
1M Computer
PT Dacuments
FE Pickures
FD Music
4 Recently Changed
FE]’ Searches
, Public
Folders | _pl
File pame: Le j
Save as bype: ITopoIogy Builder files (*.thxml) j
& Hide Foldersl Save I Cancel |
4

5. Enter new File Name and Save. This action enables you to roll back from any
changes you make during the installation.
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The Topology Builder screen with the topology downloaded is displayed.

Figure 3-4: Downloaded Topology
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[ File stores

3 Mediation pools

[ PSTM gateways SR

[ Monitaring Servers
[ Archiving Servers
[ Edae paals Phone access URLs: Activel Simple URL |

[ Trusted application servers —
3 Eranch sites hittps:/{dialin.FE-Lync.Lync.local

Meeting URLs: Active | Simple URL | stp domain
FE-
hittps:/fmeet.FE-Lync.Lync.local i)
Administrative access https:/ fadmin.Lync.local
URL:

Central Management Server

Central Management FE-Lync.Lync.local (Intsrop)
Server:

6. Expand the Site; right-click on the IP/PSTN Gateway and choose ‘New IP/PSTN
Gateway'.

Figure 3-5: New IP/PSTN Gateway

& Lync Server 2010 (RC), Topology Builder

File Action Wiew Help
e Al N 7

(& Lync Server 2010 (RC)
B i Interap

The properties for this item are unavailzble for editing. Actions
PSTN gateways s

L New IPPSTN Gateway. .

3 Standard Edition Front End Servers
3 Enterprise Edition Front End pools
[ Director pools

[ A Conferencing pools Topalogy 3
[0 SQL stores View »
[ File stores

[ Medistion pools i e

(231 Monitoring
3 Archiving 51 Topology 3
[ Edgepools|
[ Trusted ap
L3 Branch site:

Wigw 13

Help

‘ |
drstart| | @ 5, M || &2 Lync Server zo10 (RC.. ’m

7. Enter the FQDN of the E-SBC (i.e., 'ITSP-GW.lync.local') and click OK. Note that the
listening port for the gateway is 5067 and Transport Type is TLS.
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Figure 3-6: Define New IP/PSTN Gateway

Define New IP/PSTN Gateway | x| |

Gateway FQDM or 1P Address *
I ITSP-GW. Iync.local

Listening port for IP/PSTH gateway: *
| 5067

ip Transport Protocol:
 TCP

= TLs

Help oK I Cancel

The E-SBC device is now added as an 'IP/PSTN Gateway'.
Figure 3-7: IP/PSTN Gateway

"":'r: Lync Server 2010, Topology Builder [_[O] =]

File Action Yiew Help
= s H

Lé Lync Server 2010
= J Inkerop PSTN Gateway i

[ Standard Edition Front End Servers
[# Ents ise Edition Front End |
=] nterprise Edition Front End pools Gateway FQDN or 1P ITSP-GW.lync.local
[ Director poals Address:
1 Afv Conferencing pools X i
3 SOL stores Listening port: 3067
[ File stares SIP Transport Protocol: TLS
[ Mediation paals Alternate media IP Not configured
= [ PSTH gateways addrass:
L]
T BCGW Ivnc, local .
] e Jocal Mediation Server Mot associated

% ALE-GW lync.local
% ACEG.Lync.local
% Telenet,Lync.local
% Werizon, Lync.local
;’- Skype.Lync.local
;’- Timico,Lync.local

HEEMEEHBERE

[ Archiving Servers

[ Edge pools

[ Trusted application servers
[ Branch sites

3.2 Associating the ‘IP/PSTN Gateway’ with the
Mediation Server

This section shows how to associate the ‘IP/PSTN Gateway’ with the Mediation Server.

» To associate the IP/PSTN Gateway with the Mediation Server:

1. Right-click the Mediation server that uses the E-SBC device (i.e., FE-
Lync.Lync.local) and chooses Edit Properties.
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Figure 3-8: Associating Mediation Server with IP/PSTN Gateway

:":'r"; Lync Server 2010, Topology Builder M= E3
File  Action Yiew Help
o= 2w H
Lé Lync Server 2010
= ] Interop Mediation Server PSTN gateway -
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools TLS listening port: 5087
[ Director pools TCF listening part: 5068
3 Aj¥ Conferencing pools
[ 50U stares PSTN Gateways: Defaultl Gataway Site
[ File stores v ACGW.lync.local Interop
= [ Mediation pools ALE-GW.Iync.local Interop
B, ACEG.Lync.local Interop
= [ PSTH gateways Telenet.Lync.local Interop
+ Gy ACGW.Iynck Topology » erizon.Lync.local Interop
o ALE-GMlyng———————— Skype.Lync.local Interop
M ACEG.Lynclp  ViEw 4 Timico.Lync.local Interop
o Telenet, Ly Interoute.lync.local Interop

Help

e Werizon.Lync
‘o Skype.Lync.local

‘e Timico,Lync.local

‘e Inkeroute. lync.local

o ITSP-GW. lync.local
| Monitoring Servers

[ Archiving Servers

[ Edge pools

[ Trusted application servers
[ Branch sites

HEMEEBEEE

|Edit the properties For this server,

This screen is displayed:

Figure 3-9: Before Associating IP/PSTN Gateway to Mediation Server

Edit Properties

PSTN gateway Mediation Server PSTN gateway

Listening ports: * TLS: | 5067 TCP: | 5068

[V Enable TCP port
The TCP port of this Mediation Server must be enabled because a TCP gateway depends on it

SErver.

Gateway Site

the list. Click Remove to remove a gateway from the list.

Gateway | Site | I;I
Timica.Lyne.local Intercp New...
Intsroute.lync.local Intsrop j

- Remove

Make Default |

The following gateways are not associated with any Mediation Server. Click Add to assodiate them with this Mediation

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to

Help CK I Cancel |
8. In the upper-left corner, choose PSTN gateway and in the Mediation Server PSTN

gateway pane, select the E-SBC gateway (i.e., ‘ITSP-GW.lync.local’) and click Add to
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associate it with this Mediation Server.
Note that there are two sub-panes, one listing gateways not associated with the
Mediation Server and one listing gateways associated with the Mediation Server.

Figure 3-10: After Associating IP/PSTN Gateway to Mediation Server

Edit Properties
PSTN gateway Mediation Server PSTN gateway i
Listening ports: * TLS: | S067 TCP: | 5068
¥ Enable TCP port

The TCP port of this Mediation Server must be enabled becauss a TCP gateway depends on it

The following gateways are not associated with any Mediation Server. Click Add to associate them with this Mediation
Server.

Gateway Site | |

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to
the list. Click Remove to remove a gateway from the list.

| Gateway | Site [«
Interoute.ync.local Interop New...
ITSP-GW.lync.local Interop
- Remove

Make Default |

Help oK I Cancel

9. Click OK.
Figure 3-11: Media Server PSTN Gateway Association Properties

:":'r"; Lync Server 2010, Topology Builder =] 3

File  Action “iew Help

e G| sl 7 s

[E Lyne Server 2010

= ] Interop Mediation Server PSTN gateway -
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools TLS listening port: 5087
[ Director pacls TCF listening port: 5068
1 Aj¥ Conferencing pools EE
[ 50U stares alEways: Defaultl Gataway I Site
[ File stores v ACGW.lync.local Interop
= [ Mediation pools ALE-GW.lync.local Interop

|:-1Q\ FE-Lync,Lync.local ACEG.Lync.lecal Interop

[ PSTM gateways Telenet.Lync.local Interop
[ Monitaring Servers Werizon.Lync.local Interop
[ Archiving Servers Skype.Lync.local Intsrop
[ Edge pools Timico.Lync.local Intsrop
[ Trusted application servers Interoute.lync.local Interop
[ Branch sites ITSP-GW.lync.local Intsrop

10. Inthe Lync Server main menu, choose Action > Publish Topology.
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Figure 3-12: Publishing Topology

:':'?S_Lync Server 2010, Topology Builder

File  Action ‘iew Help

€= |mHE

L@ |
B Inkerop Mew Central Site, .. 5IP domain -
[ sta Edit Properties. ..
— En Hew Topalagy ... Default SIF domain: FE-Lync.Lync.local
L4 Dir Cpen Topology... -
3 a) Additional supported SIP Not configurad
03 59 Dowrload Topology. .. domains:
1 Fil§  Save a copy of Topalogy &s...
= [ Me L
. 'g.gw Install Database. .. imple URLs -~
= Merge 2007 or 2007 R2 Topology. ..
L3 Mo Remove Deployment. ..
3 :; ” N Phone access URLs: Activel Simple URL |
(] e « 1 dialin.FE-
Ea | hittps://dialin.FE-Lync.Lync.local
Caeea R Meeting URLs: Active | Simple URL | spdomain |
FE-
hittps:/fmeet.FE-Lync.Lync.local Lyncync.local
4 b
Administrative access https://admin.Lync.local
URL:
Central Management Server -
Central Management FE-Lync.Lync.local {Interop)
Server:

|Pub|ish topology ba the Cenkral Management Store,

The Publish Topology screen is displayed:
Figure 3-13: Publish Topology Confirmation

Publish Topology E I

Publish the topology

In order for Lync Server 2010 to correctly route messages in your deployment, you must publish your topology.
Before you publish the topology, ensure that the following tasks have been completed:

+ A validation check on the root node did not return any ermors,

+ A file share has besn created for all file stores that you have configured in this topology.

+ Al simple URLs have been defined.

+ For Enterprise Edition Front End pools and for Monitoring Servers and Archiving Servers: All SQL stores are
installed and accessible remotely; firewall exceptions for remots access to SQL Server are configurad,

+ Far a single Standard Edition server: The task "Prapare first Standard Edition server” was run.

* You are currently logged on as a SQL administrater, for example, as a member of the QL sysadmin role.

+ If you ara removing a Front End pool, all users, common area phones, analog devices, application contact
objects, and conference directories have been removed from the pool.

When you are ready to proceed, dlick Next,

Help Back | Met Cancel

11. Click Next.
The Topology Builder attempts to publish your topology.
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Figure 3-14: Publish Topology — Publishing in Progress

Publishing in progress

Plzasz wait while Topelogy Builder tries to publish your topaloagy.

Publishing topology ..

Downloading topology ...

Downloading topology ...

Succesded

Downloading global simple URL settings.

Enabling topology...

Enabling topology...

Back | Next | Cancel

Wait until the publish topology process has ended successfully.

Figure 3-15: Publish Topology Successfully Completed

Publish Topology E2
Publishing wizard complete
Your topology was successfully published,
I Step I Status I
" Publishing topology ... SuCcess
Downloading topology ... SuCcess
Downloading global simple URL s=ttings.  Success
Enzbling topology... SuCcess
To close the wizard, dick Finish,
Help Back | Finish I Cancel

12. Click Finish.

AudioCodes Mediant E-SBC Series 20 Document #: LTRT-39180



Microsoft Lync and MTS Allstream SIP Trunk 3. Configuring Lync Server 2010

3.3  Configuring the ‘Route’ on the Lync Server 2010

This section shows how to configure a ‘Route’ on the Lync server and associate it with the
E-SBC PSTN gateway.

» To configure a ‘route’ on the Lync server:

1. Open the Communication Server Control Panel (CSCP), click Start, select All
Programs and select Lync Server Control Panel.

Figure 3-16: Opening the Lync Server Control Panel
& Internet Explorer  —

|

& Irternet Explorer (64-bit) ‘ J
E| Windows Conkacks \_)

Windows Lipdate

|, Bccessaries

Adrniniskrat
, Administrative Tools INISErEEar
, Extras and Upgrades

Documents
. Maintenance
J Microsoft Lync Server 2010
— = Compuker
]E Lync Server Deployment Wizard Mebwork

%_‘é; Lync Server Logging Tool

.'E Lync Server Management Shell
% Lync Server Topology Builder

|| Resource Kit Tools Documnentation

Contral Panel

Adminiskrative Tools r

2. You're prompted for credentials; enter your domain username and password.

Figure 3-17: Lync Server Credentials

Connect to FE-Lync.Lync.local

2
R

Connecting ko FE-Lync . Lync.local.

User nams: Iﬁ LynchAdrinistr akor j J

Password: I LTTIITTIYYT]

v Remember my password:

a4 I Cancel
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The CSCP Home page is displayed.
Figure 3-18: CSCP Home page

Q?‘_; Microsoft Lync Server 2010 Control Panel =]

i rasoft:

3 Home
R Users
9 Torasihy User Information Resources
&  IM and Presence Welcome, Administrator Getting Started
P View your roles First Run Checklist
%2  Voice Routing Using Control Panel

%, Voice Features r
Top Actions Getting Help
Downloadable Documentation
Oniine Documentation on TechiNet Library
Lync Server Management Shell
Lync Server Management Shell Script Library
Lync Server Resource Kit Tools

Response Groups
Enable users for Lync Server

>
2

BB Conferencing Edit or move users

I View topology status
Clients

P View Monitoring Server reports
External User

=5 Access C‘;::[ﬂ";nity
= Manitoring Blogs
— and Archiving
Q  Security
@ Network

Comfim rntine
Configuration

3. Click the Voice Routing menu option.

Figure 3-19: Voice Routing
= S

Sign out

Microsoft*
Lync Server2o1o ,

i I e Pemmas | Tk confguraton | TR Fouthg _
s Home
Create voice routi

_Il Users ngi test case information ¥
I Topology
& IMand Presence P
& Voice Routing 4 New ¥ 7 Edit ¥ Action ¥ Commit ¥ ‘@,
R, Voice Features Name ~ Scope | State Normalization rules Description
33  Response Groups Ehiobs Global  Committed 3
B3 Conferencing
& Clients I
= External User
= Access
= Moniwrir?g
and Archiving
G security
MNetwork

0]

Configuration

4. Click the Route tab.
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Figure 3-20: Route Tab

EE Microsoft Lync Server 2010 Control Panel M= E3

Micrasoft: Administrator | Sign out

Lync Server2o10 N

'~ Voice Policy | Route | PSTN Usage | Trunk Configuration | TestVoice Routing
. Home
Craate voice ro

4

3
a
.
it
A
N
"
B
:
8
3
i
3

4

8 Users

i Topology
D

G IM and Presence

o Voice Routin = _
BaVoicshouting & New 7 Edit ¥ Action ¥  Commit ¥ @

%, Voice Features Name State PSTNusage  Pattem to match
Response Groups UsA Committed Intemal Local.. *w+1

Israe Committed Intemal, Local.. ™+972

loa g

Conferencing I
Clients

External User

L

Access

Monitoring
and Archiving

Security

Network
Configuration

W b

5. Clickthe — button and in the New Voice Route, define a Name for this route
(i.e., SIP Trunk Route).

6. In the Build a Pattern to Match section (see the figure below), add the starting digits
you want this route to handle. In the example below, the pattern to match is ', which
means 'to match all numbers'.

7. Click Add.
Figure 3-21: Adding New Voice Route

Mew Voice Route
o ok K Cancel (7]
Name:* L

5IP Trunk Route

Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by dicking Edit.

Starting digits for numbers that you want to allow:

. |

Match this pattern:*

Edit 7

8. Associate the route with the E-SBC IP/PSTN gateway you configured above; scroll
down to the Associated Gateways pane and click Add.
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Figure 3-22: Adding a New E-SBC Gateway

Mew Voice Route

Jok | X cancel @
a
* Exceptions
Remove
Match this pattern:*
Edit 7

|| Suppress caller ID

Alternate caller ID:

Associated gateways:

A list of all deployed gateways is displayed.
Figure 3-23: List of Deployed Gateways

Select Gateway @B x
D
A
PstnGateway: ACEG.Lync.local Interop
PstnGateway:testl112.ynclocal SBA-10
PstnGateway:Telenet.Lync.loca Interop
PstnGateway:GWiest32.lynclocal SBAtest32
PstnGateway:MB0OOTESTOL-GW.ync.local MBO0OTESTOL
PstnGateway:Werizon.Lync.local Interop 1
PstnGateway:Skype.Lync.local Interop
PstnGateway:Timico.Lync.local Interop
PstnGateway: SBA-GW-ME00-001 SBA-MED0-001
PstnGatewayiInterouteymnclocal Interop
PstnGateway:[TSP-GW.lync.local h& Interop B
OK Cancel

9. Select the E-SBC gateway you configured above and click OK.
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Figure 3-24; Selecting the E-SBC Gateway

MNew Voice Route

o ok K Cancel @

|

Exceptions

Remove

Match this pattern:*

Edit 7

|__| Suppress caller ID

Alternate caller ID:

Associated gateways:

PstnGatewa):ITSP-GW.lync.local Add...

10. Associate PSTN Usage with this route. In the Associated PSTN Usages toolbar, click
the Select button and add the associated PSTN Usage.

Figure 3-25: Associating PSTN Usage to E-SBC Gateway
Mew Voice Route

JOK I} X Cancel ljé

(3L

|| Suppress caller ID

Alternate caller ID:

Associated gateways:

PstnGateway:ITSP-GW.lync.local Add...

Associated PSTN Usages

- Select...

PSTHN usage record Associated voice policies
€ Globa

Long Distance -
=+ Interop
@ Glaba

Internal -
=2+ Interop

11. Click the OK button on the New Voice Route pane's upper toolbar.
The New Voice Route (Uncommitted) is displayed.

Figure 3-26: Confirming a New Voice Route

| o

4 New 7 Edit ¥ 4L Move down Action ¥ Commit ¥ (7]
Name State PSTHN usage Pattern to match
SIP Trunk Route 5 Uncommitted Local, Internal.. A
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12. Open the Commit drop-down menu and select the Commit All option.

Figure 3-27: Committing Voice Routes

sl
aF New fEdit v GMu\re down Action ¥ Commit ¥ '@'
Name State PSTN usa  peyiew uncommitted changes
SIP Trunk Route "5 Uncommitted  Local, Inte Commit all b

13. In the Uncommitted Voice Configuration Settings window, click the Commit button.

Figure 3-28: Uncommitted Voice Configuration Settings

Uncommitted Voice Configuration Settings @ x
Routes A
Identity Action New value (pattern to match) Old value {pattern to match)
SIP Trunk Route Added N
ance

14. A message is displayed, confirming a successful voice routing configuration; in the
Microsoft Lync Server 2010 Control Panel prompt, click Close.

Figure 3-29: Voice Routing Configuration Confirmation

Microsoft Lync Server 2010 Control Panel ® x

@ Successfully published voice routing configuration.
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The new committed Route is now displayed in the Voice Routing screen.

Figure 3-30: Voice Routing Screen Displaying Committed Routes

BE Mirrnsnlt | ynr Seever 2010 fontral Panel
=
Microsofr NISLIELOr | Sign out
. LyncServer2o1o P
- Home
B Uscrs Creat= voice routing test case information ¥
F  Topology
& ™ and Presenre
fre Y : = -
Ealicetotg &+ New 7 Edil ¥ Aclion ¥ (7]
%, \Voice Features Name state PSTH usage
g Resaonse GI'OupE UsA Committed  Intemnal, Locak.
@;_l Conferencing Lrag Committed  Internal, Local.
oL C itted Internal, Local...

T I SIP Trunk Route cmmi
= Dxternal User
= Access
= Moni‘torir?g.

and Archiving
8 Security
{‘gl MNetworl

Configuration
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Reader's Notes
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4 Configuring the E-SBC Device

This section shows how to configure the E-SBC device in the MTS Allstream SIP Trunking
environment.

Configuration is performed using the E-SBC device's Web-based management tool (i.e.,
embedded Web server).

Displaying Navigation Tree in Full View

Before you begin configuring the E-SBC device, ensure that the Web interface's Navigation
tree is in full menu display mode (i.e., the Full option on the Navigation bar is selected):

Figure 4-1: Basic and Full View Navigation Tree

Contiguation| Management | RIS |Contigustion| Managemert | ol .
Scenarios Search =t Search
=} Basic ) Full \ Cipasic @ Full
. Ba.sic T @ Network Settings BilNetwork Settings Full Navigatinn
MNavigation Tree T @liMedia Settings Eillmedia Settings Tree View
View Option @ protacal Configuration Elllsecurity Setting Option
il ndvance Applications - *illpratocol Configuration

i@ advance Applications

Only “Basic™ Menus

Note: After you reset the device, the Web GUI is displayed in Basic view.

Microsoft Lync and MTS Allstream SIP Trunk 29 June 2012



Va -

(™ AudioCodes Microsoft Lync and MTS Allstream SIP Trunk

4.1

Hﬂl
<
3
o

Management
Station (OAMP)

Step 1: System Network Configuration

This step describes configuring the E-SBC device's Network Setting. There are several
ways to deploy the E-SBC. This document covers this scenario:

The E-SBC interfaces between enterprise users located in the LAN and the Allstream SIP
Trunk located in the WAN. The connection between the E-SBC and the WAN is through a
DMZ network.

Figure 4-2: Network Interfaces

LAN Port LAN Port
AN /
N\ /
\ /
10.15.45.2014 K 195.189.192.151

Vian ID 2

b

fl

195.189.492.129
WAN ——
N~
= I

10.15.0.1

i, Edge Router / -
— Firewall ITSP
I ————] MTS AliStream
I ——

=

e

-
o=
| 7]
or-
o3
20

7 lﬂi
il

DC + DNS
10.15.9.10

411

Application Type Interface Mode 17 Address Langth Cateway o] Interface Name

Configure Network Interfaces

This section shows the typical physical LAN port connections of the E-SBC deployed in the
enterprise. The type of physical LAN connection depends on the method used to connect
to the enterprise's network.

In this example, the E-SBC connects to LAN and WAN using dedicated LAN ports (i.e., two
ports and network cables) and with two logical network interfaces at the enterprise — one to
the LAN (VLAN 1) and one to the WAN (VLAN 2).

The Multiple Interface Table allows you to configure the IP addresses, DG, and VLANSs for
the device, one for each of the following interface names:

B LAN VolP (Voice)
®H  WAN VolIP (WanSP)

» To configure the interface table:
1. Open the Multiple Interface Table (Configuration > Network Settings > IP Settings).
Figure 4-3: Multiple Interface Table

Prefix VLAN Pruma: s;dD:NrE:ul\‘! IF SHLMII,GL;HD':IESSEIWI i Underhying Interfoce
1 |ees masn |10.1545200 | [ 10.15.0.1 1 Voice | [10158.10 |sroue 1

il".::.’"..l i--‘.t 189192 161 | 16 [1ee 120192 120 [wones | 8017952 100 80179 55 100 |croue_2

2. Select the 'Index' radio button corresponding to the Application Type OAMP + Media
+ Control (i.e., LAN) and click Edit.
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3. Set these parameters:
e |IP-Address: <E-SBC IP-Address> (e.g., 10.15.45.201).
e  Prefix Length: <Subnet Mask in bits> (e.g., 16 for 255.255.0.0).
e Gateway: <Gateway Default Gateway> (e.g., 10.15.0.1).
e VLANID: < Vlan ID number> (e.g., 1)
e Interface Name: <Internal Name> (i.e., Voice)
e  Primary DNS Server IP Address: <DNS IP-Address> (e.g., 10.15.9.10).
e Secondary DNS Server IP Address: <DNS IP-Address>
e Underlying Interface:<Group number> (e.g., GROUP_1)
4. Add another network interface (for the WAN side). Enter 1 and press ‘Add Index'.
5. Set these parameters:
e Application Type: Media + Control
e |P-Address: <WAN IP-Address> (e.g., 195.189.192.151).
e Prefix Length: <Subnet Mask in bits> (e.g., 16 for 255.255.0.0).
e Gateway: < DG Router’s IP Address> (e.g., 195.189.192.129).
e VLAN ID: < Wan Vlan ID number> (e.g., 2)
e Interface Name: <Wan Name> (e.g., WanSP)
e Primary DNS Server IP Address: <DNS IP-Address> (e.g., 80.179.52.100).
e Secondary DNS Server IP Address: <DNS IP-Addr> (e.g., 80.179.55.100).
e Underlying Interface:<Group number> (e.g., GROUP_2)
6. Click Apply and Done.

4.1.2 Setthe Native VLAN ID

» To configure the ports table:

1. Open the Physical Ports Settings page (Configuration> VolP > Network > Physical
Ports Settings).

2. In the GROUP_1 member ports, set ‘Native Vlan’ to 1 (that's assigned to network
interface Voice)

3. In the GROUP_2 member ports, set ‘Native Vlan’ to 2 (that's assigned to network
interface WanSP)

Figure 4-4: Ports Native VLAN

Index Port Mode Native Vlan Speed&Duplex Description Group Member Group Status

GE_3_1 Enable 1 Auto Negotiation User Port #0 GROUP_1 Active

GE_3_2 Enable Auto Negotiation User Port #1 GROUP_1 Redundant

1
GE_3_3 Enable 2 Auto Negotiation User Port #2 GROUP_2 Active
2

B |w [ =

GE_3_4 Enable Auto Negotiation User Port #3 GROUP_2 Redundant
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4.2  Step 2: Enabling Application Mode

This step shows how to enable the SBC application mode.

» To enable the application mode:

1. Open the Applications Enabling page (Configuration tab > VoIP menu >
Applications Enabling > Applications Enabling).

Figure 4-5: Applications Enabling

-

& SAS Application Disable -
% SBC Application @—} Enable -
% [P to IP Application Disable -

2. Select Enable from the 'SBC Application' drop-down.

Notes:

1. To enable SBC capabilities on the AudioCodes gateway, your
gateway must be loaded with the feature key that includes the SBC
feature.

2. The device must be running SIP version 6.2 or later.
3. Reset with BURN to FLASH is required.
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4.3  Step 3: Configuring Signaling Routing Domain
This step shows you how to configure Signaling Routing Domain (SRD). An SRD is a set of
definitions comprising IP interfaces, device resources, SIP behaviors and media realms.
Together, these create virtual multi-service gateways from a single physical device. Once
configured, the SRD can be assigned to an IP Group and to a Proxy Set.

4.3.1 Configuring Media Realms
A Media Realm represents a set of ports, associated with an IP interface, used by the
E-SBC to transmit or receive media (RTP or SRTP). In use, Media Realms are associated
with SRDs or IP Groups.
For the simplest option, configure one Media Realm for internal traffic and another for
external (Internet-facing) traffic, i.e., two Media Realms:
1. Internal Media Realm
2. External Media Realm

Figure 4-6: Media Realm Table
( Media Realm Table W

Add|
Index
1

2

Media Realm Name IPvd Interface Name IPv6 Interface Name

LanRealm Voice None

WanRealm Wansp None

Page [3 of 1 0 | View1-2of2

» To configure an internal Media Realm:

1. Open the SIP Media Realm Table page (Configuration > VolP > Media > Media
Realm Configuration).

2. Click Add

3. Inthe'Index field, enter 1.

4. Inthe 'Media Realm Name' field, enter a name (e.g., LanRealm)

5. Inthe'IPv4 Interface Name' field, select interface name Voice.

6. In the 'Port Range Start' field, enter a number that represents the lowest UDP port

number that will be used for media in the LAN (e.g., 6000).

7. Inthe 'Number of Media Session Legs' field, define the number of media sessions that
are assigned with the port range (e.g., 10).

Figure 4-7: Internal Media Realm Configuration

Edit Record

Index 1

Media Realm Name LanRealm

IPv4 Interface Name Voice El

IPvE Interface Name Mone El

Port Range Start 6000

Mumber Of Media Session Legs 10

Port Range End 6080

Trans Rate Ratio 0

Is Default Yes El
b B Submit | % Cancel

8. Click Submit.
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» To configure external Media Realms:

1.

S e

8.

Open the SIP Media Realm Table page (Configuration > VolP > Media > Media
Realm Configuration).

Click Add.

In the 'Index’ field, enter 2.

In the 'Media Realm Name' field, enter a name (e.g., WanRealm).
In the 'IPv4 Interface Name' field, select an interface name WanSP.

In the 'Port Range Start' field, enter a number that represents the lowest UDP port
number that will be used for media in the WAN (e.g., 7000).

In the 'Number of Media Session Legs' field, define the number of media sessions that
are assigned with the port range (e.g., 10).

Figure 4-8: External Media Realm Configuration

Edit Record

Index 2

Media Realm Name WanRealm

1Pv4 Interface Name WEHSPE'

1PvE Interface Name Mone El

Port Range Start 7000

Number Of Media Session Legs 10

Port Range End 7090

Trans Rate Ratio 0

1s Default Mo El

4 B Submit | ¥ Cancel

Click Submit.

4.3.2 Configuring SRDs

This section shows how to configure internal and external SRDs.

>

1.
2.

To configure an internal SRD:

Open the SRD Table page (Configuration > VolIP > Control Network > SRD Table).

Add an entry with index 1 to the SRD table. This will represent the SBC’s internal
interface (towards the Lync Server).

Assign a descriptive name to the interface entry (e.g., LanSRD)
Enter the 'Media Realm' field value, (e.g., LanRealm)

Figure 4-9: Internal SRD Configuration

-

SRD Index

1- LansRD [=]

» Common Parameters

SRD Name

Media Realm LanRealm

LanSRD

& SBC Parameters

A IP Group Status Table | | A Proxy Sets Status Table

5.

Click Submit.
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N

To configure an external SRD:

Open the SRD Table page (Configuration > VolIP > Control Network > SRD Table).

Add an entry with index 2 to the SRD table. This will represent the SBC’s External
interface (towards the MTS Allstream SIP Trunk).

Assign a descriptive name to the interface entry (e.g., WanSRD)
Enter the 'Media Realm' field value, (e.g., WanRealm)

Figure 4-10: External SRD Configuration

-

SRD Index

2-WanSRD [+]

+ Common Parameters

SRD Name

Media Realm WanRealm

WanSRD

& SBC Parameters

a IP Group Status Table | | a Proxy Sets Status Table

4.3.3

5.

Click Submit.

Configuring SIP Signaling Interfaces

SIP Signaling Interface represents a combination of ports (UDP, TCP and TLS) associated
with a specific IP address. It allows other SIP nodes on the network to communicate with a
specific SRD, using the SIP Interface associated with it.

Specify internal and external SIP interfaces for the device:

=

Py NOo oMW

No osMeDd

Figure 4-11: SIP Interface - Required Configuration

Add
Index Metwork Interface Application Type | UDP Port | TCP Port | TLS Port | SRD | Message Policy
1 @ |Voice SBC 5060 5060 5067 1 None
> (@ |WanSP SBC 5060 5060 5067 2 None

To configure internal SIP Signaling Interfaces:

Open the SIP Interface Table page (Configuration > VolP > Control Network > SIP
Interface Table).

Create a new row; enter 1 and then click Add.

In the 'Network Interface' field, enter the name Voice.

From the 'Application Type' drop-down list, select SBC.

Set the 'TLS Port' to 5067.

Set the 'SRD' field value to 1.

Click Apply.

To configure external SIP Signaling Interfaces:

Open the SIP Interface Table page (Configuration > VolP > Control Network > SIP
Interface Table).

Create a new row; enter 2 and then click Add.

In the 'Network Interface' field, enter the name WanSP.

From the 'Application Type' drop-down list, select SBC.

Verify the 'UDP Port' is 5060.

Set the 'SRD' field value to 2.

Click Apply.
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4.4  Step 4: Configuring Proxy Sets Tables

This step shows how to configure the Proxy Set tables. Proxy Set is a group of Proxy
servers defined by IP address or fully qualified domain name (FQDN). You need to
configure two proxy sets, one for the MTS Allstream SIP trunk and the other for the
Microsoft Lync server. These proxy sets will be associated later with IP Groups.

» To configure Proxy Set Table 1 for Microsoft Lync:

1. Open the Proxy Sets Table page (Configuration tab > VolP menu > Control
Network> Proxy Sets Table).

Figure 4-12: Proxy Sets Table 1

1

Proxy Set IDx

Omdk

E2

Transport
Proxy Address —
(@)= 1| FE-Lync.Lync_local-5067 @ s [+]
2 v
3 v
4 v
5 [~
-
®—> Enable Proxy Keep Alive Using Options El
Proxy Keep Alive Time &80
©—> Proxy Load Balancing Method Round Robin El
®—> Iz Proxy Hot Swap Yes El
Proaoy Redundancy Mode Mot Configured El
£SRD Index 1
Classification Input IP onhy El

2. SetProxy SetID to 1.

> Port (e.g., FE-Lync.Lync.local:5067).

4., Set 'Transport Type'to TLS.

5. Set'Enable Proxy Keep Alive' to Using Options.
6.

7. Set'ls Proxy Hot Swap' to Yes.

8. Set'SRD Index’'to 1

>

1.

Network> Proxy Sets Table).

Configure Microsoft Lync Server SIP Trunking IP-Address or FQDN and Destination

Set 'Proxy Load Balancing Method' to Round Robin.

To configure Proxy Set Table 2 for MTS Allstream SIP Trunk:

Open the Proxy Sets Table page (Configuration tab > VolP menu > Control
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Figure 4-13: Proxy Sets Table 2

- - -

Proxy Set ID @2 =

Transport
Proxy Address Type

(@)—>|1||207.245 2 125060 (4 |uor [~ ]

2 v

3 3

4 1

5 3

-
Enable Proxy Keep Alive Dizable El
Proxy Keep Alive Time &0
Proxy Load Balancing Method Dizable El
I= Proxy Hot Swap MNo El
Proxy Redundancy Mode Mot Configured El
@.; % SRD Index 2

Classification Input IP onhy El

2. Set'Proxy SetID'to 2.

Configure MTS Allstream IP-Address or FQDN and Destination Port (e.g.,
207.245.2.12:5060’).

4. Set 'Transport Type' to UDP.

5. Set ‘SRD Index’ to 2 (this will allow classification by Proxy Set for this SRD ID in the IP
Group pertaining to the MTS Allstream SIP Trunk).
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4.5  Step 5: Configuring IP Group Tables

This step shows how to configure IP groups. Each IP group represents a SIP entity in the
device's network. You need to configure IP groups for these entities:

B Lync Server 2010 — Mediation Server
B MTS Allstream SIP Trunk
These IP groups are later used by the SBC application for routing calls.

» To configure IP Group Table 1:

1. Open the IP Group Table page (Configuration tab > VolP menu > Control Network>
IP Group Table).

Figure 4-14: IP Group Table 1

-
Index (@—V 1 El
» Common Parameters
Type (@)—> server =]
Description Lync
Proxy Set ID @—> [ [=]
SIP Group Name
Contact User
Domain Name in Contact
% SRD 0
% Media Realm ®—> LanRealm El
IP Profile ID (6)y—> =
+ Gateway Parameters
Always Use Route Table No El
Routing Mode Mot Configured El
SIP Re-Routing Mode Standard El
» 5SBC Parameters
Classify By Proxy Set Enable El
Max Number Of Registered Users =i

Add a new entry with index 1 (to represent the internal SIP peer).

3. From the 'Type' drop-down list, select SERVER. In the 'Description’ field, add a name
that will help to identify this as the external group (e.g., Lync).

4. From the 'Proxy Set ID' drop-down list, select 1 (to associate this IP Group with Proxy
Set 1).

5. From the 'Media Realm' drop-down list, select LanRealm (to associate this IP Group
with the LAN Media Realm).

6. Set'IP Profile ID’ to 1.

» To configure IP Group Table 2:

1. Open the IP Group Table page (Configuration tab > VolP menu > Control Network>
IP Group Table).
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Figure 4-15: IP Group Table 2

Index 2 El
w (Common Parameters

Type SERVER [=]

Description MTS Allstream

Proxy Set ID 2 [=]

SIP Group Name 207245212
Contact User

Domain Name in Contact

LA A A (I

4 SRD 0
% Media Realm WanRealm El
IP Profile 1D 2 [=]
w Gateway Parameters
Always Use Route Table Mo E|
Routing Mode Mot Configured El
SIF Re-Routing Mode Standard El
« SBC Parameters
Classify By Proxy Set Enable El
Max Mumber Of Registered Users -1

2. Add a new entry with index 2 (to represent the external SIP peer).

3. From the 'Type' drop-down list, select SERVER. In the 'Description’ field, add a hame
that will help to identify this as the external group (e.g., MTS Allstream).

4. From the 'Proxy Set ID' drop-down list, select 2 (to associate this IP Group with Proxy
Set 2).

5. Set ‘SIP Group Name’ to 207.245.2.12; this IP Address is used in the INVITE
messages to MTS Allstream IP Group.

6. From the 'Media Realm' drop-down list, select WanRealm (to associate this IP Group
with the WAN Media Realm).

7. Set‘IP Profile ID’ to 2.
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4.6  Step 6: Configuring IP Profile

This step shows how to configure the IP Profile. In this configuration, the IP Profile is used
to configure the SRTP/TLS mode and other parameters that differ between each profile.

You need to configure Microsoft Lync to work in secure mode (SRTP/TLS).
MTS Allstream SIP trunk is configured in non-secure mode RTP/UDP.

» To configure the IP Profile for Microsoft Lync:

1. Open the IP Profile Settings page (Configuration tab > VolP menu > Coders And
Profiles > IP Profile Settings).

Figure 4-16: IP Profile Settings

@ I E3

Profile Name Lync

Profile 1D

| 4 Common Parameters |

| A Gateway Parameters |

w SBC

Transcoding Mode

@)-V Force

Extension Coders Group 1D Mone
Allowed Coders Group ID Mone
Allowed Coders Mode Restriction

SBC Preferences Mode

Diversion Mode

History Info Mode

Media Security Behavior

RFC 2833 Behavior

Alternative DTMF Method

P-fzsert Identity

SBC Fax Coders Group 1D

SBC Fax Behawvior

Doesn't Include Extensions
Not Coenfigured
Not Configured

(@)= [srr

Azl

Don't Care
Not Cenfigured
MNone

0

[0 [ 0 ] (o [ ] (5 [ ] [ [&]

2. Select 1 for 'Profile ID'.

3. Set the ‘Transcoding Mode’ field to Force. It is mandatory to set this parameter for
MTS Allstream's environment. It defines forced transcoding of voice in the SBC
application. In an SBC session it allows the device to receive capabilities that are not
negotiated between the SBC legs.

4. Set the 'Media Security Behavior' field to SRTP.

5. Click Submit.

» To configure the IP Profile for MTS Allstream SIP Trunk:

1. Open the IP Profile Settings page (Configuration tab > VolP menu > Coders And

Profiles > IP Profile Settings).

AudioCodes Mediant E-SBC Series

40

Document #: LTRT-39180



Microsoft Lync and MTS Allstream SIP Trunk 4. Configuring the E-SBC Device

Figure 4-17: IP Profile Settings

Profile 1D @2 (=]

Profile Name Allstream

| A Common Parameters |

| & (Gateway Parameters |

- 5SBC

Transcoding Mode @—> Force El
Extension Coders Group ID Mone EI
Allowed Coders Group ID Mone El
Allowed Coders Mode Restriction El
SBC Preferences Mode Doesn't Include Extensions [=]
Diversion Mode Mot Configured El
History Info Mode Mot Configured EI
Media Security Behavior @_’ RTP El
RFC 2833 Behavior Asls [+]
Alternative DTMF Method Don't Care [=]
P-Assert Identity Mot Configured [+]
SBC Fax Coders Group ID None EI
SBC Fax Behavior 1]

2. Select 2 for the 'Profile ID' field.

3. Set the ‘Transcoding Mode’ field to Force. It is mandatory to set this parameter for
MTS Alistream's environment. It defines forced transcoding of voice in the SBC
application. In an SBC session it allows the device to receive capabilities that are not
negotiated between the SBC legs.

4. Set the 'Media Security Behavior' field to RTP.
5. Click Submit.
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4.7  Step 7: Configuring SIP TLS Connection

This step shows how to configure AudioCodes devices for a TLS connection with the
Microsoft Lync Mediation Server. This is essential for a secure SIP TLS connection.

4.7.1  Step 7-1: Configuring NTP Server

This step shows how to configure the NTP Server IP address. It is recommended to
implement a 3" party NTP server so that the E-SBC device receives the accurate current
date and time. This is necessary for validation of remote parties' certificates.

» To configure NTP Settings:

1. Open the Application Settings page (Configuration tab > System menu >
Application Settings) and scroll to section NTP Settings.

Figure 4-18: NTP Settings

+ NTP Settings
NTP Server IP Address @—> 10.15.9.10
MTP UTC Offset Hours: |2 Minutes: 0
MTP Updated Interval Hours: |24 Minutes: 0

2. Setthe NTP Server IP Address to <NTP Server IP-Address> (e.g., 10.15.9.10).

4.7.2  Step 7-2: Configuring a Certificate

This step shows how to exchange a certificate with Microsoft Certificate Authority. The
certificate is used by the E-SBC device to authenticate the connection with the
management PC (the PC used to manage the E-SBC using the Embedded Web Server).

» To configure a certificate:

1. Open the Certificates page (Configuration tab > System menu > Certificates).
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Figure 4-19: Certificates

w Certificate information

Certificate subject: JCN=ITSP-GW.Lync.local

Certificate issuer: /DC=local/DC=Lync/CN=Lync-DC-LYNC-CA
Time to expiration: 739 days

Key size: 2048 bits

w Certificate Signing Request

Subject Name [CN] ITSP-GW Lync locl 4—(2)

Organizational Unit [OU] (optional)

Company name [O] (optional)
Locality or city name [L] (optional)
State [ST] (optional)

Country code [C] (optional)

Create CSR 4—@

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

MIICYjCCAUCCAQAWHTEDMEBEGEA | UEAXMISVRTUC 1 HVY SMeW5 ] LnxvY 2FsMITIEI AN
BgkghkiG9w0BAQEFARCCAQEAMIIBCORCAQEADT2FER+0T1IYRI7zR6CPR2ZToOIKIR
SBwL]zEQMaySUMbVEEFADG 2TWIULGPEoUdsgH9g5sptkwz+H/Ooy+dodLEbrNes1 £
nPIVHeHEIYECY¥US1y em8 JQWEQNEBE M0 2pPgt Umd 6¥ yUcLOJOZWS IVErn3CcdDoIx
£WITkCuhPv1CROExbLhIVRHE2 9ZhMgk0C4+wyCLEWdtpyiOnjl2HagUVCKEIS3Q2
rBEg0ch1+dsVCdm2DWDVROEEz+8/Fi 2phEIMY Z5 3MeUBDmS £ 6BCEaJPumd / e ¥ GHGE %
OTAHgh7 TeEFTkVrUXe DEOIMukiHXbngVERXWL 7 3CTulTuz B 6V0+Y j F+JIDAQAS
OAAWDQYJKOZ IThvcNAQEEBQADIQEBACOSFZz £7 8QvY X1 XPRE/GQ7LCLE90] j 8h1KE
£vE6+WDET7 oAz /OnHUI TptzgMAgRkH0EvEScBd9T3 SkH2LInlvb96Nwggy Sho3eddu
KEPs2UP3c]t0gHctIonlbotlQz invulmy 2awpKwe 7 6N UkcpPFvBwd HEgNFhEL 1 DAL
rJZdj /anlHhvLUEBKtHYypaAIMWy 1 oJerwwkS0gyl /JADH: 2¥YWEAZuMHo S 0Ewgl PW
gIUChsdvkojvEj47cVvhIsPsvelYEIFPhvBiI HME2ZMESgWSWLEANDjwIIToS60+tntE
FEr7TPItwovolN/sLEeg,/gRpPESsvpQUREZEQzz31t@McXbEUcYel=

2. In the 'Subject Name' field, enter the Media Gateway name (i.e., ITSP-GW.Lync.local)
- it must be identical to the name configured in the Topology Builder in MS Lync
Server (see under Section 3.1 on page 13).

3. Click the Generate CSR button; a Certificate request is generated.

4. Copy the CSR (from the line “----BEGIN CERTIFICATE” to “END CERTIFICATE
REQUEST----") to a text file (such as Notepad) and save it to a folder on your PC as
certreq.txt.

5. Navigate to the certificate ‘Server http://<Certificate Server>/CertSrv'.
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Figure 4-20: Microsoft Certificate Services Web Page

 Microsoft Certificate Services - Micrasoft Internet Explorer

=18l x|
| Ble Edt view Favorites Tools  Hel

| &
J@Ea(k - \) - @ @ Lb |fi) Search *Favnntes &

| Address [@] hetpijfia.15.4.201 fcertsref

—

33

B ||uns >
=l

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicats with owver the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

Yau can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
views the status of a pending request

For more information about Certificate Services, see Certificate Services Documentation

Select a task:
Request a certificate
Wiew the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

=
@ [ Y
6. Click the link Request a Certificate.

Figure 4-21: Request a Certificate Page

a Microsoft Certificate Services - Microsoft Internet Explorer

=181x|
Fle Edit ¥ew Favorites Tools Help

| >
eﬁack - e - @ @ \;b|;)5&arch \;%Fawntes & [f{- ; ] - _J a3

Agdress [&] heep:j/10.15.4.201 fcertsrfcertraus asp

B> HLims ®
=l

Request a Certificate

Select the certificate type:
Webh Browser Certificate
E-ail Protection Certificate

Or, submit an advanced cerificate request

-
@ i 3 a—
7.

Click the link Advanced Certificate Request and click Next.
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Figure 4-22: Advanced Certificate Request Page

 Microsoft Certificate Services - Micrasoft Internet Explorer

=18l x|
| Ble Edt view Favorites Tools  Hel

| &
J@Ea(k - \) - u @ Lb|;)5&ar(h *Favnntes & [f{- :_\7 ] - J ﬁ 3

| Address [ @] httpif10.15.4.201 certsrv/certraad.asp

B ||uns >

Bl
-- Demalab

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the fallowing options to
Create and submit a request to this CA

Submit a cerificate request by using a base-64-encoded CWMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PHCS #7 file.

=
oo [ Y
8. Click the link Submit a Certificate request by using base64 encoded... and click
Next.

Figure 4-23: Submit a Certificate Request or Renewal Request Page
' & Microsaft Active Directory Cerfificate Services - Windows Intermet Explorer
@Q - '33. hittg:/F10.15.4. 201 fcerts nefcertrept asp

File Edit View Favorites Tools Help

EEE&
SEIEIEY

i _ﬂ Micosoft Adive Directery Certificate Services

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA | paste a base-84-encoded CMC or PKCS #10 ceificate request or PKCS &7 renewal request
generated by an external source (such as a Web server) in the Saved Request box,

Saved Request:

ABjxePaSymyfhknfx+zEusBa sdh4JgzbellxuyRkl «
Bacefd-encoded Tr4ootrnsPOCAVELLALANAOGCSqGSTDIDOEREATA

certificate requesl MnkNakxSx LaoLEruchs BoZrtgEcOGAF Tok
(CHC ar IESMICABIT A +RS+T [+05t 5T TID ZRNGS Tp4G-+0B -
PKCS #i0 or  vnOuEOUUREBSVET? 1083 el
PRCS#Y - END CERTIFICATE REGUEST--———- =
M — t
Cerificate Templ
Wab Server -

Additional Atiributes:

Attributes:

Submit =

Dane & Internet | Protected Mode: OFF 3 v Bioow -

Open the certreq.txt file that you created and saved (see Step 4) and copy its contents
to the ‘Base64 Encoded Certificate Request’ text box.

10. Select 'Web Server' from the Certificate Template drop-down box.
11. Click Submit.
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12. Choose the ‘Base 64’ encoding option and click the link Download CA certificate.
13. Save the file as 'gateway.cer' in a folder on your PC.

14. Navigate to the certificate Server http://<Certificate Server>/CertSrv.

15. Click the link Download a CA Certificate, Certificate Chain or CRL.

Figure 4-24: Download a CA Certificate, Certificate Chain, or CRL Page

3 Microsoft Certificate Services - Microsoft Internet Explorer

1= x|
J File Edit \iew Favaorites Tools Help | ;,'
J aﬁack - -\_) - |ﬂ @ _h | /.:j Search \Ej‘\'( Favorites €‘3| - :f W] - _J ﬁ ﬁ
JAc_Idress I@ http:/f10.15.4.201 [certsry/certcarc. asp j Gn HLinks >

ces -- Demaolab

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain

To download a CA certificate, certificate chain, or CRL, select the certificate and encading method.
CA certificate:

e

Encoding method:

@ DER

" Base 64
Download CA certificate
Download CA certificate chain
CDownload latest base CRL

s
& BT —

16. Under Encoding method, do the following:

17. Select the ‘Base 64’ encoding method option.

18. Click the link Download CA certificate.

19. Save the file as 'certroot.cer' in a folder on your PC.

20. Navigate back (in the E-SBC device) to the ‘Certificates’ page.
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Figure 4-25: Certificates Page

-

Generate new private key and self-signed certificate

Private Key Size 1024 El

Press the button "Generate self-signed” to create a self-signed certificate using the subject name provided above.
Important: this is a lengthy operation, during this time the device will be out of service.
After the operation is complete, save configuration and reset the device.

Generate self-signed
w Upload certificate files from your computer
Private key pass-phrase {optional) audc

Send Private Key file from your computer to the device.
The file must be in either PEM or PFX (PKCS#12) format.

Choose File | No file chosen Send File

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

GD—>

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose File | No file chosen Send File

@"’ Choose File | No file chosen Send File

Send "Trusted Root Certificate Store™ file from your computer to the device.
The file must be in textual PEM format.

21. In the Certificates page, under the 'Device Certificate’ section, click Choose File and
select the ‘Gateway.cer’ certificate file that you saved on your local disk (see Step 13).
Click Send File to upload it.

22. Under the 'Trusted Root Certificate Store' section, click Choose File and select the
'‘Certroot.cer' certificate file that you saved on your local disk (see Step 19). Click
Send File to upload it.

23. Save (burn) the device configuration and reset it using the Web interface’s
'Maintenance Actions' page (Maintenance tab > Maintenance Actions).
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4.8  Step 8: Configuring Secure Real-Time Transport
Protocol (SRTP)

If you configure TLS for the SIP transport link between the E-SBC and the Mediation
Server, you must specify Secure RTP (SRTP) encryption with one of the following options:

B Required: SRTP should be attempted but do not use encryption if negotiation for
SRTP is unsuccessful.

B Optional: Attempt to negotiate the use of SRTP to secure media packets. Use RTP if
SRTP cannot be negotiated.

B Not used: Send media packets using RTP.
If you choose to configure the Mediation Server to use SRTP (Required or Optional), you

need to configure the device to operate in the same manner.

» To configure Media Security:

1. Open the Media Security page (Configuration tab > Media menu > Media Security).
Figure 4-26: Media Security Page

w» General Media Security Settings

% Media Security Enable E|4—@

Media Security Behavior Preferable - Single media E|4_©

w» SRTP Setting
Master Key Identifier (MKI) Size 0

Enable symmetric MKI negotiation Enable E|4—@

| & SRTP offered Suites

2. Set the ‘Media Security’ field to Enable.
3. Set ‘Media Security Behavior’ to:
e Mandatory (if the Mediation Server is configured to SRTP Required)

o Preferable - Single media (if the Mediation Server is configured to SRTP
Optional)

4. Set ‘Enable symmetric MKI negotiation' to Enable.
5. Click Submit.
6. Save (burn) the configuration and reset the device.

Notes: To set the ‘Media Security Behavior’ to the IP Profile of the Mediation
Server, see the IP Profile Settings.
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4.9  Step 9: Configuring IP Media

This step shows how to configure the number of media channels for the IP media. To
reform coder transcoding, you need to define digital signaling processor (DSP) channels.
The number of media channels represents the number of DSP channels that the device
allocates to IP-to-IP calls (the remaining DSP channels can be used for PSTN calls). Two
IP media channels are used per IP-to-IP call.

Maximum number of media channels available on the Mediant 800 E-SBC device is 30.
Maximum number of media channels available on the Mediant 1000 E-SBC device is 120.
Maximum number of media channels available on the Mediant 3000 E-SBC device is 2016.
In this configuration, 120 channels are configured.

» To configure IP Media Settings:
1. Open IP Media Settings (Configuration tab > VolP menu > IP Media > IP Media

Settings).
Figure 4-27: IP Media Settings

-
& MNumber of Media Channels @—> 120
& ‘Voice Streaming Dizable El

Metdnn Announcement ID annc

MSCML ID ivr

Transcoding ID trans

+ Conference

Conference ID conf

Beep on Conference Enable El
Enable Conference DTMF Clamping Enable El
Enable Conference DTMF Reporting Dizable El

2. Set 'Number of Media Channels' to 120.

Notes: This step is necessary only if transcoding is required.
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4.10 Step 10: Configure IP-to-IP Call Routing Rules

This step shows how to configure IP2IP Routing Rules. This table defines rules for
transferring SIP messages (e.g., INVITE) received at one IP interface, to another interface.
The message is routed according to a rule whose configured input characteristics (e.g.
Source IP Group) match those of the message. If the characteristics of an incoming
message do not match the first rule in the table, they are then compared by the second
rule, and so on until a matching rule is located. If no rule is matched, the message is
rejected.

You need to add IP-to-IP routing rules for these two routing directions:
1. Calls from the LAN side to the WAN side
2. Calls from the WAN side to the LAN side

Figure 4-28: IP-to-IP Routing Table

( IFZIP Routing Table W
Add
Index SUWEE”I)PGFUUP Usgf:;l::‘:::;ﬁx Destination Host Request Type RERUU(""SPGFUUF Call Trigger Destination Type IIJ:;::]::ID; Destinalgun il Destination Port
1 1 = = All o Any 1P Group 2 2 o
2 2 = = All o Any 1P Group 1 1 o
Page[1 |of1 10 =] View 1 -2 of 2

» To route from an internal to an external IP Group:

1. Open the IP2IP Routing Table page (Configuration > VolP > SBC > Routing SBC >
IP to IP Routing Table).

2. Click Add and add a rule for index 1 to the table.

Figure 4-29: Internal IP-to-IP Routing configuration

Edit Record

Index 1
Source IPGroup ID 1
Source Username Prefix

Source Host

Destination Username Prefix

Destination Host

Reguest Type Al E|
Message Condition NDneEl
ReRoute IPGroup ID 0
Call Trigger Any E|
Destination Type IP Group El
Destination IPGroup 1D 2
Destination SRD 1D 2 E|
Destination Address
Destination Port 0
Destination Transport Type lz‘
Alternative Route Options Route Row Iz‘
Cost Group NnneEl

3 B Submit || ¥ Cancel

From the 'Source IP Group ID' drop-down list, select 1.
From the 'Destination Type' drop-down list, select IP Group.
From the 'Destination IP Group ID' drop-down list, select 2.
Click Submit.

To route from external an to an internal IP Group:

Open the IP2IP Routing Table page (Configuration > VoIP > SBC > Routing SBC >
IP to IP Routing Table).

Ny o oMo
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8. Click Add and add a rule for index 2 to the table.

Figure 4-30: External IP-to-IP Routing configuration

Edit Record x
Index 2

Source IPGroup ID )

Source Username Prefix =

Source Host *

Destination Username Prefix N

Destination Host *

Request Type All El
Message Condition N"”eEl

ReRoute IPGroup ID 0

call Trigger Any E|
Destination Type IP Group E|

Destination IPGroup ID

1

Destination SRD ID 1 E|

Destination Address

Destination Port 0
Destination Transport Type [ E|
Alternative Route Options Route Row [=]
Caost Group None El
L] B Submit | % Cancel

9. From the 'Source IP Group ID' drop-down list, select 2.

10. From the 'Destination Type' drop-down list, select IP Group.
11. From the 'Destination IP Group ID' drop-down list, select 1.
12. Click Submit.

Note: The routing configuration may change according to the local deployment
topology.
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4.11 Step 11: IP-to-IP Outbound Manipulation

This step shows how to configure Manipulation Tables. These allow you to configure
number manipulation for the source or destination number for each IP Group.

Note: Adapt the manipulation table according to you environment dial plan.

Figure 4-31: IP-to-IP Outbound Manipulation Table

SEUMCE Bactination

IF Destination Usarname

Indes Addrbonal Mampulatbon IP Group | Source Usermame Prefic Source Host
Group o Prafio
{5
1 | *
¥ - | o ! ] 1
|
3 |
4 2 | #1
Manipulated e Il Privacy Restriction
Destination Host Reguest Type From From Leave From Right Prefix to Add Suffix to Add
URI H Maode
Left Right
All Destination 0 0 2! +1 Transparent
All Destination 2 0 2! Transparent
All Destination 1 0 255 o1 Transparent
All Source 2 0 2 Transparent

In the table example above, there are 4 entries:

Index #1 defines Destination manipulation of calls from IP Group 2 (MTS Allstream SIP
Trunk). All calls received to Destination IP Group 1 and the Destination Number is any (*),
add prefix +1 to the destination number.

Index #2 defines Destination manipulation of calls from IP Group 1. All calls received to
Destination IP Group 2 and the Destination Number is with +1 prefix, remove this prefix
(+1) to the destination number.

Index #3 defines Destination manipulation of calls from IP Group 1. All calls received to
Destination IP Group 2 and the Destination Number is other than +1, remove the + prefix
and add prefix of 011 to the destination number.

Index #4 defines Source manipulation of calls from IP Group 1 (Lync Server). All calls
received to Destination IP Group 2 and the Source Number is with +1 prefix, remove this
prefix (+1) to the Source number.
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To manipulate number for Index 1:

Open the IP2IP Outbound Manipulation page (Configuration > VolP > SBC >
Manipulation SBC > IP to IP Outbound Table).

Add index number 1
Figure 4-32: IP-to-IP Outbound Manipulation Index 1

1 Add | Delete | [ Apply |
SC;LF':CE Destination e —
Index Additional Manipulation IP Group | Source Username Prefix Source Host ination Username
Group D Prefix
1D
1 @ 0 2 1 * % %
Remove Remove 3
Destination Host Request Type Manipulated From From Leave From Right Prefix to Add Suffix to Add P”VEC;;;E:”'H‘D”
Left Right
Al [+] Destination [+ |0 0 255 - Transparent (]
3. Set‘Source IP Group’ to 2.
4. Set ‘Destination IP Group’ to 1.
5. Set ‘Destination Username Prefix’ to *
6. Set ‘Manipulated URI’ to Destination.
7. Set ‘Prefix to Add’ to +1.
8. Click Apply.
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4.12 Step 11: Configuring Miscellaneous Parameters

This step shows how to configure miscellaneous parameters for SBC functionality.

» To configure Disconnect Parameters

1. Open the Advanced Parameters page (Configuration tab > VolP menu > SIP
Definitions > Advanced Parameters).

Figure 4-33: Disconnect

w Disconnect and Answer Supervision
Disconnect on Broken Connection No [=] ‘_@
Broken Connection Timeout [100 msec] 100
Disconnect Call on Silence Detection No El
Silence Detection Period [sec] 120
% Silence Detection Method Voice/Energy Detectors
Enable Fax Re-Routing Dizable El

2. From the ‘Disconnect on Broken Connection’ drop-down list, select No. It's mandatory
to set this field in a Lync environment. It determines whether the device releases the
call if RTP packets are not received within a user-defined timeout.

» To configure AdminPage Parameters:

1. Open the Admin page: append the case-sensitive suffix ‘AdminPage’ to the device's IP
address in your Web browser's URL field (e.g., http://10.15.45.201/AdminPage).

2. Inthe left pane, click ini Parameters.
Figure 4-34: INI File Output Window

Parameter Name: Enter Value: * Apply New Value
SBCMAXFORWARDSLIMIT 70
Output Window

Parameter Name: SBECFORKINGHANDLINGMODE

Parameter New Value: 1

Parameter Description:Decides the handling method to 18X response to forking.The
parameter only affects the S5BC behavior.

Parameter Name: SBCMAXFORWARDSLIMIT

Parameter New Value: 70

Parameter Description:limit the value of the Max-Forwards header., {@}If the
header's wvalue is equal or smaller than the parameter's value the header's value
will stay as i=. {@}If the header's wvalue is

3. Enter these values in the 'Parameter Name' and 'Enter Value' fields:
Parameter Value

SBCFORKINGHANDLINGMODE Enter 1. Determines if 18x with SDP is received, the device opens a
voice stream according to the received SDP. The device reopens the
stream according to subsequently received 18x responses with SDP,
or plays a Ringback tone if 180 response without SDP is received. It's
mandatory to set this field for the Lync environment.

SBCMAXFORWARDSLIMIT Enter 70. Defines the Max-Forwards SIP header value. Microsoft Lync
2010 sends Max- Forwards with a value of 10 and the MTS Allstream
SIP Trunk requires a value of 70.

4. Click the Apply New Value button for each field.
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4.13 Step 13: Resetting the E-SBC Device

After completing device configuration as shown above, burn the configuration to the
device's flash memory and reset the device.

» Toreset the device:

B Click the Reset button to burn the configuration to flash and reset the device (ensure
that the '‘Burn to FLASH' field is set to Yes).

Figure 4-35: Resetting the E-SBC Device

7% | . 5 Submit Burn Device Actions A % Home Help P | it
i undlocOdes Mediant 1000 - MSBG i L g iy @; ol (weyiel

Configuration | MaRtensnce ?Sti:sgnustics (— M Acti

Search

= = w Reset Configuration
Sl Maint
aintenance Burn To FLASH Yes =
Maintenance Actions :
#id software Update Graceful Option No El
w LOCK/ UNLOCK
Lock LOCK
Graceful Option No El
Gateway Operational State UNLOCKED
w Save Configuration

Note: Reset with BURN to FLASH is required.
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A AudioCodes INI File

This step shows the E-SBC device INI file. This file reflects the configuration described in

Section 4 on page 29.
;**************

;** Ini File **
5 % Kk ok ok ok ok ok ok o ok ok ok

;Board: Mediant 1000

;Serial Number: 3589366

;Slot Number: 1

;Software Version: 6.40A.039.010

;DSP Software Version: 624AE3 => 640.03
;Board IP Address: 10.15.45.201

;Board Subnet Mask: 255.255.0.0

;Board Default Gateway: 10.15.0.1

;Ram size: 512M Flash size: 64M

;Num of DSP Cores: 13 Num DSP Channels: 63
;Profile: NONE

;Key features:;Board Type: Mediant 1000 ;PSTN Protocols:

;Coders: G723 G729 GSM-FR G727 ILBC ;ElTrunks=4

Conf VXML VoicePromptAnnounc (H248.9) ;Channel Type:
IPMediaDspCh=240 ;DSP Voice features: IpmDetector

ISDN IUA=4 CAS
;T1lTrunks=4 ;IP Media:
RTP DspCh=240

;DATA features: Routing

FireWall&VPN WAN Advanced-Routing ;Security: IPSEC MediaEncryption
StrongEncryption EncryptControlProtocol ;Control Protocols: MSFT MGCP
MEGACO SIP SASurvivability SBC=120 ;Default features:;Coders: G711 G726;

P Mediant-1000 HW components ---------

; Slot # : Module type : # of ports : # of DSPs

1 FALC56 3 2 3 3
2 FXS 3 4 1
3 : Empty

5 4 : Empty
5 Empty
6 Empty

[SYSTEM Params]
SyslogServerIP = 10.15.45.200
EnableSyslog = 1
NTPServerUTCOffset = 7200
PM_VEDSPUtil = '1,68,76,15"
[BSP Params]

PCMLawSelect = 3

[Analog Params]

[ControlProtocols Params]

AdminStateLockControl = 0
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[MGCP Params]

[MEGACO Params]

EP_Num 0
EP_Num 1
EP Num 2 =
EP_Num 3
EP_Num 4

o OB B o

[PSTN Params]

[SS7 Params]

[Voice Engine Params]

ENABLEMEDIASECURITY = 1

SRTPTxPacketMKISize = 1
CallProgressTonesFilename = 'usa tones 13.dat'
[WEB Params]

LogoWidth = '145"

HTTPSCipherString = 'RC4:EXP'

[SIP Params]

MEDIACHANNELS = 120

GWDEBUGLEVEL = 5
DISCONNECTONBROKENCONNECTION = O
MEDIASECURITYBEHAVIOUR = 3
TRANSCODINGMODE = 1
ENABLESYMMETRICMKI = 1
ENABLESBCAPPLICATION = 1
SBCMAXFORWARDSLIMIT = 70
SBCFORKINGHANDLINGMODE = 1

[SCTP Params]

[VXML Params]

[IPsec Params]

[Audio Staging Params]

[SNMP Params]

[ SRD ]
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FORMAT SRD Index = SRD Name, SRD MediaRealm,
SRD BlockUnRegUsers, SRD MaxNumOfRegUsers,
SRD_EnableUnAuthenticatedRegistrations;

SRD 1 = LanSRD, LanRealm, 0, 0, -1, 1;
SRD 2 = WanSRD, WanRealm, 0, 0, -1, 1;

[ \SRD ]

[ ProxyIp 1

SRD IntraSRDMediaAnchoring,

FORMAT ProxylIp Index = ProxyIp IpAddress, ProxyIp TransportType,

ProxyIp ProxySetId;
ProxyIp 0 = FE-Lync.Lync.local:5067, 2, 1;
ProxyIp 1 = 207.245.2.12:5060, 0, 2;

[ \ProxyIp ]I

[ IpProfile ]

FORMAT IpProfile Index = IpProfile ProfileName,

IpProfile CodersGroupID, IpProfile IsFaxUsed,

IpProfile IpPreference,

IpProfile JitterBufMinDelay, IpProfile JitterBufOptFactor,

IpProfile IPDiffServ, IpProfile SigIPDiffServ,

IpProfile SCE,

IpProfile RTPRedundancyDepth, IpProfile RemoteBaseUDPPort,

IpProfile CNGmode, IpProfile VxxTransportType,
IpProfile IsDTMFUsed, IpProfile PlayRBTone2IP,

IpProfile NSEMode,

IpProfile EnableEarlyMedia, IpProfile ProgressIndicator2IP,
IpProfile EnableEchoCanceller, IpProfile CopyDest2RedirectNumber,

IpProfile MediaSecurityBehaviour, IpProfile CallLimit,

IpProfile DisconnectOnBrokenConnection, IpProfile FirstTxDtmfOption,

IpProfile SecondTxDtmfOption, IpProfile RxDTMFOption,

IpProfile EnableHold, IpProfile InputGain, IpProfile VoiceVolume,
IpProfile AddIEInSetup, IpProfile SBCExtensionCodersGrouplID,

IpProfile MediaIPVersionPreference, IpProfile TranscodingMode,
IpProfile SBCAllowedCodersGroupID, IpProfile SBCAllowedCodersMode,
IpProfile SBCMediaSecurityBehaviour, IpProfile SBCRFC2833Behavior,
IpProfile SBCAlternativeDTMFMethod, IpProfile SBCAssertIdentity,
IpProfile AMDSensitivityParameterSuit, IpProfile AMDSensitivityLevel,
IpProfile AMDMaxGreetingTime, IpProfile AMDMaxPostSilenceGreetingTime,

IpProfile SBCDiversionMode, IpProfile SBCHistoryInfoMode,

IpProfile EnableQSIGTunneling, IpProfile SBCFaxCodersGrouplD,

IpProfile SBCFaxBehavior, IpProfile SBCFaxOfferMode,
IpProfile SBCFaxAnswerMode, IpProfile EnableEarlyl83;

IpProfile 1 = Lync, 1, 0, 0, 10, 10, 46, 40,

ll ll OI OI _ll OI 41 _ll ll ll OI OI ’ _ll OI

8, 300, 400, -1, -1, 0, -1, 0, 0O, 1, O;
IpProfile 2 = MTS Allstream, 1, O, 0O, 10, 10,
o, o0, o, -1, 1, o, 0, -1, O, 4, -1, 1, 1, O,

o, -1, o, 8, 300, 400, -1, -1, 0, -1, 0, O, 1,

[ \IpProfile ]

[ ProxySet ]

FORMAT ProxySet Index = ProxySet EnableProxyKeepAlive,

OI
OI

o

ProxySet ProxyKeepAliveTime, ProxySet ProxylLoadBalancingMethod,
ProxySet IsProxyHotSwap, ProxySet SRD, ProxySet ClassificationInput,

ProxySet ProxyRedundancyMode;
ProxySet 0 = 0, 60, 0, 0, 0, 0, -1;
ProxySet 1 = 1, 60, 1, 1, 0, 0, -1;
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ProxySet 2 = 0, 60, 0, 0, 2, 0, -1;

[ \ProxySet ]

[ IPGroup ]

FORMAT IPGroup Index = IPGroup Type, IPGroup Description,

IPGroup ProxySetId, IPGroup SIPGroupName, IPGroup ContactUser,

IPGroup EnableSurvivability, IPGroup ServingIPGroup,

IPGroup SipReRoutingMode, IPGroup AlwaysUseRouteTable,

IPGroup RoutingMode, IPGroup SRD, IPGroup MediaRealm,

IPGroup ClassifyByProxySet, IPGroup ProfileId, IPGroup MaxNumOfRegUsers,
IPGroup InboundManSet, IPGroup OutboundManSet, IPGroup RegistrationMode,
IPGroup AuthenticationMode, IPGroup MethodList,

IPGroup EnableSBCClientForking, IPGroup ContactName;

IpGrouwp 1 = 0, Lyne, 13, , , O, -1, 0, 0, -1, 1, LanRealm, 1, 1, -1, -1, -
i, o, o, , O, ;

IPGroup 2 = 0, MTS Allstream, 2, 207.245.2.12, , 0, -1, 0o, 0, -1, 2,
WwanRealm, 1, 2, -1, -1, -1, o, 0, , O, ;

[ \IPGroup ]

[ IP2IPRouting ]

FORMAT IP2IPRouting Index = IP2IPRouting SrcIPGrouplD,

IP2IPRouting SrcUsernamePrefix, IP2IPRouting SrcHost,

IP2IPRouting DestUsernamePrefix, IP2IPRouting DestHost,

IP2IPRouting RequestType, IP2IPRouting MessageCondition,

IP2IPRouting DestType, IP2IPRouting DestIPGrouplD,

IP2IPRouting DestSRDID, IP2IPRouting DestAddress, IP2IPRouting DestPort,
IP2IPRouting DestTransportType, IP2IPRouting AltRouteOptions,
IP2IPRouting CostGroup;

IP2IPRouting 1 = 1, *, *, * * 0, , 0, 2, 2, , 0, -1, 0, ;
IP2IPRouting 2 = 2, *, *, *, %, 0, , 0, 1, 1, , 0, -1, 0, ;
[ \IP2IPRouting ]
[ SIPInterface ]

FORMAT SIPInterface Index = SIPInterface NetworkInterface,
SIPInterface ApplicationType, SIPInterface UDPPort, SIPInterface TCPPort,
SIPInterface TLSPort, SIPInterface SRD, SIPInterface MessagePolicy;

SIPInterface 1 = Voice, 2, 5060, 5060, 5067, 1, ;
SIPInterface 2 = WanSP, 2, 5060, 5060, 5067, 2, ;

[ \SIPInterface ]

[ IPOutboundManipulation ]

FORMAT IPOutboundManipulation Index =

IPOutboundManipulation IsAdditionalManipulation,

IPOutboundManipulation SrcIPGrouplD,

IPOutboundManipulation DestIPGrouplID,

IPOutboundManipulation SrcUsernamePrefix, IPOutboundManipulation SrcHost,
IPOutboundManipulation DestUsernamePrefix,

IPOutboundManipulation DestHost, IPOutboundManipulation RequestType,
IPOutboundManipulation ManipulatedURT,

IPOutboundManipulation RemoveFromLeft,
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IPOutboundManipulation RemoveFromRight,

IPOutboundManipulation LeaveFromRight, IPOutboundManipulation Prefix2Add,
IPOutboundManipulation Suffix2Add,

IPOutboundManipulation PrivacyRestrictionMode;

IPOutboundManipulation 1 = 0, 2, 1, *, *,  * * 0o, 1,6 0, 0, 255, +1, , O;
IPOutboundManipulation 2 = 0, 1, 2, *, *, +1, * 0, 1, 1, 0, 255, , , O;
IPOutboundManipulation 3 = 0, 1, 2, *, *, * * o, 1, 1, 0, 255, 011, ,
0;

IPOutboundManipulation 4 = 0, 1, 2, +1, *, *,  *, 0, 0, 2, 0, 255, , , O;

[ \IPOutboundManipulation ]

[ CodersGroupO ]

FORMAT CodersGroup0O Index = CodersGroup0O Name, CodersGroupO pTime,
CodersGroup0_rate, CodersGroupO PayloadType, CodersGroupO_Sce;

CodersGroup0 0 = g711Alaw64k, 20, 0, -1, O;

[ \CodersGroup0 ]

[ RoutingRuleGroups ]

FORMAT RoutingRuleGroups Index = RoutingRuleGroups LCREnable,
RoutingRuleGroups LCRAverageCallLength, RoutingRuleGroups LCRDefaultCost;

RoutingRuleGroups 0 = 0, 0, 1;

[ \RoutingRuleGroups ]

[ InterfaceTable ]

FORMAT InterfaceTable Index = InterfaceTable ApplicationTypes,
InterfaceTable InterfaceMode, InterfaceTable IPAddress,
InterfaceTable PrefixlLength, InterfaceTable Gateway,
InterfaceTable VlanID, InterfaceTable InterfaceName,
InterfaceTable PrimaryDNSServerIPAddress,

InterfaceTable SecondaryDNSServerIPAddress,

InterfaceTable UnderlyingInterface;

InterfaceTable 0 = 6, 10, 10.15.45.201, 16, 10.15.0.1, 1, Voice,
10.15.9.10, , GROUP_1;

InterfaceTable 1 = 5, 10, 195.189.192.151, 16, 195.189.192.129, 2, WanSP,
80.179.52.100, 80.179.55.100, GROUP_2;

[ \InterfaceTable ]
[ DspTemplates ]

*** TABLE DspTemplates ***
; This table contains hidden elements and will not be exposed.
; This table exists on board and will be saved during restarts.

[ \DspTemplates ]
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[ CpMediaRealm ]

FORMAT CpMediaRealm Index = CpMediaRealm MediaRealmName,

CpMediaRealm IPv4IF, CpMediaRealm IPv6IF, CpMediaRealm PortRangeStart,
CpMediaRealm MediaSessionLeg, CpMediaRealm PortRangeEnd,

CpMediaRealm TransRateRatio, CpMediaRealm IsDefault;

CpMediaRealm 1 = LanRealm, Voice, , 6000, 10, 6090, 0, 1;
CpMediaRealm 2 = WanRealm, WanSP, , 7000, 10, 7090, 0, O;
[ \CpMediaRealm ]
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