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Configuration Note Notices

Notice

This document describes how to connect the Microsoft Lync 2010 with Telenet SIP Trunk using the
AudioCodes Mediant E-SBC series, which includes the Mediant 800 MSBG, Mediant 800 Gateway
and E-SBC, Mediant 1000 MSBG, Mediant 1000B Gateway and E-SBC, and Mediant 3000 Gateway
and E-SBC.

Information contained in this document is believed to be accurate and reliable at the time of printing.
However, due to ongoing product improvements and revisions, AudioCodes cannot guarantee
accuracy of printed material after the Date Published, nor can it accept responsibility for errors or
omissions. Updates to this document and other documents as well as software files can be viewed
by registered customers at http://www.audiocodes.com/downloads.
© Copyright 2011 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.

Date Published: November-20-2011

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?, CTl Squared, HD VolP, HD VolP Sounds
Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open Solutions
Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect, VolPerfectHD, What's
Inside Matters, Your Gateway To VoIP and 3GX are trademarks or registered trademarks of
AudioCodes Limited. All other products or trademarks are property of their respective owners.
Product specifications are subject to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’ Distributors,
Partners, and Resellers from whom the product was purchased. For technical support for
products purchased directly from AudioCodes, or for customers subscribed to AudioCodes
Customer Technical Support (ACTS), contact support@audiocodes.com.

Microsoft Lync and Telenet SIP Trunk 7 November 2011
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Note: Throughout this manual, unless otherwise specified, the term E-SBC device refers
to the Mediant 800 Gateway and E-SBC, Mediant 800 MSBG, Mediant 1000B
Gateway and E-SBC, Mediant 1000 MSBG and the Mediant 3000 Gateway and E-

SBC.
Table 1-1: Acronym Descriptions
Acronym Description
Transferee The party being transferred to the transfer target
Transferor The party initiating the transfer

Transfer target

Blind or semi-attended transfer

Attended transfer or transfer on
conversation

CLIP
CNIP
CLIR
CNIR
COLP
CONP
COLR
CONR
CRC
PG
ICM
CCM
CVvP
BC
CTI

The new party being introduced into a call with the transferee

The transferor having a session in hold state with the
transferee and initiating the transfer by a consultation call to
the target performs the transfer while the target is in ringing

state

The transferor waits to be in conversation state with the

target before completing the transfer
Calling Line Identification Presentation
Calling Name Identification Presentation
Calling Line Identification Restriction
Calling Name Identification Restriction
Connected Line Identification Presentation
Connected Name Identification Presentation
Connected Line Identification Restriction
Connected Name Identification Restriction
Customer Relationship Centre

SIP GW XXX Peripheral Gateway

SIP GW XXX Intelligent Call Manager

SIP GW XXX Call Manager

Customer voice Portal

ALU Business Contact

Computer Telephony Integration

AudioCodes E-SBC Devices
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Configuration Note 1. Introduction

1 Introduction

This document describes how to setup the device to work with the Telenet SIP Trunking and
Microsoft Lync 2010 Communication platform.

This configuration note is intended for Installation Engineers or AudioCodes and Telenet Partners
who are installing and configuring the Telenet SIP Trunking and Microsoft Lync 2010
Communication platform, to place VolP calls using the AudioCodes E-SBC.

The Mediant 800 MSBG is a networking device that combines multiple service functions such as
a Media Gateway, Session Border Controller (SBC), Data Router and Firewall, LAN switch, WAN
access, Stand Alone Survivability (SAS) and an integrated general-purpose server.

The Mediant 800 Media Gateway and SBC enable connectivity and security between small and
medium businesses (SMB) and service providers' VolP networks. The Mediant 800 SBC
functionality provides perimeter defense for protecting the enterprise from malicious VolP attacks,
mediation for allowing the connection of any PBX and/or IP-PBX to any service provider, and
service assurance for service quality and manageability.

The Mediant 1000 MSBG is an all-in-one multi-service access solution product for Service
Providers (SME’s) offering managed services and distributed Enterprises seeking integrated
services. This multi-service business gateway is designed to provide converged Voice & Data
services for business customers at wire speed, while maintaining SLA parameters for superior
voice quality.

The Mediant 1000B media gateway and SBC enables connectivity and security between small
and medium businesses and service providers' VolP networks. The Mediant 1000B SBC
functionality provides perimeter defense for protecting the enterprise from malicious VolIP attacks,
mediation for allowing the connection of any PBX and/or IP-PBX to any service provider, and
service assurance for service quality and manageability. The Mediant 1000B media gateway
functionality is based on field-proven VolIP services.

The Mediant 3000 E-SBC Media Gateway is a High Availability VolP Gateway and Enterprise
Class SBC for medium and large enterprises.

Note: The scope of this document does not cover security aspects for connecting the SIP
Trunk to the Microsoft Lync 2010 environment. Security measures should be
implemented in accordance with your organization’s security policies. For basic
security guidelines, see the ‘AudioCodes Security Guidelines’.

Microsoft Lync and Telenet SIP Trunk 9 November 2011
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2 Components Information

2.1 AudioCodes Gateway Version

Gateway Vendor
Model

Software Version
Interface Type

VolP Protocol

Additional Notes

Table 2-1: AudioCodes Gateway Version

AudioCodes

Mediant 800 Media Gateway and E-SBC, Mediant 800 MSBG,
Mediant 1000 MSBG, Mediant 1000B Media Gateway and E-SBC,
Mediant 3000 Media Gateway and E-SBC

SIP_6.20A.036.004
SIP/IP

SIP/UDP - to the Telenet Sip Trunk
SIP/TCP or TLS - to the Lync FE Server

None

2.2 Telenet SIP Trunking Version

Service Vendor
Models

Software Version
VolIP Protocol
Additional Notes

Table 2-2: Telenet Version

Telenet

N/A
SIP

None

2.3  Microsoft Lync Version

PBX Vendor
Models

Software Version
VolP Protocol
Additional Notes

Table 2-3: Microsoft Lync Version

Microsoft

Microsoft Lync

RTM: Release 2010 4.0.7577.0
SIP

None

Microsoft Lync and Telenet SIP Trunk 11 November 2011
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2.4  Topology

The procedures described in this document describe the following example scenario:

An enterprise has a deployed Lync Server 2010 in its private network for enhanced
communication within the company.

The enterprise decides to offer its employees enterprise voice capabilities and to connect the
company to the PSTN network using the Telenet SIP Trunking service.

The AudioCodes Enterprise Session Border Controller (E-SBC) is used to manage the
connection between the Enterprise LAN and the ITSP SIP trunk.

The “session" refers to the real-time voice session using IP SIP signaling protocol. The
"border" refers to the IP-to-IP network border between the Microsoft Lync network in the
Enterprise LAN and the Telenet SIP trunk in the public network.

Figure 2-1 below illustrates a typical topology of using the E-SBC device to connect the Lync
Server 2010 LAN to the Telenet SIP Trunking site.

The setup requirements are characterized as follows:

While the Lync Server 2010 environment is located on the Enterprise's LAN, the Telenet SIP
Trunks are located on the WAN.

Since the Mediant 1000 MSBG is used, the internal data routing capabilities of the device
are used. Consequently, a separate WAN interface is configured in the LAN.

Lync Server 2010 works with the TLS transport type, while the Telenet SIP trunk works on
the SIP over UDP transport ty

Lync Server 2010 supports G.711A-law and G.711U-law coders, while the Telenet SIP Trunk
also supports the same coders’ type.

Support for early media handling.

Figure 2-1: Topology
Customer Site
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3 Configuring Lync Server 2010

This section describes how to configure the Lync Server 2010 to operate with the E-SBC device.
This section describes the following procedures:

1. Configuring the E-SBC device as a ‘IP/PSTN Gateway’. See Section 3.1 on page 14.
2. Associating the ‘IP/PSTN Gateway’ with the Mediation Server. See Section 3.2 on page 18.

3. Configuring a ‘Route’ to utilize the SIP trunk connected to the E-SBC device. See Section
3.3 on page 22.

Note: Dial Plans, Voice Policies, and PSTN usages are also necessary for enterprise
voice deployment; however, they are beyond the scope of this document.

Microsoft Lync and Telenet SIP Trunk 13 November 2011




fa AudioCodes

Configuration Note

3.1 Configuring the E-SBC device as an IP/PSTN Gateway

This section describes how to configure the E-SBC device as an IP/PSTN Gateway.

» To configure the E-SBC device as a IP/PSTN Gateway and associating it with the

Mediation Server:

1. On the server where the Topology Builder is located, start the Lync Server 2010 Topology

Builder (Start > All Programs > Lync Server Topology Builder).

Figure 3-1: Opening the Lync Server Topology Builder

(& Internet Explorer
(& Internet Explorer {64-bit)
[55] Windows Conkacts
=1 windows Update
. Accessories
. Administrative Tools
. Extras and Upgrades
. Maintenance
. WMicrosoft Lync Server 2010 (RC)
L@ Lync Server Contral Panel
]E Lync Server Deployment Wizard
§§5 Lync Server Logging Tool
@ Lync Server Management Shell
! Topolagy Builder
. Microsoft Silverlight
. Microsoft SQL Server 2008
. Startup

4 Back

———1

'_\J
Adrinistrator
Drocuments

Compuker

Network

Control Panel

Adrinistrative Tools
Help and Support

Run...

‘Windows Security

IStart Search

The following screen is displayed:

Figure 3-2: Topology Builder Options

Topology Builder

‘Welcome to Topology Builder. Select the source of the Lync Server 2010 (RC)

topology documeant.

Retrieve & copy of the current topology from the Central Management Stors
databass and save it as a local filz. Use this option if you are editing an existing

deployment.

™ Opan Topology from a lecal file

Open an existing Topology Builder file. Uss this option if you have work in
progress or if you have exported a topology from Planning Toal.

 New Topology

Create a blank topology and save it to a local file. Use this option for defining

new deployments from scratch.

Ok I

Cancel |

2. Click the Download Topology from the existing deployment option, and then click OK;
you are prompted to save the Topology which you have downloaded.

AudioCodes E-SBC Devices
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3. Configuring Lync Server 2010

Figure 3-3: Save Topology
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M Computer
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| v| Date modified

|v| Tvpe |v| Size |v| Tac

|| Interop. kbl
|| Inkeropl . thxml

10{7/2010 5153 PM  TBXML File
10/12/2010 10:5...

101 KB

TEXML File 101 KB

File name:

| ©
[

-

Save as bype: ITopology Builder files {* tbuml)

= Hide Folders |

=l
Save I

Cancel |

&

3. In the 'File name' field, enter the new filename, and then click Save. This enables you to

rollback from any changes you made during the installation. The Topology Builder screen
with the topology downloaded is displayed.

Figure 3-4: Downloaded Topology

[i& Lync Server 2010, Topology Builder

Ele Action Yiew Help

Lol 3l 7 s

[ i Interop
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[ Director pools
[ &AM Conferencing podls
[ 5L stores
[ File stores
3 Mediation pools
1 PSTM gateways
1 Monitoring Servers
[ Archiving Servers
[ Edge poals
[ Trusted application servers
[ Branch sites

SIP domain

Default SI? domain:

Additional supported SIP
domains:

Simple URLs
Phone access URLs:

Meeting URLs:

Administrative access
RL:

Central Management Server

FE-Lync.Lync.local

Mot configured
Af:hvel Simple URL |
J https://dialin.FE-Lync.Lync.local
Af:hvel Simple URL | SIP domain

J/ hitpsifmest.FE-Lync.Lync local e

https:/fadmin.Lync.local

Central Management
Server:

FE-Lync.Lync.local {Intsrop)

4. Expand the 'PSTN Gateway' folder, and then choose New IP/PSTN Gateway.
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T&Lync Server 2010 (RC), Topology Builder

File Action Wiew Help

Figure 3-5: New IP/PSTN Gateway

D[]

=7z Al

Lé Lync Server 2010 (RC)

= (] Interop
3 Standard Edition Front End Servers
-3 Enterprise Edition Front End pools
3 Director paols
3 A Conferencing pools
[C3 SQL stores
L3 Fils stores
[ Mediation pools
=]
3 Monitoring
3 Archiving 5
3 Edge pools
[ Trusted apy
(-3 Branch site:

Help

Topology »

View 3

The properties for this item are unavailble for editing.

Actions

PSTN gateways -

U New IP/PSTN Gateway. .
Topology ]

View 3

E Help

Oostart| | @ 3, M0 |[Z2 Lync server 2010 (RC...

5. Inthe 'Gateway FQDN or IP Address' field, enter the FQDN of the E-SBC
(i.e. 'ITSP-GW.lync.local'), and then click OK.

Cde Wi

Note: The listening port for the Gateway is 5067 and the SIP Transport Protocol is TLS.

Figure 3-6: Define New IP/PSTN Gateway

Define Mew IP/PSTN Gateway

Gabeway FQDM or IP Address *

]|

I ITSP-EW.lync.local

Listening port for IP/PSTN gateway: *

| 5067

Sip Transport Protocol:

 TCP
= TLs

Help

[ ox ]

Cancel I

The E-SBC device has now been added as an 'IP/PSTN Gateway'.
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Figure 3-7: IP/PSTN Gateway

T&Lync Server 2010, Topology Builder [_[O}
File  Action Wiew Help
|
L@ Lync Server 2010
=] J Interop PSTN Gateway -
3 standard Edition Front End Servers
[+ Ents ise Edition Front End I
e Dl.j ertpnse || on Frent End poois Gateway FODN or IP ITSP-GW.lync.local
| Director pools AT
[ A Conferencing pools o
3 50U stores Listening port: 5067
|1 File stores SIP Transport Protocol: TS
[ Mediation pools Alternate media IP Not corm
= [ PSTM gateways address:
ACGEW, Iy, local 5
e o8 Mediation Server Not associated

ALE-GW Jync.local
ACEG.Lync.local
Telenet,Lync.local
‘erizon.Lync. local
Skype. Lync.local
Timico. Lyne.local
Interoute lync.local

F FHEH

[ Monitoring Servers

[ Archiving Servers

|1 Edge poals

[ Trusted application servers
[ Branch sites
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3.2 Associating the IP/PSTN Gateway with the Mediation
Server

This section describes how to associate the ‘IP/PSTN Gateway’ with the Mediation Server.

» To associate the IP/PSTN Gateway with the Mediation Server:

1. Expand the 'Mediation pools' folder.
2.  Expand the 'FE-Lync.Lync.local' folder and then choose Edit Properties.

Figure 3-8: Associating Mediation Server with IP/PSTN Gateway

RSLync Server 2010, Topology Builder =] B3
File  Action  Wiew Help

== 2mH = |

[ Lync Server 2010

= ] Interop Mediation Server PSTN gateway -

3 Standard Edition Front End Servers

[ Enterprise Edition Front End pools TLS listening port: 5067

[ Director pools TP listening port: 5068

[ AW Conferencing pools

3 501 stores PSTN Gateways: Defauit | Gateway site

[ Flle stores v ACGW.hnc.local Tnterop

[= [ Mediation pools ALE-GW.lync.local Interop

Bo, W‘ ACEG.Lync.local Interop

= [ PSTH gateways m Telenet.Lync.local Interop
AcaW.yne !l Topolagy » Verizon.Lync.local Tnterop
AE-GW g Skype.Lync.local Interop
ACEG.Lyncl|_ ViEw D Timico.Lync Jocal Interop
Telenet, Ly Help Interoute.ync.local Interop
Warizon Lync

Skype.Lync.local
Tirnico.Lyne.local
Inkeroute lync.local
ITSP-GW. lync Jacal
[ Manitoring Servers

[ Archiving Servers

[ Edge pools

[ Trusted spplication servers
[ Branch sites

FHEEEEEEE

|Edit the properties For this server,

The following screen is displayed:

Figure 3-9: Before Associating IP/PSTN Gateway to Mediation Server
Edit Properties [_ O[]

PSTN gateway diation Server PSTN g. ¥ a
Listening ports: * TLS: I 5067 TCP: | 5068

I¥ Enable TCP port
The TCP paort of this Mediation Server must be enabled becauss a TCP gateway depends on it

The following gateways are not associated with any Mediation Server, Click Add to assodiate them with this Mediation
Server.

Gateway Site

ITSP-GW.lynclocal Interop add

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to
the list. Click Remove to remove a gateway from the list.

| Gateway | Site ”;I
Timico.Lync.local Interop MNEW...
Interoute.ync.local Initerop
- Remove

Make Default

Help Cancel

3. Inthe top-left menu pane, choose PSTN gateway.

4. In the Mediation Server PSTN gateway pane, click the E-SBC gateway - ITSP-
GW.lync.local.
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5. Click Add to associate it with this Mediation

Server.

Note:

Mediation server.

There are two sub-panes - one including a list of gateways not associated with the
Mediation server and one including a list of gateways associated with the

The following screen appears:

Figure 3-10: After Associating IP/PSTN

Gateway to Mediation Server

Edit Properties =1 3

Server PSTN g ¥

Listening ports: * TLS: I 5067 TCP: | 5068

¥ Enable TCP port

Server.

The TCP port of this Mediaticn Server must be enabled becauss a TCP gateway depends on it.

The following gateways are not associated with any Mediation Server. Click Add to associate them with this Mediation

Gateway Site

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to
the list. Click Remove to remove a gateway from the list.

| | Gateway | Site | I;I
Interouta.ync.local Interop MNEW...
ITSP-GW.Iync.local Interop |

- Remove

Makz Default

cancel_|

6. Click OK; the following screen appears:

Figure 3-11: Media Server PSTN Gateway Association Properties

:"':'v: Lync Server 2010, Topology Builder

File  Action %ew Help

L A sl 7 le:

L@ Lync Server 2010
B ] Interop
|1 Standard Edition Front End Servers
[l Enterprise Edition Front End pools
|l Direckor pools
[ A Conferencing pools
[ 5QL stares
[l File stores
= [ Mediation pools
|:-1Q\ FE-Lync, Lync o
[ PSTN gateways
[ Monitoring Servers
| Archiving Servers
| Edge pools
| Trusted application servers
| Branch sites

TLE listening port:
TCF listening port:
PSTN Gateways:

Mediation Server PSTN gateway

-
5067
5068
Default I Gateway I Zite

7 AcGW.ync.local Interop
ALE-GW.hync.local Interop
ACEG.Lync.local Intzrop
Telenet.Lync.local Interop
‘erizon.Lync.local Interop
Skype.Lync.local Interop
Timico.Lync.local Interop
Interoute.lync.local Interop
ITSP-GW.Iynclocal Interop

7. Inthe Lync Server 2010 main menu, choose Publish Topology.
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Figure 3-12: Publishing Topology

:':'?: Lync Server 2010, Topology Builder

File Action View Help

== H
I
= (| Interop Mew Central Site... 5IP domain -
£ sta Edit Properties...
3 E'_j Mew Topology... Default SIP domain: FE-Lync.Lync.local
L3 Dir Open Topolo
3 af P poiogy. .. Additional supported SIP Not configurad
&2 5 Download Topology... domains:
1 Fil§  Save a copy of Topology &s...
= [ Me
8o nstall Database. . imple URLs o
LaPps Merge 2007 or 2007 R2 Topology...
L3 Mo Remove Deployment. ..
] :; ” N Phaone access URLs: Activel Simple URL |
a (=] = {{dialin.FE-
=2 l hittps:/dialin.FE-Lync. Lync.local
s fEP Meeting URLs: Active| Simple URL | siPdomein |
FE-
v hittps://mest.FE-Lync. Lync.local Sralirersl
4 |»
Administrative access https://fadmin.Lync.local
URL:
Central Management Server -
Central Management FE-Lync.Lync.local (Interop)
Server:
Publish topology to the Central Management Store,
The following screen appears.
Figure 3-13: Publish Topology Confirmation
Publish Topology

Publish the topology

In order for Lync Server 2010 to correctly route messages in your deployment, you must publish your topology.
Before you publish the topology, ensure that the following tasks have been completed:

» A validation check on the root node did not return any errors.

« A file share has besn created for all file stores that you have configursd in this topoloay.

+ Al simple URLs have been defined.

« For Enterprise Edition Front End pocls and for Monitoring Servers and Archiving Servers: 8l QL stores are
installed and accessible remately; firewall excaptions for remote access to 5QL Server are configured.

« For a single Standard Edition server: The task "Prepare first Standard Edition server” was run.

* You are currently logged on as a SQL administrator, for example, as a member of the SQL sysadmin role.

« If you are removing a Front End pool, all users, common area phones, analog devices, application contact
objects, and conference directories have been removed fram the pool.

When you are ready to procesd, click Next.

Help Back I Mext | Cancel

8. Click Next; the Topology Builder attempts to publish your topology.
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Figure 3-14: Publish Topology Progress screen

Publish Topology
Publishing in progress
Please wait while Topology Builder tries to publish your topology.
N
Publishing topology ...
Downloading topology ...
Downloading topology ...
Succeeded
Downloading global simple URL settings.
Enabling topology...
Enabling topology... E
Back I Next I Cancel I
9.  Wait until the publish topology process has ended successfully.
Figure 3-15: Publish Topology Successfully Completed

Publishing wizard complete

Your topology was successfully published,

| Step | Status I I
" Publishing topology ... Success View Logs
Downloading topology ... SuCcess
Downloading global simple URL seftings,  Success
Enabling topology... Success
To dose the wizard, click Finish.

Help Back | Finish I Cancel

10. Click Finish.
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3.3 Configuring the Route on the Lync Server 2010

This section describes how to configure a Route on the Lync server and associate it with the E-
SBC PSTN gateway.
» To configure the route on the Lync server:

1. Open the Communication Server Control Panel (CSCP).
2. Click Start.
3. Click All Programs, and select Lync Server Control Panel.

Figure 3-16: Opening the Lync Server Control Panel

& Internet Explorer ( =
& Irternet Explorer (Be-bit) ‘ #
E| Windows Contacks \_‘)

Windows Update
| Brcessories

Administrak
J Administrative Tools MINIELrSLer
Ext d 1 d
. Extras and Upgrades U
., Maintenance
, Microsoft Lync Server 2010
— - - Cormputer
E® Lvnc Server Control Panel
]E Lync Server Deployment Wizard Metwark

%_‘é; Lync Server Logaging Tool

@ Lync Server Management Shell

% Lync Server Topology Builder
Resource Kit Tools Documentation

Contral Panel

Adrninistrative Tools r
The Connect to FE-Lync.Lync.local screen appears.
4. Enter your domain Username and Password.

Figure 3-17: Lync Server Credentials

Connect to FE-Lync.Lync.local

D
R

Connecting ko FE-Lync.Lync.local.

Lser narme: I € Lynciadministrator j J

Password: I [TTITTTIYTT]

Iv¥ Remember rmy password:

(] 4 I Cancel
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The CSCP Home page is displayed.

Figure 3-18: CSCP Home page

E’f icrosoft Lync Server 2010 Control Panel

Microsoft:

Lync Server2o10

3  Home
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i - User Information
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First Run Checklist
Using Control Panel

Getting Help
Downloadable Documentation
Online Documentation on TechMNet Library
Lync Server Management Shell
Lync Server Management Shell Script Library
Lync Server Resource Kit Tools

Community
Forums
Blogs

5. Inthe Navigation pane, select the Voice Routing menu option.

Figure 3-19: Voice Routing Option

EEMicrosoft Lync Server 2010 Control Panel

Microsoft
Lync Serverzo10

& Home

2 Users Create voice routing test case information

4 Topology

& 1M and Presence

i : ; X

feamaicsilauting @ New ¥ Edit ¥ Action ¥ Commit ¥

%, Voice Features Name ~ Scope State

T, [rszarsaGmnss & Globa Global  Committed
BB Conferencing :

@ Clients

External User

e

=¥ Access

= MOHITDI’IF_TQ.
and Archiving

G security
Network

L

Configuration

I e m PSIN tiz0e | Trunkcconfigarstion | Tt Voiee Routing _

[_[O[x]

ator | Sign out

¥

Normalization rules Description

3
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6. Inthe Voice Routing menu at the top of the page, click the Route tab.

Figure 3-20: Route Option

8 Microsoft Lync Server 2010 Control Panel _To[=]

Microsodts Administrator | Sign out

~ LyncServer2o010 N

i Vioice Policy PSTN Usage Trunk Configuration Test Voice Routing
-3 Home
Create outing test ¢

reste voice routing test case information ¥
R Users te voice routi est case informatio ¥

34 Topology

G 1M and Presence L

(1= i i o 5
2 Voice Routing 4% New 7 Edit ¥ Action ¥ Commit ¥ ®

%_ Voice Features Name State PSTM usage Pattern to match
_;Eps’ Response Groups UsA Committed Internal, Local.. M+l
Conferencing Tsrae Committed  Intemal, Local.. #\+972
@ Clients l

External User

Access

Monitoring
and Archiving

Security

MNetwork
Configuration

W b

F

. N .
7. Inthe content area toolbar, click ™ i the following screen appears:

Figure 3-21: Adding New Voice Route

MNew Voice Route
o ok K Cancal [7]
Name:* |

SIP Trunk Route

Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by dlicking Edit.

Starting digits for numbers that you want to allow:

. ]

Match this pattern:*

Edit ?

8. Inthe New Voice Route screen, enter a Name for this route (i.e. SIP Trunk Route).

9. Under 'Build a Pattern to Match’, add the starting digits you wish this route to handle. In this
example, the pattern to match is *’, which means “to match all numbers”.

10. Click Add.
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11. Associate the route with the E-SBC IP/PSTN gateway you created above by scrolling down
to the Associated Gateways pane and click Add.

Figure 3-22: Adding New E-SBC Gateway

New Voice Route

o ok X Cancel @
-
* Exceptions
Remove
Match this pattern:*
Edit 7

|_| Suppress caller ID

Alternate caller 1Dz

Associated gateways:

A list of all the deployed Gateways is displayed.

Figure 3-23: List of Deployed Gateways

Select Gateway @ x
j e
Sevice Site__
a
PstnGateway:ACEG.Lynclocal Interop
PstnGatewayitestl112.ynclocal SBA-10
PstnGateway:Telenet.Lync.loca Interop
PstnGateway:GWiest32.lynclocal SBALest32
PstnGateway:MB0OTESTO1-GW.ynclocal MBO0TESTO1
PstnGatewayVerizon Lync.loca Interop |
PstnGateway:Skype.Lync.local Interop
PstnGateway:Timico.Lync.local Interop
PstnGateway:SBA-GW-MEDD-001 S5BA-MB00-001
PstnGateway:Interoute.ynclocal Interop
PstnGateway ITSP-GW. lync.local h Interop n
(o] Cancel
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12. Select the E-SBC Gateway you created above and click OK.

Configuration Note

Figure 3-24: Selected the E-SBC Gateway

Mew Voice Route

Q/ 0K X cancel '@'

Exceptions

Remove

Match this pattern:*

Edit 7

|_| Suppress caller ID

Alternate caller ID:

Associated gateways:

PstnGateway ITSP-GW.lync.local Add..

-

14. Inthe Associated PSTN Usages toolbar, click Select and add the associated PSTN Usage.

Figure 3-25: Associating PSTN Usage to E-SBC Gateway
Mew Voice Route

o ok N K Cancel @

b

|| Suppress caller ID

Alternate caller ID:

Associated gateways:

PstnGateway:ITSP-GW.lync.local Add...
Associated PSTN Usages

- Select...

PSTN usage record Associated voice policies

Long Distance :@Globa
2 Interop
@ cioba

Internal -
24 Interop
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15. In the toolbar at the top of the New Voice Route pane, click OK.
The New Voice Route (Uncommitted) is displayed.

Figure 3-26: Confirmation of New Voice Route

®

x

| P
% New _-7 Edit ¥ {_}Move down Action ¥ Commit ¥
Name State PSTN usage Pattern to match
SIP Trunk Route g Uncommitted  Local, Internal..  M*
16. From the Commit drop-down menu, on the Content area Toolbar, select the
Commit All option.
Figure 3-27: Committing Voice Routes
je)
o New 'f Edit ¥ J\}Muvedown Action ¥ | Commit ¥
Name State PSTN US3 Review uncommitted changes
SIP Trunk Route g Uncommitted Local, Inte  Commit all I}
17. Inthe Uncommitted Voice Configuration Settings window, click Commit.
Figure 3-28: Uncommitted Voice Configuration Settings
Uncommitted Voice Configuration Settings @
Routes A
Identity Action New value (pattern to match) Old value (pattern to match)
SIP Trunk Route Added e
Commit | | Cancel
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18. A message is displayed, confirming a successful voice routing configuration; click Close.

Figure 3-29: Voice Routing Configuration Confirmation

Microsoft Lync Server 2010 Control Panel @ x

@ Successfully published voice routing configuration.

The new committed Route is now displayed in the Voice Routing screen.

Figure 3-30: Voice Routing Screen Displaying Committed Routes
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External User
Access
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1 Home
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&k New /7 Edit ¥
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Israg
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State PSTN usage
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Committed  Internal, Local...

Committed Internal, Local..

- [0]x]

Ad strator | Sign out

¥
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Commit ¥ (7]
Pattern to match
A1
A\+872

g
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4 Configuring the E-SBC Device

This section describes the following steps for configuring the E-SBC device in the Telenet SIP
Trunking environment. The following describes the steps required to configure the E-SBC device:

Configuring IP Addresses. See Section 4.1 on page 30.
Configuring Port Forwarding. See Section 4.2 on page 33.
Enabling Application Mode. See Section 4.3 on page 35.

H Step 1
H Step 2
B Step 3:
[ |

Step 4:
36.

Step 5:

Step 6:
38.

Step 7:
Step 8:
Step 9:

Configuring Secure Real-Time Transport Protocol (SRTP). See Section 4.4 on page

Configuring IP Media. For more information, see Section 4.5 on page 37.
Configuring SIP General Parameters. For more information, see Section 4.6 on page

Configuring DTMF & Dialing. See Section 4.7 on page 40.

Configuring Coders. See Section 4.8 on page 41.

Configuring Proxy & Registration. See Section 4.9 on page 42.
Step 10:
Step 11:
Step 12:
Step 13:
Step 14:
Step 15:
Step 16:
Step 17:
Step 18:

Configuring Proxy Sets Table. See Section 4.10 on page 43.
Configuring IP Profile. See Section 4.11 on page 45.
Configuring IP Group Tables. See Section 4.12 on page 47.
Configuring Trunk Group. See Section 4.13 4.11on page 49.
Configuring Routing. See Section. See Section 4.13 on page 49.
Configuring Manipulation. See Section 4.15 on page 52.

Configuring Message Manipulations. See Section 4.16 on page 54.
Configuring SIP TLS Connection. See Section 4.17 4.160n page 57.
Resetting the Gateway. See Section 4.18 on page 63.

The procedures described in this section are performed using the E-SBC devices’ Web-based
management tool (i.e., Web interface). Before you begin configuring the E-SBC device, ensure
that the Web interface's navigation tree is in full menu display mode (i.e., the Full option on the
Navigation bar is selected), as displayed below:

Figure 4-1: Web Interface Showing Basic/Full Navigation Tree Display

Basic
Mavigation Tree
View Option

Slatus

Configuraton | Management & Disgnostics

Soenarios Seanch

(*)pasic () Full
/' n..j‘hlv:twurl-c Setings

*lMedia Settings

*(lprotocal Configuration

il pdvance Applications

Only “Basic™ Menus

Gonfiguration| Management | 30 oee oo

S oaranos Search
) Basic & Full

il Network Settings
il Media Settings
HlllSecurity Setting

* (P rotocal Configuration
il Advance Applications

Stalus

Full Mavigation
Tree View
Option
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4.1  Step 1: Configuring IP Addresses

This step describes how to configure LAN IP addresses when the internal data-routing
capabilities of the E-SBC device are used in order to connect to the Telenet SIP Trunk. In this
case, you must configure a separate WAN interface as described below.

Notes:

e  The VoIP and Management interface must be in the same subnet as the data-
routing interface as shown in the figure below.

e  When operating with both VolP and Data-Routing functionalities, it is
recommended to define the Default Gateway IP address for the VolP network
interface in the same subnet and with the same VLAN ID as the IP address for

the data-routing LAN interface, as shown below.

4.1.1 Configuring LAN IP Addresses

The following describes how to configure VolP IP Settings and LAN Data-Routing IP Settings.

4.1.1.1 Configuring VoIP IP Settings

The section describes how to configure VolP IP Settings.

>
1.

To configure the VoIP IP settings:

Open the 'IP Settings' page (Configuration tab > VolP menu > Network >
IP Settings).

Figure 4-2: IP Settings

Index

Application Type IP Address Prefix Length Gateway VLAN 1D Interface Name

-

@—V WAN Interface Name WAN Ethemet -

Click the Index option corresponding to the "OAMP + Media + Control"
(i.e., VolP and management interface) Application Type, and then click Edit.

Set the following parameters:
e |IP-Address: <Gateway IP-Address> (e.g., 10.15.7.131).
e  Prefix Length: The Subnet Mask in bits (e.g., 16 for 255.255.0.0).

e Gateway: <Gateway Default Gateway> (e.g., 10.15.7.130). For Mediant 800 or Mediant
1000, this IP should be same as you set up in the LAN data-routing IP address. For
Mediant 3000, it should be the corporate router IP.

From the 'WAN Interface Name' drop-down list, select WAN Ethernet. This is the WAN
interface on which your VolP traffic interfaces with the public network.
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4.1.1.2 Configuring LAN Data-Routing IP Settings

The following describes how to configure LAN data-routing IP settings.

Notes: This step is only relevant for the Mediant 800 MSBG and the Mediant 1000 MSBG
devices.

» To define the MSBG device's LAN data-routing IP address:

1. Access the MSBG device's Web interface with the IP address that you assigned to the VolP
and Management interface.

Open the 'Connections' page (Configuration tab > Data menu > Data System > Connections).

Figure 4-3: Connections Page

Hame Status Action

by LA
% WAN Ethermet
b LAN swit

Hew Connection

‘._*

Click the Edit . icon corresponding to the 'LAN Switch VLAN 1' connection, and then click the
Settings tab.

In the 'IP Address' and 'Subnet Mask' fields, enter the required IP address (e.g., 10.15.7.130) and
subnet respectively, and then click OK.

Figure 4-4: Defining LAN Data-Routing IP Address

General | Settings | Routing | Advanced
Device Name: eth0.1
Status: Connected
Schedule: Always El
Network: LAM EI
Connection Type: Ethernet
Physical Address: 00:90:8f:36:c4:f7
Underlying Connection: LAN switch
Internet Protocol \Use the Following IP Address [+]
IP Address: o 15 |7 .[130
Subnet Mask: 255 L1255 |0 .0
DNS Server Mo DNS Server [+]
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4.1.2 Configuring WAN IP Addresses

The following describes how to configure the MSBG device IP address used to connect to the

WAN.

devices.

Notes: This step is only relevant for the Mediant 800 MSBG and the Mediant 1000 MSBG

» To configure the WAN IP address:

1. Cable the MSBG device to the WAN network (i.e., ADSL or Cable modem), using the WAN
port.

2. Open the 'Settings' page (Configuration tab > Data menu > WAN Access > Settings).

Figure 4-5: WAN Settings

WAN Ethermnet
Connection Type:
Name:

Status:

MAC Address:

IP Address:
Subnet Mask:
Default Gateway:

Manusal IP Address Ethemet Connection

WAN Ethernet
Connected
00:90:8f:36:c4:f8
195 ||189 1182
255 L|255 ||255
195 L|189 1892

Primary DNS Server: a0 L|179 [{52
Secondary DNS Server: 80 179 |55
Click here for Advanced Settings

[ 154
. 128
(129
(100
. 100

[=]

3. Set the following parameters:

IP Address: <WAN IP-Address> (e.g., 195.189.192.154).
Subnet Mask: <Subnet Mask> (e.g., 255.255.255.128).

Default Gateway: <WAN Default GW IP-Address> (e.g., 195.189.192.129).
Primary DNS Server: <First DATA DNS IP-Address> (e.g., 80.179.52.100).
Secondary DNS Server: <Second Data DNS IP-Address> (e.g., 80.179.55.100).
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4.2

Step 2: Configuring Port Forwarding

This step describes how to configure the MSBG device's Port Forwarding.

The Port Forwarding item enables you to define the applications that require special handling by
the device. This allows you to select the application's protocol or ports (SIP and RTP) and the
local IP address of the device (e.g., Gateway’s IP: 10.15.7.131) that will be using the service.

Notes: This step is only relevant for the Mediant 800 MSBG and the Mediant 1000 MSBG

devices.

To configure a port forwarding service:

Open the 'Settings' page (Configuration tab > Data menu > Firewall and ACL >

Port Forwarding).

Figure 4-6: Configure Port Forwarding

Expose services on the LAN to external Internet users.

Local Host Local Address Public IP Address Protocols Status

Mew Entry

Action

| (\\_'& OK || E Apply H x Cancel || Resolve Now || Gﬂefresh

Click the ‘New Entry’ link; the following page appears:

Figure 4-7: Adding Port Forwarding Rule

‘ [E] specify Public IP Address

Local Host:

‘Protoco\ Any

Forward to Port: Same as Incoming Port IZ‘

Schedule Always
\
| efox || $8cancer |

In the 'Local Host' field, enter the host name or IP address (e.g., 10.15.7.131).

From the 'Protocol' drop-down list, select or specify the type of protocol. Add a new protocol
using the 'User Defined' option, and then add a new Service, representing the protocol.
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5. Inthe 'Service Name' name field, enter "SIP".
6. Click the New Server Ports link.

Figure 4-8: Adding a Service Protocol

Service Name: SIP
Server Ports |
Protocol Server Ports Action
New Server Ports e

[_ of ok J I_ 38 canca J

7. From the 'Protocol' drop-down list, select UDP.

Figure 4-9: Defining Service Server Ports

Protocol UDP ¥
Source Ports: Any El
Destination Ports: Single El 5060

[_ of oKk J[ $2 cance J

8. Inthe "Destination Ports" field, enter the range (e.g., 5060 for SIP and 6000-8000 for RTP).
9. Click OK; the main Port Forwarding page displays a summary of the rules that you added:

Figure 4-10: Display Port Forwarding Rules

Ewpose services on the LAN to external Internet users.

Local Host Local Address Public IP Address Protocols Status Action
@ 10.15.7.131 10.157.131  Any SIP - UDP Any -> 5060 Active A 4
10.15.7.131 10.15.7.131  Any RTP - UDP Any -> 5000-8000 Active A 4
New Entry ’ ]

[. WCIK ][ g Apply J[ xCancel J[.Resulve r-Jqu[.gF{efreshl
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4.3  Step 3: Enabling Application Mode

The following describes how to enable the IP-to-IP and SBC application mode.

» To enable the IP-to-IP application mode:

1. Open the 'Applications Enabling' page (Configuration tab > VoIlP menu > Applications
Enabling > Applications Enabling).

Figure 4-6: Applications Enabling

-

% Enable S5AS Disable [~
% Enable SBC Application @_' Enable [ ]
% Enable IP2IP Application @_’ Enable El

2. From the 'Enable SBC Application' drop-down list, select Enable. (This application is
enabled for the purpose of configuring the Message Manipulation Table on the SBC menu.
This application can be disabled after setting the Message Manipulation Table).

3. From the 'Enable IP2IP Application' drop-down list, select Enable.

Notes:
1. To enable the IP-to-IP capabilities on the AudioCodes gateway, your gateway
must be loaded with the feature key that includes the IP-to-IP feature.
2. The E-SBC device must be running SIP Version 6.2 or later.
3. Avreset with BURN to FLASH is required.
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4.4

Step 4: Configuring Secure Real-Time Transport
Protocol (SRTP)

If you configure TLS for the SIP transport link between the E-SBC and the Mediation Server, you
must specify Secure RTP (SRTP) encryption with one of the following options:

Required: SRTP should be attempted, but do not use encryption if negotiation for SRTP is
unsuccessful.

Optional: Attempt to negotiate the use of SRTP to secure media packets. Use RTP if SRTP
cannot be negotiated.

Not used: Send media packets using RTP.

If you choose to configure the Mediation Server to use SRTP (Required or Optional), you need to
configure the Media Gateway to operate in the same manner.

» To configure the media security:

1.

Open the 'Media Security' page (Configuration tab > Media menu >
Media Security).

Figure 4-7: Media Security Page

« General Media Security Settings

& Media Security Enable

Media Security Behavior Preferable - Single media

« SRTP Setting

b &

Master Key Identifier {(MKI) Size 1

| ¥ SRTP offered Suites |

From the 'Media Security' drop-down list, select Enable.

From the 'Media Security Behavior' drop-down list, select one of the following:

e Mandatory - if the Mediation Server is configured to SRTP Required.

e Preferable-Single media - if Mediation Server is configured to SRTP Optional.
In the 'Master Key Identifier (MKI) Size' field, enter "1".

Click Submit.

Save (burn) the configuration and reset the Gateway.

Notes: In order to set the ‘Media Security Behavior’ to the IP Profile of the Mediation
Server, see the IP Profile Settings (see Section 4.9 on page 42).
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4.5  Step 5: Configuring IP Media

This step describes how to configure the number of media channels for the IP media. In order to
reform the coder transcoding, you need to define DSP channels. The number of media channels
represents the number of digital signaling processors (DSP) channels that the device allocates to
IP-to-IP calls (the remaining DSP channels can be used for PSTN calls). Two IP media channels
are used per IP-to-IP call.

The maximum number of media channels available on the Mediant 800 E-SBC device is 30 (i.e.,
up to 15 IP-to-IP calls).

The maximum number of media channels available on the Mediant 1000 E-SBC device is 120
(i.e., up to 60 IP-to-IP calls).

The maximum number of media channels available on the Mediant 3000 E-SBC device is 2016
(i.e., up to 1008 IP-to-IP calls).

In this configuration, 120 channels are configured.

» To configure IP Media Settings:

1. Open the 'IP Media Settings' page (Configuration tab > VoIP menu > IP Media >
IP Media Settings).

Figure 4-8: IP Media Settings

-

& MNumber of Media Channels @—> 120

& ‘foice Streaming Dizable El
Metfnn Announcement IC annc
MSCZML ID ivr
Transcoding ID trans

« Conference

Conference 1D conf

Beep on Conference Enable El
Enable Conference DTMF Clamping Enable El
Enable Conference DTMF Reporting Dizable El

2. Inthe 'Number of Media Channels' field, enter "120".
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4.6  Step 6: Configuring SIP General Parameters

The following describes how to enable SIP General parameters.

» To configure SIP General Parameters:

1. Open the 'Applications Enabling' page (Configuration tab > VolP menu > SIP Definitions >
General Parameters).

Figure 4-9: General Parameters

w» SIP General
% MNAT IP Addre=ss

7

185.1858.152.154

PRACK Mode Supported =
Channel Select Mode Cyclic Ascending El
Enable Early Media @—V Enable El
Session-Expires Time 0

Minimum Session-Expires 90

Seszion Expires Method Re-INVITE El
Asserted Identity Mode Disabled =
Fax Signaling Method GD_> G. 711 Transport El
SIP Transport Type &> [1s [=]
SIP UDP Local Port 5060

SIP TCP Local Port 5068

SIP TLS Local Port @—V 5087

Enable SIPS Disable =
Enable TCP Connection Reuse Enable El
SIP Destination Port @—> 5067

Enable Remote Party ID Enable El
Enable History-Info Header Disable El
Play Ringback Tone to IP Don't Play El

7

Play Ringback Tone to Tel Play Local Until Remote Media A El

In the 'NAT IP Address' field, enter the Global (public) IP address of the E-SBC device.
From the 'Enable Early Media' drop-down list, select Enable.

From the ‘Fax Signaling Method’ drop-down list, select G.711 Transport.

From the ‘SIP Transport Type’ drop-down list, select TLS.

In the 'SIP TLS Local Port' field, enter "5067".

In the ‘SIP Destination Port’ field, enter "5067" (Lync Server listening port).

From the ‘Enable Remote Party ID’ drop-down list, select Enable.

© ©® No gk wDdN

From the ‘Play Ringback Tone to Tel’ drop-down list, select Play Local Until Remote Media
Arrives.
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Figure 4-11: General Parameters (Cont.)

Forking Handling Made Sequential handling -
Enable Comfort Tone ®_> Disable -
Add Trunk Group ID as Prefix to Source Mo -
Fake Retry After 0

Enable Reason Header Enable -

10. From the 'Forking Handling Mode' drop-down list, select Sequential handling.

11. Open the 'Admin" page, by appending the case-sensitive suffix ‘AdminPage’ to the Media
Gateway's IP address in your Web browser's URL field (e.g., http://10.15.7.131/AdminPage).

12. On the left pane, click ini Parameters.
Figure 4-10: INI file Output Window

Parameter Name: Enter Value:
USESIPURIFORDIVERSIONHEADER 1  Apply New Value |
Output Window

Parameter Name: IGNOREALERTAFTEREARLYMEDIA o
Parameter current Value: 1
Parameter Description:Interwork of Alert from ISDN to SIP

Parameter Name: ENAEBLEEARLY183
Parameter Current value: 1
Parameter Description:Enable Early 183

m

Parameter Name: OPTICNSUSERPART

Parameter current value: empty

pParameter Description:Rllow to configure the OPTIONS userpart string for all
gateways.

Parameter Name: USESIFURIFORDIVERSICNHEADER
[Parameter current value: 1
Parameter Description:Use Tel uri or Sip uri for Diversion header

13. Inthe 'Parameter Name' field, enter the following parameters:
e IGNOREALERTAFTEREARLYMEDIA; in the 'Enter Value' field, enter "1".
e ENABLEEARLY183; in the 'Enter Value' field, enter "1".
e  OPTIONSUSERPART,; in the 'Enter Value' field, enter "empty".
e USESIPURIFORDIVERSIONHEADER; in the Enter Value field, enter "1".
14. Click Apply New Value.
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4.7

Step 7: Configuring DTMF and Dialing

The following describes how to configure the DTMF and Dialing settings.

» To configure DTMF and Dialing:

1. Open the 'DTMF & Dialing' page (Configuration tab > VoIP menu > GW and IP to IP >
DTMF and Supplementary > DTMF & Dialing).

Figure 4-11: DTMF & Dialing

-

Max Digits In Phone Num
Inter Digit Timeout [sec)
Declare RFC 2833 in SDP
1st Tx DTMF Option

2nd T DTMF Option

RFC 2833 Payload Type

Dial Plan Index

Default Destination Mumber

30
4

Yes

RFC 2833

101
-1

1000

[ 5]

2. Inthe 'RFC 2833 Payload Type' field, enter "101".
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4.8  Step 8: Configuring Coders

The following describes how to configure the SIP coders. This is the general coder table.
Because Microsoft Lync and Telenet both support only G.711 coders, there no need for
Transcoding and different Coder Groups.

» To configure coders:

1. Open the 'Coders' page (Configuration tab > VolP menu > Coders and Profiles >

Coders).
Figure 4-12: Coders
r Cod Tahl
Coder Name Packetization Time Rate Payload Type Silence Suppression
G.T11A-law 20 64 8 Disabled
20 54 0 Disabled

@__» B.711U-law

(1 | B | B | | ] B | T
| | B | B | | B | B B A
(| G| B | | | ] | |
(1 G B | B | | B B B T

2. From the 'Coder Name' drop-down list, select G.711A-law and G.711U-law.
3. Click Submit.
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4.9

Step 9: Configuring Proxy and Registration

The following describes how to configure the SIP Proxy and Registration. This configuration
includes setting a redundant route for the Microsoft Lync Proxy Set.

>
1.

To configure Proxy and Registration:

Open the 'Proxy & Registration' page (Configuration tab > VolP menu > SIP Definitions >

Proxy & Registration).

Figure 4-13: Proxy & Registration

Use Default Proxy

Proxy Name

Redundancy Mode

Proxy IP List Refresh Time
Enable Fallback to Routing Table
Prefer Routing Table

Always Use Proxy

Redundant Routing Mode

SIP ReRouting Mode

Enable Reaqistration

Registrar Transport Type
Re-registration Timing [%%]
Registration Retry Time
Registration Time Threshold
Re-register On INVITE Failure
ReRegister On Connection Failure
Gateway Name

Gateway Registration Name

O

Mo

Parking
&0

Dizable

Mo

Dizable
Routing Table
Standard Mode
Dizable

Mot Configured
20

30

0

Dizable
Dizable

TEP-GW.hync. local

FREEEEE] JE]] ]

[ ]

In the 'Gateway Name' field, enter the Gateway FQDN Name

(e.g., "ITSP-GW.lync.local").

Note: You configure this name in Section 4.17.3 on page 58).
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4.10 Step 10: Configuring Proxy Sets Tables

The following describes how to configure the proxy set tables. You need to configure two proxy

sets - one for the Telenet SIP trunk and the other for the Microsoft Lync server.

» To configure Proxy Sets Table 1 for Microsoft Lync:

1. Open the 'Proxy Sets Table' page (Configuration tab > VolP menu > Control Network>

Proxy Sets Table).

Figure 4-14: Proxy Sets Table 1

-

Proxy Set1n (2= 1

Proxy Address Tr?l':spzurt

> | FE-Lync.Lync.local @D=> | s ~
2 -

3 -

4 -

5 -

-

Enable Proxy Keep Alive lIsing Options

Proxy Keep Alive Time &0

Method

Proxy Load Balancing

Round Rebin

T

Is Proxy Hot Swap

ez

Proxy Redundancy Mode Mot Configured

% SRED Index

0

Classification Input

IP onhy

2. From the ' Proxy Set ID' drop-down list, select 1.

w

(e.g., "FE-Lync.Lync.local").

N o o k&

From the 'Transport Type' drop-down list, select TLS.

From the 'Enable Proxy Keep Alive' drop-down list, select Using Options.

From the 'ls Proxy Hot Swap' drop-down list, select Yes.

Configure the Microsoft Lync Server SIP Trunking IP address or FQDN and Destination Port

From the 'Proxy Load Balancing Method' drop-down list, select Round Robin.
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» To configure Proxy Sets Table 2 for Telenet SIP Trunk:

1. Open the 'Proxy Sets Table' page (Configuration tab > VolP menu > Control Network>

Proxy Sets Table).

Figure 4-15: Proxy Sets Table 2

. - M
Proxy Set ID Q= |z (=]
Transport
Proxy Address Type
@ |1 195.130.151.164:5060 (@—>| [uor[+]
2 L]
3 B3
4 1
5 B3
-
©—> Enable Proxy Keep Alive Using Options El
Proxy Keep Alive Time 60
Proxy Load Balancing Method Disable El
I= Proxy Hot Swap No El
Proxy Redundancy Mode Mot Configured El
4/SRD Index 0
Classification Input IP only El

2. From the 'Proxy Set ID' drop-down list, select 2.

3. Configure the Telenet I[P address or FQDN and

195.130.151.164:5060").
4. From the 'Transport Type' drop-down list, select UDP.

Destination Port (e.g.,

5. From the 'Enable Proxy Keep Alive' drop-down list, select Using Options.
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4.11 Step 11: Configuring IP Profile

The following describes how to configure the IP Profile. In this configuration, the IP Profile is used
to configure the SRTP/TLS mode and the Coder Group (see Section 4.8 on page 41).

You must configure Microsoft Lync to work in secure mode (SRTP/TLS); while, the Telenet SIP
trunk is configured in non-secure mode RTP/UDP.

» To configure IP Profile for Microsoft Lync:

1. Open the 'IP Profile Settings' page (Configuration tab > VolIP menu > Coders And Profiles
> |P Profile Settings).

Figure 4-16: IP Profile Settings

Profile ID @O |1 [=]

Profile Name Lync

A Common Parameters

w» Gateway Parameters

Fax Signaling Method Mo Fax El
Flay Ringback Tone ta IF Don't Play El
Enable Early Media Enabile El
Copy Destination Number to Redirect Number Dizable El
Media Security Behavior (@-> Preferable - Single Media El
CNG Detector Mode Disable =
Modems Transport Type Enable Bypass El
NSE Mode Disable =
Number of Calls Limit -1

Progress Indicator to IP Mot Configured El
Profile Preference 1 El
Coder Group Default Coder Group El
Remote RTP Base UDP Port 0

First Tx DTMF Option RFC 2833 El
— I = emare s 1

2. From the 'Profile ID' drop-down list, select 1.
3. From the 'Media Security Behavior' drop-down list, select Preferable — Single Media.
4. Click Submit.
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» To configure IP Profile for Telenet SIP Trunk:

1. Open the 'IP Profile Settings' page (Configuration tab > VolP menu > Coders And Profiles
> |P Profile Settings).

Figure 4-17: IP Profile Settings

Profile ID @@= 2 =

Profile Name TeleneT

A Common Parameters

w Gateway Parameters

Fax Signaling Method (@‘> G.711 Transport El
Play Ringback Tone to IP @—> Play El
Enable Early Media Dizable El
Copy Destination Number to Redirect Number Dizable El
Media Security Behavior @—> Dizable El
CNG Detector Mode Disable =
Modems Transport Type Enable Bypass El
NSE Mode Disable =
Number of Calls Limit -1

Progress Indicator to IP Mot Configured El
Profile Preference 1 El
Coder Group Default Coder Group El
Femote RTF Base UDP Port 0

First Tx DTMF Option RFC 2833 El
— I = r—mare ot 1

From the 'Profile ID' drop-down list, select 2.

From the ‘Fax Signaling Method’ drop-down list, select G.711 Transport.
From the ‘Play Ringback Tone to IP’ drop-down list, select Play.

From the ‘Media Security Behavior' drop-down list, select Disable.

Click Submit.

o g s wDN
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4.12 Step 12: Configuring IP Group Tables

The following describes how to create IP groups. Each IP group represents a SIP entity in the
gateway's network. You need to create IP groups for the following entities:

B Lync Server 2010 - Mediation Server
B Telenet SIP Trunk
These IP groups are later used by the IP-to-IP application for routing calls.

» To configure IP Group Table 1:

1. Open the 'IP Group Table' page (Configuration tab > VolP menu > Control Network> IP
Group Table).

Figure 4-18: IP Group Table 1

-
Index 2)—> 1 -
» Common Parameters
Type (3®—>  SERVER -
Description Lync
Proxy Set ID @—> 1 -
SIP Group Name
Contact User
IF Profile ID 0 -
w Gateway Parameters
Always Use Route Table No -
Routing Mode Mot Configured -
SIP Re-Routing Mode Standard -
Enable Survivability Dizable
Serving IP Group ID -

2. From the 'Index' drop-down list, select 1.
3. From the 'Type' drop-down list, select SERVER.
4. From the 'Proxy Set ID' drop-down list, select 1.

Microsoft Lync and Telenet SIP Trunk a7 November 2011



/S
[ ¢ ‘AUdIOCOdES Configuration Note

» To configure IP Group Table 2:

1. Open the 'IP Group Table' page (Configuration tab > VolP menu > Control Network> IP
Group Table).

Figure 4-19: IP Group Table 2

-
Index ®—> 2 -
» Common Parameters
Type (®—»  SERVER -
Description Telenest
Proxy Set ID @—> 2 -
SIP Group Mame
Contact User
IP Profile ID 0 -
w Gateway Parameters
Always Use Route Table Mo -
Routing Mode Mot Configured -
SIP Re-Routing Mode Standard -
Enable Survivability Dizable
Serving IF Group ID -

2. From the 'Index' drop-down list, select 2.
From the 'Type' drop-down list, select SERVER.
4. From the 'Proxy Set ID' drop-down list, select 2.
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4.13 Step 13: Configuring Trunk Group

The following describes how to add a Fax to the E-SBC device.

» To configure Trunk Group Table:

1. Open the ‘Trunk Group Table' page (Configuration tab > VolP menu > GW and IP to IP >
Trunk Group > Trunk Group).

Figure 4-20: Trunk Group Table

( Trunk Group Table -]

-

Add Phone Context As Prefix Disable -
Trunk Group Index 1-10 -

Group Index Module From Trunk| To Trunk Channels Phone Number Trunk Group ID Tel Profile ID
1 Module 2 FXS w 1 32997277 3 o

2. Configure Group Index 1:
e  From the 'Module' drop-down list, select the Module FXS type (e.g., Module 2 FXS).
e Inthe 'Channels' field, enter the channel number (e.g., 1).
e Inthe 'Phone Number' field, enter the FAX number (e.g., 32997277).
e Inthe 'Trunk Group ID' field, enter the Trunk Group ID (e.g., 3).

» To configure Trunk Group Settings:

1. Open the ‘Trunk Group Table' page (Configuration tab > VolP menu > GW and IP to IP >
Trunk Group > Trunk Group Settings).

Figure 4-21: Trunk Group Settings

( Trunk Group Settings \l

Agvanced Parameter List »

[~ |
| Index 1-10 -

Trunk Group ID Channel Select Mode Registration Mode

1 3 By Dest Phone Mumber - Don't Register «

2. Configure Row Index 1:
e Inthe 'Trunk Group ID' field, enter the Trunk Group ID (e.g., 3).

e  From the 'Channel Select Mode' drop-down list, enter the appropriate Channel Select
mode (e.g., By Dest. Phone Number).
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4.14 Step 14: Configuring Routing

The following describes how to configure the IP-to-IP routing table.

The device IP-to-IP routing rules are configured in the ‘IP to Trunk Group Routing’ and ‘Tel to IP

Routing’ tables. These tables provide enhanced IP-to-IP call routing capabilities for routing

received SIP messages, such as INVITE messages to a destination IP address. The routing rule

must match one of the following input characteristics:

B Source IP Group

B Source Phone Prefix and/or Source Host Prefix

It is crucial that you adhere to the following guidelines when configuring your IP-to-IP routing

rules:

B Ensure that your routing rules are accurate and correctly defined.

B Ensure that your routing rules from source IP Group to destination IP Group are
accurately defined to be eligible for the desired call routing outcome.

B Avoid (if possible) using the asterisk (*) symbol to indicate "any" for a specific parameter in
your routing rules. This constitutes a weak routing rule. For strong routing rules, enter
specific letter or numeric character values.

» To configure the IP to Trunk Group Routing Table:

1. Open the 'IP to Trunk Group Routing Table' page (Configuration tab > VolP menu >
GW and IP to IP > Routing > IP to Trunk Group Routing Table).
Figure 4-22: IP to Trunk Group Routing Table
( Inbound IP Routing Table W
| Basic Parameter List «
Routing Index 1-12 El |
IP To Tel Routing Mode Route calls before manipulation Iz‘
Dest. Host Prefix Source Host Prefix Dest. Phone Prefix Source Phone Prefix Source IP Address | 1P Profile 10 | 30Urce IP

=| Group ID Group ID

10.15.9.11 -1 1 1

32997277 3 2 2

195.130.151.164 -1 2 2

w o | w @ | n e w M|

=
o

=
=

=
%]

2. Configure Row Index 1: Calls arriving from IP 10.15.9.11 (i.e., Microsoft Lync server)
are sent to the ‘Tel to IP Routing Table’ (-1) with ‘IP Profile ID’ = 1 and marked as
‘Source IPGroup ID’ = 1.

3. Configure Row Index 2: Calls arriving to number 32997277 (i.e., Fax number) are sent
to Trunk Group ID 3 (i.e., FXS Card).

4. Configure Row Index 3: Calls arriving from IP 195.130.151.164 (i.e., Telenet Sip
Trunk) are sent to the ‘Tel to IP Routing Table’ (-1) with ‘IP Profile ID’ = 2 and marked
as ‘Source IPGroup ID'=2.
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» To configure Tel to IP Routing Table:

1. Open the 'Tel to IP Routing Table' page (Configuration tab > VolP menu > GW and IP
to IP > Routing > Tel to IP Routing Table).

Figure 4-23: Tel to IP Routing Table

( Qutbound IP Routing Table W
Basic Perameter List a
-
Routing Index =10 -
Tel To IP Routing Mode Route cals before manipulation
c Sre. Trunk = Dest. | Dest. | P
IPGroupID Sre. Host Prefix Dest Host Prefix Group 1o | Dest Phone Prefix Source Phone Prefix || Dest. IP Address Port | Transport Type |nc,ous 10| SRD PrIuS\e
11 Not Configured ~ |2 -1 2
2|2 Not Configured v | 1 -1 1
3|1 3 N N Not Configured v |2 -1 2
4|1 Not Configured v (-1
51 Not Configured  [-1
6|-1 Not Configured ~ (-1
7|1 Not Configured ~ | -1
8-1 Not Configured v | -1
91 Not Configured v [-1
10| -1 Not Configured v (-1

2. Configure Row Index 1: Calls from Source IPGroup ID 1 (i.e., from Microsoft Lync) is
sent to ‘Dest. IPGroup ID 2 (i.e., to Telenet).

3. Configure Row Index 2: Calls from Source IPGroup ID 2 (i.e., from Telenet) is sent to
‘Dest. IPGroup ID 1 (i.e., to Lync)

4. Configure Row Index 3: Calls from Source Trunk Group ID 3 (i.e., FXS Card) is sent to
‘Dest. IPGroup ID 2 (i.e., to Telenet).

Note: The Routing configuration may change according to the local deployment topology.
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4.15 Step 15: Configuring Manipulation

The following describes how to configure the manipulation tables. The Manipulation Tables sub-
menu allows you to configure number of manipulations and mappings of NPI/TON to SIP

messages.

Note: Adapt the manipulation table according to your environment dial plan.

» To configure Manipulation Tables:

1. Open the 'Manipulation Table' page (Configuration tab > VolP menu > GW and IP to
IP > Manipulations).

Figure 4-24: Manipulation Tables

) pasic @ Full

ﬁSy&tem
=lidvo1p
L'jNetworI-c
Hidom
ﬁSEcurity
HidpsTN
L'jSignaling
HdMedia
GSErvic:es
aﬁ«pplications Enabling
il control Network
GSIP Definitions
#idcoders And Profiles
EilGw and 1P to IP
ILjTrunI-c Group
B|.LjI'~J'IE||'|i|:r|_|lati0n.5.
General Settings
Dest Number IP-=Tel
Dest Number Tel-=IP
Source Number IP-=Tel
Source Number Tel-=1IP
Redirect Number IP -= Tel
Redirect Number Tel-=IP
Phone Context
Release Cause Mapping
® drouting
GDTMF and Supplementary
U;jl:ligital Gateway
Gﬁdvanced Applications
HH1p Media

m
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The following includes examples for number manipulation on destination and source numbers in
the Tel-to-1P tables:

» To configure Destination Phone Number Manipulation Table for Tel -> IP Calls Table:
1.

Open the ‘Destination Phone Number Manipulation Table for Tel -> IP calls’ page
(Configuration tab > VolP menu > GW and IP to IP > Manipulations sub-menu > Dest
Number Tel > IP).

Figure 4-29: Destination Phone Number Manipulation Table for Tel -> IP Calls

( Destination Phone Number Manipulation Table for Tel -> IP Calls

Note: Select row index to modify the relevant row.

Index

Source
Trunk
Group

Add

Source IP
Group

)

Basic ParameterList a

Stripped
Digits From
Left

Stripped
Digits From
Right

Number of Digits to
Leave

Destination Prefix Source Prefix Prefix to Add Suffix to Add

Open the ‘Source Phone Number

Index #1 defines the destination number manipulation of calls from Lync Server.

For all calls received from Source IP Group 1 (i.e., from Lync Server) and the
destination number prefix begins with '+', remove the ‘+’ and add ‘00’ to the number.

Index #2 defines the destination number manipulation of calls from Telenet SIP Trunk.

For all calls received from Source IP Group 2 (i.e., from Telenet SIP Trunk) and the
destination number prefix begins with '32', add the ‘+32’ prefix to the number.

To configure Source Phone Number Manipulation Table for Tel -> IP Calls Table:

Manipulation Table for Tel -> IP calls’ page

(Configuration tab > VolP menu > GW and IP to IP > Manipulations sub-menu > Source
Number Tel > IP).

Figure 4-30: Source Phone Number Manipulation Table for Tel -> IP Calls Page

( Source Phone Number Manipulation Table for Tel -> IP Calls

Note: Select row index to modify the relevant row.

Source|
Trunk
Group

Index

Add

Source|
1P

Group

3

Basic ParameterList a

Stripped
Digits
From
Left

Stripped
Digits
From
Right

Mumber of Digits to
Leave

Destination Prefix Source Prefix Prefix to Add Suffix to Add Presentation

Index #1 defines the Source nhumber manipulation of calls from Lync Server.

For all calls received from Source IP Group 1 (i.e., from Lync Server) and the Source
number prefix begins with '+', remove the ‘+32’ to the number.

Index #2 defines the Source number manipulation of calls from Telenet SIP Trunk.

For all calls received from Source IP Group 2 (i.e., from Telenet SIP Trunk), add a ‘+’ as
a prefix to the number.
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4.16 Step 16: Configuring Message Manipulations

The 'Message Manipulations' page allows you to define up to 200 SIP message manipulation
rules. This manipulation includes insertion, removal, and/or modification of SIP headers. Multiple
manipulation rules can be configured for the same SIP message. SIP message manipulation
rules configured on this page will be assigned to an IP Group and determined whether they must
be applied to inbound or outbound messages. This step describes the Message Manipulation for
working with Telenet SIP Trunk for the Call Transfer/Forward feature using Microsoft Lync.

Two sets of manipulation are defined:
B Set ID 0 is assigned to the gateway inbound manipulation set.

B Set ID 1is assigned to Telenet IP Group (IP Group 2) as an Outbound Message
Manipulation Set (Row index 3)

» To configure SIP message manipulations:

1. Open the 'Message Manipulations' page (Configuration tab > VolP menu > SBC
submenu > Manipulations SBC sub-menu > Message).

Figure 4-33: SIP Message Manipulation

( Message Manipulations W

Note: Select row index to modify the relevant row

3 Add

Index | Manipulation Set ID Message Type Condition Action Subject Action Type Action Value Row Role

2. Configure the following manipulation rules:

e Row Index #1: If a Referred-By header exists in the request coming from the Lync
Server, then this manipulation row adds a Diversion Header with the Referred-By URL
header.

e Row Index #2: For any request coming from the Lync Server, this manipulation row
removes the prefix of ‘+32’, inthe user part in the Diversion header.

e Row Index #3: If a Diversion header exists in the request coming to Telenet SIP
Trunk, then this manipulation row modifies a Remote-Party Header with the screen
partto ‘1’ (i.e., yes).
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» To assign a manipulation Set ID 1 to IP Group 2:

1. Open the 'IP Group Table' page (Configuration tab > VolP menu > Control Network>
IP Group Table).

Figure 4-34: IP Group Table

Index 2 -

w Commaon Parameters

Type SERVER -
Description Telenet
Proxy Set ID 2 -

SIP Group Name
Contact User
IP Profile ID 2 -

w Gateway Parameters

Always Use Route Table Mo -
Routing Mode Mot Configured -
SIP Re-Routing Mode Standard -
Enable Survivability Disable

Serving IP Group ID -

w SBC Parameters

Classify By Proxy Set Enable -
Max Number Of Registered Users -1
Inbound Message Manipulation Set -1
Outbound Message Manipulation Set 1

O

2. From the ‘Index' drop-down list, select 2.
3. Inthe ‘Outbound Message Manipulation Set’ field, enter “1”.
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» To assign manipulation set ID 0 to gateway inbound manipulation set:

1. Open the 'Admin’ page, by appending the case-sensitive suffix ‘AdminPage’ to the
Media Gateway's I[P address in your Web browser's URL field (e.g.,
http://10.15.7.131/AdminPage ).

2. On the left pane, click ini Parameters.
In the 'Parameter Name' field, enter “GWINBOUNDMANIPULATIONSET".
4. Inthe 'Enter Value' field, enter "0".

Figure 4-35: Output Window

Parameter Name: Enter Value:
GWINBOUNDMANIPULATIONSET 0  Apply New Value
OQutput Window

Parameter Name: GWINBCUNDMANIPULATIONSET

[Parameter Current Value: 0

Parameter Description:Inbound manipulation set ID for Gw. If configured,
applies for all incoming INVITE reguests.

5. Click Apply New Value.
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4.17 Step 17: Configuring SIP TLS Connection

The following describes how to configure the AudioCodes gateways for implementing a TLS
connection with the Microsoft Lync Mediation server. The steps described in this section are
essential elements for the configuration of a secure SIP TLS connection.

4.17.1 Step 17-1: Configuring VolP DNS Settings

The following describes how to define the VolP LAN DNS server, which is a necessary action
when a FQDN is configured (as in this scenario configuration, see Section 4.9 on page 9).

» To configure the VolP DNS settings:
1. Open the 'DNS Settings' page (Configuration tab > VolP menu > DNS > DNS Settings).

Figure 4-25: VolP DNS Settings

w» VoIP DNS Settings
% DNS Primary Server IP Q= 1015910
% DMNS Secondary Server IP

2. Set the following parameters:
e  DNS Primary Server IP: <Primary DNS IP-Address> (e.g., 10.15.9.10).
e DNS Secondary Server IP: <Secondary DNS IP-Address>.

4.17.2 Step 17-2: Configuring NTP Server

The following describes how to configure the NTP Server IP address. It is recommended to
implement an NTP server (third-party) so that the E-SBC device receives the accurate current
date and time. This is necessary for validating remote parties' certificates.

» To configure NTP Settings:

1. Open the 'Application Settings' page (Configuration tab > System menu > Application
Settings).

Figure 4-26: NTP Settings

w» NTP Settings
NTP Server IP Address @—> 10.15.9.10
NTF UTC Offset Hours: |2 Minutes: |0
MNTP Updated Interval Hours: |24 Minutes: 0

2. Inthe 'NTP Server IP Address' field, enter the NTP Server IP-Address (e.g., 10.15.9.10).
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4.17.3 Step 17-3: Configuring a Certificate

The following describes how to exchange a certificate with the Microsoft Certificate Authority. The
certificate is used by the E-SBC device to authenticate the connection with the management
computer (i.e., the computer used to manage the E-SBC using the embedded Web interface.).

» To configure a certificate:

1. Open the ‘Certificates’ page (Configuration tab > System menu > Certificates).

Figure 4-27: Certificates Page

Subject Name  ITSP-GW.Lync o

Copy the certificate signing request and send it to your Certification Authority for signing.

Press the button "Generate self-signed” to create a self-signed certificate using the subject name

provided above.
Important: this is a lengthy operation, during this time the device will be out of service.
After the operation is complete, save configuration and reset the device.

Certificate Signing Request

[ Generate CSR 41_@

————-BEGIN CERTIFICATE REQUEST--———
MIIBE]jCByRIBADAETMROwGwYDVOODEXRIbnRlcmS1dGTuTH1uY y5sbZHhbDCEnzAN
BgkghkiG5wiEAQEFAROE] 0AwgYkCgYEArgJt PpbueRBeid eF+ENotZggopsudlT
1X8145b0] fwoslhaGBrKIOJ0 40eMHoPDERbwPp3CjHou/AE e iwBeBS eNmZ sLAQGE
28 jxePEB5ymyfhknfr+zEusBE z8hd JgzbeNrwyEk lmbdcrTyLOHTH=01 g0 saoesﬁ—@
rrdootrns POCAWERL R IMROGCEqES Ib3D0EBEATARACEBARY ¥ 2 gl fanSwilgd JHL
MnkMEkxBxMgSgahgoLEmuchZEBoZmdgEcOGAFTBokFhJ0SafGHeHex STURWOS3ATS
5£5mBcdB] 8ib+RS+YI+H0st5TRTSDZENgSYp4G+0BljEoglgBeDFgUinZ IoLPjHx

wnQwEOUTX eBsVBT71a083Hek
————— END CERTIFICATE REQUEST--—-——

3.
4,
5.

In the 'Subject Name' field, enter the Media Gateway name (i.e., ITSP-GW.Lync.local)
Click Generate CSR; a Certificate request will be generated.

Copy the CSR (from the line “----BEGIN CERTIFICATE” to “END CERTIFICATE REQUEST-
---") to a .txt file (such as Notepad), and then save it to a folder on your computer as
certreq.txt.
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6. Navigate to the ‘Server http://<Certificate Server>/CertSrv’ certificate.

Figure 4-28: Microsoft Certificate Services Web Page

/3 Microsoft Certificate Services - Microsoft Internet Explorer (=1 B
fle Edt View Favorites Tools Help ‘ e
eBa\:k - \) - D @ ‘h ‘ pSEar:h *Favur\tes & D:<' _;_ _J a3
Address [&] hitp://10.15.4.201 fcertsruf B> “Lmks 2

Bl

Microsoft Certific - Demolab

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or ather program. By using a cerificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
wiew the status of a pending request

Far mare information about Certificate Services, see Certificate Services Documentation

Select atask:
Request a certificate
View the status of a pending certificate request
Dovinload a CA certificate, certificate chain, or CRL

[
] T T e

7. Click the Request a Certificate link; the following screen appears.

Figure 4-29: Request a Certificate Page

a Microsoft Certificate Services - Microsoft Internet Explorer

3] %]
fle Edt View Favorites Tools Help ‘ e
ek - ©) - D @ ‘h pSEar:h *Favur\tes & D:<' _;_ RN <, §
adiress [&] hitp://10.15.4.201 certsrfcertraus.ssp B> “Lmks 2

=
Request a Certificate
Select the certificate type:
Wyeb Browiser Cerfificate
E-Mail Protection Certificate
Or, submit an advanced cettificate request.
=
& T T [ 4 mtemet
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Click the Advanced Certificate Request link, and then click Next.

Figure 4-30: Advanced Certificate Request Page

a Microsoft Certificate Services - Microsoft Internet Explorer

| Ble Edt Vew Favortes Toos  Help

=] S
|
J@Back - - [x] [ (n| POseaen Slprmones €2 (2 o @ - | ) B
| address [&] http:/10.15.4.201 fcertsrvicertraad.asp B> E HLmks B
s - Demolab

=l
Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a reguest to this CA

Submit a certificate request by using & base-64-encoded CHWMC or PKCS #10 file, or submit & renewal request by using a base-64-encoded
PKCS #7 file

&) Done

/|
T [entenee
9.

Click the Submit a Certificate request by using base64 encoded... link, and then click
Next.
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Figure 4-31: Submit a Certificate Request or Renewal Request Page

& Microsoft Active Directory Certificate Services - Windaws Internet Explorer
@ ()= Bl huprj10.05.a.20 certsrvjcertrapt asp

File Edit View Favorites Toals Help

= o )|
NEIEIEY

W _@ Microsoft Adive Directory Certificate Services

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a bagse-G4-encoded CMC or PRCS #10 cerificate request or PHCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Regquest box,

Saved Reguest:

B83xeP5ymy ¥EkL »
Base-Sd-encoded rricotrnsPOCAVEALaLANADGCSqGS ThIDOEBBATA

reguasl MnkMa AgoLFruchz BoZmtgEcOGAF Took
[CMC ar SESmBc 4B B1b RS+ T I+OSL ST TID EENg S Tp 4 G+08 -
PRICS #0 or ¥niwECUUEEBsVET? Lala3 He b

PRCS#Y. END CERTIFICATE REQUEST-----— -
|

. IiL b

Cenificate Template:
Wb Server -

Attributes: -

Submit >

Done & Internet | Protected Mode: OFF v Riw -

10. Open the certreq.txt file that you created and saved (see Step 5), and then copy its contents
to the ‘Base64 Encoded Certificate Request’ text box.

11. From the 'Certificate Template' drop-down list, select Web Server.
12. Click Submit; the following screen appears:

Figure 4-32: Download a CA Certificate, Certificate Chain, or CRL Page

a Microsoft Certificate Services - Microsoft Internet Explorer

=& x|
| Ble Edt wew Favores ook Help | b
@Ba[k @) - \ﬂ @ ‘;j ;U Search {?Favuntes &3‘ [7\" :\; ] - _J i 3
Address [&] httpiff10.15.4.201 fcertsrv/certcare as B ERIE

Bl

gs -- Damolab

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

e

Encoding method:
& DER
 Base 64
Download CA certificate
Download CA certificate chain
Download latest base CRL

CA certificate:

13. Click the Base 64 encoding option, and then click the Download CA certificate link.
14. Save the file as 'gateway.cer" in a folder on your computer.
15. Navigate to the 'Server http://<Certificate Server>/CertSrv' certificate.
16. Click either one of the following links:
e Download a CA certificate
e Download CA certificate chain
e Download latest base CRL
17. Under the Encoding method group, do the following:
18. Click the Base 64 encoding method option.
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19
20
21

. Click the Download CA certificate link.
. Save the file as 'certroot.cer' in a folder on your computer.

. Navigate back (in the E-SBC device) to the ‘Certificates’ page.

Figure 4-33: Certificates Page

Pross |
Imiport

After th

he butlon "Genaerate self-signed” fo croate a self-signed cerificale using the subect name provided above
ant: this is & lengthy operation, during this timae the device will bo out of service.
@ opatalion is complats, save configuration and reset the device

Gemirale Sell-sagned

Certificate Files

Sand “Server Cenificate” fila from your computer io the device

CAGateway cat Browse Sand F|I§<_®

CiComrootcor (Browse_ | | Serdfis

Send "Private Key" file from your computer to the device
Browse Send hle

Hote: Replacing the private key is not recommended bat if it"s done, it should be over a physically-secure

network link.

22. On the ‘Certificates’ page, under the ‘Send Server Certificate...” field, click Browse and
select the ‘Gateway.cer’ certificate file that you saved on your local disk (see Step 14), and

23.

24.

then click Send File to upload the certificate.

On the ‘Certificates’ page, in the Trusted Root Certificate Store' field, click Browse and

select the 'Certroot.cer' certificate file that you saved on your local disk (see Step 20), and

then click Send File to upload the certificate.

Save (burn) the Media Gateway configuration and reset the Media Gateway, using the Web

interface’s 'Maintenance Actions' page (On the Navigation bar, click the Maintenance tab,

and then in the Navigation tree, choose Maintenance Actions).
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4.18 Step 18: Resetting the Gateway

After you have completed the gateway configuration as described in the steps above, burn the
configuration to the gateway’s flash memory and reset the gateway.

B Click the Reset button to burn the configuration to flash and reset the gateway (ensure that
the 'Burn to FLASH ' field is set to Yes).

Figure 4-34: Resetting the Gateway

Fa . _ Submit Burn Device Actions - (@& Home Help P | it
& AudioCodes Mediant 1000 - MSBG \_/;, ubmi @ B \Q} = Loy o

Configurstion | Malrtenance ?Stigsgnns‘tics ( n Acti

Search

= = — w Reset Configuration
Elmai
Maintenance Burn Ta FLASH Yes =]
Maintenance Actions ,
HFsoftware Update Graceful Option Ho El
w LOCK / UNLOCK
Lock LOCK
Graceful Option Mo El
Gateway Operational State UNLOCKED
w Save Configuration

Note: Reset with BURN to FLASH is required.
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Reader's Notes
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A AudioCodes INI File

The following displays the E-SBC device ini file. This file reflects the configuration described in
Section 4 on page 29.

B R R e
]

;** Ini File **

;Board: Mediant 1000 - MSBG

;Serial Number: 3589366

;Slot Number: 1

;Software Version: 6.20A.036.004

;DSP Software Version: 620AE3 => 620.08
;Board IP Address: 10.15.7.131

;Board Subnet Mask: 255.255.0.0

;Board Default Gateway: 10.15.7.130
;Ram size: 512M Flash size: 64M

;Num of DSP Cores: 13 Num DSP Channels: 51
;Profile: NONE

;Key features:;Board Type: Mediant 1000 - MSBG ;PSTN Protocols: I1SDN 1UA=4
CAS ;Coders: G723 G729 GSM-FR G727 ILBC ;E1Trunks=4 ;T1Trunks=4 ;IP Media:
Conf VXML VoicePromptAnnounc(H248.9) ;Channel Type: RTP PCl DspCh=240
IPMediaDspCh=240 ;DSP Voice features: EC128mSec AdditionTimeslotSummation
FastSlowPlayback Bargeln PatternDetector IpmDetector ;DATA features: Routing
FireWall&VPN WAN Advanced-Routing ;Security: IPSEC MediaEncryption
StrongEncryption EncryptControlProtocol ;Control Protocols: MSFT MGCP MEGACO
SIP SASurvivability SBC=120 ;Default features:;Coders: G711 G726;

; Slot # : Module type : # of ports : # of DSPs
1 : FALC56 : :
2 - FXS : 4 : 1
3 :© Empty

; 4 : Empty
5 © Empty
6 - Empty

[SYSTEM Params]

DNSPriServerlP = 10.15.9.10
SyslogServerlP = 10.15.45.200
EnableSyslog = 1

NTPServerlIP = 10.15.9.10
NTPServerUTCOffset = 7200
PM_VEDSPUtiIl = "1,64,72,15"

[BSP Params]
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PCMLawSelect = 3
WanlInterfaceName = "GigabitEthernet 0/0*

[Analog Params]

[ControlProtocols Params]
AdminStateLockControl = 0

[MGCP Params]

[MEGACO Params]

EP_Num_O
EP_Num_1
EP_Num_2
EP_Num_3
EP_Num_4

1
OO r r o

[PSTN Params]

[SS7 Params]

[Voice Engine Params]

RFC2833TxPayloadType = 101

ENABLEMEDIASECURITY = 1

SRTPTxPacketMKISize = 1
CallProgressTonesFilename = "usa_tones_13.dat"

[WEB Params]

LogoWidth = "145*
HTTPSCipherString = "RC4:EXP*

[SIP Params]

MEDIACHANNELS = 120
SIPDESTINATIONPORT = 5067
PLAYRBTONE2TEL = 1
USESIPURIFORDIVERSIONHEADER = 1
GWDEBUGLEVEL = 5

ENABLERPIHEADER = 1

ENABLEEARLYMEDIA = 1

SIPGATEWAYNAME = "I1TSP-GW.Lync.local*
STATICNATIP = 195.189.192.154
ADDTONZ2RPI = O
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ISFAXUSED = 2

TLSLOCALSIPPORT = 5067
MEDIASECURITYBEHAVIOUR = 3
IGNOREALERTAFTEREARLYMEDIA = 1
OPTIONSUSERPART = “empty”
FORKINGHANDLINGMODE = 1
ENABLESBCAPPLICATION = 1
ENABLEIPZIPAPPLICATION = 1
ENABLEEARLY183 = 1
GWINBOUNDMANIPULATIONSET = O

[SCTP Params]

[VXML Params]

[1Psec Params]

[Audio Staging Params]

[SNMP Params]

*** TABLE InterfaceTable ***

[ InterfaceTable ]

FORMAT InterfaceTable Index = InterfaceTable_ApplicationTypes,
InterfaceTable_ InterfaceMode, InterfaceTable IPAddress,

InterfaceTable_ PrefixLength, InterfaceTable Gateway, InterfaceTable_VIlanlD,
InterfaceTable_ InterfaceName;

InterfaceTable O = 6, 10, 10.15.7.131, 16, 10.15.7.130, 1, Voice;

[ \InterfaceTable ]

;  *** TABLE DspTemplates ***
; This table contains hidden elements and will not be exposed.
; This table exists on board and will be saved during restarts

;  *** TABLE PREFIX ***

[ PREFIX ]
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; ** NOTE: Changes were made to active configuration.

; ** The data below is different from current values.

FORMAT PREFIX_Index = PREFIX DestinationPrefix, PREFIX DestAddress,
PREFIX_SourcePrefix, PREFIX Profileld, PREFIX MeteringCode, PREFIX DestPort,
PREFIX_SrclPGrouplD, PREFIX DestHostPrefix, PREFIX DestIPGrouplD,
PREFIX_SrcHostPrefix, PREFIX TransportType, PREFIX_SrcTrunkGrouplD,
PREFIX_DestSRD;

PREFIX O = *, , *, 2, 255, 0, 1, , 2, , -1, -1, -1;

PREFIX 1 = *, , *, 1, 255, 0, 2, , 1, , -1, -1, -1;

PREFIX 2 = *, , *, 2, 265, O, -1, , 2, , -1, 3, -1;

[ \PREFIX ]

*** TABLE TrunkGroup ***

[ TrunkGroup ]

FORMAT TrunkGroup_lIndex = TrunkGroup_ TrunkGroupNum, TrunkGroup FirstTrunklid,
TrunkGroup_FirstBChannel, TrunkGroup_ LastBChannel,
TrunkGroup_FirstPhoneNumber, TrunkGroup Profileld, TrunkGroup_LastTrunkld,
TrunkGroup_Module;

TrunkGroup 0 = 3, 255, 1, 1, 32997277, 0, 255, 2;

[ \TrunkGroup ]

*** TABLE NumberMapTel2lp ***

[ NumberMapTel2lp ]
; ** NOTE: Changes were made to active configuration.

7 ** The data below is different from current values.

FORMAT NumberMapTel2lp_Index = NumberMapTel2lp_DestinationPrefix,
NumberMapTel2lp_SourcePrefix, NumberMapTel2lp_SourceAddress,
NumberMapTel2lp_NumberType, NumberMapTel2lp_ NumberPlan,
NumberMapTel2lp_RemoveFromLeft, NumberMapTel2lp_RemoveFromRight,
NumberMapTel2lp_LeaveFromRight, NumberMapTel2lp_ Prefix2Add,
NumberMapTel2lp_Suffix2Add, NumberMapTel2lp_lIsPresentationRestricted,
NumberMapTel2lp_SrcTrunkGrouplD, NumberMapTel2lp_SrclPGrouplD;
NumberMapTel2lp 1 = +, *, *, 255, 255, 1, 0, 255, 00, , 255, -1, 1;

NumberMapTel2lp 2 = 32, *, *, 255, 255, 0, 0O, 255, +32, , 255, -1, 2;

[ \NumberMapTel2lp ]

*** TABLE SourceNumberMaplp2Tel ***

[ SourceNumberMaplp2Tel ]
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FORMAT SourceNumberMaplp2Tel Index = SourceNumberMaplp2Tel DestinationPrefix,
SourceNumberMapIp2Tel _SourcePrefix, SourceNumberMaplp2Tel SourceAddress,
SourceNumberMapIp2Tel _NumberType, SourceNumberMaplp2Tel NumberPlan,
SourceNumberMapIp2Tel _RemoveFromLeft, SourceNumberMaplp2Tel RemoveFromRight,
SourceNumberMapIp2Tel _LeaveFromRight, SourceNumberMaplp2Tel Prefix2Add,
SourceNumberMapIp2Tel _Suffix2Add,

SourceNumberMap Ip2Tel_IsPresentationRestricted,
SourceNumberMapIp2Tel_SrcTrunkGrouplD, SourceNumberMaplp2Tel_SrclPGrouplD;

SourceNumberMaplp2Tel 1 = *, *, *, 255, 255, 0, O, 255, , , 255, -1, -1;

[ \SourceNumberMaplIp2Tel ]

*** TABLE SourceNumberMapTel2lp ***

[ SourceNumberMapTel2lp ]

FORMAT SourceNumberMapTel2lp_Index = SourceNumberMapTel2lp_DestinationPrefix,
SourceNumberMapTel21p_SourcePrefix, SourceNumberMapTel2lp_SourceAddress,
SourceNumberMapTel21p_NumberType, SourceNumberMapTel2lp_NumberPlan,
SourceNumberMapTel21p_RemoveFromLeft, SourceNumberMapTel2lp_RemoveFromRight,
SourceNumberMapTel2lp_LeaveFromRight, SourceNumberMapTel2lp_Prefix2Add,
SourceNumberMapTel21p_Suffix2Add,
SourceNumberMapTel2lp_IsPresentationRestricted,
SourceNumberMapTel2lp_SrcTrunkGrouplD, SourceNumberMapTel2lp_SrclPGrouplD;
SourceNumberMapTel2lp 1 = *, +32, *, 255, 255, 3, 0, 255, , , 255, -1, 1;
SourceNumberMapTel2lp 2 = , , *, 255, 255, 0, O, 255, +, , 255, -1, 2;

[ \SourceNumberMapTel2lp ]

*** TABLE PstnPrefix ***

[ PstnPrefix ]

FORMAT PstnPrefix_Index = PstnPrefix DestPrefix, PstnPrefix_TrunkGroupld,
PstnPrefix_SourcePrefix, PstnPrefix_SourceAddress, PstnPrefix Profileld,
PstnPrefix_SrclPGrouplD, PstnPrefix DestHostPrefix, PstnPrefix_ SrcHostPrefix;

PstnPrefix O *, -1, , 10.15.9.11, 1, 1, , ;:
PstnPrefix 1 32997277, 3, , , 2, 2, , ;
PstnPrefix 2 * -1, , 195.130.151.164, 2, 2, , :

[ \PstnPrefix ]

*** TABLE AltRouteCauseTel2lp ***

[ AltRouteCauseTel2lp ]
FORMAT AltRouteCauseTel2lp_Index = AltRouteCauseTel2lp_ReleaseCause;
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AltRouteCauseTel2lp 0 = 503;

[ \AltRouteCauseTel2lp ]

**% TABLE Proxylp ***

[ Proxylp ]
FORMAT Proxylp_Index = Proxylp_IpAddress, Proxylp_TransportType,
Proxylp_ProxySetlid;

Proxylp O = FE-Lync.Lync.local, 2, 1;
Proxylp 1 = 195.130.151.164:5060, 0, 2;

[ \Proxylp 1]

*** TABLE TxDtmfOption ***

[ TxDtmfOption 7]
FORMAT TxDtmfOption_Index = TxDtmfOption_Type;
TxDtmfOption O = 4;

[ \TxDtmfOption ]

*** TABLE TrunkGroupSettings ***

[ TrunkGroupSettings ]

; ** NOTE: Changes were made to active configuration.

; <% The data below is different from current values.

FORMAT TrunkGroupSettings_Index = TrunkGroupSettings_ TrunkGroupld,
TrunkGroupSettings_ChannelSelectMode, TrunkGroupSettings RegistrationMode,
TrunkGroupSettings_GatewayName, TrunkGroupSettings_ContactUser,
TrunkGroupSettings_ServinglPGroup, TrunkGroupSettings MWIInterrogationType;
TrunkGroupSettings 0 = 3, 0, 4, , , -1, 255;

[ \TrunkGroupSettings ]

[ IpProfile ]

FORMAT IpProfile_Index = IpProfile_ProfileName, IpProfile_IlpPreference,
IpProfile_CodersGrouplD, IpProfile IsFaxUsed, IpProfile_JditterBufMinDelay,
IpProfile_JditterBufOptFactor, IpProfile_ IPDiffServ, IpProfile_SiglIPDiffServ,
IpProfile_SCE, IpProfile RTPRedundancyDepth, IpProfile RemoteBaseUDPPort,
IpProfile_CNGmode, IpProfile_VxxTransportType, IpProfile NSEMode,
IpProfile_IsDTMFUsed, IpProfile_PlayRBTone2lP, IpProfile_EnableEarlyMedia,
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IpProfile_Progressindicator2lP, IpProfile EnableEchoCanceller,
IpProfile_CopyDest2RedirectNumber, IpProfile MediaSecurityBehaviour,
IpProfile_CallLimit, IpProfile_DisconnectOnBrokenConnection,
IpProfile_FirstTxDtmfOption, IpProfile_SecondTxDtmfOption,

IpProfile RxDTMFOption, IpProfile_EnableHold, IpProfile_ InputGain,
IpProfile_VoiceVolume, IpProfile AddIEInSetup,
IpProfile_SBCExtensionCodersGrouplD, IpProfile_MedialPVersionPreference,
IpProfile_TranscodingMode, IpProfile_SBCAllowedCodersGrouplD,
IpProfile_SBCAllowedCodersMode, IpProfile_SBCMediaSecurityBehaviour,
IpProfile_SBCRFC2833Behavior, IpProfile_SBCAlternativeDTMFMethod,
IpProfile_SBCAssertldentity, IpProfile_AMDSensitivityParameterSuit,
IpProfile_AMDSensitivityLevel, IpProfile_AMDMaxGreetingTime,
IpProfile_AMDMaxPostSilenceCGreetingTime, IpProfile_SBCDiversionMode,
IpProfile_SBCHistorylnfoMode;

IpProfile 1 = Lync, 1, 1, 0, 10, 10, 46, 40, O, 0, O, O, 2, O, O, O, 1, -1,
i, 0,3, -1,1, 4, -1,1, 1, 0,0, , -1, 0, O, -1, 0, O, O, O, -1, O, 8, 300,
400, -1, -1;

IpProfile 2 = Telenet, 1, 2, 2, 10, 10, 46, 40, O, 0, O, 1, 2, 0, O, 1, 1, -
,1,0,2, -1, 1, 4, -1, 1, 1,¢0,60,, -1, 0, O, -1, O, O, O, O, -1, O, 8,
300, 400, -1, -1;

[ \IpProfile ]

*** TABLE ProxySet ***

[ ProxySet ]

FORMAT ProxySet_Index = ProxySet_EnableProxyKeepAlive,

ProxySet ProxyKeepAliveTime, ProxySet ProxylLoadBalancingMethod,
ProxySet_IsProxyHotSwap, ProxySet SRD, ProxySet Classificationlnput,
ProxySet_ProxyRedundancyMode;

ProxySet 0 = 0, 60, O, O, 0, O, -1;

ProxySet 1 = 1, 60, 1, 1, 0, 0, -1;

ProxySet 2 1, 60, 0, 0, O, 0, -1;

[ \ProxySet ]

*** TABLE IPGroup ***

[ 1PGroup ]

FORMAT IPGroup_Index = IPGroup_Type, IPGroup_Description, IPGroup ProxySetld,
IPGroup_SIPGroupName, IPGroup ContactUser, IPGroup_ EnableSurvivability,
IPGroup_ServinglPGroup, IPGroup_SipReRoutingMode,
IPGroup_AlwaysUseRouteTable, IPGroup RoutingMode, IPGroup_SRD,
IPGroup_MediaRealm, IPGroup_ClassifyByProxySet, 1PGroup_ Profileld,
IPGroup_MaxNumOfRegUsers, IPGroup_InboundManSet, IPGroup_ OutboundManSet,
IPGroup_ContactName;

IPGroup 1 = O, LynCc, 12, , , 0, -1, 0, O, -2, 0, , 21,1, -1, -1, -1, ;
IPGroup 2 = 0, Telenet, 2, , , 0, -1, 0, O, -1, 0, , 1, 2, -1, -1, 1, ;

Microsoft Lync and Telenet SIP Trunk 71 November 2011



7. - .
[ ¢ dAudIOCOdES Configuration Note

[ \IPGroup ]

*** TABLE CodersGroupQ ***

[ CodersGroupO ]

FORMAT CodersGroupO_Index = CodersGroupO _Name, CodersGroupO_pTime,
CodersGroupO_rate, CodersGroupO PayloadType, CodersGroupO_Sce;

CodersGroup0 0 = g711Alaw64k, 20, 0, -1, O;
CodersGroupl 1 = g71iUlaw64k, 20, 0, -1, O;

[ \CodersGroupO ]

*** TABLE MessageManipulations ***

[ MessageManipulations ]

FORMAT MessageManipulations_Index = MessageManipulations_ManSetlD,
MessageManipulations_MessageType, MessageManipulations Condition,
MessageManipulations ActionSubject, MessageManipulations_ActionType,
MessageManipulations_ActionValue, MessageManipulations_RowRole;
MessageManipulations 1 = 0, any-Request, "header.referred-by exists"”,
header _Diversion, 0, "<"+header.referred-by.URL+">", 0O;
MessageManipulations 2 = 0, any.Request, , Header.Diversion.URL.user, 6,
"+32", O;

MessageManipulations 3 = 1, any.Request, "header.Diversion exists",
header .REMOTE-PARTY-ID.screen, 2, "1%, O;

[ \MessageManipulations ]
[ \MessageManipulations ]
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Reader's Notes
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