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Notice

This document shows how to use AudioCodes' IP Phones Management Server user
interface.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Before consulting this document, check the
corresponding Release Notes regarding feature preconditions and/or specific support in this
release. In cases where there are discrepancies between this document and the Release
Notes, the information in the Release Notes supersedes that in this document. Updates to
this document and other documents as well as software files can be downloaded by
registered customers at http://www.audiocodes.com/downloads.

© Copyright 2015 AudioCodes Ltd. All rights reserved.

This document is subject to change without notice.
Date Published: Mar-05-2015

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI2, CTl Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
Related Documentation

Manual Name

420HD IP Phone User’s Manual

430HD and 440HD IP Phone User’'s Manual

400HD Series IP Phones Administrator's Manual

400HD Series IP Phone with Microsoft Lync Administrator’s Guide
420HD IP Phone Quick Guide

430HD IP Phone Quick Guide

440HD IP Phone Quick Guide

EMS and SEM Server IOM Manual

EMS User's Manual

Document Revision Record

LTRT Description

91080 Initial document release for Version 7.0 beta.

91081 Version 7.0 GA. DHCP Option 160 changed. 'System' user added. New Device Status
page features. Added img file management at device and region levels. Improved
Template Placeholders. Installation procedure extended. New appendices. Enhanced
alarm tables. New actions on multiple phones.

91082 Added support for the EMS to manage IP phones residing behind a NAT, though full
management functionality support is still pending.
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Introduction

AudioCodes' IP Phone Management Server features a user interface that enables
enterprise network administrators to effortlessly and effectively set up, configure, and
update up to 10000 AudioCodes 400HD Series IP phones in globally distributed
corporations.

The IP Phone Management Server client, which network administrators can use to connect
to the server, can be any standard web browser supporting HTML5:
Internet Explorer version 11 and later, Chrome or Firefox.

REST (Representational State Transfer) based architecture, an extension of HTTP,
enables statuses, commands and alarms to be communicated between the IP phones and
the server. The IP phones send their status to the server every hour for display in the user
interface.

Accessed from AudioCodes' Element Manager Server (EMS), the IP Phone Management
Server user interface enables network administrators to effortlessly load configuration files
and firmware files on up to 10000 IP phones.

Other actions administrators can perform on multiple phones are to upload a CSV file with
devices' MAC addresses and SIP credentials (supported in all environments except Lync),
approve devices at the press of a button (supported in Lync environments only), send
messages to phones' LCDs, reset phones, and move phones between regions.

A configuration file template feature lets network administrators customize configuration
files per phone model, region, and device.

Integrated into the EMS, the IP Phone Management Server provides added value to
AudioCodes 400HD Series IP phones.

1.1 EMS Platforms Specifications
EMS 7.0 must run on one of the following platforms to support the IP Phone Management
Server:
B Dedicated hardware platform (HP ProLiant DL360p Gen8 Server) -OR-
B VMware ESXi Hypervisor virtual environment -OR-
B Microsoft Hyper-V virtual environment
These platforms must comply with the following specifications:
Table 1-1: EMS Platforms Specifications
EMS Platform Platform Description G T e
IP Phones
HP ProLiant DL360p Gen8 Server = CPU: E5-2690 (8 cores X 2.9 GHz) 10000
Memory: 32 GB
Disk: 2 disks X 1.2 TG in RAID 0 (SAS 10K
RPM)
VMware ESXi bare metal CPU: 1 core X 2 GHz 1000
hypervisor / Microsoft Hyper-V Memory: 4 GB
(minimum) Disk: 170 GB
VMware ESXi bare metal CPU: 6 cores X 2.0 GHz 5000
hypervisor / Microsoft Hyper-V Memory: 32 GB
(maximum) Disk: 1.2 TB (SAS 10K RPM)
For details on installing the EMS, see the EMS and SEM Server IOM Manual.
Version 7 9 March 2015
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Note:

e The EMS can manage IP phones residing behind a NAT, though full management
functionality support is still pending — see Section 1.3 below.

e Multi tenancy is not supported.

1.2  Ports Required for IP Phone Management

The table below shows the ports required for IP phone management. The table shows the
firewall ports, protocol, and direction that users must open.

Table 1-2: Ports Required for IP Phone Management

Connection  Port Port Purpose Port Side /

Type  Number Flow Direction

EMS TCP 8080 REST-based communication between EMS server side /
Server EMS server and IP phones. Bi-Directional
IP Phones Initiator: IP phone
TCP 8081 REST-based communication between EMS server side /
EMS server and IP phones. Bi-Directional

Initiator: EMS server

1.3 Managing IP Phones Behind a NAT

The EMS can manage IP phones residing behind a NAT, though support for full
management functionality is still pending.

The EMS can automatically update phones' .cfg configuration file. The phone periodically
checks whether there is a new file on the EMS server. The frequency of the check is
configurable: Every night, Every hour, etc. The default setting is Every day at 00:00. The
administrator can change a value in the .cfg file using the management interface and view
the result after the phone loads the new file.

The EMS can automatically update phones' .img firmware file. The phone periodically
checks whether there is a new .img file on the EMS server.

The administrator can also view phones' online statuses (Started, Registered,
Unregistered, etc.). Support is pending for actions such as Send Message, Restart, Open
Web Admin and Check Status.

1.4 About this Manual

This Administrator's Manual shows network administrators how to use the IP Phone
Management Server to set up, configure, and maintain AudioCodes IP phones in an
enterprise network, from a single centralized point.

Administrator's Manual 10 Document #: LTRT-91082
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2 Deploying the IP Phones

This section shows how to deploy AudioCodes IP phones in the enterprise.

2.1  Planning the Deployment

Before deploying the phones:

1.

List the configurations specific to your phone network, e.g., language per region,
speed dials, etc.

List the phone features and parameter configurations you want in each region.

In the EMS, configure the regions with which you want to associate different users
configuration templates (see the EMS User's Manual).

Log in to the IP Phone Management Server (see Section 2.4).

Configure a 'system user' whose username is system and whose password is system
(see Section 2.5).

Before plugging phones into the network, define parameter placeholders values for
criteria such as region and phone model, to maintain an automatic provisioning
scheme (see Section B.2.8).

2.2  Preparing the Enterprise Network

This section shows how to prepare the enterprise network for IP phones.

Note: This section applies to all AudioCodes 400HD Series IP Phones regardless of
whether they're to be deployed in a Microsoft Lync or non-Lync environment.

To prepare the enterprise network:

Obtain the phones' latest firmware files from AudioCodes and upload them to the EMS
Provisioning Server - see under Section B.4 for detailed information:

e Inthe Phone Firmware Files screen, click the Upload firmware button.
e Navigate to the .img file and upload to the EMS server.

Configure your enterprise's DHCP Server with DHCP Option 160 to point to the EMS
provisioning server's URL.
In addition to DHCP Option 160, DHCP Option 66/67 can also be used.

As DHCP clients, AudioCodes IP phones will then automatically be provisioned with
the cfg and img files located on the EMS provisioning server.

The figure below shows the default dhcpoption160.cfg file.

Figure 2-1: Default cfg File Located on the EMS Provisioning Server

o

C f [)10.1.8.23/ipp/dhcpoption160.cfg

ems_server/keep alive period=68
pems_server/provisioning/url=http://10.1.8.23:8881/
pprovisioning/method=5TATIC
»provisioning/configuration/url=http://18.1.8.23/configfiles/
pprovisioning/firmware/url=http://18.1.8.23/firmwarefiles/
PEMS_Server/user_name=system
pems_server/user_password={"Vw1lZ0op5/5pM="7}
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Legend Description
Pointing to the URL of the EMS provisioning server.

STATIC provisioning method, so the cfg and img files are automatically pulled from the
EMS provisioning server rather than from the DHCP server.

Location of the cfg file, pulled by the phones when they're plugged into the network, on
the EMS provisioning server.

Location of the img file, pulled by the phones when they're plugged into the network, on
the EMS provisioning server.

Name of the 'system user’, necessary for basic REST API authentication when the
phones are plugged in to the network for the first time.

(Encrypted) Password of the 'system user', necessary for basic REST API authentication
when the phones are plugged in to the network for the first time.

Note:
e The dhcpoption160.cfg file is created when logging in for the first time to the IP

Phone Management Server.
e The file is an internal EMS file and cannot be manually modified.

e After installation, the first, second and third lines in the file are automatically
updated.

2.3 Deploying Phones in alLync vs. Non-Lync
Environments

Deployment of IP phones in non-Lync environments differs slightly from deployment in a
Lync environment.

This section shows:
B How to deploy phones in a Lync environment (see Section 2.3.1 below)
B How to deploy phones in non-Lync environments (see Section 2.3.2 below)

2.3.1 Lync Environment

This section describes how to deploy IP phones in a Microsoft Lync environment.

Note: Ensure you defined http://<EMS IP address>/firmwarefiles;ipp/dhcpoption160.cfg
& for DHCP Option 160 in the enterprise's DHCP server, as shown in the previous
section.

» To deploy IP phones in a Lync environment:

1. Plug in the phone (see Section 2.6).

2. Approve the user and define the region with which the user is associated; the phone
restarts and the cfg file is uploaded (see Section 2.7).

Administrator's Manual 12 Document #: LTRT-91082
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The cfg file includes default values and overwritten values according to configured
placeholders. If no placeholder was configured, the cfg file will include only default
values. See Section B.2.8 for details on how to configure parameters placeholders.

2.3.2 Non-Lync Environments

This section describes how to deploy IP phones in non-Lync environments.

Note: Ensure you defined http://<EMS IP address>/firmwarefiles;ipp/dhcpoption160.cfg
A for DHCP Option 160 in the enterprise's DHCP server, as shown in the previous
section.

» To deploy IP phones in non-Lync environments:

Log in to the IP Phone Management Server (see Section 2.4).

Import a Comma Separated Values (CSV) file with users and devices. Best practice is
to create one or more users with devices and export them to a CSV file, add to the
CSV file new users and devices in the same format, and import it (see Appendix A).

2. Use the Approve button to add a device manually if you don't know it's MAC address
(see Section 2.7.2).
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2.4  Logging in to the Management Server

This section shows how to log in to the IP Phone Management Server Ul. The Ul is a
secured web client that runs on any standard web browser supporting HTML5: Internet
Explorer version 11 and later, Chrome or Firefox. Before logging in, you need to run the
EMS.

your web browser to http://EMS_IP_Address>/ipp and then in the login screen that

f Note: To access the IP Phone Management Server Ul without running the EMS, point
opens, log in.

For information on installing and operating the EMS, see the EMS and SEM Server IOM
Manual and the EMS User's Manual.

» Tologin to the IP Phone Management Server via the EMS:
1. Openthe EMS and in the main screen toolbar, click the IP Phones button.
Figure 2-2: EMS - IP Phone Management Server button

ENEII RS G W 40> 112004022
I

[ Navigation | Confi guratlun Alarms Performance SEM IP Phones

sk | 2 ) 5 &

Unlock | Software Upgrade |f Reset | Download Upload

The Welcome to the IP Phone Management Server screen opens:

Figure 2-3: Welcome to the IP Phone Management Server

Welcome to the

AudioCodes® IP Phone Management Server

Username: |ac|admin |

Password: |-o|.ooo|| -E-|

Note:

e The 'Username' and 'Password' used to log in to the IP Phone Management Server
are the same as those used to log in to the EMS.

e Only the Supervisor and Administrator EMS roles can log in to the server.

2. Enter your Username and Password (default = acladmin and pass_1234) and click
Login; the application is launched and the homepage displayed.

Administrator's Manual 14 Document #: LTRT-91082
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Figure 2-4: IP Phone Management Server User Interface - Homepage

?SM oCod IP Phone Management Server \En( Home @_, L 5 Lo
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L3 - Roman Bar Am 1TLAT 11423

+ =

Leamd Fayngold

00906MB4TT1 17247 11420 IC_2.09 48

1 = Navigation pane

2 = Network registration status

3 = Network health status

4 = List of users and their current status

Note: After first-time login, no users and devices are displayed in the Home page.

>

2.5 Configuring a 'System User'

This section shows how to configure a 'system user' whose user name is system and
whose password is system. This is necessary for basic REST API authentication, after the
phones are plugged in to the network for the first time.

» To configure a 'system user":

1. From the IP Phone Management Server navigation tree, access the Manage Users
page (Users > Manage Users).

Figure 2-5: Manage Users

Hanage Users -

| " —_—
.. Bl » B3|

Mo users found

2. Click the Add User button; the Add User screen opens.
Figure 2-6: Add User

User Name system

Password Weak sessse

Display Name | System X
Region Demo
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3. Configure the 'User Name' field as system and the 'Password' field as system.
4. From the dropdown, select the 'Region' you want, and then click the Submit button.
5. Make sure in the Manage Users screen that the user is added.

Figure 2-7: Manage Users Screen Displaying Added User

Manage Users
| Ragion  Dome | cearch ’ w | Add User
- < Firgt | Prev | Next | Last >  Showing 1 to 1 of 1 users
| Dcvices| Registered Devices | Login Name | Display Nama | Reglon | Lina URI Action
L] ew | | svstem | setem | oemo | [aom [ eae] aoers |

2.6  Plugging Phones into the Network

In Lync as well as in non-Lync environments, you can plug the phones into the network
after configuring the 'system user'.

However, in non-Lync environments, before plugging the phones in for the first time, it is
recommended to first:

1. Import a CSV file with users and devices. Best practice is to create one or more users
with devices and export them to a CSV file, add new users and devices in the same
format to the CSV file, and import it (see Appendix A).

2. Generate a cfg file and apply it to users (see Appendix B). After this, the phones pull
the cfg containing unigue usernames and passwords from the EMS provisioning
server.

2.7  Approving Users

After plugging the phones into the network, you need to approve the users. If you import a
CSV file containing devices (as well as users), this step is not necessary.

2.7.1 Lync Environment

After plugging the phones in, they report to the Management Server which does not display
user name in the Ul until sign-in is performed or, until users are approved in the Ul.

» To approve users in alLync environment:

1. Inthe IP Phone Management Server Ul, open the Devices Status page (Dashboard >
Devices Status).

Figure 2-8: Devices Status

B Devices Status & Export & Reload
n o e . Filter

Shawing 110 4 of 4 enlnes

w  User v 1 Report Tame MAEC v P Model + rrware Version Regian =

e o 11.01.2015 13:06:35 WrRAnieeet 17217180 88 ATWD UC 20950 RivkaRegisn 255.255.255.0

% 07002015 03.54.45 00G02METIIS 0,132 2 2000 2207 295.295.0.0
e Apgeove ) Shary Harel 05.01.2015 13:53.00 002084404653 L Ije 440MD UC_20985 255.255.0.0

Agpaove T3 Shay Harelt 05,00 2015 135738 00R0RM46ES 1013229 14050 [T T 265, 255.0.0

o
I

Device actions: refresh, reset, download files, open web page, delete, send text
message to the phone

Device approval

Device status: User, MAC, IP Address, SIP URI, Location
Search option

Smart filters

a b~ wWwN
1
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2. Select the upper left checkbox (in the figure below it's indicated in red); the Selected
Rows Actions menu and the Approve Selected button are displayed.

Figure 2-9: Devices Status — Selected Rows Actions - Approve Selected

B Devices Status & Export & Reload
- " q | y, Filter

Shawing 110 4 of 4 entries

v User v 1 Repont Time MAE - P~ Model + Finrmware Version = Furgion Location = Subinel ~ .
009080366002 172 17 188.88 420HD uc_20950 Riviaregion 5552550

CO90METRI4 1013226 A20HD 2207 525500

0059081424558 1013229 440HD (1T

3. Click the Approve Selected button; you're prompted to approve the phone/s selected.
Figure 2-10: Approve IP Phones

Approve IP Phones

Please select a region to associate the users too:
Region | ACL-Hong-Kong v

MNote that the approved devices will restart!

Approve Cancel

4. In the prompt, select the region and then click Approve; all selected users are
approved; all phones restart; the cfg file is automatically uploaded to the phones from
the EMS provisioning server, which the DHCP server points them to.

2.7.2 Non-Lync Environments

After plugging phones in, they report to the Management Server, which does not display
user names in the Ul.

Note:

e Before plugging in the phones, it's recommended to import a CSV file with users
and devices. Best practice is to create one or more users with devices, export them
to a CSV file, add users and devices to the CSV file in the same format, and then
import the file (see Appendix A).

e In contact centers, where multiple users may use a particular phone, a ‘user’ is
sometimes made the equivalent of the Direct Inward Dialing (DID) humber
associated with the phone.
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» To approve users in non-Lync environments:

1. Inthe IP Phone Management Server Ul, open the Devices Status page (Dashboard >
Devices Status).

Figure 2-11: Devices Status

B Devices Status & Export & Reload
- . Filter
Showing 110 4 of 4 enlnes
o User = 1 Report Tame MAC « P Maodel ~ wmware Version ~ Regson « Location «
o 11.01.2015 13:06:35 WATIEEET2 172.17.180.88 420D UC_ 20950 RivkaRegien 2552552550
5 07.01.2015 08.54.45 0050314371914 1013226 42080 2207 255.255.0.0
Aot o Shary Harel 05.01 2015 13:52:00 002024484553 113229 4d0MD uc_ 20985 25525500

Frm—— Ty Shay Harel 0401 2045 135338 O0R081484638 113329 44060 BC_ 20965 266, 255.0.0

2. Click the Approve button adjacent to the user; you're prompted with:

The page at 10.1.8.23 says: *

Please enter user name

3. Click OK; the Approve Device dialog opens.

Approve Device

User Name

Password srrrrsanes

Display Name

MAC Address |00pg08f3bde06

IP Phone Type audiocodes_420HD v
Region ACL-Hong-Kong v

ok Cancel

4. Enter the User Name and the Display Name, and then click OK.; the user name is
displayed in the Management Server Ul and the user is approved.

The User Name and Password will function as the SIP user name and password.

Note:

e This procedure only applies when connecting phones for the first time. After first-
time connection, the cfg file - containing user name and password - is automatically

A uploaded to the phones from the EMS provisioning server, which the DHCP server
points them to.

¢ In some non-Lync environments, for example, in Genesys contact centers,
Password is not specified.
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3 Monitoring and Maintaining the Phone
Network

This section shows how to monitor and maintain the phone network in the enterprise.

The following Dashboard and Users pages let you monitor and maintain the phone
network:

Figure 3-1: Dashboard and Users

Navigation Tree

=5l pashboard
|=|pashboard
E|pevices Status
Elalarms

E‘t;{UUsers
Elusers
|2/ Manage Multiple Users
|=/Manage Multiple Devices
|| Import Users & Devices

The sections below show what each page lets you do.

3.1  Monitoring the Network from the Dashboard

The Dashboard page lets you quickly identify

which phones in the network are registered

which phones in the network are non-registered

# of registered and non-registered phones (in terms of SIP registration)
% of registered phones

MAC and IP address of each phone

the time the information was reported

the firmware version

To open the Dashboard page:

HE v HE HE HE HEEE N

In the navigation tree, click Dashboard > Dashboard.
Figure 3-2: Dashboard

3 AudioCod: IP Phone Management Server @, Heome @, Help 9 Ly e

“anmly N A

ot

|

Navigation Tree

Rogis
De

4] 0 Statu Lt Deanacos Status 4]

Users Fepor Time MAG Adar 2 L FW Version &

v
=4
=4
=4
=4
=4
i
o
2
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B If a Lync IP phone is signed out (offline, or not registered), you'll see a grey circle icon
with an x inside, and the 'User' column will be blank, as shown in the figure below.
It will be counted as a Non Registered Device.

Figure 3-3: Dashboard - Lync IP Phone Not Registered

& o" A 1SS 0

Regrstened Devices Non Regisloned Devices Disconnecied Devices

[+] L+ (4]
T4 User & Report Time £ MAC Addr & P
IO_I“:_J I 26,08 2014 151659 00S0S1484cHD 10221318
s €
B Point your mouse over the icon to view the 'offline' indication (see the figure above).
B If the phone is a generic model, a red triangle enclosing an exclamation mark will be
displayed, as shown in the figure above.
B View the following status thumbnails on the Dashboard:
Table 3-1: Dashboard — Status Thumbnails
Status Thumbnail Description
B 259 The number of registered devices.
Click the Devices Status link to quickly access the Devices Status
i page.
Q
Q 1 The number of non-registered devices.
Click the Devices Status link to quickly access the Devices Status
Devicas. page .
(+]
Qe The number of disconnected devices.
S 125

Click the Devices Status link to quickly access the Devices Status
Dovces page.

The percentage of registered devices.

Registersd
61.27T%
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3.2

Checking Devices Status

The Devices Status page lets you check a phone's status

» To check a phone's status:

1. Open the Devices Status page (Dashboard > Devices Statuses)

Figure 3-4: Devices Status

& Devices Status = Reload

Showing 1 to 50 of 385 entnes
(]} W | User ~ L Repon Time MAC ~ P~ Mogel « Firmware Version
[0 | Actions = Gowan Onev 23.11.2014 155128 | 00908155812 | 10.22.10.201 440HD uc_20950
D ACHONS Approve =4 Saga Treger 23.11.2014 155127 D0308THHGar 102212130 440HD Uc_20950
O | Actions # | Anat Schwarzman 2311.2014 155125 009081551996 | 102214181 | 4404D Uc_209.50

o, Filter

Location = Subnet =
255 2562550
2552552550

2652552550

2. Click the Filter; the filter lets you quickly access specific information in the page.

Figure 3-5: Devices Status Filter

User

MAC Address

420HD
440HD

2207
uc_2.0965
uc_2.0950

MAC Address
IP Address

Model

Version

Status
Approve

User With Multiple Devices

Region .
sha region
riv region

(o ]

Max Devices In Page

© Filter

3.  You can filter per user, MAC, IP address, model, version, status (offline, registered,
disconnected, approved or pending approval, or users with multiple devices.

4. Non-Lync and Lync phones are displayed differently. The format of 'User Agent' for
non-Lync phones is for example AUDC-IPPhone/2.0.4.30 (430HD; 00908F4867AF)
while the format for Lync phones is AUDC-IPPhone-430HD_UC_2.0.7.70/1.0.0000.0
Only Lync phones are displayed under 'Location’, non-Lync phones are not.
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5. You can click an individual user's Actions link; the following menu is displayed:
Figure 3-6: Actions Menu - Single User

Check Status

@ Change Region

X, Update Firmware

@ Open Web Admin

< Reset Phone

£# Update Configuration
# Send Message

W Delete

Table 3-2: Actions Menu

Action Description
Check Status Select the 'Check Status' option; the status is displayed:
Status
SIP User:
Register: @
User Name: Aian Roberts
User Agent: AUDC-IPPhone-430HD_UC_2.0.7.70/1.0.0000.0
MAC: 00508f484cf0
IPP Model: 430HD
Vlan ID: 213
Firmware Version: UC_2.0.7.70
SIP Proxy: audiocodes-affiliate.com
0Ok
Change Region Select the 'Change Region' option:
Change Region
Pleaze select a region:
Region |Sha Region “
ok Cancel

From the dropdown, select the region, and then click Ok.

Update Firmware You can update firmware per device, or for multiple selected devices
(see step 6 below). Select the 'Update Firmware' menu option:

Update Firmware

Please select a firmware:
Wl update 1P phone configuaration file and restart the
phone

Ok Cancel

From the dropdown, select the firmware file, and then click Ok.; the
firmware file is updated.
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Action Description
Open Web Admin Opens the Web interface (see the Administrator's Manual)
Reset Phone Sends a reset command to the selected device/s. Note that some

phone models wait for the user to finish an active call, while others
may perform an immediate restart.

Update configuration Sends a command to the phone to check whether there is a new
configuration file to upload and updates the phone after a configurable
'‘Delay Time' (Default = 2 seconds).

Send Message Lets you send a message to the LCD/s of the selected device/s. Enter
the message in the 'Text' field. You can configure for how long the
message will be displayed in the LCD/s.

Delete Deletes the devices from the Status table.

6. You can select multiple users and then click the Selected Rows Actions link; the
following menu is displayed:

Figure 3-7: Actions Menu - Selected Rows
@ Change Region
X Update Firmware

2 Reset Phone

#¥ Update Configuration

# Send Message

W Delete

See the table above for descriptions. Any action you choose will apply to all selected
rows. For example, select rows, click the Selected Rows Actions link, and then
select the Update Firmware option; all selected devices will be updated with the
firmware file you select.
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3.3  Monitoring Alarms

AudioCodes IP phones send alarms via the REST protocol. The EMS forwards them as
mail, SNMP traps, etc.

The Alarms page (Dashboard > Alarms) shows you

B each phone alarm in the network
B a description of each alarm
B MAC address of the phone (source)
B alarm severity
B [P address of the phone
B |ast action time
B date and time of receipt of the alarm
Figure 3-8: Alarms
£3 AudioCodes 1P Phone Management Server (@ "o @' 85
. j E I & Alarms
T E 2

Showing 1 1o 18 of 18 entries

Hame 2 Desenption 2 Source 3 Severity ¢ Remote Hest3  LastAction Time 3 Receved Time &

2311 2014174242

Fasuie  This Alem i acsual

This Adar 2312008 124297
This Alsem is et

This, Azarm 15 actv:

The management server displays active alarms, not historical alarms.
Red indicates a severity level of Critical
indicates a severity level of Major
After an alarm is cleared, it disappears from the Alarms screen.
The table below shows the three alarms that users can receive.

Table 3-3: Alarms

Alarm Name IP Phone Type Severity
Login Failure Microsoft Lync Critical
Registration Failure Generic (non Lync) Critical
Survivable Mode Start Microsoft Lync Major
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3.3.1 Registration Failure Alarm

The table below describes the Registration Failure alarm. The alarm is issued if SIP
registration, with the PBX, fails.

Table 3-4: IP Phone Registration Failure Alarm

Alarm IPPhoneRegisterFailure

OID .1.3.6.1.4.1.5003.9.20.3.2.0.39 is the OID used in the EMS to forward the
IPPhoneRegisterFailure alarm

Description This alarm is activated when a registration failure occurs

Alarm Title Registration Failure

Alarm Type communicationsAlarm(1)

Probable Cause communicationsProtocolError(5)

Severity Critical

The problem is typically not related to the phone but to the server. The user/phone
may not be defined, or may be incorrectly defined, or may previously have been
defined but the username (for example) may have been changed, causing the
registration to fail. Make sure the username and password credentials are the same
in server and phone, and weren't changed; server-phone credentials must be
synchronized. Make sure the server is responsive.

Corrective Action

3.3.2 Survivable Mode Start Alarm

The table below describes the Survivable Mode Start alarm.
Table 3-5: IP Phone Survivable Mode Start Alarm

Alarm IPPhoneSurvivableModeStart

OID .1.3.6.1.4.1.5003.9.20.3.2.0.40 is the OID used in the EMS to forward the
IPPhoneSurvivableModeStart alarm

Description This alarm is activated when entering survivable mode state with limited services

Alarm Title Survivable Mode Start

Alarm Type Other(0)

Probable Cause other (0)

Severity Major

Additional Info

The problem is typically not related to the phone but to the server or network. Make
Corrective Action sure all servers in the enterprise network are up. If one is down, limited service will
result.
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3.3.3 Lync Login Failure Alarm

The table below describes the Lync Login Failure alarm.

Table 3-6: IP Phone Lync Login Failure Alarm

Alarm IPPhoneLyncLoginFailure

OID .1.3.6.1.4.1.5003.9.20.3.2.0.41 is the OID used in the EMS to forward the
IPPhoneLyncLoginFailure alarm

Description This alarm is activated when failing to connect to the Lync server during sign in

Alarm Title Lync Login Failure

Alarm Type communicationsAlarm(1)

Probable Cause communicationsProtocolError(5)

Severity Critical

TlsConnectionFailure
NtpServerError

Additional Info

This alarm may typically occur if the user is not registered - or is registered incorrectly
Corrective Action - in the Lync server. Make sure in the server that the username, password and PIN
code are correctly configured and valid. Try resetting them. Try redefine the user.

3.3.3.1 Searching for Alarms

You can search for alarms in the Alarms page. The 'Search' field enables the functionality.
You can search by

B alarm name
B aphone's MAC address
B aphone's IP address

3.4  Maintaining Users

The Manage Users page lets you maintain users. You can
add a user

add a device to a user

edit user/device

delete a user/device

search for a device by region

search for a device by name
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34.1 Adding aUser

» To add auser to the Management Server:
1. Access the ‘Manage Users’ page (Management > Users > Users):

Figure 3-9: Manage Users

?:W IP Phone Management Server @qu @"w *=Logos 10637953
(= BE s
= Ragen ~ | Search > | Added Uiser
Nawigntion Tres — = A : ¥ < Firet | Pra | Nt | Lagk > Mm!u:!d}”m
— T I e |
Sl ashbosrd || Dowicas | Display M | Ragion Lina uRK
B unbosrd L] wi . 24 Suener Tvi Staine AL faraal -
B nasicss srati 1 1 1
2] = - zohar wedra dobar Mading AL (sraal -
Bama ] i { | | et i | m
-y 3 | wiy | v pwan [ o Bviran AfL [arael
NS 4] = | - Teew Bociney Taew Bodnev | acioferasl
B Manaze Mutih - :
i s s | @ - il Yosha val Yosha aca-tarsal
& oot Users & |o| = - ureal Guacit Husal Grarit AGL-Taras!
= M Prones Configuration [ 2] s | - Yosm Zadah | voss zusan AcL-erael
#sys0m Diagnostics - t
o | @ | . Yokl Merthach | vossi paerbach AcL-lsrasl
9 | @i “forem Shustan oram Shushan | ArL-israel
w0 | wen | - Voram Naim Voram Main Packeticg-Agplicstion|
oar Giad Yeay Glad AcL-Iarasl
Yt Gl ishai Gil ACL-Israel
et Gl | v AL tarael
I Vevgeny P
| v ] @ Yewpery Kamardach iy ol ArL-Tersal
[an] wan | - elena Esboy Yalans ihew | acvoisrael
| o) - Yehstus Gev e
17 | Wi “fehashua Froman | vebesbun Freman | acy-tsrael
(] s Yarn Vireer “Farke Viznar gL tarasl
1w]| @iy Yoty Milber Yarty Miber AfL-Israel

2. Click the Add User button (before adding phones to the IP phone management server
you must add users); the following screen is displayed:

Figure 3-10: Add User

User Name

Passwnrd SSSSRRRRRRRES

Display Name

Region IPP phone

3. Define a name and password for the user.
4. Define the 'Display Name' and select a region from the 'Region' dropdown.

Note: Region/s must first be defined in the EMS.

Figure 3-11: Add User Definitions

User Name John Smith

Password Strong CLI LTI Y )

Display Name John Smith

Region Region1

5. Click the Submit button; you're returned to the Manage Users page; locate the listed
added user.
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3.4.2 Adding aPhone

You can manually add a single phone to the server.

» To add a phone:

1. Inthe Manage Users page, click the Add Device button in the row of the listed added
user; the following screen opens:

Figure 3-12: Add New Device to User

Add new device to John Smith

Add new device to John Smith

Display Name {device 1 X |
1P-Phone Type Audiocodes_420HD v
MAC Address 00908F

2. Enter the 'Display Name'. This is the name that will be displayed in the management
server interface.

3. Click the Submit button.
4. Click Add Device (to associate the employee's name/line with the IP phone).

5. Enter the remaining characters of the 'MAC Address'. The prefix characters are
displayed by default.

6. Click the Submit button; the following screen is displayed:

Figure 3-13: Prompt: Do you want to generate configuration files?

Do you want to generate John Smith IP-Phone configuration

files?

Note: If IP-Phone files exist, they will be overridden.

Lo [ e

7. Click Yes.

Figure 3-14: Prompt: Do you want to update the device file?

Create IP-Phone configuration files

Generated files on:
Local server EMS/10.59.0.200

/data/NBIF/ippmanager/generate - 00908f55fa30.cfg

Do you want to update the device file?

vo I

8. Click Yes.
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3.4.3 Editing aUser
You can edit a user.

» To edit auser:

1. Click the Edit button in the row adjacent to the user; the Edit User screen opens,
identical to that shown in Figure 3-10.

2. Edit the same fields as when adding the device (see Section 3.4.2).

3.4.4 Deleting a User
You can delete a user.

» To delete a user:

B Click the Delete button in the row adjacent to the user; the user and device are
removed.
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3.5

Managing Multiple Users

The Manage Multiple Users page lets you easily perform a single operation on all or on

many users simultaneously:

reset passwords

delete users

restart devices

generate IP phones configuration files
update configuration files

send a message to multiple phones

To manage multiple users:

F Yy B B B B BB

Users):

Figure 3-15: Manage Multiple Users

Manage Multiple Users

Access the ‘Manage Multiple Users’ page (Management > Users > Manage Multiple

Region | Marketing-Application ﬂ Search

Available Users

Avi Smimov (Avi Smimov)

David Rozmaryn (David Rozmaryn)

Eran Hagay (Eran Hagay)

Erez Gabbay (Erez Gabbay)

Gilad Moyal (Gilad Moyal)

Ido Hershkovitz (Ido Hershkovitz)

Kairat Ziman (Kairat Ziman)

Ron Miller (Ron Miller) =
Shay Harel (Shay Harel App)
Yacov Alster (Yacov Alster)
Yacov Kouris (Yacov Kouris)

Yael Golan (Yael Golan) =
Yoram Maim (Yoram Naim) e
Alan Roberts

< First | Prev | Next | Last >
Showing 1 to 14 of 14 users

Action -~ j
Delay Time | ——— ﬂ

Selected Users

2. Inthe Available Users pane, select the users on which to perform the operation.
3. Click the right arrow (>) to add new users to the Selected Users pane. Click the left

arrow (<) to remove selected users.
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4. From the Action dropdown, select the required action.

Set Users Region

Reset Users Passwords

Delete Users

Restart Devices

Generate IP Phones Configuration Files
Update Configuration Files

Send Message

Use the table below as reference.

Table 3-7: Managing Multiple Users - Actions
Action Description

Set Users Region | Pt %

Reset Users Passwords

Note: To load new user(s) password, please:
1. Generate IPP Configuration File is necessary.

2. Restart/Update the IPP.

Resets users passwords. A random password is generated for each
user. To generate a single password for all users selected, select the
Set the same password to all users option.

To load the new user passwords:

= Generate the phone's configuration file
= Restart/Update the phone

Delete Users Deletes users and applies a configurable 'Delay Time' (Default = 2
seconds) after each delete is performed.

Restart Devices Restarts devices. A reset command is sent to all selected devices.
The commands are sent in batches; each batch contains 5 devices
with a delay of 2 minutes between each batch.

From the dropdown, choose the type of restart:
= Graceful (default)

= Force

= Scheduled

Before restarting, some models wait for the user to finish an active call
while others may perform an immediate restart.

Generate IP Phones Generates new configuration files. Updates each phone with the newly

Configuration Files generated configuration files after a configurable 'Delay Time' (default
= 2 seconds) - if you select the Updating IP Phones after generating
files option. You can generate a private configuration file per user
group, device group, or specific regions.

Update Configuration Updates each phone after a configurable 'Delay Time' (default = 2
Files seconds).
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Action Description

Lets you send a message to the LCDs of all user phones selected.
Enter the message in the Text' field. You can configure the length of
time the message will be displayed in the LCD. Phones beep to alert

Send Message

Display Time 10 =ec ﬂ

The page also lets you
B filter per region, before selecting the users on which to perform an action
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3.6 Maintaining Multiple Devices

The Manage Multiple Devices page lets you perform a single operation on all or on many
user devices. The page lets you

delete multiple devices

change IP phone type

change language

restart multiple devices

generate IP phones configuration files
update configuration files

send a message to multiple phones

To manage multiple devices:

Lol 4

Access the ‘Manage Multiple Users’ page (Management > Users > Manage Multiple
Devices):

Figure 3-16: Manage Multiple Devices

Manage Multiple Devices

Region ﬂ Search ﬁ
Available Devices Selected Devices

3002 - device 3002 1

7000 - device 7000 1 ~

TT77 - device 7777 1

Abraham Goldfrid - device Abraham Goldfrid

Adi Goldberg - device Adi Goldberg

Adva Ambar - device Adva Ambar

Alberto Castro - device Alberte Castro

Alex Agranov - device Alex Agranov 1 >
Alex Orta - device 1

Alex Shlachter - device Alex Shlachter 1

Alexander Kruglov - device Alexander Kruglo
Alexander Steingold - device Alexander Steir >
Aliya Peretz - device Aliya Peretz 1

Alon Rozen - device Alon Rozen 1

Alon Steiner - device Alon Steiner

Alon Yzhak - device Alon Yzhak

Amir Kagan - device Amir Kagan

Amir Klein - device Amir Klein 1

Amir Natan - device Amir Natan 1 v
Amir Raanan - device Amir Raanan 1

<<

< First | Prev | Next | Last >
Showing 1 to 275 of 275 devices

Action ﬂ
Delay Time — ﬂ

The devices are displayed in the following format:

2. You can search for devices by entering a string in the 'Search’ field and then clicking
Go.

3. You can filter the devices per region, before selecting those on which to perform an
action.

4. In the Available Devices pane, select the devices on which to perform the action.

5. Click the right arrow — to add new devices to the Selected Devices pane, or use the
left arrow «— to remove selected devices.
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6. From the Action dropdown, select an action. Use the table below as reference.

Action

Delete Devices

Change IP Phone
Type

Change Language

Restart Devices

Generate IP Phone
Configuration files

Update
Configuration Files

Send Message

Table 3-8: Managing Multiple Devices - Actions
Description

Deletes selected devices from the server applying a configurable 'Delay
Time' (default = 2 seconds) in the process.

You can change the phone model:

Audiocodes_430HD
Audiocodes_440HD
Audiccodes_420HD_LYNC
Audiocodes_430HD_LYNC
Audiocodes_440HD_LYNC
To view the usage of a model, click View Usage.
To load a new phone model:

1 Generate the phone's configuration file.

2 Restart/update the phone.

Changes the phone language. Select the language from the Language
dropdown and click Change. To view the usage of a language, click View
Usage.

To load a new language:

1 Generate the phone's configuration file.

2 Restart/update the phone.

Restarts online devices. Before restarting, some models wait for the user
to finish an active call while others may perform an immediate restart.

From the dropdown, choose the type of restart:
= Graceful (default)

= Force

= Scheduled

Generates new configuration files. Updates each phone with the newly
generated configuration files after a configurable 'Delay Time' (default = 2
seconds) - if you selected the Updating IP Phones after generating files
option.

Updates each phone after a configurable '‘Delay Time' (default = 2
seconds).

Lets you send a message to the LCDs of all user phones selected. Enter
the message in the 'Text' field. You can configure the length of time the
message will be displayed in the LCD. Phones beep to alert users when
messages come in.

Display Time 10 =ec j

» To update all existing configuration files according to the new template:

B Use the Generate IP Phones Configuration Files option in the Manage Multiple
Devices page.
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4 Troubleshooting

You can display log files to help troubleshoot problems and determine cause.

» To display log files:
1. Access the System Logs page (System Diagnostics > System Logs):

Figure 4-1: System Logs

System Logs

System Logs

@  Web Admin

FE

@  Activity

2.  Click the Web Admin arrow or the Activity arrow link.

Note:
A e The Web Admin log displays recent actions performed in the user interface
e The Activity log displays recent activities performed with the EMS server

» To display Web Admin log files:
1. Click the Web Admin arrow link; the System Logs — Web Admin page opens:
Figure 4-2: System Logs — Web Admin Level Log

System Logs.

Web Admin

@  Archive Files ()

IPP_| '.E"SC\FI;?JR (24-07-2014 15:26:16) 8.36 KB
INFQ Show last 20 log lines
DEBUGING Show last 30 log lines
Log Level Save Show last 40 log lines
Show last 50 log lines
Show last 100 log lines

Show last 10 log lines

2. From the 'Log Level' dropdown select

e ERROR
e WARN
e INFO

e DEBUGGING

e VERBOSE (default) — All Levels (Detailed)
3.  From the 'Hide log lines' dropdown select

e Hide log lines

e  Show last 10 log lines

e  Show last 20 log lines

e  Show last 30 log lines

e  Show last 40 log lines

e  Show last 50 log lines

e  Show last 100 log lines
4. View the generated IPP_web_admin_log.txt file.
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Figure 4-3: System Logs — Web Admin Level txt Log File Displayed

‘Web Admin

[@  Archive Files e
[ (TR TTNETRE(24-07-2014 15:39:59) 8.52 KB i [ Show last 10 log fines
14:12:29 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
14:13:59 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4
14:17:04 10.37.2.1 INFO: Logout successfully user name= server=10.37.2.1
14:17:06 10.37.2.1 acladmin INFO: Login successfully name=acladmin server=10.37.2.1
14:34:02 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
15:14:03 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4
15:26:11 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
15:26:16 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4
15:39:52 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
15:39:59 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4

Log Level VERBOSE Save

5. Click Save to save the file and share it with others.

» To display Activity log files:

1. Click the Activity arrow; the System Logs — Activity page opens:

Figure 4-4: System Logs — Activity Log

Activity

[@  Archive Files

] 1IPP_activity_log.csv (24-07-2014 15:52:08) 10.55 KB

il

Show last 10 log lines

Show last 20 log lines
Show last 30 log lines
Show last 40 log lines
Show last 50 log lines
Show last 100 log lines

2. From the 'Hide log lines' dropdown select

e Hide log lines

e  Show last 10 log lines
e  Show last 20 log lines
e  Show last 30 log lines
e  Show last 40 log lines
e  Show last 50 log lines
e  Show last 100 log lines

Figure 4-5: System Logs —

Activity Level txt Log File Displayed

Activity

\@  Archive Files

[]  IPP_activity_log.csv (24-07-2014 15:52:08) 10.55 KB

acladmin,2014-07-24 15:14:03,10.13.2.4,L OGIN,ADMIN, OK, acladmin,Success login user

Show last 10 log lines

FE

ladmin

,2014-07-24 15:26:11,10.13.2.4,LOGIN, ADMIN,ERROR, Fail login user name=
,2014-07-24 15:26
acladmin,2014-07-24 15:26:16,10.13.2.4,L OGIN,ADMIN, OK, acladmin, Success login user

:16,10.13.2.4,LOGIN, PASSWORD,0K,acladmin,Correct current password:

ladmin

,2014-07-24 15:39:52,10.13.2.4, LOGIN ADMIN,ERROR, ,Fail login user name=

,2014-07-24 15:39:59,10.13.2.4 LOGIN,PASSWORD,0K,acladmin,Correct current password:

ladmin

acladmin,2014-07-24 15:39:59,10.13.2.4,LOGIN,ADMIN,OK,acladmin,Success login user
,2014-07-24 15:50:02,10.13.2.4,LOGIN, ADMIN,ERROR, ,Fail login user name=

acladmin,2014-07-24 15:52:08,10.13.2.4,L OGIN,ADMIN, OK, acladmin, Success login user

,2014-07-24 15:52:08,10.13.2.4,LOGIN, PASSWORD, OK, acladmin, Correct current password:

ladmin
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A

A\

Importing Users into the Server

Note: Applies to non-Lync environments.

A.l

All

You can import up to 10000 users or phones, defined in a CSV file, into the IP Phone
Management Server. Before you import the CSV file into the server, you need to make it.

Making a CSV File

This section shows how to make a CSV file. To make the CSV file:

1.

o~ D

Configure a 'system user' (it can be any other user as well) (see Section 2.5)
Add a device to this user ('system user' or any other user)

Export the 'system user' to a CSV file (see Section A.1.1 below)

Define in Excel the other users in the enterprise (see Section A.1.2)

Import the new CSV into the server.

Export the 'System User' to a CSV File

This section shows how to export the 'system user' that you configured previously (as
shown under Section 2.5), to a CSV file. You can export from either the Devices Status
page or from the Import Users & Devices page.

>

1.
2.

To export the 'system user' to a CSV file from the Devices Status page:

Access the Devices Status page (see Figure 2-8).
Select the 'system user', and then click the Export link in the top right corner:

Export to CSV

Are your sure you want to export to CSV?
DExport All

Export Cancel

Click the Export button

To export the 'system user' to a CSV file from the Import Users & Devices page:
Access the Import Users and Devices page (Users > Import Users & Devices):

Figure A-1: Import Users — Export to CSV

Import Users and Devices information

This page lets you import a CSV file containing users and devices information into the server.
Browse to the file and then click the import button.

Browse...
M

Making a CSV File to Import

If you do not have a CSV file to import, you need to make one.
Click here to start making a CSV file containing users only, without devices.
Click here to start making a CSV file containing both users and devices.

To export a CSV file containing users and devices information already defined in the server,
click the Export to CSV button.
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2. Click the Export to CSV button and open the CSV in Excel; the 'system user' you
configured previously is displayed:

Figure A-2: CSV File in Excel

BS - 5
A B c D E F G H 1 J
1 Name Password Display Name Region Device 1 Display Nan Device 1 MAC Address  Device 11P Phone Mod Device 1 Language Device 1 VLAN Mod: Device 1 VLAN ID
2 system 1234 system ACL-Hong-Kong  device 1 Audiocodes_420HD English Disabled 0
3
s 1
4 » | exportUsers (9) %3 4] ¢ [
Ready | |l 100% (=) y] (+)
Table A-1: CSV File
Name  Password Display Name Region Device 1 Device 1 Device 1
play 9 Display Name = MAC Address IP Phone Model
ACL-Hong
system system system
Kong

A.1.2 Defining Users in the CSV File

You need to define users in the CSV file.

Tip: To facilitate this task, you can export a CSV from your enterprise PBX and then
Cd edit it to conform to the 'system user' CSV row, shown in the figure above.

A.2 Importing the New CSV File into the Server
After making the CSV file, import the new CSV file into the IP Phone Management Server.

» To import the new CSV file into the IP Phone Management Server:
1. Access the Import Users page (Users > Import Users & Devices).

Figure A-3: Import Users

Import Users

The Import Users feature allows you to import new Users and Devices into the system.
The import feature makes it easy to add a large amount of Users and Devices information from a CSV file into the system.

Click Browse to select a file to import:

| Browse._.

Export to CSV

- Advanced options

2. Click Browse and then navigate to and select the CSV file which you created and
saved on your Desktop previously.

3. Click the Import button; the file is imported into the IP Phone Management Server.
4. Click the Home icon; verify that all enterprise users that you imported are displayed.

5. Plug in the phones; the cfg configuration file is automatically uploaded to the phones
from the EMS provisioning server, which the DHCP server points them to.
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B

A\

Preparing a Configuration File

You can prepare a configuration file from a template in the IP Phone Management Server
Ul. The template defines how a phone's configuration file will be generated. The phones
pull the cfg from the EMS provisioning server.

Note: Before plugging phones into the network, define parameter placeholders values
for criteria such as region and phone model, to maintain an automatic provisioning
scheme.

B.1 Selecting a Configuration Template

Configuration templates are available

B per phone model

B per model for Microsoft Lync server phones

B per model for regular (non-Lync) third party server phones

Depending on the models and the server in the enterprise, select a template for:

B AudioCodes 420HD

B AudioCodes 430HD

B AudioCodes 440HD

B AudioCodes 420HD Lync

B AudioCodes 430HD Lync

B AudioCodes 440HD Lync

» To select a configuration template:

B In the navigation tree, access the IP Phones Configuration Templates page

(Phones Configuration > Templates):
Figure B-1: IP Phone Models Configuration Templates

16.hones Configuration Tomplates
j Asdiocodas ia0uin The 420HD SIP 18 Phone i< a bigh-defintion I ohane with an arkce ) E3
ﬂ sudiocodes 430HD The 430HD SIP IF Phona is 3n advanced, mid-rangs enterpriss IF Phons, v E3
4R udincades. 440HD The 440HD SIP 1P Phon iz 2 high-and, sxeutive TP phang it includes. dedicated L. » E3
j e template file of Ayl HD_LYNG Is overy The fi s in the 5y v E3
y -1 v E8
g =) udiscodes 440MD Lyt Th terplate G of Augiocedes S40HD. LYNG i ovsrmriten, The G location i in the system, v E3
B.2 Editing a Configuration Template

You can edit a phone model's template but typically it's unnecessary to change it.

» To edit atemplate:

1. In the IP Phones Configuration Templates page, click the link of the IP phone model,
or its Edit icon; this dialog is displayed:
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Figure B-2: IP Phone Configuration Template
| focodes. ourati |

IP Phone Management Server

IP Phone Audiccodes_430HD Configuration Template

Model: Audiocodes_420HD

Description:  The 430HD SIP IP Phone is an advanced, mid-range enterprise IP Phone.

Edit: Edit configuration template
Download: Download configuration template
Upload: Upload configuration template o

Generate Global Configuration Template Show Place Holders

Advanced

1 = generic templates can be modified and generated per phone model

2. Click the Edit configuration template button; the template opens in an integral editor:

Figure B-3: Edit Template

Edit Template

E?xml version="1.0" encoding="1S0-8859-1"7>
<ipphonetamplate>

<typeraudiocodes_430HD</type>

<description >AudioCodes 430HD LYNC</description>

<file_config>

<type=global_file</type>
<profile>global</profile=
<encrypt_mode>0</encrypt_mode>
<name>Audiocodes_430HD_global_LYNC.cfg</name>
<destinationDir>%ITCS_destination%</destinationDir>
<data>

<I[CDATA[managementfitelnet/enabled=0

ems_server’keep_alive_period=60

ems_server/provisioning/url=http://%ITCS_ServerlP%:8081/

lync/BToE/CheckMNetwork=0

lync/BEToE/name=AudioCodes 400HD Phene

lync/moh/url=

network/lan/dhep/domain_name/enabled=1 v

network/lan/dhcp/gateway/enabled=1

Save Close

3. Edit the template and then click Save; the modified template is saved in its URL
location on the server, for example, http://10.59.0.200/ipp/admin/AudioCodes.php

See the phone's Administrator's Manual for parameter descriptions.
See also Section B.2.8.
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B.2.1 About the Template File
The template is an xml file. It defines how a phone's configuration file will be generated.
The template shows two sections.
B The upper section defines the global parameters that will be in the global configuration
file
B The lower section defines the private user parameters that will be in the device
configuration file
B.2.2 Global Parameters
Global parameters apply to all phones in the enterprise network. The
ems_server/provisioning/url parameter, for example, is a global parameter because all
phones in the enterprise network point to the same provisioning server.
Only one file is generated for each template, so every change in the global file will
automatically impact all the phones from this template.
B.2.3 User-Specific Parameters
Private user parameters apply to specific phones. They can pull global parameters using
the template's ‘include’ function. The network/lan/vlan/mode=%ITCS_ VLANMode%
parameter, for example, is a user parameter because each user in an enterprise is defined
in a user-specific VLAN.
This parameters will be store in the MAC.cfg file for each device.
B.2.4 Restoring a Template to the Default
You can restore a template to the factory default at any time.
» To restore atemplate to the default:
B Click the Restore to default button (displayed only if a change was made); the phone
model and its description are displayed.
B.2.5 Downloading a Template
You can download a template, for example, in order to edit it in a PC-based editor.
» To download a template:
B Click the Download configuration template button and save the xml file in a folder
on your PC.
B.2.6 Uploading an Edited Template
You can upload a template, for example, after editing it in a PC-based editor.
» To upload an edited template:
B Click the Upload configuration template button and browse to the xml template file
on your PC. The file will be the new template for the phone model.
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B.2.7 Generating an Edited Template
After editing a template if necessary, you must generate the edited template.

» To generate an edited template:

1. In the IP Phone Configuration Template page, click the Generate Configuration
Template button; this prompt is displayed:

Figure B-4: Generate Configuration Template — 'Global files' Prompt

Global files

The Global files will be generated to the location defined in the
template (destinationDir).

Yes Cancel

2. Click Yes; the generated template reflecting the edit/s is available in the IP Phone
Models Configuration Templates page.

B.2.8 Defining Template Placeholders

Templates include placeholders whose values you can define. After defining values, the
placeholders are automatically resolved when you generate the template, for example, the
placeholder %ITCS_TimeZoneLocation% is replaced with the local time zone in a globally
distributed enterprise's phones. Placeholders can be defined per system, region, IP phone
model, and devices.

» To show placeholders:

1. In the IP Phones Configuration Templates page (Phones Configuration >
Templates), click the Edit button adjacent to the phone model; this screen opens:

Figure B-5: Configuration Template
: SocadecedanlinGontiousiiondamelal

IP Phone Audiocodes_420HD Configuration Template

Model: Audiocodes_420HD

Description: The 420HD SIP IP Phone is a high-definition IP phone with an affordable price.

Edit: Edit configuration template
Download: Download configuration template
Upload: Upload configuration template

Generate Global Configuration Template Show Place Holders

Advanced
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2. Click Advanced, and then click the Show Placeholders button.

Figure B-6: Show Placeholders

Placeholders for file Audiocodes_430HD_LYNC.cfg

<destinationDir=%:ITCS_destinationic</destinationDir=
ems_server/provisioning/url=http://%:ITCS_ServerlP%::8081/
provisioning/configuration/url=http://3:ITCS_ServerlP%:/confi
provisioning/firmware/url=http://%ITCS_ServerlP%:/firmware
<name=%ITCE_mac¥.cfg</name=
«destinationDir=%:I1TCS_destination¥z</destinationDir>
ems_server/user_name=%%ITCS_LinelAuthMames

ems_server/user_password="%:ITC5_LinelAuthPassword?:

system/ntp/gmt_offset=":ITCS_TimeZonesLocations Vv
network/lan/vlan/id=":1TCS_VLANID%
< 2>
Ok

The figure above shows placeholders currently defined in the xml Configuration Template
file for the 430HD Lync phone model.

There are four kinds of placeholders: (1) System (2) Phone Model (3) Region (4) Devices.
B To manage an available placeholder, see Section B.2.8.1

B To add/edit/delete a phone model placeholder, see Section B.2.8.2
B To add/edit/delete a region placeholder, see Section B.2.8.3
B To add/edit/delete a device placeholder, see Section B.2.8.4

B.2.8.1 Default Placeholders Values

You can define placeholders. Before defining values for placeholders, you can view the
default placeholders values defined.

» To view default placeholders values defined:

B Access the Default Placeholders Values page (Phones Configuration > Default
Placeholders Values):

Default Placeholders Values

Figure B-7: Default Placeholders Values

Placeholder Value Description
%ITCS_ServerIP% 10.21.8.30
“%ITCS_TimeZoneName“: utc The IP SPS TimeZone/Country name
“%ITCS_TimeZoneLocation®e +00:00 The IP SPS TimeZone offset format is +/-xx:xx
%ITCS_DayLightSwitch% 0
“%ITCS_MwiVmNumbers 1000 The Voice Mail number
“%ITCS_Version% 1421074575
%ITCS_Language®: English Determines IPP display user interface language: English, Spanish or Russian
%ITCS_SRTP% Q
“%ITCS_TPPhoneUsernames admin The IPPhone administration user name
%ITCS_TPPhonePassword® 1234 The IPPhone administration password
% ITCS_destination% /data/NBIF/ippmanager/generate/ configuration files location on the disk
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» To define a placeholder value:

1. Access the System Settings page (Phones Configuration > System Settings).

Figure B-8: System Settings

System Settings

Note: Changes to values of parameters in this screen will not be applied if the device's configuration file does not include them.

System Settings

Default Phone Configuration

IP Phones Language English

Voice Mail Number 1000

| Reguire SRTP in the Phone Configuration File (%ITCS_SRTP%)

Outbound Proxy

Redundant Mode No Redundant

Primary 10.62.0.42

[~] (%ITCS_Language®o)
(%ITCS_Primary_NTP%)

(%%ITCS_MwiVmNumbers)

ﬂ (%ITCS_Redundant_outbound_proxy_enable:)

(%ITCS_Outbound_proxy%:)

Note: The screen above only applies to enterprises whose environments are non Lync
(except for the 'IP Phones Language' parameter).

2. Define values for available placeholders according to your enterprise IP phone
configuration requirements, and then click the Submit button. Use the table below as
reference. Except for the 'IP Phones Language' parameter, all parameters are only
applicable to enterprises whose environments are non Lync.

Parameter

IP Phones Language

NTP Server IP Address

Voice Mail Number

Require SRTP in the
Phone Configuration File

Table B-1: System Settings
Description

From the dropdown select the language you want displayed in the
phones' LCD screens: English (default), French, German, Hebrew,
Italian, Polish, Portuguese, Russian, Spanish or Ukraine.

Enter the IP address of the Network Time Protocol (NTP) server from
which the phones can get the time.

Enter the number of the enterprise's exchange.

Configuration depends on the enterprise environment, specifically, on
which exchange the enterprise has. If the enterprise has a Lync
environment, ignore this parameter. Default=1000.

Select this option for Secure RTP. Real-time Transport Protocol (RTP)
is the standard packet format for delivering voice over IP.
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Parameter Description

Redundant Mode From the dropdown select No Redundant (default) or
Primary/Backup.

Allows the administrator to set the primary PBX / Lync server to which
the phone registers and the fallback option if the server is unavailable.

Primary/Backup, or 'outbound proxy', is a feature that enables the
phone to operate with a primary or backup PBX/Lync server. If the
primary falls, the other backs it up.

Primary Enter the IP address of the primary PBX/Lync server, i.e., the
outbound proxy.

Backup Displayed only if you select the Primary/Backup option for the
'Redundant Mode' parameter (see above).

LDAP Configuration Lightweight Directory Access Protocol lets you provide distributed
directory information services to users in the enterprise. Not applicable
in a Microsoft Lync environment. See Section B.2.8.1.1 below.

3. View newly defined placeholder values in the IP Phone Placeholders page (Phones
Configuration > System Placeholders).

B.2.8.1.1 Configuring the LDAP Directory

The IP Phone Management Server lets you configure an enterprise's LDAP directory.

Note: When in a Microsoft Lync environment, this section is inapplicable because Lync
uses its own Active Directory server.

» To access the LDAP directory:

1. Access the System Settings page (Phones Configuration > System Settings).
2. Click the LDAP Configuration button; the LDAP Configuration page opens.

Figure B-9: LDAP Configuration

LDAP Configuration

Note: LDAP Configuration is usually not used in an MS Lync environment.

LDAP Configuration

General

Server Address

Port 389

User Name

Password

Base

# Phone

3. Click +Phone; the screen expands to display the 'Active’ parameter.

4. From the 'Active’ parameter dropdown, select Enable; the figure shown below is
displayed.
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Figure B-10: LDAP Configuration - Phone

Cisplay Name

Max Hits (1~1000)
Country Code
Area Code

Sort Result Disable iZ

5. Configure the parameters using the table below as reference.
Table B-2: LDAP Configuration

Parameter Description

Server address Enter the IP address, or URL, of the LDAP server.

Port Enter the LDAP service port.

User Name Enter the user name used for the LDAP search request.

Password Enter the password of the search requester.

Base Enter the access point on the LDAP tree.

Active From the dropdown, select Disable LDAP (default) or Enable LDAP. If

Enable is selected, the parameters below are displayed.

Name Filter Specify your search pattern for name look ups. For example, when you type in
the (&(telephoneNumber=*)(sn=%)) field, the search result includes all LDAP
records which have the ‘telephoneNumber’ field set, and the ‘(“sn”--
>surname)’ field starting with the entered prefix.

When you type in the (J(ch=%)(sn=%)) field, the search result includes all
LDAP records which have the ‘(“cn”-->CommonName)’ OR the ‘(“sn”--
>Surname)’ field starting with the entered prefix.

When you type in the (!(cn=%)) field, the search result includes all LDAP
records which “do not” have the ‘cn’ field starting with the entered prefix.

Name Attributes Specifies the LDAP name attributes setting, which can be used to specify the
“name” attributes of each record which is returned in the LDAP search results.

When you type in the following field, for example, cn sn displayName”, this
requires you to specify ‘cn-->commonName’. This is the Full name of the user,
sn-->Surname, last name or family name and “displayName” fields for each
LDAP record.

Number Filter Specifies your search pattern for number look ups.

When you type in the following field, for example,
(I(telephoneNumber=%)(Mobile=%)(ipPhone=%)), the search result is all
LDAP records which have the “telephoneNumber” OR “Mobile” OR
“ipPhone”field match the number being searched.

When you type in the (&(telephoneNumber=%)(sn=*)) field, the search result
is all LDAP records which have the 'sn' field set and the
“telephoneNumber” match the number being searched.
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Parameter Description
Number Specifies the LDAP number attributes setting, which can be used to specify
Attributes the “number” attributes of each record which is returned in the LDAP search
results.

When you type in the following field, for example, Mobile telephoneNumber
ipPhone, you must specify ‘Mobile’, ‘telephoneNumber’ and ‘ipPhone’ fields for
each LDAP record.

Display Name Specifies the format in which the “name, e.g. “Mike Black” of each returned
search result is displayed on the IPPHONE.

When you type in the following field, for example, %sn, %givenName, the
displayed result returned should be “Black, Mike”.

Max Hits Specifies the maximum number of entries expected to be sent by the LDAP
(1~1000) server (this parameter is sent to the LDAP server).

Country Code Defines the country code prefix added for number search.

Area Code Defines the area code prefix added for number search.

Sort Result Sorts the search result by display nhame on the client side.

Search Timeout The time out value for LDAP search (this parameter is sent to the LDAP
(in seconds) server).

Call Lookup Defines the user name used for the LDAP search request.

6. Click Submit.

B.2.8.2 Phone Model Placeholders
You can edit the values defined for an existing phone model placeholder and/or you can
add a new model placeholder.

B.2.8.2.1 Editing Phone Model Placeholders
You can edit the values for existing phone model placeholders.

» To edit values for existing phone model placeholders:

1. Access the Phone Model Placeholders page (Phones Configuration > Phone Model
Placeholders):

Figure B-11: Phone Model Placeholders

Placeholder value Description
ITCS_DayLighthctivates, Disable
ITCS_DayLighlEndDay® |
| Bt ErdMontht,

10a0as

*ITES_SipligitMag®s

The page shows the placeholders and their values defined for a phone model.

» To edit a value of an existing phone model placeholder:

1. Click the Edit button; the 'Edit placeholder' screen is displayed:
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Figure B-12: Edit Phone Model Placeholder

Edit placeholder

IP Phone Model - Audiocodes_420HD

Name: {DayLightActivate x|
Value: Disable
Description: Day Light Activate - Enable/Disable

In the 'Name' field, you can edit the name of the placeholder.

In the 'Value' field, you can edit the value of the placeholder.

In the 'Description’ field, you can edit the placeholder description.
Click Submit; the edited placeholder is added to the table.

ok wD

B.2.8.2.2 Adding a New Phone Model Placeholder

You can add a new phone model placeholder. A new placeholder can be added and
assigned with a new value.

» To add a new phone model placeholder:

1. Access the Phone Model Placeholders page (Phones Configuration > Phone Model
Placeholders):

2. From the IP Phone Model dropdown in the Phone Model Placeholders page, select
the model, e.g., IP Phone Model — Audiocodes_420HD.

3. Click the Add new placeholder button.

Figure B-13: Add New Phone Model Placeholder
Add new placeholder

1P Phone Model - Audiocodes 420HD

Mame: f

Value:

Description:

In the 'Name' field, enter the name of the new placeholder.

In the 'Value' field, enter the value of the new placeholder.

In the 'Description' field, enter a short description for the new placeholder.
Click Submit; the new placeholder is added to the table.

N o o ks

B.2.8.3 Region Placeholders

You can edit values for existing region placeholders and/or you can add new region
placeholders.

B.2.8.3.1 Editing Region Placeholders

You can edit the values for existing region placeholders.

» To edit values for existing region placeholders:

1. Access the Manage Region Placeholders page (Phones Configuration > Region
Placeholders):
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Figure B-14: Manage Region Placeholders

“alTCE_DayLightActivate | oisane Aegionl
11E5_KnapAlivaPariods I's Ragionl
1TE5_SpesdDialMansal s e Ragionl
11E5_SpredDialMamelts [ nrim Bmgion]

5 | SwiTCs_speedouimumber: ™ ®mgioni

ITCS_SpeedDislMumbseras, 5588 Rngion]

3
[y o
[y o
[y o
[y o
Sy o
[ o

» To edit a value of an existing region placeholder:
1. Click the Edit button; the 'Edit placeholder' screen is displayed:
Figure B-15: Edit Region Placeholder

Edit placeholder
Region Overwrite
Name: ﬂYUghL&{:ﬁUal o

Value: DISAELE

Reqion Region1 (V]

2. Inthe 'Name' field, you can edit the name of the placeholder.
3. Inthe 'Value' field, you can edit the value of the placeholder.
4. From the 'Region’ dropdown, you can select another region.

5. Click Submit; the edited placeholder is added to the table.

B.2.8.3.2 Adding a New Region Placeholder

You can add a new region placeholder.

» To add a new region placeholder:

1. Access the Manage Region Placeholders page (Phones Configuration > Region
Placeholders):

2. From the Region dropdown, select a region, and then click the Add new placeholder
button.

Figure B-16: Add New Region Placeholder
Add new placeholder

Region Overwrite

Mame:
Value:
Region IPP phone [v]

In the 'Name' field, enter the name of the new placeholder.
In the 'Value' field, enter the value of the new placeholder.
From the 'Region’ dropdown, select a new region.

Click Submit; the new placeholder is added to the table.

S
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B.2.8.4 Devices Placeholders

You can change placeholders values for specific phones, for example, you can change
placeholders values for the CEO's phone. You can also edit a phone's placeholders values.

B.2.8.4.1 Changing a Device Placeholder Value

» To change a device placeholder value:

1. Access the Manage Devices Placeholders page (Phones Configuration > Devices
Placeholders):

Figure B-17: Manage Devices Placeholders

Placeholder Value Device Hame User Name

1| %ITCS_DayLightindOay's 4 436-Nonkyne 430-Honyne = Ea

Tip: Use the 'Filter' field to quickly find a specific device if many are listed. You can
search for a device by its name or by its extension.

2. Click the Change placeholder value button; the Change IP Phone Device
Placeholder screen opens.

Figure B-18: Change IP Phone Device Placeholder
Change IPF Phone Device Placeholder

Change IP Phone Device Placeholder

Device e ﬂ

3. From the Device dropdown, select the device.

Figure B-19: Change IP Phone Device Placeholder — Selecting the Device

Change IP Phone Device Placeholder

Change IP Phone Device Placeholder

Device
““““ 420-MNon-Lync-1 - 420-Non-Lync-1

430-Lync-1-New - 430-Lync-1-New
430-Lync-1-New-Hakshur4 - 430-Lync-1-Mew-Hakshurd
430-MonLync - 430-NonLync
440-MNon-LYHC-Izik - 440-MonLyne-lzik
440-lync-izik1 - 440-izik-1

440_demo1 - 440_demo1

Galt - Gall

Gal2 - Gal2

hak5-Lync-420 - hakS-Lync-420
ipphone1

ipphone2

ipphone3

ipphoned

ipphones

ipphonet

ipphone?

ipphoned

ipphoned

IMoshe1 - moshe_420
rubii_4200_440HD - rubii_4200_440HD
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Figure B-20: Edit IP Phone Device Placeholder

Edit IF Phone Device Placeholder

Edit IP Phone Device Placeholder

Device ipphone3 ]
IP Phone Mode

Key Mo Values Found ﬂ
(Default Value

Overwrite Value

4. From the Key dropdown, choose the phone configuration key.

5. Enter the device's overwrite value in the 'Overwrite Value' field, and then click the
Submit button.

B.2.8.4.2 Editing a Device Placeholder Value

You can edit a device placeholder value.

» To edit adevice placeholder value:

1. Access the Manage Devices Placeholders page (Phones Configuration > Devices
Placeholders).

2. Click the Edit button; the 'Edit placeholder' screen is displayed, as shown above.
3. Inthe 'Overwrite Value' field, you enter a new value.
4. Click Submit; the edited device placeholder is added to the table.

Note: The new overwrite value is not automatically generated in the device IP phone
configuration file. To generate the new device in the IP phone configuration template
file, click the Generate Configuration Template button in the Templates page

(Phones Configuration > Templates).
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B.3 Managing Configuration Files

You can manage IP phones configuration files. All cfg files are created and located on the
EMS server. You can view and manage storage and upload and delete files from storage.
To avoid network congestion, a delay feature enables an interval between each installation.

» To manage IP phone configuration files:

B Access the Manage Configuration Files page (Phones Configuration > Phone
Configuration Files).

Figure B-21: Manage Configuration Files

Drinly Sructed Filen

The page lets you

Filter by filename the .cfg configuration files listed

Browse to a location on your PC and upload a .cfg configuration file
Select and delete any or all of the .cfg configuration files listed
Open any of the .cfg configuration files listed in an editor

Save any of the .cfg configuration files listed

Download any of the .cfg configuration files listed

View all configuration files currently located on the server (global configuration files,
company directory configuration files, and IP phone configuration files)

B.4 Managing Phone Firmware Files
You can manage the phones' .img firmware files.

» To manage the .img firmware files:

B Access the Phone Firmware Files page (Phones Configuration > Phone Firmware
Files).

Figure B-22: Phone Firmware Files

Phane hrmware hies

| Orlete |
| Oclexe |
| oclete |
| Delcte |
3
[ oeicte
| Deicte |

In this page you can
B View all .img firmware files currently located on the server

B Add anew IP phone firmware file. Note that if default names are used (e.g.,
420HD.img), all devices of this type will automatically use it.

B Filter by filename the .img firmware files listed
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Determine from the phone's name if it does not have firmware — it will be red-coded. If
so, you must upload the phone's .img firmware file that you obtained from
AudioCodes, to the EMS Provisioning Server:

a. Click the name of the phone; this screen opens:

Figure B-23: .img Firmware File Download/Upload

IP Phone 420HD_test Firmware

IP Phone 420HD_test Firmware

MName: 420HD_test

Description: test

Version: 420HD220.7

File Name: 420HD_test.img

Download: Download configuration firmware

Upload: Upload configuration firmware

b. Click the Upload firmware button, and then navigate to the .img file you received
from AudioCodes and put on the EMS Provisioning Server. You can perform this
part of the installation procedure before or after configuring your enterprise's
DHCP Server with DHCP Option 160 (see also Section 2.2).

Download a phone's .img firmware file to the pc. Click the phone's Name; the screen
shown in Figure B-23 opens. Click the Download firmware button.

Edit a phone's .img firmware file. Click the name or click the Edit button in the row.
Delete any.img firmware file listed. Click the Delete button in the row.

Manage .img firmware files by grouping them.

a. Click the Add new IP Phone firmware button.

Add new IP Phone firmware

Add new IP Phone firmware

Name: New York 440HD

Description: 440HD phones in NY

Version: [

b. Define an intuitive 'Name' and 'Description’ to facilitate easy identification. You
can leave the 'Version' field empty, and then click the Submit button; this screen
is displayed:

c. Click Upload firmware; this screen is displayed:

Upload IP Phone Firmware New York 440HD

Press the Browse button to locate the file and then press the Submit button. When file upload is complete The file has been uploaded st fully will be shown.

Browse...

d. Click Browse, navigate to the .img file, and then click the Submit button; the
'Version' field is populated and the .img file is uploaded to the phone.
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C Provisioning Flows

This appendix illustrates the provisioning flows between phones and

Management server.

C.1 Lync Phones

IP Phone

The figure below shows the provisioning flow between the Lync phone and the IP Phone

Management server when the MAC address is known.

Figure C-1: Lync Phone > IP Phone Management Server Flow when MAC is Known

Set a firewall that supports the IP :)
Phor.\e Management Server and 0
configure the phone to connect —

to the server

Lync FE Server

) DHCP Option 160

@ IP Phone Management Server URL

DHCP Server

Get firewall and CFG file if
configured in the Management
Server for this MAC address

IP Phone Management Server

The figure below shows the provisioning flow between the Lync phone and the EMS server

when the MAC address is unknown.

Figure C-2: Lync Phone > IP Phone Management Server Flow when MAC is Unknown

Set a firewall that supports the b
IP Phone Management Server —
and configure the phone to —
connect to the server. :
Lync FE
Server
€) DHCP Option 160 .
e’ IP Phone Management Server URL
DHCP
Server
Y "

The phone is shown in the
Management Server waiting for
manual approval. After approval,
the server sends new firewall and
CFGfiles to the phone.

IP Phone Management Server
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C.2 Other Phones

The figure below shows the provisioning flow between other (non-Lync) phones and the IP
Phone Management server when the MAC address is known.

Figure C-3: Generic Phone > IP Phone Management Server Flow when MAC is Known

Set a firewall that supports the IP
Phone Management Server and
configure the phone to connect
to the server

—

4 |HTTP Get default firewall and CFG file 9 ST, c]
HTTP Get specific firewall and CFG file &)
._7___7___7___7__ @
= ——REGISTER IP Phone ManagementServer

E
Get firewall and CFG file if
configured in the Management
Server for this phone MAC address
IP Phone Management Server
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