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Notices

Notice

This User's Manual describes AudioCodes' SIP Trunk Monitoring Service.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document and other documents can be viewed by
registered customers at http://www.audiocodes.com/downloads.

© 2015 AudioCodes Inc. All rights reserved.
This document is subject to change without notice.

Date Published: Oct-15-2015

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?, CTI Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera,
Open Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer,
VolPerfect, VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are
trademarks or registered trademarks of AudioCodes Limited. All other products or
trademarks are property of their respective owners. Product specifications are subject
to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be
disposed of with unsorted waste. Please contact your local recycling authority for
disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an
authorized AudioCodes Service Partner. For more information on how to buy technical
support for AudioCodes products and for contact information, please visit our Web site
at www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at
http://www.audiocodes.com/downloads.
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1. Overview

Overview

AudioCodes' Session Experience Manager (SEM) is a valuable new tool that delivers
important technical and business statistics based on AudioCodes methodologies
developed over years of experience in VolP. The SEM provides real-time
management of VolP traffic, giving VolP network administrators a network health
monitoring functionality that includes alarms and diagnostics capability.

The SIP Trunk Monitoring Service is a cloud-based service to monitor, analyze and
alert in real time VolIP call failures and voice quality issues, based on the SEM
application running from the cloud.

This document shows how to deploy and utilize the SIP Trunk Monitoring Service to
maximum advantage, to enhance VolIP users' quality of experience.

1.1 Specifications
Following are the SEM specifications:
B Modular tool featuring distinct views for Network, Statistics, Calls, Alarms and
Reports.
B Graphical representation of your managed AudioCodes SBC, and its links in Map
and Table view, featuring popup summaries of critical metrics.
B Voice quality diagnostics for devices/links and users in the VolP network.
B Real-time, as well as historical monitoring, of VolP network traffic health.
B Call quality rating metrics (MOS, jitter, packet loss, delay (or latency) and echo).
B Call trend statistics according to key metrics, traffic load, average call duration
and call success.
B SEM alerts based on user defined call success rate and quality thresholds.
B Active alarms and history alarms display.
B Monitoring the quality of the links between AudioCodes and non-AudioCodes
devices.
B Filtering according to time range, devices and links.
1.2 SEM Monitored Devices
The following devices can be monitored by the SEM:
B Mediant 9000 SBC
B Mediant 4000 SBC
B Mediant 2600 E-SBC
B Mediant SE SBC
B Mediant SE-H SBC
B Mediant VE SBC
B Mediant VE-H SBC
B Mediant 3000 Media Gateways
B Mediant 2000 Media Gateways
B Mediant 1000B Gateway and E-SBC and Mediant 1000B MSBR
Version 7.0 11 SIP Trunk Monitoring Service
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Mediant 800B Gateway and E-SBC and Mediant 800B MSBR
Mediant 500 E-SBC
Mediant 500L MSBR and Mediant 500 MSBR

Note: All devices monitored by the SEM should be version 6.8 or later.

1.3 Benefit to VolP Network Administrators

The SEM enables VolP network administrators to:

B Quickly identify the metric or metrics responsible for degradation in the quality of
any VolIP call made over the network.
B Accurately diagnose voice quality problems in response to VolP user criticism.
B Prevent VolP quality degradation.
B Optimize quality of experience for VolP users.
1.4 Measuring Voice Quality in a VolP Network

The following important metrics are factorized into the equation when measuring voice
quality of calls made over a VoIP network:

Mean Opinion Score (MOS) (specified by ITU-T recommendation P.800) is the
average grade on a quality scale of Good to Failed, given by the SEM to voice
calls made over a VolP network, after testing.

MOS-LQ = listening quality, i.e., the quality of audio for listening purposes; it
doesn't take bi-directional effects, such as delay and echo into account.
MOS-CQ = conversational quality; it takes listening quality in both directions into
account, as well as the bi-directional effects.

Jitter, measured by the SEM, can result from uneven delays between received
voice packets. To space evenly, the jitter buffer adds delay. The higher the
measurement, the greater the impact of the jitter buffer's delay on audio quality.

Packet Loss, measured by the SEM, can result in choppy voice transmission.
Lost packets are RTP packets that aren't received by the voice endpoint for
processing.

Delay (or latency), calculated by the SEM, is the time it takes for information to
travel from source to destination (round-trip time). Sources of delay include voice
encoding / decoding, link bandwidth and jitter buffer depth.

SEM
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2. Configuring Devices to Report to the SEM

2

2.1

Configuring Devices to Report to the
SEM

This section shows how configure devices to report to the SEM. Before you can use
the SEM to monitor a device you need to:

1. Configure the SEM server address on the device (see Section 2.1 below)

2. Configure QoE Profile Rules (see Section 2.2 below)

Note: Customers who subscribe to AudioCodes' SIP Trunk Monitoring Service
receive an 'incremental’ ini file which can be loaded to the device and which
provides all necessary parameter settings, including SEM server IP address, NTP
server IP address, and SNMP configuration.

Configuring the SEM Server Address on the
Device

You need to configure the SEM's server address on the device so that the device will
report to the SEM.

» To configure the SEM's server address on the device:

1. Inthe Web interface, open the Session Experience Manager page (select the
Advanced option > VolP > Quality of Experience > Session Experience
Manager):

Figure 2-1: Session Experience Manager Server

- - r
|-cﬂ-nwm Maintenance E;‘I‘;;,»Ms | Seswmon Expenence Manager Server

Seanch

Basic * Advanced

w» Session Expenence Manager Server
Server IP

* il System
“@dvarp
Tl network
£idtom
* il Secunity
*ipsTh
*udmedin

Server

=4l Quality of Experience
Session Experience Manager

Redundant Server IP
Port S001

Interface Mame OAMP

2. For detailed information on configuring the SEM's server address (if necessary),
see the device's User's Manual.

Version 7.0
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2.2 Configuring a Quality of Experience Profile

You need to configure a Quality of Experience Profile on the device.

» To configure a Quality of Experience Profile on the device:

1. In the Web interface, open page (select the Advanced option > click the
Configuration tab > VolP > Quality of Experience > Quality of Experience
Profile):

Figure 2-2: Quality of Experience Profile

No Records

click here to add new row

Page[1_Jof 1 Show[10 w|records per page No Records.

2. For detailed information on configuring a Quality of Experience Profile (if
necessary), see the device's User's Manual.

2.3 Configuring a Bandwidth Profile

For details on configuring a bandwidth profile see the device's User's Manual.
2.4 Synchronizing Clocks
241 Synchronizing SEM Server Time with Device Time

For the SEM server to monitor the device, the device and SEM server clocks must be
synchronized. Date and time must be identical on both.

If the SEM server is unsynchronized with a device in the network, an alarm is sent.
Associated with the unsynchronized device, the alarm has two severity levels: Critical /
Clear. If the difference between the Server Time and the Device Time is less than one
minute, no alarm is sent. If there's a problem, connection with the device is disallowed.

You'll receive the following message if one of the device NTPs is either SEM IP or
SEM NTP IP:

"NTP configuration is correct, please check your network conditions (Firewalls, Ports,
etc.) and make sure that NTP sync of SEM Server and/or Devices is performed
correctly."

You'll receive the following message if the SEM IP or the SEM NTP IP are not present
as one of the device NTPs:

"Please make sure that the time in the SEM server and the device is properly
synchronized."

SEM 14 Document #: LTRT-91122
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2. Configuring Devices to Report to the SEM

24.2

Synchronizing SEM Client Time with SEM Server Time

The same feature applies if SEM client-server are unsynchronized. The SEM client
notifies you if it's unsynchronized with the NTP server. Client-server time difference
should not exceed three minutes (currently) for correct GUI display. When times are
unsynchronized, a message pops up notifying you of the server/client times; a red icon
appears near the dates filter; position your mouse over it to view the tooltip.

Synchronization status is checked every client-server refresh (same as other
stats/calls refresh) but the popup message appears when an unsynchronized status is
first encountered. The red icon is cleared when times are resynchronized.

When selecting a dates range, incorrect results may be received if there's a client-
server synchronization issue, because the dates selected in the GUI (client clock) are
not the same as the server-related dates (server clock). In this case, after login (or
when clocks become unsynchronized), the indications below are displayed.

Figure 2-3: Client and Server Clocks Not Synchronized

Attention

Client & Server clocks are not synchronized!
More than 3 minutes difference.

Server Time: Mon Jul 14 10:03:54 GMT+0300 2014 0
Client Time: Mon Jul 14 10:13:54 GMT+0300 2014

Client and Server clocks are not synchronized!

. More than 2 minute difference,
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3. Starting the SEM Tool

3

3.1

Starting the SEM Tool

Users can directly access the SEM by pointing their web browser to its location on the
internet, for example, to http://10.3.180.8/EMS-VQ/Main.html#

Users can then log in with Username and Password, for example:
acladmin
pass_1234

Note: It's strongly recommended to change your initial password after first login.

By default, all VolP devices managed in the network are displayed. By default, data on
calls made in the Time Range of the past 3 hours are displayed.

Getting Acquainted with the SEM GUI

This section familiarizes you with the SEM GUI. See the figure below and Table 3-1
below it.

Figure 3-1: SEM GUI Areas

Users can change password by selecting Change password from the User menu:
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Change password for user gal »®

T E—
New password #
Repeat new password *

The table below describes the SEM GUI areas.

Table 3-1: SEM GUI Areas

GUI Area Description

Toolbar Toolbar icons let you navigate to the following SEM pages:
Network (default), Statistics, Calls List, Alarms, Reports and Ultilities.

Username (read-only); Logout; Help (pending)

Actions Bar = Map view / Table view
= Add Non ACL Device
= Add Link

Refresh @@ [Start/Stop Auto Refresh] Switches on/off automatic page refresh.

#
(1
e Filters Time Range, Devices, Links
©
o

Functionalities

and Change 4% [Refresh Now] Refreshes the page
Password / 1® Connected or ® Disconnected (read-only).
Logout
User / admin name menu, to change password or log out.
o Search Lets you locate specific information in Network view, Calls List and
Alarms view.
e Main Screen Each SEM view's main working area. In Network view, for example, the

main screen displays devices configured on the SEM server.

& Zoom

= Save devices locations
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# GUI Area Description

0 Summary Panes | Network view displays these summary panes:
« Devices
v" Successful/Failed Calls
v/ Calls Quality
v' Alarms
o Links
v' Successful/Failed Streams
v Streams Quality
v' Alarms
Statistics view displays these summary panes:
v" Devices (Calls Total #, Successful %, Fail %, Max Concurrent)
v Quality % and Color
v Quality Cause

Click Mto expand the main screen/hide the summary panes.
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4 Filtering to Display Specific Info

Filters let you exclude unwanted information from the Network, Statistics, Calls List,
AD Users and Alarms pages. Filters let you display only information you require:

Figure 4-1: Filters

From: Last 3 hours |8 [To: Mow | 19 Devices All Selected v 16 Links All Selected ~  All/ Hone

Table 4-1: Filters

Filter Description
Time Range Lets you display time range-specific information.
Devices Lets you display device-specific information.
Links Lets you display information on specific communication paths (links) between
devices.

Filters can help you speed access to required information.

Note:
e To filter a device, select None in the Links filter and then select the device in the
Devices filter. Alternatively, select Select Just Me from devices' Actions menu.

o After defining a filter, it remains unchanged in all views until the next time you
set a new filter. You can filter again in any view, any time.

e The Calls List page and the Reports page display their own filter bar with page-
specific options.
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4.1 Filtering by Time Range

This section shows how to filter by time range.

411 Quick Filters

You can filter by time range using use quick filters.

» To use a quick filter:

1. On the filters bar, click the 'From' or 'To' field:

Figure 4-2: Time Filter

|Frcm Last 24 hours |_dﬁ |Tc MNow |_&

Guick Dates: @ ®

L:J Last 3 hours
D Last & hours
{*) Last 12 hours
D Last 24 hours

i) Custom Dates

From:  11/08/2014 | 4 3 L

Ta: 11/08/2014 ] 16w : 3 L]

2.  Under 'Quick Dates', select a time range and click ®; filtering is performed; the
filter bar shows this:

Figure 4-3: Filter Bar Showing Quick Date

|Fr0m:Last 12 hours Lﬂ |T0:N0w Lﬂ

41.2 Custom Filters

This section describes how to custom filters.

» To customize a time range filter:

1. On the Filter bar, click the 'From' field or the 'To' field and select the Custom
Dates option:

Figure 4-4: Time Range Filter - Custom

Quick Dates: @ ®

D Last 3 hours
i) Last& hours
i) Last 12 hours
D Last 24 hours

@ Custom Dates
] F F
From: 07/07/2014 G 124 @ 17 v 8

| F F Y
To: 07/07/2014 f 15 : 17 v @3
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2. Under Custom Dates, define the From date and then To date using the o

calendar icon:

Figure 4-5: Time Range Filter — Custom Dates

Quick Dates: @ ®
C) Last 3 hours
C) Last & hours
C) Last 12 hours
C) Last 24 hours

{(*) Custom Dates

From: 07/07/2014 | [ 4 |
FUA 4 July 2014 | p
To: 07/07/2014

[0}
~
W
=
[=]
-
=
=
ra

12 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 2% 30 31

3. Define the time of day/night, if you require; click A V.

4. Click the @ icon to accept; the filtering process is performed and the Filter bar
shows the following:

Figure 4-6: Filter Bar - From Date-To Date

| Time Range: [From: 05/1ul/2014 17:24 |5 [To: 15/1ul/2014 17:24 |

/0\ Note: Seven days is the maximum time you can define. If you exceed it, you are
&2 notified.
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4.2 Filtering by Device

You can filter from a list of AudioCodes devices currently connected to the SEM
server.

» Tofilter by device:

1. On the Filter bar, click the ‘Devices’ drop-down list.

Figure 4-7: Devices Filter

(o ] ©

[=] HK-MSBR

[=] E-5BC

[=] WvMAS-Demo
[=] PSTN-GW

[=] Hew-lersey
= Mobility-ESBC
=] VKMAS

2. Do one of the following:

e Click the Select All icon to automatically select all devices (save the time of
manual selection) -OR-

e  Click the Select None icon to clear all selections (save the time of manually
clearing) -OR-

e Individually select each device for the SEM to display

e  Search for devices to filter: In the 'Search....' field, enter the name of an
AudioCodes device, for example, sbc, as shown in the figure below; the list
is filtered to display only those devices.

Figure 4-8: 'Search’ for Devices to Filter
O = R sbc X | @

[ E-5BC
[=] Mobility-ESBC

3. Click ®I; only devices that you selected are displayed in blue; unselected devices
are displayed in light gray. If calls were made on a device, a counter bar is
displayed showing percentage share of total calls made. Point your mouse over
the bar to display the number of calls made on the device:

Figure 4-9: Filter Results
I

|_|EsBC ]
—
| e[

=Calls: 554
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4.3 Filtering by Links
You can also filter by links. Links are IP communication paths between devices that
measure and display key metrics on calls made on them. Links are defined according
to IP Group, Trunk Group, Phone Number or SIP IP address.
The ‘source’ device on which key metrics monitoring is based must be an AudioCodes
device. The second device can be an AudioCodes device or a non-AudioCodes
device defined by users. Users can define one or more links between devices. The
links are displayed in Network Map view. Each device and link status is displayed as
‘Red’ or ‘Green’. If red, then:
B Failed Calls threshold is reached (default = 30%)
-OR-
B Poor Calls Quality threshold is reached (default = 15%)
Users can define third-party non-AudioCodes devices in Network Map view. The SEM
doesn't directly monitor them but enables users to view all relevant devices in the VolP
network and to monitor links with AudioCodes devices.
Most commonly used non-AudioCodes devices are IP PBX, ITSP and routers. The
SEM can calculate, for example, call quality for the link defined between the
AudioCodes device and the Internet Telephony Service Provider (ITSP).
Non-AudioCodes devices are defined by name and IP address.
» Tofilter by links:
1. On the Filter bar, click the ‘Links’ drop-down list; the links are displayed.
Figure 4-10: Links Filter
HE ©
[=] Bezeq SIP trunk |4 |
[=] Biz+ to Cell
[=] BIZ+ to SIP Trunk
[=] Cellcom TDM Trunk
[=] Client Access N
[=] HK SIP trunk (local)
[=] HK to Lync
[=] Local M+ v |
2. Either:
e Click Select All to automatically select all links and save the time of
manually selecting -OR-
e Click Select None to clear all selections and save the time of manually
deselecting -OR-
e Individually select each link for the SEM to display.
After selecting, click ®; only links you selected are displayed (in blue);
unselected devices are displayed in light gray.
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5 Displaying VolIP Network Entities

The SEM opens by default on the Network page which you can choose to view in:
B Map view (default) (shows devices and links located on a map)

B Table view (shows devices and links in a table)

Note: Generic (non-AudioCodes) devices must be defined in the SEM for them to
be displayed in the SEM Network view.

5.1 Map View

On the Actions bar, click the Map icon &; VoIP network entities and their links are
graphically displayed as icons.

Figure 5-1: Map View

Session Experience Manager

Biz+ IP PBX

L

About Map view:

AudioCodes devices are colored light blue
Non-Audiocodes’ devices have gray background color
Filtered-out entities are displayed without background color.
Devices found using search filter surrounded by yellow.

Selected entities are surrounded with light blue.

If an entity displays @ it indicates that the percentage of failed calls > 30% or that
the percentage of poor quality calls > 15%.

If an entity displays @ it indicates that the percentage of failed calls < 30% and
that the percentage of poor quality calls < 15%.
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B Entities can be positioned or repositioned in the map. After dragging an entity and
dropping it in a different location, click Topology changed! Save devices
locations at the top of the zoom bar.

B Three summary panes (to the right) enable quick assessment of
(1) successful/failed calls/streams (2) calls/streams quality and (3) alarms.

511 Viewing Device / Link Information

In Map view, click a device or a link and then click the now-displayed i'; the
Device/Link Info popup opens:

Figure 5-2: Device Info / Link Info

i & i

& \
i Device Info x i/ Link Information x !
Name: ACL FE

Product  Front End Server Name: FE-> ME !
Version: 0 Prefoc yaniv_

Region:  yaniv Streams: 20

IP: 10.1.1.64

Calls: 1141

Success/Fail Rate:
Max Concurent Cals: 21

Success/Fail Rate: Quality:

Quality: o
Avg MOS: 29

AvgMOS: 37 Avg Jlitter: 62,5

Avg litter: 2.3 Avg Delay: 200

Avg Delay: 28.7 A‘.'g Loss: 0O

Avgloss: 0

See Section 1.4 on page 12 for quality metrics descriptions.

51.2 Performing Device / Link Actions

In Map view, click a device / link and then click the now-displayed “; the Device/Link
Actions popup opens:

Figure 5-3: Device Actions / Link Actions

o Device Actions =| b Link Actions »
[5] Select Devics [®] Select Link
Select Just Me
{:‘B -q} Select Just Me
L) Add Lin
#) Edit Link
#) Edit Device
5 (=) QoE Thresholds
(Z) QoE Default Thresholds e
o | Remove Link

[AudioCodes Device Actions] Select Device, Select Just Me, Add Link.
[Non-AudioCodes Device Actions] Edit Device, Remove Device.
[Link Actions] Select Link, Select Just Me, Edit Link, Edit Link QoE Profile, Remove Link.
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5.2

Session Experience Manager

Table View

In addition to viewing the network in map view, you can also view the network as a
table. Table view features two options: Devices -or- Links

Click the Table icon 25 on the Actions bar; the table displays devices by default:

Figure 5-4: Table View - Devices

1
Del
Tt F o o o o = Successtulrailed streams
N (10
10315123 0315125 73 o o o 680A233.005  regna
2
B
1200501 1200501 73 Medant SOOLUSER o o o 680A026005  yanw FE ’
1038018 1038016 3 P12 o o o 6804019002 leonid g1 ’sn £
103151245 103151266 73 swsac o o o 680A231007  regina ;_‘Z‘ o
‘e
e e w T 7 g 7 = | |=
A
10410035 10410035 73 Mediant 2000 o 0 o 5808225 eonia . |
0
Jreveme T . e N o = 1045 1105 1125 1145 1205 1225 1245 1305 1325 1345
A | B St W s - e
AlEdge tew lersey > EDGE Server o o o o yaniv
Federate users - yaniv Total Streams Streams Quaity
RTP SBA 1921681510 [ SBA o o o o yaniv
Dalis S84 10133101 [ SBA o ) o o yaniv
s 13 e . B . e (...
100% 0%
10318161 0318161 73 o o o saoazs  yaw
I;z 10318075 g a5 20 o ) yani ——
Good  Far  poor
20% 4 40%
ue 10318233 v
I . B R
oA 10318423 [ SBA o o o o yaniv
Alarms
IACL e 10,1164 ® 22 271 o ) yani
Alrm Name Tme Deviceflame.
© ctvemer Lo Down Awr 123727070804 10410038
O Topoloy Upsse 2aros s 1041003
O HITP Oowmiosd Fes__ 120843070814 10318181
O Topologypsste s 03w
O oWeaswEwn  wiesi00sn  w0awize
O owasswpEwn  woonsooen  toamrer
AIE) | @ Crcat0) © Me(t) © Minor®)

Columns show each device's share of calls as a percentage, Success/Fail ratio,
Quality distribution, MOS, Jitter, Delay and Packet Loss, allowing you access to
specific information and consequently enhancing management efficiency.

To display links in the table, click the Links button EEEEES | umks |,
button turns navy blue:
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Figure 5-5: Table View — Links

Session Experience Manager

‘Time Range: [From: Last 3 hours. [ [To: Now =]
& [0 Cooes NEETEN | ® % .

e o—E2'E g ue —r E— E—— 20 625 20 ) Phone Prefix. yaniv_
3 S g paipiet M oo — 2 £ 30 ) Pone Prefic yaniv_t

s —SFE g e ——— 3 0 180 ) Prone Prefix. yani_2

Alarms
‘Alarm Name. Time. Device Name.

© Etbemet Lok Cown Al 123727070814

O Topobgy Lpsate 1ZaT0S0T0E 10410035

O HITP Downiond Resut__ 120443070874 10318181

O Topobgy Lpaate 128 0Tm14
O oWescpEvn 100854070814

O oWekpEwn  00TR20708%  t0assier

AllE) | @ Cral0) @ Mept) © Mnox0)

Columns show each link's Source, Name, Destination, %Streams, Success/Fail ratio,
Quality MOS, Jitter, Delay, Packet Loss, Version, and Region, allowing you access to
specific information and consequently enhancing management efficiency.

Sorting by Column

Table view features sorting by column, enabling administrators to quickly compare
across devices/links for enhanced comparative analysis capability.

Tip:  Before sorting columns, in the Refresh Page, stop Auto Refresh ® and
Start it again ® after the sorting results have been displayed.

For example:

» To sort columns according to %Calls:

B Click the column header and click again if necessary until V¥ is displayed; entities
whose percentage share of calls is highest are listed highest, and those whose
percentage share of calls is lowest are listed lowest.

B Click the header again; A is displayed; entities whose percentage share of calls
is highest are listed lowermost, and those whose percentage share of calls is
lowest are listed uppermost.
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5.3 Adding Devices to the SEM

5.3.1 Adding a Non-AudioCodes (Generic) Device

You can view generic (non-AudioCodes) devices in the SEM if they're supported. To
view a generic device in the SEM you must first add it.

» To add a generic device to the SEM:

1. Click the Ta icon on the actions bar; this screen opens:

Figure 5-6: Adding a Generic Device

Network Device Definition ®

(*) Generic Device (_) M5 Lync Device

P [ |

Name | |

Region |Ac_.-|c-rg.rc |v|

Apphy Close

Make sure the default Generic Device option is selected.

3. Define the device's IP address, Name, and Region, and then click Apply; the
device is added and displayed in the SEM.
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5.4 Adding a Link

You can view links in the SEM. To view a link, you must first add it.
» To add a link to the SEM:

1. Click the < icon on the actions bar; this screen opens:

Figure 5-7: Adding a Link

Link Definition x
Name | |
Src Device Dest Device
[ =[]
Based On:
@ IP Group I:I

() Media Realm

() Remote Media Subnet
O Trunk Group

(") PhonelURI Prefix

() Control IP Address

) Media IP Address

2. After you select the Src Device, the screen below opens, showing the available
options retrieved from the device.

Figure 5-8: Available Options after Selecting Src Device

Link Definition X
Name | |
Src Device Dest Device

[osmos [-]—[ [

Based On:

(*) IP Group l:l =
() Media Realm

(_) Remote Media Subnet

CJ Trunk Group

() PhonelURI Prefix

f:) Control IP Address

() Media IP Address

(_) Src FQDN
Dest FQON

Close
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3. Select the IP Group option from the device's configured IP-Groups:

Figure 5-9: Selecting IP Group

Hame |

Src Device

Based On:

Dest Device

[oswn [[]— [ []

(*) IP Group |_| =
() Media Realm

(_) Remote Media Subnet

() Trunk Group

(_) Phone/URI Prefix

O Control IP Address

() Media IP Address

() Src FQDN
Dest FQDN

IP Groups#i
IP Group#2
IP Group#3
IP Group#d

IP Groups

B [f there's no SNMP connection to the device, no options will be available and the
error message shown in the figure below will be displayed. Enter the value

manually.

Figure 5-10: No SNMP Connection to Device, No Options Available

Link Definition X

Hame | |
Src Device Dest Device
— [

@Cuu ldnt establish connection with the device!

Based On:

(®) 1P Group I:I

() Media Realm

(_) Remote Media Subnet

O Trunk Group

() PhonefURI Prefix

O Control IP Address

() Media IP Address

() Src FQDH

Dest FQDN
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4. Use the table below as reference when configuring the parameters.

Parameter

Name

Src Device

Dest Device

Table 5-1: Adding a Link

Description

Enter an intuitive name for the link.

From the dropdown list, select the source device from which to link to
the destination device. You can alternatively search for it.

From the dropdown list, select the destination device to which to link
from the source device. You can alternatively search for it.

The link counts and computes statistics on all calls that originate in the source device, based on one
of the following filter options:

IP Group

Media Realm

Remote Media Subnet

Trunk Group

Phone/URI Prefix
Control IP Address

Media IP Address

Defines the source device IP-Group index (a list of options may be
available).

Defines the source device Media Realm index (a list of options may be
available).

Defines the source device Media Realm subnet index (a list of options
may be available; Media Realm must also be defined).

Defines the source device Trunk Group index (a list of options may be
available).

Defines the prefix text of a phone number or SIP URI string.

Defines a valid IP-Address on which SIP control messages are
originated.

Defines a valid IP-Address on which SIP media messages (voice/fax)
are originated.

5. Click Apply; the link is added and displayed in the SEM.

SEM
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5.5 Network Health Overview Panes

Map and Table views feature three overview panes, enabling at-a-glance assessment
of the overall health of the VolP network.

Figure 5-11: Network Health Overview Panes

| Links |
SuccessfullFailed Calls
100
40 80
0]
g
m
B 0 B0 2
n 5
il -
o, I
i 20 KL
"
10 20
0 0
1535 1555 16:15 16:35 1655 1715 1735 1755 1815 1835
All M Successful W Failed = Failed Rate
Total Calls Calls Quality
Success Fa

il
97.5% 2.5%

Good Fair Poor
87.4% 124% 0.2%
W Foor Fair B Good
Alarms
Alarm Name Device Name
T Software Replaced 15:02:38 07713414 10.3.151.248 |4 |
() Software Replaced 15:02:38 071314 10.2.181.51 [
() Software Replaced 15:02:37 071314 10.3.181.62
(Z)  Software Replaced 15:01:58 071314 10.2.151.246
() Software Replaced 15:01:58 071314 10.2.181.61
(Z)  Software Replaced 15:01:57 071314 10.3.181.62
) Software Replaced 15:01:18 071314 10.2.181.61
(Z)  Software Replaced 15:01:17 071314 10.2.151.246
(] Softwars Replaced 15:01:17 071314 10.3.181.62 ¥

AIl265) | @ Criticalil) @ Major(4) @ Minor(19)

Network health overview panes (top to bottom):

1. Successful/Failed Calls lets you quickly assess how the successful / failed calls
rate distributes over time.

2. Calls Quality pie chart lets you quickly assess % and # of calls whose voice
quality was measured as Good (green), Fair (yellow) or Poor (red).

3. Total # of calls made, % of successful and failed calls, and the % of Good, Fair or
Poor quality calls.

4. Alarms lists the names of the most recently active alarms, each alarm’s Severity
level (color-coded), the Time it was received, and the Name of the device
triggering it. Sorting by column enhances information accessibility.
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5.5.1 Successful/Failed Calls

The uppermost 'Successful/Failed Calls' chart lets you quickly access detailed

information on calls performance. You can see at a glance the rate of successful

versus failed calls distributed over time, in 5 minute intervals, where each bar is an
interval.

» To view information:

B Point your cursor over a green-coded bar segment; a popup shows the # of
successful calls made in that 5-minute interval out of the total # of calls made, the
% of successful calls made relative to the total # of calls made in the interval.

B Point your cursor over a red-coded bar segment; a popup shows the # of failed
calls made in that 5-minute interval out of the total # of calls made, the % of failed
calls made relative to the total # of calls made in the interval.

B Point your cursor over the red-coded line chart; a popup shows the rate of calls
that failed during that interval (i.e., Failed Rate) and the end time of the interval.

B Click the Successful (n) link below the pie; the Calls List page opens showing
information on all successful calls in the network (see Section 7 on page 49).

B Click the Failed (n) link below the pie; the Calls List page opens showing
information on all failed calls in the network (see Section 7 on page 49).

B Click a green-coded bar segment; the Calls List page opens showing information
on calls that failed in that 10-minute interval (see Section 7 on page 49).

B Click a red-coded bar segment; the Calls List page opens showing information on
calls that failed in that specific 10-minute time interval (see Section 7 on page
49).
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5.5.2 Calls Quality Pie
The pie chart lets you quickly access information related to calls' voice quality.
You can see at a glance the % and # of calls whose voice quality was good relative to
the % and # of calls whose voice quality was fair, for example.
To view information:
Point your cursor over a green / yellow / red pie segment; the % and # of calls
whose voice quality was graded good / fair | poor pops up.
To view detailed information:
Click a green / yellow / red pie segment; the Calls List page opens showing
detailed information on calls whose voice quality was graded good / fair | poor
(see Section 7 on page 49).
5.5.3 Alarms
B The lowermost 'Alarms' pane lets you quickly access alarms-related information.
B You can see at a glance the # of alarms currently active, for example, All(265),
as shown in Figure 5-11, and the # of alarms of each severity level currently
active (Critical, Major, Minor).
To view detailed information:
Click All (n); the Alarms page opens showing alarms of all Severity levels and
detailed information on them (see Table 9-1).
B Click Critical (n) / Major (n) / Minor (n); the Alarms page opens showing alarms
of that specific Severity level and detailed information on them (see Table 9-1).
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6 Displaying Statistics

The Statistics page opens by default in Comparative View, displaying four charts (top
to bottom):

Successful / Failed Calls (by default always displayed) (see Section 6.1)

Max Concurrent Calls (see Section 6.4)

Calls Quality (Good, Fair, Poor or Unknown) (see Section 6.5)

Utilization Distribution (Rx/Tx Rate Kbit/sec) (see Section 6.6)

Figure 6-1: Statistics — Comparative View (Default)

Session Experience Manager

26 Links Al
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351 3.9
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You can compare other statistics charts.

B From the Compare bar you can select or deselect Call Quality, Utilization, MOS,
Packet Loss, Jitter, Delay, and/or Echo:

Figure 6-2: Compare Options

Compare: [s] Success/Fail [] Avg Call Duration [ Failed Rate [s] Max Concurrent [=] Call Quality [®] Utiization [JMOS [ Packet Loss [ Jitter [ Delay [ Echo
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Clear all compare options except the Utilization option; the Statistics page displays
this:

Figure 6-3: Utilization Distribution

Session Experience Manager

20 Devices All Links Al v Al

Devices
Compare: (] Success/ /Fai (] Avg Call Duration [J Faded Rate [J Max Concurrent [J Call Quaiity [3] Utiization [JMOS [J Packet Loss [JJiter [JDelay [JEcho ‘Summary View Total Calls. Avg Mos.
o e 7341 3y
oy ) P - g e
e | | | 949% 5% 205.7
L
Max Cor nt Calls 19.1
37 o
0
28 30 1315 1920 1325 030 1535 1040 045 150 555 1400 1405 1400 115 1620 Good Fair Poor
— S e 877%  76%  47%

™

W Poor 7% W Far7.0% W Good 87
Busy / No Answer - 407 Call (30.4%)

Quality Cause Statistics

B You can hide/display any chart.
B This feature lets you easily identify correlations.
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6.1 Successful/Failed Calls Chart

This chart shows successful / failed calls distributed over time. It can be displayed as
a bar chart or linear chart.

To display a bar chart, select 1t ~
To display a linear chart, select

Figure 6-4: Successful/Failed Calls — Bar Chart

SuccessfullFailed Calls + -
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Compare: [ Call Quality [ Utiization [JMOS [ Packetloss [JJiter []Delay [JEcho

Figure 6-5: Successful/Failed Calls — Linear Chart
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(Compare: (] cal Qualiy [ Utiization []MOS []Packetloss [JJiter []Deiy []Echo

The chart lets you assess calls performance at a glance. The chart shows when
successful calls peaked compared to when failed calls peaked. You can compare this
to Average Call Duration, Failed Rate, Maximum Concurrent, Calls Quality, Utilization
Distribution, MOS, Packet Loss, Jitter, Delay, or Echo charts, to identify correlation
and make a diagnosis.

6.2 Average Call Duration (ACD) Chart

This chart shows the average duration of calls, distributed over time.

Figure 6-6: Average Call Duration

Avg Call Duration(ACD)

G100 815 B0 B2 B30 22 B4D 245 850 G35 Q000 005 DD D5 1020 1022 0030 0035 040 (043 (D80 0S5 100 G10T 04D 013 1120 (625 1130 112 G140 fi4s (00 0153 0200 1205 1200 iz

The chart helps you assess calls performance at a glance. The chart shows when the
the ACDs were longest compared to when shortest. You can compare this to
Successful/Failed Calls, Failed Rate, Call Quality, Utilization, MOS, Packet Loss,
Jitter, Delay or Echo charts, to identify correlation and make a diagnosis.
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6.3 Failed Rate Chart

The chart below shows the Failed Rate distributed over time.

Figure 6-7: Failed Rate

Failed Rate
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The chart helps you assess calls performance at a glance. The chart shows the failure
rate at a point on the time axis. You can compare this to Successful/Failed Calls,
ACD, Maximum Concurrent, Call Quality, Utilization, MOS, Packet Loss, Jitter, Delay
and/or Echo charts, to identify correlation and make a diagnosis.

6.4 Maximum Concurrent Calls Chart

The chart below shows the maximum concurrent calls distributed over time.

Figure 6-8: Maximum Concurrent Calls Chart

Max Concurrent Calls

The chart helps you assess calls performance at a glance. The chart shows when the
maximum concurrent calls peaked compared to when they dipped. You can compare
this to Successful/Failed Calls, Average Call Duration, Failed Rate, Call Quality,
Utilization, MOS, Packet Loss, Jitter, Delay and/or Echo charts, to identify correlation
and make a diagnosis.

6.5 Calls Quality Chart

The Calls Quality bar chart shows the distribution of voice quality of calls over time.
A glance at the chart shows when, and in what measure, voice quality of calls scored
‘Good’ (green), ‘Fair’ (yellow) and ‘Poor’ (red). Gray indicates 'Unknown' voice quality.

The Calls Quality chart is only displayed as a bar chart.

Figure 6-9: Calls Quality Chart

Calls Quality

B Point the cursor over a color-coded bar segment in any time period; a popup (see
below) shows the time the period ended, the number and percentage of calls
made whose quality scored in the category represented by the color-coded bar
segment, and the total number of calls made in the period.
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Figure 6-10: Calls Quality Chart - Popup

- Poor
Calls Quality 10:00
|10 (3.8%)
total: 261
(=)
[1i] 1:00 2:00 3:00 4:00 500 600 T:00 8:00 8:00 10000 11:00 12:00

B To view detailed information on calls scoring 'Good', 'Fair' or 'Poor" in any time
interval; click the relevant color-coded segment of the bar; the Calls List page
opens (see Section 7 on page 49).

B To view information on all calls whose voice quality scored:
e 'Poor' - click the ®m Poor link; the Calls List page opens
e 'Fair' - click the ™ Fair link; the Calls List page opens
e 'Good' - click the ® Good link; the Calls List page opens (see Section 7 on
page 49).

Compare Calls Quality to Utilization Distribution, MOS, Packet Loss, Jitter, Delay
and/or Echo. Use the Compare check boxes located below the Success/Fail Calls
chart to select a measurement for which to compare.

If for example, you identify a correlation over time between ‘Failed’ quality calls, and
Jitter, then this metric is the reason for the quality failure.
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6.6 Utilization Distribution Chart

The Utilization Distribution chart shows distribution of network utilization over time. A
glance at the chart shows when a high rate (in Kbps) was received or transmitted. The
chart thus indicates when a network is congested or uncongested, i.e., when voice
quality scores may be lower.

The chart is displayed as a bar chart.

Figure 6-11: Utilization Distribution Chart

Utilization Distribution

To view information on a specific time period, position the cursor over the bar
representing the time period; a popup (see below) pops up showing the time at which
the period ended, the Rx / Tx rate in Kbps, and the kilobits consumed per second
during the time period.

Figure 6-12: Utilization Distribution Chart — Popup
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6.7 Summary View

In addition to viewing the Statistics page in the (default) Comparative View, you can
also view it in Summary View: Click the Summary View link located above and to the
right of the chart displayed topmost:

Figure 6-13: Statistics Page - Summary View - 'Call Quality' Selected as Primary Chart

e * < & A o7 @

AlBrme Reports Utilities,

vvvvvvvvvvv

The figure above shows the Statistics page in Summary View. (To revert to
Comparative View, click the Comparative View link located above and to the right of
the chart displayed topmost). Instead of Compare options, Primary Chart options are
now displayed. By default, the Calls Quality chart is displayed as the Primary Chart
(displayed topmost), but you can select any of the other Primary Chart options.

Summary View displays all metrics charts. All charts are identical to the bar charts
displayed in Comparative View, only condensed. The Primary Chart is not condensed.

In the figure above you can see:

B Calls Quality (Primary Chart). Point your mouse over a bar to determine the # and
% of calls whose quality was good (green), fair (yellow), or poor (red) in that time
interval.

B  Successful/Failed Calls. Point your mouse over a bar to determine the # and % of
calls that were successful (green) or failures (red) in that time interval.

B Average Call Duration (ACD). Point your mouse over a bar to determine average
call duration in that time interval.

B Maximum Concurrent Calls. Point your mouse over a bar to determine the
maximum concurrent calls measured in that time interval.

B Utilization Distribution. Point your mouse over a bar to determine the transmitted
(Tx) or received (Rx) kbps at that time. Click the link Tx (Kbps) or Rx (Kbps) to
view either.

B Average MOS. Point your mouse over a bar to determine the average MOS
scored in that time interval.

B Average Jitter. Point your mouse over the time axis to determine the average
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jitter measured at that time, in milliseconds.

B Average Delay. Point your mouse over a bar to determine the average delay
measured in that time interval, in milliseconds.

B Average Packet Loss. Point your mouse over the time axis to determine the
average packet loss, as a percentage of the total number of packets sent,
measured at that time.

B Average Echo. Point your mouse over the time axis to determine the precise
average echo measured at that time, in DB.

If Utilization is selected as Primary Chart, then Call Quality is included in Summary
View, as shown in the figure below.

Figure 6-14: Statistics Page - Summary View - 'Utilization’ Selected as Primary Chart

Session Experience Manager )
fiztnor

Time Range: [rrom: tores novr | [Tovew |l 20 Devices Allseiectea ~ Z6Links AlSeecied - Al None Qv o
Primary Chart: [] Success/Fai [] Avg Cal Duration [ Max Concurrent [] Call Quaity [ Utization [1MOS [] Packetloss []Jtter [] Delay []Esho Comparative View [ yota) Calls Avg Mos
39
Utiization Distribution - 1,322 P
e ome) success o S5
o) 95.1% 4.9%
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B Call Quality. Identical to Comparative View, only condensed. See Section 6.2 for
a detailed information.

Note: See Section 1.4 for descriptions of the voice quality metrics.
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6.8

Network Health Overview Panes

The Statistics page displays three panes to the right of the charts, letting you assess
at a glance the VolIP network's overall health statistics (top to bottom):

B Total Calls

B Quality Color Statistics

B Quality Cause Statistics

Figure 6-15: Network Health Overview Panes

Devices
Total Calls Avag Mos
1,165 3.7
Success Fail Avg Jitter
98.6% 1.4%

Avg Delay

Max Concurrent Calls 18.8
19 Avg P.Loss
Good Fair Poor
88% 10.4% 1.6%

Quality Color Statistics

M Poor 1.6% Fair 10.4% M Good 88%
Busy / No Answer : 472 Calls (40.5%)

Quality Cause Statistics

itter

es _

0% 1% 2% 3% 4% 5% 8% 7% 8%

6.8.1 Total Calls Pane
This pane shows:
B the total number of calls made
B % successful/failed calls
B Maximum concurrent calls
B the percentage of calls in each voice quality category
B each voice quality metric's score
Version 7.0 47 SIP Trunk Monitoring Service



A
f & AudioCodes SIP Trunk Monitoring Service

6.8.2 Quality Color Statistics

This pane displays a color-coded pie showing the percentage of calls whose voice
quality was measured as good (green), fair (yellow), or poor (red). The pane also
displays the # and % of Busy / No Answer.

» To view information:

B Point your cursor over a segment of the pie; a popup indicates % and # of calls
classified in this voice quality category.

To view detailed information:

Click a segment in the pie; the Calls List page opens letting you view detailed
information on calls in this voice quality category (see Section 7 on page 49).

6.8.3 Quality Cause Statistics

This pane shows which of the five voice quality metrics (Echo, Packet Loss, Delay,
Jitter, MOS) impacted voice quality the most, and which least.

> To view detailed information:

B Point your cursor over a bar to view the precise % and # of calls impacted by the
metric.
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7 Displaying the Calls List

The Calls List page lists and shows details on all calls made in the network. The page
features advanced filtering capabilities to facilitate obtaining precise information on
calls quickly and efficiently.

Figure 7-1: Calls List

Session Experience Manager
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Click the Save As icon to download calls information (numbers and text) in a coma-
separated calls.csv file format that can later be easily opened and read in any text
editor, as well as sent as an attachment in an email to others.
Go to a page using the pager:
Figure 7-2: Pager
ttems 2587/2587 M4 4 reet - o106 b W 5 o s ‘

B Select the number of calls to display per page from the ‘Items per page’ drop-
down list: 10, 25, 30, 40, 50, 100 or 1000.

B Click the Page 1 link; a popup menu listing page numbers and a ¥ scroll enables
direct access to a specific page.

B Page forwards or backwards, one page at a time.

B Use the Go to last page or Go to first page icons, in combination with the
previous paging capability.
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7.1 Filtering to Display Required Information Only

Filtering options on the Calls List page let users exclude irrelevant information and
display only required information. Filtering is an essential feature in the management
of call sessions, thereby facilitating enhanced call session experiences.

> To filter the Calls List:

1. Click the Get Calls button; this screen opens:

Figure 7-3: Calls List

Time Range:
|From: Last 3 hours |_ﬁ |T0:Now |_ﬁ
[=] Devices All Selected ~ O Links Al Selected ~
Status GQuality Cause
|¥] Failed(0) |¥] @ Poor(0) [¥] Nene(s06)
[V] Successful({sos V] @ Fair(0) |v] mos (0]
[¥] ® Good(s08) (V] Jitter(0)
¥] © Unknown(0) |¥] Delay(0)
[¥] P. Loss(0)
[#] Echo{o)

Media Type All Selected ~
End Point All Selected ~
SEM Termination Reason All Selected

MS Lync Termination Reason All Selected

2. Filter for 'Time Range', and/or 'Devices', and/or 'Links'. These filters are identical
to those on the Network page. See Section 0 on page 20.

3. Filter for
a. Status - Failed or Successful
b. Quality - Poor, Fair, Good or Unknown
c. Cause - None, MOS, Jitter, Delay, P. Loss or Echo.

Select, for example, the Poor quality option, and deselect the other three quality
options. The figure below shows the result:
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Figure 7-4: Poor Quality Calls Only
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Only calls of poor quality are displayed. The causes can be Packet Loss, Jitter,
Delay and MOS.

4. Filter these poor quality calls for those whose poor quality was caused only by
Delay, for example. Deselect every cause except Delay.

5. Filter for 'Caller' and/or 'Callee'. The fields are case-sensitive.
6. Filter for 'Media Type'.

a. Click its All Selected link. By default, all media types are selected. The
dialog below opens.

(s ] ©

[=] Voice

[® Video

[=] Audio Video
[®] Image

[=] Data

[=] Audio V150
[=] Text

[®] Unknown

b. Click the Select None icon and then select the media type for which to filter.
c. Click the v" and then click OK.
7. Filter for 'End Point'.

a. Click its All Selected link. By default, all end points types are selected. The
dialog below opens.

s ] ©

[®] FXS Analog 'y
[E FXO Analog I
[=] E & M Analog
[=] ISDN Digital
[E] CAS Digital —
[=] DAA

[=] IPMedia
[=] NETANN

&l
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Click the Select None icon and then scroll down if necessary and select the
end point for which to filter.
c. Click the v and then click OK.

8. Filter for 'SEM Termination Reason'.
Click its All Selected link. By default, all termination reasons are selected.

The dialog below opens.

.

[=] Reason Mot Relevant
[=] Unassigned Number

[=] Inwvalid Information Element Content
[=] The remote equipment received an unexpected message that does not correspond to the current state of the connection

b.

a.

&

[=] Recovery On Timer Expiry
[=] Protocel Error Unspecified
[=] Unknown Error

[5] @931 Last Reason lv]

Click the Select None icon and then scroll down if necessary and select the
end point for which to filter.
c. Click the v and then click OK.

SEM 52 Document #: LTRT-91122



User's Manual

7. Displaying the Calls List

711

P2

Sorting Calls in the Calls List

Tip: Before sorting calls in the list, in the Refresh Page, stop Auto Refresh @'
and Start it again ® after the sorting results have been displayed.

Sort calls in the list by clicking a column header; calls are sorted in the order of that
column. Click another column header's sort arrow; calls already sorted are now further
sorted in the order of this column. Therefore, the Calls List enables you to set multiple
sort keys to determine correlations between the information displayed in the different
columns. This capability facilitates quick and easy access to those calls on which
information is most required. Calls on which information is less critical is listed lower.

Below is an intuitive example of how to perform multiple columns sorting.

> To sort the calls in the list:

1. Click the column header 'Call Status'; the sort arrow points down V¥ indicating
that successful calls are displayed first, followed by failed calls. If you then click
the sort arrow, it points up A indicating that failed calls are displayed first
followed by successful calls; indicated by 1 in the column header.

2. Position your cursor over another column and click its now-displayed sort arrow,
for example, 'Call Quality'; calls are now sorted successful-failed and in order of
quality (Good > Fair > Poor > Unknown), indicated by 2 in the column header.

3. Click a third column header's sort arrow, for example, 'Cause’; calls are now
sorted (1) successful-failed (2) in order of quality and (3) in order of cause (Delay,
Echo, Jitter, MOS, Packet Loss and None, in alphabetic order), indicated by 3 in
the Cause column header.

Calls have now been sorted in three separate columns each in the respective
desired sort order. You can now visually draw correlations between the data
displayed in each respective sorted column, whilst at the same time, the integrity
of each record is maintained.

Note: To reset column sort ordering, click any column header; a new column sort
order begins.
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Column

Call Status
Call Quality

Cause

Caller
Callee

Call Start Time

Call End Time

Call Duration
(sec)

Media Type

Monitoring
Endpoint

Device Name

Table 7-1: Calls List Columns

Description

Successful or Failed

® = Good © = Fair ®=Poor © = Unknown

Delay
(msec)

Echo

Jitter
(msec)

MOS

Packet Loss

(%)

None

Delay (or latency) - the time it takes for information to travel from
source to destination (round-trip time). Sources of delay include
voice encoding / decoding, link bandwidth and jitter buffer depth.
Two Delay values are shown, one value for the caller side and
one value for the callee side.

The level difference (measured in dB) between the signal
transmitted to the listener and the residual echo of this signal.

Jitter can result from uneven delays between received voice
packets. To space packets evenly, the jitter buffer adds delay.
The higher the measurement, the greater the impact of the jitter
buffer’s delay on audio quality. Two Jitter values are shown, one
value for the caller side and one value for the callee side.

MOS - Mean Opinion Score (specified by ITU-T recommendation
P.800) - the average grade on quality scales of Good to Failed,
given by the SEM to voice calls made over a VolP network at the
conclusion of the testing.

Lost packets - RTP packets that aren’t received by the voice
endpoint for processing, resulting in distorted voice transmission.
Two Packet Loss % values are shown, one value for the caller
side and one value for the callee side.

Indeterminate cause

The phone number or address of the person who initiated the call.

The phone number or address of the person who answered the call.

The precise time (hour, minutes and seconds) and date (month, day and year)
when the call was started.

The precise time (hour, minutes and seconds) and date (month, day and year)
when the call was terminated.

The duration of the call, in seconds.

Voice or Fax.

SBC (session board controller), ISDN Digital, or IP2IP.

The IP address of the device on which the call was made.

Termination The reason why the call was terminated, e.g., No Answer.
Reason
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71.2 Filtering Using the 'Search' Field

Use the 'Search’ field as a quick alternative to other filtering methods, or use it
combined with other methods as a supplement.

The 'Search’ option is a single filter; it cannot filter calls already filtered by a previous
filter, or order calls already ordered, as the other methods can do. But you can
perform an initial quick filter and then use another method to narrow the results. Enter
an employee's name, e.g., Alan, in the 'Search’ field (see the figure below); only calls
made and answered by Alan are listed.

Figure 7-5: Results after Searching for an Employee's Name

Session Experience Manager

o [car Cause Callee Call Start Time i Wonitoring| | Device

Status Quaity Type | |Endpoint | |Name Termination Reason

[ st o @ Alsnfoberts san.ot 97296306028@uudoc 33443l 16 | 13344501 14 © Vo | MSLme  ACLFE 480 Busy Here
& s Alan 97298206026 @aud0q 133310 i 14 | 133312 0014 o ve |msume | actre 486 Busy Here
B - ° @ A 497299567006 @audoc 1309480118 121008 i 18 7 Ve Msume  AcLFE 200K
& s ° Atan “ST2S6NG02@ud0s 193642 i 13 | 19:4500 0112 w7 Vo | MSume | AcLrE 200K
[ 0 Aisn Roberts sisnrol Gal Erez galerez@au 1786470113 | 17564213 o vee  Mstme | acre 0K
[ pee—— © |Mos |(@ |AnRoverts slanrof AsafConen +672397 172208113 | 173528 112 00 |voe | MSume | AcLFE 200k
[ r— ° Alan Roberts sinrot Assf Conen +972387, 163642 0113 | 163457 Ju 13 o e msume | Acre 200K
[ e— ° @ | Alan Roberts alan.rof Asaf Cohen +972397) 162223 3 13 18:22:58 Jul 13 2 Voic | MSLyne ALFE 2000k

After the search results are displayed, click the ‘x’ in the Search field to undo the filter,
or narrow the search using another filter method.

Access a call's details by clicking its row; the Call Details page opens (see Section 7.2
following).
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7.2

Displaying Call Details

You can view the details of a call listed in the Calls List, by clicking its row.

7.21 Displaying Details of a Call over a VolP Networking Device
You can display the details of calls made/received over a VolP Networking Device
(Gateway / SBC / MSBR).
The Call Details page displays detailed diagnostic information on a call, in graphic and
textual format, facilitating effective management, precise diagnosis and targeted
remedial action to prevent recurrence of unsuccessful call performance or poor call
quality. The figure below shows the details of a call made over an AudioCodes VolP
networking device (Gateway / SBC / MSBR).
Figure 7-6: Details of a Call over a VoIP Networking Device (Gateway/SBC/MSBR)
Call Details Chx
Hide
Call Status: Successful Device Name: Cloud.Mobili... Call Start Time: 17:44:00 Feb 26 2014 Termination Initiator: Caller
Call Quality: @ Device Mgmt IP: 172.17.2408 Call Connect Time: 17:44:30 Feb 26 2014 Termination Reason: SPy7...
Cause: P.Loss Monitoring Endpoint: SBC Call End Time: 17:50:00 Feb 26 2014 Termination Exact Reason: Normal Call Clear
Cause Desc: Red%: 100 Media Type: Voice Call Duration (sec): 333 Debug Details
Caller Links. Device Links. Callee
4225 4225@=cm.c M+ local usars; Cloud. Mobiiity. SIP. Trunk (172.17.240.8) Lozal M+ 4403@acm com
® C: 220.245.162.135:48087 C: 195.189.152.28:50T1 @C. 172.17.240.6.5080 C: 10.62.0.251:5080 L
M: 127.0.0.1:18394 M: 195.189.192.26:81%0 M: 172.17.240 6:8190 M: 10.62.0.90:6240
| Signaling Info | ‘ Media Info | | Trend ‘ | Alarms |
‘ Caller Leg ‘ | Callee Leg ‘
| Caller = Device | Caller = Device | | Device =- Callee | Device -= Callee |
1 Call Quslity Poor Poor Call Quaslity Good E
MOS MOS
Jitter (msec) 34 147 Jitter {msec) o
Padket Loss (36) 21.48 877 Packet Loss (%) 0

Reund Trip Delay (msec)
Echo (dB)

Signal Level (dBm}
Neise Level {dBm)

SNR (dB)

Burst Duraticn {%)

Round Trip Delay (msec)
Echo (dB)

Signal Level {dBm)
Noise Level (dBm)

SNA (dB)

Burst Duraticn (%)

The table below describes the page's subdivisions.

Table 7-2: Call Details Page Subdivisions

Page Subdivision

(Uppermost) Call summary

(Middle) Graphic illustration

Description

Displays parameters and values identical to those displayed in the
Calls List rows. See Section 7 on page 49.

Displays a graphical illustration of voice quality on each leg of the

call,

on both the caller and callee side.

Each leg is:

= C

onnected via the VolP cloud to the device
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Page Subdivision

(Lowermost) Five tabs

Description

Color-coded to indicate quality (green = good, yellow = fair, red =
poor, grey = unknown)

Tagged by C and M

C = Control summary (point the cursor to view as tooltip)

M = Media IP address and Port (point cursor to view tooltip)

Each opens a page displaying detailed information:

Call Quality (see Section 7.2.1.1 on page 57 below)
Signaling Info (see Section 7.2.1.3 on page 60 below)
Media Info (see Section 7.2.1.4 on page 62 below)
Trend (see Section 7.2.1.5 on page 63 below)
Alarms (see Section 7.2.1.6 on page 65 below)

7.21.1 Call Quality
The Call Quality tab centralizes all parameters associated with the quality of an
individual call, including Round Trip Delay, Signal Level, Noise Level, SNR, RERL and
Burst Duration, in a central location for users to comprehensively assess voice quality,
perform precise diagnosis and effectively troubleshoot and manage session
experience.
Figure 7-7: Call Quality
Call Details =
Hide
Call Status:  Successful Device Name: Cloud. Mobili... Call 5tart Time: 15:48:00 Feb 26 2014 Termination Initiator: Caller
Call Quality: @ Device Mgmt IP: 172.17.240.6 Call Connect Time: 15:42:02 Feb 26 2014 Termination Reason: (SIP)7..
Cause: Delay Monitoring Endpoint: SBC Call End Time: 15:48:00 Feb 26 2014 Termination Exact Reason: Normal Call Clear
Cause Desc: Red%: 100 Media Type: Voice Call Duration (sec): 10 Debug Details
Caller Links Device Links Callee
‘Golan Buznak +9... ‘Cloud. Mobility. SIP. Trunk (172.17.240.6) A444@172.17.240.
= C: 10.62.0.42:5080 G172, 17.240&:5050&195.1&3 192.28:5071 C: 62.218.2234.67:5081 =
M: 10.62.0.55:7320 M: 172.17.240.6:63560 M: 195.189.152.29:8360 M: 62.218.234.87.8220
‘ Signaling Info || Media Info H Alarms |
| Caller Leg | ‘ Callee Leg |

I Good
MOS
Jitter (msec) ]
Packet Loss (%) 0

Round Trip Delsy [msec)
Echo {dB)

Signel Level (dBm)
Neise Level (dBm)

SR (dB)

Burst Durstion (%)

Caller = Device

Good Call Quality Poor Good )
MOS.
Jitter (msec) ] ES
Padket Loss (%) 028 0
Round Trip Delay {msec) 518
Echo (dB)

Caller = Device

Device < Callee

Device = Callee

Signal Level (dBm)
Neise Level (dBm)
SNR (dB)

Burst Duration {%)
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Parameter

Call Quality

MOS LQ/CQ

Jitter

Packet Loss

Round Trip
Delay (msec)

Echo

Signal Level
(mW)

Noise Level
(mW)

SNR (mW)

Burst Duration
(msec)

Discard Rate

Table 7-3: Call Quality Parameters

Description

Good (green), Fair (yellow), Poor (red), Unknown (grey). Indicates call quality
grades scored by caller and device side, on both caller and callee legs.

MOS = Mean Opinion Score (specified by ITU-T recommendation P.800).
Defines the average grade, on a quality scale of Good to Poor, determined by the
SEM after testing calls made over a VolP network.

MOS-LQ = listening quality, i.e., the quality of audio for listening purposes. Doesn't
account for bi-directional effects such as delay and echo. Two values are shown:
(1) for the device side on the caller leg (2) for the device side on the callee leg.

MOS-CQ = conversational quality; it takes listening quality in both directions into
account, as well as the bi-directional effects. Two values are shown: (1) for the
device side on the caller leg (2) for the device side on the callee leg.

Jitter can result from uneven delays between received voice packets. To space
evenly, the jitter buffer adds delay. The higher the measurement, the greater the
impact of the jitter buffer’s delay on audio quality. Two Jitter values are shown, one
value for the caller side and one value for the callee side.

Lost packets = RTP packets that aren’t received by the voice endpoint for
processing, resulting in distorted voice transmission. Two Packet Loss % values
are shown, for the caller and for the callee side.

The round trip delay is the estimated time (in milliseconds) that it takes to transmit
a packet between two RTP stations. Sources of delay include voice encoding /
decoding, link bandwidth and jitter buffer depth. Two values are shown, one caller
side and another for the callee side.

The residual echo return loss is the level difference (measured in dB) between the
signal transmitted to the listener and the residual echo of that signal.

The ratio of the voice signal level to a 0 dBmO reference.
Signal level = 10 Log10 (RMS talk spurt power (mW)).
A value of 127 indicates that this parameter is unavailable.

The ratio of the level of silent-period background noise level to a 0 dBm0O
reference. Noise level = 10 Log10 (Power Level (RMS), in mW, during periods of
silence). A value of 127 indicates that this parameter is unavailable.

The ratio of the signal level to the noise level (Signal-Noise Ratio).

SNR = Signal level — Noise level.

The mean duration (in milliseconds), of the burst periods that have occurred since
the initial call reception.

The fraction of RTP data packets from the source, discarded since initial call
receipt due to late/early arrival, under-run, or overflow at the receiving jitter buffer.

For detailed information, see:

RFC-3611 RTCP-XR protocol (go to http://tools.ietf.org/rfc/rfc3611.txt)
RFC-3350 RTP protocol (go to http://tools.ietf.org/html/rfc3550)
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7.21.2 Call Quality — PSTN Leg

Quality can also apply to voice over PSTN (not only to VolP). The figure below shows
the Call Details screen of an IP to PSTN call whose callee leg is over PSTN.

Figure 7-8: Call Quality - PSTN Leg

Caller

call Details =
Hide

call status:  Successful Device Name: SEM-SBC call start Time: 12121135 Aug 01 2012 Termination Reason: Mormal Call Clear

call Quality: @ Device Mgmt IP: 10,62.0,55 Call Connect Time:  12:21150 Aug 01 2012 Termination Exact Reason: Normal Gall Clear

Cause: Delay Monitoring Endpoint: 1SDH Digital Call End Time: 12:22:06 Aug 01 2012 Termination Initiator: Callea

Cause Desc: Red®: 31,25 Media Type: Waice Call Duration (sec): 1% Debug Dstails

Device Callee
4143 SEM-3BC (10.62.0.55) 0546233428
1 Ci1062.042i5060 < 10‘62‘0‘55:5060_ i

M 172.17.173.22:4000 M 10.62.0.55: 7250

[ el | conwelmfe Media Info Trand alarms
Caller Leg - IP Callee Leg - PSTN
| Caller side Davica Side Number Rediract
Call Quality Unknown Poor Dest Phane Hurnber 0546233428 !
MOg CQ Dest Befare Map 97239768393
MOS LG Humber Type o
Jitter (msec) s Humber Plan o
Packst Loss (%) 313 o
Round Trip Delay (msec) 317 217 Trunk Group Number 3
Echo [dB) Metering Pulses 0
signal Level (dem) Trunk Number o

Hoise Leval (dBm)

B-Channel Number 7

SNR [dB)

Burst Duration (%)

Dizcard Rate

Table 7-4: Call Quality Parameters — PSTN Leg

Parameter

Dest Phone Number (Callee)
Source Phone Number (Caller)

Dest Before Map (Callee)
Source Before Map (Caller)

Number Type

Number Plan

Trunk Group Number

Metering Pulses

Description

Called (destination) phone number

Caller's (source) phone number

Called (destination) number before manipulation (if any) was
done on it

Caller's number before manipulation (if any) was done on it

Applies only to IP to Tel calls. Options are:

Unknown, Level 2 Regional, Level 1 Regional, PISN Specific,
Level 0 Regional (Local), International, National, Network
Specific, Subscriber or Abbreviated.

Applies only to IP to Tel calls. Options are:
Unknown, Private, E.164 Public, Value Received from PSTN/IP

Defines the Trunk Group number provisioned by the user.

Applies only to gateways. Number of 12/16 KHz metering pulses
generated toward the Tel side, e.g., for connection to a pay
phone or private meter.
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Parameter Description

Trunk Number Applies only to gateways. Defines the physical trunk number,

where 0 is the first trunk.

B-Channel Number Applies only to gateways. Defines the selected B (bearer)

7.21.3

channel, i.e., the channel in which primary voice communication
is carried).

Signaling Info

The Signaling Info tab shows a call’s signaling protocol (SIP) parameter settings that
users can refer to for diagnostic, troubleshooting and session experience
management issues.

The same parameters apply to both the Caller and Callee legs. These parameters are
explained in the table below.

Figure 7-9: Signaling Info

Call Details.

Cox
Hide
Call Status:  Failed Device Name: Cloud.Mobil. Call Start Time: 10:19:00 Feb 26 2014 Termination Initiator: Unknown
Call Quality: @ Device Mgmt IP: 172.17.2406 Call Connect Time: 10:19:26 Feb 26 2014 Termination Reason: (SIP) 408...
Cause: Jitter Maonitoring Endpoint: SBC Call End Time: 10:22:00 Feb 26 2014 Termination Exact Reason: Recovery O
Cause Desc: Red% 77.83 Media Type: Woice Call Duration (sec): 212 Debug Details
Caller Links Device Links Calles
2002 2002 @acmc. M+ local users: Cloud Mobility: SIP. Trunk (172.17.240.6) Local M+ 435B@scm com
i N < i
C: 37.119.203.186:7075 C: 196.188.192.26:50T1 -C 172.17.240.8:5080 C: 10.62.0.2561:5080
M: 192.191.1.100:18384 M: 195.185 152 28:3440 M: 17217 240 8:6440 M: 10.62.0.90:6240

ety | NESREITE s |[_reos | |
[

Caller Leg ‘ | Callee Leg |

Caller =- Device | Caller = Device ‘ Redirect

Device = Callee Device = Callee Redirect

SIP IP 37.119.203.195 195.189.192.28 SIP IP 172.17.240.6 10.82.0.251 !
SIP Part 7075 5071 SIP Port 5080 5080
URI 2002@acm.com 4353@acm.com URI 2002@acm.com 4358@acm.com
URI Before Map 2002@acm.com 4358@acm.com URI Before Map 2002@scm.com 4358@acm.com
SRD Name: WAN_SRD Transport Type: Ts SRD Name: LAN_SRD Transport Type: uoP
IP Group: 2 Signalling Diff Serv: 40 IP Group: 1 Signalling Diff Serv: 40
SIP Interface: 2 SIP Interface: 1
Proxy Set ID: 0 Proxy Set1D: 1
IP Profile 1D: 2 IP Profile 1D: 1
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Parameter

SIP IP
SIP Port
Host

Host Before Map
Phone number

Number Before
Map

Table 7-5: Signaling Info Parameters Descriptions

Description

IP address (source and destination) of the SIP call
Port number used for the SIP call

The URI (Uniform Resource Identifier) of the host. The SIP URI is the user’s
SIP phone number (after manipulation, if any). The SIP URI resembles an
e-mail address and is written in the following format: sip:x@y:Port, where
x=Username and y=host (domain or IP).

SIP URI address before manipulation (if any) was done on the URI.
Caller's phone number after manipulation (if any) was performed on it.

Caller's phone number before manipulation (if any) was performed on it.

SRD Name The unique name configured for the signaling routing domain (SRD).

IP Group The ID of the IP Group with which call is associated.

SIP Interface The ID of the SIP Interface with which the call is associated.

Proxy Set ID The ID of the Proxy Set to which the call is associated. A Proxy Set is a group
of Proxy servers defined by IP address. Typically, for IP-to-IP call routing, at
least two Proxy Sets are defined for call destination — one for each leg (IP
Group) of the call (i.e., both directions). For example, one Proxy Set for the
Internet Telephony Service provider (ITSP) interfacing with one 'leg' of the
device and another Proxy Set for the second SIP entity (e.g., ITSP) interfacing
with the other 'leg' of the device.

IP Profile ID The ID of the IP Profile assigned to this IP destination call. The IP Profile
assigns numerous configuration attributes (e.g., voice codes) per routing rule.
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7.21.4 Media Info

The Media Info tab displays a call's media parameter settings that users can refer to
for diagnostics, troubleshooting and session experience management issues.

The same parameters apply to both the Caller and Callee legs. These parameters are
described in the table below.

Figure 7-10: Media Info

Call Details s
Call Status:  Failed Device Hame: Cloud.Mobil. Call Start Time: 10:15:00 Feb 26 2014 Termination Initiator: Unknown
Call Quality: @ Device Mgmt IP: 172.17.2406 Call Connect Time: 10:1%:26 Feb 26 2014 Termination Reason: (SIP) 408...
Cause: Jitter Monitoring Endpoint: SBC Call End Time: 10:22:00 Feb 26 2014 Termination Exact Reason: Recovery O...
Cause Desc: Red%: 77.83 Media Type: Woice Call Duration (sec): 212 Debug Details
Caller Links. Device Links Calles
2002 2002@acm.e.. W+ local users; ‘Cloud Mobility: SIP. Trunk (172.17.240.8) Local M+ 4358@acm.com
" 5 37,119 203.185:7075 C: 195,189,192 26:5071 @ C: 172.17.240 6:5060 C 06202515080
M: 182.191.1.100:18384 M: 186.189.192 26:3440 M: 172.17.240.8:8440 M: 10.62.0.90:8240
‘ Caller Leg | ‘ Callee Leg |
Coder: Media IF: MRVVAN Coder: GT11Alaw_b64 Media IF: MRLAN
PTime (msec): 100 Network IF: WAN1 PTime (msec): 100 Network IF: Voice f
Silence Compression: False RTP Dir: Send Receive Silence Compression: False RTP Dir: Send Receive
RTCP Dir: Send Receive RTCP Dir: Send Receive
Rx Rate (Kbps): 28 Rx Rate (Kbps): a3
Tx Rate (Kbps): 14 Media Caller Side IP: 192.191.1.100 Tx Rate (Kbps): 68 Media Device Side IP: 172.17.2406
Media Caller Side Port: 18334 Media Device Side Port: 8440
Media Device Side IP: 195.189.192 26 Media Callee Side IP: 10.62.0.90
Media Device Side Port: 2440 Media Callee Side Port: 6240
Table 7-6: Media Info Parameters
Parameter Description
Coder Up to 10 coders (per group) are supported. See the device manual for a

PTime (msec)

Silence Compression

Rx Rate (Kbps)
Tx Rate (Kbps)
Media IF
Network IF
RTP Dir

RTCP Dir

list of supported coders.

Packetization time, i.e., how many coder payloads are combined into a
single RTP packet.

Method for conserving bandwidth on VolP calls by not sending packets
when silence is detected. True = Enabled (On), False = Disabled (Off).

Shows the call's reception rate, in Kbps.
Shows the call's transmission rate, in Kbps.
Media Realm name.

Network Interface Name.

RTP Directional Control. Controlled internally by the device according to
the selected coder.

RTCP Directional Control. Controlled internally by the device according to
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Parameter Description
the selected coder.

Media Caller Side IP The device's source IP address in the operations, administration,
maintenance, and provisioning (OAMP) network.

Media Caller Side Port | The device's source port in the operations, administration, maintenance,
and provisioning (OAMP) network.

Media Device Side IP IP address of the destination host / media network.

Media Device Side Port = Port of the destination host / media network.

7.21.5 Trend

The Trend tab shows the quality trend of a call that users can refer to for diagnostic,
troubleshooting and session management experience issues.

& Note: Trends will be provided only for poor quality calls.

Figure 7-11: Trend

Call Details e
Hide
Call Status:  Failed Device Name: Cloud.Mobili.. Call 5tart Time: 10:19:00 Feb 26 2014 Termination Initiator: Unknown
Call Quality: @ Device Mgmt IP: 172.17.2408 Call Connect Time: 10:19:26 Feb 26 2014 Termination Reason: (SIP) 408..
Cause: Jitter Monitoring Endpoint: SBC Call End Time: 10:22:00 Feb 26 2014 Termination Exact Reason: Recovery O
Cause Desc: Red%: 77.83 Media Type: Voice Call Duration (sec): 212 Debug Details
Caller Links Device Lirks Calles
2002 2002@5cm.c... M+ local users; Cloud Mobility. SIP Trunk (172.17.240.8) Local M+; 4358@acm.com
- C: 37.119.203.185:7075 C: 195.189.192.26:5071 @ C: 172.17.240.8:5080 C: 10.62.0.251:5080 —
M: 192.191.1.100:16384 M: 195.189.192.26:8440 M: 172.17.240.6:6440 M: 10.62.0.90.6240
‘ Call Quality || Signaling Info || Media Info ‘
[ Caller = Device [=] Caller -> Device [ Device = Callee [ Device -» Callee

[ Caller > Device |

| N [ Il N I oo l

Poor Quality: 77.83%, Fair Quality: 16.51%, Good Quality: 5.66%

I Jitter (msec]

O wmos
[=] Jitter
1200

[JP. Loss
800 O pelay
o [ Echo

[ Wos

[=] MOos

& ! O Jitter
I P. Loss

’ [ Delay

O Echo
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Quality applies to two legs of the call:

Caller leg
e caller side (of cloud)
e device side (of cloud)
Callee leg

e callee side (of cloud)
e device side (of cloud)

To assess call quality:

Select one of the four leg options (uppermost row of check boxes).

Point the cursor over the color bar; a popup shows data at that point:

Figure 7-12: Call Quality Color Bar

| N [ I I N D RN oo

Poor Quality: 77.83%, Fair Quality: 16.51%, Good Quality: 5.66%

Quality: Paor

; Duration (s=c): 17
Start: 10:21:12
End: 10:21:29

The popup in Figure 7-12 indicates the quality measurement that the call scored in this
segment (good = green, fair = yellow, poor = red), how long the segment lasted, and

the time the segment started and ended.

Each quality category's percentage of the total length of the call is textually indicated
below the color bar.

Note: Legs over PSTN are not measured for quality, only legs over IP. Check box
options are disabled for legs over PSTN.

To compare one call quality metric with another:

Select one of the four leg options (uppermost row of check boxes).

Adjacent to the two lower panes, select MOS, Jitter, Packet Loss, Delay or Echo
check boxes; you can immediately visually compare one metric with another (see

Figure 7-11 above).

Optionally select another of the four leg check box options; you can immediately
compare the same metrics across this leg, or, optionally, select different metrics

to compare.
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7.2.1.6 Alarms

The Alarms tab lists alarms (if any) issued by the device associated with the call.
Users can refer to the data displayed to quickly assess a call's alarm/s and
consequently effectively diagnose, troubleshoot and manage session experience
issues.

Figure 7-13: Alarms
[ canquaity |[ snainginfo |[ wesmnro || wrenn | (RN

Severity | Time | MG Name | Source | Alarm Name | Description |

Info 11:49:28 Jan 06 2014 SEM SEM Csll Detsils Storage Level changed from {0] to {1}

Table 7-7: Alarms Columns*

Column Description
Severity For detailed information, see Section 8 below.
Time The precise time (hour, minutes and seconds) and date (month, day and year)

at which the alarm was received.

MG Name The name of the device on which the individual call’s alarm/s were issued.
Source The entity that triggered the alarm.

Alarm Name The name of the alarm.

Description A textual description of the alarm.

* Extracted from ITU X.733
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8 Managing Users Experience

Note: This feature does not apply to the SIP Trunk Monitoring Service.
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9 Displaying Alarms
The Alarms page features three distinct functionalities:
B Active Alarms
B Historical Alarms
B SEM Quality Alerts

Three tabs in the page enable quick access to each of these:

Figure 9-1: Alarms Page - Active Alarms

Session Experience Manager

| Time Range: [ From: Last 3 hours Gl [To: Now L [ORIN)
I (o]
C}

Tme | | woName | | Souce Descrpton | Fiers
metutsne  wastae S Sever 4] Alta03)
iessuteme | wamter 21 Sever .
mresuitsz  oamsre e e e
iseuiene | 03z S Server o)

Owe  wmmsrsmn wsmier S sever
1O Info 17:15:16 Jul 152014 10318162 EMS Server (4 Oz el
17:14:21 Jul 152014 10.3.151.248 EMS Server (Y] © Minor (0)
rssutsz | 0aster s sever ] © wajor®)
toamie s v 0D
02151260 5 Sanr
toarsren s sever
toarmre S Sever
amsize e sanr
anratsme | 0amter 2 Sever
maneutszn 2 S v
17:10:20 Jul 152014 103151248 EMS Server "
ressruitszt oaster s sever
trossewitszon | toamies S Server
roscoutsms waisize e sever
rosauitsze | 0asrer s Sever
osaswitszon | roamie S v
orautsm | waisize s sever
onutsm aster s Sever
orts sz | ame 5 Sanr
oszmutsz waisiae s sever
tams 4057405 K 4 cwr b M « tems erpage

9.1 Displaying Active Alarms

The Active Alarms page lists all active alarms on devices selected in the 'Devices' filter
and on links selected in the 'Links' filter, issued during the period defined in the ‘Time
Range’ filter. Filtering using the 'Time Range', 'Devices' and the 'Links' filter is
performed identically across all pages. For filtering information see under Section 0 on
page 20.

9.1.1 Filtering Using the 'Search’ Field

The 'Search’ field is used to filter active alarms exactly as it's used on other pages to
quickly find specific information. Enter a device name, e.g., PSTN-GW, in the 'Search’
field; only active alarms made and answered on this device are listed. Click the ‘X’ to
delete a search entry.
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Figure 9-2: Alarms Page - Active Alarms — Search Filter

[ Time Range: [From: Last 7 days [ [o: now ] 19 Devices All Selected » 16 Links All Selected v All/Hone

History Alarms. SEM Quality Alerts
#8 PsT-Gw x| Gl

@ Major 15:56:47 Mar 20 2014 PSTN-GW. SEM/PSTN-GW/Clicom TOM Trunk SEM - Failed Calls Alarm Failed 7% of calls, 40 of 530 clls. | A=)

@ woior | isss4TMar20201s | PSTMGW SEMIPSTN-GWIOrange TOM Trurk SEM - Failed Cals Alarm Falled 7% of calls, 40 of 530 calls .

@ Gitcal 155545 Mar 20 2014 PTG SEMPSTN-GW/Biz+ to Cell SEM - Failed Galls Alarm Failed 1% of calls, 22 of 191 calls. ¥ ® Clear(o)

@ Critical 15:55:42 Mar 20 2014 PSTN-GW SEM/PSTN-GWILync 2013 o SEM-GW SEM - Failed Calls Alarm Failed 18% of calls, 22 of 118 calls.
V] O 1nfa(0)
@ Critical 15:55:41 Mar 20 2014 PSTLGIV SEM/PSTN.GW SEM - Failed Calls Alarm Failed 11% of calls, 22 of 188 calls.

¥ ® Msjor(s)

(V] @ critical(4)

9.1.2 Sorting Listed Alarms

Alarms can be sorted in the same manner as calls in the Calls List (see Section 7.1.1
on page 53). Click the header of the Severity column for example; calls are sorted
according to severity, in order of most to least severe (V). Most severe alarms are
highest in the list. To sort from least to most severe, click the column header again;
the sort order is reversed (A ); less severe alarms are listed lower.

Click another column header, e.g., Time; calls already ordered by severity level are
now also ordered in order of time. Multiple ordering is supported.

The feature of multiple sorting columns facilitates quick and easy access to required
alarm information.

Table 9-1: Severity in Ascending Order*

Severity Description

. Critical (red): Indicates that a service affecting condition has occurred and an immediate
corrective action is required. Such a severity can be reported, for example, when a device
becomes totally out of service and its capability must be restored.

. Maijor (orange): Indicates that a service affecting condition has developed and an urgent
corrective action is required. Such a severity can be reported, for example, when there is
a severe degradation in the capability of the device and its full capability must be restored.

O Minor (yellow): Indicates the existence of a non-service affecting fault condition and that
corrective action should be taken to prevent a more serious (for example, service
affecting) fault. Such a severity can be reported, for example, when the detected alarm
condition is not currently degrading the capacity of the device.

. Warning (blue): Indicates the detection of a potential or impending service affecting fault,
before any significant effects occur. Action should be taken to further diagnose (if
necessary) and correct the problem to prevent it from becoming a more serious service
affecting fault.

) Info (grey): Indicates that the severity level cannot be determined.

. Cleared (green): Indicates the clearing of one or more previously reported alarms. This
alarm clears all alarms for this device that have the same Alarm type, Probable cause and
Specific problems (if given).

* Extracted from ITU X.733
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9.1.3

Filtering Using a Severity Filter

The page can be filtered according to a severity level, where only required alarms are
displayed. The figure below shows alarms filtered according to the 'Severity' filter
(Critical). By contrast, the sorting feature displays all alarms; however, with the
required alarm/s are listed highest.

Figure 9-3: Severity Filters - Critical

| Time Range: [From: Lasc 7 days

Jil [To: now ] 19 Devices All Selected ~  16Links All Selected v All/ Hone

et s | [ e aoas s

B search ...
Severity |
@ Critical
@ Ciitical

@ citical

9.1.4

Time
15:34:45 Feb 26 2014
18:05:33 Feb 232014

18:05:28 Feb 232014

NGName | Source | Alarm Name | Description | Filters
Mobility-ESBC SEM/MabilityESBC SEM - Voioe Quality Alarm Poor Guality 1% of call. & of 58 calls (] Aies)
Hongrong-UISER. ENMS Server Connaction Lost R,
Hongrong-UISBR. EMS Server (SBA) W Connaction Alarm Connection Lost [] & clexr(o)
|| © nfofa)

[_| ® Warning(0)
|| © minor{o)
(| ® Major(2)

(V] @ Critical(3)

Displaying Alarm Details

Alarm Details can quickly and easily be accessed to determine the incidence of the
severity across the network. Click any row page before or after filtering:

Figure 9-4: Alarm Details

Alarm Details X
Severity @ Critical
Time |].8:|35:28 Feb 22 2014 |
Alarm Hame |GW Connection Alarm |
MG Name |Hong-Kong-MSBR |
Source |EI‘\-'IS Server (SBA) |
Description Connection Lost

Alarm Category |Communi:ations Alarm |

{|  Probable Cause |Communications Subsystem Failure | 3
Status [New |
Type |ALARM |
GW IP [172.17.175.12 |
GW Port [162 |
SHMP OID [.1.3.6.1.4.1.5002.5.20.3.2.0.3 |

Additional Info
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Click the » or « handlebar to move to the next or previous. Refer to this table:

Table 9-2: Alarm Details — Parameters

Parameter Description

Alarm Category The category in which the alarm is classified, according to ITU X.733.
Five categories are specified:
Communications: the procedures and/or processes required to convey
information from one point to another.
Quality of service: Degradation in the QoS.
Processing error: Software or processing faults.
Equipment: Equipment faults.
Environmental: Conditions relating to an enclosure in which the equipment

resides.
Probable Cause The probable cause. See ITU X.733 for probable causes and descriptions.
Status Can be either one of the following:

o Active Alarms: New, Ack (acknowledged by the user).

o Historical Alarms: Cleared (manually cleared by the user), Automatically
Cleared (by the device) or ColdStart Cleared (if system is reset, all alarms
are cleared).

Type The alarm type. EVENT or ALARM. According to RFC 3877:

EVENT = User Information, for example, a fault, a change in status, crossing
a threshold, or an external input to the system. ALARM = Persistent indication
of a fault (where fault = a lasting error or warning condition, and error = a
deviation of a system from normal operation).

An alarm is automatically cleared when the condition disappears; by contrast
an event is not automatically cleared.

GW IP The IP address of the device from which the alarm was sent.
GW Port The port number of the device from which the alarm was sent.
SNMP OID Identifier used to identify the alarm information available on a managed VolP

network entity, in the alarm management information base (MIB).

Additional Info Possible corrective action, when applicable.
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9.2

Session Experience Manager

Displaying History Alarms

The History Alarms page lists currently active alarms and already-cleared historical
alarms on devices selected in the 'Devices' filter and on links selected in the 'Links'
filter, issued in the period defined in the ‘Time Range’ filter. These filters are identical
on all pages (see under Section 0 on page 20). The page shows retroactive diagnostic
data informative when taking proactive steps to prevent future repetitions and improve
future VolP network functionality.

Figure 9-5: Historical Alarms

Tme | | woName | | Source | Aarm Name | Description | Filters

e LJ Al(10000)

103341 152018 10318162 EMS Sarver
011201152014 | 102101104 Chassis#PoverSupplys2
180024 132018 | 103151260
180924 Jul 132018 10315128 i
180857 132018 103151260 EMS Sever
mEea2 132018 | 103151260 -
103181288
103151240 EMS Semer
103151240 i
103181240 [ E——
s waz0ns | 103151260 EuiS Sever

164918 0132018 | 1031814 3220869 | EMS Server

153000 i 122014 10.410035 Bosrawt

162920 132018 | 10.410035 -

152920 1132018 | 10.410035 e

15191901 132014 | 10.4100.35 Bosrawt

151839 132018 10.410035 -

18:18:39 Jul 132014 10.4100.35 Bosrsut

® ciisl | imime 13018 10410035 Bosraw

181118 01132018 | 10.410035 -
1818132018 | 10.410038 Bosrswt

151038 132018 | 10.410035 -

151038 I 132018 | 10.410035 -

Ioac r2aches 80% of SEM Lizsnse capaciy. Severity
L @ Clear(101)

LI © tnfo(s710)

V] ® wajor(21)

V] ® critical(63)

Items 185/10000

9.3

M 4 reivots b W 2=~ tems per page

B The ‘Search’ field operates identically to its counterpart in the Active Alarms page
(see under Section 9.1.1 on page 69).

B Order alarms precisely as you order alarms in the Active Alarms page (see under
Section 9.1.2 on page 70).

B Filter alarms using the 'Severity' filter precisely as alarms in the Active Alarms
page are filtered with its counterpart filter (see under Section 9.1.3 on page 71).

Triggering Quality Alerts

Quality alerts optimize session experience management by providing VolP network
administrators automatic quality analysis capability, automatically triggering alerts if
the quality of service analyzed falls below that defined in rules.

Alerts are triggered by rules defined by network administrators. Alerts, triggered after
SEM data analysis, are displayed in the Alarms page as regular alarms and/or sent to
administrators as mail, SMSs, SNMP traps or syslog message.
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9.3.1 Adding a New Alert Rule

You can add a new rule for an alert to be triggered.

» To add arule:
1.  Open the SEM Quality Alerts page (Alarms page>SEM Quality Alerts tab).

Figure 9-6: SEM Quality Alerts
| Time Range: [From: Lest 7 days [ [To: Now a8 19 Devices All Selected + 16 Links All Selected ~  All/None M

Active Alarms History Alarms SEM Qualty Alerts.

Monitored Entities

Frequency Time Window

(min) (min)

Node All 15 e 50 10 5 10 5 3 5 ® @ ®
Link SIP Trunk Lync e 120 20 5 ] [ [ [ [ ® @ ®
Link Lync 2013 to SEM-GW.Biz+ to Cell.BIZ+ to SIP Trunk,cutgoin 15 e 50 10 5 10 5 3 3 o @ ®

2. Click the Add Alert icon @; rule the Add New Alert Rule popup opens:

Figure 9-7: Add New Alert Rule

Add New Rule x
-

Global Alert Settings

Level to Monitor MNode
Entities to Monitor All Selected -
Monitoring Frequency (min} 15 -

Analyze the Past (min) B -
Minimum Calls to Analyze 50 :

Failed Calls Alarm

] Critical Threshold (Calls %) i0 : Major Threshold [Calls %) 5 ;

Poor Quality Calls Alarm

E‘[ Critical Threshold (Calls %) i0 : Major Threshold (Calls %) 5 w

Avg Call Duration Alarm

Major Threshold (sec) 3 :

'Y

[#/]  Critical Threshold (sec) ]

Bandwidth Alarm

[ Critical threshold (Kbisec) D Major threshold [Kbisec) D

Max Concurrent Calls Alarm

[ Critical threshold (Calls #) D Major threshold (Calls #) D

SEM 74 Document #: LTRT-91122




User's Manual

9. Displaying Alarms

3. Define the following settings:

Setting

Level to Monitor

Entities to Monitor

Monitoring Frequency (min)

Analyse the Past (min)

Minimum Calls to Analyze

Failed Calls Alarm

Poor Quality Calls Alarm

Avg Call Duration Alarm

Table 9-3: Add New Alert Rule
Definition

Device or Link. Use this filter to select Link or Node.

Use this filter to select the entities to monitor.

If you selected Link for 'Level to Monitor' (previous setting), the
links selection popup opens:

E B ] ©

[=] Bezeq SIP trunk A
= Biz+ to Cel N
[=] BIZ+ to SIP Trunk
[=] Cellcom TDM Trunk
[=] Client Access

[=] HK SIP trunk (local)
[=] HK to Lync

[=] Local M+ v |

Select the links to filter (the default is All Selected).

Determines how frequently the SEM automatically performs data
analysis. Defines every 15 (default), 30 or 60 minutes.

Determines the period up to the present for which the SEM will
perform data analysis. Define 60 minutes (default), 90 minutes or
120 minutes.

Defines the number of calls to analyze. Default = 50 calls. Up to
1000 calls can be defined.

If the number of calls made doesn't exceed the defined # of calls
to analyze, the SEM won't perform data analysis.

Critical Threshold: 5% of calls (default); if this threshold is
exceeded, the alert is triggered.

Major Threshold: 3% of calls (default); if this threshold is
exceeded, the alert is triggered.

Critical Threshold: 10% of calls (default); if this threshold is
exceeded, the alert is triggered.

Major Threshold: 8% of calls (default); if this threshold is
exceeded, the alert is triggered.

Critical Threshold: 5 seconds (default), up to 100 seconds; if the
average duration of calls is below this, the
alert is triggered.

Major Threshold: 10 seconds (default), up to 100 seconds; if the
average duration of calls is below this, the
alert is triggered.
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Setting Definition

Bandwidth Alarm Sends an alarm when the media bandwidth falls below, or

exceeds, minimum or maximum threshold values, in Kbps.
Minimum: 0. Maximum: 1000000 (1Gbps).

Max Concurrent Calls Alarm Sends an alarm when the number of concurrent calls falls below,

or exceeds, minimum or maximum threshold values.
Minimum: 0. Maximum: 100000.

4. Click OK; see the alert listed now in the SEM Quality Alerts page.

9.3.2 Manually Activating an Alert Rule
You can manually activate an alert.
» To manually activate an alert:
1. Inthe SEM Quality Alerts page (see Figure 9-6), click @ to manually activate
the rule.
2. Click @ to manually deactivate the rule. The rule will continue to be
automatically triggered.
9.3.3 Editing an Alert Rule
You can edit an alert rule.
» To edit an alert rule:
1. In the SEM Quality Alerts page (see Figure 9-6), click Update Rule; the Add
New Alert Rule dialog opens (see Figure 9-7).
2. Edit the settings. Use Table 9-3 as reference.
9.34 Defining a Rule to Trigger an Alert (Example)
This example shows how to define rule settings to determine monitoring. Using this
example, you can intuitively determine how to define a rule to trigger an alert.
If you define in a rule with the following settings:
B 'Level to Monitor' = Device
B 'Monitored Devices' = All
B 'Monitoring Frequency' = 15 minutes
B 'For the Past' = 60 minutes
B 'Minimum # of Calls to Analyze' = 50
B 'Failed Calls Alarm' = defaults
B 'Poor Quality Calls Alarm' = defaults
B 'Avg Call Duration Alarm' = defaults
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9.4

Then the SEM will perform the following:

B Check every 15 minutes the # of calls made on all devices in the past 60 minutes
and for devices on which the # of calls is greater than 50:

e  Compare failed / successful calls % to the defined settings
e  Compare poor quality calls % (red-coded) to the defined settings

e  Compare average call duration to the defined settings

Distributing Alarm Information

Alarms information displayed in the Active Alarms, History Alarms and Quality Alerts
pages are easily downloaded and saved by clicking the Save As icon & .

B Active Alarms information is saved in a plain-text ActiveAlarms.csv file.

B History Alarms information is saved in a plain-text HistoryAlarms.csv file.

B SEM Quality Alerts information is saved in a plain-text SEMQualityAlerts.csv file.

Open and read in any text editor, these files can be sent as an attachment in an email
to others to distribute the information.
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10

Producing Reports

The SEM features essential reports-generation capability that administrators can
utilize to distribute session experience data and comparative analyses quickly and
effectively to responsible persons within the enterprise and to external authorities
associated with the enterprise's VolP network, for accurate diagnosis and correction of
degraded sessions and for general network optimization.

Figure 10-1: SEM Reports Page

Session Experience Manager

ERELIER ( scheduled Reports

Network Status Reports Trend Reports Top Users Reports

% Call Statistics by Device
* Call Statistics by Link
* Call Quality by Device
% Call Quality by Link

% Call Utilization by Device

% Call Utilization by Link

* Call Statistics by Device % Calls Count
* Call Statistics by Link * Calls Duration
* Call Quality by Device * Poor Calls Quality
% Call Quality by Link % Poor Quality by MOS
* Call Utilization by Device * Poor Quality by Jitter
* Call Utilization by Link % Poor Quality by Delay
* Poor Quality by Packet Loss
+ Poor Quality by Echo.
% Poor Fax Quality

* Utilization

Three categories of reports help users to quickly and thoroughly analyze different
aspects of calls made over the VolP network:

1. Network Status Reports
2. Trend Reports
3. Top Users Reports

Categories 1 and 2 are identical in terms of the information displayed (columns);
however the calculation differs.

Category 1 is calculated as a summary of calls made over the entire period for
specified entities (devices / links). The x axis represents the specified entities.

Category 2 is calculated per time interval specified, summarizing the same entity in
the specified interval. The x axis represents the time interval (hour / day / week /
month).

Table 10-1 shows the categories and the reports options in each.
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Report Category

Network Status Reports

= Call Statistics by Device
= Call Statistics by Link

= Call Quality by Device

= Call Quality by Link

= Call Utilization by Device
= Call Utilization by Link

Trend Reports

= Call Statistics by Device
= Call Statistics by Link

= Call Quality by Device

= Call Quality by Link

= Call Utilization by Device
= Call Utilization by Link

Top Users Reports

= Calls Count

= Calls Duration

= Poor Calls Quality

= Poor Quality by MOS
= Poor Quality by Jitter
= Poor Quality by Delay
= Poor Quality by Packet Loss
= Poor Quality by Echo
= Poor Fax Quality

= Utilization

Table 10-1: Reports Categories

Explanation

Displays a summary of key call metrics during a specified time
period with a separate row entry for each device/link.

Purpose: To compare performance, quality and utilization across
devices/links. For example, the 'Call Statistics by Device' report
summarizes the % of successful and failed calls and the # of
calls that scored in each quality, across specified devices/links.
By contrast, a ‘Call Quality by Device’ report summarizes key
metrics affecting voice quality (jitter, delay, packet loss).

Displays a summary of key call metrics over specified time
intervals of a specified device/link.

For example, the ‘Calls Trend by Device’ report displays
‘Number of Calls’, ‘ASR’ and ‘Total Duration’ in hourly intervals.

Displays users graded according to number of calls made, calls
duration, and calls whose quality scored 'Poor' based on
specified metrics.

SEM
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10.1

Using Reports Features

The features below apply to all reports pages across all three reports categories
unless stated otherwise:

Feature

H Save as CSV

= Export to PDF

Filters

SEM Reports

Scheduled Reports

'@ Run now

Charts view / Table view

Switch to horizontal /
Switch to vertical

Bar / Linear

=

Add / Remove Columns

Table 10-2: Reports Features

Description

Lets you save a report as a Comma-Separated Value (CSV) file which
represents charts, data bars, sparklines, gauges, indicators, etc., in a
standardized, plain-text format easily readable and exchangeable with
many applications. You can open the file in a spreadsheet such as
Microsoft Excel or use it as an import format for other programs.

Lets you generate a PDF file of the report reflecting selected filters,
columns, graphs, etc.

Let you specify:

o The Time Range for the report to cover (in the Network Status
Reports page)

« The Time Range and the Interval for the report to cover (in the Trend
Report page; Hourly, Daily, Weekly or Monthly)

« Devices / Links on which to produce the report
o Top 10/20/30 Users on which to produce the report (in the Top Users
Report page)

Click the button at any time to return to the Reports page displaying the
three reports categories and the report options available under each.
Click an option to produce a report.

Click the button to schedule a report.

Displayed after selecting a report to produce in the reports menu. First
filter (see above) and then click it; the report is produced and displayed.

Two views are displayed in every report produced: Charts (uppermost)
and table (lowermost). Click & to expand charts view; table view is
eclipsed. Click 4 to revert to both views.

Charts are by default displayed vertically, one below the other, in this
order: Calls #, Calls %, Success/Fail ratio, Total Duration, AVG Duration
and Calls Quality. Use the scrollbar to scroll down from one to the next.

They can optionally be displayed horizontally to suit user preference. To
display horizontally, click the link. Click next » or previous 4 to navigate
from chart to chart.

[Only applies to Network Status Reports] By default, charts are
displayed as bar charts. Click the drop-down to choose linear charts if
required.

Click the icon; optional table view columns are displayed.

To add, if required, select an optional column and click <= or select all
and click l=. To remove a column, select it in the Columns List pane
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Feature Description

and click = or select all and click =H.

Default metrics columns (left pane) and optional metrics columns (right
pane) in the Summary/Trend category (except 'Call Quality by Device /
Link') are as follows:

Add Remove Columns x
Columns List Optional Columins List

Call=# Repart 1D F
Call=% Successful Calls% =
ASR Fail=d Calls%

Total Duration(s=c) Succassful Calls#

A3 Durationlsec) 4= |Failzd call#

Calls Quality Graznd

Vellowih
Red%
Graye
Graen#
= [rellowé
Red#

Gray#
Woice Calls#
Fax Calls#

<

Default metrics columns (left pane) and optional metrics columns (right
pane) in a 'Call Quality by Device / Link' report in the Summary/Trend
category are:

Add Remove Columns x
Columns List Optional Columns List
Talls# Feport 1D i
Calls% WSS LG =l
Zalls Quality G MOS
Mos Max MOS
ittar k= |Min mos
Delay VG Jittar
Packat Loss Max Jittar
Echo Hin Jitter
G Delay
Max Dalay
=h| |Min Delay
G PCKT Loss
Max PCKT Lazs v
- »

Default metrics columns (left pane) and optional metrics columns (right
pane) in the Top Users reports category are:

Add Remove Columns x

Colunins List Optional Columns List

Callz# Feport 10
Total Duration(sec) \oice Callzg¢
[AG Durat\ur\“[sacj Fax Calls#
Outgoing Calls
Incaming Calls =

See under Section 10.1.3 for variations across reports in the Top Users
Reports category.

Table column headers display this icon. Click one to display the metric
as a chart. If the chart is already open, you're notified. After report
generation, the table's Success/Fail metric column is the only one
displayed as a chart in Charts view.

Show Column Graphical
Representation Display
column as chart

Table Bottom Line (Total) | The table's bottom line shows column's total. For example:
o Calls # column's bottom line shows the total sum of all counts of all
calls on all devices / links

o Success/Fail column's bottom line shows the average success rate of
all devices / links.
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Feature Description

‘Total’ is calculated according to the measured parameter.
It can be SUM, AVG, MIN or MAX.

Search E& Users can use the ‘Search’ option to search for and find precise
information related to a query. When information related to the search
query is found, the report exclusively displays only that information.

10.1.1 Producing a Network Status Report

Network Status Reports show the sum ftotals, over the entire period, of calls
performance scores, quality scores, #s, %s, total duration and average duration
(default metrics). Reports in this category are identical in terms of metrics measured.
Metrics columns can optionally be added / removed (see 'Add / Remove Columns' in
Table 10-2).

» To produce a Network Status Report:

1. Click an option in the 'Network Status Reports' category, for example, click the
first option, i.e., Call Statistics by Device; the 'Run now' ® page opens.

2. Filter for 'Time Range' and 'Devices' (see Section 0 on page 20 for details).

3. Click '@'; the report is produced:

Figure 10-2: Network Status Reports — Call Statistics by Device
nnnnnnnnnnnnn i

Report: Network Status Reports/Call Statistics by Device

‘ Avg: 459647
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Following report generation, the ASR metric column is the only one displayed in charts
view.

>

EILEad | schedukd Reports

Report: Network Status Reports/Call Statistics by Device

[m Range: [From: Last7 oy

To display a metric as a chart:

In the table, click in the metric's column header. For example, click in the
Success/Fail column header; the ASR chart is displayed:

Figure 10-3: Displaying the Success/Fail Chart

AVG Duration(sec) m|

In a Network Status Report you can:

Click the Switch to horizontal link (see Table 10-2) to switch from vertical view
(default) to horizontal view.

Click '&3 to expand the charts pane. Click it again to contract it.

Click to switch from bar charts (default) to linear charts. Select from the
drop-down (see 'Charts view / Table view' in Table 10-2).

Click =5 to add/remove a column to/from the table (see 'Add / Remove
Columns' in Table 10-2).

See in the chart which entities registered the highest failed / successful calls rate.

See in the table on which entities most calls were made, what % of calls were
made on each, on which entities most failed / successful calls were made, on
which entities most call time was recorded, on which entities the average call
duration was longest / shortest and on which entity voice quality scored highest
(green = good, yellow = fair, red = poor, grey = unknown).

See in the chart an entity's success / fail rate (%). Point your cursor over a color
in a bar (green = successful, red = failed):
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Successful Calls
Cloud.Mobility.S1P.Trunk

91.8 (91.8%)
SuccessfuliFailed Calls Distribution total- 100

.

Gloud. Mobility. SIP Trunk

B See in the table an entity's success / fail rate (%). Point your cursor over the
entity's row (green = successful, red = failed):

GW Name | Calls# | Calis% | ASR |

Cloud Maobility. SIP. Trunk 1643 8.11
Failed:7.9%

B See in the table quality scores by pointing your cursor over a color in the entity's
Calls Quality row (green = good, yellow = fair, red = poor, grey = unknown):

GW Name Calls# Calls% | Calls Quality

Cloud. Mobility. SIP. Trunk 1842 11 _ . EXY B

Poor:12.5%

Default and optional table columns in Network Status Reports are:

Table 10-3: Table Columns in Network Status Reports

Report Default Columns Optional Columns

Call Statistics Calls #, Calls %, ASR, Successful/Failed Calls %
by Device/Link = Total Duration, Average | Successful/Failed Calls #
Duration, Calls Quality Green/Yellow/Red/Gray %
Green/Yellow/Red/Gray #
Voice Calls #
Fax Calls #
Call Quality by | Calls #, Calls %, Calls MOS LQ

Device/Link ggfg'yt}’i:,';"ggt’ ﬂgtsesr AVG/Max/Min MOS/Jitter/Delay/Packet Loss/Echo
Echo AVG MOS LQ
AVG Signal Level/SNR
MOS/MOS LQ/itter/Delay/Packet Loss/Echo Remote
AVG/Max/Min MOS R/Jitter R/Delay R/P. Loss R/Echo R
Red #, Yellow #, Green #, Gray #
Red %, Yellow %, Green %, Gray %

MOS/MOS LQ/Jitter/Delay/Packet Loss/Echo Red % [Same
for Yellow, Green and Gray]
MOS Red Remote % [Same for Yellow, Green and Gray]

MOS/Jitter/Delay/Packet Loss/Echo LQ Red Remote %
[Same for Yellow, Green and Gray]

Call Utilization | AVG Total Kbps AVG Total Kbps Remote
by Device/Link = AVG Rx Kbps AVG Rx/Tx Kbps Remote
AVG Tx Kbps AVG Packet Loss R

AVG Packet Loss
You can re-filter and re-run the report (see 'Filters' in Table 10-2).
B You can generate another report. Click the SEM Reports button.

B You can schedule a report. Click the Scheduled Reports button (for details see
Section 10.2).
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10.1.2

EIEE | scheduied reports

Report: Trend Report/Call Statistics by Device

Producing Trend Reports

Trend reports show general tendencies over intervals of calls performance, quality, #s,
%s, total duration and average duration (default metrics measured).

Reports in this category are identical in terms of metrics columns displayed. Columns
can optionally be added / removed (see 'Add / Remove Columns' in Table 10-2).

>

1.

To produce a trend report:

Click an option in the 'Trend Reports' category, e.g., the first; the 'Run now' ®
page opens

Filter for 'Time Range' and 'Devices' (described under Section 0 on page 20). For
the 'Interval' filter select Hourly, Daily, Weekly or Monthly.

Click the 'Run now' ® icon; the report opens:

Figure 10-4: Trend Reports — Call Statistics by Device

In a Trend Report you can:

See when most/least calls were made, how many, % of total, each period's
success/fail rate and each period's quality scores.

Click the Switch to horizontal link to switch from vertically viewed charts
(default) to horizontally viewed charts (see Table 10-2).

Click to switch from bar (default) to linear charts. Select from the drop-
down (see 'Charts view / Table view' in Table 10-2).

Click in a column header in the table to display that column as a chart (see
'Show Column Graphical Representation' in Table 10-2)

Click =& to add a column to table view or remove a column from table view (see
'Add / Remove Columns' in Table 10-2). Default columns and optional columns
are identical to the 'Call Statistics by Device/Link' and 'Call Quality by Device/Link'
reports in the Network Status Reports category.

SEM

86 Document #: LTRT-91122



User's Manual 10. Producing Reports

B Use the pager to navigate to a page if there are multiple pages (see under
Figure 7-2)

B Re-filter and re-run the report (see 'Filters' in Table 10-2)

B Export the report to PDF. Click E (see 'Export..." in Table 10-2)

Save the report as a CSV file. Click H (see 'Save..."in Table 10-2)
B Choose to produce another report by clicking the SEM Reports button.
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10.1.3 Producing Top Users Reports

Top Users reports display the fop 10, 20 or 30 users in terms of # of calls made, total
duration, average duration, outgoing calls and incoming calls (default metrics
measured).

Reports in this report category are identical in terms of metrics columns displayed.
Metrics columns can optionally be added / removed (see 'Add / Remove Columns' in
Table 10-2).

» To produce a top users report:

1. Click an option in the "Top Users Reports' category, for example, click the first
report option, i.e., Calls Count; the 'Run now' ® page opens.

2. Filter for 'Time Range' and 'Devices' (described under Section 0 on page 20). For
the 'Top Users' filter, select 10, 20 or 30.

3. Click the 'Run now' ® icon; the report opens:

Figure 10-5: Top Users Report — Calls Count

Report: Top Users Report/Calls Count
(oo | Devers Allselected - TopUsers 1

(5]}

[1..‘ Range: [From: Last 7 days

Outgoing Calls. m| Incoming Calls

In a Top Users Report you can:

B  Save the report as a CSV file. Click H (see 'Save..."in Table 10-2)

Export the report to PDF. Click E’ (see 'Export..." in Table 10-2)

B Click the Switch to horizontal link to switch from vertically viewed charts
(default) to horizontally viewed charts (see Table 10-2)

B Click in a column header in the table to display that column as a chart (see
'Show Column Graphical Representation' in Table 10-2)

B Click =¥ to add a column to table view or remove a column from table view (see
'Add / Remove Columns' in Table 10-2).
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Report
Calls Count

Calls Duration

Poor Calls Quality

Default and optional table columns in Top Users reports are:

Table 10-4: Table Columns in Top Users Reports

Default Columns Optional Columns

Calls #, Total Duration, Average Voice Calls #/Fax Calls #
Duration, Outgoing Calls,

Incoming Calls

Total Duration, Calls #, Average | None

Duration, Outgoing Calls,

Incoming Calls

Poor Quality Calls, Calls #, Calls | Gray/Green/Yellow/Red %

Quality Yellow/Red #
Poor Quality by MOS / Jitter / AVG MOS / Jitter / Delay / Packet ' None
Delay / Packet Loss / Echo Loss / Echo, Calls #, Total

Duration

Poor Fax Quality

Poor Quality Faxes, Poor Quality | None
Pages, Total Faxes, Total Pages

Utilization Total Bytes, RX Bytes, TX Bytes | None
B User the pager to navigate if there are multiple report pages (see under Section 7
on page 49)
B Re-filter and re-run the report (see 'Filters' in Table 10-2)
Choose to produce another report by clicking the SEM Reports button.
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10.2 Scheduling a Report

You can schedule the SEM to automatically produce a report periodically.

» To schedule a report:
1.

Click the Reports icon; the SEM Reports page opens (see Figure 10-1)
2.

Click the Scheduled Reports button; this page opens:

Figure 10-6: Scheduled Reports
)

Report Topic | | Report Group | scheauer Scheduling NumafRun || ]
Reportiame | | ReP! S e Oescrpton || Sereaed || numtoRun | | RO Repons User | |LastRunTime| | NextRunTime Forwara ail Adcresses
Cal Statisics by Device. Networt Status Rep. SEM Report cail_stas Houry 1 1 RIRIE) =) 212000 4an 23 crenp@audiccodes com
Cal Statsics by Device| Network Status Rep| SEM Report Test Weekly 1 . s ® o6 erenp 080000 Feb 16 | 08:00:00 Mar 05 crenp@audiossdes com
Itams 272 « 4 o h

25~ tems per page

3. Click @ to add a schedule; the Scheduler opens:

Figure 10-7: Scheduler

Scheduler Main Settings

Report Name l Call Statistics by Device

Scheduler Name |

Description |

Report Filter Settings

Devices All selected

Scheduler Settings

() Hourly

() Daily ) Weskly () Monthly

u

o
Selected daity report generation, set day time
Generate report at o E Hours |o E Minutes
Run Report

(=) Mo End

() Run 1 = times.
Mail Settings

Forward to Mail ]

Wail Addresses

SEM
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4. Under 'Schedule ID', select a report to schedule from the 'Report' drop-down list.
All reports under all three report types are listed.

5. In the 'Schedule Name' field define a name that will let you easily identify the
schedule.

6. In the 'Description’ field, provide a description to help you distinguish this
schedule from others.

7. Under 'Report Filter' you can filter the devices on which the report which you're
scheduling will be produced. By default, all devices will be included. Click All
Selected to change the default. For detailed information on how to filter devices,
see Section 4.2.

8. Under 'Report Frequency', select either Hourly, Daily (default), Weekly or
Monthly. If the frequency you select is Daily, set the 'Time'.

9. Under 'Run Times', select Unlimited or Limit to limit the schedule to a limited
number of report run times (you can limit to up to 100 run times).

10. Under 'Forward Report', select the Mail option for the report to be automatically
forwarded to your email address.

11. In the 'Mail Addresses' field, define the email address/addresses to which to
automatically forward the report.

12. Click OK; the report is scheduled; you can expect the first to arrive in your mail
according to schedule.

10.2.1 Viewing a Scheduler Generated Report
You can view a report generated by the scheduler.
» To view a report generated by the scheduler:
1. In the Scheduled Reports page under the Reports column (see Figure 10-6), click
the Generated hyperlink in the row of the report generated by the scheduler; the
Report Generated by Scheduler opens (see the figure below).
Figure 10-8: Report Generated by Scheduler

Reports Generated by Scheduler: Call_Stats

2. Click ':-@-:' View Report; the report is displayed:
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Figure 10-9: Viewing a Scheduler Generated Report

Network Status Reports /Call Statistics By GW
Scheduler Name: Call_Stats

Report Generated at: 23-Jan-2014:21:20:04

From: 23-Jan-2014:20:20:04 - To: 23-Jan-2014:21:20:04

Switch to horizontal

SuccessfullFailed Calls Distribution -

. . l
° |
|

SEM-GW SIP-trunk

&

M Failed Calls W Successful Calls

Calls# ‘ Total Duration(secN | AVG Duration(sedTl |

Sum: 100

Items 2/2 44 4 Pmet w1 P 22} 25 - ltems per page

10.2.1.1 Saving the File of a Scheduler Generated Report

You can save the file of a report generated by the scheduler.

» To save the file:

1. In the Report Generated by Scheduler page (see Figure 10-8), click Save
Report File.

2. Select the location on your pc in which to save the file and click Save.

10.2.1.2 Deleting the File of a Scheduler Generated Report

You can delete the file of a report generated by the scheduler.

> To delete the file:

1. In the Report Generated by Scheduler page (see Figure 10-8), click ® Delete
File; you're prompted 'Delete Generated Report File?'

2. Click Yes; the file is deleted.

10.2.2 Editing a Schedule

You can edit a report schedule.
» To edit a schedule:

1. In the Scheduled Reports page (see Figure 10-6), click £/ Update Scheduler;
the Scheduler opens (see Figure 10-7).

2. Edit the reports schedule. See under Section 10.2 for detailed information.
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10.2.3 Deleting a Schedule

You can delete a report schedule.

> To delete a schedule:

1. In the Scheduled Reports page (see Figure 10-6), click @ Delete Scheduler;
you're prompted 'Are you sure?'.
2. Click Yes; the report schedule is deleted.

10.2.4 Manually Running or Pausing a Schedule

You can manually run or pause a report schedule.

» To manually run a schedule:

B In the Scheduled Reports page (see Figure 10-6), click @ Run Scheduler; the

icon changes to @ and the report scheduler is run.

» To manually pause a schedule:

m Click @ Pause Scheduler; the icon reverts to @ and the scheduler is paused.
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