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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.

Date Published: August-07-2018

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be
disposed of with unsorted waste. Please contact your local recycling authority for
disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an
authorized AudioCodes Service Partner. For more information on how to buy technical
support for AudioCodes products and for contact information, please visit our Web site
at https://www.audiocodes.com/services-support/maintenance-and-support.
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1 Overview

The One Voice Operations Center (OVOC) provides customers with the capability to
easily and rapidly provision, deploy and manage AudioCodes devices and endpoints.

Provisioning, deploying and managing these devices and endpoints with the OVOC are
performed from a user-friendly Web Graphic User Interface (GUI).

This document describes the installation of the OVOC server and its components.

It is intended for anyone responsible for installing and maintaining AudioCodes’ OVOC
server and the OVOC server database.
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Part |

Pre-installation Information

This part describes the OVOC server components, requirements and deliverables.







IOM Manual 2. Managed VolP Equipment
2 Managed VolIP Equipment
The following products (and product versions) can be managed by this OVOC release:
Table 2-1: Managed VolP Equipment
Product Supported Software Version

Gateway, SBC and MSBR Devices
Mediant 9000 SBC

Mediant 4000 SBC —

Mediant 4000B SBC

Mediant 2600 E-SBC

Mediant 2600B E-SBC

Mediant Server Edition (SE) SBC

Mediant 3000 Media Gateways (TP-8410 and
TP-6310)

Mediant Virtual Edition (VE) SBC

Mediant Cloud Edition

Mediant 2000 Media Gateways
*Mediant 1000 Gateway

Mediant 1000B Gateway and E-SBC
Mediant 800B Gateway and E-SBC
Mediant 800C

Mediant 1000B MSBR

Mediant 800 MSBR

Mediant 500 MSBR

Mediant 500L MSBR

Mediant 500 E-SBC

Mediant 500L E-SBC

*Mediant 600

MediaPack MP-11x series
MediaPack MP-124

MP-1288

versions 7.2 (including support for MTC ), 7.0, 6.8
versions 7.2, 7.0 and 6.8

version 7.2, 7.0

versions 7.2, 7.0 and 6.8

version 7.2 and 7.0

versions 7.2, 7.0 and 6.8

versions 7.0 (SIP), 6.8 (SIP) and 6.6 (SIP)

versions 7.2 (including support for MTC), 7.0 and
6.8

version 7.2

version 6.6

version 6.6 (SIP)

versions 7.2, 7.0, 6.8 and 6.6
versions 7.2, 7.0, 6.8 and 6.6
version 7.2

version 6.6

versions 7.2, 6.8 and 6.6
version 7.2 and 6.8

versions 7.2 and 6.8

version 7.2

version 7.2

version 6.6

version 6.6 (SIP)

Rev. D and E — version 6.6 (SIP)

version 7.2
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SBA
*Mediant 800B SBA

*Mediant 1000B SBA

*Mediant 2600B SBA devices

CloudBond*

Standard Edition (Mediant 800B platform)
Standard Plus Edition (Mediant 800B platform);
Pro Edition (Mediant Server platform)
Enterprise Edition (Mediant Server platform)
Virtualized Edition (Mediant Server platform).
CCE Appliance*

*Mediant 800 CCE Appliance

*Mediant Server CCE Appliance

IP Phones

400HD Series Lync server

400HD Series Non-Lync server

400HD Series Skype for Business

400HD Series Skype for Business

SBA version 1.1.12.x and later and gateway
versions 7.2, 7.0 and 6.8

SBA version 1.1.12.x and later and gateway
versions 7.2, 7.0 and 6.8

SBA version 1.1.12.x and later and gateway
versions 7.2, 7.0 and 6.8

Version 7.4
Version 7.4
Version 7.4
Version 7.4

Version 7.4

Version 2.1

Version 2.1

Supported Software Versions/Models
From version 2.0.13: 420HD, 430HD 440HD

From version 2.2.2: 420HD, 430HD 440HD and
405

From version 3.0.0: 420HD, 430HD 440HD and
405HD

From version 3.0.1: 420HD, 430HD 440HD,
405HD and 450HD

From version 3.0.2; HRS (with Jabra firmware
support)

Note:

A .

° * Refers to products that do not support Voice Quality Management.

* To support Voice Quality Management for these devices, customers should add
the SBC/Media Gateway platform of the CloudBond 365 /CCE Appliances as
standalone devices to the OVOC. Once this is done, the SBC/Gateway calls
passing through the CloudBond 365 /CCE Appliances can be monitored.

° All versions VolP equipment work with the SIP control protocol.
° Bold refers to new product support and version support.
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3. Hardware and Software Specifications

3

3.1

Hardware and Software Specifications

This section describes the hardware and software specifications of the OVOC server.

OVOC Server and Client Requirements

This section lists the platform and software required to run the OVOC dedicated
hardware version and the VMware and Hyper-V version.

A Note: For enhanced service provider specifications, refer to Appendix H.

Table 3-1: OVOC- Minimum Platform Requirements

OVOC Server OVOC Web
Client
Resource Amazon Virtual
Dedicated OVOC Virtual OVOC -
Server - Linux OS High Profile ovoc .
Low Profile
Hardware « G8:HPDL360p B B Browser
e G10: HP DL360p Document
Size: 1280
X 768
Operating Linux CentOS Linux Linux CentOS Linux Windows™
System Version 7.3-1611 64- CentOS Version 7.3-1611 | CentOS 10/Window
bit, Rev.18 Version 7.3- | 64-bit, Rev.19 Version S
1611 64-bit, 7.3-1611 8/Windows
Rev.19 64-bit, 8.1/
Rev.19 Windows 7/
Windows 7
Enterprise/
Windows
Server
2012 R2
Standard
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OVOC Server OVOC Web
Client
RESEUIEE Amazon Virtual
Dedicated OVOC Virtual OVOC -
Server - Linux OS High Profile OO
9 Low Profile
Virtualization | _ Amazon VMware: ESXi 6.0*
platform Cloud VMware HA cluster: VMware -
c4.4xlarge ESXi 6.0
Instance
Type Microsoft Hyper-V Windows
server 2012R2
Microsoft Hyper-V Windows
server HA cluster: 2012R2
Memory + G8:32GBRAM  As defined in 32 GB RAM 16 GB 8 GB RAM
« G10: 64 GB RAM Amazon RAM
c4.4xlarge
Disk space  + G8:Disk:2X1.2 AWSEBS: 1.2TB 500 GB
TB SAS 10K RPM General
in RAID 0 Purpose
o G10: Disk: 2x SSD (GP2)
1.92 TB SSD
configured in
RAID O
Processor « G8: CPU: Intel As defined in 6 cores not less 1 core not
Xeon E5-2690 (8 ' Amazon than 2 GHz less than
cores 2.9 GHz c4.4xlarge 2.5 GHz
each)

o G10: CPU: Intel
(R) Xeon(R) Gold
6126 (12 cores
2.60 GHz each)

DVD-ROM Local (G8 only)

B The working space requirements on the OVOC server are as follows:
e  Linux: Executable bash

B The OVOC server works with the Java Development Kit (JDK) version 1.8 (JDK
1.8 for Linux™).

B The Oracle database used is version 12.1.0.2.

L% The VMware and VMware HA cluster with OVOC Server Version 7.4 (ESXi 6.0) are backward compatible with Version 7.2
(ESXi 5.5).
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B Supported browsers for Web client applications are as follows:
e Internet Explorer version 11 and higher
e Mozilla Firefox version 38 and higher
e  Google Chrome version 60 and higher

B Flash Version 11 is required for generating Statistics Reports.

Note:

° The JDK and Oracle database component versions mentioned above are provided
as part of the OVOC installation image.

o The HP ProLiant DL360 G8 server is now End-of-Sale due to Hewlett-Packard's

(HP) End-of-Life announcement for this server. AudioCodes will continue

supporting the HP ProLiant DL360 G8 server for OVOC Versions 7.4 and 7.6.
However, the HP ProLiant DL360 G8 server will no longer be supported from
Version 7.8 (expected around Q3/2019). For Versions 7.4 and 7.6, Description
Documents relating to patches and Release Notes associated with major releases
will include separate capacity information for the HP ProLiant DL360 Gen8 and HP
DL360 Genl0 servers.

3.2 Bandwidth Requirements

This section lists the OVOC bandwidth requirements.

3.2.1 OVOC Bandwidth Requirements

The bandwidth requirement is for OVOC Server <-> Device communication. The
network bandwidth requirements per device is 500 Kb/sec for faults, performance
monitoring and maintenance actions.

3.2.2 Voice Quality Bandwidth Requirements

The following table describes the upload bandwidth speed requirements for Voice
Quality for the different devices. The bandwidth requirement is for OVOC Server <->
Device communication.

Table 3-2: Voice Quality Bandwidth Requirements

Device SBC Sessions Required Kbits/sec or Mbit/sec

(each session has two legs)

SBC

MP-118 _ _

MP-124 _ _

Mediant 800 Mediant 850 60 135 Kbits/sec
Mediant 1000 150 330 Kbits / sec
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Device SBC Sessions Required Kbits/sec or Mbit/sec

(each session has two legs)

Mediant 2000 _ _

Mediant 2600 600 1.3 Mbit/sec

Mediant 3000 1024 2.2 Mbit/sec

Mediant 4000 4,000 8.6 Mbit/sec

Gateway

MP-118 8 15 Kbits/sec

MP-124 24 45 Kbits/sec

Mediant 800 Mediant 850 60 110 Kbits/sec

Mediant 1000 120 220 Kbits/sec

Mediant 2000 480 880 Kbits/sec

Mediant 2600 _ _

Mediant 3000 2048 3.6 Mbit/sec

Mediant 4000 _ _

Endpoints _ 56 Kbits/sec
3.3 Fault Management - Alarms History

The OVOC server can store history alarms for up to one year or ten million alarms.

3.4 Performance and Data Storage

The following table shows the performance and data storage capabilities for the OVOC
managed devices for Voice Quality.

Table 3-3: Performance and Data Storage

Machine HP DL360p G8/G10 VMware/Microsoft VMware/Microsoft
Specifications Hyper-V — High Hyper-V - Low Profile
Profile
OVOC Managed 5000 5000 100
Devices
Maximum number of 10,000 . 30,000 (IP 1,000
managed endpoints in Manager only)

OVOC (IP Phone

Manager Pro only). + 5,000 —including

SBC/gateway
management and
monitoring
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Voice Quality

Maximum Number of
CAPS (calls attempts
per second) per
device.

Maximum number of
CAPS per server
(SBC and Skype for
Business).

Maximum concurrent
sessions

Maximum number of
devices per region

Maximum number of
managed devices.

Maximum number of
links between
devices.

Maximum number of
calls per Day

Call Details Storage —
Detailed information
per Call

Calls Statistics
Storage - Statistic
information storage.
Statistics are
collected for the
following entities:
Devices; Links; Sites;
Endpoints and Users.
Statistical data point
refers to statistical
information collected
over a 5-minute
interval.

The following shows
the exact historical
statistical data time
calculation example:
Assuming the number

of devices are 3000,
the overall statistical

information per device

160

300

30,000

500

3,000

6,000

Up to one year or 80
million calls.

Up to one year or 150
million statistical data
points per entity.

120

120

12,000

300

1,200

2,400

Up to one year or 80
million calls.

Up to one year or 150
million statistical data
points per entity.

30

30

3,000

100

100

200

1.9 million calls

Up to one year or 6
million calls.

Up to one year or 12
million statistical data
points per entity.
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is calculated as
follows:

« 150,000,000/
3000 devices =
50,000 statistical
data points per
device.

« 50,000/12
statistical data
points per hour /
24 hours a day /
30 days a month =
5.78 months of
historical data per
device.

RFC 6035 Endpoints Quality Monitoring

Maximum number of 10 5 1
CAPS

SIP Call Flow (for SBC calls only)

Maximum Number of 100 25 6
CAPS (calls attempts
per second) per

server.
Maximum number of 100 100 10

devices

Maximum number of - - 350,000 calls

calls per day

Call Details Storage - Up to one year or 1 Up to one year or 1 Up to one year or 1
Call Flow information million calls. million calls. million calls.

per Call

Capacity with SBC Floating License Capability

Maximum Number of 90 22 5
CAPS (calls attempts

per second) per

server with SIP Call

Flow.

Maximum Number of 270 108 27
CAPS (calls attempts

per second) per

server without SIP

Call Flow.

Maximum number of 1000 500 100
devices supported
with floating license.
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Maximum number of - - 250,000 calls
calls per day with SIP
Call Flow

Maximum number of - - 1.7 million calls
calls per day without
SIP Call Flow

3.5 Skype for Business Monitoring SQL Server
Prerequisites

The following are the Skype for Business Monitoring SQL Server prerequisites:
B The server must be defined to accept login in 'Mix Authentication' mode.

B The server must be configured to collect calls before the OVOC can connect to it
and retrieve Skype for Business calls.

B Call Detail Records (CDRs) and Quality of Experience (QoE) Data policies must
be configured to capture data.

B Network administrators must be provisioned with the correct database
permissions (refer to the One Voice Operations Center User's Manual).

B Excel macros must be enabled so that the SQL queries and reports can be run;
tested with Excel 2010.

B Detailed minimum requirements for Skype for Business SQL Server can be found
in the following link:

http://technet.microsoft.com/en-us/library/qgg412952.aspx
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4

4.1

OVOC Software Deliverables

This section describes the OVOC software deliverables.

Dedicated Hardware Installation — DVDs 1-3

This section describes the DVDs supplied in the OVOC software delivery.
B DVD1: Operating System DVD for Linux (see Section 3.1):

B DVD2: Oracle Installation: Oracle installation version 12.1.0.2 DVD for the Linux
platform.

B DVD3: Software Installation and Documentation DVD for Linux:

The DVD 'SW Installation and Documentation’ DVD comprises the following
folders:

° 'EmsServerlinstall' — OVOC server software, to install on the dedicated Linux
based OVOC server machine.

e Documentation — All documentation related to the present OVOC version.
The documentation folder includes the following documents and sub-folders:
+ One Voice Operations Center Integration with Northbound Interfaces
¢+ One Voice Operations Center Alarms Guide
+ One Voice Operations Center Release Notes
¢ One Voice Operations Center User's Manual
¢ Migration from EMS and SEM Ver. 7.2 to One Voice Operations Center
Ver. 7.4
P Phone Manager Pro Administrator's Manual
One Voice Operations Center Product Description

AudioCodes One Voice Operations Center Security Guidelines

* & o o

One Voice Operations Center IOM Manual

Note: Installation files can also be downloaded from the AudioCodes Website by
registered customers at https://services.audiocodes.com.
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4.2 VMware Installation

The OVOC DVD software delivery (DVD5) for the clean installation of the VMware
includes the following folders:
B VMware for clean install

B Documentation

4.2.1 VMware Upgrade Media

The Virtual Machine software delivery (OVA file or ZIP file) and the documentation set
is provided on DVD3.

A Note: Installation files can also be downloaded from the AudioCodes Website by
registered customers at https://services.audiocodes.com.
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OVOC Server Installation

This part describes the testing of the installation requirements and the installation of
the OVOC server.
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5 Testing Installation Requirements -
Dedicated Hardware

Before commencing the OVOC server installation procedure, verify that your system
meets the hardware, disk space, operating system and other requirements that are
necessary for a successful installation.

To ensure that your machine meets the minimal hardware requirements for running
the OVOC application on both dedicated and virtual hardware, run the commands
described below in tbash.

B RAM - A minimum of <machine type_RAM> GB is required (see Chapter 3). To
determine the amount of random access memory installed on your system, enter
the following command:

more /proc/meminfo | grep MemTotal \

B Swap Space - Swap space is twice the system’s physical memory, or 4 GB,
whichever is greater.

To determine the amount of swap space currently configured in your system,
enter the following command:

more /proc/meminfo | grep SwapTotal

Disk Space — A minimum of <machine type_disk space> GB is
required (see Chapter 3). To determine the amount of disk space
on your system, enter the following command:

fdisk -1 | grep Disk

During the application installation, you are required to reserve up to 2 GB of
Temporary disk space in the /tmp. If you do not have enough space in the /tmp
directory, set the TMPDIR and TMP environment variables to specify a directory
with sufficient space.
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B DVD-ROM device - A DVD-ROM drive capable of reading 1ISO 9660 format.

Figure 5-1: Linux Testing Requirements

ferver—-Linuxll3 ~]1# more fproc/meminfo | grep MemTotal

f more Sproc/meminfo | grep ! nTotal

rep Disk

A Note: Use the AudioCodes’ DVDL1 to install the Linux Operating System.
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6

6.1

6.1.1

Installing the OVOC Server on
Dedicated Hardware

The OVOC server installation process supports the Linux platform. The installation
includes four separate components, where each component is supplied on a separate
DVD:

B DVDI1: OS installation: OS installation DVD.
B DVD2: Oracle Installation: Oracle installation DVD platform.
B DVD3: OVOC application: OVOC server application installation DVD.

Important: If you are upgrading from Version 7.2.3000, you can optionally migrate
this platform to Version 7.4 (see document Migration from EMS and SEM Version
7.2.3000 to One Voice Operations Center Version 7.4).

Files Verification

You need to verify the contents of the 1SO, Zip or OVA file received from AudioCodes
using an MD5 checksum. As an Internet standard (RFC 1321), MD5 has been used in
a wide variety of security applications, and is also commonly used to check the integrity
of file, and verify download. Perform the following verifications on the relevant platform:

B Windows (see below)
B Linux (see Section 6.1.2).

Windows

Use the WIinMD5 tool to calculate md5 hash or checksum for the file:
B Verify the checksum with WinMD5 (see www.WinMD5.com)
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6.1.2 Linux

Copy the checksum and the files to a Linux machine, and then run the following
command:

md5sum -c Filename.md5

The “OK” result should be displayed on the screen (see figure below).

Figure 6-1: 1ISO File Integrity Verification

tor WMiWare]# 11

1 root root Jow 1 10:49 0VOC-VMwrare-7.4.328 .md5

1

root root 1015 ; Ot 31 17:43 0OWDC-Vihrare-7.4.328.o0va

creator VMWare] #

=VHware-7.4 LmdS

6.1.3 OVOC Server Users

OVOC server OS user permissions vary according to the specific application task. This
feature is designed to prevent security breaches and to ensure that a specific OS user
is authorized to perform a subset of tasks on a subset of machine directories. The OVOC
server includes the following OS user permissions:

'root’ user: User permissions for installation, upgrade, maintenance using EMS
Server Manager and OVOC application execution.

acems user: The only available user for login through SSH/SFTP tasks.

emsadmin user: User with permissions for mainly the EMS Server Manager and
OVOC application for data manipulation and database access.

oracle user: User permissions for the Oracle database access for maintenance
such as installation, patches upgrade, backups and other Oracle database tasks.

oralsnr user: User in charge of oracle listener startup.

IOM Manual
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6.2 DVD1: Linux CentOS 7.3

The procedure below describes how to install Linux CentOS 7.3. This procedure takes
approximately 20 minutes.

& Note: Before commencing the installation, you must configure RAID-0 (see
Appendix A).

> To perform DVD1 installation:

Insert the DVD1-CentOS 7.3 Rev 18 into the DVD ROM.

Connect the OVOC server through the serial port with a terminal application and
login with 'root' user. Default password is root.

3. Perform OVOC server machine reboot by specifying the following command:

reboot |

4. Press Enter; you are prompted whether you which to start the installation through
the RS-232 console or through the regular display.

5. Press Enter to start the installation from the RS-232 serial console or type vga,
and then press Enter to start the installation from a regular display.

Figure 6-2: Linux CentOS Installation

B 10.7.19.100:22 - Tera Term VT =10] x|

Be Edt Setp Contol Mindow el
=l

- Cent0S 7.3 Installation for OVOC Server (Rev.18))

- To start installation from R5-232 serial console, press <ENTER> key.

- To start installation from regular display, type vga <ENTER:-.. A

jél-flnr\r':‘t'iru] [F2=0ptions] [F3-General] [F4-Kernel] [F5-Rescue]]
oot _

=
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Figure 6-3: CentOS 7.3

stallation, pre
tallation from RS zerial conm 2, type {ENTER>.

from lo d type local <ENTER>.

6. Wait for the installation to complete.

Figure 6-4: CentOS Installation

Installing compat-1i
Installing i

ivtu-firmsare (4814
5-f irmware (48
58-f irmware (48

wl3 firmsare (48

wl6B58-f irmsare

boot 1

iting network con

reating users

onf iguring addons

[Running post-installatic

Use of this proc t i j to the li eement found at -usr-sharescentos-release-/EULA

Installat complete. P rn to quit
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7. Reboot your machine by pressing Enter.
Note: Do not forget to remove the Linux installation DVD from the DVD-ROM
before rebooting your machine.
Figure 6-5: Linux CentOS Installation Complete
=lofx]
File Edit Setup Control Window Help
=
B + Complete +#---------c-ommmmmmm oo +
Congratulations, your Cent0S installation is complete.
Remove any media used during the installation process
and press <Enter> to reboot your system.
e +
| Reboot |
- e +
e e el el S S, S S, Sl S 2 +
<Tah=/<Alt-Tab> between elements | <Space> selects | <F12> next scr
ee <Enter> to reboot
8.  Login as 'root' user with password root.
9. Type network-config, and then press Enter; the current configuration is
displayed:
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Figure 6-6: Linux CentOS Network Configuration

[acems@OVOC-T7 ~]% su -
ord:

login: Thu Dec 14 12 24 GMT 2017 on pts/0O

[root@0VOC-7 ~]# TMOUT=0
[root@dVOC-7 ~]1# network-config

: Ovac-7
16.3.180.7

Default Gateway L

Do you wish to change it?

Hostname

IP Address

Prafix

Default Gateway : 10.3.0.1

Apply new configuration? ([vy]/n)

Activate the network configuration.

Note: This script can only be used during the server installation process. Any
additional Network configuration should later be performed using the EMS Server

Manager.
10. You are prompted to change the configuration; enter y.
11. Enter your Hostname, IP Address, Subnet Mask and Default Gateway.
12. Confirm the changes; entery.
13. You are prompted to reboot; enter y.
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6.2.1 Installing DVD1 without a CD-ROM

This section describes how to install DVD1 without a CD-ROM.

> To install DVD1 without a CD-ROM:

1. Login to ILO 5 with “Administrator” privileges.
2. Launch the Integrated Remote Console.

Figure 6-7: Information-iLO Overview

FlE  CUIL  VIEW Favuiiles gy megy

iLO &

120 Feb 02 2018 Information - iLO Overview

Information Qverview Session List 1ILO Event Log Integrated Management Log Active Hi

System Information

Firmware & OS Software

Information

ILO Federation
Remote Console & Media Senertiame

Product Name ProLiant DL360 Gen10
Power & Thermal uuID 38373638-3935-5A43-4A38-313531443851
iLO Dedicated Network Port Server Serial Number CZJ8151D8Q

Product ID 867959-B21
ILO Shared Network Port System ROM U32 v1.36 (02/14/2018)
Remote Support System ROM Date 02/14/2018

Redundant System ROM  02/14/2018

Administration
Integrated Remote Console HTMLS NET Java Web Start

Security License Type iLO Advanced
Management iLO Firmware Version 1.20 Feb 02 2018
_ . IP Address 10.3.181.9
Intelligent Provisioning Link-Local IPv6 Address  FEB0-EEEB-B&FF-FE93:CB08
iLO Hostname ILOCZJ8151D8Q

3. Onyour PC insert the OVOC DVD1 to the drive and note the drive letter.

From Integrated Remote Console, click Virtual Drives and select the appropriate
drive letter.

Figure 6-8: iLO Integrated Remote Console

iLO Integrated Remote Console - Server: ProLiant DL360 Gen10 | iLO: ILOCZIZ151DEC.

Folder

Image File Removable Media

URL Removable Media
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5. From Integrated Remote Console, click Power Switch > Momentary Press, the
server is shutdown. Click Momentary Press to power the server back on.

Figure 6-9: Momentary Press

Power Switch | Virtual Drives
Momentary Press

Press and Hold

OB &G

Last Il'l| 1n L=l
[ acemsEOWIC =9
Password

Keyboard

Help

6. After server boot process has commenced, press F11 to enter the boot menu.

Figure 6-10: Boot Menu

[5] iL O Integrated Remote Consale - Server: Proliant DL360 Gen10 | iL0: ILOCZIB151D8Q.

ilD 5 IPv4: 10.3.181.9
il0 5 IPub: FEDO

F9 | System Utilities

| 1024 x 768

EEEB : B8FF : FE93 :CBo@

F10| Intelligent Provisioning m Boot Menu F12 | Network Boot

«[a[r]s

Hewlett Packard
Enterprise

Smart Array Dynamic

Power Capping

v v

HPE RESTAA
ABY

4

Lo
Mansgement
Engine

o AES L1 1]

7.  On boot menu, scroll down by mouse or arrows keys and select the “iLO Virtual
USB 3:iLO Virtual CD-ROM" to start the boot sequence.
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Figure 6-11: Boot Sequence

Server: ProLiant DL360 Gen10 | iLC: ILOCZIB151D3Q.

eyboard Help

Hewlett Packard BOOt Mel'l u

Enterprise

ﬂ'- One-Time Boot Menu >

HPE
ProLiant

Server SN: C.

Select

Ext

Help

Load Manufacturing Defaults
Save

Save and Exit

http: //www hpe. com/rel/ProLiantGen1 DUEF-Help

1024 x 768

Generic USB Boot
Internal SD Card 1 : Generic USB3.0-CRW

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (HTTP(S) IPv4)

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (PXE IPva)

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (HTTP(S) IPv8)

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (PXE IPv8)

Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (HTTP(S) IPv4)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (HTTP(S) IPvB)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPv6)
Embedded SATA Port 12 CD/DVD ROM : hp DVDRW GUDON

Embedded RAID 1 : HPE Smart Array E208i-a SR Gen10 - 3.4 TiB, RAIDO Logical Drive
1(Target:0, Lun:0)

iLO Virtual USB 3 : iLO Virtual CD-ROM

Run a UEF| application from a file system

Legacy BIOS One-Time Boot Menu

O Reboot Required

| u[p]o] & A 000

8. The following screen appears, select “Install CentOS ...” and press Enter.

Figure 6-12: Install CentOS

iLO Integrated Remote Console - Server: ProLiant DL360 Gen10 | iLO: ILOCZI2151D2Q.

Power Switch  Virtual Drives

Keyboard

Help

9. After a while the CentOS installation commences:
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Figure 6-13:; Start CentOS

iLO Integrated Remote rver: ProLiant DL360 Gen10 | iLO: ILOCZIB151D3Q.

2] 18042 Can’t read CTR while initializing iBO4:
r Hultipath Device Controller

e hook
] & Iup ot Screen.
1 a target P
] Reached target Basic Systenm.

10. Wait for the installation to finish, from “Virtual Drives” menu deselect the selected
drive and press Enter, the server is rebooted.

Figure 6-14: Server Rebooted

iy g
Installing libstdc
Installing compat-lib
Performing post-installation setup tasks
Installing boot loader

Performing post-installation setup tasks

[Conf iguring installed system
Writing network conf iguration
l"rw-.-‘ ing users
-..um iguring addon
Generating initramf
RBumnning post-installation scripts
Use of this product i ub ject to the license agreement found at Ausr-ssharescentos-releasesEULA

Installation complete. Press return to guit

LR r|.l

11. After server has restarted, press F11 to enter boot menu.
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Figure 6-15: Boot Menu

E| iLO Integrated Remote Console - Server: ProLiant DL360 Gen10 | iLO: ILOCZIZ151D8Q.

HPE ProlLiant I:-Iewiett Packard

Enterprise

Dynamic HPE
Power Capping  SmartMemory

il0 5 TPv4: 10.3.181.9 g .

il0 S TPu6: FEBO::EEEB:BBFF:FE93:CBO8 HPF::“M

-

Management
Engine

6.3 DVD2: Oracle DB Installation

The procedure below describes how to install the Oracle database. This procedure
takes approximately 30 minutes.

A Note: Before starting the installation, it is highly recommended to configure the
SSH client (e.g. Putty application) to save the session output into a log file.

> To perform DVD2 installation:

Insert DVD2-Oracle DB installation into the DVD ROM.

Login into the OVOC server by SSH, as ‘acems’ user, and enter password
acems.

3. Switch to ‘root’ user and provide root password (default password is root):

su - root \
4. Mount the CDROM to make it available:

mount -t 1s09660 /dev/sr0 /mnt
cd /mnt
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5. Run the installation script from its location:
-/install

Figure 6-16: Oracle DB Installation (Linux)

[rootBEMS-Linux145 /1%

[root@ Linux145 /]1# cd /misc/cd

[rootBEMS-Linux145 cd]4 ./inatall

Start installValue

TUae of uninitialized wvalue in concatenation (.) or string at installValues.pm line 279.
ls: /misc/cd/ac_ems_deploy/: No such file or directory

"my™ variable %$date masks earlier declaration in same scope at AllSystemChecks.pm line
Found = in conditional, should be at ./FastOracleInstall.pl line 120.

Start executing User Login Check script at Sun Oet 3 12:00:19% BST 2010

Login Check Successfully Passed.

»>>» Verifying 05 wersion — 5un Oct

SOFTWARE EVALUATION LICENSE AGREEMENT

¥0U SHOULD READ THE TEEMS BND CONDITIONS OF THIS
EVALUARTION AGREEMENT CAREFULLY BEFORE CLICHING
CONVEYING YOUR ACCEPTANCE OF THE TERMS OF THIS LICENSE
AGREEMENT FOR THE AUDIOCODES SOFTWRRE (THE "FROGREM™) AND
THE RCCOMPANYING USER DOCUMENTATION (COLLECTIVELY, THE

6. Entery, and then press Enter to accept the License agreement.

Figure 6-17: Oracle DB Installation - License Agreement (Linux)

8. HO WAIVER. The failure of either party to enforce any rights granted
hereunder or to take action against the other party in the event of any
breach hereunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of
future breaches.

Do you accept this agreement? :y/n}yl

7. Type the 'SYS' user password, type sys and then press Enter.
Figure 6-18: Oracle DB Installation (Linux) (cont)

5QL> Connected to an idle instance.
SQL> ORACLE instance started.

Global Area 321601536 bytes
2102168 bytes
251661416 s
Database Buffers 62914560 bytes
Redo Buffers 4923382 bytes
SQL>
File created.

S5QL> Disconnected from Oracle Database 11g Enterprise Edition Release 11.1.0.7.0 - &4bit Production
»>>» Restoring database File using RMAN...

FMAN> RMAN> ERMAN> ERMAN> RMAN> RMAN> RMAN> RMAN> RMANW> RMAN> RMAN> RMAN> BMAN> RMAN>

Restore has finished succe ully...

» Please enter a password for the 5¥5 user:

8. Wait for the installation to complete; reboot is not required at this stage.
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Figure 6-19: Oracle DB Installation (Linux) (cont)

Start executing Create DB Listener Startup Scripts at - Thu Sep 16 18:55:07 IST 2010

JBCEMS/orahome/network/log/listener.log: No such file or directory
>»>» PASSED

>»»> Remove Oracle demo directory: /ACEMS/orahome/xdk/demo/java ...
JACEMS/orahome/xdk/demo/java: No such file or directory

>»> Remove Oracle demo directory: /BCEMS/orahome/rdbms/demo

x> 1trnitnnnnnnn ORACTLE IRSTALL SUCCESSFULLY FINISHED !iitrirrtnnnnna
| EMS-Server40# I

Version 7.4 49 One Voice Operations Center



Q.. audiocodes One Voice Operations Center

6.4 DVD3: OVOC Server Application Installation

The procedure below describes how to install the OVOC server application. This
procedure takes approximately 20 minutes.

> To perform DVD3 installation:

Insert DVD3-OVOC Server Application Installation into the DVD ROM.

Login into the OVOC server by SSH, as 'acems' user, and enter the password
acems.

3. Switch to 'root' user and provide root password (default password is root):

su - root \
4. Mount the CDROM to make it available:

mount -t 1s09660 /dev/srO /mnt
cd /mnt/EMSServerinstall/

5. Run the installation script from its location:
-/install

Figure 6-20: OVOC Server Application Installation (Linux)

t Wed Jun 12 12:24:42 BST 2013 ...

2 BST 2013

- Wed Jun 12 12:24:42 BST 2013

OFTWRAEE™) . THE LICEN.
EMENT. IF

A FULL REFUND. THIS LICENSE AGREEMENT REFRESENTS THE ENTI £
DING EEITWEEN THE PARTIES IN EELATION TO THE SUBJECT MATTER OF THIS LI(

6. Entery, and then press Enter to accept the License agreement.
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Figure 6-21: OVOC Server Application Installation (Linux) — License Agreement

]:.1111:'r If any provision herein is ruled too broad in any re

limited only 3o far as it is nec ary to allow conformance to
but the rpmaininﬁ proviaiona shall r
nt or any of Licensee's righta or ob

Llcenscr and any attumpt to
any person; (ii) the Licensee being
Export Licensee understands that the Licensed Software ma
and may require a license to export such. Licens i

BEelatis hlp of Parties Nothing herei hall be deemed to

all ha the right to bkind the other to any ol
ment iz the plete and excl agreement b

Any LluHrEEE purchase order issue for the ftware, documenta

Counterpart: i3 R nt may be executed in multiple original cou
ing an authorized s

Do you accept this

7. When you are prompted to change the acems and root passwords, enter new
passwords or enter existing passwords. You are then prompted to reboot the
OVOC server machine; press Enter.

Figure 6-22: OVOC Server Application Installation (Linux) (cont)

udev.x86_ 64 095-14. zn e
wget.xf6 64 1.11.4-2.el
wireshark.x86 64 1.0.11- l el5

15 3
54.1
5.5

Hardening Linux 05 for DoD STIG compliancy

»>>»» Enter new pasaword for user 'acems'

Changing password for user acems.

New UNIX password:

BAD PASSWORD: it 1s too short

Betype new UNIX password:

passwd: all authentication tokens updated successfully.

»>»» Enter new pasaword for user 'root'

Changing password for user root.

New UNIX password:

BAD PASSWORD: it is too short

Retype new UNIX password:

pasawd: all authentication tokens updated successfully.
e
EMS Server muat be rebooted to proceed with the inastallation.

After the reboot completes, re-login te the EMS Server and
re—run the installation script to complete the installation.
L B L e L e B ot o

Pregss Enter to reboot...
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8. The installation process verifies whether CentOS 7.3 that you installed from
DVD1 includes the latest OS patch updates; do one of the following:

e If OS patches are installed, press Enter to reboot the server.

e If there are no OS patches to install, proceed to step 9.

A Note: After the OVOC server has rebooted, repeat steps 2 to 6.

Figure 6-23: OVOC Server Application Install with Patches

Done
>>»> Copy Oracle Security Patch

>»>» Remove 0ld Oracle Security Patch Files

»»> Applying Oracle Security Patch

NOTE: patch installation may take up to 30 min, so be patient

Oracle patch 9655014 is already installed

Done

>>> Installation Completed, Oracle is How Secured ...

:!-} } T T T T T -
>>>» Remove Stmp/EmaServerInstall ...
[rootBEMS-Linux145 EmaServerInacall]# l

9. Wait for the installation to complete and reboot the OVOC server by typing
reboot.

10. When the OVOC server has successfully restarted, login into the OVOC server
by SSH, as ‘acems’ user and enter password acems.

11. Switch to 'root' user and provide root password (default password is root):

| su - root \

12. Type the following command:

| # EmsServerManager \

13. Verify that all processes are up and running (see Chapter 14) and verify login to
the OVOC Web client is successful.

IOM Manual 52 Document #: LTRT-94161



IOM Manual 6. Installing the OVOC Server on Dedicated Hardware

14. Verify that the Date and Time are set correctly (see Section 19.3 to set the date
and time).

15. Configure other settings as required (see Chapter 13).
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v

Installing OVOC on the AWS Platform

This section describes how to install the OVOC server on the AWS platform.

> To install OVOC on the AWS platform:

1.
2.

Log into your AWS account.

Choose one of the following regions:

us-west-1 (N. California)
us-west-2 (Oregon)
us-east-1 (N. Virginia)
eu-west-1 (Ireland)
eu-central-1 (Frankfurt)

Note: For verifying AMI IDs, refer to https://services.audiocodes.com.

3.

Figure 7-1: Select Region

Helpful tips

Manage your costs

Meniter your AWS costs, usage, and
reservations using AWS Budgets. Start now

Create an organization

Use AWS Organizations for policy-based
management of multiple AWS accounts. Start
now

Explore AWS

Amazon Relational Database Service (RDS)

RDS manages and scales your database for you. RDS
supports Aurora, MySQL, PostgreSQL, MariaDB, Oracle
and SQL Server. Learn more. '

Real-Time Analytics with Amazon Kinesis

Stream and analyze real-time data, so you can get timely

insights and react quickly. Learn more. &'

Support ~

US East (N. Virginia)
US East (Ohio)

US West (N. California)
US West {Oregon)
Asia Pacific (Mumbai)
Asia Pacific {Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)

EU (Frankfurt)

EU (Ireland)

EU (Londaon)

EV (Paris)

South America (S&o Paulo)

In the “Services” menu, choose EC2.

Figure 7-2: Services Menu - EC2
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*

History
Console Home
EC2

Billing

1AM

[s]

Compute

EC2

Lightsail &

Elastic Container Service
Lambda

Batch

Elastic Beanstalk

Management Tools

CloudWatch

AWS Auto Scaling
CloudFormation
CloudTrail

Config

OpsWorks

Service Catalog
Systems Manager
Storage
s3 Managed Services
EFS
Glacier

Trusted Advisor

Storane Gatewav [64 Media Services

4. Inthe Dashboard, navigate to IMAGES > AMs.

Figure 7-3: Images

aws1 Services Resource Groups ~ *
EC2 Dashboard Resources
Events 1

You are using the following Amazon E

Tags _
Reports 0 Run_nlng Instances
Limits 0 Dedicated Hosts

- 0 Volumes

R 0 Key Pairs

Instances

0 Placement Groups
Launch Templates

Spot Requests
Reserved Instances
Dedicated Hosts

‘ Learn more about the latest in AW

Create Instance

LN

AMis To start using Amazon EC2 you will wz

Launch Instance

5. Inthe search bar, choose Public images and apply the following filter:

AMI ID : ami-00000000000 replacing ami-00000000000 with the AMI ID you
received from AudioCodes according to the region you have chosen.

6. Right-click the AMI and choose Launch.

Bundle Tasks

ELASTIC BLOCK
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Figure 7-4: Launch Public Images

I

Public images Q AMI ID : ami-05c84d75acd2949d8 Add filter

@ Name AMI Name ~  AMIID Source (

- ovoc_7.4.3081 [N 949d3  952166219867/... ¢

Spot Request
Deregister
Register New AMI

Copy AMI

Modify Image Permissions
AddfEdit Tags

Modify Boot Volume Setting

7. Choose an Instance type. We recommend General purpose or Compute
optimized for heavier loads. The Minimum memory requirement for a virtual
OVOC instance is 8GB.

8. Configure Instance (Optional). Using this option, you can edit network settings,
for example, placement.

9. Configure Security Group. You should select an existing security group or create
a new one according to OVOC firewall requirements (see Chapter 22).

10. Click Review and Launch > Review > Launch.

11. Inthe dialog shown in the figure below, from the drop-down list, choose Proceed

without a key pair, check the “I acknowledge ...” check box, then click Launch
Instances.
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Figure 7-5: Select an Existing Key Pair
Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Proceed without a key pair v
#| | acknowledge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

Cancel Launch Instances

12. Click View Instances and wait for the instance to change the state to “running”
and the status checks to complete. In the description, note the Public IP address
of the instance as highlighted in the figure below.

Figure 7-6: Instance State and Status Checks

[ ] Name - Instance ID - Instance Type - Availability Zone -~ Instance State -~ Status Checks « Alarm Status Public DNS (IPv4) ~ IPvd Public IP -
a i-0bedB82bb894c0221a8  md xlarge eu-central-1b ‘@ running @ 212 checks None % ec235156-251-238.eu 35.156.251.238
Instance: | i-0bed82bb94c0221a8 Public DNS: ec2-35-156-251-238. tral-1.cor com
Description Status Checks Monitoring Tags
Instance ID  i-Obed82bb34c0221a8 Public DNS (IPv4)  ec2-35-156-251-238.eu-central-1.compute .amazonaws.con
Instance state  running IPv4 Public IP  35.156.251.238
Instance type  md.xlarge IPv6IPs -
Elastic IPs Private DNS  ip-172-31-43-55 eu-central-1.compute internal
Availability zene  eu-central-1b Private IPs~ 172.31.43.55
Security groups ~ ovoc. view inbound rules Secondary private IPs
Scheduled events  No scheduled events VPCID  vpc-9044chib
AMIID  OVOC_T7.4.3081 (ami-05c84d75ac42943d8) SubnetID  subnet-a66befdb

Platiorm - Network interfaces ~ eth0

13. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
14. Switch to 'root' user and provide root password (default password is root):

su - root |
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Figure 7-7: Login to OVOC Server

E root@OVOC-AWS L~

2018 from 37.142.

2 B5T 2018 on pts/0

15. Type the following command:

# EmsServerManager

16. Inthe EMS Server Manager, change the following default passwords:
e acems OS user (see Section 20.4)
e acladmin OVOC user (see Section 20.1)

Important: Unless you have made special configurations, the AWS instance is in the
public cloud and therefore is accessible over the Internet. Consequently, it is highly
recommended to change theses default passwords to mitigate against security risks.

17. Load OVOC license (see Section 17.5).
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8 Installing the OVOC on a Virtual Server
Platform

This chapter describes how to install the OVOC on a Virtual Server platform. The
following procedures are described:

B Installing the OVOC server on the VMware platform (see Section 8.18.1).
B Installing the OVOC server on Microsoft Hyper-V platform (see Section 8.2).

Note:
A e  The AudioCodes OVOC supports the VMware vSphere High Availability (HA)
feature.

° RmanBackup files are deleted during an OVOC upgrade.

8.1 Installing the OVOC Server on the VMware
Platform

The installation of the OVOC server on VMware vSphere platform includes the following
procedures:

B [nstalling the Virtual Machine (VM) (see Section 8.1.1).

B Configuring the Virtual machine hardware settings (see Section 8.2.2).
B Connecting OVOC server to network (see Section 8.1.3).
[ |

Configuring OVOC Virtual Machines (VMs) in a VMware Cluster (see Section
8.1.4)

8.1.1 Installing the VMware Virtual Machine

This section describes how to install the OVOC server on the VMware vSphere platform.
This procedure takes approximately 30 minutes. This time is estimated on the HP DL
360 G8 platform (with CPU, disk and memory as specified in Section 8.2.2). The
upgrade time depends on the hardware machine where the VMware vSphere platform
is installed.

The VMware Virtual Machine installation package is provided on DVD 5 (see Section
4.2).

> To install the OVOC Server on VMware vSphere:

1. Transfer the OVA file containing the VMware Virtual Machine installation package
from DVD 5 to your PC (see Appendix D for instructions on how to transfer files).

2. Login to the VMware vSphere Web client.
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Figure 8-1: VMware vSphere Web Client

vmware® vSphere Web Client  #= ENTERD1 = | Help = Q Search

Havigator X | (i} Home ' 3 marms X )‘W

4 Hosts and Clusters Lo} J Home | | Al (1) ‘ Me Atk

[Z5 vCenter Inventory Lists ] Performance Chart...
2 @ @ e

[J Hosts and Clusters
ViilD R RS \Center Hosts and Vs and Networking Content
Inventory Lists Clusters Templates Libraries

[ storage
@ O

€3 Networking
Hybrid Cloud VRealize
Manager Orchestrator

| # Work In Progre... X
0] &1 vEMS - Edi
L=

Policies and Profiles
&3 Hybrid Cloud Manager
(J vRealize Orchestrator
& Update Manager

VW W VYV VY VY VY Y

Monitoring
E Watch How-to Videos

Tasks (| = [l

&% Administration

Recent Tasks X x

Task Name Targat Status Initiater Quzuzd For Start Tims Complstion Time Se

Recanfigure virtual machine E ownc-7 41000 +  Completed wImeare 18 ms 1172016 10:03:1 M 72016 10:03:2 iz

F]
My Tasks = Tasks Filter =

3. Inthe vCenter Navigator, select Hosts and Clusters. A list of Hosts and Clusters
is displayed:

Figure 8-2: Hosts and Clusters

vmware* vSphere Web Client  #= NTERD1 » | Help ~ |

Havigator b § | [l gaswClustern1 | Actions ¥ 1 Marms K x
RS
4 Home o

'Summar_v] honitor  Manage  Related Objects | Al | Mew 1) Acknowl

J W l# gasw Cluster01 cPU FREE. 4178 GHz O gazwvcenterdl com audiocodes..

= [ gaswwcenterd! corp.audiocode i Total Frocessors 20 M = I— Petformance Charts Service He...
~ [l QASWDatacenter i & Total vhotion Mgrations: 48

MEMORY FREE: 53.35 GB
[ 103180211 @ @ USED. 128.05 GB CAPACITY: 121.03 GB
[ 1oz180212 STORAGE FREE: 4.20TB
%722123 USED: 2.47 T8 CAPACITY: 8 67 TB
1 CentOS7-ems-219
(3L EMS 203-7.2.2123
(35 High-7.2 2055 | » Cluster Resources EI‘ ‘ *  uSphere HA | # Work In Progress
ﬁ}High21?-LvD5-? 1o
(5 Low-7.2.2055 | *  Cluster Consumers ol [+ Tags

(3 858C_01 - Assigned Tag Categary Deseri|
(G5 5SEC_02_HA ~ Related Objects m} This listis empty.

(1, 888C_103.181.08 Datacanter QASIDaEtacanter
G vcenter
GBvovoc-7 41000

1 vEMS- Edit Resource 8

More Related Objects

Recent Tasks

Target Status Initiatar Queued For Start Time Completion Time
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Figure 8-3: Deploy OVF Template Option

Navigator  § @ gaswCluster01 l Actions «

| 4 Home |’] LO)] | Summary  Monitor | Manage [
| B | B

[Setlings | Scheduled Tasks | Alg

- |@ gaswvcenter01.corp.audiocode...
w [l QASWDatacenter

4
1 @ Actions - gaswClusterl1

[ 10.3.180.2
1031802 Add Host...

G 722123
h CentCST-2 New Virtual Maching »
R EMS 2037 New vApp 3
G High-7.2.2 ew Resource Pool...

5 Low-7.2.20 Sres T Srmee TaE T T I
G5 SSBC_D1

[y Move Hosts into Cluster... I

4. Inthe Navigator, select the cluster and from the right-click menu, choose Deploy
OVF Template.

The following screen may be displayed if the Client Integration Plug-in is not
installed on your PC. Click the Download the Client Integration Plug-in link to
download this application to your PC and then install it.

Figure 8-4: Client Integration Plug-in

Deploy OWF Template ?) b
1 Source Selectsource
Selectthe source location
1a Selectsource
1b Review details
B The Client Integration Plug-in must be installed to enable CVF functionality. Click the link below to download the installer.

2 Destination Ifinstalled, refresh the browser and allow access

2a Selectname and folde Dowrload the Client Integration Plug-in

Next Cancel
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Deploy OVF Template

Figure 8-5: Browse to OVF Package

1 Source

v 1a Selectsource

1b Review details

2 Destination

Selectsource
Selectthe source location

Enter a URL to download and install the GVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive

() URL
| )
(=) Local file

Browse

Next Cancel

5 Open

=]

Li
she b

Recent Places

Degklop

LiEraries

LY

Computer

i"_‘lg

Mebwark,

5.
Next.

Loak in: I

L OWF j & Bk E

Marne

L wOC_F 4268 awa

(L k

4
File name: I j Open
Files of type: IDVF Packages [*.ovf, * ova) LI Cancel |

Browse to the OVF file with extension OVA that you saved to your PC, and click
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Figure 8-6: OVF Template Details Screen
Deploy OVF Template AN
iy Reviaw dataes
Werify e OVF emplate details
W 13 Selestsource
v T - 7.4
2 Destnaton Yrsan
23 Salect name and foider “acior
Publighas @ Nocerdficale present
Download 8izé 76 GB
Aty b ot o, 26 T B (thin prowsioned)
e 6010 GE (thick promsioned)
Descripbion
Bk | m- Cancel
=J—

6.

In the OVF Template Details screen, click Next.

Figure 8-7: Virtual Machine Name and Location Screen

Deploy OVF Template

(7} »‘

1 Source
v  1a Selectsource

v 1b Review details

2 Destination

8 2a Selectname and folder

2b Select storage

~=3-Name: [AudicCodes_0voc]

Selectname and folder

Specify a name and location for the deployed template

Select a folder or datacenter

==

aswvcenterl1.corp audiocodes.com

- g QASWDatacenter

The folder you select is where the entity will be located, and
will be used to apply permissions to it

The name of the enfity must be unique within each vCenter
Server Wi folder.

Back Cancel

|__He‘xt '
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7. Inthe Name and Location screen, enter the desired virtual machine name and

choose the inventory location (the Data Center to locate the machine), and then
click Next.

Figure 8-8: Destination Storage Screen

Deploy OVF Template 2
1 Source Select storage
Select location to store the files for the deployed template
v  1a Selectsource
v 1b Review detalls Selectvirtual disk format: | Thin Provision | | - |
SIS N WM Storage Policy: [ Datastore Default |~ | @
4 ) SR @ B T The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
' 2b Select storage virtual machine configuration files and all of the virtual disks.
2c Setup networks Mames Capacity Provisioned Free Type Storage DRS
3 Readyto complete 3 Netapp04.lun2 3.00TB 3.58TB 1.55 TB VMFS |
B Netapp04.lun1 150TB 170TB 840.06 GB VMFS
B datastore211 1.08TB 31022 GB 808.19 GB VMFS

Back Next l Cancel _

8. Inthe Storage screen, do the following:

e  Select Virtual Disk Format- choose the desired provisioning option ("Thin
Provisioning' is recommended),

e  Select the data store where wish to locate your machine, and click Next.

Figure 8-9:: Setup Networking Screen

Deploy OVF Template

1 Source Setup networks

Configure the networks the deployed template should use
v 1a Selectsource

'  1b Review details Source Destination

Configuration
2 Destination lVM Network | .]

L' 2a Selectname and folder

~  2b Selectstorage

B 2c Setup networks

~ 3 Readyto complete IP protocol: 1Pvd

IP allocation:  Static - Manual @

Source: VM Network 4 - Description
The VI Netwark 4 netwark

Destination: VM Network - Profocol setfings

No configuration needed for this network

Back ||  Mext l Finish Cancel |-
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9. Inthe Network setup screen, select the network where the deployed template
should apply, and click Next.

Figure 8-10: Ready to Complete Screen

Dby OVF Tesmplate T
1 Sinecd Rendy o compiete
Revew your sefiings selecions before finkshing e wizard
w 1o Sefectisource
w16 Revew getails OVF Sig 105160, 1 BORnArE 0y oo o_T.4, 1000,00m
2 Destnason Diranitadd sise
w 20 Sehedl name and hder em o o
W 20 Selclsionage n2
«  2¢ Selup nedworks 10318021
g } Resdylocompiee ]
f: Power on afer geployment ]
Batk * L Funan I Cancel
10. |In the Ready to Complete screen, ensure the option ‘Power on after deployment'
is not selected, and click Finish.
Figure 8-11: Deployment Progress Screen
i = ™
(&) 10% Deploying OvOC =L

Deploying

Deploying disk 1 of 1

18 minutes remaining

™ Close this dialog when completed

Recent Tasks
Mame | Target | Status | Requested Start Time =
@ Deploy OVF template @ Audiocodes OWOC 4% @ 21/05/2012 09:32:26
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Fo ——— ™
@ Deployment Completed Successfully -I. I%lﬂu

Deploying Audiocodes OhOC

Completed Successfully

= |

Recent Tasks
MName | Target | Status | Reguested Start Time e | Start Time | Completed Time
@ Reconfigure virtual machine @l Audiocodes OWOC @ Completed 21/05/2012 11:03:39 21/05/2012 11:03:39 21/05/2012 11:03:41

11. Wait until deployment process has completed. This process may take
approximately half an hour.
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8.1.2 Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation
(high or low profile) and note them in the following table for reference. For the required
VMware Disk Space allocation, CPU, and memory, see Chapter 3.

Table 8-1: Virtual Machine Configuration

Required Parameter Value
Disk size Fill-in-here
Memory size Fill-in-here
CPU cores Fill-in-here

> To configure the virtual machine hardware settings:
1. Before powering up the machine, go to the virtual machine Edit Settings option.

Figure 8-12: Edit Settings option

E&SSE‘-C_D'-
E'DSSEC_EIE
p SSBE & Actions - vovor
fip vCent Power ’
BN TEE  cuesios ’
G vov Snapshots ’
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2. Inthe CPU, Memory and Hardware tabs set the required values accordingly
to the desired OVOC server VMware Disk Space allocation. (See Chapter 3),
and then click OK.
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Figure 8-13: CPU, Memory and Hard Disk Settings
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Note:

° Once the hard disk space allocation is increased, it cannot be reduced to a
A lower amount.

° If you wish to create OVOC VMs in a cluster environment supporting High
Availability and you are using shared network storage, then ensure you

provision a VM hard drive on the shared network storage on the cluster (see
Section 8.1.4).

3. Wait until the machine reconfiguration process has completed.

Figure 8-14: Recent Tasks

Recent Tasks

MName | Target | Status | Reguested Start Time e | Start Time | Completed Time
@ Reconfigure virtual machine ﬁl Audiocodes OC @ Completed 21/05/2012 11:03:39 21/05/2012 11:03:39 21/05/2012 11:03:41
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8.1.3 Connecting OVOC Server to Network

After installation, the OVOC server is assigned a default IP address that will most likely
be inaccessible from the customer's network. This address is assigned to the first virtual
network interface card connected to the 'trusted’ virtual network switch during the OVOC
server installation. You need to change this IP address to suit your IP addressing
scheme

> To assign OVOC Server IP address to network:

1. Power on the machine; in the vCenter tree, right-click the AudioCodes One Voice
Operations Center node (vOC) and in the drop-down menu, choose Power >
Power On. Upon the initial boot up after reconfiguring the disk space, the internal
mechanism configures the server installation accordingly to version specifications
(see Chapter 3).

Figure 8-15: Power On

G Low-7 4 268 = & Floppy drive 1 Power o
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2. Wait until the boot process has completed, and then connect the running server
through the vSphere client console.

3. Login into the OVOC server by SSH, as ‘acems’ user and enter acems password.
Switch to 'root' user and provide root password (default password is root):

su - root |

5. Proceed to the network configuration using the EMS Server Manager. To run the
manager type ‘EmsServerManager’, and then press Enter.

Set the OVOC server network IP address as described in Section 18.1.

Perform configuration actions as required using the EMS Server Manager (see
Chapter 13).
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8.14 Configuring OVOC Virtual Machines (VMs) in a VMware
Cluster

This section describes how to configure OVOC VMs in a VMware cluster.

8.14.1 Site Requirements

Ensure that your VM cluster site meets the following requirements:

B The configuration process assumes that you have a VMware cluster that contains
at least two ESXi servers controlled by vCenter server.

B The clustered VM servers should be connected to a shared network storage of
type iSCSI or any other types supported by VMware ESXi.

For example, a datastore “QASWDatacenter” which contains a cluster named
“gaswCluster01” and is combined of two ESXi servers (see figure below).

B Verify that Shared Storage is defined and mounted for all cluster members:

Figure 8-16: Storage Adapters
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B Ensure that the 'Turn On vSphere HA' check box is selected:

Figure 8-17:Turn On vSphere HA
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B Ensure that HA is activated on each cluster node:

Figure 8-18: Activate HA on each Cluster Node
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B Ensure that the networking configuration is identical on each cluster node:

Figure 8-19: Networking
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B Ensure that the vMotion is enabled on each cluster node. The recommended
method is to use a separate virtual switch for vMotion network (this should be
defined in all cluster nodes and interconnected):

Figure 8-20: Switch Properties
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B A VM will be movable and HA protected only when its hard disk is located on
shared network storage on a cluster. You should choose an appropriate location
for the VM hard disk when you deploy the OVOC VM. If your configuration is
performed correctly, a VM should be marked as “protected” as is shown in the
figure below:

Figure 8-21: Protected VM
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A Note: If you wish to manually migrate the OVOC VMs to another cluster node, see
Appendix B.

8.1.4.2 Cluster Host Node Failure

In case a host node where the VM is running fails, then the VM is restarted on the
redundant cluster node automatically.

to the redundant host node. During this process, the OVOC VM is restarted and
consequently any running OVOC process is dropped. The migration process may
take several minutes.

j Note: When one of the cluster nodes fail, the OVOC VM is automatically migrated

8.2 Installing the OVOC Server on Microsoft Hyper-V
Platform

This section describes how to install the OVOC server on the Microsoft Hyper-V Server
2012 R2 platform. This procedure takes approximately 30 minutes and predominantly
depends on the hardware machine where the Microsoft Hyper-V platform is installed.

A Note: The AudioCodes OVOC supports the Failover Clustering feature in Windows
Server 2012 R2 (see Chapter 3).

The installation of the OVOC server on Microsoft Hyper-V includes the following
procedures:

B Install the Virtual Machine (VM) (see Section 8.2.1).

Configure the Virtual machine hardware settings (see Section 8.2.2).
Change MAC addresses from 'Dynamic' to 'Static' (see Section 8.2.3).
Connect OVOC server to network (see Section 8.2.4).

Configure VMs in a Microsoft Hyper-V cluster (see Section 8.2.5)

Version 7.4 75 One Voice Operations Center



- .
Q-OUleCOdeS One Voice Operations Center

8.2.1 Installing the Microsoft Hyper-V Virtual Machine

The Microsoft Hyper-V Virtual Machine installation package is provided on DVD 5 (see
Section 4.2).

> To install the OVOC server on Microsoft Hyper-V:

1. Transfer the ZIP file containing the Microsoft Hyper-V Virtual Machine installation
package from the AudioCodes DVD 5 to your PC (see Appendix D for
instructions on how to transfer files).

2. Open Hyper-V Manager by clicking Start > Administrative Tools > Hyper-V
Manager; the following screen opens:

Figure 8-22: Installing the OVOC server on Hyper-V — Hyper-V Manager
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3.

Start the Import Virtual Machine wizard: click the Action tab, and then select

Import Virtual Machine from the menu; the Import Virtual Machine screen
shown below opens:

Figure 8-23: Installin

g OVOC server on Hyper-V — Import Virtual Machine Wizard

EBefore You Begin

Locate Folder
Select Virtual Machine
Choose Import Type

Surmnmary

~ Before You Begin

Import ¥irtual Machine -

This wizard helps you import & virkual machine from a set of configuration files, It guides vou through
resolving configuration problems ko prepare the virtual machine for use on this computer,

[ Do not show this page again

4. Click Next;

Figure 8-24: In

f.} Locate Folder

Before You Begin
Select Virtual Machine
Choose Import Type

Summary

Version 7.4

the Locate Folder screen opens:

stalling OVOC server on Hyper-V — Locate Folder
Import Virtual Machine -
Spedify the folder containing the virtual machine to impart.
Folder: Expo | | Browse...
< Previous | | MNext >
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5. Enter the location of the VM installation folder (extracted from the zip file), and then click
Next; the Select Virtual Machine screen opens.

6. Select the virtual machine to import, and then click Next; the Choose Import Type
screen opens:

Figure 8-25: Installing OVOC server on Hyper-V — Choose Import Type

+] Import Virtual Machine .

h

__//,f Choose Import Type

Before You Begin Choose the type of import to perfarm:
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Choose Impaork Type
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Choose Destination

Choose Storage Folders

Surnmary

7. Select the option "Copy the virtual machine (create a new unique ID)", and then click
Next; the Choose Folders for Virtual Machine Files screen opens:

Figure 8-26: Installing OVOC server on Hyper-V — Choose Destination
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8. Select the location of the virtual hard disk, and then click Next; the Choose Storage
Folders screen opens:

Figure 8-27: Installing OVOC server on Hyper-V — Choose Storage Folders

Choose Folders to Store Virtual Hard Disks

Before You Begin ‘here do wou want to store the imported virtual hard disks For this virtual machine?
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9. Select the Storage Folder for the Virtual Hard Disk, and then click Next; the Summary
screen opens.

10. Click Finish to start the creation of the VM; a similar installation progress indicator is
shown:

Figure 8-28: File Copy Progress Bar

This step may take approximately 30 minutes to complete.
11. Proceed to Section 8.2.2.
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8.2.2 Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation
(high or low profile) and note them in the following table for reference. For the required
VMware Disk Space allocation, CPU, and memory, see Chapter 3.

Table 8-2: Virtual Machine Configuration

Required Parameter

Value
Disk size Fillhere
Memory size Fill-in here
CPU cores Fill-in here
> To configure the VM for OVOC server:
1. Locate the new OVOC server VM in the tree in the Hyper-V Manager, right-click
it, and then select Settings; the Virtual Machine Settings screen opens:
Figure 8-29: Adjusting VM for OVOC server — Settings - Memory
=] Settings for OY0OC-0A on QAHYPERVT = = -
[ oc-0a v 4 b @
# Hardware - W Memary
‘G’A Add Hardware
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cD Specify the amount of memary that this virtual machine will be started with.
D Processor Dynamic Memary
— 6 Virtual processors ‘fou can manage the amount of memory assigned to this virtual machine
I I IDE Controller 0 dynamically within the specified range.
= Hacr;(j:llj\:rfei:_\ hd [] Enable Dynamic Memory
) & IDE Controller 1 512
% DVD Drive
Mone 1048576
W Network Adapter
7 M1 =
" comz 5
IE‘ D'fl_‘im Drive Memary weight
o Specify how to pricritize the availability of memary for this virtual machine
# Management compared to other virtual machines on this computer,
|L] Name
D0 Low D High
|| Integration Services
Some services offered l@ Specifying a lower setting for this virtual machine might prevent it from
13| Checkpoint File Location ~ starting when other virtual machines are running and available memary is low.
C:\Cluster: olume 1\0C.. .
!'-‘m" Smart Paging File Location
C:\Cluster: e Wolume 1\0C. .
¥ Automatic Start Action
s A:bo;nati: Stop Action -
ok | [ concel |[ aedy |
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2. Inthe Hardware pane, select Memory, as shown above, enter the 'Startup RAM’
parameter as required, and then click Apply.
3. Inthe Hardware pane, select Processor; the Processor screen shown in the
figure below opens.
Figure 8-30: Adjusting VM for OVOC Server - Settings - Processor
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0C_0A High v 4 b |G
% Hardware ~ D Processar
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(= & IDE Controller 0 : .
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i Hard Drive
OOz _QA_High, whdx Percent of total system resources: 37
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? CoM 2 virtual machine and then reopen this windaw.
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Mane w

Canicel |

4. Set the 'Number of virtual processors' parameters as required.
5. Set the 'Virtual machine reserve (percentage)' parameter to 100%, and then click

Apply.

Note:

° Once the hard disk space allocation is increased, it cannot be reduced.

° If you wish to create OVOC VMs in a Cluster environment that supports High
Availability and you are using shared network storage, then ensure you
provision a VM hard drive on the shared network storage on the cluster (see
Section 8.2.5).
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8.2.2.1 Expanding Disk Capacity
The OVOC server virtual disk is provisioned by default with a minimum volume. In case
a higher capacity is required for the target OVOC server then the disk can be expanded.
> To expand the disk size:
1. Make sure that the target OVOC server VM is not running - Off state.
2. Select the Hard Drive, and then click Edit.
Figure 8-31: Expanding Disk Capacity
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The Edit Virtual Disk Wizard is displayed as shown below.
Figure 8-32: Edit Virtual Hard Disk Wizard

% Locate Virtual Hard Disk

Before You Begin Where is the virtual hard disk file located?
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currently involved in initial replication, resynchronization, test failover, or failaver.

| < Previous | | Mext > | | Firish || Cancel

3. Click Next; the Choose Action screen is displayed:

Figure 8-33: Edit Virtual Hard Disk Wizard-Choose Action

% Choose Action

Before You Beain What do you want to do to the virtual hard disk?

Locate Disk O Compact

This option compacts the file size of a virtual hard disk. The storage capadity of the virtual hard disk
Configure Disk remains the same,
Summary O Convert
This option converts a virtual hard disk by copying the contents to a new virtual hard disk. The new
virtual hard disk can use a different type and format than the original virtual hard disk.
@) Expand
Thiz option expands the capadity of the virtual hard disk.

<rrevous | [ hext> | [ rrish | [ conca
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4. Select the Expand option, and then click Next; the Expand Virtual Hard Disk
screen opens.

Figure 8-34: Edit Virtual Hard Disk Wizard-Expand Virtual Hard Disk

Before You Begin What size do you want to make the virtual hard disk?

Locate Disk Current size is 170 GB.

Choose Action Mew size: GB (Maximum: 64 TE)

Configure Disk

Summary

5. Enter the required size for the disk, and then click Next; the Summary screen is
displayed.

Figure 8-35: Edit Virtual Hard Disk Wizard-Completion

[é Completing the Edit Virtual Hard Disk Wizard
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Locate Disk Eenaes
Choose Action TETEIEE
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To complete the action and dose the wizard, dick Finish.

<Previous|| MNext > || Finish || Cancel
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8.2.3

6. Verify that all of the parameters have been configured, and then click Finish. The
settings window will be displayed.

7. Click OK to close.

Changing MAC Addresses from 'Dynamic’ to 'Static’

By default, the MAC addresses of the OVOC server Virtual Machine are set dynamically
by the hypervisor. Consequently, they might be changed under certain circumstances,
for example, after moving the VM between Hyper-V hosts. Changing the MAC address
may lead to an invalid license.

To prevent this from occurring, MAC Addresses should be changed from '‘Dynamic’ to

'Static'.

> To change the MAC address to 'Static' in Microsoft Hyper-V:

AP PR

Shutdown the OVOC server (see Section 17.6).
In the Hardware pane, select Network Adapter and then Advanced Features.
Select the MAC address 'Static' option.
Repeat steps 2 and 3 for each network adapter.

Figure 8-36: Advanced Features - Network Adapter — Static MAC Address
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8.2.4 Connecting OVOC Server to Network

After installation, the OVOC server is assigned, a default IP address that will most likely
be inaccessible from the customer's network. This address is assigned to the first virtual
network interface card connected to the 'trusted' virtual network switch during the OVOC
server installation. You need to change this IP address to suit your IP addressing
scheme.

> To reconfigure the OVOC server IP address:

1. Start the OVOC server virtual machine, on the Hyper-V tree, right-click the OVOC
server, and then in the drop-down menu, choose Start.

Figure 8-37: Power On Virtual Machine

Virtual Machines
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é Stress_toaol Running 0% 2048 MB [
= S5SBC_MlexR3_HAT Off
= S5SBC_MlexR2_HAZ Off
= S5SBC_MlexR2_HA1 Off
= ESBC_alexrl Running 0% 2048 MB
i OV CIA, Connect... .
OWOC_QA_ High Runining '
3 — - Settings...
Start
Checkpoint
<| m
| Move... —

2. Connect to the console of the running server by right-clicking the OVOC server
virtual machine, and then in the drop-down menu, choose Connect.
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Figure 8-38: Connect to OVOC Server Console
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Connect...

Settings...

Turn Off...

£ m
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3. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
Switch to 'root' user and provide root password (default password is root):
| su - root |
5. Start the EMS Server Manager utility by specifying the following command:
| # EmsServerManager |
6. Setthe OVOC server network IP address to suit your IP addressing scheme (see
Section 18.1).
7. Perform other configuration actions as required using the EMS Server Manager
(see Chapter 13).
8.25 Configuring OVOC Virtual Machines in a Microsoft Hyper-V
Cluster
This section describes how to configure OVOC VMs in a Microsoft Hyper-V cluster for
HA.
8.2.5.1 Site Requirements

Ensure that your Hyper-V cluster site meets the following requirements:

B The configuration process assumes that your Hyper-V failover cluster contains at
least two Windows nodes with installed Hyper-V service.

B The cluster should be connected to a shared network storage of iSCSI type or
any other supported type. For example, “QAHyperv” contains two nodes.
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Figure 8-39: Hyper-V-Failover Cluster Manager Nodes
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B The OVOC VM should be created with a hard drive which is situated on a shared
cluster storage.
8.2.5.2 Add the OVOC VM in Failover Cluster Manager

After you create the new OVOC VM, you should add the VM to a cluster role in the
Failover Cluster Manager.

> To add the OVOC VM in Failover Cluster Manager:

1. Right-click “Roles” and in the pop up menu, choose Configure Role:

1

File

Action  View

e xn[m BE

Help

Figure 8-40: Configure Role
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‘.j ‘Nod Configure Role... Status Type Owmer Node Priosity Information
4 ca Rt ual Machines.. . ' (®) Running WVitual Machine QAHyperV] Medum
'éj Fesinte By e (¥) Running Vitual Machine QAHypen2 Medum
;;ﬁ Nety Wiew 3
@ - :Ref:tsh
Hefp.
|
2. Inthe Select Role window, select the Virtual Machine option and then click
Next.
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Figure 8-41: Choose Virtual Machine
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A list of available VMs are displayed; you should find the your new created OVOC
VM:
Figure 8-42: Confirm Virtual Machine
= Failover Cluster Manager

Eile  Action View Help
« = zmE 38

E Failowver Cluster Manage| f- RSP )
4 -i;.ﬂ QAHypers-Cloorp.a Search » =
@ Roles
:% Modes MName Status Type Cwner Node Priority Information
4 a Storage =
25 Disks
E Poals
% Metworks
Cluster Events

= Select Virtual Machine

Before You Begin Select the wvirtual machine(s) that you want to configure for high availability.

Select Role

Mame Status Host Server

Wirtual Machine

BAHypen/1. corp. audioc

Confirnation

Configure High
Aveailability

Summary

Shutdown Save Befresh

< Previous || Mext > | | Cancel
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3. Select the check box, and then click Next.
At the end of configuration process you should see the following:

Figure 8-43: Virtual Machine Successfully Added

& High Availability Wizard [ x|

~%— Summary

i
\‘2{.

Before You Begin High availability was successfully configured for the role,

Select Role
Select Virtual Machine 3
Vi . A
Eaneiee] < Virtual Machine
Configure High
Availlability All of the virtual machine configurations chosen were successfully made highly
e
MName Result Description
OO0 J—_FQ Success
W

To view the report created by the wizard, click View Report,

To cloze this wizard, chick Finish.

4. Click Finish to confirm your choice.
Now your OVOC VM is protected by the Windows High Availability Cluster
mechanism.

A Note: If you wish to manually move the OVOC VMs to another cluster node, see
Appendix B.

8.25.3 Cluster Host Node Failure

In case a host node where the VM is running fails, then the VM is restarted on the
redundant cluster host node automatically.

Note: When one of the cluster hosts fails, the OVOC VM is automatically moved to

A the redundant server host node. During this process, the OVOC VM is restarted
and consequently any running OVOC process are dropped. The move process

may take several minutes.
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9. Upgrading the OVOC Server on Dedicated Hardware

9

9.1

Upgrading the OVOC Server on
Dedicated Hardware

This section describes the upgrade of the OVOC server on dedicated hardware.

Important:

o Prior to performing the upgrade, it is highly recommended to perform a
complete backup of the OVOC server (see Chapter 11).

o This upgrade is supported from Version 7.4 and later. If you are upgrading
from Version 7.2.3000, you can optionally migrate topology to Version 7.4
(see document Migration from EMS and SEM Version 7.2.3000 to One Voice
Operations Center Version 7.4).

You can perform the upgrade using AudioCodes supplied DVD3.

Upgrading the OVOC Server-DVD

This section describes how to upgrade the OVOC server from the AudioCodes supplied
installation DVD on the Linux platform.

To upgrade the OVOC server on the Linux platform to version 7.4, only DVD3 is
required. Verify in the EMS Manager ‘General Info’ screen that you have installed the
latest Linux revision (see Chapter 3 on page 23). If you have an older OS revision, a
clean installation must be performed using all three DVDs (see Chapter 6).

Note: Before starting the installation, it is highly recommended to configure the
SSH client (e.g. Putty application) to save the session output into a log file.

> To upgrade the OVOC server on the Linux platform:

Insert DVD3-OVOC Server Application Installation into the DVD ROM.

Login into the OVOC server by SSH, as ‘acems’ user and enter password acems
(or customer defined password).

3. Switch to 'root' user and provide root password (default password is root):

| su — root |
4. Mount the CDROM to make it available:

mount -t 1s09660 /dev/sr0 /mnt
cd /mnt/EMSServerinstall/

5. Run the installation script from its location:
-/install
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Figure 9-1: OVOC server Upgrade (Linux)
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Figure 9-2: OVOC server Upgrade (Linux) — License Agreement
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7. The upgrade process verifies whether CentOS 7.3 that you installed from DVD1
includes the latest OS patch updates; do one of the following:

e If OS patches are installed, press Enter to reboot the server.
e If OS patches are not installed, proceed to step [8.

Note: After the OVOC server has rebooted, repeat steps 2 to 6.
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Figure 9-3: OVOC Server Application Install with Patches

Done
>»» Copy Oracle Security Patch

>>> Remove 0ld Oracle Security Patch Files

>»> Applyving Oracle Security Patch

NOTE: patch instellation may take up to 30 min, so be patient
Ora patch 9655014 is already installed
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Bemove /tmp/EmsServerInstall ...
verlv# I‘Ebl:n:rl:l

Figure 9-4: OVOC Server Installation Complete

Done

>>> Installation Completed, Oracle is Now Secured ...

3%% SosozossososSooSoooooSSSSSSSSSSSSSISSITSoSSSTSSSSSSSSSSSSSSSISSTsSSSSsZzo==S

>>> Remove Stmp/EmaServerlnstall ...
[rootBEMS-Linux145 EmaServerInacall]# l

8. Wait for the installation to complete and reboot the OVOC server by typing
reboot.

9.  When the OVOC server has successfully restarted, login into the OVOC server
by SSH, as ‘acems’ user and enter password acems.

10. Switch to 'root' user and provide root password (default password is root):

|su - root \

11. Type the following command:

| # EmsServerManager |

12. Verify that all processes are up and running (see Chapter 1414) and verify login
to OVOC Web client is successful.

13. Verify that the Date and Time are set correctly (see Section 19.3 to set the date
and time).

14. Setthe OVOC server network IP address as described in Section 18.1.
15. Configure other settings as required (see Chapter 13).

Note: For Statistics Reports: each time the OVOC server version is upgraded, the
operator should perform CTRL — F5 (refresh) action on the Statistics Report Page,
and then re-login to the application.
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9.2 Upgrading the OVOC server using an I1SO File

This section describes how to upgrade the OVOC server using an ISO file.

Before performing this procedure, you need to verify the ISO file contents (see Section
6.1.2).

> To upgrade using an ISO file:

1. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems
(or customer defined password).
Use SFTP or SCP to copy the I1SO file to /home/acems in the server.

Replace "7.4.xxx" in the filename with the relevant version in two of the following
commands.

mkdir /Zins
cp ~acems/DVD3 OVOC _7.4.xxx.iso /Zins
mkdir /tmp/cd

4.  Switch to 'root' user and provide root password (default password is root):

| su — root |

5. Specify the following commands:

umount -1 /tmp/cd

mount -t 1s09660 -o loop,ro /ins/DVD3 OVOC 7.4 ._.XXX.1S0
/tmp/cd

cd /tmp/cd/EmsServerlinstall

6. Run the installation script from its location:
-/install

Figure 9-5: OVOC server Upgrade (Linux)

B3T 2013

E TEEMSI AND

LICENSE
RELATIC

7. Proceed to step 6 in Section 9.1.
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10

10.1

10.1.1

A\

Upgrading OVOC on a Virtual Platform

The upgrade of the OVOC server involves the following steps:

B Step 1: Setup the Virtual Machine (see Section 10.1)

B Step 2: Run the upgrade script (see Section 10.2)

B Step 3: Connect the OVOC server to the network (see Section 10.3)
You can perform the upgrade using AudioCodes supplied DVD3.

Important:

o Prior to performing the upgrade, it is highly recommended to perform a
complete backup of the OVOC server (see Chapter 11).

o This upgrade is supported from Version 7.4 and later. If you are upgrading
from Version 7.2.3000, you can optionally migrate topology to Version 7.4
(see document Migration from EMS and SEM Version 7.2.3000 to One Voice
Operations Center Version 7.4).

Step 1: Setup the Virtual Machine

This section describes how to setup the virtual machine before you run the upgrade
script.

VMware Platform

The upgrade on the VMware platform can be run using either the Upgrade media
CD/DVD or ISO file using either the VMware Remote Console Application (VMRC) or
the VMware Server Host.

Note:

o A remote connection to the VMware host is established using the VMware
Remote Console application (VMRC). You must download this application or
use a pre-installed remote connection client to connect to the remote host.

o The procedures below show screen examples of the vSphere Web Client.
However, refer to the VMware documentation for more information.

> To setup the VMware machine:

1. Transfer the OVA file containing the VMware Virtual Machine installation package
from DVD3-OVOC Server Application Installation to your PC (see Appendix D
for instructions on how to transfer files).

2. Login to the VMware vSphere Web client.
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Figure 10-1: VMware vSphere Web Client
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3. Inthe vCenter Navigator, select Hosts and Clusters. A list of Hosts and Clusters
is displayed.

Figure 10-2: Hosts and Clusters
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4. Right-click the AudioCodes OVOC node that you wish to upgrade and choose the
Edit Settings option.

Figure 10-3: Edit Settings Option
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The vCenter Edit Settings screen is displayed.
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Figure 10-4: Connection Options
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5. Inthe Virtual Hardware tab, select the CD/DVD drive item, and from the
drop-down list, select the relevant option according to where you placed the

Upgrade Media (CD/DVD or ISO image file):

e Client Device: This option enables you to run the upgrade from the PC
running the remote console (see Section 10.1.1.1).

e Host Device: This option enables you to run the upgrade from the CD/DVD
drive of the VMware server host (see Section 10.1.1.2).

e Datastore ISO file: This option enables you to run the upgrade from the
image file on the storage device of the VMware server host. When you
choose this option, browse to the location of the ISO file on the VMware

storage device (see Section 10.1.1.2).
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10.1.1.1 Setting up Using VMware Remote Console Application (VMRC)

This section describes how to run the upgrade from the VMware host. This procedure
requires connecting to the VMware host using the VMware Remote Console application
(VMRC).

> To run the upgrade using VMRC:

1. Inthe Manage tab under Settings> VM Hardware, select the Help icon adjacent
to the CD/DVD drive item and then from the pop-up, click the Launch Remote
Console to launch the VMware Remote Console application (VMRC). If
necessary, click the Download Remote Console link to download this
application.

Note: If you already have a remote console application installed on your machine,
you can use your pre-installed application.

Figure 10-5: Help Link to Launch Remote Console
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Figure 10-6: VMware Web Client
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The remote console application is displayed.

Figure 10-7: Remote Console Application
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2. In the toolbar, from the VMRC drop-down list, choose Manage > Virtual Machine
Settings. The Virtual Machine Settings screen is displayed:

Figure 10-8: Virtual Machine Settings
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3. From the Location drop-down list, select Local Client.
Select the CD/DVD drive item and then choose one of the following:
Use physical drive: from the drop-down list, select the CD/DVD drive where
you placed the Upgrade media.
Use ISO image file: browse to the location of the ISO image file.

5. Click OK.
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10.1.1.2 Setting up Using VMware Server Host

This section describes how to run the upgrade using the VMware server host.

> To run the upgrade using the VMware Server host:

1. Select the Manage tab, right-click the Connect icon and select one of the
following options:

e  Connect to host CD device
e  Connectto CD/DVD image on a datastore

Figure 10-9: Connect to Host CD Device/ Datastore I1SO file

l (@) CD/DVD drive 1 Disconnected — T o | -
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2. Wait until the machine reconfiguration has completed, and then verify that the
‘Connected’ status is displayed:

Figure 10-10: CD/DVD Drive - Connected Status

Getting Started  Sumrmary  Monitor | Manage | Related Objects

|. Seftings | Alarm Definitions | Tags | Permissions | Policies | Scheduled Tasks | Update Manager |

“ VM Hardware
KR - J CPUE), 195 iz usas -
WM Options .
b Memaory [I 8192 wB, 1064 MB memaory active
YM SDRS Rules
v Hard disk 1 a00.00 GB
vApp Options
v Metwark adapter 1 W Metwark  {connected)
Guest User Mappings -
» (@) CDDVD drive 1 7 0
Floppy drive 1 Disconnected Dﬁ. i )
» Yideo card 8.00 B
» Other Additional Hardware -

IOM Manual 104 Document #: LTRT-94161



|IOM Manual

10. Upgrading OVOC on a Virtual Platform

10.1.2 Microsoft Hyper-V Platform

This section describes how to upgrade the OVOC server on the Microsoft Hyper-V

Server 2012 R2 platform. This procedure takes approximately 30 minutes and

predominantly depends on the hardware machine where the Microsoft Hyper-V platform

is installed.

The upgrade of the OVOC server on Microsoft Hyper-V includes the following

procedures:

B Upgrade the Virtual Machine (VM) (see Section 8.2.1).

B Configure the Virtual machine hardware settings (see Section 8.2.2).

B Change MAC addresses from 'Dynamic' to 'Static' (see Section 8.2.3).

> To setup the Microsoft Hyper-V machine:

1. Transfer the ZIP file containing the Microsoft Hyper-V Virtual Machine installation
package from the AudioCodes DVD3-OVOC Server Application Installation to
your PC (see Appendix D for instructions on how to transfer files).

2. Open Hyper-V Manager by clicking Start > Administrative Tools > Hyper-V
Manager; the following screen opens:

Figure 10-11: Installing the OVOC server on Hyper-V — Hyper-V Manager
EE| Hyper-¥ Manager = I:'-
Eile  Action  Wiew Help
«=| 7 BE
35 Hyper-V Manager Actions
55 WIN-VOQIRE7E70M Virtual Machines WIN-VOO1RE7E70M .
Harme - State CPU Usage Assigned Mernory  Uptirne Status Mew b
=l [SSBC_AlexR3_Ha1 Running 7y 4128 MB 20:17.00
(% Import Yirtual Machine...
) Hyper-Y Settings...
Y Wirtual Switch Manager...
) Virtual SBMN Manager...
- - . @ Edit Disk...
L Inspect Disk...
Checkpoints @ (@) Stop Service
Mao virtual machine selectsd, < Remove Server
4 Refresh
H Help
Details
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3. Start the Import Virtual Machine wizard: click the Action tab, and then select

Import Virtual Machine from the menu; the Import Virtual Machine screen
shown below opens:

Figure 10-12: Installing OVOC server on Hyper-V — Import Virtual Machine Wizard

Import ¥irtual Machine -

~ Before You Begin

EBefore You Begin

This wizard helps you import & virkual machine from a set of configuration files, It guides vou through
Locate Folder resolving configurakion problems ko prepare the virtual machine for use on this computer.

Select Virtual Machine
Choose Import Type

Surmnmary

[ Do not show this page again

4. Click Next; the Locate Folder screen opens:

Figure 10-13: Installing OVOC server on Hyper-V — Locate Folder

Import Virtual Machine -

ﬁ Locate Folder

Before You Begin Specify the folder containing the virtual machine to import.
Locate Folder Folder: Expo | | Browse...
Select Virtual Machine

Choose Import Type

Summary

< Previous | | MNext >
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5. Enter the location of the VM installation folder, which was previously extracted, from the

zip file as shown in the figure above, and then click Next; the Select Virtual Machine
screen opens.

6. Select the virtual machine to import, and then click Next; the Choose Import Type
screen opens:

Figure 10-14: Installing OVOC server on Hyper-V — Choose Import Type

4] Import Virtual Machine .
P Choose Import Type
;/-’ P! ¥p

Before You Begin Choose the type of import to perfaorm:

Lacate Falder () Register the virtual machine in-place fuse the existing unigue 1D

Select virtual Machine ! Restore the virtual machine {use the existing unique ID)

hoase Import Type

® Copy the virtual machine {create a new unique I0)
Choose Destination

Choose Storage Folders

SUrnmary

7. Select the option "Copy the virtual machine (create a new unique ID)", and then click
Next; the Choose Folders for Virtual Machine Files screen opens:

Figure 10-15: Installing OVOC server on Hyper-V — Choose Destination

+ Impaort ¥irtual Machine -

~ Choose Folders for Virtual Machine Files

Before You Begin ‘¥ou can specify new or existing Folders ko stare the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-¥ folders on this computer, or to Folders specified in the virtual

Lacate Folder machine configuration,

Select Virtual Machine

[C]i8tare the virtual maching in a diferent ocation:

Choose Import Type

Cl 1ation
\ProgramDataiMicrosoftiwindowsiHyper-yvh
Choose Skorage Folders

SUMMAry
!\ ProgramatalMicrosoftiwindowsiHyper-yh,

!\ ProgramDatalMicrosoftiwindowsiHyper-yh
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8. Select the location of the virtual hard disk, and then click Next; the Choose Storage
Folders screen opens:

Figure 10-16: Installing OVOC server on Hyper-V — Choose Storage Folders

Choose Folders to Store Virtual Hard Disks

Before You Begin ‘here do wou want to store the imported virtual hard disks For this virtual machine?

Locate Folder [Wale=Talu P s s Public b Do curnents i Hyper-Wivireual Hard Disks' | | Erowse...

Select Virbual Machine
Choose Import Type
Choase Destination
Choose Storage Folders

Surnrmary

|<:Erevious || Hext = || Firish || Cancel |

9. Select the Storage Folder for the Virtual Hard Disk, and then click Next; the Summary
screen opens.

10. Click Finish to start the creation of the VM; a similar installation progress indicator is
shown:

Figure 10-17: File Copy Progress Bar

This step may take approximately 30 minutes to complete.
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10.2 Step 2: Run the Upgrade Script

Once you have setup the virtual machines, you can run the upgrade script.

Note: Before starting the installation, it is highly recommended to configure the
SSH client (e.g. Putty application) to save the session output into a log file.

> To run the upgrade:

Open an SSH connection or the VM console.

Login into the OVOC server as ‘acems’ user with password acems (or customer
defined password).

3. Switch to 'root' user and provide root password (default password is root):

su — root |
4. Mount the CDROM to make it available:

mount -t 1s09660 /dev/sr0 /mnt
cd /mnt/EMSServerlinstall/

5. Run the installation script from its location:
-/install

Figure 10-18: OVOC server Installation Script

ript at Mon M

6. Entery, and then press Enter to accept the License agreement.

Version 7.4 109 One Voice Operations Center



QC audiocodes

One Voice Operations Center

Figure 10-19: OVOC server Upgrade (Linux) — License Agreement

Lgreement or any (
and any attempt to « without =
{ii) the Lice e being me d or lidated with
understands that the Lic v may be a regu
and mav regui i to O 1. Li
. Belationship

art Heither rty 3 ight to bind th ther to any o
ation This I« Eme i: = plete and exclusive agreement b
for the ftware, documenta

executed in multiple original cow
r and Licensee

7. The upgrade process verifies whether CentOS 7.3 that you installed from DVD1
includes the latest OS patch updates; do one of the following:

e If OS patches are installed, press Enter to reboot the server.

e If OS patches are not installed, proceed to step 8.

Note: After the OVOC server has rebooted, repeat steps 2 to 6.

Figure 10-20: OVOC Server Application Install with Patches

Security Patch
iemove 0ld Oracle Security Patch Files

> Applying Oracle Security Patch

NOTE: patch instellation may take up to 30 min, so be patient

Oracle patch 9655014 is already installed

Installation . Orac

ServerInstall ...
werlT# rebu:n:rtl
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Done
2>
>3
o>

>

10.3

10.3.1

Figure 10-21: OVOC Server Installation Complete

/tap/EmaServerInatall ...
[rootBEMS-Linuxl45 EmaServerInatall]# l

8. Wait for the installation to complete and reboot the OVOC server by typing
reboot.

Note: For Statistics Reports: each time the OVOC server version is upgraded, the
operator should perform CTRL — F5 (refresh) action on the Statistics Report Page,
and then re-login to the application.

Step 3: Connect the OVOC Server to Network

After installation, the OVOC server is assigned a default IP address that will most likely
be inaccessible from the customer's network. This address is assigned to the first virtual
network interface card connected to the 'trusted' virtual network switch during the OVOC
server installation. You need to change this IP address to suit your IP addressing
scheme.

VMware Platform

This section describes how to assign the OVOC server IP address to the network on
the VMware platform.

> To assign the OVOC server IP address:

1. Power on the machine; in the vCenter tree, right-click the AudioCodes One Voice
Operations Center node (vOC) and in the drop-down menu, choose Power >
Power On. Upon the initial boot up after reconfiguring the disk space, the internal
mechanism configures the server installation accordingly to version specifications
(see Chapter 3).

Figure 10-22: Power On

ﬂELn'-.f.--?.at.zaa [ Floppy drive 1 Power o
B, SSBC_01 [ Actions - vOy O R
& SSBC_02 Fower 2 b PowerOn '
ﬁbEEEC_Da Guest OS5 w 1
.jb-:Center Snapshots » 1
mf Cpen Console

G vovoC 7.4.1000 | G Migrate .

Clone ]

Template .
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Wait until the boot process has completed, and then connect the running server
through the vSphere client console.

Login into the OVOC server by SSH, as ‘acems’ user and enter acems password.
Switch to 'root' user and provide root password (default password is root):

| su - root |

Type the following command:

| # EmsServerManager |

Verify that all processes are up and running (see Chapter 1414) and verify login
to OVOC Web client is successful.

Verify that the Date and Time are set correctly (see Section 19.3 to set the date
and time).

Set the OVOC server network IP address as described in Section 18.1.
Configure other settings as required (see Chapter 13).
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10.3.2 Hyper-V Platform

This section describes how to assign the OVOC server IP address to the network on
the Hyper-V platform.

> To assign the OVOC server IP address:

1. Start the OVOC server virtual machine, on the Hyper-V tree, right-click the OVOC
server, and then in the drop-down menu, choose Start.

Figure 10-23: Power On Virtual Machine

Virtual Machines

Mame ¥ State CPU Usage Assigned Memaory |
= Stress_tool Running 0% 2048 MB i
= SSBC_AlexR3_HA1 Off
= S5SBC_MexR2_HAZ Off
= SSBC_MexR2_HA1 Off
= ESBC_alexri Running 0% 2048 MB
: Connect... .
Settings...
Start
Checkpoint
< | m
| Move... ——

2. Connect to the console of the running server by right-clicking the OVOC server
virtual machine, and then in the drop-down menu, choose Connect.
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Figure 10-24: Connect to OVOC Server Console

Virtual Machines

-

Marme State CPU Usage Assigned Memory Uptirme
S Stress_tool Running 0% 2048 MB 1.04:34:22
= SSBC_AlexR3_HA1 Off
= SSBC_AlexR2_HAZ Off
S SSBC_AlexRZ_HA1 Off
é ESBC_alexrl Running 0% 2043 MB 1.04:10:46
5 OvOC_QA Off
Ffovoc_Ha HIGH

Connect...

Settings...

Turn Off...
< m

Shut Down...

Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
Switch to 'root' user and provide root password (default password is root):

| su - root |

Type the following command:

| # EmsServerManager |

Verify that all processes are up and running (see Chapter 1414) and verify login
to OVOC Web client is successful.

Verify that the Date and Time are set correctly (see Section 19.3 to set the date
and time).

Set the OVOC server network IP address as described in Section 18.1.
Configure other settings as required (see Chapter 13).
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Backup and Restore

This part describes how to restore the OVOC server machine from a backup.
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11

11.1

OVOC Server Backup

There are two main backup processes that run on the OVOC server:

B Weekly backup: runs once a week at a pre-configured date & time (default is
Saturday 02:00). In this process, the whole database is backed up into several
“RMAN" files that are located in /data/NBIF/EMSBackup/RmanBackup directory.
In addition, many other configuration and software files are backed up to a TAR
file in the /data/NBIF/EMSBackup directory. In general, this TAR file contains the
entire /data/NBIF directory’s content (except 'EMSBackup' directory), OVOC
Software Manager content and server_xxx directory’s content.

To change the weekly backup’s time and date, see Section 17.3.

B Daily backup: runs daily except on the scheduled week day (see above). The
daily backup process backs up the last 24 hours. There are no changes in the
TAR file in this process.

Warning:

o The Backup process does not backup configurations performed using EMS
Server Manager, such as networking and security.

o RmanBackup files are deleted during OVOC upgrade.

It is highly recommended to maintain all backup files on an external machine.

These files can be transferred outside the server directly from their default location by
SCP or SFTP client using ‘acems' user.

» Do the following:

1. Copy all files in
/data/NBIF/EMSBackup/emsSServerBackup_<time&date>_<version>.tar file
directory to an external machine.

Where:
e <time&date> is only an example; replace this path with your filename.
e  <version> is the version number of the server release

2.  Copy all files in /data/NBIF/EMSBackup/RmanBackup directory (including
control.ctl and init.ora files) to an external machine.

Change Schedule Backup Time

This step describes how to reschedule the backup time.

> To schedule backup time:

1. From the Application Maintenance menu, choose Change Schedule Backup
Time.

2.  Choose the day of the week that you wish to perform the backup.
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12 OVOC Server Restore

This section describes how to restore the OVOC server. This can be done on the original
machine that the backup files were created from or on any other machine.

A\

Note:

If you're running the restore process on a different machine, its disk size
should be the same as the original machine from which the backup files were
taken.

Restore actions can be performed only with backup files which were
previously created in the same OVOC version.

If you are restoring to a new machine, make sure that you have purchased a
new license file machine ID. AudioCodes customer support will assist you to
obtain a new license prior to the restore process.

> To restore the OVOC server:

1.

Install (or upgrade) OVOC to the same version from which the backup files were
created. The Linux version must also be identical between the source and target
machines.

Use the OVOC Server Management utility to perform all the required
configurations, such as Networking and Security, as was previously configured
on the source machine.

For more details, see Chapter 13.

Make sure all server processes are up in EMS Server Manager / Status menu
and the server functions properly.

Copy all the files you backed up in Chapter 11 to /data/NBIF directory by SCP or
SFTP client using the 'acems' user. Overwrite existing files if required.

In EMS Server Manager, go to the Application Maintenance menu and select the
Restore option.

Follow the instructions during the process; you might need to press Enter a few
times.

After the restore operation has completed, you are prompted to reboot the OVOC
server (see Section 18.1).

If you installed custom certificates prior to the restore, you must reinstall these
certificates (see Appendix C).
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Part V

OVOC Server Manager

> B

This part describes the OVOC server machine maintenance using the OVOC Server
Management utility. The OVOC Server Management utility is a CLI interface that is used
to configure networking parameters and security settings and to perform various
maintenance actions on the OVOC server.

Warning: Do not perform EMS Server Manager actions directly through the Linux
OS shell. If you perform such actions, OVOC application functionality may be
harmed.

Note: To exit the EMS Server Manager to Linux OS shell level, press g.
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13 Getting Started

This section describes how to get started using the EMS Server Manager.

13.1.1 Connecting to the EMS Server Manager

You can either run the EMS Server Manager utility locally or remotely:

B If you wish to run it remotely, then connect to the OVOC server using Secure
Shell (SSH).

B If you wish to run it locally, then connect using the management serial port or
keyboard and monitor.

> Do the following:

1. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
2. Switch to 'root' user and provide root password (default password is root):

| su - root |

3. Type the following command:

| # EmsServerManager |
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The EMS Server Manager menu is displayed:

Figure 13-1: EMS Server Manager Menu

oUOC Server 7.4.2050 Management A

.General Information
.Collect Logs
JApplication Maintenance
Network Configuration
Date & Time

-Security

.Diagnostics

.Exit

Important:

Whenever prompted to enter Host Name, provide letters or numbers.

Ensure IP addresses contain all correct digits.

For menu options where reboot is required, the OVOC server automatically
reboots after changes confirmation.

For some of the configuration options, you are prompted to authorize the
changes. There are three options: Yes, No, Quit (y,n,q). Yes implements the

changes, No cancels the changes and returns you to the initial prompt for the
selected menu option and Quit returns you to the previous menu.

The following describes the full menu options for the OVOC Management utility:

Status — Shows the status of current OVOC processes (see Chapter 14)

General Information — Provides the general OVOC server current information
from the Linux operating system, including OVOC Version, OVOC Server
Process Status, Oracle Server Status, Apache Server Status, Java Version,
Memory size and Time Zone. See Chapter 15.

Collect Logs — Collates all important logs into a single compressed file (see
Chapter 16 ):

e  General Info
e Collect Logs
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Application Maintenance — Manages system maintenance actions (see Chapter
17):

e  Start/ Stop the Application
e Web Servers
e  Change Schedule Backup Time
o Restore
e High Availability
e License
e  Shutdown the machine
e  Reboot the machine
Network Configuration — Provides all basic, advanced network management
and interface updates (see Chapter 18):
e  Server IP Address (The server will be rebooted)
e Ethernet Interfaces (The server will be rebooted)
e Ethernet Redundancy (The server will be rebooted)
e DNS Client
° NAT
e  Static Routes
e SNMP Agent
e  SNMPv3 Engine ID
Date & Time — Configures time and date settings (see Chapter 19):
e NTP
e Timezone Settings
e Date and Time Settings
Security — Manages all the relevant security configurations (see Chapter 20):
e Add OVOC user
e SSH
e DB Password (OVOC and SEM processes will be stopped)
e  OS Users Passwords
e  Apache Security Settings:
¢ TLSVersion 1.0
¢ TLS Version 1.1
¢ TLS Contexts for Apache
¢+ HTTPS Authentication
+ Enable IP Phone Manager client secured communication (Apache will
be restarted)
¢ Change HTTP/S Authentication Password for NBIF Directory
e File Integrity Checker
e  Software Integrity Checker (AIDE) and Prelinking
e USB Storage
e  Network Options
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e Audit Agent Options (the server will be rebooted)

e Enable Statistics Report Web Page Secured Connection (OVOC application
will be restarted).

e  Server Certificates Update
° SEM-AudioCodes devices communication

Diagnostics — Manages system debugging and troubleshooting (see Chapter
21):

e  Server Syslog
e Devices Syslog
e Devices Debug

13.1.2 Using the EMS Server Manager
The following describes basic user hints for using the EMS Server Manager:
B The screens displaying the Main menu options in the procedures described in this
section are based on a Linux installation with 'root' user permissions.
B The current navigation command path is displayed at the top of the screen to
indicate your current submenu location in the CLI menu. For example, Main
Menu > Network Configuration > Ethernet Redundancy.
B You can easily navigate between menu options using the keyboard arrow keys or
by typing the menu option number.
B Each of the menu options includes an option to return to the main Menu "Back to
Main Menu" and in some cases there is an option to go back to the previous
menu level by specifying either "Back" or "Quit".
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14

Viewing Process Statuses

You can view the statuses of the currently running OVOC applications.

> To view the statuses of the current OVOC applications:

1. From the OVOC Server Management root menu, choose Status, and then press
Enter; the following is displayed:

Figure 14-1: Application Status

Application———
Watchdoyg
QUOC Server
SEM CPEs Server
SEM M5 Lync Server
SEM Endpoints Server
CLM Server
Tomcat Server
Apache Server
Oracle DB
Oracle Listenep

SNHMF Agent
NTPF Daemon

Press 'Enter’ key to back to main menu...

The following table describes the application statuses.

Table 14-1: Application Statuses

Application Status
Watchdog Indicates the status of the OVOC Watchdog
process.
OVOC Server Indicates the status of the OVOC Server
process.
SEM CPEs Server Indicates the status of the XML based SEM

communication between the devices and the
SEM CPEs Server.

SEM MS Lync Server Indicates the status of the Skype for Business

Server MS-SQL Server HTTP/S connection.

SEM Endpoints Server Indicates the status of the Endpoint Server,

which manages the UDP connection with the
Endpoints (IP Phones) for SIP Publish RFC
6035 messages.

Tomcat Server Indicates the status of the Tomcat server, which

manages the connection to the browser’s
statistics page.
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Application

Apache Server

Oracle DB

Oracle Listener

SNMP Agent

NTP Daemon

Status

Indicates the status of the Apache server, which
manages the following connections:

HTTP/S connection with the AudioCodes device,
The OVOC Server-Client connection.

The HTTP connection that is used by Endpoints
for downloading firmware and configuration files
from the OVOC server.

Indicates the status of the Oracle Database
process.

Indicates the status of the Oracle Listener
process.

Indicates the status of the Linux SNMP Agent
process. This agent is not responsible for the
SNMPV2/SNMPv3 connection with the
AudioCodes devices.

Indicates the status of the NTP Daemon
process.
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15 Viewing General Information

This section describes the General Information and Logs collection options. The
General Information option provides detailed information about the OVOC server
configuration and current status variables. The following information is provided:

B Components versions: OVOC, Linux, Java, Apache

B Components Statuses: OVOC server process and security, Watchdog, Apache,
Oracle, SNMP agent, Tomcat and SEM.

Memory size and disk usage
Network configuration

Time Zone and NTP configuration

User logged in and session type

> To view General Information:

1. From the EMS Server Manager root menu, choose General Information, and
then press Enter; the following is displayed:

Figure 15-1: General Information

i—vg-root s 1vm
i—vg—swap [SWar1 lvm
i—vg—data sdata 1vm
i—vgmeta smeta lvm
i—wgopt Sopt 1vm
i—vgoracle Soracle lvm
i—uvg—var svar 1vm
*—wg—home home Ivm

=ré 18241 ronm

iData usage:

sdev/mapperSvg—data - 286G 1.71 2x sdata

i0UOC Uersion : 7428071

108 Uersion Linux 2.18_.8692_17_1_el?7_x86_61 xB6_6H4

108 Reviszion Cent0S8 7 for FMS Server (Rev. 18>

iJava Uersion Java full version "1.8.8 161-h12™

iApache verzion: Apachers2_4_6 (Cent05) Server built: Oct 19 2817 28:-37:-16

iServer's MAT : Mot configured

iServer's Certificate : Default
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2.  Press <more> to view more information; the following is displayed:

Figure 15-2: General Information

enol

ouoc—92

172 _417.148_.92
255255 .255.A@
172_.417.148.48

Interface

Host Mame

IPF Address
Subnet Hask
Hetwork fAddress

Date & Time Information
iDate & Time : [28-82720018 18:-11:841
iTime ZFone : FuropesLondon (GHT, +H8HA)>

Metwork Time Protocol
Server 1
Peer: static 189 _226_
Sync source -INIT.
Stratum: 16
T ype Unicast
Last pesponse — zeconds ago
i i 1824 seconds

Press 'Enter’ key to back to main menu...
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16

Collecting Logs

This option enables you to collect important log files. All log files are collected in a single
file log.tar that is created under the user home directory. The following log files are
collected:

OVOC Server Application logs
Server’'s Syslog Messages
Oracle Database logs

Tomcat logs

Hardware information (including disk)

Relevant network configuration files (including static routes)

> To collect logs:

B From the OVOC Server Management root menu, choose Collect Logs, and then
press Enter; the OVOC server commences the log collection process:

Figure 16-1: EMS Server Manager — Collect Logs

logs

oUOC Server logs...
Generallnfo logs...

05 logs...

Oracle DB logs...
hardware configuration...
Collecting 0% configuration...
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Figure 16-2: TAR File Location

logs=

oUoC Server logs...

Generallnfo logs...
logs. ..

Oracle DB logs...

hardware configuration...

08 configuration...

REman Log Files

Tomcat Log Files

Installation Log Files

Yafic Scan Files

Topology File

Topology Export file

License File

Packing TAR file...
adding: logs.tar (deflated 925x>

Logs can be found in /homesacems/logs . tar.zip

Press Enter to continuel]

This process can take a few minutes. Once the file generation has completed, a
message is displayed on the screen informing you that a Diagnostic tar file has been
created and the location of the tar file:
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17 Application Maintenance

This section describes the application maintenance.

> To configure application maintenance:

B From the EMS Server Manager root menu, choose Application Maintenance;
the following is displayed:

Figure 17-1: Application Maintenance

S tart /Stop Application|
2.Weh Servers

3.Change Schedule Backup Time
4 _Restore

L .High Availability
6.Licensze

?.5hutdown the Machine

8 _.Reboot the Machine

g-Quit to main Menu

This menu includes the following options:

e  Start/Stop Application (see Section 17.1).

e  Web Servers (see Section 17.2).

e Change Schedule Backup Time (see Section 17.3).
e Restore (see Section 17.4)

e License (see Section 17.5).

e  Shutdown the Machine (see Section 17.6).

e Reboot the Machine (see Section 17.7).

17.1 Start /Stop the Application
This section describes how to start or stop the application.

> To start/stop the application:

1. From the Application Maintenance menu, choose Start / Stop the Application,
and then press Enter; the following is displayed:
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Figure 17-2: Start or Stop the OVOC Server
oUOC Server 7.4.20858 Management

Main Menu’?> Application Maintenance

OUOC Server is started. Stop QUOC Server?
>1.iE
2.Mo

2. Select Yes to start the OVOC server or No to stop it.

17.2 Web Servers

B From the Application maintenance menu, choose Web Servers, and then press
Enter; the following is displayed:

Figure 17-3: — Web Servers

iThe Apache Server Proces

iThe Tomcat Server’s Processes are:
iPort (HITP)>:

iPort C(IPP= FILES)>:

iPort CIPP= HITP>:

o CIPP= HITPS>:

S top the Aipache Serve

.8top the Tomcat Server

.GClose HTTPF Service (Port 86>

.Close IPP Files service (Port BU38)
.Close IPPs HTTF (Port BB81)

.Close IPPs HTTPS <(Port BG82)>

.Back

.Quit to main Menu

=T ol - a W I - FLY ]

17.2.1 Apache and Tomcat Server Processes
This section describes how to open and close the Apache and Tomcat Web server
connections.
> To stop the Apache server:
B Inthe Web Servers menu, choose option Stop/Start Apache Server, and then
press Enter.
> To stop the Tomcat server:

B Inthe Web Servers menu, choose option Stop/Start Tomcat Server, and then
press Enter.
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17.2.2 HTTP/HTTPS Services
This section describes how to open and close the different HTTP/HTTPS services.
> To open/close HTTP Service (Port 80):
B In the Web Servers menu, choose option Open/Close HTTP Service (Port 80),
and then press Enter.
This HTTP port is used for the connection between the OVOC server and all
AudioCodes devices with the IP Phone Manager Pro Web browser.
> To open/close IPPs FILES (Port 8080):
B In the Web Servers menu, choose option Open/Close IPPs FILES (Port 8080),
and then press Enter.
This HTTP port is used for downloading firmware and configuration files from the
OVOC server to the endpoints.
> To open/close IPPs HTTP (Port 8081):
B Inthe Web Servers menu, choose option Open/Close IPPs HTTP (Port 8081),
and then press Enter.
This HTTP port is used for sending REST updates from the endpoints to the
OVOC server, such as alarms and statuses.
> To open/close IPPs HTTPS (Port 8082):
B Inthe Web Servers menu, choose option Open/Close IPPs HTTPS (Port 8082),
and then press Enter.
This HTTPS port is used for sending secure REST updates from the endpoints to
the OVOC server, such as alarms and statuses (HTTPS without certificate
authentication).
17.3 Change Schedule Backup Time
This option enables you to reschedule the time that you wish to back up the OVOC
server. (see Chapter 11)
17.4 Restore
This option enables you to restore the OVOC server to the latest backed up version
(see Chapter 12).
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17.5

License

The License menu enables you to view the details of the existing license or upload a
new license.

The OVOC Server License (SBC License pool, IP Phones and Voice Quality) should
have a valid license loaded to the server in order for it to be fully operational.

In order to obtain a valid license for your OVOC Server License you should activate your
product through AudioCodes License Activation tool at
htttp://www.audiocodes.com/swactivation. You will need your Product Key (see below)
and the Server Machine ID (see below) for this activation process:Product Key: the
Product Key string is used in the customer order for upgrading the OVOC product. For
more information, contact your AudioCodes partner.

B Machine ID: indicates the OVOC Machine ID that should be taken from the
server as shown in the screen below (enter this ID in the Fingerprint field in the
Activation form). This ID is also used in the customer order process when the
product key is not known (for more information contact your AudioCodes
representative).

B License Status: indicates whether the OVOC license is enabled (see Section
17.5.1 below).

B OVOC Advanced: indicates whether the SEM license is enabled (default-no).
When this parameter is set to default, the following licenses are available for the
SEM:

e Devices Number =2

e |IP Phones Number = 10
SEM Sessions =10

e SEMUsers=10

When set to Yes, the above parameters can be configured according to the
number of purchased licenses

B Expiration Date: indicates the expiration date of the OVOC time license. By
default, this field displays 'Unlimited’ (see below).

The time zone is determined by the configured date and time in the Date & Time
menu (see Section 19.2).

You will receive an e-mail with your product license file.

Note:

When you order AudioCodes devices (Mediant SBC and Mediant Gateway
AudioCodes products), ensure that a valid feature key is enabled with the "OVOC"
parameter for those devices that you wish to manage. Note that this feature key is
a separate license to the OVOC Server license.

Licenses can be allocated to Tenants in the OVOC Web according to the license
parameters displayed in the License screen (see example in Figure 17-4).
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175.1 OVOC Time License

The OVOC time license sets the time period for product use. When the time license is
enabled and the configured license time expires, the connection to the OVOC server is
denied. The time based license affects all the features in the OVOC including the SBC
License Pool, IP Phone Management and Voice Quality Management. When the OVOC
server time license approaches or reaches its expiration date, the ‘License alarm’ is
raised (Refer to the One Voice Operations Center Alarms Guide).

> To view the license details or upload a new license:

1. Copy the license file that you have obtained from AudioCodes to the following
path on the OVOC server machine:

/home/acems/<License_File>

2. From the Application Maintenance menu, choose License option, and then press
Enter; the current License details are displayed:

Figure 17-4: License Manager

License Configuration Hanager:
Server Machine ID: D4547B4717ER
Product HKey: 1111

License Status:

QUOC Advanced:

Floating License:

Expiration Date: 81-81-201%

Managed Devices: 18
S5BC Sessions: 188
5BC Registrations: 188
SBC Transcoding: 288
Main Menu?> Application Maintenance> License

CB PBX Users: 18
CB Analog Devices: 18
CB Voicemail Accounts: 18

Total Endpoints: &
Total Sessions: 2,008
Total Users: 4.808

MWlLoad License]
b.Back

g.Quit to main Menu

Table 17-5: License Pool Parameters

License Pool Description

Devices The total number of devices (SBCs, gateways and MSBRs) that
can be managed by the License Pool.

Version 7.4 137 One Voice Operations Center



- .
Q-r audiocodes One Voice Operations Center

License Pool Description

SBC Registrations The number of SIP endpoints that can register with the SBCs
allowed by your license.

SBC Sessions The number of concurrent call sessions supported by the SBCs in
your deployment.

SBC Signaling The number of SBC signaling sessions supported by the SBCs in
your deployment.

SBC Transcoding The number of SBC transcoding sessions supported by the SBCs
in your deployment.

CB Analog Devices Currently not supported.

CB PBX Users Currently not supported.

CB Users The supported number of CloudBond 365 users

CB Voicemail Accounts Currently not supported.

Voice Quality

Devices The number of Voice Quality monitored devices (SBCs, gateways
and MSBRs).

Endpoints The number of Voice Quality monitored endpoints.

Sessions The number of concurrent Voice Quality monitored call SBC
sessions.

Users The number of Skype for Business users supported by the OVOC

call quality monitoring.
Endpoints Management

Endpoints The number of endpoints supported by the IP Phone Manager Pro
application.

3. Toload a new license, choose option 1.
Enter the license file path and name.
5. Restart the OVOC server.

17.6 Shutdown the OVOC Server Machine

This section describes how to shut down the OVOC Server machine.

> To shut down the OVOC server machine:

1. From the Application Maintenance menu, choose Shutdown the Machine, and
then press Enter.

2. Typey to confirm the shutdown; the OVOC server machine is shutdown.
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17.7 Reboot the OVOC Server Machine

This section describes how to reboot the OVOC server machine.

> To reboot the OVOC server machine:

1. From the Application Maintenance menu, choose Reboot the Machine, and then
press Enter.
2.  Typey to confirm the reboot; the OVOC server machine is rebooted.
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18 Network Configuration

This section describes the networking options in the EMS Server Manager.

» To run the network configuration:

B From the EMS Server Manager root menu, choose Network Configuration; the
following is displayed:

Figure 18-1: Network Configuration

Main Menu> Metwork Con

NS erver IF Addrezss

2 _Ethernet Interfaces
J3.Ethernet Redundancy
4_.DHS Client

L.HNAT

6.5tatic Routes
7.85HHMP Agent

8 _.5NMPv3 Engine ID
g-Quit to main Menu

This menu includes the following options:

Server IP Address (the server will be rebooted) (see Section 18.1).
Ethernet Interfaces (the server will be rebooted) (see Section 18.2).
Ethernet Redundancy (the server will be rebooted) (see Section 18.3).
DNS Client (see Section 18.4).

NAT (see Section 18.5).

Static Routes (see Section 18.6).

SNMP Agent (see Section 18.7).

18.1 Server IP Address

This option enables you to update the OVOC server's IP address. This option also
enables you to modify the OVOC server host name.

A Note: When this operation has completed, the OVOC automatically reboots for the
changes to take effect.
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> To change Server’s IP address:

1.

From the Network Configuration menu, choose Server IP Address, and then
press Enter; the following is displayed:

Figure 18-2: EMS Server Manager — Change Server's IP Address

Current OUOC Server IF Configuration (Server MHetwork):
Host Hame: OUOC-4

IP:

18.3.188.4

Subnet Mazk: A.0.8.0A
Network Addeess=:- B.8.8_8
Default Gateway: 1A4.3.0.1

Do you want to change the server’s network configuration 7 C(y/nl>

Configure IP configuration parameters as desired.

Each time you press Enter, the different IP configuration parameters of the OVOC
server are displayed. These parameters include the Server Host Name, IP
address, Subnet Mask, Network Address and Default Gateway.

Type y to confirm the changes, and then press Enter.

Figure 18-3: IP Configuration Complete

Current OUOC Server IP Configuration (Server Hetwork):
Host Hawme: OUOQC—4

IF:

18.3.188.4

Sublnet MHask:- B.8.8.8
Hetwork Addreess:- B.0.8.0
Default Gateway: 18.3.08.1

Do you want to change the server’s network configuration ? (y/nd) y

Hostname [QUOC—4]1:
IPF Address

Subnet Mask

[1A.3.188.4]:
[A.8.9.8]:

Default Gateway [10.3.8.11:

MNew OUOC Server IP Configuration (Server Hetwork):
Hostname:= OUOGC—4

IP:

1A.3.1808.4

Subnet Mask:- B.0.0.0
Hetwork Addres=:- B.0.8_0
Default Gateway:- 18.3.8.1

Upon confirmation, the OVOC automatically reboots for the changes to take
effect.
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18.2 Ethernet Interfaces

This section describes how to configure Ethernet interfaces.

18.2.1 OVOC Client Login on all OVOC Server Network Interfaces

The OVOC server can be configured with up to four network interfaces (connected to
different subnets) as described above. You can connect to any one of the above
interfaces directly from the OVOC client login dialog.

The “Server IP” field in OVOC client login dialog is set to the desired OVOC server
network interface IP address.

Figure 18-4: OVOC Server: Triple Ethernet Interfaces

One Voice Operations
Center Server Platform

®ofT] *LTITPATIIICIIT
oo LLLIelLLL} SIITH

Backup Server

In case gateways are located in different subnets, static routes should be provisioned
to allow the connection from 'Southbound Network' to each one of the subnets. For
Static Routes configuration, see Section 18.6.

To ensure that the network configuration is performed successfully, test that the
OVOC is successfully connected to each one of the gateways by running the following
basic tests:

B Adding the gateway to the OVOC application
B Reviewing its status screen

B Performing basic configuration action (set of ‘MG Location’ in Media Gateways
Provisioning Frame / General Setting tab)
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18.2.2

B Ensuring that the OVOC receives traps from the gateway by adding TP boards in
one of the empty slots and ensuring that the ‘Operational Info’ Event is received.

> To configure Ethernet Interfaces:

1. From the Network Configuration menu, choose Ethernet Interfaces, and then
press Enter; the following is displayed:

Figure 18-5: EMS Server Manager — Configure Ethernet Interfaces

beWAdd Interface]

2.Remove Interface
3 _Modify Interface
b.Back

g-Quit to main Menu

2. Choose from one of the following options:

e Add Interface — Adds a new interface to the OVOC server (see Section
18.2.2).

e Remove Interface — Removes an existing interface from the OVOC server
(see Section 18.2.3).

e Modify Interface — Modifies an existing interface from the OVOC server
(see Chapter 3).

Add Interface

This section describes how to add a new interface.

» To add a New Interface:
1. From the Ethernet Interfaces menu, choose option 1; a list of currently available
interfaces (not yet configured) is displayed.

2. Choose an interface (on HP machines the interfaces are called 'enol’, 'eno2’,
etc).

3. Choose the Network Type.
Enter values for the following interface parameters and confirm;
e IP Address
o Hostname
e  Subnet Mask
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The new interface parameters are displayed.

5. Type y to confirm the changes; the OVOC server automatically reboots for the
changes to take effect.

Figure 18-9: Add Interface Parameters

Add Interfa

Choose Interf
ethl
eth
eth3
uit
: 1

Type:
Network 1 (ME's HNetwork)

Hew Inter

continue? (y/n/g) I

18.2.3 Remove Interface

This section describes how to remove an interface.

> To remove an existing interface:

1. From the Ethernet Interfaces menu, choose option 2; the following is displayed:
2. Choose the interface to remove.

3. Typey to confirm the changes; the OVOC server automatically reboots for the
changes to take effect.

18.2.4 Modify Interface

This section describes how to modify an existing interface.

> To modify an existing interface:

1. From the Ethernet Interfaces menu, choose option 3.
2.  Choose the interface to modify; the following is displayed:
3. Change the interface parameters.
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4. Typey to confirm the changes; the OVOC server automatically reboots for the
changes to take effect.

18.3 Ethernet Redundancy

This section describes how to configure Ethernet Redundancy.
Physical Ethernet Interfaces Redundancy provides failover when you have multiple
network interface cards that are connected to the same IP link.

The OVOC server supports up to four Ethernet interfaces. For enhanced network
security, it is recommended to use two interfaces and to define Ethernet ports
redundancy on both of them. For example, OVOC Clients [Northbound] and Gateways
[Southbound])).

This option enables you to configure Ethernet ports redundancy.

A Note: When the operation is finished, the OVOC server automatically reboots for
the changes to take effect.

Figure 18-6: Physical Ethernet Interfaces Redundancy

One Voice Operations
Center Server Platform

*oT1 A{ITIPCITIIIT *
s oLLLLILLLL Sy vl
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> To configure Ethernet Redundancy:

1. From the Network Configuration menu, choose Ethernet Redundancy option,
and then press Enter; the following is displayed:

Figure 18-7: Ethernet Redundancy Configuration

Main Menu? Metwork Configuration?> Ethernet Redundancy

Interface: ethd
Hetwork: Server’s HNetuwork
IP Address: 18.3.188.7
Interface: ethl
Mot configured
Interface:- eth2
Mot configured
Interface: ethl

Mot configured
s idd Bedundant Interface
2 _Remove Redundant Interface
3 .Modify Redundant Interface
h.Back
g-Quit to main Menu

2. This menu includes the following options:
e Add Redundant Interface (see Section 18.3.1).
e Remove Redundant Interface (see Section 18.3.2).
e Modify Redundant Interface (see Section 18.3.3).

18.3.1 Add Redundant Interface

Remove a redundant interface under the following circumstances:
B You have configured an Ethernet interface (see Section 18.3.1).

B Your default router can respond to a ‘ping’ command, due to a heartbeat
procedure between interfaces and the default router (to verify activity).

> To add aredundant interface:

From the Ethernet Redundancy menu, choose option 1.

Choose the network type for which to create a new redundant interface (for
example, 'OVOC Client-Server Network").

3. Choose the interface in the selected network that you wish to make redundant
(for example, 'eno’, 'enol’, 'eno2").
4. Choose the redundancy mode (for example, ‘balance-rr', ‘active-backup’).
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5. Type y to confirm the changes; the OVOC server automatically reboots for
changes to take effect.

Figure 18-8: Add Redundant Interface (Linux)
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18.3.2 Remove Ethernet Redundancy

This section describes how to remove an Ethernet redundancy interface.

> To remove the Ethernet Redundancy interface:

1. From the Ethernet Redundancy menu, choose option 2.
2. Choose the network redundancy to remove.
The current Ethernet redundancy configuration is displayed.

3. Type y to confirm the changes; the OVOC server automatically reboots for the
changes to take effect.

Figure 18-9: Ethernet Redundancy Interface to Disable
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18.3.3 Modify Redundant Interface

This section describes how to modify a redundant interface.

> To modify redundant interface and change redundancy settings:

1. From the Ethernet Redundancy, choose option 3.

2. Choose the Ethernet redundancy interface to modify.

3. Change the redundancy settings.

4. Typey to confirm the changes; the OVOC server automatically reboots for the
changes to take effect.

Figure 18-10: Modify Redundant Interface (Linux)

Ethernet Redundancy Configuration

(v Redundant Interface:
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18.4

DNS Client

Domain Name System (DNS) is a database system that translates a computer's fully
qualified domain name into an IP address. If a DNS server cannot fulfill your request, it
refers the request to another DNS server - and the request is passed along until the
domain-name-to-IP-address match is made.

This option enables you to configure the client side (Resolver). If there is no existing
DNS configuration, the option Configure DNS is displayed. If already configured, the
option Modify DNS is displayed.

> To Configure the DNS Client:

1. From the Network Configuration menu, choose DNS Client, press Enter, and
then in the sub-menu, choose Configure DNS; the following is displayed:

Figure 18-11: DNS Setup

Do you want to specify the local domain name 7 {ysniy
Local Domain Mame: Brad

want to specify a search list 7 <{y/niy
List <use ".'" between domains names?: Brad

Address 1: 168.1.1.18
Address 2: 18.1.1.11
Address 3: 18.1.1.12

Conf iguration:
Domain Mame: Brad
Search List: Brad
DHNS IP 1:- 18.1.1.18
DNS IPF 2: 18.1.1.11
DNS IPF 2: 18.1.1.12

sure that you want to continue? <y n- g> 0

2. Specify the location domain. Type y to specify the local domain name or type n,
and then press Enter.

3. Specify a search list; type y to specify a list of domains (use a comma delimiter to
separate search entries in the list) or type n, and then press Enter.

Specify DNS IP addresses 1, 2 and 3.
5. Type y to confirm your configuration; the new configuration is displayed.
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18.5 NAT

NAT is the process of modifying network address information in datagram packet
headers traversing a traffic routing device for the purpose of remapping a given address
space to another.

> To configure NAT:

From the Network Configuration menu, choose NAT, and then press Enter.
Enable a NAT address; type y.

Enter the NAT address, and then press Enter.

Type y to confirm the changes.

a M wDdh e

Stop and start the OVOC server for the changes to take effect.

» To remove NAT configuration:

1. Enter the value -1.
2. Typey to confirm the changes.
3. Stop and start the OVOC server for the changes to take effect.

18.6 Static Routes

This option enables you to add or remove static route rules. Static routes are usually
only used in conjunction with /etc/defaultrouter. Static routes may be required for
network topology, where you don’t want to traverse your default Gateway/Router. In this
case, you will probably wish to make the routes permanent by adding the static routing
rules.

> To configure static routes:

1. From the Network Configuration menu, choose Static Routes, and then press
Enter; the Static Routes Configuration is displayed:

Figure 18-12: Routing Table and Menu

Static Routes Configuration

Kernel IP routing tahle

Destination Gateway Genmask Flags MSS UWindow
18.3.68.8 a.a.8.08 255.255.8.8 u 8 a
11.28000.8.8 18.3.188.28@ 255.255.8.08 uG 8 a
169.254.8._A a.A.A_A 255_255. 8.8 ] AR
A.8.8.8 18.3.68.1 a.a.8.8 uG 8 a

e WNdd Static Routel

2 _.Remove Static Route
h.Back
g.Quit to main Menu
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2. From the Static Routes configuration screen, choose one of the following options:
e Add a Static Route
e Remove a Static Route
> To add a static route:
1. From the Static Routes menu, choose option 1.
2. Enter the Destination Network Address.
3. Enter the router’s IP address.
4. Typey to confirm the changes.
> To remove a static route:
1. From the Static Routes menu, choose option 2.
2. Enter the Destination Network Address for the static route you wish to remove.
3. Enter the router’s IP address.
4. Typey to confirm the changes.
18.7 SNMP Agent
The SNMP Management agent enables access to system inventory and monitoring and
provides support for alarms using the industry standard management protocol: Simple
Network Management Protocol (SNMP). This agent serves OVOC, NMS, or higher level
management system synchronization. This menu includes the following options:
B Stop and start the SNMP agent
B Configure the SNMP agent including:
e Configure the SNMP agent listening port (see Section 18.7.1)
e  Configure the northbound destination for linux system traps forwarding (see
Section 18.7.2).
e  Configure the SNMPv3 Engine ID (see Section 18.7.3)
> To configure SNMP Agent:
1. From the Network Configuration menu, choose SNMP Agent, and then press
Enter.
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Figure 18-13: SNMP Agent
oUOC Server Y.4.382 Managenment

2.Start SHMP Agent
b.Back
g.Quit to main Menu

The SNMP Agent status is displayed.

> To start the SNMP Agent:

B Choose option 2.

> To configure SNMP Agent:
1. Choose option 1.
Figure 18-14: Configure SNMP Agent
oUOC Server 7.4.382 Management
RRSHHP figent Listening Port]
2.Linux System Traps Forwarding Configuration
3.5HMPv3 Engine ID

b.Back
g.Quit to main Menu
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18.7.1 SNMP Agent Listening Port

The SNMP Agent Listening port is a bi-directional UDP port used by the SNMP agent
for listening for traps from managed devices. You can change this listening port
according to your network traffic management setup.

> To configure SNMP Agent Listening port

1. Choose option 1.

Figure 18-15: SNMP Agent Listening Port
SNMP Agent Listening Port {default 1613>:|}

2. Configure the desired listening port (default 161).

18.7.2 Linux Trap Forwarding Configuration

This option enables you to configure the northbound interface for forwarding Linux
system traps.

> To configure the Linux System Traps Forwarding Configuration:

1. Choose option 2.
2. Configure the NMS IP address.
3. Enter the Community string.

The new configuration is applied.
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18.7.3 Server SNMPv3 Engine ID

The OVOC server Engine ID is used by the SNMPv3 protocol when alarms are
forwarded from the OVOC to an NMS. By default, the OVOC server SNMPv3 Engine
ID is automatically created from the OVOC server IP address. This option enables the
user to customize the OVOC server Engine ID according to their NMS configuration.

> To configure the SNMPv3 Engine ID:

1. From the Network Configuration menu, choose SNMPv3 Engine ID, and then
press Enter; the following is displayed:

Figure 18-16: EMS Server Manager — Configure SNMPv3 Engine ID

SHMPv3 Engine ID Configuration

3 return to default configuration)

2. Enter '12' separate bytes ranges of the Engine ID (each valid range from between
-128 to 127). In each case, press Enter to confirm the current value insertion and
then proceed to the next one.

3.  When all Engine ID bytes are provided, type y to confirm the configuration. To
return to the root menu of the EMS Server Manager, press q.

Figure 18-17: SNMPv3 Engine ID Configuration — Complete Configuration

SHMPv3 Engine ID Configuration

Server's SHMPv3 Engine ID

Byte[0]
Byte[1l]
Byte[2]
Byte[3]
Byte[4]
Byte[5]
Byte[&]
Byte[7]
Byte[8]
Byte[9]

Byte[10] (walid range -128 ..
Byte[ll] (walid range -128 ..

{valid
{valid
{valid
{valid
{valid
{valid
{valid
{valid
{valid
{valid

range
range
range
range
range
range
range
range
range
range

-128 ..
-128 ..
-128 ..

{0 in all wvalues return to default configuration)

127) :
127) :
127):

127) :-111
127):127

Engine ID: 21.23.2.5.3.78.-17.-56.121.117.-111.127
Are you sure that you want to continue? (yv/n/q) I
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19

Date and Time Settings

This option enables you to change the system time and date.

> To change system time and date:

B From the OVOC Server Management root menu, choose Date & Time, and then
press Enter; the following is displayed:

Figure 19-1: EMS Server Manager - Change System Time & Date

19.1

A\

This menu includes the following options:
e NTP

e Timezone Settings

e Date & Time Settings

See Chapter 19.

NTP

Network Time Protocol (NTP) is used to synchronize the time and date of the OVOC
server (and all its components) with other devices in the IP network.

This option enables you to configure the OVOC server to obtain its clock from an
external NTP clock source and other devices that are connected to the OVOC server in
the IP network can synchronize with this clock source. These devices can be any device
containing an NTP server or client.

Alternatively, you can configure the NTP server to allow other devices in the IP network
to synchronize their clocks according to the OVOC server clock.

Note:

o It is recommended to configure the OVOC server to synchronize with an
external clock source because the OVOC server clock is less precise than
other NTP devices.

o Configure the same NTP server on both the OVOC server and the
AudioCodes device.

e  When connecting the Skype for Business Front-End server, ensure that the
same NTP server clock is used on both the OVOC server and Skype for
Business server.

o If you configure NTP server on the device, it is recommended to configure the
same NTP server settings on the device and the OVOC server.
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> To configure NTP:

1. From the Date & Time menu, choose NTP, and then press Enter; the following is
displayed:

Figure 19-2: EMS Server Manager - Configure NTP

Current HTP status:
Allow/Restrict ac to HTP client

jitter

oy NTE

rules

it to main Menu

2. From the NTP menu, choose option 1 to configure NTP.
3. At the prompt, do one of the following:

e Typey for the OVOC server to act as both the NTP server and NTP client.
Enter the IP addresses of the NTP servers to serve as the clock reference
source for the NTP client (Up to four NTP servers can be configured).

e  Type n for the OVOC server to act as the NTP server only. The OVOC
server is configured as a Stand-alone NTP server. The NTP process
daemon starts and the NTP status information is displayed on the screen.

19.1.1 Stopping and Starting the NTP Server

This section describes how to stop and start the NTP server.

> To start NTP services:

B From the NTP menu, choose option 2, and then choose one of the following
options:
e If NTP Service is on: Stop NTP
e If NTP Service is off: Start NTP

The NTP daemon process starts; when the process completes, you return to the
NTP menu.
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19.1.2 Restrict Access to NTP Clients

This section describes how to restrict access to NTP clients.

> To allow access to NTP clients:

B From the NTP menu, choose option 3 to allow or restrict access to NTP clients;
the screen is updated accordingly.

19.2 Timezone Settings

This option enables you to change the timezone of the OVOC server.

A Note: The Apache server is automatically restarted after the timezone changes are
confirmed.

> To change the system timezone:

=

From the Date & Time menu, choose Time Zone Settings, and then press Enter.
Enter the required time zone.

3. Typey to confirm the changes; the OVOC server restarts the Apache server for
the changes to take effect.

19.3 Date and Time
This option enables you to set the date and time.

> To set the date and time:

1. From the Date & Time menu, choose Date & Time Settings, and then press
Enter; the current server time is displayed:

Figure 19-3: Change System Time and Date Prompt

Server's Time Is: [23-18-2813 B?:56:381
New Time (mmddHHMMyyuy 855> [1:z |}

2. Enter the new time as shown in the following example:

mmddHHMMyyyy . SS :
month(08) ,day(16) ,Hour (16) ,Minute(08),year(2007),”.”
Second.
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20 Security

The OVOC Management security options enable you to perform security actions, such
as configuring the SSH Server Configuration Manager, and user’'s administration.

> To configure security settings:

B From the EMS Server Manager root menu, choose Security, and then press
Enter, the following is displayed:

Figure 20-1: Security Settings
QUOC Server 7.4.38Y7 Management

Main Menu?> Secur

>1.'gﬂ oC Use
3.DB Password

4,08 Users Passuwords

L.Apache Security Settings

6.File Integrity Checker

?.8oftware Integrity Checker (AIDE} and Prelinking
8.USB Storage

?.Hetwork options
18.Audit Agent Options
11.Disable Statistics Report Webh page Secured Communication

12 .5erver Certificates Update
13_.5EM - AudioCodez devices communication
g.-Guit to main Menu

This menu includes the following options:
e Add OVOC User (see Section 20.1).
e  SSH (see Section 20.2).

e DB Password (EMS and SEM applications will be stopped) (see Section
20.3).

e  OS Users Password (see Section 20.4)

e  20.10File Integrity Checker (see Section 20.5)

e  Software Integrity Checker (AIDE) and Pre-linking (see Section 20.6)
e USB Storage (see Section 20.7)

e Network options (see Section 20.8)

e Audit Agent Options (see Section 20.9)

e HTTPS/SSL/TLS (see Section 20.10)
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20.1 OVOC User

This option enables you to add a new administrator user to the OVOC server database.
This user can then log into the OVOC client. This option is advised to use for the
operator’s definition only in cases where all the OVOC application users are blocked
and there is no way to perform an application login.

> To add an OVOC user:

From the Security menu, choose Add OVOC User, and then press Enter.
Enter the name of the user you wish to add.
Enter a password for the user.

el

Type y to confirm your changes.

A Note: Note and retain these passwords for future access.
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20.2 SSH

This section describes how to configure the OVOC server SSH connection properties
using the SSH Server Configuration Manager.

> To configure SSH:
1. From the Security menu, choose SSH; the following is displayed:

Figure 20-2: SSH Configuration

b Conf ig g 55H Log Leve

2.Configure 55%H Banner

3.Configure 55H on Ethernet Interfaces

4 _Dizahle S5H Password Authentication

L .Enable 55H IgnorelUszerKnownHosts parameter
6.Configure 55H Allowed Hosts

b.Back

g-Quit to main Menu

This menu includes the following options:

e Configure SSH Log Level (see Section 20.2.1).

e  Configure SSH Banner (see Section 20.2.2).

e Configure SSH on Ethernet Interfaces (see Section 20.2.3).

e Disable SSH Password Authentication (see Section 20.2.4).

e Enable SSH Ignore User Known Hosts Parameter (see Section 20.2.5).
e  Configure SSH Allowed Hosts (see Section 20.2.6).

20.2.1 SSH Log Level

You can configure the log level of the SSH daemon server. The log files are found at
the location '/var/log/secure' (older records are stored in secure.1, secure.2 etc.).

> To configure the SSH Log Level:

1. From the SSH menu, choose option 1, and then press Enter; the following is
displayed.
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Figure 20-3: SSH Log Level Manager
EMS Server 7.4.236 Management

LogLevel DEFAULT
Mote: Changing LogLevel will restart 5S5H

-FATAL
-ERROR
. INFOQ
-UERBOSE
- DEEUG
-DEBUG1L
- DEBUG2
. DEBUG3
18._DEFAULT
h.Back
g-Quit to main Menu

2. To configure the desired log level, choose the number corresponding to the
desired level from the list, and then press Enter.

The SSH daemon restarts automatically.
The Log Level status is updated on the screen to the configured value.

20.2.2 SSH Banner

The SSH Banner displays a pre-defined text message each time the user connects to
the OVOC server using an SSH connection. You can customize this message. By
default this option is disabled.

> To configure the SSH banner:

1. From the SSH menu, choose option 2, and then press Enter; the following is
displayed:

Figure 20-4: SSH Banner Manager

Current Banner State:
To change S55H Banner,. please. change setc/izsue file.
Mote: Changing Banner state will restart SSH

piMEnable SSH Banne
| ET
g-Quit to main Henu

2. Edit a 'fetcl/issue’ file with the desired text.

3. Choose option 1 to enable or disable the SSH banner.
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Whenever you change the banner state, SSH is restarted.
The 'Current Banner State' is displayed in the screen.

20.2.3 SSH on Ethernet Interfaces

You can allow or deny SSH access separately for each network interface enabled on
the OVOC server.

> To configure SSH on Ethernet interfaces:

B From the SSH menu, choose option 3, and then press Enter; the following is
displayed:

Figure 20-5: Configure SSH on Ethernet Interfaces

Main Menu’?> Security’> S38H> Configure SSH on Ethernet Interfaces

Ethernet Interfaces — 5$5H Hanager:
58H Listener Statuses:
ALL — S5H enabled on all the Interfaces
¥Yez — 55H enabled on specific Interface
Mo — S5H disabled on specific Interface

Interface I 55H Listener Status @ IP Address i Host Hame
eth@ ! ALL i 1A.3.188.7 GB-Linux?

idd S5H to All Ethernet Interfaces
2.Add S5H to Ethernet Interface

3 _Remove S55H from Ethernet Interface
bh.Back

g-Quit to main Menu

This menu includes the following options:

e Add SSH to All Ethernet Interfaces (see Section 20.2.3.1).

e Add SSH to Ethernet Interface (see Section 20.2.3.2).

e Remove SSH from Ethernet Interface (see Section 20.2.3.3).

20.2.3.1 Add SSH to All Ethernet Interfaces

This option enables SSH access for all network interfaces currently enabled on the
OVOC server.

> To add SSH to All Ethernet Interfaces:

B From the Configure SSH on Ethernet Interfaces menu, choose option 1, and then
press Enter.
The SSH daemon restarts automatically to update this configuration action.
The column 'SSH Listener Status' displays ALL for all interfaces.
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20.2.3.2

20.2.3.3

Add SSH to Ethernet Interface

This option enables you to allow SSH access separately for each network interface.

> To add SSH to Ethernet Interfaces:

1.

From the Configure SSH on Ethernet Interfaces menu, choose option 2, and then
press Enter.

After entering the appropriate sub-menu, all the interfaces upon which SSH
access is currently disabled are displayed.

Enter the appropriate interface number, and then press Enter.
The SSH daemon restarts automatically to update this configuration action.
The column 'SSH Listener Status' displays 'YES' for the configured interface.

Remove SSH from Ethernet Interface

This option enables you to deny SSH access separately for each network interface.

> To deny SSH from a specific Ethernet Interface:

1.

From the Configure SSH on Ethernet Interfaces menu, choose option 3, and then
press Enter.

All the interfaces to which SSH access is currently enabled are displayed.
Enter the desired interface number, and then press Enter.

The SSH daemon restarts automatically to update this configuration action.
The column 'SSH Listener Status' displays 'No' for the denied interface.

Note: If you attempt to deny SSH access for the only enabled interface, a message
is displayed informing you that such an action is not allowed.
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20.2.4 Enable/Disable SSH Password Authentication

This option enables you to disable the username/password authentication method for
all network interfaces enabled on the OVOC server.

> To disable SSH Password Authentication:

1. From the SSH menu, choose option 4, and then press Enter; the following is
displayed:

Figure 20-6: Disable Password Authentication

Dizable S55H word Anthentication:

Current 5! sword Authentication is ENABLED.

word Ruthentication mode will restart 5S5H

Lre you sure you want to Disable 55H Pasaword Ruthentication? (v/n) I

2. Typey to disable SSH password authentication or n to enable, and then press
Enter.

The SSH daemon restarts automatically to update this configuration action.

Note: Once you perform this action, you cannot reconnect to the OVOC server
using User/Password authentication. Therefore, before you disable this

A authentication method, ensure that you provision an alternative SSH connection
method. For example, using an RSA keys pair. For detailed instructions on how to

perform such an action, see www.junauza.com or search the internet for an

alternative method.

20.2.5 Enable SSH IgnoreUserkKnownHosts Parameter

This option enables you to disable the use of the 'SHOME/.ssh/known_host' file with
stored remote servers fingerprints.

> To enable SSH IgnoreUserKnowHosts parameter:

1. From the SSH menu, choose option 5, and then press Enter; the following is
displayed:

Figure 20-7: SSH IgnoreUserKnowHosts Parameter - Confirm

Lre you sure you want to Change 55H IgnorelUserKnownHosts value to YES? (v/n) }'l
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2. Typey to change this parameter value to either 'YES' or 'NO' or type n to leave
as is, and then press Enter.

20.2.6 SSH Allowed Hosts

This option enables you to define which hosts are allowed to connect to the OVOC
server through SSH.

> To Configure SSH Allowed Hosts:

B From the SSH menu, choose option 6, and then press Enter; the following is
displayed:

Figure 20-8: Configure SSH Allowed Hosts

S8H Allowed for ALL Hosts.

biWDeny ALL Hosts|
2.Add Hoszt~-Subnet to Allowed Hosts

b.Back
g-Quit to main Menu

This menu includes the following options:

e  Allow ALL Hosts (see Section 20.2.6.1).

e Deny ALL Hosts (see Section 20.2.6.2).

e  Add Host/Subnet to Allowed Hosts (see Section 20.2.6.3).

e Remove Host/Subnet from Allowed Hosts (see Section 20.2.6.4).

20.2.6.1 Allow ALL Hosts

This option enables all remote hosts to access this OVOC server through the SSH
connection (default).

» To allow ALL Hosts:

1. From the Configure SSH Allowed Hosts menu, choose option 1, and then press
Enter.

2.  Typey to confirm, and then press Enter.
The appropriate status is displayed in the screen.
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20.2.6.2 Deny ALL Hosts

This option enables you to deny all remote hosts access to this OVOC server through
the SSH connection.

> To deny all remote hosts access:

1. From the Configure SSH Allowed Hosts menu, choose option 2, and then press
Enter.

2. Typey to confirm, and then press Enter.
The appropriate status is displayed in the screen.

cannot reconnect to the OVOC server through SSH. Before you disable SSH
access, ensure that you have provisioned alternative connection methods, for
example, serial management connection or KVM connection.

: Note: When this action is performed, the OVOC server is disconnected and you

20.2.6.3 Add Hosts to Allowed Hosts

This option enables you to allow different SSH access methods to different remote
hosts. You can provide the desired remote host IP, subnet or host name in order to
connect to the OVOC server through SSH.

> To add Hosts to Allowed Hosts:

1. From the Configure SSH Allowed Hosts menu, choose option 3, and then press
Enter; the following is displayed:

Figure 20-9: Add Host/Subnet to Allowed Hosts

Main Menu?> Security? 58H> Configure 55H Allowed Hosts?> Add Host/Subnet to Allow

i dd 1P Address (x_x_3x_x)

2_Add Subnet {n.n.n.n/'m.m.m.m — network/netmask}
3.Add Host MWame <without "~" or "." characters)
h.Back

g.Quit to main Menu

2.  Choose the desired option, and then press Enter.
3. Enter the desired IP address, subnet or host name, and then press Enter.
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Note: When adding a Host Name, ensure the following:
A o Verify your remote host name appears in the DNS server database and your
OVOC server has an access to the DNS server.

. Provide the host name of the desired network interface defined in “/etc/hosts”
file.

4. Typey to confirm the entry, and then press Enter again.
If the entry is already included in the list of allowed hosts, an appropriate
notification is displayed.

When the allowed hosts entry has been successfully added, it is displayed in the
SSH Allow/Deny Host Manager screen as shown in the figure below:

Figure 20-10: Add Host/Subnet to Allowed Hosts-Configured Host

» Secuprityr> § nfigure S55H Allowed Hosts
Current Allowed Hosts Subnets:

IP Addrezzes:
18.13.22.3

1.Allow ALL Hosts

2.Deny ALL Hos
pEMIdd Host Subnet to Allowesd Hosts

4_.HRemove Host Subnet from Allowed Hosts
b.Back
g-Quit to main Menu

20.2.6.4 Remove Host/Subnet from Allowed Hosts

If you have already configured a list of allowed hosts IP addresses, you can then remove
one or more of these host addresses from the list.

> To remove an existing allowed host's IP address:

1. From the Configure SSH Allowed Hosts menu, choose option 1, and then press
Enter; the following is displayed:

2. Choose the desired entry to remove from the Allowed Hosts list, i.e. to deny
access to the OVOC server through SSH connection, and then press Enter
again.

3. Typey to confirm the entry, and then press Enter again.

When the allowed hosts entry has been successfully removed, it is displayed in
the SSH Allow/Deny Host Manager screen as shown in the figure below:

Note: When you remove either the only existing IP address, Subnet or Host Name
in the Allowed Hosts in the Allowed Hosts list, the configuration is automatically set
to the default state “Allow All Hosts”.
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20.3 DB Password

This option enables you to change the default Oracle Database password "pass_1234".
The OVOC server shuts down automatically before changing the Oracle Database
password.

> To change the DB Password:

1. From the Security menu, choose DB Password, and then press Enter; the OVOC
server is rebooted.

2. Press Enter until the New Password prompt is displayed.

Figure 20-11: EMS Server Manager — Change DB Password

Do you really want to change DB password? Press Esc to gquit or any key to continue...

Current Password:

rescaeer

The password should be at least 15 characters long,. contain at least two digits, two lowercase
land two uppercase charactets, two punctuation characters and should differ by more than

4 characters from the previous passwords.
New Password:

3. Enter the new password, which should be at least 15 characters long, contain at
least two digits, two lowercase and two uppercase characters, two underscores
and should differ by one character from the previous passwords.

Note:

o The OVOC server is rebooted when you change the Oracle Database
password.

o Note and retain these passwords for future access. It is not possible to
restore these passwords or to enter the OVOC Oracle Database without
them.

4. After validation, a message is displayed indicating that the password was
changed successfully.
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20.4

204.1

OS Users Passwords

This section describes how to change the OS password settings.

> To change OS passwords:
1. From the Security menu, choose OS Users Passwords, and then press Enter.
2. Proceed to one of the following procedures:

e  General Password Settings (see Section 20.4.1).

e  Operating System User Security Extensions (see Section 20.4.2).

General Password Settings

This option enables you to change the OS general password settings, such as 'Minimum
Acceptable Password Length' and 'Enable User Block on Failed Login'. This feature
also enables you to modify settings for a specific user, such as 'User’s Password' and
'Password Validity Max Period'.

> To modify general password settings:

1. The Change General Password Settings prompt is displayed; type y, and then
press Enter.

| Do you want to change general password settings? (y/n)y |

2.  The Minimum Acceptable Password Length prompt is displayed; type 10, and
then press Enter.

| Minimum Acceptable Password Length [10]: 10 |

3. The Enable User Block on Failed Login prompt is displayed; type y, and then
press Enter.

|Enable User Block on Failed Login (y/n) [yl vy |

4. The Maximum Login Retries prompt is displayed; type 3, and then press Enter.

| Maximum Login Retries [3]: 3 |

5. The Failed Login Locking Timeout prompt is displayed; type 900, and then press
Enter.

| Failed Login Locking Timeout [900]:900 |
6. You are prompted if you wish to continue; type y, and then press Enter.

| Are you sure that you want to continue? (y/n/q) y |
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20.4.2 Operating System Users Security Extensions
This feature enables the administrator to configure the following additional user security
extensions:
B Maximum allowed numbers of simultaneous open sessions.
B Inactivity time period (days) before the OS user is locked.

To configure these parameters, in the OS Passwords Settings menu, configure
parameters according to the procedure below (see also green arrows indicating the
relevant parameters to configure in Figure 20-12).

> To configure operating system users security extensions:

1. The Change General Password Settings prompt is displayed; type n, and then
press Enter.

| Do you want to change general password settings ? (y/n) n \

2. The Change password for a specific user prompt is displayed; type y, and then
press Enter.

| Do you want to change password for specific user ? (y/n) y \

3. Enter the Username upon which you wish to configure, and then press Enter.

| Enter Username [acems]: |

4. The change User Password prompt is displayed; type n, and then press Enter.

| Do you want to change its password ? (y/n) n \

5. An additional Password prompt is displayed, type y, and then press Enter.

Do you want to change its login and password properties? (y/n)
Yy

6. The Password Validity prompt is displayed; press Enter.

| Password Validity Max Period (days) [90]: \
7. The Password Update prompt is displayed; press Enter.

| Password Update Min Period (days) [1]: |
8. The Password Warning prompt is displayed; press Enter.

| Password Warning Max Period (days) [7]: |

9. The Maximum number of Simultaneous Open Sessions prompt is displayed;
enter the number of simultaneous open SSH connections you wish to allow for
this user.

Maximum allowed number of simultaneous open sessions [0]:

10. The Inactivity Days prompt is displayed; enter the number of inactivity days
before the user is locked. For example, if you'd like to suspend a specific user if
they have not connected to the OVOC server for a week, enter 7 days.

Days of inactivity before user is locked (days) [O]:
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Figure 20-12: OS Passwords Settings with Security Extensions

f inactivity
sure that you want to continue?

ing data for user tec

If the user attempts to open more than three SSH sessions simultaneously, they are prompted
and immediately disconnected from the fourth session as displayed in the figure below.

Figure 20-13: Maximum Active SSH Sessions

The remote S5: Y ] ding request.

Last lo o Jul 11
Tox

Note: By default you can connect through SSH to the OVOC server with user
acems only. If you configure an inactivity days limitation on this user, the situation
may arise, for example, where a user is away for an extended period and has no
active user to access the OVOC server. Therefore, we strongly recommend to use
this limitation very carefully and preferably to configure this option for each user to
connect to the OVOC server through SSH other than with the acems user.
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20.5 File Integrity Checker

The File Integrity checker tool periodically verifies whether file attributes were changed
(permissions/mode, inode #, number of links, user id, group id, size, access time,
modification time, creation/inode modification time). File Integrity violation problems
are reported through OVOC Security Events. The File Integrity checker tool runs on
the OVOC server machine.

B From the Security menu, choose File Integrity Checker, and then press Enter;
the File Integrity Checker is started or stopped.

20.6 Software Integrity Checker (AIDE) and Pre-linking

AIDE (Advanced Intrusion Detection Environment) is a file and directory integrity
checker. This mechanism creates a database from the regular expression rules that it
finds in its configuration file. Once this database is initialized, it can be used to verify the
integrity of the files.

Pre-linking is designed to decrease process startup time by loading each shared library
into an address for which the linking of needed symbols has already been performed.
After a binary has been pre-linked, the address where the shared libraries are loaded
will no longer be random on a per-process basis. This is undesirable because it provides
a stable address for an attacker to use during an exploitation attempt.

» To start AIDE and disable pre-linking:

1. From the Security menu, choose Software Integrity Checker (AIDE) and Pre-
linking; the current status of these two processes is displayed:

Figure 20-14: Software Integrity Checker (AIDE) and Pre-linking

Software Integrity Checker (AIDE> and Prelinking:

Software integrity checker <AIDE} is disabled and Prelinking iz enabled.

Enabhle integrity checker. and disable prelinking? <uy.n>l]

2. Do one of the following:
e Typey to enable AIDE and disable pre-linking
e Type n to disable AIDE and enable pre-linking.
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20.7 USB Storage

This menu option allows enabling or disabling the OVOC Server's USB storage access
as required.

» To enable USB storage:

1.

2.

From the Security menu, choose USB Storage; the following prompt is
displayed:

Figure 20-15: USB Storage

USE Storage:

Enable or disable USB storage as required.

20.8 Network Options

This menu option provides the following options to enhance network security:

Ignore Internet Control Message Protocol (ICMP) Echo requests:

This option ensures that the OVOC server does not respond to ICMP broadcasts,
and therefore such replies are always discarded. This prevents attempts to
discover the system using ping requests.

Ignore ICMP Echo and Timestamp requests:

This option ensures that the OVOC server does not respond to an ICMP
timestamp request to query for the current time. This reduces exposure to
spoofing of the system time.

Send ICMP Redirect Messages:

This option disables the sending of ICMP Redirect Messages, which are
generally sent only by routers.

Ignore ICMP Redirect Messages:

This option ensures that the OVOC server does not respond to ICMP Redirect
broadcasts, and therefore such replies are always discarded.

This prevents an intruder from attempting to redirect traffic from the OVOC server
to a different gateway or a non-existent gateway.
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» To enable network options:

1. From the Security menu, choose Network Options; the following screen is
displayed:

Figure 20-16: Network Options

with impossible a
| Ignore all ICMP ECHO redquest
| Ignore all ICHMP ECHO and TD{E‘-‘uThl{P e
| Send ICHMP IHJ_'LEt.‘I'.‘J' me;

2. Set the required network options.

20.9 Auditd Options

Auditd is the userspace component to the Linux Auditing System that is responsible for
writing audit records to the disk. Using the Auditd option, you can change the auditd tool
settings to comply with the Security Technical Information Guidelines (STIG)
recommendations.

» To set Auditd options according to STIG:

1. From the Security menu, choose Auditd Options; the following screen is
displayed:

Figure 20-17: Auditd Options

Zuditd Options:

Not using STIG recommendations for auditd

Change auditd settings according to STIG recommendations? (y/n)

2. Enable or disable Auditd options as required.
Audit records are saved in the following /var/log/audit/ directory.
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20.10 HTTPS/SSL/TLS Security

This section describes the configuration settings for the HTTPS/SSL/TLS connections.

The figure below shows the maximum security that can be implemented in the OVOC
environment. For most connections, the HTTPS/SSL/TLS protocols can be
implemented; those connections where these protocols are not supported are indicated
in red.

Figure 20-18: OVOC Maximum Security Implementation
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Note: The above figure shows all the HTTPS/SSL/TLS connections in the OVOC
network. Use this figure as an overview to the procedures described below. Note
that not all of the connections shown in the above figure have corresponding

procedures. For more information, refer to the OVOC Security Guidelines

document.

20.10.1 Enable Statistics Report Web Page Secured Connection

This menu option enables you to secure the connection between the Statistics Report
Web pages and the Tomcat server over HTTPS. When this option is enabled, the
connection is secured through HTTPS port 9400 (instead of port 8400-HTTP).

> To enable Statistics Report web pages over HTTPS:

B From the Security menu, choose Statistics Report Web page Secured
Communication; the connection is secured.

20.10.2 Server Certificates Update

This menu option enables you to automatically generate custom SSL server certificates
for securing connections between OVOC server and client processes. See Figure 20-18
for an illustration of these connections.

A Note: If you are using self-generated certificates and private key, you can skip to step
4,

The procedure for server certificates update consists of the following steps:
Step 1: Generate Server Private Key.

Step 2: Generate Server Certificate Signing Request (CSR).

Step 3: Transfer the generated CSR file to your PC and send to CA.
Step 4: Transfer certificates files received from CA back to OVOC server.
Step 5: Import new certificates on OVOC server.

Step 6: Verify the installed Server certificate.

Step 7: Verify the installed Root certificate.

© N o 00 A~ wDdhPE

Step 8: Perform Supplementary procedures to complete certificate update
process (refer to Appendix C).

> To generate server certificates:

1. From the Security menu, choose Server Certificates Update.
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Figure 20-19:Server Certificate Updates

oUOC Server 7.4.2050 Management

Main Menu?> Security’> Server Certificates Update

Server’'s Certificate: Default
bilGenerate Server Private Key
2.Generate Server Certificate Signing Request (CSR)>
3.Import Server Certificates from Certificate Authority (CAD
4. Display installed Server Certificate
L.Display inztalled Root Certificate
bh.Back
g.0uit to main Menu

Information on the currently installed certificate is displayed (the currently
installed certificate is the installation default).

> Step 1: Generate a server private key:
1. Select option 1. The following screen is displayed:

Figure 20-20: Generate Server Private Key

Select Private HKey size (in hits)>:
b I A2 4
2.2848
3.48%6
b.Back
g-Quit to main Menu

2. Select the number of bits required for the server private key.

3. Enter and reenter the server private key password and type Y to continue.
The private key is generated.
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Figure 20-21: Server Private Key Generated

Generating a Server Private Key:

Thiszs will override the existing private key and render the existing certificates
invalid until new certificates are imported.

Are you sure you want to generate a new private key? (N-/ydy

Select Mumber Of bhits for Private Key:

1. 1824

2. 2048

3. 4876

g. gquit and return to menu

Select number: 1

Enter private key password:

Re—enter private key password:

Ready to generate server private key. Continue? <n-Y¥>:- y
Generating RSA private key,. 1824 hit long modulus

Done generating private key. Press Enter to go back to the menul]

> Step 2: Generate a CSR for the server:

1. Select option 2.

2. Enter the private key password (the password that you entered in the procedure
above).

3. Enter the Country Name code, state or province, locality, organization name,
organization unit name, common name (server host name) and email address.

4. Enter a challenge password and optionally a company name.

You are notified that a server Certificate Signing Request has successfully been
generated and saved to the specified location.

Figure 20-22: Generating a Server Certificate Signing Request (CSR)

Generating a Server Certificate Signing Request C(CSR>:

Enter the passphrase used in the server private key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are abhout to enter is what is called a Distinguished Hame or a DH.
There are guite a few fields but you can leave some hlank

For some fields there will he a default value.

If you enter ’".’, the field will bhe left bhlank.

Country Mame (2 letter code? [GB1:GB

State or Province Hame (full name? [Berkszhirel:Berkshire
Locality Mame (eg, city) [Newburyl:-Newhury

Organization Name {eg, company? [My Company Ltdl:EA1
Qrganizational Unit Name (eg,. section?> [l:Finance

Common Mame <{eg,. wour name or your server’s hostname> [1:EfAl
Email Address [l1:Bradbfenterprisef.com

Please enter the following ‘extra’ attributes
to be sent with your certificate reguest

A challenge password [1:

fAin optional company name [1:J]

> Step 3: Transfer the CSR file to your PC and send to CA:

B Transfer the CSR file from the /home/acems/server_cert/server.csr directory to
your PC and then sent it to the Certificate Authority (CA). For instructions on
transferring files, see Appendix D.
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Figure 20-23: Transfer CSR File to PC

WWhat you are about to enter is what is called a Distinguished Name or a DH.
There are guite a few fieldsz but you can leave szome hlank

For some fields there will he a default value.

If you enter *.*, the field will be left blank.

Country Hame <2 letter code) [GBI1:

State or Prouvince Mame (full name) [Berkshirel:

Locality Mame (eg, cityl} [Newburyl:

Organization Mame <eg, company?> [My Company Ltdl:
Organizational Unit Mame (eg, section)> [1:

Common Mame €(eg,. your name or your server’s hostnamel [1:
Email Address L[1:

Please enter the following "extra’ attributes
to be sent with your certificate reguest

A challenge password []1:

An optional company name [1:

A server certificate signing regquest was successfully generated and placed in ~home
Sacems/server_certs/server.cspr
Please transfer this file to your PC. and send to the Certificate Authority <CA>

Fress Enter to go back to the menu

> Step 4: Transfer server certificates from the CA:

B Transfer the files that you received from the CA to the /home/acems/server_certs
directory. The root certificate should have the name root.crt and that the server
certificate should have the name server.crt. If you received intermediate
certificates, then rename them to cal.crt and ca2.crt. Make sure that all
certificates are in PEM format.

For instructions on transferring files, see Appendix D.

Note: If your certificates are self-generated (you did not perform steps 1-3), the
/home/acems/server_certs directory does not exist; therefore you must create it using
the following commands:

mkdir /home/acems/server_certs

chmod 777 /home/acems/server_certs

> Step 5: Import certificates:

B Select option 3 and follow the prompts.

The certificate files are installed.
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Note:

If you have installed an HA system and wish to install Custom server certificates, the
HA system must first be uninstalled, and then you must perform this procedure
separately on both server machines (as stand-alone machines).

The root certificate should be named root.crt and that the server certificate should be
named server.crt. If you received intermediate certificates then rename them to
cal.crt and ca2.crt.

Make sure that all certificates are in PEM format and appear as follows (see
Appendix E for information on converting files):

M1 1BUTCCASKgAw 1 BAg I FAKKIMbgwDQYJKoZ I hveNAQEFBQAWFzEVMBMGALUEAX
MM

RULTIFIPT1QgQOEYMB4XDTE1IMDUWMZA4ANTEOMFOXDT I IMDUWMZA4NTEOMFOWK
ET

T16vgn51270q/24KbY9q6EK2YC3K2EAadL2 I F1jnb+yvREuewprOz6 TEEUXNJo
10

L6V8IzUYOfHrEiq/6g==

> Step 6: Verify the installed server certificate:

B  Select option 4.

The installed server certificate is displayed:

Figure 20-24: Installed Server Certificate

Installed Server Certificate:

Certificate:
Data:

Uersion: 3 (Bx2>
Serial Mumber: 2416025747 (Bx7001a893>
Signature Algorithm: mdS5WithRSAEncryption
Iszuer: CM=EMS ROOT CAZ2
Validity
Mot Before: Feb 28 19:15:13 2818 GHMI
Mot After = Feh 268 19:15:13 2828 GMT
Subject: 0=AudioCodez, CM=EMS Server
Subject Public HKey Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: {1824 hit)
Modulus <1824 hit>:
:45:h7:4de:de:ha:Ba:
ic?:tel:e f:

:2h:41:%4:ee:e 3:
27:31:27:df 64:d48:
:hd:cB:71:e3:94:8e:
th2:94:8d:46:8d:c8:
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> Step 7: Verify the installed root certificate:
B Select Option 5. The installed root certificate is displayed:
Figure 20-25: Installed Root Certificate

Inztalled Server Root Certificate Chain:

Certificate:
Data:
Verzion: 3 (Bx2>
Serial Humber: 2416823367 (Bx70019747>
Signature Algorithm: mdS5WithRSAEncryption
Issuer: CH=EMS ROOT CA
Validity
Mot Before: Feb 28 18:54:27 2818 GMT
Mot After - Feh 28 18:54:27 2828 GHMT
Subject: CHM=EM5 ROOT CA2
Subject Pubhlic Key Info:
Public Key Algorithm: rsaEncryption
RSA Public HKey: {1824 hit>
Modulus <1824 hit):
AB:hc:dd:db6=eh:1::cB:79:de:Ff4:12:31:51:21eb6:
Zhre%:3atal:=f:-18:bc:4c:37:98:1d:-da-4a:48:58:
36:hh:43:f7:hh:ichi8A:A2:%e:66:21 7 :2A:cc48:
cd-4B:4a:ad:=-07:3b:48:3c:31:Ya:db:%c:7c:a?:3e:
Po=f8:ie?:d2:1a:4A:c1:Pd:db:16:18:67 6634213
LA:?4:88:-ec:=5h:=3d:=75:37:8a:d7:53:h2:5%:a2:Ff:
a2:f2:23:2h:58:2c:hB8:78:29:df :ca:3e:65:68:99:

> Step 8: Install device certificates and perform supplementary procedures

B See Appendix C.

20.10.3 OVOC Voice Quality Package - AudioCodes Devices
Communication
This option allows you to configure the transport type for the XML based OVOC Voice

Quality Package communication from the AudioCodes devices to the . You can enable
the TCP port (port 5000), the TLS port (port 5001) connections or both port connections.

> To configure the SEM - AudioCodes device communication:
1. From the Security menu, select SEM — AudioCodes device communication.

Figure 20-26: SEM - AudioCodes Device Communication

SEM — AudioCodes devices communication:
H

2_TLS

3.TLS/TCP

h_.Back

g.Quit to main Menu
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20.10.4

2. Choose one of the following transport types:
e TCP (opens port 5000)
e TLS (opens port 5001)
e  TLS/TCP (this setting opens both ports 5000 and 5001).

Apache Security Settings

This menu allows you to configure the following Apache server security settings:
TLS Version 1.0 (see Section 20.10.4.1)

TLS Version 1.1 (see Section 20.10.4.2)

Show Allowed SSL Cipher Suites (see Section 20.10.4.3)

Edit SSL Cipher Suites Configuration String (see Section 20.10.4.4)
Restore SSL Cipher Suites Configuration Default (see Section 20.10.4.5)
HTTPS Authentication (see Section 20.10.4.6)

Enable IP Phone Manager Pro and NBIF Web Pages Secured Communication
(see Section 20.10.4.7)

B Change HTTP/S Authentication Password for NBIF Directory (see Section
20.10.4.8)

QUG Server V.4.38880 Management

iTLSvw1 _A:
ITLSvl _1:
iCipher Suites Configuration String: *EDH-TADH:-TtDSS-*RHCA-HIGH:-=TIDES:-TaMl

pilMDizable TLSvi 8@ for Aipache
2.Disahbhle TLSv1.1 for Apache
3.8how allowed 58L Cipher Suites

4_.Edit S88L Cipher Suwites Configuration String

L.Restore S55L Cipher Suites Configuration Default

6.HTTPS Authentication
7.Enable IF Phone Manager Pro and NBIF Web pages Secured Communication

g.Change HITP-8 authentication password for HNBIF directory

h_.Back
g-Quit to main Menun

20.10.4.1 TLS Version 1.0
This option enables/disables TLS Version 1.0 on port 443 (Apache server is restarted).
> To enable or disable TLS Version 1.0:
B From the Apache Security Settings menu, select option Enable TLSv1.0 for
Apache.
Note when TLS Version 1.1 is disabled, TLS Version 1.0 is also disabled.
Likewise, if TLS Versionl.0 is enabled, TLS Version 1.1 is also enabled.
Apache server is restarted.
Default (enabled).
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20.10.4.2 TLS Version 1.1

This option enables/disables TLS Version 1.1 on port 443 (Apache server is restarted).

> To enable or disable TLS Version 1.1:
B From the Apache Security Settings menu, select option Enable TLSv1.1 for
Apache.

Note when TLS Version 1.1 is disabled, TLS Version 1.0 is also disabled.
Likewise, if TLS Versionl1.0 is enabled, TLS Version 1.1 is also enabled.

Default (enabled).
Apache server is restarted.

20.10.4.3  Show Allowed SSL Cipher Suites

This option allows you to view the currently configured SSL cipher suites.

> To show allowed SSL cipher suites:
1. From the Apache Security Settings menu, select option Show Allowed SSL
Cipher Suites.
The currently configured SSL cipher suites are displayed. The overall figure
indicates the total number of entries.
Figure 20-27: Show Allowed SSL Cipher Suites
> AEAD
DH-RSA-AES128-GCH-SHAZS6 TLSvi.2  DH-RSA AESGCMC128
%H—REEH—EESHS—SHMEG TLSvi.2  DH-RSA AESC128)
DH—Dggn—gggizs—SHHZEE TLSvi.2  DH-DSS AESC128)
ECDHﬁgggEgESiZB—GCH—SHHZEE TLSvi.2  ECDH-RSA
%ZCDH EEEESH—HESiZE—GCM—SHHZEE TLSvi.2  ECDH-ECDSA
%CDHEEEE—HE3128—SHHZEG TLSvi.2  ECDH-RSA AESC128)
ﬁ%ﬁ%éﬁ—nEEizs—SHHZEE TLSvi.2  ECDH-ECDSA AESC128)
HESigEE%gﬁ—SHHZEE TLSvi.2  RSA AESGCMC128

> AEAD
AES128-SHAZ56 TLSwl1.2 R2A AESC128>
SHA256

Ouerall: 28
Press ENTER to continue...

20.10.4.4  Edit SSL Cipher Suites Configuration String

This option allows you to edit the SSL Cipher Suites configuration string.

> To edit the SSL cipher suites configuration string:

1. From the Apache Security Settings menu, select option Edit SSL Cipher Suites
Configuration String.
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Figure 20-28: Show SSL Cipher Suites Configuration

AEAD

D —Rg%agE3128—GCH—SHH2EE TLSvl. DH-RSA AESGCMC128

DH-REA-AES128-SHA256 TLSvl.
SHA256

DH-DSS-AES128-SHA256 TLSvl.
SHA256

ECDPH-RESA-AES128-GCM-SHAZ256 TLSvl.

) AEAD

DH-RSA AESC128>
DH-DSS AESC128>
ECDH./RSA AESGCMC128

EEEESH—HE312B—GCH—SHHZEE TLSvl.
—RSA-AES128-SHA256 TLSvl.
SHAZ256

ECDPH-ECDSA-AES128-5HAZ56 TLSvl.
SHAZ256

ECDH.~ECDSA AESGCMC128
ECDH./RSA AESC128>
ECDH.~ECDSA AESC128>
RSnA AESGCMC128
RSnA AESC128>

TLSvl.

b M M M M M M M DM

TLSvl.
SHA256

Overall: 28

Hew configuration: *EDH:*ADH:=*DSS:*RC4:HIGH:=*3DES:*aNULL
Would you like to apply this configuration? {y.n-qg> B

2. Edit the new configuration and select y to apply the changes.

3.  Runthe Show Allowed SSL Cipher Suites command to display the new
configuration.

20.10.4.5 Restore SSL Cipher Suites Configuration Default

This option allows you to restore the SSL Cipher Suites to the OVOC default values.

> To restore the SSL Cipher Suites Configuration default:

B From the Apache Security Settings menu, select Restore SSL Cipher Suites
Configuration Default.

20.10.4.6 HTTPS Authentication

This option enables you to configure whether certificates are used to authenticate the
connection between the OVOC server and the devices in one direction or in both
directions:

B Mutual Authentication: the OVOC authenticates the device connection request
using certificates and the device authenticates the OVOC connection request
using certificates. When this option is configured:

e  The same root CA must sign the certificate that is loaded to the device and
certificate that is loaded to the OVOC server.

e  Mutual authentication must also be enabled on the device (see Section
C.1.1.5).

B One-way Authentication option: the OVOC does not authenticate the device
connection request using certificates; only the device authenticates the OVOC
connection request.

A Note: You can use the procedure described in Section 20.10.2 to load the
certificate file to the OVOC server.
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» To enable HTTPS authentication:
1. Inthe Security menu, choose the HTTPS Authentication option.

Figure 20-29: HTTPS Authentication

S et Hutual Authentication

2.5et One—Way Authentication
h.Back
g.-Quit to main Menu

2. Choose one of the following options:
° 1-Set Mutual Authentication

e 2. Set One-Way Authentication

20.10.4.7 Enable IP Phone Manager Pro and NBIF Web Pages Secured
Communication

This menu option enables you to secure the connection between the IP Phone Manager
Server and NBIF Web pages and the Apache server over HTTPS. When this option is
enabled, the connection is secured through HTTPS port 443 (instead of port 80-HTTP).

> To secure connection the IP Phone Manager Pro and NBIF Web pages
connection:

B From the Security menu, choose IP Phone Manager and NBIF Web pages
Secured Communication; the connection is secured.
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20.10.4.8 Change HTTP/S Authentication Password for NBIF Directory

This option enables you to change the password for logging to the OVOC client from a
NBIF client over an HTTP/S connection. The default user name is “nbif’ and default
password is “pass_1234".

> To change the HTTP/S authentication password:

1. From the Security menu, select Change HTTP/S Authentication Password for
NBIF Directory.

You are prompted to change the HTTP/S authentication password. Enter y to
change the password.

Figure 20-30: Change HTTP/S Authentication Password for NBIF Directory

Would you like to change HITP+8 authentication password for MBIF directory <User
name: nhif>? (y-/n>

2.  Enter the new password.
3. Reenter the new password.
A confirmation message is displayed and the Apache server is restarted.
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21

Diagnostics

This section describes the diagnostics procedures provided by the EMS Server
Manager.

» To run OVOC Server diagnostics:

B From the EMS Server Manager Root menu, choose Diagnostics, and then press
Enter, the following is displayed:

Figure 21-1: Diagnostics
OU0C Server 7.4.2050 Management

Main Menu?> Diagnos

i Wterver Syslogl
2.Devices Syslog
3.Devices Debuyg
g.Quit to main Menu

This menu includes the following options:
e  Server Syslog Configuration (see Section 21.1).
e Devices Syslog Configuration (see Section 21.2).

e Devices Debug Configuration (see Section 21.3).

21.1 Server Syslog Configuration

This section describes how to send OVOC server Operating System (OS)-related syslog
EMERG events to the system console and other OVOC server OS related messages to
a designated external server.

» To send EMERG event to the syslog console and other events to an external
server:
1. From the Diagnostics menu, choose Server Syslog, and then press Enter.

2. Tosend EMERG events to the system console, type y, press Enter, and then
confirm by typing y again.
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Figure 21-2: Syslog Configuration

Syzlog configuration

Send EMERG events to system console: n
Forward messages to external server: n

Send EMERG events to system console 7 C(ysn) vy

Logging of many events on console when R5-232 console is used may cause Severe p
erformance degradation ¢due to 2688 bhaud ratel.
Are you sure 7 <ysn?

Figure 21-3: Forward Messages to an External Server

ages to external server?
Facility ({cho rom this list):
*
LUOTH
LRUTHPEIV

verity (choose from this list):

DEBUG
Hostname [] : I

3.  You are prompted to forward messages to an external server, type y, and then
press Enter. If this is changed, the server is rebooted.

4. Type one of the following Facilities from the list (case-sensitive) or select the
wildcard * to select all facilities in the list, and then press Enter:

e auth and authpriv: for authentication;

e cron: comes from task scheduling services, cron and atd;
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daemon: affects a daemon without any special classification (DNS, NTP,
etc.)

ftp: concerns the FTP server;

kern: message coming from the kernel,
Ipr: comes from the printing subsystem;
mail: comes from the e-mail subsystem;

news: Usenet subsystem message (especially from an NNTP — Network
News Transfer Protocol — server that manages newsgroups);

syslog: messages from the syslogd server, itself;
user: user messages (generic);

uucp: messages from the UUCP server (Unix to Unix Copy Program, an old
protocol notably used to distribute e-mail messages);

localO to local7: reserved for local use.

Each message is also associated with a Severity or priority level. Type one of
the following severities (in decreasing order) and then press Enter:

emerg: “Help!” There's an emergency, the system is probably unusable.

alert: hurry up, any delay can be dangerous, action must be taken
immediately;

crit: conditions are critical;

err: error;

warn: warning (potential error);

notice: conditions are normal, but the message is important;
info: informative message;

debug: debugging message.

Type the external server Hostname or IP address to which you wish to send the
syslog.
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21.2

A\

Devices Syslog Configuration

The capture of the device's Syslog can be logged directly to the OVOC server without
the need for a third-party Syslog server in the same local network. The EMS Server
Manager is used to enable this feature.

Note: This feature is only relevant for CPE products. Syslog is captured according
to the device's configured Syslog parameters. For more information, see the
relevant device's SIP User's manual.

The user needs to also enable the monitored device to send syslog messages to the
standard syslog port (UDP 514) on the OVOC server machine.

The syslog log file 'syslog' is located in the following OVOC server directory:
/data/NBIF/mgDebug/syslog

The syslog file is automatically rotated once a week or when it reaches 100 MB. Up to
four syslog files are stored.

> To enable device syslog logging:

1. From the Diagnostics menu, choose Devices Syslog, and then press Enter.
2. You are prompted whether you wish to send EMER events to system console;
type Y or N.

3. You are prompted whether you wish to send events to an external server; type Y
or N.

IOM Manual

194 Document #: LTRT-94161



|IOM Manual

21. Diagnostics

21.3

A\

A\

Devices Debug Configuration

Debug recordings packets from all managed machines can be logged directly to the
OVOC server without the need for a 3™ party network sniffer in the same local
network.

Note: This feature is only relevant for CPE products. Debug recording packets are
collected according to the device's configured Debug parameters. For more
information, see the relevant device's User's Manual.

The OVOC server runs the Wireshark network sniffer, which listens on a particular
configured port. The sniffer records the packets to a network capture file in the Debug
Recording (DR) directory. You can then access this file from your PC through FTP.

The EMS Server Manager is used to enable this feature. The user should configure
the monitored device to send its debug record messages to a specific port (UDP 925)
on the OVOC server IP.

The DR capture file is located in the following OVOC server directory:
/data/NBIF/mgDebug/DebugRecording

The file “‘TPDebugRec<DATE>.cap’ is saved for each session. The user is responsible
for closing (stopping) each debug recording session. In any case, each session (file) is
limited to 10MB or one hour of recording (the first rule which is met causes the file to
close i.e. if the file reaches 10MB in less than an hour of recording, it is closed). A
cleanup process is run daily, deleting capture files that are 5 days old.

The user is able to retrieve this file from the OVOC server and open it locally on their
own PC using Wireshark with the debug recording plug-in installed (Wireshark version
1.6.2 supports the Debug Recording plug-in).

> To enable or disable devices debug:

1. From the Diagnostics menu, choose Devices Debug, and then press Enter.

A message is displayed indicating that debug recording is either enabled or
disabled.

2. Typey, and then press Enter.
Recording files are saved in /data/NBIF/mgDebug directory on the server.

Note: It is highly recommended to disable the 'TP Debug Recording' feature when
you have completed recording because this feature heavily utilizes system
resources.
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22 Configuring the Firewall

The OVOC interoperates with firewalls, protecting against unauthorized access by
crackers and hackers, thereby securing regular communications. You need to define
firewall rules to secure communications for the OVOC client-server processes. Each of
these processes use different communication ports. By default, all ports are open on
the OVOC server side. When installing the OVOC server, you need to configure its
network and open the ports in your Enterprise LAN according to your site requirements;
based on the firewall configuration rules (representing these port connections) that are
described in the table and figure below.

Table 22-1: Firewall Configuration Rules

Connection Port Secured Port Purpose Port side /
Type Connection Number Flow
Direction
OVOC Clients and OVOC Server
TCPI/IP client TCP 4 22 SSH OVOC server
«— OVvOC communication side / Bi-
server between OVOC | directional.
server and
TCP/IP client.
Initiator: client
PC
HTTPS/NBIF TCP v 443 HTTPS for OVOC server
Clients «~ OVOC/ NBIF side / Bi-
OVOC server clients. directional.
Initiator: Client
OVOC Server and Devices
Device < UDP v 1161 Keep-alive - OVOC server
OVOC server SNMP trap side / Receive
(SNMP) listening port only
(used
predominantly
for devices
located behind
a NAT).
Initiator:
AudioCodes
device
UDP v 162 SNMP trap OVOC server
listening porton | side / Receive
the OVOC. only
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Connection

Device—
OVOC Server
(NTP Server)

Device <~
OVOC Server

Port
Number

Secured
Connection

Port
Type

UbDP v 161

UDP x 123

(NTP
server)

TCP x 80
(HTTP)

TCP v 443
(HTTPS)

Purpose

Initiator:
AudioCodes
device

SNMP Trap
Manager port
on the device
that is used to
send traps to
the OVOC
server.

Initiator: OVOC
server

NTP server
synchronization.

Initiator: MG
(and OVOC
Server, if
configured as
NTP client)

Initiator: Both
sides

HTTP
connection for
files transfer
and REST
communication.

Initiator: OVOC
server

HTTPS
connection for
files transfer
(upload and
download) and
REST
communication.

Initiator: OVOC
server

Port side /

Flow
Direction

MG side /
Bi-directional

Both sides /
Bi-directional

OVOC server
side / Bi-
directional

OVOC server
side / Bi-
directional
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Connection Port Secured Port Purpose Port side /
Type Connection Number Flow
Direction
Device«— TCP v 443 HTTPS OVOC server
OVOC Server (HTTPS) connection for side / Bi-
Floating files transfer directional
License (upload and
Management download) and
REST
communication
for device
Floating
License
Management.
Initiator: Device
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Connection Port
Type

Endpoints (IP Phones)

OVOC Server TCP
<~ IP Phone (HTTP)
Manager Pro

TCP
(HTTPS)

Connection

Purpose

HTTP
connection
between the
OVOC server
and the IP
Phone Manager
Pro Web
browser.

Initiator: Client
browser

HTTP
connection that
is used by
endpoints for
downloading
firmware and
configuration
files from the
OVOC server.

Initiator:
Endpoint

HTTPS
connection
between the
OVOC server
and the IP
Phone Manager
Pro Web
browser.

Initiator: Client
browser

HTTPS
connection
used by
endpoints for
downloading
firmware and
configuration
files from the
OVOC server.

Initiator:
Endpoints

Port side /

Flow
Direction

OVOC server
side / Bi-
Directional.

OVOC server
side / Bi-
Directional.
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Connection Port Secured Port Purpose Port side /
Type Connection Number Flow
Direction
OVOC Server TCP x 8080 HTTP OVOC server
< Endpoints (HTTP) connection that | side / Bi-
(IP Phones) is used by directional
endpoints for
downloading
firmware and
configuration
files from the
OVOC server.
Initiator:
Endpoint
TCP x 8081 HTTP REST OVOC server
(HTTP) updates side / Bi-
connection. directional
Itis
recommended
to use this
connection

when managing
more than 5000
IP Phones. In
this case, you
should change
the provisioning
URL port from
80 to 8081 in
the phone’s
configuration
file.

Initiator:
Endpoint
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Connection Port Secured Port Purpose Port side /
Type Connection Number Flow
Direction
TCP 4 8082 HTTPS REST OVOC server
(HTTPS) updates side / Bi-
connection directional
(encryption only
without SSL
authentication).
Itis
recommended
to use this
connection

when managing
more than 5000
IP Phones. In
this case, you
should change
the provisioning
URL port from
443 to 8082 in
the phone’s
configuration
file.

Initiator:
Endpoint
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Connection Port
Type

Secured Port
Connection

Purpose
Number

OVOC Voice Quality Package Server and Devices

Media TCP
Gateways <

Voice Quality
Package

TCP
(TLS)

Statistics Reports

Statistics TCP
Reports client (HTTPS)
page— Tomcat

server

x

5000 XML based
SEM
communication
carrying CDR
and SIP call
dialog
messages.

Initiator: Media
Gateway

5001 XML based
Tomcat TLS
secured
communication
for control,
media data

reports and SIP

call flow
messages.

Initiator:
AudioCodes
device

9400 HTTPS

connection that

is used for
generating
Statistics
Reports.

Initiator: Client’s

Web browser
(Statistics
Report page).

Port side /

Flow
Direction

OVOC server
side / Bi-
directional

OVOC server
side / Bi-
directional

OVOC server
side / Bi-
directional
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Secured
Connection

Port
Type

Connection

Skype for Business MS-SQL Server

OVOC Voice TCP v
Quality

Package

server <

Skype for

Business MS-

SQL Server

LDAP Active Directory Server

OVOC Voice
Quality
Package
server <
Active
Directory
LDAP server
(Skype for
Business user
authentication)

TCP x

TCP v
(TLS)

OVOC server
< Active
Directory
LDAP server
(OVOC user
authentication)

TCP x

Port
Number

1433

389

636

389

Purpose

Connection
between the
OVOC server
and the MS-
SQL Skype for
Business
Server. This
port should be
configured with
SSL.

Initiator: OVOC
server

Connection
between the
SEM server and
the Active
Directory LDAP
server.

Initiator: OVOC
server

Connection
between the
SEM server and
the Active
Directory LDAP
server with SSL
configured.

Initiator: OVOC
server

Connection
between the
OVOC server
and the Active
Directory LDAP
server (OVOC
Users).

Initiator: OVOC
server

Port side /

Flow
Direction

Skype for
Business SQL
server side /
Bi-directional

Active
Directory
server side/
Bi-directional

Active
Directory
server side/
Bi-directional

Active
Directory
server side/
Bi-directional
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Connection Port Secured Port Purpose Port side /
Type Connection Number Flow
Direction
TCP 4 636 Connection Active
(TLS) between the Directory
OVOC server server side/
and the Active Bi-directional
Directory LDAP
server (OVOC
Users) with SSL
configured.
Initiator: OVOC
server
RADIUS Server
OVOC server TCP x 1812 Direct OVOC server
— RADIUS connection side / Bi-
server between the directional
OVOC server
and the
RADIUS server
(when OVOC
user is
authenticated
using RADIUS
server).
Initiator: OVOC
server
AudioCodes Cloud License Manager (CLM)
OVOC server TCP 4 443 HTTPS for OVOC REST
< Cloud OVOC/ Cloud client side /
License Service Bi-directional
Manager Initiator; OVOC
(CLM) REST client
OVOC HA (not supported in this release)
Primary OVOC @ TCP x 7788 Database Both OVOC
Server replication servers /
Secondary between the Bi-directional
OVOC Server servers.
(HA Setup) Initiator: Both
servers
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Connection Port Secured Port Purpose Port side /
Type Connection Number Flow
Direction
UDP x 694 Heartbeat
packets
between the
servers.
Initiator: Both
servers
Mail and Syslog Servers
OVOC server TCP x 25 Trap Mail server
< Mail Server Forwarding to side / Bi-
Mail server directional
Initiator: OVOC
server
OVOC server TCP x 514 Trap Syslog server
« Syslog Forwarding to side /Bi-
Server Syslog server. directional
Initiator: OVOC
server
RFC 6035
OVOC Voice UDP x 5060 SIP Publish SEM server /
Quality reports sent to Bi-directional
Package the SEM server
server < from the
Endpoints endpoints,
including RFC
6035 SIP
PUBLISH for
reporting device
voice quality
metrics.
Initiator:
Endpoint
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Table 22-2: OAM Flows: NOC/OSS — OVOC
Source IP . L
Address Destination IP Protocol Source Port Range Destination Port
Address Range Range
Range
SFTP 1024 - 65535 20
FTP 1024 - 65535 21
SSH 1024 - 65535 22
Telnet 1024 - 65535 23
NOC/OSS ovoc NTP 123 123
HTTP/HTTPS N/A 80/443
SNMP (UDP)
Set for the
Active alarms N/A 161
Resync
feature.
Table 22-3: OAM Flows: OVOC — NOC/OSS
Source IP Destination IP Destination Port
Address Protocol Source Port Range
Address Range Range
Range
NTP 123 123
SNMP (UDP) 1024 — 65535 162
Trap
ovocC NOC/OSS SNMP (UDP)
port for the 1164 - 1165 :
Active alarms
Resync feature
SNMP (UDP)
port for alarm 1180-1220 -
forwarding
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Figure 22-1: Firewall Configuration Schema
U=/ N—
OvVOC Web dlients @
o s —

s e @ @

g

|5eburu$arv
Mall Server
C‘P 5)

ll “m
5 SHMP (UDP)
- 1164-1165 1
Firewall 1480-1220
HTTP
SNMP- UDP 1161/ (B0moB0)
161/ 162 HITPS

{443y

IP Phones

TCR (TLS) 1433
= T server

Iy I e E s sensr

A Note: The above figure displays images of devices. For the full list of supported
products, see Chapter 2.
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A.Configuring RAID-0 for AudioCodes OVOC on HP ProLiant DL360p Gen8 Servers

A

Configuring RAID-0 for AudioCodes
OVOC on HP ProLiant DL360p Gen8
Servers

This appendix describes the required equipment and the steps for configuring the HP
ProLiant server to support RAID-0 Disk Array configuration for the OVOC server
installation.

Note: This procedure erases any residual data on the designated disk drives.

A.l Prerequisites
This procedure requires the following:
B ProlLiant DL360p Gen8 server pre-installed in a compatible rack and connected to
power.
B Two 1.2TB SAS disk drives
B A VGA display, USB keyboard, and USB mouse must be connected to the server
back I/O panel.
A.2 Hardware Preparation
Make sure that two 1.2TB SAS disk drives are installed on slot 1 and 2 of the server. If
required, refer to the HP Service Manual.
Figure A-1: Hardware Preparation
_
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A.3

Configuring RAID-0

This procedure describes how to configure RAID-0 using the HP Array Configuration

Utility (ACU).

> To configure RAID-O:

1. Power up the server. If the server is already powered up and running, use the
'reboot’ command (from system console as user root) to reboot the server.

2. While the server is powering up, monitor the server and wait for the following

screen:

Figure A-2: HP Array Configuration Utility (ACU)

e

HP Proliant

T e e ——

1 Processor(s) detected, 4 fotal cores enabled, Hyperthreading is enabled
Proc 1: Intel{R) Xson{R) CPU E5-2620 0 @ 2.00GHz -

HP Power Profile Mode: Balanced Power and Performance
FMRWM:DMPMW

Redundant ROM Detected - This system contains a valid backup System ROM.

Inlet Ambient Temperature: 20C/68F
Advanced Memory Protection Mode: Advanced ECC Support
WWW&JMMM

SATA ROM ver 2.00.C02

1982, 2011. Hewlett-Packard Development Company, LP.
Portl: (Optical) hp  DVD A DUBA4SH
iLO 4 Standard

iLO 4 ¥1.20 Feb 01 2013 <P unknown>

Slot 0 HP Smart Array P420i Controller puuz;uz) 1 Logical Drive
Press <F5> to run the HP Array Configuration
M&h:thMhMupm
Press <ESC> to Skip Configuration and Continue

iLO 4 IP: Unknown

. () Sewp  (F10) iteligent Provisioning  (F11) Boot Many

L4
Irmiiing
L
w0

3. Press <F5> to run the HP Array Configuration Utility (ACU).

4. Wait for the ACU to finish loading.
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When the ACU is ready, the following screen is displayed:

Figure A-3: RAID-Latest Firmware Versions

What's New?

The HP Smart Storage Administrator replaces the HP Array Configuration Utility for all contigus
and Smart SSD Wear Gauge functions.

Canfiguration and diagnastics support for the following Smart Array confrollers:
Yem ' EE SmartAray P212, P410, P4101, PAIL, PTIIM, P712m, PE12
«HP Smart Array P220i, P222, P420, P420i, P421, P721m, P822
«HP Smart Array P430, P431, P731m

'ﬁ HP SSD Smart Path configuration

5. Inthe left-hand pane, select Smart Array P420i; an Actions menu is displayed:

Figure A-4: Actions Menu
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6. Click Configure, and then click Clear Configuration to clear any previous
configuration; the following confirmation is displayed:

Figure A-5: Clear Configuration

7. Click Clear to confirm; a summary display appears:

Figure A-6: Summary Screen
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8. Click Finish to return to the main menu. The following screen is displayed:

Figure A-7: Main Screen

9. Inthe left-hand pane, select Unassigned Drives (2); make sure that both the
drives are selected, and then click Create Array.

10. Select RAID 0 for RAID Level.
11. Select the 'Custom Size' check box, and then enter 2000 GiB.
12. At the bottom of the screen, click Create Logical Drive; the following screen is
displayed:
Figure A-8: Logical Drive

After the array is created, a logical drive should be created.
13. Click Create Logical Drive.
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A summary screen is displayed:

Figure A-9: Summary Screen

14. Click Finish.

Figure A-10: Set Bootable Logical Drive/Volume

difies the spare activation mode from the defautbehavior
(actvate on failure on) ctivation and back |

s logieal deleted, t
3 ‘zmm:ﬂllmlmﬂ’hmcmmw]lﬁl’jem
- action before proceeding. Ay i -
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19. Click Exit ACU at the bottom left-hand corner of the screen; the following screen
is displayed:

Figure A-13: Power Button

ProLiant DL360p Gen8

HP Intelligent Provisioning

Use the icon on the top of the screen to reboot when done.

20. Click the Power icon in the upper right-hand corner of the screen.
The following screen is displayed:

Figure A-14: Reboot Button

ll!nm! ltn on the top of : e

Reboot Shutdown

21. Click Reboot to reboot the server.
The Disk Array configuration is now complete.
22. Install the OVOC server installation (see Chapter 6).
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B Managing Clusters

This appendix describes how to manually migrate or move OVOC VMs to another
cluster node.

B.1 Migrating OVOC Virtual Machines in a VMware
Cluster

This section describes how to migrate your OVOC Virtual Machine from one ESXi host
to another.

> To migrate your OVOC VM:

1. Select the OVOC VM that you wish to migrate and then choose the Migrate
option:

Figure B-1: Migration

Navigator | 7.22123 | Actions ~
plildome o | Getting started | Summary W
| @ | 8B e
w [ gaswveenter01.corp.audiocode... Whatis a Virtual Machine?
v [y QASWDatacenter Avirtual machine is a software
vﬁ gaswClusterD1 like a physical computer, runs
10.3.180.211 system and applications. An op
@ - . system installed on a virtual m
@ 10.3.180.212 called a guest operating systen
[ e — :
Cent0ST-en L Actions - 7.22123 |
GhEMS 20372  Power »
[ High-7 2.20¢ Guest 05 »
G High217-Lyl Snapshots 3
iy Low-7.2.205 & Open Console it
0
Gh SSBC_02 Clone 5
SSBC_D3 Template »
s vCenter
Fault Tolerance 4
VEMS
i, VEMS 7.2.10 WM Paolicies »

4. Change a cluster host for migration:

Figure B-2: Change Host

Summal

(# 7.2.2123 - Migrate

3 1 select e migration iype Selectthe migration type

Change the vitual machines' compute resource, storage, or both.
2 Selecta compute resource

3 Selectnetwork (=) Change compute resource only

4 SelectvMotion priority Migrate the virtual machines to another host or cluster.

5 Readyto complets ~
i - (U Change storage only

Migrate the virtual machines’ starage to a compatible datastore or datastore eluster.

() Change both compute resource and storage
Migrate the virtual machines to a specific host or cluster and their storage to a specific datastore or datastore cluster.

{_) Select compute resource first

() Select storage first
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5. Choose the target host for migration:

Figure B-3: Target Host for Migration

5 7.2.2123 -Migrate

@) »

+ 1 Selectthe migration type Selecta compute resource
Select a cluster, host, vApp or resource

¥4 2 Selecta compuie resource
Filter

pool to run the virtual machines

3 Selectnetwork
4 SelectvMotion priority
[Hasls | Clusters | Resource Pools

=

5 Readyto complete
Mame

O @ 103180211
(« B 103180212

1 a|Cluster
FJ gaswClusterdd
FJ gaswClusterdl

®%E @ )

2 Objects

Compatibility:

& Compatibility chacks succeedad.

Finish

Cancel

The migration process commences:

Figure B-4: Migration Process Started

| Wavigaae

| %4 rosis sna cisma. [+

& [ oam0an  sewen

Summary | MORMOr  Manage  Fielaied Objects

WA

r: Tipe =
[ + Ercinrs CL W0 Gar
‘_ Frocesscr Type!  nnelF) Xeon(Ro CPU 52600 v2 @ 200G

Lagical Frocessars
ey
Mt 8

Stane: Conneced
Lptare: 30 doys
D@
= Hardwars =] =
Marstachires e
e
@ cru » whphecs HA Saie
W Momary + Fault Tolorance fLegacy
+ [l Vual Fisn Resource » Faul Tolerante e
+ 3 Networking descom | | » EVE Mode 46l “Sandly Bridge” Generaton
+ [ Sweage
= Related Otjects o
* Tags g| | Custer [ coswCunien)
+  Updats Manager ¢ ompliance o Mo Retated Cjects
&7 — wn it e asw 01 tovp autio o

After the migration has completed, the OVOC application will run seamlessly on the VM

on the new cluster’s host.
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B.2

Moving OVOC VMs in a Hyper-V Cluster

This section describes how to move a Virtual Machine to another host node in a Hyper-
V cluster.

> To move a Virtual Machine to another node of the cluster:

1.

Select the Virtual Machine, right-click and from the menu, choose Move > Live

Migration > Select Node.

Figure B-5: Hyper-V Live Migration

BN Failover Cluster Manager
File Action View Help
| 2 @[
33 Fallwu‘CIusl!rMsanage: Actions
L0 CL i - 5
4 B %?.::Ze:\h corp.a | Queres joes A‘_..'.‘..
3 Nodes Name Status Tpe Owner Node Prorty rfornz | 5 Configur..
4 |4 Storage 3. EMS_High_1 (#) Running Vitual Machine QAHyperyl Medum Virtual M. B
d Disks 3, EMS_L— S “2 0l Machine QAHyperv] Medum T CresteE..
B Pools =i | Connect.
ig Networks (o) t View »
[] Cluster Events © |save G Refresh
@ Shut Down Help
(®) | Turn OFf
- EMsLowl A
%-r' Settings... \)3 Connect...
# | Manage.. © sn
4% | Replication » . O sove
y i [Mm bl|.p.3 I_I.Jve Migration [o " | Best Possible Node M
< lza ™ ¥am T — -
< 8 ancel #4 | Quick Migration +| B ISeIect Node... I
LY -;;ﬁ\l | @' Change Startup Priority »| 2] | Virtual Machine Storage Dwners: Anynode | | G2 Settings...
= H }_- Manage...
Virtual Mad &l Show Critical Events = Ail Replication P
=
& | Add Storage Running M Move »
[ | Add Resource v 0 Up Time: 1L B8 Cancelli..
T ; 4096 MB Available Memory: 0 ME 7
B | More Actions » 4096 MB It jon S ; o & Changes.. b
¢ | % | Remove | ¥ M Informati.,
<[ m > || Summaey [fem Properiies [ showCn. |~
Roles: EMS_Low 1
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2.

The following screen is displayed:

Figure B-6: Move Virtual Machine

Sebect the destination node for [ve migration of "EM5_Low_1°

from "CAHypervZ',
Look for:

M Seanch
Cluster nodes:
| Name

|5t.u-||.:5

||||| Trine

Select the relevant node and click OK.
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The migration process starts.

Figure B-7: Hyper-V Migration Process Started

L Failover Cluster Manager =12 .
Eile  Action  View Help
o 7 |m| @
4 B QaHyperv-Cleomaa [ ™
i T ET [ Queies ~Jicd *Jiv) | Roles -
2 MNodes Name Status Type Qumer Node Priorty Information 55 Configur..,
4 ch St_orage 5. EMS_High 1 () Runring Virtual Machine GAHyparvl Medium irtual M., P
;éj E:::s 5. EMS_Low_1 23 Live Mgrating  Vrtual Machine QAHyperV1 Mediam Live Migrating, 3% completed T Create E...
33 Networks View 3
[4] Cluster Events & Refresh
E Help
EMS Low 1 =«
=] Connect.. =
@ Start
@ seve
® Shut Down
< " | @ Tum Off
K if Settings...
¥ - .- EMS Low_1 Prefered Owners:  Anynode | | —
e & Manage..
Al | B9 Replication b
Virtual Machi M. 1
ine EMS_Low_ B Move »
[ Status: Running ||
CPU Usage: 0% Up Time: 0:00:06 #5 Cancelli..
Memory Demand: 4036 MB Available Memory: oMB % Change 5. P
Assigned Memory: 409 MB Integration Services: I—'E I
Heartbeat - OK v
B ShowCri..
< n » || _Summary |Resources | & Add Srar i

Roles: EMS_Low_1

After the migration has completed, the OVOC application will run seamlessly on the VM
on the new cluster’s node.
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C

A\

C.1

Supplementary Security Procedures

The procedures in this appendix describe supplementary procedures for completing the
setup of X.509 Custom certificates.

Note: For more information on the implementation of custom certificates, refer to the
OVOC Security Guidelines document.

This appendix describes the following procedures:
B Downloading certificates to the AudioCodes device (see Section C.1)

B Cleaning up Temporary files on the OVOC server (see Section C.2)

Installing Custom Certificates on AudioCodes
Devices

This section describes how to install Custom certificates on AudioCodes devices. These
certificates will be used to secure the connection between the device and OVOC server.

This procedure is performed using the device's embedded Web server. This section
describes how to install certificates for the following devices:

B Enterprise gateways and SBC devices (see Section C.1.1).
B MP-1xx devices (see Section C.1.2).

Note:

° When securing the device connection over HTTPS, the certificate loaded to the
device must be signed by the same CA as the certificate loaded to the OVOC
server.

° The Single-Sign On mechanism is used to enable automatic login to the
devices embedded Web server tool from the device's status screen in the
OVOC. This connection is secured over port 443. OVOC logs into the
AudioCodes device using the credentials that you configure in the AudioCodes
device details or Tenant Details in the OVOC Web. You can also login to the
AudioCodes device using the RADIUS or LDAP credentials (for more
information, refer to the OVOC User’'s Manual).
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C.1.1 Enterprise Gateways and SBC Devices

This section describes how to install custom certificates on Enterprise gateways and
SBC devices. The device uses TLS Context #0 to communicate with the OVOC server.
Therefore, the configuration described below should be performed for TLS Context #0.

C.1.1.1 Step 1: Generate a Certificate Signing Request (CSR)

This step describes how to generate a Certificate Signing Request (CSR).

> To generate certificate signing request:

1. Login to the device's Web server.

2. Open the TLS Contexts page (Setup menu > IP Network tab > Security folder >
TLS Contexts).

3. Inthe table, select the TLS Context #0, and then click the TLS Context
Certificate button, located below the table; the Context Certificates page
appears.

Figure C-8: Context Certificates

@ TLS Context [#0] = Context Certificates
CERTIFICATE SIGNING REQUEST

Subject Name [CM]

Organizational Unit [QU] foptional) Headaquarters

Company name [O] {optional) Corporate

Locality or city name [L] foptional) Poughkeepsie

State [ST] foptional) MNew York

Country code [C] foptional) s

Signature Algorithm SHA-1 |Z|
Create CSR

4. Under the Certificate Signing Request group, do the following:

a. Inthe 'Subject Name [CN] field, enter the device's DNS name, if such exists,
or device’s IP address

b. Fillin the rest of the request fields according to your security provider's
instructions.

c. Click the Create CSR button; a textual certificate signing request is
displayed in the area below the button:
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Figure C-9: Certificate Signing Request Group

£ 3 AudioCodes

@ TLS Context [#0] = Context Certificates

IP Interfaces (1]
Ethernet Devices (21
Cthernet Groups (2)

o SECURITY

Firewall (0}

WEB SERVICES

HITR PROXY

5. Copy the text and send it to the certificate authority (CA) to sign this request.

C.1.1.2 Step 2: Receive the New Certificates from the CA

You will receive the following files from the Certificate Authority (CA):
B Your (device) certificate — rename this file to "device.crt"
B Root certificate — rename this file to "root.crt”

B Intermediate CA certificates (if such files exist) — rename these files to "cal.crt",
"ca2.crt" etc.

Save the signed certificate to a file (e.g., device.crt). Make sure that all certificates are
in PEM format and appear as follows:

M1 1BuTCCASKgAw I BAg I FAKK IMbgwDQYJKoZ I hveNAQEFBQAWFzEVMBMGALUEAXMM
RULTIFIPT1QgQOEYMB4XDTE1IMDUWMZAANTEOMFOXDT I IMDUWMZAANTEOMFOWKJET
TI6vgn51270q/24KbY9q6EK2YCc3K2EAadL2 I F1jnb+yVvREuewprOz6TEEuxNJolO
L6V8I1zUYOFHrEig/6g==

Notes:

A ° The above files are required in the following steps. Make sure that you obtain
these files before proceeding and save them to the desired location.

° Use the exact filenames as mentioned above.
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C.1.13

Step 3: Update Device with New Certificate

This step describes how to update the device with the new certificate.

> To update device with new certificate:

1.

Open the TLS Contexts page (Configuration tab > System menu > TLS
Contexts).

In the table, select the TLS Context #0, and then click the TLS Context
Certificate button, located below the table; the Context Certificates page
appears.

Under the Upload certificates files from your computer group, click the
Browse button corresponding to the 'Send Device Certificate...' field, navigate to
the device.crt file, and then click Send File.

Figure C-10: Upload Certificate Files from your Computer Group

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER

Private key pass-phrase (optional) audc

Send Private Key file from your computer to the device.
The file must be in either PEM or PEX (PKCS#12) format.

Mo file selected. Send File

Note: Replacing the private key is not recommended but if it"s done, it should be over a physically-secure network link_

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Mo file selected. Send File
C.l.14 Step 4: Update Device’s Trusted Certificate Store
This step describes how to update the device's Trusted Certificate Store.
> To update device’s trusted certificate store:
1. Openthe TLS Contexts page (Configuration tab > System menu > TLS
Contexts).
2. Inthe table, select the TLS Context #0, and then click the TLS Context Trusted
Root Certificates button, located below the table; the Trusted Certificates page
appears.
3. Click the Import button, and then browse to the root.crt file. Click OK to import
the root certificate.
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Figure C-11: Importing Certificate into Trusted Certificates Store

Import New Certificate

No file selected.

o oo

4. If you received intermediary CA certificates — cal.crt, ca2.crt, etc. — import them
in a similar way.

C.1.15 Step 5: Configure HTTPS Parameters on the Device

This section describes how to configure HTTPS related parameters on the device.

Note:

° You can optionally pre-stage the device with a pre-loaded ini file including this
configuration (for more information, contact your AudioCodes representative).

° If you have enabled the Interoperability Automatic Provisioning feature,
ensure that your template file is also configured as described in this
procedure to maintain an active HTTPS connection after the template file has
been loaded to the device.

° When you setup an HTTPS connection on the device, you must also enable
HTTPS ("Enable HTTPS Connection") when adding the device to the OVOC
(refer to the OVOC User's manual).

> To configure HTTPS parameters on the device:

1. Create a new text file using a text-based editor (e.g., Notepad).

2. Include the following ini file parameters for server-side authentication:
e For Media Gateway and SBC devices:

AUPDVerifyCertificates=1

° For MP-1xx devices:

¢ Theinifile should include the following two lines:

AUPDVerifyCertificates=1
ServerRespondTimeout=10000

¢+ When working with SEM TLS (see Section 20.10.3), add the following
parameter.

| QOEENABLETLS=1

3. Save and close the file.
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4. Load the generated file as “Incremental INI file” (Maintenance menu > Software
Update > Load Auxiliary Files > INI file (incremental).

5. Open the TLS Contexts page (Setup menu > IP Network tab > Security folder >
TLS Contexts).

6. Inthe table, select the TLS Context #0, and then click Edit button. The following
screen is displayed:

Figure C-12: TLS Contexts: Edit Record

GEMERAL OCsP
Index OCSP Server Disable ¥
Mame e | default Primary OCSP Server .
TLS Version Any - Including 55Lv3 ¥ Secondary OCSP Server .
DTLS Version Any v QCSP Port 2560
Cipher Server RC4AES128 QCSP Default Response Reject v
Cipher Client »  RCADEFAULT
Strict Certificate Extension Validation Disable ¥
DH key Size 1024 v
Cance

Set the required 'TLS Version' (default TLS Version 1.0).
Set 'HTTPS Cipher Server' to ALL.
Set 'HTTPS Cipher Client' to ALL.
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C.1.1.6 Step 6: Reset Device to Apply the New Configuration

This step describes how to reset the device to apply the new configuration.

> To reset the device:

1. Inthe top-level menu, click Device Actions > Reset. The following screen is
displayed.

Figure C-13: Device Reset

Fa

S A T S SR 18

ADMINISTRATION

© R

SRD | All v

Actions * Admin -

€} TIME & DATE Maintenance Actions

WEB & CLI
/
SNMP RESET DEVICE LOCK/UNLOCK
A MAINTENANCE Reset Device Rest Lock LOC
Configuration File Save To Flash Yes IEI Graceful Option Mo IEI
Auxiliary Files Graceful Option Mo B Gateway Operational 5tate UNLOCKED
License Key

Software Upgrade - . .
For Reset Device - I you choose not to save the device’s configuration to flash memaory,

all changes made since the last time the configuration was saved will be lost after the device is reset.

For Save Configuration: Saving configuration to flash memaory may cause some temporary degradation
in voice quality, therefore, it is recommended to perfarm this during low-traffic periods

2. From the Burn to FLASH drop-down list, select Yes, and then click Reset button.

The device will save the new configuration to non-volatile memory and reset
itself.

Version 7.4 233 One Voice Operations Center



QC audiocodes

One Voice Operations Center

C.1.2 MP-1xx Devices

This section describes how to install Custom certificates on the MP 1xx devices.

Clz21

Step 1: Generate a Certificate Signing Request (CSR)

This step describes how to generate a Certificate Signing Request (CSR).

> To generate a CSR:

1.

6.

Your network administrator should allocate a unique DNS name for the device
(e.g., dns_name.corp.customer.com). This DNS name is used to access the
device and therefore, must be listed in the server certificate.

If the device is operating in HTTPS mode, then set the 'Secured Web Connection
(HTTPS)' parameter (HTTPSOnly) to HTTP and HTTPS (refer to the MP-11x and
MP-124 User's Manual). This ensures that you have a method for accessing the
device in case the new certificate does not work. Restore the previous setting after
testing the configuration.

Login to the MP-1xx Web server.

Open the Certificates page (Configuration tab > System menu > Certificates).
Under the Certificate Signing Request group, do the following:

a. Inthe 'Subject Name [CN] field, enter the DNS name.

b. Fillin the rest of the request fields according to your security provider's
instructions.

c. Click the Create CSR button; a textual certificate signing request is
displayed in the area below the button:

Figure C-14: Certificate Signing Request Group

w Certificate Signing Request

Subject Name [CN] audio.com
Organizational Unit [OU] {optionai) Headguarters
Company name [Q] {optional) Comporate
Locality or city name [L] (optional) Poughkeepsie
State [ST] (optional) New Yark
Country code [C] (optional) us

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your
Certification Authority for signing

----- BEGIN CERTIFICATE REQUEST-----

MIIEL]jCCARBCAQAwd]ESMBAGA | UEAXMIYXVkaWEuY 29t MAUWEWY DVQQLEWKIZWEK
cXWVhenRl onMxE j AQBEGNVEACTCUNvenEvemE ) ZTEVMEMEA 1 UEBXMMUGY 12 2hr ZW0wW
o2l 1MREWDWY DVQQIEWhOZKcgWW9vazELMA KGR 1 UEBhMCVVMwg Z 8wDQY JRoZThveN
AQEBBQADIY 0AMICIACCGEAPHDE 2t 40Ly 3FRkSBWT Fl1ZFWCKQ7nvuocHtu7Nns 07 1M
HLTOEBY¥oL6SeeIlK2eDo8nmbrJ067 7 2 /AHWIME 6 5pAK 1 CEOI PgOZN30g6+5JAmMIAR
1iNUnogjEsK7CEd2uvoll/ /gFkhy 5z 1eNvobI+25Pn38aJzEXCcEDkEwWE 1 9T ROgRE
AgMBAARCOADANEgkghkl G9w0BAQQFARCEQRDihdgbel zkHALFr+5ERuUScEYgUREMG
g7TEG]FRAfZk 1 MmgnEMe /MY £ 3GThawrQF 7Tp6dNI6 0DivmuCPE6Gz 2 5m2ugClLgoIi
nLnQpVcmbdva /B1QvERPEQhZgpULIEC3eSrrYSru2daZeDUbYvho90IkRbAD S /+3
ZvnEZZeSMECEILg=—

----- END CERTIFICATE REQUEST-----

Copy the text and send it to the certificate authority (CA) to sign this request.
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Cl22

Step 2: Receive the New Certificates from the CA

You will receive the following files from the Certificate Authority (CA):
B Your (device) certificate — rename this file to “device.crt”
B Root certificate — rename this file to “root.crt”

B Intermediate CA certificates (if such files exist) — rename these files to “cal.crt”,
“ca2.crt” etc.

Save the signed certificate to a file (e.g., device.crt). Make sure that all certificates are
in PEM format and appear as follows:

MI 1DkzCCAnugAw IBAg IEAgAAADANBgkghk i GOWOBAQQFADA/MQswCQYDVQQGEw
JGUJETMBEGALUEChMKQ2VydG Iwb3NOZTEbMBKGALUEAXMSQ2VydG Iwb3NOZSBT
ZXJ2ZXVyMBAXDTk4AMDYyNDAAMDAWMFoXDTE4AMDYyYNDAAMDAWMFowPzELMAKGAL
UEBhMCRI 1 XEzZARBgNVBAOTCKN I cnRpcG9zdGUxGzAZBgNVBAMTEKN IcnRpcG9z
dGUguU2VydmV1c jCCASEwWDQYJKoZ Il hveNAQEBBQADggEOADCCAQKkCggEAPqd4Mz
1R4spWIdGRx8bQrhZkonWnNm™+Yhb7+4Q67ecfljanH7GcN/SXsTx7 jIpreWuL
F7v7Cvpr4R7qlJcmdHIntmT7IPM5n6cDBv17uSW63er7NkVnMFHWK1QaGFLMyb
FkzaeGrvFm4k31RefiXDmuOe+FhJgHYezYHF44LvPRPwhSrzi9+Ag308pWDguJd
uZDIUP1F1jMa+LPwvREXFFcUW+w==

Notes:

° The above files are required in the following steps. Make sure that you obtain
these files before proceeding.

° Use the exact filenames as mentioned above.

C.1.2.3 Step 3: Update Device with New Certificate
This step describes how to update the device with the new certificate.
> To update the device with the new certificate:
1. Inthe Certificates page, scroll down to the Upload certificates files from your
computer group, click the Browse button corresponding to the 'Send Device
Certificate...' field, navigate to the device.crt file, and then click Send File.
2.  After the certificate successfully loads to the device, save the configuration with a
device reset (see Section C.1.2.6 below).
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Step 4: Update Device’s Trusted Certificate Store

For the device to trust a whole chain of certificates you need to combine the contents of

the root.crt and ca.crt certificates into a single text file (using a text editor).

> To update the device with the new certificate:

1. Open the root.crt file (using a text-based editor, e.g., Notepad).
2.  Open the ca.crt file (using a text-based editor, e.g., Notepad).

3. Copy the content of the ca.crt file and paste it into the root.crt file above the
existing content.

Below is an example of two certificate files combined (the file "ca2.crt" and the "root.crt")

where the ca2.crt file contents are pasted above the root.crt file contents:

M1 1DNjCCAh6gAw I BAg I BBDANBgkghk 1 GO9wOBAQUFADAhMQwwCgYDVQQKEWNBQOwWX
ETAPBgNVBAMUCEVNU19STO9UMB4XDTEWMDEWMTAWMDAWMFOXDT IwMDEWMTAWMDAwW
MFow 1 DEMMA0OGA1UEChMDQUNMMRAWDgYDVQQDFAdFTVNTQOEyMI I1B1 JANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEA4CMsdZNpWo6Gg5UgxFIP jJeNggwnlQiUYhOK
KPEVS6YWH7tr8+TwnlzjT58kuuy+fFVLDyZzp117J53F1sgnCSxpVqcYfMoBbCL/
OFmXKHWIP I 1bovWpZddgz8U1pEzD+5eGMUWCNgw99rbUseAHdwkxsXtOquwgE4yk
1hiWesMp54LwX5dUB46GWKUFT/pdQYqAuunM76ttLpUBc6yFYeqplLqj90gKkR4cu
5B6WYNPOT jIX50Xgd9YF+01QYB2EiPO6uzL t1yWL3AENGWDVeOv I ¥ZgppLEZPBKI
hfULeMjay4fzE4XnS9LDXZGjJ+nV90ojA7WaRB5t16nEJQ/7sLQ I DAQABo3oweDAM
BgNVHRMEBTADAQH/MBOGA1UdDgQWBBRY2JQ1yZrvN4Gi FsXUB7AvctWvrTBJIBgNV
HSMEQ jBAgBThT6GbMQbO5b0CKLV8kW+RgOAAhQE I pCMw 1 TEMMAOGA1UEChMDQUNM
MREwDwYDVQQDFAhFTVNTUKOPV I IBATANBgkghk 1 GOWOBAQUFAAOCAQEAdASYyfcg
TdkF/uDx10GkOygXrRAXHG2WFOS6afrcJHoZCCH3PNsvFtRrEAwroGwx7tsnl/o+
CNV5Yalstlz7BDIEI JTzCDrp0O9sUs iHgxGuOnNh jLDUoL re1GDCOOy iKb4BOhICq
hiemkXRe+eN7xcgOlfUo78VLTPUFMUhzOBdn7TuE7QbiSayq2fY2ktHHOYDEKJGO
RUos 1ggVwSZ I sCNnRZFumkKJtrT4PtnNY luYJHe j/SHcsOWtgtCQ8cPANJCZAWZ+V
XoAhN6pH17PMXLPcImOL/MIKkVKkmFOtplbPmefrEBI10+np/08F+P551uHOi10YAGBCC
CjJ60HGLg8RINdA==

M1 1DNzCCAh+gAw 1 BAg 1 BATANBgkghk i GOWOBAQUFADAhMQwwCgYDVQQKEWNBQOwWX
ETAPBgNVBAMUCEVNU19STO9UMBAXDTEWMDEWMTAWMDAWMFOXDT 1 wMDEWMTAWMDAwW
MFow I TEMMA0GA1UEChMDQUNMMREWDWYDVQQDFAhFTVNFUkOPVDCCAS IwDQYJKoZ1
hvcNAQEBBQADggEPADCCAQOCggEBANCsaG i vTMMcSv57+j5Hya3t6A6FSFhnUQrS
667hVpbQ1Eaj02jaMh8hNvIx8SFDT52hvgVXNmLBmpZwy+TolVR4kgbAEols+7/q
ebESJIyW8pTLTszGOns2E214+U18sKHItpUZvs1dVUIX6xQiSYFDG1CDIPR5/70pg
zwtdbl ipSsKgYi josOyRV3roVgNi4e+hmLVZA9rOlI p6LR72Ta9HMIFI4gyxJPUQA
JV3Led2Y4J0bvBTNIkal8W17KORJigMMp7T8ewRkBQIJIM7nmeGDPUF1wR jDWg14G
BRW2MACYsu/M9z/H821U0 I CtsZ4oKUIMgbwj Q9 IX1/HQKKRSTF8CAWEAAaNEMHgw
DAYDVROTBAUWAWEB/zAdBgNVHQ4EFgQU4X+hmzEGzuW9ApC1FIFVKYNAATYWSQYD
VRO]j BE IwQ1AU4X+hmzEGzuW9ApC1FIFVkYNAA I ahJaQ jMCEXDDAKBgNVBAOTAOFD
TDERMA8GALUEAXQIRULTX1JPT1SCAQEWDQYJKoZ IhveNAQEFBQADggEBAHgkg4F6
wY iHMAJ JH3bgxUPHt2rrrALaXA9eYWFCz194QVpQNYAwdBAEAKENzNZ ttoP3aPZE
3EOx1C8Mw2wU4pOxD7B6pHOX0+0J4L rxLB3SAJd5hW495X1RDF99BBA9eGUZ2nXJ
9pin4PWbnfc8eppg8Tp 18§ IMNOZI3prfPt012q93iEal kDEZX+wxkHGZEqS4ayBn
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8bU3NHt5ghOEgpai8hB/nth1xnA1m841wxCbJW86AMRS2NZznROYG695InAYaNl 1o
HU9zBRARRASV5vmBN/q5JnDhshZhL1Bm+M6Qx0yGoN j L1DgE+aWZkmsw2k9STOpN
1tSUgGYwEagnsMU=

A Notes: The maximum supported size of the combined file of trusted chain of
certificates is 100,000 bytes (including the certificate's headers).

4. Save the combined content to a file named "chain.pem" and close the file.

5. Open the Certificates page and upload chain.pem file using the "Trusted Root
Certificate Store' field.

C.1.25 Step 5: Configure HTTPS Parameters on Device

B Configure HTTPS Parameters on the device (see Section C.1.1.5 above).

C.1.2.6 Step 6: Reset Device to Apply the New Configuration

This section describes how to apply the new configuration.

> To save the changes and reset the device:

1. Do one of the following:

° On the toolbar, click the Device Actions button, and then from the
drop-down menu, choose Reset.

e On the Navigation bar, click the Maintenance tab, and then in the
Navigation tree, select the Maintenance menu and choose Maintenance
Actions.

Figure C-15: Maintenance Actions Page

w» FReset Configuration

Feset Board Resat

Burn To FLASH e w

Graceful Option Mo w

w LOCK /UNLOCK

Lock LOCK

Graceful Option Mo W
Current Adrmin State UMLOCKED

+ Save Configuration
Burn To FLASH BEUFN

2. Click the Reset button; a confirmation message box appears, requesting you to
confirm.
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3. Click OK to confirm device reset; when the device begins to reset, a notification
message is displayed.

C.2 Cleaning up Temporary Files on OVOC Server
It is highly recommended to cleanup temporary files on the OVOC server after
certificates have been successfully installed. This is necessary to prevent access to
security-sensitive material (certificates and private keys) by malicious users.
> To delete temporary certificate files:
1. Login to the OVOC server as user root.
2.  Remove the temporary directories:
rm -rf /home/acems/server_certs
rm -rf /home/acems/client_certs
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A\

Transferring Files

This appendix describes how to transfer files to and from the OVOC server using any
SFTP/SCP file transfer application.

Note: .FTP by default is disabled on the OVOC server.

> To transfer files to and from the OVOC server:

1. Open your SFTP/SCP application, such as WinSCP or FileZilla.

2. Login with the acems/acems credential (all files transferred to the OVOC server
host machine are then by default saved to /home/acems directory).

3. Copy the relevant file(s) from your PC to the host machine (or vice-versa). For
example, using the FileZilla program, you drag the relevant file from the left pane
i.e. in your PC directory to the right pane i.e. the /home/acems directory on the
OVOC server host machine.
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E Verifying and Converting Certificates

This appendix describes how to verify that certificates are in PEM format and describes
how to convert them from DER to PEM if necessary.

> To verify and convert certificates:

1. Login to the OVOC server as user root.
2. Transfer the generated certificate to the OVOC server.

3. Execute the following command on the same directory that you transfer the
certificate to verify that the certificate file is in PEM format:

Openssl x509 -in certfilename.crt -text -noout

4. Do one of the following:
a. If the certificate is displayed in text format, then this implies that the file is in
PEM format, and therefore you can skip the steps below.

b. If you receive an error similar to the one displayed below, this implies that
you are trying to view a DER encoded certificate and therefore need to
convert it to the PEM format.

unable to load certificate

12626:error:0906D06C:PEM routines:PEM read bio:no start
line:pem_lib.c:647:Expecting: TRUSTED CERTIFICATE

5. Convert the DER certificate to PEM format:

openssl x509 -inform der -in certfilename.crt -out
certfilename.crt
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F Self-Signed Certificates

When using self-signed certificates, use the following instructions for recognizing the
secure connection with the OVOC server from your OVOC client browsers.

F.1 Internet Explorer

When the following screen is displayed, select the “Continue to website (not
recommended)” option.

Figure F-1: Continue to Website
o] el

3 hitps://10.1.8.23:9400/EMS-VQ/Main html# o-c || ©3 Certificate Error: Navigatio... | ‘ AL

©)

File Edit View Favorites Tools Help

'@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@' Click here to close this webpage.

& Continue to this website (not recommended).

@ More information
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F.2

(1, Untrusted Connection

€ hitps://10.4.2.6

Using Mozilla Firefox

Do the following:
1. When the following screen is displayed, click the “I Understand the Risks” option.
2. Click the Add Exception button, and then click the Confirm Security Exception

button.
Figure F-2: Mozilla Firefox Settings
x \+
0/EMS-VQ/Main.htmi# c Search wTBEa ¥ & O =

0§ This Connection is Untrusted

Yeu have asked Firefox to connect securely to 10.4.2.60:9400, but we can't confirm that your
connection is secure,

Normally, when you try te connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do? Add Security Exception ==

I you usually connect to this site without problems, th You are about to override how Firefox identifies this site.

impersonate the site, and you shouldn't continue. y ! . Legitimate banks, stores, and other public sites will not ask you to do this.

Getme out of here! Server
— (et ertrcte |

Certificate Status

m

Technical Details

I Understand the Risks This site attempts to identify itself with invalid information,

Fyou understand what's going on, you can tell Firefox|  yyrone giee
you trust the site, this error could mean that someo
The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown Identity

Don't add an exception unless you know there's a goo
identification.

Add Exception_

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

Permanently store this exception

Confirm Security B(.'_ept\onl [ Cancel ]
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F.3

Chrome

When the following screen is displayed, click Advanced and then click the “Proceed to
<Server IP> (unsafe)” link.

Figure F-3: Chrome Browser Settings

[ Privacy error ®

= = C (X b#ps://10.1.8.23:9400/EMS-VQ/Main.html#

v =

Your connection is not private

Attackers might be trying to steal your information from 10.1.8.23 (for example,
passwords, messages, or credit cards).

Hide advanced Back to safety

This server could not prove that it is 10.1.8.23; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to 10.1.8.23 (unsafe

ET:ERR_CERT_AUTHORITY_INVALID
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G
G.1

Datacenter Disaster Recovery

Introduction

This appendix describes the OVOC Disaster Recovery procedure for deployments
where OVOC is deployed in two separately geographically located datacenters with two
different network spaces in which minimal impact on the SBC/Gateway and OVOC
downtime is desired.

A\

Note: Examples shown in this Appendix are for the VMware platform; however, these
procedures are also relevant for Hyper-V platform.

G.2

Solution Description

The Disaster Recovery solution is composed of two virtual machines answering today’s
OVOC system requirements. Virtual Low and Virtual High setups are supported.

It is recommended that each OVOC machine will have a VMware High Availability (HA)
setup to support local Data Center (DC) HA.

Both machines should have identical hardware configuration and installed with the
exactly same OVOC software version. One of the machines will work as ‘Active’ and will
be constantly up and running. The second machine will be defined as ‘Redundant’. It
should not be turned off and the application should be stopped and always remain off.

The primary machine backup files should be saved and periodically transferred to the
external storage of the standby location.

If the primary machine fails, the user should run the Disaster Recovery procedure as
shown below.

Figure G-4: Disaster Recovery Between Two Datacenters with VMware HA

ﬂctive DC

N N

ﬁcandby DC

vCenter vCenter

-

4 4
Vmware cluster w Vmware cluster w
ovocC VM VM VM VM VM VM
\ VM VM
A Back‘lp\ E
External Storage \ External Storage
(e.g. Netapp) (e.g. Netapp)

Cy

/
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G.3

Initial Requirements

The following initial requirements need to be adhered to before implementing the
Disaster Recovery procedure:

Both machines should have identical hardware (CPU, Memory, Disk, 10).

An identical Linux OS (the same DVD), database, and the OVOC software
version should be used.

Identical database passwords need to be configured on both servers.

Identical EMS Server Manager settings must be configured on both servers (e.g.,
HTTP/HTTPS communication, etc.).

If non-default certificates are used, they must be pre-installed on both servers.
Both machines should have a valid license per each Machine ID with identical
capabilities.

When upgrading the OVOC server software, both machines should be upgraded.
Make sure that redundant machine is not rebooted after the upgrade process and
the OVOC application remains closed.

Note: When upgrading OVOC, the backup that was created before the upgrade
cannot be used anymore. You should only use the backups created after the upgrade
process. For more information on backing up the OVOC server, see Chapter 11.

G.4

Make sure that active server backups are not stored on the server machine.

New Customer Configuration

The procedure below describes the steps for a New Customer configuration.

> To perform a New Customer configuration:

1.
2.
3.

Install and properly configure both servers.
Make sure the primary OVOC server is up and running.

For each device added and managed by the OVOC server, the following features
should be provisioned with both primary and secondary servers’ IP addresses:

e  Trap Destination Server
e  Session Experience Manager
e  NTP Server Address
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G.5 Data Synchronization Process

To save recovery time, it is advised that at the end of the daily / weekly backup, transfer
the latest backup files from the primary to the secondary server machine. The data
transfer may be done automatically using a script which can be defined by the customer.
It is out of the OVOC scope to copy the backup files from the primary to the secondary
server.

G.6 Recovery Process

The procedure below describes the recovery process.

> To run the recovery process:

1. If the primary machine fails, use the Server Manager to make sure the OVOC
application has been closed, before starting the secondary machine recovery
process.

2. Do not run the OVOC software on the secondary machine at this stage. Just
make sure the machine is up and running.

3. Verify that server software version is the same as on the Primary server, by
checking the OVOC Server Manager title.

4. Start the secondary server machine, making sure that all the processes are up
and running.
Make sure that all backup files are in the /data/NBIF directory.

In EMS Server Manager, go to the Application Maintenance menu and select the
Restore option (see Chapter 12).

7. Follow the instructions during the process; you might need to press Enter a few
times.

8. After the restore operation has completed, you are prompted to reboot the OVOC
server.

9. If you have installed custom certificates prior to the restore, you must re-install
them.

10. Login to the OVOC Web client and verify that there is connectivity and the
application is functioning correctly.

11. If you are using one or more features which are marked in the table below as ‘Not
Supported’, please provision all the managed devices with a new Management
Server IP address.

12. For SBC Static and Floating License Pool customers, run the Update command
for all the devices which are managed by the pool or CLM.
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See the table below summarizing the features affected by Disaster Recovery
functionality.

Table G-1: Features Affected by Disaster Recovery Functionality

Feature Status
Management
Alarms+ NAT communication based on Keepalive traps Supported
License Pool and CLM Not Supported
IP Phones Manager Pro: Alarms / Status reports Not Supported

Advanced Quality Package

SBC/GW Voice Quality Monitoring Supported
Endpoint Quality monitoring (RFC 6035) Not Supported
Server

Server: Device NTP Server Supported
Server: Device Syslog Server Not Supported
Server: Device TP Debug recording server Not Supported

A Note: This procedure is intended to be officially tested and released by April 2018 as
part of the OVOC 7.4.3000 release.
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H

Service Provider - Enhanced
Specifications

This Appendix describes the specifications for supporting an enhanced customized
platform for service providers. Additional manual operations are required to be
performed by customers to support this enhancement (see Section H.1).

The following table describes the machine specifications for this platform.

Table H-1: Service provider custom VMware Hardware Specification

Item Machine Specification
Memory 256GB
CPU 24 cores at 2.60 GHz
Disk SSD 6TB
Ethernet 1x10GB + 4x1 GB ports
The following table specifies the enhanced service provider capacities.
Table H-2: Service Provider - Enhanced Capacity
Item Capacity
Topology
OVOC Managed Devices? 11000
Tenants 100
Regions 100 (1 per Tenant)
Devices 10.000 MP 1xx devices or equivalent +
1000 SBCs (100 MPs + 10 SBCs per
Region)
Maximum number of managed endpoints in OVOC -
(IP Phone Manager Pro only).
Voice Quality
Maximum Number of CAPS (calls attempts per 0.1
second) per device.
Maximum number of CAPS per server (SBC and 1000
Skype for Business).
Maximum concurrent sessions 100,000

2 If OVOC links are not used, up to 10,000 devices are supported.
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Item

Maximum number of devices per region

Maximum number of managed devices.

Call Details Storage - Detailed information per Call
(not including Trends)

Calls Statistics Storage - Statistic information
storage.

IP Phone Manager Pro

Maximum number of IP Phones managed in OVOC.

Maximum number of CAPS per IP Phone
Alarms

Steady state

Burst rate

Accumulative alarm rate

Alarm Forwarding

Capacity
100

10,000

Up to one year or 250 million calls.

Up to one year or 500 million intervals.

50 alarms per second
200,000 alarms per second
5 alarms per second (apply filter if more)

1 rule per type (syslog, SNMP, mail)
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H.1

Required Updates

After machine is installed with the proper OVOC software version, manual changes
should be made on the OVOC server machine to support the enhanced capacity as
described below:

B Property Files Updates (see Section H.1.1)
B REST API Updates (see Section H.1.2)
B Database Updates (see Section H.1.3)

H.1.1 Property Files Updates

The changes described below are preserved in the event of OVOC server restart;
however, should be re-applied if the software is upgraded because the property files are
located under the version installation folder.

> Do the following:

1. Login into the OVOC server by SSH, as ‘acems’ user and enter password
(default password is acems).

2. Switch to 'root' user and provide root password (default password is root):

| su - root \

3. Update the devices messages queue max allocation:

a. Open the file:
/opt/ACEMS/server_7.4.2094/externals/configurationProperties/acvVQMConfi
g.properties.

b. Update as follows:

TOTAL_BUFFER_SIZE = 800000000 \
4. Disable the firewall on Voice Quality Package ports 5000/5001.:
a. Open the file Jopt/ ACEMS/server_7.4.2094/runVQServer_unix.
b. Disable the following rows:

set ipt_isdown=C iptrulecnt™ == 0)
it ($ipt_isdown) then

csh runFwRules_unix &
endif

5. Increase the size of the OVOC server Log file:

a. Open the file
/opt/ACEMS/server_7.4.2094/externals/configurationProperties/serverLog4j.
xml.

b. For each log file defined in this file, update the "MaxFileSize" parameter as
follows:

<param name="MaxFileSize" value="300000KB"/> value
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Increase the maximal number of DB rows for Statistics reports calculation:

a. Open the file:
/opt/ACEMS/server_7.4.2094/externals/configurationProperties/serverGener
alConfig.properties

b. Update as follows:
maxRowsCountForReports 10000000

Increase the maximum concurrent calls (“ServerMaxLoad” parameter) allowed on
the OVOC server:

a. Open the file
lopt/ACEMS/server_7.4.2094/externals/configurationProperties/acvVQMConfi
g.properties.

b. Update as follows:
| ServerMaxLoad=500000 |
Increase the number of threads for polling device status:

a. Open file /opt/ACEMS/server_7.4.2094/externals/configurationProperties
/pollingTime.properties file.
b. Update as follows:

| mpStatusGroupSize 200

H.1.2 REST API Updates

A

Note: The changes described below are preserved in the event of OVOC server restart
or software upgrade.

Change the OVOC server configuration via a REST API client to increase the

client refresh period:

a. Open a REST API client such as ARC or Postman.

b. Specify the following URL with Content-Type: application/json with PUT
method and “system admin” credentials:

Command URL: PUT /ovoc/vl1l/settings/Ul/general

JSON:

{

“clientRefreshTime”: 300
b
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H.1.3 Database Updates

The changes described in this section are performed using SQL*Plus.

A

Note: The changes described below are preserved in the event of an OVOC server
restart or software upgrade.

Login into the OVOC server by SSH, as ‘acems’ user and enter password
(default password is acems).

Switch to 'root' user and provide root password (default password is root):

| su - root |

Switch user to oracle user (password not required):
| su — oracle |

Login to sqlplus as sysdba:
| sqlplus / as sysdba |

Copy the following SQL commands to Notepad and then paste to the SQL*Plus
command line.
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ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS17.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS17.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS'™ ADD DATAFILE "/data/oradata/EMS18.dbf*" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS18.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS'™ ADD DATAFILE "/data/oradata/EMS19.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS19.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS20.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS20.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS21.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS21.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS22.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS22.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS23.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS23.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS24._dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS24._dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS25.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS25.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS'™ ADD DATAFILE "/data/oradata/EMS26.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS26.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE 'EMS'™ ADD DATAFILE "/data/oradata/EMS27.dbf" SIZE
1000M;
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ALTER DATABASE DATAFILE ®/data/oradata/EMS27.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS™ ADD DATAFILE "/data/oradata/EMS28.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE "/data/oradata/EMS28.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS™ ADD DATAFILE "/data/oradata/EMS29.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE "/data/oradata/EMS29.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS™ ADD DATAFILE "/data/oradata/EMS30.dbf* SIZE
1000M;

ALTER DATABASE DATAFILE "/data/oradata/EMS30.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS™ ADD DATAFILE "/data/oradata/EMS31.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE "/data/oradata/EMS31.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE "EMS™ ADD DATAFILE "/data/oradata/EMS32.dbf" SIZE
1000M;

ALTER DATABASE DATAFILE "/data/oradata/EMS32.dbf" AUTOEXTEND ON NEXT
250M MAXSIZE 32767M;

ALTER TABLESPACE '‘EMS_INDEXES'™ ADD DATAFILE
*/data/oradata/EMS_INDEXES9.dbf* SI1ZE 500M;

ALTER DATABASE DATAFILE "/data/oradata/EMS_INDEXES9.dbf" AUTOEXTEND ON
NEXT 250M MAXSIZE 32767M;

ALTER TABLESPACE '‘EMS_INDEXES'™ ADD DATAFILE
*/data/oradata/EMS_INDEXES10.dbf*" SI1ZE 500M;

ALTER DATABASE DATAFILE "/data/oradata/EMS_INDEXES10.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;

ALTER TABLESPACE '‘EMS_INDEXES'™ ADD DATAFILE
*/data/oradata/EMS_INDEXES11.dbf*" SI1ZE 500M;

ALTER DATABASE DATAFILE "/data/oradata/EMS_INDEXES11.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;

ALTER TABLESPACE '‘EMS_INDEXES'™ ADD DATAFILE
*/data/oradata/EMS_INDEXES12.dbf*" SI1ZE 500M;

ALTER DATABASE DATAFILE "/data/oradata/EMS_INDEXES12.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;

ALTER TABLESPACE '‘EMS_INDEXES'™ ADD DATAFILE
*/data/oradata/EMS_INDEXES13.dbf*" SI1ZE 500M;

ALTER DATABASE DATAFILE "/data/oradata/EMS_INDEXES13.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;
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ALTER TABLESPACE '"EMS_INDEXES' ADD DATAFILE
"/data/oradata/EMS_INDEXES14.dbf" SI1ZE 500M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS_INDEXES14.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;

ALTER TABLESPACE '"EMS_INDEXES'™ ADD DATAFILE
*/data/oradata/EMS_INDEXES15.dbf*" SI1ZE 500M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS_INDEXES15.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;

ALTER TABLESPACE '"EMS_INDEXES' ADD DATAFILE
*/data/oradata/EMS_INDEXES16.dbf" SI1ZE 500M;

ALTER DATABASE DATAFILE ®/data/oradata/EMS_INDEXES16.dbf" AUTOEXTEND
ON NEXT 250M MAXSIZE 32767M;

create index CURR_ALARM_STATUS1 on
EMSADMIN.CURRENT ALARMS(ALARM_STATUS) tablespace EMS_ INDEXES;

alter table EMSADMIN.NODES SUMMARY drop constraint PK NODES SUMMARY;
alter table EMSADMIN.LINKS SUMMARY drop constraint PK LINKS SUMMARY;
alter table EMSADMIN.SITES SUMMARY drop constraint PK SITES SUMMARY;

alter table EMSADMIN. IPPHONES SUMMARY drop constraint
PK_IPPHONE_SUMMARY ;

alter table EMSADMIN.USER_SUMMARY drop constraint PK_USERS SUMMARY;

create unique index EMSADMIN.PK NODES SUMMARY1l on
EMSADMIN.NODES_SUMMARY (NODE_ID, TIME_STAMP) local tablespace
EMS_INDEXES;

create unique index EMSADMIN.PK_ LINKS SUMMARY1l on
EMSADMIN.LINKS_SUMMARY (LINK_ID, TIME_STAMP) local tablespace
EMS_INDEXES;

create unique index EMSADMIN.PK_SITES SUMMARY1l on
EMSADMIN.SITES_SUMMARY (SITE_ID, TIME_STAMP) local tablespace
EMS_INDEXES;

create unique index EMSADMIN.PK IPPHONE SUMMARY1l on

EMSADMIN. IPPHONES SUMMARY (NODE_I1D, TIME_STAMP) local tablespace
EMS_INDEXES;

create unique index EMSADMIN.PK USERS SUMMARY1l on
EMSADMIN.USER_SUMMARY (USER_I1D, SUMMARY_SOURCE_TYPE, TIME_STAMP) local
tablespace EMS_INDEXES;

alter system set db_recovery file_dest size =900G scope=spfile;
ALTER SYSTEM SET SGA_TARGET=24G SCOPE=SPFILE

6. Restart the OVOC server.
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