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Notice

Information contained in this document is believed to be accurate and reliable at the time
of printing. However, due to ongoing product improvements and revisions, AudioCodes
cannot guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded
from https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: January-23-2024

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
Y RY Y
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@ En)(&) &

Notes and Warnings

& The scope of this document does not fully cover security aspects for deploying the
device in your environment. Security measures should be done in accordance with
your organization’s security policies. For basic security guidelines, refer to the
Recommended Security Guidelines document.


https://www.audiocodes.com/library/technical-documents
https://www.audiocodes.com/services-support/maintenance-and-support
https://online.audiocodes.com/documentation-feedback
http://www.twitter.com/audiocodes
http://www.facebook.com/audiocodes
http://www.linkedin.com/companies/audiocodes
https://www.youtube.com/c/AudioCodesMedia
http://blog.audiocodes.com/
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& Configuration and usage of this AudioCodes device must be in accordance with your
local security regulations, telephony regulations, or any other related regulations.

& Throughout this manual, unless otherwise specified, the term device refers to your
AudioCodes product.

& OPEN SOURCE SOFTWARE. Portions of the software may be open source software
and may be governed by and distributed under open source licenses, such as the
terms of the GNU General Public License (GPL), the terms of the Lesser General
Public License (LGPL), BSD and LDAP. If any open source software is provided in
object code, and its accompanying license requires that it be provided in source code
as well, Buyer may receive such source code by contacting AudioCodes.

& e Some of the features described in this document are licensed features and are
available only if the installed License Key contains these features.

& e This device includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/).
e This device includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

Related Documentation

Document Name
Release Notes
SBC-Gateway Series Release Notes for Latest Release Versions
SBC-Gateway Series Release Notes for Long Term Support Versions
Hardware / Installation Manuals
MediaPack 504-508 (MP-5xx) Hardware Installation Manual
MediaPack 504-508 (MP-5xx) Voice Gateway Quick Guide
MediaPack 5xx Voice Gateway Basic Configuration
Mediant Virtual Edition SBC for Amazon AWS Installation Manual

Mediant Virtual Edition SBC for Microsoft Azure Installation Manual


http://www.openssl.org/
mailto:eay@cryptsoft.com
https://www.audiocodes.com/media/14349/sbc-gateway-series-release-notes-for-latest-release-versions-72.pdf
https://www.audiocodes.com/media/14350/sbc-gateway-series-release-notes-for-long-term-support-versions-72.pdf
https://www.audiocodes.com/media/mqximvou/mediapack-504-508-mp-5xx-hardware-installation-manual.pdf
https://www.audiocodes.com/media/bgtj3cvx/mediapack-504-508-mp-5xx-voice-gateway-quick-guide.pdf
https://www.audiocodes.com/media/2mafip3o/voice-gateway-basic-configuration-ver-7-2.pdf
https://www.audiocodes.com/media/13254/mediant-virtual-edition-sbc-for-amazon-aws-installation-manual-ver-72.pdf
https://www.audiocodes.com/media/13250/mediant-virtual-edition-sbc-for-microsoft-azure-installation-manual-ver-72.pdf
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Document Name
Mediant VE SBC for Amazon Chime Voice Connector Installation Manual
Mediant Virtual Edition SBC Installation Manual
Mediant Server Edition SBC Installation Manual
Mediant Cloud Edition SBC Installation Manual
Stack Manager for Mediant CE SBC User's Manual
Complementary Guides
Gateway and SBC CLI Reference Guide
Mediant Software SBC SNMP Reference Guide
Recommended Security Guidelines
SIP Message Manipulation Syntax Reference Guide
Utility Guides
INI Viewer & Editor Utility User's Guide

CLI Wizard User's Guide

Document Revision Record

LTRT Description
41863 Initial document release for Version 7.2.

41864 B Updated for patch version 7.20A.001.

B Updated sections: Licensing the Device; First Incoming Packet
Mechanism; Configuring the Device's LDAP Cache; Centralized Third-Party
Routing Server; Configuring the SEM Server (port removed); Configuring
Call Setup Rules (Dial Plan queries); Call Setup Rule Examples;
Registration Refreshes; Using Dial Plan Tags for IP-to-IP Routing; Enabling
Interworking of SIP and SIP-I Endpoints (SPIROU and SIP header X-AC-
Action); Computer Requirements (supported browsers); Configuring
BroadSoft's Shared Phone Line Call Appearance for Survivability
(example); Configuring RTCP XR (IP Group); Enabling Same Call Session ID
over Multiple Devices (removed).

B New sections: Using Dial Plan Tags for Message Manipulation; Using Dial

-iv -


https://www.audiocodes.com/media/14694/mediant-ve-sbc-with-amazon-chime-voice-connector.pdf
https://www.audiocodes.com/media/13255/mediant-virtual-edition-sbc-installation-manual-ver-72.pdf
https://www.audiocodes.com/media/13293/mediant-server-edition-sbc-installation-manual-ver-72.pdf
https://www.audiocodes.com/media/13453/mediant-cloud-edition-sbc-installation-manual-ver-72.pdf
https://www.audiocodes.com/media/13247/stack-manager-for-mediant-ce-users-manual-ver-72.pdf
https://techdocs.audiocodes.com/session-border-controller-sbc/command-line-interface/version-720/Default.htm
https://www.audiocodes.com/media/14600/mediant-software-sbc-snmp-reference-guide-ver-72.pdf
https://www.audiocodes.com/media/13430/recommended-security-guidelines-ver-72.pdf
https://www.audiocodes.com/media/13527/sip-message-manipulation-syntax-reference-guide-ver-72.pdf
https://www.audiocodes.com/media/12798/ltrt-30543-ini-viewer-and-editor-utility-users-guide.pdf
https://www.audiocodes.com/media/14313/cli-wizard-utility-users-guide.pdf
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LTRT Description

Plan Tags for Message Manipulation; VolPerfect; Configuring Test Call
Endpoints.

B New parameters: WebLoginBlockAutoComplete;
EnforcePasswordComplexity; IPGroup_SBCKeepOriginalCalllD; IPGroup_
SBCDialPlanName; IPGroup_CallSetupRulesSetld; CallSetupRules_
QueryType; CallSetupRules_QueryTarget; IpProfile_
SBCVoiceQualityEnhancement; IpProfile_SBCMaxOpusBW; IpProfile_
SBCISUPVariant; PublicationIPGroupID; GeneratedRegistersinterval.

B Updated parameters: InterfaceTable_InterfaceName; Web password;
IPGroup_MediaRealm (Web name); CallSetupRules_AttributesToQuery
(Web name and description); CallSetupRules_ActionValue;
CallSetupRules_ActionSubject; CallSetupRules_Condition; CallSetupRules_
AttributesToQuery; IPProfile_SBCRTCPFeedback (values); IpProfile_
MedialPVersionPreference; ConditionTable_Name; Test_Call_RouteBy
(default); Test_Call_SIPInterfaceName; CLIPrivPass; NATMode (values);
SendAcSessionIDHeader (removed); InboundMediaLatchMode (Note);
QOEPort (removed); MaxGeneratedRegistersRate; RTPOnlyMode
(removed); SBCUserRegistrationGraceTime; SBCKeepOriginalCallld.

B Channel Capacity: Hyper-V 1/2/4 vCPU 4 GB RAM for Mediant VE low-
capacity; AWS EC2 for Mediant VE low-capacity; VMware for Mediant VE
high-capacity; KVM 8 vCPU 16 GB RAM SR-I0V Intel NICs for Mediant VE
high-capacity.

B Miscellaneous: Allowed access to CLI re user levels; configuring media
latching.

41866 B Updated sections: Changing Index Position of Table Rows; Searching for
Configuration Parameters; Configuring TLS Certificate Contexts (IPSec
removed); Enabling the HTTP Proxy Application (license); Direct Media;
Configuring SBC IP-to-IP Routing (IP Group load balancing); MAC Address
Placeholder in Configuration File Name; VolPerfect; Channel Capacity.

B New sections: Configuring IP Group Sets.

B Updated parameters: SIPInterface_SBCDirectMedia; IPProfile_
SBCDirectMediaTag; IpProfile_DisconnectOnBrokenConnection;
IP2IPRouting_DestType; IPOutboundManipulation_
PrivacyRestrictionMode; BrokenConnectionEventTimeout.

B New parameters: IP2IPRouting_IPGroupSetName; EnableNonCallCdr;
PGroupSet; IPGroupSetMember; NoRTPDetectionTimeout;
DisconnectOnBrokenConnection; BrokenConnectionEventTimeout.

41869 B Patch version 7.20A.100.
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LTRT

Description

B Updated sections: Areas of the GUI (SBC Wizard); Assigning Rows from

Other Tables (search, add new, and view); Invalid Value Indications;
Creating a Login Welcome Message; Configuring Management User
Accounts (CLI); Enabling SSH with RSA Public Key for CLI (public key);
Configuring TLS Certificate Contexts (DTLS); Assigning CSR-based
Certificates to TLS Contexts; Generating Private Keys for TLS Contexts;
Configuring Underlying Ethernet Devices (max.); Configuring IP Network
Interfaces (max.); Configuring Media Realms (max.); SRTP using DTLS
Protocol; Building and Viewing your Network Topology; SIP-based Media
Recording (multiple SRSs); Enabling SIP-based Media Recording;
Configuring SIP Recording Rules; Configuring Proxy Sets (keep-alive);
WebRTC (RFCs); Configuring WebRTC; Pre-Configured IP Groups; Normal
Mode (CRP); Emergency Mode (CRP); Auto Answer to Registrations
(CRP); Network Topology Types and Rx/Tx Ethernet Port Group Settings;
Media Transcoding Cluster; License Key; Viewing the License Key;
Obtaining License Key for Feature Upgrade (removed); Installing the a
New License Key; Installing License Key through Web Interface; Upgrading
SBC Capacity Licenses by OVOC License Pool; Viewing Device Information;
Viewing Call Routing Status (removed); Configuring RTCP XR (IP Group);
Configuring RADIUS Accounting (typo for Accounting-Request); Automatic
Provisioning (Startup CLI Script File); Channel Capacity.

New sections: Customizing the Web Interface; Replacing the Corporate
Logo; Replacing the Corporate Logo with an Image; Replacing the
Corporate Logo with Text; Customizing the Product Name; Customizing
the Favicon; SRTP using DTLS Protocol; SBC Wizard; Media Transcoding
Cluster; Viewing the Device's Product Key; Saving Configuration to a File;
Loading a Configuration File; Viewing Proxy Set Status; Configuring
Maximum Bandwidth for Cluster Interfaces.

Updated parameters: TLSContexts_ServerCipherString; TLSContexts_
ClientCipherString; NATTranslation_SourceStartPort; NATTranslation_
SourceEndPort; NATTranslation_TargetStartPort; NATTranslation_
TargetEndPort; SNMPSysOid; SNMPTrapEnterpriseQid; EnableCoreDump
(typo); HTTPSCipherString (removed); SSHAdminKey;
SessionExpiresDisconnectTime; BrokenConnectionEventTimeout;
RADIUSRetransmission (default); RadiusTO (default); SIPRecRouting_
RecordedIPGroupName; SIPRecRouting_SRSIPGroupName.

New parameters: WebUsers_SSHPublicKey; TLSContexts_DTLSVersion;
TLSContexts_DHKeySize; SIPRecRouting_ SRSRedundantIPGroupName;
ProxySet_SuccessDetectionRetries; ProxySet_SuccessDetectionInterval;
ProxySet_FailureDetectionRetransmissions; ProxySet_
MinActiveServersLB; WebUsers; WebFaviconFileUrl;

-Vi-
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LTRT Description
AUPDStartupScriptURL; MtcClusterNetworkMaxBandwidth.

41871 B Updated sections: Changing Default IP Address to Suit your Network
Addressing Scheme (CLI); Configuring Management User Accounts (typo);
Enabling SNMP; Configuring IP Network Interfaces; SIP-based Media
Recording (multiple SRS); Configuring LDAP Servers (max. and cache);
Configuring Call Setup Rules; Configuring SBC IP-to-IP Routing (note);
Configuring SIP Response Codes for Alternative Routing Reasons; SBC
Wizard (screens); Auxiliary Files (SBC Wizard); Viewing IP Connectivity
(typo); Creating Core Dump and Debug Files upon Device Crash (reset);
Configuring IP Group Sets (max); Media Transcoding Cluster Status and
Monitoring; Changing OAMP Address of vMT; Channel Capacity (Mediant
SE — SRTP-RTP)

B New sections: Debugging Remote HTTP Services

B Updated parameters: IpProfile_SBCUseSilenceSupp (removed):
SIPRecRouting_SRSIPGroupName; SIPInterface_InterfaceName (max.
char); ProxySet_ProxyName (max. char); MessageManipulations_
ManipulationName (max. char); MessagePolicy_Name (max. char);
AllowedAudioCodersGroups_Name (max. char);
AllowedVideoCodersGroups_Name (max. char); _ManipulationName
(max. char); SBCAdmissionControl_AdmissionControlName (max. char);
Classification_ClassificationName (max. char); IP2IPRouting_RouteName
(max. char); SBCRoutingPolicy_Name (max. char); IPGroupSet_Name
(max. char); IPInboundManipulation_ManipulationName (max. char);
IPOutboundManipulation_ManipulationName (max. char);
SBCAdmissionControl_Rate; EnableWebAccessFromAllinterfaces;
ResetWebPassword; DisableSNMP; EnableCoreDump;
SSHMaxLoginAttempts; IgnoreAlertAfterEarlyMedia; ECNLPMode;
PremiumServiceClassMediaDiffServ;
PremiumServiceClassControlDiffServ; IsFaxUsed; EnableAGC

B New parameters: HTTPProxySyslogDebuglLevel

41874 B Updated with patch version 7.2.150.

B Updated sections: Areas of the GUI (Configuration Wizard button);
Enabling Disabling SNMP; Viewing Certificate Information (screen);
Assigning Externally Created Private Keys to TLS Contexts (pass-phrase);
Generating Private Keys for TLS Contexts (pass-phrase); Importing
Certificates into Trusted Certificate Store (bulk import); Configuring
Underlying Ethernet Devices (MTU); Configuring Firewall Settings (note);
SIP-based Media Recording (max.); Configuring Remote Web Services
(QoS routing); Returning to an Arbitrary Snapshot; Centralized Third-Party

- vii -
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LTRT Description

Routing Server (QoS); Configuring Proxy Sets; Configuring SBC IP-to-IP
Routing; Configuring IP Group Sets (dial plan tags); Configuring Dial Plans;
Software Upgrade; Installing License Key through Web Interface;
Upgrading SBC Capacity Licenses by OVOC License Pool; Viewing the
Device's Product Key; SBC Configuration Wizard; Configuring RADIUS
Accounting (typo); Configuring Reporting of Management User Activities
(persistent log); Configuring DTMF Tones for Test Calls; Configuring Basic
Test Calls; Configuring SBC Test Call with External Proxy (removed);
Channel Capacity.

B New sections: Configuring QoS-Based Routing by Routing Server;
Microsoft Skype for Business Presence of Third-Party Endpoints; Registrar
Stickiness; Configuring Pre-Parsing Manipulation Rules; Configuring
Rerouting of Calls to Fax Destinations; Using Dial Plan Tags for Routing
Destinations; Disconnecting and Reconnecting HA; Viewing the License
Key; Installing a License Key String; Debugging Web Services.

B Updated parameters: AccessList_Source_IP; AccesslList_Source_Port;
AccessList_Start_Port; AccessList_End_Port; HTTPRemoteServices_
HTTPType (option 5); IPGroup_SBCDialPlanName (note); ProxySet_
IsProxyHotSwap; Proxylp_IpAddress; IpProfile_SBCRemoteReferBehavior
(4); IpProfile_SBCPlayHeldTone; IP2IPRouting_Trigger (6); IP2IPRouting_
DestType (12/13); DialPlanRule_Tag; SBCCDRFormat_FieldType (818);
Test_Call_RouteBy; Test_Call_Play (tone); KeepAliveTrapPort (default);
SBCtestID (removed); ProxylPListRefreshTime; RegistrationRetryTime
(note); EnablePChargingVector (removed); EnableSBCApplication
(default).

B New parameters: DeviceTable_MTU; SRD_SBCDialPlanName;
SIPInterface_PreParsingManSetName; IPGroup_Tags; Account_
RegistrarStickiness; Account_RegistrarSearchMode; Account_
RegEventPackageSubscription; IpProfile_SBCFaxReroutingMode;
IP2IPRouting_RoutingTagName; IP2IPRouting_InternalAction;
IPGroupSet_Tags; CustomerSN; MaxRegistrationBackoffTime;
MaxSDPSessionVersionld; UseRandomUser; UnregisterOnStartup;
PresencePublishIPGroupld; EnableMSPresence;
PreParsingManipulationSets; PreParsingManipulationRules;
MWINotificationTimeout; RoutingServerQualityStatus;
RoutingServerQualityStatusRate; SystemConsoleMode.

41876 B Updated with patch version 7.20A.152.

B Updated sections: SIP-based Media Recording (max. SIPRec); Configuring
the LDAP Search Filter Attribute (Web path); Enabling LDAP Searches for
Numbers with Characters; Microsoft Skype for Business Presence of

- viii -
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LTRT Description

Third-Party Endpoints; Configuring the Device for Skype for Business
Presence (example); Configuring Media Realm Extensions; Configuring
Firewall Allowed Rules; Returning to an Arbitrary Snapshot; Prerecorded
Tones File; Installing on HA Devices (note); Loading a Configuration File
(note); Channel Capacity (8 vCPU 16 GB RAM SR-I0V Intel NICs; 8 vCPU 32
GB RAM SR-IOV Intel NICs; 2-vCPU Mediant VE SBC; 4-vCPU Mediant VE
SBC; 8-vCPU Mediant VE SBC

B Updated parameters: SNMPReadOnlyCommunityString (max. char);
SNMPReadWriteCommunityString (max. char);
SNMPTrapCommunityString (max. char); DeviceTable_VlanID;
MediaRealmExtension_IPv4IF; MediaRealmExtension_IPv6IF; ProxySet
EnableProxyKeepAlive; SIPSDPSessionOwner; IP2IPRouting_
InternalAction

B New parameters: IPGroup_SBCUserStickiness; IPProfile_
LocalRingbackTone; IPProfile_LocalHeldTone

41877 B Updated with patch Version 7.20A.154.007

B Updated sections: Silence Suppression (removed); Fax / Modem
Transparent Mode (silnce suppression removed); Configuring SIP
Recording Rules (view sessions in CLI); Configuring RTP Base UDP Port
(note removed re SIP Interface); Configuring IP Groups (max.);
Configuring Proxy Sets (max.); Customizing CDRs for SBC Calls (max.
RADIUS); Centralized Third-Party Routing Server (call preemption added);
Locking and Unlocking the Device (typos); Viewing Active Alarms (max
display); Capacity (8-vCPU Mediant VE SBC)

B New sections: Configuring Additional Management Interfaces;
Configuring Specific UDP Ports using Tag-based Routing

B Updated parameters: WebUsers_Password (note); InterfaceTable_
ApplicationTypes; CpMediaRealm_PortRangeStart (note removed);
SIPInterface_UDPPort (note removed); ProxySet_SuccessDetectionRetries
(max); ProxySet_SuccessDetectionlInterval (max); Account_
RegistrarSearchMode (phys link); AudioCoders_Sce (global parameter
removed); IpProfile_SCE (removed); IpProfile_SBCRemoteReferBehavior
(new option 5); IPProfile_SBCRemoteHoldFormat (new option 6);
SBCCDRFormat_Title (max.); IP2IPRouting_InternalAction;
SBCCDRFormat_Title (max. char.); WebUsers (CLI name);
EnableWebAccessFromAllinterfaces; FaxBypassPayloadType;
ModemBypassPayloadType; EnableSilenceCompression (removed)

B New parameters: SIPInterface_AdditionalUDPPorts; IPProfile_
SBCSupportMultipleDTMFMethods; AdditionalManagementinterfaces;

- X -
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LTRT Description

DefaultTerminalWindowHeight; ActiveAlarmTableMaxSize;
SBCRemoveSIPSFromNonSecuredTransport

41878 B Updated with patch Version 7.20A.156.009

B Updated sections: Configuring Management User Accounts; Device
Located behind NAT; Configuring a Static NAT IP Address for All Interfaces
(removed); SIP-based Media Recording (URL of France reg.; note on SRS
redundancy); Configuring SIP Recording Rules (note re timestamp);
Configuring the OVOC Server (note re report mode); Configuring Call
Setup Rules (ENUM); Call Setup Rule Examples (e.g., 5); Interworking SIP
Early Media (figure); Prerecorded Tones File; Automatic Configuration
Methods; DHCP-based Provisioning (note re resets)

B New sections: Using Conditions for Starting a SIPRec Session; Using the
Proprietary SIP X-AC-Action Header; Handling Registered AORs with Same
Contact URIs; Configuring Dual Registration; Provisioning the Device using
DHCP Option 160; Enabling SIP Call Flow Diagrams in OVOC; Viewing
Persistent-Logging Storage ("sip" removed)

B Updated parameters: WebUsers_SessionLimit; WebUsers_
SessionTimeout; SRD_BlockUnRegUsers (option 2 updated);
SIPInterface_AdditionalUDPPorts; SIPInterface_BlockUnRegUsers;
IPGroup_SIPConnect; CallSetupRules_QueryType (OPTION 3);
CallSetupRules_QueryTarget; CallSetupRules_AttributesToQuery;
CallSetupRules_Condition; IpProfile_SBCSDPPtimeAnswer; IpProfile_
SBCPreferredPTime; IpProfile_SBCRemoteRepresentationMode (0
updated); DialPlanRule_Tag; LoggingFilters_LogDestination (new option
3); LoggingFilters_CaptureType (new option 6); WebSessionTimeout
(range); StaticNatIP (removed); SBCDBRoutingSearchMode;
SBCKeepContactUserinRegister

B New parameters: WebUsers_CliSessionLimit; SIPRecRouting_
ConditionName; IPGroup_UserUDPPortAssignment;
CallFlowReportMode; DhcpOption160Support; SIPRecTimeStamp

B Miscellaneous: EMS/SEM replaced with One Voice Operations Center
(OVOC) — text and screenshots

42080 B Updated with Patch Version 7.20A.158.009

B Updated sections: Replacing the Corporate Logo with an Image (logo
width removed); Replacing the Corporate Logo with Text; Customizing
the Favicon (default); Creating a Login Welcome Message (no reset);
Configuring Secured (HTTPS) Web; Disabling SNMP (reset); Configuring
Underlying Ethernet Devices (Ethernet Output Device field); Configuring
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LTRT Description

NAT Translation per IP Interface; Configuring Media (SRTP) Security
(validation, no reset); Configuring Invalid RTP Packet Handling; LDAP-
based Management and SIP Services (managed services); Configuring
LDAP Server Groups (managed services); Configuring Registration
Accounts; Configuring Rerouting of Calls to Fax Destinations; Configuring
Call Preemption for SBC Emergency Calls (note removed); Configuring Call
Survivability Mode (path); Configuring PSTN Fallback; Configuring Firewall
Allowed Rules; Monitoring IP Entities and HA Switchover upon Ping
Failure; Automatic Update from Remote Servers
(AutoUpdatePredefinedTime); Viewing SBC CDR History; CDR Field
Description; CDR Fields for SBC Signaling (removed); Configuring CDR
Reporting; Storing CDRs on the Device; Enabling SIP Call Flow Diagrams in
OVOC (note)

B New sections: Restoring the Default Corporate Logo Image; Customizing
the Browser Tab Label; Configuring Invalid RTP/RTCP Packet Handling;
Configuring SNMP for OVOC; Enabling Same Call Session ID over Multiple
Devices; Customizing CDRs for Test Calls

B Updated parameters: LdapServerGroups_ServerType (2); SIPInterface_
AdditionalUDPPorts; IPGroup_AuthenticationMode; ProxySet_
ProxyName (forward slash); IpProfile_TranscodingMode; IP2IPRouting_
DestType (note); IP2IPRouting_DestIPGroupName (note);
SBCCDRFormat_FieldType (442, 635); TelnetServerEnable; DisableSNMP;
CDRLocalMaxFileSize (name change, max.); CDRLocalMaxNumOfFiles
(name change); CDRLocallnterval (name change); SyslogOptimization
(def); HAPingEnabled; HAPingDestination (removed);
HAPingSourcelfName (removed); HAPingTimeout (removed);
HAPingRetries (removed); EnableMediaSecurity (no reset)

B New parameters: Account_RegByServedIPG; Account_
UDPPortAssignment; IpProfile_ SBCAdaptRFC2833BWToVoiceCoderBW;
TimeZoneFormat; CallDurationUnits; SendAcSession|DHeader;
HaNetworkMonitorThreshold; HaNetworkMonitor;
SRTPTunnelingValidateRTPRxAuthentication;
SRTPTunnelingValidateRTCPRxAuthentication;
RTPFWInvalidPacketHandling; RtpFWNonConfiguredPTHandling;
CDRLocalFileName; CDRLocalCompression

B Miscellaneous: New AudioCodes logo; '.content' removed fom
manipulation syntax

42081 B Updated to Patch Version 7.20A.200.019

B Updated Sections: Default OAMP IP Address; Changing Default IP Address

-Xi -
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LTRT

Description

to Suit your Network Addressing Scheme; Configuring Management User
Accounts (max.); Assigning CSR-based Certificates to TLS Contexts (SAN);
Creating Self-Signed Certificates for TLS Contexts (SAN); DNS; Configuring
Remote Web Services (Capture removed); HTTP-based Proxy Services;
Debugging Remote HTTP Services; Configuring an HTTP-based OVOC
Service; Configuring User Information; Configuring SBC User Info Table
from a Loadable File; Configuring SIP Message Manipulation (max.);
Interworking Media Security Protocols; Enabling the SBC Application
(removed); Configuring Admission Control; Enabling the CRP Application
(removed); Configuring the HA Devices; Configuration while HA is
Operational (resets); Network Topology and Cluster Interfaces; Auxiliary
Files (User Info): User Information File; Viewing the License Key;
Upgrading SBC Capacity Licenses by OVOC License Pool; Restoring Factory
Defaults through CLI (keep-network); Viewing Active Alarms (refresh and
order); Viewing History Alarms (refresh and order); Viewing Proxy Set
Status (name); Configuring RTCP XR (note); Configuring Reporting of
Management User Activities (select all); Configuring Test Call Endpoints
(max.)

New Sections: Configuring Default DNS Servers; Configuring a DNS Server
for HTTP Services; Configuring HTTP Proxy Servers; Configuring HTTP
Locations; Configuring TCP/UDP Proxy Servers; Configuring Upstream
Groups; Configuring Upstream Hosts; Configuring HTTP Directive Sets;
Configuring HTTP Directives; Troubleshooting NGINX; Optimizing CPU
Core Usage for a Specific Service; Configuring SBC MoH from External
Media Source; Saving and Loading an ini Configuration to a File; Viewing
IDS Active Blacklist; Saving and Loading a Configuration Package File;
Quick-and-Easy Initial HA Configuration; Backing Up and Restoring HA
Configuration

Updated Parameters: WebUsers_SessionLimit (max/def);
HTTPRemoteServices_ HTTPType (Capture removed); CallSetupRules_
AttributesToQuery; CallSetupRules_Condition; CallSetupRules_
ActionSubject; CallSetupRules_ActionValue; MessageManipulations_
MessageType; MessageManipulations_Condition;
MessageManipulations_ActionValue; ConditionTable_Condition;
PreParsingManipulationRules_MessageType;
PreParsingManipulationRules_ReplaceWith; AudioCoders_Sce; IpProfile_
SBCMediaSecurityMethod (2 removed); IPProfile_
SBCRemoteHoldFormat; IPProfile_ReliableHoldToneSource; IpProfile_
SBCPlayHeldTone; IP2IPRouting_InternalAction; MaliciousSignatureDB_
Pattern; SSHServerEnable (def); NoRTPDetectionTimeout;
SBCAdmissionControl (removed); DialPlanRule;
HTTPProxySyslogDebuglLevel (options); HARevertiveEnabled; HAPriority;

- Xii -
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LTRT Description

HARemotePriority; MediaChannels

B New Parameters: SRD_AdmissionProfile; MessageManipulations_
ActionSubject SIPInterface_ AdmissionProfile; IPGroup_AdmissionProfile;
SBCAdmissionRule_MaxBurstPerUser; Rate Per User; IpProfile_
SBCEnhancedPIc; SBCUserInfoFileUrl; UserinfoFileURL; ConfPackageURL;
DefaultPrimaryDnsServerlp; DefaultSecondaryDnsServerlp;
MaxStreamingCalls; SBCAdmissionProfile; SBCAdmissionRule;
SBCUserInfoTable; ExternalMediaSource; HTTPPrimaryDNS;
HTTPSecondaryDNS; HTTPServer; HTTPLocation; TcpUdpServer;
UpstreamGroup; UpstreamHost; HTTPDirectiveSets; HTTPDirectives;
OVOCService; HALocalMAC; HARemoteMAC; MaxStreamingCalls;
MTFirmwareUrl; VMCFirmwareUrl; SbcPerformanceProfile

42083 B Updated to Patch Version 7.20A.200.112

B Updated Sections: Accessing the Web Interface (remember me);
Configuring Additional Management Interfaces (CLI removed);
Configuring TLS Server Certificate Expiry Check (acCertificateExpiryAlarm);
Fax / Modem NSE Mode (removed); Configuring SIP Recording Rules;
Building and Viewing SIP Entities in Topology View (access via logo);
Optimizing CPU Cores Usage for a Specific Service; Remotely Resetting
Device using SIP NOTIFY (SBC also); VolPerfect (Managed G.729); Locking
and Unlocking the Device (cancel); Software Upgrade (fallback); License
Key (floating); Viewing the License Key (floating / Device Type / License
Server Status / Remote License Server Status - deleted / Remote License
Server IP - deleted); Local License Key; SBC Capacity Licenses from Fixed
License Pool; Saving and Loading an ini File (License Key of Redundant);
Saving and Loading a Configuration Package File (SFTP); Triggers for
Automatic Update (NOTIFY for SBC also); Viewing Active Alarms (HA /
format); Viewing History Alarms (HA / format); CDR Field Description
(Alerting Time [443]); Patterns for Denoting Phone Numbers and SIP URls;
Rescue Options; Media Transcoding Cluster

B New Sections: Remotely Resetting Device using SIP NOTIFY; Remotely
Disconnecting Calls using SIP NOTIFY; SBC Capacity Licenses from Floating
License; Applying Downloaded ini File after Graceful Timeout; Debug
Recording on VolP Interfaces; Viewing Hardware Components Status

B Updated Parameters: InterfaceTable_ApplicationTypes (Cluster);
SNMPUsers_PrivProtocol (4 and 5 removed); InterfaceTable_
InterfaceName (default); "Prefix" replaced with "Pattern" for Web
parameters and CLI commands and descriptions updated;
CpMediaRealm_MediaRealmName (range); CoMediaRealm
PortRangeStart (note); MediaRealmExtension_PortRangeStart (note);
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Description

SIPInterface_UDPPort (note); SIPInterface_TCPPort (note); SIPInterface_
TLSPort (note); SIPInterface_AdditionalUDPPorts (note); IPGroup_
ContactUser (val); IPGroup_Username (max. val); Account_ContactUser
(max. val); SBCUserInfoTable_LocalUser (max value); SBCUserInfoTable_
Username (max. val); IpProfile_SBCEnhancedPlc (DSP note); IpProfile_
SBCMediaSecurityMethod (Both value added); IpProfile_
SBCRemoteUpdateSupport (option 3 added); SBCAdmissionRule_
RequestType; IP2IPRouting_DestType (Internal rules); SBCCDRFormat_
FieldType (443); Test_Call_UserName (max. values); Test_Call_Play (note
removed); UserName (max. val); UseRandomUser (description);
MgmtUselLocalUsersDatabase (description); EnableSIPRemoteReset;
SBCRandomizeExpires (description); TLSExpiryCheckStart;
MediaChannels; EnableMtcSbc (removed); SbcClusterMode;
SbcDeviceRole; SbcPerformanceProfile

New Parameters: IpProfile_SBCRemoveUnKnownCrypto;
DisableDuallmageFeature; AdminStateLockControl;
EnableFloatingLicense; AllocationProfile; AllocationRegisteredUsers;
AllocationMediaSessions; AllocationSignalingSessions;
LimitRegisteredUsers; LimitMediaSessions; LimitSignalingSessions;
LimitTranscodingSessions; AupdGracefulShutdown; MPLSMode;
RetryAfterMode; SIPDigestAuthorizationURIMode;
EnableSIPRemoteReset

Updated to Patch Version 7.20A.204.015

Updated Sections: TLS for SIP Clients (no reset); Configuring Physical
Ethernet Ports; First Incoming Packet Mechanism; Configuring TLS for SIP;
Enabling IDS (no reset); SIP-based Media Recording (RFC s updated);
Enabling SIP-based Media Recording (removed); Configuring Proxy Sets;
Configuring Call Setup Rules (max.); Supported Audio Coders (G.722);
Classification and Routing of Registered Users; Configuring Call
Preemption for SBC Emergency Calls; Configuring Firewall Allowed Rules;
Media Cluster; Configuring Dial Plans; Locking and Unlocking the Device
(TLS sockets); Installing on HA Devices; SBC Capacity Licenses from
Floating License; Viewing Average Call Duration; Event Representation in
Syslog Messages; Creating Core Dump and Debug Files upon Device
Crash; Rescue Options using System Snapshots; Indirect Connection
between SBC and Media Components; Step 3: Configure Media
Component with Cluster Interface; Viewing Status per Media Component
on Cluster Manager; Viewing SBC CDR History

New Sections: Configuring CSRF Protection; Configuring Firewall Rules to
Allow Incoming OVOC Traffic; Configuring Format of SIPRec Metadata;
Configuring an HTTP GET Web Service; Configuring Classification Based on
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Tags; Accessing Files on Redundant from Active Device through SSH;
Viewing Floating License Reports; Configuring CDR Reporting to REST
Server; Restoring Factory Defaults in Cloud Environments

Updated Parameters: EtherGroupTable_Mode; HTTPRemoteServices_
HTTPType (8); HTTPRemoteServices_Policy; HTTPRemoteServices_
PersistentConnection; HTTPRemoteServices_ NumOfSockets (removed);
HTTPRemoteServices_LoginNeeded (removed); IPGroup_Tags; ProxySet_
EnableProxyKeepAlive; ProxySet_ProxyRedundancyMode; ProxySet_
IsProxyHotSwap; ProxySet_ProxyLoadBalancingMethod; ProxySet_
DNSResolveMethod; CallSetupRules_RulesSetID; CallSetupRules_
QueryType (4); CallSetupRules_QueryTarget; IPGroupSet_Tags;
IPOutboundManipulation_SrcTags; TelnetServerldleDisconnect;
SNMPEnginelDString; NATMode (4); SIPSRequireClientCertificate (no
reset); EnablelDS (no reset); EnableSIPRec (removed); IpProfile_
SBCRFC2833Behavior; IpProfile_SBCAlternativeDTMFMethod

New Parameters: HTTPRemoteServices_BetweenGroupsPolicy;
AdditionalUDPPortsMode; SIPInterface_CallSetupRulesSetld;
ProxyKeepAliveUsingIPG; Proxylp_Priority; Proxylp_Weight;
Classification_IPGroupSelection; Classification_lpGroupTagName;
AdminState; AdminStateRestrictConnections; CSRFProtection;
RestCdrReportLevel; RestCdrHttpServer; SSHRedundantProxyPort;
SBCURIComparisonExcludedParams; SbcRoutingTimeout;
SIPRecMetadataFormat; HTTPRemoteHosts_GrouplD;
HTTPRemoteHosts_PrioritylnGroup; MaxStartupFailAttempts

Updated to Patch Version 7.20A.204.108

Updated Sections: Enabling SSH with RSA Public Key for CLI (Admin key
removed); Interfaces Table Configuration Guidelines (31); Device Located
behind NAT; Configuring Firewall Rules to Allow Incoming OVOC Traffic
(note); Enabling the User Info Table; Configuring SBC User Information
(note); Call Setup Rule Examples (ENUM); Using the Proprietary SIP X-AC-
Action Header (REFER); Storing CDRs on the Device (HA note)

New Sections: Configuring a Static NAT IP Address for All Interfaces
(returned)

Updated Parameters: WebUsers_Password (\); WebUsers_SSHPublicKey;
InterfaceTable_PrefixLength (31); InterfaceTable_Gateway; IPGroup_
AuthenticationMode; IPGroup_Username; IPGroup_Password; ProxySet_
ProxyRedundancyMode (note); CallSetupRules_QueryType (ENUM
address); CallSetupRules_QueryTarget (ENUM); IpProfile_
SBCRemoteReferBehavior; IP2IPRouting_DestType (note); SSHAdminKey
(removed); SSHRequirePublicKey; DisablelICMPUnreachable
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B New Parameters: StaticNatIP; ForceGenerateToTag; LdapConfiguration_
NoOpTimeout

42089 Updated for software update Version 7.20A.250.

B Updated sections: Alternative Routing Based on SIP Responses (806
updated); Fax and Modem Capabilities (removed); CDR Field Description
(SIP Local/Remote Tag); CLI-Based Management (user levels); Configuring
Charge Codes (CLI command); Accessing Web (Log In button name);
Configuring Management User Accounts (user level descriptions);
Configuring Media (SRTP) Security (AES-256); Configuring Proxy Sets
(max); Configuring SIP Interfaces (max); Configuring SIP Recording Rules
(note for SRTP-SRTP recording); Configuring SRDs (max); Configuring the
Internal DNS Table (note); Configuring the Internal SRV Table (max);
Configuring Default DNS Servers; Configuring the Trunk Group Settings
Table (max); Event Detection and Notification using X-Detect Header
(note re CPT); HTTP Proxy Parameters (CLI); Monitoring IP Entities and HA
Switchover upon Ping Failure (hostname); Prerecorded Tones File
("acUserDefine" and description); Restoring Factory Defaults through
Web Interface (check box name); Storing CDRs on the Device (note re
HA); Viewing Device Information (device uptime format); Viewing Status
per Media Component on Cluster Manager (temperature); WebRTC
(sessions); Configuring HTTP Directive Sets (values changed of limit_conn
and limit_rate); File Location for Automatic Update (username-
password);

B New sections: Configuring a Public IP Address for NGINX NAT Traversal;
Configuring SIP Response Codes to Exclude from IDS;

B Updated parameters: CliScriptURL (typo); CLIStartupScriptUrl (typo);
AccessList_Protocol ("sip" removed); IDSRule_Reason (CAC, exclusion of
SIP cause codes); IPGroup_SIPConnect (options and descriptions);
IPGroup_MethodList ("setup-invite"); IpProfile_SBCRemote3xxBehavior
(new options 3 and 4); IPProfile_LocalRingbackTone (PRT userdefine);
IPProfile_LocalHeldTone (PRT userdefine); LoggingFilters_CaptureType
(option 7 added, note added for option 4); WebUsers_PwAgelnterval
(description and note); ProxySet_Classificationlnput (note); ProxySet_
Classificationlnput (note and example); ProxySet_DNSResolveMethod
(max. hostnames); Proxylp_IpAddress (note for IP addresses);
HTTPRemoteServices_KeepAliveTimeOut (description and note removed);
RTCPInterval (Web name changed); SIPInterface_
PreClassificationManipulationSet (note if classification fails);
SBCCDRFormat_FieldType (445 and 446 added);
GWInboundManipulationSet (CLI); GWOutboundManipulationSet (CLI);
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HaNetworkMonitor_DestAddress (hostname); NTPServerUTCOffset
(range); UdpPortSpacing (default); T38FaxMaxBufferSize (default);
VQMonEnable (reset M1K); NumOfSubscribes (note removed);
SBCServerAuthMode (note re IPGroup_TypeSBCServerAuthType);
SRTPofferedSuites (AES-256); SSHRedundantProxyPort (CLI);
TelnetServerEnable (note); AUPDDigestUsername (removed);
AUPDDigestPassword (removed); Account_RegistrarStickiness;
IP2IPRouting_RequestType (note); ActivityListToLog (ard removed)

B New parameters: CallSetupRules_RulesSetName; IPGroup_
TypeSBCServerAuthType; IPGroup_OAuthHTTPService; Account_
AccountName; SBCAlternativeRoutingReasons_AltReasonName;
PPreferredldListMode; HttpProxyGlobalAddress; DialPlanCSVFileUrl;
Account_ReRegisterOnlinviteFailure; AccountinviteFailureTriggerCodes

42090 Updated to Patch Version 7.20A.252.011.

B Updated sections: Accessing Files on Redundant Device from Active
through SSH (note added); Areas of the GUI (password on toolbar and
hostname); Assigning CSR-based Certificates to TLS Contexts; Assigning
Externally Created Private Keys to TLS Contexts (Status field); Assigning
IDS Policies (fields renamed); CDR Field Description (Media List and Call
Success added); Centralized Third-Party Routing Server (Call Forking
added); Configuring Call Admission Control (note); Configuring Basic Test
Calls (note); Configuring Call Setup Rules (HTTP Post Notification);
Configuring CDR Filters and Report Level (CDR End parameters);
Configuring Classification Rules (capacity); Configuring Coder Groups
(note re G.729ab); Configuring Dial Plans (capacity and range); SBC
Configuration Wizard (not for HA); Configuring Ethernet Port Groups
(device reset); Configuring Physical Ethernet Ports (device reset);
Configuring ICMP Messages (parameter names); Configuring IDS Policies
(editable defaults/WebSocket failures); Configuring IP Groups (capacity);
Configuring Management User Accounts; Configuring Password Display in
ini File; Configuring Proxy Sets (edit and capacity); Configuring SBC
Routing Policy Rules (capacity); Configuring SIP Interfaces (capacity);
Configuring SIP Response Codes for Alternative Routing Reasons;
Configuring SNMP Trap Destinations with IP Addresses; Configuring SRDs
(capacity); Configuring Static IP Routes (reset removed); Configuring
Syslog Debug Level (typo); Configuring Test Call Endpoints; Configuring
the Device's LDAP Cache (typo); Configuring the OVOC Server for QoE
(table renamed); Configuring the Syslog Server Address (path);
Configuring TLS Certificate Contexts;Connectivity and Synchronization
between Devices; Creating Core Dump and Debug Files upon Device
Crash (note); Creating Self-Signed Certificates for TLS Contexts (CN); CRP
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Configuration (note); ; Customizing CDRs for SBC Calls and Test Calls
(JSON); Dial Plan (backward compatibility sections removed); Enabling SIP
Call Flow Diagrams in OVOC; Enabling Syslog (path); Initial Registration
Request Processing; Installing a License Key String; Network Topology
Types and Rx/Tx Ethernet Port Group Settings; No-Op Packets (DSP note
removed); Rescue Options using System Snapshots (note); Saving and
Loading CLI Script Files (optional reset); Saving and Loading a
Configuration Package File; Saving and Loading an ini Configuration File;
SBC Capacity Licenses from Floating License (note on ignore licenses);
Viewing IDS Alarms (WebSocket failures); Viewing Logged-In User
Information; Changing OAMP Address through Web Interface

New sections: Changing Login Password by All User Levels; Configuring a
Hostname for the Device; Configuring DiffServ for HA Maintenance
Traffic; Configuring Password Display in CLI; Configuring User-Defined
Performance Monitoring MIBs; Configuring Syslog Message Severity
Level; Customizing Access Levels per Web Page; Customizing SNMP Alarm
Severity; Exporting Dial Plans; Importing Dial Plans; Miscellaneous CDR
Configuration; Syslog Message Description for CPU Overload; Viewing
CDR History of SBC and Test Calls

New parameters: MatrixCsvFileUrl; IpProfile_CreatedByRoutingServer;
HTTPRemoteServices_LoginNeeded; HTTPRemoteServices_
VerifyCertificateSubjectName; Test_Call_OfferedCodersGroupName;
Test_Call_AllowedAudioCodersGroupName; Test_Call_
AllowedCodersMode; Test_Call_MediaSecurityMode; Test_Call_
PlayDTMFMethod; Test_Call_MediaSecurityMode; QOESettings_
VerifyCertificateSubjectName; Hostname;
HAMaintenancelFDiffServValue; HAOperationalStateDelaylInSec;
ShortCallSeconds; SysloglLoglLevel; CallEndCDRSIPReasonsFilter;
CallEndCDRZeroDurationFilter; CLIEnableModePassword;
CliObscuredPassword

Updated parameters: CallSetupRules_QueryType (HTTP POST Query /
HTTP POST Notification); CallSetupRules_QueryTarget (Web name
changed); CallSetupRules_AttributesToQuery (Web name changed);
CallSetupRules_ActionType (None value added); InterfaceTable_
PrefixLength (values); IpProfile_SBCRemoteReferBehavior (Keep URI
(user@host)); IpProfile_ AMDMaxPostSilenceGreetingTime (default);
LoggingFilters_Value (Any removed); LoggingFilters_CaptureType (note
added to 2 and 4); WebUsers_Password (note); IP2IPRouting_DestTyp
(Gateway value update); SNMPTrapCommunityStringPassword (name
change); SNMPReadWriteCommunityStringsPassword (name change);
SNMPReadOnlyCommunityStringsPassword (name change);Test_Call_
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DestTransportType (SCTP added); Test_Call_PlayDTMFMethod (In Band
value); Test_Call_Play (PRT and NetAnn); QOESettings (parameters
renamed); TLSContexts_ServerCipherString (default); TLSContexts_
ClientCipherString (default); ntpAuthMd5KeyPassword (renamed); PM_
EnableThresholdAlarms

Updated sections: Monitoring IP Entities and HA Switchover upon Ping
Failure (status for unresolved hostname)

New sections: Sending Locally Stored CDR Files to Remote SFTP Server
Updated parameters: SBCURIComparisonExcludedParams

New parameters: CDRServersSendPeriod; CDRServersBulkSize;
CDRRemoteServer

Updated to Patch Version 7.20A.254.202.

Updated sections: Configuring Allowed Video Coder Groups (typo);
Rescue Options using System Snapshots (HA); Filtering IP Network Traces
(IPv6); Starting the SBC Configuration Wizard (screenshot and typos); CDR
Field Description (codes for termination reasons; RELEASE_BECAUSE _
ACCOUNT_NOT_REGISTERED removed); Configuring Call Setup Rules
(False/True value); Customizing the Product Name (no reset); Configuring
TLS for SIP (figure updated); ; Configuring SIP Response Codes for
Alternative Routing Reasons; Configuring Message Session Relay Protocol

New sections: Customizing CDR Indication for Call Success or Failure
based on Responses; Configuring Video Recording Synchronization;
Enabling DNS Rebinding Protection; Configuring SCTP Multi-homing

Updated parameters:lpProfile_SbcPrackMode (new options 0 and 4); SIP
Group Name; TLSContexts_TLSVersion (option [5] TLSv1.0 and TLSv1.2
removed); IsUserPhone (removed); Proxylp_TransportType (SCTP added);
Classification_SrcTransportType (SCTP added ); IP2IPRouting_
DestTransportType (SCTP added); Test_Call_DestTransportType (SCTP
added); NoOplnterval (range and default); ShortCallSeconds (Web
parameter); InterfaceTable_PrefixLength (range for IPv6); IpProfile_
SBCMediaSecurityBehaviour (values renamed); IPGroup_DTLSContext
(Web name change);

New parameters: IPGroup_TopologyHidingHeaderList;
CallSuccessSIPReasons; CallFailureSIPReasons;
CallSuccessinternalReasons; CallFailurelnternalReasons;
NoUserResponseBeforeConnectSuccess;
NoUserResponseAfterConnectSuccess;
CallTransferredBeforeConnectSuccess;
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CallTransferredAfterConnectSuccess; VideoRecordingSyncTimeout;
SIPInterface_SCTPPort; SBCAItRoutingReasonsSet;
SBCAIltRoutingReasonsList; IPGroup_SBCAItRouteReasonsSetName;
SIPInterface_SCTPSecondaryNetworkinterface; sctpHeartbeatInterval;
sctplnitialRTO; sctpMinimumRTO; sctpMaximumRTO;
sctpMaxPathRetransmit; sctpMaxAssociationRetransmit;
sctpMaxDataTxBurst; sctpMaxDataChunksBeforeSACK;
sctpTimeoutBeforeSACK); IpProfile_SBCGenerateNoOp;
DNSrebindingProtectionEnabled; IpProfile_ SBCMSRPOfferSetupRole;
IpProfile_ SBCMSRPReinviteUpdateSupport; IpProfile_DataDiffServ;
CpMediaRealm_TCPPortRangeStart; CoMediaRealm_TCPPortRangeEnd

Updated to Version 7.20A.254.375

Updated sections: Syslog Message Format; Configuring Message Session
Relay Protocol (MSRP Empty Message Format parameter); Configuring
Web Session and Access Settings (Password Change Interval updated);
Configuring Dial Plan Rules (max); Configuring SIP Response Codes for
Alternative Routing Reasons (18x followed by failure response)

Updated parameters: WebUserPassChangelnterval (changed to
WebPassChangelnterval and description); TargetOfChannel_
HotLineToneDuration (CLI command typo); QSIGTunnelingMode (CLI
command added); SelectSourceHeaderForCalledNumber (Web name
added and value typos); IpProfile_SBCGenerateNoOp (Web name
changed); IpProfile_SBCRemoteUpdateSupport (Web name changed);
IPProfile_LocalRingbackTone (Web name typo)

New parameters: IPProfile_ SBCMSRPEmpMsg

Updated to Version 7.20A.254.475

Updated sections: CDR Field Description (CALL_CONNECT); Saving and
Loading ini Configuration File (file contents); Adding ELINs to the Location
Information Server (ELIN tag); Storing CDRs on the Device (hostname in
filename); Configuring a Hostname for the Device (hostname in filename;
Overview of the Elastic Media Cluster Mode (cloud platform support);
Overview of the Elastic Media Cluster Mode (cluster HA support);
Configuring IP Network Interfaces (Application Type Cluster added);
Disconnecting and Reconnecting HA; Direct Media or Media Bypass
(transfer termination note)

New parameters: IpProfile_SBCMultipleCoders; FailedOptionsRetryTime;
MinWebPasswordLen; IPGroup_TeamsMediaOptimization; IPGroup_
InternalMediaRealm; FormatDestPhoneNumber;
SBC100TryingUponReinvite; TLSContexts_TIsRenegotiation;
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SBC100TryingUponReinvite; HAPreservelPAddresses; CoMediaRealm_
RemotelPv4IF; CpMediaRealm_RemotelPv6IF; NATTranslation
RemotelnterfaceName; Remotelnterface

B Updated parameters: DialPlanRule_Prefix (max digits); Answer Detector
parameters removed (EnableAnswerDetector,
AnswerDetectorActivityDelay, AnswerDetectorSilenceTime,
AnswerDetectorRedirection, AnswerDetectorSensitivity);
SBCSessionExpires (Web name updated); UseGatewayNameForOptions;
SIPGatewayName; EtherGroupTable_Mode (typo values 0 and 1)

42095 Updated to Version 7.20A.256.024.

B New sections: Configuring Push Notification Service; Configuring Push
Notification Servers; Remote Monitoring of Device behind NAT

B Updated sections: Customizing Access Levels per Web Page (note for
pages can't be customized); Disabling Guarantee of DSPs on SDP Offer;
Centralized Third-Party Routing Server (routing fallback); Accessing the
Web Interface (remember username); CDR Field Description; Customizing
CDRs for SBC Calls and Test Calls

B New parameters: SystemLogSize; IPGroup_SIPSourceHostName;
SIPTopologyHidingMode; ReserveDSPONnSDPOffer;
PushNotificationServers; PNSReminderPeriod; PNSRegisterTimeout;
IPGroup_TeamsMOlInitialBehavior; FailedOptionsRetryTime;
RemoteMonitoringEnable; RemoteMonitoringPeriod;
RemoteMonitoringDeviceEnable; RemoteMonitoringAlarmsEnable;
RemoteMonitoringPMEnable; RemoteMonitoringSIPUsersEnable

B Updated parameters: FailedOptionsRetryTime; ResetWebPassword;
SBCAdmissionRule_MaxBurst (typo); DNSRebindingProtectionEnabled
(Web name); ShortCallSeconds (Web name); IPGroup_
TopologyHidingHeaderList (removed); DialPlanRule_Prefix (max);
DialPlanRule_Tag (max); HTTPRemoteServices_HTTPType (Remote
Monitoring); ProxySet_EnableProxyKeepAlive (Using OPTIONS on Active
Server)

42096 Updated to Version 7.20A.256.366.

B New sections: Packet Loss Indication in Syslog; Configuring Firewall Rule
for Azure Load Balancer Traffic; Flex License Model; Viewing Flex License
Utilization and Status; SBC Capacity License from Metered License;
Configuring WebSocket Tunnel with OVOC

B Updated sections: Replacing the Corporate Logo with Text (CMD Shell
removed); License Key (Flex License); V.150.1 Modem Relay (removed);
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Simultaneous Negotiation of Fax (T.38) and Modem (V.150.1) Relay
(removed); Configuring Message Session Relay Protocol

New parameters: PLThresholdLevelsPerMille;

Updated parameters: WSTunServer; WSTunServerPath;
WSTunUsername; WSTunPassword; WSTunSecured; WSTunVerifyPeer;
V.150.1 parameters removed (V1501AllocationProfile,
V1501SSEPayloadTypeRx, V1501SSERedundancyDepth,
V1501SPRTTransportChannelOMaxPayloadSize,
V1501SPRTTransportChannel2MaxPayloadSize,
V1501SPRTTransportChannel2MaxWindowsSize,
V1501SPRTTransportChannel3MaxPayloadSize)

Updated sections: Configuring User-Defined Performance Monitoring
MIBs (CLI added); Web Login Authentication using Smart Cards (Web
parameter added); Fixed License Pool Model; Floating License Model
(example); Viewing Syslog Messages (Syslog Viewer added); Viewing

Device Status on Monitor Page (stats screenshot)

Updated parameters: EnableMgmtTwoFactorAuthentication (Web name);
WSTunServerPath (default); WSTunUsername (default); WSTunPassword
(default)

New parameters: MeteringClientInterface

Updated to Version 7.20A.256.713.

New sections: Hiding Caller and Callee CDR Field Values.

Updated sections: Configuring User-Defined Performance Monitoring
MIBs (OIDs added); Coder Transcoding (MediaChannels note removed);
Fax Fallback (removed); Generating Private Keys for TLS Contexts (private
key size values); Viewing Device Status on Monitor Page
(acPMSBCRegisteredUsersTable); Configuring an HTTP-based OVOC
Service (ini names and CLI changed); Configuring Secured (HTTPS) Web
(default OAMP and Additional Management Interfaces); Configuring TLS
Certificate Contexts (ID O for all; default OAMP only 0); Microsoft Teams
with Local Media Optimization (name changed); removed all "SSL" and
replaced with "TLS"; .

Updated parameters: SCTPHeartbeatInterval (ranges); SCTPInitialRTO
(range); SCTPMinimumRTO (range); SCTPMaximumRTO (range);
SCTPMaxPathRetransmit (range); SCTPMaxAssociationRetransmit (range);
SCTPMaxDataTxBurst (range); SCTPMaxDataChunksBeforeSACK (range);
SCTPTimeoutBeforeSACK (range); TLSContexts_TLSVersion (values
added); TLSContexts_ServerCipherString (default); TLSContexts_
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ClientCipherString (default); TLSContexts_DHKeySize (3072 added and
default); MediaChannels; IpProfile_SBCEnhancedPlc (description);
LdapConfiguration_LdapConfPassword (typo); LdapConfiguration_
LdapConfBindDn (typo); SBCUserRegistrationGraceTime (max);
FakeTCPalias (RFC added/web param removed).

B New parameters: TLSContexts_KeyExchangeGroups; TLSContexts_
ServerCipherTLS13String; TLSContexts_ClientCipherTLS13String;
CDRHistoryPrivacy

42099 Updated to Ver. 7.20A.256.721.

B Updated sections: Configuring WebRTC (DTLS enabled); Configuring
WebRTC (widget added); Generating Private Keys for TLS Contexts (4096
removed)

B Updated parameters: IPGroup_TeamsMediaOptimization (Web/CLI/INI
name changed); IPGroup_TeamsMOlInitialBehavior (Web/CLI/INI name
changed); TLSContexts_DHKeySize (4096 removed)

42180 Updated to Ver. 7.20A.258.006.
B New sections: TLS Context Parameters Relevancy per Application

B Updated sections: CDR Field Description Voice Al Connector ID/820, Voice
Al Connector Name/821); Customizing CDRs for SBC Calls and Test Calls
Voice Al Connector ID/820, Voice Al Connector Name/821); Configuring
WebSocket Tunnel with OVOC (replaced Azure with AWS, note re OVOC
support and screenshot); Restoring Default Corporate Logo (removed);
Customizing the Favicon (restoring default removed); Configuring RTP
Base UDP Port (sentence relating to old equation removed); Viewing
Device Status on Monitor Page (typo with PM_gwINVITEDialogs); Direct
Media or Media Bypass (note for ports)

B Updated parameters: WSTunServerPath (default); InterfaceTable_
IPAddress (description); DisableSNMP (default for AWS - SW only);
SIPInterface_TCPPort / SIPInterface_TLSPort (different ports);
SIPTCPTimeout (max)

B New parameters: ContextEnginelD; StaticRouteTable_
PreferredSourcelnterfaceName

42181 Updated to Ver. 7.20A.260.005.

B New sections: On-Demand SIPRec Sessions; Example of Call Variables for
CDR Customization

B Updated sections: CDR Field Description (Var Call User Defined added);
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Direct Media or Media Bypass (features not supported updated);
Configuring HTTP POST Web Service (correction); Configuring an HTTP
GET Web Service (correction); Collecting Debug Recording Messages
(Wireshark improvements); Customizing CDRs for SBC Calls and Test Calls
(Var Call User Defined and RADIUS CDR note); Configuring RADIUS
Accounting (acct-status-type and acct-session-id); Third-Party Routing
Server or AudioCodes Routing Manager (ARM Authentication)

Updated parameters: DialPlanRule_Prefix (case-sensitive); DialPlanRule_
Tag (no spaces); SIPInterface_CallSetupRulesSetld (note for CSR with
HTTP GET); IPGroup_TypeSBCServerAuthType (ARM Authentication
option added)

Updated to Ver. 7.20A.258.119.

Updated sections: CDR Field Description (Call Start for Var Call User
Defined); Configuring Media (SRTP) Security ('a-crypto'); Coder
Transcoding (CLI command for transcoding sessions); Configuring
WebSocket Tunnel with OVOC (AWS only); Configuring Firewall Allowed
Rules (removed HA firewall for Maintenance)

Updated parameters: AMDTimeout (CLI command);
SBCAItRoutingReasonsList_ReleaseCauseCode (805 Admission Failure
removed); TLSContexts_DHKeySize (4096 added);
SBCRemoveSIPSFromNonSecuredTransport (web and CLI added);
ENABLERAI (only Gateway), RAIHIGHTHRESHOLD (only Gateway),
RAILOWTHRESHOLD (only Gateway); HAUnitldName (sent to OVOC for
traps)

New parameters: WSTunServerPath (description); WSTunUsername
(description); WSTunPassword (description); WSTunVerifyPeer
(description)

Updated to Ver. 7.20A.258.246, 7.20A.258.271; 7.20A.260.095
New sections: Playing Tone upon Call Connect

Updated sections: Configuring an HTTP GET Web Service; Configuring
Classification Based on Tags (synchronous queries); Redirect Number and
Calling Name (Display); (NTT/KOR added); Configuring IP Profiles (effect
of global); Configuring a Routing Response Timeout (HTTP GET added);
Configuring AD-Based Routing Rules (path to page); Assigning Externally
Created Private Keys to TLS Contexts (note matching private key and
certificate); CRP sections removed

Updated parameters: HTTPSOnly (also REST); HTTPRemoteServices_
TimeOut (HTTP GET added); TransparentCoderOnDataCall (web name);
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42186

42189

Description

IPGroup_SourceUrilnput (description); MinSE (CLI command path);
DialPlanRule_Prefix (wildcard wscape); Configuring IP Groups (note to not
use IP Group #0)

New parameters: TLSIncrRootFileUrl; ENUMAIllowNonDigits;
ReceiveMultipleDTMFMethods; AutoUpdateFregencySeconds (replaced
AutoUpdateFrequency); PlayToneOnConnectFailureBehavior

New sections: Notations and Priority Matching for Dial Plan Patterns

Updated sections: Configuring WebRTC; Debugging PSTN Calls through
CLI (typo reset); Configuring Management User Accounts (typo);
Configuring Upstream Hosts (note); Replacing Corporate Logo with Text;
Syslog Message Format (board ID)

New parameters: MCProfile; IPGroup_TeamsDirectRoutingMode;
CpMediaRealm_UsedByRoutingServer; IPGroup
TeamsDirectRoutingMode; PreserveMultipartContentType;
DTLSTimeBetweenTransmissions; SBCRenumberMID

Updated parameters: HTTPProxySyslogDebuglLevel (description);
LogoFileName (description); UseWebLogo (description)

Updated to LTS Ver. 7.20A.258.457 (7.2.258-4) and LR Ver.7.20A.260.180
(7.2.260-2)

Updated sections: Configuring SNMP Community Strings (different read-
only and read-write); Saving Configuration (traffic disruption removed);

Configuring HTTP Proxy Servers (max rows); Configuring HTTP Locations
(max. rows)

New parameters: SBCTerminateOptions

Updated parameters: EnableDiagnostics (removed from linux); Account_
RegistrarSearchMode (option 1 note); SBCCDRFormat_FieldType (Is
Recorded added)

Updated to LTS Ver. 7.20A.258.661 (7.2.258-6)
New sections: Configuring Web Service for Automatic Provisioning

Updated sections: Configuring Registration Accounts (served-serving
combination); Configuring Debug Recording (note re OAMP); SIP-based
Media Recording (typo); Configuring IP-to-IP Outbound Manipulations
(headers); Configuring IP-to-IP Inbound Manipulations (headers);
Configuring IP Network Interfaces (def. gateway); Configuring Static IP
Routes (note); Configuring SIP Interfaces (TCP/TLS source ports dynamic);
Interworking SIP Early Media (drawing updated); Configuring IP Group
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LTRT

42192

42282

Description

Sets (capacity); Configuring HTTP Proxy Servers (capacity); Configuring
HTTP Locations (capacity); Notations and Priority Matching for Dial Plan
Patterns (best match); Configuring Malicious Signatures (max. 20)

New parameters: IgnoreAuthorizationStale; ProxySet_IsProxyHotSwap
(disable); SBCAlertTimeout; DateHeaderTimeSync;
DateHeaderTimeSyncinterval; ProxySet_AcceptDHCPProxyList;
SBCTerminateOPTIONS

Updated parameters: LdapConfServerMaxRespondTime (note);
IncrementallniFileURL (no reset); IPProfile_SBCSessionExpiresMode
(description); SbcDtlsMtu (default); SyslogLoglLevel(note)

Updated to LTS Ver. 7.20A.258.750 (7.2.258-7)
New sections: Synchronizing Multiple SIP Accounts per IMS Specification

Updated sections: Configuring Push Notification Servers (typo); On-
Demand SIPRec Sessions (note re INFO); Notations and Priority Matching
for Dial Plan Patterns; G.711 Fax and Modem Transport Mode (typo
gpmd); Filtering IP Network Traces using Wireshark-Like Expressions
(example)

New parameters: SyncIMSAccounts; AUPDResetURLOnWebConfig

Updated parameters: IPGroup_SIPSourceHostName (typo);
CIDNotification; SBCAlertTimeout (description)

Updated to LTS Ver. 7.20A.258.920 (7.2.258-10.1)
New sections: Prerequisites for HA

Updated sections: Call Detail Records (syslog severity); Configuring
WebRTC (hyperlink); Configuring Graceful Timeout; Viewing Voice
Channel Information; Rescue Options using System Snapshots (hypervisor
note); Configuring Dual Registration for SIP Entity (typo IP)

New parameters: IpProfile_SBCAllowOnlyNegotiatedPT

Updated parameters: IPGroup_SourceUrilnput (note); SIPInterface_
UDPPort (port uniqueness); SIPInterface_ TCPPort (port uniqueness);
SIPInterface_TLSPort (port uniqueness); Using Dial Plan Tags for Routing
Destinations (CSR); Using Dial Plan Tags for Call Setup Rules; IPProfile_
LocalRingbackTone (range); IPProfile_LocalHeldTone (range);
EnableSIPREC (removed); DialPlanRule_Tag (valid chars);
BrokenConnectionEventTimeout (def); ProxySet_IsProxyHotSwap (typo in
enable); AudioCoders_Sce (value 2); AutoUpdatePredefinedTime;
AutoUpdateFregencySeconds; Account_ContactUser (note); IsUserPhone
(CLI typo); IsUserPhonelnFrom (typo CLI)
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42284

42289

14205

42297

Description

Updated sections: Call Setup Rule Examples (AD Teams example); AD-
based Routing for Microsoft Teams or Skype for Business (CSR); Creating
a Login Welcome Message (typo); Configuring Call Preemption for SBC
Emergency Calls (note for resources); Notations and Priority Matching for
Dial Plan Patterns (example typo); Downloading and Uploading a
Configuration Package File (certificates); Digit Mapping

New parameters: AuthPassword (replaces Password)

Updated parameters: TLSContexts_ServerCipherString (OpenSSL URL);
TLSContexts_ClientCipherString (OpenSSL URL); TLSContexts_
ServerCipherTLS13String (OpenSSL URL); TLSContexts_
ClientCipherTLS13String (OpenSSL URL); TLSContexts_ DHKeySize (4096
removed); DefaultNumber (description); SIPTCPTimeout default);
ReliableConnectionPersistentMode (description); Test_Call_
PlayTonelndex (range); IpProfile_SBCRemoteReferBehavior (description)

Updated to LTS Ver. 7.20A.259.306 (7.2.258-16)

Updated sections: Storing CDRs Locally on the Device (some file format
specifiers removed); Configuring Logging Filter Rules (syslog and log
type); Disabling Internal Switch Port for OSN (typo); Configuring
WebSocket Tunnel with OVOC (cloud platforms); Configuring OVOC for
QoE (no secondary address); Configuring Wireshark Packet Capturing
using RPCAP (recommendations); Configuring WebRTC (hyperlink);
Configuring Dual Registration for SIP Entity (typo IP)

New parameters: LdapConfiguration_VerifySubjectName;
HeartBeatIntervalmsec; AccessList_Description

Updated parameters: HeldTimeout (description); DisableRS232 (default);
EnableDID; MgmntLDAPGroups_Level (note); IP2IPRouting_DestType
(description for all users); AccessList_Use_Specific_Interface (default);
AccessList_PrefixLen (default)

Initial document release.

Updated sections: Notations and Priority Matching for Dial Plan Patterns
(wildcards); DHCP-based Provisioning (mac); Configuring Management
User Accounts (plain text passwords for shared settings); Configuring
SNMP V3 Users (plain text passwords for shared settings); Configuring
Table ini File Parameters ($$ removed)

Updated parameters: CallSetupRules_AttributesToGet (max); IPGroup_
AuthenticationMode (description); WebUsers_SessionLimit (description);
HostName (CLI path); ProxylPListRefreshTime; HeartBeatIntervalmsec
(description); Account_Password (note re question mark);
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LTRT

42381

Description

InboundMedialatchMode (description strict); EtherGroupTable_Mode
(restrictions)

Updated sections: Configuring WebRTC (Enforce Media Order); Saving
and Loading the Configuration Package File (CLI Startup Script)

Updated parameters: IPGroup_SIPConnect (description);
EnableSIPRemoteReset (description); SystemLogSize (range and default);
SBCEnforceMediaOrder (Web parameter added); MediaChannel
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Introduction

This User's Manual describes how to configure and manage your AudioCodes Mediant Software
SBC (hereafter, referred to as device).

& Some features described in this User's Manual may only be supported by Latest
Release (LR) software versions (i.e., 7.20A.254.xxx and later), and not by Long Term
Support (LTS) software versions (i.e., 7.20A.204.xxx). For new features supported
per software version type, refer to the relevant Release Note:

e LTS Versions: SBC-Gateway Series Release Notes for Long Term Support
Versions 7.2

e LR Versions: SBC-Gateway Series Release Notes for Latest Release Versions
7.2

Product Overview

Mediant Software SBC(hereafter referred to as device) are pure-software products, enabling
connectivity and security between Enterprises' and Service Providers’ VolP networks. This
software-based SBC product line includes the following product variants:

B Maediant Server Edition (SE) SBC: x86 server-based platform, which must be installed on a
server that complies to the specified hardware requirements (see Technical Specifications
or refer to the Mediant Server Edition SBC Installation Manual)

B Mediant Virtual Edition (VE) SBC: Installed and hosted in a virtual machine environment
that complies to specified requirements (see Technical Specifications or refer to the
Mediant Virtual Edition SBC Installation Manual)

B Mediant Cloud Edition (CE) SBC: Installed and hosted in a cloud computing environment.
Mediant CE is composed of two component types:

e Signaling Component (SC): The SC handles all SIP signaling traffic. It also determines
which Media Component (see below) handles the specific media traffic, which is based
on load balancing between the Media Components.

e Media Components (MC): The MCs handle all media traffic, including transcoding
functionality. Up to 21 MCs can be used in the deployed Mediant CE.

The Stack Manager tool is provided as part of the solution. It implements complete lifecycle
management of the Mediant CE stack, including initial deployment, manual and automatic
scaling, healing and service teardown. For information on installation, refer to the Mediant
Cloud Edition SBC Installation Manual.

These devices provide perimeter defense for protecting companies from malicious VolP attacks;
voice and signaling mediation and normalization for allowing the connection of any IP-PBX to
any Service Provider; and service assurance for service quality and manageability. The device
offers call "survivability", ensuring service continuity to enterprises served by a centralized SIP-
based IP-Centrex server or branch offices of distributed enterprises. Survivability functionality


https://www.audiocodes.com/media/14350/sbc-gateway-series-release-notes-for-long-term-support-versions-72.pdf
https://www.audiocodes.com/media/14350/sbc-gateway-series-release-notes-for-long-term-support-versions-72.pdf
https://www.audiocodes.com/media/14349/sbc-gateway-series-release-notes-for-latest-release-versions-72.pdf
https://www.audiocodes.com/media/14349/sbc-gateway-series-release-notes-for-latest-release-versions-72.pdf
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enables internal office communication between SIP clients in the case of disconnection from
the centralized SIP IP-Centrex server or IP-PBX.

The device offers multiple local and remote management platforms, including HTTP/S-based
Web server, command-line interface (CLI), and SNMP.

AudioCodes MediaPack 5xx series (MP-504, MP-508, MP-524, and MP-532) of analog VolP gate-
ways provide service providers and enterprises with superior voice technology for connecting
legacy telephones, fax machines and PBX systems with IP telephony networks, IP-PBX systems
and unified communications solutions.

MediaPack 5xx gateways offer comprehensive SIP interoperability with leading vendors, deliv-
ering secure and reliable communications for enterprises and branch office locations.

Typographical Conventions

This document uses the following typographical conventions to convey information:

Table 1-1:

Convention

Text enclosed by a
single quotation
mark ("...")

Boldface font

Text enclosed by
double quotation
marks ("...")

Courier font

Text enclosed by
square brackets [...]

Typographical Conventions
Description

Indicates Web interface parameters.

Indicates one of the following Web-
based management interface elements:

B A button
B A selectable value

B The navigational path to a Web page

Indicates values that you need to enter
(type) in the Web interface.

Indicates CLI commands or ini-based file
configuration.

Indicates ini file parameters and values.

Example

From the 'Debug Level'
drop-down list, select
Basic.

Click the Add button.

In the 'IP Address' field,
enter "10.10.1.1".

At the CLI prompt, type
the following:

# configure
system

Configure the
[GWDebuglLevel]
parameter to [1].
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Convention Description Example

A Indicates a note bulletin providing -
important or useful information.

A Indicates a warning bulletin alerting you | -
to potentially serious problems if a
specific action is not taken.

Getting Familiar with Configuration Concepts and Terminology

Before using your device, it is recommended that you familiarize yourself with the basic
configuration concepts and terminology. An understanding of the basic concepts and
terminology will help you configure and manage your device more effectively and easily.

SBC Application

The objective of your configuration is to enable the device to forward calls between telephony
endpoints in the SIP-based Voice-over-IP (VolP) network. The endpoints (SIP entities) can be
servers such as SIP proxy servers and IP PBXs, or end users such as IP phones. In the SIP world,
the endpoints are referred to as SIP user agents (UA). The UA that initiates the call is referred to
as the user agent client (UAC); the UA that accepts the call is referred to as the user-agent
server (UAS).

The following table describes the main configuration concepts and terminology.

Table 1-2: Configuration Concepts and Terminology

Configuration

Description
Terms

IP Group The IP Group is a logical representation of the SIP entity (UA) with
which the device receives and sends calls. The SIP entity can be a server
(e.g., IP PBX or SIP Trunk) or it can be a group of users (e.g., LAN IP
phones). For servers, the IP Group is typically used to define the
address of the entity (by its associated Proxy Set). IP Groups are used in
IP-to-IP routing rules to denote the source and destination of the call.

Proxy Set The Proxy Set defines the actual address (IP address or FQDN) of SIP
entities that are servers (e.g., IP PBX). As the IP Group represents the
SIP entity, to associate an address with the SIP entity, the Proxy Set is
assigned to the IP Group. You can assign the same Proxy Set to multiple
IP Groups (belonging to the same SRD).

SIP Interface The SIP Interface represents a Layer-3 network. It defines a local
listening port for SIP signaling traffic on a local, logical IP network
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Configuration

Description
Terms

interface. The term local implies that it's a logical port and network
interface on the device. The SIP Interface is used to receive and send
SIP messages with a specific SIP entity (IP Group). Therefore, you can
create a SIP Interface for each SIP entity in the VolIP network with
which your device needs to communicate. For example, if your VolP
network consists of three SIP entities -- a SIP Trunk, a LAN IP PBX, and
remote WAN users -- a SIP Interface can be created for each of these
Layer-3 networks.

The SIP Interface is associated with the SIP entity, by assigning it to an
SRD that is in turn, assigned to the IP Group of the SIP entity.

Media Realm The Media Realm defines a local UDP port range for RTP (media) traffic
on any one of the device's logical IP network interfaces. The Media
Realm is used to receive and send media traffic with a specific SIP
entity (IP Group).

The Media Realm can be associated with the SIP entity, by assigning
the Media Realm to the IP Group of the SIP entity, or by assigning it to
the SIP Interface associated with the SIP entity.

SRD The SRD is a logical representation of your entire SIP-based VolP
network (Layer 5) containing groups of SIP users and servers. The SRD
is in effect, the foundation of your configuration to which all other
previously mentioned configuration entities are associated. For
example, if your VolIP network consists of three SIP entities -- a SIP
Trunk, a LAN IP PBX, and remote WAN users -- the three SIP Interfaces
defining these Layer-3 networks would all assigned to the same SRD.

Typically, only a single SRD is required and this is the recommended
configuration topology. As the device provides a default SRD, in a single
SRD topology, the device automatically assigns the SRD to newly
created configuration entities. Thus, in such scenarios, there is no need
to get involved with SRD configuration.

Multiple SRDs are required only for multi-tenant deployments, where it
"splits" the device into multiple logical devices. For multiple SRDs, the
SRD can be configured with a Sharing Policy. The Sharing Policy simply
means whether the SRD's resources (SIP Interfaces, IP Groups, and
Proxy Sets) can be used by other SRDs. For example, if all tenants route
calls with the same SIP Trunking service provider, the SRD of the SIP
Trunk would be configured as a Shared Sharing Policy. SRDs whose
resources are not shared, would be configured with an Isolated Sharing
Policy.
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Configuration

Description
Terms

IP Profile The IP Profile is an optional configuration entity that defines a wide
range of call settings for a specific SIP entity (IP Group). The IP Profile
includes signaling and media related settings, for example, jitter buffer,
silence suppression, voice coders, fax signaling method, SIP header
support (local termination if not supported), and media security
method. The IP Profile is in effect, the interoperability "machine" of the
device, enabling communication between SIP endpoints that "speak"
different call "languages".

The IP Profile is associated with the SIP entity, by assigning the IP
Profile to the IP Group of the SIP entity.

Classification Classification is the process that identifies the incoming call (SIP dialog
request) as belonging to a specific SIP entity (IP Group).

There are three chronological classification stages, where each stage is
done only if the previous stage fails. The device first attempts to
classify the SIP dialog by checking if it belongs to a user that is already
registered in the device's registration database. If this stage fails, the
device checks if the source IP address is defined for a Proxy Set and if
yes, it classifies it to the IP Group associated with the Proxy Set. If this
fails, the device classifies the SIP dialog using the Classification table,
which defines various characteristics of the incoming dialog that if
matched, classifies the call to a specific IP Group. The main
characteristics of the incoming call is the SIP Interface that is associated
with the SRD for which the Classification rule is configured.

IP-to-IP Routing IP-to-IP routing rules define the routes for routing calls between SIP
entities. As the SIP entities are represented by IP Groups, the routing
rules typically employ IP Groups to denote the source and destination
of the call. For example, to route calls from the IP PBX to the SIP Trunk,
the routing rule can be configured with the IP PBX as the source IP
Group and the SIP Trunk as the destination IP Group.

Instead of IP Groups, various other source and destination methods can
be used. For example, the source can be a source host name while the
destination can be an IP address or based on an LDAP query.

Inbound and Inbound and Outbound Manipulation lets you manipulate the user part
Outbound of the SIP URI in the SIP message for a specific entity (IP Group).
Manipulation Inbound manipulation is done on messages received from the SIP
entity; outbound manipulation is done on messages sent to the SIP
entity.
Inbound manipulation lets you manipulate the user part of the SIP URI
for source (e.g., in the SIP From header) and destination (e.g., in the
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Configuration
Terms

Routing Policy

Call Admission
Control

Accounts

Description

Request-URI line) in the incoming SIP dialog request. Outbound
manipulation lets you manipulate the user part of the Request-URI for
source (e.g., in the SIP From header) or destination (e.g., in the SIP To
header) or calling name, in outbound SIP dialog requests.

The Inbound and Outbound manipulation are associated with the SIP
entity, by configuring the rules with incoming characteristics such as
source IP Group and destination host name. The manipulation rules are
also assigned a Routing Policy, which in turn, is assigned to IP-to-IP
routing rules. As most deployments require only one Routing Policy,
the default Routing Policy is automatically assigned to the manipulation
rules and to the routing rules.

Routing Policy logically groups routing and manipulation (inbound and
outbound) rules to a specific SRD. It also enables Least Cost Routing
(LCR) for routing rules and associates an LDAP server for LDAP-based
routing. However, as multiple Routing Policies are required only for
multi-tenant deployments, for most deployments only a single Routing
Policy is required. When only a single Routing Policy is required,
handling of this configuration entity is not required as a default Routing
Policy is provided, which is automatically associated with all relevant
configuration entities.

Call Admission Control (CAC) lets you configure the maximum number
of permitted concurrent calls (SIP dialogs) per IP Group, SIP Interface,
SRD, or user.

Accounts are used to register or authenticate a "served" SIP entity
(e.g., IP PBX) with a "serving" SIP entity (e.g., a registrar or proxy
server). The device does this on behalf of the "served" IP Group.
Authentication (SIP 401) is typically relevant for INVITE messages
forwarded by the device to a "serving" IP Group. Registration is for
REGISTER messages, which are initiated by the device on behalf of the
"serving" SIP entity.

The associations between the configuration entities are summarized in the following figure:
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SRD -+
Multiple SIP Interfaces Multiple IP Groups Multiple Proxy Sets  Multiple Classification Rules Multiple SRDs
per SRD per SRD per SRD per SRD per Routing Policy

b

( SIP Interface > ( IP Group ) ( Proxy 5et ) (Classiﬁcation Rule>
Multiple IP Groups J

Routing Policy

per Proxy Set
| .
Multiple Routing Rules Multiple Manipulation Multiple Manipulation
per Routing Policy per Routing Policy per Routing Palicy

. IP-to-IP Inbound IP-to-IP Outbound
|P-to-IP Routing Table Qampulatmn TabD Manipulation TabD

The main configuration entities and their involvement in the call processing is summarized in

following figure. The figure is used only as an example to provide basic understanding of the
configuration terminology. Depending on configuration and network topology, the call process
may include additional stages or a different order of stages.
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| i
| ]
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H I
I
: IP Group IP Group |
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| (eq., IPPBX) Inbound Call {e.g., SIP Trunk) :
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1 ]
H 1
1 ]
I A= = = A== = 1
| RTP RTP 1
1 ]
H 1
H I
| ,'
N p

1. The device determines the SIP Interface on which the incoming SIP dialog is received and
thus, determines its associated SRD.

2. The device classifies the dialog to an IP Group (origin of dialog), using a specific
Classification rule that is associated with the dialog's SRD and that matches the incoming
characteristics of the incoming dialog defined for the rule.

3. IP Profile and inbound manipulation can be applied to incoming dialog.

4. The device routes the dialog to an IP Group (destination), using the IP-to-IP Routing table.
The destination SRD (and thus, SIP Interface and Media Realm) is the one assigned to the IP
Group. Outbound manipulation can be applied to the outgoing dialog.
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2 Introduction

This part describes how to initially access the device's management interface and change its
default IP address to correspond with your networking scheme.
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3 Default IP Address

The device is shipped with a factory default networking address for operations, administration,
maintenance, and provisioning (OAMP), through its LAN interface, as shown in the table below.
You can use this address to initially access the device from any of its management tools
(embedded Web server, OVOC, or Telnet/SSH). You can also access the device through the
console CLI, by connecting the device's serial (RS-232) port to a PC.

Table 3-1: Default VolP LAN IP Address for OAMP

IP Address Value
IP Address 192.168.0.2
Prefix Length 24 (255.255.255.0)
Default Gateway 0.0.0.0
VLAN 1
Ethernet Group / Port GROUP_1/

-10 -
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4 Installing the Software

For installing the device, refer to the following documents:
B Mediant Server Edition SBC:Mediant Server Edition SBC Installation Manual

B Mediant Virtual Edition SBC:Mediant Virtual Edition SBC Installation Manual

-11 -
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5 Changing Default IP Address to Suit your Network
Addressing Scheme

After initial installation, the device is assigned with the following default IP address:
M IP Address: 192.168.0.2
Bl Subnet Mask: 255.255.255.0

You can change this default IP address to suit your network addressing scheme. Once done, you
can connect to the device’s Web-based management tool (Web interface) using this new IP
address.

The following procedure describes how to change the default IP address through the CLI. The
procedure uses the regular CLI commands. Alternatively, you can use the CLI Wizard utility to
set up your device with the initial OAMP settings. The utility provides a fast-and-easy method
for initial configuration of the device through CLI. For more information, refer to the CLI Wizard
User's Guide.

The Server Edition orders available NICs in alphabetical order of corresponding MAC
addresses. If, however, the device identifies an on-board NIC, it selects it first even if
external NICs' MAC addresses precede it alphabetically.

> To change the IP address through CLI:

1. Establish a CLI session with the device using any of the following connection methods:

e Server Edition: Use a VGA monitor and keyboard to connect to the CLI management
interface.

e Virtual Edition: Connect to the Virtual Machine's (VM) console (e.g., in vSphere, click
the Console tab).

2. Atthe CLI prompt, type the username (default is "Admin" - case sensitive), and then press
Enter:

Username: Admin

3. Atthe prompt, type the password (default is "Admin" - case sensitive), and then press
Enter:

Password: Admin
4. At the prompt, type the following, and then press Enter:

# enable

-12 -



CHAPTER 5 Changing Default IP Address to Suit your Network Addressing Scheme Mediant Software SBC | User's Manual

5. Atthe prompt, type the password, and then press Enter:

Password: Admin
6. Atthe prompt, type the following commands to access the network interface configuration:
# configure network

(config-network)# interface network-if 0

(network-if-0)#

To ensure that you type the correct command syntax, use the Tab key to auto-
complete partially entered commands

7. At the prompt, type the following commands to configure the IP address, prefix length and
default gateway:

(network-if-0)# ip-address <new IP address, e.g., 10.4.212.155>

(network-if-0)# prefix-length <prefix length, e.g., 16>

(network-if-0)# gateway <default gateway IP address, e.g., 10.4.0.1>

8. At the prompt, type the following command to apply the network interface configuration
and exit the table:

(network-if-0)# activate
(network-if-0)# exit

9. Ifthe device is connected to an IP network that uses a VLAN ID, type the following
commands to configure it (otherwise, skip this step):

(config-network)# network-dev 0

(network-dev-0)# vlan-id 10
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(network-dev-0)# activate

(network-dev-0)# exit

10. At the prompt, type the following command to exit configuration:

(config-network)# exit

11. At the prompt, make sure that the default port (GE_1) is connected (i.e., link is UP) by
typing the following command:

# show network physical-port
The port is mapped to network-if-0, by default. For more information on mapping physical
ports to the logical configuration ports, see Configuring Ethernet Port Groups.

Once you have assigned an IP address that suits your network environment, you can connect
remotely with this IP address to the device's Web interface for management and configuration.
To access the Web interface, see Web-Based Management.

For initial setup, it is recommended to configure the following network settings:
B Modify and configure IP network interfaces, see Configuring IP Network Interface

B Configure the physical Ethernet ports (speed, and mode), see Configuring Physical Ethernet
Ports.

-14 -



CHAPTER 6 Licensing the Device Mediant Software SBC | User's Manual

6 Licensing the Device

By default, the device is shipped with a pre-installed License Key that enables up to three call
sessions only. After you have successfully installed the software (as described in the Installation
Manual), follow the instructions in the Installation Manual for licensing your product and
installing the License Key for the ordered features.
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Introduction

This part describes the various management tools that you can use to configure the device:

Embedded HTTP/S-based Web server - see Web-based Management
Embedded Command Line Interface (CLI) - see CLI-Based Management

Simple Network Management Protocol (SNMP) - see SNMP-Based Management
Configuration ini file - see INI File-Based Management

REST API - see REST-Based Management on page 101

& e Some configuration settings can only be done using a specific management tool.

e Foralist and description of all the configuration parameters, see Configuration
Parameters Reference.
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8 Web-Based Management

The device provides an embedded Web server (hereafter referred to as Web interface),
supporting fault management, configuration, accounting, performance, and security (FCAPS).
The Web interface provides a user-friendly, graphical user interface (GUI), which can be
accessed using any standard Web browser. Access to the Web interface can be controlled by
various security mechanisms such as login username and password, read-write privileges, and
limiting access to specific IP addresses.

& e The Web interface allows you to configure most of the device's settings.
However, additional configuration parameters may exist that are not available in
the Web interface and which can only be configured using other management
tools.

e Some Web interface pages and parameters are available only for certain
hardware configurations or software features. The software features are
determined by the installed License Key (see License Key).

Getting Acquainted with the Web Interface

This section provides a description of the Web interface's graphical user interface (GUI).

Computer Requirements
The client computer accessing the device's Web interface requires the following prerequisites:
B A network connection to the device.
B One of the following Web browsers:
® Microsoft™ Internet Explorer™ (Version 11.0.13 or later)
® Mozilla Firefox® (Version 5.02 or later)

e Google Chrome (Version 50 or later)
& The Web browser must be JavaScript-enabled.

B Recommended screen resolutions: 1024 x 768 pixels, or 1280 x 1024 pixels.

Accessing the Web Interface

The following procedure describes how to access the Web interface.

> To access the Web interface:

1. Open astandard Web browser.
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2. Inthe Web browser, enter the device's OAMP IP address (e.g., http://10.1.10.10); the Web
interface's Web Login window appears:

Web Login

Username

Password

[ ] Remember Username

3. Inthe 'Username' and 'Password' fields, enter your username and password, respectively.

4. If you want the Web browser to remember your username for future logins, select the
'Remember Username' check box. On your next login attempt, the 'Username’ field will be
automatically populated with your username.

5. Click Log In.

By default, autocompletion of the login username is enabled, whereby the 'Username’ field
predicts the rest of the username while you are typing, by displaying a drop-down list with
previously entered usernames, as shown in the example below. To disable autocompletion, use
the [WebLoginBlockAutoComplete] ini file parameter.
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Web Login

Username

A \

Previously Admin
Llogged-in ——
Usernames Andy

rrememuper ousemanme Lq In

& e The default login username and password is Admin and Admin, respectively. To
change the login credentials, see Configuring Management User Accounts.

e The username and password is case-sensitive.

e By default, Web access is only through the IP address of the OAMP interface.
However, you can allow access from all of the device's IP network interfaces, by
setting the EnableWebAccessFromAllinterfaces parameter to 1.

e Depending on your Web browser's settings, a security warning box may be
displayed. The reason for this is that the device's certificate is not trusted by your
PC. The browser may allow you to install the certificate, thus skipping the
warning box the next time you connect to the device. If you are using Windows
Internet Explorer, click View Certificate, and then Install Certificate. The
browser also warns you if the host name used in the URL is not identical to the
one listed in the certificate. To resolve this, add the IP address and host name
(ACL_nnnnnn, where nnnnnn is the serial number of the device) to your hosts
file, located at /etc/hosts on UNIX or C:\Windows\System32\Drivers\ETC\hosts
on Windows; then use the host name in the URL (e.g., https://ACL_280152).
Below is an example of a host file:
127.0.0.1 localhost
10.31.4.47 ACL_280152

Areas of the GUI

The areas of the Web interface's GUI are shown in the figure below and described in the
subsequent table.
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o~

Item#

——

SRD Al v 4—0
SNMP Trusted Managers Al T
£t TIME & DATE
WEB & CU
| oeete | TRUSTED MANAGERS I ADDRESS
4 5HMP
SNMP Trusted Manager 1 0000
SNIMP Community Settings SNMP Trusted Manager 2 0000
SNMP Trap Destinations
SNMP Trusted Manager 3 0000
SHMP Trusted Managers
NMP V3L SNMP Trusted Manager & 0000
Jarrn Cust SNMP Trusted Manager 5 00.00
LICENSE
MAINTENANCE
Cance ol |—

Table 8-1: Description of the Web GUI Areas

Description

Company logo. To customize the logo, see Replacing the Corporate Logo. If you
click the logo, the Topology View page opens (see Building and Viewing SIP
Entities in Topology View on page 507).

Menu bar containing the menus.

Toolbar providing frequently required command buttons.

B Save: Saves configuration changes to the device's flash memory (without
resetting the device). If you make a configuration change, the button is
surrounded by a red-colored border as a reminder to save your settings to
flash memory.

Reset: Opens the Maintenance Actions page, which is used for performing
various maintenance procedures such as resetting the device (see Basic
Maintenance). If you make a configuration change that takes effect only
after a device reset, the button is surrounded by a red-colored border as a
reminder; otherwise, your changes revert to previous settings if the device
resets or powers off.

B Actions:

v Configuration File: Opens the Configuration File page, which is used for
saving the ini file to a folder on your PC, or for loading an ini file to the
device (see Configuration File).

v Auxiliary Files: Opens the Auxiliary Files page, which is used for loading
Auxiliary files to the device (see Loading Auxiliary Files through Web
Interface).

v License Key: Opens the License Key page, which is used for installing a

new License Key file (see Installing License Key through Web Interface).
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Item# Description

v Software Upgrade: Starts the Software Upgrade Wizard for upgrading
the device's software (see Software Upgrade).

v Switchover: Opens the High Availability Maintenance page, which is
used for switching between Active and Redundant unit (see Initiating an
HA Switchover).

v Configuration Wizard: Opens the SBC Configuration Wizard, which is
used for quick-and-easy configuration of the device (see SBC
Configuration Wizard).

4 Alarm bell icon displaying the number of active alarms generated by the device.
The color of the number indicates the highest severity of an active alarm. If you
click the icon, the Active Alarms table is displayed. If the device is in HA mode,
the icon displays the number of currently active alarms raised by both Active
and Redundant devices as well as the highest severity of these active alarms.
For more information, see Viewing Active Alarms.

5 Button displaying the username of the currently logged in user. If you click the
button, a drop-down box appears:

B Displays information of the currently logged-in user (see Viewing Logged-In
User Information)

B Change Password button to change your login password (see Changing
Login Password by All User Levels on page 63)

B Log Out button to log out the Web session (see Logging Off the Web
Interface)

Admin
Security Administrator

Session Time: 5 Hours 21 Min 58 Sec

Change Password

6 Product name of device.
Note:

M If you configure a hostname for the device (see Configuring a Hostname for
the Device on page 109), the hostname is displayed instead of the product

-22-



CHAPTER 8 Web-Based Management Mediant Software SBC | User's Manual

Item# Description

name.

B You can customize the product name, as described in Customizing the
Product Name on page 43.

7 Back and Forward buttons that enable quick-and-easy navigation through
previously opened pages. This is especially useful when you find that you need
to return to a previously accessed page, and then need to go back to the page
you just left.

| @ Back button: Goes back to the previously accessed page.

[ | @ Forward button: Opens the page that you initially left using the back

button. The button is available only if you have used the Back button.

8 Navigation pane displaying the Navigation tree containing the commands
(items) for opening the configuration pages (see Navigation Tree).

9 Tab bar containing tabs pertaining to the selected menu:
B Setup menu:
v IP Network tab
v Signaling & Media tab
v Administration tab
B Monitor menu: Monitor tab

B Troubleshoot menu: Troubleshoot tab

10 SRD filter. When your configuration includes multiple SRDs, you can filter tables
in the Web interface by SRD. For more information, see Filtering Tables in Web
Interface by SRD.

11 Search box for searching parameter names and values (see Searching for
Configuration Parameters).

12 Work pane where configuration pages are displayed.

Accessing Configuration Pages from Navigation Tree

Accessing configuration pages is a three-fold process that consists of selecting a menu on the
menu bar, a tab on the tab bar, and then a page item in the Navigation pane. The Navigation
pane provides the Navigation tree, which is a tree-like structure of folders and page items that
open configuration pages in the Work pane. The hierarchical structure and organization of the
items in the Navigation tree allow you to easily drill-down and locate the required item.

The Navigation tree consists of the following areas:
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B Home @} : (Callout #1) First ("home") page displayed when a menu-tab combination is
initially selected. For example, the home page of the Setup menu - Administration tab
combination is the Time & Date page.

B Folders: (Callout #2) Folders group items of similar functionality. To open and close a
folder, simply click the folder name.

B Items: (Callout #3) Items open configuration pages. In some cases, an item may be listed
under a sub-item. An item can open a page containing stand-alone parameters or a table. If
it opens a page with stand-alone parameters, the item is displayed in italics. If it opens a
page with a table, the item is displayed in regular font, or bold font to indicate an item that

is commonly required.
°—> £3 TIME & DATE

WEB & CU

P

SNMP Communily Settings

SNMP Trap Destinations.

SHMP Trursted Managers o
SHMP VI Users (1

MANTENANCE

The items of the Navigation tree depend on the menu-tab combination, selected from the
menu bar and tab bar, respectively. The menus and their respective tabs are listed below:

B Setup menu:
e [P Network tab
e Signaling & Media tab
e Administration tab
B Monitor menu: Monitor tab
B Troubleshoot menu: Troubleshoot tab

When you open the Navigation tree, folders containing commonly required items are opened
by default, allowing quick access to their pages.

Items that open pages containing tables provide the following indications in the Navigation
tree:

B Number of configured rows. For example, the item below indicates that two rows have
been configured:

Ethernet Groups (2)

If you have filtered the Web interface display by SRD, the number reflects only the rows
that are associated with the filtered SRD.
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Invalid row configuration. If you have configured a row with at least one invalid value, a
red-colored icon is displayed next to the item, as shown in the following example:

Ethernet Groups (2) e

If you hover your cursor over the icon, it displays the number of invalid rows (/ines).

Association with an invalid row: If you have associated a parameter of a row with a row of
a different table that has an invalid configuration, the item appears with an arrow and a
red-colored icon, as shown in the following example:

Ethernet Devices (2] +»

If you hover your cursor over the icon, it displays the number of rows in the table that are
associated with invalid rows.

Folder containing an item with an invalid row: If a folder contains an item with an invalid
row (or associated with an invalid row), the closed folder displays a red-colored icon, as
shown in the following example:

CORE ENTITIES

If you hover your cursor over the icon, it displays the names of the items that are
configured with invalid values. If you have filtered the Web interface display by SRD, only
items with invalid rows that are associated with the filtered SRD are displayed.

> To open a configuration page:

4,

On the menu bar, click the required menu.

On the tab bar, click the required tab; the Navigation tree displays the items pertaining to
the selected menu-tab combination.

In the Navigation pane, open the folder in which the required item is located. The folders
are opened and closed by clicking the title of the folder. When opened, the folder's arrow is
displayed as 4 ; when closed, the arrow is displayed as

In the folder, click the required item; the page is displayed in the Work pane.

You can also easily navigate through previously accessed pages, using the Back and Forward
buttons located above the Navigation pane:

@ Back button: Click to go back to the previously accessed page or keep on clicking until
you reach any other previously accessed page.

@ Forward button: Click to open the page that you just left as a result of clicking the Back
button.

These buttons are especially useful when you find that you need to return to a previously
accessed page, and then need to go back to the page you just left.
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& Depending on the access level (e.g., Monitor level) of your Web user account, certain

pages may not be accessible or may be read-only (see Configuring Management

User Accounts). For read-only privileges:

e Read-only pages with stand-alone parameters: "Read Only Mode" is displayed at
the bottom of the page.

e Read-only pages with tables: Configuration buttons (e.g., New and Edit) are
missing.

Configuring Stand-alone Parameters

Parameters that are not contained in a table are referred to as stand-alone parameters.

If you change the value of a parameter (before clicking Apply), the parameter's field is
highlighted, as shown in the example below:

6010

If you change the value of a parameter from its default value and then click Apply, a dot
appears next to the parameter's field, as shown in the example below:

« | 6010

If you change the value of a parameter that is displayed with a lightning-bolt % icon (as
shown in the example below), you must save your settings to flash memory with a device
reset for your changes to take effect. When you change such a parameter and then click
Apply, the Reset button on the toolbar is encircled by a red border. If you click the button,
the Maintenance Actions page opens, which provides commands for doing this (see Basic
Maintenance).

6010 4

Typically required parameters are displayed in bold font.

If you enter an invalid value for a parameter and then click Apply, a message box appears
notifying you of the invalid value. Click OK to close the message. The parameter reverts to
its previous value and the field is surrounded by a colored border, as shown in the figure
below:

Ihl}'ll} I

To get help on a parameter, simply hover your mouse over the parameter's field and a pop-
up help appears, displaying a brief description of the parameter.

The following procedure describes how to configure stand-alone parameters.

> To configure a stand-alone parameter:

1.

2.

Modify the parameter's value as desired.

Click Apply; the changes are saved to the device's volatile memory (RAM).
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3. Save the changes to the device's non-volatile memory (flash):
e If adevice reset is not required:

i.  Onthe toolbar, click Save; a confirmation message box appears:

Configuration will be saved. Do you wish to
continue?

Mo Yes

ii. Click Yes to confirm; the changes are save to flash memory.
e |If adevice reset is required:
i.  Onthe toolbar, click Reset; the Maintenance Actions page opens.

ii. Click Reset; the device saves the changes to flash memory and then resets.

& When you click Apply, your changes are saved only to the device's volatile memory
and thus, revert to their previous settings if the device later undergoes a hardware
reset, a software reset (without saving to flash) or powers down. Therefore, make
sure that you save your configuration to the device's flash memory.

Configuring Table Parameters

A typical configuration table is shown below and subsequently described:

BB = HAME A0 i r?’f’ MEEPALNVETIME  ponUNDANCY MODE PRI HOT SWAP
] ProwySet_0 DrefauhsRD (w0 SiPtraexface_ 0 &0 Cesatie
1 P P DefaultseD (=0 SPinteface 0 Besatie

H#O[ProxySet_0] » #0 [DefauSRD] [ e | 4—°

GEMERAL REDUNDANCY

Heeme Redundancy Mode

Gateway 1Ped SIP _ * 20 [SIPingerface 0 Wiew Prauy Hot Swep

TLS Context Mame View Prowy Load Balancin

KEER ALIVE ADVANCED
Praxy Kesp-Alve Cisabie Classification ifput

Praxy Kesp-Alive Tim. &0 DINS Resodig Methed

Keep-Awe Fadure Re
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Table 8-2: General Description of Configuration Tables
Item# Button Description

1 - Page title (i.e., name of table). The page title also displays the
number of configured rows as well as the number of invalid rows.
For more information on invalid rows, see Invalid Value
Indications.

2 Adds a new row to the table (see Adding Table Rows).
Modifies the selected row (see Modifying Table Rows).
Adds a new row with similar settings as the selected row (i.e.,

clones the row). For more information, see Cloning SRDs.

Note: The button appears only in the SRDs table.

] Deletes the selected row (see Deleting Table Rows).
v Changes the index position of a selected row (see Changing Index
Position of Table Rows).
Action Drop-down menu providing commands (e.g., Register and Un-
Register).
Note: The button appears only in certain tables (e.g., Accounts
table).

3 - Added table rows displaying only some of the table parameters
(columns).

4 - Detailed view of a selected row, displaying all parameters.

5 - Link to open the "child" table of the "parent" table. A link appears
only if the table has a "child" table. The "child" table is opened for
the selected row.

6 - Navigation bar for scrolling through the table's pages (see Viewing
Table Rows).

7 - Search tool for searching parameters and values (see Searching
Table Entries).

8 Modifies the selected row (see Modifying Table Rows).
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Adding Table Rows

The following procedure describes how to add table rows. Before adding rows, the following

GUI conventions are used:

Commonly required parameters are displayed in bold font.

If you change the value of a parameter (before clicking Apply), the parameter's field is
highlighted, as shown in the example below:

6010

For indications of invalid values, see Invalid Value Indications.

> To add a row:

Click the Newm button, located on the table's toolbar; a dialog box appears.

Configure the parameters of the row as desired. For information on configuring parameters
that are assigned a value which is a row referenced from another table, see Assigning Rows
from Other Tables.

Click Apply to add the row to the table or click Cancel to ignore your configuration.

If the Save
flash memory, otherwise they are discarded if the device resets (without a save to flash) or
powers off.

button is surrounded by a red border, you must save your settings to

Assigning Rows from Other Tables

Some tables contain parameters whose value is an assigned row (referenced-row) from another
table (referenced-table). For example, the IP Groups table contains the 'Proxy Set' parameter
whose value is an assigned Proxy Set, configured in the Proxy Sets table. These parameter types
provide a drop-down list for selecting the value and a View button, as shown in the example
below:

Proxy Set - E View

You can assign a referenced-row using one of the following methods:

Selecting a referenced-row from the drop-down list:
e Scroll down to the desired item and click it.

e Search for the item by entering in the field the first few characters of the desired row,
and then clicking it. The figure below shows an example of searched results for items
(Proxy Sets) that begin with the letter "i":
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Proxy Set ‘ .‘\!‘iew

#2 [IP-PBX]

B Selecting an existing referenced-row directly from the referenced-table:

a. Click View; the table (e.g., IP Groups table) and dialog box in which the button was
clicked is minimized to the bottom-left corner of the Web interface and the
referenced-table (e.g., Proxy Sets table) opens.

b. Add a new row, if required; otherwise, skip this step.

c. Select the desired row in the row-referenced table, and then click Use selected row
located on the top-right of the table, as shown in the example below:

Proxy Sets (3) Use selected row
mm (] Page 1 of1 Show 10 » records per page o
GATEWAY PROXY
H
woox=  nwe s piase | SEPSP (ool | REDUNOANCY  PROXYHOT
INTERFACE TIME [SEC]
0 ProxySet_0 B pefaultSRD - SiPinterface_0 60 Disable
1 ITSP M pefaultskD - ITsp 60 Disable
2 IP-PBX B pefaultsro - 1P-PBX 60 Disable

B Adding a new referenced-row:

a. From the drop-down list, select the Add new option; as shown in the example below:

Proxy Set #1 [ITSP] a | View

#0 [ProxySet_0]

#1 [ITSP]

#2 [IP-PBX]

The table (e.g., IP Groups table) and dialog box in which the Add new option was
selected is minimized to the bottom-left corner of the Web interface and a dialog box
appears for adding a new row in the referenced-table (e.g., Proxy Sets table).

b. Configure the referenced-row and click Apply; the referenced-table (e.g., Proxy Sets
table) closes and you are returned to the dialog box in which you selected the Add new
option (e.g., IP Groups table), where the newly added row now appears selected.

-30-



CHAPTER 8 Web-Based Management Mediant Software SBC | User's Manual

You may want to access the referenced-table (e.g., Proxy Sets table) to simply view all its
configured rows and their settings, without selecting one. To do this, click the View button. To
return to the dialog box of the table (e.g., IP Groups table) in which you are making your
configuration, click the arrow # icon on the minimized dialog box to restore it to its previous
size.

Modifying Table Rows

The following procedure describes how to modify (edit) the configuration of an existing table
row. Remember that a gray-colored dot « icon displayed next to a parameter's value (as shown
in the example below), indicates that it was changed from its default value:

s | 6010

> To edit a table row:
1. Select the row that you want to edit.

2. Click the Edit button, located on the table's toolbar; a dialog appears displaying the
current configuration settings of the row.

3. Make your changes as desired, and then click Apply; the dialog box closes and your new
settings are applied.

4. |If the Save button is surrounded by a red border, you must save your settings to
flash memory, otherwise they are discarded if the device resets (without a save to flash) or
powers off.

Deleting Table Rows

The following procedure describes how to delete a row from a table.

> To delete a table row:

1. Select the row that you want to delete.

2. Click the delete @ icon, located on the table's toolbar; a confirmation message box appears
requesting you to confirm deletion, as shown in the example below:

Proxy Sets

Delete Proxy Serr #3 7

Cancel YES, DELETE

3. Click Yes, Delete; the row is removed from the table and the total number of configured
rows that is displayed next to the page title and page item in the Navigation tree is updated
to reflect the deletion.
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& If the deleted row (e.g., a Proxy Set) was referenced in another table (e.g., IP Group),

the reference is removed and replaced with an empty field. In addition, if the
reference in the other table is for a mandatory parameter, the invalid & icon is
displayed where relevant. For example, if you delete a SIP Interface that you have
assigned to a Proxy Set, the invalid icon appears alongside the Proxy Sets item in
the Navigation tree as well as on the Proxy Sets page.

Invalid Value Indications

The Web interface provides the following indications of invalid values when configuring table

rows:

B Parameters configured with invalid values: An invalid value is a value that is not
permissible for the parameter. This can include incorrect syntax (string, numeral, or
character) or an out-of-range value. If you enter an invalid value and then click Apply, the
field is surrounded by a colored border, as shown in the example below.

‘ 60000000

If you hover your mouse over the field, a pop-up message appears providing the valid
values. If you enter a valid value, the colored border is removed from the field. If you leave
the parameter at the invalid value and click Apply, the parameter reverts to its previous
value.

B Mandatory parameters that reference rows of other configuration tables:

RECOV:ProxySetCrossValidation- No SIP Interface is set RECOV:-MATRIX ProxySet: Unable to Activate Line(0) since it is Invalid

Adding a row: If you do not configure the parameter and you click Apply, an error
message is displayed at the bottom of the dialog box. If you click Cancel, the dialog box
closes and the row is not added to the table. For example, if you do not configure the
'SIP Interface' field (mandatory) for a Proxy Set (in the Proxy Sets table), the below
message appears:

Cancel APPLY

Editing a row: If you modify the parameter so that it's no longer referencing a row of
another table (i.e., blank value), when you close the dialog box, the Invalid Line # icon
appears in the following locations:

¢ 'Index' column of the row.

¢ Page title of the table. The total number of invalid rows in the table is also
displayed with the icon.

¢ Item in the Navigation tree that opens the table.

For example, if you do not configure the 'SIP Interface' field (mandatory) for Proxy Set
#0, the Invalid Line » icon is displayed for the Proxy Sets table, as shown below:
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Proxy Sets (1) |e1

aDED -

INDEX * MNAME SRD

o, ProxySet_0 Hp

B Parameters that reference rows of other configuration tables that are configured with
invalid values: If a row has a parameter that references a row of another table that has a
parameter with an invalid value, the Invalid Reference Line+s icon is displayed in the
following locations:

e 'Index' column of the row.

® Page title of the table. The total number of invalid rows in the table is also displayed
with the icon.

e [tem in the Navigation tree that opens the table.

For example, if you configure IP Group #0 (in the IP Groups table) with a parameter that
references Proxy Set #0, which is configured with an invalid value, Invalid Reference Line+s
icons are displayed for the IP Groups table, as shown below:

IP Groups (1) #31
5

INDEX, = NAME

Proxy Sets (1) ® R} IPGroup_D

M Invalid icon display in drop-down list items of parameters that reference rows of other
tables:

e If the row has an invalid line (see description above), the Invalid Line s icon appears
along side the item.

e |[f the row has an invalid reference line (see description above), the Invalid Reference
Line+s icon appears along side it.

For example, when configuring an IP Group, the 'Proxy Set' parameter's drop-down list
displays items: Proxy Set #0 with & indicating that it has an invalid parameter value, and
Proxy Set #1 with +s indicating that it has a parameter that is referenced to a row of
another table that has an invalid value:
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o 20 [ProxySer_0]
+3 #1 [ITSP]

#2[IP-PBX]

Add new

& If you assign a non-mandatory parameter with a referenced row and then later delete
the referenced row (in the table in which the row is configured), the parameter's value
automatically changes to an empty field (i.e., no row assigned). Therefore, make sure
that you are aware of this and if necessary, assign a different referenced row to the
parameter. Only if the parameter is mandatory is the Invalid Line & icon displayed for
the table in which the parameter is configured.

Viewing Table Rows

Tables display a certain number of rows per page. If you have configured more than this
number, you can use the table's navigation bar to scroll through the table pages, as shown
below and described in the subsequent table:

Page 1 of2 = =

Table 8-3: Table Navigation Bar Description
Item Description

1 Navigation buttons to view previous table rows:
B .. Displays the previous table page

B .. Displays the first table page (i.e., page with at least the first index row)

2 Navigation buttons to view the next table rows:
B .. Displays the next table page

B . Displays the last table page (i.e., page with last index row)

3 Currently displayed table page. To open a specific table page, enter the page
number and then press the Enter key.
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Item Description

4 Total number of table pages.

Sorting Tables by Column

You can sort table rows by any column and in ascending order (e.g., 1,2 and 3/ a, b, and c¢) or
descending order (e.g., 3, 2, and 1 / ¢, b, and a). By default, most tables are sorted by the Index
column and in ascending order.

> To sort table rows by column:

1. Click the name of the column by which you want to sort the table rows; the up-down +
arrows appear alongside the column name and the up button is displayed in a darker shade
of color, indicating that the column is sorted in ascending order:

INDEX =

1]

2. To sort the column in descending order, click the column name again; only the down arrow
is displayed in a darker shade of color, indicating that the column is sorted in descending
order:

IMNDEX

Changing Index Position of Table Rows

You can change the position (index) of rows in tables. This is done by using the up-down + %
arrows located on the table's toolbar.

& e Changing row position can only done when the table is sorted by the 'Index’
column and in ascending order; otherwise, the buttons are grayed out. For
sorting table columns, see Sorting Tables by Column.

e Changing row position is supported only by certain tables (e.g., IP-to-IP Routing
table).
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> To change the position of a row:

1.

Click the 'Index' column header so that the rows are sorted in ascending order (e.g., 0. 1, 2,

and so on).

Select the row that you want to move.

Do one of the following:

e To move one index up (e.g., from Index 3 to 2): Click the up + arrow; the row moves

one index up in the table (e.g., to 2) and the row that originally occupied the index is

moved one index down (e.g., to 3). In other words, the rows have swapped positions.

e To move one index down (e.g., from Index 3 to Index 4): Click the down ¥ arrow; the

row moves one index down in the table (e.g., to 4) and the row that originally occupied

the index is moved one index up (e.g., to 3). In other words, the rows have swapped
positions.

Continue clicking the required arrow until the row has moved to the desired location in the

table.

Searching Table Entries

You can search for any parameter value (alphanumeric) in configuration tables, using the

Search tool. The Search tool, located above each table, is shown below and described in the
subsequent table:

Item#

Specify Columns .O

Table 8-4: Table Search Tool Description

Description

'Specify Columns' drop-down list for selecting the table column (parameter)
in which to do the search. By default, the search is done in all columns.

Search box to enter your search key (parameter value).

Magnifying-glass icon which when clicked performs the search.

> To search for a table value:

1.

If you want to perform the search on all table columns, skip this step; otherwise, from the

'Specify Columns' drop-down list, select the table column in which you want to perform the

search; the name of the drop-down list changes to the name of the selected column.

In the Search box, enter the value for which you want to search.
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3. Click the magnifying-glass ©© icon to run the search. If the device finds the value, the table
displays only the rows in which the value was found. You can then select any row and
modify it by clicking the Edit button. If the search is unsuccessful, no rows are displayed.

4. To quit the Search tool and continue configuring rows, click the % icon located in the Search
box.

Searching for Configuration Parameters

You can search in the Web interface for parameter names (standalone or table parameters) and
values. The search key can include the full parameter name (Web or ini file name) or a substring
of it. If you search for a substring, all parameters containing the substring in their names are
listed in the search result. For example, to search for the parameter 'Telnet Server TCP Port',
you can use any of the following search keys:

B '"Telnet Server TCP Port" (Web name)
M '"TelnetServerPort" (ini file name)

B '"Telnet"

B "Port"

The search key for a parameter value can include alphanumerics and certain characters (see
note below). The key can be a complete value or a partial value. The following are examples of
search keys for searching values:

B "10.102.1.50"
M "10.15."

Bl "abc.com"

Bl "ITSP ABC"

When the device completes the search, it displays a list of found results based on the search
key. Each possible result, when clicked, opens the page on which the parameter or value is
located. You need to click the most appropriate result.

The search key can include only alphanumerics, periods, and spaces. The use of
other characters are invalid.

> To search for a parameter:

1. Inthe search box, enter the search key (parameter name or value).

2. Click the search ' icon; the Search Result window appears, listing found parameters based
on your search key. Each searched result displays the following:

e Navigation path (link) to the page on which the parameter appears
e Parameter's name

e Parameter's value
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e Brief description of parameter

Search by name:

Search results for: "TELNET"

Entity Parameter Value Deszcription
Administration--WEB & CLI->Authentication Use RADIUS for 0 Use the RADIUS for management
Server Web/ Login interfaces authentication.
Defi hether devi LDAP
Administration-sWEB & Cll-=Authentication  Use LDAP for stines whether fevice uses
. 0 for authenticating management
Server Web/ Login )
— interfaces (0-not use, 1-use).
Administration--WEB & CLI-=CLI Settings Server TCP Port 23 Defines the port number for
Maxi Confi the maxi llowed 5
Administration-=WEB & CLI->CLI Settings aamum 5 onfigures te maxmum atowe
Sessions number of sessions.
Embedded Enables / disabl li d
Administration--WEB & CLI--CLI Settings mhedes 1 navies [ disabies rERUaAr ar secure
Server embedded Server.
S Idl, Sets the 4 t for di jal
Administration--WEB & CLI--CLI Settings , srver g 60 o' the Hmeout for dlsconnechon
Timeout [minutes] of an idle session (minutes).

Search by value:
Mo entities found

|

Close

3. Click the link of the navigation path corresponding to the required found parameter to
open the page on which the parameter appears.

Getting Help

The Web interface provides you with context-sensitive pop-up help of standalone parameters.
When you hover your mouse over a parameter's field, a pop-up appears with a short
description of the parameter, as shown in the following example:

SIP Transport Type U[ Enable SIP secured URI usage

Logging Off the Web Interface

The following procedure describes how to log off the Web interface.

> To log off the Web interface:

1. Onthe menu bar, from the 'Admin' drop-down list, click Log Out; the following
confirmation message box appears:
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Do you want to log off?

Cancel Yes

2. Click Yes; you are logged off the Web session and the Web Login window appears enabling
you to re-login, if required.

Customizing the Web Interface

You can customize the following elements of the device's Web interface (GUI):
B Corporate logo (see Replacing the Corporate Logo)

B Device's (product) name (see Customizing the Product Name)

B Web browser tab label (see Customizing the Browser Tab Label on page 41)
B Web browser Favicon (see Customizing the Favicon)
|

Login welcome message (see Creating a Login Welcome Message)

& e The product name also affects other management interfaces.
e In addition to Web-interface customization, you can customize the following to
reference your company instead of AudioCodes:
v SNMP Interface: Product system OID (see the SNMPSysOid parameter) and
trap Enterprise OID (see the SNMPTrapEnterpriseOid parameter).

v SIP Messages: User-Agent header (see the UserAgentDisplaylnfo
parameter), SDP "0" line (see the SIPSDPSessionOwner parameter), and
Subject header (see the SIPSubject parameter).

Replacing the Corporate Logo

You can replace the default corporate logo image (i.e., AudioCodes logo) that is displayed in the
Web interface. The logo appears in the following Web areas:

B Web Login screen:

|

QCaudiocodes

Web Login

B Menu bar:
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QOCaudiocodes

1

You can replace the logo with one of the following:
B A different image (see Replacing the Corporate Logo with an Image)

B Text (see Replacing the Corporate Logo with Text)

Replacing the Corporate Logo with an Image

You can replace the default corporate logo with a different image.

& e The logo image file type can be GIF, PNG, JPG, or JPEG.

e The logo image must have a fixed height of 24 pixels. The width can be up to 199
pixels (default is 145).

e The maximum size of the image file can be 64 Kbytes.

> To replace the logo:

1. Save your new logo image file in a folder on the same PC that you are using to access the
device's Web interface.

2. Invyour browser's URL address field, append the case-sensitive suffix "/AdminPage" to the
device's IP address (e.g., http://10.1.229.17/AdminPage).

3. Login with your credentials; the Admin page appears.

4. On the left pane, click Image Load to Device; the right pane displays the following:

Send "LOGO Image” file from your computer to the device

Browse... | No file selected. —

Important!
Use the "Save Configuration’ menu option to save loaded images to flash memory

5. Use the Browse button to select your logo file, and then click Send File; the device loads
the file.

6. On the left pane, click Back to Main to exit the Admin page.

7. Reset the device with a save-to-flash for your settings to take effect.

Replacing Corporate Logo with Text

You can replace the logo with text. The following figure displays an example where the logo is
replaced with the text, "My Text":
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My Text

> To replace logo with text:

1. Create aninifile that includes the following parameter settings:

UseWeblLogo = 1
WebLogoText = <your text, for example, My Text>

2. Load the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Reset the device with a save-to-flash for your settings to take effect.

Make sure that the [LogoFileName] parameter is not configured to any value. If
[LogoFileName] is configured, it overrides [UseWebLogo] and an image will always
be displayed.

Replacing Text with Corporate Logo

If you have replaced the logo with text (as described in Replacing Corporate Logo with Text on
the previous page), you can return the logo as described below.

> To replace text with logo:

1. Create an inifile that includes the following parameter settings:
UseWebLogo =0

2. Load the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Reset the device with a save-to-flash for your settings to take effect.

Customizing the Browser Tab Label

You can customize the label that appears on the tab of the Web browser that you use to open
the device's Web interface. By default, the tab displays "AudioCodes". You can change this to
display either the IP address of the device or any customized text.
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& e You can customize the tab to display the device's IP address. This is applicable
only if a logo image is used in the Web interface (see Replacing the Corporate
Logo with an Image on page 40).

e |[fyou are using the default AudioCodes corporate logo image in the Web
interface, you can only customize the tab to display "AudioCodes" or the IP
address.

e You can customize the tab to display text other than "AudioCodes", only if you
are using a non-AudioCodes logo image in the Web interface.

e |f you have replaced the corporate logo image with text (see Replacing Corporate
Logo with Text on page 40), the same text is used for the tab.

> To replace the browser tab label with the device's IP address:

1. Create aninifile that includes the following parameter settings:

UseWeblLogo = 1
WebLogoText =

If you have never configured the [WebLogoText] parameter, you can omit it from the
ini file. If you have configured it before, then set it to an empty value, as shown above.

2. Load the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Reset the device with a save-to-flash for your settings to take effect.

> To customize the text of the browser tab label:

1. Create aninifile that includes the following parameter settings:

e To replace the default text:

UseWeblLogo = 1
WebLogoText = <your text, for example, Hello>

e To restore the default text ("AudioCodes"):
UseWebLogo =0

2. Load the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Reset the device with a save-to-flash for your settings to take effect.
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Customizing the Product Name

You can customize the device's product name. The name is displayed in various places in the
management interfaces, as shown below using the example of the customized product name
"Product™:

B Web Login screen:
I

Web Login

Usemame

B Web tab bar:

B ini file "Board" field:

;Board: Product
B CLI prompt:
Product(config-system)#
> To customize the device's product name:
1. Create aninifile (*.ini) that includes the following parameter settings:

UseProductName = 1
UserProductName = < name >

2. Load the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Click the Save button on the toolbar to save your settings to flash memory.

Customizing the Favicon

You can replace the default favicon with your own personalized favicon. Depending on the
browser, the favicon is displayed in various areas of your browser, for example, in the URL
address bar, on the page tab, and when bookmarked.
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QC AudioCodes X \_
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& e The logo image file type can be ICO, GIF, or PNG.
e The maximum size of the image file can be 16 Kbytes.

> To customize the favicon:

1. Save your new favicon file in a folder on the same PC that you are using to access the
device's Web interface.

2. Inyour browser's URL address field, append the case-sensitive suffix "/AdminPage" to the
device's IP address (e.g., http://10.1.229.17/AdminPage).

3. Login with your credentials; the Admin page appears.

4. On the left pane, click Image Load to Device; the right pane displays the following:

Send "FAVICOM Image” file from your computer to the device

Browse... | No file selected. _

5. Use the Browse button to select your favicon file, and then click Send File; the device loads
the image file.

6. On the left pane, click Back to Main to exit the Admin page.

7. Reset the device with a save-to-flash for your settings to take effect.

Creating a Login Welcome Message

You can create a personalized welcome message that is displayed on the Web Login screen. The
message always begins with the title "Note" and has a color background, as shown in the
example below:
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Note

** This is a \Welcome message! **

Web Login

Username

Password

[ remember Me

> To create a login welcome message:

1. Using a text-based editor (e.g., Notepad) to create an ini file that includes only the
[WelcomeMessage] table parameter. Use the parameter to configure your message, where

each index row is a line in your message, for example:

[WelcomeMessage |

elcomeMessage_Index = WelcomeMessage_Text;
FORMAT Wel M Ind Wel M Text
We|ComeMessage 1 — Wkkokkdkok sk dok ok ko kkok ok ko ok e kokdkok ok ko kI
WelcomeMessage 2 ="** This is a Welcome message! **",
We|ComeMessage 3 — Wkdkokkdkokkdok ok ko k ko ok ok ok kok ok kok ok kI
[\WelcomeMessage]

2. Upload the ini file to the device through the Auxiliary Files page (see Loading Auxiliary
Files).

3. Save your new configuration to flash.

& Uploading an ini file through the Auxiliary Files page doesn't require a device reset.

> To remove the welcome message:

1. Download the device's configuration as an ini file through the Configuration File page (see
Downloading and Loading ini Configuration File on page 945).

2. Open the file in a text-based editor, remove the [WelcomeMessage] table, and then save
the file.
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3. Upload the file through the Configuration File page.

A After the file is uploaded, the device resets to apply your new configuration.

Configuring Additional Management Interfaces

The Additional Management Interfaces table lets you configure up to 64 management
interfaces, in addition to the OAMP management interface configured in the IP Interfaces table.
Multiple management interfaces lets you remotely access the device's management interfaces
(see note below) through different IP addresses. Each additional management interface can be
configured to use a specific network interface (Control or Media type, or both) and TLS Context,
and can be configured to restrict access through HTTPS only.

& e The feature is applicable only to the device's Web- and REST-based
management interfaces.

e To allow access to the device's management interfaces through all network
interfaces configured in the IP Interfaces table, see the
[EnableWebAccessFromAllinterfaces] parameter. This parameter does not
specify a TLS Context nor a connectivity protocol (HTTP or HTTPS).

e For secured management of the default management network interface (i.e.,
OAMP Application Type in the IP Interfaces table), the device uses the default
TLS Context (Index #0 and named "default").

The following procedure describes how to configure additional management interfaces through
the Web interface. You can also configure it through ini file [AdditionalManagementinterfaces]
or CLl (configure system > additional-mgmt-if).

> To configure additional management interfaces:

1. Open the Additional Management Interfaces table (Setup menu > Administration tab >
Web & CLI folder > Additional Management Interfaces).

2. Click New; the following dialog box is displayed:

GENERAL

3. Configure an additional management interface according to the parameters described in
the table below.

4. Click Apply, and then save your settings to flash memory.
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Table 8-5: Additional Management Interfaces Table Parameter Descriptions

Parameter
General

'Index'

[AdditionalManagementInterfaces_
Index]

'Interface Name'

interface-name

[AdditionalManagementInterfaces_
InterfaceName]

'TLS Context Name'

tls-context—-name

[AdditionalManagementInterfaces_
TLSContextName]

'HTTPS Only'

https-only-val
[AdditionalManagementInterfaces_
HTTPSOnly]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

Assigns an IP network interface (from the IP
Interfaces table) to the management interface.

For more information on IP network interfaces,
see Configuring IP Network Interfaces.

Note:

B Only Control- and/or Media-type IP network
interfaces can be associated with additional
management interfaces.

B An IP network interface can be associated
with only one additional management
interface.

Assigns a TLS Context (from the TLS Contexts
table) to the management interface. A TLS
Context provides secure TLS-based management
access.

For more information on TLS Contexts, see
Configuring TLS Certificate Contexts.

Defines the protocol required for accessing the
management interface.

M [0] HTTP and HTTPS = The management
interface can be accessed over a secured
(HTTPS) and an unsecured (HTTP) connection.

B [1] HTTPS Only = The management interface
can be accessed only over a secured (HTTPS)
connection.

B [2] Use global definition = The type of
management connection (HTTP and HTTPS, or
HTTPS Only) depends on the configuration of
the global parameter [HTTPSOnly], as
described in Configuring Secured (HTTPS)
Web.
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Configuring Management User Accounts

The Local Users table lets you configure up to 20 management user accounts for the device's
management interfaces (Web interface, CLI and REST API).

You configure each user account with login credentials (username and password) and a
management user level which defines the level of read and write privileges. The table below
describes the different types of user levels.

Table 8-6: Description of Management User Levels

Numeric
User Level Representation in Privileges
RADIUS
Security 200 B Read-write to all Web pages.
Administrator . -
B Read-write (access) to the CLI's Privileged User
mode (> enable).
M Create all other user levels.
Note:
B At least one Security Administrator user must
exist.
M Only the Security Administrator can create the
first Master user. Once created, additional
Master users can only be created or deleted
by other Master users.
Master 220 B Read-write to all Web pages.

B Read-write (access) to the CLI's Privileged User
mode (> enable).

B Create all user levels (including Security
Administrators).

B Delete all users except the last Security
Administrator.

B Create or delete Master users.
Note:

M Only the Security Administrator can create the
first Master user. Once created, additional
Master users can only be created or deleted
by other Master users.

B If only one Master user exists, it can be
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Numeric
User Level Representation in Privileges
RADIUS
deleted only by itself.

Administrator 100 Read-write to all Web pages, except security-
related pages (including the Local Users table)
where this user has read-only privileges.

Note: This user level can access only the CLI's
Basic User mode.
Monitor 50 Read-only, but access to security-related pages

(including the Local Users table) is blocked.

Note: This user level can access only the CLI's
Basic User mode.

& e Only Security Administrator and Master users can configure users in the Local
Users table.

e For privileges per user level for the device's REST API, refer to the document,
REST API for SBC-Gateway-MSBR Devices.

e Regardless of user level, all users can change their login password as described
in Changing Login Password by All User Levels on page 63.

e You can change the read-write and read-only privileges per Web page for
Monitor, Administrator, and Security Administrator user levels. For more
information, see Customizing Access Levels per Web Page on page 56.

The device provides the following two default user accounts:

Table 8-7: Default User Accounts

Username Password
User Level . .
(Case-Sensitive) (Case-Sensitive)
Security Administrator "Admin" "Admin"
Monitor "User" "User"
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& e Forsecurity, it's recommended that you change the default username and
password of the default users.

e Torestore the device to these default users (and with their default usernames
and passwords), configure the [ResetWebPassword] parameter to [1]. All other
configured accounts are deleted.

e |f you want to use the same Local Users table configuration for another device,
before uploading this device's configuration file (.ini) to the other device, you
must edit the file so that the passwords are in plain text.

e [fyou delete a user who is currently in an active Web session, the user is
immediately logged off the device.

e Upto five users can be concurrently logged in to the Web interface; they can all
be the same user.

e You can set the entire Web interface to read-only (regardless of Web user access
levels), using the [DisableWebConfig] parameter (see Web and Telnet
Parameters).

e You can configure additional Web user accounts using a RADIUS server (see
RADIUS Authentication).

The following procedure describes how to configure user accounts through the Web interface.
You can also configure it through ini file [WebUsers] or CLI (configure system > user).

> To configure management user accounts:

1. Open the Local Users table (Setup menu > Administration tab > Web & CLI folder > Local
Users).

2. Click New; the following dialog box is displayed:

GENERAL SECURITY

3. Configure a user account according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 8-8: Local Users Table Parameter Descriptions

Parameter Description
General
‘Index’ Defines an index number for the new table row.
[WebUsers_Index] Note: Each row must be configured with a unique index.
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Parameter

'Username’

user

[WebUsers_Username]

'Password'

password

[WebUsers_Password]

Description

Defines the Web user's username.

The valid value is a string of up to 40 alphanumeric characters,

including the period ".", underscore "_", and hyphen "-" signs.

Defines the Web user's password.
The valid value is a string of 8 to 40 ASCII characters.

To ensure strong passwords, adhere to the following password
complexity requirements:

B The password should contain at least eight characters.

B The password should contain at least two uppercase letters
(e.g., A).

B The password should contain at least two lowercase letters
(e.g., a).

B The password should contain at least two numbers (e.g., 4).

B The password should contain at least two symbols (non-
alphanumeric characters, e.g., S, #, %).

B The password must not contain any spaces.

B The password should contain at least four new characters
that were not used in the previous password.

To enforce password complexity requirements as listed above,
configure the [EnforcePasswordComplexity] to [1]. If you
enable password complexity, you can also configure the
minimum length (number of characters) of the password, using
the [MinWebPasswordLen] parameter.

Note:
B The password must not contain a backslash (\).

B For security, password characters are not shown in the
Web interface or ini file. In the Web interface, they are
displayed as dots when you enter the password and then
once applied, the password is displayed as an asterisk (*) in
the table. In the ini file, they are displayed as an encrypted
string.

B To enforce obscured (encrypted) passwords when
configuring the Local Users table through CLI, see the
[CliObscuredPassword] parameter.

B The password cannot be configured with wide characters.
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Parameter

'User Level'
privilege

[WebUsers_UserlLevel]

'SSH Public Key'
public-key
[WebUsers_
SSHPublicKey]

Description

Defines the user's access level.

Monitor = (Default) Read-only user. This user can only view
Web pages and access to security-related pages is denied.

Administrator = Read/write privileges for all pages except
security-related pages including the Local Users table
where this user has read-only privileges.

Security Administrator = Full read/write privileges for all
pages.

Master = Read/write privileges for all pages. This user also
functions as a security administrator.

Note:

At least one Security Administrator must exist. You cannot
delete the last remaining Security Administrator.

The first Master user can be added only by a Security
Administrator user.

Additional Master users can be added, edited and deleted
only by Master users.

If only one Master user exists, it can be deleted only by
itself.

Master users can add, edit, and delete Security
Administrators (except the last Security Administrator).

Only Security Administrator and Master users can add, edit,
and delete Administrator and Monitor users.

Defines a Secure Socket Shell (SSH) public key for RSA public-
key authentication (PKI) of the remote user when logging into
the device's CLI through SSH. Connection to the CLl is

established only when a successful handshake with the user’s

private key occurs.

The valid value is a string of up to 512 characters. By default,

no value is defined.

Note:

For more information on SSH and for enabling SSH, see
Enabling SSH with RSA Public Key for CLI.

To configure whether SSH public keys are optional or
mandatory, use the SSHRequirePublicKey parameter.
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Parameter

'Status'

status

[WebUsers_Status]

Security

'‘Password Age'
password-age

[WebUsers_
PwAgelnterval]

Description

Defines the status of the user.

B New = (Default) User is required to change its password on
the next login. When the user logs in to the Web interface,
the user is immediately prompted to change the current
password.

M Valid = User can log in to the Web interface as normal.

B Failed Login = The state is automatically set for users that
exceed a user-defined number of failed login attempts, set
by the 'Deny Access on Fail Count' parameter (see
Configuring Web Session and Access Settings). These users
can log in only after a user-defined timeout configured by
the 'Block Duration' parameter (see below) or if their status
is changed (to New or Valid) by a Security Administrator or
Master.

B Inactivity = The state is automatically set for users that
have not accessed the Web interface for a user-defined
number of days, set by the 'User Inactivity Timer' (see
Configuring Web Session and Access Settings). These users
can only log in to the Web interface if their status is
changed (to New or Valid) by a System Administrator or
Master.

Note:

B The Inactivity option is applicable only to Administrator
and Monitor users; Security Administrator and Master
users can be inactive indefinitely.

B If there is only one Security Administrator user, you cannot
configure it to Inactivity; at least one Security
Administrator must be Valid.

B For security, it is recommended to set the status of a newly
added user to New in order to enforce password change.

Defines the duration (in days) of the validity of the password.
When the duration elapses (i.e., password expires), when
attempting to log in, the user is prompted to change the
password (shown below), and then log in with the new
password; otherwise, access to the Web interface is blocked.
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Parameter

'Web Session Limit'
session-limit
[WebUsers_
SessionLimit]

Description

Change Password

You must change your password to continue

Current Password

New Password

Confirm Password

The valid value is 0 to 10000, where 0 means that the password
is always valid. The default is 90.

Note: After logging in with your new password, you must save
your settings, by clicking the Save button on the Web
interface's toolbar. If not, the next time you attempt to log in,
you will be prompted again to change the expired password.

Defines the maximum number of concurrent Web interface
and REST sessions allowed for the specific user account from
different management stations / computers (IP addresses) or
different Web browsers.

For example, if configured to 2, the user account can be logged
into the device’s Web interface (i.e., same username-password
combination) from two different management stations (i.e., IP
addresses), or from two different Web browsers (e.g., Google
Chrome and Microsoft Edge) at the same time.

Once the user logs into the device, the session is active until
the user logs off or until the session expires if the user is
inactive for a user-defined duration (see the 'Web Session
Timeout' parameter below).

The valid value is 0 to 10. The default is 5. A value of 0 means
that no sessions are allowed (see note below regarding REST).

Note:

B If you configure the parameter, when you click Apply
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Parameter

'CLI Session Limit'
cli-session-
limit
[WebUsers_
CliSessionLimit]

'Web Session Timeout
session-timeout

[WebUsers_
SessionTimeout]

'Block Duration'
block-duration

[WebUsers_BlockTime]

Description

you're automatically logged out of the Web session (and
can log in again if configured to any value other than 0).

M Closing the Web browser's window (by clicking the

window's x button) doesn't end the session. Therefore,
whenever you finish using the Web interface, it's
recommended to log out of the Web interface to end your
session.

B If the number of concurrently logged-in users is at

maximum, the device allows an additional user to log in
through REST.

Defines the maximum number of concurrent CLI sessions
allowed for the specific user. For example, if configured to 2,
the same user account can be logged into the device’s CLlI (i.e.,
same username-password combination) from two different
management stations (i.e., IP addresses) at any one time. Once
the user logs in, the session is active until the user logs off or
until the session expires if the user is inactive for a user-
defined duration (see the 'Web Session Timeout' parameter
below).

The valid value is -1, or 0 to 100. The default is -1, which means
that the limit is according to the global parameters, 'Maximum
Telnet Sessions' (TelnetMaxSessions) or 'Maximum SSH
Sessions' (SSHMaxSessions).

Defines the duration (in minutes) of inactivity of a logged-in
user in the Web interface, after which the user is automatically
logged off the Web session. In other words, the session expires
when the user has not performed any operations (activities) in
the Web interface for the configured timeout duration.

The valid value is 0, or to 100000. A value of 0 means no
timeout. The default value is according to the settings of the
WebSessionTimeout global parameter (see Configuring Web
Session and Access Settings).

Defines the duration (in seconds) for which the user is blocked
when the user exceeds the maximum number of allowed failed
login attempts, configured by the global parameter, 'Deny
Access On Fail Count' [DenyAccessOnFailCount] parameter (see
Configuring Web Session and Access Settings).

The valid value is 0 to 100000, where 0 means that the user
can do as many login failures without getting blocked. The
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Parameter Description

default is according to the settings of the global parameter,
'Deny Authentication Timer' [DenyAuthenticationTimer]
parameter (see Configuring Web Session and Access Settings).

Note: The 'Deny Authentication Timer' parameter relates only
to failed Web logins from specific IP addresses (management
stations), which configures the interval (in seconds) that the
user needs to wait before logging into the device from the
same IP address after reaching the maximum number of failed
login attempts.

Customizing Access Levels per Web Page

The Customize Access Level table lets you configure up to 100 customized access rules. These
rules assign read-write (view and configure) or read-only (view) privileges to management user
levels (Monitor, Administrator, or Security Administrator) per page in the device's Web inter-
face. These rules override the default read-write and read-only privileges of these user levels
(as described in Configuring Management User Accounts on page 48). Whatever user level is
specified, the rule applies to that level and all levels that are higher than that level (Security
Administrator is the highest user level and Monitor is the lowest user level). If you attempt to
open a page for which you don't have access privileges, the page displays the message "Your
access level does not allow you to view this page".

For security reasons, some pages (e.g., the TLS Contexts page) cannot be
customized in this table.

The following table provides a few configuration examples to facilitate your understanding of
assigning read-write and read-only privileges to user levels per Web page.

Read-Write Read-Only L
Page Name Description
Access Level Access Level
CLI Settings Monitor Monitor Assigns read-

write (and read-
only) privileges
to Monitor users
for the CLI
Settings page. As
this is the lowest
user level, it
means that all
higher user
levels (i.e.,
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Read-Write Read-Only

Page Name
Access Level Access Level

Description

Administrator
and Security
Administrator)
are also assigned
full read-write
privileges.

Firewall Security Administrator Monitor Assigns read-
write privileges
to Security
Administrator
users for the
Firewall page. As
this is the
highest user
level, only
Security
Administrator
users have write
privileges for this
page. In addition,
as this rule
assigns read-only
privileges to
Monitor users,
which is the
lowest user level,
all higher user
levels (i.e.,
Administrator
and Security
Administrator)
are also assigned
read-only
privileges.

TLS Contexts Security Administrator Security Administrator Assigns read-
write privileges
to Security
Administrator
users for the TLS
Contexts page.
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Read-Write Read-Only

Description
Access Level Access Level

Page Name

As this is the
highest user
level, no other
user level can
access (read) or
configure (write)
this page.

The following procedure describes how to configure customized access level rules through the
Web interface. You can also configure it through ini file [WebPagesAccessLevel].

> To customize access levels:

1. Open the Customize Access Level table (Setup menu > Administration tab > Web & CLI
folder > Customize Access Level).

2. Click New; the following dialog box is displayed:

GENERAL

Index 3

Page Name - b
Read-Write Access Level Administrator L
Read-Only Access Level Monitor ~

3. Configure the rule according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 8-9: Customize Access Level Table Parameter Descriptions

Parameter Description

‘Index' Defines an index number for the new table row.

[WebPagesAccessLevel_Index] Note: Each row must be configured with a unique
index.

'Page Name' Defines the Web page whose access level you want to

[WebPagesAccesslLevel customize.

PageNameFromTree] Note: For security reasons, some pages are not listed
under this parameter and therefore, cannot be
customized.

'Read-Write Access Level' Defines the minimum user level to which you want to
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Parameter Description
[WebPagesAccesslLevel assign read-write access privileges for the selected
RWAccessLevel] Web page.

B [50] Monitor
B [100] Administrator (default)

B [200] Security Administrator

‘Read-Only Access Level' Defines the minimum user level to which you want to
[WebPagesAccessLevel_ assign read-only access privileges for the selected
ROAccessLevel] Web page.

B [50] Monitor (default)
B [100] Administrator
M [200] Security Administrator

Note: The user level must be the same or lower than
the user level you configured in the 'Read-Write
Access Level' parameter. For example, you cannot
assign read-only privileges to the Security
Administrator if you have assigned read-write
privileges to the Administrator.

Displaying Login Information upon Login

You can enable the device to display login information immediately upon Web login.

> To enable display of user login information upon login:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Under the Security group, from the 'Display Last Login Information' drop-down list, select
Enable.

3. Click Apply.

Once enabled, each time you login to the device, the Login Information window is displayed, as
shown in the example below:
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Last Login Privilege Security Administrator
Last Failed Login Time -

Last Failed Login Date -

Last Failed Login IP -

Login Attempts Since Last Success 0

Last Success Login Time 16:15:19

Last Success Login Date 16w01'10

Last Success Login IP 10.15.2.51

To close the window, click Close.

Viewing Logged-In User Information

The username of the currently logged in user is displayed in the top-right corner of the Web
interface. If you click the username (e.g., "Admin"), a drop-down box appears, for example:

Admin

Security Administrator

Session Time: 5 Hours 21 Min 58 Sec

Change Password

The following information is displayed:

B Username (e.g., Admin) of currently logged-in user

B User level (e.g., Security Administrator) of currently logged-in user

B Duration of the current Web session (starting from login)

The following buttons are also displayed:

B Log Out: Logs you out of the Web session (see Logging Off the Web Interface)

B cChange Password: Allows you to change your login password (see Changing Login Password
by All User Levels on page 63)
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Configuring Web Session Timeouts

You can configure various user timeouts for the device's Web interface:

B Session timeout, where the user is automatically logged out of the Web interface if the user
is inactive for a user-defined duration.

B Logged-in timeout, where the user is blocked from logging in if the user has not logged into
the Web interface within a user-defined duration.

You can only perform the configuration described in this section if you are a
management user with Security Administrator level or Master level. For more
information, see Configuring Management User Accounts.

> To configure Web user sessions and access security:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Under the Session group, configure the following parameters:

SESSION

Password Change Interval (minutes) 1440
User Inactivity Timeout (days) S0
Session Timeout (minutes) « | 60

e 'User Inactivity Timeout': If the user has not logged into the Web interface within this
duration, the status of the user becomes inactive and the user can no longer access the
Web interface. The user can only log in to the Web interface if its status is changed (to
New or Valid) by a Security Administrator or Master user (see Configuring
Management User Accounts).

e 'Session Timeout': Defines the duration (in minutes) of inactivity (i.e., no actions are
performed in the Web interface) of a logged-in user, after which the Web session
expires and the user is automatically logged off the Web interface and needs to log in
again to continue the session. You can also configure the functionality per user in the
Local Users table (see Configuring Management User Accounts), which overrides this
global setting.

3. Click Apply.

For a detailed description of the above parameters, see Web Parameters.
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Configuring Deny Access for Failed Login Attempts

You can configure the device to block users or management stations (IP addresses) from

accessing the web interface if the user enters incorrect login credentials for a user-defined
number of successive login attempts.

You can only perform the configuration described in this section if you are a
management user with Security Administrator level or Master level. For more
information, see Configuring Management User Accounts.

> To configure deny access upon failed login attempts:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Under the Security group, configure the following parameters:

SECURITY
Deny Authentication Timer 60
Blocking Duration Factor 1
Valid time of Deny Access COUNTing 60
Deny Access On Fail Count (0 = No Deny) 3 ~
e 'Deny Authentication Timer' [DenyAuthenticationTimer]: Define the duration (in

seconds) for which login to the Web interface is denied from a specific IP address
(management station) for all users, when the number of failed login attempts has
exceeded the maximum. To configure the blocked duration per user, use the 'Block
Duration' [WebUsers_BlockTime] parameter in the Local Users table (see Configuring
Management User Accounts).

'Blocking Duration Factor' [BlockDurationFactor]: Define the number to multiple the
previous blocking time for blocking the IP address or the user upon the next failed login
scenario.

'Value time of Deny Access counting' [DenyAccessCountingValidTime]: Defines the
maximum time interval (in seconds) between failed login attempts to be included in
the count of failed login attempts for denying access to the user.

'Deny Access On Fail Count' [DenyAccessOnFailCount]: Define the maximum number of
failed login attempts, after which the requesting IP address (management station) for
all users is blocked.
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For a detailed description of the parameters mentioned above, see Web Parameters
on page 1188.

3. Click Apply.

Changing Login Password by All User Levels

Regardless of your user level (e.g., Monitor or Administrator), you can change your login
password through the Change Password dialog box, accessed from the Web interface's top bar.

& e Users with Security Administrator level or Master level can also change
passwords for themselves and for other user levels in the Local Users table (see
Configuring Management User Accounts).

e Forvalid passwords, see the 'Password' parameter in the Local Users table.

e You can only change the password if the duration, configured by the 'Password
Change Interval' parameter (Web Settings page - Setup menu > Administration
tab > Web & CLI folder > Web Settings), has elapsed since the last password
change.

> To change the login password:

1. Onthe top bar of the Web interface, click the username that is displayed for the currently
logged-in user (e.g., "Admin"); the following appears:

Admin
Security Administrator

Session Time: 5 Hours 21 Min 58 Sec

Change Password

2. Click Change Password; the following appears:
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Current Password

Mew Password

Confirm Password

Cancel

3. Inthe 'Current Password' field, enter your current login password.
4. Inthe 'New Password' field, enter your new password.
5. Inthe 'Confirm Password' field, enter your new password again.

6. Click Change; you are logged off the Web session and prompted to log in again with your
new password.

Configuring Secured (HTTPS) Web

By default, the device allows remote management (client) through HTTP and HTTPS. However,
you can enforce secure Web access communication by configuring the device to accept only
HTTPS requests.

By default, servers using TLS provide one-way authentication. The client is certain that the
identity of the server is authentic. However, when an organizational Public Key Infrastructure
(PKI) is used, two-way authentication (TLS mutual authentication) may be desired; both client
and server should be authenticated using X.509 certificates. This is achieved by installing a
client certificate on the management PC and loading the Certification Authority's (CA) root
certificate to the device's Trusted Certificates table (certificate root store). The Trusted Root
Certificate file may contain more than one CA certificate combined, using a text editor.

& e For secured management through the device's default management network
interface (i.e., OAMP Application Type in the IP Interfaces table), the device uses
the default TLS Context (Index #0 and named "default"). However, for secured
Web- and REST-based management through Additional Management Interfaces
(configured in Configuring Additional Management Interfaces on page 46), you
can use any TLS Context.

e The 'Secured Web Connection (HTTPS)' parameter (mentioned below) is also
applicable to REST-based management.

> To configure secure (HTTPS) Web access:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings), and then do the following.

® From the 'Secured Web Connection (HTTPS)' drop-down list, select HTTPS Only.
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e To enable two-way authentication whereby both management client and server are
authenticated using X.509 certificates, from the 'Require Client Certificates for HTTPS
connection' drop-down list, select Enable.

Secured Web Connection (HTTPS) HTTPS Only |4
Require Client Certificates for HTTPS connection | Enable IEI
2. If you want to configure secured management through an Additional Management

Interface (i.e., not through the default management network interface called OAMP in the
IP Interfaces table), then configure an Additional Management Interface as described in
Configuring Additional Management Interfaces on page 46. Assign it a TLS Context and
enable it for HTTPS Only.

(TLS Mutual Authentication Only) In the TLS Contexts table (see Configuring TLS Certificate
Contexts), select the required TLS Context (see following note), and then click the Trusted
Root Certificates link located below the table; the Trusted Certificates table appears.

& If you are securing management through the default management network interface

5.

(i.,e., OAMP in the IP Interfaces table), then you need to select the default TLS
Context (Index #0, which is named "default"). If you are securing management
through an Additional Management Interface, then select the TLS Context that you
assigned the Additional Management Interface (in Configuring Additional
Management Interfaces on page 46).

(TLS Mutual Authentication Only) Click the Import button, and then select the certificate
file that was issued by the CA and which you want to import into the device's Trusted Root
Certificates store.

Reset the device with a save-to-flash for your settings to take effect.

When a user connects to the secured Web interface of the device:

If the user has a client certificate from a CA that is listed in the device's Trusted Root
Certificate file, the connection is accepted and the user is prompted for the login password.

If both the CA certificate and the client certificate appear in the Trusted Root Certificate
file, the user is not prompted for a password. Therefore, this provides a single-sign-on
experience; authentication is performed using the X.509 digital signature.

If the user does not have a client certificate from a listed CA or does not have a client
certificate, connection is rejected.
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& e The process of installing a client certificate on your PC is beyond the scope of this
document. For more information, refer to your operating system documentation
and consult with your security administrator.

e The root certificate can also be loaded through the device's Auto-Update
mechanism, by using the [HTTPSRootFileName] parameter.

e You can enable the device to check whether a peer's certificate has been
revoked by an OCSP server per TLS Context (see Configuring TLS Certificate
Contexts).

Enabling CSRF Protection

The device's embedded Web server provides support for cross-site request forgery (CSRF)
protection. CSRF prevents malicious exploits of a website, whereby unauthorized commands
are transmitted from a user that the website trusts (i.e., authenticated user). Whenever a user
opens (i.e., GET method) one of the device's Web pages, the device automatically generates a
CSRF "token" (unique number). When the user performs actions (i.e., POST method) on that
page (e.g., configures parameters), the token is included to verify that the authenticated user is
the one performing the actions.

> To enable CSRF protection:

B Load the device with an ini file containing the following parameter setting:

CSRFProtection = 1

Enabling DNS Rebinding Protection

The device provides protection against DNS rebinding attacks. DNS rebinding allows attackers
to access and attack your device and internal network, by remapping hostname-to-IP address
lookups. This may occur when you device use a hostname to access the device (see Configuring
a Hostname for the Device on page 109) instead of its IP address. When the device blocks a DNS
rebinding attack, it sends an HTTP 400 Bad Request response and logs the attack in Syslog.

> To enable DNS rebinding protection:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. From the 'DNS Rebinding Protection' drop-down list, select Enable.

DNS Rebinding Protection Enable W

3. Click Apply.
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Web Login Authentication using Smart Cards

You can enable Web login authentication using certificates from a third-party, common access
card (CAC) or smart card with user identification. When a user attempts to access the device
through the Web browser (HTTPS), the device retrieves the Web user’s login username (and
other information, if required) from the CAC, and automatically displays it in the 'Username'
field (read-only) on the Web Login screen. The user attempting to access the device is now only
required to provide the login password.

Typically, a TLS connection is established between the CAC and the device’s Web interface, and
a RADIUS server is implemented to authenticate the password with the username. Therefore,
this feature implements a two-factor authentication - what the user has (i.e., the physical card)
and what the user knows (i.e., the login password).

For specific integration requirements for implementing a third-party smart card for
Web login authentication, contact the sales representative of your purchased device.

> To log in and enable Web login authentication using CAC:

1. Open the Security Settings page (Setup menu > IP Network tab > Security folder > Security
Settings).

2. From the 'Enable Management Two Factor Authentication'
[EnableMgmtTwoFactorAuthentication] drop-down list, select Enable.

MAMNAGEMENT

Management Two Factor Authentication Enable bl

3. Insert the Common Access Card into your card reader.

4. Enter the password only. As some browsers may require a username, it's recommended to
enter a username with an arbitrary value.

Configuring Web and Telnet Access List

The Access List table lets you restrict access to the device's management interfaces (Web and
CLI) by specifying up to 50 IP addresses (management clients) that are permitted to access the
device. Access to the device's management interfaces from undefined IP addresses is denied
(rejected with an HTTP 403 Forbidden response). If you don't specify any IP addresses, this
security feature is inactive and the device can be accessed from any IP address.

The following procedure describes how to configure the Access List through the Web interface.
You can also configure it through ini file [WebAccessList_x] or CLlI (configure system >
mgmt-access-1list).
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& e Configure the IP address of the computer from which you are currently logged
into the device as the first authorized IP address in the Access List. If you
configure any other IP address, access from your computer will be immediately
denied.

e |f you configure network firewall rules in the Firewall table (see Configuring
Firewall Rules), you must configure a firewall rule that permits traffic from IP
addresses configured in the Access List table.

> To add IP addresses to the Access List:

1. Open the Access List table (Setup menu > Administration tab > Web & CLI folder > Access
List).

Access List

Add an authorized IP address

Add Mew Entry

2. Inthe'Add an authorized IP address' field, configure an IP address, and then click Add New
Entry; the IP address is added to the table.

DELETE RCWW AUTHORIZED [P ADDRESS
1 [l 1013251

If you have configured IP addresses in the Access List and you no longer want to restrict access
to the management interface based on the Access List, delete all the IP addresses in the table,
as described in the following procedure.

A When deleting all the IP addresses in the Access List table, make sure that you delete
the IP address of the computer from which you are currently logged into the device,
last; otherwise, access from your computer will be immediately denied.

> To delete an IP address from the Access List:

1. Select the Delete Row check box corresponding to the IP address that you want to delete.

2. Click Delete Selected Addresses.
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9 CLI-Based Management

This chapter provides an overview of the CLI-based management and provides configuration
relating to CLI management.

& e By default, CLlI is disabled for security purposes.

e The CLI provides two access modes - Basic mode (basic commands) and
Privileged mode (all commands). Access to these modes depends on
management user level:

v Monitor user level: Basic mode only
v Administrator user level: Basic mode only
v Security Administrator user level: Basic and Privileged modes
v Master user level: Basic and Privileged modes
e Fora description of the CLI commands, refer to the CLI Reference Guide.

Enabling CLI

By default, access to the device's CLI through Telnet and SSH is disabled. This section describes
how to enable these protocols.

Enabling Telnet for CLI

The device provides an embedded Telnet server, which allows you to access its CLI from a
remote Telnet client using the Telnet application protocol. By default, the Telnet server is
enabled, but for unsecured Telnet connections whereby information is transmitted in clear text.
Optionally, you can disable Telnet connectivity, or enable secured Telnet connections. If you
enable secured Telnet connectivity, the device uses the TLS security protocol, whereby
information is transmitted encrypted. For TLS, the device uses the TLS settings of the TLS
Context at Index #0 ("default"). A special Telnet client is required on your PC to connect to the
Telnet interface over the TLS connection, for example, C-Kermit for UNIX and Kermit-95 for
Windows. For more information on TLS, see Configuring TLS Certificates on page 162.

For security, some organizations require the display of a proprietary notice upon starting a
Telnet session. To configure such a message, see Creating a Login Welcome Message.

> To enable Telnet:

1. Open the CLI Settings page (Setup menu > Administration tab > Web & CLI folder > CLI
Settings).
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TELMET

Embedded Telnet Server Enable Unsecured B

Telnet Server TCP Port 23
Telnet Server |dle Timeout [minutes] 5 }
Mazimum Telnet Sessions 5

2. From the 'Embedded Telnet Server' drop-down list, select Enable Unsecured or Enable
Secured (i.e, TLS) to enable Telnet.

3. Inthe 'Telnet Server TCP Port' field, enter the port number of the embedded Telnet server.

4. Inthe 'Telnet Server Idle Timeout' field, enter the duration of inactivity in the Telnet
session after which the session automatically ends.

5. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

For a detailed description of the Telnet parameters, see Telnet and CLI Parameters.

Enabling SSH with RSA Public Key for CLI

Unless configured for TLS, Telnet is not secure as it requires passwords to be transmitted in
clear text. To overcome this, you can use Secure SHell (SSH) which is the de-facto standard for
secure CLI. SSH 2.0 is a protocol built above TCP providing methods for key exchange,

authentication, encryption, and authorization. SSH requires appropriate client software for the

management PC. Most Linux distributions have OpenSSH pre-installed; Windows-based PCs
require an SSH client software such as PuTTY. By default, SSH uses the same username and
password as the device's Telnet and Web server. SSH supports 1024/2048-bit RSA public keys,
providing carrier-grade security.

Follow the instructions below to configure the device with an administrator RSA key as a means
of strong authentication.

> To enable SSH and configure RSA public keys for Windows (using PuTTY SSH software):

1. Start the PuTTY Key Generator program, and then do the following:

a. Under the Parameters group, do the following:

¢ Select the SSH-2 RSA option.

¢ Inthe 'Number of bits in a generated key' field, enter "1024" bits.

b. Under the Actions group, click Generate and then follow the on-screen instructions.

c. Under the Actions group, click Save private key to save the new private key to a file
(*.ppk) on your PC.

d. Under the Key group, select and copy the displayed encoded text (public key) between

"ssh-rsa" and "rsa-key-....", as shown in the example below:
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-
ﬁ PuTTY Configuration

===

Category:

- Teminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
[=- Connection

- Data

- Prowy

- Telnet

- Rlogin
[+-55H

.. Serial

| Basic options for your PuTTY session |

Specify the destination you wart to connect to

Seral line

Comi

Connection type:

) Raw () Telnet ) Rlogin () SSH

Load, save or delete 3 stored session

Saved Sessions

Speed
115200|

@ Seral

Default Settings

Save

Delete

IIIE
=

QOse window on exit:
) Aways () Never

(@ Only on clean exit

[ Cpen

J[ Gancel |

2. Open the Local Users table (see Configuring Management User Accounts), and then for the
required user, paste the public key that you copied in Step 1.d into the 'SSH Public Key'

field, as shown below:

GEMNERAL
Index
Username | Admin
Password . =
User Level # | Security Administrator
S5H public key
Status »  Valid

SECURITY

Password Age
Session Limit
Session Timeout

|Z| Block Duration

AMAAANzaC 1 yCZEAAAABIOAAAIBhs4dSka]

=]

A The public key cannot be configured with wide characters.

3. Onthe CLI Settings page, do the following:

a. From the 'Enable SSH Server' drop-down list, select Enable.

b. For additional security, you can configure the 'Public Key' field to Enable. This ensures
that SSH access is only possible by using the RSA key and not by username and

password.

Pulilic Key

Enable

=]

c. Configure the other SSH parameters as required. For a description of these parameters,

see SSH Parameters.
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>

d. Click Apply.
Start the PUTTY Configuration program, and then do the following:

a. Inthe 'Category' tree, drill down to Connection, then SSH, and then Auth; the 'Options
controlling SSH authentication' pane appears.

b. Under the 'Authentication parameters' group, click Browse and then locate the private
key file that you created and saved in Step 4.

Connect to the device with SSH using the username "Admin"; RSA key negotiation occurs

automatically and no password is required.

To configure RSA public keys for Linux (using OpenSSH 4.3):

Run the following command to create a new key in the admin.key file and to save the
public portion to the admin.key.pub file:

ssh-keygen -f admin.key -N "" -b 1024

Open the admin.key.pub file, and then copy the encoded string from "ssh-rsa" to the white
space.

Open the Local Users table (see Configuring Management User Accounts), and then for the
required user, paste the public key that you copied in Step 2 into the 'SSH Public Key' field.

Connect to the device with SSH, using the following command (where xx.xx.xx.xx is the
device's IP address):

ssh -i admin.key XX.XX.XX.XX

RSA-key negotiation occurs automatically and no password is required.

Configuring Maximum Telnet/SSH Sessions

You can configure the maximum number of concurrent Telnet and SSH sessions permitted on

the device.

A e Before changing the setting, make sure that not more than the number of

sessions that you want to configure are currently active; otherwise, the new
setting will not take effect.

e The device supports up to five concurrent Telnet and SSH sessions.

> To configure the maximum number of concurrent Telnet and SSH sessions:

1.

Open the CLI Settings page (Setup menu > Administration tab > Web & CLI folder > CLI
Settings).
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2. For Telnet: Under the Telnet group, in the 'Maximum Telnet Sessions' field, enter the
maximum number of concurrent sessions.

3. For SSH: Under the SSH group, in the 'Maximum SSH Sessions' field, enter the maximum
number of concurrent sessions.

4. Click Apply.

Establishing a CLI Session

You can access the device's CLI using any of the following methods:

B RS-232: The device can be accessed through its RS-232 serial port, by connecting a VT100
terminal to it or using a terminal emulation program (e.g., HyperTerminal) with a PC. For
connecting to the CLI through RS-232, see CLI.

B Secure SHell (SSH): The device can be accessed through its Ethernet interface by the SSH
protocol using SSH client software. A popular and freeware SSH client software is Putty,
which can be downloaded from
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html.

B Telnet: The device can be accessed through its Ethernet interface by the Telnet protocol
using Telnet client software.

The following procedure describes how to access the CLI through Telnet/SSH.

& The CLI login credentials are the same as all the device's other management
interfaces (such as Web interface). The default username and password is "Admin"
and "Admin" (case- sensitive), respectively. To configure login credentials and
management user accounts, see Configuring Management User Accounts.

> To establish a CLI session through Telnet or SSH:

1. Connect the device to the network.
2. Establish a Telnet or SSH session using the device's OAMP IP address.

3. Login to the session using the username and password assigned to the Admin user of the
Web interface:

a. Atthe Username prompt, type the username, and then press Enter:
Username: Admin

b. At the Password prompt, type the password, and then press Enter:
Password: Admin

c. Atthe prompt, type the following, and then press Enter:
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> enable
d. Atthe prompt, type the password again, and then press Enter:

Password: Admin

Viewing Current CLI Sessions

You can view users that are currently logged in to the device's CLI. This applies to users logged
in to the CLI through RS-232 (console), Telnet, or SSH. For each logged-in user, the following is
displayed: the type of interface (console, Telnet, or SSH), username, remote IP address from
where the user logged in, and the duration (days and time) of the session. Each user is
displayed with a unique index (session ID).

> To view currently logged-in CLI users:

1. Establish a CLI session with the device.

2. Run the following command:

# show users

[0] console Admin local 0d00h03m15s

[1] telnet  John 10.4.21 0d01h03m47s

[2]* ssh Alex 192.168.121.234 12d00h02m34s

The current session from which this show command was run is displayed with an asterisk (*).

The device can display management sessions of up to 24 hours. After this time, the
duration counter is reset.

Terminating a User's CLI Session

You can terminate users that are currently logged in to the device's CLI. This applies to users
logged in to the CLI through RS-232 (console), Telnet, or SSH.

> To terminate the CLI session of a specific CLI user:

1. Establish a CLI session with the device.

2. Run the following command:

# clear user <session |ID>

Where <session ID> is a unique identification of each currently logged in user. You can view
the session ID by running the show users command (see Viewing Current CLI Sessions).
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Configuring Displayed Output Lines in CLI Terminal Window

You can configure the maximum number of lines (height) displayed in the terminal window for
the output of CLI commands (Telnet and SSH). The number of displayed lines can be from 0 to
65,535, or determined by re-sizing the terminal window by mouse-dragging the window's

A

border.

> To specify the number of displayed output lines:

1.

2,

> To configure the number of displayed output lines by dragging terminal window:

Establish a CLI session with the device.

Access the System menu:

# configure system

At the prompt, type the following command:

(config-system)# cli-terminal

At the prompt, type the following command:

<cli-terminal># window-height [0-65535]

If window-height is set to 0, the entire command output is displayed. In other words, even
if the output extends beyond the visible terminal window length, the --MORE-- prompt is

not displayed.

Establish a CLI session with the device.

Access the System menu:

# configure system

At the prompt, type the following command:

(config-system)# cli-terminal

At the prompt, type the following command:
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<cli-terminal># window-height automatic

When this mode is configured, each time you change the height of the terminal window using
your mouse (i.e., dragging one of the window's borders or corners), the number of displayed
output command lines is changed accordingly.

Configuring Password Display in CLI

You can enable the device to display passwords in the CLI's show running-config output
in encrypted (obscured) format instead of in plain text. When passwords are displayed
encrypted, the word "obscured" appears after the password.

> To enable obscured password display in CLI:

(config-system)# cli-settings
(cli-settings)# password-obscurity on

Below shows two examples of password display (obscured and plain text) in the show run-
ning-config output for a password configured for a Remote Web Service:

B Password displayed in encrypted (obscured) format:
rest-password 8ZybmJHEXMTM obscured
B Password displayed in plain text:

rest-password John1234
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10 SNMP-Based Management

The device provides an embedded SNMP agent that lets you manage it using AudioCodes One
Voice Operations Center (OVOC) or a third-party SNMP manager. The SNMP agent supports
standard and proprietary Management Information Base (MIBs). All supported MIB files are
supplied to customers as part of the release. The SNMP agent can send unsolicited SNMP trap
events to the SNMP manager.

& e By default, SNMP-based management is enabled.
e For more information on the device's SNMP support such as SNMP trap alarms
and events, refer to the SNMP Reference Guide.
e Formore information on OVOC, refer to the OVOC User's Manual.

Disabling SNMP

By default, SNMP is enabled. However, you can disable it as described in the following
procedure.

> To disable SNMP:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. From the 'Disable SNMP' drop-down list (DisableSNMP parameter), select Yes:
MISC. SETTINGS

Disable SNMP Yes |E|

3. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Configuring SNMP Community Strings

SNMP community strings determine the access privileges (read-only and read-write) of SNMP
clients with the device's SNMP agent. You can configure up to five read-only SNMP community
strings and up to five read-write SNMP community strings. The device's SNMP agent accepts
SNMP Get (read-only) and Set (read-write) requests only if the correct community string is used
in the request.

You can also configure a unique password-like community string used for sending SNMP traps.
The device sends the traps with the community string.
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A\ e

SNMP community strings are applicable only to SNMPv1 and SNMPv2c.
SNMPv3 uses username-password authentication along with an encryption key
(see Configuring SNMP V3 Users).

If you configure SNMPv3 users (see Configuring SNMP V3 Users on page 84),
the device ignores all SNMP requests (Get and Set operations) from SNMPv2
users (sends the authenticationFailure trap).

The read-only community strings must be different to the read-write community
strings.

You can enhance security by configuring Trusted Managers (see Configuring
SNMP Trusted Managers). A Trusted Manager is an IP address from which the
SNMP agent accepts Get and Set requests.

For detailed descriptions of the SNMP parameters, see SNMP Parameters.

> To configure SNMP community strings:

1.

2.

Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

Configure SNMP community strings for access privileges:
GEMERAL SETTINGS MISC. SETTINGS
Disable SNMP No IZI Trap Community String trapuser

Trap Manager Host Name

READ-ONLY COMMUNITY STRINGS Activity Trap Disable IZ|

Read-Only 1
Read-Only 2
Read-Only 3
Read-Only 4

Read-Only 5

READ-WRITE COMMUNITY STRINGS

Read-Write 1

Read-Write 2

Read-Write 3

Read-Write 4

Read-Write 5

e Under the Read-Only Community Strings group, configure read-only community
strings (see the table below).

e Under the Read-Write Community Strings group, configure read-write community

strings (see the table below).
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3. Configure a community string for SNMP traps: Under the Misc. Settings group, in the 'Trap
Community String' field, configure a community string (see the table below).

Trap Community String trapuser

4. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

To delete a community string, delete the configured string, click Apply., and then reset the
device with a save-to-flash for your settings to take effect.

Table 10-1: SNMP Community String Parameter Descriptions

Parameter Description
'Read-Only Community Strings' Defines read-only SNMP community
configure system > snmp settings strings. Up to five read-only
> ro-community-string community strings can be configured.

[SNMPReadOnlyCommunityStringsPassword_x] The valid value is a string of up to 30
characters that can include only the

following:

B Upper- and lower-case letters (a to
z,and Ato 7)

B Numbers (0to9)
B Hyphen (-)
B Underline ()

For example, "Public-comm_string1".
The default is "public".
Note:

B The parameter cannot be
configured with wide characters.

B The read-only community strings
must be different to the read-write
community strings.

B For ini file configuration, x is 0 for
the 'Read-Only 1' parameter.

'Read-Write Community Strings' Defines read-write SNMP community
configure system > snmp settings strings. Up to five read-write
> rw-community-string community strings can be configured.

[SNMPReadWriteCommunityStringsPassword_x] | The valid value is a string of up to 30
characters that can include only the

following:
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Parameter Description

B Upper- and lower-case letters (a to
z,and Ato 2)

B Numbers (0to9)
B Hyphen (-)
B Underline ()

For example, "Private-comm_string1".

The default is "private".

B The parameter cannot be
configured with wide characters.

B The read-write community strings
must be different to the read-only
community strings.

M Forini file configuration, x is 0 for
the 'Read-Write 1' parameter.

"Trap Community String' Defines the community string for

configure system > snmp trap > SNMP traps.

community-string The valid value is a string of up to 30

[SNMPTrapCommunityStringPassword] characters that can include only the
following:

B Upper- and lower-case letters (a to
z,and Ato 2)

B Numbers (0to9)
B Hyphen (-)
B Underline ()

For example, "Trap-comm_stringl".
The default is "trapuser".

Note: The parameter cannot be
configured with wide characters.

Configuring SNMP Trap Destinations with IP Addresses

The SNMP Trap Destinations table lets you configure up to five SNMP trap managers to receive
traps sent by the device. The SNMP manager is defined by IP address (IPv4) and port. You can
associate a trap destination with SNMPv2 users and specific SNMPv3 users. Associating a trap
destination with SNMPv3 users sends encrypted and authenticated traps to the SNMPv3
destination. By default, traps are sent unencrypted using SNMPv2.

-80-



CHAPTER 10 SNMP-Based Management Mediant Software SBC | User's Manual

The following procedure describes how to configure SNMP trap destinations through the Web
interface. You can also configure it through ini file [SNMPManager] or CLI (configure

system > snmp trap-destination).

> To configure SNMP trap destinations:

1. Open the SNMP Trap Destinations table (Setup menu > Administration tab > SNMP folder
> SNMP Trap Destinations).

| | NAME | IP ADDRESS |  TrappoRT | TRAP USER REEE
B SNMP Manager 1 0.000 162 vackarams| 7] Enable[~
B SNMP Manager 2 0.000 162 vackarams| ] Enable[~
& SHMP Manager 3 0.0.0.0 162 vacearams| v Enabie[~]
[ SNMP Manager 4 0.0.0.0 162 vacearams| v Enable[~]
& SNMP Manager 5 0.0.0.0 162 vackarams|«] Enable[«

2. Configure the SNMP trap manager according to the table below.

3. Select the check boxes corresponding to the configured SNMP managers that you want to
enable.

4. Click Apply.

A\ e

Rows whose corresponding check boxes are cleared revert to default settings
when you click Apply.

To enable the sending of the trap event,
acPerformanceMonitoringThresholdCrossing, which is sent whenever a
threshold (high or low) of a performance monitored SNMP MIB object is crossed,
configure the ini file parameter [PM_EnableThresholdAlarms] to [1]. Once
enabled, you can change its default low and high threshold values. For more
information, see the SNMP Reference Guide for Gateways-SBCs-MSBRs.
Instead of configuring SNMP trap managers with an IP address in dotted-decimal
notation, you can configure a single SNMP trap manager with an FQDN (see
Configuring an SNMP Trap Destination with FQDN.

Table 10-2: SNMP Trap Destinations Table Parameters Description

Parameter Description
(check box) Enables the SNMP manager to receive traps and
[SNMPManagerlsUsed_x] checks the validity of the configured destination

(IP address and port number).

B [0] (check box cleared) = (Default) Disables
SNMP manager

B [1] (check box selected) = Enables SNMP
manager

'IP Address' Defines the IP address of the remote host used
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Parameter Description

[SNMPManagerTablelP_x] as the SNMP manager. The device sends its
SNMP traps to this IP address.

The valid value is an IPv4 address (in dotted-
decimal notation, e.g., 108.10.1.255).

Note: If you are using a WebSocket tunnel
connection between the device and OVOC, then
configure the parameter to the IP address
mentioned in Configuring WebSocket Tunnel
with OVOC on page 91

"Trap Port' Defines the port number of the remote SNMP
[SNMPManagerTrapPort_x] manager. The device sends SNMP traps to this
port.
The valid value range is 100 to 4000. The default
is 162.
"Trap User' Associates a trap user (SNMPv2 or SNMPv3) with
[SNMPManagerTrapUser] the trap destination. This determines the trap

format, authentication level, and encryption
level.

B v2cParams = (Default) SNMPv2 user
community string

B SNMPv3 user configured in Configuring
SNMP V3 Users

‘Trap Enable’ Activates the sending of traps to the SNMP
[SNMPManagerTrapSendingEnable_x] Manager.
B [0] Disable

B [1] Enable (default)

Configuring an SNMP Trap Destination with FQDN

Instead of configuring SNMP trap destinations (managers) with IP addresses in the SNMP Trap
Destinations table (see Configuring SNMP Trap Destination with IP Addresses), you can
configure a single SNMP trap manager with an FQDN (e.g., mngr.corp.mycompany.com). The
device sends the traps to the DNS-resolved IP address. The resolved IP address replaces the IP
address of the last row (SNMP Manager 5) in the SNMP Trap Destinations table (and the last
trap manager entry in the snmpTargetAddrTable in the snmpTargetMIB).
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& e |f you configure an FQDN for an SNMP trap manager, the device ignores your
configuration in the SNMP Trap Destinations table.
e [f you configure an FQDN for an SNMP trap manager, only one SNMP trap
manager can be configured.
e Toresolve the FQDN into an IP address, the device uses the DNS server that is
configured in the IP Interfaces table for the IP Interface whose 'Application Type
is OAMP.

> To configure an SNMP trap destination with an FQDN:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Under the Misc. Settings group, in the 'Trap Manager Host Name' field
[SNMPTrapManagerHostName], enter the FQDN.

Trap Manager Host Name

w

Click Apply.

Configuring SNMP Trusted Managers

The SNMP Trusted Managers table lets you configure up to five SNMP Trusted Managers. By
default, the SNMP agent accepts SNMP Get and Set requests from any IP address as long as the
correct community string is used in the request (see Configuring SNMP Community Strings). You
can enhance security by configuring Trusted Managers, which is an IP address (IPv4) from which
the device's SNMP agent accepts and processes SNMP requests. If no SNMP Trusted Manager is
configured, any SNMP manager can access the device (as long as the community string is
correct).

The following procedure describes how to configure SNMP Trusted Managers through the Web
interface. You can also configure it through ini file [SNMPTrustedMgr_x] or CLI (configure
system > snmp settings > trusted-managers).

> To configure SNMP Trusted Managers:

1. Open the SNMP Trusted Managers table (Setup menu > Administration tab > SNMP folder
> SNMP Trusted Managers).

| Deete | TRUSTED MANAGERS IP ADDRESS |
[l SNMP Trusted Manager 1 0.0.0.0
E SMMP Trusted Manager 2 0.0.0.0
[l SMNMP Trusted Manager 3 0.0.0.0
E SMMP Trusted Manager 4 0.0.0.0
[l SNMP Trusted Manager 5 0.0.0.0
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2. Configure an IP address (IPv4) for one or more SNMP Trusted Managers.

3. Select the check boxes corresponding to the configured SNMP Trusted Managers that you
want to enable.

4. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Enabling SNMP Traps for Web Activity

You can enable the device to send SNMP traps to notify of management users' activities in the
Web interface. A trap is sent each time an activity is done by a user. To configure the types of
Web activities that you want reported, see Configuring Reporting of Management User
Activities.

> To enable traps to SNMP manager for Web activity:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Under the Misc. Settings group, from the 'Activity Trap' drop-down list
(EnableActivityTrap), select Enable.

Activity Trap Enable E

3. Click Apply.

Configuring SNMP V3 Users

The SNMPv3 Users table lets you configure up to 10 SNMP v3 users for authentication and
privacy.

The following procedure describes how to configure SNMP v3 users through the Web interface.
You can also configure it through ini file [SNMPUsers] or CLI (configure system > snmp

v3-users).

A e Ifyou delete a user that is associated with a trap destination (see Configuring
SNMP Trap Destinations with IP Addresses), the trap destination becomes
disabled and the trap user reverts to default (i.e., SNMPv2).

e |f you configure an SNMPv3 user(s), the device ignores all SNMP requests (Get
and Set operations) from SNMPv2 users (sends the authenticationFailure trap).

e If youwantto use the same SNMPv3 Users table configuration for another
device, before uploading this device's configuration file (.ini) to the other device,
you must edit the file so that the passwords ('Authentication Key' and 'Privacy
Key' parameters) are in plain text.

> To configure an SNMP v3 user:

1. Open the SNMPv3 Users table (Setup menu > Administration tab > SNMP folder > SNMP
V3 Users).
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2. Click New; the following dialog box appears:

GEMERAL

Index ]

User Name

Authentication Protocol | Mone |E|
Privacy Protocol Maone |Z|

Authentication Key

Privacy Key

Read-Write E|

Group

3. Configure the SNMP V3 parameters according to the table below.
4. Click Apply.

Table 10-3: SNMPv3 Users Table Parameters Description

Parameter Description
‘Index' Defines an index number for the new table row.
[SNMPUsers_ Note: Each row must be configured with a unique index.
Index]
'User Name' Name of the SNMP v3 user. The name must be unique.
username
[SNMPUsers_
Username]

'‘Authentication
Protocol'
auth-
protocol

[SNMPUsers_
AuthProtocol]

'Privacy Protocol’

priv-
protocol

[SNMPUsers_
PrivProtocol]

Authentication protocol of the SNMP v3 user.
B [0] None (default)
H [1] MD5

B [2] SHA-1

Privacy protocol of the SNMP v3 user.
B [0] None (default)
Bl [1] DES

M [2] 3DES
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Parameter Description

B [3] AES-128

'‘Authentication Authentication key. Keys can be entered in the form of a text
Key' password or long hex string. Keys are always persisted as long hex
auth-key strings and keys are localized.
[SNMPUsers_ The value must be at least six characters (preferably 8 characters).
AuthKey] Note: The parameter cannot be configured with wide characters.
'Privacy Key' Privacy key. Keys can be entered in the form of a text password or
priv-key long hex string. Keys are always persisted as long hex strings and keys
[SNMPUsers_ are localized.
PrivKey]
'Group' The group with which the SNMP v3 user is associated.
group B [0] Read-Only
[SNMPUsers_

B [1] Read-Write (default)
Group]

B (2] Trap

Note: All groups can be used to send traps.

Customizing SNMP Alarm Severity

The Alarms Customization table lets you configure up to 150 Alarm Customization rules. The
table allows you to customize the severity levels of the device's SNMP trap alarms. The table
also allows you to disable (suppress) an alarm all together or a specific alarm severity. For
example, by default, when an alarm cannot be entered in the Active Alarms table due to it
being full, the device sends the acActiveAlarmTableOverflow alarm with a severity level of
Major. By using this table, you can customize this alarm condition and change the severity level
to Warning, for example.
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& e If you have customized an alarm that has subsequently been sent by the device
and you then delete the rule when the alarm is still active, the device doesn't send
the alarm again for that instance. For example, assume that you customize the
severity of the acBoardEthernetLinkAlarm alarm to Warning and the Ethernet
cable is subsequently disconnected. If you then delete the rule while this
condition still exists (i.e., cable still disconnected), the device does not re-send
the acBoardEthernetLinkAlarm alarm (with the default severity level -- Major or
Minor).

e [f you configure multiple Alarm Customization rules for the same alarm, out of all
these same rules the device applies only the rule that you configured first (i.e.,
listed highest in the table -- with lowest Index) and ignores the others.

e After an HA switchover, all disabled (Suppressed) alarms are restored (not
suppressed).

The following procedure describes how to customize alarm severity levels through the Web
interface. You can also configure it through ini file [AlarmSeverity] or CLI (configure

system > snmp alarm-customization).

> To customize SNMP alarm severity levels:

1. Open the Alarms Customization table (Setup menu > Administration tab > SNMP folder >
Alarm Customization).

facBoardFatalError]

GEMNERAL
Index 0
Name acBoardFatalError e
Original Severity Default w
Customized Severity | Indeterminate e

2. Configure a rule according to the parameters described in the table below.

3. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.
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Table 10-4: Alarms Customization Parameter Descriptions

Parameter Description
Index Defines an index number for the new table row.
[AlarmSeverity_Index] Note: Each row must be configured with a unique index.
Name Defines the SNMP alarm that you want to customize.
name Note: The CLI and ini file use the last digits of the alarm's
[AlarmSeverity Name] OID as the name. For example, configure the parameter

to "12" for the acActiveAlarmTableOverflow alarm (OID is
1.3.6.1.4.15003.9.10.1.21.2.0.12). For alarm OIDs, refer to
the SNMP Reference Guide for Gateways-SBCs-MSBRs.

Original Severity Defines the original severity level of the alarm, according
alarm-original- to the MIB.

severity B [0] Default = (Default) All supported severity levels of
[AlarmSeverity_ the alarm. If you select this option, the alarm and its'
OriginalSeverity] severity depends on the 'Original Severity' parameter:

v If configured to Suppressed, the device doesn't
send the alarm at all.

v If configured to any value other than Suppressed,
the device always sends the alarm with the
configured severity (regardless of condition).

B [1] Indeterminate

B [2] Warning

B [3] Minor

B [4] Major

B [5] Critical
Customized Severity Defines the new (customized) severity of the alarm. This
alarm-customized- severity replaces the alarm's original severity that you
severity specified in the 'Original Severity' parameter. For

example, if you want to change the severity of the
acCertificateExpiryAlarm alarm from Minor to Major,
then configure the 'Original Severity' parameter to Minor
and the 'Customized Severity' parameter to Major.

[AlarmSeverity_
CustomizedSeverity]

B [0] Suppressed = Disables (suppresses) the alarm or a
specified severity, depending on the 'Original Severity'
parameter:

v To suppress an alarm: Configure the 'Original
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Parameter Description

Severity' parameter to Default, or if the alarm has
only one severity level, configure the 'Original
Severity' parameter to this severity. For example,
as the acBoardConfigurationError alarm is only
sent with Critical severity, configure the 'Original
Severity' parameter to Critical.

v To suppress the sending of a specific alarm
severity: If the alarm has multiple severity levels
(based on conditions), configure the 'Original
Severity' parameter to the severity that you don't
want the device to send. For example, if you don't
want the device to send the
acProxyConnectionLost alarm when its' severity is
Minor, configure the 'Original Severity' parameter
to Minor.

[1] Indeterminate (default)
[2] Warning
[3] Minor

[4] Major

[5] Critical

Configuring SNMP for OVOC Connectivity

Connection between the device and OVOC is through SNMP. Once connected, the device can
send SNMP traps to OVOC, and OVOC can perform various operations on the device such as
maintenance actions, and fault and performance management.
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e Make sure that the SNMP settings on the device and on OVOC are identical.
e OVOC uses the following default settings:

v Trap port: 162 (configured in the SNMP Trap Destinations table, as
described below).

v SNMPv2: public for the read-community string, private for read-write
community string, and trapuser for the trap community string (configured on
the SNMP Community Settings page, as described below).

v SNMPv3: OVOCUser for user name; SHA-1 for authentication protocol;
AES-128 for privacy protocol; 123456789 for the 'Authentication Key' and
'Privacy Key' password (configured in the SNMPv3 Users table, as described
below).

e Ifthe device is located behind NAT and you have added it to OVOC by serial
number or by auto-detection, you also need to configure (through ini file) the
device to send NAT keep-alive traps to the OVOC port to keep the NAT pinhole
open for SNMP messages sent from OVOC to the device:

v [SendKeepAliveTrap] =[1]
v [KeepAliveTrapPort] = [1161]
v [NatBindingDefaultTimeout] = [30]

e When the device operates in High-Availability (HA) mode and it sends alarms to
OVOC, the name of the device as configured by the 'HA Device Name' parameter
is displayed at the beginning of the alarm description in OVOC, for example, "
(SBCSITEO1): Proxy lost. looking for another proxy". However, the name is not
displayed for the alarms retrieved (from the device's Active Alarms table) when
OVOC initially connects to the device.

> To configure SNMP for device-OVOC connectivity:

1. Make sure that SNMP is enabled, which it is by default (see Disabling SNMP on page 77).

2. Configure the local SNMP port (for Get/Set commands) on the device to 161, using the
[SNMPPort] parameter.

3. Configure an SNMPv2 or SNMPv3 user:
e For SNMPv2 user:

i. Open the SNMP Community Settings page (Configuring SNMP Community Strings
on page 77).

ii. Inthe'Read-Only 1' parameter [SNMPReadCommunity), configure the SNMP read-
only community string.

iii. Inthe 'Read-Write 1' parameter [SNMPWriteCommunity], configure the SNMP
read-write community string.

iv. Inthe 'Trap Community String' parameter [SNMPTrapCommunityStringPassword],
configure the community string for SNMP traps.

e For SNMPv3 users:
i. Open the SNMPv3 Users table (see Configuring SNMP V3 Users on page 84).

ii. Inthe 'User Name' parameter, configure the name of the SNMP v3 user.
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iii. From the 'Authentication Protocol' drop-down list, select the authentication
protocol.

iv. From the 'Privacy Protocol' drop-down list, select the privacy protocol.

v. Inthe 'Authentication Key' and 'Privacy Key' parameters, configure the password.

Configure the device to send its traps to OVOC (acting as an SNMP Manager), in the SNMP

Trap Destinations table (see Configuring SNMP Trap Destinations with IP Addresses on
page 80):

a.
b.

C.

d.

In the 'IP Address' parameter, configure the OVOC IP address.
In the 'Trap Port' parameter, configure the OVOC port.

From the 'Trap User' drop-down list, select a trap user (SNMPv2 or SNMPv3) for this
trap destination.

From the 'Trap Enable' drop-down list, select Enable.

Below shows an example where OVOC is configured as an SNMP Manager with IP
address:port 172.17.118.219:162 and using an SNMPv3 user:

NAME | |P ADDRESS | TRAPPORT |  TRAPUSER | TRAPENABLE |

SNMP Manager 1 172.17.118.219 162 ovoc E Enab|eE|

If the OVOC address is an FQDN, instead of configuring the SNMP Manager (OVOC)
above with an IP address, you can configure a single SNMP trap manager with an
FQDN, as described in Configuring an SNMP Trap Destination with FQDN.

If the device is located behind NAT and you have added the device to OVOC by its serial
number or using auto-detection, you also need to configure (through ini file) the device to
send NAT keep-alive traps to the OVOC port to keep the NAT pinhole open for SNMP
messages sent from OVOC to the device:

a.

Enable the sending of NAT keep-alive traps to OVOC, by configuring the
[SendKeepAliveTrap] parameter to [1].

Define the OVOC port to where the device sends the NAT keep-alive traps, by using the
[KeepAliveTrapPort] parameter.

Define the interval between each sent NAT keep-alive trap, by using the
[NatBindingDefaultTimeout] parameter.

Reset the device with a save-to-flash for your settings to take effect.

Configuring WebSocket Tunnel with OVOC

When OVOC is deployed in a public cloud environment (e.g., Amazon Web Services), it can
manage devices that are located behind NAT, by implementing WebSocket tunneling (over
HTTP/S). All communication and management traffic (e.g., HTTP-based file download, NTP,
Syslog, debug recording, and SNMP) between the device and OVOC flows through this
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WebSocket tunnel. In this tunneling application, the device is the WebSocket client and OVOC is
the WebSocket server.

WebSocket tunnel has many advantages over the alternative method for connecting OVOC to
the device when located behind NAT (refer to One Voice Operations Center IOM Manual for
more information). It easily resolves NAT traversal problems and requires minimal amount of
configuration, for example, there's no need for port forwarding nor firewall settings to allow
certain traffic.

The WebSocket tunnel connection between the device and OVOC is secure (HTTPS). When the
device initiates a WebSocket tunnel connection, it verifies that the TLS certificate presented by
OVOC is signed by one of the CAs in the trusted root store of its default TLS Context (ID #0). The
device authenticates itself with OVOC using a username and password. These must be the same
credentials as configured on OVOC.

The device establishes the WebSocket connection through the OAMP IP interface. The device
keeps the WebSocket tunnel connection open (i.e., persistent), allowing it to send and receive
future management traffic through it. The connection only closes before the device (or OVOC)
restarts.

& e whenis Microsoft Azure, Amazon , VMware, or Microsoft Hyper-V To check if its
supported on additional cloud platforms, refer to the OVOC documentation.

e If you configure the address of the WebSocket tunnel server (see the 'Address'
parameter below) as a domain name, you also need to configure the address of
the DNS server that you want to use for resolving the domain name into an IP
address. This is configured in the IP Interfaces table for the corresponding IP
Interface (OAMP), using the 'Primary DNS' parameter and optionally, the
'Secondary DNS' parameter (see Configuring IP Network Interfaces on
page 123).

e When the device is configured for WebSocket tunneling with OVOC, the SBC
Configuration Wizard (see SBC Configuration Wizard on page 977) is not
supported (and not accessible from the Web interface).

The following procedure describes how to configure WebSocket tunneling on the device
through the Web interface. You can also configure it through CLI (configure network >
ovoc-tunnel-settings).

> To configure WebSocket tunneling with OVOC on the device:

1. Obtain the OVOC server's default certificate (trusted root certificate) for Managed Devices,
and then import (see Importing Certificates into Trusted Root Certificate Store on
page 177) the certificate into the device's Trusted Root store of the default TLS Context (ID
#0).

2. Open the Web Service Settings page (Setup menu > IP Network tab > Web Services folder
> Web Service Settings), and then under the OVOC Tunnel group, configure the following
parameters:
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OVOC TUNNEL

OVOC WebSocket Tunnel Server Address 0.0.0.0 ‘ $
Path | ‘ ‘
Username | ‘ %
Password | |¢) ‘
Secured (HTTPS) $

Verify Certificate 4

e 'OVOC WebSocket Tunnel Server Address' [WSTunServer]: Configure it to the IP
address or hostname of the OVOC server. If you configure the parameter to a
hostname, the device uses the DNS server configured in Configuring a DNS Server for
HTTP Services on page 347 to resolve it into an IP address.

e 'Path' [WSTunServerPath]: Configure it to "tun" (without quotation marks) to match
the default OVOC configuration.

e 'Username' [WSTunUsername]: Configure it to match the WebSocket Tunnel username

configured on OVOC. The default username is "VPN" (without quotation marks).

e 'Password' [WSTunPassword]: Configure it to match the WebSocket Tunnel password
configured on OVOC. The default password is "123456" (without quotation marks).

e 'Secured (HTTPS)' [WSTunSecured]: Enable the parameter to use secure (HTTPS)
transport for the WebSocket tunnel connection.

e 'Verify Certificate' [WSTunVerifyPeer]: Enable the parameter so that the device verifies

the TLS certificate presented by OVOC during the establishment of the WebSocket
tunnel connection.

3. Open the SNMP Trap Destinations table (see Configuring SNMP Trap Destinations with IP
Addresses on page 80), and then configure an SNMP trap manager with IP address
169.254.0.1.

|| NAME | IP ADDRESS TRAPPORT| TRAPUSER | TRAP ENABLE

SNMP Manager 1 169.254.01 162 v2cParams |~ Enable |~
IP address 169.254.0.1 represents the OVOC server in the WebSocket tunnel
overlay network.

4. For sending Quality of Experience (QoE) voice metric reports to OVOC, open the Quality of

Experience Settings table (see Configuring OVOC for Quality of Experience on page 394),
and then configure the 'OVOC Address' parameter to IP address 169.254.0.1.
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To configure WebSocket tunneling on OVOC, refer to One Voice Operations Center
IOM Manual.
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11 INI File-Based Management

You can configure the device through an ini file, which is a text-based file with an *.ini file
extension name, created using any standard text-based editor such as Notepad. Once you have
created an ini file with all your configuration settings, you need to install (load) it to the device
to apply the configuration. For a list of the ini file parameters, see Configuration Parameters
Reference.

INI File Format

There are two types of ini file parameters:
B Individual parameters - see Configuring Individual ini File Parameters

B Table parameters - see Configuring Table ini File Parameters

Configuring Individual ini File Parameters
The syntax for configuring individual inj file parameters in the ini file is as follows:

B An optional, subsection name (or group name) enclosed in square brackets "[...]". This is
used to conveniently group similar parameters by their functionality.

B Parameter name, followed by an equal "=" sign and then its value.

B Comments must be preceded by a semicolon ";".

[optional subsection name]
parameter name = value
parameter name = value

: this is a comment line

; for example:

[System Parameters]
SyslogServerlP = 10.13.2.69
EnableSyslog = 1

For general ini file formatting rules, see General ini File Formatting Rules.

Configuring Table ini File Parameters

Table ini file parameters allow you to configure tables, which include multiple parameters
(columns) and row entries (indices). The table ini file parameter is composed of the following
elements:

B Table title: The name of the table in square brackets, e.g., [MY_TABLE_NAME].
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B Format line: Specifies the columns of the table (by their string names) that are to be
configured.

e The first word of the Format line must be "FORMAT", followed by the Index field name
and then an equal "=" sign. After the equal sign, the names of the columns are listed.

e Columns must be separated by a comma ",".

e The Format line must only include columns that can be modified (i.e., parameters that
are not specified as read-only). An exception is Index fields, which are mandatory.

e The Format line must end with a semicolon ";".

B Data line(s): Contain the actual values of the columns (parameters). The values are
interpreted according to the Format line.

e The first word of the Data line must be the table’s string name followed by the Index
field.

e Columns must be separated by a comma

nun
) .

e A Data line must end with a semicolon ";".

B End-of-Table Mark: Indicates the end of the table. The same string used for the table’s
title, preceded by a backslash "\", e.g., [\MY_TABLE_NAME].

The following displays an example of the structure of a table ini file parameter:

[Table_Title]

: This is the title of the table.

FORMAT Index = Column_Name1, Column_Name2, Column_Name3;
: This is the Format line.

Index O = valuel, value2, value3;

Index 1 = value1l, value2, value3;

: These are the Data lines.

[\Table_Title]

: This is the end-of-the-table-mark.

B The table ini file parameter formatting rules are listed below:

B Indices (in both the Format and the Data lines) must appear in the same order. The Index
field must never be omitted.

B The Format line can include a subset of the configurable fields in a table. In this case, all
other fields are assigned with the pre-defined default values for each configured line.

B The order of the fields in the Format line isn’t significant (as opposed to the Index fields).
The fields in the Data lines are interpreted according to the order specified in the Format
line.

B The order of the Data lines is insignificant.
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Data lines must match the Format line, i.e., it must contain exactly the same number of
Indices and Data fields and must be in exactly the same order.

A row in a table is identified by its table name and Index field. Each such row may appear
only once in the ini file.

Table dependencies: Certain tables may depend on other tables. For example, one table
may include a field that specifies an entry in another table. This method is used to specify
additional attributes of an entity, or to specify that a given entity is part of a larger entity.
The tables must appear in the order of their dependency (i.e., if Table X is referred to by
Table Y, Table X must appear in the ini file before Table Y).

The table below displays an example of a table ini file parameter:

[ CodersGroupO ]

FORMAT CodersGroupQ_Index = CodersGroup0_Name, CodersGroup0_pTime,
CodersGroup0_rate, CodersGroupQ_PayloadType, CodersGroup0_Sce,
CodersGroup0_CoderSpecific;

CodersGroup0 0 = g711Alaw64k, 20, 0, 255, 0, 0;

CodersGroup0 1 =eg711Ulaw, 10, 0, 71, 0, 0;

[\CodersGroupO0 ]

Don'tinclude read-only parameters in table ini file parameters. This can cause an
error when loading the file to the device.

General ini File Formatting Rules

The ini file must adhere to the following formatting rules:

The ini file name must not include hyphens "-" or spaces; if necessary, use an underscore " _

"instead.

Lines beginning with a semi-colon ";" are ignored. These can be used for adding remarks in
the ini file.

A carriage return (i.e., Enter) must be done at the end of each line.

The number of spaces before and after the equals sign is irrelevant.
Subsection names for grouping parameters are optional.
If there is a syntax error in the parameter name, the value is ignored.

Syntax errors in the parameter's value can cause unexpected errors (parameters may be set
to the incorrect values).

Parameter string values that denote file names (e.g., CallProgressTonesFileName) must be
enclosed with inverted commas, e.g., CallProgressTonesFileName = 'cpt_usa.dat'.

The parameter name is not case-sensitive.
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B The parameter value is not case-sensitive, except for coder names.

B The ini file must end with at least one carriage return.

Configuring an ini File
There are different methods that you can use for configuring an ini file before you load it to the

device.

B Modifying the device's current ini file: This method is recommended if you mainly need to
change the settings of parameters that you have previously configured.

a. Save the device's current configuration as an ini file on your computer, using the Web
interface (see Saving Configuration).

b. Open the file using a text file editor, and then modify the ini file as required.
c. Save and close the file.
d. Load the file to the device.
B Creating a new ini file that includes only updated configuration:
a. Open a text file editor such as Notepad.
b. Add only the required parameters and their settings.
c. Save the file with the ini file extension name (e.g., myconfiguration.ini).
d. Load the file to the device.

For loading ini files to the device, see Loading an ini File to the Device.

A e Ifyou save an inifile from the device and a table row is configured with invalid
values, the ini file displays the row prefixed with an exclamation mark (!), for
example:

ICpMediaRealm 1 ="ITSP", "Voice", ", 60210, 2, 6030, 0, ", "";

e Torestore the device to default settings through the ini file, see Restoring Factory
Defaults.

Loading an ini File to the Device

You can load an ini file to the device using the following methods:
W CL:
e Configuration:

¢ To apply the parameter settings of the file and restore parameters that are not
included in the file to default settings:

# copy ini-file from <URL>
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¢ To apply the parameter settings of the file and keep the current settings of
parameters that are not included in the file:

# copy incremental-ini-file from <URL>

B Web interface:

e Auxiliary Files page (see Loading Auxiliary Files): The device updates its configuration
according to the loaded ini file while preserving the remaining current configuration.

e Configuration File page (see Configuration File): The device updates its configuration
according to the loaded ini file and applies default values to parameters that were not
included in the loaded ini file.

When you load an ini file to the device, its configuration settings are saved to the device's non-
volatile memory (flash).

& Before you load an ini file to the device, make sure that the file extension name is *.ini.

Secured Encoded ini File

The ini file contains sensitive information that is required for the functioning of the device. The
file may be loaded to the device using HTTP. These protocols are not secure and are vulnerable
to potential hackers. To overcome this security threat, the AudioCodes DConvert utility allows
you to binary-encode (encrypt) the ini file before loading it to the device. For more information,
refer to the DConvert Utility User's Guide.

If you save an ini file from the device to a folder on your PC, an ini file that was loaded
to the device encoded is saved as a regular inifile (i.e., unencoded).

Configuring Password Display in ini File
Passwords can be displayed in the ini file (saved from the Web interface or CLI) as obscured

(encrypted) or hidden:

B Obscured: (Default) The password characters are concealed and displayed as encoded. The
password is displayed using the syntax, S1S<obscured password>, for example,
$18S3p+fno=.

B Hidden: the password is replaced with an asterisk (*).

To configure the desired format, use the [INIPasswordsDisplayType] parameter.
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& e When you load an ini file to the device containing obscured passwords, the
passwords are parsed and applied to the device.

e When you load an ini file to the device containing hidden passwords, the
passwords are ignored.

e By default, the format is obscured passwords, thus enabling their full recovery in
case of configuration restore or copy to another device.

e Regardless of the configured password display format, the View mode in the INI
Viewer & Editor utility also displays the passwords in plain text (in parenthesis),
as shown in the below example:

[SNMP Params]

SnmpReadWriteCommunity StringsPassword_0 = $15+JKWkpXMNz83L (john1234)

INI Viewer and Editor Utility

For more information on AudioCodes INI Viewer and Editor utility, refer to the INI Viewer &
Editor User's Guide.
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12 REST-Based Management

You can manage the device through the Representational State Transfer (REST) architecture.
REST is a Web-based access service, allowing you to access the device's management interface
over HTTP/S. Developers can use the device's REST APl to integrate the device into their
solution and allow administrators to perform management and configuration tasks through
automation scripts. The REST API also displays performance monitoring counters.

The REST API relies on a simple pre-defined URL path (<device's OAMP IP address>/api/v1l)
through which device resources can be accessed. Each resource represents a specific device
management element (e.g., file upload), state object (e.g., alarms), or maintenance action (e.g.,
reset). The REST API uses the standard HTTP/1.1 protocol. Standard HTTP methods (GET, PUT,
POST and DELETE) are used to read the resource’s state and to create, update, and delete the
resources, respectively. Resource state is described in JSON format and included in the HTTP
request or response bodies. For security, it is recommended to secure REST traffic by using
HTTPS (see the [HTTPSOnly] parameter).

> To access the REST API:

1. Open astandard Web browser, and then in the URL field, enter the device's OAMP IP
address followed by "/api/v1" (e.g., 10.15.7.95/api/v1); you are prompted to enter your
login credentials.

2. Enter your login username and password, and then click Sign In; the device's REST interface
appears, showing the URL paths of the different resource items:

rE\Ie Edit View History Bookmarks Tools Help = [E] g
http:/10.15.795/api/vl x\+
(€& () 10157.95/api/1 E1 ¢ ||Q Search wB U 4+ A/ =

{
"items": [
"actions", "description": "Device actions",™url": "/fapi/vl/actions"},

4

i "alarms", "descriprtion™: "Device alarms","url": "/Sapi/vl/falarms"},

i : "files","description”: "Upload and download of configuration files","url": "/api/vl/files"},

{"id": "license","description": "License management","url": "fapi/vl/license"},

{"id": "performanceMonitoring”,"description": "Performance monitoring”,™url™: "/api/vl/performanceMonitoring"},
{"id": "status","description": "Device status","url": "/api/vl/status"}

3. Access the required resource item using the shown URL. For example, to access the
device’s alarms resource, append "/alarms" to the URL (i.e. 10.15.7.95/api/v1/alarms).
Some items have sub-resources such as the alarms item. When you access the alarms item,
the URLs to the active and history alarms resources are shown.
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| »

m

File Edit View History Bookmarks Tools Help — M=) g
.
/| http://10.15.7.95/api/vl/alarms = % '\\\+
€ O 10.15.7.95/api/vl/alarms c Q, Search ﬁ' E 2 3 # =
{
"alarms": [
{"id": "active","description": "Actiwve alarms","url": "/api/vl/alarms/active"},
{"id": "ni=story","description”: "History alarms","url": "fapi/vl/falarms/history"}
1 | 4
}

4. To access a sub-resource (e.g., active alarms) if exists, use the shown URL. For example, to

access the active alarms resource, append "/active" to the URL (i.e.
10.15.7.95/api/v1/alarms/active).

| »

m

Eile Edit View History Bookmarks Tools Help —(eE] g
/ -\.
| http://10.15.79..1/alarms/active * \\+
€& O 10.15.7.95/api/v1/alarms/active c Q, Search ﬁ' E 2 3 # =
{
"alarms": [
{
mid": 1,
"degcription": "Ethernet link alarm. LAN port number 2 iz down."™,
"url": "/api/vl/alarms/active/1"
T
{
midv: 2,
"description": "NTP server alarm. No connection to NTP server.",
"url": "fapi/fvlfalarms/active/2"
}
1.
"cursor™: {
"after": 2,
"pefore™: -1
}
' |

& e Ifyou know the URL of the resource, instead of accessing each resource menu,
you can access it directly using the full URL path (e.g., /api/v1/alarms/active).

e For more information on REST API, refer to the document REST AP/ for Mediant
Devices.

e When accessing the device's REST interface, you are prompted for your
management user credentials (username and password).
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13 Date and Time

The device's internal clock (date and time) can be set using one of the following methods:

B Automatically synchronized using a third-party, remote Simple Network Time Protocol
(SNTP) server (see Configuring Automatic Date and Time through SNTP below)

B Manually (see Configuring Manual Date and Time on page 106)

Configuring Automatic Date and Time through SNTP

The device's Simple Network Time Protocol (SNTP) client functionality generates requests and
reacts to the resulting responses using the NTP Version 3 protocol definitions (according to RFC
1305). Through these requests and responses, the device, as an NTP client, synchronizes the
system time to a time source within the network, thereby eliminating any potential issues
should the local system clock "drift" during operation. The NTP client follows a simple process
in managing system time: 1) the NTP client requests an NTP update, 2) receives an NTP
response and then 3) updates the local system clock based on an NTP server within the
network. The client requests a time update from the user-defined NTP server (IP address or
FQDN) at a user-defined update interval. Typically, the update interval is every 24 hours based
on when the system was restarted.

You can also configure the device to authenticate and validate NTP messages received from the
NTP server. Authentication is done using an authentication key with the MD5 cryptographic
hash algorithm. When this feature is enabled, the device ignores NTP messages received
without authentication.

The following procedure describes how to configure SNTP through the Web interface. For
detailed descriptions of the configuration parameters, see NTP and Daylight Saving Time
Parameters.

> To configure SNTP through the Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the NTP Server group:

MTP SERVER
Primary NTP Server Address {IP or FQDHN) « 0000
Secondary NTP Server Address (IP or FQDN])
MTP Update Interval Hours: | 24 Minutes: | 0

MTP Authentication Key Identifier 0

MTP Authentication Secret Key

2. Configure the NTP server address:
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® Inthe 'Primary NTP Server Address' [NTPServerlP] field, configure the primary NTP
server's address (IP or FQDN).

e (Optional) In the 'Secondary NTP Server Address' [NTPSecondaryServerlP] field,
configure the backup NTP server.

3. Inthe 'NTP Updated Interval' [NTPUpdatelnterval] field, configure the period after which
the date and time of the device is updated.

4. Configure NTP message authentication:

e Inthe 'NTP Authentication Key Identifier' field, configure the NTP authentication key
identifier.

e Inthe 'NTP Authentication Secret Key' field, configure the secret authentication key
shared between the device and the NTP server.

5. Click Apply.

6. Verify that the device has received the correct date and time from the NTP server. The date
and time is displayed in the 'UTC Time' read-only field under the Time Zone group.

& If the device does not receive a response from the NTP server, it polls the NTP server
for 10 minutes. If there is still no response after this duration, the device declares the
NTP server as unavailable and raises an SNMP alarm [acNTPServerStatusAlarm].
The failed response could be due to incorrect configuration.

Configuring Automatic Date and Time through SIP

You can configure the device to synchronize its internal clock (date and time) with a remote SIP
endpoint (according to RFC 3261). When enabled, the device obtains the date and time from
the Date header in the incoming 200 OK message received in response to a REGISTER request
sent by the device. This can be any REGISTER request sent for normal SIP traffic handling (i.e.,
it's not a specific REGISTER message that is sent to a specific SIP server or endpoint). An
example of a SIP Date header with date and time is shown below:

Date: Sat, 12 Mar 2020 23:29:00 GMT

> To configure clock synchronization through SIP:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Date Header Time Sync group:

Synchronize Time from SIP Date Header « Enable ~

Time Synchronization Interval « 800
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2. Inthe 'Synchronize Time from SIP Date Header' [DateHeaderTimeSync] field, select Enable
to enable the feature.

3. Inthe 'Time Synchronization Interval' [DateHeaderTimeSyncinterval] field, enter the
minimum time (in seconds) between synchronization updates. For example, if configured to
8640 (24 hours) and the device receives within this 24-hour interval a SIP response to a
REGISTER with the Date header, it ignores the date. Only if it receives such a header after
this interval does it update its clock according to the header, and then does the next
update 24 hours later.

4. Click Apply. When the device receives a SIP response with the Date header, it updates its
clock and the date and time is displayed in the 'UTC Time' read-only field under the Time
Zone group.

& e The device only uses the date and time in the SIP Date header if its value is year
2016 or later.

e Ifyou have enabled clock synchronization using an NTP server (see Configuring
Automatic Date and Time through SNTP on page 104) and using the SIP Date
header, synchronization using the NTP server takes precedence (i.e., device
ignores received Date headers). When both are enabled, the device sends the
SNMP alarm acClockConfigurationAlarm.

e Once a week, the device stores the clock's date and time in its flash memory. If
the device is restarted, its clock is set to this stored date and time, and updated
once it receives a Date header in a SIP response to a sent REGISTER message.

Configuring Manual Date and Time

You can manually configure the date and time of the device instead of using an NTP server (as
described in Configuring Automatic Date and Time using SNTP).

> To manually configure the device's date and time through the Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Local Time group:

LOCAL TIME

Year Month  Day Hours  Minutes Seconds

Local Time 2010 1 24 15 27 45

2. Configure the current date and time of the geographical location in which the device is
installed:

e Date:
¢ 'Year'in yyyy format (e.g., "2015")
¢ 'Month'in mm format (e.g., "3" for March)

¢ 'Day'in dd format (e.g., "27")
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3.

e Time:
¢ 'Hours'in 24-hour format (e.g., "4" for 4 am)
¢ 'Minutes' in mm format (e.g., "57")
¢ 'Seconds'in ss format (e.g., "45")

Click Apply; the date and time is displayed in the 'UTC Time' read-only field.

& e |[fthe device is configured to obtain date and time from an NTP server, the fields

under the Local Time group are read-only, displaying the date and time received
from the NTP server.

e After performing a hardware reset, the date and time are returned to default
values and thus, you should subsequently update the date and time.

Configuring the Time Zone

You can configure the time zone in which the device is deployed. This is referred to as the

Coordinated Universal Time (UTC) time offset and defines how many hours the device is from

Greenwich Mean Time (GMT). For example, Germany Berlin is one hour ahead of GMT
(UTC/GMT is +1 hour) and therefore, you would configure the offset to "1". USA New York is
five hours behind GMT (UTC/GMT offset is -5 hours) and therefore, you would configure the
offset as a minus value "-5".

> To configure the time zone:

1.

Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Time Zone group:

UTC Time 14 Nowv, 2018 16:24:31

UTC Offset Hours: | 0 Minutes: 0O

In the 'UTC Offset' fields (NTPServerUTCOffset), configure the time offset in relation to the
UTC. For example, if your region is GMT +1 (an hour ahead), enter "1" in the 'Hours' field.

Click Apply; the updated time is displayed in the 'UTC Time' read-only field and the fields
under the Local Time group.

Configuring Daylight Saving Time

You can apply daylight saving time (DST) to the date and time of the device. DST defines a date

range in the year (summer) where the time is brought forward so that people can experience
more daylight. DST applies an offset of up to 60 minutes (default) to the local time. For
example, Germany Berlin has DST from 30 March to 26 October, where the time is brought
forward by an hour (e.g., 02:00 to 03:00 on 30 March). Therefore, you would configure the DST

offset to 60 minutes (one hour).
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> To configure DST through the Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Time Zone group:

Day Light Saving Time Disable B
DST Mode Dray of year

Start Time lan a1 u 0

End Time lan a1 u 0

Cffset [min] 60

Day of Month Start lan Sunday First 0 10

Day of Month End lan Sunday First 0 o0

2. From the 'Day Light Saving Time' (DayLightSavingTimeEnable) drop-down list, select Enable.

3. From the 'DST Mode' drop-down list, select the range type for configuring the start and end
dates for DST:

e Day of year: The range is configured by exact date (day number of month), for
example, from March 30 to October 30. If 'DST Mode' is set to Day of year, in the 'Start
Time' (DayLightSavingTimeStart) and 'End Time' (DayLightSavingTimeEnd) drop-down
lists, configure the period for which DST is relevant.

e Day of month: The range is configured by month and day type, for example, from the
last Sunday of March to the last Sunday of October. If 'DST Mode' is set to Day of
month, in the 'Day of Month Start' and 'Day of Month End' drop-down lists, configure
the period for which DST is relevant.

4. Inthe 'Offset' (DayLightSavingTimeOffset) field, configure the DST offset in minutes.

5. If the current date falls within the DST period, verify that it has been successful applied to
the device's current date and time. You can view the device's date and time in the 'UTC
Time' read-only field.
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Configuring a Hostname for the Device

You can configure a hostname (FQDN) for the device. This hostname should also be defined at a
DNS server so that when queried, the DNS can resolve the hostname into the device's correct IP
address.

A configured hostname affects the following:

B The device's Web interface and CLI (remotely using Telnet/SSH) can be accessed (logged in)
using the hostname (instead of the OAMP IP address). For example, when logging into the
Web interface through HTTP, you would enter the hostname in your Web browser like this:
http://<hostname>.

e Web: The toolbar displays the hostname (first 16 characters only) instead of the device
type

® CLI: The CLI prompt displays the hostname instead of the device type.
B The device's SNMP interface's SysName object (under MIB-2) is set to the hostname.

B TLS certificates used by the device for HTTPS-based communication with AudioCodes OVOC
are issued with a hostname (instead of an IP address). For certificate signing requests (CSR)
with a Certification Authority (CA), the hostname is used as the Common Name (CN or
Subject Name) and Subject Alternative Name (SAN). For configuring CSRs, see Assigning
CSR-based Certificates to TLS Contexts on page 168.

B For CDR local storage (see Storing CDRs on the Device on page 1040), the name of the CDR
file can include the device's hostname, by using the format specifier (placeholder)
"%<hostname>" when configuring the name by the 'CDR File Name' [CDRLocalFileName]
parameter.

M In HA systems, the device-pair share the same hostname.

> To configure a hostname for the device:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

2. Inthe 'Host Name' field [Hostname], enter the hostname.

Host Name .

w

Click Apply.

If you configure the device with a hostname, you can protect the device against DNS
rebinding attacks whenever you access the device with the hostname. For more
information, see Enabling DNS Rebinding Protection on page 66.
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15 Network

This section describes network-related configuration.

Building and Viewing your Network Topology

The Network view lets you easily build and view your voice network topology entities, including
IP network interfaces, Ethernet Devices (VLANs), Ethernet Groups, and physical Ethernet ports.
The Network view graphically displays these entities and the associations between them, giving
you a better understanding of your network topology and configuration. You can use the
Network view as an alternative to configuring the entities in their respective Web pages or you
can use it in combination.

> To access the Network view:

B Click the Network View home 1=} icon (Setup menu > IP Network tab > Network View).

The areas of the Network view is shown in the example below and described in the subsequent
table.

(olc]w]

IP Interfaces 20 10-4-C
+| Add IP Interface 10.15.7.96

+| Add VLAN

#2 [GROUP_3] #3 [GROUP_4)

Ethernet Groups #0[GROUP_1) [ #1 [GROUP_2)

@ — viansEthDevices) | RS

Physical Ports

#1 [UserP...

GEA42

4LAN GE

Refresh Network View

!

The figure above is used only as an example; your device may show different
Ethernet Groups and Ethernet ports.
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Table 15-1: Description of Network View

Item Description

1 Displays configured IP Interfaces (see Configuring IP Network Interfaces). The IP
Interface appears as an icon, displaying the application type ("OCM" for OAMP,
"C" for Control, and "M" for Media), row index number, name, and IP address. If
you click the icon, a drop-down menu appears, listing commands:

ol clm]

#0 [O-M=C]

10.15.7.96

Edit
Show List

Delete

B Edit: Opens a dialog box in the IP Interfaces table to modify the IP Interface.

B Show List: Opens the IP Interfaces table, allowing you to configure IP
Interfaces.

B Delete: Opens the IP Interfaces table where you are prompted to confirm
deletion of the IP Interface.

To add an IP Interface:

1. Click = Add IP Interface; the IP Interfaces table opens with a new dialog box

for adding an IP Interface to the next available index row.

2. Configure the IP Interface as desired, and then click Apply; the IP Interfaces
table closes and you are returned to the Network View, displaying the newly
added IP Interface.

2 Displays configured Ethernet Devices (see Configuring Underlying Ethernet
Devices). The Ethernet Device appears as an icon, displaying the row index
number, name, VLAN ID and if its tagged or untagged. If you click the icon, a
drop-down menu appears, listing commands:
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Item

Description

#0 [vlan 1...

Edit
Show List

Delete '

B Edit: Opens a dialog box in the Ethernet Devices table to modify the Ethernet
Device.

B Show List: Opens the Ethernet Devices table, allowing you to configure all
Ethernet Devices.

B Delete: Opens the Ethernet Devices table where you are prompted to
confirm deletion of the Ethernet Device.

To add an Ethernet Device:

1. Click ' * Add VLAN; the Ethernet Devices table opens with a new dialog box
for adding an Ethernet Device to the next available index row.

2. Configure the Ethernet Devices as desired, and then click Apply; the Ethernet
Devices table closes and you are returned to the Network View, displaying
the newly added Ethernet Device.

Displays configured Ethernet Groups (see Configuring Ethernet Port Groups). The
Ethernet Groups appear as icons, displaying the row index number, and name.
Ethernet ports associated with Ethernet Groups are indicated by lines connecting
between them, as shown in the example below:

#1 [GROUP_Z]

‘ #0 [GROUP_1]

#1 [GROUP_2]

#1 [UserP...
GE_4.2

#3 [UserP...
GE_4 4
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Item Description

To edit an Ethernet Group:

1. Click the Ethernet Group icon, and then from the drop-down menu, choose
Edit; the Ethernet Groups table opens with a dialog box for editing the Eth-
ernet Group.

2. Configure the Ethernet Group as desired, and then click Apply; the Ethernet
Groups table closes and you are returned to the Network View.

To open the Ethernet Groups table, click any Ethernet Group icon, and then from
the drop-down menu, choose Show List. You can then view and edit all the
Ethernet Groups in the table.

4 Configures and displays the device's Ethernet ports.

To configure an Ethernet port:

1. Click the required port icon, and then from the drop-down menu, choose
Edit; the Physical Ports table opens with a dialog box for editing the Ethernet
port.

2. Configure the Ethernet Port as desired, and then click Apply; the Physical
Ports table closes and you are returned to the Network View.

For more information on configuring Ethernet ports, see Configuring Underlying
Ethernet Devices.

The Ethernet ports appear as icons, displaying the row index number,
description, and port string number, as shown in the example below:

The connectivity status of the port is indicated by the color of the icon:

B ¥ Green: Network connectivity exists through port (port connected to
network).

| - Red: No network connectivity through port (e.g., cable disconnected).

To refresh the status indication, click the Refresh Network View button
(described below in ltem #5).

To open the Physical Ports table, click any port icon, and then from the drop-
down menu, choose View List. You can then view and edit all the ports in the
table.

5 If you keep the Network view page open for a long time, you may want to click
the Refresh Network View button to refresh the connectivity status display of
the Ethernet ports.
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Configuring Physical Ethernet Ports

The Physical Ports table lets you configure the device's Ethernet ports. This includes configuring
port speed and duplex mode (half or full), and a brief description of the port. The table also
displays the status of the port as well as the port group (Ethernet Group) to which the port
belongs. For more information on Ethernet Groups, see Configuring Ethernet Port Groups.

The names of the ports displayed in the device's management tools (e.g., Web interface) are
different to the labels of the physical ports on the chassis. The figure below shows the mapping
between the two:

Figure 15-1: Mediant 9000Ethernet Port String Names

You can also view the mapping of the ports, using the following CLI command:

# show network physical-port

& e Each Ethernet Group must have a unique VLAN ID in scenarios where the ports

of multiple Ethernet Groups are connected to the same switch.

The following procedure describes how to configure Ethernet ports through the Web interface.

You can also configure it through ini file [PhysicalPortsTable] or CLI (configure network >

physical-port).

> To configure the physical Ethernet ports:

1.

Open the Physical Ports table (Setup menu > IP Network tab > Core Entities folder >
Physical Ports).

Select a port that you want to configure, and then click Edit; the following dialog box

appears:

3.

GEMERAL ETHERMET GROUP

Index 0 Mermber of Ethernet Group  GROUP 1
Mame GE 1 Group Status Adtive
Description »  User Port #0

Mode Enable

Speed and Duplex Auto Megotiation IZI

Configure the port according to the parameters described in the table below.

4. Click Apply, and then reset the device with a burn-to-flash for your settings to take effect.
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Table 15-2

Parameter
General
‘Index'
‘Name'
port
[PhysicalPortsTable_
Port]
'‘Description’
port-
description

[PhysicalPortsTable_
PortDescription]

'Mode'
mode

[PhysicalPortsTable_
Mode]

'Speed and Duplex'
speed-duplex
[PhysicalPortsTable_
SpeedDuplex]

Ethernet Group

'Member of Ethernet
Group'

group-member

: Physical Ports Table Parameter Descriptions

Description

(Read-only) Displays the index number for the table row.

(Read-only) Displays the Ethernet port number. See the figure in
the beginning of this section for the mapping between the GUI
port number and the physical port on the chassis.

Defines a description of the port.
By default, the value is "User Port #i<row index>".

Note: Each row must be configured with a unique name.

(Read-only) Displays the mode of the port.
B [0] Disable

B [1] Enable (default)

Defines the speed and duplex mode of the port.
[0] 10BaseT Half Duplex

[1] 10BaseT Full Duplex

[2] 100BaseT Half Duplex

[3] 100BaseT Full Duplex

[4] Auto Negotiation (default)

[6] 1000BaseT Half Duplex

[7] 1000BaseT Full Duplex

Note: For VMware platforms with virtual NICs of the type
VMXNET3, you must configure the parameter to Auto
Negotiation (default), which means that the port will be
configured as 10 Gbps full duplex.

(Read-only) Displays the Ethernet Group to which the port
belongs.

To assign the port to a different Ethernet Group, see Configuring
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Parameter Description
[PhysicalPortsTable_ Ethernet Port Groups.
GroupMember]
'‘Group Status' (Read-only) Displays the status of the port:
group-status Bl "Active": Active port. When the Ethernet Group includes two
[PhysicalPortsTable_ ports and their transmit/receive mode is configured to 2RX
GroupStatus] 1TX or 2RX 2TX, both ports show "Active".

B '"Redundant": Standby (redundant) port.

Configuring Ethernet Port Groups

The Ethernet Groups table lets you configure Ethernet Groups. An Ethernet Group represents a
physical Ethernet port(s) on the device. You can assign an Ethernet Group with one, two, or no
ports (members). When two ports are assigned to an Ethernet Group, 1+1 Ethernet port
redundancy can be implemented in your network. This provides port redundancy within the
Ethernet Group, whereby if a port is disconnected the device switches over to the other port in
the Ethernet Group. If you configure an Ethernet Group with only one port, the Ethernet Group
operates as a single port (no redundancy).

The Ethernet Groups table also lets you configure the transmit (Tx) and receive (Rx) settings of
the Ethernet ports per Ethernet Group. The Tx/Rx setting is applicable only to Ethernet Groups
that contain two ports. This setting determines if both ports or only one of the ports can
receive and transmit traffic.

The maximum number of Ethernet Groups that you can configure is the same as the number of
Ethernet ports provided by the device. Thus, the device supports up to 12 Ethernet Groups. You
can assign one or two ports to an Ethernet Group. By default, each Ethernet Group is assigned
one port (Ethernet Group 2 which is assigned only port 0/3). For default port assignment to
Ethernet Groups, see Configuring Physical Ethernet Ports.

You can assign Ethernet ports to IP network interfaces. This is done by first configuring an
Ethernet Device with the required Ethernet Group containing the port or ports (see Configuring
Underlying Ethernet Devices). Then by assigning the Ethernet Device to the IP network interface
in the IP Interfaces table (see Configuring IP Network Interfaces). This enables physical
separation of network interfaces, providing a higher level of segregation of sub-networks.
Equipment connected to different physical ports is not accessible to one another; the only
connection between them can be established by cross connecting them with media streams
(VolP calls).
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& e |[fyou want to assign a port to a different Ethernet Group, you must first remove
the port from its current Ethernet Group. To remove the port, configure the
'Member' field so that no port is selected or select a different port.

e When implementing 1+1 Ethernet port redundancy, each port in the Ethernet
Group (port pair) must be connected to a different switch (but in the same
subnet).

e For Mediant Virtual Edition (VE): Ethernet port redundancy is not relevant as the
virtual NIC ("port") is logical and always available. Therefore, it is sufficient to
configure the Ethernet Group with only one port member. To employ Ethernet
port redundancy, you need to configure the virtual switch of the hypervisor for
Ethernet port redundancy (or bonding) with the physical NICs. Refer to your
hypervisor’s support material on how to do this.

The following procedure describes how to configure Ethernet Groups through the Web
interface. You can also configure it through ini file [EtherGroupTable] or CLI (configure
network > ether-group).

> To configure Ethernet Groups:

1. Open the Ethernet Groups table (Setup menu > IP Network tab > Core Entities folder >
Ethernet Groups).

2. Select the Ethernet Group that you want to configure, and then click Edit; the following

dialog box appears:

GEMERAL
Index
Marme
Mode » Single B
Member 1 » #0O[GE_1] B View
Member 2 - B View

3. Configure the Ethernet Group according to the parameters described in the table below.
4. Click Apply, and then reset the device with a burn-to-flash for your settings to take effect.

Table 15-3: Ethernet Groups Table Parameter Descriptions

Parameter Description
‘Index' (Read-only) Displays the index number for the table row.
‘Name' (Read-only) Displays the Ethernet Group number.
group

[EtherGroupTable_
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Parameter
Group]

'Mode'

mode

[EtherGroupTable_Mode]

'Member 1'

memberl

[EtherGroupTable
Member1]

'Member 2'

member?2

[EtherGroupTable
Member2]

Description

Defines the mode of operation of the ports in the Ethernet
Group. This applies only to Ethernet Groups containing two
ports.

B [0] None = Select this option to remove all ports from the

Ethernet Group.

M [1] Single = (Default) Select this option if the Ethernet

Group contains only one port.

B [3] 2RX/1TX = Both ports in the Ethernet Group can

receive packets, but only one port can transmit. The
transmitting port is determined arbitrarily by the device. If
the selected port fails at a later stage, a switchover to the
redundant port is done, which begins to transmit and
receive.

B [4] 2RX/2TX = Both ports in the Ethernet Group can
receive and transmit packets. This option is applicable only
to the Maintenance interface for High Availability (HA)
deployments. For more information, see Network
Topology Types and Rx/Tx Ethernet Port Group Settings.

Note:

B When implementing High Availability, it is recommended
to use the 2RX/1TX option for the Maintenance interface.
For more information, see Initial HA Configuration.

Assigns the first port to the Ethernet Group. To assign no port,
set this field to None.

Note: Before you can re-assign a port to a different Ethernet
Group, you must first remove the port from its current
Ethernet Group. To remove the port, either set this field to
None or to a different port.

Assigns the second port to the Ethernet Group. To assign no
port, set this field to None.

Note: Before you can re-assign a port to a different Ethernet
Group, you must first remove the port from its current
Ethernet Group. To remove the port, either set this field to
None or to a different port.
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Configuring Underlying Ethernet Devices

The Ethernet Devices table lets you configure up to 1,024 Ethernet Devices. An Ethernet Device
represents a Layer-2 bridging device and is assigned a VLAN ID and an Ethernet Group (Ethernet
port group). Multiple Ethernet Devices can be associated with the same Ethernet Group. The
Ethernet Device (VLAN) can be configured with a VLAN tagging policy, which determines
whether the Ethernet Device accepts tagged or untagged packets received on the Ethernet port
associated with the Ethernet Device.

Once configured, assign the Ethernet Device to an IP network interface in the IP Interfaces table
('Underlying Device' field) and/or with a static route in the Static Routes table ('Ethernet Output
Device' field). You can assign the same Ethernet Device to multiple IP network interfaces and
thereby, implement multi-homing (multiple addresses on the same interface/VLAN).

By default, the device provides a pre-configured Ethernet Device at Index 0 with the following
settings:

B Name: "vlan 1"
VLAN ID: 1
Ethernet Group: GROUP 1

Tagging Policy: Untagged

MTU: 1500

The pre-configured Ethernet Device is associated with the default IP network interface (ie.,
OAMP) in the IP Interfaces table. The Untagged policy of the pre-configured Ethernet Device
enables you to connect to the device using the default OAMP interface.

You can view configured Ethernet Devices that have been successfully applied to the device
(saved to flash) in the Ethernet Device Status table. This page is accessed by clicking the
Ethernet Device Status Table button located at the bottom of the Ethernet Devices table. The
Ethernet Device Status table can also be accessed from the Navigation tree (see Viewing
Ethernet Device Status).

You cannot delete an Ethernet Device that is associated with an IP network interface
(in the IP Interfaces table). You can only delete it once you have disassociated it from
the IP network interface.

The following procedure describes how to configure Ethernet Devices through the Web
interface. You can also configure it through ini file [DeviceTable] or CLI (configure
network > network-dev).

> To configure an Ethernet Device:

1. Open the Ethernet Devices table (Setup menu > IP Network tab > Core Entities folder >
Ethernet Devices).

2. Click New; the following dialog box appears:
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GEMNERAL

Index

Mame

VLAN ID

Underlying Interface

Tagging

MTU

Tagged E] E|

1500

3. Configure an Ethernet Device according to the parameters described in the table below.

4. Click Apply.

Table 15-4: Ethernet Devices Table Parameter Descriptions

Parameter

'Index'

[DeviceTable_Index]

'Name'

name

[DeviceTable_
DeviceName]

'VLAN ID'
vlian-id

[DeviceTable_VlanID]

‘Underlying Interface'
underlying-if
[DeviceTable_
UnderlyingInterface]

"Tagging'
tagging
[DeviceTable _Tagging]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines a name for the Ethernet Device. The name is used to
associate the Ethernet Device with an IP network interface in
the IP Interfaces table ('Underlying Device' field - see
Configuring IP Network Interfaces) and/or with a static route in
the Static Routes table (‘Ethernet Output Device' field - see
Configuring Static IP Routing).

Defines a VLAN ID for the Ethernet Device.
The valid value is 1 to 3999. The default is 1.

Note: You can use the same VLAN ID for multiple Ethernet
Devices.

Assigns an Ethernet Group to the Ethernet Device. To configure
Ethernet Groups, see Configuring Ethernet Port Groups.

Note: The parameter is mandatory.

Defines VLAN tagging for the Ethernet Device.

B [0] Untagged = (Default for pre-configured Ethernet Device)
The Ethernet Device accepts untagged packets and packets
with the same VLAN ID as the Ethernet Device. Incoming
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Parameter Description

untagged packets are assigned the VLAN ID of the Ethernet
Device. The Ethernet Device sends these VLAN packets
untagged (i.e., removes the VLAN ID).

M [1] Tagged = (Default for new Ethernet Devices) The
Ethernet Device accepts packets that have the same VLAN ID
as the Ethernet Device and sends packets with this VLAN ID.
For all Ethernet Devices that are associated with the same
Ethernet Group (see 'Underlying Interface' parameter above)
and configured to Tagged, incoming untagged packets
received on this Ethernet Group are discarded.

Note: Only one Ethernet Device can be configured as Untagged
per associated Ethernet Group. In other words, if multiple
Ethernet Devices are associated with the same Ethernet Group,
only one of these Ethernet Devices can be configured to
Untagged; all the others must be configured to Tagged.

'MTU' Defines the Maximum Transmission Unit (MTU) in bytes per
mtu VLAN (Ethernet Device).
[DeviceTable_ MTU] The valid value is 68 to 65,535 (subject to hardware NIC

limitations which depend on NIC manufacturer and model). The
default is 1,500.

Note:

B MTU is not applicable to SBC Direct Media traffic and to
debug recording traffic.

M If your first Ethernet Device is configured with an untagged
VLAN, its MTU value is the maximum MTU that can be
configured for all other Ethernet Devices that are associated
with the same Ethernet Group. In other words, if you
configure additional Ethernet Devices (tagged VLANSs) that
are associated with the same Ethernet Group, their MTUs
must be equal to or less than the MTU of the first Ethernet
Device (untagged VLAN). For example, if the untagged VLAN
is configured with MTU of 100 bytes, you can configure a
tagged VLAN with an MTU value of either 100 bytes or less.

M If your first Ethernet Device is configured with a tagged
VLAN and you later configure an additional Ethernet Device
with an untagged VLAN that is associated with the same
Ethernet Group, the MTU of the untagged VLAN must be
equal to or greater than the highest MTU value configured
out of all the Ethernet Devices (VLANs) associated with the
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Parameter Description

Ethernet Group. For example, if VLAN 1 is configured with
the highest MTU (100 bytes) out of all your VLANSs, you can
configure an untagged VLAN with an MTU value of either
100 bytes or greater.

Configuring IP Network Interfaces

You can configure a single VolP network interface for all applications, including OAMP
(management traffic), call control (SIP signaling messages), and media (RTP traffic), or you can
configure multiple logical, IP network interfaces for these applications. You may need to
logically separate network segments for these applications for administration and security. This
can be achieved by employing Layer-2 VLANs and Layer-3 subnets. The figure below illustrates a
typical network architecture where the device is configured with three network interfaces, each
representing the OAMP, call control, and media applications. The device is connected to a
VLAN-aware switch for directing traffic from and to the device to the three separated Layer-3
broadcast domains according to VLAN tags (middle pane).

ORI o
OAMP
Netw
Device E s .i
(4 L Y
L4 Web %
’ Browser %
Call Control e /7 = [ ]
(] 1 ’
Media w Proxy NTP ’
Server ¢
OAMP ’
- " L4
e ae®
Shared

Network/Internet

A%
~

Separated Networks Scheme

The device is shipped with a default OAMP interface (see Default IP Address). The IP Interfaces
table lets you change this OAMP interface and configure additional network interfaces for
control and media, if necessary. You can configure up to 1,024 interfaces, consisting of up to
1,023 Control and Media interfaces including a Maintenance interface if your device is deployed
in a High Availability (HA) mode, and 1 OAMP interface. Each IP interface is configured with the
following:

B Application type allowed on the interface:
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e Control: call control signaling traffic (i.e., SIP)
e Media: RTP traffic

e Operations, Administration, Maintenance and Provisioning (OAMP): management (i.e.,
Web, CLI, and SNMP based management)

e Maintenance: This interface is used in HA mode when two devices are deployed for
redundancy, and represents one of the LAN interfaces or Ethernet Groups on each
device used for the Ethernet connectivity between the two devices. For more
information on HA and the Maintenance interface, see Configuring High Availability.

IP address (IPv4 or IPv6) and subnet mask (prefix length)

Default Gateway: Traffic from this interface destined to a subnet that does not meet any of
the routing rules (local or static) are forwarded to this gateway.

(Optional) Primary and secondary domain name server (DNS) addresses for resolving
FQDNs into IP addresses.

Ethernet Device: Layer-2 bridging device and assigned a VLAN ID. As the Ethernet Device is
associated with an Ethernet Group, this is useful for setting trusted and un-trusted
networks on different physical Ethernet ports. Multiple entries in the IP Interfaces table
may be associated with the same Ethernet Device, providing multi-homing IP configuration
(i.e., multiple IP addresses on the same interface/VLAN).

Complementing the IP Interfaces table is the Static Routes table, which lets you configure static
routing rules for non-local hosts/subnets. For more information, see Configuring Static IP
Routing.

Before configuring the IP network interfaces, read the following guidelines:

One OAMP IP interface must be configured and this must be an IPv4 address. The OAMP
interface can be combined with Media and Control.

At least one Media-type interface must be configured.
At least one Control-type interface must be configured.

Multiple Control- and Media-type IP interfaces can be configured with overlapping IP
addresses and subnets.

The prefix length replaces the dotted-decimal subnet mask presentation and must have a
value of 0-32 for IPv4 addresses, and a value of 64 for IPv6 addresses.

Multiple Media- and Control-type interfaces can be configured with an IPv6 address.
IP interface types can be combined:
e Example 1:
¢ One combined OAMP-Media-Control interface with an IPv4 address
e Example 2:

¢ One OAMP-type interface with an IPv4 address
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¢ One or more Control-type interfaces with IPv4 addresses
¢ One or more Media-type interfaces with IPv4 interfaces
e Example 3:
¢ One OAMP-type with an IPv4 address
¢ One combined Media-Control-type interface with IPv4 address

¢ One combined Media-Control-type interface with IPv6 address

= Multiple IP interfaces that are assigned the same Ethernet Device can't be configured with
different Default Gateways. If you need to use a different Default Gateway for one of the
subnets defined on this Ethernet Device, to get to some specific network (and not a default
destination route), configure a Static Route rule.

m  The address of the Default Gateway can be in a different subnet as the associated interface.
Additional static routing rules can be configured in the Static Routes table.

m The interface name must be configured (mandatory) and must be unique for each interface.
m  Each network interface must be assigned an Ethernet Device.

m ForIPv4 addresses, the 'Interface Mode' column must be set to IPv4 Manual. For IPv6
addresses, this column must be set to IPv6 Manual or IPv6 Manual Prefix.

& e Upon device start up, the IP Interfaces table is parsed and passes A
comprehensive validation test. If any errors occur during this validation phase,
the device sends an error message to the Syslog server and falls back to a "safe
mode", using a single interface without VLANs. Ensure that you view the Syslog
messages that the device sends in system startup to see if any errors occurred.

e You can associate the Network Time Protocol (NTP) application with the OAMP
or Control type IP network interface, using the EnableNTPasOAM ini file
parameter. For more information on NTP, see Configuring Automatic Date and
Time using SNTP.

The following procedure describes how to configure IP network interfaces through the Web
interface. You can also configure it through ini file [InterfaceTable] or CLI (configure
network > interface network-if).

> To configure IP network interfaces:

1. Open the IP Interfaces table (Setup menu > IP Network tab > Core Entities folder > IP
Interfaces).

2. Click New; the following dialog box appears:
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GEMERAL IPADDRESS

Index 1 Interface Mode IPvd Wanual E|
Name Unknown IP Address 0.00.0

Application Type OANIP + Media + Control B Prefix Length 16

Ethernet Device - |z| View Default Gateway 0000

DS

Primary DMNS 0000

Secondary DHE 0.0.0.0

3. Configure the IP network interface according to the parameters described in the table
below.

4. Click Apply.

& e When you change the device's OAMP interface address and then click Apply,
connectivity with the device is lost. You need to re-access the device using the
new address, and then click the Save button on the toolbar for the new address
to take effect.

e Ifyou edit or delete an IP interface, current calls using the interface are
immediately terminated.

e Ifyou delete an IP interface, rows configured in other tables (e.g., Media Realms
table) that are associated with the deleted IP interface, lose their association with
the IP interface (‘Interface Name' field displays "None") and the rows become
invalid.

e |If you edit or delete the Maintenance interface (for HA mode), you must reset the
device for your changes to take effect.

To view configured IP network interfaces that are currently active, click the IP Interface Status
Table link located at the bottom of the table. For more information, see Viewing Active IP

Interfaces.
Table 15-5: IP Interfaces Table Parameters Description
Parameter Description
General
‘Index’ Defines an index number for the new table row.
network-if Note: Each row must be configured with a unique
[InterfaceTable_Index] index.
'Name' Defines a name for the interface.
name The valid value is a string of up to 16 characters. The
[InterfaceTable_InterfaceName] default (if no name is configured) is "Interface_n",

where n is the row index number.
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Parameter Description

Note:
B Each row must be configured with a unique name.

B The parameter value cannot contain a forward
slash (/).

'‘Application Type' Defines the applications allowed on the IP interface.

application-type B [0] OAMP = Operations, Administration,

[InterfaceTable_ApplicationTypes] Maintenance and Provisioning (OAMP)
applications (e.g., Web, Telnet, SSH, and SNMP).

B [1] Media = Media (i.e., RTP streams of voice).
M [2] Control = Call Control applications (e.g., SIP).

B [3] OAMP + Media = OAMP and Media
applications.

B [4] OAMP + Control = OAMP and Call Control
applications.

B [5] Media + Control = Media and Call Control
applications.

Bl [6] OAMP + Media + Control = All application
types are allowed on the interface.

M [23] Cluster = IP interface for interfacing between
the CM and MC.

For more information, see Overview of the Elastic
Media Cluster Mode on page 861.

B [99] MAINTENANCE = Only the Maintenance
application for HA is allowed on this interface.

Note:

M Only one IP network interface can be configured
with OAMP in this table. To configure additional
management interfaces, see Configuring
Additional Management Interfaces.

'Ethernet Device' Assigns an Ethernet Device to the IP interface. An
underlying-dev Ethernet Device is a VLAN associated with a physical
Ethernet port (Ethernet Group). To configure
Ethernet Devices, see Configuring Underlying
Ethernet Devices.

[InterfaceTable_
UnderlyingDevice]

By default, no value is defined.
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Parameter Description

Note: The parameter is mandatory.

IP Address
‘Interface Mode' Defines the method that the interface uses to acquire
mode its IP address.

[InterfaceTable_InterfaceMode] B [3] IPv6 Manual Prefix = IPv6 manual prefix IP
address assignment. The IPv6 prefix (higher 64
bits) is set manually while the interface ID (the
lower 64 bits) is derived from the device's MAC
address.

B [4]IPv6 Manual = IPv6 manual IP address (128
bits) assignment.

B [10] IPv4 Manual = (Default) IPv4 manual IP
address (32 bits) assignment.

'IP Address' Defines an IP address.
ip-address The valid value is an IPv4 address (in dotted-decimal
[InterfaceTable_IPAddress] notation) or an IPv6 address (see RFC 4291). By

default, no value is defined.

Note: The parameter is mandatory.

'Prefix Length' Defines the prefix length of the related IP address.
prefix-length This is a Classless Inter-Domain Routing (CIDR)-style
representation of a dotted-decimal subnet notation.
The CIDR-style representation uses a suffix indicating
the number of bits which are set in the dotted-
decimal format. For example, 192.168.0.0/16 is
synonymous with 192.168.0.0 and subnet
255.255.0.0. This CIDR lists the number of ‘1’ bits in
the subnet mask (i.e., replaces the standard dotted-
decimal representation of the subnet mask for IPv4
interfaces). For example, a subnet mask of 255.0.0.0
is represented by a prefix length of 8 (i.e., 11111111
00000000 00000000 00000000) and a subnet mask of
255.255.255.252 is represented by a prefix length of
30(i.e.,11111111121212121 21212111 11111100).

The prefix length is a Classless Inter-Domain Routing
(CIDR) style presentation of a dotted-decimal subnet
notation. The CIDR-style presentation is the latest
method for interpretation of IP addresses.
Specifically, instead of using eight-bit address blocks,

[InterfaceTable_PrefixLength]
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Parameter

'Default Gateway'
gateway

[InterfaceTable_Gateway]

DNS

'‘Primary DNS'
primary-dns
[InterfaceTable_
PrimaryDNSServerIPAddress]

'‘Secondary DNS'
secondary-dns

[InterfaceTable_
SecondaryDNSServerIPAddress]

Description

it uses the variable-length subnet masking technique
to allow allocation on arbitrary-length prefixes.

The valid value of the prefix length depends on the IP
address version:

B IPv4:0to 32

B IPv6: Depends on the settings of the 'Interface
Mode' parameter (above):

v IPv6 Manual Prefix: 64

v IPv6 Manual: Up to 126

Defines the IP address of the default gateway for the
IP interface. When traffic is sent from this interface to
an unknown destination (i.e., not in the same subnet
and not defined for any static routing rule), it is
forwarded to this default gateway.

By default, no value is defined.

Defines the primary DNS server's IP address (in
dotted-decimal notation), which is used for
translating domain names into IP addresses for the
interface.

By default, no IP address is defined.

Defines the secondary DNS server's IP address (in
dotted-decimal notation), which is used for
translating domain names into IP addresses for the
interface.

By default, no IP address is defined.

Networking Configuration Examples

Examples of IP network interface configuration are listed below:

B Single IP network interface for all applications:

The IP Interfaces table is configured with a single interface for OAMP, Media and Control:
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I Prefix
Applicatio Interfac IP Default

Index Name Etherne Lengt

n Type . e Mode Address Gateway
t Device h
0 mylnterfa OAMP + 1 IPv4 192.168.0 16 192.168.0.
ce Media + Manual 2 1
Control

Two routes are configured in the Static Routes table for directing traffic for subnet
201.201.0.0/16 to 192.168.11.10, and all traffic for subnet 202.202.0.0/16 to 192.168.11.1:

Index Destination Prefix Length Gateway
0 201.201.0.0 16 192.168.11.10
1 202.202.0.0 16 192.168.11.1

The NTP applications remain with their default application types.

B Multiple interfaces, one per application type:

The IP Interfaces table is configured with three interfaces, each for a different application
type (one for OAMP, one for Call Control, and one for RTP Media), and each with a
different VLAN ID and default gateway:

Interfa Prefix

Inde Applicati  Ethern Default
Name ce IP Address = Lengt
X on Type et Gateway
. Mode h
Device
0 Manageme OAMP 1 IPv4 192.168.0. 16 192.168.0.
ntlF Manual 2 1

1 myControllF Control 200 IPv4 200.200.85 24 200.200.8
Manual 14 5.1

2 myMedialF Media 211 IPv4 211.211.85 24 211.211.8
Manual 14 5.1

A routing rule in the Static Routes table is required to allow remote management from a
host in 176.85.49.0/24:

Index Destination Prefix Length Gateway

0 176.85.49.0 24 192.168.11.1

All other parameters are set to their respective default values. The NTP application remains
with its default application types.
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B Multiple interfaces with combined application types:
® Asingle interface for OAMP.

e Interfaces for Call Control and Media applications, where two of them are IPv4
interfaces and one is an IPv6 interface.

The IP Interfaces table is configured as follows:

Prefi
. Interfa
Inde Applicat = Ethern X Default
Name . ce IP Address
X ion Type et Lengt Gateway
X Mode
Device h
0 Mgmt OAMP 1 IPv4 192.168.0.2 16 192.168.
Manua 0.1
I
1 MediaCntrl | Media + 201 IPv4 200.200.85.14 24 200.200.
1 Control Manua 85.1
I
2 MediaCntrl | Media + 202 IPv4 200.200.86.14 24 200.200.
2 Control Manua 86.1
|
3 VeCntriIMe | Media + 202 IPv6 2000::1:200:200 64
dia2 Control Manua :86:14

1. Arouting rule in the Static Routes table is required to allow remote management from a
host in 176.85.49.0/24:

Index Destination Prefix Length Gateway
0 176.85.49.0 24 192.168.0.10
The NTP application is configured (through the ini file) to serve as OAMP applications:

EnableNTPasOAM = 1

Configure Layer-2 QoS mapping in the QoS Mapping table. Packets sent with the configured
DiffServ get the configured VLAN priority:

Index Differentiated Services VLAN Priority
0 46 6
1 40 6
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Index Differentiated Services VLAN Priority
2 26 4
3 10 2

Configure Layer-3 QoS in the QoS Settings table:

'Media Premium QoS' - the default DiffServ value is 46
'Control Premium QoS' - the default DiffServ value is 24
'Gold QoS' - the default DiffServ value is 26

'Bronze QoS' - the default DiffServ value is 10

B IP Network Interfaces and Multiple Default Gateways:

This example includes a different Default Gateway per IP network interface. The Default
Gateway of the OAMP interface is 192.168.0.1 and of the Media and Control is
200.200.85.1. The configuration in the IP Interfaces table is shown below:

Index

0

1

Prefix
Applicati Ethern Interfac Default
Name IP Address Lengt
on Type et e Mode h Gateway
Device
Mgmt OAMP 100 IPv4 192.168.0.2 16 192.168.0.
Manual 1
CntriMed | Media & 200 IPv4 200.200.85. | 24 200.200.85
ia Control Manual 14 A

Configuring the following static routing rules in the Static Routes table enables OAMP
applications to access peers on subnet 17.17.0.0 through the Default Gateway 192.168.10.1
and Media + Control applications to access peers on subnet 171.79.39.0 through Default
Gateway 200.200.85.10 (which is not the default gateway of the interface).

Index

Prefix Ethernet Output

Destination . Gateway
Length Device
17.17.0.0 16 100 192.168.10.1
171.79.39.0 24 200 200.200.85.10

Configuring Static IP Routes

The Static Routes table lets you configure up to 30 static IP routing rules. Static routes let you
communicate with LAN networks that are not located behind the Default Gateway that is

specified for an IP network interface in the IP Interfaces table, from which the packets are sent.
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Before sending an IP packet, the device searches the Static Routes table for an entry that
matches the requested destination host/network. If an entry is found, the device sends the
packet to the gateway that is configured for the static route. If no explicit entry is found, the
packet is sent to the Default Gateway as configured for the IP interface in the IP Interfaces
table.

You can view the status of configured static routes in the IP Routing Status table. This table can
be accessed by clicking the Static Routes Status Table link located at the bottom of the Static
Routes table (see Viewing Static Routes Status).

The following procedure describes how to configure static routes through the Web interface.
You can also configure it through ini file [StaticRouteTable] or CLI (configure network >

static).

> To configure static IP routes:

1. Open the Static Routes table (Setup menu > IP Network tab > Core Entities folder > Static
Routes).

2. Click New; the following dialog box appears:

GENERAL

Index [

Destination 0.000

Preferred Source - v | View
Prefix Length 16

Ethernet Output Device - v | View
Gateway 0.000

Description

3. Configure a static route according to the parameters described in the table below. The
address of the host/network you want to reach is determined by an AND operation that is
applied to the fields 'Destination' and 'Prefix Length'. For example, to reach network
10.8.x.x, enter "10.8.0.0" in the 'Destination’ field and "16" in the 'Prefix Length'. As a result
of the AND operation, the value of the last two octets in the 'Destination’ field are ignored.
To reach a specific host, enter its IP address in the 'Destination’ field and "32" in the 'Prefix
Length' field.

4. Click Apply, and then save your settings to flash memory.

& e You can only delete static routing rules that are inactive.

e You can configure only one Static Route rule with the same 'Destination' and
'Ethernet Output Device'.
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Table 15-6: Static Routes Table Parameter Descriptions

Parameter

'Index'

[StaticRouteTable_Index]

'Destination’

destination

[StaticRouteTable_Destination]

'Preferred Source'
preferred-source-

interface-name

[StaticRouteTable_
PreferredSourcelnterfaceName]

'Prefix Length'
prefix-length
[StaticRouteTable_PrefixLength]

Description

Defines an index number for the new table row.
The valid value is 0 to 29.

Note: Each row must be configured with a
unique index.

Defines the IP address of the destination
host/network. The destination can be a single
host or a whole subnet, depending on the prefix
length configured for this routing rule.

Defines a specific local source IP address for
outgoing packets using the static route. This is
done by assigning the rule a local source IP
interface (from the IP Interfaces table, described
in Configuring IP Network Interfaces). This
parameter can be used when the device sends
packets to a specific destination that requires a
specific source address, for example, when using
multi-homing (multiple IP addresses configured
on the same VLAN device). This feature also
provides predictability and consistency of locally-
generated traffic, which is useful (or even
needed) for firewalls, monitoring or reporting,
and various other use cases.

If the parameter is not configured (default), the
device sets the source address of the outgoing

packet to the address of the IP Interface that is
associated with the static route's VLAN (see the
'Ethernet Output Device' parameter below).

Defines the Classless Inter-Domain Routing
(CIDR)-style representation of a dotted-decimal
subnet notation of the destination host/network.
The CIDR-style representation uses a suffix
indicating the number of bits that are set in the
dotted-decimal format. For example, the value
16 represents subnet 255.255.0.0

The valid value depends on the IP address
version:

B [Pv4:0to 32

B [Pv6:0to 128
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Parameter Description
‘Ethernet Output Device' Associates an IP network interface through
device-name which the static route's Gateway is reached. The

association is done by assigning the parameter
the same Ethernet Device that is assigned to the
IP network interface in the IP Interfaces table

[StaticRouteTable_DeviceName]

('Ethernet Device' parameter). To configure IP
network interface, see Configuring IP Network
Interfaces. To configure Ethernet Devices, see
Configuring Underlying Ethernet Devices.

'‘Gateway' Defines the IP address of the Gateway (next hop)
gateway used for traffic destined to the subnet/host
defined in the 'Destination' / 'Prefix Length' field.

[StaticRouteTable_Gateway]
Note:

B The Gateway's address must be in the same
subnet as the IP address of the network
interface that is associated with the static
route (using the 'Ethernet Output Device'
parameter - see above).

B The IP network interface associated with the
static route must be of the same IP address
family (IPv4 or IPv6).

'‘Description’ Defines a name for the rule.
description The valid value is a string of up to 20 characters.

[StaticRouteTable_Description]

Configuration Example of Static IP Routes

An example of the use for static routes is shown in the figure below. In the example, the device
needs to communicate with a softswitch at IP address 10.1.1.10. However, the IP network
interface from which packets destined for 10.1.1.10 is sent, is configured to send the packets to
a Default Gateway at 10.15.0.1. Therefore, the packets do not reach the softswitch. To resolve
this problem, a static route is configured to specify the correct gateway (10.15.7.22) in order to
reach the softswitch.

Note the following configuration:

B The static route is configured with a subnet mask of 24 (255.255.255.0), enabling the
device to use the static route to send all packets destined for 10.1.1.x to this gateway and
therefore, to the network in which the softswitch resides.

B The static route in the Static Routes table must be associated with the IP network interface
in the IP Interfaces table. This is done by configuring the 'Ethernet Output Device' field in
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the Static Routes table to the same value as configured in the 'Ethernet Device' field in the
IP Interfaces table.

B The static route's Gateway address in the Static Routes table is in the same subnet as the IP
address of the IP network interface in the IP Interfaces table.

¢ )

Device

No Static Route:
The device sends packetsto 10.15.0.1, which is the Default Gateway defined for this |P network interface in the |P Interfaces table. Therefore,
the device will not succeed in reaching the softswitch.

IP Interfaces 2

e - e 5
R APPLICATION  INTERFACE PREFIX DEFAULT PRIMARY SECONDARY  ETHERNET

DX HaME TYPE MODE IPADDRESS | engTH GATEWAY  DNS DNS DEVICE
0 OMC OAMP + Media IPvéManual 1015795 16 7u1s01) 0000 0000 (vlan1)

Static Route Configured:

A static route with the correct gateway is needed for routing to the softswitch. The device communicates with the softswitch (10.1.1.0/24) using
the gateway 10.15.7.22_ Note that the device first searches for a matching route in the Static Routes table.

If not found, it usesthe default gateway defined in the IP Interfaces table.

Static Routes (1)

@ Poge ot o
INDEX = DESTINATION PREFIX LENGTH ETHERNET OUTPUT DEVICE  GATEWAY DESCRIPTION
{’__"\-‘ ,’_-'-\-." /-'_"‘-.‘ ~
0 \1&1 ,12 P 24 1 ?11__ P - 1015323, Softswitch

Troubleshooting the Static Routes Table

When adding a new static route to the Static Routes table, the added rule passes a validation
test. If errors are found, the static route is rejected and not added to the table. Failed static
route validations may result in limited connectivity (or no connectivity) to the destinations
specified in the incorrect static route. For any error found in the Static Routes table or failure to
configure a static route, the device sends a notification message to the Syslog server reporting
the problem.

Common static routing configuration errors may include the following:

B The IP address specified in the 'Gateway!' field is unreachable from the IP network interface
associated with the static route.

B The same destination has been configured in two different static routing rules.

B More than 30 static routes have been configured.
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& If a static route is required to access OAMP applications (for remote management, for
example) and the route is not configured correctly, the route is not added and the
device is not accessible remotely. To restore connectivity, the device must be
accessed locally from the OAMP subnet and the required routes be configured.

Network Address Translation Support

Network Address Translation (NAT) is a mechanism that maps internal IP addresses (and ports)
used within a private network to global IP addresses and vice versa, providing transparent
routing to end hosts. The primary advantages of NAT include (1) reduction in the number of
global IP addresses required in a private network (global IP addresses are only used to connect
to the Internet) and (2) better network security by hiding the internal architecture.

The design of SIP creates a problem for VolP traffic to pass through NAT. SIP uses IP addresses
and port numbers in its message body. However, the NAT server is unable to modify the SIP
messages and thus, can’t change local addresses to global addresses.

This section discusses the device's solutions for overcoming NAT traversal issues.

Device Located behind NAT

Two different streams of traffic traverse through NAT - signaling and media. A device located
behind NAT that initiates a signaling path has problems receiving incoming signaling responses,
as they are blocked by the NAT server. Therefore, the initiating device must inform the
receiving device where to send the media. To resolve this NAT problem, the device provides the
following solution:

B NAT Translation table, which configures NAT per IP network interface - see Configuring NAT
Translation per IP Interface.

If NAT is not configured, the device sends the packet according to its IP address configured in
the IP Interfaces table.

The figure below illustrates the NAT problem faced by SIP networks when the device is located
behind a NAT:

-137 -



CHAPTER 15 Network Mediant Software SBC | User's Manual
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Configuring NAT Translation per IP Interface

The NAT Translation table lets you configure up to 32 network address translation (NAT) rules
for translating source IP addresses into NAT IP addresses (global - public) when the device is
located behind NAT. The device's NAT traversal mechanism replaces the source IP address of
SIP messages sent from a specific VolP interface (Control and/or Media) in the IP Interfaces
table to a public IP address. This allows, for example, the separation of VolP traffic between
different ITSPs and topology hiding of internal IP addresses from the “public” network. Each IP
network interface (configured in the IP Interfaces table) can be associated with a NAT rule,
translating the source IP address and port of the outgoing packet into the NAT address (IP
address and port range). For Mediant CE, each remote IP interface for media on the Media
Components can be associated with a NAT rule.

The following procedure describes how to configure NAT translation rules through the Web
interface. You can also configure it through ini file [NATTranslation] or CLlI (configure
network > nat-translation).

> To configure NAT translation rules:

1. Open the NAT Translation table (Setup menu > IP Network tab > Core Entities folder > NAT
Translation).

2. Click New; the following dialog box appears:
jvorersien .

SOURCE TARGET
Index 0 Target IP Mode Manua v
Source Interface: - v | View Target IP Address.

Remote Interface Name - v | View Automatic Target IP Address
Source Start Port Target StartPort

Source End Port TergetEnd Port

3. Configure a NAT translation rule according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.
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Table 15-7: NAT Translation Table Parameter Descriptions

Parameter
Source

'Index'

index

[NATTranslation_Index]

'Source Interface'
src-interface-name

[NATTranslation_
SrclPInterfaceName]

'Remote Interface Name'
remote-interface-name

[NATTranslation_
RemotelnterfaceName]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

Assigns an IP network interface (configured in the IP
Interfaces table) to the rule. Outgoing packets sent
from the specified network interface are NAT'ed.

By default, no value is defined.

To configure IP network interfaces, see Configuring IP
Network Interfaces.

Assigns a media IP network interface (listed in the
Remote Media Interface table, described in Configuring
Remote Media Interfaces on page 506) of the remote
Media Component(s) operating under the Cluster
Manager (Signaling Component).

The NAT Translation table applies to both signaling and
media interfaces. When working with Mediant CE in a
NAT ed environment, typically two separate rows in the
table are required to translate between public and
private IP addresses:

B One row for the signaling interface, which
translates between private and public IP addresses
for the Signaling Component (SC):

v Assign the corresponding IP network interface,
using the 'Source Interface' parameter (above).

v When installed on AWS, configure the 'Target IP
Mode' parameter to Automatic, as the device
automatically learns the Elastic IP address
attached to it.

v When installed on other cloud platforms,
configure the 'Target IP Mode' parameter to
Manual and explicitly configure the
corresponding IP address.

B One row for the media interface, which translates
the IP address of each MC to the corresponding
public IP address according to the MC's NAT
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Parameter

'Source Start Port'

src-start-port

[NATTranslation_
SourceStartPort]

'Source End Port'

src-end-port

[NATTranslation_
SourceEndPort]
Target

'Target IP Mode'

tar-ip-mode

[NATTranslation_TargetlpMode]

Description

Translation table:

v Assign the corresponding remote IP network
interface (i.e., network interface of MCs), using
the 'Remote Interface Name' parameter.

v Configure the 'Target IP Mode' parameter to
Automatic (i.e., the IP address of the
corresponding MC is used).

Note: The parameter is applicable only to Mediant CE
SBC and when the 'Cluster Mode' parameter
[SbcClusterMode] is configured to Media Cluster.

Defines the optional starting port range (0-65535) of
the IP interface, used as matching criteria for the NAT
rule. If not configured, the match is done on the entire
port range. Only IP addresses and ports of matched
source ports will be replaced.

Defines the optional ending port range (0-65535) of the
IP interface, used as matching criteria for the NAT rule.
If not configured, the match is done on the entire port
range. Only IP addresses and ports of matched source
ports will be replaced.

Defines the NAT IP address mode when the device is
deployed in an Amazon Web Services (AWS) cloud-
computing environment.

B Manual = (Default) This mode is typically needed if
you are using an external NAT device. If you select
this mode, you must configure the IP address
(public) of the external NAT device, using the
'"Target IP Address' parameter (see below).

B Automatic = This mode is needed if your AWS
environment has been configured with an Elastic IP
address and you want the device to automatically
associate it with the selected source interface
(above) as the global (public) IP address.

Note:

B The parameter is applicable (and available) only
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Parameter Description

when the device is deployed in an AWS
environment.

M For Mediant CE: When you configure the NAT rule
with the 'Remote Interface Name' parameter
(above), configure the 'Target IP Mode' parameter
to Automatic.

'Target IP Address' Defines the global (public) IP address. The device adds

target-ip-address the address in the outgoing packet to the SIP Via

[NATTranslation_ header, Contact header, 'o=' SDP field, and 'c=' SDP
field.

TargetIPAddress]
Note:

M If your device is deployed in an AWS environment
and you have configured the 'Target IP Mode'
parameter (see above) to Manual, then you need to
configure this parameter.

M For Mediant CE: When you configure the NAT rule
with the 'Remote Interface Name' parameter
(above), the target IP addresses are addresses of all
the Media Components associated with the
assigned Remote Interface Name. In this scenario,
the 'Target IP Address' field in the Web interface is
empty (even though the rule is valid for all the
Media Components).

(Read-only field) Displays the global (public / Elastic) IP
address associated with the selected source interface
(see above), when the 'Target IP Mode' parameter (see
above) is configured to Automatic.

'Automatic Target IP Address

Note: The parameter is applicable (and available) only
when the device is deployed in an AWS environment.

'Target Start Port' Defines the optional starting port range (0-65535) of
target-start-port the global address. If not configured, the ports are not
replaced. Matching source ports are replaced with the

[NATTranslation_
target ports. This address is set in the SIP Via and

TargetStartPort]

Contact headers and in the 'o="and 'c=' SDP fields.
'"Target End Port' Defines the optional ending port range (0-65535) of the
target-end-port global address. If not configured, the ports are not
[NATTranslation_ replaced. Matching source ports are replaced with the
TargetEndPort] target ports. This address is set in the SIP Via and
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Parameter Description

Contact headers and in the 'o=' and 'c=' SDP fields.

Remote UA behind NAT

This section describes configuration for scenarios where the device sends signaling and media
packets to a remote UA that is located behind NAT.

SIP Signaling Messages

By default, the device resolves NAT issues for SIP signaling, using its NAT Detection mechanism.
The NAT Detection mechanism checks whether the endpoint is located behind NAT by
comparing the source IP address of the incoming UDP/TCP packet (in which the SIP message is
received) with the IP address in the SIP Contact header. If the packet's source IP address is a
public address and the Contact header's IP address is a local address, the device considers the
endpoint as located behind NAT. In this case, the device sends the SIP messages to the
endpoint using the packet's source IP address. Otherwise (or if you have disabled the NAT
Detection mechanism), the device sends the SIP messages according to the SIP standard (RFC
3261), where requests within the SIP dialog are sent using the IP address in the Contact header
and responses to INVITEs are sent using the IP address in the Via header.

If necessary, you can also configure the device to always consider incoming SIP INVITE
messages as sent from endpoints that are located behind NAT. When this is enabled, the device
sends responses to the INVITE (to the endpoint) using the the source IP address of the packet
(INVITE) initially received from the endpoint. This is useful in scenarios where the endpoint is
located behind a NAT firewall and the device (for whatever reason) is unable to identify NAT
using its regular NAT Detection mechanism. This feature is enabled per specific calls using the
'Always Use Source Address' parameter in the IP Groups table (see Configuring IP Groups). If
this feature is disabled, the device's NAT detection is according to the settings of the global
parameter, 'SIP NAT Detection' parameter (see below procedure).

> To enable the NAT Detection feature (global):

1. Open the Transport Settings page (Setup menu > Signaling & Media tab > SIP Definitions
folder > Transport Settings).

2. From the 'SIP NAT Detection' drop-down list (SIPNatDetection), select Enable:
GEMERAL

SIP MAT Detection Enable E|

3. Click Apply.
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Media (RTP/RTCP/T.38)

When a remote UA initiates a call and is not located behind a NAT server, the device sends the
media (RTP, RTCP, and T.38) packets to the remote UA using the IP address:port (UDP)
indicated in the SDP body of the SIP message received from the UA. However, if the UA is
located behind NAT, the device sends the RTP with the IP address of the UA (i.e., private IP
address) as the destination instead of that of the NAT server. Thus, the RTP will not reach the
UA. To resolve this NAT traversal problem, the device offers the following features:

B First Incoming Packet Mechanism - see First Incoming Packet Mechanism
B RTP No-Op packets according to the avt-rtp-noop draft - see No-Op Packets

The figure below illustrates a typical network architecture where the remote UA is located

behind NAT:
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I | | |
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|
| 192.168.61.10 | 243.120.15.101 212.90.16.55 Private, Internal 10.13.4.12 :
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| Global IP |
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First Incoming Packet Mechanism

In scenarios where the remote user agent (UA) resides behind a NAT server, it’s possible that
the device, if not configured for NAT traversal, will send the media (RTP, RTCP and T.38)
streams to an invalid IP address and UDP port. In other words, it will send the media to the
private IP address:port of the UA and not the public address (of the NAT server) and therefore,
the media will not reach the UA. When the UA is located behind NAT, although the UA sends its
private IP address:port in the original SIP message (INVITE), the device receives the media
packets with a source address of a public IP address:port (i.e., allocated by the NAT server).
Therefore, to ensure that the media reaches the UA, the device must send it to the public
address.

The device identifies whether the UA is located behind NAT by comparing the source IP address
of the first received media packet with the IP address and UDP port of the first received SIP
message (INVITE) when the SIP session was started. This is done for each media type--RTP,
RTCP and T.38--and therefore, they can have different destination IP addresses and UDP ports
than one another.

The device supports various NAT traversal methods, which you can configure using the 'NAT
Traversal' (NATMode) parameter. For more information on the different options provided by
this parameter, see NAT and STUN Parameters on page 1228.

-143 -



CHAPTER 15 Network Mediant Software SBC | User's Manual

> To enable NAT resolution using the First Incoming Packet mechanism:

1. Open the Media Settings page (Setup menu > Signaling & Media tab > Media folder >
Media Settings).

2. From the 'NAT Traversal' drop-down list (NATMode), select the required NAT option.

NAT Traversal « MAT by Signaling Restricted v

3. Click Apply.

No-Op Packets

The device can send No-Op packets to verify Real-Time Transport Protocol (RTP) and T.38
connectivity, and to keep NAT bindings and Firewall pinholes open. The No-Op packets can be
sent in RTP and T.38 formats:

B RTP No-Op: The RTP No-Op support complies with IETF Internet-Draft draft-wing-avt-rtp-
noop-03 ("A No-Op Payload Format for RTP"). The IETF document defines a No-Op payload
format for RTP. The draft defines the RTP payload type as dynamic. You can configure the
payload type as described in the following procedure (default is 120).

B T.38 No-Op: T.38 No-Op packets are sent only while a T.38 session is activated. Sent
packets are a duplication of the previously sent frame (including duplication of the
sequence number).

> To configure the No-Op packet feature:

1. Enable the feature, using the [NoOpEnable] parameter. You can also enable the feature per
IP Profile, using the 'Generate No-Op Packets' parameter (see Configuring IP Profiles on
page 525).

2. Configure the interval between each No-Op packet sent by the device during the silence

period (i.e., no RTP or T.38 traffic), using the [NoOplInterval] parameter.

3. For RTP No-Op packets, configure the payload type of the No-Op packets, using the
[RTPNoOpPayloadType] parameter.

& The receipt of No-Op packets is always supported.

Fax Transmission behind NAT

The device supports transmission from fax machines (connected to the device) located inside
(behind) NAT. Generally, the firewall blocks T.38 (and other) packets received from the WAN,
unless the device behind the NAT sends at least one IP packet from the LAN to the WAN
through the firewall. If the firewall blocks T.38 packets sent from the termination IP fax, the fax
fails. To overcome this problem, the device sends No-Op (“no-signal”) packets to open a pinhole
in the NAT for the answering fax machine. The originating fax does not wait for an answer, but
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immediately starts sending T.38 packets to the terminating fax machine upon receipt of a re-
INVITE with T.38 only in the SDP, or T.38 and audio media in the SDP. This feature is configured
using the [T38FaxSessionimmediateStart] parameter. The No-Op packet feature is enabled
using the [NoOpEnable] and [NoOplnterval] parameters.

ICE Lite

The device supports Interactive Connectivity Establishment (ICE) Lite for SBC calls. ICE is a
methodology for NAT traversal, enabling VolP interoperability across networks to work better
across NATs and firewalls. It employs Session Traversal Utilities for NAT (STUN) and Traversal
Using Relays around NAT (TURN) protocols to provide a peer with a public IP address and port
that can be used to connect to a remote peer. Therefore, for some applications such as when
the device operates in Microsoft Teams Direct Routing (media bypass) environments, ICE Lite is
required.

In order for clients behind NATs and/or firewalls to send media (RTP) between one another,
they need to discover each others IP address and port as seen by the "outside" world. If both
peers are located in different private networks behind a NAT, the peers must coordinate to
determine the best communication path between them.

ICE first tries to make a connection using the client's private local address. If that fails (which it
will for clients behind NAT), ICE obtains an external (public) address using a STUN server. If that
fails, traffic is routed through a TURN relay server (which has a public address).

These addresses:ports (local, STUN, TURN and any other network address) of the client are
termed "candidates". Each client sends its' candidates to the other in the SDP body of the
INVITE message. Peers then perform connectivity checks per candidate of the other peer, using
STUN binding requests sent on the RTP and RTCP ports. ICE tries each candidate and selects the
one that works (i.e., media can flow between the clients). The following figure shows a simple
illustration of ICE:

TURN Server TURN Server

STUN Server

210.1.1.1:70d

ICE Candidates of Client A:
Local = 10.10.10.10:7000
STUN =192.1.1.1:7000
TURN = 210.1.1.1:7000

1921 1.1:7000

STUN Server

ICE Candidates of Client B:
Local = 10.10.10.11:7000
STUN = 192.1.1.2:7000
TURN = 210.1.1.4:7002

192 1.1.2:7000

210.1.1.4:7002

- INVITE Sent by Client A: INVITE Sent by Client B: )
Client A Client B

o=INIP4 C o=IN P4 C

m=audio D RTP/AVP 0 m=audio D RTP/AVP 0
a=candidate: UDP 10.10.10.10:7000  a=candidate: UDP 10.10.10.11:7000
a=candidate: UDP 192.1.1.1:7000 a=candidate: UDP 192.1.1.2:7000

a=candidate: UDP 210.1.1.1:7000 a=candidate: UDP 210.1.1.4:7002
10.10.10.10:7000 (Local) 10.10.10.11:7000 (Local)

The device's support for ICE-Lite means that it does not initiate the ICE process. Instead, it
supports remote endpoints that initiate ICE to discover their workable public IP address with
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the device. Therefore, the device supports the receipt of STUN binding requests for connectivity
checks of ICE candidates and responds to them with STUN responses. Note that in the response
to the INVITE message received from the remote endpoint, the device sends only a single
candidate for its' own IP address. This is the IP address of the device that the client uses. To
support ICE, the SBC leg interfacing with the ICE-enabled client (SIP entity) must be enabled for
ICE. This is done using the IP Profile parameter [IPProfile_SBClceMode] - see Configuring IP
Profiles.

TURN Server
STUN Server

s
=

ICE Candidates of Client:

Local =10.10.10.10:7000

STUN = 192.1.1.1:7000

TURN =210.1.1.1:7000

WebRTC Client

l @ INVITE Sent by Client: INVITE Sent by SBC: @

0=IN IP4 G o0=IN IP4 C &
m=audio D RTR/AVP 0 m=audio D RTP/AVP 0
a=candidate: UDP 10.10.10.10:7000 a=candidate: UDP 192.1.1.2:7000

a=candidate: UDP 192.1.1.1:7000
a=candidate: UDP 210.1.1.1:7000

ICE Candidates of SBC:
STUN =192.1.1.2:7000

As the ICE technique has been defined by the WebRTC standard as mandatory for
communication with the WebRTC client, ICE support by the device is important for
deployments implementing WebRTC. For more information on WebRTC, see WebRTC. Once a
WebRTC session (WebSocket) is established for SIP signaling between the device and the
WebRTC client, the client's IP address needs to be discovered by the SBC device using the ICE
technique.

Robust Receipt of Media Streams by Media Latching

The device's Robust Media feature (or media latching) filters out unwanted media (RTP, RTCP,
SRTP, SRTCP, and T.38) streams that are sent to the same port number of the device. Media
ports may receive additional multiple unwanted media streams (from multiple sources of
traffic) as result of traces of previous calls, call control errors, or deliberate malicious attacks
(e.g., Denial of Service). When the device receives more than one media stream on the same
port, the Robust Media mechanism detects the valid media stream and ignores the rest. Thus,
this can prevent an established call been stolen by a malicious attacker on the media stream.

For the involved voice channel, the device latches on to the first stream of the first received
packet. All packets (of any media type) received from the same IP address and SSRC are
accepted (for T.38 packets, the device considers only the IP address). If the channel receives
subsequent packets from a non-latched source, the device can either ignore this new stream
and remain latched to the first original stream (IP address:port) or it can latch on to this new
stream. The media latch mode is configured using the InboundMediaLlatchMode parameter. If
this mode is configured to latch on to new streams, you also need to configure the following:
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Minimum number of continuous media packets that need to be received from a different
source(s) before the channel can latch onto this new incoming stream.

Period (msec) during which if no packets are received from the current stream, the channel
latches onto the next packet received from any other stream.

Depending on media latch mode, if the device has latched on to a new stream and a packet
from the original (first latched onto) IP address:port is received at any time, the device latches
on to this original stream.

Latching on to a new T.38 stream is reported in CDR using the CDR fields, LatchedT38lp (new IP
address) and LatchedT38Port (new port). In addition, the SIP PUBLISH message updates the
latched RTP SSRC, for example:

RemoteAddr: IP=10.33.2.55 Port=4000 SSRC=0x66d510ec

> To configure media latching:

1.

Open the Media Settings page (Setup menu > Signaling & Media tab > Media folder >
Media Settings), and then from the 'Inbound Media Latch Mode' drop-down list
(InboundMedialLatchMode), configure the media latch mode:

Inbound Media Latch Mode Dynamic IEI

If you configure Step 1 to Dynamic or Dynamic-Strict:

e Configure the minimum number of continuous media (RTP, RTCP, SRTP, and SRTCP)
packets that need to be received by the channel before it can latch onto this new
incoming stream:

¢ 'New RTP Stream Packets'

¢ 'New RTCP Stream Packets'
¢ 'New SRTP Stream Packets'
¢ 'New SRTCP Stream Packets'

e Configure a period (msec) after which if no packets are received from the current
media session, the channel can re-latch onto another stream:

¢ 'Timeout To Relatch RTP'
¢ 'Timeout To Relatch SRTP'
¢ 'Timeout To Relatch Silence'

¢ 'Timeout To Relatch RTCP'

¢ 'Fax Relay Rx/Tx Timeout'
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3.

ROBUSTMESS

Mew RTP Stream Packets 3

Mew RTCP Stream Packets 3

Mew SRTP Stream Packets 3

Mew SRTCP Stream Packets 3
Timeout To Relatch RTP (msec) 200
Timeout To Relatch SRETP (msec) 200
Timeout To Relatch Silence (msec) 10000
Timeout To Relatch RTCP (msec) 10000

Click Apply, and then save your settings to flash memory.

Configuring Quality of Service

This section describes how to configure Layer-2 and Layer-3 Quality of Service (QoS).

Configuring Class-of-Service QoS

The QoS Settings page lets you configure Layer-3 Class-of-Service Quality of Service (QoS). This
configures Differentiated Services (DiffServ) values for each CoS. DiffServ is an architecture

providing different types or levels of service for IP traffic. DiffServ (according to RFC 2474),
prioritizes certain traffic types based on priority, accomplishing a higher-level QoS at the
expense of other traffic types. By prioritizing packets, DiffServ routers can minimize
transmission delays for time-sensitive packets such as VolP packets.

You can assign DiffServ to the following class of services (CoS):

Media Premium: RTP packets sent to the LAN
Control Premium: Control protocol (SIP) packets sent to the LAN
Gold: HTTP streaming packets sent to the LAN

Bronze: OAMP packets sent to the LAN

The mapping of an application to its CoS and traffic type is shown in the table below:

Table 15-8: Traffic/Network Types and Priority

Class-of-Service

Application Traffic / Network Types (Priority)
Debugging interface Management Bronze
Telnet Management Bronze
Web server (HTTP) Management Bronze

-148 -



CHAPTER 15 Network Mediant Software SBC | User's Manual

Class-of-Service

Application Traffic / Network Types (Priority)
SNMP GET/SET Management Bronze
Web server (HTTPS) Management Bronze
RTP traffic Media Media Premium
RTCP traffic Media Media Premium
T.38 traffic Media Media Premium
SIP Control Control Premium
SIP over TLS (SIPS) Control Control Premium
Syslog Management Bronze
SNMP Traps Management Bronze
DNS client Varies according to DNS settings: Depends on traffic
B OAMP type:
B Control [ | Contr.ol: Control
Premium
B Management:
Bronze
NTP Varies according to the interface type Depends on traffic
associated with NTP (see Assigning type:

NTP Services to Application Types): B Control: Control

B OAMP Premium
B Control B Management:
Bronze

> To configure DiffServ (Layer-3 QoS) values per CoS:

1. Open the QoS Settings page (Setup menu > IP Network tab > Quality folder > QoS
Settings).

2. Click New; the following dialog box appears:
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GENERAL

Media Premium QoS
Control Premium QoS
Gold Qos

Bronze QoS

46

40

26

3. Configure DiffServ values per CoS according to the parameters described in the table

below.

Click Apply, and then save your settings to flash memory.

Table 15-9: QoS Settings Parameter Descriptions

Parameter

'Media Premium QoS'
media-gos

[PremiumServiceClassMediaDiffServ]

'Control Premium QoS'
control-gos

[PremiumServiceClassControlDiffServ]

'‘Gold QoS'
gold-gos
[GoldServiceClassDiffServ]

'Bronze QoS'

bronze-gos

[BronzeServiceClassDiffServ]

Description

Defines the DiffServ value for Premium Media
CoS content.

The valid range is 0 to 63. The default is 46.
Note: You can also configure the the

parameter per IP Profile (IpProfile_IPDiffServ)
or Tel Profile (TelProfile_IPDiffServ).

Defines the DiffServ value for Premium
Control CoS content (Call Control
applications).

The valid range is 0 to 63. The default is 24.
Note: You can also configure the the
parameter per IP Profile (IpProfile_
SigIPDiffServ) or Tel Profile (TelProfile_
SigIPDiffServ).

Defines the DiffServ value for Gold CoS
content (streaming applications).

The valid range is 0 to 63. The default is 26.

Defines the DiffServ value for Bronze CoS
content (OAMP applications).

The valid range is 0 to 63. The default is 10.

Configuring DiffServ-to-VLAN Priority Mapping

The QoS Mapping table lets you configure up to 64 DiffServ-to-VLAN priority mapping for Layer
3 and Layer-2 Quality of Service (QoS). For each packet sent to the LAN, the VLAN Priority of the
packet is set according to the DiffServ value in the IP header of the packet.Layer-2 802.1Q
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frames have a 2-byte field called Tag Control Information. The three most significant bits of this
2-byte field represents the Class of Service (CoS) value. Layer-2 QoS is represented by this CoS
value which is from 0 to 7 (thus 8 values). Layer-2 QoS parameters define the values for the 3
priority bits in the VLAN tagaccording to the value of the DiffServ field in the packet IP header
(according to the IEEE 802.1p standard). Differentiated Services (DiffServ) is an architecture
providing different types or levels of service for IP traffic. DiffServ (according to RFC 2474),
prioritizes certain traffic types based on priority, accomplishing a higher-level QoS at the
expense of other traffic types. By prioritizing packets, DiffServ routers can minimize
transmission delays for time-sensitive packets such as VolP packets.

The following procedure describes how to configure DiffServ-to-VLAN priority mapping through
the Web interface. You can also configure it through ini file [DiffServToVlanPriority] or CLI
(configure network > gos vlan-mapping).

> To configure DiffServ-to-VLAN priority mapping:

1. Open the QoS Mapping table (Setup menu > IP Network tab > Quality folder > QoS
Mapping).

2. Click New; the following dialog box appears:

GEMERAL
Index 1
Differentiated Services 1]
VLAN Priority 0

3. Configure a DiffServ-to-VLAN priority mapping rule according to the parameters described
in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 15-10:QoS Mapping Table Parameter Descriptions
Parameter Description

'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique

index.
'Differentiated Services' Defines a DiffServ value.
diff-serv The valid value is 0 to 63. The default is 0.

[DiffServToVlanPriority_DiffServ]
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Parameter Description
'VLAN Priority' Defines the VLAN priority level.
vlan-priority The valid value is 0 to 7. The default is 0.
[DiffServToVlanPriority_
VlanPriority]

Configuring ICMP Messages

Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol
suite. It is used by network devices such as routers to send error messages indicating, for
example, that a requested service is unavailable.

You can configure the device to handle ICMP messages as follows:

Send and receive ICMP Redirect messages.

Send ICMP Destination Unreachable messages. The device sends this message in response
to a packet that cannot be delivered to its destination for reasons other than congestion.
The device sends a Destination Unreachable message upon any of the following:

e Address unreachable
e Port unreachable

This feature is applicable to IPv4 and IPv6 addressing schemes.

To configure handling of ICMP messages:

Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

Under the ICMP group, do the following:

e To enable sending and receipt of ICMP Redirect messages, configure the 'Send and
Received ICMP Redirect Messages' [DisablelCMPRedirects] parameter to Enable.

e To enable sending of ICMP Destination Unreachable messages, configure the 'Don't
Send ICMP Unreachable Messages' [DisablelICMPUnreachable] parameter to Disable.

ICMP
Send and Receive ICMP Redirect Messages Enable o
Don't Send ICMP Unreachable Messages Disable w
Click Apply.
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DNS

If you are using fully qualified domain names (FQDN) instead of IP addresses for some of your
device configuration, the domain names need to be resolved into IP addresses by Domain
Name System servers. The device provides various ways to do this:

B External, third-party DNS servers:
e Default DNS servers (see Configuring Default DNS Servers below)

e DNS servers configured for the associated IP network interface (see Configuring IP
Network Interfaces on page 123)

B Device's embedded DNS (and SRV) server:
e Internal DNS table (see Configuring the Internal DNS Table)

e Internal SRV table (Configuring the Internal SRV Table)

Configuring Default DNS Servers

The device provides two default DNS server addresses (primary and secondary), which you can
modify. The default primary DNS server's address is 8.8.8.8 and the default secondary DNS
server's address is 8.8.4.4. The default DNS servers ensure that applications (for example,
Automatic Update feature) that may require DNS lookups run seamlessly when you have not
configured any DNS servers in the Internal DNS table and IP Interfaces table. In other words, the
device uses the default DNS server as the last resort. For example, if you are pinging a
destination that is configured as an FQDN, the device searches for a DNS server in the following
order:

1. DNS configured for the associated IP interface in the IP Interfaces table (see Configuring IP
Network Interfaces on page 123)

2. Default DNS server (this section)

The default DNS servers are used only for certain applications such as Configuration
Wizard, CLI ping command, and the Automatic Update feature. It is not used for call
routing.

> To modify the default DNS server addresses:

1. Open the DNS Settings page (Setup menu > IP Network tab > DNS folder > DNS Settings).

Default Primary DNS Server IP 8888

Default Secondary DNS Server [P 8844

2. Inthe 'Default Primary DNS Server IP' field, configure the address of the default primary
DNS server.
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3. Inthe 'Default Secondary DNS Server IP' field, configure the address of the default
secondary DNS server.

4. Click Apply.

Configuring the Internal DNS Table

The Internal DNS table, similar to a DNS resolution can translate up to 20 host (domain) names
into IP addresses. This functionality can be used when a domain name (FQDN) is configured as
an IP destination in a routing rule. Up to three different IP addresses can be assigned to the
same host name.

The device attempts to resolve a domain name into an IP address in the following order:

1. The device first checks the Internal DNS table for a matching domain name and if found,
resolves the domain name into the corresponding IP address(es).

2. If no matching domain name exists in the Internal DNS table, the device performs a DNS
query with an external third-party DNS server whose address is configured for the
associated IP network interface in the IP Interfaces table (see Configuring IP Network
Interfaces).

& The device uses the Internal DNS table only for call routing, for example:
e Call routing according to a SIP Request-URI that contains a hostname.
Call routing by destination address that is configured as a hostname.
Call routing by ENUM and the result of the ENUM query is a hostname.
DNS resolution of proxy servers in a Proxy Set that are configured with an FQDN.

Registering a user agent whose REGISTER message has a Contact header that
is a hostname.

The following procedure describes how to configure the DNS table through the Web interface.
You can also configure it through ini file [DNS2IP] or CLI (configure network > dns
dns-to-ip).

> To configure the device's DNS table:

1. Open the Internal DNS table (Setup menu > IP Network tab > DNS folder > Internal DNS).

2. Click New; the following dialog box appears:
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GEMERAL

Index

Domain Name

First IP Address

Second IP Address

Third IP Address

-~

0.000

0.0.00

0.000

3. Configure a DNS rule according to the parameters described in the table below.

4. Click Apply.

Table 15-11:Internal DNS Table Parameter Description

Parameter

'Index'

‘Domain Name'
domain-name

[Dns2lp_
DomainName]

'First IP Address'
first-ip-
address

[Dns2lp_
FirstlpAddress]

'Second IP Address'
second-ip-
address
[Dns2lp_
SecondlpAddress]

'Third IP Address'
third-ip-
address

[Dns2lp_

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines the host name to be translated.

The valid value is a string of up to 31 characters.

Defines the first IP address (in dotted-decimal format notation) to
which the host name is translated. The IP address can be
configured as an IPv4 and/or IPv6 address.

Defines the second IP address (in dotted-decimal format notation)
to which the host name is translated.

Defines the third IP address (in dotted-decimal format notation) to
which the host name is translated.
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Parameter Description

ThirdIpAddress]

Configuring the Internal SRV Table

The Internal SRV table lets you configure up to 10 SRV rows. The table is used to resolve
hostnames into DNS A-Records. You can assign three different A-Records per hostname, where
each A-Record includes the hostname, priority, weight, and port.

The device first attempts to resolve a domain name using this table. If the domain name is not
configured in this table, the device performs an SRV resolution using an external DNS server
whose address is configured for the associated IP network interface in the IP Interfaces table. If
the IP network interface is not configured with a DNS address, the device performs an SRV
resolution with the default external DNS server (see Configuring Default DNS Servers on
page 153).

The following procedure describes how to configure the Internal SRV table through the Web
interface. You can also configure it through ini file [SRV2IP] or CLI (configure network >
dns srv2ip).

> To configure the device's SRV table:

1. Open the Internal SRV table (Setup menu > IP Network tab > DNS folder > Internal SRV).

2. Click New; the following dialog box appears:

-

GEMNERAL 2ND ENTRY
Index o DMNS Name 2
Domain Name Priority 2 o]
Transport Type upe IZI Weight 2 o]
Port2 0
15T ENTRY
DNS Name 1 3RD ENTRY
Priority 1 o DNS Name 3
Weight 1 v} Priority 3 o]
Port1 0 Weight 3 0
Port3 0

3. Configure an SRV rule according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.
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Table 15-12:Internal SRV Table Parameter Descriptions

Parameter
General

'Index'

'Domain Name'
domain-name

[Srv2lp_
InternalDomain]

‘Transport Type'
transport-
type

[Srv2lp_
TransportType]

1st/2nd/3rd Entry

'DNS Name (1-3)'
dns-name-
11213

[Srv2lp_Dns1/2/3]

'Priority (1-3)'
priority-
11213
[Srv2lp_
Priority1/2/3]

'Weight (1-3)'
weight-112]3
[Srv2ip_
Weight1/2/3]

'Port (1-3)'
port-112]3
[Srv2Ip_Port1/2/3]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines the hostname to be translated.

The valid value is a string of up to 31 characters. By default, no value
is defined.

Defines the transport type.
B [0] UDP (default)
W [1]TCP

m [2]TLS

Defines the first, second or third DNS A-Record to which the
hostname is translated.

By default, no value is defined.

Defines the priority of the target host. A lower value means that it is
more preferred.

By default, no value is defined.

Defines a relative weight for records with the same priority.

By default, no value is defined.

Defines the TCP or UDP port on which the service is to be found.

By default, no value is defined.
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IP Multicasting

The device supports IP Multicasting level 1, according to RFC 2236 (i.e., IGMP version 2) for RTP
channels. The device is capable of transmitting and receiving multicast packets.

Configuring SCTP Multi-homing

The device supports the Stream Control Transmission Protocol (SCTP) transport-layer protocol
(according to RFC 4960 "Stream Control Transmission Protocol"), which ensures reliable, in-
sequence transport of messages (data) between two endpoints. SCTP also provides multi-
homing support for SIP signaling (i.e., SIP over SCTP) of calls (according to RFC 4168 "The
Stream Control Transfer Protocol (SCTP) as a Transport for SIP").

In SCTP with multi-homing, the device acts as the local SCTP endpoint while the SIP proxy
(Proxy Set) acts as the remote SCTP endpoint. These endpoints can provide one or a list of IP
addresses (and SCTP port) through which they can be reached (connection path) and from
which it will originate SCTP messages. The primary path is the destination and source address
that will be put into an SCTP packet outbound to the peer endpoint, by default. The device
supports up to two local IP addresses (IP Interfaces) per SIP Interface (i.e., local SCTP endpoint),
where one is configured as the primary address and the other as the secondary address. For the
remote SCTP endpoint (i.e., proxy), the device supports multiple IP addresses. A single SCTP
port number is used for all the addresses at the endpoint. Each SIP Interface creates its own
SCTP association (identified by an Association ID) with the proxy, which can include multiple
paths.

SCTP also provides path management functionality, which monitors reachability of the SCTP
endpoints (IP addresses), using heartbeats. For a list of the SCTP parameters, see SCTP
Parameters on page 1236.

The main benefit of SCTP with multi-homing is that it provides redundancy capabilities. It
prevents a single point of failure, by re-routing packets to an alternative path (address) in the
event of a network failure and thereby, maintaining SIP sessions between the endpoints.

Configuration of SCTP with mutli-homing is explained using the following example, where both
SCTP endpoints use two IP addresses:

Figure 15-2: SCTP with Multi-Homing (Example)

SBC SIP Proxy
(SCTP Local Endpoint) (SCTP Remote Endpoint)
10.55.2.254
10.55.2.20/16  PrimaryPath ﬂ _____ PR
VLAN 200
Default Gateways
TEEAAT ﬂ— ————— 10.169.1.51
VLAN 300 Secondary Path

10.55.3.254

> To configure SCTP with multi-homing (based on example):

1. Configure a SIP Interface (local SCTP endpoint) for SCTP multi-homing:
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a. Open the SIP Interfaces table (see Configuring SIP Interfaces on page 438).
b. Inthe 'SCTP Port' field, enter the device's listening port for SCTP traffic (e.g., 5060).

c. From the 'Network Interface' drop-down list, select an IP Interface for the primary local
SCTP address (e.g., 10.55.2.20).

d. (Optional) From the 'SCTP Secondary Network Interface' drop-down list, select an IP
Interface for the secondary local SCTP address (e.g., 10.55.3.21).

e. Configure the other parameters of the SIP Interface, as needed.
‘& Both IP addresses of the SIP Interface can reside in the same subnet.

2. Configure a Proxy Set with the addresses and SCTP port of the SIP proxy (remote SCTP
endpoint). The device initiates SCTP association with these addresses.

a. Open the Proxy Sets table (see Configuring Proxy Sets on page 488), and then add a
Proxy Set.

b. Select the new Proxy Set in the table, and then click the Proxy Address link to open the
Proxy Address table.

c. Addtwo IP addresses with an SCTP port number (e.g., "10.169.0.50:5060" and
"10.169.1.51:5060"), and choose the SCTP transport protocol (‘'Transport Type'
parameter configured to SCTP).

& You must configure all the addresses of the Proxy Set with the same SCTP port
number (e.g., 5060).

3. Configure a static route per address of the Proxy Set. In our example, you need to configure
the following static routes:

a. Open the Static Routes table (see Configuring Static IP Routes on page 132).
b. Add two static routes:

¢ 'Destination’' =10.169.0.0; 'Prefix Length' = 24; 'Ethernet Output Device' = VLAN
200; 'Gateway' = 10.55.2.254

¢ 'Destination' =10.169.1.0; 'Prefix Length' = 24; 'Ethernet Output Device' = VLAN
300; 'Gateway' = 10.55.3.254

You also need to configure a static route per address of the Proxy Set when SCTP is
the transport protocol even though multi-homing is not implemented.

4. Configure SCTP settings (see e SCTP Parameters on page 1236).

Once you have configured SCTP with multi-homing, you can use the CLI for the following:
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B View the status of the local SCTP endpoint (i.e., device) and the SCTP association with the
remote endpoint (i.e., proxy):

show sctp connections

Association #1

Type: SERVER

State: LISTEN

Local Addresses: 10.55.3.80, 10.55.2.80
Local Port: 5060

Association #2

Type: CLIENT

State: ESTABLISHED

Local Addresses: 10.55.3.80, 10.55.2.80

Local Port: 50226

Remote Addresses Configured State
10.55.1.100:5060 Yes INACTIVE - Primary
10.55.0.100:5060 Yes ACTIVE - Secondary

"Association #1" is the local SCTP endpoint and "Association #2" is the SCTP association
with the proxy. If the 'Configured' column for a remote address displays "No", add this
address to the Proxy Set and add a static route to the address.

B View statistics (e.g., SCTP packets) of all SCTP associations:

show sctp statistics

MIB according to RFC 3873:

discontinuity.sec = 1547641112, discontinuity.usec = 169612, currestab = 3,
activeestab = 2

restartestab = 0, collisionestab = 0, passiveestab = 1, aborted = 1

shutdown = 0, outoftheblue = 0, checksumerrors = 0, outcontrolchunks =
248438

outorderchunks = 1769, outunorderchunks = 349601, incontrolchunks =
243466, inorderchunks = 1769

inunorderchunks = 466146, fragusrmsgs = 0, reasmusrmsgs = 0, outpackets =
302051, inpackets = 306499

input statistics:

recvpackets = 306499, recvdatagrams = 306499, recvpktwithdata = 281264,
recvsacks = 241804, recvdata = 467915

recvdupdata = 6, recvheartbeat = 828, recvheartbeatack = 826, recvecne = 0,
recvauth = 1

recvauthmissing = 0, recvivalhmacid = 0, recvivalkeyid = 0, recvauthfailed = 0,
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recvexpress = 467914
recvexpressm = 0, recv_spare = 0, recvswcrc = 301493, recvhwcrc = 5006

output statistics:

sendpackets = 302051, sendsacks = 246385, senddata = 351370,
sendretransdata = 75

sendfastretrans = 0, sendmultfastretrans = 0, sendheartbeat = 1210, sendecne
=0

sendauth = 0, senderrors = 0, send_spare = 0, sendswcrc = 297046,
sendhwcrc = 5005
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16

Security

This section describes the VolP security-related configuration.

Configuring TLS Certificates

The TLS Contexts table lets you configure X.509 certificates which are used for secure
management of the device, secure SIP transactions, and other security applications.

‘& e The device is shipped with an active, default TLS setup (TLS Context ID 0,
named "default"). Therefore, configure certificates only if required.

e Since X.509 certificates have an expiration date and time, you must configure the
device to use Network Time Protocol (NTP) to obtain the current date and time
from an NTP server. Without the correct date and time, client certificates cannot
work. To configure NTP, see Configuring Automatic Date and Time using SNTP.

e Only Base64 (PEM) encoded X.509 certificates can be loaded to the device.

Configuring TLS Certificate Contexts

The TLS Contexts table lets you configure up to 100 TLS Contexts. A TLS Context defines
Transport Layer Security (TLS) settings (e.g., TLS certificates). The TLS protocol provides
confidentiality, integrity, and authenticity between two communicating applications over
TCP/IP. You can use TLS for the following:

B To secure device management communication, for example, HTTPS-based Web sessions,
Telnet sessions and SSH sessions.

B To secure SIP signaling connections, referred to as SIP Secure (SIPS) or SIP over TLS.

B To secure various other network applications supported by the device, for example,
communication with a remote LDAP server used for LDAP-based user management
authentication and authorization.

The device is shipped with a default TLS Context (Index #0 and named "default"), which
includes a self-generated random private key and a self-signed server certificate. The Common
Name (CN or subject name) of the default certificate is "ACL_nnnnnnn", where nnnnnnn
denotes the serial number of the device. If the default self-signed certificate is about to expire
(less than a day), the device automatically re-generates a new self-signed certificate.
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& e The default TLS Context cannot be deleted.

e Forsecure management through the default management network interface (i.e.,
OAMP Application Type in the IP Interfaces table), the device uses the default
TLS Context. However, for secure Web- and REST-based management through
Additional Management Interfaces (configured in Configuring Additional
Management Interfaces on page 46), you can use any TLS Context.

e Ifa TLS Context for an existing TLS connection is changed during the call by the
user agent, the device ends the connection.

e For more information on secured management, see Configuring Secured
(HTTPS) Web on page 64.

You can configure each TLS Context with the following TLS settings:

TLS version (TLS 1.0, TLS 1.1, TLS 1.2, and TLS 1.3).
DTLS version (DTLS 1.0 and DTLS 1.2).
TLS cipher suites for server and client roles (per OpenSSL syntax).

Diffie-Hellman (DH) key size used by the device if it acts as a TLS server and DH is used for
key exchange.

TLS certificate expiry check, whereby the device periodically checks the validation date of
the installed TLS server certificates and sends an SNMP trap event if a certificate is nearing
expiry. To configure TLS certificate expiry check, see Configuring TLS Server Certificate
Expiry Check.

Online Certificate Status Protocol (OCSP). Some Public-Key Infrastructures (PKI) can revoke
a certificate after it has been issued. You can configure the device to check if a peer's
certificate has been revoked, using the OCSP. When OCSP is enabled, the device queries
the OCSP server for revocation information whenever a peer certificate is received (TLS
client mode, or TLS server mode with mutual authentication).

& e The device does not query OCSP for its own certificate.

e Some PKils do not support OCSP, but generate Certificate Revocation Lists
(CRLs). For such scenarios, set up an OCSP server such as OCSPD.

Private key - externally created and then uploaded to device.
Different levels of security strength (key size) per TLS certificate.

X.509 certificates - self-signed certificates or signed as a result of a certificate signing
request (CSR).

Trusted root certificate authority (CA) store (for validating certificates).
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& e When creating a TLS Context, you should create a certificate as described in
Creating Self-Signed Certificates for TLS Contexts on page 176, and then check
that the certificate is "Ok" as described in Viewing Certificate Information on
page 172.

e Forsecure SIP messaging (SIP Secure or SIPS) using TLS, see TLS for SIP
Clients on page 181 (two-way authentication) and Configuring TLS for Secured
SIP on page 180.

The following procedure describes how to configure a TLS Context through the Web interface.
You can also configure it through ini file [TLSContexts] or CLI (configure network >
tls).

> To configure a TLS Context:

1. Open the TLS Contexts table (Setup menu > IP Network tab > Security folder > TLS
Contexts).

2. Click New to add a new TLS Context or Edit to modify the default TLS Context at Index 0;
the following dialog box appears:

GENERAL ocsp
Index H 0sP Server Disable 5
Name Primary OCSP Server 0000
LS Version AnyTLS1x ~ Secondary OCSP Server
DTLS Version Ay ~ ocspPort 2580
Cipher Server DEFAULT OCSP Default Response: Reject v
Cipher Client
Cipher ServerTLS13 LS _AES_256_GCM SHA3B4TLS_CHACHAZ0 POLY1305_SHA256:TLS AES 128 GCN
Gipher Client TLS13 TLS_AES_256_GCM SHASBATLS CHACHAZ0 POLY1305_ SHA2S6.TLS AES 128 GCN
Key Exchange Groups X25518/P-256:P-364P-5216448
Strict Centficate Extension Validation Disable -

DH key Size 1024 v

TLS Renegotiation Enable ~

3. Configure the TLS Context according to the parameters described in the table below.
4. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Table 16-1: TLS Contexts Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table row.
tls Note:

[TLSContexts_Index] B Each row must be configured with a unique index.

M Index 0 ("default") is the default TLS Context.

'Name' Defines a descriptive name, which is used when
name associating the row in other tables.

- 164 -



CHAPTER 16 Security

Mediant Software SBC | User's Manual

Parameter Description
[TLSContexts_Name] The valid value is a string of up to 31 characters.
Note:
B The parameter value cannot contain a forward slash
(/).
B The default TLS Context (Index 0) is named "default".
'TLS Version' Defines the supported TLS protocol version. Clients
tls-version attempting to communicate with the device using a
[TLSContexts_TLSVersion] different TLS version are rejected.
Bl [0] Any TLS1.x = (Default) TLSv1.0, TLSv1.1, TLSv1.2,
and TLSv1.3 are supported.
M [1] TLSv1.0 =Only TLS 1.0.
M [2] TLSv1.1=0Only TLS 1.1.
M [3] TLSv1.0 and TLSv1.1 = Only TLS 1.0 and TLS 1.1.
B [4]TLSv1.2=0nly TLS1.2.
B [6] TLSv1.1 and TLSv1.2 = Only TLS 1.1 and TLS 1.2.
M [7] TLSv1.0 TLSv1.1 and TLSv1.2 = Only TLS 1.0, TLS
1.1, and TLS 1.2.
M [8] TLSv1.3 = Only TLS 1.3.
M [12] TLSv1.2 and TLSv1.3 =0Only TLS 1.2 and 1.3.
B [14] TLSv1.1 TLSv1.2 and TLSv1.3 = Only TLS 1.1, TLS
1.2, and TLS 1.3.
B [15] TLSv1.0 TLSv1.1 TLSv1.2 and TLSv1.3 = Only TLS
1.0,TLS1.1,TLS 1.2, and TLS 1.3.
'DTLS Version' Defines the Datagram Transport Layer Security (DTLS)
[TLSContexts_DTLSVersion] version, which is used to negotiate keys for WebRTC calls.
M [0] Any (default)
M [1] DTLSv1.0
M [2] DTLSv1.2
For more information on WebRTC, see WebRTC.
‘Cipher Server' Defines the supported cipher suite for the TLS server (in
ciphers-server OpenSSL cipher list format) when the TLS version is 1.2 or
[TLSContexts_ earlier.
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Parameter

ServerCipherString]

‘Cipher Client'
ciphers-client

[TLSContexts_
ClientCipherString]

'Cipher Server TLS1.3'
ciphers-server-tlsl3

[TLSContexts_
ServerCipherTLS13String]

'Cipher Client TLS1.3'
ciphers-client-tlsl3

[TLSContexts_
ClientCipherTLS13String]

'‘Key Exchange Groups'
key-exchange-groups
[TLSContexts_
KeyExchangeGroups]

Description

For possible values and additional details, visit the
OpenSSL website. The default is "DEFAULT".

Note: The parameter is applicable only to TLS 1.2 and
earlier.

Defines the supported cipher suite for TLS clients when
the TLS version is 1.2 or earlier.

For possible values and additional details, visit the
OpenSSL website. The default is "DEFAULT".

Note: The parameter is applicable only to TLS 1.2 and
earlier.

Defines the supported cipher suite for the TLS 1.3 server
(in OpenSSL cipher list format).

For possible values and additional details, visit the
OpenSSL website. The default is "TLS_AES 256 _GCM _
SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_
128 GCM_SHA256".

Note: The parameter is applicable only to TLS 1.3.

Defines the supported cipher suite for TLS 1.3 clients.

For possible values and additional details, visit the
OpenSSL website. The default is "TLS_AES 256 _GCM_
SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES _
128 GCM_SHA256".

Note: The parameter is applicable only to TLS 1.3.

Defines the groups that are supported for key exchange,
ordered from most preferred to least preferred.

The valid value is any combination of the following strings:
X25519

P-256

P-384

P-521

X448

The default is "X25519:P-256:P-384:X448" (without
quotation marks).

When configuring the parameter with multiple values,
separate each with a colon. In addition, the order of the
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Parameter Description

values determines the group preference. For example, the
value "P-384:P-256:X25519" (without quotation marks)
gives preference to P-384. The TLS client uses the first
configured value (e.g., P-384) as its group trial, while the
TLS server uses the whole list to try and match the client’s
trial.

Note: The parameter is applicable to all TLS versions.

'Strict Certificate Extension Enables the validation of the extensions (keyUsage and
Validation' extendedKeyUsage) of peer certificates. The validation
require-strict-cert ensures that the signing CA is authorized to sign
[TLSContexts certificates and that the end-entity certificate is

RequireStrictCert] authorized to negotiate a secure TLS connection.

B [0] Disable (default)

B [1] Enable
'DH Key Size' Defines the Diffie-Hellman (DH) key size (in bits). DH is an
dh-key-size algorithm used mainly for exchanging cryptography keys
[TLSContexts_DHKeySize] used in symmetric encryption algorithms such as AES.

B [1024] 1024 - Not Recommended
B [2048] 2048 (default)
B [3072] 3072

Note: 1024-bit key size is not recommended.

‘TLS Renegotiation' Enables TLS renegotiations (handshakes) initiated by the
tls-renegotiation client (peer) with the device.

[TLSContexts_ B (0] Disable = The device blocks client-initiated TLS
TlsRenegotiation] renegotiations and allows only one TLS handshake

process. This is useful, for example, for preventing
Denial-of-Service (DoS) attacks on the device caused
by multiple TLS renegotiations per second by an
attacker.

B [1] Enable (default)

OCSP
'OCSP Server' Enables or disables certificate checking using OCSP.
ccspTserver B [0] Disable (default)

[TLSContexts_OcspEnable]
B [1] Enable
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Parameter

'‘Primary OCSP Server'
ocsp-server-primary

[TLSContexts_
OcspServerPrimary]

'Secondary OCSP Server'
ocsp—server—

secondary

[TLSContexts_
OcspServerSecondary]

'‘OCSP Port'
ocsp-port

[TLSContexts_
OcspServerPort]

'OCSP Default Response'
ocsp-default-

response

[TLSContexts_
OcspDefaultResponse]

Description

Defines the IP address (in dotted-decimal notation) of the
primary OCSP server.

The default is 0.0.0.0.

Defines the IP address (in dotted-decimal notation) of the
secondary OCSP server (optional).

The default is 0.0.0.0.

Defines the OCSP server's TCP port number.
The default port is 2560.

Determines whether the device allows or rejects peer
certificates if it cannot connect to the OCSP server.

M [0] Reject (default)

H [1] Allow

Assigning CSR-based Certificates to TLS Contexts

You can request a digitally signed certificate from a Certification Authority (CA) for a TLS
Context. This process is referred to as a certificate signing request (CSR) and is required if your
organization employs a Public Key Infrastructure (PKI) system. The CSR contains information
identifying the device such as a Distinguished Name (DN) or subject alternative names in the

case of an X.509 certificate.

> To assign a CSR-based certificate to a TLS Context:

1.

2.

Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

In the table, select the required TLS Context, and then click the Change Certificate link
located below the table; the Change Certificates page appears.

Under the Certificate Signing Request group, fill in the following information:

a. Distinguished Name (DN) fields (uniquely identifies the device):

¢ Inthe 'Common Name [CN]' field, enter the common name.

¢ (Optional) In the 'Organizational Unit [OU]' field, enter the section of the

organization.
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¢ (Optional) In the ' Company name [O]' field, enter the legal name of your
organization.

¢ (Optional) In the 'Locality or city name [L]' field, enter the city where your
organization is located.

¢ (Optional) In the ' State [ST]' field, enter the state or province where your
organization is located.

¢ (Optional) In the ' Country code [C]' field, enter the two-letter ISO abbreviation for
your country.

b. If you want to generate a CSR for SAN (with multiple subject alternate names), then
from the 'Subject Alternative Name [SAN]' drop-down list, select the type of SAN (e-
mail address, DNS hostname, URI, or IP address), and then enter the relevant value.
You can configure multiple SAN names, using the 1st to 5th 'Subject Alternative Name
[SANT]' fields.

c. From the 'Signature Algorithm' drop-down list, select the hash function algorithm
(SHA-1, SHA-256, or SHA-512) with which to sign the certificate.

e Fillin the fields according to your security provider's instructions.
e [fyou leave the 'Common Name [CN] field empty, the device generates the CSR
with the default Common Name (CN=ACL_<6-digit serial number of device>).

4. Click the Create CSR button; a textual certificate signing request is displayed in the area
below the button:
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CERTIFICATE S5IGNING REQUEST

Common Mame [CN]

Organizational Unit [OU] (optional) Headquarters

Company name [O] {optional) Corporate

Locality or city name [L] {optional) Poughkeepsie

State [ST] (optional) MNew York

Country code [C] (optional) us

1st Subject Alternative Name [SAN] EMAI

2nd Subject Alternative Name [SAN] EMAI

3rd Subject Alternative Name [SAN] EI\."IAI

4th Subject Alternative Name [SAN] EMAI

5th Subject Alternative Name [SAN] EI'\.-'IAI

Signature Algorithm SHA-256
Create CSR

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

-BEGIN CERTIFICATE REQUEST--———-

MIIBxDCCASOCAQMWY JEVMBMEAIUECWWMSEVhZHF1YEJ0ZEIzMRIWEAYDVQQKDALD
b3Twb3JhdEUzFTATEgNVEBACMDFBvdWdea2V1cHNpZTERMAAGRITECAWITEVIIFLv
cmaxCzAJBgNVBAYTAIVIMIGIMAOGCSgGS IR 3DRERAQUARACGNADCRIQEBRgRIUZ 26
DLHOnfvvzeTJpNOWT JEE/ SgecgeEfSVnt1+XMS4+3aD3iF/dy8X4t0xFce75ER146
LLOJrhfZSTVyINLIIASPIXgl yxxvQeCiKrl+Fgx24+d1TvEDIxhpfgWLEGI1PECEG
ZnzFalQxgdXmPXHIBJIVE2Gp S cpdwwd 3 ITEBxQIDARARCCIWIAY JKoZ ThveNAQKD
MEMWETAPBgNVHREECDAGggR taWt IMAOGCSqESIL3DQERCWIARACBAFfaJangHgJP
VtjXn8aPha/4h43dpzUJ6eZilz,/FMiezavgC3 /Bx6JVFuaRPMui XvedBrTNNIZOT78
+yu+ 9T kxWwZGHNE Lv4ATrEvLSvginhzwidack4RCAbe FYvnvY 3M07 2QQHpWEBh KPnN
SSpfdvhPaZhrJZundkrptimd/+we75C/

—END CERTIFICATE BEQUEST-—————

Copy the text and send it to your security provider (CA) to sign this request.

When the CA sends you a server certificate, save the certificate to a file (e.g., cert.txt).
Make sure that the file is a plain-text file containing the "BEGIN CERTIFICATE" header.

Scroll down to the Upload Certificates Files From Your Computer group, click the Browse
button corresponding to the 'Send Device Certificate...' field, navigate to the cert.txt file,
and then click Load File:

Send Device Certificate file from your computer to the device.
The file must be in textual PEM formart.

Mo file selected. Load File

Wait for the certificate to successfully load to the device.

Save configuration with a device reset.

Verify that the private key is correct:

a. Open the TLS Contexts table, and then select the TLS Context.

b. Click the Certificate Information link located below the table.
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c. Make sure that the 'Status' field displays "OK"; otherwise, consult with your security
administrator:

PRIVATE KEY
Key size: 2048 bits
Status: OK

‘& e The certificate replacement process can be repeated whenever necessary (e.g.,
when the new certificate expires).

e You can also load the certificate through the device's Automatic Provisioning
mechanism, using the [HTTPSCertFileName] parameter.

TLS Context Parameters Relevancy per Application

The following table shows the parameters of the TLS Context table that are used when
establishing a TLS connection per SBC application.

TLS Contexts Table Parameter

- e 'Strict
Ciph 'Ciph . . \
Cioh | ‘Cioh | er or Key Certific D
icati i i
Applicatio ., ¢ P P " Excha ate | H TLS
n . er er Serv = Clien . X
Versi . nge Extensi key Renegoti
\ Serv | Clien er t . .,
on Group on Siz ation
er' t' TLS1 TLS1 .
. . s' Validat e
3 3 .,
ion
Web / v v v v v v v v v
REST
Server
Automatic v - v - v - - - -
Update
CLl copy v - v - v - - - -
Com-
mands
Sending v - v - v - - - ;
CDRs to
Remote
Server
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TLS Contexts Table Parameter

. . 'Strict
'Ciph  'Ciph | . ,
o ‘Cioh | 'Cioh | er or Key  Certific 'D
Applicatio | ., ¢ = o ' Excha ate  H TLS
n . er er Serv  Clien . .
Versi . nge Extensi key Renegoti
\ Serv | Clien er t . .,
on Group on Siz ation
er' t' TLS1  TLS1 .
s' Validat €'
3! 3 e
ion
HTTPS v v v - - - - - -
Proxy
Secure v v v v v v v v v
Com-
munic-
ation with
ovoc
WebSocke- v - v - v v v - ;
t Tunnel
with
ovoc
Secured v v v v v v v v v
LDAP Cli-
ent
Secured v v v v v v v v v
SCTP
TR-069 v v v v v v v v v
ZeroConf v v v v v v v v v
Pro-
visioning

Viewing Certificate Information

You can view information of TLS certificates installed on the device per TLS Context.

> To view certificate information:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).
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2. Select a TLS Context, and then click the Certificate Information link located below the
table; the Certificate Information page appears, showing the certificate information. The
following figure shows an example (but cropped due to space).

@ TLS Context [#1] > Certificate Information

PRIVATE KEY

Key size: 2048 bits
Status: OK

CERTIFICATE

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 0 (0x0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=ACL_5967925
Validity
Mot Before: Mar 3 05:17:44 2020 GMT
Mot After - Feb 27 05:17-44 2040 GMT
Subject: CN=ACL_5567925
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:
00:e7-ce:db:9c:64:92-21:b9:39:92-5d fe-fc: 30
24:71:0a:41-3d:91:c4:36:ef:56:51:49:35:25:31:
Ae-66:56:7C:14:78:69:20-e2:a5:cb:a0:90:9b:68:
e7-0f-de:61:01:8f-a6:11:d1:7d:7F:15:3c:02-e0:
b2-de:3f:30:d9:79:20:25:a0:81:49:6C:65:26:09:
LE-Aa-fF-10-Ah-AR7-50-rA - 22-NA -Nir-RF-Na-de-RA -

Assigning Externally Created Private Keys to TLS Contexts

The following procedure describes how to assign an externally created private key to a TLS
Context.
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> To assign an externally created private key to a TLS Context:

1. Obtain a private key in either textual PEM (PKCS #7) or PFX (PKCS #12) format (typically
provided by your security administrator). The file may be encrypted with a short pass-

phrase.
2. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

3. Inthe table, select the required TLS Context, and then click the Change Certificate link
located below the table; the Change Certificates page appears.

4. Scroll down to the Upload Certificate Files From Your Computer group.

a. (Optional) In the 'Private key pass-phrase’ field, enter the password (passphrase) of the
encrypted private key file. The default passphrase is "audc". The passphrase can be up
to 32 characters. If there is no passphrase, leave the field blank.

Private key pass-phrase (ogtional) sssesnee

‘& The passphrase cannot be configured with wide characters.

b. Load the private key file (see Step 1), by selecting it using the Browse button
corresponding to the 'Send Private Key file ..." text, and then clicking Load File.

Send Private Key file from your computer to the device.
The file must be in either PEM or PEX (PKCS5#12) format.

Browse .. | Mo file selectad. Load File

c. If your security administrator has provided you with a device certificate file, load it by
selecting the file using the Browse button corresponding to the 'Send Device
Certificate file ..." text, and then clicking Load File.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Browse__. | No file selected. Load File

& The loaded private key file must match the loaded device certificate file.

5. After the files successfully load to the device, save the configuration with a device reset.
6. Verify that the private key is correct:

a. Open the TLS Contexts table.
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b. Select the required TLS Context index row.
c. Click the Certificate Information link located below the table.

d. Make sure that the 'Status' field displays "OK"; otherwise (i.e., displays "Does not
match certificate"), consult with your security administrator:

PRIVATE KEY
Key size: 2048 bits
Status: OK

Generating Private Keys for TLS Contexts

The device can generate the private key for a TLS Context. The private key can be generated for
CSR or self-signed certificates.

> To generate a new private key for a TLS Context:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Inthe table, select the required TLS Context index row, and then click the Change
Certificates link located below the table; the Change Certificates page appears.

3. Scroll down to the Generate New Private Key and Self-signed Certificate group:
GENERATE NEW PRIVATE KEY AND SELF-SIGNED CERTIFICATE

Private Key Size 2048 |ZI

Private key pass-phrase (optional) sese

Press the "Generate Private Key" button to create new private key.

Press the "Generate Self-Signed Certificate” button to create self-signed certificate.

MNote that the certificate will use the subject name configured in "Certificate Signing Request” box.

Important: generation of private key is a lengthy operation during which the device service may be affected.

Generate Private-Key Generate Self-Signed Certificate
4. From the 'Private Key Size' drop-down list, select the private key size (in bits) for RSA
public-key encryption for newly self-signed generated keys:
e 1024 - Not Recommended
e 2048 (default)
e 3072
e 4096

5. (Optional) In the 'Private key pass-phrase' field, enter a password (passphrase) to encrypt
the private key file. The default passphrase is "audc". The passphrase can be up to 32
characters. If you don't want to encrypt the file, leave the field blank.
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& The passphrase cannot be configured with wide characters.

6. Click Generate Private-Key; a message appears requesting you to confirm key generation.

7. Click OK to confirm key generation; the device generates a new private key, indicated by a
message in the Certificate Signing Request group:

@ TLS Context [#1] > Change Certificates

o A new 2048-bits Private-Key was generated for Context-ID=1

- Please save the configuration.
-
-
-

CERTIFICATE SIGNING REQUEST

Common Name [CN] [

8. Continue with certificate configuration by creating a CSR or generating a new self-signed
certificate.

9. Save configuration with a device reset for the new certificate to take effect.

Creating Self-Signed Certificates for TLS Contexts

You can assign a certificate that is digitally signed by the device itself to a TLS Context (i.e., self-
signed certificate). In other words, the device acts as a CA. The Issuer (e.g., "Issuer: CN=ACL_
5967925") and Subject (e.g., " Subject: CN=ACL_5967925") fields of the self-signed certificate
have the same value.

& e The device is shipped with a default TLS Context (Index 0 and named "default"),
which includes a self-generated random private key and a self-signed server
certificate. The Common Name (CN or subject name) of the default certificate is
"ACL_nnnnnnn", where nnnnnnn denotes the serial number of the device.

e If the default self-signed certificate is about to expire (less than a day) or has
expired, the device automatically re-generates a new self-signed certificate.

You can configure each TLS Context with the following:

> To assign a self-signed certificate to a TLS Context:

1. Before you begin, make sure of the following:

® You have a unique DNS name for the device (e.g., dns_name.corp.customer.com). The
name is used to access the device and therefore, must be listed in the server
certificate.
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e No trafficis running on the device. The certificate generation process is disruptive to
traffic and should be done during maintenance time.

2. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

3. Inthe table, select the required TLS Context index row, and then click the Change
Certificate link located below the table; the Change Certificates page appears.

4. Under the Certificate Signing Request group, in the 'Common Name [CN]' field, enter the
fully-qualified DNS name (FQDN) as the certificate subject. Alternatively (or in addition), if
you want to generate a self-signed SAN certificate (with multiple subject alternate names),
then from the 'Subject Alternative Name [SAN]' drop-down list, select the type of SAN (e-
mail address, DNS hostname, URI, or IP address), and then enter the relevant value. You
can configure multiple SANs, using the 1st to 5th 'Subject Alternative Name [SAN]' fields.

5. Scroll down the page to the Generate New Private Key and Self-signed Certificate group:
GENERATE NEW PRIVATE KEY AND SELF-SIGNED CERTIFICATE

Private Key Size 2048 IZ|

Private key pass-phrase (optional) sase

Press the "Generate Private Key" button to create new private key.

Press the "Generate Self-Signed Certificate” button to create self-signed certificate.

Note that the certificate will use the subject name configured in "Certificate Signing Request” box.

Important: generation of private key is a lengthy operation during which the device service may be affected.

Generate Private-Key Generate Self-Signed Certificate

6. Click Generate Self-Signed Certificate; a message appears requesting you to confirm
generation.

7. Click OK to confirm generation; the device generates a new self-signed certificate
displaying the new subject name, indicated by a message in the Certificate Signing Request
group:

@ TLS Context [#0] > Change Certificates

}: A new self-signed certificate was generated for Context-ID=0
with subject name: audio.com

In order to complete certificate replacement, please, close current browser session and open a new one.

CERTIFICATE SIGNING REQUEST

Common Name [CN] audio.com

8. Save the configuration with a device reset for the new certificate to take effect.

Importing Certificates into Trusted Root Certificate Store

The device provides its own Trusted Root Certificate store. This lets you manage certificate
trust. You can import up to 20 certificates to the store per TLS Context (but this may be less
depending on certificate file size).
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The store can also be used for certificate chains. A certificate chain is a sequence of certificates
where each certificate in the chain is signed by the subsequent certificate. The last certificate in
the list of certificates is the Root CA certificate, which is self-signed. The purpose of a certificate
chain is to establish a chain of trust from a child certificate to the trusted root CA certificate.
The CA vouches for the identity of the child certificate by signing it. A client certificate is
considered trusted if one of the CA certificates up the certificate chain is found in the server
certificate directory. For the device to trust a whole chain of certificates per TLS Context, you
need to import them into the device's Trusted Certificates Store, as described below.

Self Signed

Child 1 CA
Certificate

Child 1.1 CA
Certificate

Client
Certificate

\ J

~

Root Certificate Store

You can also import multiple TLS root certificates in bulk from a single file. Each certificate in
the file must be Base64 encoded (PEM). When copying-and-pasting the certificates into the file,
each Base64 ASCIl encoded certificate string must be enclosed between "----- BEGIN
CERTIFICATE----- "and "----- END CERTIFICATE----- "

A Only Base64 (PEM) encoded X.509 certificates can be loaded to the device.

> To import certificates into the Trusted Root Certificate Store:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Inthe table, select the required TLS Context, and then click the Trusted Root Certificates
link located below the table; the Trusted Certificates table appears.

3. Click the Import button, and then browse to and select the certificate file.

Import New Certificate

Mo file selected.
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4. Click OK; the certificate is loaded to the device and listed in the Trusted Certificates store.
You can also do the following with certificates that are in the Trusted Certificates store:

B Delete certificates: Select the required certificate, click Remove, and then in the Remove
Certificate dialog box, click Remove.

B Save certificates to a folder on your PC: Select the required certificate, click Export, and
then in the Export Certificate dialog box, browse to the folder on your PC where you want
to save the file and click Export.

Configuring TLS Server Certificate Expiry Check

You can configure the TLS Server Certificate Expiry Check feature per TLS Context, whereby the
device periodically checks the validation date of installed TLS server certificates. You can also
configure the device to send an SNMP alarm (acCertificateExpiryAlarm) at a user-defined
number of days before the installed TLS server certificate is to expire. The alarm indicates the
TLS Context to which the certificate belongs.

If the device's default self-signed certificate (at TLS Context Index 0 and named
"default") is about to expire (less than a day) or has expired, the device automatically
re-generates a new self-signed certificate. The configuration described in this section
does not apply to this mechanism (occurs regardless).

> To configure TLS certificate expiry checks and notification:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context index row, and then click the Change Certificate link
located below the table; the Change Certificates page appears.

3. Scroll down the page to the TLS Expiry Settings group:
TLS EXPIRY SETTINGS

TLS Expiry Check Start (days) 60
TLS Expiry Check Period (days) 7

Subrit TLS Expiry Settings

4. Inthe 'TLS Expiry Check Start' field, enter the number of days before the installed TLS
server certificate is to expire when the device sends an SNMP trap event to notify of this.

5. Inthe 'TLS Expiry Check Period' field, enter the periodical interval (in days) for checking the
TLS server certificate expiry date. By default, the device checks the certificate every 7 days.

6. Click the Submit TLS Expiry Settings button.
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Configuring TLS for Secured SIP

The device uses TLS over TCP to encrypt and optionally, authenticate SIP messages. This is
referred to as SIP Secure (SIPS). SIPS uses the X.509 certificate exchange process. For
configuring TLS (TLS Context), see Configuring TLS Certificates on page 162.

To use a TLS Context for SIPS, you need to assign it to a Proxy Set or SIP Interface (or both) that
is associated with the IP Group for which you want to employ TLS. When the device establishes
a TLS connection (handshake) with a SIP user agent (UA), the TLS Context is determined as
follows:

B Incoming calls:

a. Proxy Set: If the incoming call is successfully classified to an IP Group based on Proxy
Set (i.e., IP address of calling party) and the Proxy Set is configured for TLS (‘Transport
Type' parameter is set to TLS), the TLS Context assigned to the Proxy Set is used. To
configure Proxy Sets, see Configuring Proxy Sets.

b. SIP Interface: If the Proxy Set is either not configured for TLS (i.e., the 'Transport Type'
parameter is set to UDP) or not assigned a TLS Context, and/or classification to a Proxy
Set fails, the device uses the TLS Context assigned to the SIP Interface used for the call.
To configure SIP Interfaces, see Configuring SIP Interfaces.

c. Default TLS Context (Index #0): If the SIP Interface is not assigned a TLS Context or no
SIP Interface is used for the call, the device uses the default TLS Context.

B Outgoing calls:

a. Proxy Set: If the outgoing call is sent to an IP Group associated with a Proxy Set that is
assigned a TLS Context and the Proxy Set is configured for TLS (i.e., 'Transport Type'
parameter is set to TLS), the TLS Context is used. If the 'Transport Type' parameter is
set to UDP, the device uses UDP to communicate with the proxy and no TLS Context is
used.

b. SIP Interface: If the Proxy Set is not assigned a TLS Context, the device uses the TLS
Context assigned to the SIP Interface used for the call.

c. Default TLS Context (Index #0): If the SIP Interface is not assigned a TLS Context or no
SIP Interface is used for the call, the device uses the default TLS Context.

& e When a TLS connection with the device is initiated by a SIP client, the device also
responds using TLS, regardless of whether or not TLS was configured.

e The device regulates the number of new concurrent TLS connections that can be
established per second. This protects the device from flooding (avalanches) of
new TLS connections which may be caused from TLS-based malicious attacks or
distributed denial-of-service (DDoS) attacks.

e To configure two-way (mutual) TLS authentication, see TLS for SIP Clients on
the next page.
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> To configure SIPS:

1. Configure a TLS Context (see Configuring TLS Certificate Contexts).

2. Assign the TLS Context to a Proxy Set or SIP Interface (see Configuring Proxy Sets and
Configuring SIP Interfaces, respectively).

3. Configure the SIP Interface with a TLS port number.

4. Configure various SIPS parameters in the Security Settings page (Setup menu > IP Network
tab > Security folder > Security Settings). For a description of the below TLS parameters,
see TLS Parameters.

SIP OVER TLS TLS GENERAL
TLS Client Re-Handshake Interval 0 Strict Certificate Extension Validation Disable ~
TLS Mutual Authentication Disable ~ TLS Expiry Check Start (days) 60
Peer Host Name Verification Mode Disable ~ TLS Expiry Check Period (days) 7
TLS Client Verify Server Certificate Disable ~
TLS Remote Subject Name ADVANCED
FIPS140 Mode Disable ~ ’-
MANAGEMENT
Enable Managment Two Factor Authentication Disable ~

5. By default, the device initiates a TLS connection only for the next network hop. To enable
TLS all the way to the destination (over multiple hops), open the Transport Settings page
(Setup menu > Signaling & Media tab > SIP Definitions folder > Transport Settings), and
then configure the 'SIPS' [EnableSIPS] parameter to Enable:

SIPS Enable o

Configuring Mutual TLS Authentication

This section describes how to configure mutual (two-way) TLS authentication.

TLS for SIP Clients

When Secure SIP (SIPS) is implemented using TLS, it is sometimes required to use two-way
(mutual) authentication between the device and a SIP user agent (client). When the device acts
as the TLS server in a specific connection, the device demands the authentication of the SIP
client’s certificate. Both the device and the client use certificates from a CA to authenticate
each other, sending their X.509 certificates to one another during the TLS handshake. Once the
sender is verified, the receiver sends its' certificate to the sender for verification. SIP signaling
starts when authentication of both sides completes successfully.
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TLS mutual authentication can be configured for calls by enabling mutual authentication on the
SIP Interface associated with the calls. The TLS Context associated with the SIP Interface or
Proxy Set belonging to these calls are used.

SIP mutual authentication can also be configured globally for all calls, using the 'TLS
Mutual Authentication' (SIPSRequireClientCertificate) parameter (see Configuring
TLS for SIP).

> To configure mutual TLS authentication for SIP messaging:

1. Enable two-way authentication on the specific SIP Interface: In the SIP Interfaces table (see
Configuring SIP Interfaces), configure the 'TLS Mutual Authentication' parameter to Enable
for the specific SIP Interface.

2. Configure a TLS Context with the following certificates:

e Import the certificate of the CA that signed the certificate of the SIP client into the
Trusted Certificates table (certificate root store) so that the device can authenticate
the client (see Importing Certificates into Trusted Root Certificate Store).

e Make sure that the TLS certificate is signed by a CA that the SIP client trusts so that the
client can authenticate the device.

TLS for Remote Device Management

For a description of secured device management by mutual TLS authentication, see Configuring
Secured (HTTPS) Web on page 64.

Configuring Firewall Rules

The Firewall table lets you configure up to 500 firewall rules, which define network traffic
filtering rules (access list) for incoming (ingress) traffic. The access list offers the following
firewall possibilities:

B Blocking traffic from known malicious sources

B Allowing traffic only from known "friendly" sources, while blocking all other traffic
B Mixing allowed and blocked network sources

B Limiting traffic to a user-defined rate (blocking the excess)

B Limiting traffic to specific protocols and specific port ranges on the device

For each packet received on the network interface, the device searches the table from top to
bottom until the first matching rule is found. The matched rule can permit (allow) or deny
(block) the packet. Once a rule in the table is located, subsequent rules further down the table
are ignored. If the end of the table is reached without a match, the packet is accepted.
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A

The rules configured by the Firewall table apply to a very low-level network layer
and overrides all other security-related configuration. Thus, if you have
configured higher-level security features (e.g., on the Application level), you must
also configure firewall rules to permit this necessary traffic. For example, if you
have configured IP addresses to access the device's Web and Telnet
management interfaces in the Access List table (see Configuring Web and Telnet
Access List), you must configure a firewall rule that permits traffic from these IP
addresses.

Only users with Security Administrator or Master access levels can configure
firewall rules.

The device supports dynamic firewall pinholes for media (RTP/RTCP) traffic
negotiated in the SDP offer-answer of SIP calls. The pinhole allows the device to
ignore its firewall and accept the traffic on the negotiated port. The device
automatically closes the pinhole once the call terminates. Therefore, it is
unnecessary to configure specific firewall rules to allow traffic through specific
ports. For example, if you have configured a firewall rule to block all media traffic
in the port range 6000 to 7000 and a call is negotiated to use the local port 6010,
the device automatically opens port 6010 to allow the call.

Setting the 'Prefix Length' field to 0 means that the rule applies to all packets,
regardless of the defined IP address in the 'Source IP' field. Thus, it is highly
recommended to set the parameter to a value other than 0.

Itis recommended to add a rule at the end of your table that blocks all traffic and
to add firewall rules above it that allow required traffic (with bandwidth
limitations). To block all traffic, use the following firewall rule:

v Source IP:0.0.0.0

v Prefix Length: O (i.e., rule matches all IP addresses)

v Start Port - End Port: 0-65535

v Protocol: Any

v Action Upon Match: Block

If the device needs to communicate with AudioCodes OVOC, you must also add
rules to allow incoming traffic from OVOC. For more information, see Configuring
Firewall Rules to Allow Incoming OVOC Traffic on page 188.

The following procedure describes how to configure firewall rules through the Web interface.

You can also configure it through ini file [Accesslist] or CLI (configure network >

access-1list).

> To configure a firewall rule:

1. Open the Firewall table (Setup menu > IP Network tab > Security folder> Firewall).

2. Click New; the following dialog box appears:
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MATCH ACTION
Index 0 Action Upon Match Allow v
Description Packet Size 0
Source IP 0000 Byte Rate 0

Source Port 0 Byte Burst 0

STATISTICS

End Port 65535 Match Count

3. Configure a firewall rule according to the parameters described in the table below.
4. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Table 16-2: Firewall Table Parameter Descriptions

Parameter Description
Match
‘Index’ Defines an index number for the new table row.
Note: Each row must be configured with a unique index.
'Description’ Defines a brief description for the rule.
description

[AccessList_Description]

'Source IP' Defines the IP address (or DNS name) or a specific host
source-ip name of the source network from where the device
receives the incoming packet.

The default is 0.0.0.0.

[AccessList_Source_IP]

'Source Port' Defines the source UDP/TCP ports of the remote host
src-port from where the device receives the incoming packet.
[AccessList_Source_Port] The valid range is 0 to 65535. The default is 0.

Note:

B When set to 0, this field is ignored and any source port
matches the rule.

B The source ports used for outgoing TCP and TLS
connections are not configurable and are dynamically
determined by the device in the range of 32,768-

61,000.
'Prefix Length' (Mandatory) Defines the IP network mask of the IP
prefixLen address configured in the 'Source IP' parameter.
[AccessList_PrefixLen] B Avalue of 8 corresponds to IPv4 subnet class A
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Parameter Description

(network mask of 255.0.0.0).

B A value of 16 corresponds to IPv4 subnet class B
(network mask of 255.255.0.0).

M A value of 24 corresponds to IPv4 subnet class C
(network mask of 255.255.255.0).

B Avalue of 32 means a single host (network mask
255.255.255.255). In other words, the specific IP
address in the 'Source IP' parameter.

The IP address of the sender of the incoming packet is
trimmed in accordance with the prefix length (in bits) and
then compared to the IP address in the ‘Source IP’
parameter.

The default is 32.
Note: A value of 0 applies to all packets, regardless of the

configured IP address ('Source IP'). Therefore, you must
set the parameter to a value other than 0.

'Start Port' Defines the first UDP/TCP port in the range of ports on
start-port the device on which the incoming packet is received.
[AccessList_Start_Port] From the perspective of the remote IP entity, this is the

destination port. To configure the last port in the range,
see the 'End Port' parameter (below).
The valid range is 0 to 65535.

Note: When the protocol type isn't TCP or UDP, the entire
range must be provided.

‘End Port' Defines the last UDP/TCP port in the range of ports on the
end-port device on which the incoming packet is received. From
[AccessList_End_Port] the perspective of the remote IP entity, this is the

destination port. To configure the first port in the range,
see the 'Start Port' parameter (above).

The valid range is 0 to 65535 (default).

Note: When the protocol type isn't TCP or UDP, the entire
range must be provided.

'Protocol’ Defines the protocol type (e.g., UDP, TCP, ICMP, ESP or
protocol Any) or the IANA protocol number in the range of 0 (Any)
to 255. The default is Any.

[AccesslList_Protocol]
Note:

B The parameter also accepts the string value "HTTP",
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Parameter

'Use Specific Interface'
use-specific-
interface
[AccessList_Use_Specific_
Interface]

'Interface Name'

network-interface-

name

[AccesslList_Interface_x]

Action

'Action Upon Match'
allow-type

[AccessList_Allow_Type]

'Packet Size'

packet-size

[AccessList_Packet_Size]

'‘Byte Rate'
byte-rate
[AccessList_Byte_ Rate]

Description

which implies selection of the TCP or UDP protocols
and the appropriate port numbers as defined on the
device.

B To specify SIP ports, configure rules with the UDP and
TCP protocols for the required SIP Interfaces.

Defines if you want to apply the rule to a specific network
interface defined in the IP Interfaces table (i.e., packets
received from that defined in the Source IP field and
received on this network interface):

M [0] Disable = The rule applies to all interfaces.

B [1] Enable = (Default) The rule applies to a specific
interface as specified in the 'Interface Name' field (see
below).

Defines the network interface to which you want to apply
the rule. This is applicable if you enabled the 'Use Specific
Interface' field. The list displays interface names as
defined in the IP Interfaces table in Configuring IP
Network Interfaces.

Defines the firewall action to be performed upon rule
match.

B Allow = (Default) Permits the packets.

B Block = Rejects the packets

Defines the maximum allowed packet size.
The valid range is 0 to 65535.

Note: When filtering fragmented IP packets, this field
relates to the overall (re-assembled) packet size, and not
to the size of each fragment.

Defines the expected traffic rate (bytes per second), i.e.,
the allowed bandwidth for the specified protocol. In
addition to this field, the 'Burst Bytes' field provides
additional allowance such that momentary bursts of data
may utilize more than the defined byte rate, without
being interrupted.

For example, if '‘Byte Rate' is set to 40000 and 'Burst
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Parameter

'‘Burst Bytes'
byte-burst

[AccessList_Byte_Burst]

Statistics

'Match Count'

[AccessList_MatchCount]

Description

Bytes' to 50000, then this implies the following: the
allowed bandwidth is 40000 bytes/sec with extra
allowance of 50000 bytes; if, for example, the actual
traffic rate is 45000 bytes/sec, then this allowance would
be consumed within 10 seconds, after which all traffic
exceeding the allocated 40000 bytes/sec is dropped. If the
actual traffic rate then slowed to 30000 bytes/sec, then
the allowance would be replenished within 5 seconds.

Defines the tolerance of traffic rate limit (number of
bytes).
The default is 0.

(Read-only) Displays the number of packets accepted or
rejected by the rule.

The table below provides an example of configured firewall rules:

Table 16-3: Configuration Example of Firewall Rules

Parameter

'Source IP'

'Prefix
Length'

'Start Port
and End
Port'

'Protocol’

'Use
Specific
Interface'

'Interface
Name'

'‘Byte Rate'

12.194.231.76

16

0-65535

Any

Enable

WAN

Firewall Rule

2 3 4 5
12.194.230.7 0.0.0.0 192.0.0.0 0.0.0.0
16 0 8 0
0-65535 0-65535 0-65535 0-65535
Any icmp Any Any
Enable Disable Enable Disable
WAN None Voice-Lan None
0 40000 40000 0
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Parameter Firewall Rule

'Burst 0 0 50000 50000 0
Bytes'

'Action Allow Allow Allow Allow Block
Upon

Match'

The firewall rules in the above configuration example do the following:

B Rules 1 and 2: Typical firewall rules that allow packets ONLY from specified IP addresses
(e.g., proxy servers). Note that the prefix length is configured.

B Rule 3: A more "advanced” firewall rule - bandwidth rule for ICMP, which allows a
maximum bandwidth of 40,000 bytes/sec with an additional allowance of 50,000 bytes. If,
for example, the actual traffic rate is 45,000 bytes/sec, then this allowance would be
consumed within 10 seconds, after which all traffic exceeding the allocated 40,000
bytes/sec is dropped. If the actual traffic rate then slowed to 30,000 bytes/sec, the
allowance would be replenished within 5 seconds.

B Rule 4: Allows traffic from the LAN voice interface and limits bandwidth.

B Rule 5: Blocks all other traffic.

Configuring Firewall Rules to Allow Incoming OVOC Traffic

If the device needs to communicate with AudioCodes OVOC, you need to configure the device's
firewall (Firewall table) with the below "allow" firewall rules to permit incoming traffic from
OoVvocC.

These OVOC-related firewall rules are required only if have configured other various
firewall rules. If you are not using the device's firewall, the device allows all traffic by
default and the below firewall configuration is not required.

-188 -



CHAPTER 16 Security Mediant Software SBC | User's Manual

Table 16-4: Firewall Rules to Allow Traffic from OVOC

Act
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When the device is deployed on the Microsoft Azure cloud platform and you have configured
the device (Signaling Component) with firewall rules where the last rule is a Block rule for all
traffic, you must add a rule to allow keep-alive traffic between the Azure Load Balancer health
probe and the device. Therefore, in the Firewall table, add a rule before the Block rule with the
following parameter settings:

B 'SourceIP': 168.63.129.16

B 'Source Port': 0
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'Prefix Length': 32

'Start Port": 315

'End Port': 315

'Protocol': TCP

'Use Specific Interface': Disable
'Action Upon Match': Allow
'Packet Size": 0

'‘Byte Rate": 0

'Byte Burst": 0

e This section is applicable only to Mediant CE.

e The 'Source IP' parameter configures the source IP address from where Load
Balancer health probes originate. To make sure that the IP address
(168.63.129.16) specified above is correct, go to Microsoft's web page on health
probes.

Intrusion Detection System

The device's Intrusion Detection System (IDS) feature detects malicious attacks on the device
and reacts accordingly. A remote host is considered malicious if it reaches or exceeds a user-
defined threshold (counter) of specified malicious attack types.

If malicious activity is detected, the device can do the following:

M Block (blacklist) remote hosts (IP addresses / ports) considered by the device as malicious.
The device automatically blacklists the malicious source for a user-defined period, after
which it is removed from the blacklist.

B Send SNMP traps to notify of malicious activity and/or whether an attacker has been added
to or removed from the blacklist. For more information, see Viewing IDS Alarms.

IDS is an important feature as it ensures legitimate calls are not being adversely affected by
attacks, and prevents Theft of Service and unauthorized access.

There are many types of malicious attacks, the most common being:

B Denial of service: This can be Denial of Service (DoS) where an attacker wishing to prevent
a server from functioning correctly directs a large amount of requests — sometimes
meaningless and sometimes legitimate, or it can be Distributed Denial of Service (DDoS)
where the attacker controls a large group of systems to coordinate a large scale DoS attack
against a system:

e Message payload tampering: Attacker may inject harmful content into a message, e.g.,
by entering meaningless or wrong information, with the goal of exploiting a buffer
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overflow at the target. Such messages can be used to probe for vulnerabilities at the
target.

e Message flow tampering: This is a special case of DoS attacks. These attacks disturb the
ongoing communication between users. An attacker can then target the connection by
injecting fake signaling messages into the communication channel (such as CANCEL
messages).

e Message Flooding: The most common DoS attack is where an attacker sends a huge
amount of messages (e.g., INVITEs) to a target. The goal is to overwhelm the target’s
processing capabilities, thereby rendering the target inoperable.

B SPAM over Internet Telephony (SPIT): VoIP spam is unwanted, automatically dialed, pre-
recorded phone calls using VolP. It is similar to e-mail spam.

B Theft of Service (ToS): Service theft can be exemplified by phreaking, which is a type of
hacking that steals service (i.e., free calls) from a service provider, or uses a service while
passing the cost to another person.

The IDS configuration is based on IDS Policies, where each policy can be configured with a set of
IDS rules. Each rule defines a type of malicious attack to detect and the number of attacks
during an interval (threshold) before an SNMP trap is sent. Each policy is then applied to a
target under attack (SIP Interface) and/or source of attack (Proxy Set and/or subnet address).

Enabling IDS

By default, IDS is disabled. You can enable it, as described below.

> To enable IDS:

1. Open the IDS General Settings page (Setup menu > Signaling & Media tab > Intrusion
Detection folder >IDS General Settings).

GEMNERAL

Intrusion Detection System (ID5) | Disable |E|

2. From the 'Intrusion Detection System' drop-down list, select Enable.

3. Click Apply.

Configuring IDS Policies

An IDS Policy is configured using two tables with "parent-child" type relationship:

B IDS Policies table ("parent"): Defines a name and provides a description for the IDS Policy.
You can configure up to 20 IDS Policies.

M IDS Rules table ("child"): Defines the actual rules for the IDS Policy. Each IDS Policy can be
configured with up to 20 rules.
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A maximum of 100 IDS rules can be configured (regardless of how many rules are
assigned to each policy).

The device provides the following pre-configured IDS Policies that can be used in your
deployment (if they meet your requirements):

B '"DEFAULT_FEU": IDS Policy for far-end users in the WAN
B "DEFAULT_PROXY": IDS Policy for proxy server

B "DEFAULT_GLOBAL": IDS Policy with global thresholds

e You can edit and delete the default IDS Policies.
e Ifthe IDS Policies table is empty (i.e., you have deleted all IDS Policies) and you
want to return the default IDS Policies, disable IDS and then enable it again.

The following procedure describes how to configure IDS Policies through the Web interface.
You can also configure it through ini file or CLI:

B IDS Policy table: IDSPolicy (ini file) or configure voip > ids policy (CLI)

B DS Rules table: IDSRule (ini file) or configure voip > ids rule (CLI)

> To configure an IDS Policy:

1. Open the IDS Policies table (Setup menu > Signaling & Media tab > Intrusion Detection
folder > IDS Policies); the table displays the pre-configured IDS policies:

INDEX MNAME DESCRIFTION
0 DOS dos-attacks
1 DEFAULT_FEU Default policy for FEU
2 DEFAULT_PROXY Default policy for proxies
3 DEFAULT_GLOBAL Default policy for global scope

2. Click New; the following dialog box appears:

GEMNERAL

b

Index
MName

Description

3. Configure an IDS Policy name according to the parameters described in the table below.

4. Click Apply.
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Table 16-5: IDS Policies Table Parameter Descriptions

Parameter

‘Index'
policy
[IDSPolicy_Index]

'Name'

rule

[IDSPolicy_Name]

'‘Description’
description

[IDSPolicy
Description]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines a descriptive name, which is used when associating the row
in other tables.

The valid value is a string of up to 40 characters.

Note: The parameter value cannot contain a forward slash (/).

Defines a brief description for the IDS Policy.

The valid value is a string of up to 100 characters.

5. Inthe IDS Policies table, select the required IDS Policy row, and then click the IDS Rule link
located below the table; the IDS Rule table opens.

6. Click New; the following dialog box appears:

GEMERAL

Index
Reason
Threshold Scope

Threshold Window

DENY

Deny Threshold

Deny Period

ALARMS
1 Minor-Alarm Threshold I3
Malformed message IZI Major-Alarm Threshold 20
P IZI Critical-Alarm Threshold 25

30

25

60

The figure above shows a configuration example: If 15 malformed SIP messages ('Reason’)
are received within a period of 30 seconds (‘'Threshold Window'), a minor alarm is sent
('"Minor-Alarm Threshold'). Every 30 seconds, the rule’s counters are cleared ('Threshold
Window'). If more than 25 malformed SIP messages are received within this period, the
device blacklists for 60 seconds the remote IP host ('Deny Threshold') from where the

messages were received.

7. Configure an IDS Rule according to the parameters described in the table below.

8. Click Apply, and then save your settings to flash memory.
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Table 16-6: IDS Rule Table Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table record.
rule-id

[IDSRule_RulelD]

‘Reason’ Defines the type of intrusion attack (malicious event).

reason B [0] Any = All events listed below are considered as

[IDSRule_Reason] attacks and are counted together.

B [1] Connection abuse = (Default) Connection failures,
which includes the following:

v Incoming TLS authentication (handshake) failure

v Incoming WebSocket connection establishment
failure

B [2] Malformed message = Malformed SIP messages,
which includes the following:

v Message exceeds a user-defined maximum message
length (50K)

v Any SIP parser error

v Message Policy match (see Configuring SIP Message
Policy Rules)

Vv Basic headers not present
v Content length header not present (for TCP)
v Header overflow

B [3] Authentication failure = SIP authentication failure,
which includes the following:

v Local authentication ("Bad digest" errors)

v Remote authentication (SIP 401/407 is sent if original
message includes authentication)

B [4] Dialog establish failure = SIP dialog establishment
(e.g., INVITE) failure, which includes the following:

v Classification failure (see Configuring Classification
Rules).

v Call Admission Control (CAC) threshold exceeded
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Parameter Description

(see Configuring Call Admission Control on page 703)
v Routing failure (i.e., no routing rule was matched)

v Local reject by device (prior to SIP 180 response):
REGISTER not allowed due to IP Group's
'RegistrationMode' parameter, or SIP requests
rejected based on a registered users policy
(configured by the SRD_BlockUnRegUsers or
SIPInterface_BlockUnRegUsers parameters).

v No user found when routing to a User-type IP Group
(similar to a SIP 404)

v Remote rejects (prior to SIP 18x response). To specify
SIP response codes to exclude from the IDS count,
see Configuring SIP Response Codes to Exclude from
IDS on page 203.

v Malicious signature pattern detected (see
Configuring Malicious Signatures)

B [5] Abnormal flow = SIP call flow that is abnormal, which
includes the following:

v Requests and responses without a matching
transaction user (except ACK requests)

v Requests and responses without a matching
transaction (except ACK requests)

‘Threshold Scope' Defines the source of the attacker to consider in the device's

threshold-scope detection count.

[IDSRule_ThresholdScope] | B [0] Global = All attacks regardless of source are counted
together during the threshold window.

B [2] IP = Attacks from each specific IP address are counted
separately during the threshold window.

B [3] IP+Port = Attacks from each specific IP address:port
are counted separately during the threshold window.
This option is useful for NAT servers, where numerous
remote machines use the same IP address but different
ports. However, it is not recommended to use this option
as it may degrade detection capabilities.

‘Threshold Window' Defines the threshold interval (in seconds) during which the
threshold-window device counts the attacks to check if a threshold is crossed.
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Parameter

[IDSRule_
ThresholdWindow]

Alarms

'Minor-Alarm Threshold'

minor-alrm-thr

[IDSRule_
MinorAlarmThreshold]

'Major-Alarm Threshold'
major-alrm-thr

[IDSRule_
MajorAlarmThreshold]

'Critical-Alarm Threshold'

critical-alrm-thr

[IDSRule_
CriticalAlarmThreshold]

Deny

‘Deny Threshold'
deny-thr

[IDSRule_DenyThreshold]

'‘Deny Period'
deny-period
[IDSRule_DenyPeriod]

Assigning IDS Policies

Description

The counter is automatically reset at the end of the interval.
The valid range is 1 to 1,000,000. The default is 1.

Defines the threshold that if crossed a minor severity alarm
is sent.

The valid range is 1 to 1,000,000. A value of 0 or -1 means
not defined.

Defines the threshold that if crossed a major severity alarm is
sent.

The valid range is 1 to 1,000,000. A value of 0 or -1 means
not defined.

Defines the threshold that if crossed a critical severity alarm
is sent.

The valid range is 1 to 1,000,000. A value of 0 or -1 means
not defined.

Defines the threshold that if crossed, the device blocks
(blacklists) the remote host (attacker).
The default is -1 (i.e., not configured).

Note: The parameter is applicable only if the 'Threshold
Scope' parameter is set to IP or IP+Port.

Defines the duration (in sec) to keep the attacker on the
blacklist, if configured using the 'Deny Threshold' parameter.
The valid range is 0 to 1,000,000. The default is -1 (i.e., not
configured).

Note: The parameter is applicable only if the 'Threshold
Scope' parameter is set to IP or IP+Port.

The IDS Matches table lets you implement your configured IDS Policies. You do this by assigning
IDS Policies to any, or a combination of the following configuration entities:

B SIP Interface: For detection of malicious attacks on specific SIP Interface(s). To configure
SIP Interfaces, see Configuring SIP Interfaces.
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B Proxy Sets: For detection of malicious attacks from specified Proxy Set(s). To configure
Proxy Sets, see Configuring Proxy Sets.

B Subnet addresses: For detection of malicious attacks from specified subnet addresses.
You can configure up to 20 IDS Policy-Matching rules.

The following procedure describes how to configure the IDS Match table through the Web
interface. You can also configure it through ini file [IDSMatch] or CLI (configure voip >
ids match).

> To configure an IDS Policy-Matching rule:

1. Open the IDS Matches table (Setup menu > Signaling & Media tab > Intrusion Detection
folder > IDS Matches).

2. Click New; the following dialog box appears:

GENERAL

Index

SIP Interface IDs 1-2

Proxy Set IDs

Subnet 10.1.0.0M16& 10222

Policy #3 [SIP Trunk] v | View

The figure above shows a configuration example where the IDS Policy "SIP Trunk" is applied
to SIP Interfaces 1 and 2, and to all source IP addresses outside of subnet 10.1.0.0/16 and
IP address 10.2.2.2.

3. Configure a rule according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 16-7: IDS Matches Table Parameter Descriptions
Parameter Description

'Index' Defines an index number for the new table record.
[IDSMatch_Index]

'SIP Interface IDs' Assigns a SIP Interface(s) to the IDS Policy. This indicates the
sip-interface SIP Interfaces that are being attacked.

[IDSMatch_SIPInterface] The valid value is the ID of the SIP Interface. The following
syntax is supported:

B A comma-separated list of SIP Interface IDs (e.g., 1,3,4)

B A hyphen (-) indicates a range of SIP Interfaces (e.g., 3,4-7
means IDs 3, and 4 through 7)
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Parameter

'Proxy Set IDs'
proxy-set

[IDSMatch_ProxySet]

'Subnet’

subnet

[IDSMatch_Subnet]

Description

B A prefix of an exclamation mark (!) means negation of the
set (e.g., !3,4-7 means all indexes excluding 3, and
excluding 4 through 7)

Assigns a Proxy Set(s) to the IDS Policy. This indicates the
Proxy Sets from where the attacks are coming from. The
following syntax is supported:

B A comma-separated list of Proxy Set IDs (e.g., 1,3,4)

B A hyphen (-) indicates a range of Proxy Sets (e.g., 3,4-7
means IDs 3, and 4 through 7)

B A prefix of an exclamation mark (!) means negation of the
set (e.g., !3,4-7 means all indexes excluding 3, and
excluding 4 through 7)

Note:

B Only the IP address of the Proxy Set is considered (not
port).

M If a Proxy Set has multiple IP addresses, the device
considers the Proxy Set as one entity and includes all its IP
addresses in the same IDS count.

Defines the subnet to which the IDS Policy is assigned. This
indicates the subnets from where the attacks are coming
from. The following syntax can be used:

B Basic syntax is a subnet in CIDR notation (e.g., 10.1.0.0/16
means all sources with IP address in the range 10.1.0.0—
10.1.255.255)

B An IP address can be specified without the prefix length to
refer to the specific IP address.

B Each subnet can be negated by prefixing it with (!), which
means all IP addresses outside that subnet.

B Multiple subnets can be specified by separating them with
"&" (and) or "|" (or) operations (without quotation
marks), for example:

v 10.1.0.0/16 | 10.2.2.2: includes subnet 10.1.0.0/16
and IP address 10.2.2.2.

v 110.1.0.0/16 & !10.2.2.2: includes all addresses except
those of subnet 10.1.0.0/16 and IP address 10.2.2.2.
Note that the exclamation mark (!) appears before
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Parameter Description

each subnet.

v 10.1.0.0/16 & !10.1.1.1: includes subnet 10.1.0.0/16,
except IP address 10.1.1.1.

'Policy’ Assigns an IDS Policy (configured in Configuring IDS Policies).
policy
[IDSMatch_Policy]

Viewing IDS Alarms
For the IDS feature, the device sends the following SNMP traps:
B Traps that notify the detection of malicious attacks:

e acIDSPolicyAlarm: The device sends this alarm whenever a threshold of a specific IDS
Policy rule is crossed. The trap displays the crossed severity threshold (Minor or
Major), IDS Policy and IDS Rule, and the IDS Policy-Match index.

e acIlDSThresholdCrossNotification: The device sends this event for each scope (IP
address) that crosses the threshold. In addition to the crossed severity threshold
(Minor or Major) of the IDS Policy-Match index, this event shows the IP address (or IP
address:port) of the malicious attacker.

If the severity level is raised, the alarm of the former severity is cleared and the device
sends a new alarm with the new severity. The alarm is cleared after a user-defined
timeout during which no thresholds have been crossed.

> To configure IDS alarm cleared timeout:

1. Open the IDS General Settings page (Setup menu > Signaling & Media tab > Intrusion
Detection folder > IDS General Settings).

2. From the 'IDS Alarm Clear Period' field (IDSAlarmClearPeriod), enter the timeout (in
seconds) after which the alarm is cleared if no IDS thresholds have been crossed during the
timeout.

ID5 Alarm Clear Period [sec] 300

3. Click Apply.

However, this "quiet" timeout period must be at least twice the 'Threshold Window'
value (configured in Configuring IDS Policies). For example, if you set
IDSAlarmClearPeriod to 20 sec and 'Threshold Window' to 15 sec, the
IDSAlarmClearPeriod parameter is ignored and the alarm is cleared only after 30
seconds (2 x 15 sec).
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The figure below displays an example of IDS alarms in the Active Alarms table (Viewing
Active Alarms). In this example, a Minor threshold alarm is cleared and replaced by a

Major threshold alarm:

Policy 2 (Proxy): minor thershold (5) of signaling-msg
cross in ip scope

17  Minor Board#1/IDSMatch#2/IDSRulef0

24.10.2012 , 9:48:53

B acIDSBlacklistNotification event: The device sends this event whenever an attacker (remote
host at IP address and/or port) is added to or removed from the blacklist.

You can also view IDS alarms through CLI:

B To view all active IDS alarms:
# show voip ids active-alarm all
B To view all IP addresses that have crossed the threshold for an active IDS alarm:

# show voip ids active-alarm match <IDS Match Policy ID> rule <IDS Rule ID>

The IP address is displayed only if the 'Threshold Scope' parameter is set to IP or IP+Port;
otherwise, only the alarm is displayed.

M To view the blacklist, see Viewing IDS Active Blacklist on page 1028

The device also sends IDS notifications and alarms in Syslog messages to a Syslog server. This
occurs only if you have configured Syslog (see Enabling Syslog). An example of a Syslog message
with IDS alarms and notifications is shown below:

[5=92159] [SID-438286865] (  Igr_ids)(97420 ) IDS Event reasonz establish-fail event=14003{establish-classify-fail), ip=10.13 45 200:5060 (50 ), transport=udp
[5=92160] [SID:438286865] (  lgr_ids)(97421 ) IDS Counter (0,19995): IDSMatch®0/ID5Rule®0, palicy=3(TEST) reasan= establish-fail scapesip, scope-val=10.13.45200(511) value=6

[5=92161] [5I0-436286865] ( Igr_ids)(97422 7 [WARNING] 105 Rule {(0): Threshold cross. IDGMatch@®)/105Rules), polic 1), value=8, severity=2{major)
[5=9216, -4 35 3786865] ( Igr_ids)(97423 ARNING] 105 Rule {0): Threshold cress. [DEMateh=0/1D5Rule=0, policy EST), value=6, severity=4(blacklist)
[5=92163] [SID:438286865] (  lgr_ids)(97424 ) 77 [WARNING] 1D5 Blacklist: Added IP 101345 200(MNE0) to blacklist

[5=02164] [SID-438286865] ( Igr_psbrdif)(57425 ) SNMP EVENT: ID5_BLACKLIST NOTIFY "Added IP 10.13.45.200(NEQ) to blacklist™
[5=92165] RAISE-ALARM:acIDSBlacklistNotification; Textusl Description: Added IP 10.13.45. 200(NL0) to blacklist; Severity.indeterminate: Source; Unigue ID:30;
[5=921661 [SID:438286865]1 ( lar psbrdex)(97426 ) InsertBoardEvent- event ADD BLACKLIST EV inserted channel -100

The table below lists the Syslog text messages per malicious event:

Table 16-8: Types of Malicious Events and Syslog Text String
Reason
Description Syslog String
Connection Abuse
TLS authentication failure abuse-tls-auth-fail

WebSocket establishment failure abuse-websocket-fail
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Reason
Description Syslog String
Malformed Messages

Message exceeds a user-defined maximum malformed-invalid-msg-len
message length (50K)

Any SIP parser error malformed-parse-error
Message policy match malformed-message-policy
Basic headers not present malformed-miss-header
Content length header not present (for TCP) malformed-miss-content-len
Header overflow malformed-header-overflow

Authentication Failure
Local authentication ("Bad digest" errors) auth-establish-fail

Remote authentication (SIP 401/407 is sent if auth-reject-response
original message includes authentication)

Dialog Establishment Failure

Classification failure establish-classify-fail

Routing failure (no matched routing rule) establish-route-fail

Other local rejects (prior to SIP 180 response) establish-local-reject

Remote rejects (prior to SIP 180 response) establish-remote-reject

Malicious signature pattern detected establish-malicious-signature-db-reject
CAC threshold exceeded establish-cac-reject

Abnormal Flow

Requests and responses without a matching flow-no-match-tu
transaction user (except ACK requests)

Requests and responses without a matching flow-no-match-transaction
transaction (except ACK requests)
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Configuring SIP Response Codes to Exclude from IDS
You can specify SIP response codes (reject reasons) that you want the IDS mechanism to ignore

in its' count as reasons for SIP-dialog establishment failures.

> To configure SIP responses to exclude from IDS:

1. Open the IDS General Settings page (Setup menu > Signaling & Media tab > Intrusion
Detection folder > IDS General Settings).

2. Inthe 'Excluded Response Codes' field, enter the SIP response codes that you want ignored
by IDS.

Figure 16-1: Configuring SIP Response Codes to Exclude from IDS

Excluded Response Codes FIGE,422,423,4BD,48
3. Click Apply.

& e The parameter applies only to rejected responses received from the upstream
server; not rejected responses generated by the device (except for 404).

e Theresponse codes 401 and 407 are considered authentication failures and
thus, are not applicable to this parameter.
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17 Media

This section describes media-related configuration.

Configuring Voice Settings

The section describes various voice-related configuration such as voice volume, silence
suppression, and DTMF transport type. For a detailed description of these parameters, see
Configuration Parameters Reference.

Configuring Voice Gain (Volume) Control

The device allows you to configure the level of the received (input gain) IP-to-IP signal and the
level of the transmitted (output gain) IP-to-IP signal. The gain can be set between -32 and 31
decibels (dB).

> To configure gain control through the Web interface:

1. Open the Voice Settings page (Setup menu > Signaling & Media tab > Media folder > Voice

Settings).
Voice Volume (-32 to 31 dB) 0
Input Gain (-32 to 31 dB) o

2. Configure the following parameters:

e 'Voice Volume' (VoiceVolume): Defines the voice gain control (in decibels) of the
transmitted signal.

e 'Input Gain' (InputGain): Defines the PCM input gain control (in decibels) of the
received signal.

3. Click Apply.

Configuring Echo Cancellation

The device supports adaptive linear (line) echo cancellation according to G.168-2002. Echo
cancellation is a mechanism that removes echo from the voice channel. Echoes are reflections
of the transmitted signal.

In this line echo, echoes are generated when two-wire telephone circuits (carrying both
transmitted and received signals on the same wire pair) are converted to a four-wire circuit.
Echoes are reflections of the transmitted signal, which result from impedance mismatch in the
hybrid (bi-directional 2-wire to 4-wire converting device).

An estimated echo signal is built by feeding the decoder output signal to an RLS-like adaptive
filter, which adapts itself to the characteristics of the echo path. The ‘estimated echo signal’
(the output of this filter) is then subtracted from the input signal (which is the sum of the
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desired input signal and the undesired echo) to provide a clean signal. To suppress the
remaining residual echo, a Non Linear Processor (NLP) is used, as well as a double-talk (two
people speak at the same time) detector that prevents false adaptation during near-end
speech.

The device also supports acoustic echo cancellation for SBC calls. These echoes are composed
of undesirable acoustical reflections (non-linear) of the received signal (i.e., from the speaker)
which find their way from multiple reflections such as walls and windows into the transmitted
signal (i.e., microphone). Therefore, the party at the far end hears his / her echo. The device
removes these echoes and sends only the near-end’s desired speech signal to the network (i.e.,
to the far-end party). The echo is composed of a linear part and a nonlinear part. However, in
the Acoustic Echo Canceler, a substantial part of the echo is non-linear echo. To support this
feature, the Forced Transcoding feature must be enabled so that the device uses DSPs.

The following procedure describes how to configure echo cancellation through the Web
interface:

> To configure echo cancellation:

1. Configure line echo cancellation:

a. Open the Voice Settings page (Setup menu > Signaling & Media tab > Media folder >
Voice Settings).

METWORK ECHO SUPPRESSOR

MNetwork Echo Suppressor Enable Disable |E| 4
Attenuation Intensity 1]
Max ERL Threshold - DB "]
Min Reference Delay x10 msec 1]
Max Reference Delay x10 msec 40

b. From the 'Echo Canceller' drop-down list (EnableEchoCanceller), select Enable.
2. Enable acoustic echo cancellation for SBC calls:

a. Open the Voice Settings page (Setup menu > Signaling & Media tab > Media folder >
Voice Settings).

b. Under the Network Echo Suppressor group:

METWORK ECHO SUPPRESSOR

MNetwork Echo Suppressor Enable Disable |E| 4
Attenuation Intensity 1]
Max ERL Threshold - DB "]
Min Reference Delay x10 msec 1]
Max Reference Delay x10 msec 40
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c. Inthe Voice Settings page, configure the following parameters:

*>

'Network Echo Suppressor Enable' (AcousticEchoSuppressorSupport) - enables the
network Acoustic Echo Suppressor

'Echo Canceller Type' (EchoCancellerType) - defines the echo canceller type

'Attenuation Intensity' (AcousticEchoSuppAttenuationintensity) - defines the
acoustic echo suppressor signals identified as echo attenuation intensity

'Max ERL Threshold' (AcousticEchoSuppMaxERLThreshold) - defines the acoustic
echo suppressor maximum ratio between signal level and returned echo from the
phone

'Min Reference Delay' (AcousticEchoSuppMinRefDelayx10ms) - defines the
acoustic echo suppressor minimum reference delay

'Max Reference Delay' (AcousticEchoSuppMaxRefDelayx10ms) - defines the
acoustic echo suppressor maximum reference delay

d. Open the IP Profiles table, and configure the 'Echo Canceller' parameter to Acoustic

(see Configuring IP Profiles).

e. Enable the Forced Transcoding feature (using the TranscodingMode parameter) to

allow the device to use DSP channels, which are required for acoustic echo

cancellation.

‘& The following additional echo cancellation parameters are configurable only through
the inifile:

ECHybridLoss - defines the four-wire to two-wire worst-case Hybrid loss
ECNLPMode - defines the echo cancellation Non-Linear Processing (NLP) mode

EchoCancellerAggressiveNLP - enables Aggressive NLP at the first 0.5 second
of the call

Fax and Modem Capabilities

This section describes the device's fax and modem capabilities and corresponding

configuration. Fax and modem configuration is done on the Fax/Modem/CID Settings page.

A\ e

Unless otherwise specified, parameters mentioned in this section are available
on this page. For a detailed description of these fax and modem parameters, see
Configuration Parameters Reference.

Some SIP parameters override these fax and modem parameters. For example,
the [IsFaxUsed] parameter and V.152 parameters in Section V.152 Support.

> To access the fax and modem parameters:

B Open the Fax/Modem/CID Settings page (Setup menu > Signaling & Media tab > Media
folder > Fax/Modem/CID Settings).
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GEMERAL FAX RELAY

Fax Transport Mode T.38 Relay IZ| Fax Relay Redundancy Depth 0

T.38 Version T.38 version 0 |ZI Fax Relay Enhanced Redundancy Depth 4

Caller ID Transport Type Mute IZ| Fax Relay ECM Enable Enable |E|
Caller ID Type Standard Bellcore |Z| Fax Relay Max Rate (bps) 14400bps IZ|
V.21 Modem Transport Type Disable IZ| Fax Relay Ro'Tx Timeout (sec) 10

V.22 Modem Transport Type Enable Bypass IZ|

V.23 Modem Transport Type Enable Bypass IZ| FAX/MODEM BYPASS

V32 Modem Transport Type Enable Bypass E| Fax/Modem Bypass Coder Type G711Alaw_64 IZ|
V.34 Modem Transport Type Enable Bypass IZ| Fax/Modemn Bypass Packing Factor .

Fax CNG Mode Doesn'tsend T.38 r’e-INV\IZ| Fax Bypass OULpUL Gain 0

CNG Detector Mode Disable IZ| Modem Bypass Output Gain 0

Fax and Modem Operating Modes

The device supports two modes of operation:
B Fax/modem negotiation that is not performed during call establishment.

B Voice-band data (VBD) mode for V.152 implementation (see V.152 Support): Fax/modem
capabilities are negotiated between the device and the remote endpoint during call
establishment. During a call, when a fax/modem signal is detected, transition from voice to
VBD (or T.38) is automatically performed and no additional SIP signaling is required. If
negotiation fails (i.e., no match is achieved for any of the transport capabilities), fallback to
existing logic occurs (according to the parameter IsFaxUsed).

Fax and Modem Transport Modes

The device supports the following modes for fax modem

(V.22/V.23/Bell/V.32/V.34):

transport per type

B T.38 fax relay (see T.38 Fax Relay Mode)

B G.711 Transport: switching to G.711 when fax/modem is detected (see G.711 Fax / Modem
Transport Mode)

B Fax and modem bypass: a proprietary method that uses a high bit rate coder (see
Fax/Modem Bypass Mode)

B NSE Cisco’s Pass-through bypass mode for fax and modem (see Fax / Modem NSE Mode)

B Transparent with events: passing the fax / modem signal in the current voice coder with
adaptations (see Fax / Modem Transparent with Events Mode)

B Transparent: passing the fax / modem signal in the current voice coder (see Fax / Modem
Transparent Mode)

B RFC 2833 ANS Report upon Fax/Modem Detection (see RFC 2833 ANS Report upon
Fax/Modem Detection)
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‘Adaptations’ refer to automatic reconfiguration of certain DSP features for handling
fax/modem streams differently than voice.

T.38 Fax Relay Mode

In Fax Relay mode, fax signals are transferred using the T.38 protocol. T.38 is the ITU standard
for sending fax across IP networks in real-time mode. The device currently supports only the
T.38 UDP syntax.

T.38 can be configured in the following ways:

B Switching to T.38 mode using SIP re-INVITE messages (see Switching to T.38 Mode using SIP
Re-INVITE)

B Automatically switching to T.38 mode without using SIP re-INVITE messages (see
Automatically Switching to T.38 Mode without SIP Re-INVITE)

When fax transmission ends, the reverse switching from fax relay to voice is automatically
performed at both the local and remote endpoints.

You can change the fax rate declared in the SDP, using the 'Fax Relay Max Rate' parameter
[FaxRelayMaxRate]. The parameter does not affect the actual transmission rate. You can also
enable or disable Error Correction Mode (ECM) fax mode using the 'Fax Relay ECM Enable'
parameter [FaxRelayECMEnable].

When using T.38 mode, you can define a redundancy feature to improve fax transmission over
congested IP networks. This feature is activated using the 'Fax Relay Redundancy Depth'
parameter [FaxRelayRedundancyDepth] and the 'Fax Relay Enhanced Redundancy Depth'
parameter [FaxRelayEnhancedRedundancyDepth]. Although this is a proprietary redundancy
scheme, it should not create problems when working with other T.38 decoders.

Switching to T.38 Mode using SIP re-INVITE

In the Switching to T.38 mode using the SIP re-INVITE, upon detection of a fax signal, the
terminating device negotiates T.38 capabilities using a re-INVITE message. If the far-end device
doesn't support T.38, the fax fails. In this mode, the 'Fax Transport Mode' parameter
[FaxTransportMode] is ignored.

> To configure T.38 mode using SIP re-INVITE messages:
1. On the Fax/Modem/CID Settings page, configure the following optional parameters:
e 'Fax Relay Redundancy Depth' [FaxRelayRedundancyDepth]
e 'Fax Relay Enhanced Redundancy Depth' [FaxRelayEnhancedRedundancyDepth]
e 'Fax Relay ECM Enable' [FaxRelayECMEnable]

® 'Fax Relay Max Rate' [FaxRelayMaxRate]
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& The terminating gateway sends T.38 packets immediately after the T.38 capabilities
are negotiated in SIP. However, the originating device by default, sends T.38
(assuming the T.38 capabilities are negotiated in SIP) only after it receives T.38
packets from the remote device. This default behavior cannot be used when the
originating device is located behind a firewall that blocks incoming T.38 packets on
ports that have not yet received T.38 packets from the internal network. To resolve
this problem, you should configure the device to send CNG packets in T.38 upon
CNG signal detection [CNGDetectorMode = 1].

Automatically Switching to T.38 Mode without SIP re-INVITE

In the Automatically Switching to T.38 mode without SIP re-INVITE, when a fax signal is
detected, the channel automatically switches from the current voice coder to answer tone
mode and then to T.38-compliant fax relay mode.

> To configure Automatic T.38 mode:

1. On the Fax/Modem/CID Settings page, configure the 'Fax Transport Mode' parameter to
T.38 Relay [FaxTransportMode = 1].

2. Configure the following optional parameters:
e 'Fax Relay Redundancy Depth' [FaxRelayRedundancyDepth]
e 'Fax Relay Enhanced Redundancy Depth' [FaxRelayEnhancedRedundancyDepth]
e 'Fax Relay ECM Enable' [FaxRelayECMEnable]

® 'Fax Relay Max Rate' [FaxRelayMaxRate]

Fax over IP using T.38 Transmission over RTP

The device supports Fax-over-1P (FolP) transmission using T.38 over RTP, whereby the T.38
payload is encapsulated in the RTP packet instead of being sent in dedicated T.38 packets (out-
of-band). To support this feature, configure the coder type to T.38 Over RTP.

To indicate T.38 over RTP, the SDP body uses "udptl" (Facsimile UDP Transport Layer) in the
‘a=ftmp' line. The device supports T.38 over RTP according to this standard and according to the
AudioCodes proprietary method:

B Call Parties belong to AudioCodes Devices: T.38-over-RTP method is used, whereby the
device encapsulates the entire T.38 packet (payload with all its headers) in the sent RTP.
For T.38 over RTP, the devices use the proprietary identifier "AcUdptl" in the 'a=ftmp’ line
of the SDP. For example:

v=0

0=AudioCodesGW 1357424688 1357424660 IN IP4 10.8.6.68
s=Phone-Call

c=INIP4 10.8.6.68

t=00
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m=audio 6080 RTP/AVP 18 100 96

a=ptime:20

a=sendrecv

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:100 t38/8000

a=fmtp:100 T38FaxVersion=0

a=fmtp:100 T38MaxBitRate=0

a=fmtp:100 T38FaxMaxBuffer=3000

a=fmtp:100 T38FaxMaxDatagram=122
a=fmtp:100 T38FaxRateManagement=transferredTCF
a=fmtp:100 T38FaxUdpEC=t38UDPRedundancy
a=fmtp:100 AcUdptl

a=rtpmap:96 telephone-event/8000

a=fmtp:96 0-15

B AudioCodes Call Party with non-AudioCodes Party: The device uses the standard T.38-
over-RTP method, which encapsulates the T.38 payload only, without its headers (i.e.,
includes only fax data) in the sent RTP packet (RFC 4612).

The T.38-over-RTP method also depends on the initiator of the call:

M Device initiates a call: The device always sends the SDP offer with the proprietary token
"AcUdpTI" in the 'fmtp' attribute. If the SDP answer includes the same token, the device
employs the proprietary T.38-over-RTP mode; otherwise, the standard mode is used.

B Device answers a call: If the SDP offer from the remote party contains the 'fmtp' attribute
with "AcUdpTI", the device answers with the same attribute and employs the proprietary
T.38-over-RTP mode; otherwise, the standard mode is used.

If both T.38 (regular) and T.38 Over RTP coders are negotiated between the call
parties, the device uses T.38 Over RTP.

G.711 Fax and Modem Transport Mode

In this mode, when the terminating device detects fax or modem signals (CED or AnsAM), it
sends a re-INVITE message to the originating device, requesting it to re-open the channel in
G.711 VBD with the following adaptations:

B Echo Canceller = off

Silence Compression = off

|
B Echo Canceller Non-Linear Processor Mode = off
B Dynamic Jitter Buffer Minimum Delay = 40

|

Dynamic Jitter Buffer Optimization Factor = 13
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After a few seconds upon detection of fax V.21 preamble or super G3 fax signals, the device
sends a second re-INVITE enabling the echo canceller (the echo canceller is disabled only on
modem transmission).

A ‘gpmd’ attribute is added to the SDP according to the following format:

B For G.711 A-law:

a=gpmd:8 vbd=yes;ecan=on (or off for modems)

B For G.711 p-law:

a=gpmd:0 vbd=yes;ecan=on (or off for modems)

The following parameters are ignored and automatically set to Events Only:
B 'Fax Transport Mode' [FaxTransportMode]

B 'Vxx ModemTransportType' [VxxModemTransportType]

Fax and Modem Bypass Mode

In this proprietary mode, when fax or modem signals are detected, the channel automatically
switches from the current voice coder to a high bit-rate coder, according to the 'Fax/Modem
Bypass Coder Type' parameter [FaxModemBypassCoderType]. The channel is also automatically
reconfigured with the following fax / modem adaptations:

B Disables silence suppression

B Enables echo cancellation for fax

B Disables echo cancellation for modem

B Performs certain jitter buffering optimizations

The network packets generated and received during the bypass period are regular voice RTP
packets (per the selected bypass coder), but with a different RTP payload type according to the
following parameters:

B 'Fax Bypass Payload Type' [FaxBypassPayloadType]
B [ModemBypassPayloadType]

During the bypass period, the coder uses the packing factor, configured by the 'Fax/Modem
Bypass Packing Factor' parameter [FaxModemBypassM]. The packing factor determines the
number of coder payloads (each the size of [FaxModemBypassBasicRTPPacketInterval]) that are
used to generate a single fax/modem bypass packet. When fax/modem transmission ends, the
reverse switching, from bypass coder to regular voice coder is performed.

> To configure fax / modem bypass mode:

1. On the Fax/Modem/CID Settings page, do the following:
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Configure the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

Configure the 'V.21 Modem Transport Type' parameter to Enable Bypass
[V21ModemTransportType = 2].

Configure the 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

Configure the 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

Configure the 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

Configure the 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

2. Configure the [BellModemTransportType] parameter to 2 (Bypass).

3. Configure the following optional parameters:

A\ e

'Fax/Modem Bypass Coder Type' [FaxModemBypassCoderType]

'Fax Bypass Payload Type' [FaxBypassPayloadType]

[ModemBypassPayloadType]

[FaxModemBypassBasicRTPPacketlInterval]

[FaxModemBypasDJBufMinDelay]

When the device is configured for modem bypass and T.38 fax, V.21 low-speed

modems are not supported and fail as a result.

e When the remote (non-AudioCodes) gateway uses the G.711 coder for voice and
doesn’t change the coder payload type for fax or modem transmission, it is
recommended to use the Bypass mode with the following configuration:

v
v
v

v

[EnableFaxModemlInbandNetworkDetection = 1].

'Fax/Modem Bypass Coder Type' = same coder used for voice.

'Fax/Modem Bypass Packing Factor'[FaxModemBypassM] = same interval
as voice.

[ModemBypassPayloadType = 8] if voice coder is A-Law or 0 if voice coder is
Mu-Law.

Fax and Modem NSE Mode

In this mode, fax and modem signals are transferred using Cisco-compatible Pass-through

bypass mode. Upon detection of fax or modem answering tone signal, the terminating device
sends three to six special NSE RTP packets (configured by the [NSEpayloadType] parameter;
usually to 100). These packets signal the remote device to switch to G.711 coder, according to

the 'Fax/Modem Bypass Packing Factor' parameter. After a few NSE packets are exchanged

between the devices, both devices start using G.711 packets with standard payload type (8 for
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G.711 A-Law and 0 for G.711 Mu-Law). In this mode, no re-INVITE messages are sent. The voice
channel is optimized for fax/modem transmission (same as for usual bypass mode).

The following parameters that configure the payload type for the AudioCodes proprietary
Bypass mode are not used with NSE Bypass: 'Fax Bypass Payload Type' and
[ModemBypassPayloadType].

When configured for NSE mode, the device includes the following line in the SDP, where 100 is
the NSE payload type:

a=rtpmap:100 X-NSE/8000

The Cisco gateway must include the following definition:

modem passthrough nse payload-type 100 codec g711alaw

> To configure NSE mode:

1. Onthe Fax/Modem/CID Settings page, do the following:
e Configure the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

e Configure the 'V.21 Modem Transport Type' parameter to Enable Bypass
[V21ModemTransportType = 2].

e Configure the 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

e Configure the 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

e Configure the 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

e Configure the 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

2. Configure the [BellModemTransportType] parameter to [2] (Bypass).
3. Configure the [NSEMode] parameter to [1] (enables NSE).

4. parameter the [NSEPayloadType] parameter to [100].

Fax and Modem Transparent with Events Mode

In this mode, fax and modem signals are transferred using the current voice coder with the
following automatic adaptations:

B Echo Canceller = on (or off for modems)
B Echo Canceller Non-Linear Processor Mode = off

M Jitter buffering optimizations
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> To configure fax / modem transparent with events mode:

1. On the Fax/Modem/CID Settings page, do the following:
e Configure the 'Fax Transport Mode' parameter to Events Only [FaxTransportMode = 3].

e Configure the 'V.21 Modem Transport Type' parameter to Events Only
[V21ModemTransportType = 3].

e Configure the 'V.22 Modem Transport Type' parameter to Events Only
[V22ModemTransportType = 3].

e Configure the 'V.23 Modem Transport Type' parameter to Events Only
[V23ModemTransportType = 3].

e Configure the 'V.32 Modem Transport Type' parameter to Events Only
[V32ModemTransportType = 3].

e Configure the 'V.34 Modem Transport Type' parameter to Events Only
[V34ModemTransportType = 3].

2. Configure the [BellModemTransportType] parameter to [3] (transparent with events).

Fax / Modem Transparent Mode

In this mode, fax and modem signals are transferred using the current voice coder without
notifications to the user and without automatic adaptations. It's possible to use Profiles (see
Coders and Profiles) to apply certain adaptations to the channel used for fax / modem. For
example, to use the coder G.711, to set the jitter buffer optimization factor to 13, and to enable
echo cancellation for fax and disable it for modem.

> To configure fax / modem transparent mode:

1. On the Fax/Modem/CID Settings page, do the following:
e Configure the 'Fax Transport Mode' parameter to Disable (FaxTransportMode = 0].

e Configure the 'V.21 Modem Transport Type' parameter to Disable
[V21ModemTransportType = 0].

e Configure the 'V.22 Modem Transport Type' parameter to Disable
[V22ModemTransportType = 0].

e Configure the 'V.23 Modem Transport Type' parameter to Disable
[V23ModemTransportType = 0].

e Configure the 'V.32 Modem Transport Type' parameter to Disable
[V32ModemTransportType = 0].

e Configure the 'V.34 Modem Transport Type' parameter to Disable
[V34ModemTransportType = 0].

2. Configure the [BellModemTransportType] parameter to [0] (transparent mode).

3. Configure the following optional parameters:
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e Codersin the Coders table - see Configuring Coder Groups.

e 'Dynamic Jitter Buffer Optimization Factor' [DJBufOptFactor] - Configuring the Dynamic
Jitter Buffer.

e 'Echo Canceller' [EnableEchoCanceller] - see Configuring Echo Cancellation.

& This mode can be used for fax, but is not recommended for modem transmission.
Instead, use the Bypass (see Fax/Modem Bypass Mode) or Transparent with Events
modes (see Fax / Modem Transparent with Events Mode) for modem.

RFC 2833 ANS Report upon Fax and Modem Detection

The device (terminator gateway) sends RFC 2833 ANS/ANSam events upon detection of fax
and/or modem answer tones (i.e., CED tone). This causes the originator to switch to
fax/modem. The parameter is applicable only when the fax or modem transport type is set to
bypass, Transparent-with-Events, V.152 VBD, or G.711 transport. When the device is located on
the originator side, it ignores these RFC 2833 events.

> To configure RFC 2833 ANS Report upon fax/modem detection:

1. Onthe Fax/Modem/CID Settings page, do the following:
e Configure the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

e Configure the 'V.xx Modem Transport Type' parameters to Enable Bypass
[VxxModemTransportType = 2].

2. Configure the [FaxModemNTEMode] parameter to [1] (enables this feature).

V.34 Fax Support

V.34 fax machines can transmit data over IP to the remote side using various methods. The
device supports the following modes for transporting V.34 fax data over IP:

B Bypass mechanism for V.34 fax transmission (see Bypass Mechanism for V.34 Fax
Transmission)

B T.38 Version 0 relay mode, i.e., fallback to T.38 (see Relay Mode for T.30 and V.34 Faxes)

To configure whether to pass V.34 over T.38 fax relay, or use Bypass over the High Bit Rate
coder (e.g. PCM A-Law), use the 'V.34 Fax Transport Type' parameter (V34FaxTransportType).

You can use the 'SIP T.38 Version' parameter (SIPT38Version) to configure:

B Pass V.34 over T.38 fax relay using bit rates of up to 33,600 bps ('SIP T.38 Version' is set to
Version 3).

B Use Fax-over-T.38 fallback to T.30, using up to 14,400 bps ('SIP T.38 Version' is set to
Version 0).
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e The CNG detector is disabled in all the subsequent examples. To disable the
CNG detector, set the 'CNG Detector Mode' parameter (CNGDetectorMode) to
Disable.

Bypass Mechanism for V.34 Fax Transmission

In this proprietary scenario, the device uses bypass (or NSE) mode to transmit V.34 faxes,
enabling the full utilization of its speed.

> To use bypass mode for T.30 and V.34 faxes:

1. On the Fax/Modem/CID Settings page, do the following:
e Setthe 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

e Setthe 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

e Setthe 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

e Setthe 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

e Setthe 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

2. Configure the [V34FaxTransportType] parameter to [2] (Bypass).

> To use bypass mode for V.34 faxes, and T.38 for T.30 faxes:

1. Onthe Fax/Modem/CID Settings page, do the following:
e Setthe 'Fax Transport Mode' parameter to T.38 Relay [FaxTransportMode = 1].

e Setthe 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

e Setthe 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

e Setthe 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

e Setthe 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

2. Configure the [V34FaxTransportType] parameter to [2] (Bypass).
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Relay Mode for T.30 and V.34 Faxes

In this scenario, V.34 fax machines are forced to use their backward compatibility with T.30
faxes and operate in the slower T.30 mode.

> To use T.38 mode for V.34 and T.30 faxes:

1. On the Fax/Modem/CID Settings page, do the following:
e Set the 'Fax Transport Mode' parameter to T.38 Relay (FaxTransportMode = 1).

e Setthe 'V.22 Modem Transport Type' parameter to Disable (V22ModemTransportType
=0).

e Setthe 'V.23 Modem Transport Type' parameter to Disable (V23ModemTransportType
=0).

e Setthe 'V.32 Modem Transport Type' parameter to Disable (V32ModemTransportType
=0).

e Setthe 'V.34 Modem Transport Type' parameter to Disable (V34ModemTransportType
=0).

2. Configure the [V34FaxTransportType] parameter to [1] (Relay).
> To allow V.34 fax relay over T.38:

M Setthe 'SIP T.38 Version' parameter to Version 3 (SIPT38Version = 3).

> To force V.34 fax machines to use their backward compatibility with T.30 faxes and oper-
ate in the slower T.30 mode:

B Setthe 'SIP T.38 Version' parameter to Version 0 (SIPT38Version = 0).

For SBC calls, the device forwards T.38 Version 3 transparently (as is) to the other
leg (i.e., no transcoding).

V.34 Fax Relay for SG3 Fax Machines

Super Group 3 (SG3) is a standard for fax machines that support speeds of up to 33.6 kbps
through V.34 half duplex (HD) modulation. The following procedure describes how to configure
V.34 (SG3) fax relay support based on ITU Specification T.38 Version 3.

> To enable support for V.34 fax relay (T.38) at SG3 speed:

1. Inthe IP Profiles table (see Configuring IP Profiles), configure an IP Profile with the 'Fax
Signaling Method' parameter (IpProfile_IsFaxUsed) set to T.38 Relay.

2. Inthe Coder Groups table (see Configuring Coder Groups) set the coder used by the device
to G.729 (or any other supported codec).
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3.

5.

On the Fax/Modem/CID Settings page, do the following settings:

e 'SIPT.38 Version' to Version 3 (SIPT38Version = 3).

e 'Fax Relay Max Rate' (RelayMaxRate) to 33,600bps (default).

® 'CNG Detector Mode' (CNGDetectorMode) to Disable (default).

e 'V.21 Modem Transport Type' to Disable (V21ModemTransportType = 0).
e 'V.22 Modem Transport Type' to Disable (V22ModemTransportType = 0).
e 'V.23 Modem Transport Type' to Disable (V23ModemTransportType = 0).
e 'V.32 Modem Transport Type' to Disable (V32ModemTransportType = 0).
e 'V.34 Modem Transport Type' to Disable (V34ModemTransportType = 0).
e 'CED Transfer Mode' to Fax Relay or VBD (CEDTransferMode = 0).

Set the ini file parameter, V34FaxTransportType to 1 (i.e., relay).

Set the ini file parameter, T38MaxDatagramSize to 560 (default).

A e The T.38 negotiation should be completed at call start according to V.152
procedure (as shown in the INVITE example below).

e T.38 mid-call Re-INVITESs are supported.

e If the remote party supports only T.38 Version 0, the device "downgrades" the
T.38 Version 3 to T.38 Version 0.

For example, the device sends or receives the following INVITE message, negotiating both audio
and image media:

INVITE sip:2001@10.8.211.250;user=phone SIP/2.0

Via: SIP/2.0/UDP 10.8.6.55;branch=z9nG4bKac1938966220
Max-Forwards: 70

From: <sip:318@10.8.6.55>;tag=1c1938956155

To: <sip:2001@10.8.211.250;user=phone>

Call-ID: 193895529241200022331@10.8.6.55

CSeq: 1 INVITE

Contact: <sip:318@10.8.6.55:5060>

Supported: em,100rel timer,replaces,path,resource-priority,sdp-anat
Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,INF
0,SUBSCRIBE,UPDATE

Remote-Party-ID:
<sip:318@10.8.211.250>;party=calling;privacy=off;screen=no;screen-
ind=0;npi=1;ton=0

Remote-Party-ID: <sip:2001@10.8.211.250>;party=called;npi=1;ton=0
User-Agent: AudioCodes-Sip-Gateway-/7.20A.258.980
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Content-Type: application/sdp
Content-Length: 433

v=0

0=AudioCodesGW 1938931006 1938930708 IN IP4 10.8.6.55
s=Phone-Call

c=IN1P4 10.8.6.55

t=00

m=audio 6010 RTP/AVP 18 97
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:97 telephone-event/8000
a=fmtp:97 0-15

a=ptime:20

a=sendrecv

m=image 6012 udptl t38
a=T38FaxVersion:3
a=T38MaxBitRate:33600
a=T38FaxMaxBuffer:1024
a=T38FaxMaxDatagram:122
a=T38FaxRateManagement:transferredTCF
a=T38FaxUdpEC:t38UDPRedundancy

V.152 Support

The device supports the ITU-T recommendation V.152 (Procedures for Supporting Voice-Band
Data over IP Networks). Voice-band data (VBD) is the transport of modem, facsimile, and text
telephony signals over a voice channel of a packet network with a codec appropriate for such
signals.

For V.152 capability, the device supports T.38 as well as VBD codecs (i.e., G.711 A-law and
G.711 p-law). The selection of capabilities is performed using the Coder Groups table (see
Configuring Coder Groups).

When in VBD mode for V.152 implementation, support is negotiated between the device and
the remote endpoint at the establishment of the call. During this time, initial exchange of call
capabilities is exchanged in the outgoing SDP. These capabilities include whether VBD is
supported and associated RTP payload types (‘gpmd' SDP attribute), supported codecs, and
packetization periods for all codec payload types ('ptime' SDP attribute). After this initial
negotiation, no Re-INVITE messages are necessary as both endpoints are synchronized in terms
of the other side's capabilities. If negotiation fails (i.e., no match was achieved for any of the
transport capabilities), fallback to existing logic occurs (according to the parameter IsFaxUsed).

Below is an example of media descriptions of an SDP indicating support for V.152. In the
example, V.152 implementation is supported (using the dynamic payload type 96 and G.711 u-
law as the VBD codec) as well as the voice codecs G.711 p-law and G.729.
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v=0

0=- 00 IN IPV4 <IPAdressA>

S=-

t=00

p=+1

c=INIP4 <IPAddressA

m=audio <udpPort A> RTP/AVP 18 0
a=ptime:10

a=rtpmap:96 PCMU/8000

a=gpmd: 96 vbd=yes

Instead of using VBD transport mode, the V.152 implementation can use alternative relay fax
transport methods (e.g., fax relay over IP using T.38). The preferred V.152 transport method is
indicated by the SDP ‘pmft’ attribute. Omission of this attribute in the SDP content means that
VBD mode is the preferred transport mechanism for voice-band data.

Configuring RTP/RTCP Settings

This section describes configuration relating to Real-Time Transport Protocol (RTP) and RTP
Control Protocol (RTCP).

Configuring the Dynamic Jitter Buffer

Voice frames are transmitted at a fixed rate. If the frames arrive at the other end at the same
rate, voice quality is perceived as good. However, some frames may arrive slightly faster or
slower than the other frames. This is called jitter (delay variation) and degrades the perceived
voice quality. To minimize this problem, the device uses a jitter buffer. The jitter buffer collects
voice packets, stores them and sends them to the voice processor in evenly spaced intervals.

The device uses a dynamic jitter buffer that can be configured with the following:

B Minimum delay: Defines the starting jitter capacity of the buffer. For example, at 0 msec,
there is no buffering at the start. At the default level of 10 msec, the device always buffers
incoming packets by at least 10 msec worth of voice frames.

B Optimization Factor: Defines how the jitter buffer tracks to changing network conditions.
When set at its maximum value of 12, the dynamic buffer aggressively tracks changes in
delay (based on packet loss statistics) to increase the size of the buffer and doesn’t decay
back down. This results in the best packet error performance, but at the cost of extra delay.
At the minimum value of 0, the buffer tracks delays only to compensate for clock drift and
quickly decays back to the minimum level. This optimizes the delay performance but at the
expense of a higher error rate.

The default settings of 10 msec Minimum delay and 10 Optimization Factor should provide a
good compromise between delay and error rate. The jitter buffer ‘holds’ incoming packets for
10 msec before making them available for decoding into voice. The coder polls frames from the
buffer at regular intervals in order to produce continuous speech. As long as delays in the
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network do not change (jitter) by more than 10 msec from one packet to the next, there is
always a sample in the buffer for the coder to use. If there is more than 10 msec of delay at any
time during the call, the packet arrives too late. The coder tries to access a frame and is not
able to find one. The coder must produce a voice sample even if a frame is not available. It
therefore compensates for the missing packet by adding a Bad-Frame-Interpolation (BFI)
packet. This loss is then flagged as the buffer being too small. The dynamic algorithm then
causes the size of the buffer to increase for the next voice session. The size of the buffer may
decrease again if the device notices that the buffer is not filling up as much as expected. At no
time does the buffer decrease to less than the minimum size configured by the Minimum delay
parameter.

In certain scenarios, the Optimization Factor is set to 13: One of the purposes of the Jitter
Buffer mechanism is to compensate for clock drift. If the two sides of the VolP call are not
synchronized to the same clock source, one RTP source generates packets at a lower rate,
causing under-runs at the remote lJitter Buffer. In normal operation (optimization factor O to
12), the lJitter Buffer mechanism detects and compensates for the clock drift by occasionally
dropping a voice packet or by adding a BFI packet.

Fax and modem devices are sensitive to small packet losses or to added BFI packets. Therefore,
to achieve better performance during modem and fax calls, the Optimization Factor should be
set to 13. In this special mode the clock drift correction is performed less frequently - only when
the Jitter Buffer is completely empty or completely full. When such condition occurs, the
correction is performed by dropping several voice packets simultaneously or by adding several
BFI packets simultaneously, so that the Jitter Buffer returns to its normal condition.

The following procedure describes how to configure the jitter buffer using the Web interface.

> To configure jitter buffer using the Web interface:

1. Open the RTP/RTCP Settings page (Setup menu > Signaling & Media menu > Media folder
> RTP/RTCP Settings). The relevant parameters are listed under the General group, as
shown below:

Dynamic Jitter Buffer Minimum Delay 10

Dynamic Jitter Buffer Optimization Factor | 10

2. Set the 'Dynamic Jitter Buffer Minimum Delay' parameter (DJBufMinDelay) to the minimum
delay (in msec) for the Dynamic Jitter Buffer.

3. Set the 'Dynamic Jitter Buffer Optimization Factor' parameter (DJBufOptFactor) to the
Dynamic Jitter Buffer frame error/delay optimization factor.

4. Click Apply.

Configuring RFC 2833 Payload

You can configure the RFC 2833 payload.
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> To configure RFC 2833 payload:

1. Open the RTP/RTCP Settings page (Setup menu > Signaling & Media tab > Media folder >
RTP/RTCP Settings).

2. Configure the following parameters:

e 'RTP Redundancy Depth' (RTPRedundancyDepth) - enables the device to generate RFC
2198 redundant packets.

e 'RFC 2833 TX Payload Type' (RFC2833TxPayloadType) - defines the Tx RFC 2833 DTMF
relay dynamic payload type.

e 'RFC 2833 RX Payload Type' (RFC2833RxPayloadType) - defines the Rx RFC 2833 DTMF
relay dynamic payload type.

e 'RFC 2198 Payload Type' (RFC2198PayloadType) - defines the RTP redundancy packet
payload type according to RFC 2198.

3. Click Apply.

Configuring RTP Base UDP Port

You can configure the range (pool) of local UDP ports from which the device allocates ports to
media (RTP, RTCP, and T.38) channels (legs). The range limit of UDP ports is from 6,000 through
to 65,535.

The consecutive port offset from the RTP port for RTCP and T.38 traffic is one and two,
respectively. For example, if the voice session uses RTP port 6000, the device allocates ports
6001 and 6002 for RTCP and T.38, respectively. However, you can configure the device to use
the same port for RTP and T.38 packets, by configuring the [T38UseRTPPort] parameter to 1.

Within the port range, the device allocates the UDP ports per media channel (leg) in "jumps"
(spacing) of 4 (default), 5, or 10, configured by the [UdpPortSpacing] parameter. For example, if
the port range starts at 6000 and the UDP port spacing is 10, the available ports are 6000, 6010,
6020, 6030, and so on. Within the port range, the device assigns these ports randomly to the
different media channels. For example, it allocates port 6000 to leg 1, port 6030 to leg 2, and
port 6010 to leg 3.

You can configure the starting port (lower boundary) of the port range (default is 6000), using
the 'RTP Base UDP Port' [BaseUDPPort] parameter. Once configured, the port range is according
to the following equation:

<'RTP Base UDP Port' parameter value> to 65,535

For example: If you configure the 'RTP Base UDP Port' parameter to 6000, the port range is
6000 to 65,535.

You can also configure specific port ranges for specific SIP user agents (UAs), using Media
Realms (see Configuring Media Realms). You can configure each Media Realm with a different
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UDP port range and then assign the Media Realm to a specific IP Group, for example. However,
the port range of the Media Realm must be within the range configured by the 'RTP Base UDP
Port' parameter.

The following procedure describes how to configure the RTP base UDP port through the Web
interface.

> To configure the RTP base UDP port:

1. Open the RTP/RTCP Settings page (Setup menu > Signaling & Media tab > Media folder >
RTP/RTCP Settings).

2. Inthe 'RTP Base UDP Port' field, configure the lower boundary of the UDP port range.

RTP Base UDP Port 6000 4

3. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

e The RTP port must be different from ports configured for SIP signaling traffic (i.e.,
ports configured for SIP Interfaces). For example, if the RTP port range is 6000 to
6999, the SIP port must either be less than 6000 or greater than 6999.

Configuring Invalid RTP/RTCP Packet Handling

You can configure the way the device handles incoming invalid RTP and RTCP packets. This is
applicable only if you configure the IP Profile parameter, 'Mediation Mode' (lIpProfile_
TranscodingMode) to RTP Forwarding.

> To configure invalid packet handling:

1. Open the RTP/RTCP Settings page (Setup menu > Signaling & Media tab > Media folder >
RTP/RTCP Settings).

2. From the 'Forward Unknown RTP Payload Types' drop-down list, select the required
handling for RTP packets with unknown payload types.

3. From the 'Forward Invalid RTP Packets' drop-down list, select the required handling for
invalid RTP and RTCP packets.

Forward Unknown RTP Payload Types  «  Handle as Valid Packet |+

Forward Invalid RTP Packets s Forward Packets w

4. Click Apply.
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Event Detection and Notification using X-Detect Header

The device can detect certain events in the media stream and notify of their detection to a
remote application server, using the SIP X-Detect header. The request for event notification is
done by the application server when establishing a SIP dialog (i.e., INVITE message) or during an
already established call using a re-INVITE message. The device can detect the following event
types:

B Answering Machine Detection (AMD): Detects events that are related to the AMD feature.
AMD detects whether an answering machine or live voice has answered the call. It can also
be used to detect silence, or the beep sound played by an answering machine to indicate
the end of the greeting message after which a voice message can be left. For more
information on AMD, see Answering Machine Detection (AMD).

B Call Progress Tone (CPT): Detects whether a specific tone, defined in the installed CPT file is
received from the call. It can be used to detect the beep sound played by an answering
machine (as mentioned above), and the busy, reorder and ring tones.

e Eventdetection on SBC calls for CPT is supported only for calls using the G.711
coder.

The X-Detect header is used for event detection as follows:

M X-Detect header in the INVITE message received from the application server requesting a
specific event detection:

X-Detect: Request=[event type to detect]

B X-Detect header in the SIP response message -- SIP 183 (for early dialogs) or 200 OK (for
confirmed dialogs) -- sent by the device to the application server specifying which of the
requested events it can detect (absence of the X-Detect header indicates that the device
cannot detect any of the events):

X-Detect: Response=[supported event types]

B Each time the device detects the supported event, it sends an INFO message to the remote
party with the following message body:

Content-Type: Application/X-Detect
Type = [event type]
Subtype = [subtype of each event type]

The table below lists the event types and subtypes that can be detected by the device. The text
shown in the table are the strings used in the X-Detect header. The table also provides a
summary of the required configuration.
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For SBC calls, event detection is enabled using the IPProfile_SBCHandleXDetect parameter in
the IP Profiles table (see Configuring IP Profiles).

Event
Type

AMD

CPT

FAX

PTT

Table 17-1: Supported X-Detect Event Types

Subtype

Voice (live voice)

Automata
(answering
machine)

Silence (no voice)
Unknown

Beep (greeting
message of
answering machine)

Busy
Reorder
Ringtone

Beep (greeting
message of
answering message)

CED

B voice-start

B voice-end

Description and Required Configuration

Event detection using the AMD feature. For more
information, see Answering Machine Detection
(AMD).

Event detection of tones using the CPT file.

1. Create a CPT file with the required tone types of
the events that you want to detect.

2. Install the CPT file on the device.
Note:

M To configure beep detection, see Detecting
Answering Machine Beep.

B Set the IsFaxUsed parameter to any value other
than 0.

Set the EnableDSPIPMDetectors parameter to 1.

Detecting Answering Machine Beeps

The device can detect the "beep" sound played by an answering machine that indicates the end
of the answering machine's greeting message. This is useful in that the device can then notify,

for example, a third-party, application server that it can now leave a voice message on the

answering machine. The device supports the following methods for detecting and reporting

beeps:

B AMD-based Detection: The device uses its beep detector that is integrated in the AMD
feature. You can configure the beep detection timeout and beep detection sensitivity level
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(for more information, see Configuring AMD). To enable the AMD beep detection, the
received INVITE message must contain an X-Detect header with the value "Request=AMD",

X-Detect: Request=AMD

and the [AMDBeepDetectionMode] parameter must be configured to [1] or [2]. If
configured to [1], the beep is detected only after the answering machine is detected. If
configured to [2], the beep is detected even if the answering machine was not detected.

B Tone-based Detection (Call Progress Tone): The device detects the beep according to a call
progress tone (CPT). This is enabled if the device receives a specific beep tone (Tone Type
#46) that is also defined in the installed CPT file and the received INVITE message contains
an X-Detect header with the value "Request=CPT":

X-Detect: Request=CPT

For more information on the CPT file, see Call Progress Tones File.

The device reports beep detections to application servers, by sending a SIP INFO message that
contains a body with one of the following values, depending on the method used for detecting
the beep:

B AMD-detected Beep:

Type= AMD
SubType= Beep

B CPT-detected Beep:

Type= CPT
SubType=Beep

SIP Call Flow Examples of Event Detection and Notification

Two SIP call flow examples are provided below of event detection and notification:

B Example 1: This example shows a SIP call flow of the device's AMD and event detection
feature, whereby the device detects an answering machine and the subsequent start and
end of the greeting message, enabling the third-party application server to know when to
play a recorded voice message to an answering machine:

a. Upon detection of the answering machine, the device sends the following SIP INFO
message to the application server:

INFO sip:sipp@172.22.2.9:5060 SIP/2.0
Via: SIP/2.0/UDP 172.22.168.249;branch=z9hG4bKac1566945480
Max-Forwards: 70
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From: sut <sip:3000@172.22.168.249:5060>;tag=1c1505895240
To: sipp <sip:sipp@172.22.2.9:5060>;tag=1

Call-ID: 1-29758@172.22.2.9

CSeq: 1INFO

Contact: <sip:56700@172.22.168.249>

Supported: em,timer,replaces,path,resource-priority

Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REF
ER,INFO,SUBSCRIBE,UPDATE

User-Agent: AudioCodes-Sip-Gateway/7.20A.258.980
Content-Type: application/x-detect

Content-Length: 30

Type= AMD

SubType= AUTOMATA

b. Upon detection of the start of voice (i.e., the greeting message of the answering

C.

machine), the device sends the following INFO message to the application server:

INFO sip:sipp@172.22.2.9:5060 SIP/2.0

Via: SIP/2.0/UDP 172.22.168.249;branch=z9hG4bKac482466515
Max-Forwards: 70

From: sut <sip:3000@172.22.168.249:5060>;tag=1c419779142
To: sipp <sip:sipp@172.22.2.9:5060>;tag=1

Call-ID: 1-29753@172.22.2.9

CSeq: 1INFO

Contact: <sip:56700@172.22.168.249>

Supported: em,timer,replaces,path,resource-priority

Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REF
ER,INFO,SUBSCRIBE,UPDATE

User-Agent: AudioCodes-Sip-Gateway/7.20A.258.980
Content-Type: application/x-detect

Content-Length: 34

Type=PTT

SubType= SPEECH-START

Upon detection of the end of voice (i.e., end of the greeting message of the answering
machine), the device sends the following INFO message to the application server:

INFO sip:sipp@172.22.2.9:5060 SIP/2.0

Via: SIP/2.0/UDP 172.22.168.249;branch=z9hG4bKac482466515
Max-Forwards: 70

From: sut <sip:3000@172.22.168.249:5060>;tag=1c419779142
To: sipp <sip:sipp@172.22.2.9:5060>;tag=1

Call-ID: 1-29753@172.22.2.9

-227 -



CHAPTER 17 Media

Mediant Software SBC | User's Manual

CSeq: 1INFO

Contact: <sip:56700@172.22.168.249>

Supported: em,timer,replaces,path,resource-priority
Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REF
ER,INFO,SUBSCRIBE,UPDATE

User-Agent: AudioCodes-Sip-Gateway/7.20A.258.980
Content-Type: application/x-detect

Content-Length: 34

Type=PTT

SubType= SPEECH-END

d. The application server sends its message to leave on the answering message.

B Example 2: This example shows a SIP call flow for event detection and notification of the

beep of an answering machine:

a.

The device receives a SIP message containing the X-Detect header from the remote
application requesting beep detection:

INVITE sip:101@10.33.2.53;user=phone SIP/2.0

Via: SIP/2.0/UDP 10.33.2.53;branch=z9nG4bKac5906

Max-Forwards: 70

From: "anonymous" <sip:anonymous@anonymous.invalid>;tag=1c25298
To: <sip:101@10.33.2.53;user=phone>

Call-ID: 11923@10.33.2.53

CSeq: 1INVITE

Contact: <sip:100@10.33.2.53>

X-Detect: Request=AMD,CPT

b. The device sends a SIP response message to the remote party, listing the events in the

C.

X-Detect header that it can detect:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 10.33.2.53;branch=29hG4bKac5906

From: "anonymous" <sip:anonymous@anonymous.invalid>;tag=1c25298
To: <sip:101@10.33.2.53;user=phone>;tag=1c19282

Call-ID: 11923@10.33.2.53

CSeq: 1INVITE

Contact: <sip:101@10.33.2.53>

X-Detect: Response=AMD,CPT

The device detects the beep of an answering machine and sends an INFO message to
the remote party:
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INFO sip:101@10.33.2.53;user=phone SIP/2.0

Via: SIP/2.0/UDP 10.33.2.53;branch=z9nG4bKac5906
Max-Forwards: 70

From: "anonymous" <sip:anonymous@anonymous.invalid>;tag=1c25298
To: <sip:101@10.33.2.53;user=phone>

Call-ID: 11923@10.33.2.53

CSeq: 1INVITE

Contact: <sip:100@10.33.2.53>

X- Detect: Response=AMD,CPT

Content-Type: Application/X-Detect

Content-Length: xxx

Type = CPT

Subtype = Beep

Answering Machine Detection (AMD)

The device's Answering Machine Detection (AMD) feature can detect whether an outbound call
has been answered by a human (including fax) or an answering machine. The device analyzes
the sound (speech) patterns received in the first few seconds of the call to determine whether a
human (live person) or machine has answered the call. Typically, when a human answers the
call, there is a short "hello ..." followed by silence to wait for the other party to respond. In
contrast, when an answering machine answers the call, there is constant speech (answering
message) followed by a beep to leave a voice-mail message.

When the device detects what answered the call (human or machine), it can notify this
detection type to, for example, a third-party application server used for automatic dialing
applications. The X-Detect SIP header is used for requesting event detection and notification.
For more information, see Event Detection and Notification using X-Detect Header. The device
can also detect beeps played by an answering machine at the end of its greeting message. For
more information, see Detecting Answering Machine Beeps.

The device's default AMD feature is based on voice detection for North American English (see
note below). It uses sophisticated speech detection algorithms which are based on hundreds of
real-life recordings of answered calls by live voice and answering machines in English. The
algorithms are used to detect whether it's human or machine based on voice and silence
duration as well as speech patterns. The algorithms of the language-based recordings are
compiled into a file called AMD Sensitivity. This file is provided by default, pre-installed on the
device.

& As the main factor (algorithm) for detecting human and machine is the voice pattern
and silence duration, the language on which the detection algorithm is based, is in
most cases not important as these factors are similar across most languages.
Therefore, the default, pre-installed AMD Sensitivity file, which is based on North
American English, may suffice your deployment even if the device is located in a
region where a language other than English is used.
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However, if (despite the information stated in the note above) you wish to implement AMD in a
different language or region, or if you wish to fine-tune the default AMD algorithms to suit your
specific deployment, please contact the sales representative of your purchased device for more
information on this service. You will be typically required to provide AudioCodes with a
database of recorded voices (calls) in the language on which the device's AMD feature can base
its voice detector algorithms. The data needed for an accurate calibration should be recorded
under the following guidelines:

B Statistical accuracy: The number of recorded calls should be as high as possible (at least
100) and varied. The calls must be made to different people. The calls must be made in the
specific location in which the device's AMD feature is to operate.

B Real-life recording: The recordings should simulate real-life answering of a called person
picking up the phone, and without the caller speaking.

B Normal environment interferences: The environment in which the recordings are done
should simulate real-life scenarios, in other words, not sterile but not too noisy either.
Interferences, for example, could include background noises of other people talking, spikes,
and car noises.

Once you have provided AudioCodes with your database of recordings, AudioCodes compiles it
into a loadable file. For a brief description of the file format and for installing the file on the
device, see AMD Sensitivity File.

The device supports up to eight AMD algorithm suites called Parameter Suites, where each
suite defines a range of detection sensitivity levels. Sensitivity levels refer to how accurately the
device's voice detection algorithms can detect if a human or machine has answered the call.
Each level supports a different detection sensitivity to human and machine. For example, a
specific sensitivity level may be more sensitive to detecting human than machine. In
deployments where the likelihood of a call answered by an answering machine is low, it would
be advisable to configure the device to use a sensitivity level that is more sensitive to human
than machine. In addition, this allows you to tweak your sensitivity to meet local regulatory
rules designed to protect consumers from automatic dialers (where, for example, the consumer
picks up the phone and hears silence). Each suite can support up to 16 sensitivity levels (0 to
15), except for Parameter Suite 0, which supports up to 8 levels (0 to 7). The default, pre-
installed AMD Sensitivity file, based on North American English, provides the following
Parameter Suites:

B Parameter Suite 0 (normal sensitivity) - contains 8 sensitivity detection levels
B Parameter Suite 1 (high sensitivity) - contains 16 sensitivity detection levels

As Parameter Suite 1 provides a greater range of detection sensitivity levels (i.e., higher
detection resolution), this may be the preferable suite to use in your deployment. The detected
AMD type (human or machine) and success of detecting it correctly are sent in CDR and Syslog
messages. For more information, see Syslog Fields for Answering Machine Detection (AMD).

The Parameter Suite and sensitivity level can be applied globally for all calls, or for specific calls
using IP Profiles. For enabling AMD and selecting the Parameter Suite and sensitivity level, see
Configuring AMD.
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The tables below show the success rates of the default, pre-installed AMD Sensitivity file (based
on North American English) for correctly detecting "live" human voice and answering machine:

Table 17-2: Approximate AMD Normal Detection Sensitivity - Parameter Suite 0 (Based on North Amer-

ican English)
AMD Detection Sensitivity
Performance
Level
Success Rate for Live Success Rate for Answering

Calls Machine

0 - -
(Best for Answering Machine)

1 82.56% 97.10%
2 85.87% 96.43%
3 88.57% 94.76%
4 88.94% 94.31%
5 90.42% 91.64%
6 90.66% 91.30%
7 94.72% 76.14%

(Best for Live Calls)

Table 17-3: Approximate AMD High Detection Sensitivity - Parameter Suite 1 (Based on North American

English)
AMD Detection Sensitivity
Performance
Level
Success Rate for Live Success Rate for Answering
Calls Machine
0 72% 97%
(Best for Answering Machine)
1 77% 96%
2 79% 95%
3 80% 95%
4 84% 94%
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AMD Detection Sensitivity

Level Performance
5 86% 93%
6 87% 92%
7 88% 91%
8 90% 89%
9 90% 88%
10 91% 87%
11 94% 78%
12 94% 73%
13 95% 65%
14 96% 62%
15 97% 46%

(Best for Live Calls)

Configuring AMD

You can configure AMD for all calls using global AMD parameters or for specific calls using IP
Profiles. The procedure below describes how to configure AMD for all calls. To configure AMD
for specific calls, use the AMD parameters in the IP Profiles table (see Configuring IP Profiles)

> To configure AMD for all calls:

1. Open the DSP Settings page (Setup menu > Signaling & Media tab > Media folder > DSP
Settings):

2. From the 'lPMedia Detectors' drop-down list (EnableDSPIPMDetectors), select Enable .

IPMedia Detectors Enable e

3. Scroll down to the Answer Machine Detector group:
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ANSWER MACHINE DETECTOR

Answer Machine Detector Sensitivity Parameter Suite 0 E
Answer Machine Detector Sensitivity 3

Answer Machine Detector Sensitivity Level 8

Answer Machine Detector Beep Detection Timeout 200

Answer Machine Detector Beep Detection Sensitivity 0

4. Select the AMD algorithm suite:

a. Inthe 'Answer Machine Detector Sensitivity Parameter Suite' field, select the required
Parameter Suite included in the installed AMD Sensitivity file.

b. Inthe 'Answer Machine Detector Sensitivity' field, enter the required detection
sensitivity level of the selected Parameter Suite.

5. Configure the answering machine beep detection:

a. Inthe 'Answer Machine Detector Beep Detection Timeout' field
[AMDBeepDetectionTimeout], enter the duration that the beep detector operates
from when detection is initiated.

b. Inthe 'Answer Machine Detector Beep Detection Sensitivity' field
[AMDBeepDetectionSensitivity], enter the AMD beep detection sensitivity level.

6. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

For a complete list of AMD-related parameters, see IP Media Parameters.

Automatic Gain Control (AGC)

Automatic Gain Control (AGC) adjusts the energy of the output signal to a required level
(volume). This feature compensates for near-far gain differences. AGC estimates the energy of
the incoming signal from the IP side, determined by the 'AGC Redirection' parameter, calculates
the essential gain, and then performs amplification. Feedback ensures that the output signal is
not clipped. You can configure the required Gain Slope in decibels per second using the 'AGC
Slope' parameter and the required signal energy threshold using the 'AGC Target Energy'
parameter.

When the AGC first detects an incoming signal, it begins operating in Fast Mode, which allows
the AGC to adapt quickly when a conversation starts. This means that the Gain Slope is 8 dB/sec
for the first 1.5 seconds. After this period, the Gain Slope is changed to the user-defined value.
You can disable or enable the AGC's Fast Mode feature, using the 'AGC Disable Fast Adaptation’
parameter. After Fast Mode is used, the signal should be off for two minutes in order to have
the feature turned on again.
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> To configure AGC:

1. Open the DSP Settings page (Setup menu > Signaling & Media tab > Media folder > DSP
Settings).

2. From the 'IPMedia Detectors' drop-down list [EnableDSPIPMDetectors], select Enable.

IPMedia Detectors Enable e

3. Configure the following AGC parameters:
e 'Enable AGC' [EnableAGC] - enables the AGC mechanism.
e 'AGC Slope' [AGCGainSlope] - defines the AGC convergence rate.
e 'AGC Redirection' [AGCRedirection] - defines the AGC direction.

e 'AGC Target Energy' - defines the signal energy value (dBm) that the AGC attempts to
attain.

e 'AGC Minimum Gain' [AGCMinGain] - defines the minimum gain (in dB) by the AGC
when activated.

e 'AGC Maximum Gain' [AGCMaxGain] - defines the maximum gain (in dB) by the AGC
when activated.

e 'AGC Disable Fast Adaptation' [AGCDisableFastAdaptation] - enables the AGC Fast
Adaptation mode.

AGC

Enable AGC Disable o
AGC Slope 3

AGC Redirection 0 o
AGC Target Energy 19

AGC Minimum Gain 20 4
AGC Maximum Gain 15 4
AGC Disable Fast Adaptation Disable |Z| 4

4. Configure the 'Transcoding Mode' [TranscodingMode] parameter to Force. You can
configure this using the global parameter or per IP Profile.

5. Click Apply.

Configuring Media (SRTP) Security

The device supports Secured RTP (SRTP) according to RFC 3711. SRTP is used to encrypt RTP and
RTCP transport for protecting VolP traffic. SRTP requires a cryptographic key exchange
mechanism to negotiate the keys. To negotiate the keys, the device supports the Session
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Description Protocol Security Descriptions (SDES) protocol (according to RFC 4568), or
Datagram Transport Layer Security (DTLS) protocol for SBC calls. For more information on DTLS,
see SRTP using DTLS Protocol. The key exchange is done by adding the 'a=crypto’ attribute to
the SDP. This attribute is used (by both sides) to declare the various supported cipher suites and
to attach the encryption key. If negotiation of the encryption data is successful, the call is
established. Typically, 'a=crypto' is included in secured media (RTP/SAVP). However, there is
also support for including 'a=crypto' in non-secured media (RTP/AVP). In such cases, the media
is handled as if the device received two identical media: one secured and one not.

SRTP supports the following cipher suites (all other suites are ignored):
B AES_CM_128 HMAC_SHA1_32

B AES_CM_128 HMAC_SHA1_80

B AES_256_CM_HMAC_SHA1_32 (RFC 6188)

B AES_256_CM_HMAC_SHA1_80 (RFC 6188)

When the device is the offering side (SDP offer), it can generate a Master Key Identifier (MKI).
You can configure the MKI size globally (by the [SRTPTxPacketMKISize] parameter) or per SIP
entity (by the IP Profile parameter [IpProfile_MKISize]). The length of the MKI is limited to four
bytes. If the remote side sends a longer MKI, the key is ignored.

e The device can forward MKI size transparently for SRTP-to-SRTP media flows or
override the MKI size during negotiation (inbound or outbound leg).

The key lifetime field is not supported. However, if it is included in the key it is ignored and the
call does not fail. For SBC calls belonging to a specific SIP entity, you can configure the device to
remove the lifetime field in the 'a=crypto' attribute (by the IP Profile parameter [IpProfile_
SBCRemoveCryptoLifetimelnSDP]).

For SDES, the keys are sent in the SDP body (‘'a=crypto') of the SIP message and are typically
secured using SIP over TLS (SIPS). The encryption of the keys is in plain text in the SDP. The
device supports the following session parameters:

B UNENCRYPTED_SRTP
B UNENCRYPTED_SRTCP
B UNAUTHENTICATED_SRTP

Session parameters should be the same for the local and remote sides. When the device is the
offering side, the session parameters are configured by the following parameters -
'Authentication on Transmitted RTP Packets', 'Encryption on Transmitted RTP Packets, and
'‘Encryption on Transmitted RTCP Packets'. When the device is the answering side, the device
adjusts these parameters according to the remote offering. Unsupported session parameters
are ignored, and do not cause a call failure.

Below is an example of crypto attributes usage:
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a=crypto:1 AES_CM_128_HMAC_SHA1_80
inline:PsKoMpHICg+b5X0YLuSvNrimEh/dAe
a=crypto:2 AES_CM_128_HMAC_SHA1_32
inline:IsPtLoGkBf9a+c6XVzRuMgHIDnEIAd

The device also supports symmetric MKI negotiation, whereby it can forward the MKI size
received in the SDP offer 'a=crypto' line in the SDP answer. You can enable symmetric MKI
globally (by the [EnableSymmetricMKI] parameter) or per SIP entity (using the IP Profile
parameter [IpProfile_EnableSymmetricMKI] and for SBC calls, [IpProfile_SBCEnforceMKISize]).
For more information on symmetric MKI, see Configuring IP Profiles.

You can configure the enforcement policy of SRTP, by the [EnableMediaSecurity] parameter
and [IpProfile_SBCMediaSecurityBehaviour] parameter for SBC calls. For example, if negotiation
of the cipher suite fails or if incoming calls exclude encryption information, the device can be
configured to reject the calls.

You can also enable the device to validate the authentication of packets for SRTP tunneling for
RTP and RTCP. This applies only to SRTP-to-SRTP SBC calls and where the endpoints use the
same key. This is configured using the 'SRTP Tunneling Authentication for RTP' and 'SRTP
Tunneling Authentication for RTCP' parameters.

e For a detailed description of the SRTP parameters, see Configuring IP Profiles
and SRTP Parameters.

e When SRTP is used, channel capacity may be reduced.

The procedure below describes how to configure SRTP through the Web interface.

> To enable and configure SRTP:

1. Open the Media Security page (Setup menu > Signaling & Media tab > Media folder >
Media Security).

GENERAL AUTHENTICATION & ENCRYPTION
Media Security Enable ~ Authentication on Transmitted RTP Packets | Active ~
Media Security Behavior Preferable ~ Encryption on Transmitted RTP Packets Active ~
Offered SRTP Cipher Suites s | AES-256-CM-HMAC-SHA1-3|~ Encryption on Transmitted RTCP Packets Active ~
SRTP Tunneling Authentication for RTP Disable v
SRTP Tunneling Authentication for RTCP Disable ~
MASTER KEY IDENTIFIER
Master Key Identifier (MKI) Size 0 GATEWRY SETTINGS
Symmetric MKI Disable ~ Enable Rekey After 181 Disable ~

2. From the 'Media Security' drop-down list [EnableMediaSecurity], select Enable to enable
SRTP.

3. From the 'Offered SRTP Cipher Suites' drop-down list [SRTPofferedSuites], select the
supported cipher suite.
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4. Configure the other SRTP parameters as required.

5. Click Apply.

SRTP using DTLS Protocol

For SBC calls, you can configure the device to use the Datagram Transport Layer Security (DTLS)
protocol to secure UDP-based traffic (according to RFC 4347 and 6347) for specific SIP entities,
using IP Profiles. DTLS allows datagram-based applications to communicate in a way that is
designed to prevent eavesdropping, tampering or message forgery. The DTLS protocol is based
on the stream-oriented TLS protocol, providing similar security. The device can therefore
interwork in mixed environments where one network may require DTLS and the other may
require Session Description Protocol Security Descriptions (SDES) or even non-secure RTP. The
device supports DTLS negotiation for RTP-to-SRTP and SRTP-to-SRTP calls.

DTLS support is important for deployments with WebRTC. WebRTC requires that media
channels be encrypted through DTLS for SRTP key exchange. Negotiation of SRTP keys through
DTLS is done during the DTLS handshake between WebRTC client and peer. For more
information on WebRTC, see WebRTC.

In contrast to SDES, DTLS key encryption is done over the media channel (UDP) and not over the
signaling channel. Thus, DTLS-SRTP is generally known as "secured key exchange over media".
DTLS is similar to TLS, but runs over UDP, whereas TLS is over TCP. Before the DTLS handshake,
the peers exchange DTLS parameters (fingerprint and setup) and algorithm types in the SDP
body of the SIP messages exchanged for establishing the call (INVITE request and response).
The peers participate in a DTLS handshake during which they exchange certificates. These
certificates are used to derive a symmetric key, which is used to encrypt data (SRTP) flow
between the peers. A hash value calculated over the certificate is transported in the SDP using
the 'a=fingerprint' attribute. At the end of the handshake, each side verifies that the certificate
it received from the other side fits the fingerprint from the SDP. To indicate DTLS support, the
SDP offer/answer of the SIP message uses the 'a=setup' attribute. The 'a=setup:actpass'
attribute value is used in the SDP offer by the device. This indicates that the device is willing to
be either a client (‘act') or a server ('pass') in the handshake. The 'a=setup:active' attribute
value is used in the SDP answer by the device. This means that the device wishes to be the
client (‘active') in the handshake.

a=setup:actpass
a=fingerprint: SHA-1
\4A:AD:B9:B1:3F:82:18:3B:54:02:12:DF:3E:5D:49:6B:19:E5:7C:AB

DTLS cipher suite reuses the TLS cipher suite. The DTLS handshake is done for every new call
configured for DTLS. In other words, unlike TLS where the connection remains "open" for future
calls, a new DTLS connection is required for every new call. Note that the entire authentication
and key exchange for securing the media traffic is handled in the media path through DTLS. The
signaling path is used only to verify the peers' certificate fingerprints. DTLS messages are
multiplexed onto the same ports that are used for the media.
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> To configure DTLS:

1. Inthe TLS Context table (see Configuring TLS Certificate Contexts), configure a TLS Context
with the DTLS version [TLSContexts_DTLSVersion].

2. Open the IP Groups table (see Configuring IP Groups), and then for the IP Group associated
with the SIP entity, assign it the TLS Context for DTLS, using the 'Media TLS Context'
parameter [IPGroup_DTLSContext].

3. Open the IP Profiles table (see Configuring IP Profiles), and then for the IP Profile associated
with the SIP entity, configure the following:

e Configure the 'SBC Media Security Mode' parameter [IPProfile_
SBCMediaSecurityBehavior] to Secured or Both.

e Configure the 'Media Security Method' parameter [IPProfile_
SBCMediaSecurityMethod] to DTLS.

e Configure the 'RTCP Mux' parameter [IpProfile_SBCRTCPMux] to Supported.
Multiplexing is required as the DTLS handshake is done for the port used for RTP and
thus, RTCP and RTP must be multiplexed onto the same port.

e Configure the ini file parameter [SbcDtIsMtu] (or CLI command configure voip >
sbc settings > sbc-dtls-mtu) to define the maximum transmission unit
(MTU) size for the DTLS handshake.

4. Configure the minimum interval that the device waits between transmission of DTLS
packets in the same DTLS handshake, using the ini file parameter
[DTLSTimeBetweenTransmissions].

e The'Cipher Server' parameter must be configured to "ALL".

e The device does not support forwarding of DTLS transparently between
endpoints.
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18 Services

This section describes configuration for various supported services.

DHCP Server Functionality

The device can serve as a Dynamic Host Configuration Protocol (DHCP) server that assigns and
manages IP addresses from a user-defined address pool for DHCP clients. The DHCP server can
also be configured to supply additional information to the requesting client such as the IP
address of the TFTP server, DNS server, NTP server, and default router (gateway). The DHCP
server functionality complies with IETF RFC 2131 and RFC 2132.

The DHCP server can service up to 25,000 DHCP clients. The DHCP clients are typically IP phones
that are connected to the device's LAN port.

The DHCP server is activated when you configure a valid entry in the DHCP Servers table (see
Configuring the DHCP Server) and associate it with an active IP network interface listed in the IP
Interfaces table. When an IP phone on the LAN requests an IP address, the DHCP server
allocates one from the address pool. In scenarios of duplicated IP addresses on the LAN (i.e., an
unauthorized network device using one of the IP addresses of the DHCP address pool), the
DHCP server detects this condition using an Address Resolution Protocol (ARP) request and
temporarily blacklists the duplicated address.

You can also configure the DHCP server to respond only to DHCPDiscover requests from DHCP
clients that contain a specific value for Option 60 (Vendor Class Identification). For more
information, see Configuring the Vendor Class Identifier.

Configuring the DHCP Server

The DHCP Servers table lets you configure the device's DHCP server (only one). The DHCP
Server table configures the DHCP server implementation. This includes configuring the DHCP IP
address pool from where IP addresses are allocated to requesting DHCP clients, as well as
configuring other information such as IP addresses of the DNS server, NTP server, default router
(gateway), and SIP proxy server. The DHCP server sends the information in DHCP Options. The
table below lists the DHCP Options that the DHCP server sends to the DHCP client and which
are configurable in the DHCP Servers table.

Table 18-1: Configurable DHCP Options in DHCP Servers Table

DHCP Option Code DHCP Option Name
Option 53 DHCP Message Type
Option 54 DHCP Server ldentifier
Option 51 IP Address Lease Time
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DHCP Option Code
Option 1
Option 3
Option 6
Option 44
Option 46
Option 42
Option 2
Option 66
Option 67

Option 120

DHCP Option Name
Subnet Mask
Router
Domain Name Server
NetBIOS Name Server
NetBIOS Node Type
Network Time Protocol Server
Time Offset
TFTP Server Name
Boot file Name

SIP Server

Once you have configured the DHCP server, you can configure the following:

B DHCP Vendor Class Identifier names (DHCP Option 60) - see Configuring the Vendor Class

Identifier

B Additional DHCP Options - see Configuring Additional DHCP Options

B Static IP addresses for DHCP clients - see Configuring Static IP Addresses for DHCP Clients

& If you configure additional DHCP Options in the DHCP Option table, they override the
default ones, which are configured in the DHCP Servers table. For example, if you
configure Option 67 in the DHCP Option table, the device uses the value configured
in the DHCP Option table instead of the value configured in the DHCP Servers table.

To view and delete currently serviced DHCP clients, see Viewing and Deleting DHCP Clients.

The following procedure describes how to configure the DHCP server through the Web

interface. You can also configure it through ini file [DhcpServer] or CLI (configure network

> dhcp-server server <index>).

> To configure the device's DHCP server:

1. Open the DHCP Servers page (Setup menu > IP Network tab > Advanced folder > DHCP

Severs).

2. Click New; the following dialog box appears:

-240 -



CHAPTER 18 Services Mediant Software SBC | User's Manual

-

GENERAL TIME AND DATE
Index 0 NTP Server 1 0.0.00
Interface Name - View NTP Server 2 0.0.0.0
Start IP Address 192.168.0.100 Time Offset 0 |
End IP Address 192.168.0.14%
Subnet Mask 255.255.255.0 BOOT FILE
rease Time 1440 TFTP Server Name
Eoot File Name
one Expand Boot-File Mame | Yes EI b
DMS Server 1 0.0.0.0
DNS Server 2 0.0.0.0 ROUTER
Override Router 0.0.0.0

3. Configure a DHCP server according to the parameters described in the table below.
4. Click Apply.

Table 18-2: DHCP Servers Table Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table row.
dhcp server Note:
<index>

B Each row must be configured with a unique index.

B Currently, only one index row can be configured.

'Interface Name' Associates an IP network interface on which the DHCP server
network-if operates. The IP interfaces are configured in the IP Interfaces
[DhcpServer table (see Configuring IP Network Interfaces).

InterfaceName] By default, no value is defined.

'Start IP Address' Defines the starting IP address (IPv4 address in dotted-decimal
start-address format) of the IP address pool range used by the DHCP server
[DhcpServer to allocate addresses.

StartIPAddress] The default value is 192.168.0.100.

Note: The IP address must belong to the same subnet as the
associated interface’s IP address.
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Parameter

'End IP Address'

end-address

[DhcpServer_
EndIPAddress]

'Subnet Mask'

subnet-mask

[DhcpServer_
SubnetMask]

'Lease Time'

lease-time

[DhcpServer_LeaseTime]

DNS

'DNS Server 1'

dns-server-1

[DhcpServer_
DNSServeri]

‘DNS Server 2'

dns-server-2

[DhcpServer_
DNSServer2]

NetBIOS

'NetBIOS Name Server'

netbios-server

[DhcpServer_
NetbiosNameServer]

‘NetBIOS Node Type'

netbios-node-type

Description

Defines the ending IP address (IPv4 address in dotted-decimal
format) of the IP address pool range used by the DHCP server
to allocate addresses.

The default value is 192.168.0.149.

Note: The IP address must belong to the same subnet as the
associated interface’s IP address and must be "greater or
equal" to the starting IP address defined in 'Start IP Address'.

Defines the subnet mask (for IPv4 addresses) for the DHCP
client. The value is sent in DHCP Option 1 (Subnet Mask).

The default value is 0.0.0.0.

Note: The value must be "narrower" or equal to the subnet
mask of the associated interface’s IP address. If set to
"0.0.0.0", the subnet mask of the associated interface is used.

Defines the duration (in minutes) of the lease time to a DHCP
client for using an assigned IP address. The client needs to
request a new address before this time expires. The value is
sent in DHCP Option 51 (IP Address Lease Time).

The valid value range is 0 to 214,7483,647. The default is 1440.
When set to 0, the lease time is infinite.

Defines the IP address (IPv4) of the primary DNS server that
the DHCP server assigns to the DHCP client. The value is sent in
DHCP Option 6 (Domain Name Server).

The default value is 0.0.0.0.

Defines the IP address (IPv4) of the secondary DNS server that
the DHCP server assigns to the DHCP client. The value is sent in
DHCP Option 6 (Domain Name Server).

The default value is 0.0.0.0.

Defines the IP address (IPv4) of the NetBIOS WINS server that
is available to a Microsoft DHCP client. The value is sent in
DHCP Option 44 (NetBIOS Name Server).

The default value is 0.0.0.0.

Defines the node type of the NetBIOS WINS server for a
Microsoft DHCP client. The value is sent in DHCP Option 46
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Parameter

[DhcpServer_
NetbiosNodeType]

Time and Date

'NTP Server 1'

ntp-server-1

[DhcpServer_
NTPServerl]

'NTP Server 2'

ntp-server-2

[DhcpServer_
NTPServer2]

'"Time Offset'

time-offset

[DhcpServer_
TimeOffset]

Boot File

'TFTP Server Name'

tftp-server—-name

[DhcpServer_TftpServer]

'Boot File Name'
boot-file-name

[DhcpServer_
BootFileName]

Description

(NetBIOS Node Type).

B [0] Broadcast (default)
B [1] peer-to-peer
B [4] Mixed
|

[8] Hybrid

Defines the IP address (IPv4) of the primary NTP server that
the DHCP server assigns to the DHCP client. The value is sent in
DHCP Option 42 (Network Time Protocol Server).

The default value is 0.0.0.0.

Defines the IP address (IPv4) of the secondary NTP server that
the DHCP server assigns to the DHCP client. The value is sent in
DHCP Option 42 (Network Time Protocol Server).

The default value is 0.0.0.0.

Defines the Greenwich Mean Time (GMT) offset (in seconds)
that the DHCP server assigns to the DHCP client. The value is
sent in DHCP Option 2 (Time Offset).

The valid range is -43200 to 43200. The default is 0.

Defines the IP address or name of the TFTP server that the
DHCP server assigns to the DHCP client. The TFTP server
typically stores the boot file image, defined in the 'Boot file
name' parameter (see below). The value is sent in DHCP
Option 66 (TFTP Server Name).

The valid value is a string of up to 80 characters. By default, no
value is defined.

Defines the name of the boot file image for the DHCP client.
The boot file stores the boot image for the client. The boot
image is typically the operating system the client uses to load
(downloaded from a boot server). The value is sent in DHCP
Option 67 (Bootfile Name). To define the server storing the
file, use the 'TFTP Server' parameter (see above).

The valid value is a string of up to 256 characters. By default,
no value is defined.
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Parameter

‘Expand Boot-File Name'
expand-boot-file-
name

[DhcpServer_
ExpandBootfileName]

Router

'Override Router'
override-router-

address

[DhcpServer_
OverrideRouter]

SIP

'SIP Server'

sip-server

[DhcpServer_SipServer]

'SIP Server Type'
sip-server-type
[DhcpServer_
SipServerType]

Description

The name can also include the following case-sensitive
placeholder strings that are replaced with actual values if the
'Expand Boot-file Name' parameter is set to Yes:

B <MAC>: Replaced by the MAC address of the client (e.g.,
boot_<MAC>.ini). The MAC address is obtained in the
client's DHCP request.

B <IP>: Replaced by the IP address assigned by the DHCP
server to the client.

Enables the use of the placeholders in the boot file name,
defined in the 'Boot file name' parameter.

B [0]No
M [1] Yes (default)

Defines the IP address (IPv4 in dotted-decimal notation) of the
default router that the DHCP server assigns the DHCP client.
The value is sent in DHCP Option 3 (Router).

The default value is 0.0.0.0. If not specified (empty or
“0.0.0.0”), the IP address of the default gateway configured in
the IP Interfaces table for the IP network interface that you
associated with the DHCP server (see the 'Interface Name'
parameter above) is used.

Defines the IP address or DNS name of the SIP server that the
DHCP server assigns the DHCP client. The client uses this SIP
server for its outbound SIP requests. The value is sent in DHCP
Option 120 (SIP Server). After defining the parameter, use the
'SIP server type' parameter (see below) to define the type of
address (FQDN or IP address).

The valid value is a string of up to 256 characters. The default
is 0.0.0.0.

Defines the type of SIP server address. The actual address is
defined in the 'SIP server' parameter (see above). Encoding is
done per SIP Server Type, as defined in RFC 3361.

B [0] DNS names = (Default) The 'SIP server' parameter is
configured with an FQDN of the SIP server.
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Parameter Description

B [1] IP address = The 'SIP server' parameter configured with
an IP address of the SIP server.

Configuring the Vendor Class Identifier

The DHCP Vendor Class table lets you configure up to 10 Vendor Class Identifier (VCI) names
(DHCP Option 60). When the table is configured, the device's DHCP server responds only to
DHCPDiscover requests that contain Option 60 and that match one of the DHCP VCls configured
in the table. If you have not configured any entries in the table, the DHCP server responds to all
DHCPDiscover requests, regardless of the VCI.

The VCI is a string that identifies the vendor and functionality of a DHCP client to the DHCP
server. For example, Option 60 can show the unique type of hardware (e.g., "AudioCodes
440HD IP Phone") or firmware of the DHCP client. The DHCP server can then differentiate
between DHCP clients and process their requests accordingly.

The following procedure describes how to configure the DHCP VCls through the Web interface.
You can also configure it through ini file [DhcpVendorClass] or CLI (configure network >

dhcp-server vendor-class).

> To configure DHCP Vendor Class Identifiers:

1. Open the DHCP Servers table (see Configuring the DHCP Server).

2. Select the row of the desired DHCP server for which you want to configure VCls, and then
click the DHCP Vendor Class link located below the table; the DHCP Vendor Class table
opens.

3. Click New; the following dialog box appears:

GENERAL

Index 0
DHCP Server Index - B View

Vendor Class ldentifier

4. Configure a VCI for the DHCP server according to the parameters described in the table
below.

5. Click Apply.
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Table 18-3: DHCP Vendor Class Table Parameter Descriptions

Parameter Description
‘Index’ Defines an index number for the new table row.
dhcp vendor- Note: Each row must be configured with a unique index.

class <index>

[DhcpVendorClass_

Index]

'DHCP Server Index' Associates the VCl table entry with a DHCP server that you
dhcp-server- configured in Configuring the DHCP Server.

number Note: Currently, only one DHCP server (Index 0) can be
[DhcpVendorClass_ configured and therefore, the parameter is always set at 0.

DhcpServerindex]

‘Vendor Class Identifier' | Defines the value of the VCI DHCP Option 60.
vendor-class The valid value is a string of up to 80 characters. By default, no

[DhcpVendorClass_ value is defined.
VendorClassld]

Configuring Additional DHCP Options

The DHCP Option table lets you configure up to 10 additional DHCP Options that the DHCP
server can use to service the DHCP client. These DHCP Options are included in the DHCPOffer
response sent by the DHCP server.

The following procedure describes how to configure DHCP Options through the Web interface.
You can also configure it through ini file [DhcpOption] or CLI (configure network >
dhcp-server option).

A The additional DHCP Options configured in the DHCP Option table override the
default ones, which are configured in the DHCP Servers table. In other words, if you
configure Option 67 in the DHCP Option table, the device uses the value configured
in the DHCP Option table instead of the value configured in the DHCP Servers table.

> To configure DHCP Options:

1. Open the DHCP Servers table (see Configuring the DHCP Server).

2. Select the row of the desired DHCP server for which you want to configure additional DHCP
Options, and then click the DHCP Option link located below the table; the DHCP Option
table opens.

3. Click New; the following dialog box appears:
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GEMERAL

Index

DHCP Server Index
Option

Type

Value

Expand Value

-

159

ASCII B
Yes B

Configure additional DHCP Options for the DHCP server according to the parameters

described in the table below.

Click Apply.

Table 18-4: DHCP Option Table Parameter Descriptions

Parameter

‘Index’
dhcp option
[DhcpOption_Index]

'DHCP Server Index'

dhcp-server—-number

[DhcpOption_DhcpServerindex]

'Option’
option

[DhcpOption_Option]

ITypel
type
[DhcpOption_Type]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

Associates the DHCP Option table entry with a
DHCP server that you configured in Configuring the
DHCP Server.

Note: Currently, only one DHCP server (Index 0) can
be configured and therefore, the parameter is
always set at 0.

Defines the code of the DHCP Option.
The valid value is 1 to 254. The default is 159.

For example, for DHCP Option 150 (Cisco
proprietary for defining multiple TFTP server IP
addresses), enter the value 150.

Defines the format (type) of the DHCP Option value
that is configured in the 'Value' parameter (see
below).

B [0] ASCII = (Default) Plain-text string (e.g., when
the value is a domain name).
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Parameter Description

B [1] IP address = IPv4 address.
M [2] Hexadecimal = Hexadecimal-encoded string.

For example, if you configure the 'Value' parameter
to "company.com" (without quotation marks), you
need to configure the 'Type' parameter to ASCII.

'Value' Defines the value of the DHCP Option. For example,
value if you are using Option 66, the parameter is used for
specifying the TFTP provisioning server (e.g.,
http://192.168.3.155:5000/provisioning/).

The valid value is a string of up to 256 characters.

By default, no value is defined. For IP addresses, the
value can be one or more IPv4 addresses, each

[DhcpOption_Value]

separated by a comma (e.g.,
192.168.10.5,192.168.10.20). For hexadecimal
values, the value is a hexadecimal string (e.g.,
c0a80a05).

You can also configure the parameter with case-
sensitive placeholder strings that are replaced with
actual values if the 'Expand Value' parameter (see
below) is set to Yes:

B <MAC>: Replaced by the MAC address of the
client. The MAC address is obtained from the
client's DHCP request. For example, the
parameter can be set to:
http://192.168.3.155:5000/provisioning/cfg_
<MAC>.txt

B <IP>: Replaced by the IP address assigned by the
DHCP server to the client. For example, the
parameter can be set to:
http://192.168.3.155:5000/provisioning/cfg_

<IP>.txt
‘Expand Value' Enables the use of the special placeholder strings,
expand-value "<MAC>" and "<IP>" for configuring the 'Value'

[DhcpOption_ExpandValue] parameter (see above).
B [0] No
M [1] Yes (default)

Note: The parameter is applicable only to values of
type ASCII (see the 'Type' parameter, above).
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Configuring Static IP Addresses for DHCP Clients

The DHCP Static IP table lets you configure up to 100 DHCP clients with static IP addresses. The
static IP address is a "reserved" IP address for a specified DHCP client defined by MAC address.
In other words, instead of assigning the DHCP client with a different IP address upon each IP
address lease renewal request, the DHCP server assigns the client the same IP address. For
DHCP clients that are not listed in the table, the DHCP server assigns a random IP address from
its address pool, as in normal operation.

The following procedure describes how to configure static IP addresses for DHCP clients
through the Web interface. You can also configure it through ini file [DhcpStaticlP] or CLI
(configure network > dhcp-server static-ip <index>).

> To configure static IP addresses for DHCP clients:

1. Open the DHCP Servers table (see Configuring the DHCP Server).

2. Select the row of the desired DHCP server for which you want to configure static IP
addresses for DHCP clients, and then click the DHCP Static IP link located below the table;
the DHCP Static IP table opens.

3. Click New; the following dialog box appears:

GENERAL
Index 0

DHCP Server Index - E| View
IP Address 0.0.0.0

MAC Address 00:00:87:00:00:00

4. Configure a static IP address for a specific DHCP client according to the parameters
described in the table below.

5. Click Apply.

Table 18-5: DHCP Static IP Table Parameter Descriptions
Parameter Description

'Index' Defines an index number for the new table row.

dhcp static-ip Note: Each row must be configured with a unique index.
<index>
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Parameter Description
[DhcpStaticlP_Index]

‘DHCP Server Index' Associates the DHCP Static IP table entry with a DHCP server that

dhcp-server- you configured in Configuring the DHCP Server.
number Note: Currently, only one DHCP server (Index 0) can be configured
[DhcpStaticlP_ and therefore, the parameter is always set at 0.

DhcpServerindex]

'IP Address' Defines the "reserved", static IP address (IPv4) to assign the DHCP
ip-address client.

[DhcpStaticlP_ The default is 0.0.0.0.

IPAddress]

'MAC Address' Defines the DHCP client by MAC address (in hexadecimal format).
mac-address The valid value is a string of up to 20 characters. The format
[DhcpStaticlP_ includes six groups of two hexadecimal digits, each separated by a
MACAddress] colon. The default MAC address is 00:90:8f:00:00:00.

Viewing and Deleting DHCP Clients

The DHCP Clients table lets you view currently serviced DHCP clients by the DHCP server. The
table also lets you delete DHCP clients. If you delete a client, the DHCP server ends the lease of
the IP address to the client and the IP address becomes available for allocation by the DHCP
server to another client.

The following procedure describes how to view DHCP clients through the Web interface. You
can also view this through CLI:

B To view DHCP clients:
# show network dhcp clients
B To view DHCP clients according to IP address:
# show network dhcp ip
B To view DHCP clients according to MAC address:

# show network dhcp mac
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B To view DHCP clients that have been blacklisted from DHCP implementation (due to
duplicated IP addresses in the network, where another device is using the same IP address
as the one assigned to the client):

# show network dhcp black-list

> To view or delete DHCP clients:

1. Open the DHCP Servers table (see Configuring the DHCP Server).

2. Select the row of the desired DHCP server for which you want to view DHCP clients, and
then click the DHCP Clients link located below the table; the DHCP Clients table opens:

INDEX = DHCF SERVER INDEX  IP ADDRESS MAC ADDRESS LEASE EXPIRATION

The table displays the following per client:
e Index: Table index number.

e DHCP Server Index: The index number of the configured DHCP server scope in the
DHCP Server table (see Configuring the DHCP Server) with which the client is
associated.

e |P Address: IP address assigned to the DHCP client by the DHCP server.
e MAC Address: MAC address of the DHCP client.

e Lease Expiration: Date on which the lease of the DHCP client's IP address obtained
from the DHCP server expires.

3. Todelete a client:
a. Select the table row index of the DHCP client that you want to delete.

b. Click the Action button, and then from the drop-down menu, choose Delete; a
confirmation message appears.

c. Click OK to confirm deletion.

SIP-based Media Recording

The device can record SIP-based media (RTP/SRTP) call sessions traversing it. The device can
record not only audio streams, but also video streams for audio-video calls. The media
recording support is in accordance with the Session Recording Protocol (SIPRec), which
describes architectures for deploying session recording solutions and specifies requirements for
extensions to SIP that will manage delivery of RTP media to a recording device. The device's
SIPRec feature is in compliance with the following:

B RFC 6341 (Use Cases and Requirements for SIP-Based Media Recording)

B Session Recording Protocol (draft-ietf-siprec-protocol-02)

-251-



CHAPTER 18 Services Mediant Software SBC | User's Manual

B Architecture (draft-ietf-siprec-architecture-03)

B RFC 7865 (Session Initiation Protocol (SIP) Recording Metadata)

Warning for Deployments in France: The device supports SIP-based Media
Recording (SIPRec) according to RFC 6341. As such, you must adhere to the
Commission Nationale Informatique et  Liberté’s  (CNIL) directive
(https://www.cnil.fr/len/rights- and- obligations) and be aware that article R226-15
applies penalties to the malicious interception, diversion, use or disclosure of
correspondence sent, transmitted or received by means of telecommunication, or the
setting up of a device designed to produce such interceptions.

A e The SIP-based Media Recording feature is available only if the device is installed
with a License Key (see License Key) that includes this feature. The License Key
specifies the maximum number of supported SIP recording sessions. For audio-
video calls, video recording needs additional SBC media channel resources.

e For maximum concurrent SIPRec sessions, refer to the device's Release Notes,
which can be downloaded from AudioCodes website.

e You can view active and historical SIPRec call information, using the CLI
command show voip calls.

e You can customize SBC CDRs generated by the device to include the field "Is
Recorded" which indicates if the SBC leg was recorded or not. For more
information, see Customizing CDRs for SBC Calls and Test Calls on page 1094.

Session recording is a critical requirement in many business communications environments
such as call centers and financial trading floors. In some of these environments, all calls must be
recorded for regulatory and compliance reasons. In others, calls may be recorded for quality
control or business analytics. Recording is typically performed by sending a copy of the session
media to the recording devices.

The SIPRec protocol specifies the use of SIP, SDP, and RTP to establish a Recording Session (RS)
from the Session Recording Client (SRC), which is on the path of the Communication Session
(CS), to a Session Recording Server (SRS) at the recording equipment. The device functions as
the SRC, sending recording sessions to a third-party SRS, as shown in the figure below.
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The device can record calls between two IP Groups. The type of calls to record can be specified
by source and/or destination prefix number or SIP Request-URI, as well as by call initiator. The
side ("leg") on which the recording is done must be specified. Specifying the leg is important as
it determines the various call media attributes of the recorded RTP (or SRTP) such as coder
type.

The device can also record SRTP calls and send it to the SRS in RTP, or vice versa. For this
functionality, simply configure the 'SBC Media Security Mode' parameter of the IP Profile that is
associated with the SRS's IP Group to Secured or Not Secured, respectively. If you need to
record the call in a coder that is different to the coder used in the call, the device can also be
located between an SRS and an SRC to perform coder transcoding. In this setup, the device
receives SIP recording sessions from the SRC and transcodes the media between the SRC and
SRS, and then forwards the recording to the SRS in the transcoded media format.

The device can send recorded SBC calls to multiple SRSs. To achieve this, you can configure up
to three groups of SRSs, where each group can contain one SRS (standalone), or two SRSs
operating in an active-standby (1+1) mode for SRS redundancy. The device sends both SIP
signaling and RTP to all standalone SRSs.

For SRS redundancy, the device sends SIP signaling to all SRSs (active and standby), but sends
RTP only to the active SRSs. If during a recorded call session, the standby SRS detects that the
active SRS has gone offline, the standby SRS sends a re-INVITE to the device and the device then
sends the recorded RTP to the standby SRS instead (which now becomes the active SRS). For
new calls, if the device receives no response or a reject response from the active SRS to its' sent
INVITE message, the device sends the recorded call to the standby SRS.
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& e Forthe device's SRS active-standby feature to function, it must be supported by
the third-party SRS. For supported third-party SRS vendors, contact your
AudioCodes sales representative.

e The device can send recordings (media) to up to three active SRSs. In other
words, any one of the following configurations are supported:

v Up to three standalone (active) SRSs.

v Uptothree active-standby SRS pairs (i.e., six SRSs, but recordings are sent
only to the three active SRSs).

v One standalone (active) SRS and two active-standby SRS pairs.

v Two standalone (active) SRSs and one active-standby SRS pair.

e SRS active-standby redundancy is a license-dependent feature and is available
only if itis included in the License Key installed on the device (see Viewing the
License Key on page 918). Therefore, the SIPRec feature can require two
licenses — the regular license ("SIPRec Sessions") for standalone (active) SRSs
and a license for SRS active-standby redundancy ("SIPRec Redundancy"). If you
are implementing only standalone SRSs, you only need the “SIPRec Sessions”
license. If you are implementing SRS active-standby redundancy, you need both
licenses.

e The “SIPRec Sessions” license defines the maximum number of sessions for
active SRSs (standalone SRS and the active SRS in the active-standby
redundancy pair). The "SIPRec Redundancy" license defines the maximum
number of SIPRec sessions for the standby SRS in the active-standby
redundancy pair. For example, if you want to support 10 SIPRec sessions per
SRS, the required licenses for various scenarios are as follows:

v One standalone SRS: "SIPRec Sessions" = 10

v Two standalone SRSs: "SIPRec Sessions" = 20

v One active-standby redundancy pair: "SIPRec Sessions" = 10; "SIPRec
Redundancy" =10

v Two active-standby redundancy pairs: "SIPRec Sessions" = 20; "SIPRec
Redundancy" = 20

v One standalone SRS and two active-standby redundancy pairs: "SIPRec
Sessions" = 30; "SIPRec Redundancy" = 20

The device initiates a recording session by sending an INVITE message to the SRS when the call
to be recorded is connected. The SIP From header contains the identity of the SRC and the To
header contains the identity of the SRS. The SIP message body of the INVITE contains the
following:

M SDP body:
e Two 'm='lines that represent the two RTP/SRTP streams (Rx and Tx).
e Two 'a=label:' lines that identify the streams.

If the recorded leg includes a video stream, the SDP not only includes the two audio
streams (‘m=audio'), but also two video streams ('m=video') in send-only RTP mode
(‘a=sendonly') - one for Tx and one for Rx.

B XML body (also referred to as metadata), which provides information on the participants of
the call session:
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e <group id>: Logging Session ID (displayed as [SID:nnnnn] in Syslog), converted to hex
(or Base64 format). This number remains the same even if the call is forwarded or
transferred. This is important for recorded calls.

® <session id>: SIP Call-ID header value of the recorded leg, which the device represents
as a unique hashed number.

® <group-ref>: Same as <group id>.
e <participant id>: SIP From / To user.
e <namelD aor>: From/To user@host.

e <send> and <recv>: IDs for the RTP/SRTP streams in hex (or Base64 format) - bits 0-31
are the same as group, bits 32-47 are the RTP port.

e <stream id>: Same as <send> for each participant.

e <label>: 1 and 2 (same as in the SDP's 'a=label:' line).

e RFC 7865 only:
¢ <sessionrecordingassoc>: Session association data.
& <participantsessionassoc>: Data for association between participant and session.
& <participantstreamassoc>: Data for association between participant and stream.

If the recorded leg includes a video stream, the metadata body contains two additional
<stream> sections, which denote the Tx and Rx recording streams of the video payload.
When RFC 7865 is chosen as the metadata format, the <participantstreamassoc> sections
also contain this additional pair of streams.

You can configure the format of the recording metadata (i.e., based on RFC 7865 or
"legacy") generated by the device. For more information, see Configuring Format of SIPRec
Metadata on page 264.

The SRS can respond with 'a=recvonly' for immediate recording or 'a=inactive' if recording is not
yet needed, and send a re-INVITE at any later stage with the desired RTP/SRTP mode change. If
a re-INVITE is received in the original call (e.g., when a call is on hold), the device sends another
re-INVITE with two 'm='lines to the SRS with the updated RTP/SRTP data. If the recorded leg
uses SRTP, the device can send the media streams to the SRS as SRTP; otherwise, the media
streams are sent as RTP to the SRS.

Below is an example of an INVITE sent by the device to the SRS, showing the legacy and RFC
7865 metadata formats (only one of these is generated in real-life scenarios):

INVITE sip:VSRP@1.9.64.253 SIP/2.0

Via: SIP/2.0/UDP 192.168.241.44:5060;branch=z9hG4bKac505782914
Max-Forwards: 10

From: <sip:192.168.241.44>;tag=1c505764207

To: <sip:VSRP@1.9.64.253>

Call-ID: 505763097241201011157@192.168.241.44

CSeq: 1INVITE
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Contact: <sip:192.168.241.44:5060>;src

Supported: replaces,resource-priority

Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,INF
0,SUBSCRIBE,UPDATE

Require: siprec

User-Agent: Device /7.20A.258.980

Content-Type: multipart/mixed;boundary=boundary_ac1fffff85b
Content-Length: 1832

--boundary_ac1fffff85b

Content-Type: application/sdp

v=0

0=AudioCodesGW 921244928 921244893 IN IP4 10.33.8.70
s=SBC-Call

c=IN1P4 10.33.8.70

t=00

m=audio 6020 RTP/AVP 8 96
c=IN1P4 10.33.8.70

a=ptime:20

a=sendonly

a=label:1

a=rtpmap:8 PCMA/8000
a=rtpmap:96 telephone-event/8000
a=fmtp:96 0-15

m=audio 6030 RTP/AVP 8 96
c=IN1P4 10.33.8.70

a=ptime:20

a=sendonly

a=label:2

a=rtpmap:8 PCMA/8000
a=rtpmap:96 telephone-event/8000
a=fmtp:96 0-15
--boundary_ac1fffff85b

Content-Type: application/rs-metadata
Content-Disposition: recording-session

B Legacy XML metadata:

<?xml version="1.0" encoding="UTF-8"?>
<recording xmIns='urn:ietf:params:xml:ns:recording'>
<datamode>complete</datamode>
<group id="00000000-0000-0000-0000-00003a36¢c4e3">
<associate-time>2010-01-24T01:11:57Z</associate-time>

-257 -



CHAPTER 18 Services Mediant Software SBC | User's Manual

</group>
<session id="0000-0000-0000-0000-00000000d0d71a52">
<group-ref>00000000-0000-0000-0000-00003a36c4e3</group-ref>
<start-time>2010-01-24T01:11:57Z</start-time>
<ac:AvayaUCID
xmlns="urn:ietf:params:xml:ns:Avaya">FA080030C4E34B5BOES59</ac:Avaya
UCID>
</session>
<participant id="1056" session="0000-0000-0000-0000-
00000000d0d71a52">
<namelD aor="1056@192.168.241.20"></namelD>
<associate-time>2010-01-24T01:11:57Z</associate-time>
<send>00000000-0000-0000-0000-1CF23A36C4E3</send>
<recv>00000000-0000-0000-0000-BF583A36C4E3</recv>
</participant>
<participant id="182052092" session="0000-0000-0000-0000-
00000000d0d71a52">
<namelD aor="182052092@voicelab.local"></namelD>
<associate-time>2010-01-24T01:11:57Z</associate-time>
<recv>00000000-0000-0000-0000-1CF23A36C4E3</recv>
<send>00000000-0000-0000-0000-BF583A36C4E3</send>
</participant>
<stream id="00000000-0000-0000-0000-1CF23A36C4E3" session="0000-
0000-0000-0000-00000000d0d71a52">
<label>1</label>
</stream>
<stream id="00000000-0000-0000-0000-BF583A36C4E3" session="0000-
0000-0000-0000-00000000d0d71a52">
<label>2</label>
</stream>
</recording>
--boundary_ac1fffff85b—

e RFC 7865 XML metadata:

<?xml version="1.0" encoding="UTF-8"?>
<recording xmIns="urn:ietf:params:xml:ns:recording" xmlns:ac="http://abc">
<datamode>complete</datamode>
<group group_id="4gAAAAC9YRUBDQDw">
<associate-time>2018-04-17T09:35:41</associate-time>
</group>
<session session_id="OWc4Md2PHao=">
<group-ref>4gAAAAC9YRUBDQDw</group-ref>
</session>
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<participant participant_id="MjAw">
<namelD aor="200@10.33.8.52">
<name xml:lang="en">Bob</name>
</namelD>
</participant>
<participant participant_id="MTAw">
<namelD aor="100@10.33.8.52"></namelD>
</participant>
<stream stream_id="mBfiAAAAALThFQENAPA=" session__
id="OWc4Md2PHao=">
<label>1</label>
</stream>
<stream stream_id="hBfiAAAAALThFQENAPA=" session__
id="OWc4Md2PHao=">
<label>2</label>
</stream>
<sessionrecordingassoc session_id="OWc4Md2PHao=">
<associate-time>2018-04-17T09:35:41</associate-time>
</sessionrecordingassoc>
<participantsessionassoc participant_id="MjAw" session_
id="OWc4Md2PHao=">
<associate-time>2018-04-17T09:35:41</associate-time>
</participantsessionassoc>
<participantsessionassoc participant_id="MTAw" session_
id="OWc4Md2PHao=">
<associate-time>2018-04-17T09:35:41</associate-time>
</participantsessionassoc>
<participantstreamassoc participant_id="MjAw">
<send>mBfiAAAAALThFQENAPA=</send>
<recv>hBfiAAAAALThFQENAPA=</recv>
</participantstreamassoc>
<participantstreamassoc participant_id="MTAw">
<send>hBfiAAAAALThFQENAPA=</send>
<recv>mBfiAAAAALThFQENAPA=</recv>
</participantstreamassoc>
</recording>

Configuring SIP Recording Rules

The SIP Recording Rules table lets you configure up to 30 SIP-based media recording rules. A SIP
Recording rule defines call routes that you want to record. For an overview of the feature, see
SIP-based Media Recording.
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& e Toview the total number of currently active SIPRec signaling sessions, use the
CLI command show voip calls statistics siprec. For more information, refer to
the CLI Reference Guide.

e To configure the device's timestamp format (local or UTC) in SIP messages sent
to the SRS, see the SIPRecTimeStamp parameter.

e When recording SRTP-to-SRTP calls, if you want to send the recorded media to
the SRS as RTP (i.e., decrypted), you need to add an IP Profile for the SRS and
configure its 'SBC Media Security Mode' parameter to Not Secured (see
Configuring IP Profiles on page 525).

e |f you configure a SIP Recording rule (see SIP-based Media Recording on
page 251) for calls that have also been configured for direct media (media
bypass), using a SIP Interface ('Direct Media' parameter) or an IP Profile ('Direct
Media Tag' parameter), the device automatically disables direct media for these
calls (during their SIP signaling setup). This ensures that the media passes
through the device so that it can be recorded and sent to the SRS. However, if
you enable direct media using the [SBCDirectMedia] global parameter (i.e., for all
calls), direct media is always enforced and calls will not be recorded.

The following procedure describes how to configure SIP Recording rules through the Web
interface. You can also configure it through ini file [SIPRecRouting] or CLI (configure voip
> sip-definition sip-recording sip-rec-routing).

> To configure a SIP Recording rule:

1. Open the SIP Recording Rules table (Setup menu > Signaling & Media tab > SIP Recording
folder > SIP Recording Rules).

2. Click New; the following dialog box appears:

GENERAL RECORDING SERVER

Indes o Recording Server (585 P Group -] view

Ay v | view Redundant Recording Server (SRS) P Group - v | view

Condition v | View

wwwwww

The following configuration records calls made by IP Group "ITSP" to IP Group "IP-PBX" that
have the destination number prefix "1800". The device records the calls from the leg
interfacing with IP Group "IP PBX" (peer) and sends the recorded media to IP Group "SRS-
1". SRS redundancy has also been configured, where IP Group "SRS-1" is the active SRS and
IP Group "SRS-2" the standby SRS.

e Recorded IP Group: "ITSP"

e Recorded Destination Pattern: 1800

e PeerIP Group: "IP-PBX"

e Caller: Peer Party

e Recording Server (SRS) IP Group: "SRS-1"
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e Recording Server (SRS) IP Group: "SRS-2"
1. Configure a SIP recording rule according to the parameters described in the table below.

2. Click Apply, and then save your settings to flash memory.

Table 18-6: SIP Recording Rules Table Parameter Descriptions

Parameter
General

‘Index'
[SIPRecRouting_Index]

'Recorded IP Group'
recorded-ip-group-
name

[SIPRecRouting
RecordedIPGroupName]

'Recorded Source Pattern'
recorded-src-pattern

[SIPRecRouting
RecordedSourcePrefix]

'Recorded Destination Pattern
recorded-dst-prefi

[SIPRecRouting_
RecordedDestinationPrefix]

Description

Defines an index number for the new table record.

Defines the IP Group participating in the call and the
recording is done on the leg interfacing with this IP
Group. To configure IP Groups, see Configuring IP
Groups.

By default, all IP Groups are defined (Any).
Note:

M The parameter is mandatory.

B For an SBC RTP-SRTP session, the recorded IP Group
must be set to the RTP leg if recording is required to
be RTP, or set to the SRTP leg if recording is
required to be SRTP.

Defines calls to record based on source number or SIP
URI.

You can use special patterns (notations) to denote the
number or URI. For example, if you want to match this
rule to user parts whose last four digits (i.e., suffix) are
4 followed by any three digits (e.g., 4008), then
configure this parameter to "(4xxx)". For available
patterns, see Patterns for Denoting Phone Numbers
and SIP URIs on page 1180.

The default value is the asterisk (*) symbol, meaning
any source number or URI.

Defines calls to record based on destination number or
URI.

You can use special patterns (notations) to denote the
number or URI. For example, if you want to match this
rule to user parts whose last four digits (i.e., suffix) are
4 followed by any three digits (e.g., 4008), then
configure this parameter to "(4xxx)". For available
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Parameter

‘Condition’
condition—-name

[SIPRecRouting_
ConditionName]

'Peer IP Group'
peer-ip-group-name
[SIPRecRouting_
PeerlPGroupName]

'Caller’

caller

[SIPRecRouting_Caller]

Recording Server

'Recording Server (SRS) IP
Group'
Srs—ip-group-name
[SIPRecRouting_
SRSIPGroupName]

‘Redundant Recording Server

(SRS) IP Group'

srs-red-ip-group-name

[SIPRecRouting_

SRSRedundantIPGroupName]

Description

patterns, see Patterns for Denoting Phone Numbers
and SIP URIs on page 1180.

The default value is the asterisk (*) symbol, meaning
any destination number or URI.

Assigns a Message Condition rule to the SIP Recording
rule to base the start of call recording on a specific
condition. To configure Message Condition rules, see
Configuring Message Condition Rules on page 648.

For more information on using conditions with SIPRec,
see Using Conditions for Starting a SIPRec Session on
the next page.

Defines the peer IP Group that is participating in the
call.

By default, all IP Groups are defined (Any).

Defines which calls to record according to which party is
the caller.

M [0] Both = (Default) Caller can be peer or recorded
side
B [1] Recorded Party

B [2] Peer Party

Defines the IP Group of the recording server (SRS).
By default, no value is defined.
Note:

M The parameter is mandatory.

Defines the IP Group of the redundant SRS in the active-
standby pair for SRS redundancy.

By default, no value is defined.
Note:

B The IP Group of the redundant SRS must be
different to the IP Group of the main SRS (see
‘Recording Server (SRS) IP Group' parameter).
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Using Conditions for Starting a SIPRec Session

You can start and stop the recording of calls (SIPRec) based on user-defined conditions. The con-
dition is configured as a Message Condition rule in the Message Conditions table, which is then
assigned to the SIP Recording rule in the SIP Recording Rules table. Only if the condition is met
will the device start recording the call. The feature is typically configured using Message Condi-
tion rules together with Call Setup rules.

For this feature, you can use only the following keywords for the syntax of the Message Condi-
tion rule:

B var.global
M var.session.0
M srctags/dsttags

For more information on using the above syntax for message manipulation, refer to the Syntax
for SIP Message Manipulation Reference Guide.

The following procedure provides a SIP Recording configuration example for using a condition
with the "srctags" keyword to start recording a call for IP Group "ITSP" if the incoming SIP mes-
sage contains the header, "X-Record:yes".

> To use conditions for SIPRec:

1. Inthe Call Setup Rules table (see Configuring Call Setup Rules on page 601), click New, and
then configure a Call Setup rule with the following properties:

e 'Index":0

e 'RulesSetID"1

e 'Condition': header.X-Record=="yes’
e 'Action Subject': srctags

e 'Action Type': Modify

e 'Action Value'": 'record'

1. Inthe IP Groups table (see Configuring IP Groups on page 457), assign the Call Setup rule
that you configured in the previous step to the IP Group that you want to record (i.e., the
"Recorded IP Group"):

e 'Call Setup Rules Set ID": 1

2. Inthe Message Conditions table (see Configuring Message Condition Rules on page 648),
click New, and then configure a Message Condition rule with the following properties:

e 'Index": 0
e 'Name': CallRec

e 'Condition': srctags == 'record’
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3. Inthe SIP Recording Rules table, configure a SIP Recording rule as desired and assign it the
Message Condition rule that you configured in the previous step:

e 'Recorded IP Group': ITSP

e 'Condition': CallRec

Configuring Format of SIPRec Metadata

You can configure the format of the XML-based recording metadata that the device generates
and includes in the SIP messages that it sends to the recording server (SRS). It is important that
the device generates the metadata in a format that is acceptable by the SRS.

The device supports the following formats:

B RFC 7865 - the device generates the recording metadata in a format that is according to
RFC 7865, whereby all IDs (e.g., participant ID) are in Base64 format. This metadata format
also includes additional XML tags with association information (e.g.,
"<participantsessionassoc>").

B Legacy (default) - The device generates the recording metadata in a "legacy" format,
whereby the user part of the participant URI (source or destination) is used as the ID.

> To configure the format of the metadata:

1. Open the SIP Recording Settings page (Setup menu > Signaling & Media tab > SIP
Recording folder > SIP Recording Settings).

Figure 18-1: Configuring SIPRec Metadata Format

SIP Recording Metadata Format Legacy w

2. From the 'SIP Recording Metadata Format' drop-down list, select the desired format.

3. Click Apply.

Configuring Video Recording Synchronization

If you also want to record the video stream of audio-video calls, you need to configure a video
synchronization timeout. When the video stream is also recorded, the device operates as
follows:

1. Once the call is answered by the called UA (i.e., connected), the UAs' audio streams are
connected and the device sends a SIP INVITE to the SRS. However, for correct video
synchronization, the UAs' video streams are not yet connected at this stage.

2. When a SIP 200 OK response is received from the SRS and the UAs' ports have been
negotiated, the device connects all video streams - the UAs' video stream and the recorded
video stream (the recorded audio stream is also sent to the SRS at this stage). However, if
the 200 OK from the SRS is not received within a user-defined video synchronization
timeout, the device connects the video stream between the UAs.
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> To configure video synchronization timeout:

1. Open the SIP Recording Settings page (Setup menu > Signaling & Media tab > SIP
Recording folder > SIP Recording Settings).

Figure 18-2: Configuring Video Recording Synchronization

Video Recording Sync Timeout 2000

2. Inthe 'Video Recording Sync Timeout' field, enter a timeout for receiving the SIP 200 OK
from the SRS.

3. Click Apply.

On-Demand SIPRec Sessions

The device supports on-demand SIPRec sessions. It can be triggered to start or stop recording at
any stage of a connected call. In other words, it can perform multiple recordings per call.

Starting and stopping recording is triggered by the receipt of a SIP INFO message containing
AudioCodes proprietary X-AC-Action header with the 'start-siprec' parameter for starting
recording, or 'stop-siprec' for stopping recording. The following shows an example of an
incoming SIP INFO message that triggers a SIPRec session:

INFO sip:alice@pc33.example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.2:5060;branch=z9hG4bKnabcdef
To: Bob <sip:bob@example.com>;tag=a6c¢c85cf

From: Alice <sip:alice@example.com>;tag=1928301774
Call-Id: a84b4c76e66710@pc33.example.com

CSeq: 314333 INFO

X-AC-Action: start-siprec

Content-Length: 0

The only required configuration is to add a Message Manipulation rule that adds the IP Group
of the SRS to the X-AC-Action header in the incoming SIP INFO message, using the 'recording-ip-
group' parameter:

X-AC-Action: start-siprec;recording-ip-group="<SRS IP Group>"
- Or -

X-AC-Action: start-siprec;recording-ip-group="<SRS IP Group>";recorded-
side=peer

Where:
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B ‘'recording-ip-group' indicates the name of the recording IP Group (i.e., SRS). The value of
this parameter can be enclosed in quotes or without quotes.

B 'recorded-side=peer' is an optional parameter that indicates recording should be done on
the peer side (i.e., not the side receiving the X-AC-Action header).

Configure the Message Manipulation rule in the Message Manipulations table (see Configuring
SIP Message Manipulation on page 640) as follows:

'Action Value': 'start-siprec;recording-ip-group=\"1PGroup_2\

'Name': IP Group of SRS for Start SIPREC

'Manipulation Set ID": 0

'Message Type': Info

'Condition': Header.X-AC-Action contains 'start-siprec’
'Action Subject': Header.X-AC-Action

'Action Type': Modify

Assign the above Message Manipulation Set ID to the IP Group of the sender of the SIP INFO
message (i.e., not the SRS IP Group).

NE

You don't need to configure anything in the SIP Recording Rules table for this
feature.

The device rejects the INFO message (with a 500 response) if any of the
following scenarios exist (call is not affected):

v
v
v

v

v

The 'recording-ip-group' parameter doesn’t exist.

The X-AC-Action header contains no parameters.

Starting and stopping recording were not both triggered by a SIP INFO
message, as described in this section. In other words, if starting recording
was triggered by the normal SIP Recording Rules table and stopping
recording was triggered by a SIP INFO message containing the X-AC-Action
header with the 'stop-siprec' parameter, the device rejects the INFO
message.

The X-AC-Action header contains the 'stop-siprec' parameter even though
SIP recording was not started.

The X-AC-Action header contains the 'start-siprec' parameter on a recorded-
side while there is an active SIPRec session on the other side.

Three recording sessions are already in progress (maximum).

The device forwards information in SIP INFO messages such as the transcript of
the call from the SRS to the initiator of the on-demand SIPRec session.

Configuring SIP User Part for SRS

You can configure the SIP user part of the Request-URI for the recording server (SRS). The
device inserts this user part in the SIP To header of the INVITE message sent to the SRS.
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> To configure the SIP user part for SRS:

1. Open the SIP Recording Settings page (Setup menu > Signaling & Media tab > SIP
Recording folder > SIP Recording Settings).

Recording Server (5R5) Destination Username

2. Inthe 'Recording Server (SRS) Destination Username' field, enter a user part value (string of
up to 50 characters).

3. Click Apply.

Interworking SIP-based Media Recording with Third-Party Vendors

The device can interwork the SIP-based Media Recording feature with third-party vendors, as
described in the following subsections.

SIPRec with Genesys Equipment

The device's SIP-based media recording can interwork with Genesys' equipment. Genesys sends
its proprietary X-Genesys-CallUUID header (which identifies the session) in the first SIP
message, typically in the INVITE and the first 18x response. If the device receives a SIP message
with Genesys SIP header, it adds the header's information to theAudioCodes' proprietary tag in
the XML metadata of the SIP INVITE that it sends to the recording server, as shown below:

<ac:GenesysUUID
xmins="urn:ietf:params:xml:ns:Genesys">4BOKLLA3VH66JF112M1CCOVHKS 14
FOKP</ac:GenesysUUID>

No configuration is required for this support.

SIPRec with Avaya Equipment

The device's SIP-based media recording can interwork with Avaya equipment. The Universal Call
Identifier (UCID) is Avaya's proprietary call identifier used to correlate call records between
different systems and identifies sessions. Avaya generates this in outgoing calls. If the device
receives a SIP INVITE from Avaya, it adds the UCID value, received in the User-to-User SIP
header to the AudioCodes proprietary tag in the XML metadata of the SIP INVITE that it sends
to the recording server. For example, if the received SIP header is:

User-to-User: 00FA080019001038F725B3;encoding=hex

the device includes the following in the XML metadata:
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xml metadata:
<ac:AvayaUCID xmlIns="urn:ietf:params:xml:ns:Avaya">
FA080019001038F725B3</ac:AvayaUCID>

For calls sent from the device to Avaya equipment, the device can generate the
Avaya UCID, if required. To configure this support, use the following parameters:

e 'UUI Format'in the IP Groups table - enables Avaya support.

e 'Network Node ID' - defines the Network Node Identifier of the device for Avaya
UCID.

Customizing Recorded SIP Messages Sent to SRS

The original SIP headers of recorded legs are not included in the INVITE messages that the
device sends to the SRS. If you need to include SIP headers, you can use Message Manipulation
rules (see Configuring SIP Message Manipulation on page 640) to add them to these INVITE
messages. The following examples describe how to configure this using Message Manipulation
rules:

B Example 1 - Adding a specific SIP header called "My-header" to the INVITE that is sent to
the SRS:

a. The example uses two Message Manipulation rules - one for storing the header by
using manipulation syntax for session variables, and one for adding the header to the

INVITE.
Parameter Value
Index 0
Name Store My-header in var.session
Manipulation Set ID 11
Message Type Any
Condition Header.My-header exists And Header.My-header !="
Action Subject Var.Session.0
Action Type Modify
Action Value Header.My-header
Index 1
Name Send My-header to SRS
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Parameter
Manipulation Set ID
Message Type
Condition
Action Subject
Action Type

Action Value

Value
12
Invite.Request
Var.Session.0 I="
Header.My-header
Add

Var.Session.0

b. Assign the above manipulation rules to the relevant IP Groups:

¢ Inthe IP Group of the recorded call leg which sends this header, configure the
'Inbound Message Manipulation Set' parameter to 11 (i.e., rule configured in Index

0).

¢ Inthe IP Group of the SRS, configure the 'Outbound Message Manipulation Set'
parameter to 12 (i.e., rule configured in Index 1).

B Example 2 - Adding multiple (three) SIP headers called "My-header1", "My-header2" and
"My-header3" to the INVITE that is sent to the SRS:

a. The example uses regex (regular expression) with manipulation rules for extracting

each header (a comma is used to separate headers).

Parameter
Index
Name
Manipulation Set ID
Message Type

Condition

Action Subject
Action Type

Action Value

Value
0
Store headers in var.session
11
Any

Header.My-headerl exists And Header.My-header2 exists And
Header.My-header3 exists

Var.Session.0
Modify

Header.My-headerl+','+ Header.My-header2+','+ Header.My-
header3
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Parameter
Row Rule
Index
Name
Manipulation Set ID
Message Type
Condition
Action Subject
Action Type
Action Value
Row Rule
Index
Name
Manipulation Set ID
Message Type
Condition
Action Subject
Action Type
Action Value
Row Rule
Index
Name
Manipulation Set ID
Message Type

Condition

Value

Use Current Condition

Send My-headerl to SRS

12

Invite.Request

Var.Session.0 regex (.*),(.*),(.*)
Header.My-headerl

Add

s1

Use Current Condition

Send My-header2 to SRS

12

Invite.Request

Var.Session.0 regex (.*),(.*),(.*)
Header.My-header2

Add

S2

Use Previous Condition

Send My-header3 to SRS
12
Invite.Request

Var.Session.0 regex (.*),(.*),(.*)
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Parameter Value
Action Subject Header.My-header3
Action Type Add
Action Value S3
Row Rule Use Previous Condition

b. Assign the above manipulation rules to the relevant IP Groups:

¢ Inthe IP Group of the recorded call leg which sends this header, configure the
'Inbound Message Manipulation Set' parameter to 11 (i.e., rule configured in Index
0).

¢ Inthe IP Group of the SRS, configure the 'Outbound Message Manipulation Set'
parameter to 12 (i.e., rules configured in Index 1, 2 and 3).

RADIUS-based Services

The device supports Remote Authentication Dial In User Service (RADIUS) by acting as a RADIUS

client. You can use RADIUS for the following:

Authentication and authorization of management users (login username and password) to
gain access to the device's management interface.

Accounting where the device sends accounting data of SIP calls as call detail records (CDR)
to a RADIUS Accounting server (for third-party billing purposes).

Enabling RADIUS Services

Before you can implement any RADIUS services, you must enable the RADIUS feature, as

described in the procedure below.

> To enable RADIUS:

1.

Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server).

RADIUS

Enable RADIUS Access Control Enable IZI 4

Under the RADIUS group, from the 'Enable RADIUS Access Control' drop-down list, select
Enable.

Click Apply, and then reset the device with a save-to-flash for your settings to take effect.
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Configuring RADIUS Servers

The RADIUS Servers table lets you configure up to three RADIUS servers. You can use RADIUS
servers for RADIUS-based management- user login authentication and/or RADIUS- based
accounting (sending of SIP CDRs to the RADIUS server).

When multiple RADIUS servers are configured, RADIUS server redundancy can be implemented.
When the primary RADIUS server is down, the device sends a RADIUS request twice (one
retransmission) and if both fail (i.e., no response), the device considers the server as down and
attempts to send requests to the next server. The device continues sending RADIUS requests to
the redundant RADIUS server even if the primary server returns to service later on. However, if
a device reset occurs or an HA switchover occurs in a High-Availability (HA) system, the device
sends RADIUS requests to the primary RADIUS server. By default, the device waits for up to two
seconds (i.e., timeout) for a response from the RADIUS server for RADIUS requests and
retransmission before it considers the server as down.

For each RADIUS server, the IP address, port, and shared secret can be configured. Each RADIUS
server can be defined for RADIUS-based login authentication and/or RADIUS-based accounting.
By setting the relevant port (authentication or accounting) to "0" disables the corresponding
functionality. If both ports are configured, the RADIUS server is used for authentication and
accounting. All servers configured with non-zero Authorization ports form an Authorization
redundancy group and the device sends authorization requests to one of them, depending on
their availability. All servers configured with non-zero Accounting ports form an Accounting
redundancy group and the device sends accounting CDRs to one of them, depending on their
availability. Below are example configurations:

B Only one RADIUS server is configured and used for authorization and accounting purposes
(no redundancy). Therefore, both the Authorization and Accounting ports are defined.

B Three RADIUS servers are configured:

e Two servers are used for authorization purposes only, providing redundancy.
Therefore, only the Authorization ports are defined, while the Accounting ports are set
to 0.

e One server is used for accounting purposes only (i.e., no redundancy). Therefore, only
the Accounting port is defined, while the Authorization port is set to 0.

B Two RADIUS servers are configured and used for authorization and accounting purposes,
providing redundancy. Therefore, both the Authorization and Accounting ports are defined.

The status of the RADIUS severs can be viewed through CLI:
# show system radius servers status

The example below shows the status of two RADIUS servers in redundancy mode for
authorization and accounting:
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servers 0

ip-address 10.4.4.203
auth-port 1812
auth-ha-state "ACTIVE"
acc-port 1813
acc-ha-state "ACTIVE"
servers 1

ip-address 10.4.4.202
auth-port 1812
auth-ha-state "STANDBY"
acc-port 1813
acc-ha-state "STANDBY"

Where auth-ha-state and acc-ha-state display the authentication and accounting redundancy
status respectively. "ACTIVE" means that the server was used for the last sent authentication or
accounting request; "STANDBY" means that the server was not used in the last sent request.

& e Toenable and configure RADIUS-based accounting, see Configuring RADIUS
Accounting.

e The device can send up to 201 concurrent RADIUS requests per RADIUS
service type (Accounting or Authentication), per RADIUS server (up to three
servers per service type), and per local port (up to 4 local ports). For example,
801 (201 * 4) concurrent RADIUS requests can be sent for Authentication and
801 (201 * 4) for Accounting.

The following procedure describes how to configure a RADIUS server through the Web
interface. You can also configure it through ini file [RadiusServers] or CLI (configure

system > radius servers).

> To configure a RADIUS server:

1. Open the RADIUS Servers table (Setup menu > IP Network tab > RADIUS & LDAP folder >
RADIUS Servers).

2. Click New; the following dialog box appears:
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GEMERAL

Index

IP Address
Authentication Port
Accounting Port

Shared Secret

0.000

1645

1646

3. Configure a RADIUS server according to the parameters described in the table below.

4. Click Apply.

Table 18-7: RADIUS Servers Table Parameter Descriptions

Parameter

'Index'

[RadiusServers_Index]

'IP Address'

ip-address

[RadiusServers_
IPAddress]

'Authentication Port'

auth-port

[RadiusServers_
AuthenticationPort]

'Accounting Port'

acc-port

[RadiusServers_
AccountingPort]

'Shared Secret'

shared-secret

[RadiusServers_
SharedSecret]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines the IP address (IPv4) of the RADIUS server.

Defines the port of the RADIUS Authentication server for
authenticating the device with the RADIUS server. When set to
any value other than 0, the RADIUS server is used by the device
for RADIUS-based management-user login authentication. When
set to 0, RADIUS-based login authentication is not implemented.

The valid value is 0 to any integer. The default is 1645.

Defines the port of the RADIUS Accounting server to where the
device sends accounting data of SIP calls as call detail records
(CDR). When set to any value other than 0, the RADIUS server is
used by the device for RADIUS-based accounting (CDR). When
set to 0, RADIUS-based accounting is not implemented.

The valid value is 0 to any integer. The default is 1646.

Defines the shared secret (password) for authenticating the
device with the RADIUS server. This should be a cryptically
strong password. The shared secret is also used by the RADIUS
server to verify the authentication of the RADIUS messages sent
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Parameter Description

by the device (i.e., message integrity).

The valid value is up to 48 characters. By default, no value is
defined.

Note: The password cannot be configured with wide characters.

Configuring Interface for RADIUS Communication

The device can communicate with the RADIUS server through its' OAMP (default) or SIP Control
network interface. To change the interface for RADIUS traffic, use the [RadiusTrafficType]
parameter.

e If you configure the parameter to Control, make sure that only one Control
interface is configured in the IP Interfaces table (see Configuring IP Network
Interfaces); otherwise, RADIUS communication fails.

Configuring RADIUS Packet Retransmission

You can configure the device to resend packets to the RADIUS server if no response is received
from the server. This functionality is applicable to RADIUS-based user authentication and
RADIUS-based accounting.

> To configure RADIUS packet retransmission:

1. Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server).

RADIUS Response Timeout [sec] 2

RADIUS Packets Retransmission 1

2. Under the RADIUS group, do the following:

e In the 'RADIUS Packets Retransmission' field (RADIUSRetransmission), enter the
maximum number of RADIUS retransmissions that the device performs if no response
is received from the RADIUS server.

e Inthe 'RADIUS Response Time Out' field (RadiusTO), enter the interval (in seconds) that
the device waits for a response before sending a RADIUS retransmission.

3. Click Apply.

Configuring the RADIUS Vendor ID

The vendor-specific attribute (VSA) identifies the device to the RADIUS server using the Vendor
ID (as registered with the Internet Assigned Numbers Authority or IANA). The device's default
vendor ID is 5003 which can be changed, as described in the following procedure. For an
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example of using the Vendor ID, see Setting Up a Third-Party RADIUS Server. The procedure is
applicable to both RADIUS-based user authentication and RADIUS-based accounting.

The Vendor ID must be the same as the Vendor ID set on the third-party RADIUS
server. See the example for setting up a third-party RADIUS server in Setting Up a
Third-Party RADIUS Server.

> To configure the RADIUS Vendor ID:

1. Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server).

RADIUS VSA Vendor ID 5003

2. Under the RADIUS group, in the 'RADIUS VSA Vendor ID' field, enter the same vendor ID
number as set on the third-party RADIUS server.

3. Click Apply.

RADIUS-based Management User Authentication

You can enhance security for your device by implementing Remote Authentication Dial-In User
Service (RADIUS per RFCs 2865) for authenticating multiple management user accounts of the
device’s embedded Web and Telnet (CLI) servers. Thus, RADIUS also prevents unauthorized
access to your device.

When RADIUS authentication is not used, the user's login username and password are locally
authenticated by the device using the Local Users table (see Configuring Management User
Accounts). However, you can configure the device to use the Local Users table as a fallback
mechanism if the RADIUS server does not respond.

& If you enable RADIUS-based user login authentication, when users with Security
Administrator privilege level log in to the device’s CLI, they are automatically given
access to the CLI privileged mode (“#”). For all other user privilege levels, the user
needs to run the enable command and then enter the password to access the CLI
privileged mode.

When RADIUS authentication is used, the RADIUS server stores the user accounts - usernames,
passwords, and access levels (authorization). When a management user (client) tries to access
the device, the device sends the RADIUS server the user's username and password for
authentication. The RADIUS server replies with an acceptance or a rejection notification. During
the RADIUS authentication process, the device’s Web interface is blocked until an acceptance
response is received from the RADIUS server. Communication between the device and the
RADIUS server is done using a shared secret, which is not transmitted over the network.
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RADIUS Access
Accept/ Reject

RADIUS Access
w Reguests
—

LoginlUsername

Device & Password

Running RADIUS Client &
Sending Authentication
Requeststo RADIUS Server

RADIUS Server
Authenticating Requests

Management Client [ User
Attempting Device Access

To implement RADIUS, you need to do the following:

B Set up a RADIUS server (third-party) to communicate with the device - see Setting Up a
Third-Party RADIUS Server

B Configure the device as a RADIUS client for communication with the RADIUS server - see
Configuring RADIUS Authentication

Setting Up a Third-Party RADIUS Server

The following procedure provides an example for setting up a third-party RADIUS sever,
FreeRADIUS which can be downloaded from www.freeradius.org. Follow the instructions on this
Web site for installing and configuring the server. If you use a RADIUS server from a different
vendor, refer to its appropriate documentation.

> To set up a third-party RADIUS server (e.g., FreeRADIUS):

1. Define the device as an authorized client of the RADIUS server, with the following:

e Predefined shared secret (password used to secure communication between the device
and the RADIUS server)

e Vendor ID (configured on the device in Configuring the RADIUS Vendor ID)

Below is an example of the clients.conf file (FreeRADIUS client configuration):

#
# clients.conf - client configuration directives
#
client 10.31.4.47 {
secret = FutureRADIUS
shortname  =audc_device
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If access levels are required, set up a Vendor-Specific Attributes (VSA) dictionary for the
RADIUS server and select an attribute ID that represents each user's access level. The
example below shows a dictionary file for FreeRADIUS that defines the attribute "ACL-Auth-
Level" with "ID=35". For the device's user access levels and their corresponding numeric
representation in RADIUS servers, see Configuring Management User Accounts.

#

# AudioCodes VSA dictionary

#

VENDOR AudioCodes 5003

ATTRIBUTE ACL-Auth-Level 35 integer AudioCodes
VALUE ACL-Auth-Level ACL-Auth-UserLevel 50

VALUE ACL-Auth-Level ACL-Auth-AdminLevel 100

VALUE ACL-Auth-Level ACL-Auth-SecurityAdminLevel 200

Define the list of users authorized to use the device, using one of the password
authentication methods supported by the server implementation. The example below
shows a user configuration file for FreeRADIUS using a plain-text password:

# users - local user configuration database
john Auth-Type := Local, User-Password == "qwerty"
Service-Type = Login-User,
ACL-Auth-Level = ACL-Auth-SecurityAdminLevel
sue Auth-Type := Local, User-Password == "123456"
Service-Type = Login-User,
ACL-Auth-Level = ACL-Auth-UserLevel

Record and retain the IP address, port number, shared secret code, vendor ID, and VSA
access level identifier (if access levels are implemented) used by the RADIUS server.

Configuring RADIUS-based User Authentication

The following procedure describes how to configure RADIUS-based login authentication. For a
detailed description of the RADIUS parameters, see RADIUS Parameters.

> To configure RADIUS-based login authentication:

1.

Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server).

From the 'Use RADIUS for Web/Telnet Login' drop-down list, select Enable to enable
RADIUS authentication for Web and Telnet login:

Use RADIUS for Web/Telnet Login Enable E

When implementing Web user access levels, do one of the following:
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If the RADIUS server response includes the access level attribute: In the 'RADIUS VSA
Access Level Attribute' field, enter the code that indicates the access level attribute in
the VSA section of the received RADIUS packet. For defining the RADIUS server with
access levels, see Setting Up a Third-Party RADIUS Server.

RADIUS VSA Access Level Attribute 35

If the RADIUS server response does not include the access level attribute: In the
'Default Access Level' field, enter the default access level that is applied to all users
authenticated by the RADIUS server.

Default Access Level 200

4. Configure RADIUS timeout handling:

a.

From the 'Behavior upon Authentication Server Timeout' drop-down list, select the
option if the RADIUS server does not respond within five seconds:

¢ Deny Access: device denies user login access.

¢ Verify Access Locally: device checks the username and password configured locally
for the user in the Local Users table (see Configuring Management User Accounts),
and if correct, allows access.

In the 'Password Local Cache Timeout' field, enter a time limit (in seconds) after which
the username and password verified by the RADIUS server becomes invalid and a
username and password needs to be re-validated with the RADIUS server.

From the 'Password Local Cache Mode' drop-down list, select the option for the local
RADIUS password cache timer:

¢ Reset Timer Upon Access: upon each access to a Web page, the timer resets
(reverts to the initial value configured in the previous step).

¢ Absolute Expiry Timer: when you access a Web page, the timer doesn’t reset, but
continues its count down.

Use RADIUS for Web/Telnet Login Enable E

5. Configure when the Local Users table must be used to authenticate login users. From the
'Use Local Users Database' drop-down list, select one of the following:

When No Auth Server Defined (default): When no RADIUS server is configured or if a
server is configured but connectivity with the server is down (if the server is up, the
device authenticates the user with the server).

Always: First attempts to authenticate the user using the Local Users table, but if not
found, it authenticates the user with the RADIUS server.

Use Local Users Database When Mo Auth Server Defined IZI 4

6. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.
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Securing RADIUS Communication

RADIUS authentication requires HTTP basic authentication (according to RFC 2617). However,
this is insecure as the usernames and passwords are transmitted in clear text over plain HTTP.
Thus, as digest authentication is not supported with RADIUS, it is recommended that you use
HTTPS with RADIUS so that the usernames and passwords are encrypted. To enable the device
to use HTTPS, configure the 'Secured Web Connection (HTTPS)' parameter to HTTPS Only (see
Configuring Secured (HTTPS) Web).

RADIUS-based User Authentication in URL

RADIUS authentication of the management user is typically done after the user accesses the
Web interface by entering only the device's IP address in the Web browser's URL field (for
example, http://10.13.4.12/) and then entering the username and password credentials in the
Web interface's login screen. However, authentication with the RADIUS server can also be done
immediately after the user enters the URL, if the URL also contains the login credentials. For
example: http://10.4.4.112/Form-
s/RadiusAuthentication?WSBackUserName=John&WSBackPassword=1234.

& This feature allows up to five simultaneous users only.

RADIUS-based CDR Accounting

Once you have configured a RADIUS server(s) for accounting in Configuring RADIUS Servers, you
need to enable and configure RADIUS-based CDR accounting (see Configuring RADIUS
Accounting).

LDAP-based Management and SIP Services

The device supports the Lightweight Directory Access Protocol (LDAP) application protocol and
can operate with third-party, LDAP-compliant servers such as Microsoft Active Directory (AD).

You can use LDAP for the following LDAP services:

B SiP-related (Control) LDAP Queries: LDAP can be used for routing and manipulation (e.g.,
calling name and destination address).

The device connects and binds to the remote LDAP server (IP address or DNS/FQDN) during
the service’s initialization (at device start-up) or whenever you change the LDAP server's IP
address and port. Binding to the LDAP server is based on username and password (Bind DN
and Password). Service makes 10 attempts to connect and bind to the remote LDAP server,
with a timeout of 20 seconds between attempts. If connection fails, the service remains in
disconnected state until the LDAP server's IP address or port is changed. If connection to
the LDAP server later fails, the service attempts to reconnect.

For the device to run a search, the path to the directory’s subtree, known as the
distinguished name (DN), where the search is to be done must be configured (see
Configuring LDAP DNs (Base Paths) per LDAP Server). The search key (filter), which defines
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the exact DN to search and one or more attributes whose values must be returned to the
device must also be configured. For more information on configuring these attributes and
search filters, see AD-based Routing for Microsoft Skype for Business.

The device can store recent LDAP queries and responses in its local cache. The cache is
used for subsequent queries and/or in case of LDAP server failure. For more information,
see Configuring the Device's LDAP Cache.

If connection with the LDAP server disconnects (broken), the device sends the SNMP alarm,
acLDAPLostConnection. Upon successful reconnection, the alarm clears. If connection with
the LDAP server is disrupted during the search, all search requests are dropped and an
alarm indicating a failed status is sent to client applications.

B Management-related LDAP Queries: LDAP can be used for authenticating and authorizing
management users (Web and CLI) and is based on the user's login username and password
(credentials) when attempting login to one of the device's management platforms. When
configuring the login username (LDAP Bind DN) and password (LDAP Password) to send to
the LDAP server, you can use templates based on the dollar (S) sign, which the device
replaces with the actual username and password entered by the user during the login
attempt. You can also configure the device to send the username and password in clear-
text format or encrypted using TLS (SSL).

The device connects to the LDAP server (i.e., an LDAP session is created) only when a login
attempt occurs. The LDAP Bind operation establishes the authentication of the user based
on the username-password combination. The server typically checks the password against
the userPassword attribute in the named entry. A successful Bind operation indicates that
the username-password combination is correct; a failed Bind operation indicates that the

username-password combination is incorrect.

Once the user is successfully authenticated, the established LDAP session may be used for
further LDAP queries to determine the user's management access level and privileges
(Operator, Admin, or Security Admin). This is known as the user authorization stage. To
determine the access level, the device searches the LDAP directory for groups of which the
user is a member, for example:

CN=W¥ Support Dept,OU=R&D
Groups,OU=Groups,OU=APC,0OU=Japan,OU=ABC,DC=corp,DC=abc,DC=c
om
CN=\#AlICellular,OU=Groups,OU=APC,0U=Japan,0U=ABC,DC=corp,DC=a
bc,DC=com

The device then assigns the user the access level configured for that group (in Configuring
Access Level per Management Groups Attributes). The location in the directory where you
want to search for the user's member group(s) is configured using the following:

e Search base object (distinguished name or DN, e.g.,
"ou=ABC,dc=corp,dc=abc,dc=com"), which defines the location in the directory from
where the LDAP search begins and is configured in Configuring LDAP DNs (Base Paths)
per LDAP Server.
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e Search filter, for example, (&(objectClass=person)(sAMAccountName=JohnD)), which
filters the search in the subtree to include only the specific username. The search filter
can be configured with the dollar ($) sign to represent the username, for example,
(sAMAccountName=S). To configure the search filter, see Configuring the LDAP Search
Filter Attribute.

e Management attribute (e.g., memberOf), from where objects that match the search
filter criteria are returned. This shows the user's member groups. The attribute is
configured in the LDAP Servers table (see Configuring LDAP Servers).

If the device finds a group, it assigns the user the corresponding access level and permits
login; otherwise, login is denied. Once the LDAP response has been received (success or
failure), the device ends the LDAP session.

LDAP-based Management services: This LDAP service works together with the LDAP-based
management account (described above), allowing you to use different LDAP service
accounts for user authentication and user authorization:

e Management-type LDAP server: This LDAP server account is used only for user
authentication. For more information about how it works, see Management-related
LDAP Queries, above.

e Management Service-type LDAP server: This LDAP server account is used only for user
authorization (i.e., the user's management access level and privileges). The device has
an always-on connection with the LDAP server and uses a configured (fixed) LDAP
username (Bind Name) and password. Only if user authentication succeeds, does the
device query this Management Service-type LDAP server account for user
authorization. Thus, management groups and DNs are configured only for this LDAP
server account (instead of for the regular LDAP-based management account).

Therefore, user authorization is done only by a specific LDAP "administrator", which has a
fixed username and password. In contrast, user authentication is done by the user itself
(i.e., binding to the LDAP account with each user's username and password). Having a
dedicated LDAP account for user authorization may provide additional security to the
network by preventing users from accessing the authorization settings in the LDAP server.

For all the previously discussed LDAP services, the following additional LDAP functionality is
supported:

Search method for searching DN object records between LDAP servers and within each
LDAP server (see Configuring LDAP Search Methods).

Default access level that is assigned to the user if the queried response does not contain an
access level.

Local Users table for authenticating users instead of the LDAP server (for example, when a
communication problem occurs with the server). For more information, see Configuring
Local Database for Management User Authentication.

Enabling the LDAP Service

Before you can configure LDAP support, you need to enable the LDAP service.
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> To enable LDAP:

1. Open the LDAP Settings page (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Settings).

LDAP Service » Enable IEI 4

2. From the 'LDAP Service' drop-down list, select Enable.

w

Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Enabling LDAP-based Web/CLI User Login Authentication and
Authorization

The LDAP service can be used for authenticating and authorizing device management users
(Web and CLI) based on the user's login username and password (credentials). At the same, it
can also be used to determine users' management access levels (privileges). Before you can
configure LDAP-based login authentication, you must enable this type of LDAP service.

& If you enable LDAP-based user login authentication, when users with Security
Administrator privilege level log in to the device’s CLI, they are automatically given
access to the CLI privileged mode (“#”). For all other user privilege levels, the user
needs to run the enable command and then enter the password to access the CLI
privileged mode.

> To enable LDAP-based login authentication:

1. Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server).

LDAP

Use LDAP for Web/Telnet Login | Disable E 4

2. Under the LDAP group, from the 'Use LDAP for Web/Telnet Login' drop-down list, select
Enable.

3. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Configuring LDAP Server Groups

The LDAP Server Groups table lets you configure up to 600 LDAP Server Groups. An LDAP Server
Group is a logical configuration entity that contains up to two LDAP servers. LDAP servers are
assigned to LDAP Server Groups in the LDAP Servers table (see Configuring LDAP Servers). To
use a configured LDAP server, you must assign it to an LDAP Server Group. You can configure
the following types of LDAP Server Groups (configured by the 'Type' parameter described
below):
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B Control: To use an LDAP server for call routing, you need to configure the LDAP Server
Group as a Control type, and then assign the LDAP Server Group to a Routing Policy. The
Routing Policy in turn needs to be assigned to the relevant routing rule(s). You can assign a
Routing Policy to only one LDAP Server Group. Therefore, for multi-tenant deployments
where multiple Routing Policies are employed, each tenant can be assigned a specific LDAP
Server Group through its unique Routing Policy.

B Management: To use an LDAP server for management where it does user login
authentication and user authorization, you need to configure the LDAP Server Group as a
Management type. Additional LDAP-based management parameters need to be
configured, as described in Enabling LDAP-based Web/CLI User Login Authentication and
Authorization and Configuring LDAP Servers.

B Management Service: To use two different LDAP server accounts for management where
one LDAP account does user authentication and the other LDAP account does user
authorization, you need to configure two LDAP Server Groups. Configure the LDAP Server
Group for user authentication as a Management type and the LDAP Server Group for user
authorization as a Management Service type. In this setup, configure all the user-
authorization settings (i.e., Management LDAP Groups and LDAP Server Search Base DN)
only for the Management Service-type LDAP Server Group (instead of for the Management-
type LDAP Server Group).

The following procedure describes how to configure an LDAP Server Group through the Web
interface. You can also configure it through ini file [LDAPServerGroups] or CLI (configure
system > ldap ldap-server-groups).

The device provides a preconfigured LDAP Server Group
("DefaultCTRLServersGroupin") in the LDAP Server Groups table, which can be
modified or deleted.

> To configure an LDAP Server Group:

1. Open the LDAP Server Groups table (Setup menu > IP Network tab > RADIUS & LDAP
folder > LDAP Server Groups).

2. Click New; the following dialog box appears:

GEMERAL CACHE

Index of Cache Entry Timeout [min] 1200
Mame Cache Entry Remaval Timeout [hrs] 0
Type Control EI

Server Search Method Parallel E|

DM Search Method Sequential E|

3. Configure an LDAP Server Group according to the parameters described in the table below.
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4. Click Apply.

Table 18-8: LDAP Server Groups Table Parameter Descriptions

Parameter Description
General
'Index’ Defines an index number for the new table row.
[LdapServerGroups_Index] Note: Each row must be configured with a unique index.
‘Name' Defines a descriptive name, which is used when
name associating the row in other tables.
[LdapServerGroups_Name] The valid value is a string of up to 20 characters.
Note:
B Each row must be configured with a unique name.
B The parameter value cannot contain a forward slash
(/).
Type' Defines whether the servers in the group are used for
server-type SIP-related LDAP queries (Control) or management login
[LdapServerGroups_ authentication-related LDAP queries (Management).
ServerType] B [0] Control (default)
B [1] Management
B [2] Management Service
For more information on the different optional LDAP
services, see LDAP-based Management and SIP Services
on page 280.
Note:
B For table row Index #0, the parameter can only be
configured to Control.
B Only one LDAP Server Group can be configured for
management.
'Server Search Method' Defines the method for querying between the two LDAP
server-search-method servers in the group.
[LdapServerGroups_ B [0] Parallel = (Default) The device queries the LDAP
SearchMethod|] servers at the same time.

B [1] Sequential = The device first queries one of the
LDAP servers and if the DN object is not found or the
search fails, it queries the second LDAP server.
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Parameter Description
‘DN Search Method' Defines the method for querying the Distinguished
search-dn-method Name (DN) objects within each LDAP server.
[LdapServerGroups_ B [0] Sequential = (Default) The query is done in each
SearchDnsMethod] DN object, one by one, until a result is returned. For

example, a search for the DN object record "JohnD"
is first run in DN object "Marketing" and if a result is
not found, it searches in "Sales", and if not found, it
searches in "Administration", and so on.

B [1] Parallel = The query is done in all DN objects at
the same time. For example, a search for the DN
object record "JohnD" is done at the same time in
the "Marketing", "Sales" and "Administration" DN

objects.
Cache
'‘Cache Entry Timeout' Defines the duration (in minutes) that an entry in the
cache-entry-timeout device's LDAP cache is valid. If the timeout expires, the
[LdapServersGroups cached entry is used only if there is no connectivity with

the LDAP server.

The valid range is 0 to 35791. The default is 1200. If set
to 0, the LDAP entry is always valid.

CacheEntryTimeout]

‘Cache Entry Removal Timeout' Defines the duration (in hours) after which the LDAP

cache-entry-removal- entry is deleted from the device's LDAP cache.
timeout The valid range is 0 to 596. The default is O (i.e., the
[LdapServerGroups_ entry is never deleted).

CacheEntryRemovalTimeout]

Configuring LDAP Servers

The LDAP Servers table lets you configure up to 1,200 LDAP servers. The table defines the
address and connectivity settings of the LDAP server. The LDAP server can be configured for
SIP-related queries (e.g., routing and manipulation) or LDAP-based management user login
authentication and authorization (username-password).

The following procedure describes how to configure an LDAP server through the Web interface.
You can also configure it through ini file [LdapConfiguration] or CLI (configure system >
ldap ldap-configuration).
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& When you configure an LDAP server, you need to assign it an LDAP Server Group.
Therefore, before you can configure an LDAP server in the table, you must first
configure at least one LDAP Server Group in the LDAP Server Groups table (see
Configuring LDAP Server Groups).

> To configure an LDAP server:

1. Open the LDAP Servers table (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Servers).

2. Click New; the following dialog box appears:

LDAP Servers Group #0 [mike]

GENERAL CONNECTION

Index 6 LDAP Server IP 0000
LDAP Network Interface v | view LDAP Server Port
™ LDAP Server Max Respond Time [msec] 3000

LS Context v | View LDAP Server Domain Name

QuERY Verify Certificate No v

LDAP Bind DN
Management Attribute

0 Op Timeout

3. Configure an LDAP server according to the parameters described in the table below.
4. Click Apply.

Table 18-9: LDAP Servers Table Parameter Descriptions

Parameter Description
General
‘Index' Defines an index number for the new table row.
[LdapConfiguration_Index] Note: Each row must be configured with a unique
index.
'‘LDAP Servers Group' Assigns the LDAP server to an LDAP Server Group,
server—-group configured in the LDAP Server Groups table (see

[LdapConfiguration_Group] Configuring LDAP Server Groups).

Note:

B The parameter is mandatory and must be set
before configuring the other parameters in the
table.

B Up to two LDAP servers can be assigned to the
same LDAP Server Group.

'‘LDAP Network Interface' Assigns one of the device's IP network
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Parameter Description
interface-type interfacesthrough which communication with the
[LdapConfiguration_Interface] LDAP server is done.

By default, no value is defined and the device uses
the OAMP network interface, configured in the IP
Interfaces table.

To configure IP network interfaces, see Configuring IP
Network Interfaces.

Note: The parameter is mandatory.

'‘Use TLS' Enables the device to encrypt the username and

use-tls password (for Control and Management related

[LdapConfiguration_useTLS] queries) using TLS when sending them to the LDAP
server.

B [0] No = (Default) Username and password are
sent in clear-text format.

M [1]Yes
'TLS Context' Assigns a TLS Context (TLS configuration) for the
tls-context connection with the LDAP server.
[LdapConfiguration_ By default, no value is defined and the device uses
ContextName] the default TLS Context (ID 0).

To configure TLS Contexts, see Configuring TLS
Certificates on page 162.

Note: The parameter is applicable only if the 'Use
TLS' parameter is configured to Yes.

Connection
'LDAP Server IP' Defines the IP address of the LDAP server (in dotted-
server-ip decimal notation, e.g., 192.10.1.255).
[LdapConfiguration_ By default, no IP address is defined.
LdapConfServerlp] Note:
B The parameter is mandatory.
B If you want to use an FQDN for the LDAP server,
leave the parameter undefined and configure the
FQDN in the 'LDAP Server Domain Name'
parameter (see below).
'LDAP Server Port' Defines the port number of the LDAP server.
server-port The valid value range is 0 to 65535. The default port
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Parameter Description

[LdapConfiguration_ number is 389.
LdapConfServerPort]
‘LDAP Server Max Respond Time' Defines the duration (in msec) that the device waits
max-respond-time for LDAP server responses.
[LdapConfiguration_ The valid value range is 0 to 86400. The default is
LdapConfServerMaxRespondTime] = 3000.

Note:

B If the response time expires, you can configure
the device to use the Local Users table for
authenticating the user. For more information,
see Configuring Local Database for Management
User Authentication.

M Activation of this timeout depends on connection
type:

v/ Normal TCP connection: The device starts the
timer when it sends the LDAP request. If no
response is received from the LDAP server
within the configured time, the device closes
the connection.

v TLS connection: The device first performs the
TLS handshake and once negotiation
completes, it sends the LDAP request. The
device starts the timer only from the first TLS
message sent during the handshake (and not
from the LDAP request).

'‘LDAP Server Domain Name' Defines the domain name (FQDN) of the LDAP server.
domain-name The device tries to connect to the LDAP server
[LdapConfiguration_ according to the IP address listed in the received DNS
query. If there is no connection to the LDAP server or
the connection to the LDAP server fails, the device
tries to connect to the LDAP server with the next IP

address in the DNS query list.

LdapConfServerDomainName]

Note: If the 'LDAP Server IP' parameter is configured,
the 'LDAP Server Domain Name' parameter is
ignored. Thus, if you want to use an FQDN, leave the
'LDAP Server IP' parameter undefined.

‘Verify Certificate' Enables certificate verification when the connection
verify-certificate with the LDAP server uses TLS.
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Parameter

[LdapConfiguration_
VerifyCertificate]

'Verify Certificate Subject Name'

verify-subject-Name

[LdapConfiguration_
VerifySubjectName]

'Connection Status'
connection-status

[LdapConfiguration_
ConnectionStatus]

Description

B [0] No = (Default) No certificate verification is
done.

B [1] Yes = The device verifies the authentication of
the certificate received from the LDAP server. The
device authenticates the certificate against the
trusted root certificate store associated with the
associated TLS Context (see 'TLS Context'
parameter above) and if ok, allows
communication with the LDAP server. If
authentication fails, the device denies
communication (i.e., handshake fails). The device
can also authenticate the certificate by querying
with an Online Certificate Status Protocol (OCSP)
server whether the certificate has been revoked.
This is also configured for the associated TLS
Context.

Note: The parameter is applicable only if the 'Use

TLS' parameter is configured to Yes.

Enables the verification of the TLS certificate subject
name (Common Name / CN or Subject Alternative
Name / SAN) that is used in the incoming connection
request from the LDAP server.

B [0] Disable = (Default) No verification is done.

B [1] Enable = The device verifies the subject name
of the certificate received from the LDAP server
with the hostname or IP address configured for
the LDAP server. If authentication fails, the device
denies communication (i.e., handshake fails).

Note: The parameter is applicable only if the 'Use
TLS' parameter is configured to Yes.

(Read-only) Displays the connection status with the
LDAP server.

B "Not Applicable"

Bl "LDAP Connection Broken"
B "Connecting"

Bl "Connected"

For more information about a disconnected LDAP
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Parameter

Query

'LDAP Password'

password

[LdapConfiguration_
LdapConfPassword]

'LDAP Bind DN'
bind-dn
[LdapConfiguration_
LdapConfBindDn]

Description

connection, see your Syslog messages generated by
the device.

Defines the user password for accessing the LDAP
server during connection and binding operations.

B LDAP-based SIP queries: The parameter is the
password used by the device to authenticate
itself, as a client, to obtain LDAP service from the
LDAP server.

B LDAP-based user login authentication: The
parameter represents the login password entered
by the user during a login attempt. You can use
the S (dollar) sign in this value to enable the
device to automatically replace the $ sign with
the user's login password in the search filter,
which it sends to the LDAP server for
authenticating the user's username-password
combination. For example, S.

Note:
B The parameter is mandatory.

B By default, the device sends the password in
clear-text format. You can enable the device to
encrypt the password using TLS (see the 'Use TLS'
parameter in this table).

B The password cannot be configured with wide
characters.

Defines the LDAP server's bind Distinguished Name
(DN) or username.

B LDAP-based SIP queries: The DN is used as the
username during connection and binding to the
LDAP server. The DN is used to uniquely name an
AD object. Below are example parameter
settings:

v
cn=administrator,cn=Users,dc=domain,dc=co
m
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Parameter Description

v administrator@domain.com
v domain\administrator

B LDAP-based user login authentication: The
parameter represents the login username
entered by the user during a login attempt. You
can use the $ (dollar) sign in this value to enable
the device to automatically replace the $ sign
with the user's login username in the search filter,
which it sends to the LDAP server for
authenticating the user's username-password
combination. An example configuration for the
parameter is S@sales.local, where the device
replaces the S with the entered username, for
example, JohnD@sales.local. The username can
also be configured with the domain name of the
LDAP server.

Note: By default, the device sends the username in
clear-text format. You can enable the device to
encrypt the username using TLS (see the 'Use TLS'
parameter in this table).

'Management Attribute' Defines the LDAP attribute name to query, which
mgmt-attr contains a list of groups to which the useris a
[LdapConfiguration member. For Active Directory, this attribute is

MngmAuthAtt] typically "memberOf". The attribute's values (groups)
are used to determine the user's management access
level; the group's corresponding access level is
configured in Configuring Access Level per
Management Groups Attributes.

Note:

B The parameter is applicable only to LDAP-based
login authentication and authorization (i.e., the
'"Type' parameter is set to Management).

M If this functionality is not used, the device assigns
the user the configured default access level. For
more information, see Configuring Access Level
per Management Groups Attributes.

‘No Op Timeout' Defines the timeout (in minutes) of inactivity in the
noop-timeout connection between the device and the LDAP server,
after which the device sends an LDAP "abandon"
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Parameter Description
[LdapConfiguration_ request to keep the LDAP connection alive (i.e., LDAP
NoOpTimeout] persistent connection).

The valid value to enable this feature is any value
greater than 0. The default is O (i.e., if there is no
activity on the connection, the device does not send
"abandon" requests and the LDAP server may
disconnect).

Note: The parameter is applicable only to LDAP
connections that are used for routing (i.e., the 'Type'
parameter is configured to Control).

Configuring LDAP DNs (Base Paths) per LDAP Server

The LDAP Search DN table lets you configure LDAP base paths. The table is a "child" of the LDAP
Servers table (see Configuring LDAP Servers) and configuration is done per LDAP server. For the
device to run a search using the LDAP service, the base path to the directory’s subtree, referred
to as the distinguished name object (or DN), where the search is to be done must be
configured. For each LDAP server, you can configure up to three base paths.

The following procedure describes how to configure DNs per LDAP server through the Web
interface. You can also configure it through ini file [LdapServersSearchDNs] or CLI (configure

system > ldap ldap-servers-search-dns).

> To configure an LDAP base path per LDAP server:

1.

Open the LDAP Servers table (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Servers).

In the table, select the row of the LDAP server for which you want to configure DN base
paths, and then click the LDAP Servers Search Based DNs link located below the table; the
LDAP Server Search Base DN table opens.

Click New; the following dialog box appears:

GEMNERAL

Index 1

Base DN

4. Configure an LDAP DN base path according to the parameters described in the table below.
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5. Click Apply, and then save your settings to flash memory.

Table 18-10:LDAP Server Search Base DN Table Parameter Descriptions

Parameter Description
‘Index' Defines an index number for the new table row.
set internal-index Note: Each row must be configured with a unique index.

[LdapServersSearchDNs_

Index]

‘Base DN' Defines the full path (DN) to the objects in the AD where
set base-path the query is done.

[LdapServersSearchDNs_ The valid value is a string of up to 256 characters.
Base_Path] For example: OU=NY,DC=0CSR2,DC=local. In this example,

the DN path is defined by the LDAP names, OU
(organizational unit) and DC (domain component).

Configuring the LDAP Search Filter Attribute

When the LDAP-based login username-password authentication succeeds, the device searches
the LDAP server for all groups of which the user is a member. The LDAP query is based on the
following LDAP data structure:

B Search base object (distinguished name or DN, e.g., "ou=ABC,dc=corp,dc=abc,dc=com"):
The DN defines the location in the directory from which the LDAP search begins and is
configured in Configuring LDAP DNs (Base Paths) per LDAP Server.

M Filter (e.g., "(&(objectClass=person)(sAMAccountName=johnd))"): This filters the search
in the subtree to include only the login username (and excludes others). This is configured
by the 'LDAP Authentication Filter' parameter, as described in the following procedure. You
can use the dollar ($) sign to represent the username. For example, the filter can be
configured as "(sAMAccountName=$)", where if the user attempts to log in with the
username "SueM", the LDAP search is done only for the attribute sAMAccountName that
equals "SueM".

B Attribute (e.g., "memberOf") to return from objects that match the filter criteria: The
attribute is configured by the 'Management Attribute' parameter in the LDAP Servers table
(see Configuring LDAP Servers).

Therefore, the LDAP response includes only the groups of which the specific user is a member.

& e The search filter is applicable only to LDAP-based login authentication and
authorization queries.

e The search filter is a global setting that applies to all LDAP-based login
authentication and authorization queries, across all configured LDAP servers.
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> To configure the LDAP search filter for management users:

1. Open the LDAP Settings page (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Settings).

2. Inthe 'LDAP Authentication Filter' field, enter the LDAP search filter attribute for searching
the login username for user authentication:

LDAP Authentication Filter [
3. Click Apply.

Configuring Access Level per Management Groups Attributes

The Management LDAP Groups table lets you configure LDAP group objects and their
corresponding management user access level. The table is a "child" of the LDAP Servers table
(see Configuring LDAP Servers) and configuration is done per LDAP server. For each LDAP
server, you can configure up to three row entries of LDAP group(s) with their corresponding
access level (only one row for each level).

& e The Management LDAP Groups table is applicable only to LDAP-based login
authentication and authorization queries.

e |fthe LDAP response received by the device includes multiple groups of which
the user is a member and you have configured different access levels for some of
these groups, the device assigns the user the highest access level. For example,
if the user is a member of two groups where one has access level Monitor and
the other Admin, the device assigns the user the Admin access level.

e When the access level is unknown, the device assigns the default access level to
the user, configured by the 'Default Access Level' parameter as used also for
RADIUS (see Configuring RADIUS-based User Authentication). This can occur
in the following scenarios:

v The useris not a member of any LDAP group.

v The group of which the user is a member is not configured on the device (as
described in this section).

v The device is not configured to query the LDAP server for a management
attribute (see Configuring LDAP Servers).

Group objects represent groups in the LDAP server of which the user is a member. The access
level represents the user account's permissions and rights in the device's management
interface (e.g., Web and CLI). The access level can either be Monitor, Admin, or Security
Admin. For an explanation on the privileges of each level, see Configuring Management User
Accounts.

When the username-password authentication with the LDAP server succeeds, the device
searches the LDAP server for all groups of which the user is a member. The LDAP query is based
on the following LDAP data structure:
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B Search base object (distinguished name or DN, e.g., "ou=ABC,dc=corp,dc=abc,dc=com"),
which defines the location in the directory from which the LDAP search begins. This is
configured in Configuring LDAP DNs (Base Paths) per LDAP Server.

M Filter (e.g., "(&(objectClass=person)(sAMAccountName=johnd))"), which filters the search
in the subtree to include only the login username (and excludes others). For configuration,
see Configuring the LDAP Search Filter Attribute.

B Attribute (e.g., "memberOf") to return from objects that match the filter criteria. This
attribute is configured by the 'Management Attribute' parameter in the LDAP Servers table.

The LDAP response includes all the groups of which the specific user is a member, for example:

CN=\# Support Dept,0U=R&D Groups,OU-
U=Groups,0U=APC,0U=Japan,0U=ABC,DC=corp,DC=abc,DC=com
CN=\#AllCellular,0U=Groups,OU=APC,0U=Japan,0U=ABC,DC=corp,DC=abc,DC=com

The device searches this LDAP response for the group names that you configured in the
Management LDAP Groups table in order to determine the user's access level. If the device
finds a group name, the user is assigned the corresponding access level and login is permitted;
otherwise, login is denied. Once the LDAP response has been received (success or failure), the
LDAP session terminates.

The following procedure describes how to configure an access level per management groups
through the Web interface. You can also configure it through ini file [MgmntLDAPGroups] or CLI
(configure system > ldap mgmt-ldap-groups).

> To configure management groups and corresponding access level:

1. Open the LDAP Servers table (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Servers).

2. Inthe table, select the row of the LDAP server for which you want to configure
management groups with a corresponding access level, and then click the Management
LDAP Groups link located below the table; the Management LDAP Groups table opens.

3. Click New; the following dialog box appears:

GEMERAL

Index 1
Level Monitor |Z|

Groups

4. Configure a group name(s) with a corresponding access level according to the parameters
described in the table below.
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5. Click Apply, and then save your settings to flash memory.

Table 18-11:Management LDAP Groups Table Parameter Descriptions

Parameter

'Index'

[MgmntLDAPGroups_
Grouplndex]

'Level'
level

[MgmntLDAPGroups_
Level]

'‘Groups'

groups
[MgmntLDAPGroups_
Group]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines the access level of the group(s).

B [0] Monitor (Default)

B [1] Admin

B [2] Security Admin

Note: You can configure only one row per access level.

Defines the attribute names of the groups in the LDAP server.

The valid value is a string of up to 256 characters. To define
multiple groups, separate each group name with a semicolon

(;).

Configuring the Device's LDAP Cache

The device can optionally store LDAP queries of LDAP Attributes for a searched key with an
LDAP server and the responses (results) in its local cache. The cache is used for subsequent
queries and/or in case of LDAP server failure. The benefits of this feature include the following:

B Improves routing decision performance by using local cache for subsequent LDAP queries

M Reduces number of queries performed on an LDAP server and corresponding bandwidth

consumption

B Provides partial survivability in case of intermittent LDAP server failure (or network

isolation)

The handling of LDAP queries using the device's LDAP cache is shown in the flowchart below:
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If an LDAP query is required for an Attribute of a key that is already cached with that same
Attribute, instead of sending a query to the LDAP server, the device uses the cache. However, if
an LDAP query is required for an Attribute that does not appear for the cached key, the device
queries the LDAP server, and then saves the new Attribute (and response) in the cache for that
key.

If the device queries the LDAP server for different Attributes for a cached key, the device also
includes already cached Attributes of the key, while adhering to the maximum number of
allowed saved Attributes (see note below), with preference to the different Attributes. In other
words, if the cached key already contains the maximum Attributes and an LDAP query is
required for a different Attribute, the device sends an LDAP query to the server for the different
Attribute and for the five most recent Attributes already cached with the key. Upon the LDAP
response, the new Attribute replaces the oldest cached Attribute while the values of the other
Attributes are refreshed with the new response.

The following table shows an example of different scenarios of LDAP queries of a cached key
whose cached Attributes include a, b, ¢, and d, where a is the oldest and d the most recent
Attribute:

Table 18-12:Example of LDAP Query for Cached Attributes

Attributes Requested in New Attributes Sent in LDAP Attributes Saved in Cache

LDAP Query for Cached Key Query to LDAP Server after LDAP Response
e e ab,cd e ab,cd
e f e f,a,b,cd e f,a,b,cd
e f, g h,i e f, g h,id e f, g h,id
e f, g hi,j e f, g hij e f, g hij
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& e The LDAP Cache feature is applicable only to LDAP-based SIP queries
(Control).
The maximum LDAP cache size is 20,000 entries.
The device can save up to six LDAP Attributes in the cache per searched LDAP
key.
e The device also saves in the cache queried Attributes that do not have any
values in the LDAP server.

The following procedure describes how to configure the device's LDAP cache through the Web
interface. For a full description of the cache parameters, see LDAP Parameters.

> To enable and configure the LDAP cache:

1. Open the LDAP Settings page (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Settings).

CACHE

LDAP Cache Service « Enable E 4
LDAP Cache Entry Timeout 1200

LDAP Cache Entry Removal Timeout "]

2. From the 'LDAP Cache Service' drop-down list, select Enable to enable LDAP cache.

3. Inthe 'LDAP Cache Entry Timeout' field, enter the duration (in minutes) for which an entry
in the LDAP cache is valid.

4. Inthe 'LDAP Cache Entry Removal Timeout' field, enter the duration (in hours) after which
the device removes the LDAP entry from the cache.

5. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Refreshing the LDAP Cache

You can refresh values of LDAP Attributes associated with a specified LDAP search key that are
stored in the device's LDAP cache. The device sends an LDAP query to the LDAP server for the
cached Attributes of the specified search key and replaces the old values in the cache with the
new values received in the LDAP response.

For example, assume the cache contains a previously queried LDAP Attribute
"telephoneNumber=1004" whose associated Attributes include "displayName", "mobile" and
"ipPhone". If you perform a cache refresh based on the search key "telephoneNumber=1004",
the device sends an LDAP query to the server requesting values for the "displayName",
"mobile" and "ipPhone" Attributes of this search key. When the device receives the LDAP
response, it replaces the old values in the cache with the new values received in the LDAP

response.
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> To refresh the LDAP cache per LDAP Server Group:

1. Open the LDAP Settings page (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Settings).

CACHE ACTIONS
LDAP Group Index 1 E
LDAP Refresh Cache by Key kelephoneMumber= | Refresh

2. Under the Cache Actions group, do the following:

a. From the 'LDAP Group Index' drop-down list, select the required LDAP Server Group
(see Configuring LDAP Server Groups).

b. Inthe 'LDAP Refresh Cache by Key' field, enter the LDAP search key that you want to
refresh (e.g., telephoneNumber=1004).

c. Click Refresh; if a request with the specified key exists in the cache, a request is sent to
the LDAP server for the Attributes associated in the cache with the search key.

Clearing the LDAP Cache

You can remove (clear) all LDAP entries in the device's LDAP cache for a specific LDAP Server
Group, as described in the following procedure.
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> To clear the LDAP cache:

1.

2.

Open the LDAP Settings page (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Settings).

Under the Cache Actions group, do the following:

a. From the 'LDAP Group Index' drop-down list, select the required LDAP Server Group
(see Configuring LDAP Server Groups).

b. Click Clear Group.

Configuring Local Database for Management User Authentication

You can configure the device to use the Local Users table (local database) to authenticate
management users based on username-password combination. You can configure the device to
use the Local Users table (see Configuring Management User Accounts) upon the following

scenarios:

LDAP or RADIUS server is not configured (or broken connection) or always use the Local
Users table and only if the user is not found, to use the server.

Connection with the LDAP or RADIUS server fails due to a timeout. In such a scenario, the
device can deny access or verify the user's credentials (username-password) locally in the
Local Users table.

If user authentication using the Local Users table succeeds, the device grants management
access to the user; otherwise access is denied. The access level assigned to the user is also

determined by the Local Users table.

e This feature is applicable to LDAP and RADIUS.
e This feature is applicable only to user management authentication.

> To use the Local Users table for authenticating management users:

1.

Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server).

Use Local Users Database When No Auth Server Defined E 4

Behavior upon Authentication Server Timeout Werify Access Locally |Z| f

Under the General group, do the following:

a. Configure when the Local Users table must be used to authenticate login users. From
the 'Use Local Users Database' drop-down list, select one of the following:

+ When No Auth Server Defined (default): When no LDAP/RADIUS server is
configured or if a server is configured but connectivity with the server is down (if
the server is up, the device authenticates the user with the server).
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¢ Always: First attempts to authenticate the user using the Local Users table, but if
not found, it authenticates the user with the LDAP/RADIUS server.

b. Configure whether the Local Users table must be used to authenticate login users upon
connection timeout with the server. From the 'Behavior upon Authentication Server
Timeout' drop-down list, select one of the following:

o Deny Access: User is denied access to the management platform.

¢ Verify Access Locally (default): The device verifies the user's credentials in the
Local Users table.

3. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

LDAP-based Login Authentication Example

To facilitate your understanding on LDAP entry data structure and how to configure the device
to use and obtain information from this LDAP directory, a brief configuration example is
described in this section. The example applies to LDAP-based user login authentication and
authorization (access level), and assumes that you are familiar with other aspects of LDAP
configuration (e.g., LDAP server's address).

The LDAP server's entry data structure schema in the example is as follows:

B DN (base path): OU=testMgmt,OU=QA,DC=testga,DC=local. The DN path to search for the
username in the directory is shown below:
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Path: CN=lohn Doe,OU=testMgmt,OU=0A,DC =testga, DC=local, 10.3.9.93 [testga. testga. local]
@ Active Directory Explorer |Q Attribute Syntax Count  Value(s)
7 Bg...%'}i;zfiizifc'ji:"mu [#] accountExpires Integerd 1 0xFFFFFFFFFFFFFFFF
555 CN=Builtin Q badPasswordTime Integers 1 06-Mar-14 10:03:13 AM
[T CN=Computers QbadedCount Integer 1 0
[-{Z] CM=Deleted Objects Q m DirectoryString 1 John Doe
-3 OU=Domain Controllers =] codepage Integer 1 0
-5 CN=ForeignSecurityPrincipals ] countryCode Integer 1 0
B[22 CM=Infrastructure 9 description DirectoryString 1 10600
&[22 cM=LostAndFound @ displayMame DirectoryString 1 John Doe
({12 CM=NTDS Quotas Q distinguishedName DM 1 CN=John Doe, OU=testMgm
&I CN=Program Data ] givenhame Directory5tring 1 John
E‘]:Jj OU=QA Q instanceType Integer 1 4
) ghy, CN=Aaapaul50digitsL Q lastlogoff Integerd 1 0x0
B @ CN=Aaapaui5idigitsL 8] lastLogon Integers 1 06-Mar-14 10:03:41 AM
""" o =A_.1ohnA @ logonCount Integer 1 0
B g, CN=BjohnB =1\ | [#] memberof DN 1 CN=mySecAdmin,OU=testM
g E: zgj:::g Q name DirectoryString 1 John Doe
B CN=EjohnE Q nTSecurityDescriptor NTSecurityDescriptor 1 D:AL(A; ; CCDCLCSWRPWPDT)
- % CN=Firstasaa Lastbbbb Q objectCategory DM 1 CMN=Person,CN=5chema,CMN|
- &, CN=FjohnF 9 objectClass oD 4 top;person;organizationalPe)
-8 CN=George Harrison 8] objectGUID OctetString 1 {7F1E388C-3D90-47BC-ASE
- CN=GiohnG ] objectsid Sid 1 §-1-5-21-2341986137-2970.
[ CMN=HjohnH Q primaryGrouplD Integer 1 513
- CN=IjohnI 9 pwdlastSet Integerd 1 25-Feb-14 5:32:45 FM
- CM=Jjohn] Q sAMAccountMame DirectoryString 1 John Doe
----- CN=John Doe Q sAMAccountType Integer 1 805306368
[+ # CM=John Doe Bind Q sn DirectoryString 1 Doe
[t gy, CN=KjohnK 9 userAccountCantrol Integer 1 512
- iy CN=LjohnL ] userPrincipaliame DirectoryString 1 John Doe@testqa.local
B-E] OU=Misc L] | [#] usmchanged Integers 1 0x87212
By CN=MjohnM ] ushiCreated Integers 1 0x8311F
- CNTNJ_chnN Q whenChanged GeneralizedTime 1 25-Feb-14 5:32:45 PM
g E:;;J:::S [#] whenCreated GeneralizedTime 1 06-Oct-02 5:27:51 AM
[H-- % CN=QjohnQ
[H-- % CN=ran_shidi
[+ ¥, CN=RjohnR.
[ ¥, CN=Sjohn3
(-5 OU=test1000
(-5 OU=testBSP
[ OU=testcP
(-] OU=testEMS
=] OU=testMgmt
CN=2
CN=anotherSecAdmin
CN=bb
CN=cc
CN=dd |3
4 = | 3 4 Tl 3
CN=lohn Doe,0U=testMgmt,0U=0QA,DC =testqga,DC =local, 10. 3.9.93 [testga. testga.local]
LS 4

B Search Attribute Filter: (sAMAccountName=$). The login username is found based on this
attribute (where the attribute's value equals the username):
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-
4 Active Directory Explorer - Sysinternals: www.sysinternals.com [10.3.9.93 [testqa.testqa.local]]

==

File Edit Favorites Search

Compare

History Help

= XA e~

Path: CM=lohn Doe OU=testMgmt,OU=0QA,DC =testqa,DC =local, 10.3.9.93 [testga. testqa. local]

CM=0john0
CM=PjohnP
CN=0johnQ
CM=ran_shidi
CN=RjohnR
CMN=Sjohn5
j OU=test1000
E] OU=testBsP
& ou=testcp
o3 OU=testEMS
& OU=testMgmt
CN=2
CN=John Doe
CN=anotherSecAdmin
CN=bb
CN=cc
- CN=dd
€| —m |

»

Attribute Syntax Count  Value(s) -
@memberof DN 1 CN=mySecAdmin
@ name DirectoryString 1 John Doe

@ nTSecurityDescriptor NTSecurityDescriptor 1 D:AI{A;;CCDCLC
a objectCategory DM 1 CN=Person,CN=
@ objectClass QID 4 top;person;orgar
8] objectGUID OctetString 1 {FFIE3BEC-3D9C
@ objectSid Sid 1 5-1-5-21-234193
a primaryGroupID Integer 1 513

@pdeastSet IntegerB 1 25Feb-14 5:32: -
Slsavaccondione — Drecorystng _1___Jomooe___ |l
jsAMAccountType Integer 1 805306368

a sn DirectoryString 1 Doe
@usernccounﬁ:ontrol Integer 1 512

@ userPrincipalMame DirectoryString 1 John Doe@testg

Ql uSNChanaed InlteclerS 1 087212 i
] T 3

CN=l]ohn Doe,OU=testMgmt, OU=0QA,DC=testqa,DC=local, 10.3.9.93 [testga. testga.local]

B Management Attribute: memberOf. The attribute contains the member groups of the user:

-

24 Active Directory Explorer - Sysinternals: www.sysinternals.com [10.3.9.93 [testqa.testqa.local]]

:.IEIQ

File

Edit Favorites Search Compare

History Help

@ K F W@~

Path:

CMN=J]ohn Doe,0U=testMgmt,OU=0QA,DC=testga,DC=local, 10.3.9.93 [testga.testqa.local]

CN=0john0
CMN=PjohnP
CN=CjohnQ
CM=ran_shidi
CMN=RjohnR
CMN=5john3
3] OU=test1000
JH] OU=testBSP
H] OU=testcp
7-E] OU=testEMS
& OU=testMgmt
j CN=2
CN=John Doe

e Tt R S

H ~—
4 T

3

N

Attribute Syntax Count  Walue(s) -
@ description DirectoryString 1 10600

9 displayMame DirectoryString 1 John Doe —
@ distinguishediame DN 1 CN=John Doe
9 givenhame DirectoryString 1 John E
El instanceType Integer 1 4

@ lastLogoff Integerd 1 0x0

j lastLogon Integerd 1 0e-Mar-14 10:
j logonCount Integer 1
j
El name Dlrecborystrmg 1 Johin Doe

ﬁ nTSecurityDescriptor NTSecurityDescriptaor 1 D:AL(A;;CCDC -

4

T |

3

CM=John Doe,0U=testMamt,OU=QA,DC=testga,DC=local, 10.3.9.93 [testga.testqa.local]

B Management Group: mySecAdmin. The group to which the user belongs, as listed under

the memberOf attribute:
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4 Attribute Properties ﬁ

Attribute: memberOf

Object: CM=lohn Doe OU=testMgmt,OU=0A,DC=testqa,DC=local

Syntan: DN

Schema: CMN=lg-Member-Jf-DL CN=5Schema CM=Corfiguration, DC=testqz
Values:

CN=mySecAdmin OU=testMgmt OU=0A, DC=testqa, DC=local -

The configuration to match the above LDAP data structure schema is as follows:

B LDAP-based login authentication (management) is enabled in the LDAP Server Groups table
(see Configuring LDAP Server Groups):

GEMERAL CACHE

Index Cache Entry Timeout [min] 1200

Mame » | login-auth Cache Entry Removal Timeout [hrs] 0

Type Management

Server Search Method Parallel

B B[]

DM Search Method Sequential

M The DN is configured in the LDAP Server Search Base DN table (see Configuring LDAP DNs
(Base Paths) per LDAP Server):

GENERAL
Index 0
Base DN OU=testMemt,OU=04A, DC=testaga. DC=local

B The search attribute filter based on username is configured by the 'LDAP Authentication
Filter' parameter (see Configuring the LDAP Search Filter Attribute):
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GEMNERAL
LDAP Service » Enable |E| 4
LDAP Authentication Filter [EAMAccnuntName=$]

B The group management attribute is configured by the 'Management Attribute' parameter
in the LDAP Servers table:

LDAP Servers Group | #1 [login-auth] IZI
GEMERAL CONMNECTION
Index ] LDAP Server IP 10.3.9.93
LDAP Network Interface | #0 [0+M+C] B View LDAP Server Port 385
Use TLS No IZ| LDAP Server Max Respond Time [msec] 3000
TLS Context - E View LDAP Server Domain Name

Connection Status

QUERY Verify Certificate No B
LDAP Password
LDAP Bind DN $@testaa local
Management Attribute memberOf

B The management group and its corresponding access level is configured in the
Management LDAP Groups table (see Configuring Access Level per Management Groups
Attributes):

GEMERAL
Index 1]
Level Security Admin
ty B ,
Groups mySecAdrminf

Enabling LDAP Searches for Numbers with Characters

Typically, the device performs LDAP searches in the AD for complete numbers where the digits
are adjacent to one another (e.g., 5038234567). However, if the number is defined in the AD
with characters (such as spaces, hyphens and periods) separating the digits (e.g., 503-823
4567), the LDAP query returns a failed result.
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To enable the device to search the AD for numbers that may contain characters between its
digits, you need to specify the Attribute (up to five) for which you want to apply this
functionality, using the LDAPNumericAttributes parameter. For example, the telephoneNumber
Attribute could be defined in AD with the telephone number "503-823-4567" (i.e., hyphens),
"503.823.4567" (i.e., periods) or "503 823 4567" (i.e., spaces). If the device performs an LDAP
search on this Attribute for the number 5038234567, the LDAP query will return results only if
you configure the LDAPNumericAttributes parameter with the telephoneNumber Attribute
(e.g., LDAPNumericAttributes=telephoneNumber). To search for the number with characters,
the device inserts the asterisk (*) wildcard between all digits in the LDAP query (e.g.,
telephoneNumber = 5*0*3*8*2*3*4*5*6*7). As the AD server recognizes the * wildcard as
representing any character, it returns all possible results to the device. Note that the wildcard
represents only a character; a query result containing a digit in place of a wildcard is discarded
and the device performs another query for the same Attribute. For example, it may return the
numbers 533-823-4567 (second digit "3" and hyphens) and 503-823-4567. As the device
discards query results where the wildcard results in a digit, it selects 503-823-4567 as the result.
The correct query result is cached by the device for subsequent queries and/or in case of LDAP
server failure.

AD-based Routing for Microsoft Teams or Skype for Business

Typically, companies wishing to deploy Microsoft® Teams or Skype for Business (formerly
known as Lync) are faced with a complex, call routing dial plan when migrating users from their
existing PBX or IP PBX to the Teams / Skype for Business platform. As more and more end-users
migrate to the new voice system, dialing plan management and PBX link capacity can be
adversely impacted. To resolve this issue, companies can employ Microsoft's Active Directory
(AD), which provides a central database to manage and maintain information regarding user’s
availability, presence, and location.

The device supports outbound IP call routing decisions based on information stored on the AD.
Based on queries sent to the AD, the device can route the call to one of the following IP
domains:

B Teams / Skype for Business client - users connected to Teams / Skype for Business
Bl PBXor IP PBX - users not yet migrated to Teams / Skype for Business

B Mobile - mobile number
|

Private - private telephone line for Teams / Skype for Business users (in addition to the
primary telephone line)

A This section describes an earlier implementation for configuring AD-based routing.
For new deployments, it's recommended to use Call Setup Rules (see Configuring
Call Setup Rules on page 601). Call Setup Rules provide more flexibility and easier
implementation. You can view examples in Call Setup Rule Examples on page 611.
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Querying the AD and Routing Priority

The device queries the AD using the initial destination number (i.e., called number). The query
can return up to four user phone numbers, each pertaining to one of the IP domains (i.e.,
private number, Skype for Business number, PBX / IP PBX number, and mobile number). The
configuration parameters listed in the table below are used to configure the query attribute
keys that defines the AD attribute that you wish to query in the AD:

Table 18-13:Parameters for Configuring Query Attribute Key

Parameter

MSLDAPPBXNumAttributeName

MSLDAPOCSNumAttributeName

MSLDAPMobileNumAttributeNa
me

MSLDAPPrivateNumAttributeNa
me

MSLDAPPrimaryKey

MSLDAPSecondaryKey

Queried User
Domain (Attribute)
in AD

PBX or IP PBX
number (e.g.,
"telephoneNumbe
r'" - default)

Mediation Server /
Skype for Business

client number (e.g.,
"msRTCSIP-Line")

Mobile number
(e.g., "mobile")

Any attribute (e.g.,
"msRTCSIP-
PrivateLine")
Note: Used only if
set to same value
as Primary or
Secondary key.

Primary Key query
search instead of
PBX key - can be
any AD attribute

Secondary Key
query key search if
Primary Key fails -
can be any
attribute
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telephoneNumber=
+3233554447

msRTCSIP-
Line=john.smith@company.co
m

mobile=+3247647156

msRTCSIP-PrivateLine=
+3233554480

msRTCSIP-PrivateLine=
+3233554480
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The process for querying the AD and subsequent routing based on the query results is as

follows:

1.

If the Primary Key is configured, it uses the defined string as a primary key instead of the
one defined in MSLDAPPBXNumAttributeName. It requests the attributes which are
described below.

If the primary query is not found in the AD and the Secondary Key is configured, it does a
second query for the destination number using a second AD attribute key name, configured
by the MSLDAPSecondaryKey parameter.

If none of the queries are successful, it routes the call to the original dialed destination
number according to the routing rule matching the "LDAP_ERR" destination prefix number
value, or rejects the call with a SIP 404 "Not Found" response.

For each query (primary or secondary), it queries the following attributes (if configured):
e MSLDAPPBXNumAttributeName

e MSLDAPOCSNumAttributeName

e MSLDAPMobileNumAttributeName

In addition, it queries the special attribute defined in MSLDAPPrivateNumAttributeName,
only if the query key (primary or secondary) is equal to its value.

If the query is found: The AD returns up to four attributes - Skype for Business, PBX / IP
PBX, private (only if it equals Primary or Secondary key), and mobile.

The device adds unique prefix keywords to the query results in order to identify the query
type (i.e., IP. domain). These prefixes are used as the prefix destination number value in the
Tel-to-IP Routing table to denote the IP domains:

e "PRIVATE" (PRIVATE:<private_number>): used to match a routing rule based on query
results of the private number (MSLDAPPrivateNumAttributeName)

e "OCS" (OCS:<Skype for Business_number>): used to match a routing rule based on
query results of the Skype for Business client number
(MSLDAPOCSNumAttributeName)

e "PBX" (PBX:<PBX_number>): used to match a routing rule based on query results of the
PBX / IP PBX number (MSLDAPPBXNumAttributeName)

e "MOBILE" (MOBILE:<mobile_number>): used to match a routing rule based on query
results of the mobile number (MSLDAPMobileNumAttributeName)

e "LDAP_ERR": used to match a routing rule based on a failed query result when no
attribute is found in the AD

A These prefixes are involved only in the routing and manipulation processes; they are

not used as the final destination number.
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7. The device uses the Tel-to-IP Routing table to route the call based on the LDAP query
result. The device routes the call according to the following priority:

a. Private line: If the query is done for the private attribute and it's found, the device
routes the call according to this attribute.

b. Maediation Server SIP address (Skype for Business): If the private attribute does not
exist or is not queried, the device routes the call to the Mediation Server (which then
routes the call to the Skype for Business client).

c. PBX/IP PBX: If the Skype for Business client is not found in the AD, it routes the call to
the PBX / IP PBX.

d. Mobile number: If the Skype for Business client (or Mediation Server) is unavailable
(e.g., SIP response 404 "Not Found" upon INVITE sent to Skype for Business client), and
the PBX / IP PBX is also unavailable, the device routes the call to the user's mobile
number (if exists in the AD).

e. Alternative route: If the call routing to all the above fails (e.g., due to unavailable
destination - call busy), the device can route the call to an alternative destination if an
alternative routing rule is configured.

f. "Redundant" route: If the query failed (i.e., no attribute found in the AD), the device
uses the routing rule matching the "LDAP_ERR" prefix destination number value.

The flowchart below summarizes the device's process for querying the AD and routing the call
based on the query results:
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Queries AD
using PBX Attribute
Name if Primary Key Unsuccessful ,| Secondary Key
not configured; Configured? No
otherwise, using
Primary Key Routes Call to Original
Yes Dialed Mumber using
LDAP_ERR Routing
A Rule

Query AD
using Secondary
Key

Unsuccessful

Successful Query Successful Query

Query Results
Retrieves only Required Attributes (Skype for Business /
QOCS attribute, PBX attribute, Mobile attribute, and Private
attribute (if same as Primary / Secondary Query Key)

Changes Attributes to
Prefix Destination Number Keywords
(PRIVATE:private_number, OCS:skype_number,
PBX:pbx_number, MOBILE:mobile_number)

Routes Call According to Priority
Private if available
Mediation Server (Skype for Business / OCS) if available
PBX if Skype for Business / OCS does not exist
Mobile if Skype for Business / OCS or PBX were tried

Routes Call to
Alternative Routing
Rule, if Configured

Call Failure
(e.g., Busy
Destination)

B

If you are using the device's local LDAP cache, see Configuring the Device's LDAP
Cache for the LDAP query process.

Configuring AD-Based Routing Rules

The following procedure describes how to configure outbound IP routing based on LDAP
queries.
> To configure LDAP-based IP routing for Skype for Business:

1. Configure the LDAP server parameters, as described in Configuring LDAP Servers.

2. Configure the AD attribute names used in the LDAP query:

a. Open the LDAP Settings page (Setup menu > IP Network tab > RADIUS & LDAP folder >
LDAP Settings).
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ACTIVE DIRECTORY

LDAP Numeric Attributes

LDAP OC5 Number Attribute Mame msRTCSIP-Line

MS LDAP PBX Number Attribute Name telephoneNumber
LDAP MOBILE Number Attribute Name rmobile

LDAP DISPLAY Name Attribute Name displayMame

LDAP PRIVATE Number Attribute Name msRTCSIP-PrivateLine
LDAP Primary Key + | telephoneNumber
LDAP Secondary Key

b. Configure the LDAP attribute names as desired.
3. SBC application: Configure AD-based IP-to-IP routing rules:
a. Open the IP-to-IP Routing table (see Configuring SBC IP-to-IP Routing Rules).

b. Configure query-result routing rules for each IP domain (private, PBX / IP PBX, Skype
for Business clients, and mobile), using the LDAP keywords (case-sensitive) in the
'Destination Username Pattern' field:

& PRIVATE: Private number

¢ OCS: Skype for Business client number
¢ PBX:PBX/IP PBX number

¢ MOBILE: Mobile number

o LDAP_ERR: LDAP query failure

c. Configure a routing rule for routing the initial call (LDAP query) to the LDAP server, by
setting the 'Destination Type' field to LDAP for denoting the IP address of the LDAP
server.

d. For alternative routing, enable the alternative routing mechanism and configure
corresponding SIP reasons for alternative routing. For this feature, alternative routing
starts from the table row located under the LDAP query row.

The table below shows an example for configuring AD-based SBC routing rules in the IP-to-IP
Routing Table:

Table 18-14:AD-Based SBC IP-to-IP Routing Rule Configuration Examples

Index Destination Username Pattern = Destination Type Destination Address
1 PRIVATE: Dest Address 10.33.45.60
2 PBX: Dest Address 10.33.45.65
3 0cCs: Dest Address 10.33.45.68
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Index Destination Username Pattern = Destination Type Destination Address
4 MOBILE: Dest Address 10.33.45.100
5 LDAP_ERR Dest Address 10.33.45.80
6 * LDAP -
7 * Dest Address 10.33.45.72

The configured routing rule example is explained below:

Rule 1: Sends call to private telephone line (at 10.33.45.60) upon successful AD query result
for the private attribute.

Rule 2: Sends call to IP PBX (at 10.33.45.65) upon successful AD query result for the PBX
attribute.

Rule 3: Sends call to Skype for Business client (i.e., Mediation Server at 10.33.45.68) upon
successful AD query result for the Skype for Business attribute.

Rule 4: Sends call to user's mobile phone number (to PSTN through the device's IP address
at 10.33.45.100) upon successful AD query result for the Mobile attribute.

Rule 5: Sends call to IP address of device (10.33.45.80) if AD query failure (e.g., no response
from LDAP server or attribute not found).

Rule 6: Sends query for original destination number of received call to the LDAP server.

Rule 7: Alternative routing rule that sends the call of original dialed number to IP
destination 10.33.45.72. This rule is applied in any of the following cases

e LDAP functionality is disabled.

e LDAP query is successful but call fails (due to, for example, busy line) to all the relevant
attribute destinations (private, Skype for Business, PBX, and mobile), and a relevant
SBC Alternative Routing Reason (see Configuring SIP Response Codes for Alternative
Routing Reasons) has been configured.

Once the device receives the original incoming call, the first rule that it uses is Rule 6, which
queries the AD server. When the AD replies, the device searches the table, from the first rule
down, for the matching destination phone prefix (i.e., "PRIVATE:, "PBX:", "OCS:", "MOBILE:",
and "LDAP_ERR:"), and then sends the call to the appropriate destination.

Least Cost Routing

This section describes the device's Least Cost Routing (LCR) feature.

Overview

The LCR feature enables the device to choose the outbound IP destination routing rule based
on lowest call cost. This is useful in that it enables service providers to optimize routing costs
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for customers. For example, you may wish to define different call costs for local and
international calls or different call costs for weekends and weekdays (specifying even the time
of call). The device sends the calculated cost of the call to a Syslog server (as Information
messages), thereby enabling billing by third-party vendors.

LCR is implemented by defining Cost Groups and assigning them to routing rules in the IP-to-IP
Routing table (for SBC calls). The device searches the routing table for matching routing rules
and then selects the rule with the lowest call cost. If two routing rules have identical costs, the
rule appearing higher up in the table is used (i.e., first-matched rule). If the selected route is
unavailable, the device selects the next least-cost routing rule.

Even if a matched routing rule is not assigned a Cost Group, the device can select it as the
preferred route over other matched rules that are assigned Cost Groups. This is determined
according to the settings of the 'Default Call Cost' parameter configured for the Routing Policy
(associated with the routing rule for SBC calls). To configure the Routing Policy,; for SBC calls,
see Configuring SBC Routing Policy Rules.

The Cost Group defines a fixed connection cost (connection cost) and a charge per minute
(minute cost). Cost Groups can also be configured with time segments (time bands), which
define connection cost and minute cost based on specific days of the week and time of day
(e.g., from Saturday through Sunday between 6:00 and 18:00, and Monday through Sunday
between 18:00 and 5:00). If multiple time bands are configured per Cost Group and a call spans
multiple time bands, the call cost is calculated according to minute cost per time band and the
connection cost of the time band in which the call was initially established.

In addition to Cost Groups, the device can calculate the call cost using an optional, user-defined
average call duration value. The logic in using this option is that a Cost Group may be cheap if
the call duration is short, but due to its high minute cost, may prove very expensive if the
duration is lengthy. Thus, together with Cost Groups, the device can use this option to
determine least cost routing. The device calculates the Cost Group call cost as follows:

Total Call Cost = Connection Cost + (Minute Cost * Average Call Duration)

The below table shows an example of call cost when taking into consideration call duration.
This example shows four defined Cost Groups and the total call cost if the average call duration
is 10 minutes:

Table 18-15:Call Cost Comparison between Cost Groups for different Call Durations
Total Call Cost per Duration

Cost Group = Connection Cost Minute Cost
1 Minute 10 Minutes

A 1 6 7 61
B 0 10 10 100
c 0.3 8 8.3 80.3
D 6 1 7 16
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If four matching routing rules are located in the routing table and each one is assigned a
different Cost Group as listed in the table above, then the rule assigned Cost Group "D" is
selected. Note that for one minute, Cost Groups "A" and "D" are identical, but due to the
average call duration, Cost Group "D" is cheaper. Therefore, average call duration is an
important factor in determining the cheapest routing role.

Below are a few examples of how you can implement LCR:

B Example 1: This example uses two different Cost Groups for routing local calls and
international calls:

Two Cost Groups are configured as shown below:

Cost Group Connection Cost Minute Cost
1. "Local Calls" 2 1
2. "International Calls" 6 3

The Cost Groups are assigned to routing rules for local and international calls:

Routing Index Dest Phone Prefix Destination IP Cost Group ID
1 2000 X.X.X.X 1 "Local Calls"
2 00 X.X.X.X 2 "International Calls"

B Example 2: This example shows how the device determines the cheapest routing rule in the
Tel-to-IP Routing table:

The 'Default Call Cost' parameter in the Routing Policy rule is configured to Lowest Cost,
meaning that if the device locates other matching routing rules (with Cost Groups
assigned), the routing rule without a Cost Group is considered the lowest cost route.

e The following Cost Groups are configured:

Cost Group Connection Cost Minute Cost
1."A" 2 1
2."B" 6 3

e The Cost Groups are assigned to routing rules:

Routing Index Dest Phone Prefix Destination IP Cost Group
1 201 X.X.X.X "A'
2 201 X.X.X.X "B"
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Routing Index Dest Phone Prefix Destination IP Cost Group
3 201 X.X.X.X 0
4 201 X XXX "B"

The device calculates the optimal route in the following index order: 3, 1, 2, and then 4,
due to the following logic:

e Index 1 - Cost Group "A" has the lowest connection cost and minute cost

e Index 2 - Cost Group "B" takes precedence over Index 4 entry based on the first-
matched method rule

e Index 3 - no Cost Group is assigned, but as the 'Default Call Cost' parameter is
configured to Lowest Cost, it is selected as the cheapest route

e Index 4 - Cost Group "B" is only second-matched rule (Index 1 is the first)

B Example 3: This example shows how the cost of a call is calculated if the call spans over
multiple time bands:

Assume a Cost Group, "CG Local" is configured with two time bands, as shown below:
Cost Group Time Band @ Start Time End Time Connection Cost Minute Cost
CG Local TB1 16:00 17:00 2 1

TB2 17:00 18:00 7 2

Assume that the call duration is 10 minutes, occurring between 16:55 and 17:05. In other
words, the first 5 minutes occurs in time band "TB1" and the next 5 minutes occurs in
"TB2", as shown below:

16:00 16:35 17:00 17:05 16:00

10 min

Call Start Call End

W)

The device calculates the call cost as follows:

e For the first 5 minutes of the call (16:55 to 17:00), the call is in time band "TB1" and the
call cost for this period is calculated as follows:

Connection Cost of "TB1" + [Minute Cost of "TB1" x call duration] =2 +[1 x5 min] =7

e Forthe next 5 minutes of the call (17:00 to 17:05), the call is in time band "TB2" and
the call cost for this period is calculated as follows:
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Minute Cost of "TB2" x call duration =2 x 5 min = 10
e Therefore, the total call cost is the summation of above:

"TB1" call cost + "TB2" call cost =7 +10 =17

Configuring LCR
To configure LCR, perform the following main steps:
1. Enable LCR:
e SBC application: Configuring SBC Routing Policy Rules
2. Configure Cost Groups - see Configuring Cost Groups.
3. Configure Time Bands for a Cost Group - see Configuring Time Bands for Cost Groups.
4. Assign Cost Groups to outbound IP routing rules - see Assigning Cost Groups to Routing

Rules.

Configuring Cost Groups

The Cost Groups table lets you configure up to 10 Cost Groups. A Cost Group defines a fixed call
connection cost and a call rate (charge per minute). Once configured, you can configure Time
Bands per Cost Group.

The following procedure describes how to configure Cost Groups through the Web interface.
You can also configure it through ini file [CostGroupTable] or CLI (configure voip >

sip-definition least-cost-routing cost-group).

> To configure a Cost Group:

1. Open the Cost Groups table (Setup menu > Signaling & Media tab > SIP Definitions folder
> Least Cost Routing > Cost Groups).

2. Click New; the following dialog box appears:

GENERAL

Index 0
MName

Default Connection Cost ]
Default Minute Cost 0

3. Configure a Cost Group according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.
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Table 18-16:Cost Groups Table Parameter Descriptions

Parameter

'Index'

[CostGroupTable_Index]

'Name'
cost—-group—-name

[CostGroupTable
CostGroupName]

'Default Connection Cost
default-

connection-cost

[CostGroupTable_
DefaultConnectionCost]

'Default Minute Cost'
default-minute-

cost

[CostGroupTable_
DefaultMinuteCost]

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines a descriptive name, which is used when associating
the row in other tables.

The valid value is a string of up to 40 characters.

Note:
B Each row must have a unique name.

B The parameter value cannot contain a forward slash (/).

Defines the call connection cost (added as a fixed charge to
the call) for a call outside the time bands.

The valid value range is 0-65533. The default is 0.
Note: When calculating the cost of a call, if the current time

of the call is not within a time band configured for the Cost
Group, then this default connection cost is used.

Defines the call charge per minute for a call outside the time
bands.

The valid value range is 0-65533. The default is 0.

Note: When calculating the cost of a call, if the current time
of the call is not within a time band configured for the Cost
Group, then this default charge per minute is used.

Configuring Time Bands for Cost Groups

The Time Band table lets you configure Time Bands per Cost Group. A Time Band defines a day
and time range (e.g., from Saturday 05:00 to Sunday 24:00) and a fixed call connection charge
and call rate per minute for this interval. You can configure up to 70 Time Bands, where up to
21 Time Bands can be assigned to each Cost Group.

& e You cannot configure overlapping Time Bands.
e Ifa Time Band is not configured for a specific day and time range, the default
connection cost and default minute cost configured for the Cost Group in the Cost
Groups table is applied.

The following procedure describes how to configure Time Bands per Cost Group through the
Web interface. You can also configure it through ini file [CostGroupTimebands] or CLI
(configure voip > sip-definition least-cost-routing cost-group-

time-bands).

-318 -



CHAPTER 18 Services Mediant Software SBC | User's Manual

> To configure a Time Band per Cost Group:

1. Open the Cost Groups table (Setup menu > Signaling & Media tab > SIP Definitions folder
> Least Cost Routing > Cost Groups).

2. Select a Cost Group for which you want to assign Time Bands, and then click the Time Band
link located below the table; the Time Band table for the selected Cost Group appears.

3. Click New; the following dialog box appears:

GEMNERAL

Index o
Start Time (ddd:hh:mm)
End Time (ddd:hh:rmm)
Connection Cost 0

Minute Cost ]

4. Configure a Time Band according to the parameters described in the table below.
5. Click Apply, and then save your settings to flash memory.

Table 18-17:Time Band Table Description

Parameter Description
‘Index’ Defines an index number for the new table row.
timeband-index Note: Each row must be configured with a unique index.

[CostGroupTimebands_
TimebandIndex]

'Start Time' Defines the day and time of day from when this time band is
start-time applicable. The format is DDD:hh:mm, where:
[CostGroupTimebands_ B DDD is the day of the week, represented by the first
StartTime] three letters of the day in uppercase (i.e., SUN, MON,

TUE, WED, THU, FRI, or SAT).

B hh and mm denote the time of day, where hh is the hour
(00-23) and mm the minutes (00-59)

For example, SAT:22:00 denotes Saturday at 10 pm.

‘End Time' Defines the day and time of day until when this time band is
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Parameter Description

end-time applicable. For a description of the valid values, see the

[CostGroupTimebands_ parameter above.

EndTime]

‘Connection Cost' Defines the call connection cost during the time band. This is

connection-cost added as a fixed charge to the call.

[CostGroupTimebands_ The valid value range is 0-65533. The default is O.

ConnectionCost] Note: The entered value must be a whole number (i.e., not a
decimal).

'Minute Cost' Defines the call cost per minute charge during the time

minute-cost band.

[CostGroupTimebands_ The valid value range is 0-65533. The default is 0.

MinuteCost] Note: The entered value must be a whole number (i.e., not a
decimal).

Assigning Cost Groups to Routing Rules

To use your configured Cost Groups, you need to assign them to routing rules:

B SBC application: IP-to-IP Routing table - see Configuring SBC IP-to-IP Routing on page 723

Remote Web Services

This section describes configuration for remote Web services.

& To debug remote Web services, see Debugging Web Services.

Configuring Remote Web Services

The Remote Web Services table lets you configure up to seven Web-based (HTTP/S) services
(Remote Web Services) provided by third-party, remote HTTP/S hosts (HTTP Remote Hosts). The
following types of services can be offered by the remote hosts: Routing service, Call Status
service, Topology Status service, QoS service, General service, and Registration Status service.
For more information on these services, see the description of the 'Type' parameter below.

A Remote Web Service is configured using two tables with "parent-child" relationship:

B Remote Web Services table ("parent"): Defines the name of the Remote Web Service as
well as other settings (e.g., type of service). This table is described below.

B HTTP Remote Hosts table ("child"): Defines remote HTTP hosts (e.g., IP address) per
Remote Web Service. For more information, see Configuring Remote HTTP Hosts on
page 329.
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& e You can configure only one Remote Web Service for each of the following
service types: Routing, Call Status, Topology Status, QoS, Registration
Status, and Remote Monitoring.

e The Routing service also includes the Call Status and Topology Status services.

e The device supports HTTP redirect responses (3xx) only during connection
establishment with the host. Upon receipt of a redirect response, the device

attempts to open a new socket with the host and if this is successful, closes the
current connection.

The following procedure describes how to configure Remote Web Services through the Web
interface. You can also configure it through ini file [HTTPRemoteServices] or CLI (configure
system > http-services > http-remote-services).

> To configure a remote Web service:

1. Open the Remote Web Services table (Setup menu > IP Network tab > Web Services folder
> Remote Web Services).

2. Click New; the following dialog box appears:

GENERAL SECURITY.

LS Context
Verify Certficate Disable

Verify Certficate Subject Name Disable
Path api

TIMEQUTS
PoLicY

Policy in Group

Policy between Groups Stcky Primary
AuomaticRecomece | Enable

Login Needed Enable

Status

AUTHENTICATION

3. Configure a remote Web service according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 18-18:Remote Web Services Table Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table row.
[HTTPRemoteServices_Index] Note:
B Each row must be configured with a unique index.
B The parameter is mandatory.
'Name' Defines a descriptive name, which is used when
rest-name associating the row in other tables.
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Parameter Description
[HTTPRemoteServices_Name] The valid value is a string of up to 40 characters.
Note:
B Each row must be configured with a unique name.
B The parameter is mandatory.

B The parameter value cannot contain a forward

slash (/).
Type' Defines the type of service provided by the HTTP
rest-message-type remote host:
[HTTPRemoteServices_ B [0] Routing = (Default) This option provides a call
HTTPType] routing service, whereby the host (e.g., Routing

server) determines the next hop of an incoming call
on the path to its final destination. For more
information on employing a third-party, routing
server, see Centralized Third-Party Routing Server.
This option also includes the services provided by
the Call Status and Topology Status options.

B [1] Call Status = This option provides a call status
service for calls processed by the device. The
device provides call status to the host by sending
CDRs.

B [2] Topology Status = This option provides a
topology status service, which refers to all device
configuration changes (add, edit and delete
actions). The device sends topology status to the
HTTP host, using the REST APl command,
TopologyStatus. For this service to be functional,
you also need to enable the Topology Status
service as described in Enabling Topology Status
Services.

Topology status includes the following:

v IP Group Connectivity: Status is reported when
the keep-alive mechanism, enabled for the
associated Proxy Set, detects that the IP Group
is unavailable, or when CAC thresholds
(configured in the Admission Control table)
associated with the IP Group are crossed.

v Configuration Status: Status is reported when
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Parameter

Description

IP Groups or SIP Interfaces that are configured
to be used by remote Web-based services (i.e.,
the UsedByRoutingServer parameter is set to 1
- Used) are created or deleted. If you
subsequently change the settings of the
UsedByRoutingServer parameter or the '‘Name'
parameter, the device reports the change as a
creation or deletion of the corresponding
configuration entity.

B [5] QoS = This option provides a call routing service
based on Quality of Service (QoS). For more
information, see Configuring QoS-Based Routing by
Routing Server.

B [8] General = This option can be used for the
following services:

v Generating and sending CDRs to a REST server
through REST API. The REST server is
configured as an HTTP-based server (Remote
Web Service). For more information, see
Configuring CDR Reporting to REST Server on
page 1038.

v Querying (GET) HTTP servers using Call Setup
Rules. The response from the server can be
used for various functionality such as tag-
based classification and routing. When
configuring the Call Setup Rule, you need to
configure the 'Request Target' parameter to
the name of this Remote Web Service. For
more information on Call Setup Rules, see
Configuring Call Setup Rules on page 601.

v Requesting a Push Notification Server to wake
a SIP user agent (typically, a mobile device)
that is registered with the server for Push
Notification Service, through REST API. The
REST server (Push Notification Server) is
configured as an HTTP-based server (Remote
Web Service). For more information, see
Configuring Push Notification Service on
page 819.

B [9] Registration Status = This option provides a call
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Parameter Description

routing service based on registration status. The
device periodically synchronizes its database of
registered user agents (endpoints) with the third-
party Routing server (HTTP host) to keep it up to
date, enabling the Routing server to use this
information to perform correct and optimal routing
decisions. For this service to be functional, you also
need to enable the Registration Status service as
described in Enabling Registration Status Services
on page 332.

M [10] Remote Monitoring = This option provides a
remote monitoring of the device service when the
device is located behind a NAT. The device sends
its monitoring reports to this Remote Web Service
(HTTP host). To enable remote monitoring and to
select the report types that you want sent, see
Remote Monitoring of Device behind NAT on
page 1114.

Note:

M You can configure only one Remote Web Service
for each of the following service types: Routing,
Call Status, Topology Status, QoS, Registration
Status, and Remote Monitoring.

B The Routing option also includes the Call Status
and Topology Status services.

M If you don't configure the parameter to QoS, the
device sends QoS reports to the Topology server.

B For the Registration Status service, if you have not
configured the parameter to Registration Status
for any Remote Web Service, the device provides
the service to the Remote Web Service for which
you have configured the parameter to Topology

Status.
'Path’ Defines the path (prefix) to the REST APlIs.
rest-path The valid value is a string of up to 80 characters. The
[HTTPRemoteServices_Path] default is "api".

Policy
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Parameter Description
'Policy in Group' Defines the mode of operation between hosts in a
http-policy group, which are configured in the HTTP Remote Hosts

[HTTPRemoteServices_Policy] table for the specific remote Web service.

B [0] Round Robin = (Default) The device does load
balancing of traffic across all the hosts in the group.
Every consecutive message is sent to the next
available host. The priority of the hosts determines
the order in which the device sends the traffic.

B [1] Sticky Primary = The device always attempts to
send traffic to the host that has the highest priority
in the group. If the host does not respond, the
device sends the traffic to the next available host
that has the highest priority. If the host that has
the highest priority becomes available again, the
device sends the traffic to this host.

B [2] Sticky Next = The device initially attempts to
send traffic to the host that has the highest priority
in the group. If this host becomes unavailable (or is
initially unavailable), the device sends the traffic to
the next available host that has the highest priority
and continues sending traffic to this host even if
the highest-priority host later becomes available
again.

Note: If you have configured multiple hosts with the
same priority, their priority is determined by their
order of appearance in the HTTP Remote Hosts table.
For example, if two hosts are configured in rows Index
0 and Index 1 with priority 0, the host in Index 0 is
considered higher priority.

'Policy between Groups' Defines the mode of operation between groups of
http-policy-between- hosts, which are configured in the HTTP Remote Hosts
groups table for the specific remote Web service.
[HTTPRemoteServices_ B [1] Sticky Primary = (Default) The device always
BetweenGroupsPolicy] attempts to send traffic to the group that has the

highest priority (e.g., Group 0). If none of the hosts
in this group respond, the device attempts to send
traffic to a host in a group that has the next highest
priority (e.g., Group 1), and so on. Whenever a host
in the group that has the highest priority (e.g.,
Group 0) becomes available again, the device sends
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Parameter

'Automatic Reconnect'
http-persistent-

connection

[HTTPRemoteServices_
PersistentConnection]

Login Needed
http-login-needed
[HTTPRemoteServices_
LoginNeeded]

Authentication

'Username’

rest—-user—-name

[HTTPRemoteServices_
AuthUserName]

Description

the traffic to the host in this group.

B [2] Sticky Next = The device initially attempts to

send traffic to the group of hosts that has the
highest priority (e.g., Group 0). If none of the hosts
in the group respond, the device attempts to send
traffic to a host in a group that has the next highest
priority (e.g., Group 1). Even if the group of hosts
that has the highest priority (e.g., Group 0)
becomes available again, the device continues
sending traffic to this lower priority group (e.g.,
Group 1) .

Defines whether the HTTP connection with the host
remains open or is only opened per request.

M [0] Disable = The HTTP connection is created per
client (user) request and remains connected until
the server closes the connection.

M [1] Enable = (Default) The device creates the HTTP
connection once you have configured the service. If
the server closes the connection, the device re-
opens it. If the keep-alive timeout is configured,
the device uses HTTP keep-alive messages to keep
the connection open all the time.

Enables the use of the AudioCodes proprietary REST
API Login and Logout commands for connecting to the
remote host. The commands verify specific
information (e.g., software version) before allowing
connectivity with the device.

B [0] Disable = Commands are not used.
B [1] Enable (default)

Note: The parameter is applicable only if you configure
the 'Type' parameter to any value other than General.

Defines the username for HTTP authentication.

The valid value is a string of up to 80 characters. The
default is "user".
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Parameter Description

'‘Password' Defines the password for HTTP authentication.

rest-password The valid value is a string of up to 80 characters. The

[HTTPRemoteServices_ default is "password".

AuthPassword] Note: The password cannot be configured with wide
characters.

Security

'TLS Context' Assigns a TLS Context (TLS configuration) for

rest-tls-context connection with the remote host.

[HTTPRemoteServices_ By default, no value is defined.

TLSContext] To configure TLS Contexts, see Configuring TLS
Certificates on page 162.
Note: The parameter is applicable only if the
connection is HTTPS.

'Verify Certificate' Enables certificate verification when connection with

rest-verify- the host is based on HTTPS.

certificates B [0] Disable = (Default) No certificate verification is

[HTTPRemoteServices_ done.

VerifyCertificate]

B [1] Enable = The device verifies the authentication
of the certificate received from the HTTPS peer.
The device authenticates the certificate against the
trusted root certificate store associated with the
associated TLS Context (see 'TLS Context'
parameter above) and if ok, allows communication
with the HTTPS peer. If authentication fails, the
device denies communication (i.e., handshake
fails). The device can also authenticate the
certificate by querying with an Online Certificate
Status Protocol (OCSP) server whether the
certificate has been revoked. This is also configured
for the associated TLS Context.

Note: The parameter is applicable only if the
connection is HTTPS.

'Verify Certificate Subject Name' Enables the verification of the TLS certificate subject
verify-cert-subject- name (Common Name / CN or Subject Alternative
name Name / SAN) when connection with the host is based

[HTTPRemoteServices_ on HTTPS.

VerifyCertificateSubjectName] B [0] Off = (Default) No verification is done.
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Parameter

Timeouts

'‘Response Timeout'

rest-timeout

[HTTPRemoteServices_TimeOut]

'Keep-Alive Timeout'

rest-ka-timeout

[HTTPRemoteServices_
KeepAliveTimeOut]

Status

'Status'

Description

B [1] On =The device verifies the subject name of
the certificate received from the HTTPS peer. If the
server's URL contains a hostname, it verifies the
certificate against the hostname; otherwise, it
verifies the certificate against the server's IP
address. If authentication fails, the device denies
communication (i.e., handshake fails).

Note: The parameter is applicable only if the
connection is HTTPS.

Defines the TCP response timeout (in seconds) from
the remote host. If one of the remote hosts does not
respond to a request (e.g., HTTP GET method) within
the specified timeout, the device closes the
corresponding socket and attempts to connect to the
next remote host.

The valid value is 1 to 65535. The default is 5.

Note: The global parameter for response timeout is
described in Configuring a Routing Response Timeout
on page 748.

Defines the duration/timeout (in seconds) in which
HTTP-REST keep-alive messages are sent by the device
if no other messages are sent. Keep-alive messages
may be required for HTTP services that expire upon
inactive sessions. For Remote Web Service whose
'"Type' is Routing, Call Status, Topology Status, or QoS,
proprietary keep-alive messages are sent. For 'Type'
that is General, HTTP OPTIONS keep-alive messages
are sent.

The valid value is 0 to 65535. The defaultis O (i.e., no
keep-alive messages are sent).

(Read-only) Displays the status of the host associated
with the Web service.

B "Connected": At least one of the hosts is
connected.

B '"Disconnected": All hosts are disconnected.
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Parameter Description

'Active Group' (Read-only) Displays the currently active Group (by ID)
that is associated with the Web service. This is the host
group to where the device is currently sending traffic.

'Active Host' (Read-only) Displays the currently active host (by
name) that is associated with the Web service. This is
the host (within the active group) to where the device
is currently sending traffic.

Note: If traffic is sent to the hosts in a round-robin
fashion (i.e., 'Policy in Group' parameter is configured
to Round Robin), then this field displays "NA".

Configuring Remote HTTP Hosts

The HTTP Remote Hosts table lets you configure up to 10 remote HTTP hosts per Remote Web
Service. The HTTP Remote Hosts table is a "child" of the Remote Web Services table (configured
in Configuring Remote Web Services).

The following procedure describes how to configure HTTP Remote hosts through the Web
interface. You can also configure it through ini file [HTTPRemoteHosts] or CLI (configure
system > http-services > http-remote-hosts).

> To configure a remote HTTP host:

1. Open the Remote Web Services table (Setup menu > IP Network tab > Web Services folder
> Remote Web Services).

2. Inthe table, select the required remote Web service index row, and then click the HTTP
Remote Hosts link located below the table; the HTTP Remote Hosts table appears.

3. Click New; the following dialog box appears:

GENERAL GROUPING

GroupID 0 ~

Name Priority in Group 0 ~

TRANSPORT STATUS

Address. 0000 Stats.

4. Configure an HTTP remote host according to the parameters described in the table below.

5. Click Apply, and then save your settings to flash memory.
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Table 18-19:HTTP Remote Hosts Table Parameter Descriptions

Parameter
General

'Index'

rest—-servers

[HTTPRemoteHosts
RemoteHostindex]

'Name'

[HTTPRemoteHosts_
Name]

Transport

'Address'

rest-address

[HTTPRemoteHosts_
Address]

'Port’

rest-port

Description

Defines an index number for the new table row.
Note:

M Each row must be configured with a unique index.

B The parameter is mandatory.

Defines a descriptive name, which is used when associating the
row in other tables.

The valid value is a string of up to 40 characters. By default, no
value is defined.

Note:
B Each row must be configured with a unique name.

B The parameter is mandatory.

Defines the address (IP address or FQDN) of the remote host.
The valid value is a string of up to 80 characters.

Note:

B If the address is an FQDN and the DNS resolution results in
multiple IP addresses, the device attempts to establish
multiple connections (sessions) for each IP address. Only the
first 10 resolved IP addresses are used regardless of the
number of hosts.

B FQDN resolution is also performed (immediately) when
connection is subsequently "closed" (by timeout or by the
remote host) and connections are updated accordingly. In
addition, the device periodically (every 15 minutes) performs
DNS name resolution to ensure that the list of resolved IP
addresses has not changed. If a change is detected, the
device updates its' list of IP addresses and re-establishes
connections accordingly.

B In addition to multiple HTTP sessions, the device establishes
multiple (TCP) connections per session, thereby enhancing
data exchange capabilities with the host.

Defines the port of the host.
The valid value is 0 to 65535. The default is 80.
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Parameter

[HTTPRemoteHosts_
Port]

'Interface’

rest-interface

[HTTPRemoteHosts_
Interface]

‘Transport Type'

rest-transport-

type
[HTTPRemoteHosts_
HTTPTransportType]

Grouping

'‘Group ID'
group-id
[HTTPRemoteHosts_
GrouplD]

'Priority in Group'
host-priority-
in-group
[HTTPRemoteHosts_
PrioritylnGroup]

Status

'Status'

Description

Assigns one of the device's IP network interfaces through which
communication with the remote host is done.

By default, no value is defined and the OAMP interface is used.

Defines the protocol for communicating with the remote host:
B [O] HTTP (default)

B [1] HTTPS

Defines the host's group ID. The group number (ID) reflects the
priority of the group. The device sends traffic to host groups
according to the configuration of the 'Policy between Groups'
parameter in the Remote Web Services table.

The valid value is 0 to 4, where 0 is the highest priority and 4 the
lowest. The default is 0.

Defines the priority level of the host within the assigned group.
The device sends traffic to hosts within the group according to
the configuration of the 'Policy in Group' parameter in the
Remote Web Services table.

The valid value is 0 to 9, where 0 is the highest priority and 9 the

lowest. The default is 0.

Note: If you have configured multiple hosts in the group with
the same priority, their priority is determined by their order of
appearance in the table. For example, if two hosts are
configured in rows Index 0 and Index 1 with priority 0, the host
in Index 0 is considered higher priority.

(Read-only) Displays the status of the connection with the
remote host.

B '"Connected": The host is connected.

B "Disconnected": The host is disconnected.
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Enabling Topology Status Services

You can enable the device to send device configuration (topology) status (add, edit and delete)
for Web-based services (Remote Web Services). Once enabled, you need to add a Remote Web
Service with the 'Type' parameter configured to Topology Status (see Configuring Remote Web
Services).

> To enable Topology Status services:

1. Open the Web Service Settings page (Setup menu > IP Network tab > Web Services folder
> Web Service Settings).

2. From the 'Topology Status' drop-down list [RoutingServerGroupStatus], select Enable:

GEMERAL

Topology Status Enable B
3. Click Apply.

Enabling Registration Status Services

You can enable the device to periodically synchronize its registration database of SIP user
agents (endpoints) with a third-party Routing server (Remote Web Service). The Routing server
can then use this information for routing decisions. Once enabled, you need to add a Remote
Web Service with the 'Type' parameter configured to Registration Status (see Configuring
Remote Web Services).

> To enable Registration Status services:

1. Open the Web Service Settings page (Setup menu > IP Network tab > Web Services folder
> Web Service Settings).

2. From the 'Routing Server Registration Status' drop-down list
[RoutingServerRegistrationStatus], select Enable:

Routing Server Registration Status Enable ~

3. Click Apply.

Third-Party Routing Server or AudioCodes Routing Manager

You can employ a remote, third-party Routing server to handle call routing decisions in
deployments consisting of multiple AudioCodes devices. The Routing server can be used to
handle SBC, Tel-to-IP, and IP-to-Tel calls. Employing a Routing server replaces the need for the
device's routing tables--IP-to-IP Routing table for SBC calls--to determine call destination.
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For more information on ARM, refer to the ARM User's Manual and ARM Installation
Manual, which can be downloaded from AudioCodes website.

For SBC calls, when the device receives an incoming call (SIP INVITE, NOTIFY or MESSAGE), it
searches the IP-to-IP Routing table for a matching routing rule. If the routing rule is configured
to use a Routing server ('Destination Type' parameter is configured to Routing Server), the
device sends a request to the routing server for an appropriate destination.

The request is sent to the Routing server using an HTTP Get Route message. The request
contains information about the call (SIP message).

The Routing server uses its own algorithms and logic in determining the best route path. The
Routing server manages the call route between devices in "hops", which may be spread over
different geographical locations. The destination to each hop (device) can be by IP address
(with port) or IP Group. If the destination is an IP address, even though the destination type (in
the IP-to-IP Routing table) is an IP Group, the device only uses the IP Group for profiling (i.e.,
associated IP Profile etc.). If multiple devices exist in the call routing path, the Routing server
sends the IP address only to the last device ("node") in the path.

Once the device receives the resultant destination hop from the routing server, it sends the call
to that destination. The routing server can provide the device with an appropriate route or
reject the call. However, if for the initial request (first sent Get Route request for the call), the
routing server cannot find an appropriate route for the call or it does not respond, for example,
due to connectivity loss (i.e., the routing server sends an HTTP 404 "Not Found" message), the
device routes the call using its routing tables. If the Get Route request is not the first one sent
for the call (e.g., in call forwarding or alternative routing) and the routing server responds with
an HTTP 404 "Not Found" message, the device rejects the call.

This HTTP request-response transaction for the routing path occurs between Routing server and
each device in the route path (hops) as the call traverses the devices to its final destination.
Each device in the call path connects to the Routing server, which responds with the next hop in
the route path. Each device considers the call as an incoming call from an IP Group. The session
ID (SID) is generated by the first device in the path and then passed unchanged down the route
path, enabling the Routing server to uniquely identify requests belonging to the same call
session.

Communication between the device and routing server is through the device's embedded
Representational State Transfer (RESTful) API. The RESTful API is used to manage the routing-
related information exchanged between the routing server (RESTful server) and the device
(RESTful client). When you have configured the device with connection settings of the routing
sever and the device starts-up, it connects to the routing server and activates the RESTful API,
which triggers the routing-related APl commands.

The following figure provides an example of information exchange between devices and a
routing server for routing calls:
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The routing server can also manipulate call data such as calling name, if required. It can also
create new IP Groups and associated configuration entities, if necessary for routing. Multiple
routing servers can also be employed, whereby each device in the chain path can use a specific
routing server. Alternatively, a single routing server can be employed and used for all devices
("stateful" routing server).

The device automatically updates (sends) the Routing server with its' configuration topology
regarding SIP routing-related entities SRDs, SIP Interfaces, and IP Groups) that have been
configured for use by the Routing server. For example, if you add a new IP Group and enable it
for use by the Routing server, the device sends this information to the Routing server. Routing
of calls associated with routing-related entities that are disabled for use by the Routing server
(default) are handled only by the device (not the Routing server).

In addition to regular routing, the routing server also supports the following:

Alternative Routing: If a call fails to be established, the device "closest" to the failure and
configured to send "additional" routing requests (through REST API - "additionalRoute"
attribute in HTTP Get Route request) to the routing server, sends a new routing request to
the routing server. The routing server may respond with a new route destination, thereby
implementing alternative routing. Alternatively, it may enable the device to return a failure
response to the previous device in the route path chain and respond with an alternative
route to this device. Therefore, alternative routing can be implemented at any point in the
route path. If the routing server sends an HTTP 404 "Not Found" message for an alternative
route request, the device rejects the call. If the routing server is configured to handle
alternative routing, the device does not make any alternative routing decisions based on its
alternative routing tables.

If the device sends an HTTP Get Route request and the Routing server responds with a REST
API attribute "action" that is set to the value 'continue’, the device routes the call using its
IP-to-IP Routing table. It uses the routing rule located after the original routing rule used to
query the routing server ('Destination Type' set to Routing Server) whose 'Alternative
Route Options' parameter is configured to Route Row. This routing can be used at any
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stage of the call (e.g., after alternative routing failure by the routing server or after
receiving a REFER/3xx).

B Call Forking: The device can fork calls according to the routing server. When the device
finds a matching routing rule in the IP-to-IP Routing table that is configured with the
Routing Server destination, it sends an HTTP Get Route request to the routing server.
When it receives a successful response from the server, the device sends an INVITE
message to a destination based on the response. If the routingMethod in the response
from the routing server is "fork", the device sends another HTTP Get Route request to the
server and upon a successful response, sends another INVITE to another destination based
on the response, and so on. This call forking process continues until no routingMethod is
received from the server or it is set to “seq”, or there is a failed response from the server. If
all the contacts fail (4xx), the device falls back to an alternative route, if exists, from the
routing server. If 3xx is received for any of the forked destinations, the device handles it
after all the forked INVITEs have been terminated.

B Call Status: The device can report call status to the Routing server to indicate whether a
call has successfully been established and/or failed (disconnected). The device can also
report when an IP Group (Proxy Set) is unavailable, detected by the keep-alive mechanism,
or when the CAC thresholds permitted per IP Group have been crossed.

B Credentials for Authentication: The routing server can provide user (e.g., IP Phone caller)
credentials (username-password) in the Get Route response, which can be used by the
device to authenticate outbound SIP requests if challenged by the outbound peer, for
example, Microsoft Skype for Business (per RFC 2617 and RFC 3261). If multiple devices
exist in the call routing path, the routing server sends the credentials only to the last device
("node") in the path.

Alternatively, the device can authenticate incoming SIP requests (INVITE or REGISTER) from
User-type IP Groups, by first obtaining (REST-based API query) the user's password from
the routing server where it is stored. When this feature is enabled and the device receives
an incoming SIP dialog-initiating request, it sends the REST APl command getCredentials in
the Get request to the routing server. The name of the user whose credentials are
requested is obtained from the SIP From header when authenticating an INVITE message,
and from the To header when authenticating a REGISTER message. The routing server
sends a 200 response to the device containing the password (if the requested user exists).
The device then sends the challenge back to the user. The user resends the request with a
SIP Authorization header (containing a response to the challenge), and the authentication
process continues in the usual manner. If the device doesn’t receive a password, it rejects
the incoming dialog (SIP 404). To enable this authentication type, you need to configure the
IP Group's 'SBC Server Authentication Type' parameter to ARM Authentication (see
Configuring IP Groups on page 457). Note that the routing server does not authenticate
users, but only helps the device to process the SIP Digest authentication by providing the
user credentials.

B QoS: The device can report QoS metrics per IP Group to the routing server which it can use
to determine the best route (i.e., QoS-based routing). For more information, see
Configuring QoS-Based Routing by Routing Server.
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B Call Preemption for Emergency Calls: If you enable call preemption for emergency calls
(e.g., 911) on the device, the routing server determines whether or not the incoming call is
an emergency call and if so, handles the routing decision accordingly (i.e., preempts a non-
emergency call if the maximum call capacity of the device is reached in order to allow the
emergency call to be routed). To enable call preemption for emergency calls, use the
[SBCPreemptionMode] parameter .

B Registration status: The device can periodically synchronize its registration database of SIP
user agents (endpoints) with the routing server to keep it up to date, enabling the routing
server to use this information to perform correct and optimal routing decisions. To enable
this functionality, see Enabling Registration Status Services on page 332.

> To configure routing based on Routing server:

1. For each configuration entity (e.g., IP Group) that you want routing done by the routing
server, configure the entity's 'Used By Routing Server' parameter to Used:

Used By Routing Server Used B

2. Configure an additional Security Administrator user account in the Local Users table (see
Configuring Management User Accounts) that is used by the routing server (REST client) to
log in to the device's management interface.

3. Configure the address and connection settings of the routing server, referred to as a
Remote Web Service and an HTTP remote host (see Configuring Remote Web Services). You
must configure the 'Type' parameter of the Remote Web Service to Routing, as shown in

the example:

GENERAL
Index 0
Mame Routing Server
Type Routing E

4. Inthe IP-to-IP Routing table, configure the 'Destination Type' parameter of the routing rule
to Routing Server (see Configuring SBC IP-to-IP Routing Rules):

ACTION

Destination Type Routing Server B
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Configuring QoS-Based Routing by Routing Server

You can configure the device to allow the routing server to route calls based on QoS metrics
(media and signaling). The device collects QoS metrics per IP Group that you have configured to
operate with the routing server (‘Used by Routing Server' parameter configured to Used in the
IP Groups table). The metrics include the following:

B Signaling: ASR, NER, and ACD

B Media: Packet loss (Rx/Tx), packet delay (local/remote), jitter (local/remote), MOS
(local/remote), audio bandwidth (Rx/Tx), video bandwidth (Rx/Tx), and total bandwidth
(Rx/Tx)

The device collects QoS metrics for both incoming call traffic and outgoing traffic from the
remote endpoint. It sends the QoS reports to the routing server, where each report can contain
the status of up to 100 IP Groups. If more than 100 IP Groups exist, the device sends multiple
QoS reports (sequentially) to the routing server. The device sends the reports every user-
defined period. The routing logic of where to route calls based on QoS ("good", "fair", and
"bad") is configured on the routing server.

For media metrics calculations, the device's License Key must include voice quality
monitoring and RTCP XR.

> To configure the device for QoS-based routing by routing server:

1. Open the Web Service Settings page (Setup menu > IP Network tab > Web Services folder
> Web Service Settings), and then do the following:

a. From the 'Quality Status' [RoutingServerQualityStatus] drop-down list, select Enable to
enable QoS-based routing.

b. Inthe 'Quality Status Rate' field (RoutingServerQualityStatusRate), enter the rate (in
sec) at which the device sends QoS reports.

Quality Status « Enable -

Quality 5tatus Rate (sec) « 50

c. Click Apply.

2. Open the Remote Web Services table (see Configuring Remote Web Services), and then for
the Remote Web Service entry that you configured for the routing server, do the following:

a. From the 'Type' [HTTPRemoteServices HTTPType] drop-down list, select QoS.
b. Click Apply.

3. Enable voice quality monitoring and RTCP XR, using the 'Enable RTCP XR' [VQMonEnable]
parameter (see Configuring RTCP XR).
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Configuring an HTTP GET Web Service

You can query (HTTP GET) an HTTP server and use the response for various functionality such as
routing or saving it, for example, as a session variable in order to use it in SIP message
manipulations.

You need to configure a Remote Web Service to represent the HTTP server and a Call Setup
Rule to define the search query and the action you want done based on the HTTP response. The
following example queries an HTTP server (at IP address 52.7.189.10) using the caller's (source)
user name in the server's path /v3/phone. When a response is received from the HTTP server,
the device adds the value of the HTTP response body ("Alice") to the From header in the
outgoing SIP message.

> To configure an HTTP GET operation:

1. Open the Remote Web Services table, and then configure a Remote Web Service for the
HTTP server:

e 'Name': MyHTTP

e 'Type': General

e 'Path':v3/phone

e 'Username': adminuserl
e 'Password': 1234

2. Open the HTTP Remote Hosts table of the Remote Web Service that you configured in Step
1, and then configure the following:

e 'Name': MyHTTPHost
e 'Address': 52.7.189.10
3. Open the Call Setup Rules table, and then configure the following rule:
e 'RuleSetID":1
e 'Request Type': HTTP GET
e 'Request Target': MyHTTP
e 'Request Key': Param.Call.Src.User+'?account_sid=SID&auth_token=TOKEN'
e 'Action Subject': Param.Call.Src.Name
e 'Action Type': Modify
e 'Action Value': HTTP.Response.Body
4. Assign your Call Setup Rule to the relevant SIP Interface, for example.
An example of the HTTP and SIP messages of the above configuration is shown below:

1. Incoming SIP message:
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INVITE sip:2000@10.7.7.246;user=phone SIP/2.0

Via: SIP/2.0/UDP 10.7.2.15;branch=z9hG4bKLRGQTOQHILSSMGAQJQSU
From: <sip:

15551234567
@10.7.2.15;user=phone>;tag=RJFNXMKDOHELDUMEWWGH

To: <sip:2000@10.7.7.246;user=phone>

Call-ID: UBBKFKBCXFPESMYOPDTB@10.7.2.15

CSeq: 1 INVITE

Contact: <sip:1000@10.7.2.15>

Supported: em,100rel timer,replaces

Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,I
NFO,SUBSCRIBE

User-Agent: Sip Message Generator V1.0.0.5

2. Outgoing HTTP GET:

Header=GET /v3/phone/15551234567?account_sid=SID&auth_
token=TOKEN HTTP/1.1

Content-Type: html/text

Host: 52.7.189.114

Connection: keep-alive

Content-Length: 0

Cache-Control: no-cache

User-Agent: 1

3. Incoming HTTP response:

HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
Cache-Control: max-age=0
Content-Type: text/html

Date: Thu, 07 Dec 2017 14:35:21 GMT
Server: nginx/1.8.1

Content-Length: 6

Connection: keep-alive

Alice

4. Outgoing SIP message:

INVITE sip:2000@10.7.7.246;user=phone SIP/2.0
Via: SIP/2.0/UDP 10.7.7.246:5060;branch=z9hG4bKac1693897511
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Max-Forwards: 70

From: Alice
<sip:+15551234567@10.7.2.15;user=phone>;tag=1c1900944531
To: <sip:2000@10.7.7.246;user=phone>

Call-ID: 17651812441120101654@10.7.7.246

CSeq: 1 INVITE

Contact: <sip:1000@10.7.7.246:5060>

Supported: em,100rel.timer,replaces,sdp-anat

Configuring HTTP POST Web Service

You can use HTTP POST messages to simply notify an HTTP server about a call, and use HTTP
POST messages for querying information like HTTP GET messages. The example provided in this
section describes how to configure the device to send HTTP POSTs to notify an HTTP server of
incoming 911 calls. You need to configure a Remote Web Service to represent the HTTP server
(IP address 52.7.189.10). You also need to configure Call Setup Rules that instruct the device to
send an HTTP POST message, containing the 911 caller's user name and host name, to the
server (at path /path/query/notify-emergency-call) if a 911 call is received.

> To configure an HTTP POST notification operation:

1.

Open the Remote Web Services table, and then configure a Remote Web Service for the
HTTP server:

e 'Name': MyHTTP

e 'Type': General

e 'Username': adminuserl
e 'Password': 1234

Open the HTTP Remote Hosts table of the Remote Web Service that you configured in Step
1, and then configure the following:

e 'Name': MyHTTPHost
e 'Address': 52.7.189.10
Open the Call Setup Rules table, and then configure the following rules (Rule Set ID 1):

e If the destination number of the incoming call is not 911, then don't process these Call
Setup Rules:

¢ 'Index:1

¢ 'RuleSetID":1

¢ 'Condition': Param.Call.Dst.User !='911'
¢ 'Action Type': Exit

¢ 'Action Value': True
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e Set the Content-Type header in the HTTP POST message to the value
"application/json":

¢ 'Index':2

¢ 'RuleSetID":1

¢ 'Action Subject': HTTP.Request.Content-Type
¢ 'Action Type': Modify

+ 'Action Value': 'application/json'

e Add JSON parameters to the body of the HTTP POST message so that it includes the
911 caller's (source) number and host name:

¢ 'Index:3

¢ 'RuleSetID":1

¢ 'Action Subject': HTTP.Request.Body
¢ 'Action Type': Add

¢ 'Action Value': '{ "user": "'+Param.Call.Src.User+'", "host":
"'+Param.Call.Src.Host+"" }'

e Sendthe HTTP POST message to the specified server and folder path:

¢ 'Index:4

¢ 'RuleSetID":1

¢ 'Request Type': HTTP POST Notification

¢ 'Request Target': MyHTTP

¢ 'Request Key': '/path/query/notify-emergency-call'
4. Assign your Call Setup Rules (i.e., Rule Set ID 1) to the relevant SIP Interface (for example).
An example of the HTTP and SIP messages of the above configuration is shown below:

1. Incoming SIP message from 911 caller:

INVITE sip:911@10.7.7.246;user=phone SIP/2.0

Via: SIP/2.0/UDP 10.7.2.15;branch=z9nG4bKLRGQTOQHILSSMGAQJQSU
From: <sip:
15551234567@10.7.2.15;user=phone>;tag=RJFNXMKDOHELDUMEWWGH
To: <sip:911@10.7.7.246;user=phone>

Call-ID: UBBKFKBCXFPESMYOPDTB@10.7.2.15

CSeq: 1INVITE

Contact: <sip:1000@10.7.2.15>

Supported: em,100rel timer,replaces

Allow:

-341-



CHAPTER 18 Services Mediant Software SBC | User's Manual

REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,I
NFO,SUBSCRIBE
User-Agent: Sip Message Generator V1.0.0.5

2. Outgoing HTTP POST message notifying server of 911 call:

Header=POST /path/query/notify-emergency-call HTTP/1.1
Content-Type: application/json

Host: 52.7.189.114

Connection: keep-alive

Content-Length: 47

Cache-Control: no-cache

User-Agent: 1

{ "user": "15551234567", "host": "10.7.2.15" }

Configuring Web Service for Automatic Provisioning

You can configure a Remote Web Service for automatic provisioning of the device by a remote
HTTP server. For this feature, whenever the device resets or powers up, the device uses REST
API to send an HTTP/S POST request with JSON content to the server with identification
information (e.g., serial number). If the server identifies the device and has an updated
configuration file, it transfers the file to the device using Secure Copy Protocol (SCP).

If the request fails (any HTTP response other than 200 OK), the device sends another request
after a user-defined time. The maximum number of retries is three. If it still fails, the device's
Status LED located on the chassis blinks green and the 'Status' field (see below) displays
"Operation Failed".

e The downloaded configuration file (CLI Script file) overwrites the existing
configuration.

> To configure automatic provisioning as a Remote Web Service:

1. Open the Web Service Settings page (Setup menu > IP Network tab > Web Services folder
> Web Service Settings).

2. Scroll down to the Provision group:
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PROVISION

Status Not Applicable
Enabled [l

Retry Interval 0

Max Retries 3

Server URL

Server Username

Server Password &

The

Select the 'Enabled' check box to enable the provisioning feature.

In the 'Retry Interval' field, configure the time (in seconds) between each sent HTTP
request that failed.

In the 'Max Retries' field, configure the maximum number of attempts to send the request
before provisioning is considered a failure.

In the 'Server URL' field, configure the provisioning server's path where the requests must
be sent.

In the 'Server Username' and 'Server Password' fields, configure the username and
password respectively for authentication with the server.

Click Apply, and then reset the device with a burn-to-flash for your settings to take effect.
'Status' field displays the status of the automatic provisioning:

"Not Applicable": Automatic provisioning is disabled or the device doesn't support the
provisioning process.

"Initialization Failed": Typically, some preliminary initialization failed (e.g., couldn't create
HTTP service).

"In Progress": The device is currently sending the HTTP request.

"Resolving DNS": If the URL contains an FQDN, it is currently being resolved into an IP
address by a DNS server.

"Wrong Server URL": The configured URL is incorrect.
"Bad Response": The sent HTTP request failed and the device is making another attempt.

"Operation Failed": The number of request attempts have exceeded the number of
configured retries.

"Operation Succeeded": A 200 OK HTTP response has been received from the provisioning
server.
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HTTP-based Proxy Services

The device can be configured as an HTTP Proxy (or a non-HTTP Proxy) to intermediate between
clients (e.g., HTTP requests) and servers (hosts). The client sends an HTTP GET request
specifying the destination (URL), and the device (acting as an HTTP Proxy), forwards it to the
host, and vice versa.

This feature integrates the NGINX platform, which is an open source proxy server. When you
enable the HTTP Proxy application, the NGINX daemon is launched. When you then configure
the various HTTP Proxy tables, the configuration is reflected in the NGINX configuration file
(nginx.conf). Each parameter has its own NGINX Directive notation syntax, which is shown in
the nginx.conf file. For example, if you have configured an Upstream Host (discussed later in
this section), it is displayed in the NGINX file as "server host:port". You can also configure and
apply additional NGINX Directives that do not have any corresponding parameters in the
device's Web interface. For more information, see Configuring HTTP Directive Sets on page 364.

The device supports the following proxy services:

B HTTP Reverse Proxy for managing equipment behind NAT: You can configure the device
to function as a Reverse HTTP Proxy server. You can use this for many HTTP-based
applications. For example, you can use it to intermediate between REST API clients and a
REST server.

Another example is to use the HTTP Proxy to intermediate between IP Phones and remote
servers for file download. The figure below illustrates this example where IP Phones
(clients) retrieve their configuration and firmware files from remote file servers (Upstream
Hosts) and where the device (HTTP Proxy) intermediates between the two. The HTTP hosts
are located in the cloud and the clients are located behind NAT. The HTTP Proxy listens for
incoming HTTP requests (Listening Interface and HTTP/S Listening Port) from the clients
and then forwards the requests to the relevant HTTP host, based on the URL (HTTP
Location) in the incoming HTTP GET request. If the URL matches the pattern "/firmware/",
the HTTP Proxy sends the request to the firmware file server; if the URL matches the
pattern "/ipp/*.cfg", the requests are sent to the configuration file server. In addition,
customized NGINX directives have been configured for each HTTP Location to define the
maximum time to wait for an HTTP connection.
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IP Phones

Upstream Group "Conf-Server”

U pstream Host #0
200.10.10.1
(Configuration File Server)

HTTP Lotion #0
URL Pattem: fipg/*.cfg

URL Type: Regex
Directive: prosy_connect_timeout &0s; .——"‘"—J’

Upstream Group: "Conf-Server” ‘

HTTP Proxy
Semver

HTTPRIS Listening Interfags
Reguests HTTP/S Port @ Upstream Group "SW-Server”

U pstream Host #0
HTTP Location # 1 - 200.10.10.2
URL Pattem: /firmware/ ‘ (Firmware File Servery

URL Type: Prefix
Directive: prowy_connect_timeout 40s;
Upstream Group: "SW-Server”

A summary of the required configuration for this example is listed below:

a.

Enable the HTTP Proxy application (see Enabling the HTTP Proxy Application on the
next page).

Configure two Upstream Groups, where each is configured with an Upstream Host that
defines the IP address of the HTTP host (i.e., firmware and configuration file servers).
See Configuring Upstream Groups on page 360.

Configure two NGINX directives for proxy timeout connection (see Configuring HTTP
Directive Sets on page 364).

Configure a local, listening IP network interface for the leg interfacing with the HTTP
clients (see Configuring IP Network Interfaces on page 123) or use the default.

Configure a local, IP network interface for the outbound leg interfacing with the HTTP
hosts (or use the default).

Configure the HTTP Proxy server, by assigning it the listening IP network interface and
configuring a listening HTTP/S port (see Configuring HTTP Proxy Servers on page 347).

Configure two HTTP Locations for the HTTP Proxy server, where each is configured with
a URL pattern to match the incoming HTTP requests for determining the destination
host (Upstream Group-Upstream Host). In addition, assign it the relevant HTTP
Directive Set. See Configuring HTTP Locations on page 352.

B Non-HTTP Proxy (referred to as TCP/UDP Proxy Server): The device can serve as a proxy
for other applications that are not based on HTTP. For example, it can be used to

intermediate between clients and a DNS server for DNS lookup, or between clients and an

NTP server for clock synchronization. For more information, see Configuring TCP-UDP Proxy
Servers on page 356.
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B HTTP-based OVOC service for AudioCodes equipment located behind NAT that are
managed by the AudioCodes OVOC server: For more information, see Configuring an
HTTP-based OVOC Service on page 367

Enabling the HTTP Proxy Application

Before you can configure HTTP-based proxy services, you must enable the HTTP Proxy
application, as described in the following procedure. Once enabled, the Web interface displays
menus in the Navigation pane that are relevant to the HTTP Proxy application.

& The HTTP Proxy application is a license-based feature and is available only if it is
included in the License Key installed on the device. For ordering the feature, please
contact the sales representative of your purchased device. For installing a new
License Key, see License Key.

> To enable the HTTP Proxy application:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings).

APPLICATION ENAELE
HTTP Proxy application « Enable E 4

2. From the 'HTTP Proxy Application' drop-down list, select Enable.

3. Click Apply, and then reset the device with a save-to-flash for your settings to take effect.

Debugging Remote HTTP Services

You can enable the device to generate debug messages for remote Web (HTTP) services and
have them sent to a Syslog server.

> To enable debugging of HTTP services:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings):

GEMNERAL

HTTP Proxy Debug Level « | Basic E

2. From the 'HTTP Proxy Debug Level' drop-down list, select a begug level.

3. Click Apply.
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Configuring a DNS Server for HTTP Services

You can configure the DNS server (primary and secondary for redundancy) that you want to use
for your HTTP services. If you configure a proxy server with an FQDN, this is the DNS server that
the device uses for resolving the domain name into an IP address.

> To configure DNS servers for HTTP services:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings):

DM5
Primary DNS Server IP 0.0.0.0
Secondary DNS Server [P 0.0.0.0

2. Inthe 'Primary DNS Server IP' field, enter the IP address of your main DNS server.

3. (Optional) In the 'Secondary DNS Server IP' field, enter the IP address of the secondary DNS
server.

4. Click Apply.

& When generating the NGINX configuration file, the device includes the resolver
directive, specifying the primary and secondary DNS servers, as configured above.
However, NGINX supports optional parameters that allow you to fine-tune the
behavior of the DNS resolution. You can include these additional parameters using
the ini file parameter [NginxResolverParams), which is added to the resolver directive
when the device generates the NGINX configuration file. For more information on
these optional parameters, go to http://nginx.org/en/docs/http/ngx_ http_ core
module.html#resolver.

Configuring HTTP Proxy Servers

The HTTP Proxy Servers table lets you configure up to 40 for greater than 8 GB and 10 for less
than 8 GB HTTP Proxy servers. Once configured, you can configure HTTP Locations for the HTTP
Proxy Server (see Configuring HTTP Locations on page 352).

The following procedure describes how to configure HTTP Proxy Servers through the Web
interface. You can also configure it through ini file [HTTPServer] or CLI (configure
network > http-proxy > http-server).

> To configure an HTTP Proxy Server:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
the previous page.
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2. Open the HTTP Proxy Server table (Setup menu > IP Network tab > HTTP Proxy folder >
HTTP Proxy Servers).

3. Click New; the following dialog box appears:

GEMNERAL

Index ]

Mame

Domain Name

Listening Interface - w | View
HTTP Listening Port

HTTPS Listening Port

TLS Context - -  View
Verify Client Certificate Neo ~
Additional Directive Set - w | View

4. Configure an HTTP Proxy server according to the parameters described in the table below.
5. Click Apply, and then save your settings to flash memory.

Table 18-20:HTTP Proxy Servers Table Parameter Descriptions

Parameter Description
'Index' Defines an index number for the new
[HTTPServer_Index] table row.
Note:

B Each row must be configured with a
unique index.

B The parameter is mandatory.

'Name' Defines a descriptive name, which is
name used when associating the row in other
[HTTPServer_ tables.

ServiceName] The valid value is a string of up to 40
characters. By default, no value is
defined.

Note:

B Each row must be configured with a
unique name.
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Parameter

‘Domain Name'
domain-name

[HTTPServer_
DomainName]

‘Listening Interface'
listening-int
[HTTPServer_
ListeningInterface]

'HTTP Listening Port'
http-port

[HTTPServer_
HTTPListeningPort]

'HTTPS Listening Port'
https-port
[HTTPServer_
HTTPSListeningPort]

Description

B The parameter is mandatory.

B The parameter value cannot contain
a forward slash (/).

Defines a domain name (FQDN). This is
configured only when multiple DNS
domains share the same IP address.
Note: The NGINX directive for this
parameter is "server_name".

Assigns an IP Interface to the HTTP Proxy
service. To configure IP Interfaces, see
Configuring IP Network Interfaces on
page 123.

Note:
B The parameter is mandatory.

B The NGINX directive for this
parameter is " listen ip".

Defines the HTTP listening port, which is
the local port for incoming packets for
the HTTP service.

Note:

B The port number must not conflict
with the ports used for the Web
interface, which is usually 80 for
HTTP and 443 for HTTPS.

B You must configure at least one port
(HTTP or HTTPS port).

B The NGINX directive for this
parameter is "listen ip:port".

Defines the HTTPS listening port, which
is the local port for incoming packets for
the HTTP service.

Note:

M The port number must not conflict
with the ports used for the Web
interface, which is usually 80 for
HTTP and 443 for HTTPS.
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Parameter

'TLS Context'

tls-context

[HTTPServer_TLSContext]

Verify Client Certificate
verify-client-
cert

[HTTPServer_
VerifyCertificate]

Description

B You must configure at least one port
(HTTP or HTTPS port).

B The NGINX directive for this
parameter is "listen ip:port ssl".

Assigns a TLS Context (TLS
configuration). This is required if you
have specified an HTTPS listening port
(see the 'HTTPS Listening Port'
parameter above). To configure TLS
Contexts, see Configuring TLS Certificate
Contexts on page 162.

Note: The NGINX directives for this
parameter is "tls-context", "ssl_

certificate", "ssl_certificate_key", "ssl_

ciphers",
password_file".

ssl_protocols"”, and "ss|_

Enables the verification of the client TLS
certificate, where the client is the device
or user that issues the HTTPS request.

M [0] No = (Default) No certificate
verification is done.

B [1] Yes = The device verifies the
authentication of the certificate
received from the HTTPS client. The
device authenticates the certificate
against the trusted root certificate
store associated with the assigned
TLS Context (see 'TLS Context'
parameter above) and if ok, allows
communication with the HTTPS
client. If authentication fails, the
device denies communication (i.e.,
handshake fails). The device can also
authenticate the certificate by
guerying with an Online Certificate
Status Protocol (OCSP) server
whether the certificate has been
revoked. This is also configured for
the associated TLS Context.
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Parameter

'Additional Directive Set'
directive-set

[HTTPServer_
AdditionalDirectiveSet]

'URL Prefix'
url-prefix

[HTTPProxyService_
URLPrefix]

'Keep-Alive Mode'
keep-alive-mode

[HTTPProxyService_
KeepAliveMode]

Description

Assigns an NGINX Directive Set for the
HTTP service. To configure HTTP
Directive Sets, see Configuring HTTP
Directive Sets on page 364.

Defines the URL prefix that is used to
access the managed equipment's
embedded Web server. The URL prefix is
matched against the target of the HTTP
requests sent by the client (such as GET
and POST). If a match is located in the
table, the device removes the prefix
from the request and then forwards the
HTTP request to the managed
equipment without the prefix. For
example, for the URL of GET
/home/index.html HTTP/1.1 (which is
part of the URL
http://10.20.30.40/home/index.html), a
URL prefix of “/home” can be
configured. To match all URLs, configure
the parameter to "/" (default).

Enables a keep-alive mechanism with
the managed equipment:

B [0] Disable

B [1] Options = (Default) Enables keep-
alive by sending HTTP OPTIONS
messages. If no response is received
from the HTTP host, the device stops
forwarding HTTP requests to the host
and raises an SNMP alarm
(acHTTPProxyServiceAlarm). If you
configured the address of the host as
an FQDN (see Configuring HTTP
Proxy Hosts) and the DNS resolution
results in multiple IP addresses,
when no response is received from
the keep-alive, the device checks
connectivity with the next resolved
IP address and so on, until a
response is received.
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Configuring HTTP Locations

The HTTP Locations table lets you configure up to 120 for greater than 8 GB and 40 for less than
8 GB HTTP Locations. Locations are specified for each HTTP proxy server to map the incoming
requests received by that server. Mapping is based on matching the URL in the request. Each
location specifies the URL prefix or pattern to match and the target Upstream Group to which
the request is to be forwarded to.

The HTTP Locations table is a "child" of the HTTP Proxy Servers table (see Configuring HTTP
Proxy Servers on page 347), reflecting the nesting of Location contexts within Server contexts in
the NGINX configuration file. This may be used to specify unique handling of URLs by file type
(using a regex pattern) or by pathname (using a Prefix or Exact Match pattern).

The following procedure describes how to configure HTTP Locations through the Web interface.
You can also configure it through ini file [HTTPLocation] or CLI (configure network >
http-proxy > location).

> To configure an HTTP Location:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the HTTP Proxy Servers table (Setup menu > IP Network tab > HTTP Proxy folder >
HTTP Proxy Servers).

3. Inthe table, select the required HTTP Proxy Server, and then click the HTTP Locations link
located below the table; the HTTP Locations table appears.

4. Click New; the following dialog box appears:

GENERAL ssL

Index 0 TS Context: - v | view

URL Pattern i Verify Certficate No i

v | View

v | View

v | View

5. Configure an HTTP Location according to the parameters described in the table below.
6. Click Apply, and then save your settings to flash memory.

Table 18-21:HTTP Locations Table Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table row.
[HTTPLocation_Index] Note:
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Parameter Description

B Each row must be configured with a unique index.

B The parameter is mandatory.

'URL Pattern' Defines the URL pattern. Received GET or POST requests are
url-pattern matched against the locations in the HTTP Locations table by
[HTTPLocation matching the URL in the received request to the URL
URLPattern] configured by this parameter. If there is a match, the prefix is

stripped from the request and then forwarded in the outgoing
HTTP request.

Note:

B The pattern must be based on the pattern type configured
in the 'URL Pattern Type' parameter (see below).

B The NGINX directive for this parameter is "location
modifier pattern".

'URL Pattern Type' Defines the type of URL pattern used for configuring the 'URL

url-pattern-type Pattern' parameter (see above).

[HTTPLocation_ B [0] Prefix = For Example, "/" matches any URL beginning

URLPatternType] with a forward slash "/". For NGINX, this option has no
modifier.

B [1] Exact = Defines an exact pattern to match, for
example, "/abc/def" matches only the file "/abc/def". For

NGINX, this option is specified using the modifier.

B [2] Regex = Regex-based pattern (case sensitive), for
example, "/files/*.img" matches all files ending in .img in
the directory /files. For NGINX, this option is specified

nastt

using the modifier.

B [3] Case-Insensitive Regex = Regex-based pattern that is
case-insensitive, for example, "*.img" matches abc.IMG as
well as xyz.img. For NGINX, this option is specified using
the "~*" modifier.

B [4] Prefix Ignore Regex = For NGINX, this option is
specified using the "A~" modifier.

For example, assume that you have configured the following
URL patterns for four HTTP Locations:

M 1) /files — Prefix pattern type
M 2) /files/phone — Prefix pattern type

B 3) /files/firmware -- Prefix-lgnore-Regex pattern type
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Parameter

‘Upstream Scheme'
upstream-scheme

[HTTPLocation_
UpstreamScheme]

‘Upstream Group'
upstream-group

[HTTPLocation_
UpstreamGroup]

'Upstream Path'
upstream-path

[HTTPLocation_
UpstreamPath]

'Outbound Interface'
outbound-intfc

[HTTPLocation_
Outboundinterface]

'Additional Directive Set'
directive-set

[HTTPLocation_
AdditionalDirectiveSet]

Description

M 4) *.jpg — Regex pattern type

Therefore, the request URL "/files/phone/aaa" matches
Location 2 and the request URL "/files/phone/logo.jpg"
matches Location 4. The request URL
"/files/firmware/logo.jpg" matches Location 3 (and not
Location 4).

Note: The NGINX directive for this parameter is "location
modifier pattern". For more information on NGINX modifiers,
see ngx_http_core_module.html.

Defines the protocol for sending requests to the Upstream
Group.

M [O] HTTP (default)
B [1] HTTPS

Note: The NGINX directive for this parameter is "proxy_pass
scheme://upstream".

Assigns a group of servers (Upstream Group) to handle the
HTTP requests. To configure Upstream Groups, see
Configuring Upstream Groups on page 360.

Note: The NGINX directive for this parameter is "proxy_pass
scheme://upstream".

Defines a path to prepend to the URL before sending the
request to the Upstream Group.

Note: The NGINX directive for this parameter is "proxy_pass
scheme://upstream/path".

Assigns a local, IP network interface for sending requests to
the Upstream Group. To configure IP network interfaces, see
Configuring IP Network Interfaces on page 123.

By default, no value is defined.
Note:

B The parameter is mandatory.

B The NGINX directive for this parameter is "proxy_bind".

Assigns an NGINX directive set for the HTTP location. To
configure NGINX directives, see Configuring HTTP Directive
Sets on page 364.
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Parameter Description

‘Cache’ Enables the caching of files in this location.
cache O

[HTTPLocation_Cache]

[0] No

B [1] Yes (default)

Note:

B Currently, this feature is not supported.

B The NGINX directive for this parameter is "proxy_cache

zone| off".
SSL
'TLS Context' Assigns a TLS Context for the TLS connection with the HTTP
tls-context location.
[HTTPLocation_ To configure TLS Contexts, see Configuring TLS Certificates on
TLSContext] page 162.
Note:

B The parameter is applicable only if the connection
protocol is HTTPS (configured in the 'Upstream Scheme'
parameter, above).

B The NGINX directives for this parameter are "proxy_ssl_
certificate", "proxy_ssl_certificate_key", "proxy_ssl_
ciphers", "proxy_ssl_protocols", and "proxy_ssl_
password_file".

‘Verify Certificate' Enables TLS certificate verification when the connection with
verify-cert the location is based on HTTPS. It verifies the certificate of the
[HTTPLocation incoming connection request from the Upstream Group.
VerifyCertificate] B [0] No = (Default) No certificate verification is done.

B [1] Yes = The device verifies the authentication of the
certificate received from the HTTPS location. The device
authenticates the certificate against the trusted root
certificate store associated with the assigned TLS Context
(see 'TLS Context' parameter above) and if ok, allows
communication with the HTTPS location. If authentication
fails, the device denies communication (i.e., handshake
fails). The device can also authenticate the certificate by
querying with an Online Certificate Status Protocol (OCSP)
server whether the certificate has been revoked. This is
also configured for the associated TLS Context.

Note:
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Parameter Description

B The parameter is applicable only if the connection
protocol is HTTPS (configured in the 'Upstream Scheme'
parameter, above).

B The NGINX directive for this parameter is "proxy_ssl_
verify".

Configuring TCP-UDP Proxy Servers

The TCP/UDP Proxy Servers table lets you configure up to 10 TCP/UDP proxy servers. This table
allows you to configure the device as a proxy for other applications that are not based on HTTP.
For example, it can be used to intermediate between clients and a DNS server for DNS lookup
or between clients and an NTP server for clock synchronization.

The following procedure describes how to configure a TCP-UDP Proxy Server through the Web
interface. You can also configure it through ini file [TcpUdpServer] or CLI (configure net-
work > http-proxy > tcp-udp-server).

> To configure a TCP/UDP Proxy Server:
1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the TCP/UDP Proxy Servers table (Setup menu > IP Network tab > HTTP Proxy folder
> TCP/UDP Proxy Servers).

3. Click New; the following dialog box appears:

GENERAL UPSTREAM PARAMETERS

Index 0 Upstream Group v | view

fame Outbound Interface: - v | view
‘Additional Directive Set - v | Ve Upstream Side SsL Disale ~
Upstream TLS Context:

UISTEN PARAMETERS Upstream Verffy Certficate No &2

Listening Interface v | view

Listen TLS Context - v | View

4. Configure a TCP/UDP Proxy Server according to the parameters described in the table
below.

5. Click Apply, and then save your settings to flash memory.

Table 18-22:TCP/UDP Proxy Servers Table Parameter Descriptions
Parameter Description

General
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Parameter

'Index'

[TcpUdpServer_Index]

'Name'

name

[TcpUdpServer Name]

'Additional Directive Set'

directive-set

[TcpUdpServer_
AdditionalDirectiveSet]

Listen Parameters

‘Listening Interface'

listen-interface

[TcpUdpServer_
ListeningInterface]

'TCP Listening Port'
tcp-port

[TcpUdpServer_
TCPListeningPort]

'UDP Listening Port'

Description
Defines an index number for the new table row.
Note:
B Each row must be configured with a unique index.
B The parameter is mandatory.

Defines a descriptive name, which is used when
associating the row in other tables.

The valid value is a string of up to 40 characters. By
default, no value is defined.

Note:
B Each row must be configured with a unique name.

B The parameter is mandatory.

Assigns an NGINX Directive Set for the HTTP service. To con-
figure HTTP Directive Sets, see Configuring HTTP Directive
Sets on page 364.

Assigns a local IP network interface for the listening
(source) interface for communication with the TCP-UDP
proxy server. To configure IP Interfaces, see Configuring IP
Network Interfaces on page 123.

By default, no value is defined.
Note:

B The parameter is mandatory.

B The NGINX directive for this parameter is "listen ip".
Defines the TCP port of the listening interface.

Note:

B You must configure a TCP and/or UDP port.

B The NGINX directive for this parameter is "listen
ip:port".

B The source ports used for outgoing TCP connections
are not configurable and are dynamically determined
by the device in the range of 32,768-61,000.

Defines the TCP port of the listening interface.
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Parameter

udp-port

[TcpUdpServer_
UDPListeningPort]

'Listen Side SSL'

listen-use-ssl

[TcpUdpServer_
ListenUseSSL]

'Listen TLS Context'

listen-tls-context

[TcpUdpServer_
ListenTLSContext]

Upstream Parameters

‘Upstream Group'
upstream-group

[TcpUdpServer_
UpstreamGroup]

'Outbound Interface'

outbound-interface

[TcpUdpServer_
Outboundinterface]

Description

Note:
B You must configure a TCP and/or UDP port.

B The NGINX directive for this parameter is "listen
ip:port udp".

Enables TLS on the listening side (i.e., listening to incoming
connection requests).

B [0] Disable (default)
B [1] Enable

Note: The NGINX directive for this parameter is "listen
ip:port ssl".

Assigns a TLS Context (TLS certificate) for the listening
side. This is required if you have configured the 'Listen
Side SSL' parameter to Enable (see above). To configure
TLS Contexts, see Configuring TLS Certificate Contexts on
page 162.

Note: The NGINX directives for this parameter is "ssl_

certificate", "ssl_certificate_key", "ssl_ciphers", "ss|_
protocols"”, and "ssl_password_file".

Assigns a group of servers (Upstream Group) to which to
forward connection requests. To configure Upstream
Groups, see Configuring Upstream Groups on page 360.

Note:

M Only Upstream Groups with TCP/UDP interfaces can be
assigned.

B The NGINX directive for this parameter is "proxy_pass
upstream".

Assigns a local, IP network interface for communicating
with the Upstream Group. To configure IP network
interfaces, see Configuring IP Network Interfaces on
page 123.

By default, no value is defined.
Note:

B The parameter is mandatory.
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Parameter Description

B The NGINX directive for this parameter is "proxy_

bind".
‘Upstream Side SSL' Enables TLS for securing connection requests with the
upstream-use-ssl Upstream Group.
[TcpUdpServer_ B [0] Disable (default)
UpstreamUseSSL]
B [1] Enable
Note:
M If configured to Enable, you must assign a TLS Context
(see the 'Upstream TLS Context' parameter below).
B The NGINX directive for this parameter is "proxy_ssl
on".
'Upstream TLS Context' Assigns a TLS Context for the TLS connection with the

upstream-tls-context HTTP location. To configure TLS Contexts, see Configuring

[TcpUdpServer TLS Certificate Contexts on page 162.

UpstreamTLSContext] Note:

B The parameter is applicable only if the 'Upstream Side
SSL' parameter is configured to Enable (see above).

B The NGINX directives for this parameter are "proxy_

ssl_certificate", "proxy_ssl_certificate_key", "proxy_

ssl_ciphers", "proxy_ssl_protocols", and "proxy_ss|_
password_file".

'Upstream Verify Certificate' Enables TLS certificate verification of the Upstream Host
upstream-verify-cert | On outgoing connection requests to the Upstream Group,
when the connection is TLS.

[TcpUdpServer_ B [0] No = (Default) No certificate verification is done.

UpstreamVerifyCertificate]
B [1] Yes = The device verifies the authentication of the

certificate received from the host. The device
authenticates the certificate against the trusted root
certificate store associated with the assigned TLS
Context (see 'Upstream TLS Context' parameter above)
and if ok, allows communication with the host. If
authentication fails, the device denies communication
(i.e., handshake fails). The device can also authenticate
the certificate by querying with an Online Certificate
Status Protocol (OCSP) server whether the certificate
has been revoked. This is also configured for the
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Parameter Description

associated TLS Context.
Note:

B The parameter is applicable only if the 'Upstream Side
SSL' parameter is configured to Enable (see above).

B The NGINX directive for this parameter is "proxy_ssl_
verify".

Configuring Upstream Groups

The Upstream Groups table lets you configure up to 10 Upstream Groups. Once configured, you
can configure Upstream Hosts for the Upstream Group (see Configuring Upstream Hosts on
page 362).

An Upstream Group is a set of one or more hosts (Upstream Host) that can serve a particular
set of data. The HTTP Proxy distributes the requests among the members (hosts) of the
Upstream Group according to the specified load balancing mode.

The Upstream Group may be made up of one or more primary hosts and zero or more backup
hosts. HTTP requests for the Upstream Group are distributed among all the primary hosts.
Backup hosts do not receive requests unless all the primary hosts are down.

The following procedure describes how to configure Upstream Groups through the Web
interface. You can also configure it through ini file [UpstreamGroup] or CLI (configure
network > http-proxy > upstream-group).

> To configure an Upstream Group:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the Upstream Groups table (Setup menu > IP Network tab > HTTP Proxy folder >
Upstream Groups).

3. Click New; the following dialog box appears:

GEMERAL
Index of
Name
Protocol HTTP\HTTPS L
Load Balancing Mode Round Robin ~

4. Configure an Upstream Group according to the parameters described in the table below.

5. Click Apply, and then save your settings to flash memory.
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Table 18-23:Upstream Groups Table Parameter Descriptions

Parameter
General

'Index'

[UpstreamGroup_
Index]

'Name'
name

[UpstreamGroup_
Name]

'Protocol’
protocol

[UpstreamGroup_
Protocol]

‘Load Balancing Mode
load-balancing-
mode

Description

Defines an index number for the new table row.
Note:

B Each row must be configured with a unique index.

B The parameter is mandatory.

Defines a descriptive name, which is used when associating the
row in other tables.

The valid value is a string of up to 40 characters. By default, no
value is defined.

Note:
B Each row must be configured with a unique name.

B The NGINX directive for this parameter is "upstream name {

I
B The parameter is mandatory.

B The parameter value cannot contain a forward slash (/).

Defines the protocol.

Bl [0] HTTP/HTTPS (default)
B [1] TCP/UDP

Note:

B To assign the Upstream Group to a TCP/UDP Proxy Server,
configure the parameter to TCP/UDP. To configure TCP/UDP
Proxy Servers, see Configuring TCP-UDP Proxy Servers on
page 356.

B To assign the Upstream Group to an HTTP Proxy Server,
configure the parameter to HTTP/HTTPS. To configure HTTP
Proxy Servers, see Configuring HTTP Proxy Servers on
page 347.

B For NGINX, the parameter determines nesting within the
"http" or "stream" context.

Defines the load-balancing of traffic method for the hosts
belonging to the Upstream Group.

B [0] Round Robin = (Default) Traffic requests are balanced
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Parameter Description
[UpstreamGroup_ across all hosts. Every consecutive request is sent to the next
LoadBalancingMode] available host.

B [1] IP Hash = All requests from a given client (by IP address)
is sent to the same host, regardless of current load.

B [2] Least Connections = New requests are sent to the host
with the fewest active connections.

Note: The NGINX directive for this parameter is "ip-hash (1)",
"least-conn (2)", and "round-robin (0)".

Configuring Upstream Hosts

The Upstream Hosts table lets you configure up to 50 Upstream Hosts. The Upstream Hosts
table is a "child" of the Upstream Group table (see Configuring Upstream Groups on page 360)
and therefore, Upstream Hosts are configured per Upstream Group. Up to 5 Upstream Hosts
can be configured per Upstream Group.

The following procedure describes how to configure Upstream Hosts through the Web
interface. You can also configure it through ini file [UpstreamHost] or CLI (configure
network > http-proxy > upstream-host).

A The device activates a keep-alive mechanism to ensure that the hosts configured in
the Upstream Hosts table are accessible through HTTP. If an HTTP server goes
offline, the device raises an alarm. The device also notifies this event in Syslog
messages if you have configured the 'HTTP Proxy Debug Level' parameter to Info or
Notice.

> To configure an Upstream Host:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the Upstream Groups table (Setup menu > IP Network tab > HTTP Proxy folder >
Upstream Groups).

3. Inthe table, select the required Upstream Group index row, and then click the Upstream
Hosts link located below the table; the Upstream Hosts table appears.

4. Click New; the following dialog box appears:

-362 -



CHAPTER 18 Services Mediant Software SBC | User's Manual

GEMNERAL

Index ]

Host

Port

Weight

Max Connections 1]

Backup disable ~

5. Configure an Upstream Host according to the parameters described in the table below.
6. Click Apply, and then save your settings to flash memory.

Table 18-24:Upstream Hosts Table Parameter Descriptions

Parameter Description
‘Index’ Defines an index number for the new table row.
[UpstreamHost_HostIndex] Note:
B Each row must be configured with a unique index.

B The parameter is mandatory.

'Host' Defines the address of the host as an FQDN or IP
host address (in dotted-decimal notation).
[UpstreamHost_Host] Note: The NGINX directive for this parameter is

"server host:port".

'Port’ Defines the port number.
port Note:
[UpstreamHost_Port] M If the Upstream Group to which the host belongs

is configured to use the TCP/UDP protocol, then
this parameter must be configured.

B The NGINX directive for this parameter is "server
ip:port". If not configured, NGINX defaults to 80
for HTTP and 443 for HTTPS.

'Weight' Defines the weight for the load balancer. The load
weight balancer distributes the requests among the hosts in
the Upstream Group based on the weight of each
host. For example, if host A is configured with a
weight of 3, host B with a weight of 1, and host C
with a weight of 1, then in each cycle, the load
balancer will send three requests to host A, one

[UpstreamHost_Weight]
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Parameter Description

request to host B and one request to host C.

The valid range is 1 to 100. The defaultis 1 (i.e., each
host in the Upstream Group has equal weight).
Note: The NGINX directive for this parameter is
"server ip:port weight=n".

'Max Connections' Defines the maximum number of simultaneous active
max-connections connections to the proxied Upstream Host.

[UpstreamHost_MaxConnections] = The defaultis O (i.e., unlimited).
Note: The NGINX directive for this parameter is
"server ip:port max_conns=n".

'‘Backup' Enables the host to serve as a backup host. The
backup backup host does not receive any requests unless all

[UpstreamHost_Backup] the primary hosts in the Upstream Group are down.

B [0] Disable (default)
B [1] Enable

Note: The NGINX directive for this parameter is
"server ip:port backup".

Configuring HTTP Directive Sets

The HTTP Directive Sets table lets you configure up to 30 HTTP Directive Sets. The table lets you
configure additional custom directives to HTTP Proxy server configuration. These directives are
reflected in the configuration file generated for the NGINX HTTP Proxy. The directives of each
HTTP Directive Set is configured in the HTTP Directives table (see Configuring HTTP Directives
on page 366), which is a "child" of the HTTP Directive Sets table.

Directives are grouped into Directive Sets, which you can then assign to HTTP Proxy Servers (see
Configuring HTTP Proxy Servers on page 347), HTTP Locations (see Configuring HTTP Locations
on page 352), and TCP/UDP Proxy Servers (see Configuring TCP-UDP Proxy Servers on
page 356), using the 'Additional Directive Set' parameter in their respective tables.

For example, to control behavior of specific encoding and communication parameters relating
to a particular location, you can configure the following NGINX directives:

chunked_transfer_encoding off;
keepalive_timeout 50s;
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& e The device does not validate Directive Sets, which it passes directly to the
NGINX configuration file. If the configured directives are not entered using the
correct syntax, NGINX rejects the new configuration. For more information, refer
to the NGINX documentation at http://nginx.org/en/docs . An alphabetical index
to all directives can be found at http://nginx.org/en/docs/dirindex.html.

e By default, the device is configured with an HTTP Directive Set for rate limiting.
This directive ensures that priority is given to network traffic carrying SIP
signaling and media over HTTP traffic. It is highly recommended to configure
these limitations on the HTTP Proxy. This HTTP Directive Set includes the
following directives:

v "limit_conn": Specifies the maximum number of simultaneous client
connections (default 100).

v "limit_rate": Specifies the bandwidth limit per connection (bytes per second).
This syntax supports a suffix of "k" for kilobytes and "m" for megabytes. The
defaultis O.

The following procedure describes how to configure HTTP Directive Sets through the Web
interface. You can also configure it through ini file [HTTPDirectiveSets] or CLI (configure
network > http-proxy > directive-sets).

> To configure an HTTP Directive Set:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the HTTP Directive Sets table (Setup menu > IP Network tab > HTTP Proxy folder >
HTTP Directive Sets).

3. Click New; the following dialog box appears:

GENERAL

Index o
Set Name

Description

4. Configure an HTTP Directive Set according to the parameters described in the table below.
5. Click Apply, and then save your settings to flash memory.

6. Configure directives for the HTTP Directive Set (see Configuring HTTP Directives on the next
page).

Table 18-25:HTTP Directive Sets Table Parameter Descriptions
Parameter Description

'Index' Defines an index number for the new table row.
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Parameter Description

[HTTPDirectiveSets_ Note:

Index
] B Each row must be configured with a unique index.

M The parameter is mandatory.

'Set Name' Defines a descriptive name, which is used when associating the
set—-name row in other tables.

[HTTPDirectiveSets_ The valid value is a string of up to 40 characters. By default, no
SetName] value is defined.

Note: The parameter value cannot contain a forward slash (/).

'‘Description’ Defines a brief description for the HTTP Directive Set.
set-description The valid value is a string of up to 100 characters. By default, no
[HTTPDirectiveSets_ value is defined.

Description]

Configuring HTTP Directives

The HTTP Directives table lets you configure up to 500 HTTP Directives. The table is a "child" of
the HTTP Directive Sets table (see Configuring HTTP Directive Sets on page 364).

A When generating the NGINX configuration file, the device includes the resolver
directive, specifying the primary and secondary DNS servers, as configured in
Configuring a DNS Server for HTTP Services on page 347. However, NGINX
supports optional parameters that allow you to fine-tune the behavior of the DNS
resolution. You can include these additional parameters using the ini file parameter
[NginxResolverParams), which is added to the resolver directive when the device
generates the NGINX configuration file. For more information on these optional
parameters, go to the NGINX forum.

The following procedure describes how to configure HTTP Directives through the Web
interface. You can also configure it through ini file [HTTPDirectives] or CLI (configure
network > http-proxy > directives).

> To configure an HTTP Directive:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the HTTP Directive Sets table (Setup menu > IP Network tab > HTTP Proxy folder >
HTTP Directive Sets).

3. Inthe table, select the required HTTP Directive Set index row, and then click the HTTP
Directives link located below the table; the HTTP Directives table appears.

4. Click New; the following dialog box appears:
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GENERAL

Index of

Directive

5. Configure an HTTP Directive according to the parameters described in the table below.
6. Click Apply, and then save your settings to flash memory.

Table 18-26:HTTP Directives Table Parameter Descriptions

Parameter Description
'Index' Defines an index number for the new table row.
[HTTPDirectives_ Note:
RowlIndex]

B Each row must be configured with a unique index.

B The parameter is mandatory.

' Directive' Defines an NGINX directive.
directive Note:
[HTTPDirectives_ B The parameter is mandatory.

Directive]
B Make sure that you end the directive with a semicolon (;).

Configuring an HTTP-based OVOC Service

The OVOC Services table lets you configure a single HTTP-based AudioCodes One Voice
Operations Center (OVOC) service. You can configure the device to act as an HTTP Proxy that
enables OVOC to manage AudioCodes equipment (such as IP Phones) over HTTP when the
equipment is located behind NAT (e.g., in the LAN) and OVOC is located in a public domain (e.g.,
in the WAN). This setup resolves NAT traversal issues. The IP Phones register with the device to
allow communication between the IP Phones and OVOC. Once setup, the OVOC administrator
can access the Web-based management interfaces of each IP Phone .

A summary of the steps required to configure an HTTP Proxy for this OVOC service is listed
below:

1. Enable the HTTP Proxy application (see Enabling the HTTP Proxy Application).

2. Configure two local, listening IP network interfaces - one for OVOC and one for the IP
Phones (see Configuring IP Network Interfaces on page 123).

3. Configure the OVOC service in the OVOC Services table (described below). This entails
specifying the IP network interfaces as well as the port number within each interface to
which the HTTP Proxy must listen to.
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4. Configure the device's firewall (Firewall table) to allow incoming traffic from OVOC. For
more information, see Configuring Firewall Rules to Allow Incoming OVOC Traffic on
page 188.

e Itis recommended not to use port 80 as this is the default port used by IP Phones
for their Web-based management interface.

e No special configuration is required on the managed equipment.

The following procedure describes how to configure an OVOC service through the Web
interface. You can also configure it through ini file [OVOCService] or CLI (configure
network > http-proxy > ovoc-serv).

> To configure an OVOC Service:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 346.

2. Open the OVOC Services table (Setup menu > IP Network tab > HTTP Proxy folder > OVOC
Services).

3. Click New; the following dialog box appears:

GENERAL ovoc
Index 0 OVOC Listening Interface - v View
Name OVOC Listening Port

OVOC Scheme HTTP v
(137162 OVOC Interface TLS Context - v | View
Device Login Interface - v | View OVOC Interface Verify Certificate No v
Device Login Port OVOC Primary Server
Device Scheme HTTP v OVOC Backup Server
Device Login TLS Context - v | View

Login Interface Verify Certificate No v

4. Configure an OVOC Service according to the parameters described in the table below.
5. Click Apply, and then save your settings to flash memory.

Table 18-27:0VOC Services Table Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table row.
[OVOCService_Index] Note:

B Each row must be configured with a unique
index.

M The parameter is mandatory.
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Parameter

'Name'

service—-name

[OVOCService_ServiceName]

Device

'‘Device Login Interface'
device-login-interface
[OVOCService_
DeviceloginInterface]

'‘Device Login Port'
device-login-port

[OVOCService_DeviceloginPort]

'Device Scheme'

device-scheme

[OVOCService_DeviceScheme]

‘Device Login TLS Context'
device-login-tls-
context

[OVOCService_
LogininterfaceTLSContext]

Description

Defines a descriptive name, which is used when
associating the row in other tables.

The valid value is a string of up to 40 characters. By
default, no value is defined.

Note:

B Each row must be configured with a unique
name.

B The parameter is mandatory.

Assigns an IP network interface (local, listening HTTP
interface:port) for communication with the client. To
configure IP Interfaces, see Configuring IP Network
Interfaces on page 123.

By default, no value is defined.

Note:
M The parameter is mandatory.

B The NGINX directive for this parameter is "proxy_
bind".

Defines the login port of the requesting client.

Note: The NGINX directive for this parameter is
"proxy_bind".

Defines the protocol for communication with the
requesting client.

M [O] HTTP (default)
B [1] HTTPS

Note: If configured to HTTPS, you must assign a TLS
Context (see the 'Device Login TLS Context'
parameter, below).

Assigns a TLS Context (TLS configuration) for the
interface with the requesting client. This is required
if you have configured the 'Device Scheme'
parameter to HTTPS (see above). To configure TLS
Contexts, see Configuring TLS Certificate Contexts on
page 162.

Note: The NGINX directive for this parameter is
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Parameter

'‘Device Login Interface Verify
Certificate'

device-interface-

verify-cert

[OVOCService_
LoginInterfaceVerifyCert]

ovoc

'OVOC Listening Interface'

ovoc-interface

[OVOCService_
OVOClListeninginterface]

'OVOC Listening Port'

ovoc-port

[OVOCService_OVOClListeningPort]

'OVOC Scheme'

ovoc-scheme

Description

"proxy_ssl_certificate", "proxy_ssl_certificate_key",
"proxy_ssl_ciphers", and "proxy_ssl_protocols".

Enables the verification of the TLS certificate that is
used in the incoming client connection request.

M [0] No = (Default) No certificate verification is
done.

B [1] Yes = The device verifies the authentication of
the certificate received from the client. The
device authenticates the certificate against the
trusted root certificate store associated with the
assigned TLS Context (see 'Device Login TLS
Context' parameter above) and if ok, allows
communication with the client. If authentication
fails, the device denies communication (i.e.,
handshake fails). The device can also
authenticate the certificate by querying with an
Online Certificate Status Protocol (OCSP) server
whether the certificate has been revoked. This is
also configured for the associated TLS Context.

Note: The NGINX directive for this parameter is
"proxy_ssl_verify".

Assigns an IP network interface (local, listening HTTP
interface:port) for communication with OVOC. To
configure IP Interfaces, see Configuring IP Network
Interfaces on page 123.

By default, no value is defined.
Note:

M The parameter is mandatory.
B The NGINX directive for this parameter is "proxy_
bind".

Defines the listening port for the OVOC interface.

Note: The NGINX directive for this parameter is
"proxy_bind".

Defines the security scheme for the connection with
OovocC.
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Parameter Description
[OVOCService_OVOCScheme] M [O] HTTP (default)
Bl [1] HTTPS
Note:

M If configured to HTTPS, you must assign a TLS
Context (see the 'OVOC Interface TLS Context'
parameter, below).

B The NGINX directive for this parameter is "proxy_
pass scheme://upstream".

'OVOC Interface TLS Context' Assigns a TLS Context (TLS configuration) for the
ovoc-interface-tls- OVOC listening interface. This is required if you have
context configured the 'OVOC Scheme' parameter to HTTPS
[OVOCService (see above). To configure TLS Contexts, see
OVOCInterfaceTLSContext] Configuring TLS Certificate Contexts on page 162.

Note: The NGINX directive for this parameter is

"proxy_ssl_certificate", "proxy_ssl_certificate_key",
"proxy_ssl_ciphers", and "proxy_ssl_protocols".

'OVOC Interface Verify Certificate' Enables the verification of the TLS certificate that is

ovoc-verify-cer used in the incoming connection request from

[OVOCService_ ovocC.

OVOCinterfaceverifyCert] B [0] No = (Default) No certificate verification is
done.

B [1] Yes = The device verifies the authentication of
the certificate received from OVOC. The device
authenticates the certificate against the trusted
root certificate store associated with the
assigned TLS Context (see 'OVOC Interface TLS
Context' parameter above) and if ok, allows
communication with OVOC. If authentication
fails, the device denies communication (i.e.,
handshake fails). The device can also
authenticate the certificate by querying with an
Online Certificate Status Protocol (OCSP) server
whether the certificate has been revoked. This is
also configured for the associated TLS Context.

Note: The NGINX directive for this parameter is
"proxy_ssl_verify".

'OVOC Primary Server' Defines the address of the primary OVOC server.
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Parameter Description

primary-server Note:

[OVOCService_PrimaryServer] B This parameter is mandatory.

B When you configure this parameter, an
Upstream Group is automatically added (see
Configuring Upstream Groups on page 360).

B The NGINX directive for this parameter is
"upstream ems { addr1, addr2 backup }" and
"proxy_pass scheme://ems".

'OVOC Backup Server' Defines the address of the secondary OVOC server.
backup-server Note:
[OVOCService_BackupServer] B When you configure this parameter, an

Upstream Group is automatically added.

B The NGINX directive for this parameter is
"upstream ems { addr1, addr2 backup }" and
"proxy_pass scheme://ems".

Troubleshooting NGINX Configuration

Troubleshooting may be necessary when configuring your HTTP or TCP/UDP proxy services with
NGINX directives. Due to the large and complex dictionary of directives supported by NGINX
and their complex grammatical structure, the device assists you by validating your configured
directives. It does this only once you have applied them (i.e., clicked the Apply button) in the
HTTP Directives table (see Configuring HTTP Directives on page 366).

In addition, the device generates the following NGINX configuration files:
B nginx.conf: This file contains the currently active configuration, which is valid.

B temp_nginx.conf: This file is generated if you have invalid configuration (directive errors). It
is a temporary file and contains your new configuration, which is invalid. It is applied only if
the device is restarted.

B nginx.errors: This file is generated if you have invalid configuration (directive errors). This
file contains all the error messages, indicating the line on which the error exists in the
temp_nginx.conf file.

If you have modified your configuration and errors occur, the device continues running with the
previous, valid NGINX configuration, unless the device is restarted, in which case it applies and
uses the modified configuration.

In addition, if an NGINX validation error exists during configuration or if the device restarts with
an invalid NGINX configuration, the device indicates this by the following:

B Sends an alarm to the Active Alarms table ("NGINX configuration file is not valid")

-372 -



CHAPTER 18 Services Mediant Software SBC | User's Manual

B Sends the error to Syslog, which is marked with "http_app"

To send the NGINX files to a remote destination in tar fiel format (.tar), use the following CLI
command:

# copy nginx-conf-files to <Protocol>://<Address>/<filename>.tar
To view the NGINX files in CLI, use the following command:

show network http-proxy conf active|errors|new

Configuring a Public IP Address for NGINX NAT Traversal

When the device is located behind NAT, OVOC can only communicate with the device's
embedded NGINX HTTP-based proxy using the device's public static NAT address. However, by
default, the device sends OVOC its' private address. The device's address (private or public)
appears in the proprietary X-AC-Proxy-URL header in HTTP requests that the device sends to
OVvOocC.

> To configure a public IP address for HTTP Proxy:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings).

HTTP Proxy Global Address 0.0.0.0

2. Inthe 'HTTP Proxy Global Address' [HttpProxyGlobalAddress] field, enter the public IP
address.

3. Click Apply.

E9-1-1 Support for Microsoft Teams and Skype for Business

The Enhanced 9-1-1 (E9-1-1) service is becoming the mandatory emergency service required in
many countries around the world. The E9-1-1 service, based on its predecessor 911, enables
emergency operators to pinpoint the location (granular location) of callers who dial the 9-1-1
emergency telephone number.

Today, most companies implement an IP-based infrastructure providing a VolP network with
fixed and nomadic users, allowing connectivity anywhere with any device. This, together with
an often deployed multi-line telephone system (MLTS) poses a challenge for E9-1-1 due to the
difficulty in accurately locating the E9-1-1 caller.

This section describes the E9-1-1 solution provided by Microsoft Teams / Skype for Business and
AudioCodes' device's ELIN interworking capabilities, which provides the SIP Trunk connectivity
to the E9-1-1 emergency service provider. This section also describes the configuration of the
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device for interoperating between the Teams / Skype for Business environment and the E9-1-1
emergency provider.

& e The ELIN feature for E9-1-1 is a license-based feature and is available only if it is
included in the License Key installed on the device. For ordering the feature,
please contact the sales representative of your purchased device. For installing a
new License Key, see License Key.

About E9-1-1 Services

E9-1-1 is a national emergency service for many countries, enabling ES-1-1 operators to
automatically identify the geographical location and phone number of a 911 caller. In E9-1-1,
the 911 caller is routed to the nearest ES-1-1 operator, termed public safety answering point
(PSAP) based on the location of the caller. Automatic identification of the caller's location and
phone number reduces the time spent on requesting this information from the 911 caller.
Therefore, the E9-1-1 service enables the PSAP to quickly dispatch the relevant emergency
services (for example, fire department or police) to the caller's location. Even if the call
prematurely disconnects, the operator has sufficient information to call back the 911 caller.

The figure below illustrates the routing of an E9-1-1 call to the PSAP:

T

PSAP Server | End Office
Identifies 811 Call and Sends to
E811 Selective Router

3
l Automatic Location Master Street
Identification Address Guide

E911 Selective Router (ALI) Database (MSAG) Database
Sends Call to Nearest i 4 9

PSAP Based on Caller's
Phone Mumber (AN1) 1§ ANI Sent to

Retrieve ALI

VolP User ELIN SBC Sends IP
Dials 9-1-1 Call to PSAP Server

AE— Ay —

SIP Trunk

5

- 503 972-4412

: 40 North East Going -
- Street, Floor 3, :
- Portland, Oregon

Nearest

M

1. The VolP user dials 9-1-1.

2. The AudioCodes' ELIN device sends the call to the emergency service provider over the SIP
Trunk (PSAP server).

3. The emergency service provider identifies the call is an emergency call and sends it to an
E9-1-1 Selective Router in the Emergency Services provider's network.

4. The E9-1-1 Selective Router determines the geographical location of the caller by
requesting this information from an Automatic Location Identification (ALI) database based
on the phone number or Automatic Number Identifier (ANI) of the 911 caller. Exact
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location information is also supplied by the Master Street Address Guide (MSAG) database,
which is a companion database to the ALl database. Phone companies and public safety
agencies collaborate beforehand to create master maps that match phone numbers,
addresses and cross streets to their corresponding PSAP. This MSAG is the official record of
valid streets (with exact spelling), street number ranges, and other address elements with
which the service providers are required to update their ALI databases.

5. The E9-1-1 Selective Router sends the call to the appropriate PSAP based on the retrieved
location information from the ALI.

6. The PSAP operator dispatches the relevant emergency services to the E9-1-1 caller.

Microsoft Skype for Business and E9-1-1

Microsoft Skype for Business enables Enterprise voice users to access its unified
communications platform from virtually anywhere and through many different devices. This,
together with a deployed MLTS, poses a challenge for E9-1-1 due to the difficulty in accurately
locating the E9-1-1 caller. However, Skype for Business offers an innovative solution to solving
Enterprises E9-1-1 location problems.

Gathering Location Information of Skype for Business Clients for 911 Calls

When a Microsoft Skype for Business client is enabled for E9-1-1, the location data that is
stored on the client is sent during an emergency call. This stored location information is
acquired automatically from the Microsoft Location Information Server (LIS). The LIS stores the
location of each network element in the enterprise. Immediately after the Skype for Business
client registration process or when the operating system detects a network connection change,
each Skype for Business client submits a request to the LIS for a location. If the LIS is able to
resolve a location address for the client request, it returns the address in a location response.
Each client then caches this information. When the Skype for Business client dials 9-1-1, this
location information is then included as part of the emergency call and used by the emergency
service provider to route the call to the correct PSAP.

The gathering of location information in the Skype for Business network is illustrated in the
figure below:

(S) Skype for Business

Front-End 1 Mediation
Servers Server

Skype for Business
SIP Phone Client

2 HTTPS
i >
Location Information Master Street Address
Server (LIS) Guide (MSAG)
Database Database
\ / \ /
. - ~ -~
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1. The Administrator provisions the LIS database with the location of each network element in
the Enterprise. The location is a civic address, which can include contextual in-building and
company information. In other words, it associates a specific network entity (for example, a
WAP) with a physical location in the Enterprise (for example, Floor 2, Wing A, and the
Enterprise's street address). For more information on populating the LIS database, see
Adding ELINs to the Location Information Server.

2. The Administrator validates addresses with the emergency service provider's MSAG —a
companion database to the ALl database. This ensures that the civic address is valid as an
official address (e.g., correct address spelling).

3. The Skype for Business client initiates a location request to the LIS under the following
circumstances:

e Immediately after startup and registering the user with Skype for Business
e Approximately every four hours after initial registration
e Whenever a network connection change is detected (such as roaming to a new WAP)

The Skype for Business client includes in its location request the following known network
connectivity information:

e Always included:
¢ |Pv4 subnet
¢ Media Access Control (MAC) address
e Depends on network connectivity:
¢ Wireless access point (WAP) Basic Service Set Identifier (BSSID)

& Link Layer Discovery Protocol-Media Endpoint Discovery (LLDP-MED) chassis ID and
port ID

For a Skype for Business client that moves inside the corporate network such as a soft
phone on a laptop that connects wirelessly to the corporate network, Skype for Business
can determine which subnet the phone belongs to or which WAP / SSID is currently serving
the soft-client.

4. The LIS queries the published locations for a location and if a match is found, returns the
location information to the client. The matching order is as follows:

e WAP BSSID

e LLDP switch / port
e LLDP switch

e Subnet

e MAC address

This logic ensures that for any client that is connected by a wireless connection, a match is
first attempted based on the hardware address of its connected access point. The logic is
for the match to be based on the most detailed location. The subnet generally provides the
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least detail. If no match is found in the LIS for WAP BSSID, LLDP switch / port, LLDP switch,

or subnet, the LIS proxies the MAC address to an integrated Simple Network Management

Protocol (SNMP) scanning application. Using SNMP may benefit some organizations for the
following reasons:

e LLDP is not supported by Skype for Business so this provides a mechanism for soft
phones to acquire detailed location information.

e Installed Layer-2 switches may not support LLDP.

If there is no match and the LIS cannot determine the location, the user may be prompted to
manually enter the location. For example, the client may be located in an undefined subnet, at
home, in a coffee shop or anywhere else outside the network. When a user manually provides a
location, the location is mapped based on the MAC address of the default gateway of the
client’s network and stored on the client. When the client returns to any previously stored
location, the client is automatically set to that location. A user can also manually select any
location stored in the local users table and manage existing entries.

Adding ELINs to the Location Information Server

As mentioned in the previous section, the administrator needs to populate the Location
Information Server (LIS) database with a network wire map, which maps the company's
network elements to civic addresses. Once done, it can automatically locate clients within a
network. You can add addresses individually to the LIS or in a batch using a comma-separated
value (CSV) file containing the column formats for the network elements, as listed below:

B Wireless access point:
<BSSID>,<Description>,<Location>,<CompanyName>,<HouseNumber>, <HouseNum-
berSuffix>,<PreDirectional>,<StreetName>,<StreetSuffix>,<PostDirectional>,
<City>,<State>, <PostalCode>,<Country>

B Subnet: <Subnet>,<Description>,<Location>,<CompanyName>,<HouseNumber>,
<HouseNumberSuffix>,<PreDirectional>,<StreetName>, <StreetSuffix>,<PostDirectional>,
<City>,<State>,<PostalCode>,<Country>

B Port: <ChassisID>,<PortIDSubType>,<PortID>,<Description>,<Location>,<CompanyName>,
<HouseNumber>, <HouseNumberSuffix>,<PreDirectional>,<StreetName>,
<StreetSuffix>,<PostDirectional>,<City>,<State>,<PostalCode>,<Country>

B Switch: <ChassisID>,<Description>,<Location>,<CompanyName>, <HouseNum-
ber>,<HouseNumberSuffix>,<PreDirectional>,<StreetName>,<StreetSuffix>,
<PostDirectional>, <City>,<State>,<PostalCode>,<Country>

For the ELIN number to be included in the SIP INVITE (XML-based PIDF-LO message) sent by the
Mediation Server to the ELIN device, the administrator must add the ELIN number to the
<CompanyName> column (shown in the table above in bold typeface). As the ELIN device
supports up to five ELINs per PIDF-LO, the <CompanyName> column can be populated with up
to this number of ELINs, each separated by a semicolon. The digits of each ELIN can be
separated by hyphens (xxx-xxx-xxx) or th