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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: January-29-2019

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes

() (Ff)(in) () (B)
L Ly A A RS
Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Related Documentation

Document Name

X-UM Connector Installation Manual

Document Revision Record

LTRT Description

26790 Initial document release for Version 0.1

26791 Update for version 0.1.39: Added Software Revision Record below. Replaced
references to X-UM Connector Wizard with X-UM Application.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our Web site at https://online.audiocodes.com/documentation-feedback.

Software Revision Record

The following table lists the software versions released in Version 0.1.

Table 1-1: Software Revision Record

Software Version Date
0.1.22 Feb 2018
0.1.30 Mar 2018
0.1.31 Mar 2018
0.1.36 Jun 2018
0.1.38 Sep 2018
0.1.39 Dec 2018

Note: The latest software versions can be downloaded from:
/_\ https://s3.eu-central-1.amazonaws.com/downloads-

audiocodes/Download/AC XUM Install.html

Unzip the file to a temporary directory.
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Configuration Note 1. Introduction

A

Introduction

Microsoft announced that they are going to discontinue the support for Session Border
Controllers in Exchange Online Unified Messaging (UM):

“In July 2018, we will no longer support the use of Session Border Controllers (SBC) to
connect third-party PBX systems to Exchange Online Unified Messaging (UM)."

This means that the connection between companies' PBX/IP-PBX and Exchange Online UM

that was done using SBC/Gateway will no longer work. As a result, the UM features will stop
working due to lack of connectivity between the PBX/IP-PBX and Exchange Online.

For the full announcement refer to:

https://blogs.technet.microsoft.com/exchange/2017/07/18/discontinuation-of-support-for-
session-border-controllers-in-exchange-online-unified-messaging/

The AudioCodes response to this change is the X-UM solution, which is available in two main
configurations:

B X-UM Standard based on CloudBond Standard Plus

In this configuration, the X-UM Connector is installed in the CloudBond environment
(Mediant 800) as an additional virtual machine. It is activated in the CloudBond Skype
for Business server environment.

The customer needs to connect this CloudBond server to the company’s environment
(Skype / PBX / exchange).

B X-UM Connector as a standalone server

In this configuration, the customer needs to dedicate a machine for the

X-UM Connector, and install and activate it, as described below, on an existing Skype
for Business server topology configured to work with Office 365 Microsoft Exchange
Online Unified Messaging.

This document:

B Describes how to set up the X-UM Standard. To install the X-UM Connector refer to
LTRT-40725 X-UM Connector Installation Manual. X-UM Standard is based on
CloudBond Standard Plus. CloudBond runs in its own Active Directory resource forest
and offers an easy Web-based management console for administering the CloudBond
environment. With the CloudBond Active Directory connector, enterprise Active
Directory users can be added to the appliance without needing to extend the
enterprise Active Directory Schema. In addition to the CloudBond, the X-UM
Standard contains an extra Virtual Machine that runs the X-UM Connector, which acts
as a bridge between the PSTN side and the Exchange UM.

B Provides full step-by-step instructions for setting up the system. The system is
installed before it is shipped and only needs to be configured for the basic
architecture.

B Assumes you are familiar with the Windows 2012 R2 network configuration, modifying
and deploying the Skype for Business topology, editing the hosts file, and verifying
DNS entries.

Note: We recommend you review the CloudBond manuals which describe the
CloudBond solution and suggested architecture. The X-UM Standard is based on it.

Version 0.1
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1.1 Installation Flow

The following describes the installation steps with the corresponding references to the
relevant section in the document.

Default configuration and login information - see Chapter 3

Change the default HyperV settings and import the X-UM connector - see Chapter 4
Assigning Manual IP Address - see Chapter 5

Changing or Adding a SIP Domain - see Chapter 6

Setting Edge Server to Full DMZ deployment - see Chapter 7

Deployment of X-UM Standard within an existing corporate domain network — see
Chapter 8

Integrating with Office 365 - see Chapter 9
Configuring Certificates - see Chapter 10
9. Miscellaneous - see Chapter 11

© a bk wbd-=

© N

10. X-UM Connector Configuration - see Chapter 12
11. Configure the SBC in X-UM Solution - see Chapter 13
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2

Planning X-UM Architecture

SfB topology is built from sites, pools, servers and more. The X-UM is based on Skype
trusted application end point and user end points. Trusted application end point belongs to
one Trusted application pool — every trusted application pool is associated with one
registrar pool. Every X-UM can handle 5000 users — to be able to support more than 5000
users need to use several X-UM servers that will work in Active-Active mode, when one X-
UM is down the other active X-UM will reallocate the users. For more information regarding
HA, refer to Appendix A

Note:.

e The X-UM will register every user on the Registrar Pool for retrieving calls and
MWI. This registration will be considered like a regular Skype client registration. By
default every user can register from 8 devices, one of them being the X-UM.

e X-UM can provide service to users homed to different pools on different sites;
however, if the associated registrar pool is down, the X-UM associated with this
pool will not be able to provide full service — this why need to have at least two X-
UM servers (in case the topology includes multi registrar pools) which are
associated with different registrar pools.

2.1 Skype for Business Preparation

B User must be UM enabled and set to Enterprise Voice.

B Configure Skype for Business to work with ExchangeUM - verify that the Skype client
can connect with ExchangeUM to leave and retrieve messages.

B Configure PSTN access for the users —some of the X-UM flows configurations pass
via the PSTN access to Skype for Business.

2.2 Exchange UM Online Feature List

From: https://technet.microsoft.com/en-us/library/jj938142(v=exchg.150).aspx

The features name mark in Red are relevant and can be handled by the X-UM.

When you configure UM for your organization, users can access voice mail, email, personal

Contacts and calendar information that's located in their mailbox from an email client, for

example, Microsoft Outlook or Outlook Web App, from a mobile phone with Microsoft

Exchange ActiveSync set up, such as a Windows Phone, or from a telephone. Additionally,

users can use the following features:

B Access to their Exchange mailbox: Users can access a full set of voice mail
features from Internet-capable mobile phones, Outlook 2007 or later versions, and
Outlook Web App. These features include many voice mail configuration options and
the ability to play a voice message from either the reading pane, using an integrated
Windows Media Player, or the message list, using computer speakers.

B Play on Phone: The Play-on-Phone feature lets users play voice messages over a
telephone. If the user works in an office cubicle, is using a public computer or a
computer that isn't enabled for multimedia, or is listening to a voice message that's
confidential, they might not want to or be able to listen to a voice message through
computer speakers. They can play the voice message using any telephone, including
a home, office, or mobile telephone.

B Voice mail form: The voice mail form resembles the default email form. It gives users
an interface for performing actions such as playing, stopping, or pausing voice
messages, playing voice messages on a telephone, and adding and editing notes.
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The voice mail form includes the embedded Windows Media Player and an Audio
notes field. The embedded Windows Media Player and notes field are displayed either
in the reading pane when users preview a voice message or in a separate window
when they open the voice message. If users aren't enabled for UM, or if a supported
email client hasn't been installed on the client computer, they view voice messages as
email attachments, and the voice mail form isn't available.

B User configuration: Users can configure several voice mail options for UM using
Outlook Web App. For example, the user can record personal greetings, configure
missed call and text message notifications and a voice mail Play on Phone number,
and reset a voice mail access PIN.

B Call answering: Call answering includes answering incoming calls on behalf of users,
playing their personal greetings, recording messages, and then sending the voice mail
to their Inbox as an email message.

B Call Answering Rules The Call Answering Rules feature lets users who are enabled
for voice mail determine how their incoming call answering calls should be handled.
The way call answering rules are applied to incoming calls is similar to the way Inbox
rules are applied to incoming email messages. By default, no call answering rules are
configured. If an incoming call is answered, the caller is prompted to leave a voice
message for the person being called. By using call answering rules, a caller can:

e Leave a voice message for the user.

e Transfer to an alternate contact of the user.

e  Transfer to the alternate contact's voice mail.

e  Transfer to other phone numbers that the user has configured.

e Use the Find Me feature or locate the user through a transfer from an operator.

B Voice Mail Preview: Unified Messaging uses Automatic Speech Recognition (ASR)
on newly created voice mail messages. When users receive voice messages, the
messages contain both a recording and text that's been created from the voice
recording. Users see the voice message text displayed in an email message from
within Outlook Web App or another supported email client.

B Message Waiting Indicator: Message Waiting Indicator is a feature found in most
legacy voice mail systems and can refer to any mechanism that indicates the
existence of a new message. Enabling or disabling Message Waiting Indicator is done
on the user's mailbox or on a UM mailbox policy.

B Missed call and voice mail notifications using SMS: When users are part of a
hybrid or Office 365 deployment, and they configure their voice mail settings with their
mobile phone number and configure call forwarding, they can receive notifications
about missed calls and new voice messages on their mobile phones in a text message
through the Short Messaging Service (SMS). However, to receive these types of
notifications, the users must first configure text messaging and also enable
notifications on their account.

B Protected Voice Mail: Protected Voice Malil is a feature that enables users to send
private mail. This voice mail is protected and users are restricted from forwarding,
copying, or extracting the voice file from email. Protected Voice Mail increases the
confidentiality of voice mail messages, and lets users limit the audience for voice
messages.

B Outlook Voice Access: There are two UM user interfaces available to users: the
telephone user interface (TUI) and the voice user interface (VUI). These two interfaces
together are called Outlook Voice Access. Outlook Voice Access users can use
Outlook Voice Access when they access the voice mail system from an external or
internal telephone. Users who dial in to the voice mail system can access their
mailbox using Outlook Voice Access. However, when a user is searching the directory
for your organization, they must use the key pad on their phone to search for a user.
Using their voice to search the directory isn’t available.
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Using a telephone, a UM-enabled user can:

Access voice mail
Listen to, forward, or reply to email messages
Listen to calendar information

Access or dial contacts who are stored in the organization’s directory or a single
contact or contact group located in their personal Contacts.

Accept or cancel meeting requests

Set a voice message to let callers know the called party is away
Set user security preferences and personal options

Search for users in the directory of the organization

Group addressing using Outlook Voice Access: Users can send a single email
message to a single user in their personal Contacts, to multiple recipients from the
directory by adding each recipient individually, or by adding the name of a distribution
list from the directory for your organization. In UM in Office 365, when a user signs in
to their mailbox using Outlook Voice Access, they can also send email and voice
messages to users in a group stored in their personal Contacts.

Version 0.1
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2.3 Call Flows

231 Call answering — Leave Voicemail Message to User — Direct Call
to X-UM

Figure 2-1: Call Answering — Leave Voicemail Message to User — Direct Call to X-UM
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1. Acalls B and the call is forwarded to the SBC.

2. The SBC forwards the call to X-UM and adds prefix (*55) to mark the call as deposit to
voicemail.

3.  X-UM validates that the mailbox is managed by the users file 0 and then forwards the
call to FE as direct deposit to voicemail call.

4. The call is sent to Office365 Exchange UM.

of X-UM for direct deposit by converting to SIP URI via Active Directory, or if forwarded

/_\ Note:. Another option for this flow — the call is forwarded to the Mediation server instead
to the Phone URI, the X-UM can reject the call so it is sent to the Exchange UM.

Configuration Note 16 Document #: LTRT-26791



Configuration Note 2. Planning X-UM Architecture

23.2 Call Answering — Leave Voicemail Message to User — Call from

Lync Client
Figure 2-2: Call Answering — Leave Voicemail Message to User — Call from Lync Client
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1. FE forwards incoming call to user to X-UM

2. By default, X_UM rejects all incoming calls to user, except for calls from Exchange UM
(see slide below). If other user devices are registered then they’ll keep ringing, otherwise
call is terminated (or forwarded to Exchange).

X-UM will forward the call to the SBC, and ultimately the call will reach the users PBX

/_\ Note: X-UM can be configured to accept incoming calls from Lync side. In this case,
phone.

2.3.3 Message Waiting Indication (Unsolicited)

Figure 2-3: Message Waiting Indication (Unsolicited)
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1.  X-UM Application subscribes for Exchange MWI via the FE and Edge.

2. Due to voicemail status change, Office365 sends MWI message to the X-UM via the FE
and Edge.
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3.  X-UM replaces the SIP URI with Phone extension and sends the MWI to the PBX via
the SBC.

4. The PBX sends the MWI to the phone.

234 Message Waiting Indication (SIP Subscription)

Figure 2-4: Message Waiting Indication (SIP Subscription
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1. X-UM Application Subscribes for Exchange MWI via the FE and Edge.

2. The phone subscribes to MWI notifications. The subscription is forwarded by PBX and
SBC to X-UM.

3. Due to voicemail status changes, Office365 sends the MWI message to the X-UM via
the FE and Edge.

4. X-UM replace the SIP URI with the phone extension and sends the MWI notification in
the SIP subscription dialog to the PBX via the SBC.

5. The PBX sends the MWI to the phone.

2.3.5 Outlook Voice Access— User Access to Mailbox via Telephone

Figure 2-5: Outlook Voice Access— User Access to Mailbox via Telephone
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Access from Extension:

1. A calls Special number (Voice Mail key on the phone).
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2. The PBX forwards the call to the SBC.

3. SBC forwards the call to X-UM — DN must be the number which was set on X-UM for
subscriber login.

4. X-UM validates that the caller is managed by the users file and forwards the call to FE
as a direct subscriber login to voicemail.

5. The call is sent to Office365 Exchange UM via the Edge server.

Note:. By default in this flow, Exchange UM does not ask for password, which can be
changed on the X-UM setup.

Access from External phone:

6. Acalls from PSTN to Special ATT number.

7. The PBX forwards the call to the SBC.

8. SBC forwards this call to the Mediation server.

9. The Mediation server forwards the call to FE.

10. FE forwards the call to Exchange UM via the Edge server.
Exchange UM prompts for the mailbox number and password.

2.3.6 Play-on-Phone

Figure 2-6: Play-on-Phone
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Call to User SIP URl/or user Extension:

On Outlook, User A requests to play the message on his phone:
Exchange UM dials to user A via Edge and FE.

X-UM receives the call because it registers as user A.

X-UM forwards the call to SBC replacing the SIP URI user extension.
SBC calls user extension on the PBX.

ok wbd-=

PBX calls user phone.

Call to External number:

On Outlook, User A requests to play the message on his Mobile phone:
6. Exchange UM dials to user A mobile via Edge and FE.

7. FE dials to the Mediation server.
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8. The Mediation server calls SBC.
9. SBC calls user extension on the PBX.
10. PBX calls user phone.

2.3.7 Outlook Voice Access Call Out — User Access to Mailbox via
Telephone and Call out

Figure 2-7: User Access to Mailbox via Telephone and Call out
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User A accesses the mailbox from internal phone or External according to flow: “Outlook
Voice Access— User access to mailbox via telephone”

User A selects to dial to a contact:

Exchange UM sends REFER message.

FE send the REFER to X-UM.

X-UM sends a self REFER + REPLACES to SBC.
SBC sends new INVITE + REPLACES to X-UM.
X-UM sends the INVITE (to the contact) to the FE.

FE calls Mediation server for external numbers and to Lync clients (and X-UM too) for
internal users.

Mediation sends the call to SBC.
SBC sends call to PBX and PBX calls out.

o gk wd-=

o N

Note:. If contact is a Lync user registered on X-UM, then XUM accepts the call and
forwards it to the SBC, PBX and user phone.
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24 Debugging tools

X-UM Connector debugging tools - see Chapter 14.

2.5 Re-image X-UM Standard

Re-image X-UM is done according to the CB365 re-image and installation procedure which
does not install the VM for the X-UM Connector. Therefore you must add an extra clean
VM for the X-UM Connector and bring it to the state as provide from production.

In the next main version, the CB365 wizard will install the X-UM connector and will set it
correctly as is the case for all other CB365 VMs.

For more information, see Chapter 1415.
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3

3.1

3.1.1

3.1.2

3.1.3

3.1.4

Default Configuration and Login
Information

The default configuration of the X-UM Standard is detailed below.

X-UM Standard Server information

Login
B Username: cloudbond365\Administrator
B Password: R3mO0t3SuppOrt

IP Address Information

m UC-DC 192.168.0.101

B UC-FE 192.168.0.102

B UC-EDGE 192.168.0.103 (internal)

B UC-EDGE 192.168.254.103 (external)

H UC-RP 192.168.0.104 (internal)

H UC-RP 192.168.254.104 (external)

B UC-XUM 192.168.0.105 (Not installed by default)
B All subnet masks 255.255.255.0

X-UM Standard Domain Information

B Internal FQDN cloudbond365.local
B NetBIOS domain cloudbond365

X-UM Standard Default Skype for Business Topology

B Default SIP Domain
e  cloudbond365.local
B Simple URL’s
e  https://meet.cloudbond365.local/dialin
e  https://meet.cloudbond365.local/meet
B FEPool
e uc-fe.cloudbond365.local
B External Web
e ewslync.cloudbond365.local

B Edge Pool
e uc-edge.cloudbond365.local
e  Access Edge sip.cloudbond365.local:5061
e  Web Conferencing sip.cloudbond365.local:444
e A/VEdge sip.cloudbond365.local:443

Version 0.1 23 AudioCodes CloudBond X-UM Standard


https://meet.cloudbond365.local/dialin
https://meet.cloudbond365.local/meet

P .
Q"OUd |ocodes Microsoft Office 365 X- UM with IP PBXs

3.2 SBC Mediant 800 Information

3.21 Login
B Username: Admin
B Password: Admin

3.2.2 IP Address Information
B Mediant 800 Gateway: 192.168.0.2
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4 Changing Default Hyper-V Settings &
Importing X-UM Connector

This section includes the following:

Stop the Reverse Proxy

Change Front-end Memory Size

Add the X-UM Connector Virtual Machine
Re-Join the X-UM to the Domain

4.1 Stop the Reverse Proxy

X-UM Standard does not require Reverse Proxy. CloudBond is packaged with Reverse
Proxy installed by default. To save resources, stop the Reverse Proxy server and disable it
by doing the following:

>

1.
2,
3

To stop the Reverse Proxy:

Open the Hyper-V Manager.
Shut down the Reverse Proxy virtual machine.
Delete the Reverse Proxy virtual machine.

The VHDX of the Reverse Proxy will not be deleted. If it its needed in the future we
can create it from the VHDX.

4.2 Change Front-End Memory Size

The procedure below describes how to change the front-end memory size.

>

1.
2,
3

To change the front-end memory size:

Open the Hyper-V Manager.
Stop the Front-End server. Change the memory size to 12 Gb.
Start the Front-End server.

4.3 Add the X-UM Connector Virtual Machine

1.
2.

Open the Hyper-V Manager.
Right-click on UC-MGR (tree item); the following screen appears:
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Figure 4-1: Hyper-V Manager

File Action View Help

e« zn[E 0@
Hyper-V Manager
25 Hyp g |
II JC-przn Wirknsl KA "hines
Mew 3
Import Virtual Machi state
mport Virtua chine... Running
Hyper-V Settings... Running
Virtual Switch Manager... ¥ Running

Virtual 54N Manager...

Edit Disk...
Inspect Disk...

3. Click Import Virtual Machine; and then select Virtual Machine; the following screen
appears:

Figure 4-2: Before You Begin

» Before You Begin

This wizard helps you import a virtual machine from a set of configuration files. It guides you through
Locate Folder resolving configuration problems to prepare the virtual machine for use on this computer.

Select Virtual Machine
Choose Import Type

Summary

[] Do not show this page again

< Previous || Mext > || Finish || Cancel
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4. Click Next; the

Before You Begin

Locate Folder

Select Virtual Machine
Choose Import Type

Summary

5.
6.

Locate Folder

following screen appears:

Figure 4-3: Specify Folder

Specify the folder containing the virtual machine to import.

Folder: |D:\,|-|yper—\c"l,)¢JMe)cport‘l,xL.lM‘ll | | Browse...

| < Previous | | Next > | | FEinish | | Cancel

In the 'Folder field, browse to D:\Hyper-VixUMexport\xUM.
Click Next; the following screen appears:

Figure 4-4: Select VM

» Select Virtual Machine
Before You Begin Select the virtual machine to import:
LERE i MName - Date Created
Select Virtual Machine 11132017 2:03:29 PM
Choose Import Type
Summary
1
< Previous | | Next = | | Finish | | Cancel
7. Select the 'xUM' virtual machine.
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8. Click Next; the following screen appears:

Figure 4-5: Import Type
Import Virtual Machine -

ﬂ Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder () Register the virtual machine in-place (use the existing unique ID)

Select Virtual Machine ® Restore the virtual machine (use the existing unique ID)
= = I
Choose Import Type () Copy the virtual machine (create a new unigue ID)

Summary

| < Previous | | Mext =

9. Select 'Restore the Virtual machine'.
10. Click Next; the following screen appears:

Figure 4-6: Choose Folders — Choose Destination
Import Virtual Machine -

ﬂ Choose Folders for Virtual Machine Files

Before You Begin ‘fou can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
” imports the files to default Hyper-V folders on this computer, or to folders spedfied in the virtual
Locate Folder machine configuration.

Fe sz TER TR Store the virtual machine in a different location

Choose Import Type

Virtual machine configuration folder:
Choose Destination | |

D:\Hyper-V Browse. ..
Choose Storage Folders ‘ = |
P Checkpoint store:

||3'1 \Hyper-V | ‘ Browse... |

Smart Paging folder:

||3'1 \Hyper-¥| | ‘ Browse... |

11. Check 'Store the virtual machine in different location'

12. In the 'Virtual machine configuration folder field, browse to D:\Hyper-V\xUM.
13. In the Checkpoint store' field, browse to D:\Hyper-V\xUM.

14. In the 'Smart paging folder field, browse to D:\Hyper-V\xUM.
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Figure 4-6: Choose Folders — Choose Destination — Virtual Machine Files
Import Virtual Machine -

};'f Choose Folders for Virtual Machine Files

Before You Begin *You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
4 imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual
Locate Folder machine configuration,

SSsc iR Store the virtual machine in a different location

Choose Impart Type

_— wirtual machine configuration folder:
Choose Destination

Choose Storage Folders |D: Hyper-V e || T |
Summary Chedpaint store:
|D: Hyper-VixUM | | F— |

Smart Paging folder:
|D:\)—1yper-\u’\xUM || Browse... |

15. Click Next; the following screen appears:

Figure 4-6: Choose Folders to Store Virtual Hard Disk
Import Virtual Machine -

” Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imparted virtual hard disks for this virtual machine?
Locate Folder
Select Virtual Machine

Location: ‘D:U—(yper-\f'\\f\rb.lal Hard Disks!| || Browse...

Choose Import Type

Choose Destination

Choose Storage Folders

Summary

16. In the Location' field, browse to D:\Hyper-V\Virtual Hard Disks\.
17. Click Next; the following screen appears:
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4.4

Before You Begin
Locate Folder

Select Virtual Machine
Choose Import Type
Choose Destination

Choose Storage Folders

Summary

Figure 4-7: Complete Import Wizard

Impaort Virtual Machine

Completing Import Wizard

You are about to perform the following operation.

Description:
Virtual Machine: xUM
Import file: D \Hyper-VixUMexporthxUMyirtual Machines \AFF02103-F3&F-
Import Type: Restore (keep ID)

Virtual machine configuration folder:
Chedkpoint folder:

Smart Paging file store:

Virtual hard disk destination folder:

<

D \Hyper-yipdUM
D \Hyper-VpUM
D \Hyper-VpUM
D:\Hyper-V\irtual Hard Disks\,

m >

< Previous |

To complete the import and dose this wizard, dick Finish.

Einish | | Cancel |

18. Click Finish; the import procedure will start. It can take approximately 25 minutes.
19. Start the xUM Virtual machine.

Re-Join the X-UM to the Domain

1. Login to the X-UM virtual machine.
2. From the Desktop, select the My Computer icon and right-click to view the settings.
3. Select Properties.

Figure 4-1:My Computer - Properties

4 ;M Th g By
§ Collapse |
-
=l | Pin to Start
s L% Manage
TN Open in new window L
blE R Map network drive..,
i Bisconnect network drive... D
b _ Add a network location
b :
Drelete A
b Rename o
Propefties

4. On the Windows Server 2012 R2 screen, click Change settings.
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Figure 4-2:Change Settings Link

* [W v Control Panel v System and Security » System

| Ul FAUSE NECOrT W STOP MECOTO =) A0a)
B,

Control Panel Home

¥ Device Manager
% Remote settings
% Advenced system settings

See alse
Action Center
Windows Update

View basic information about your computer

Windeows edition
Windows Server 2012 B2 Standard

Computer name, domain, and workgroup settings

Computer name: EXLIM

Full computer name: EXUM.cloudbond3B5.local

Computer descriptien: EXUM

Demain: cloudbond365.local
Windows activation

‘Windows is not activated. Read the Microsoft Software License Terms

Product 10: 00232-40260-33000-AA0EM

2013 Micrasoft Corparation. All ights reserved, =_Windows Server2012R2

Systemn
Processor: Inted(R) Core[TM) i7-5850EC CPU @ 2.706H: 2.89 GHz
Instalied memory (RAM):  6.00 GB
System type: 4-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

o

-gl{ll.-v%s. seftings

Arctivate Windows

5. On the System Properties screen, click Change.

6. Change the Domain to be cloudbond365, and then click OK.

Figure 4-3:System Properties

Computer Name | Hardware | Advanced | Remote |

B Windows uses the following information to identify your computer
on the netwars,

CnmPLﬂEr description: | EXLIM

For example: "I1S Production Server” or
"Accounting Server”.

Full computer name: EXUM.cloudbond 285 Jocal
Domain: cloudbond355 Jocal

To rename this computer or change its domain or Chafae
workgroup, click Change. ""'k
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7.

Figure 4-4:System Properties - Change

System Properties x

You can change the name and the membership of this mputer
computer, Changes might affect acoess to network resources.

Computer name;
= |

Full computer name:
EXUM cloudbond 365 local

- Member of
() Domain
| Hloudbond 285 Jocal T |
1

() Warkgroup

| ok || concsl |

Insert the user name and password of CloudBond365 Administrator, and then click OK.

Figure 4-5:Windows Security

| [

=1 This PC
System Properties =

Computer Name | Hardware | Advanced | Remote | System

Full computer name:

‘Worlgroup

Computer description:

i Windows uses the following information to identify your computer System and Security b System v Search Control Panel y-]
Iy Yo Y vy o] |

ew basic information about your computer
For example: "11S Production Server” or
"Accounting Server”

WIN-DJSGATGLISE

ndows edition

Computer Name/Domain Changes | X ‘ -

WORKGROUP

Computer name: domain.
[xumvz

Full computer name

YYou can change the name and the membership Windows Security

To rename this computer or change its domain or compuier. Changss might affect access ta networl

workgroup, click Chiange Computer Name/Domain Changes

Enter the name and password of an account with permission to join the

XUMV2 [User neme

Member of d I l [ Password

8.

®) Domain: Demain: cloudbond365.Iocal
oy cloudoond385.ocal
o Bl| Connectasmart card
WORKGROUP s

[ ]

9 iter

Restart the X-UM machine.
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5

5.1

5.2

5.2.1

5.2.2

5.3

Assigning Manual IP Address

This section describes how to manually configure the IP addresses used by the X-UM
Standard servers. Note the following:

B Information about manually configuring IP addresses for the X-UM Standard servers.

B This guide assume you are familiar with the Windows 2012 R2 Network configuration,
modifying and deploying the Skype for Business topology, editing the hosts file, and
verifying DNS entries etc.

A X-UM Standard System usually has various external optional components with which it
communicates. These include Media Gateways, Session Border Controllers, Reverse Proxy
Servers, Hardware Load balancers, |IP PBX’s etc. You may need to consult the individual
documentation for such external devices to change their IP addresses.

Planning Your Network Changes

It is very important to plan your network IP addressing scheme before making changes to
the default settings. It is very easy to render the X-UM Standard system inoperative by
misconfiguring the underlying IP network.

Consult the CloudBond 365 Intake Form to record your IP Network configuration prior to
making any network changes.

Making Changes to X-UM Standard

You may make changes to the X-UM Standard IP Network by either:
B Attaching a local Monitor, Keyboard, and Mouse to the X-UM Standard rear panel

B  Starting an RDP Session to the X-UM Standard Controller. Each option has
advantages and disadvantages.

Using Local Monitor, Keyboard, and Mouse

Using a local monitor, keyboard and mouse allows you to make changes to the X-UM
Standard system without “losing connectivity” should you make an error in configuration.
However, it does require physical access to the X-UM Standard, which may be difficult when
installed in a server rack.

Use RDP Sessions

Using RDP sessions to connect to the X-UM Standard Controller is a convenient way of
making configuration changes. However, care must be taken with the sequences of network
changes. RDP relies on the very network you are changing for its connectivity, and so it is
easy to “kill” RDP access through configuration errors.

Changing IP Addresses

Changes to IP addresses may be required to both X-UM Standard core server components,
as well as hardware devices and servers external to the X-UM Standard software. You may
also have to update the DNS server to reflect the changes.

X-UM Standard Core Components:

B Change the IP addresses for each individual server (Controller, Front-End, Edge, X-
UM Connector)

B Confirm IP addresses in DNS server
B Change topology entries
B Change Static DNS records
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Devices and Servers external to the X-UM Standard software are typically optional
components, depending upon your chosen X-UM Standard product and individual customer
configuration.

For example, X-UM Standard includes an AudioCodes Mediant 800 gateway device which
will probably require an IP address change. X-UM Standard External Components include
the following:

B Change any Media Gateway addresses, including Mediant 800 IP address
B Change Office Web Apps Server IP address

When changing external components, such as Media Gateways and SBC'’s, you may need
to make corresponding changes in the Skype for Business topology, and also update any
certificates if TLS communication is used.

5.3.1 Changing IP Addresses for Each Individual Server

Using RDP sessions to each server (or Hyper-V sessions from the X-UM Standard
Controller) you may change the IP address settings in Windows 2012 R2 for all individual
servers (as shown in the figure below for the DC).

Note: The Edge server will have two interfaces, one for the internal IP and one for the
external IP. The external DNS should point to a public DNS provider, such as your ISP.
The internal DNS and gateway should be empty, as a Hosts file is used to lookup the
internal server addresses.

» To change the IP addresses for each server:

1. In the Network and Sharing Center, click the Ethernet button; the Ethernet Status
screen is displayed.

2. Select the IP interface and then click Properties to change the IP address settings as
shown in the figures below.

Figure 5-1: Changing Individual Server Addresses

uots  pEmen
) Ethernet Status X ESHons
; anel &
General " o
" Ethernet Properties 2
access general properties of th
Connectien| [, = E 3
i Networking Internet Pratocol Version 4 (TCP/IPv4) Properties
IPv6 Co Connect using: General |
Media 5 &¥ Microsoft Hyper-V Network Adapter
Duration ‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
Speed: for the appropriate IF settings.
|: This connection uses the following items:
Detail -
i % Cligrt for Microsoft Networks () Obtain an IP address automatically
Eﬁ File and Printer Sharing for Microsoft (®) Use the following [P address:
v
[ -2 Microsoft Netwark Adapter Multiplexor]
& Link-Layer Topology Discovery Mappsg Subnet mask:
& Link-Layer Topology Discovery Respol
& Intemet Protocol Version & (TCP/IPvé] Eeasay
Bytes: =i Intemet Protocol Version 4 (TCP/IPv4] .

Obtain DNS server addr

SEE LoiE (®) Use the following DNS server addresses:
[re
iy Prope Description

Preferred DNS server: s SRR O -
Transmission Control Protocol/Intemet Proto
wide area network protocol that provides co Alternate DNS server: l:l
across diverse interconnected networks
[validate settings upon exit
o |

ess
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5.3.2

Warning: Do not use a primary DNS

Performing such an action will break forest trusts and prevent normal activities
between the customer domain and the X-UM Standard domain. Instead, use the
actual Domain Controller IP address, such as 192.168.0.101.

address of 127.0.0.1 on a Domain Controller.

Confirming IP Addresses on DNS Server

After changing the IP addresses in Windows 2012 R2, it is useful to confirm that the new IP
addresses are correct. This can be done by performing simple PING tests from each server,
and by checking the forward lookup zone within the DNS server on the X-UM Standard
Controller. The PING test should be performed by the IP address as well as the DNS name.

> To confirm IP addresses on the DNS Server:

1.  Open the Command Prompt and perform the PING tests.

Figure 5-2: PING Tests

2 time<{ims
2 time<{ims

for 192.168.0.181:

Approximate

[Reply from 192.168.@8.183: byt 2 time<{ims
[Reply from 192.168.@8.183: byt 2 time<{ims
Reply from 192.168.8.183: bytes=32 time<ims

cs for 192.168.08.1683:

Packets
Approximate
Minimum

sUserssAdministrator>

Administrator: Command Prompt

ent = 4. Received = 4, Lost = 8 (8% loss).
round trip times in milli-seconds:
Minimum = Bms. Maximum = Bms. Average = Bms

sUserssAdministrator?ping acs—uc—edge.acs—unified—communications.net

Pinging acs—uc—edge.acs—unified—communications.net [192.168.8.1831 with 32 hytes
of data:
Reply from 192.168.8.1083: bhytes=32 time<{ims

Sent = 4. Received = 4, Lost = 8 (Bx loss).
round trip times in milli-seconds:
= Bms,. Maximum = Bms,. Average = Bms

TTL=128
TTL=128
TTL=128
TTL=128

TTL=128
TTL=128
TTL=128
TTL=128
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2,

Open the DNS Manager (Server Manager > DNS and then in the Toolbar, choose

Tools > DNS).

Figure 5-3: Check DNS Updates

& DNS Manager
File Action View Help
XEG= H EEE

Name Type Data Timestamp ~
7 _msdes

I+ &) Global Logs 3 sites

4 7 Forward Lookup Zones || [ gep

_msdes.CBI0G.com || = g
C8106.com 3 udp

b ] ReverseLookup Zones || < poioncrones

b & Trust Points | ForestDnsZones

b [ Conditional Forwarders || — - 1« parent folder) Start of Authority (S0A)  [130], dc.cb106.com, host... static
] (same as parent folder) Name Server (NS) dc105.cb106.com. static
] (same as parent folder) Name Server (NS) de.cb106.com. static N
] (same as parent folder) Host (4] 10215745 1/27/2017 2:00:00 PM =
] (same as parent folder) Host (A) 10215755 1/27/2017 8:00:00 PM
] (same as parent folder) IPu6 Host (AAAA) fdoF2eTR60361 c2iTadcre..,  1/31/2017 8:00:00 PM
] (same as parent folder) IPu6 Host (AAAR) $d9F 26760361 c2:0b9c:6...  1/27/2017 7:00:00 PM
Hebi0s Host (4] 1021,57.56 1/31/2017 8:00:00 PM
Eebi0s IPu6 Host (AAAA) fd9F 2760361 c2:453 e, 1/31/2017 B:00:00 PM
Hesor Host (4] 1021.57.52 1/31/2017 11:00:00 AM
E—\ dc Host (&) static
Hde IPu6 Host (AAAA) fd9F2e7R603:61c2:0b9¢:6..  static
Flocios Host (4] 1021.57.55 static
Focios IPu6 Host (AAAR) fd0F 26760361 c2Tadecre.n  static
Flocior Host (4] 10215751 1/31/2017 12:00:00 PM
Hocior Host (4] 1021.234 1/31/2017 12:00:00 PM
EEdge 10.21.5747 static
I=[3 10215745 1/27/2017 7:00:00 PM
=1 .. .

Note: The DNS entries may not update immediately in the DNS server.
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5.3.3 Changing X-UM Connector Pool Entry

On the DNS server, change the X-UM Connector Pool Entry to point to the new IP of the
X-UM Connector Virtual Machine.

Figure 5-3: Changing X-UM Pool Entry

e DNS Manager \;li-
Eile Action View Help
e aE XE= HBHE § 80
g:_.‘ DNS Mame Type Data Timestamp
4 UC-DC - | _msdes
jA | Forward Lookup Zones : 75ite5
b (2] _msdes.cloudbond3g)| = :tcp
I =] ACB.Local | _udp
I [z] cleudbond365.com “| DomainDnsZones
“d e.?s)rlyn(.com _| ForestDnsZones
- tep '—| (sare as parent folder) Start of Authority (SOA) [1142], uc-de.cloudbond365.com., h...  static
N Reve;sef_lzokup Zones '—| (sare as parent folder) Mame Server (NS) uc-dec.cloudbond363.com. static
N - Trust Points '—l (same as parent folder) Host (&) 172.17.240.100 10/20/2017
b : Conditional Forwarders —l aclaall Host (A) 172.17.240.105 static
b Global Logs H lyncdiscoverinternal Host (4) 172.17.240101 static
'—| meet Host (4) 172.17.240.101 static
'—| pstn-gateway Host (&) 172.17.240.102 static
Hsip Host (4) 172.17.240.101 static
=] sPsium Host (4) 172.17.240.107 10/18/2017
_| uc-dc Host (4) 172.17.240.100 static
E]uc-Edge Host (4) 172.17.240.84 static
Suc-re Hast (4) 172.17.240,101 1072172017
[=| XUMConnector-pool-s4b15-1 Hast (4) 172.17.240.107
< m > < L} >

5.3.4 Changing Topology Entries

On the X-UM Standard Controller server (UC-DC), start the Skype for Business Topology
builder, then modify the following entries as required. After completing you topology changes,
you will need to publish the topology. The following topics are described:

B Default sip domain
B Simple URL’s

B Edge Settings

B Publish Topology

Note: Whilst changes to IP addresses are generally simple and require nothing further,
changes to SIP Domains and Simple URL'’s are closely tied to Certificates within Skype
for Business. Before changing SIP Domains and Simple URL'’s, see Chapter 6 for more

information.

5.3.4.1 Changing Default SIP Domain

If you have changed the name of your SIP domain to match your existing email or active
directory domain, you will need to modify the Default SIP domain entry, or add an addition
supported domain within the Skype for Business topology. It is recommended to add
additional supported SIP domains, rather than modify the default SIP domain.
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» To change SIP domains:

B Open the Topology Builder, right-click the server (Skype for Business Server
2015\Lync Server 2013) and choose Edit > Properties.

Figure 5-4: Changing SIP Domains

Edit Properties - [o=
SIP domain SIP domain P e
Simple URLs

Default SIP domain: *

Central Management
S4Binterop

Server

Additional supported SIP domains:

Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration, The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting ar Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new

Note: Under some circumstances, such as when using Office 365 with Exchange

Online as a voicemail server for PSTN calls, it is necessary to change the default SIP
domain. Even in these cases, it is easier to add the new domain as an “Additional SIP
domain”, then at a later time use the Skype for Business Management Shell to issue
the following command:

Set-CsSipDomain -Identity contoso.com -IsDefault S$True

5.3.4.2 Changing Simple URL’s

You may need to change the Simple URL'’s.

» To change simple URLs:

B Open the Topology Builder, right-click the server (Skype for Business Server
2015\Lync Server 2013), choose Edit > Properties and then in the Navigation pane,
select Simple URLSs.
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Figure 5-5: Changing Simple URL's
‘i Edit Properties

_I:I-

Simple URLs -

SIP domain

Simple URLs

Central Management
Server

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration, The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted.

Phone access URLs:

Simple URL
J/ https//meet.CB106.com/dialin

Remove

Make Active Edit URL
Meeting URLs:
Simple URL SIP domain
/ hitpsi//meet.CB106.com/mest CB10B.com
Remove
Make Active Edit URL

Administrative access URL:

5.3.4.3 Changing Edge Settings

The Edge server settings within the topology contains IP address information which need to
match any changes you have made.

» To change the Edge Server settings:
B Open the Topology Builder and then the Edge pools folder.

Figure 4-6: Changing Edge Server

Skype for Business Server 2015, Topology Builder

File Action Help

o)
ok

Edit Properties
4 Lfs_‘: Skype for Business Server pe

b i ACS-2015 CE Internal server FQDN: -
b (L] CcB105 Edge107.cb106.com

Next hop i o .
4 ] ceio7 The FQDN of this pool cannot be changed because it is part of the published topology.

Edge Server

P [3 Lync Server 2010
b [ Lync Server 2013
4 [ 5kype for Business Servel
I [J Standard Edition Fron
3 Enterprise Edition Fro|
@ Director pools
I [ Mediation pools
3 Persistent Chat pools
4 [JEdge pools
[ Edge107.cb106.co
3 Trusted application sg
3 Video Interop Server
I+ [J Shared Components
3 Branch sites

configuration

Enable IPv4 on internal interface
Internal IPv4 address: *

10:21.57.54

[[] Enable IPvé on intemal interface

Internal IPv6 address:

Enable federation for this Edge pool (port 5061)

‘Wamning: The topology contains other federation-enabled Edge pools. This may be expected
during migration. Only one Edge pool will be actively used for federation. Ensure that the external
DNS SRV record points to the correct Edge pool.

Enable Skype-Skype federation search for this Edge pool (port 4443)
Choose this option, Skype-Skype federation will have federation search enabled by default.

Enable XMPP federation for this Edge pool (port 5269)

Warning: The topology contains other XMPP federation-enabled Edge pools. Only cne Edge pool
will be actively used for XMPP federation. Ensure that the external DNS SRV record points to the
«correct Edge pool.

Internal Configuration Replication Port (HTTPS) ™
4443
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Figure 5-7: Changing Edge Server

o Edit Properties -[alx]
General External settings -
Next hop
Edge Server Specify the external, fully qualified domain names (FQDNs) and ports for Access Edge, Web

) - Conferencing Edge, and A/V Edge services. The combinations of FQDN and pert must be unigue.
configuration

[ Enable separate FQDN and IP address for web conferencing and A/V
Enable IPv4 on external interface
[ Enable IPv6 on external interface
[ A/V Edge service is NAT enabled

Access Edge service Ports
FQDN: *
sip.contosc.com 1 5061 (TLS)

IPv4 address:
192.168.254.103

IPv6 address:

Web Conferencing Edge service
FQDN:

sip.contosc.com 1444 (TLS)

OK | | Cancel

In addition to the topology changes, the Edge server must know how to reach each internal
subnet. This will be accomplished by using the “route add <network address> mask
<subnet mask> <gateway> metric 10 -p” command in an elevated command prompt.

Example: To instruct the Edge server to use the 192.168.0.254 gateway for all traffic
destined for the 192.168.0.0/24 network, use the following command:

“route add 192.168.0.0 mask 255.255.255.0 192.168.0.254 metric 10
_pn
Repeat this step for all network subnets that are internal and rely on the Edge server for
media traversal.

Configuration Note 40 Document #: LTRT-26791



Configuration Note 5. Assigning Manual IP Address

5.3.5 Publishing the Topology Changes

Once all topology changes are complete, publish the Skype for Business topology.

You will then need to use RDP etc. to connect to both the Front-end (FE) and Edge servers,
and run the Skype for Business Deployment Wizard to update the changes.

» To publish the topology changes:

B In the Skype for Business 2015 Topology Builder menu, choose Action > Publish
Topology.

Figure 5-1: Publish Topology

Publish Topology .

@5

Publish the topology

In order for Skype for Business Server 2015 to correctly route messages in your deployment, you must
publish your topology. Before you publish the topology, ensure that the following tasks have been
completed:

* A validation check on the root node did not return any errors. ”
* A file share has been created for all file stores that you have configured in this topology.
* All simple URLs have been defined,

* For Enterprise Edition Front End pecls and Persistent Chat pools and for Maonitoring Servers and
Archiving Servers: All SCOL Server stores are installed and accessible remotely, and firewall
exceptions for remote access to SCL Server are configured.

* For a single Standard Editicn server, the "Prepare first Standard Edibon server” task was
completed.

* You are currently logged on as a SOL Server administrator (for example, as a member of the SQL
sysadmin role).

* [If you are remaving a Front End pool, all users, common area phones, analeg devices, application

mmntzrt mhiacte znd canfaranca diractariac haie hean rammouad frama tha nanl

When you are ready to proceed, click MNext.

Back Mext | | Cancel

5.3.6 Changing Static DNS Records

The CloudBond 365 Edge server is not part of the CloudBond X-UM domain for security
reasons. As such, it uses a static DNS table (Hosts file) to find the IP addresses of the
CloudBond X-UM servers on the internal network. Use the DNS entries from the CloudBond
X-UM Controller to manually update the Hosts file on the Edge server.

» To change static DNS records:

B Open the DNS Manager (Server Manager > DNS and then in the Toolbar, choose
Tools > DNS).
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Figure 5-2: Change Static IP DNS Entries

_I:I-

. DNS Manager
File Action View Help
s nm XE 2 FIENE]
é DNS MName Type Data Timestamp ~
4 ﬂ DC | DemainDnsZones
I» Global Logs | ForestDnsZones
4[] Forward Lookup Zones é] (same as parent folder) Start of Authority (SOA) [130], dc.cb106.com,, host..  static
B \EJ _msdes.CB106.com é] (sare as parent folder) Mame Server (MS) dc103.cb106.com. static
b_ = CB106.com Q (same as parent folder) Mame Server (NS) dec.cb106.com. static
b [ Reverse Lookup Zones || &5 (e a5 parent folder) Host (A) 10215745 1/27/2017 2:00:00 PM
— Trust Points ] (same as parent folder) Host (A) 10.2157.55 1/27/2017 :00:00 PM
b = Conditional Forwarders | = . +c parent folden IPVE Host (AAAR) fdOf:2e78:f603:61c2Tadee..  1/31/2017 B:00:00 PM
é] (sare as parent folder) IPvE Host (AAAA) fdof:2e78:f603:61c2:0b9c:6...  1/27/2017 T:00:00 PM
H b105 Host (A) 10.21.57.36 1/31/2017 8:00:00 PM
H eb105 IPvE Host (AAAA) fdSf:2e78:/603:61c2:453 e, 1/31/2017 8:00:00 PM
g cewr Host (A) 10.21.57.52 1/31/2017 11:00:00 AM
Hde Host (4) 10.21.57.45 static
Q dc IPvE Host (AAAA) fd9f:2e78:f603:61c2:0b9c:6...  static
[Ehlal} Host (A) 10.21.57.35 static =5
é] DC105 IPvE Host (AAAA) fdof:2e78:603:61c2:Tadcre...  static
Hopcor Host (A) 10.21.57.51 1/31/2017 12:00:00 PM
QDOOT Host (A) 10.21.2.34 1/31/2017 12:00:00 PM
[=|Edge Host (A) 10.21.57.47 static
[=]23 Host (A) 10.21.57.46 1/27/2017 7:00:00 PM
[=] 23 IPvE Host (AAAA) fdof:2e78:/603:61c2: 1dafib...  1/27/2017 7:00:00 PM
Q lyncdiscoverinternal Host (A) 10.21.57.46 static
= meet Host (4) 10.21.57.46 static
Hsip Host (A) 10.21.57.46 static
& WIN-BMS053D3JHF Host (A) 10.21.57.30 2/1/2017 9:00:00 AM

5.3.6.1 Modifying the Edge Server Hosts File

The Edge server is not a domain member, and has no reference to the internal DNS server.
You will need to manually edit the c:\windows\system32\drivers\etc\hosts file, so the Edge

server can find the internal server FQDN names.

» To modify the Edge Server Hosts file:

1. On the Edge server, open the Hosts file (C:\Windows\System32\drivers\etc).

2. Edit the file as required.

Figure 5-3: Locating the Hosts file

dCLE etc L= 1o -
Home  Share  View v @
®© = 1 [l <« Local Disk () ¢ Windows » Systemi2 » drivers » etc v ¢ [ searchetc o]
Ps
— Mame Date modified Type Size
W Favorites b
B Desktop || hosts File TKB|
& Downloads || Imhaosts.sam SAM File 4KB
5l Recent places || networks File 1KB
| protocol File 2KB
1% This PC || services File 18KB
m Desktop
| Documents
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Figure 5-4: Modifying the Edge Server Hosts File

| hosts - Notepad - | o [
File Edit Format View Help
# Copyright (c) 1993-20809 Microsoft Corp. ~
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name dencted by a "#' symbol.
#
# For example:
#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
# localhost name resolution is handled within DNS itself.
# 127.8.08.1 localhost
# H localhost
192.168.0.181 UC-FE-cloudbond365.com
192.168.0.1608 UC—DCLcloudbondSGS.com
v
< >

5.3.7 Changing the IP Address of AudioCodes Devices

For the system to function correctly, the Mediant 800B should be assigned with an address
on the same internal network subnet as the CloudBond X-UM Controller.

5.3.7.1 Changing Mediant 800B IP Address

The CloudBond X-UM system uses an AudioCodes Mediant 800B appliance as a PSTN
gateway device. The Mediant 800B device usually provides the physical network connection
for the CloudBond X-UM Controller via the Mediant 800 front panel GE1 connector.

You can modify the default IP address assigned to the Mediant 800B (192.168.0.2) via its
Web configuration pages. Please consult your AudioCodes trained expert for details.

Figure 5-5: Changing the Mediant 800B Gateway

Y(‘s)‘\udioc PR &, Submit g‘. Bum Dewice Acions \:g__nome ._.all‘en B Log ot

[Conourntion! Maitenance | S2ti= [ 19 oteisces Tavie

Soenanas Search

Faaa: Ol Add index Done
il system . " . : . . : -
=dvaie Index Apglication Type Interface Mode 1P Addrass L:r;”’ Gateway VLAN | interface Name B ary DA, Sanme R
= idinetwark: = e - T T T T
1P Interfaces Table
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6

A

6.1

6.1.1

Changing or Adding a SIP Domain

This chapter describes how to change or add a SIP domain to the X-UM Standard system.

The SIP domain is very important for Skype for Business operations, as it provides the sign-
on and various other addresses within a Skype for Business environment. As Skype for
Business uses TLS as a secured protocol, many other items must match the SIP address.

Note: You must change or add a valid SIP domain for external access as the default
SIP domain (yourdomain.com) and associated Simple URL’s. For example, DNS
references are not suitable for the public internet.

Skype for Business and the SIP Domain

Skype for Business supports a primary SIP domain, and additional SIP domains.

Microsoft recommends that the SIP domain should match a user's email domain. This
simplifies many features of Skype for Business for the user, such as logging in using a Skype
for Business Client, where the user logs in using a SIP domain.

Skype for Business clients with automatic configuration use the users sign-in domain
component (i.e., the users SIP Domain) to locate Skype for Business Server resources via
DNS.

DNS and Simple URLs

DNS records are used both internally and externally to Locate Skype for Business resources.
Skype for Business Simple URL’s are used for external login and conferencing features.

Whilst Skype for Business supports several configurations of Simple URL, the most common
involve embedding the SIP domain within the Simple URL. Corresponding DNS records are
required to support the Simple URLSs.
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6.1.2

A

6.1.3

6.2

6.2.1

DNS and Certificates

Because Skype for Business uses TLS as a transport protocol, this secure protocol requires
SSL certificates, which must match the DNS resources to which they correspond.
Commonly, the required SSL certificates thus include the SIP Domain.

Note: You can have additional SIP domains for internal use only. If these domains are
not accessed externally, they will not require public certificate entries.

X-UM Standard and the SIP Domain

A X-UM Standard system has a default Primary SIP domain of cloudbond365.local.

After deployment, the SIP domain must be added or changed to meet customer requirements
for external access.

Warning: The default SIP domain (cloudbond365.local) of a X-UM Standard system
cannot be used for external public access.

It is generally easier to add your email domain as an additional SIP Domain, rather than
replace the Primary SIP Domain.

Changing X-UM Standard SIP Domain

Modifying the X-UM Standard SIP domain is not a simple process. Various skills with
Microsoft Technologies are required to successfully execute this process. Microsoft tools
involved include:

B Remote Desktop Client or Hyper-V Console
B  Skype for Business Topology Builder

B Various DNS tools

B Certificate Requests

B CloudBond 365 SysAdmin

Process Overview

What needs to change when changing the SIP domain?

Firstly, SIP domains are defined in the Skype for Business Topology. We will need to use
the Skype for Business Topology Builder tool on the X-UM Standard Controller server to
either, change the primary SIP domain, add or remove additional SIP domains, or both.

Also defined in the Skype for Business Topology are the Simple URL’s. Skype for Business
uses these to locate resources for dialing conferencing, meetings, etc. These changes can
be quite complex if you are changing the primary SIP domain.

The Topology also contains DNS names for the External Web Services (on the FE server),
and DNS names for various services on the Edge server, which may need to be adjusted.
Once the Topology has been reconfigured, we need to publish the changes to all Skype for
Business servers, so that the changes can be updated into the CMS databases. On X-UM
Standard, this will include the UC-FE and UC-Edge servers.
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6.2.2

6.2.3

After publishing a topology change, the Skype for Business Deployment Wizard must be re-
run on all Skype for Business servers (UC-FE and UC-Edge). For a SIP domain change, this
will update the 1S configuration to recognize requests for the new SIP Domain simple URL'’s.

Changes to the SIP domains and Simple URL'’s have flow on requirements for DNS entries.
We will need to update DNS entries for both internal and external DNS servers to match the
new SIP domains. This includes many records, such as those used for Simple URL'’s, those
used for Auto Configuration of Skype for Business Clients, and those used for Federation.

Changes to DNS entries require changes to SSL Certificates in order for the secured HTTPS
and TLS protocol to work correctly. Updated Certificates need to be installed on both the X-
UM Standard -FE and X-UM Standard -Edge servers. This may involve a public certificate
from your provider.

You will also need to examine Reverse Proxy servers and Firewalls, to ensure any DNS or
URL references are updated accordingly.

Lastly, you need to examine any existing Skype for Business objects, such as users, RGS
objects etc. and modify them to match the new domains if required.

Connecting to X-UM Standard Controller using RDP

Connect to the X-UM Standard controller. As an alternative, Hyper-V Manager on the X-UM
Standard Controller can be used to connect to the console of both the X-UM Standard Front-
End and Edge servers (UC-FE and UC-Edge).

Using the Topology Builder

This section describes how to use the Topology Builder.

» To use the Topology Builder:
3. Open the Topology builder.

Figure 6-1: Topology Builder - From the X-UM Standard Controller

i N
Administrator | gg
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4. Use Search to open Skype for Business Ultilities.

Figure 6-2: Using Search to Open Skype for Business Utilities

Search

Everywhere

Business Server Topology Builder E

Skype for Business Server
8 Topology Builder

ver Control

5. Download and save the current topology.

Figure 6-3: Source of the Topology

e Topology Builder -

Welcome to Topology Builder. Select the source of the Lync Server topology
document.

® Download Topology from existing deployment

Retrieve a copy of the current topology from the Central Management
store and save it as a local file. Use this option if you are editing an
existing deployment.

) Open Topolagy from a local file
Cpen an existing Topology Builder file, Use this option if you have work
in progress.

) New Topology

Create a blank topology and save it to a local file. Use this option for
defining new deployments from scratch.

0K | | Cancel
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6. Save the topology.

Figure 6-4: Saving the Topology

t |||E \Administrator.ac-onebox\Documents| V| ¢ | | Search Documents

Organize « New folder

3¢ Favorites Date modified

B Desktop
j Downloads
“Zl Recent places

Ma itermns match your search,

18| This PC

e* Network

<]

File name: | onebox 20140610

Save as type: | Topology Builder files (*.thxml)

(~ Hide Folders

7. View the topology; SIP Domains and Simple URL’s are properties of the whole server
(Skype for Business Server 2015\Lync Server 2013).

Figure 6-5: Viewing a Topology

File Action Help

|A_% Lyne Server SIP domain
4 (] Acs-2013
b CHLync Server 2010
b CHLync Server 2013
I [ Shared Components Md\liuna! supported Not configured
SIP domains:
[ Branch sites

Default SIP domain: ac-onebox.com

Simple URLs -
Phone access URLs: Active Simple URL
v https://meet.ac-onebox.com/dialin
Meeting URLs: Active Simple URL SIP domain
J https://meet.ac-onebox.com/meet  ac-onebox.com
Administrative access Not configured
URL:
Central Management Server -
Central Management Active Front End Site
Server: < UCFEac-onebox.com ACS-2013
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8. Right-click the server (Skype for Business Server 2015/Lync Server 2013), and
select Edit Properties.

Figure 6-6: Edit Server Properties

e Lync Server 2013, Topology B
File Action Help

A L%Lync
4 ] A

MNew Central Site...

b ‘ Edit Properties...

PO MNew Topology... ac-on

O Open Topology... Not &
4 Download Topalogy...

Save a copy of Topology As...
Publish Topology...
Install Database...

Merge Office Communications Server 2007 R2 Topology...

Active
Remaove Deployment... ’
iG Active

r
v

6.2.3.1 Adding the New SIP Domain to the Topology

» To add a new SIP domain to the topology:

B Enter a new SIP domain name in the Additional supported SIP domains field, and
then click Add.

Figure 6-7: Edit Properties
i Preaies HEIEY)

SIP domain SIP domain - -

Simple URLs

Default SIP domain: *
Central Management

Server CB106.com

Additional supported SIP domains:

Remove

Simple URLs -

Simple URLs will be sent to your users and used by them te access the web pages for dial-in

conferencing phene numbers, meetings, and administration. The active URL is used when new

meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in

the past by using those URLs. Meeting and Phone access simple URLs are required and must be full

URLs, including https://. if you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL create a new v
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6.2.3.2 Changing the Default (Primary) SIP Domain

If you change the primary SIP domain, the following pop-up is displayed, to remind you of
some of the implications of making the change. In general, it is usually easier to add an
Additional SIP domain, rather than change the default SIP domain.

After changing the primary SIP domain, you MUST review both the Simple URL’s and Edge
Server properties to make appropriate changes.

Figure 6-8: Warning: Changing the Primary SIP Domain is Complex

Warning x_|

IGI Changing your default 5IP demain can have a major impact on

" configured users, devices, and identities in your deployment.
Certificates and federation settings may also need to be modified. Are
you sure you want to continue?

Note: Simple URL’s, Edge services, and their matching certificates are covered in
Section 10 on page 147.

Note: It is also possible to change an existing Additional SIP domain to the
“Default SIP domain”, using the Skype for Business Management shell and the
set-csSipDomain command.

e.g., Set-CsSipDomain —Identity constoso.com —IsDefault $True

6.2.3.3 Managing Simple URLs

The process below describes how to manage simple URLs.

» To manage simple URLs:

1. To change a URL, select the URL, and then click Edit URL.
2. Toremove a URL, select the URL, and then click Remove.
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Figure 6-9:Simple URL's Using Option 3

Edit Properties = [ =] =

s
ik

SIP domain Simple URLs -

Central Management
Server

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must ke full
URLs, including https:/¥. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted.

Phone access URLs:

Simple URL
/" https,//meet.CB106.com/dialin

Remove

Meeting URLs:
Simple URL SIP domain
7 https://meet.CB106.com/meet CB106.com

Remove

Administrative access URL: o

3. Add a Phone access URL for the new SIP domain
(e.g., https://meet.contoso.com/dialin).

4. Mark it as Active, if appropriate.

5. Remove any phone access URL's no longer required (e.g., hitps://meet.ac-
onebox.com/dialin).

6. Modify and/or add Meeting URL’s.

Note: Further details on naming options for Simple URLs are covered in Chapter 10 on
page 147.

Configuration Note 52 Document #: LTRT-26791



Configuration Note 6. Changing or Adding a SIP Domain

6.2.3.4 Editing External Web Services

The External Web Services FQDN is a property of the Skype for Business Standard Edition
Front End server's pool.

» To edit external Web services properties:

1. In the Topology Builder, navigate to the Skype for Business Standard Edition server,
right-click, and then select Edit Properties.

Figure 6-10: Selecting the Standard Edition Front End Pool

Skype for Business Server 2015, Topology Builder = |E -
File Action Help

4 [T Skype for Business Server

4 ] Acs-2015 Goncrs
3 Lync Server 2010
[ClLync Server 2013 FQDN: FE.CB106.com
4 [ Skype for Business Server 2015 1Pv4 addresses: Use all configured [Pvé sddresses

4 [3Standard Edition Front End Servers
[d FECB106.com
[ Enterprise Edition Front End pools

Features and functionality

Instant messaging (M) Enabled
and presence:
[ Director pools

Conferencing: Enabled
(3 Mediation pools
PSTN conferencing: Enabled
[ Persistent Chat pools
£ Edge pools Enterprise Voice: Enabled

[ Trusted application servers e

[ Video Interop Server pools

SQL Server store: FECBI06.com\ric
[ Shared Components X
£ Branch sites Arehiving SQL Server DC.CB106.com\Default
store:
o ceics M SQLS: DC.CB106.com\Defaul
onitoring erver C .com\Default
J cei07 store:
i FE107

File store:

WFECB106.comishare
Office Web Apps Server: NV
Edge pool (for media):  EdgeCB106.com (ACS-2015)

iated

Note: To view the federation route, use the site property page.

Resiliency

< [ >

2. The External Web Services URL must be unique from the Simple URLs.

Figure 6-11: Edit Properties
& Edit Properties | == [

General Web services -

Resiliency

s Listening port defines the lIS configuration on servers in the pool and Published port reflects the
Web services

configuration of a load balancer, a reverse proxy, or a firewall.

Mediation Server . . . :
After you make changes to the fully qualified domain name (FQDN) or listening ports, you must run

local Setup on all servers in the pool in order for these changes to take effect.

Internal web services

Listening ports:™ HTTP; 80 HTTPS: 443

Published ports: ™ HTTP: 80 HTTPS: 443

External web services

FODN: *
ewslync.contosajcom
Listening ports:* HTTP: 8080 HTTPS: 4443
Published ports: * HTTP: 80 HTTPS: 443
Mediation Server -

/| Collocated Mediation Server enabled

Collocated Mediation Server cannot be removed because it is being used by trunks in table below.

3. Ifrequired, modify the External web services FQDN to match the new SIP domain.
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6.2.3.5 Editing Edge Services Properties

Edge External FQDN'’s allow users to access your Skype for Business system from outside
your organization. This includes Access Edge for external users, Web Conferencing Edge
for external conferences, and A/V Edge for voice and video calls.

The Edge Server configuration is a property of the Skype for Business Server Edge pools.

» To edit Edge Services properties:

1. Inthe Topology Builder, navigate to the server (Skype for Business Server 2015/Lync
Server 2013) > Edge Pools. Right-click, and select Edit Properties.

Figure 6-12: Selecting the Edge Server from the Edge Pool

i
File Action Help
4 [ Skype for Business Server
4 ] Acs-2015
[ Lync Server 2010
[ Lync Server 2012
4[4 Skype for Business Server 2015
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[ Director pools
[ Mediation pools
[ Persistent Chat pools
[aEdge pools
[ Edge.CB106.com
[ Trusted application servers

S

[ Video Interop Server pools
[ Shared Components
[ Branch sites
] cs105
i ceto7
i FE107

Skype for Business Server 2015, Topology Builder

General
Internal server FQDN: Edge.CB106.com
Internal IPv4 address: 10215747

Federation (port 5061)  Ensbled
Skype-Skype federation  Enabled

search (port 4443):

XMPP federation (port Enabled

5269):

Internal Configuration 4443

Replication Port (HTTPS)

Next hop selection

Next hop pool:

External settings

Access Edge service

FQDN: sip.CB106.com

1Pv4 address: 192.168.254.103
Port: 5061
Protocol: TS

Web Conferencing Edge service

= |o| x

2. Scroll down, or select Edge Server Configuration from the left pane.

Figure 6-13: Edge Server External Access FQDNs

== |

e Edit Properties
General External settings a -
Next hop
Specify the external, fully qualified domain names (FQDNs) and ports for Access Edge, Web
Edge Server Conferencing Edge, and A/V Edge services. The combinations of FQDN and port must be unigue.
. g Edg g P q
configuration

Enable IPv4 on extemnal interface
[ Enable IPv6 on external interface
[ Arv Edge service is NAT enabled

Access Edge service
FODN:*

sip.contoso.com

IPvd address: *
192.168.254.103

IPvé address:

Web Conferencing Edge service

FODN:

[] Enable separate FODN and IP address for web conferencing and A/V

Ports
+ 5061 (TLS)
D 444 (TLs)

3. Modify the service FQDNs’ as required.
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4. Click OK.

Note: The Enable separate FQDN and IP Address for web conferencing and A/V
check box controls whether separate FQDN’s may be entered foreach service.
The

combination of FQDN and Port must be unique for each service.

6.2.3.6 Publishing Topology

» To publish the topology:

1. In the Topology Builder, make the required additions, e.g., additional SIP domains or
voice gateways e, and the select Publish Topology... to continue the installation.

Figure 6-14: Publishing the Topology

e Lync Server 2013, Topology Builder == -
File Help
4§ Edit Properties... - . ~
A Topology 3 New...
Open...
Delete = nebox.com

Download Current Topology...

Help 1
Save A Copy...
Publish...

Install Database...

[ uc-Fe.ac-oneboy
[ Enterprise Edition Fri
[ Director pools
[ Mediation pools
[ Persistent Chat pool,
4 [JEdge pools

Merge Office Communications Server 2007 R2...

Remove Deployment...

[ uc-Edge.ac-onebox.com

(3 Trusted application servers Next hop selection -
[ Shared Components
[ Branch sites Next hop poal: UC-FE.ac-onebox.com (ACS-2013)
External settings -

Access Edge service

FQDN: sip.contoso.com
IPvd address: 192.168.254.103
Port: 5061
Protocol: TLS

2. Continue the wizard by clicking Next.
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Figure 1-15: Publishing the Topology

Publish the topology

In order for Lync Server 2013 to correctly route messages in your deployment, you must publish your
topology. Before you publish the topology, ensure that the following tasks have been completed:

* Awalidation check on the root node did not return any errors. A

* Afile share has been created for all file stores that you have configured in this topology.

* All simple URLs have been defined.

* For Enterprise Edition Front End poocls and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SQL Server stores are installed and accessible remotely, and firewall
exceptions for remote access to SQL Server are configured,

* For a single Standard Edition server, the "Prepare first Standard Edition server” task was
completed.

* You are currently logged on as a SQL Server administrator (for example, as a member of the SQL
sysadmin role). |

* |f you are removing a Front End pool, all users, common area phones, analog devices, application
rantart nhiacte and canfaranca diractariac have haan ramosad fram tha nanl

When you are ready to proceed, click Next.

Back | | Mext | | Cancel

3. Click Next.

Figure 6-16: Select Central Management Server

Select Central Management Server

Only one Front End poal in the deployment can have a Central Management store. All pools use the same
Central Management store.

Select the Front End poaol that will host the Central Management store:
ACS-UC-FEACS-Unified-Communications.net  ACS-2013

Back | | Mext | | Cancel

4. Click Next.
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Figure 6-17: Publishing the topology — Create Databases
s Publish Topology | x|

Create databases

The following dedicated databases are part of your topology. Some of the databases listed below have
not been created. If you have the appropriate permissions on the SQL Server, you can create the
databases when you publish your topology. If you do not have the appropriate permissions, someone
with appropriate permissions can create the databases later.

Create the following databases during the publish process:

Stare Site Database paths
ACS-UC-DC.ACS-Unifie..  ACS-2013 Automatically determine database file locat...

Note: Only databases on dedicated SQL Servers can be installed from here. Databases on SQL servers that
are collocated with other server components must be installed by running local setup on the machine.
Databases for Lync Server 2010 components must be installed by running Install-CsDatabase in the Lync
Server 2010 Management Shell.

Back | MNext | | Cancel

Note: These screens will not be displayed if the topology has been previously
published.

5. Click Finish.

Figure 6-18: Publishing the Topology Completes
e Publish Topology -

Publishing wizard complete

Your topology was successfully published.

Step Status -
g Publishing topology ... Success ew Logs
" Downloading topalogy.. Success =
" Updating global simple URL settings... Success
: Publishing global simple URL settings... Success
: Downloading global simple URL settings... Success ”

Next steps:
=» Click here to open to-do list

In order for Lync Server 2013 to correctly route traffic, your deployment must match the published
topology. The linked text file contains a list of any servers that need to be updated, as well as any
databases that need to be created.

To close the wizard, click Finish.

)

o
r

m
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6.2.4

Running Deployment Wizard

The Deployment wizard implements any changes from the newly published Topology. The
Deployment wizard must be run on both the X-UM Standard Front End and Edge servers.

Deploy

Figure 6-19: Starting the Deployment Wizard

"

Lync Server

Lync Server
Management...

W %

Lync Server

Server Manager

Lync Server
Control Pancl

L

SQL Server
Installation...

=~ B

QL Server
Configuration...

SQL Server Error
and Usage...

Computer

ez

Control Panel

Task Manager

e

Intenet Explorer

SQL Server

Import and
Desktop

(&

Administrative
Tools

Installation...

102532164

Deployment...

Topology Builder

L

Export Data (64..

Figure 6-20: Deployment Wizard

Skype for Business Server 2015 - Deploym

Welcome to Skype for Business Server 2015 deployment

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Skype for
Business Server.

Help » «' Complete

Install or Update Skype for Business Server System

Install or update a Skype for Business Server Server deployment member
system.

This option installs Skype for Business Server core components, and a
local replica configuration store.

Note: Before installing a server, you need to have a valid topology created
and published.

Help »

ent Wizard

> |t

Prepare first Standard Edition server
Prepares a single Standard Edition server to
host Central Management Service.

Mote: This task requires local administrator
rights. This task does not apply to Standard
Edition Servers that are not planned to host
the Central Management Service, or for
deployments that include Enterprise Edition.

Install Administrative Tools
Installs the Administrative Tools to the
current system.

Your deployment reguires at least cne
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (SSRS) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
administrators to help troubleshoot Call
Quality issues,

First Run Videos

Click to view getting started videos, "

pack
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6.2.4.1 Installing or Updating Skype for Business Server System

The procedure below describes how to install or update Skype for Business server system.

» Toinstall or update Skype for Business server system

1. Select Setup or Remove Skype for Business Server Components.

Figure 6-21: Deployment Wizard Steps
Skype for Business Server 2015 - Deployment Wizard

[x

Install or update member system

Deploy > Install or update f)
~
5tep 1: Install Local Configuration Store .
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Step 2: Setup or R Skype for Busi Server Comp t:
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topology
definition. -
Prerequisites »
Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.
Prerequisites »
Step 4: Start Services
Manual After you've installed Skype for Business Server on all of the servers in the poal, you'll need to start the services,
Y¥ou can start the services in a pool with the Skype for Business Server cmdlets,
To start the services in a user pool, connact to one of the servers in the pool and run the Start-CsPool emdlet, All
the servers in the pool should be running Skype for Business Server before you use the Start-CsPool emdlet,
To start the services in a non-user pool, run the Start-CsWindowsService cmdlet on every server in the pool.
Prersguisites » >
Back . | [ . Bt
2. Click Run Again.
Figure 6-22: Setup Server Components
5 SetUp S for Busi Server C ts 24
p kypE Or GUsINESs Server Lomponen

@ Set Up Skype for Business Server Components

Install and activate, or deactivate and uninstall Skype for Business Server components based on the
topology definition. This step may take several minutes.

Back Mext | | Cancel

Version 0.1 59 AudioCodes CloudBond X-UM Standard



QC audiocodes

Microsoft Office 365 X- UM with IP PBXs

3.

2 Set Up Lync Server Components x|

Figure 6-23: Executing Components

@ Executing Commands

e e B e e
Checking prerequisite M53Speech_SR_zh-HK_TELE...prerequisite satisfied.

Checking prerequisite MS5peech_SR_zh-TW_TELE...prerequisite satisfied.

Checking prerequisite UcmaWorkflowRuntime.. prerequisite satisfied.

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm:$false -Verbose -LocalDatabases -
Report "CA\Users\Administrator. ACSLync\AppDatatLocal\Temph 1\ Install-C5Database-[2013_07_04]
[13_25 20L.html*

Enabling new roles...

This step will configure services, apply permissions, create firewall rules, etc,

Executing PowerShell command: Enable-CSComputer -Confirm:$false -Verbose -Report "C:\Users
\Administrator ACSLync\AppData\Local\Temp\1\Enable-CSComputer-[2013_07_04]1[13_25_47].htm!"

< |

Task status: Completed.

bootstrap local machine |’| | View Log

The Deployment wizard must be run on both the Front End server and the Edge Server.

6.2.5 DNS Entries

DNS entries are described in Section 6.2.5 on page 60.
New DNS entries will be required to match the topology changes you have made.

6.2.5.1 Skype for Business Internal Records

Internal records generally refer to the private IP address space.

SRV: _sipinternaltls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sipinternal._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>

A: lyncdiscoverinternal. <FQDN>

A: sip.<FQDN>

A: meet.<FQDN>

6.2.5.2 Skype for Business External Records

External records refer to public IP addresses.

SRV: _sipfederationtls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>

A: sip.<FQDN>

A: sipexternal.<FQDN>

A: meet.<FQDN>

(in a default X-UM Standard installation, meet is used for both dialing and meet simple
URL’s)

A: ewslync.<FQDN>
(is assigned to the default X-UM Standard Skype for Business external web services)
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CNAME: Skype for Businessdiscover.<FQDN> pointing to ewslync.<FQDN>

6.2.6 Certificates

Certificate requirements are covered in:

6.2.6.1 AudioCodes X-UM Standard Certificates Configuration Note

New certificates will need to be deployed to match the Topology changes you have made.

6.2.7 Enabling Configuration

After completing all the above steps, it is best to ensure the changed configuration is now
active. To do so, run the “Enable-CSComputer -Verbose” command on both the UC-FE
and UC-Edge servers.

Figure 6-24: Management Shell

S Administrator: Lync Server Management Shell

PS5 C:slUsers“Administrator.ac—onebox> enable—cscomputer —verhose

ERBOSE: Creating new log file
"C:sUserssAdministrator.ac—onebhox~AppDatasLocals\Temprisenabhle—cscomputer—7ah?d5s
32— f5cf-4812-h3fc—c?81c594dbe? . xm1™.

ERBOSE: Enable new or updated services r the Lync Server computer.

HARNING: Mo patterns found. Skipping rewrite rule creation for Web Scheduler.
JARNING: Mo patterns found. Skipping rewrite rule creation for Web Scheduler.

ERBOSE: Mo changes were made to the Central Management Store.

ERBOSE: CGreating new log file
""C:s\UserssAdministrator.ac—onebox~AppDatasLlocalsTemphlsenable—cscomputer—7abh?d5
(32—f5cf-4812-h3fc—c?81c594dbc? . html*.

H ing has completed with warnings. "2"

sults can be found at
"C:sUserssAdministrator.ac—onebhox~AppDatasLocals\Temprisenabhle—cscomputer—7ah?d5s
(32— f5cf-4812-h3fc—c?81c5%4dbe? . html".
[P3 C:sUsers\Administrator.ac—onehox>
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7 Connecting Edge Server to a Full DMZ
Deployment

This chapter shows how to connect the X-UM Standard Edge Server to a full DMZ
deployment.

71 Connecting the Edge Server

This chapter shows how to connect the X-UM Standard Edge Server to a full DMZ
deployment.

The X-UM Standard Edge Server by default connects to the external world via a separated
Ethernet connection, located on the rear panel of the X-UM Standard, shown in the figure
below.

Figure 7-1: Two Gigabit Ethernet Ports on the X-UM Standard Rear Panel

»
@
= 100-240V-1 54
50-80Hz

OSN GE1/GE2. Two Gigabit E¥€rnet ports for connecting directly to the OSN server. For
example, one port can be connected to the LAN (to IP phones) and the second to the WAN
interface (to an IP PBX).

1

The internal Edge Server 'leg' is connected internally to the Skype for Business Server pool.

Deployment scenarios exist, however, in which customers want to take the Edge Server
internal connection via a firewall as well, and utilize the second rear panel Ethernet port,
shown in the figure below.

Figure 7-2: Utilizing the Second Ethernet Port on the X-UM Standard Rear Panel

Front Panel

Rear Panel

Client Console Public (DMZ) LAN = GE1 Internal (DMZ) LAN - GE2
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Figure 7-3: Edge Server - Two Legs
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» To set up the X-UM Standard for a deployment like this:

1.  Connect to X-UM Standard through a locally connected keyboard, mouse and monitor,
or through a remote desktop connection to the X-UM Standard controller.
The default remote connection information is:

e |P address:192.168.0.101
e  Username: CloudBond365\administrator
e Password: R3m0t3SuppOrt
2. Start the Hyper-V Manager application, located on the base Operating System.

3. Open the Edge Server settings through the Action menu, and then select the Network
Adapter named OSN Internal.

4. Change the virtual switch from OSN Internal to OSN GE2, and then adapt the VLAN ID
accordingly, if necessary.

Figure 7-4: Setup in Hyper-V Manager

Hyl| 52 Settings for Edge on UC-DC =G -
View Help |Edge V\ P Q
7] % Hardware A | @ Network Adapter
55 Hyper-V Manager ¥ Add Hardware
s ucoc Virtual Machines Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:
Name - State CPUUsage  Assigned Mem: oSN Interral ol
5 Fdge Runring 0% 2048 MB Pt camecied
iFE Running 1% 5858 MB ® [ Processor
4 Virtual processors OSN GE1
= I IDE Controller 0 cEE
[ & Hard Drive
Edge.vhdx
=l i} IDE Controller 1 2
: &4 DVD Drive e
Checkpoints ACS-5.0, 1366, S054ync-RT.. Bandwidth Management
# [ Network Adapter [] Enable bandwidth management
The selected vitual | | H
@ 0
T com1
¥ comz
e (1
[ Diskette Drive
one To remove the netwark adapter from this virtual maching, dick Remove,
Edge # Management
Created:  1/1/1601 1:00:00 AM @ Use alegacy network adapter instead of this network adapter to perform 3
Veiioe  BD network-based installation of the guest operating system or when integration
i services are notinstalled in the guest operating system.
Generation: 1
/1, Some settings carnot be modified because the virtual machine was running when
Hotes: Nene this window was opened. To modify a setting that is unavailable, shut down the
Smart Paging File Location virtual machine and then reopen this window.
I» Automatic Start Action )
Summary | Memary | Networking | Replication |

5. Click OK and apply the changes.

Note: It's unnecessary to restart the Edge Server since this procedure is basically the
same as patching a network cable.
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8 Describing Deployment Requirements

This section describes the deployment of X-UM Standard within an existing corporate
domain network. This guide provides information to technicians on how to perform on-site
installation of CloudBond X-UM. The guide provides:

B Guidelines for preparing the customer enterprise network
B CloudBond X-UM Configuration procedure

B Basic system and site configuration information

B Concepts and procedures for Microsoft Exchange UM Integration
B Maintenance procedures for the server and the client applications

8.1 Before Deploying CloudBond X-UM

Before deploying CloudBond X-UM make sure:
B You have all deployment-related information

B Enterprise customer staff can be available if necessary, to perform specific tasks
within the existing corporate enterprise network

B You have completed the CloudBond 365 Intake Form which contains information
related to CloudBond 365 such as server names, IP addresses, and certificate
information

B You are familiar with the following Domain Controller information:
e DHCP
e DNS
e  Microsoft Exchange details

8.1.1  Public Key Infrastructure

Microsoft Skype for Business uses a Public Key Infrastructure (certificates) to enable secure
MTLS and TLS communication between servers and clients. To communicate with
Microsoft® Office 365 Exchange UM , you will need to deploy public certificates.

8.1.2 IP Addresses

CloudBond X-UM is connected to the enterprise network using at least five internal IP
addresses. On the Internet side, one (optionally a NAT address) public IP address is required,
AudioCodes SBC, may require additional external IP addresses. shows the location of
CloudBond X-UM in the network. For more information on the required ports and firewall
configuration, see Section 8.4 on page 89.
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Figure 8-1: X-UM Located in the Network
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8.1.3

All IP addresses will be set to default on a new CloudBond X-UM system. You may need
to change IP addresses if the defaults are unsuitable.

The corporate Domain Controller should be able to ping all four CloudBond X-UM servers
(Controller, Front End, Edge, X-UM Connector) by IP address. This is a reasonable test to
perform for correct network connectivity. To change IP addresses, see Section 5.3 on page
33.

DNS

DNS records play a very important part in the correct functioning of Microsoft Skype for
Business and the CloudBond X-UM. DNS Records are required to do the following:

B Establish a two way trust between the enterprise domain and the CloudBond 365
resource forest

B Allow Skype for Business clients to locate Skype for Business services and to
automatically log on

B Allow Skype for Business services to be accessed externally.

You may need to create several DNS zones within the enterprise DNS server, and the
public DNS provider, or add individual DNS records to both.
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8.1.4

Typically, the following is required:

On the enterprise DNS server, a stub zone matching the CloudBond 365 resource
domain Fully Qualified Domain Name (FQDN) (cloudbond365.local). This stub zone is
used to establish the forest level trust between the enterprise domain and the
CloudBond 365 domain.

On the CloudBond 365 Controller server, a stub zone matching the corporate
enterprise DNS zone. This stub zone is used to establish the forest level trust
between the enterprise domain and the CloudBond 365 domain.

On the CloudBond 365 Controller server, a primary or stub zone matching the FQDN
of the every SIP domain specified for the CloudBond 365 topology. These DNS zones
contain the internal DNS records which permit automatic logon of the Skype for
Business UCMA applications to the Skype for Business Front End server.

On the public DNS server, a zone matching the FQDN of the SIP domain specified for
CloudBond 365. If any additional SIP domains are supported, they may need
additional DNS zones. These DNS zones contain the external DNS records which
permit automatic logon of Skype for Business clients for external access, federation
records, etc. These records typically resolve to the CloudBond 365 Edge.

Note: To be able to make changes to the enterprise DNS servers or to set up a
bidirectional forest trust, you must be a member of the Domain Admins group (in the
forest root domain) or the enterprise Admins group in Active Directory, or you must have
been delegated the appropriate authority. This means that if you don’t have these
permissions in the enterprise environment, a customer enterprise administrator should
be available to assist.

See Section 8.1.3 on page 68 for more details on Skype for Business DNS records.

Note: You must change or add a valid SIP domain for external access as the default SIP
domain (yourdomain.com) and associated Simple URLs, DNS references, etc., are
unsuitable for the public internet. Public DNS records must match the amended SIP
domain.

Forest and Domain Levels

Though CloudBond 365 runs in its own Active Directory forest, minimum requirements exist
for the customer Active Directory environment.

This section details the requirements and some background information on how to reach
this minimum level.

Note: Microsoft Windows Small Business Server Edition does not support forest trusts,
so the Skype for Business client will have its own login information since SBS users
cannot be synchronized with the Skype for Business appliance. The remainder of this
document assumes that an SBS network is not installed.

Domain and forest functional levels provides the means by which you can enable additional
domain-wide and forest-wide Active Directory features, remove outdated backward
compatibility within your environment, and improve Active Directory performance and
security.
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8.2

8.2.1

8.2.2

8.2.3

Microsoft Skype for Business requires both the domain and forest functional levels to be
Windows Server 2003 or above. When the Windows Server 2003 functional level is enabled
in your environment, additional Active Directory domain-wide and forest-wide features
are automatically enabled.

Windows Server 2003 functional level can only be enabled in your environment when all
domain controllers are running Windows Server 2003 or higher.

Integrating CloudBond X-UM

This procedures below describe the integration of CloudBond X-UM in the Enterprise.

Connecting CloudBond X-UM to the Enterprise Domain

To allow CloudBond X-UM to integrate with the enterprise's Active Directory:

Verify the time and time zone settings for each CloudBond X-UM server.
Verify the DNS settings on the NIC adapters.

Verify the enterprise domain and forest levels.

Set up cross-forest DNS stub zones.

Set up a bidirectional forest trust.

© gk w2 Yy

Import the enterprise forest root certificate chain into CloudBond 365 as a trusted
issuer.

7. Re-issue the certificate requests from both the appliance frontend and internal edge
server (if required).

8. Create necessary DNS entries.

The following sections cover these steps.

Verifying the Time and Time Zone Settings for CloudBond X-
UM Servers

For Skype for Business to function correctly, establishing an accurate time is essential.
Typically this does not become apparent until the first client or remote computer attempts to
connect to Skype for Business, or until the first import of users from the enterprise domain.
To prevent unnecessary confusion later on, make sure all CloudBond X-UM servers and
hardware components are set to the same time zone, and same time.

CloudBond X-UM typically defaults to GMT +1:00 hour. All servers (Controller, Front End,
Edge, X-UM Connector and Mediant 800 will need to be synchronized accordingly.

Verifying DNS Settings on NIC Adapters

When setting the IP address, Network Mask, Gateway, and DNS server settings on a NIC
adapter, the Primary DNS entry will often default to 127.0.0.1 (Localhost or Loopback
address) on DNS servers and Domain Controllers. This is typically set by Microsoft software.

Though this typically does not present problems, it's a known issue when establishing Forest
Trusts and other DNS-based Active Directory activities.

To avoid any issues, make sure the Primary DNS setting on NICs on both the Corporate
Domain Controller and CloudBond 365 Controller are set to the IP address of the box rather
than to 127.0.0.1. Failure to change these DNS entries will result in a Forest Trust that
appears to be configured correctly; however does not function.
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8.24

Verifying the Enterprise Domain and Forest Levels

The Active Directory Domains and Trusts console is used to view the existing domain and
forest functional levels as well as for raising the levels.
» To verify the Enterprise Domain and Forest Levels:

1.  On the Enterprise Domain Controller, open the Active Directory Domains and Trusts
console.

2. Right-click the domain and select Properties; both the domain and forest functional
level are displayed.

3. Make sure both domain and forest functional levels are 2003 or higher.

Figure 8-2: Verifying Forest and Domain Functional Levels

internal.contoso.com Properties _
General | Trusts | Managed By

é‘ gl intemal contoso.com

Domain name (pre-Windows 2000):

|C0rrtoso |

Description:

Domain functional level:
Windows Server 2012

Forest functional level:
Windows Server 2012

oK | | Cancel Apply Help

Note: Before raising the domain or forest functional level, consult with the domain
administrator.
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8.2.5

-—

d

N2 Y A

Figure 8-3: Raising Forest Functional Level

Raise Forest Functional Level i

Farest name:

dovercorp. net

Current forest funchional level:
Wwindaws 2000

Select an available farest functional level:

#  After you raise the forest functional level, it cannat be
forest functional level, click Help.

To raise the domain functional level for a domain:

Open the Active Directory Domains And Trusts console.

Right-click the domain whose functional level you wish to raise, and select Raise
Domain Functional Level from the shortcut menu; the Raise Domain Functional Level
dialog opens.

From the 'Select an Available Domain Functional Level' list, choose the domain
functional level for the domain.

Click Raise and then click OK.

To raise the forest functional level for a forest:

Open the Active Directory Domains and Trusts console.

Right-click Active Directory Domains and Trusts in the console tree, and select Raise
Forest Functional Level from the shortcut menu; the Raise Domain Functional Level
dialog opens.

Click Raise and then click OK.

Setting up Cross Forest DNS Stub Zones

The CloudBond 365 Active Directory connector relies on a bidirectional forest trust between
CloudBond 365's Active Directory and enterprise Active Directory.

Before a forest trust can be created, both forest domain controllers should be able to find
each other. For this cross domain lookup, Stub forward lookup zones need to be created
on both the CloudBond 365 DNS and enterprise DNS servers.

>
1.

To create a Stub forward lookup zone on the CloudBond 365 Controller:

Open the DNS management console and right-click Forward Lookup Zones to start
the New Zone Wizard.

Figure 8-4: Creating DNS Stub Zone

&

File Action View Help

e 2@z Bml § B0

DNS Manager = [ = -

£ DNS
4 § ucDc

MName Type Status DMSSEC Status
=] _msdes.ac-onebox.net Active Directory-Integrated Pr..  Running Mot Signed

I Global Logs

|- ac-onebox.net Active Directory-Integrated Pr..  Running Mot Signed

| Forward Look| New Zone.. h Standard Primary Running Mot Signed
Reverse Lookd

| Trust Points View 4
| Conditional Ft

I
3
[
i3
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2. Click Next to start the wizard and select Stub zone. Store the zone in Active Directory
by enabling the checkmark.

Figure 8-5: Creating DNS Stub Zone
New Zone Wizard -

Zone Type “

The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

() Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

(® Stub zone
Creates 3 copy of a zone containing only Mame Server (MS), Start of Autharity

(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DMS server is a writeable domain
contraller)

< Back ” Mext = || Cancel

3. Setreplication to all servers within the domain.

Figure 8-6: DNS New Zone Wizard — Replication
New Zone Wizard -

Active Directory Zone Replication Scope ﬂ
‘You can select how you want DMS data replicated throughout your network. '
-},
Select how you want zone data replicated:

) To all DMS servers running on domain controllers in this forest: ac-onebox.net

(® To all DNS servers running on domain controllers in this domain: ac-onebox.net

() To all domain controllers in this domain (for Windows 2000 compatibility):
ac-onebox.net

To all domain controllers spedfied in the scope of this directory partition:

< Back || Mext = || Cancel
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4. Specify the Fully Qualified Domain Name (FQDN) for the enterprise domain that is
going to be trusted.

Figure 8-7: DNS Stub Zone — FQDN

Zone Name
Whatis the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DS server.

Zone name:

internal.contoso, com|

5. Specify the IP addresses or FQDNSs for the enterprise DNS server(s).
Figure 8-8: DNS Stub Zone - Master DNS Server

Master DNS Servers
The stub zone iz loaded from one or mare master servers.

Specfy the OMS servers from which you want to load the zone. A stub zone is loaded
by querying the zone's master server for the SOA resource record, the NS resource
records at the zone's root, and glue A resource records.

Master Servers:

IP Address Server FQDM Validated Delete
zClick here to 58 Mame >
192,168.0.10 Contoso-DC 0K

0L

Down

[Juse the above servers to create a local list of master servers
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6.

Complete the wizard and make sure the name servers from the enterprise forest are
populated in the right pane under the zone just created

Figure 8-9: Results of Creating DNS Stub Zone

2 DNS Manager = = -
File Action View Help
e aEXBozHm § 86
2, DNS Name Type Data Timestam
4 3 UC-DC = (same as parent folder) Start of Authority (S04) [60], contose-dc.internal.c...  static
I Global Logs g—l(same as parent folder) MName Server (N5) contoso-de.internal.conto..  static
4[] Forward Lookup Zones || & contoso-dc Host (&) 192.168.0.10 static
b [2] _msdes.ac-onebox.cc ] contoso-dc Host (4) 10.253.2.161 static
I |z ac-onebox.com
i_ internal.contoso.conm

10.

11.

Populating the data from the Master DNS can take a few minutes. If, after a reasonable
time, the name servers are not populated, open the enterprise forest DNS management

console and right-click the enterprise FQDN forward lookup zone properties (in the
example above: internal.contoso.com).

Check the settings on the Zone Transfers Tab and if 'Only to Servers listed on the

Name Servers Tab' is selected, make sure the CloudBond 365 Controller IP address is
listed there.

Figure 8-10: DNS Stub Zone - Restricting Zone Transfers

internal.contoso.com Properties \L-

General I Start of Authority (SOA) | Mame Servers
WINS | Zone Transfers | Securty

A zone transfer sends a copy of the zone to the servers that request a copy.

Alow zone transfers:
() To any server
() Only to servers listed on the Name Servers tab

(®) Only to the following servers

IP Address Server FQDN
152.168.0.100 uc-DC

To specify secondary servers to be notified of zone

updates, click Motify. Motify...

ok ] [Gowa ] [ o ][ 76 ]

Perform the same steps on a DNS server in the enterprise forest, where the forward

lookup stub zone should point to the CloudBond 365 FQDN instead
(cloudbond365.local).

If the enterprise environment has multiple DNS servers that are not Active Directory

integrated, there will be no default replication between them. Make sure all enterprise
DNS servers are aware of the new Stub zone just created.

Repeat steps 1-10 for all other (child-) domains that require a trust with the CloudBond
365 domain.
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Note: Make sure 127.0.0.1 is not in use as the Primary DNS entry on the NIC of both
CloudBond 365 controller and corporate Domain Controller. If you don't, the result may
be a Forest Trust which appears correct but fails to work.

After the DNS cross Forest Name resolution is set up, a bidirectional forest trust can be

created.

>

To set up a Forest Trust:

1.  On the CloudBond 365 Controller, go to Active Directory Domains and Trusts and right-
click the CloudBond 365 domain (cloudbond365.local) to select properties.

2. Go tothe Trusts tab and select New Trust.

5
File Action View Help

Figure 8-11: Creating a Trust

i1 ac-onebox.net

S5 Active Directory Domains and Trust I

Active Directory Domains and Trusts ol s s
ac-onebox.net Properties e
General | Trusts | Managed By | ac-onebox.net =
lomains trusted by this domain {outaoina trust: |

New Trust Wizard
Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following

= AWindows domain in this forest or in another forest
= AWindows NT 4.0 domain.
= A Kerberos V5 realm trust

= Ancther forest

Atrust is a relationship that enables users in one domain,
forest, or realm to be autherticated in a specified domain,
forest, or realm.

To continue, click Next.

MNext >

Cancel

Mnrﬁms »

3. Specify the DNS name for the enterprise network (in the example here,
internal.contoso.com).

Figure 8-12: Creating a Trust - Specify the Domain

Name:

Trust Name
You can create a trust by using a NetBIOS or DNS name.

New Trust Wizard

Example MNetBIOS name: supplier(l-int
Example DNS name: supplierd1-ntemal microsoft. com

Type the name of the domain, forest, or realm for this trust. f you type the name of a forest, you
must type a DNS name.

intemal contoso.com|

4. Select Forest trust.

<Back || Net> | [ Cancel
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Figure 8-13: Creating a Trust - Forest Trust
New Trust Wizard -

Trust Type i
This domain is a farest root domain. K the specified domain qualifies, you can —
create a forest trust. v

Select the type of trust you want to create.

() Extemal trust
An extemial trust is a nontransitive trust between a demain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

(@) Forest trust
Aforest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other farest.

| <Back || Ned> || Cance |

5. Specify an account with sufficient rights in the enterprise forest.
6. Select Two-way.

Figure 8-14: Creating a Trust - Two Way Trust
New Trust Wizard -

Direction of Trust :
You can create one-way or two-way trusts. e
V

Select the direction for this trust.

@ Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

(Z) One-way: incoming

Users in this domain can be authenticated in the specified domain, realm, or forest.

(0) One-way: outgoing
Users in the specified domain, realm. or forest can be autherticated in this domain.

[ <Back || Ned> || Cancel |

7. Use the wizard to create the trust in both locations (CloudBond 365 Forest and
Enterprise Forest).
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Figure 8-15: Creating a Trust - Create Both Sides of the Trust
MNew Trust Wizard -

Sides of Trust i
If you have appropriate permissions in both domains, you can create both sides of ==
the trust relationship. W

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

() This domain only
This option creates the trust relationship in the local domain.

(®) Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

| <Back | Net> || Cancel |

8. Specify the enterprise credentials with rights to create the “remote” trust

Figure 8-16: Creating a Trust - Enter Credentials for the Other Side

MNew Trust Wizard -
User Name and Password i
To create this trust relationship, you must have administrative privileges for the =
specified domain. ¥

Specified domain: intemal contoso.com

Type the user name and password of an account that has administrative privileges in
the specified domain.

User name: | € administrator v |

Password: |.............l |

| <Back | MNed> || Cancel

9. Select Forest-wide authentication for both:
e  Outgoing Trust Authentication Level — Local Forest
e  Outgoing Trust Authentication Level — Specified Forest
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Figure 8-17: Creating a Trust - Forest Wide

New Trust Wizard =
Outgoing Trust Authentication Level—Local Forest :
Users in the specified forest can be authenticated to use all of the resources in the e
local forest or only those resources that you specify. \

Select the scope of authentication for users from the intemal .contoso .com forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources ir
he local forest. This option is prefemed when both forests belong to the same

organization.

() Selective authentication
Windows will not automatically authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed if the forests belong to different organizations.

| <Back || Ned> | [ Cancal |

Figure 8-18: Creating a Trust - Forest Wide

New Trust Wizard =3
Quitgoeing Trust Authentication Level—Specified Forest ;
Users in the local forest can be authenticated to use all of the resources in the 2
specified forest or only those resources that you specify. \

Select the scope of authentication for users from the local forest.

orest-wide authentication
Windows will automatically authenticate users from the local forest for all resources in the:
intemal contoso .com forest. This option is prefemed when both forests belong to the

() Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the intemal contoso com forest. After you finish this wizard, grant individual access to
each domain and server that you want to make available to users from the local forest.
This option is prefemed if the forests belong to different organizations.

| <Back || Net> | [ cancel

10. Finish the wizard by clicking Next on the completion page.
11. After successful creation, click Next to confirm the outgoing and incoming trusts.
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Figure 8-19: Confirming the Trust

Confirm Outgoing Trust
*You should confim this trust only if the other side of the trust has been created.

Do you want to confirm the outgoing trust?
() No. do not confirm the outgaing trust
(® Yes, confim the outgoing trust

To confim the trust now, click Mest.

Figure 8-20: Confirming the Trust

Confirm Incoming Trust
You should corfim this trust only if the other side of the trust has been created.

Do you want to confirm the incoming trust?

(O Ng, do not corfimm the incoming trust

(®) i¥es, confimm the incoming trusti

To corfim the trust now, click Next.

| <Back || Net> | [ Cancel

12. A successful Trust Creation page should appear.

Figure 8-21: Completing the New Trust Wizard

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard

Status of changes:

[The trust relationship was successfully crested and [a]
confimed. ]

Route these names to the specified forest:
*intemal contoso.com

Route these names to the local forest:
~ac-onebox.com

To close this wizard, click Finish.

<Back | Fnish | [ Cancel
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8.2.6

Active Directory Synchronization

For complete integration of CloudBond 365 Skype for Business with Microsoft Exchange,
CloudBond 365 must be able to update the user's ProxyAddress property with the CloudBond
365 Skype for Business SIP Address for objects within the corporate Active Directory.
This updating is performed during the CloudBond 365 AD Connector Synchronization
process (AcsUserReplication.exe), which runs as a Scheduled Task on the CloudBond 365
Controller.

For the ProxyAddress property to be updated with the correct SIP Address, the CloudBond
365 Administrator account (default cloudbond365/Administrator) must be given write
permissions to update the objects within the source container (where your users objects
are) of the corporate Domain Controller.

If Office 365 integration is enabled using Microsoft’s DirSync or AADSync tool, the following
five Active Directory attributes will also need to be populated towards the corporate Active
Directory environment by the AcsUserReplication task:

B msRTCSIPUserEnabled
msRTCSIPOptionFlags
msRTCSIPDeploymentlLocator
msRTCSIPLine

|
|
|
B msRTCSIPPrimaryUserAddress

Warning: The AcsUserReplication scheduled task should only run on one management
server in a multi-server environment. If multiple management servers are installed for
redundancy, the scheduled tasks on the redundant servers should be disabled and only
enabled if the primary server goes down, thereby preventing stale objects from being
created in the Active Directory.
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8.2.7

Prepare the User Forest Active Directory for write access from the Resource forest
(cloudbond365) administrator account.

Delegate Control

» To delegate control:

1.  On the corporate customer's Domain Controller, open the Active Directory Users and

Computers tool.
2. Right-click the top level domain, and select Delegate Control...:

Figure 8-22: Delegate Control

File

Action

Active Directory Users and Computers

View Help

L EIE IR EEE RS SSE 455 Y

B

r =
4=

3
I
I
I

I
I

<

] Active Directory Users and Com

Saved Queries

| contose.local

Name Type
?_, Test Contact 1 Contact
2. Test User 1 User

| Builtin
| Compute
= Domain
_| ForeignS
2] LyncUser
| Managed
| Users

Find...

Change Domain...

Change Domain Controller...
Raise domain functional level...

Operations Masters...

New (
All Tasks 3
Refresh

Properties

Help

>

Gro.

Description

TestUserl
TestUser2
TestUzer3
TestUserd
TestDL1

up...

Allows you to raise the demain functional level to a level you select.

3. Click Next.

Figure 8-23: Delegate Control Wizard

Delegation of Control Wizard

Welcome to the Delegation of

Control Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects

stored in Active Directory Domain Services.

To continue, click Mext.

< Back

MNea >

| | Cancel

4. Click Add.
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Figure 8-24: Delegate to CloudBond 365 Administrator

Users or Groups
Select one or maore users or groups to whom you want to delegate control.

Selected users and groups:
& Administrator (ac-onebox Administrator)

5. Select the 'Create, delete, and manage user accounts' check box, and then click Next.

Figure 8-25: Delegate Rights

Tasks to Delegate
You can select common tasks or customize your own.

(®) Delegate the following common tasks:

[ Create, delete, and manage user accounts

[] Resst user passwords and fonze password change at next logon
[] Read all user information

[] Modify the membership of a group

[] Jein a computer to the domain

[] Manage Group Policy links

Generate Resultant Set of Palicy (Planning)
[ < m

() Create a custom task to delegate

<Back | Next>

6. Click Finish.
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Figure 8-26: Complete the Wizard
Delegation of Control Wizard -

Completing the Delegation of
Control Wizard

"Eﬁ \! You have successfully completed the Delegation of Control
,‘E" \\*‘QEI wizard.
*You chose to delegate control of objects ~

in the following Active Directory folder:

contoso Jocal/

The groups, users, or computers to which you
have given control are:

Administratar (@c-onebox Administrator)

You chose to delegate the following tasks:

To close this wizard, click Finish.

< Back ” Finish | | Cancel Help

Note: Administrator accounts within the Organizational Unit (OU) will not follow the
delegation. Microsoft best practice is not to use administrator accounts for regular use. If
an Administrator account needs to be enabled, the security settings need to be applied
A using DSACLS on the AdminSDHolder container.

For more information, see:
https://technet.microsoft.com/en-us/library/cc772662(v=ws.10).aspx

8.2.8 Certificates

Private certificates were issued by the Certificate Authority (CA) installed on the CloudBond
365 controller. To fully access CloudBond 365 from a corporate network, you need to issue
new certificates.

External certificate must be set to be able to connect to Microsoft® Office 365 Exchange UM
via the Edge.

For more information, see Section 10 on page 147.

8.3  Skype for Business DNS Records

For Microsoft Skype for Business to function correctly, some special DNS records must be
created in the public or in the private name space. Skype for Business clients use various
DNS records in various sequences to automatically locate Skype for Business services and
log in.

Note: Although user clients are not used in CloudBond X-UM, we still perform "full* DNS
settings, the same as is done when clients are used.
When you need to provide an external Web access IP address, use the Edge external

IP address or another |P.
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8.3.1

8.3.2

One possible DNS configuration is what Microsoft describes as “split brained” DNS. In this
configuration:

Separate DNS servers are used for internal and external records.
Both internal and external DNS servers are authoratives for the same DNS domain.
The internal or enterprise DNS server contains only the internal DNS records.

The external or public DNS server contains only the external DNS records, which are
publicly available.

Other DNS configurations are possible.

Skype for Business Internal Records

Internal records generally refer to the private IP address space

SRV: _sipinternaltls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sipinternal._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>
A:lyncdiscoverinternal. <FQDN>

A: sip.<FQDN>

If you change the Simple URLs, you may also need:

A: meet.<FQDN> (in a default CloudBond 365 installation, meet is used for both dialing
and meet simple URLSs)

Skype for Business External Records

External records refer to public IP addresses

SRV: _sipfederationtls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>

A: sip.<FQDN>

A: sipexternal. <FQDN>

A: meet.<FQDN> (in a default CloudBond 365 installation, meet is used for both dialing
and meet simple URLS)

A: ewslync.<FQDN> (is assigned to the default CloudBond 365 Skype for Business
external web services)

CNAME: Lyncdiscover.<FQDN> pointing to ewslync.<FQDN>
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8.3.3 Skype for Business DNS Records without the Entire DNS Zone

When customers are unable to or unwilling to create a DNS Zone of the Public namespace
internally in their AD environment, you need to get automatic configuration to function.

» To get automatic configuration to function:

1. Create a new DNS zone that mimics the SRV Record Domain. The figure below shows
an example of a completed domain .

Figure 8-27: Forward Lookup Zones

| _'._ dnsmgmt - [DNS\NTDC\Forward Lookup Zones]

[5. D don Yo Midw b | Lol ]
e~ @@ PR @B|8 A
| -%- 3“5 Forward Lookup Zones 4 zone(s)
B NTDC
=g Lookup Zones e - Type Status
- drs. ucstatus.int i _msdcs.ucstatus,int Active Direct...  Running
« A — \iH ucstatus.com Active Direct...  Running
+ {5l ucstatus.int il ucstatus.int Active Direct...  Running
\J] tcp.contoso.com _-)J top.contoso.com Active Direct... Running I
+ |_] Reverse Lookup Zones

+ ..|‘.‘|] Event Viewer

2. After the SRV Domain has been created, create the _sipinternaltls SRV Record in the

domain. Since the zone was created with _tcp when the record was created, it will
create it in the root of this zone.

Figure 8-28: New Resource Record
New Resource Record ﬂ

Service Location (SRY) I

Dromain: | _bcp.conkoso.com

Service: | _sipinternaltls j

Protocol; I _tecp ;I
Prioritsy: | ]

YWeight: | ]

Port number I 5061

Hosk offering this service:

ocs, contoso, com|

[ allow any authenticated user to update all DNS records with the same
name, This setting applies only ko DRS records For a new name.

Ik I Cancel
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3. Viewrecord _sipinternaltls._tcp.contoso.com created in the root of the
_tcp.contoso.com zone.

Figure 8-29: Forward Lookup Zones - _tcp.contoso.com

_"__ dnsmgmt - [DNS'NTDCForward Lookup Zones'_tcp.contoso.com]

|2, Ele Acion View Window Help | =18 x|
= OB XEFRR @@ 8 HH |
_%..DNS _tcp.contoso.com 3 record(s)
= [ ntoc [mame = Jiwpe  |Daa
= ) Forward Lookuup Zones = P -
= @] srisdes:cskabiss Wik 2| (same as parent folder) Start of Authority (SOA) [1], nkdc.ucstatus.int., hos
® L’-JJ L-ltstatus.:orn E {same as parent Folder) Name Server (NS) ntdc.ucstatus.int,
& L;‘|-| P E _sipinternaltls Service Location (SRV) [0)[0)[S061] ocs.contoso.c
] tcp.c 0.0
# ) Reverse Lookup Zones
* ‘.ﬂ] Event Viewer
« | 5

I \ |

4. Create the host record you used when creating the SRV Record. In this scenario,
ocs.contoso.com was used. This A-record cannot be created in the SRV Zone that
was created earlier. If the host record was created in this zone, it would become
ocs._tcp.contoso.com which is not where the SRV record that was created points
to. Instead, create a new zone with the name of the host record.

Figure 8-30: ocs.contoso.com

_'._ dnsmgmt - [DNS\NTDC\Forward Lookup 2ones]

2 Fle Acion Yew Window teb =181

¢ | A@ER @@ 8O
Forward Lookup Zones 5 zone(s)
s | Name [ Type | status |

msdes, ucstatus.int o _msdes.ucstatus.int Active Direct..,  Running
Ucstabus.com a ucstatus., com Active Direct...  Running
() ucstatus.int i uestatus int Active Direct..,  Running
i _tep contoso.com iy _tep.contosa,com Active Direct..,  Running

& [ ocs.contoso.com i ocs.conteso, com Active Direct... Running |

2] __I Reverse Lookup Zones
-] Event Yiewer

| [ |
5. In this zone, create a blank host record that points to the CloudBond 365 Server. This
will use the Parent (Zone Name) for this record.
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Figure 8-31: ocs.contoso.com - 3 records

C\Forward Lookup

|2t ——r
5, Ble  Acion View Window Help | =181 ]
s OB XFRR 2@ IO
I
= wtoc e ————— s ————— e ————
=] Forward Lockup Zones Nome Type Data
. '31 aadics: uestabus dnk 0 (same as parent folder) Start of Authority (SOA) [1], ntde.ucstatus.int., hostmasts
@ &) ucstatus. com (same as parent folder) Name Server (NS) nkdc ucstatus.int.
@ (3] ucstatus.int [E]Garme as paren foider) Host (A) 10.100.16.25 |

@ _tep.contoso.com

o
i+ __I Reverse Lookup Zones
[ { L] Event Viewer

4| | : 1|

function if you have non-Windows clients. To be able to use non-Windows clients, use

f Warning: The above configuration, created with the management console, does not
the dnsemd command line tool instead.

Configuration Note 88 Document #: LTRT-26791



Configuration Note 8. Describing Deployment Requirements

8.3.3.1

8.4

8.4.1

8.4.1.1

DNS Records for Non-Windows Clients

For Contoso, the required commands are:

dnscmd . /zoneadd _sipinternaltls._tcp.contoso.com. /dsprimary dnscmd . /recordadd
_sipinternaltls._tcp.contoso.com. @ SRV 0 0 5061 sip.contoso.com.

dnscmd . /zoneadd sip.contoso.com./dsprimary dnscmd . /recordadd
sip.contoso.com. @ A 172.16.45.12

Make changes appropriate to your environment. If you're not running the command on your
Windows DNS server, replace the first dot with your server name. You may also prefer a
different zone type to dsprimary. If so, change the zoneadd commands appropriately.

Firewall Port Requirements

This chapter describes the port requirements for placing the CloudBond X-UM system behind
a firewall. This guide provides the following:

B Overview of CloudBond 365 Deployment
B Perimeter Network port requirements for Consolidated Edge
B Port Requirements if internal firewalls are deployed

CloudBond 365 Deployment Overview

A network diagram for CloudBond 365 Standard Plus Edition deployed in an enterprise
network is shown below:

Figure 8-32:CloudBond 365 Standard Edition
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References

The items below correspond to the entries on the Network diagrams.
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8.41.1.1

8.41.1.2

8.41.1.3

Existing Corporate Firewall
Each customer will have their own existing Internet access, firewall, and network

configuration. Each will vary in capacity, features and capabilities.

The Enterprise Firewall and networks shown in the diagram are examples only. Each
CloudBond X-UM installation will need to be adapted to suit the customer environment.

6. The public Internet side of the corporate firewall:

e This IP address may be required if NATing is used to access the Edge server.

o If NATing is used, Public DNS records for SIP will point here

e Ifthe Firewall is also a Reverse Proxy server, other DNS records may pointhere
7. The private internal corporate LAN:

e This IP address may be used as a gateway address for internal servers to access
the Internet. e.g., Windows Updates

8. The DMZ or other network for servers with external access:

e This IP address will be used as a gateway address for externally accessible
servers, such as Edge and Reverse Proxy.

Existing Internal Corporate Servers

11. Enterprise Active Directory

e  Used for Forest trust and user replication. May also host corporate DHCP
and DNS servers

12. Enterprise Certificate Authority

e Used to issue internal private certificates for communication with Skype for
Business servers

13. Exchange Unified Messaging Server
e  Used for enterprise Voicemail features of Skype for Business
14. UC Endpoints

e  Skype for Business clients. May be either Skype for Business phone edition or
Skype for Business Client Software

Note: Skype for Business mobile clients are used externally to the corporate network.

15. Enterprise Network Component
16. Admin Workstation

e  Typical Administrators workstation, used to access CloudBond
Management Suite application and also RDP to Skype for Business servers
for maintenance activities

CloudBond 365 Physical Connections
CloudBond X-UM have “spare” network adapters (25) which can optionally be used to
separate network traffic and enhance network security where required.
21. Corporate LAN Connection (trusted network)
e  Front GE1 connector
22. DMZ Connector (untrusted public network)
e Rear GE1 connector
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8.41.1.4

23. Optional Edge firewall connector
e Rear GE2 connector
24. Optional SBC ITSP Connection
e  Front GE3 connector or WAN connector
25. PSTN Connection (typically ISDN BRI or PRI)
26. Media Gateway internal IP Address
e  Typically the management connection address (OAMP)
e May also be media address for IP Calls e.g. OAMP + Media + Control
e Default CloudBond 365 Standard edition is 192.168.0.2

CloudBond 365 Internal Connections

The CloudBond 365 Systems have an internal trusted network and an external untrusted
network (DMZ)

8.4.1.1.4.1 Internal Trusted Networks

It is safe to connect this network directly to the Corporate LAN. All CloudBond 365
components with connections to this network are meant to act as internal servers.

Whilst a firewall may be placed between this network and the Corporate LAN, doing so
complicates the deployment and requires significant firewall configuration.

You may use the “spare” network adapters to provide traffic separation; however, doing so
requires additional manual configuration of the CloudBond 365 component affected.

31. CloudBond 365 Controller IP address (UC-DC):
e  Used for maintenance and access to CloudBond Management Suite application
e  Used for Forest trust with Enterprise DC.
o  SfB reporting and monitoring server DB
e Default 192.168.0.101
32. Skype for Business Standard Edition Front End Server (UC-FE):
e  Used for all Skype for Business processing
o  SfB Mediation server
e  Default 192.168.0.102
e  Entry in internal DNS typically sip.contoso.com and meet.contoso.com
33. Skype for Business Consolidated Edge Server (UC-Edge)

e  Used for Skype for Business external communications, including external users,
federation, etc.

e  Default 192.168.0.103

e To enhance security, an additional rear Ethernet connector and internal hardware
firewall can be used to separate this server from the corporate network. See 23.

34. AudioCodes SBC:
e Available as SBC component of Mediant 800 gateway
e Default address 192.168.0.2

35. X-UM Connector (X-UM)

36. Used for SIP and RTP between SBC and Skype for Business Standard Edition Front
End Server (UC-FE).

e Default 192.168.0.105
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8.4.1.1.4.2 External Untrusted Networks

This network may be connected directly to the Corporate DMZ. All CloudBond 365
components connected to this network have their own firewalls enabled, and are designed
for connection to untrusted networks.

You may use the “spare” network adapters to provide traffic separation, but doing so requires
additional manual configuration of the CloudBond 365 component affected.

41. Edge external connection:
° Used for external user access, federation, etc.
e May use NATing of Enterprise Firewall
o  Default address 192.168.254.103

e  Entry required in Public DNS and Certificates. Typically sip.contoso.com, plus
SRV DNS records.

43. SBC External Address:
e Used as SIP Trunk endpoint from ITSP

8.4.1.1.4.3 One Voice Operations Center Management Network

The One Voice Operations Center Management Networks applies only when your
CloudBond 365 is to be managed by the AudioCodes Element Management System (One
Voice Operations Center), for example, for remote monitoring or for One Voice Operations
Center license pool management).

The CloudBond 365 management server should have access to the One Voice Operations
Center server usually located on the Service Provider's premises or for large companies in
the company's data center.

8.4.1.1.4.4 Internet Access

In general, each of the CloudBond X-UM server components may need some level of internet
access, as would normally be available Enterprise network users. Access is required for
activities such as:

B Windows Activation
B Windows Updates

B General Web browsing such as Microsoft Skype for Business reference
documentation

B Downloading specific fixes and Skype for Business phone edition updates from
Microsoft web sites.

In addition, the CloudBond 365 Controller (DC) will need internet access to retrieve user
information from Office365, via port 443.
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8.4.2

8.4.2.1

8.4.21.1

Perimeter Network Port Requirements

The most important components that are almost always separated by hardware firewall
devices is the Skype for Business Edge server component. The firewall ports required to be
opened are discussed in this topic.

Edge Server

The CloudBond 365 Edge server passes traffic between the external network (internet) and
the CloudBond 365 Front End and Mediation servers. This traffic includes SIP Access, Web
Conferencing, and A/V service, amongst other features. It is largely control and media based
traffic.

Determining External A/V Firewall and PortRequirements

The firewall port requirements for external (and internal) SIP and conferencing (PowerPoint
presentations, white boarding and polling) interfaces are consistent, regardless of the version
your federation partner is running. The same is not true for the Audio/Video Edge external
interface.

In most cases, the A/V Edge service requires that external firewall rules allow RTP/TCP and
RTP/UDP traffic in the 50,000 through 59,999 port range to flow in one or both directions.
For example, opening this port range is required to support certain federation scenarios.

When reading the tables, (in) refers to traffic sent from a less trusted network to a more
trusted network, such as Internet-to-perimeter or perimeter-to-corporate. For example, traffic
from the Internet to the Edge external interface or from the Edge internal interface to the next
hop pool. (out) refers to traffic sent from a more trusted network to a less trusted network,
such as corporate-to-perimeter or perimeter-to-Internet. For example, traffic from a corporate
pool to the Edge internal interface or from the Edge external interface to the Internet. (in/out)
refers to traffic that traverses in both directions.

8.4.2.1.1.1 Inbound/Outbound Edge Traffic

Figure 8-33: Edge Server
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Figure 8-34: Enterprise Perimeter Network
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Port range TOP and UDP 50,000-59,999 inbound and ocutbound is only required
when federating with partners still running Office Communic ations Server 2007,
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84.21.2 Firewall Summary for Single/Scaled Consolidated Edge:External Interface #41

Protocol/Port which are Grayed are needed for specific Skype service that is not needed
for basic CloudBond X-UM functionality (no clients, no conference services...)

Protocol/Port
XMPP/TCP/5269 (in/out)

HTTP 80 (out)
DNS 53 (out)

SIP/TLS/MTLS/5061 (infout)

PSOM/TLS/444 (in)

RTP/TCP/50K range (in)

RTP/TCP/50K range (out)Media

AvahAan~na

RTP/UDP/50K range (out)

STUN/MSTURN/UDP/3478
(in/out)

STUN/MSTURN/TCP/443 (in)

Table 8-1: Edge Server

Used for

XMPP Proxy service accepts traffic from XMPP contacts in
defined XMPP federations

Checking certificate revocation lists
External DNS queries

Client to server SIP traffic for remote user access Federation and
connectivity with a hosted Exchange service

Remote user access to conferences for anonymous and federated
users

Media exchange and Windows Live Messenger if public IM
connectivity is enabled.

Required for Office Communications Server 2007 R2
interoperability

Media exchange

Media exchange or A/V with Windows Live Messenger
Required for Office Communications Server 2007 interoperability

External user access to A/V sessions (UDP)

External user access to A/V sessions and media (TCP)
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84.21.3 Firewall Details for Single/Scaled Consolidated Edge:Internal Interface #33

Protocol/Port which are Grayed are needed for specific Skype service that is not needed
for basic Cloudbond X-UM functionality (no clients, no conference services...)

Protocol/Port
XMPP/MTLS/TCP (out)

SIP/MTLS/5061 (in/out)
PSOM/MTLS/8057 (out)
SIP/MTLS/5062 (out)

STUN/MSTURN/UDP/3478
(out)

STUN/MSTURN/TCP/443
(out)

HTTPS 4443 (out)
TCP 8001 (out)
MTLS/TCP/50001 (out)

MTLS/TCP/50002 (out)

MTLS/TCP/50003 (out)

Table 8-2: Edge Server

Used for

Outbound XMPP traffic from XMPP Gateway service running on
Front End Server or Front End pool

SIP traffic
Web conferencing traffic from pool to Edge Server
Authentication of A/V users (A/V authentication service)

Preferred path for media transfer between internal and external users
(UDP)

Alternate path for media transfer between internal and external users
(TCP)

Pushing Central Management store updates to Edge Servers
CloudBond 365 Edge worker process

Centralized Logging Service controller using Skype for Business
Server Management Shell and Centralized Logging Service cmdlets,
ClsController command line (ClsController.exe) or agent
(ClsAgent.exe) commands and log collection.

Centralized Logging Service controller using Skype for Business
Server Management Shell and Centralized Logging Service cmdlets,
ClsController command line (ClsController.exe) or agent
(ClsAgent.exe) commands and log collection.

Centralized Logging Service controller using Skype for Business
Server Management Shell and Centralized Logging Service cmdlets,
ClsController command line (ClsController.exe) or agent
(ClsAgent.exe) commands and log collection.

Note: We recommend that you open only the ports required to support the functionality
for which you are providing external access.

traffic is allowed to flow bi-directionally as shown in the Inbound/Outbound edge traffic
figure. Stated another way, the Access Edge service is involved in instant messaging
(IM), presence, web conferencing, and audio/video (A/V).

i Warning: For remote access to work for any edge service, it is mandatory that SIP
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8.4.2.2

Management Server

These firewall settings are required only if your CloudBond 365 is to be managed and
monitored by the AudioCodes One Voice Operations Center. These changes need to be
applied to the Hyper-V Host.

8.4.2.2.1 Firewall Details for Hyper-V Host Server: Internal Interface #21

Table 8-3: Hyper-V Host Server

Protocol/Port Used to

HTTPS 443 (out) | Connect to the One Voice Operations Center Server to retrieve updates from

the License Pool Manager, for example, to retrieve the latest license.

SNMP (UDP) 162  Connect to the One Voice Operations Center Server to send alarms raised on

(out)

the SBC/gateway platform and on the CloudBond 365 Microsoft Windows 2012
R2 platform.

SNMP (UDP) 1161 Connect to the One Voice Operations Center Server to send Keep-alive traps

(out)

8.4.3

8.4.3.1

that are used for the One Voice Operations Center to add CloudBond devices
to the One Voice Operations Center, and for the CloudBond 365 keep-alive
status.

Other Port Requirements

This paragraph describes the port requirements for internal server to server and client to
server communications.

In most cases, the IP addresses of the CloudBond 365 system domain controller and Front-
End server reside on the corporate subnet and are not separated by a hardware firewall
device. If this is also the case in your network, the remainder of this document can be skipped
and is not needed for your deployment.

Network Ports Used by Trusts

Due to the fact that trusts must be deployed across various network boundaries, they might
have to span one or more firewalls. When this is the case, you can either tunnel trust traffic
across a firewall or open specific ports in the firewall to allow the traffic to passthrough.

The following table defines the server listening ports used by network trusts. The server
listening ports correspond to the numbers 11, 21 and 31 for the Domain Controllers / DNS
servers in the diagram above and are considered to be inbound for all servers.
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8.4.3.1.1 Required Active Directory Trust Listening Ports: Interfaces #11, #21, #31

The following ports should be open to allow communication between the CloudBond 365
Domain Controller (33 or 23) and the Corporate Domain controller (11).

Table 8-3: AD Trust

Server Port Service
123/UDP W32Time
135/TCP RPC-EPMAP
138/UDP NetBIOS
49152 -65535/TCP RPC
389/TCP/UDP LDAP
636/TCP LDAP SSL
3268/TCP LDAP GC
3269/TCP LDAP GC SSL
53/TCP/UDP DNS
135, 49152 -65535/TCP RPC DNS
88/TCP/UDP Kerberos
445/NP-TCP/NP-UDP SAM/LSA

8.4.3.1.2 RPC

(*)With Registry Editor, you can modify the following parameters for RPC. The RPC Port key
values discussed below are all located in the following key in the registry:

HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\Internet\ Key Data Type

8.4.3.1.2.1 Ports REG_MULTI_SZ

This specifies a set of IP port ranges consisting of either all the ports available from the
Internet or all the ports not available from the Internet. Each string represents a single port
or an inclusive set of ports. For example, a single port may be represented by 5984, and a
set of ports may be represented by 5000-5100. If any entries are outside the range of 0 to
65535, or if any string cannot be interpreted, the RPC runtime treats the entire configuration
as invalid.

8.4.3.1.2.2 PortsinternetAvailable REG_SZ

This uses Y or N (not case-sensitive).

If Y, the ports listed in the Ports key are all the Internet-available ports on that computer. If
N, the ports listed in the Ports key are all those ports that are not Internet-available.
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8.4.3.1.2.3 UselnternetPorts REG_SZ

8.4.3.2

/N

This uses Y or N (not case-sensitive). It specifies the system default policy.

If Y, the processes using the default will be assigned ports from the set of Internet-available
ports, as defined previously.

If N, the processes using the default will be assigned ports from the set of Intranet-only ports.

Example:

1. Add the Internet key under: HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc

2. Under the Internet key, add the values "Ports" (MULTI_SZ), "PortsinternetAvailable"
(REG_SZ), and "UselnternetPorts" (REG_SZ).

In this example ports 5000 through 5100 inclusive have been arbitrarily selected to
help illustrate how the new registry key can be configured. For example, the new
registry key appears as follows:

[ | Ports: REG_MULTI_SZ: 5000-5100
[ | PortsinternetAvailable: REG_SZ: Y
[ | UselnternetPorts: REG_SZ: Y

3. Restart the server. All applications that use RPC dynamic port allocation use ports 5000
through 5100, inclusive. In most environments, a minimum of 100 ports should be
opened, because several system services rely on these RPC ports to communicate with
each other.

You should open up a range of ports above port 5000. Port numbers below 5000 may already
be in use by other applications and could cause conflicts with your DCOM application(s).
Furthermore, previous experience shows that a minimum of 100 ports should be opened,
because several system services rely on these RPC ports to communicate with each other.

Ports and Protocols Used by the Skype for Business Internal Servers

This section summarizes the listening ports and protocols used by the Skype for Business
Server components with listening interface 5 in the before mentioned diagram (which
diagram?).

Warning: Windows Firewall must be running before you start the Skype for Business
Server.

8.4.3.2.1 Required CloudBond 365 Server listening Ports on Interface Number #21
Table 8-4: Skype for Business Servers
Server Ports Service name Notes
80/TCP * IIS service Used for accessing the CloudBond 365 sysadmin
interface

135/TCP Skype for Business ' Used for DCOM based operations such as Moving
Server Front- End  Users, User Replicator Synchronization, and Address
service Book Synchronization.

443/TCP Skype for Business ' Used for communication from Front End Servers to

Server Web the web farm FQDNSs (the URLs used by IIS web
Compatibility service components).
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Server Ports

444/TCP

445/TCP

448/TCP

1434/UDP

3389/TCP *

4443/TCP

5060/TCP

5061/TCP

5062/TCP

5063/TCP

5064/TCP

Service name

Skype for Business
Server Front- End
service

Skype for Business
Server Master
Replicator Agent
service

Skype for Business
Server Bandwidth
Policy Service

SQL Browser

TermService

Skype for Business
Server Web

Compatibility service

Skype for Business
Server Mediation
service

Skype for Business
Server Front- End
service

Skype for Business
Server IM
Conferencing
service

Skype for Business
Server Audio/Video
Conferencing service

Skype for Business

Notes

Used for HTTPS communication between the Focus
(the Skype for Business Server component that
manages conference state) and the individual
servers.

This port is also used for TCP communication
between Front End Servers and Survivable Branch
Appliances.

Used to push configuration data from the Central
Management store to servers running Skype for
Business Server.

Used for call admission control by the Skype for
Business Server Bandwidth Policy Service.

SQL Browser for local replicated copy of Central
Management store data in local SQL Server instance

Used for accessing the server through an RDP client.

Used for communication from Front End Servers to
the web farm FQDNSs (the URLs used by the External
IIS web components).

Used for incoming SIP requests from the PSTN
gateway to the Mediation Server

Used by Standard Edition servers and Front End
pools for all internal SIP communications between
servers (MTLS), for SIP communications between
Server and Client (TLS) and for SIP communications
between Front End Servers and Mediation Servers
(MTLS). Also used for communications with
Monitoring Server.

Used for incoming SIP requests for instant messaging
(IM) conferencing.

Used for incoming SIP requests for audio/video (A/V)
conferencing.

Used for incoming SIP requests for dial-in

Server Conferencing conferencing.

Attendant service
(dial-in
conferencing)
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Server Ports

Service name

Notes

5065/TCP Skype for Business ' Used for incoming SIP listening requests for
Server Application | application sharing.
Sharing service

5066/TCP Not applicable Used for outbound Enhanced 9-1-1 (E9-1-1) gateway.

5067/TCP Skype for Business ' Used for incoming TLS SIP requests from the PSTN
Server Mediation gateway to the Mediation Server.
service

5070/TCP Skype for Business ' Used by the Mediation Server for incoming requests
Server Mediation from the Front End Server to the Mediation Server.
service

5071/TCP Skype for Business ' Used for incoming SIP requests for the Response
Server Response Group application.
Group service

5072/TCP Skype for Business ' Used for incoming SIP requests for Microsoft Skype
Server Conferencing for Business 2010 Attendant (dial in conferencing).
Attendant service
(dial-in
conferencing)

5073/TCP Skype for Business ' Used for incoming SIP requests for the Skype for
Server Conferencing Business Server Conferencing Announcement service
Announcement (i.e., for dial-in conferencing).
service

5075/TCP Skype for Business ' Used for incoming SIP requests for the Call Park
Server Call Park application.
service

5076/TCP Skype for Business ' Used for incoming SIP requests for the Audio Test
Server Audio Test  service.
service

5080/TCP Skype for Business ' Used for call admission control by the Bandwidth
Server Bandwidth | Policy service for A/V Edge TURN traffic.
Policy Service

5081/TCP Skype for Business ' Used for outgoing SIP requests from the Mediation
Server Mediation Server to the PSTN gateway.
service

5082/TCP Skype for Business ' Used for outgoing SIP requests from the Mediation
Server Mediation Server to the PSTN gateway.
service

8057/TCP Skype for Business ' Used to listen for Persistent Shared Object Model
Server Web (PSOM) connections from client.
Conferencing
service
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Server Ports Service name Notes
8058/TCP Skype for Business ' Used to listen for Persistent Shared Object Model
Server Web (PSOM) connections from the Live Meeting client and
Conferencing previous versions of Communicator.

Compatibility service

8404/TCP Skype for Business ' Used for incoming SIP requests for the Response
Server Response Group application.
Group service
8861/TCP EMS Agent Used for report components alarms from the EMS
Monitor Agents to the EMS main agent.
8863/TCP EMS Agent (One Used by the EMS main agent to retrieve the status
Voice Operations from the EMS Monitor Agents.
Center)
49152-65335/TCP Skype for Business = Media port range used for application sharing. This
Server Application | range can be restricted with the Set-CSWebServer
Sharing service <FQDN of Web Server> -AppSharingPortCount <at
least 100> -AppSharingPortStart <port start> cmdlet
49152- Various Media port range used for audio conferencing on all
57500/TCP/UDP internal servers. Used by all servers that terminate
audio: Front End Servers (for Skype for Business
Server Conferencing Attendant service, Skype for
Business Server Conferencing Announcement
service, and Skype for Business Server Audio/Video
Conferencing service), and Mediation Server. This
range can be restricted with the Set-CSWebServer
<FQDN of Web Server> - AudioPortCount <at least
100> -AudioPortStart
<port start> cmdlet
57501- Skype for Business ' Media port range used for video conferencing. This
65335/TCP/UDP Server Audio/Video ' range can be restricted with the Set-CSWebServer

A\
A\

Conferencing service <FQDN of Web Server> -VideoPortCount <atleast
100> -VideoPortStart <port start> cmdlet

Note: *Those ports are only required to be open from management workstations
(identified by number 16 in the diagram.

Note: Some remote call control scenarios require a TCP connection between the Front
End Server or Director and the PBX. Although Lync 2010 no longer uses TCP port 5060,
during remote call control deployment you create a trusted server configuration, which
associates the RCC Line Server FQDN with the TCP port that the Front End Server or
Director will use to connect to the PBX system. For details, see the
CsTrustedApplicationComputer cmdlet in the Skype for Business Server Management
Shell documentation.
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8.4.3.2.2 Ports and Protocols Used By Skype for Business Clients (Diagram # 14)

Port
67/68/DHCP

443/TCP (TLS)

443/TCP (PSOM/TLS)

443/TCP
(STUN/MSTURN)

3478/UDP
(STUN/MSTURN)

5061/TCP (MTLS)

6891-6901/TCP

1024-65535*
TCP/UDP

1024-65535*
TCP/UDP

1024-65535 * TCP
1024-65535* TCP

67/68* DHCP

Table 8-35: Skype for Business Clients

Notes

Used by Skype for Business Server to find the Registrar FQDN (that is, if
DNS SRV fails and manual settings are not configured).

Used for client-to-server SIP traffic for external user access.

Used for external user access to web conferencing sessions.

Used for external user access to A/V sessions and media (TCP)

Used for external user access to A/V sessions and media (TCP)

Used for client-to-server SIP traffic for external user access.

Used for file transfer between Lync 2010 clients and previous clients (clients

of Microsoft Office Communications Server 2007 R2, Microsoft Office
Communications Server 2007, and Live Communications Server 2005).

Audio port range (minimum of 20 ports required)

Video port range (minimum of 20 ports required).

Peer-to-peer file transfer (for conferencing file transfer, clients use PSOM).
Application sharing.

Used by the listed devices! to find the Skype for Business Server certificate,
provisioning FQDN, and Registrar FQDN.

Note:
CsConferencingConfiguration
ClientMediaPort, and ClientMediaPortRange parameters).

ports for
cmdlet

these media types, use the
(ClientMediaPortRangeEnabled,

configure  specific

Note: Skype for Business Server clients automatically creates the required operating-
system firewall exceptions on the client computer.

Note: The ports that are used for external user access are required for any scenario in
which the client must traverse the organization’s firewall (for example, any external
communications or meetings hosted by other organizations).

> P
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844 Windows Update and SysAdmin Update Port Requirements

To be able to download updates for the Microsoft software, the TCP port 8530 needs to be
opened to the Internet from interfaces 31, 32, 33 via 21,2 and 1. In addition to Microsoft
updates, AudioCodes also provides an update service for the Sysadmin interface. To be able
to receive updates on Sysadmin, TCP port 8350 needs to be opened to the internet as well.

8.4.41 Port Requirements for Integration with Exchange 2010 SP1 Unified
Messaging

Microsoft Exchange Server 2010 Unified Messaging (UM) requires that several TCP and
User Datagram Protocol (UDP) ports be used to establish communication between servers
running Exchange 2010 and other devices. By allowing access through these IP ports, you
enable Unified Messaging to function correctly. This topic discusses the TCP and UDP ports
used in Exchange 2010 Unified Messaging.

8.4.4.1.1 Unified Messaging Protocols and Services

Exchange 2010 Unified Messaging features and services rely on static and dynamic TCP
and UDP ports to ensure correct operation of the computer running the Unified Messaging
server role. When Exchange 2010 is installed, static Windows Firewall rules are added for
Exchange. If you change the TCP ports that are used by the Unified Messaging server role,
you may also need to reconfigure the Windows Firewall rules to allow Unified Messaging to
work correctly.

Warning:. On Exchange 2010 Unified Messaging servers, Exchange setup creates
the SESWorker (TCP-In) and SESWorker (GFW) (TCP-In) rules which allow

inbound communication without any TCP port restrictions. We recommend you disable
A these two rules after you've setup the Unified Messaging server, and create a new rule

to allow only the ports required for the SESWorker process which include 5065 and 5067
for TCP (unsecured). 5066 and 5068 for mutual TLS (secured). For details, see Exchange
Network Port Reference.

8.4.4.1.1.1 Session Initiation Protocol

Session Initiation Protocol (SIP) is a protocol used for initiating, modifying, and ending an
interactive user session that involves multimedia elements such as video, voice, instant
messaging, online games, and virtual reality. It's one of the leading signaling protocols for
Voice over IP (VolP), together with H.323. Most VolP standards-based solutions use either
H.323 or SIP.

However, several proprietary designs and protocols also exist. These VolP protocols
typically support features such as call waiting, conference calling, and calltransfer.

SIP clients such as IP gateways and IP Private Branch eXchanges (PBXs) can use TCP and
UDP port 5060 to connect to SIP servers. SIP is used only for setting up and tearing down
voice or video calls. All voice and video communications occur over Real-time Transport
Protocol (RTP).

8.4.4.1.1.2 Real-time Transport Protocol

Real-time Transport Protocol (RTP) defines a standard packet format for delivering audio
and video over a specific network, such as the Internet. RTP carries only voice/video data
over the network. Call setup and teardown are generally performed by the SIP protocol.

RTP doesn't require a standard or static TCP or UDP port to communicate with. RTP
communications occur on an even number UDP port, and the next higher odd number port
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is used for TCP communications. Although there are no standard port range assignments,
RTP is generally configured to use ports 1024 and 65535. It's difficult for RTP to traverse
firewalls because it uses a dynamic portrange.

8.4.4.1.1.3 Unified Messaging Web Services

The Unified Messaging Web services installed on a Client Access server use IP for network
communication between a client, the Unified Messaging server, the Client Access server,
and computers running other Exchange 2010 server roles. There are several Exchange 2010
Outlook Web App and Microsoft Office Outlook 2007 client features that rely on Unified
Messaging Web services to operate correctly.

The following Unified Messaging client features rely on Unified Messaging Webservices:

B Voice mail options available with Exchange 2010 Outlook Web App, including the Play
on Phone feature and the ability to reset a PIN.

B Play on Phone feature found in the Outlook 2007 client.

/N

Warning:. When an organization uses the Play on Phone and other client features in
Exchange 2010 Unified Messaging, a computer running the Client
Transport, and Mailbox server roles within the same Active Directory site is required in
addition to the computer or computers with the Unified Messaging server role installed.

Access, Hub

8.4.4.1.1.4 Port Assignments

The following table shows the IP ports that Unified Messaging uses for each protocol and
whether the IP ports used for each protocol can be changed.

IP ports used for Unified Messaging protocols.
Table 8-36: Unified Messaging

Protocol TCP Port UDP Port Can Ports be Changed?
SIP (Microsoft 5060 (unsecured) Ports can be changed in the
Exchange 5061 (secured) The Msexchangeum.config configuration file.
Unified service listens on
Messaging both ports.
service)
SIP (UM 5065 and 5067 Ports can be changed in the
worker for TCP Msexchangeum.config configuration file.
process) (unsecured). 5066
and 5068
for mutual TLS
(secured)
RTP Ports Ports can be changed in the
between Msexchangeum.config configuration file. The
1024 and  Msexchangeum.config file is located in the
65535 \Program Files\Microsoft\Exchange\V14\bin folder
on an Exchange 2010 Unified Messaging server.
Unified 443 The port is configured on the Web site thathosts
Messaging the Unified Messaging virtual directory. The port
Web service can be changed using 1IS Manager.
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In addition, the following table provides information about port, authentication, and encryption
for data paths between UM servers and other servers.

8.4.4.1.1.4.1 Unified Messaging Server Data Paths
Table 8-37: Unified Messaging

Data Path Required Ports Default Supported Encryption Encrypted
Authentication Authentication Supported? by Default?

Active 389/TCP/UDP Kerberos Kerberos Yes, using Yes
Directory (LDAP), 3268/TCP Kerberos
access (LDAP GC), encryption
88/TCP/UDP
(Kerberos),
53/TCP/UDP

(DNS), 135/TCP
(RPC netlogon)

Unified 5060/TCP , By IP address By IP address,  Yes, using No
Messaging 5065/TCP, MTLS SIP/TLS,
Phone SRTP
interaction (1P 2067/TCP
PBX/VolP (unsecured),
5061/TCP,
Gateway)
5066/TCP,
5068/TCP

(secured), a
dynamic port from
the range 16000-
17000/TCP

(control), dynamic
UDP ports from the
range 1024-
65535/UDP (RTP)

Unified 80/TCP, 443/TCP | Integrated Basic, Digest, Yes,using  Yes
Messaging (SSL) Windows NTLM, SSL
Web Service authentication Negotiate
(Negotiate) (Kerberos)
Unified 5075, 5076, 5077 | Integrated Basic, Digest, Yes,using  Yes
Messaging (TCP) Windows NTLM, SSL
server to Client authentication Negotiate
Access server (Negotiate) (Kerberos)
Unified Dynamic RPC NTLM/Kerberos |NTLM/Kerberos Yes,using @ Yes
Messaging RPC
server to Client encryption
Access server
(Play on
Phone)
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Data Path Required Ports Default Supported Encryption Encrypted
Authentication Authentication Supported? by Default?

Unified 25/TCP (TLS) Kerberos Kerberos Yes, using Yes
Messaging TLS
server to Hub
Transport
server
Unified 135/TCP (RPC) NTLM/Kerberos |NTLM/Kerberos Yes,using | Yes
Messaging RPC

Mailbox server
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9

9.1

9.1.1

Office 365 Integration

The section below describes the deployment of the AudioCodes CloudBond Office 365
Connector in a multi-forest model and provides information for System technicians to perform
on-site installation of the AudioCodes CloudBond Server.

This guide provides:

B Guidelines for preparing the customer enterprise network

B AudioCodes CloudBond 365 Office 365 connector installation procedures
B Basic system and site configuration information

Overview
The figure below shows the integration of CloudBond 365 and Office 365.

Figure 9-1: CloudBond 365 and Office 365

Dirsync server will synchronize
corporate Active Directory user data

o365 ) . to Office 365

DirSync
Server

0365 connector

e

D

contosc.com

CloudBond 365 Resource Forest . User Forest

What is Office 3657

Office 365 is a Software as a Service (SaaS) offering from Microsoft.

A subscription to Office 365 gives users the ability to use traditional office applications over
the internet through a web browser interface.

Besides access to Word, Excel and Outlook, Office 365 can also provide access to backend
office services, such as Active Directory (AD), Exchange Online, Skype for Business Online,
and SharePoint Online.

Office 365 also has many other features and facilities, including download of office products,
and is tightly integrated with other Microsoft offerings, such as OneDrive for online storage.

Microsoft web sites include detailed information about Office 365: http://office.microsoft.com.

A reasonable, non-Microsoft, overview of Office 365 can be found at
http://en.wikipedia.org/wiki/Office 365.
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9.1.2

9.1.3

9.1.4

Office 365 and Voice

Office 365 Skype for Business Online currently provides two ways for PSTN breakout /
Enterprise Voice capabilities, being:

B Cloud PBX with PSTN Calling (only available in limited countries)
B Cloud PBX with on-premises PSTN connectivity.

In addition to a full hybrid deployment, which will be covered in Section 9.1.5.1 , CloudBond
365 can also be used in the Cloud PBX with on-premises PSTN connectivity scenario, by
providing full administration capabilities for the Cloud PBX users homed in Office 365.

How does Skype for Business use Office 3657?

A Skype for Business on-premises deployment, such as CloudBond 365, can take advantage
of several features of Office 365:

B Office 365 can provide the Exchange Unified Messaging component to Skype for
Business, allowing voicemail facilities, and some Automated Attendant facilities.

B Office 365 can provide the Outlook Client for Skype for Business, showing Skype for
Business presence information for contacts, for calendar items, and allowing the
scheduling of Conferences.

B  Skype for Business Online and Skype for Business On-premises can share a SIP
domain, allowing users who require limited Enterprise Voice features to be hosted
entirely in the cloud, while still being part of the Skype for Business environment.

Note: You cannot have a spilt UM in cloud and Exchange mailbox on premise, or vice
versa. If you do have Exchange On-premises, and also Office 365 Exchange Online,
then a specific users Exchange mailbox must be wholly within the cloud, or wholly within
the on-premises server.

For more information about Exchange Hybrid deployments, see:
https://technet.microsoft.com/en-us/library/jj200581%28v=exchg.150%29.aspx. For more
information about Skype for Business Hybrid deployments, see:

http://technet.microsoft.com/en-us/library/jj204805.aspx.

What is Skype for Business Federation?

Skype for Business Federation allows Microsoft Skype for Business users to communicate
with other Skype for Business users outside their organization. When enabled, federation
allows you to add users from other organizations to your Contacts list, send instant messages
to your federated contacts, invite contacts to audio calls, video calls, or conferences, and
exchange presence information.

Skype for Business Federation is performed over the Internet through the Skype for Business
Edge server of each organization. Skype for Business external connectivity requires the
consent and correct configuration of both parties of the Federation relationship. After the
federation is set up by the administrators of both sides, Skype for Business users in each
company can see presence and communicate with users in the other company.

Skype for Business on-premises deployments can also federate with Skype for Business
Online deployments. For example, Skype for Business Federation allows users in your on-
premises deployment to communicate with Office 365 users in your organization.

Skype for Business Federation includes various inbuilt security mechanisms. Federation can

be open (connect to anyone) or closed (connect to only allowed domains), and also includes
block lists. User information can be limited to users buddy lists, or available to anyone, etc.
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9.1.5 Domain Names and Shared Name Spaces
When you first subscribe to Office 365, you can create a Domain name in the format
xxxxx.onmicrosoft.com (e.g., contoso.onmicrosoft.com).
Whilst you can use this domain name for all further Office 365 activity, it is more common to
add your own domain name to Office 365 i.e., contoso.com. These are referred to as vanity
domain names in some documentation. Microsoft will verify that you have the appropriate
ownership of such a domain before addingiit.
As these domain names can then be used for Office 365 sign-on, email addresses, and
Skype for Business Online SIP domains, it is recommended you configure these before
replicating users to Office 365.
See the following link for more details:
http://office.microsoft.com/en-au/Office 365-suite-help/work-with-domain-names-in-office-
365-HA102818560.aspx
9.1.5.1 Skype for Business Hybrid Deployment
A Skype for Business Hybrid Deployment allows Skype for Business online and Skype for
Business on-premises to co-exist. The two environments share the same SIP domain space
in what is known as a splitdomain.
In a Skype for Business Hybrid deployment:
B Skype for Business Online users can use most Skype for Business features, such as
presence, IM, and limited voice calls.
B  Skype for Business On-premises users can enjoy all the same features as Skype for
Business Online users, with the addition of full Enterprise Voice features.
https://technet.microsoft.com/en-us/library/jj205403.aspx.
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Figure 9-2: CloudBond 365 Skype for Business Hybrid Deployment
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With CloudBond 365, a user can be switched from Skype for Business online to Skype for
Business on premises simply by changing their assigned FE Registrar pool in the SysAdmin
web pages.

9.1.6 Replicating Users

Whilst Office 365 and CloudBond 365 users can be administered completely independently,
significant benefits can be achieved by replicating users from one directory system to the
other.

Azure Active Directory Sync Services (a.k.a. DirSync) is a Microsoft tool that allows the
replication of users from an on-premises Active Directory deployment to the Office 365 Azure
Active Directory. This means that the process of user administration can be simplified by
automatically replicating user data.

There are multiple deployment options now available within DirSync, including selective
replication, and replication with password hashes. DirSync can also be deployed with Active
Directory Federation Services (ADFS) to provide even more features.

Some good background information on DirSync is available at the following links:
http://blogs.office.com/2014/04/15/synchronizing-your-directory-with-office-365-is-easy/

https://blogs.office.com/2013/07/26/password-hash-sync-simplifies-user-management-for-
office-365/
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9.1.6.1

DirSync

Deploying DirSync following Microsoft best practice requires a separate, Windows 2008 or
2012, domain member, and server. This server must either be located On-premises with the
existing Active Directory (AD) server, or could be deployed in the cloud using Microsoft
Azure.

DirSync server requirements: http://technet.microsoft.com/en-us/library/jj151831.aspx DirSync
on Azure:

http://technet.microsoft.com/en-us/library/dn635310%28v=office.15%29.aspx

The DirSync server, once configured, will automatically replicate user information from the
on-premises AD, to the Office 365 AD, making those user details available to Office 365.

Note: This replication is one-way. Changes or new accounts created in Office 365 are
not replicated back to the on-premises AD by DirSync.

A recently added option within DirSync allows hashed passwords to also be synchronized
from on-premises AD to Office 365 AD. This is the recommended configuration. When this
option selected, a user may sign in to Office 365 and on-premises applications, such as
Skype for Business, using the same user id and password. With the October 2015 release
of DirSync, now named AADConnect, there is also full support for resource forest
environments, bypassing the need to extend the enterprise user forest(s) with the Skype for
Business schema extensions.

Note: This is not a Single sign-on system. A user logging in will still be prompted for
a User ID and password in Office 365, even if the user is already signed in to the
On-premises network.
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9.1.7 Active Directory Federation Services

Active Directory Federation Services (ADFS) provides, amongst other features, the capability
of single sign on between two separate networks, including Office 365 and the on-premises
AD. It essentially brings control of the sign on authentication process back to the on-premises
environment.

A user signed on to the on-premises AD will be automatically signed in to the Office 365
environment.

ADFS is optional, and requires significant extra configuration.

Figure 9-3: ADFS Single Sign On
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9.2 Pre-Requisites

The paragraphs below describe the prerequisites for a Skype for Business Server hybrid
deployment.

9.21 Infrastructure Prerequisites
You must have the following available in your environment to implement and configure a
Skype for Business Server 2015/Lync Server 2013 hybrid deployment:
B An Office 365 tenant with Skype for Business Online enabled.

B Optionally, if you want to support Single Sign-on with Office 365, an Active Directory
Federation Services (AD FS) Server either on-premises or using Microsoft Azure. For
more information about AD FS, see Active Directory Federation Services (AD FS) 2.0,
or Configure Active Directory Federation Services for Windows Azure Pack.

B An on-premises deployment of Skype for Business Server 2015 or Lync Server 2013
with Cumulative Updates: March 2013 or later applied.

B Skype for Business Server 2015/Lync Server 2013 administrative tools.

B Directory Synchronization. For details about Directory Synchronization, see Hybrid
Identity Management.

Full details can be found at https://technet.microsoft.com/en-us/library/jj205386.aspx

9.2.2 Install DirSync

The Directory Synchronization tool will synchronize the customer’s users from the local forest
towards Office 365, where they can be licensed and enabled for Skype for Business Online
using the Office 365 management portal. Only users “Synced with Active Directory” will work
in a hybrid model.

Figure 9-4: Office 365 Users

Processes . Tz ACS  SysAdmin » Overview ... [E] lyne prepare sctive directory c.. | T

Office 365 ter
[ 7] R ACTIVE USERS
+ % P

“In Cloud” users (those users created directly in Office 365) do not support hybrid
deployments and should be mapped to on premise Active Directory users first, by following
the steps in the following blog article for example: http://blogs.4ward.it/how-to-map- onprem-
active-directory-users-to-existing-office365-users/

Following Microsoft best practice, DirSync should be installed on a member server of the
domain from which you wish to replicate users. You will need to provide this server, as it is
not included with CloudBond 365.

http://technet.microsoft.com/en-us/library/jj151800.aspx#BKMK InstallDirSyncTool

The Setup Wizard will offer you the chance to run the Configuration Wizard after install
completes.

The configuration wizard will prompt you to “Synchronize your directories now”.
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9.23

9.24

9.24.1

A

Ensure DirSync is Functioning

Make sure DirSync is deployed and all users have been replicated through DirSync and are
present in Office 365.

Figure 9-5: DirSync Working

Offi ente
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Deploy Skype for Business Schema Attributes

As the hybrid model with Office 365 relies on directory synchronization with the users Active
Directory forest, it is required to prepare the user forest with the Skype for Business Schema
Attributes when older DirSync applications then AADConnect are installed. The Active
Directory schema can be prepared either through the Skype for Business wizard or by using
LDIF as described below:

Prepare the user forest with the Skype for Business Schema Attributes (through the Skype
for Business wizard or LDIF as below) (http://technet.microsoft.com/en-
us/library/gg398607.aspx) :

The Prepare Schema step in the Skype for Business Server Deployment Wizard and the
Install-CsAdServerSchema cmdlet, extend the Active Directory schema on domain
controllers running a 64-bit operating system. If you need to extend the Active Directory
schema on a domain controller running a 32-bit operating system, you can run the Install-
CsAdServerSchema cmdlet remotely from a member server (recommended approach). If
you need to run schema preparation directly on the domain controller, however, you can use
the Ldifde.exe tool to import the schema files. The Ldifde.exe tool comes with most versions
of the Windows operating system.

Using LDIFDE

If you use Ldifde.exe to import the schema files, you must import all four files, regardless of
whether you are migrating from a previous version or performing a clean installation. You
must import them in the following sequence:

1. ExternalSchema.ldf

2. ServerSchema.ldf

3. BackCompatSchema.ldf
4. VersionSchema.ldf

Note: The four .Idf files are located in Skype RTM\Support\Schema directory of your
installation media or download.
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To use Ldifde.exe to import the four schema files on a domain controller that is the schema
master, use the following format:

Copy
ldifde -i -v -k =-s <DCName> -f <Schema filename> -c DC=X
<defaultNamingContext> -j logFilePath -b <administrator account>

<logon domain> <password>

For example:

Copy

1difde -1 -V -k -s DC1 -f ServerSchema.ldf -c DC=X
"DC=contoso, DC=com" -J C:\BatchImportLogFile -b Administrator

contoso password

Note: Use the b parameter only if you are logged in as a different user. For details
about the required user rights, see the "Administrator Rights and Roles" section
earlier in this topic.

To use Ldifde.exe to import the four schema files on a domain controller that is not the
schema master, use the following format:

Copy

ldifde -i -v -k -s <SchemaMasterFQDN> -f <Schema filename> -c DC=X
<rootDomainNamingContext> -j logFilePath -b <administrator account>
<domain> <password>

For details about using Ldifde, see Microsoft Knowledge Base article 237677, "Using
LDIFDE to import and export directory objects to Active Directory," at
http://go.microsoft.com/fwlink/p/?linkld=132204.

9.25 Deploy CloudBond 365
If you have not already done so, you should now install and deploy the CloudBond 365
system. Connect CloudBond 365 and set up the trust by following instruction in Section 8
page on page 67.

9.2.6 Prepare the User Forest Active Directory for Write Access
Prepare the User Forest Active Directory for write access from the Resource forest
(CloudBond) administrator account.
The easiest configuration is to use the cloudbond365\administrator account as the user-id to
perform updates to the User forest. If you wish to use a different account, see Section 15.11.
In the screenshots below:
B CloudBond 365 Administrator is OCSHOST\Administrator instead of AC-

CloudBond\Administrator

B Customer corporate Domain is LyncDev.acs
» To prepare the User Forest Active Directory for Write Access:
1. On the Customer Corporate DC, open the Active Directory Users and Computers tool.
2. Right-click on the top level domain, and select Delegate Control.
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Figure 9-6: Delegate Control
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3. Click Next.

Figure 9-7: Delegate Control Wizard
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4. Click Next.
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Figure 9-8: Delegate to CloudBond 365 Administrator
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5. Select the 'Create, delete, and manage user accounts' check box, and then click Next.

Figure 9-9: Delegate Rights
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6. Click Finish.
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Figure 9-10: Complete the Wizard
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Note: Administrator accounts within the Organizational Unit (OU) will not follow the
delegation. Microsoft best practice is not to use administrator accounts for regular use. If

an Administrator account needs to be enabled, the security settings need to be applied
using DSACLS on the AdminSDHolder container.

fﬁ For more information on using DSACLS see :
https://technet.microsoft.com/en-us/library/cc772662(v=ws.10).aspx)

An example PowerShell script that can be used to set the minimum permissions using
DSACLS can be found in Appendix A.
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9.3

9.3.1

9.3.1.1

9.3.1.2

9.3.1.3

Configuring Office 365 Integration

The paragraphs below describe Office 365 integration.

Prepare CloudBond 365 for Skype for Business Hybrid and
Exchange UM

To enable a Skype for Business hybrid deployment, follow the instructions below. You can
also use the following TechNet article as a guide.
http://technet.microsoft.com/en-us/library/dn689117.aspx

These instructions will:

Enable shared address space in Office 365

Allow Federation in CloudBond 365

Create a Hosting Provider for Office 365 in CloudBond 365

Perform initial replication

Change users in the Corporate AD so they replicate to Office 365 correctly
Update some DNS records to direct all SIP traffic to CloudBond 365

Start a Skype for Business Online PowerShell Session

On the CloudBond 365 Controller, open the Skype for Business Management Shell, then
enter the following commands (this assumes the Controller has internet access. If not, use
PowerShell on a workstation that does have internet access).

Import-Module SkypeOnlineConnector

Scred = Get-Credential

SCSSession = New-CsOnlineSession -Credential S$cred

Import-PSSession $CSSession -AllowClobber

For more information about how to establish a remote PowerShell session with Skype for

Business Online, see Connecting to Skype for Business Online by using Windows
PowerShell.

For more information about using the Skype for Business Online PowerShell module, see
Using Windows PowerShell to manage Skype for Business Online.

Note: You may need to update the Skype for Business Online PowerShell Module as
Microsoft frequently updates Office 365. Check Microsoft for the latest version, or,
you may also apply the latest Skype for Business Cumulative Update. See:
http://www.microsoft.com/en-us/download/details.aspx?id=39366
https://support.microsoft.com/en-us/kb/2809243

Configuring Shared SIP Address Space

Your Skype for Business Online must be configured for Shared SIP Address Space. To do
this, first start a remote PowerShell session with Skype for Business Online. Then run the
following cmdlet:

Set-CsTenantFederationConfiguration -SharedSipAddressSpace $True

Allowing Federation

In your On-premises deployment, in Skype for Business Server Management Shell, type the
following cmdlet to allow federation:

Set-CSAccessEdgeConfiguration -AllowOutsideUsers S$true
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9.3.14

9.3.1.5

9.3.2

-AllowFederatedUsers S$true -UseDnsSrvRouting -
EnablePartnerDiscovery Strue

Removing Existing Hosting Provider

On your On-premises deployment, in the Skype for Business Server Management Shell,
type the following cmdlet to remove the existing Hosting Provider for Skype for Business
Online:

Get-CsHostingProvider | where ProxyFgdn -eq
"sipfed.online.lync.com" | Remove-CsHostingProvider

Creating a Hosting Provider for Skype for Business Online

On your on-premises deployment, in Skype for Business Server Management Shell, type the
following cmdlet to create the hosting provider for Skype for Business Online:

New-CSHostingProvider -Identity LyncOnline -ProxyFqgdn
"sipfed.online.Lync.com" -Enabled $true -EnabledSharedAddressSpace
Strue

-HostsOCSUsers S$true -VerificationLevel UseSourceVerification -
IsLocal S$false

-AutodiscoverUrl
https://webdir.online.Lync.com/Autodiscover/AutodiscoverService.svc/r
oot

Obtaining the Customer Specific Office 365 Information

Obtain the customer specific Office 365 information, to be saved in Office 365 Configuration
under System Configuration in the CloudBond management suite (SysAdmin web pages).
See AudioCodes CloudBond 365 Administrator Guide.

B User Name:
e  The login name of your Office 365 Administrator
Hm Host:
e  The location where your Office 365 environment is hosted
B Migration Override URL:
e  Explained further in this document
B Override Admin Domain:
e  Your original Office 365 domain prior to applying vanity domain names
B Password:
e  The Office 365 Administrator password
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Figure 9-11: CloudBond - Office 365 Connector Information

SYSTEM CONFIGURATION

Office 365 Settings

User Name:

|adrnin@ host emea. mi ine.com |

Host:
| sipfed.online lync.com |

MigrationCOwverrideUrl:
|hllps: i -online. lync.comMost i i i i ice.sve |

Override AdminDomain:
| ocshost onmicrosoft.com |

Password:

Confirm password:
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9.3.2.1 Determining Hosted Migration Service Override URL

>

To determine the Hosted Migration Service Override URL for your Office 365
tenant:

Log in to your Office 365 tenant as an administrator.
Open the Skype for Business admin center.

Figure 9-12: Office 365 Skype for Business Admin Center
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Ensure that the Skype for Business admin center is displayed, then select and copy
the URL in the address bar up to .com. An example URL looks similar to the following:
https://webdirQe.online.lync.com/Iscp/?language=en-US&tenantID=

Replace "webdir" in the URL with "admin", resulting in the following:
https://adminOe.online.Lync.com

Append the following string to the URL:
/HostedMigration/hostedmigrationservice.svc

The resulting URL, which is the value of the HostedMigrationOverrideUrl, should look
like the following:
https://adminOe.online.lync.com/HostedMigration/hostedmigrationservice.svc

9.3.2.2 Determining Override Admin Domain

The Override Admin Domain is usually the default signup domain
“something.onmicrosoft.com”. Your Office 365 Administrator can supply this value.
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9.3.3

9.3.3.1

9.3.3.2

Using Exchange Online for Voicemail

This section describes how to use Exchange Online for Voicemail.

Preparing Office 365 For Unified Messaging

To enable Office 365 Unified Messaging you need to first create a dial plan in Exchange
Online to enable users to access their mailbox for configuration and message retrieval.
Further information about Dial Plans can be found here:
http://technet.microsoft.com/en-us/library/bb125151%28v=exchg.150%29.aspx

Section 9.6 shows an example of creating a UM Dial Plan for Exchange Online.

Once the dial plan is created, you can enable the Office 365 users for Unified Messaging.
Detailed information can be found at https://technet.microsoft.com/en-
us/library/jj673527(v=exchg.150).aspx.

Next, you need to connect to Office 365 using Exchange Online PowerShell and run the
following Cmdlet:

Set-UMmailboxpolicy -identity “Policy Name in 0365” -
SourceForestPolicy “ACS-0365UM”

Then finally on your on premise Exchange 2010 SP3 server (Note this is only if Unified
Messaging is already configured on premise so that when you migrate a UM mailbox it
doesn’t fail otherwise if you don’t run this step the remote move request will fail)

Set-UMmailboxpolicy -identity “On Premise UM Policy” -
SourceForestPolicy “Policy Name in 0365”

Allowing Users to Dial-in to Access Exchange Online Voicemail

CloudBond 365 provides native integration to Office 365 Unified Messaging by means of an
intuitive interface. Once the pre-requisites as outlined in the earlier chapters are configured,
there is no further need for PowerShell cmdlets and administration can be performed using
the System Configuration pages.

> To enable the Office 365 UM feature:

1. Under the System Configuration group, select the Office 365 Unified Messaging &
Cloud PBX Policies option.

2. Select the Enable Office 365 UM checkbox.
3. Select a registrar pool and SIP domain and specify the telephone number to be used.
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Figure 9-13: Office 365 UM
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Once enabled, users can be assigned Office 365 UM on the user edit page by enabling
the Office 365 Exchange UM policy checkbox.

Figure 9-14: Office 365 Exchange UM Policy
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9.4

Initial Replication

An initial replication cycle needs to be run for CloudBond 365 resource forest to retrieve all
Skype for Business enabled users from the Office 365 environment.

Once the Office 365 Skype for Business enabled users are replicated to the CloudBond 365
resource forest, they are mapped to the original User accounts homed in one of the customer
forests that CloudBond 365 has a trust with by the objectGUID attribute, which is a standard
unique object identifier in Office 365 directory synchronization. If mapping to the standard
objectGUID fails, the CloudBond 365 Office 365 connector will try to map the Office 365
Skype for Business user against the user’'s mS-DS-ConsistencyGuid attribute, as described
in Paul Williams’ blog article: http://blog.msresource.net/2014/03/10/windows-azure-active-
directory-connector- part-3-immutable-id/, to support more complex and custom build
environments as well.

When replication and user mapping has finished (these two tasks are run as a single
process), the users Active Directory forest needs to be updated with the Skype for Business
Online attributes.

On completion, check one of the user objects in the customer Active Directory forest that is
enabled for Skype for Business Online for the presence of values in the user attributes. If the
AcsUserReplication task succeeded in writing the values back into the user forest, you can
continue with the final step in the replication cycle, being a manual directory synchronization
cycle with Office 365.

There are several components to the user replication process:
B On the CloudBond 365 Controller, there is a scheduled task which runs 0365sync —s

0365. This will take account information from Skype for Business Online to
CloudBond 365, and perform the mapping to original user accounts.

B There is another scheduled task on the CloudBond 365 Controller which runs
ACSUserReplication. This will replicate the msRTCSIP attributes from CloudBond 365
to the customer AD.

B Finally, DirSync will replicate information from the customer AD to Skype for Business
Online.

Before users can be moved between Skype for Business Online and CloudBond 365, all
three replication steps must be completed.

1. Start the initial replication for all Office 365 users through:
C:\acs\OFFICE365Sync\SysAdmin.0365.Sync.exe —-S 0365

2. Match the objects with the user forest through:
C:\acs\AcsUserReplication\AcsUserReplication.exe

3. Perform a manual DirSync replication cycle on the DirSync server through:

C:\Program Files\Windows Azure Active Directory
Sync\SYNCBUS\Synchronization Service\UIShell\miisclient.exe
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Figure 9-15: DirSync
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The manual DirSync operation should be completed in the following order:
1. Active Directory Connector Delta Import Delta Sync
2. Windows Azure Active Directory Connector Delta Import Delta Sync
3.  Windows Azure Active Directory Connector Export
9.4.1 After Initial Replication
Once the initial replication cycle has been performed, the environment is ready for the
production stage. This step requires the public DNS records to be changed, where the
specific Skype for Business SRV and A records need to point to the on premise Edge server
instead of to the Office 365 environment. From now on all users will register against the local
Edge environment and eventually be redirected to Office 365 if their Skype for Business
account is still homed there.
9.4.1.1 Update DNS Records

Update appropriate DNS records to direct all SIP traffic to Skype for Business on-premises:

[
premises reverse proxy server.
[

Update the lyncdiscover.contoso.com A record to point to the FQDN of the on-

Update the _sip._tls.contoso.com SRV record to resolve to the public IP or VIP

address of the Access Edge service of Skype for Business on-premises.

Update the _sipfederationtls._tcp.contoso.com SRV record to resolve to the public

IP or VIP address of the Access Edge service of Skype for Business on-premises.

If your organization uses split DNS (sometimes called “split-brain DNS”), make sure

that users resolving names through the internal DNS zone are directed to the Front

End Pool.
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9.4.1.2 Assigning User Registrar Pool
After initial replication, all systems will be synchronized, including the correct Skype for
Business Registrar (home system). Users can now be moved back and forth from Office 365
to CloudBond 365 by using the User Management Edit page.
Assigning the Registrar Pool in the Edit User page assigns a user to that Front-End pool as
their home system.
Figure 9-16: User List

USER MANAGEMENT MENU

Import User AC Users |Users/Licenses-count:121/10000

B:::Iﬁ::ﬂn - |S'atus ‘ . | Full Name ‘ - ‘ Call Forward

Create Device

Unavailable LyncDev 1228 Unavailable
Unavailable analog 151028 Unavailable
Unavailable Vergaderzaal Unavailable

Offline AA Dummy User =
Offline Alex Champness wa

Offline Adminisirator nia

Offline Adrian Radu lovescu Off....

Offline alert service nia

View 110 of 123 Page[i |ofr13 »

Assign a destination Frontend pool:

Figure 9-17: Editing a User Registrar Pool

USER MR Account Information

User Management Account type: Enterprise; Remote account ACTIVEVOICEVD365HV (Office 365)
MARKED FOR REPLICATION Cancel Replication

Create User

Import User First Name*

Bulk Edit
Last Name*

Bulk Import

Group replication Sign-in Name*

Distribution List Registrar Pool: Office 365 —

Create Device
Fax:

Note that the change to a user's Registrar Pool will be cached, and performed later by several
back round scheduled tasks. It may take some time for all tasks to complete.

Though the screenshots show a move from Skype for Business online to Skype for Business
on premise, the opposite direction is obviously also possible. For this to happen, Office 365
should be selected as the destination Registrar Pool.

After the move is performed, the Skype for Business online address book environment needs
to be updated for which a full replication cycle is needed again.

As both the ACSUserReplication and Office 365 Directory Synchronization tasks run in a
scheduled interval though, there is no need to perform a manual action, unless you would
like to force replication to happen.
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9.5 Ongoing Replication
There are a series of scheduled tasks which will keep all servers synchronized with each
other on an ongoing basis.
You may need to adjust the frequency of such tasks to meet your requirements.

B A Scheduled task occurs at a regular interval (once every 24 hours) The task will
retrieve all information from Office 365 to CloudBond 365.

C:\acs\0365Sync\SysAdmin.0365.Sync.exe —-S 0365

B A Scheduled task occurs at a regular interval (once every 15 minutes) The task will
update all user Registrar information.

C:\acs\0365Sync\SysAdmin.0365.Sync.exe
B A Scheduled task occurs at a regular interval (daily)

The task will synchronize all Skype for Business and Active Directory information
between CloudBond 365, and the customer Active Directory.

C:\acs\0365Sync\ACSUserReplication.exe

B Scheduled tasks (DirSync) occurs at regular intervals to replicate all Active Directory
information from the customer Active Directory to Office 365.

Figure 9-18: Synchronization Tasks

Office 365

DIRSYNC

Domain

SysAdmin.0365.Sync -5 0365
Retrieve 0365 users details to OneBox 365

User Forest

SysAdmin.0365.5ync
Move users between Registrar pools

ACS UserReplication
CloudBond 365 Forest Synchronize Users info between
Customer AD and CloudBond 365

on the redundant servers should be disabled and enabled only if the primary server goes

f Warning: If multiple management servers are installed for redundancy, the scheduled tasks
down, thereby preventing stale objects from being created in the Active Directory.
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9.6

Adding a Dial Plan to Exchange Online

The procedures below describe how to add a Dial Plan to Exchange Online.

» To add a Dial Plan to Exchange Online:

1. Log into the Office 365 Wave 15 tenant using a Web browser and your Office 365
Administrator account.

2. In the Exchange admin center, under Unified Messaging, you can view and edit any
existing UM dial plans, or create new dial plans as needed.

Figure 9-19: Exchange Online - UM Dial Plans

o
a@ 5k hitps://outlook.off.. O ~ @ & ‘—*UM disl plans - Microsoft E... | | Y} A L
1] Office 365 Outlook  Calendar ... Admin ~ T 2
Exchange admin center
dashboard UM dial plans UM IP gateways
recipients
permissions Uniified Messaging dial plans define the format for telephone numbers in your organization. Far UM to answer calls for your
users, you have to set up at least one dial plan. Learn more
compliance management _
+ AW -
organization NAME 4 | EXTENSION LENGTH URI TYPE
protection ACS-0365 E] SIP URI
mail flow
mobile
1 selected of 1 total
3. Navigate to Unified Messaging > UM Dial Plans > New.
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Figure 9-20: New Dial Plan

new UM dial plan

Use UM dial plans to manage the UM features for a group of users who
are enabled for voice mail.
Learn more

*Mame:

test

*Extension length (digits):

5

*Dial plan type:

SIP URI v
*Audio language:

English (United States) W

*Country/Region code:

4

@ Afteryou click Save, select this dial plan and click Edit to configure
dial codes, Outlook Yoice Access, voice mail settings, and dialing
rules.

4. After saving the dial plan, select the Dial Plan > Configure. For this you should try and
match the company’s on premise configuration. Below is an example:

Figure 9-21: Edit the Dial Plan

UM dial plans are groups of users who are enabled for UM. They share common
settings for greetings, prompts, audio language, and dialing codes for incoming
and outgoing calls.

BF Vaicemail

4

SIP URI

English (United Kingdom)
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Figure 9-22: Dial Codes
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Figure 9-23: Voice Access
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¥ settings
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Figure 9-24: Settings
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Figure 9-25: Dialing Rules
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Figure 9-26: Dialing Authorizations
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9.7 Skype for Business PowerShell

PowerShell is a command line interface for managing a Windows 2008 or 2012 server. It is
a similar, however much more powerful, environment than the DOS prompts included in
previous Windows releases.

The Skype for Business Server Management Shell is a PowerShell environment with a Skype
for Business specific command extension module added, which enables you to manage the
Skype for Business environment from the command line. Similar modules are available for
other products, such as Exchange.

There are numerous ways to access the PowerShell and Skype for Business PowerShell
environments, either remotely or via a locally attached console and keyboard.

The easiest method is as follows:

1. Use Remote Desktop to access the CloudBond 365 Controller (UC-DC).
2. Open the charms bar on the Windows desktop.

3. Use the search facility to look for 'Skype for Business'.

4. Select 'Skype for Business Server Management Shell'.

Figure 9-28: Windows Server 2012 R2

== Windows Server 2012R2

= '] O . O 5 Monday
o October 27
= e

5. Open the charms bar.
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6. Use the Windows + C key combination, or hover the mouse in the top or bottom right
corners of the desktop.

Figure 9-29: Searching for Skype for Business

Search
Everywhere

[le Server Management Shell| E

&?’ Lync Server Management Shell

M Lync Server Topology Builder
Q
E’il) Lync Server Control Panel

F Lync Server Deployment Wizard
o

lync

Figure 9-30: The Skype for Business Server Management Shell

= = I

e Administrator: Lync Server Management Shell
PS C:sUserssAdministrator? _

m|>

9.8 PowerShell for Skype for Business Online

The following provides a sample PowerShell script which connects to Skype for Business
On-Line to allow entering PowerShell command line configuration items. You will need to
satisfy the pre-requisites detailed in the following links, prior to using PowerShell for online
components:

B for Azure AD http://aka.ms/aadposh

B for Skype for Business Online
http://www.microsoft.com/en-us/download/details.aspx?id=39366
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9.8.1 Connecting to Office 365 using PowerShell:

# Configurable parameters

# The OverrideAdminDomain property needs to be set to the default
domain that was included with your Office 365 subscription.

SOverrideAdminDomain="ocshost.onmicrosoft.com"

# Script starts here - No configuration required Import-Module
Skype for BusinessOnlineConnector

import-module msonline
Scredentials=Get-Credential
Connect-MsolService -Credential S$credentials

$OnlineSession=New-CsOnlineSession -Credential Scredentials
—-OverrideAdminDomain

SOverrideAdminDomain

SExchangeSession = New-PSSession -ConfigurationName
Microsoft.Exchange - ConnectionUri
https://ps.outlook.com/powershell/ -Credential S$Credentials -
Authentication Basic -AllowRedirection

Import-PSSession $OnlineSession -AllowClobber Import-PSSession
SExchangeSession -AllowClobber

Sample execution of the PowerShell script.

(Note that the Microsoft Online Service Module is out of date, and
a newer version should be downloaded.)

Figure 9-31: Windows PowerShell
%] Administrator: Windows PowerShell \;‘i-

dule LyncOnlineConnector
dule msonline

=Get-Credential

will sti1l work as

—OverrideAdminDomain $Overr|

ft.Exchange ~Connectionlri|
ection

whocy. bag ! Tabi TityAddr ace, Add-DistributionGroupMember. ..

The script will prompt you for login credentials. Use your Office 365 administratoraccount.
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Figure 9-32: Login Credentials
Windows PowerShell credential req__

A

Enter your credentials,

User name: |ﬁ Admin@ocshost.emea. mic v|
Password: | -||||||-||| |
| Ok | | Cancel |

When the script completes, you can enter Skype for Business Online PowerShell commands
to configure your Skype for Business Online environment.

9.9 Troubleshooting

As the multi-forest environment relies on multiple replication processes here are some
general guidelines for troubleshooting the environment.

B Verify the administrator account in the Office 365 configuration settings is a global
administrator in Office 365 by signing in to the portal:
https://portal.microsoftonline.com/ with those credentials and verifying the settings
under the users section for the particular account.

Figure 9-33: Admin Settings

er:ym hitpsi//partal.office.com/default.aspx®ActiveUsersPage £ - @ ¢ portaloffice.com ‘ ‘
Office 365

C]

Admin

Details
Settings You can't edit your own security settings, so not all settings are available here.

Licenses

Assign role
Choose the admin role that you want to assign to this user and save changes Learn more about administrator role:

No
Yes

Global administrator [v]

* Alternate email address
We'll use this email address as the alternate email address to help the user reset the password. Learn more about recovering your lost password
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B Verify the ACSUserReplication scheduled task can write back the Skype for Business
specific attributes into the customer forest by opening Active Directory Users and
Computers for the user forest, with the credentials used in the scheduled task (default:
resource forest\administrator). Navigate to a user and try to manually set one of the
attributes:

Figure 9-34: String Attribute Editor
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e 2@ 40RO =BmtauT IS
: Active Directory Users and Computers [COOKIEMOR | =t -

| Saved Gueries String Attribute Editor [ <]
=]
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[= 2 AC-Mo-Policy

T . Walue:
O Walter van Schaik Properties a u

Attribute: mzR TCSIP-Deplopmentlocatar

mzATCSIP-Archiving..  <not set>
mzATCSIP-Deployme...  SAY:
msATCSIP-Federatio.. TRUE

Published Certificates | Member OF | Pa:

5 - . Clear | ok I Cancel
ecurity I Ervironment I

General | Address | Account I Promme——rcreprmom T o

Terminal Services Prafils I COM+ Attribute E ditar

Attributes:

Attribute | Walue ﬁ

B On the CloudBond 365 controller (or any other customer server or workstation that
has the Office 365 PowerShell prerequisites installed), start a PowerShell session and
use the following cmdlets to verify that Office 365 directory synchronization has
populated the on-premises data to the cloud:

SOverrideAdminDomain="<the OverRideAdminDomain as in the 0365
settings page>"

SWarningPreference="'silentlycontinue' S$Scredential = Get-
Credential

$CSSession=New-CsOnlineSession -Credential $credential -
OverrideAdminDomain $OverrideAdminDomain

Import-Module SkypeOnlineConnector
Import-PSSession $CSSession -AllowClobber| Out-Null

Get-CsOnlineUser | Where-Object {$ .sipaddress -match "<a sip
address to check>"}
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An example output for the Get-CsOnlineUser cmdlet looks like the following:
Figure 9-35: Get-csOnlineUser Attributes
(%] Windows PowerShell = =

aceld
ccountControl
93f710ed,0U=c524b5 F5-Fd18-43c0-964c-bcSc

i
{

: 1003BFFDSC12084C

cription
nedPlan

PlanId=
bedPlanIc

ead@activecommunicati

We are specifically interested in the following attributes:

B OnPremHostingProvider: SRV:

B OnPremOptionFlags 257

B OnPremSIPEnabled :True

B OnPremSipAddress . sip:corporatead@activecommunications.eu

This informs us that directory synchronization with Office 365 was successfully completed
and that the msRTCSIP attributes from the CloudBond 365 resource forest where brought
to Office 365.

When a user is homed in Skype for Business Online, the OnPremHostingProvider attribute
holds the value of the Host entry on the Office 365 settings page in the CloudBond 365
Management suite, defaulting to sipfed.online.lync.com.

If these attributes are displayed empty, perform the manual steps as described in Initial
Replication Section 9.4 for the particular user and make sure that the Office 365 Directory
Synchronization agents replicate these values by right-clicking their properties and verifying
the Properties.z file.
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Figure 9-36: Windows Azure AD Properties
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Figure 9-37: DirSync AD Connector properties

Active Directory Connector Active Directory Domain Services Active Directory Connector. Idle

Properties Attributes: [~ Show Al
Connect to Active Directory Forest
) B msExchUserHoldPolicies Ead
Corfigure Directary Parttions msOrg-IsOrganizational
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msRTCSIP-OwnerUm
msRTCSIP-PrimaryUserAddress
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Configure: Deprovisioning [ name

A default installation of the Office 365 Directory Synchronization environment will have those
attributes checked by default.

Corffigure Connector Filter
Corfigure Jain and Projection Rules
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9.10

9.10.1

Custom User IDs for Cross Domain Updates

The following paragraphs describe the Custom User IDs for Cross Domain updates.

Updating the User Forest AD

It is possible to use a different account to perform updates to the User forest if there is a
reason to avoid using cloudbond365\administrator.

You will first need to manually create a new account within the cloudbond365 AD. This
account should be made an administrator as a member of the

B cloudbond365\Administrators
or
B cloudbond365\Domain Admins
This account will also need to be a member of the Skype for Business administrators groups:
B csAdministrator
B acs-Admin
B rtcComponentUniversalServices
B rtcUniversalServerAdmins
B rtcUniversalUserAdmins

The updates to the User forest are performed by a scheduled task. The scheduled task runs
C:\acs\AcsUserReplication\AcsUserReplication.exe. This task will need to be modified to
execute as the new user you have created.

The AcsUserReplication.exe process updates the following attributes within the User forest:
SIP entry in proxyAddresses

msRTCSIP-DeploymentLocator

msRTCSIP-OptionFlags

msRTCSIP-PrimaryUserAddress

B msRTCSIP-UserEnabled

If you wish to tighten security, you may restrict the newly created admin user to only have
write access to the above fields within the User forest AD.
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9.10.2 Retrieving User Data from Office 365

The updates to the cloudbond365 directory from Office 365 are performed by a scheduled
task. The scheduled task runs the following:

C:\acs\OFFICE365Sync\SysAdmin.0365.Sync.exe —-S 0365

This task will use the User ID you have created within Office 365. The user will need to be
granted rights within Office 365.

With regards to the “Global Administrator Rights” in Microsoft Online, Microsoft has made
changes in its latest release, where now the Skype for Business administrator role will be
sufficient (see screenshot below):

Figure 9-38: Administrator Roles

Choose the admin role that you want to assign to this user

and save changes Learn more about administrator roles
() User (no administrator access)
() Global administrator
(@ Customized administrator
Ul Billing administrator
L] Exchange administrator
L] Password administrator
Skype for Business administrator
L] Service administrator
[ SharePaint administrator

User management administrator

This role is required when moving users from Office 365 to on premise and vice versa, which
move is performed by the O365 Connector.

The newly created Office 365 User ID and password needs to be specified within the
SysAdmin web pages, on the 0365 Connector settings.
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Figure 9-39: Office 365 Settings

SYSTEM CONFIGURATION

Office 365 Settings

User Name:
|admin@ocshusl.ernea.micmecuﬂunIine.l:urn |

Host:
|5ipfed.nn|ine.lync.com |

MigrationChvemideUr:
| hitps./fadmin0e_online lync_ com/HostedMigration/hostedmigrationservice svc |

OvemideAdminDomain:
[oeshost onmicrosoft.com |

Password:

Confirm password:
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10 Configuring Certificates

This section provides a background introduction to Certificates and their use with CloudBond
365. It also describes CloudBond's Certificate requirements, and provides procedures for
requesting and generating internal certificates, as well as installing Microsoft Certificate
Authority utility if required.

Note: If you intend to use CloudBond 365 for external connectivity (External users,
External conferencing, Federation etc.) you will need to obtain additional certificates.

Note: You must change or add a valid SIP domain for external access as the default
SIP domain and associated Simple URL'’s, DNS references, etc. are not suitable for the
public internet. See Section 14 on page 239.

A\
A\

10.1 Background

Those who are familiar with Certificates, and their implementation with Microsoft products
can skip to the next section.

For those unfamiliar with certificates, some background concepts are provided here.

10.1.1 Public Key Infrastructure

Skype for Business uses a Public Key Infrastructure (certificates) to enable secure MTLS
and TLS communication between servers and clients. In other words, Skype for Business
clients and servers can “trust” each other, and communications between them is generally
encrypted.

More background information on how the Public Key Infrastructure works can be found at:
http://en.wikipedia.org/wiki/Public_key _infrastructure

10.1.2 What Purpose does Certificates Serve?

Certificates within Microsoft perform two major functions:

B Allow different computer services to verify they are communicating with the server
they intended to communicate with (trust

B Allow communication to be encrypted with public and private keys if required (privacy).

10.1.3 Trust

Certificate trust works on a third-party system. i.e., The two communicating computers may
not trust each other directly, however they must ultimately trust a third-party Authority, who
will vouch for their identity.

To do this, each server will obtain a certificate from a Certificate Authority (CA) which will
include various information, including who issued the certificate, the servers’ name, and its
private and public encryption keys.

Any other server can attempt to communicate with this server by its name, and for security,
will request that the server provide the public information of its certificate. The requesting
server can then perform validity checks on the certificate, such as that it trusts the CA that
issues the certificate (through the certificate chain), it has not expired or has been revoked,
that the certificate matches the server name requested, and various other items. If the
certificate is considered valid, then communication will proceed.
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Trust may be established in one direction, or in both directions. Both servers may use
different Certificate Authorities.

10.1.3.1 Trust and Certificate SANs

Simple certificates are issued to one server name only. These certificates contain the server
name within the subject field of the certificate.

It is possible to obtain certificates which are issued to multiple servers, or to single servers
hosting multiple services with multiple server names. In these certificates, each server name
is listed in the certificate Subject Alternate Name (SAN) field. These certificates are
commonly called Multi-SAN or UC certificates.

Multi-SAN certificates require the subject name to be included as one of the SAN entries.

A Note: The subject field will be depreciated in future, and no longer used.

10.1.3.2 Wildcard Certificates

Another possible certificate variation is the Wildcard Certificate. Essentially, this is a
certificate which can be applied to a single domain, and will cover any server within the
domain or sub-domain. E.g. *.contoso.com

Wildcard certificates can be used within CloudBond 365 in limited configurations, however
may introduce complexities with Federation and other external access. They are generally
not suitable for CloudBond 365 deployments with multiple SIP domains.

10.1.4 Privacy

A component of certificates are a pair of public and private “keys”.

The public key is published and available for anyone to use when communicating with the
server. Anything encrypted with the public key can only be decrypted with the private key.

The private key is kept secret by the computer to which the certificate was issued. This key
can be used to decrypt any information encrypted with the public key, and ensure its integrity.
It can also be used to encrypt any outgoing information, which can only be decrypted with
the matching public key. This ensures the information actually came from the holder of the
certificate.

10.1.5 Certificate Authorities

There are many Certificate Authorities (CAs’) available to issue certificates. For a certificate
to be trusted, its certificate chain is checked until an issuer is found in the computers Trusted
CAs'.

Microsoft operating systems and web clients come with several pre-installed third-party Root
Certificates from some well-known public Certificate Authorities. These include Digicert,
Microsoft, Thwate, Verisign to name just a few. Microsoft products will automatically trust
certificates issued by these Certificate Authorities.

For those CAs’ not automatically trusted, you can import a Certificate Chain, which will add
those Certificate Authorities to the trusted list. A certificate chain is used, as issuing of
certificate may be delegated to lower tier CAs’. Trust must be maintained between each tier
within the chain of CAs’.

Microsoft also provides the tools to create your own Certificate Authority within your Domain.
These private, internal CAs’ are typically installed along with a Domain Controller. The Root
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10.1.5.1

/N

10.1.5.2

Certificate and chain for these Internal CAs’ is automatically distributed to all domain member
computers within the domain. This allows any member computer within a domain to trust any
other member within the domain automatically.

Where to Obtain Certificates?

Certificates can be obtained from private corporate Certificate Authorities (free, however
generally valid for internal use only), or can be purchased from a Public Certificate Authority.

Warning: Public Certificate Authorities will no longer issue certificates containing
internal DNS names or reserved IP addresses valid beyond Nov 1, 2015. This
includes common private DNS namespaces, such as .local, and .lan, as well as popular
IP address ranges 192.168.x.x and 10.x.x.x. In practice, all internal private certificates
will need to be generated from a private certificate authority beyond that date.

How to Obtain a Certificate?

The exact process for obtaining a certificate varies from vendor to vendor. Consult your
certificate vendors’ documentation when obtaining public certificates.

In general, a “certificate request” file is generated, based on information provided. The
information includes organization, location, server name and subject alternate names,
encryption key length etc. The certificate request file is then presented to the CA, who will
generate and sign a certificate based on the certificate request file. The resulting certificate
file is then imported into a server certificate store, and assigned a role within the Skype for
Business environment.

Version 0.1

149 AudioCodes CloudBond X-UM Standard



QC audiocodes

Microsoft Office 365 X- UM with IP PBXs

10.2

10.2.1

10.2.2

CloudBond 365 Default Certificates

CloudBond 365 Included Certificates

All CloudBond 365 systems come with several private certificates generated by the private
CA installed on the CloudBond 365 Controller (UC-DC). Whilst these certificates could be
used, they will not be trusted by most client machines.

It is usually required to generate or otherwise obtain certificates from a trusted source, such
as a Corporate CA, or public CA.

A public certificate is required for most external connections to CloudBond 365.

CloudBond 365 External Certificates

If you intend to use CloudBond 365 for external connectivity (External users, External
conferencing, Federation etc.) you will need to obtain additional certificates.

Any public certificate you obtain cannot include the default server names, as these are
registered to AudioCodes.

Note: You must change or add a valid SIP domain for external access as the default
SIP domain and associated Simple URL'’s, DNS references, etc. are not suitable for the
public internet. See Section 14 on page 239.
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10.3

10.3.1

CloudBond 365 Certificate Requirements

For the CloudBond Skype for Business deployment, certificates are used for server to server
communication, for client to server communication, and for external access to the servers.

To accomplish this, certificates are deployed on the CloudBond 365 Front End server for
both internal and external access, and also on the CloudBond 365 Edge server for both
internal and external access.

®m CloudBond 365-Front End
e Internal
¢ SIP/TLS communications
e  External (through reverse proxy)
¢ Simple URLs
¢ External Web Services
B CloudBond 365-Edge

e Internal
¢+ Connection to Front End
¢ SIP/TLS Communications
e External
+ Web Conferencing Service
¢ AV Edge Service
¢ Access Edge Service

Whilst Skype for Business allows numerous certificates to be used for many Skype for
Business components, it is possible to reduce the requirements down to one Public Multi-
SAN (UC) certificate for all external roles.

Depending upon server and domain names chosen during build of CloudBond 365 system,
it may be possible to use a single public certificate for both internal and externalroles.

Most commonly, a single Public certificate is used for the External roles, whilst a single or
multiple private certificate(s) are used for the internalroles.

More information on Certificate requirements can be found in Section 10.11 on page 199.

Notes

With regards to Public Skype for Business users connecting the system from an out of office
location, an additional Public Certificate is required at all times.

The default certificate from CloudBond 365 is suitable for internal network use only.

Warning: Public Certificate Authorities will no longer issue certificates containing
internal DNS names or reserved IP addresses valid beyond Nov 1, 2015. This
includes common private DNS namespaces, such as .local, and .lan, as well as popular
IP address ranges 192.168.x.x and 10.x.x.x. In practice, all internal private certificates
will need to be generated from a private certificate authority beyond that date.
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10.4

10.4.1

10.4.2

10.4.2.1

A

Public Certificates

Public certificates for CloudBond 365 are required for all external access, such as external
users, federation, external conferencing etc.

Public certificates, other than the one supplied, cannot be used for internal access for the
CloudBond 365 Standard Edition system as the domain names are registered to
AudioCodes.

Public Certificates may be used for internal access on CloudBond 365, depending upon
domain and server names chosen during Software Installation.

Minimizing Cost

Obtaining a Public Certificate from a certificate authority can be a costly exercise. Whilst
single year, single server certificates are relatively cheap, Multi-SAN (UC) certificates for
multi-year periods can be very costly. Typically, the cost of the certificate will increase with
the number of SAN entries included.

With cost in mind, it is best to reduce the number of SAN entries to the minimum required.
For a CloudBond Skype for Business deployment, SAN entries will be required for the
following:

B Each Simple URL

B External Web Services

B A/V Edge Service

B External Access Edge service

B Web Conferencing Edge service

In a default Skype for Business deployment with multiple SIP domains, this can quickly
escalate to multiple individual certificates, or multiple SAN entries.

The Skype for Business Topology Builder does however, allow you to optimize the number
of SAN entries required, thus reducing the cost of public certificates. In particular, there are
multiple options for Simple URL naming conventions, which can greatly reduce the number
of SAN entries required on a public certificate. There are also different options for Edge
external access services, which can reduce SAN requirements.

Planning

Before generating your public certificate requests, you should plan, review, and adjust your
Skype for Business Topology to reduce the number of SAN’s required. When using the
Skype for Business certificate wizards, the certificate requests they create are based on the
information within the Skype for Business Topology.

Minimize the Number of SIP Domains

Skype for Business supports a primary SIP domain, and additional SIP domains. Microsoft
recommends that the SIP domain should match a user's email domain. This simplifies many
features of Skype for Business for the user, such as logging in using a Skype for Business
Client, where the user logs in using a SIP domain.

Whilst the SIP domain is not used directly on certificates, it does form the basis for many
other entries, such as simple URLs’ and Edge services. For this reason, it is best to minimize
the number of SIP domains where possible.

Note: You can have additional SIP domains for internal use only. If these domains are
not accessed externally, they will not require public certificate entries.
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SIP domain and associated Simple URL'’s, DNS references, etc. are not suitable for the

f Note: You must change or add a valid SIP domain for external access as the default
public internet. See Chapter 6.

A CloudBond 365 has a default primary SIP domain of cloudbond365.local. Any other SIP
domains must be added or changed after deployment.

The default SIP domain and associated URL’s (cloudbond365.local) cannot be used for
External public access.

It is generally easier to add your email domain as an Additional SIP Domain, rather than
replace the Primary SIP Domain.

For example:
B Primary SIP Domain
e  cloudbond365.local
e  (Not used Externally, so no SAN entry required.)
B Alternate SIP Domain
e contoso.com
e (Used Externally, so simple URLs etc. based on this)

10.4.2.2 Minimize the Variations in Simple URLs

Skype for Business’ simple URL'’s are anything but simple.

For a single SIP domain, Simple URL’s are straight forward. A single URL for Dialin
Conferencing, and another for Meetings. It is common not to use an Administrative access
URL.

An additional SIP Domain automatically adds a new Meeting URL for you. Nice and easy...
but wait.

Each new base URL requires a new DNS entry, which requires a new SAN entry on your
SSL certificate... so it would be nice to keep these extra URL’s to a minimum.

Skype for Business allows 3 main methods of configuring Simple URL’s, which have varying
economies on DNS entries and SSL Certificate SAN’s.
See http://technet.microsoft.com/en-us/library/gg398287.aspx for details.

Each simple URL base or “root” will require an additional SAN entry on a publiccertificate.

It is possible to reduce the number of SAN entries to one, with judicious use of the Simple
URL naming options.

As a quick summary:
B Option 1 — Base URL contains role and SIP Domain. Roles are Dialin, Meet, Admin

e  https://dialin.contoso.com
e  https://meet.contoso.com
e  https://admin.contoso.com
e  https://dialin.fabrikam.com
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https://meet.fabrikam.com

https://admin.fabrikam.com

i.e., 1 DNS entry per role, per domain = 6 DNS entries and 6 SAN entries

B Option 2 — Same Base URL for each SIP domain. Role becomes a suffix.

https://meet.contoso.com/dialin

https://meet.contoso.com/meet

https://meet.contoso.com/admin

https://meet.fabrikam.com/dialin

https://meet.fabrikam.com/meet

https://meet.fabrikam.com/admin

i.e., 1 DNS entry per domain = 2 DNS entries and 2 SAN entries

B Option 3 — Same Base URL for all SIP Domain. Role and Domain become suffix.

https://meet.contoso.com/contoso.com/dialin

https://meet.contoso.com/contoso.com/meet

https://meet.contoso.com/contoso.com/admin

https://meet.contoso.com/fabrikam.com/dialin

https://meet.contoso.com/fabrikam.com/meet

https://meet.contoso.com/fabrikam.com/admin

i.e., 1 DNS entry per Skype for Business system = 1 DNS entry and 1 SAN entry

The most economical method in terms of DNS and SAN entries is Option 3. In this option,
the base or “root” part of the URL is kept the same, resulting in only one DNS and one SAN
entry to cover all the Simple URL'’s. The SIP domains are maintained in the part of the URL
following the base, and thus do not require additional SAN entries.

e.g., For option 3 above, the SAN entry required is: meet.contoso.com

>

Warning: The Topology builder will check for conflicting URL’s. The Simple URL’s base
component must be unique from that used for External Web Services on the FE Pool,
even though they will point to the same server within CloudBond 365.

>

Warning: If you've changed the primary SIP domain, you will have to change the Simple
URL, Edge server External FQDNs, DNS entries, and Certificate SANs to match,
regardless of which Option you choose. This is because you are changing the base part
of the URL.

CE Warning: Changing the default Simple URL’s may require one or more

additional DNS entries in your corporate DNS servers. (e.g. meet.contoso.com)
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10.4.2.3

/N

10.4.2.4

A

10.4.2.5

The External Web Services

One SAN entry is required for the External Web Services URL. This entry cannot be the
same as any Simple URL root. e.g. ewslync.contoso.com.

Warning: The Topology builder will check for conflicting URL’s. The Simple URL'’s base
component must be unique from that used for External Web Services on the FE Pool,
even though they will point to the same server within CloudBond 365.

Minimize the Edge External Service Names

Edge External FQDN’s allow users to access your Skype for Business system from outside
your organization. This includes Access Edge for external users, Web Conferencing Edge
for external conferences, and A/V Edge for voice and video calls.

The three external services on the Edge server must be distinguished from each other. There
are several naming options available.

They could have three separate server names and share the same TCP port number ,
requiring three SAN entries.

Alternatively, they could share a single server name, with three different port numbers. This
option requires only one SAN entry for the certificate. e.g. sip.contoso.com

Note: It is common to use “sip” + sip domain name for the External Edge server, as this
simplifies the Skype for Business Client built in search and access methods. It is also
common to use “sip” + sip domain name for the Internal FE server, for the same Skype
for Business client reasons. This solution works well with the same URL pointing to FE
Internal and Edge External servers, and reduces the number of SAN entries when a
public certificate is used internally.

What About LyncDiscover?

The Lyncdiscover DNS entry is used by the Skype for Business Mobile Client built in search
to locate the Skype for Business Server . Do you need a SAN entry on a certificate for it? A
very good question... The Skype for Business certificate wizard and most Skype for Business
documentation includes a Lyncdiscover SAN entry for each SIP domain.

The Microsoft Remote Connectivity Analyser web site will currently fail when performing a
Skype for Business Autodiscover test if this SAN entry is not present.

However...

The mobile client can communicate with the LyncDiscover URL over port 80, which is not
encrypted or secured. Configuration information is passed back to the mobile clientto allow
it to login securely using a different URL to Lyncdiscover.

No SAN entry is required for the Lyncdiscover DNS entry in this configuration.

If you choose to configure secured access for the Skype for Business Mobile clients, you will
require a SAN entry.

For further information, see:
http://technet.microsoft.com/en-
us/library/hh690012.aspx
http://technet.microsoft.com/en-
us/library/hh690030.aspx
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10.4.2.6 Are There Other SAN Entries?
You may require other SAN entries on your public certificate, depending upon how you
deploy CloudBond 365, and what Skype for Business options you choose.

For instance, deploying the XMPP (PIC) gateways and integration usually requires a SAN
entry for the top level of each SIP domain.

Some Reverse Proxy servers require a SAN entry for their local server name as well as for
the Skype for Business External names.

If you are deploying a single public certificate for both external and internal use, you will need
SAN entries matching the FE and Edge internal server names.

10.4.2.7 So What is the Minimum Configuration / Certificate Request?

In our example, a single public multi SAN certificate with the following entries: Subject:
B meet.contoso.com

SAN:

B meet.contoso.com

B ewslync.contoso.com

B sip.contoso.com

Additional SAN entries may be required if:

B Mobile client access is configured for secured connections

B Certificate is to be used internally

B PIC Integration is to be configured

10.5 Using the Topology Builder

The procedure below describes how to use the Topology Builder.

» To use the Topology Builder:

7. Open the topology builder. The Topology Builder is available on the CloudBond 365-
Controller

Figure 10-1: Start Page

. °
Administrator g

[—
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8. Click the Download Topology from existing deployment option, and then click OK.

Figure 10-2: Source of the Topology

Welcome to Topology Builder. Select the source of the Lync Server topology
document.

® Download Topolagy from existing deployment

Retrieve a copy of the current tepolegy from the Central Management
store and save it as a local file. Use this option if you are editing an
existing deployment.

) Open Topaloagy from a local file
Open an existing Topology Builder file, Use this option if you have work
in progress,

) New Topology

Create a blank topology and save it to a local file. Use this option for
defining new deployments from scratch.

9. Click Save.

Figure 10-3: Saving the Topology

t |_L. <« Local Disk (C:) » temp v G| | Search temp P |

Organize * MNew folder = - [7]
B Desktop ~|  Mame Date modified Type

j Downloads

test.thxml 28/05/2013 409 PM  TBXMLFi
“El Recent places u

[ Libraries
@ Documents
J Music
[ Pictures

B videos

1M Computer

v(l

File name: | ACS 20130530

Save as type: | Topology Builder files (*.thxml)

(= Hide Folders
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10. View the Topology, and adjust properties as required.

Figure 10-4: Topology Builder

| Lync Server 2013, Topology Builder - | = [T

File Action Help
- LéLyn( Server

SIP domain
4 (] ACS-2013
(3 Lync Server 2010
£ Lync Server 2013 Default SIP domain: contoso.com
[ Shared Components Additional supported Not configured
SIP domains:
(3 Branch sites
Simple URLs
Phone access URLs: Active Simple URL
/' httpsy//meet.contoso.com/dialin
Meeting URLs: Active Simple URL SIP domain
J hitps://meet.contoso.com/mest contoso.com
Administrative access Not configured
URL:
Central Management Server
Central Management Active Front End Site
Scien /' ACS-UC-FEACS-Unified-Communic ACS-2013

10.5.1 SIP Domain

SIP Domains are properties of the whole Topology.

1. In the Topology Builder, right-click the server (Skype for Business Server 2015\Lync

Server 2013).

Figure 10-5: Viewing a Topology
o Lync Server 2013, Topology Builder \;‘i-
File Action Help

4 [ Lync Server

SIP domain -
4 (i ACS-2013
b CAlLync Server 2010 .
b Ellync Server 2013 Default SIP domain: contoso.com
(3 Shared Components Additional supported Not configured
3 ] SIP domains:
[ Branch sites
Simple URLs -
Phone access URLs: Active Simple URL
/' hitps//meet.contoso.com/dialin
Meeting URLs: Active Simple URL SIP domain
’ httpsi//meet.contoso.com/meet contasa.com
Administrative access Not configured
URL:
Central Management Server -
Central Management Active Front End Site
Server J/  ACS-UC-FEACS-Unified-Communic ACS-2013

Configuration Note 158 Document #: LTRT-26791



Configuration Note

10. Configuring Certificates

2. From the menu options, select Edit Properties.

Figure 10-6: Edit Properties of the Server

Mew Central Site..,

Edit Properties...

MNew Topology...
Open Topology...
Download Topology...

Save a copy of Topeology As..
Publish Topology...
Install Database...

Merge Office Communications Server 2007 R2 Topology..

Remove Deployment...

Help

10.5.1.1.1Adding the New SIP Domain to the Topology

The procedure below describes how to add a new SIP Domain to the topology.

» To add a new SIP Domain to the topology

1.  Open the Edit Properties page.

Figure 10-7: Additional SIP Domains

i

Edit Properties

Simple URLs

Server

Central Management

SIP domain SIP domain

Default SIP domain: *

contoso.com

Additional supported SIP domains:

Simple URLs

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phene numbers, meetings, and administration, The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://, If you change a Meeting or Phone access URL after it has been published, you

prevent users from joining existing meetings or conferences. To change the active URL, create a new v

2. In the Additional supported SIP domains group, add "fabrikam.com”, and then click

OK.
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Figure 10-8: Adding fabrikam.com as an additional SIP domain

e Edit Properties - | o [
S|P domain SIP domain -
Simple URLs
Default SIP domain: *

Central Management

Server contoso.com
Additional supported SIP domains:
fabrikam.com
Simple URLs -
Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration, The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL create a new -

10.5.1.1.2Changing the Default (Primary) SIP Domain

A

If you change the primary SIP domain, the following warning message is displayed, to remind
you of some of the implications of making the change.

In general, it is usually easier to add an Additional SIP domain, rather than change the default

SIP domain.

After changing the default SIP domain, you MUST review both the Simple URL’s and Edge
Server properties to make appropriate changes.

Figure 10-9: Warning: Changing the Primary SIP Domain is Complex

Warning

f "~ 1 Changing your default 5IP dormain can have a major impact on
' configured users, devices, and identities in your deployment.

Certificates and federation settings may also need to be modified. Are

you sure you want to continue?

[

command:

Note: Under some circumstances, such as when using Office 365 and Exchange Online
as a voicemail server for PSTN calls, it is necessary to change the default SIP domain.
Even in these cases, it is easier to add the new domain as an “Additional SIP domain”,
then at a later time use the Skype for Business Management Shell to issue the

Set-CsSipDomain —-Identity fabrikam.com -IsDefault S$True
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10.5.1.2 Managing Simple URL’s

Simple URL'’s are also properties of the whole server topology.

» To manage Simple URL’s:

1. In the Topology Builder, right-click the server (Skype for Business Server 2015\Lync
Server 2013), and select Edit Properties.

Figure 10-10: Viewing a Topology
o Lync Server 2013, Topology Builder \;‘i-

File Action Help

4 [B Lync Server

SIP domain -
4 (] ACs-2013
b [@Lync Server 2010 .
b EalLyncServer 2013 Default SIP domain: contoso.com
b [aShared Components Additional supported Not configured
7 % SIP domains:
[ Branch sites
Simple URLs -
Phone access URLs: Active Simple URL
https;//meet.contoso.com/dialin
Meeting URLs: Active Simple URL SIP domain
https://meet.contosc.com/meet contaso.com
Administrative access Not configured
Central Management Server a
Central Management Active Front End Site
Server: J/  ACS-UC-FEACS-Unified-Communic ACS-2013

2. Scroll down, or select Simple URLSs in the left panel.
3. Select a URL and click Edit URL to change it.
4. Select a URL and click Remove to remove the URL.

Figure 10-11: Topology Simple URLs — Using Option 2
e Edit Properties [ =[]

SIP domain Simple URLs -~

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
Central Management 4 . 5
Server conferencing phone numbers, meetings, and administration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted.
Phone access URLs:
Simple URL
J https://meet.contosc.com/dialin
Remove -
ake Active URL
Meeting URLs:
Simple URL SIP domain
7 https://meet.contoso.com/meet contoso.com
7 https://meet.fabrikam.com fabrikam.com Rermove
URL

Administrative access URL: v
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Figure 10-12: Simple URL's Using Option 3
e Edit Properties -[ax]

SIP domain Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration, The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change 2 Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted.

Central Management
Server

Phone access URLs:

Simple URL
https://lync.contoso.com/dialin
Remove
Make Active Edit URL
Meeting URLs: =
Simple URL SIP domain

https://lync.contoso.com/acs-unified-commu  acs-unified-communicatio

https://lync.contoso.com/contoso.com/meet  contoso.com

https://lync.contoso.com/fabrikam.com/meet  fabrikam.com
Make Active Edit URL
Administrative access URL:

https://lync.contoso.com/admin
y

W

Warning: The Topology builder checks for conflicting URL’s. The Simple URL'’s
base component must be unique to the URL used for External Web Services on
the FE Pool, even though they will point to the same server within CLOUDBOND 365.

10.5.1.3 Using External Web Services
The External Web Services FQDN is a property of the Skype for Business Standard Edition

Front End servers pool.
» To use External Web Services:

1. Inthe Topology Builder, navigate to the server (Skype for Business Server 2015/Lync
Server 2013) Standard Edition server

2. Right-click, and select Edit Properties.
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Figure 10-14: The External Web Services URL must be unique from the Simple URL's
- (O -

Figure 10-13: Selecting the Standard Edition Front End Pool

3.
4,
5.

o

File Action Help

4 Lé Lync Server
4 ] Acs-2013
b [A Lync Server 2010
4 [ Lync Server 2013

4 [ Standard Edition Front End Servers
5 ACS-UC-FEACS-Unified-Commui

Lync Server 2013, Topology Builder

General

FQDN:
|Pvd addresses:

Features and functionality

[ Enterprise Edition Front End pools

[3 Director pools
[3 Mediation pools

Instant messaging (IM)
and presence:

Conferencing:

[ Persistent Chat pools

[ Edge pools

(L3 Trusted application servers
I [ Shared Compenents.

[ Branch sites

PSTN conferencing:

Enterprise Voice:

Assaciations
SQL Server store:

Archiving SQL Server
store:

Monitoring SQL Server
store:

File store:
Office Web Apps Server:
Edge pool {for medial:

ACS-UC-FEACS-Unified-Communications.net

Use all configured IPv4 addresses

Enabled

Enabled
Enabled
Enabled

ACS-UC-FE.ACS-Unified-Communications.nethric

ACS-UC-DC.ACS-Unified-Communications.net\Default

ACS-UC-DC.ACS-Unified-Communications.net\Default

WACS-UC-FEACS-Unified-Communications.netishare

Not associated

ACS-UC-Edge ACS-Unified-Communications.net (ACS-2013)

Note: To view the federation route, use the site property page.

Scroll down, or select Web Services from the left pane.
Modify the External Web Services FQDN as required.

Click OK.

i

Edit Properties

General

Resiliency

Mediation Server

Web services

Listening port defines the IIS configuration on servers in the pool and Published port reflects the
configuration of a load balancer, a reverse proxy, or a firewall.

After you make changes to the fully qualified domain name (FQDN) or listening ports, you must run

local Setup on all servers in the pool in order for these changes to take effect.

Internal web services

Listening ports: ™ HTTP: 80 HTTPS:
Published ports: * HTTP: 80 HTTPS:
External web services
FQDN: *

ewslync.conteso.com
Listening ports:* HTTP: 8080 HTTPS:
Published ports: * HTTP: 80 HTTPS:

Mediation Server

V| Collocated Mediation Server enabled

Collocated Mediation Server cannot be removed because it is being used by trunks in table below.

443

443

4443

443

v

[= [ I

Version 0.1

163

AudioCodes CloudBond X-UM Standard




P .
Q'OUd IOCOdeS Microsoft Office 365 X- UM with IP PBXs

10.5.1.4 Configuring Edge Services

The Edge Server configuration is a property of the Skype for Business Server\Lync Server
Edge pools.

» To configure Edge Services:

1. Inthe Topology Builder, navigate to the server (Skype for Business Server 2015/Lync
Server 2013 > Edge Pools.

2. Right-click and select Edit Properties.

Figure 10-15: Selecting the Edge Server from the Edge Pool
e Lync Server 2013, Topology Builder =iz -

File Action Help

4 B Lync Server — . B
4[] Acs-2013
» ClLync Server 2010
4 Eailync Server 3013 Internal server FQDN: ACS-UC-Edge.ACS-Unified-Communications.net
b @ Standard Edition Front End Servers Internal IPv4 address: 192.168.0.103
[ Enterprise Edition Front End pools Federation (port 5061):  Enabled
[ Director pools XMPP federation (port Enabled
(3 Mediation pools 5269):
[ Persistent Chat pools Internal Cenfiguration 4443 B
4 Eakdge pools Replication Port (HTTPS)
3 ACS-UC-Edge ACS-Unified-Comr
[ Trusted application servers
) [ Shared Components Next hop selection A
[ Branch sites
Next hop pool: ACS-UC-FE.ACS-Unified-Communications.net (ACS-2013)
External settings a

Access Edge service

FODN: sip.contoso.com
1Pv4 address: 10.253.2.165
Port: 5061
Protocol: s
< w > - ~

3. Scroll down, or select Edge Server Configuration from the left pane.

Figure 10-16: Edge Sever External Access FQDNs
i Edit Properties |;|£-

General External settings -
Next hop

Specify the external, fully qualified domain names (FQDNs) and ports for Access Edge, Web
Edge Server Conferencing Edge, and A/V Edge services. The combinations of FQDN and port must be unique.
configuration

[[] Enable separate FQDN and IP address for web conferencing and A/V
Enable IPv4 on external interface
[ Enable IPv6 on external interface
[ AV Edge service is NAT enabled

Access Edge service Ports
FQDN: *
sip.contoso.com 1 5061 (TLS)

IPv4 zddress:
192.168.254.103

IPv6 address:

‘Web Conferencing Edge service
FODN:

ntoso.com 2444 (TLS)

IPv4 address:

192.168.254.103

w
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4. Modify the service FQDNs' as required.
5. Click OK.

check box controls whether separate FQDN’s may be entered for each service. The

f Note: The Enable separate FQDN and IP Address for web conferencing and A/V
combination of FQDN and Port must be unique for each service.

10.5.1.5 Publishing Topology and Deploy

If you have made changes to the Skype for Business Topology, you will need to Publish
those changes to the Skype for Business Central Management Store (CMS), and then
Deploy those changes to both the FE and Edge servers.

10.5.1.5.1Publishing Topology

In Skype for Business Server\Lync Server Topology Builder make the required additions, like
additional sip domains or voice gateways for example and select Publish Topology... to
continue the installation:

Figure 10-17: Publishing the Topology - Actions

e Lync Server 2013, Topology Builder ILIE-
File Help

4 [ New Central Site... ,‘

4 Edit Properties...

New Topology...
R acs-unified-communications.net
Open Topology...

kd Not configured
Download Topology...
Save a copy of Topelogy As...
Publish Topology...
Install Database...
Merge Office Communications Server 2007 R2 Topology..
Remove Deplayment.. Active Simple URL
Help " hitpsy/dialinacs-unified- _
communications.net =
Meeting URLs: Active Simple URL SIP de
’ httpsi//meetacs-unified- acs-unit
communications.net commu
net
Administrative access Not configured
URL:
Central Management Server
Central Management Active Front End Si
S /  ACS-FE15.ACS-Unified-Communica  ACS-20

< [

-
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1. Continue the wizard by clicking Next.

Figure 10-18: Publishing the Topology

Publish the topology

In order for Lync Server 2013 to correctly route messages in your deployment, you must publish your
topology. Before you publish the topology, ensure that the following tasks have been completed:

* Avalidation check on the root node did not return any errors, ~

* A file share has been created for all file stores that you have configured in this topology.

+ All simple URLs have been defined.

* For Enterprise Edition Front End pools and Persistent Chat pools and for Maonitoring Servers and
Archiving Servers: All SCL Server stores are installed and accessible remotely, and firewall
exceptions for remote access to SOL Server are configured.

* For a single Standard Editicn server, the "Prepare first Standard Edition server” task was
completed.

* You are currently logged on as a SQL Server administrator (for example, as a member of the SQL
sysadmin role). |

* If you are removing a Front End pool, all users, common area phones, analog devices, application

rontart nhiacte and canfaranca diractonias havs haan ramouad from tha nnnl

When you are ready to proceed, click Next.

Back | | MNext | | Cancel

2. Click Next.

Figure 10-19: Select Central Management Server

Select Central Management Server

Only one Front End pool in the deployment can have a Central Management store. All pools use the same
Central Management store.

Select the Front End poal that will host the Central Management store:
ACS-UC-FEACS-Unified-Communications.net  ACS-2013

Back | | Mext | | Cancel
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3.

Click Next.

Figure 10-20: Create Databases

i Publish Topology

Create databases

The following dedicated databases are part of your topology. Some of the databases listed below have
not been created. If you have the appropriate permissions on the 5QL Server, you can create the
databases when you publish your topology. If you de not have the appropriate permissions, someane
with appropriate permissions can create the databases later.

Create the following databases during the publish process:
Site
AC5-2013

Stare

ACS-UC-DC.ACS-Unifie...

Database paths

Automatically determine database file locat...

Note: Only databases on dedicated SQL Servers can be installed from here. Databases on SQL servers that
are collocated with cther server components must be installed by running local setup on the machine,
Databases for Lync Server 2010 components must be installed by running Install-CsDatabase in the Lync

10. Configuring Certificates

Server 2010 Management Shell.

Note: This screen won'’t be displayed unless you are publishing a topology for the first

time.

4.

Click Finish.

Figure 10-21: Publishing the Topology Completes

<

Publish Topology

Publishing wizard complete

Your topology was successfully published.

To close the wizard, click Finish.

Step Status
g Publishing topology ... Success View Logs
" Downloading topology... Success
" Downloading global simple URL settings... Success
4 Updating role-based access control (RBAC) roles... Success
" Enabling topology.. Success

©

Fal
m
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10.5.1.5.2Running Deployment Wizard

The deployment wizard must be run on both the CloudBond 365 FE and Edge servers. The
deployment wizard will implement any changes from the newly published topology.

» To run the Deployment Wizard:

1.

Figure 10-22: Starting the Deployment Wizard

Lync Server
Management...

Windows
PowerShell

Task Manager

e

Intemet Explorer

Server Manager

Lync Server
Control Panel

L

SQL Server
Installation...

Computer

Control Panel

'FB(Q
Lyne Server
Topology Builder

ﬁ

SQL Server
Installation...

_ T

10.253.2.164

!

Lync Server
Deployment...

Sal Server
Configuration...

SQL Server Error
and Usage

Desktop

&

Administrative
Tools

Import and
Export Data (64...

Select Install or Update Lync Server System.

Figure 10-23: Skype for Business Deployment Wizard

2

—

Deplay

ol

Lync Server 2013 - Deployment Wizard

Lync Server 2013
Welcome to Lync Server deployment.

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Lync Server.

Help » v Complete

Install or Update Lync Server System

Install or update a Lync Server Server deployment member system,

This option installs Lync Server core components, and a lecal replica
configuration store,

Note: Before installing a server, you need to have a valid topology created
and published.

Help »

Prepare first Standard Edition server
Prepares a single Standard Edition server to
host Central Management Service.

Note: This task requires local administrator
rights. This task does not apply to Standard
Edition Servers that are not planned to host
the Central Management Service, or for

deployments that include Enterprise Edition.

Install Administrative Tools «
Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder,

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5R5) instances.

First Run Videos
Click to view getting started videos,

Documentation

Click to view the latest Lync Server
documentation online for deplayment,
planning, and operations.

Tools and Resources
Click to access tools and other resources

L0

v
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2. Select Setup or Remove Lync Server Components and then click Run Again.

Figure 10-24: Updating Skype for Business Components

= Lync Server 2013
* Welcome to Lync Server deployment.

canmlS B$lZ00 0

Deploy > Lync Server 2013 z
~
Step 1: Install Local Configuration Store m
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Companents based on the topalogy definition.
Prerequisites »
-

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topolegy definition.

Prerequisites »

Help » " Complete

Step 4: Start Services
Initiates a start request for all Lync Server services.
Note: This step does not verify that the services have actually started. To do se, launch the Services MMC tool
through the "Service Status® step in the Deployment UL

Prerequisites »

Help »

[ Back |[ et

[<]

3. Click Next.

Figure 10-25: Setup Server Components

@ Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definition.
This step may take several minutes.

4. Click Finish.
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Figure 10-26: Finishing the Wizard
" Set Up Lync Server Components )

\}) Executing Commands

TR ] 3L T A 1 1 R Y | s T S i
Checking prerequisite M55peech_SR_zh-HK_TELE...prerequisite satisfied.

Checking prerequisite M55peech_SR_zh-TW_TELE...prerequisite satisfied.

Checking prerequisite UcmaWorkflowRuntime..prerequisite satisfied.

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm:$false -Verbose -LocalDatabases -
Report "Ch\Users\Administrator ACSLync\AppData\Local\ Temp\ 1\Install-C5Database-[2013_07_04]
[13_25_20html"

Enabling new roles...

This step will configure services, apply permissions, create firewall rules, ete,

Executing PowerShell command: Enable-CSComputer -Confirm:$false -Verbose -Report "Ci\Users
“Administrator.ACSLync\AppData\Local\Temp\1\Enable-CSComputer-[2013_07_04][13_25_47Lhtml* |=

w

Task status: Completed.

bootstrap local machine |'| | View Log
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10.6

10.6.1

10.6.2

10.6.3

10.6.4

10.7

Obtaining and Deploying Certificates

There are generally four steps required to Obtain and Deploy certificates for CloudBond 365,
regardless of the certificate type and use.

B Generate a Certificate Request (CSR)

B Generate the Certificate (CER)

B Import the certificate (CER)

B Assign the certificate to a Skype for Business role.

Certificate Requests

Generating a private certificate for internal use can be easily accomplished with the Skype
for Business Certificate Wizards.

Generating a public certificate request is generally a manual and vendor specific process.

Generating a Certificate

A certificate is actually created by the Certificate Authority.

The process of generating an internal certificate from a certificate request on an internal CA
is usually fairly simple, quick, and can be automated.

The process of generating a public certificate from an vendor CA can be complex and time
consuming.

Importing the Certificate

Importing the certificate is a simple process through the Skype for Business Certificate
Wizard. The process for internal private certificates can be automated.

Importing a public certificate can also be performed through the Skype for Business
Certificate Wizard. You may also need to import a certificate chain.

Assigning a Certificate to a Skype for Business Role

This can easily be achieved from the Skype for Business Certificate Wizard.

Using an Internal Certificate Authority

If a public certificate for internal use is not available, then the easiest way of deploying a
resource appliance such as CloudBond 365, is by using internal certificates issued by the
enterprise Certificate Authority. These internal certificates are required for the frontend and
edge internal services.

Since all domain members in the enterprise forest automatically trust the enterprise forest
root CA, then using certificates issued by that CA will allow trust of the CloudBond 365
system.

See Section 10.12.3 on page 206 if an enterprise Certificate Authority is not available.

The CloudBond 365 System is deployed in a resource forest and domain. As the CloudBond
365 servers are not members of the corporate domain, there is no automatic trust of the
enterprise domain CA.

If the enterprise Exchange server is installed in the enterprise domain, you will also need to
establish trust between the Exchange server and CloudBond 365 using the method below.
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10.7.1 How to Trust the Enterprise Root CA

To trust the enterprise CA, its root certificate needs to be added to the “Trusted Root
Certification Authorities” environment on all three CloudBond 365 servers (CloudBond 365
Controller, Front-End server, and Edge). To install this root certificate, follow the stepsbelow.
After the CA Root certificate has been deployed to the members of the CloudBond 365
domain, a private certificate can be requested and assigned to each of the CloudBond 365
servers for the internal roles.

Note: Microsoft have recently introduced a new restriction to the certificate store. For a
certificate to be placed in the “Trusted Root Certificates”, it must now be a Self-Signed
certificate. Previously, any certificate could be stored here, including those from

delegated CA'’s further down a certificate chain.

of CloudBond 365, such as external users, federation, or external conferencing, and

f Note: Private Internal Certificates cannot be used for any external connectivity features
mobile clients. A public certificate is required for these features.
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10.7.1.1 Obtain the Enterprise Root Certificate

To get the enterprise root certificate, log on to the enterprise Certificate Authority server and
issue the following command from a command window:

certutil -ca.cert c:\EnterpriseRoot.cer

Figure 10-27: Obtaining the CA Root Certificate
Administrater: Command Prompt \;li-

icrosoft Windows [Uersion 6.2.92081
> 2812 Microsoft Corporation. All rights reserved.

H(lminish-atm-)ne}-tutil —ca.cert c::\EnterpriseRoot.cer
3 )

e :
————BEGIN CERTIFICATE
IIDrTCCApWgAw] BAgl QKZOKUQS 8grNApUSdUSn4bTANBykghk iG?wBBAQUFADBp
RHUEQYRCZIm12PyLGQBGRYDYZ9tHRchQYKCZIm12PyLGQBGHYHY29udG? hzEY
CgmSJonT8 ixkARKWCG1ludGY yhnFs MREwHQY DU QQDExZpbnR1cmShhC1DTBSU
1NPLURDLUNBHB4HDTE"HDQ~ IDA1MT IB0FoR DT E4MDQ=MDA1Mj 1 BNl owaETMBEG
gn3JonT 8 ixkARKUWAZNuhTEXMBUGCgnS Jom] 8 ixkARKWB2ZNvbnRec28xGDAWBgod
kiaJk-1sZAEZFghphnR1cmS hbhDEf MBAGA 1UEAXMWaUSBZE JuY vt QBFOUEFITy1E
Qu1DQTCCAS IwDQY JKoZL hvcNAQEBBOADggEPADCCAQo CggEBALyPzMLnQ7icgBNc
¥ +YU /L?UM3U4e LDMP31FN? IS QG?HLUe 7 ihCtHpz 122 BLUE? 1pgxyuzPPmbf k+v
NNWN+0s5J jtC+nOX jDvu?PuGPMUNCOFO0gpZ3ub ie AupZ jZHuAxnG70k6 DxS Erad
0Z8xHcr?f RandB2 /Df b 4xF061zha 03gylVF45UZ56 yquBABhg t 28 G6 3uhPLHUY
w9 Ms +hZa2U GBOACE cBAVLY wtmkxHcb2xI xi5AF0XH Y2 P1YxkgHJHd1?/u~UP?DB
0Q40iE1LEY /SMDDu?ks hs4zHMs yu02Mc2cHoBe /9DcGhr30och+PBgzl3gtey
jgwh+1¥s CRuERHaNRHEBuCuYDURIPBRQDHgGGHRBGﬂlUdEuEB/uQFHHHBHfﬂuHQYD
ROOBBYEFJ6K7h10a4e@yQS tUy148nf DivBAMBAGCSs GAQQBy jcVARGDAGEAMABG
SqGSIh3IDGEBBQUAA4I BAQAC +i 1jbeHkjrc4nS1EVUvtdf ScugmSR2kuY FUBY +ul
(b5 xCt zwb RTW2ZEU OuwB~1 RCgCOT +¥ gMe Bm 1885 wunamNAs z 12vf +D7AYauZB jmQuFH
QNbt +zhGLwQOEY i Kgn 0ESpgb RoWKhCTg 1Yt yHpP +DFoRrSEPSWINEG / Fczkx 7?5 +g
4nhF73AEN jM7+wDBXB/npjLGHgJCCh J1dt82r+ddCoByCLif EMRJTZxK10 EOH4F
BW3ral63Kknu2 05 +Caggky +MAnP+AzPzRI pO/E1KNBTz ~pFzx2 1200w jRBBjil a8
PAKSUuu I ?A0rVUc pl+gOnrz0H zDRLhdH7S4FD8 y1Q1B
————END CERTIFICATE

ertlUtil: —ca.cert command completed successfully.

Users™Administrator?

B8 Windows Server 2012

10.7.1.2 Install the Enterprise Root Certificate on CloudBond 365

The procedure below describes how to install the Enterprise Root Certificate on CloudBond
365.

>

To install the Enterprise Root Certificate on CloudBond 365:

Copy the EnterpriseRoot.cer file from this server to the CloudBond 365 system and
perform the following steps to import the enterprise CA as a trusted authority:

Open the MMC utility on all CloudBond 365 Servers (Frontend, Edge, and Controller).
Click File > Add/Remove Snap-in.
Select Certificates > Add.

Figure 10-28: Install the Root Certificate — Add or Remove Snap-ins

=B Console - [Console Root] =0 x
& File Action View Faverites Window Help [-]&]x]
) = B[E
| Console Root || mame |[Actions
Add or Remove Snap-ins it -
ns

You can select snap-ns for this console from those avaiiable on your computer and configure the selected set of snap-ns. For
extensble snap-ns, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:
Snap-n Vendor ~ | Cansole Root Edit Extensions. ..
Microsoft Cor... (¥ Certificates (Local Computer)
i Active Directory Site... Microsoft Cor... Remove
] Active Directory Use... Micosoft Cor... |=
ActiveX Control Microsoft Cor...

2 ADs1 Edit Microsoft Cor...
(Eauthaczation Manager Microsoft Cor...

- Component oervices  Microsoft Cor...
& computer Maragem... Microsoft Cor...

= Device Manager Microsoft Cor...
{=9Dick Management  Migrosoft and...

£ ons Microsoft Cor...
@l Event Viewer Microsoft Cor...
Folder Microsoft Cor... | Advanced...
Desaription:
You can use the Active Directory Domains and Trusts snap-in to manage Active Directory domains and trusts. ‘
I
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5. Click the Computer account option.

Figure 10-29: Install the Root Certificate — Computer Account

Certificates snap-in

This snap-n will always manage cerificates for:
() My user account
() Service account

(®) Computer account

6. Select Local computer.

Figure 10-30: Select Computer
Select Computer -

Select the computer you want this snap4n to manage.
Thig snap-n will always manage:

(® Local computer: {the computer this consale is running on)

() Another computer: Brow

=]
I}
1]

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

7. Click Finish, and then click OK.
8. Right-click Trusted Root Certification Authorities > All Tasks and select Import.

Figure 10-31: Trusted Root Certificates
Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authoritiesh,... I;Ii-

File Action View Favorites Window Help !En
e« zF B8 0= H
| Console Root Issued To - Issued By Expirz| | Actions
Fl _,o)J Certificates (Local C|| (53] ACS-Unified-Communications-... ACS-Unified-Communications-A..  26/04; Certificates .
B[] Personal [ Baltimore CyberTrust Root Baltimore CyberTrust Root 13/05| More Act N
4 [7] Trusted Root Ce|| <] Class 2 Public Primary Certificat... Class 3 Public Primary Certificatio...  2/02/ ore Actions
= C . - i
) E—t Al Tasks » | Import... rimary Certificatio... 8/01/2
b - Eter - 47 Microsoft Corp. 31712
b - Inter = ' ) Ro.. Microsoft Authenticode(tm) Root...  1/01/2
= Irfte New Window from Here Microsoft Root Authority 3N/
l; - T:irr:— Mew Taskpad View... Auth... Microsoft Root Certificate Authori..  10/05
- Auth... Microsoft Root Certificate Authori..  24/06)
b ] Truste Refresh ’ -
- Auth... Microsoft Root Certificate Authori...  23/03)
I [ | Client Export List. i
p [ Remo P (c)97 ... NOLIABILITY ACCEPTED, ()97 V...  &/01/z
b : Certifi Help Thawte Timestamping CA 1701/
I | Smart Card Trus'
I | Trusted Devices
[+ [ | Web Hosting
< m > < m >

Contains actions that can be performed on the itern.
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9. Complete the Certificate Import Wizard.

Figure 10-32: Importing the Certificate

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

(®) Local Machine

To continue, dick Mext.

10. Specify the certificate file copied from the Enterprise CA.

Figure 10-33: Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\temp'EnterpriseRoot. cer | | Browse. ..

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

11. Click Finish.
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Figure 10-34: Completing Certificate Import Wizard

Certificate Store Selected by User
Content
File Name

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedfied the following settings:

Certificate

Trusted Root Certification Authorities

C:\temp'\EnterpriseRoot.cer

12. Click OK.

13. The Enterprise root certificate will now appear in the list of trusted root certificates.

Figure 10-35: Successful Import

o The import was successful.

Figure 10-36: Trusted Root Certificates

@ File Action View

Favorites Window Help

PN EEEEN =

| Console Root

4 [G¥ Certificates (Local C
b | Personal
4 || Trusted Root Ce
I+ [ ] Enterprise Trust
b [ Intermediate Ce
B[] Trusted Publishe
B[] Untrusted Certifi

—_ —

lssued To -

| ACS-Unified-Communications-...

[ Baltimore CyberTrust Root

|=5] Class 3 Public Primary Certificat...
| Class 3 Public Primary Certificat...
5] Copyright (c) 1997 Microsoft C...

|Zlinternal-CONTOS0-DC-CA

@ Microsoft Authenticode(tm) Ro...

=] Microsoft Root Authority

Issued By

ACS-Unified-Communications-A...

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.

internal-CONTOS0-DC-CA

Microsoft Authenticode(tm) Root...

Microsoft Root Authority

Expira
26/04
13/05,
2108/,
8014
N2
30/04,
1701/
312
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10.8

10.8.1

Skype for Business Certificate Wizards

Skype for Business includes a Certificate Wizard within the Skype for Business Deployment
wizard tool, which in some cases, can make the creation of Certificates and their deployment
easier, particularly for internal private certificates.

The Skype for Business Certificate Wizards:

B Generate Certificate Requests

B Send Certificate Requests to Certificate Authorities

B Import Certificates

B Assign Certificates to Skype for Business Roles
Skype for Business Roles supported by the Wizard include:
B Front End Internal Web Server Certificates

B Front End External Web Server Certificates

B Edge Server Internal Certificates

B Edge Server External Certificates

The certificate wizard must be run on both FE and Edge servers, and will create at least two
separate certificate requests, one or more for each of the servers, and typically one certificate
per role.

Certificates can only be assigned to roles running on the server where the Certificate Wizard
is run.

Note: It is possible to use a single public certificate for all 4 major Skype for Business
roles within CloudBond 365. It is not possible to generate a certificate request for such
a single public certificate using the Skype for Business Certificate wizard. However, it is
possible to use the Skype for Business Certificate Wizard to import such a certificate
and assign Skype for Business roles to that certificate.

Using the Certificate Wizards

The easiest way to generate a Certificate Request is to use the certificate wizards built in to
the Skype for Business Deployment Wizard. These certificate wizards can be used for both
internal CAs’ and sometimes public CAs’. They can generate separate requests for internal
and external certificates. The request summary page can also be used as a guide to the
required SAN entries when requesting certificates from a public CA.

10.8.1.1 Accessing the Certificate Wizard

1. Log on to the appropriate server (UC-FE or UC-Edge).
2. Start the Deployment Wizard.
3. SelectInstall or Update Skype for Business Server 2015/Lync Server 2013 System.
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Figure 10-37: Skype for Business Deployment Wizard

) Lync Server 2013 - Deployment Wizard -
,Lync Server 2013
"‘ 7| Welcome to Lync Server deployment.
Deploy 3
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server. Prepares a single Standard Edition server to
| host Central Management Service.
Help » g
& + Complets Note: This task requires local administrator
rights. This task does not apply to Standard
Install or Update Lync Server System Editicn Servers that are not planned to host
Install or update a Lync Server Server deployment member system. the Central Management Service, or for
This option installs Lync Server core compenents, and a local replica deployments that include Enterprise Edition.

configuration store.
Note: Before installing a server, you need to have a valid topology created
and published.

Install Administrative Tools "
Installs the Administrative Tools to the
current system.

Help » Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Manitoring Reports to selected SQL
Server Reporting Services (SSRS) instances.

First Run Videos
Click to view getting started videos.

Documentation

Click to view the latest Lync Server
documentation online for deployment,
planning, and operations,

Tools and Resources
Click to access tools and other resources

4. Click the Run Again button in Step 3: Request, Install or Assign Certificates.

v

Figure 10-38: Requesting a Certificate

& Lync Server 2013 - Deployment Wizard -
‘ ,Lync Server 2013
- Welcome to Lync Server deployment.

Deploy > Lync Server 2013 3

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition,

Prerequisites »

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »

You will see the Certificate Wizard screen similar to one of those below. Expand the Section
for the certificate you wish to work with, and select the roles.

B Front End — Server default and Internal Web Services
B Front End — External Web Services

B Edge - Internal

B Edge - External
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The OAuthTokenlssuer is used for Microsoft Exchange 2013 integration.

Figure 10-39: Front-End Certificate for Internal Use

&

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.
Certificate Friendly Name Expiration Date Location Request
0 ACS FE 1/07/2015 5:02:09 PM Local
# Default certificate v /07/:
¥ « ACS FE 1/07/2015 5:02:09 PM Local
Server default
Web services internal . ACS FE 1/07/2015 5:02:09 PM Local
L] Web services extemal N ACSFE 1/07/2015 5:02:09 PM Local
v OAuthTokenlssuer " ACSFEOQATI 1/07/2015 5:02:11 PM Local
< ] | [>
| Help | | Refresh | |Imporl Cerliﬁmte| |Pmcass Pending Certificates|
e ——

Figure 10-40: Edge Certificate for Internal Use

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location Request

“ Edge internal " ACSEdgelntv2 5/07/2015 11:56:59 AM Local
Assign

Edge internal “ ACSEdgelntv2 5/07/2015 11:56:39 AM Local _
Remove

v External Edge certificate (. o/  ACSEdgeExtv2 5/07/2013 11:57:22 AM Local

< [ | >

‘ Help | ‘ Refresh | ‘ImportCerti‘ﬁcate| ‘Pmcess Pending Certificates|
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10.9

10.9.1

10.9.2

Requesting New Internal Certificates

Once the root certificate is added to the trusted root authorities list, it is possible to request
new certificates for the CloudBond 365 system Front End and Edge internal roles, from the
Enterprise Certificate Authority.

Itis common practice to take root CAs’ offline, or place them in a secure network, to increase
the security and prevent fraudulent issue of certificates.

Enterprise CA Accessible

If the Enterprise Certification Authority can be accessed online, the preferred way will be
“Send the request immediately to an online certification authority”. Doing so combines and
automates part of the certificate request, generation, import, and assignment process.
Requesting a certificate online will result in a window where the name of the enterprise
certificate authority can be entered and an automated certificate request processed. The
format of a default CA server common name is:

<computername>.<FQDN>\<netbios domain name>-<computername>-CA
(Example: contoso-DC.internal.contoso.com\contoso-contoso-dc—-CA)

Note: Consult the Enterprise domain administrator for the CA name if required.

Enterprise CA Not Accessible

If the Enterprise Certification Authority is not accessible directly, or you are obtaining a
certificate from a public CA, similar steps to those of the wizard below can be used to
generate a certificate request file. The request file must be supplied to a Certificate Authority,
a certificate generated, and the resulting certificate imported into the Skype for Business
Certificate Wizard.

Note: Skype for Business introduced a new Authorization method for server to server
communications. This includes a new certificate requirement for an OAuth certificate on
the Skype for Business Front End server. This OAuth certificate is only used for
communicating with Exchange 2013 and SharePoint 2013, and can also be used with
Office 365.
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10.9.3 Requesting Certificates (CA Accessible)

10.9.3.1 Generating the Certificate Request

1. Start the Deployment Wizard.
2. Select Install or Update Lync Server System.

Figure 10-41: Deployment Wizard

2 Lync Server 2013 - Deployment Wizard -
,Lync Server 2013
"‘ | Welcome to Lync Server deployment.
Deploy 3
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server. Prepares a single Standard Edition server to

host Central Management Service.

P +/ Complete Note: This task requires local administrator
rights. This task does not apply to Standard
Install or Update Lync Server System Editicn Servers that are not planned to host
Install or update a Lync Server Server deployment member system. the Central Management Service, or for
This option installs Lync Server core compenents, and a local replica deployments that include Enterprise Edition.

configuration store.
Note: Before installing a server, you need to have a valid topology created
and published.

Install Administrative Tools
Installs the Administrative Tools to the
current system.

Help » Your deployment requires at least one
installation of the Topology Builder,

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (SSRS) instances,

First Run Videos
Click to view getting started videos.

Documentation

Click to view the latest Lync Server
documentation online for deployment,
planning, and operations,

Tools and Resources
Click to access tools and other resources

Exit

3. Click the Run Again button in Step 3: Request, Install or Assign Certificates.

Figure 10-42: Requesting a Certificate
2 Lync Server 2013 - Deployment Wizard -

Lync Server 2013
*ﬁ Welcome to Lync Server deployment.

Deploy > Lync Server 2013

> |t

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help » + Complete

Step 2: Setup or R Lync Server Comp
Install and activate, or deactivate and uninstall Lync Server Companents based on the topology definition.

Prerequisites »

Help » + Complete

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »
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4.

Expand the Default Certificate and ensure the appropriate roles are selected. Click

Request.

Figure 10-43: Front-End Certificate for Internal Use

e

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

"  ACSFEOATI

Certificate Friendly Name Expiration Date Location Request
A Default certificate « ACSFE 1/07/2015 5:02:09 PM Local [
¥ « ACS FE 1/07/2015 5:02:09 PM Local
Server default
Web services internal Al ACS FE 1/07/2015 3:02:09 PM Local
L] Web services external S ACSFE 1/07/2015 5:02:09 PM Local
~ OAuthTokenlssuer 1/07/2015 5:02:11 PM Local

<] [

| Help | | Refresh | |ImporlCerliﬁmte| |Pmcass Pending Certificates|

Figure 10-44: Edge Certificate for Internal Use

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location
~ Edge internal kv ACSEdgelntv2 5/07/2015 11:56:59 AM Local
Edge intemal « ACSEdgelntv2 5/07/2015 11:56:59 AM Local
v External Edge certificate (pu o/ ACSEdgeExt2 5/07/2015 11:57:22 AM Local

[<] "

‘ Help | ‘ Refresh | |ImporlCerli‘ﬁcate| |Pmcass Pending Certificates|

Complete the Wizard.

Figure 10-45: Certificate Request

@ Certificate Request

Request a certificate for the Default certificate (Server default Web services i

I Web services

Lync Server usages,

Back | |

Next

| | Cancel
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6. Select Send the request immediately.

Figure 10-46: Delayed or Inmediate Requests

% Delayed or Immediate Requests

Do you want to prepare a certificate request to be sent later, or do you want to send it now to an cnline
certification authority?

) Send the request immediately to an online certification authority
() Prepare the request now, but send it later (offline certificate request)

o] [ e | [ o

7. Specify the Enterprise CA.

Figure 10-47: Creating Certificate Requests

a} Choose a Certification Authority (CA)

Select a certification authority to process your request. The Certificate Wizard will automatically import
the selected CA's certificate chain if necessary.

() Select a CA from the list detected in your environment,
| ACS-UC-DC.ACS-Unified-Communications.net\ACS-Unified-Communications-ACS-UC-DC-CA | |

(®) Specify another certification autharity.

contoso-de.internal.contoso.comcontoso-contoso-de-CA

o] [ [t
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8. Enter Enterprise Domain credentials.

Figure 10-48: Certification Authority Account

% Certification Authority Account

Specify alternate credentials for the certification authority.
User name:
administrator
Password:

sose ][ ten ][ Con

9. Click Next.

Figure 10-49: Specify Alternate Certificate Template

% Specify Alternate Certificate Template

By default a Lync Server certificate request will use the WebServer certificate template. To specify a
different certificate template, select the following check box.

[] Use al certificate plate for the selected certification authority
Certificate template name:

Note: The custom template must be installed on the certification authority (CA), and must meet the
requirements for Lync Server certificates.

The template name must be specified, which may differ from the template display name.

For details about custom certificate templates, see the product documentation.

o] [ e ] [ ot
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10. Enter a friendly name, and then click Next

Figure 10-50: Name and Security Settings

) Certificate Request

@ Name and Security Settings

Type a name for the new certificate. The name should be easy for you to refer to and remember,

MNote: The friendly name should not be confused with the subject name which will be determined

automatically based on the certificate's usages on this computer.

Friendly name:

ACSFE

Bit length:
[2048 [~]

[[] Mark the certificate’s private key as exportable

[

| | Next | | Cancel

11. Enter the organization details, and then click Next

Figure 10-51: Organization Information

& Certificate Request

@ Organization Information

Enter your organization's name and your organizational unit. This is typically the legal name of your

organization and the name of your division or department.
For more information, see the certification authority's website,

Organization:

Contoso

Organizational unit:

Contoso

o

| | MNext | | Cancel

12. Enter the Geographical information, and then click Next.
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Figure 10-52: Geographical Information

& Certificate Request -
@ Geographical Information
Country/Region:
| Australia |' |

State/Province:

Victoria

City/Locality:

Melbourne

State/Province and City/Locality must be completed. Official names cannot contain abbreviations.

| Back ‘ ‘ Next | | Cancel ‘

13. Take note of the generated Subject and SAN names. On the FE, they will match both
internal domain names of the server, as well as the Skype for Business simple URL'’s
for the SIP domains.

Figure 10-53: Subject Name / Subject Alternative Names

& Certificate Request -

@ Subject Name / Subject Alternative Names

The following will be automatically populated for the subject name and subject alternative name.

Subject name:

ACS-UC-FE.ACS-Unified-Communications.net

Subject alternative name:

ACS-UC-FEACS-Unified-Communications.net -

meet.contoso.com

Lyncdiscoverinternal.contoso.com
ewslync.contoso.com

Lvnecdiscover.contoso.com -

Back ‘ ‘ Next | | Cancel
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14. Enable any SIP domains, and then click Next

Figure 10-54: SIP Domain Setting on Subject Alternative Names
2 Certificate Request -

@ SIP Domain setting on Subject Alternative Names

If your deployment meets any of the following conditions, you may need additional subject alternative
names for each configured SIP domain:

» Your deployment uses automatic sign-in without DNS SRV configuration

» Your deployment performs strict domain matching

» Your deployment includes devices that run Lync Phone Edition

Configured SIP domains

contoso.com

Select one or more SIP domains for which a sip.<sipdomain> entry is to be added to the subject
alternative names list.

‘ Back || Next || Cancel |

15. Configure additional subject alternative names, and then click Next.

Figure 10-55: Configure Additional Subject Alternative Names
3 Certificate Request [x]

@ Configure Additional Subject Alternative Names

Specify any additional subject alternative names to be added to the existing list of subject alternative
names.

Back | | Next | ‘ Cancel

16. Click Next.
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Figure 10-56: Certificate Request Summary
& Certificate Request [x]

@ Certificate Request Summary

To generate a request with the following information, click Next.

Property Value ~

Certificate Use Server default, Web services
internal Web services external

Country/Region AU
State/Province  Victoria
City/Locality Melbourne
Friendly Mame ACSFE

Key Size 2048

Exportable False

Crganization Contoso -
Back ‘ | Next | | Cancel

10.9.3.2 Generating and Installing the Certificate

The certificate request is sent to the nominated CA, where a matching Certificate is
generated. The Certificate is returned to the requestor and imported automatically as part of
the process.

Figure 10-57: Executing Commands
) Certificate Request [ x]

@ Executing Commands

I I YN T 3 i T3 A i G i e § e
CSCertificate-9e4a876a-eedb-4edd-9039-539458a9f2d 7 xml",

Create a certificate request based on Lync Server configuration for this computer.

Issued thumbprint "757522E951369F39D60DGE3973ACCTEIS35FEDDEE" for use

"Default WebServicesinternal WebServicesExternal" by "contoso-DC.internal contoso.com\contoso-
CONTOSO-DC-CA™

Mo changes were made to the Central Management Store.

Creating new log file "C:\Users\Administrator. ACSLync\AppData\Local\Temp\1\Request-
CSCertificate-[2013_05_01][15_20_03].html".

"Request-CSCertificate” processing has completed successfully.

Detailed results can be found at *C:\Users\Administrator. ACSLync\AppData‘Local\Temp\1\Request-
CSCertificate-[2013_05_01][15_20_03].html".

Task status: Completed.

Fequest{:ertificate "| | View Log

Back Next Cance

The certificate has now been generated and imported into the server certificate store.

10.9.3.3 Assign the Certificate to a Skype for Business Role

1.  Ensure Assign this certificate to Skype for Business certificate usages is selected
for the wizard to continue.
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Figure 10-58: Online Certificate Request Status
& Certificate Request -

@ Online Certificate Request Status

A certificate with thumbprint 757522E951369F39D6D6E3973ACCTEI335FBDDGE has been added to the
local certificate store.

Assign this certificate to Lync Server certificate usages.

Note: If you choose not to assign the certificate now, you can assign it at a later time by using the Assign
task in the Certificates wizard.

View Certificate Details|

2. Continue the wizard to automatically assign the certificate to the Skype for Business
roles on the server.

Figure 10-59: Certificate Assignment
& Certificate Assignment -

@ Certificate Assignment

Assign the returned certificate to the Lync Server usages on this server.

View Certificate Details|

Back Next | | Cancel
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Figure 10-60: Executing Commands
& Certificate Assignment -

@ Executing Commands

I Y I 1 A T G TN VN S r g T 1S L e T
Default: 757522E951369F39D6D6E3973ACCTEYS35F8DD6E ACS-UC-FEACS-Unified-
Communicatiens.net 05/01/2015 CN=contoso-CONTOSO-DC-CA, DC=intemnal, DC=contoso,
DC=com 72000000044A230E821BASECE3000000000004

The following certificate was assigned for the type "WebServicesinternal™

WebServicesinternal: 757522E951369F30D6D6E3973ACCTEIS35FBDDGE ACS-UC-FEACS-Unified-
Communicatiens.net 05/01/2015 CN=contoso-CONTOSO-DC-CA, DC=internal, DC=contoso,
DC=com 72000000044A230E821BASECE3000000000004

The following certificate was assigned for the type "WebServicesExternal™

WebServicesExternal: 757522E951369F39D6D6E3973ACCTEIS35FBDDGE ACS-UC-FEACS-Unified-
Communicatiens.net 05/01/2015 CN=contoso-CONTOSO-DC-CA, DC=internal, DC=contoso,
DC=com 72000000044A230E821BASECE3000000000004

Task status: Completed.

iﬁssign Certificate |'| | View Log

3. Repeat the above steps on the CloudBond 365 Edge server internal network to assign
an Enterprise CA certificate.

10.9.4 Requesting Certificates (CA is Not Available)

This section describes how to request certificates when the CA is not available.

10.9.4.1 Generating the Certificate Request

If the Enterprise Certificate Authority is not available, or a public certificate is to be used, the
steps for producing a certificate request, generating the certificate, and then importing and
assigning the certificate are shown below. The examples are for the CloudBond 365 Edge
internal certificate.

Many of these steps are similar to the previous wizard for requesting a certificate.

To generate the Certificate Request:

Start the Skype for Business Deployment Wizard.

Select Install or Update Skype for Business Server 2015\Lync Server 2013 System.
Click the Run Again button in Step 3: Request, Install or Assign Certificates.

Click Request and complete the wizard.

o=V

Select Prepare the request now, however send itlater.
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Figure 10-61: Delayed or Inmediate Requests

@ Delayed or Immediate Requests

Do you want to prepare a certificate request to be sent later, or do you want to send it now to an online
certification authority?

() Send the request immediately to an online certification authority

(@) Prepare the request now, but send it later (offline certificate request)

6. Specify a file name to store the certificate request.

Figure 10-62: Certificate Request File

% Certificate Request File

Specify the full path and file name of the certificate signing request (C5R) file that you want to create.

File name:

Chtemp\ACSedgeintreq.csrreq
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Figure 10-63: Name and Security Settings
2 Certificate Request [x]

@ Name and Security Settings

Type a name for the new certificate. The name should be easy for you to refer to and remember.

Note: The friendly name should not be confused with the subject name which will be determined
automatically based on the certificate’s usages on this computer.

Friendly name:
ACSEdgelnt

Bit length:
[ 2048 [~]

[] Mark the certificate’s private key as exportable

Back | | Next | | Cancel

7. Enter organization details.

8. Take note of the generated Subject and SAN names On the FE, they will match both
internal domain names of the server, as well as the Skype for Business simple URL'’s
for the SIP domains.

9. Enable any SIP domains.
10. The wizard will complete, generating a certificate requestfile.

10.9.4.2 Generating the Certificate

The procedure below describes how to generate the certificate.

» To generate the certificate:

1. Copy the Certificate Signing Request File that was just created to the enterprise
Certification Authority server and start the Certificate Authority management console.

2. Right-click the server and select All Tasks -> Submit new request.

Figure 10-64: Manually Generating a Certificate — All Tasks

= certsrv - [Certification Authority (Localj\contoso-CONTOSO-DC-CA] = | o
File Action View Help

o 5 ECd H »w
L) Certification Authority (Local) H MName

blgg contoso-CONTOSC All Tasks 3 Start Service

View » Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties Restore CA...
Help Renew CA Certificate...

Contains actions that can be performed on the item.
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3. Open the request file and click Open.
Figure 10-65: Manually Generating a Certificate
Open Request File -
1 | . <« Local Disk (C:) » Temp W Cf| | Search Temp =) |
Organize v  New folder == - [ @
‘¢ Favorites -~ Mame - Date modified Type
B Desktop || ACSedgeintreq.csr.req 1/05/2013 3:36 PM REQC File
4 Downloads
| Recentplaces | =
7 Libraries
3 Documents
J“. Music
=l Pictures
B videos
vl < m >
File name: || v| |Reque5t Files (*.req; *.bet; *.cmic v|
| Open | | Cancel |
4. A similar window appears to save the requested certificate.

Figure 10-66: Manually Generating a Certificate — Save Request

Save Certificate -
+ | .« Local Disk (C:) » Temp v | Search Temp ] |
Organize *  New folder = - @
ry
~ Mame Date modified Type
i Libraries
"'_a_ | ACSEdgelnt 1/05/2013 3:39 PM Security (
j Documents
,J'. Music
= Pictures _
B Videos -
18 Computer
v« m >
File name: | ACSEdgelnt v
Save as type: | X.5309 Certificate (".cer; *.crt; *.der) W
+ Hide Folders | Save | | Cancel

10.9.4.3 Installing the Certificate on the CloudBond 365 Server

The procedure below describes how to install the certificate on the CloudBond 365 Server.

> To install the certificate on the CloudBond 365 Server:

1.

2.
the just created Certificate file.

Copy the generated .cer file back to the CloudBond 365 system.
In the Skype for Business Certificate Wizard, select Import Certificate to import
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Figure 10-67: Certificate Wizard

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Friendly Name Expiration Date Location
26/04/2015 2:57:10 PM Local

Certificate
~ Edge internal " Edge-int
Edge-Ext 26/04/2015 2:57:28 PM Multiple

Edge-Ext 26,/04/2013 2:37:28 PM Local
26/04/2013 2:37:28 PM Local

“~ External Edge certificate (pL

SIP Access Edge external Al
Web conferencing Edge L] Edge-Ext
b EGE e N Edge-Ext 26/04/20152:57:28PM  Local
XmppServer

| | Refresh | |Import Cer‘ti‘ﬁcate| |Pmcess Pending Certiﬁcates|

3. Specify the certificate file copied from the CA, and then click Next.

Figure 10-68: Import Certificate

@ Import Certificate
Select Certificate file (.p7b .pfx .cer file)
ChternphACSEdgelnt.cer

[[] Certificate file contains certificate’s private key

Passwaord:

gack || Net || concel

4. Click Next.
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Figure 10-69: Import Certificate Summary

% Import Certificate Summary

To import the certificate to the local store, click Next.

Property Walue
File Mame ChtemphACSEdgelnt.cer
Contains Private  False
Key

Back ] [ Nex

| | Cancel

5. Click Finish.

Figure 10-70: Executing Commands

% Executing Commands

CSCertificate-[2013_05_01][15_57_13].html"
91b-48bc-b0d2-360ccdf89d99.xml"

Import the certificate response or read the certificate from file.
No changes were made to the Central Management Store.

[2013_05_01][15_57_13L.htmI".
"Import-CSCertificate™ processing has completed successfully.

CSCertificate-[2013_05_01][15_57_13L.html".

Task status: Completed.

LS e e e L L L B e e TR E S e —

R3mOt3Supp0rt -Verbose -Report "Ch\Users\Administrator\AppData'\Local\Temp\Import-

Creating new log file *C:\Users\Administrator\AppData\Local\Temp\Import-CSCertificate-70f9e7f-

Creating new log file *C:\Users\Administrator\AppData\Local\Temp\Import-CSCertificate-

Detailed results can be found at "C\Users\Administrator\AppData\Local\Temp\Import-

hmportCerti‘ﬁcate |'|| View Log |

gack || Finish

|| Cancel |
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10.9.4.4 Assign the Certificate to a Skype for Business Role

The imported certificate must now be assigned to a Skype for Business Role.

» To assign the Certificate to a Skype for Business Role:

1.  Once the certificate has been imported, highlight the Skype for Business role for the
certificate (Edge Internal) then select Assign.

Figure 10-71: Certificate Assignment
& Certificate Assignment =

@ Certificate Assignment

Assign a certificate for the Edge internal{Edge internal) Lync Server usages.

Back | Next | | Cancel

2. Select the certificate just imported to the certificate store.

Figure 10-72: Certificate Assignment — Certificate Store

& Certificate Assignment -
@ Certificate Store
Select a certificate from the local certificate store.
Friendly Mame Issued On Issued By -
ACSEdgelnt 1/05/2013 CMN=contoso-
3:51:19 PM CONTOS0-DC- =
CA, DC=internal,
DC=contoso,
DC=com
Edge-Ext 26/04/2013 CN=ACS-
2:57:28 PM Unified-
Communication
s-ACS-UC-DC-
CA, DC=ACS-
Unified- Y
View Certificate Details
Back | | Mext | | Cancel
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3. If your certificate does not appear in the list, then the certificate is not suitable for
assigning to the chosen roles.

4. Click Next.

Figure 10-73: Certificate Assignment Summary
& Certificate Assignment N

@ Certificate Assignment Summary

To assign the following certificate to the Lync Server usages listed, click Next.

Property Value
Friendly Mame ACSEdgelnt
Thumbprint TB26ESEEODE3ACTAEOAQSFDDI10
FADDGCSFEOOZD
Certificate Use Edge internal
Issue date 1/05/2013 3:51:19 PM

Expiration date  1/05/2015 3:51:19 PM

Subject Name ACS-UC-Edge ACS-Unified-
(SM) Communications.net

Back | | Mext | | Cancel

5. Click Finish.

Figure 10-74: Executing Commands
& Certificate Assignment [ x]

@ Executing Commands

> Assign Certificate

Set-CSCertificate -Type Internal -Thumbprint 7B26ESBEODE3ACTAEOADIFDD3 10FADDGCSFBOO3D -
Confirm:$false - Report "C:\Users\Administrator\AppData‘\Local\Temph\Set-CSCertificate-[2013_05_01]
[16_05_44].html*

The following certificate was assigned for the type "Internal™:

Internal: 7B26E5BBODG3ACTAEOADSFDD3I10FADDGCSFEO03D ACS-UC-Edge ACS-Unified-
Communications.net 05/01/2015 CN=contoso-CONTOS0-DC-CA, DC=internal, DC=contoso, DC=com
72000000070FDDAC2 DEFTOET 5000000000007

Task status: Completed.

I»C\ssign Certificate |'| | View Log

6. Click Close to close the certificate wizard, followed by exit to close the deployment
wizard.

7. Ensure the steps above have been performed for both the CloudBond 365 Frontend
and for the CloudBond 365 Edge server for the Edge internal certificate.
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10.10 Requesting External Certificates

Depending upon your chosen Public Certificate vendor, you may be able to provide
Certificate Request files in their application process. Many vendors however require you to
use their proprietary Certificate Request data entry tools.

Regardless of the vendors requirements, it is often useful to use the Skype for Business
Certificate Wizards to at least confirm the required contents of your public certificates. The
certificate wizards use the completed topology to generate certificate requests, and also to
install the certificate and assign it to roles within Skype for Business.

The certificate wizard must be run on both FE and Edge servers, and will create two separate
certificate requests, one for each of the servers.

Warning: You cannot create a request for the minimum SAN certificate using
the certificate wizard.

e The wizard, when run on the FE server will automatically include SAN entries for
LyncDiscover for each SIP domain.

e The wizard, when run on the Edge server, will automatically include SAN entries for
each SIP domain required for XMPP (PIC) integration unless specifically excluded.

The certificate requests cannot be combined into a single request.

Figure 10-75: Front-End certificate for External (Public) use via Reverse Proxy

) Certificate Wizard -
Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location

Multipl 1/07/2015 5:02:09 PM Local
# Default certificate vy ultiple /2015 acal
[ server de.fau\t 5 ACSFEW2 4/07/2015 1:28:35 PM Local

[[] Web services internal L] ACSFEW2 4/07/2015 1:28:35 PM Local

Web services external N ACSFE 1/07/2015 5:02:00 PM Local

v OQAuthTokenlssuer « ACSFEOATI 1/07/2015 5:02:11 PM Local

< " >

Help | | Refresh | |Impnrt Certificate| (Process Pending Certificates|

Figure 10-76: Edge Certificate for External (public) use

& Certificate Wizard -
Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.
Certificate Friendly Name Expiration Date Location
i 7/2015 11:56:
~ Edge internal & ACSEdgelntv2 5/07/2015 11:56:59 AM Lacal
A ACSEdgeExtv2 5/07/2015 11:57:22 AM Local
External Edge certificate (pL v g
SIP Access Edge external ACSEdgeExtv2 5/07/2015 11:57:22 AM Local
‘Web conferencing Edge « ACSEdgeExtv2 5/07/2015 11:57:22 AM Local
A/V Edge extemal N ACSEdgeExtv2 5/07/201511:57:22 AM  Local
[ XmppServer Y ACSEdgeExh2 5/07/2015 1157:22 AM  Lacal
€ m >
Help | ‘ Refresh ‘ |Imp0rt Certificate| Process Pending Certificates
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The process for creating certificate requests is detailed in the preceding sections.

Note: The process for creating certificate requests, importing certificates, and assigning
certificates to Skype for Business roles is similar for both Internal and External
certificates. The difference is which selections (roles) you chose on the first screen of

the Wizard.

Once your chosen Public Certificate vendor has supplied you with the requested certificates,
copy the certificate files to the Front End and Edge servers, then use the Skype for Business
Certificate Wizards to import the certificates, and assign them to Skype for Business Roles.

The process for importing and assigning certificates is detailed in the preceding sections.

10.11 Certificate Summary

Update: Public certificate authorities will no longer issue public certificates valid from 1 Nov
2015, which contain private DNS name spaces or reserved IP address ranges. Additionally,
any name or IP address entered in the Subject common name field must also appear as an
entry in the Subject Alternate Name (SAN) list. The intent is to depreciate the Subject
common name at some point in future.

The certificates listed in the following table are required to support the edge topology shown
in the Single Consolidated Edge Topology figure.

There are three certificates shown for the reverse proxy server to highlight the certificate
requirements for dedicated simple URLs (for example, https://dial-in.contoso.com).

For deployments that have a single pool or where multiple pools share the same dial-in
conferencing and meeting simple URLs, you could create a single publishing rule and
corresponding certificate.

For example, URLs defined in topology builder as lync.contoso.com/dialin and
lync.contoso.com/meet could share a single publishing rule and certificate with a subject
name of lync.contoso.com.

Note: The following table shows a second SIP entry in the subject alternative name list
for reference. For each SIP domain in your organization, you need a corresponding
! FQDN listed in the certificate subject alternative name list.

Table 10-1: Certificates Required for Single Consolidated Edge Topology

Component Subject Name Subject Alternative  Certification Enhanced key Comments
Name Entries/Order Authority (CA) usage (EKU)

Single access.contoso.com | webcon.contoso.co | Public Server* Assign to the
consolidated m sip.contoso.com following Edge
Edge sip.fabrikam.com Server roles:

External interface:
SIP Access Edge

Web Conferencing
Edge

A/V Edge
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Component Subject Name
Single Isedge.contoso.net
consolidated

Edge

Single Isedge.contoso.net
consolidated

Edge

Reverse Isrp.contoso.com
proxy

Next hop fe01.contoso.net (on
pool (on Front End)

Front End)

Subject Alternative
Name Entries/Order

N/A

N/A

Iswebext.contoso.co
m
dialin.contoso.com
meet.contoso.com

sip.contoso.com
sip.fabrikam.com
Isweb.contoso.net
Iswebext.contoso.co
m
admin.contoso.com
dialin.contoso.com
meet.contoso.com
fe01.contoso.net

Certification Comments

Authority (CA)

Enhanced key
usage (EKU)
Private Server Assign to the
following Edge

Server roles:

Internal interface:
Edge

Private Server Assign to the
following Edge

Server roles:

Internal interface:
Edge

Public Address Book
Service,
distribution group
expansion and
Skype for
Business IP

Device publishing

rules. Subject
alternative name
includes: External
Web

Services FQDN

Server

Dial-in
conferencing
Online meeting
publishing rule

Private Server Assign to the
following servers
and roles in the

next hop pool:
Front End 01

A

Note: Client EKU is required if public Internet connectivity with AOL is enabled.
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10.12 Setting Up a Certificate Authority

This section describes how to setup a certificate authority.

10.12.1 Setting Up a Certificate Authority on Windows Server 2003

» To set up a Certificate Authority on a Microsoft Windows Server 2003 edition:
1.  Open Add or Remove Programs in Windows Control Panel.

2. Select Add/Remove Windows components.

3. Select Certificate Services.

Figure 10-77: Windows Components

Windows Components Wizard

Windows Components
You can add or remove components of Windows,

To add or remove a component, click the checkbos. & shaded box means that only
part af the companent will be installed. To see what's included n a component, click
Detailz.

LCompaonents:

] = E-mail Services 11MB |
[ ¢&éFax Services 7.9 MB

[ G Indexing Service 0.0 B

[ 1 488 Internet Fxnlarer Fnbanced Seconbe Canfioration nnwp X

Dezcrption:  Installz a cerification autharity [CA) bo izzue cerbficates for uze with
public key security programs.

Total dizk zpace required: 0.3 B B |
Space available on dizk: 7R3 KB —

< Back I MHest » I Cancel | Helm |

4. Click Details and make sure that both the Certificate Services CA and the Certificate
Services Web Enrollment Support are enabled.

Figure 10-78: Certificate Services

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

B

[ Cerlificate Services CA I:I-H1E:!
v [88 Certificate Services Web Enroliment Support 1.4 MB

5. Click OK followed by Next to finish the installation.
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10.12.2 Setting up a Certificate Authority on Windows Server 2008

» To set up a Certificate Authority on a Microsoft Windows server 2008 or 2008R2
edition:

1.  Open Server Manager through Start -> All Programs -> Administrative Tools.

2. Select Roles, then Add Roles in the right screen of the Roles Summary section.

3. Follow the screens as shown below:

Figure 10-79: Before You Begin

Add Roles Wizard [ %]

‘ Before You Begin
\! g

This wizard helps you install roles on this server, You determine which roles to install based on the kasks you
wark this server to perform, such as sharing documents or hosting a Web site,

Setver Roles

Confirmation Before you cantinue, verify that:
Frogress + The Administrator account has a strong password

+ Nebwork settings, such as static IP addresses, are configured

Results + The latest security updates from Windows Update are installed

If wou have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Mext,

I Skip this page by default

< Preyious | Newk = I Install Cancel

4. Select Active Directory Certificate Services:

Figure 10-80: Introduction to Active Directory Certificate Services

l{r:’ Introduction to Active Directory Certificate Services

el iwe i Begin Active Directory Certilioate Services (AD C5)
f Atiws Daectory Certficate Services (AD OF) prowides the certificate infrastnachure 1o enable soenarcs such a5
senEe vireleds netaorhs, wrtusl prvate netvarks, Internet Protooal Securty (IP5ec), Network. Acteds

ISR - 1), i e o (55 w6 ke o

R Things to Mote
St Typs | Tha rame and doman debtirgd of b computer cannol be changed after & certificabe audhority (CA) had
CA Type Espors instaliodd. I you wank ko changs ithe tompiter runs, join 3 domain, or promebe s server bo 8
chomains coriroller, complebe thase changes Befure iratalieg the CA. For mors information, ses cortification

Firvate ey Eihirly famey.

Cryptogaphy Additional Information

ChMens Aitvn Dweciory Corbificate Services Creerviees

Certficabe Ragquest Hanecng o Certificption huthorty

i sbe Dot abosce Sertiation Authorty Paring
orirmation

< Frevions “ Neat > I I Cancel
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Figure 10-81: Select Server Roles

ﬁ] Select Server Roles

Before Fou Bagn Snc] ok i P e B0 Pl O, e deen

EXN bwicroton:
ADCS

o dgtees Deechany Corifoits Soreved
[ I 0902020 Sahstabaedmem
Fuie Serves wutterie ared relabed roe services
. Lative wachony e ston Services st aloww 7o [ Bt nd manage
St Tps Satiog Cirpchory Lightraght Deasctony Serviced certfcates used n & vanety of
A Tvpe Lt Dwartoy Baghas Marosesd Sarans o store,
Erivate iy Eppilc ption, Sarod
[P Servsr
Cryiagacn
T Ry Fas Serens
&
Certfosts Reguest -
Tl Nobvsork Policy and Acoes Sorvoes
Confrmation Frr Sarviced
A Tevrural Sevenes
i LA Services
Ref iy ‘winhs Serwer (1151
‘wirchorel Daglorrant Servicai
‘wiradowe. Serve Updats Servoes

s [ wets | | o |

5. Select the Certification Authority, the Certification Authority Web Enrolment as
well as the Online Responder.

Figure 10-82: Select Role Services

Add Roles Wizard B3

ﬁi Select Role Services

Before You Begin

Select the role services to install for Active Directory Certificate Services:

Server Roles Role services: Description:
AD CS [¥] Certification Authority Online Responder makes certificate
. revocation checking data accessible to
es {i C:rtlﬂ:atmn n:th:mty ‘Web Enrollment clients in complex network.
+| Online Responder environments,

SRS [] Metwork Device Enrollment Service

CA Type [] Certificate Enrollment Web Service

Private Key [] Certificate Enrollment Policy Weh Service

6. Select Enterprise.

Figure 10-83: Specify Setup Type

Add Roles Wizard [ <]
ﬁi Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Specify whether you want to set up an Enterprise or Standalone CA.
Server Roles
el o Enterprise
Role Services Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
= certificates.
Setup Ty
G € Standalone
Private Key Select this option if this CA does not use Directory Service data ko issue or manage certificates, &
standalone CA can be a member of a domain.
Cryptography
CA Name

Certificate Request

Cartifirate Nakahaca
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7. Select Root CA.

Figure 10-84: Specify CA Type

Add Roles Wizard

E%ﬂ Specify CA Type

Before You Begin

A combination of rook and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PEI). A root CA s a CA that issues its own self-signed certificate. & subordinate CA receives its certificate
Server Roles Fram another CA. Specify whether yvou want to set up a root or subordinate CA,

ADCS
Role Services & Root CA
Setup Type Select this option if you are installing the First or only certification authority in a public key infrastructure,

" Subardinate CA

Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
infrastructure.
Cryprography
4 Mame

8. Select Create a New Private Key.

Figure 10-85: Set Up Private Key

Befare You Beagin

To generate and issue certificates ta clients, a CA must have a private key. Specify whether you want ta
create a new private key or use an existing one.
Server Roles
e ¥ Create anew private key
Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security,
“fou will be asked to select a cryptographic service pravider and specify a key length for the private key.
Setup Type Toissue new certificates, you must alsa select a hash algorithm,

Ch Type

' Use existing private key

Use this option to ensure continuity with previously issued certificates when reinstalling a Ca.
Cryptography 5
CA Mamme
Validity Period

seils assariated private ey
vou fiave an e

ing certificate on this computer or IF you want boimport a
ke,

| Selert an existing private key amputer
Certificate Database Select this option if you hawve retained private keys from a previous installstion or want to use & private
ke from an-alternate source.

“web Server (1IS)

9. Use the default Cryptography, Common name and Distinguished name suffix in the next

two pages.
Figure 10-86: Configure Cryptography for CA
Add Roles ard
ig:_i Configure Cryptography for CA
Before You Begin Toarueamwwdem,mmhﬁwlxtawmup_,m
key length that are appropeiate for the intended use of the certificates that you issue. Selecting a higher
Server Roles value for key length will result in stronger security, but increase the time needed ko complets signing
ADCS operations.
Role Services
e Tope Select a cryphographic service provider (CSP): Key character hength:
[RSMI\'\cmsdt Software Key Storage Provider E‘ i
CA Type
Private Key Select the hash fior signing certificates issued by this CA:
shal A
mdz
CA Name md4
Walidity Period 7 | _;[:‘
Certificate Database
[ e vl otection featur ovided by the CSP (this ire administrator interacth
el o 1) o i aoions e gl iy = —
Role Services
Confirmation
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Figure 10-87: Configure CA Name

it'r Configure CA Name
o

Befoas in Bogn Tipab I & s Pt o bl i . Whis iy 1 e s o it el By i 5
name St vk are et omat oy genes abed Bk can b radfed.

Server Boles
s Common nare For thes Ch:

Role Senvces Jocshest LYNCRTM-CA

Setup Typs

Dtrgushed name suffic;
CA Trpa (O st D e
Frivabe Key
Cryptography

TN o oy

Valdy P O et AL YMCR TH-CA, D=t D=l
Cortife, abe Database

Confrmaton

10. Choose a Validity Period for the CA.

Figure 10-88: Set Validity Period

Add Roles Wizard [ %]
=
f S 2
|! Set Validity Period
Before You Bagin A certificate will be issued to this A to secure communications with other CAs and with clients requesting

certificates. The validity period of a CA certificate can be based on a number of Factars, including the intended

Server Roles purpose of the CA and security measures that vou have taken to secure the 4,
A0 CS

Rale Services Select validity period for the certificate generated for this Ca:

r_g |‘(ears i I

Setup Type
Ch Type Ch expiration Date:  1/26/2016 1:37 PM
Mote that C& will issue certificates walid only until its expiration date.
Private Key
Cryptagraphy

11. Keep the default data location.

Figure 10-89: Configure Certificate Database

Add Roles Wizard E
i%:ﬂ Configure Certificate Database
Eefore You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired

certificates. The database log can be used bo monitor management activity For a CA,
Server Roles

AD CS Certificate database location:
Role Services |ciiwindaws|systemaztCertlag Browse. . |
S ™| wee existing certificate database from previous installation st this [acation
ELlvps Certificate database log location:
HIEES LG iC:lWindnwslsystamSZ\Certhg Browse. . |
Cryptography
CA Mame

Walidity Period

12. IflIS roles are added by the Add Roles Wizard, accept those by clicking next and finish
the Wizard by clicking Install on the Confirmation page.
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Figure 10-90: Confirm Installation Selections
Add Roles Wizard

_ Confirm Installation Selections
Before You Begin ‘ . ‘
To install the following roles, role services, or features, click Install,
Server Roles
! 1warning, 1 informational messages below
ADCS -
Role Services { i This server might need to be restarted after the installation completes.
Setup Type ~ Active Directory Certificate Services
CA Type Certification Authority
Private Key /1, The name and domain settings of this computer cannot be changed after Certification Authority has
been installed.
Cryptography Ch Type : Enterprise Root
A Name CSP: RSA#Microsoft Software Key Storage Provider
Hash Algorithm : SHAL
Valicity Period Key Length : 2048
Certificate Database Allow CSP Interaction : Disabled
Certificate Yalidity Period : 1/26/2016 2:20 PM
Distinguished name : CN=0cshost-LYNCRTM-CA,DC=ocshost,DC=nl
Frogress Certificate Database Location : C:iwindowsisystem32\Certlog
Results Certificate Database Log Location :  C:\windows\system32\Certlog
Certification Authority Web Enrollment
Online Responder

Print, s-mail, or save this information

< Previous | fext > I Install I Cancel |

10.12.3 Setting Up a Certificate Authority on Windows Server 2012

» To set up a Certificate Authority on a Microsoft Windows server 2012:

1. Follow the screens as shown below:

Figure 10-91: Add Roles and Features Wizard
= Add Roles and Features Wizard - o0

DESTINATION SERVER

Before you begin Contoso-5C contosa com

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remaove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The mast current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default
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Figure 10-92: Select Installation Type

DESTINATION SERVER

Select installation type Contose-DC contasm com

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ MNext> | | instal | [ Cancel

Figure 10-93: Select Destination Server

DESTIMATION SERVER

Select destination server Contoso-DC contosa.com

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installaticn Type (®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Contoso

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
callection is still incomplete are not shown.

< Previous | ‘ Next » | ‘ Install | | Cancel
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2. Select Active Directory Certificate Services:

Figure 10-94: Select Server Roles

DESTINATION SERVER

Select server roles e D insnod eom

Select one or more roles to install on the selected server.

=t

Before You Begin

Installation Type Roles Description

Server Selection

|>

Active Directory Certificate Services
(AD CS) is used to create
Active Directory Domain Services (Installed) certification authorities and relzted

Features [ Active Directory Federation Services role services that allow you to issue

[ Active Directory Lightweight Directory Services am‘! ks ce_ert\ﬁcates usedina
variety of applications.

[ Active Directory Rights Management Services

[1 Application Server
[] DHCP Server
DNS Server (Installed)
[ Fax Server
b File And Storage Services (Installed)
[] Hyper-v
[ Network Policy and Access Services ||

[] Print and Document Services
[[] Remote Access
[] Remote Desktop Services

w

<Previous | | Nest> | | nstal | [ Cancel

3. Click Add Features.

Figure 10-95: Add Features that are Required

Add features that are required for Active Directary
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Rele Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)
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4.

Follow the instructions on the screens as shown below.

Figure 10-96: Select Features

10. Configuring Certificates

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
=
ADCs
Role Services

Confirmation

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Role Services

Confirmation

Select role services

Before You Begin
Installation Type
server Selection

Server Roles

Features
AD s

Web Server Role (II5)
Role Services

Confirmation

Active Directory Certificate Services

DESTINATION SERVER
Contoso-DC.internal.contoso.com

Select one or more features to install on the selected server,

Features Description
\NET Framework 3.5 combines the
power of the .NET Framework 2.0
b [M] .NET Framework 4.5 Features (Installed) APls with new technologies for
b [ Background Intelligent Transfer Service (BITS) = building applications that offer
[ Bitlocker Drive Encryption appealing user interfaces, protect
| your customers' persanal identity
[ Bitlocker Network Unlock information, enable seamless and
[[] BranchCache secure communication, and provide
] Client for NFS the ability to model a range of
o business processes.
[[] Data Center Bridging
[ Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[J Ink and Handwriting Services
[J Internet Printing Client
[ IP Address Management (IPAM) Server [ |
— e - . v
<[ w [ 12|
[[<Previous | [ mext> | | instan | [ cancel |

DESTINATION SERVER
Contoso-DC.internal.contosa.com

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, a domain, or promote this
server to a domain contraller, complete these changes before installing the CA. For more
information, see certification authority naming.

Active Directory Certificate Services Overview

[ <Previous | [ Mext> install | [ Cancel |

DESTINATION SERVER
Contoso-DC.internal.contoso.com

Select the role services to install for Active Directory Certificate Services

Role services Description

Online Responder makes certificate
revocation checking data accessible
to clients in complex network
enviranments.

Certification Authority

[ Certificate Enroliment Policy Web Service:
[ Certificate Enroliment Web Service
Certification Authority Web Enrollment
[J Network Device Enrollment Service

<Previous | | Next> | | nsal | [ Cancel
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5. Click Next.

Figure 10-97: Web Server Role (lIS)
Web Server Role (lIS) e e o o

‘Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IS) 8.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IS 8.0, ASP.NET, and Windows
‘Communication Foundation.

Before You Begin

Server Selection
Server Roles Things to note:
Features . . " .
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
ADCS server traffic, especially when there are multiple roles on this computer,
Role Services * The default installation for the Web Server (115) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IIS

<Previuus|‘ Next > ‘ | Install || Cancel

6. Click Next.

Figure 10-98: Select Role Services

DESTINATION SERVER

Select role services P s

Before You Bagin Select the role services to install for Web Server (IIS)

Installation Type Role services Description
Server sslection 1. Web Server provides support for
Server Rolas HTML Web sites and optional
Commen HTTP Features support for ASP.NET, ASP, and Web
Features Default Document = server extensions. You can use the
_ : Web Server to host an internal or

ADC5 Directory B

. g external Web site or to provide an

Role Services HTTP Errors | environment for developers to

Web Server Role (IIS) Static Content create Web-based applications.

HTTP Redirection
[] WebDAV Publishing
Health and Diagnostics
HTTP Logging

[ Custom Logging
Logging Tocls

[] ODBC Logging
Request Monitor

Confirmation

<] [T [

<Previous | [ Net> | [ instal | [ Cancel
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7. Click Install to complete the Wizard.

Figure 10-99: Confirm Installation Selection
[ Add Roles and Features Wizard - [a =

DESTINATION SERVER

Confirm installation selections Contore-DC imarmacontoso o

To install the following roles, role services, or features on selected server, click Install.

[} Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. I you do not want to install these optional features, click Previous to clear
their check boxes.

NET Framework 4.5 Features
ASP.NET 4.5
WCF Services
HTTP Activation

s X Active Directory Certificate Services
Cerication uthorty

Online Responder

Certification Authority Web Enroliment

Remote Server Administration Tools
Role Administration Tools v

Export configuration settings
Specify an alternate source path

10.12.3.1 Configure the Certificate Services

You must now configure the Active Directory Certificate Services for correct operation.
1. In the Server Manager, select AD CS.
2. Click More... in the top right corner.

Figure 10-100: Server Manager AD CS

=) Server Manager

Server Manager » AD CS

_ [E@ SERVERS

& Dashboard AR All servers | 1 total TASKS ¥

§ Local Server I Configuration required for Active Directory Certificate Services at CONTOSO-DC More.. X

§i All Servers 5 .y
Filter el B~ @~ O _
ServerMame  1Pv4 Address Manageability Last Update Windows Activation

CONTOSO-DC  10.253.2.161,192.168.0.10 Online - Performance counters not started 30/04/2013 3:10:22 PM  00183-80850-73807-AA1

WE File and Storage Servicas b

EVENTS
All events | 0 total TASKS ¥

s @~ @~ v

Server Name ID  Severity Source Log Date and Time

& e e
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3.

)

Figure 10-101: Server Manager AD CS - Servers

Server Manager

Server Manager *» AD CS

D

ashboard

i Local Server

i Al Servers

ADCS

§ ADDS
2 DNs

WE File and Storage Services b

@ SERVERS
EII All servers | 1 total

Click Configure Active Directory Certificate Services... in the action column

TASKS ¥

. Configuration required for Active Directory Certificate Services at CONTOSO-DC

More. x

ServerName | P4 Address Manageability Last Update

CONTOSO-DC  10.25:

Windows Activation

161,192.168.0.10 Online - Performance counters not started 30/04/2013 3:10:22 PM 00183-80850-73807-AA1

EVENTS
All events | 0 total

TASKS ¥

Server Name ID Severity Source Log Date and Time

o

e e

|R5 w '(b EaN PIJ.I‘3

4.

Follow the instructions on the screens below.

Figure 10-102: AD CS Configuration - Credentials

Role Services

Credentials

AD CS Configuration

BE |

DESTINATION SERVER

Specify credentials to configure role services

Contoso-DC.internal.contoso.com

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials: Contosc\Administrator

More about AD CS Server Roles

< Prev

Configure

Cancel
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5. Select Certification Authority, Web Enroliment, and Online Responder.

Figure 10-103: AD CS Configuration — Role Services

. DESTINATION SERVER
RO|E SerV|CeS Contoso-DCinternal.contoso.com

Credentials Select Role Services to configure

Setup Type Certification Authority
Certification Authority Web Enrollment

CA Type
. 1P Online Responder
RRVaLRay [ Network Device Enroliment Service
Cryptography [_] Certificate Enrollment Web Service
CA MName [[] Certificate Enrollment Policy Web Service

wvalidity Period
Certificate Database

Confirmation

More about AD CS Server Roles

| < Previous | ‘ Next » | ‘ Configure || Cancel

Figure 10-104: AD CS Configuration — Setup Type

DESTINATION SERVER
Setu p Type Contoso-DC.internal.contoso.com

Cradentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CA Type certificates.

Private Key
® Enterprise CA

Cryptogrphy Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

validity Period

O Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
cConfirmztion DS and can be used without a network connection (offline).

More about Setup Type

< Previous || Next > ‘ | Configure || Cancel
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Figure 10-105: AD CS Configuration — CA Type

DESTINATION SERVER

CA Type Contoso-DCinternal.contoso.com
Credentials Specify the type of the CA
Role Services
I Setup Type ‘When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA MName Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

validity Period

O Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

More about CA Type

| < Previous || Mext > | | Configure | ‘ Cancel

Figure 10-106: AD CS Configuration — Private Key

DESTINATION SERVER

P rivate Key Contoso-DC.internal.contoso.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Cryptograph
o () Use existing private key

CA hame Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

validity Period 0 Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to

X import a certificate and use its associated private key.

Confirmation

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an altemnate source.

More about Private Key

< Previous H Next > | | Configure || Cancel
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Figure 10-107: AD CS Configuration — Cryptography for CA

Credentials

Role Services

Setup Type
CA Type

Privats Kay

CA Name
Validity Period
Certificate Database

Confirmation

Cryptography for CA

Specify the cryptographic options

Select a cryptographic provider:

Contoso-DC.internal.contoso.com

DESTINATION SERVER

Key length:

[ Rsa#Microsoft Software Key Storage Provider [~]

(2018 ]

Select the hash algorithm for signing certificates issued by this CA:
SHA256 -]
SHA384
SHAS12

SHAT -
MDS [~

[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous | [ Next> |

| Configure || Cancel

Figure 10-108: AD CS Configuration — CA Name

CA Name

Cradantialz
Role Services
Setup Type
CA Type
Private Key

Cryptography

walidity Period
Certificate Database

Confirmation

DESTINATION SERVER

Contoso-DCinternal.contoso.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can

be modified.

Common name for this CA:

internal-CONTOSO-DC-CA

Distinguished name suffix:

DC=internal DC=contoso,DC=com

Preview of distinguished name:
CM=internal-CONTOSO-DC-CA,DC=internal, DC=contoso,DC=com

More about CA Name

<Previuus|‘ Next » |

‘ Configure H Cancel
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Figure 10-109: AD CS Configuration — Validity Period

DESTINATION SERVER

Va | \d |ty PeI’IOd Contoso-DC.internal.contoso.com
Cradentials Specify the validity pericd
Role Services
Setup Type Select the validity pericd for the certificate generated for this certification authority (CA): I
CA Type . L H
Private Key CA expiration Date: 30/04/2018 3:16:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Certificate Database

Confirmation

More about Validity Period

| < Previous || Next > ‘ | Configure || Cancel

Figure 10-110: AD CS Configuration — CA Database

DESTINATION SERVER

CA Database Contoso-DCinternal i
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CAType CAWindows\system32\Certlog
Private Key Certificate database log location:
Cryptography CAWindows\system32\Certlog
CA Mame

Validity Period

Confirmation

More about CA Database

< Previous. || MNext > | | Configure H Cancel
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6. Click Configure to complete the wizard.

Figure 10-111: AD CS Configuration - Confirmation

DESTINATION SERVER

Confirmation Contoso-DC.internal, P
Cradersialz To configure the following roles, role services, or features, click Configure.
Role services ~ Active Directory Certificate Services
Setup Type I
Certification Authority
CA Type ;
CA Type: Enterprise Root
Erivale Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA1
CA Name Key Length: 2048
Validity Peried Allow Administrator Interaction: Disabled
Certificate Validity Period: 30/04/2018 3:16:00 PM
Certificate Database ‘_! _I |.:a.a Sy e .-'Otif
Distinguished Name: CN=internal-CONTOS0-DC-
CA DC=internal, DC=contoso, DC=com
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log C\Windows\system32\CertLog I
Location:
< Previous ‘ | Next > | | Configure | | Cancel

7. Click Close.

Figure 10-112: AD CS Configuration - Results

DESTINATION SERVER
ReSU |t5 Contoso-DC.internal.contoso.com
The following roles, role services, or features were configured:
~ Active Directory Certificate Services
Certification Authority e Configuration succeeded
More about CA Configuration
Certification Authority Web Enroll 0 C ion succeeded
More about Web Enrollment Configuration
Online Responder a Configuration succeeded
More about OCSP Configuration
<Previcus | | Nest> | [ Glose || cancel
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11

11.1

11.1.1

Miscellaneous Actions

The following actions are described below:

Installing the Product License

Activating Windows

Running Windows Updates

Running Skype for Business Cumulative Update
Understanding CloudBond Support and Responsibility Program
Running Antivirus Application

Running the Skype for Business Deployment Wizard

Forwarding DNS Requests

Installing the Product License

X-UM Standard has two licenses — one for the CloudBond 365 and one for the X-UM
Connector. The CloudBond 365 uses an Enterprise License model i.e. a single CloudBond
365 license is used for one or more CloudBond 365 servers that are installed in the same
company domain and share the same Active Directory (AD). The Enterprise License will
store the total number of users of all CloudBond 365 servers that share the same AD.

The X-UM Standard License is per X-UM Connector server.

Both license are based on a unique “System ID” (Fingerprint) which is based on an AD fields.
The “System ID” key is available the first time you try to login to the CloudBond 365 using
the CloudBond 365 sysadmin.

For the X-UM Standard, you need to open the Swagger Web interface to obtain the ID.

Uploading the CloudBond 365 License

The procedure below describes how to upload the CloudBond 365 License.

» To upload the CloudBond 365 License:

Figure 11-1: Uploading License File to the CloudBond 365
e @ hitp://10.0.0.60/SysAdmin/License/ViewStartTrial

& 100060

To start your trial with this Lyne enviranment, a trial license is required.
Follow the documentation to obtain a license file and start the trial by uploading the license file.

Currant
Currant
Please u;

Upload license fils: Browse Upload

2016 9144123 PM
+ (UTC+01:00) Brussels, Copenhagen, Madrid, Paris
ystemlD to generate the license file: 5655dc43-8226-4ada-a5b1-eebbbScddazh

The “System ID” is also available in the CloudBond 365 management tool System
Configuration > Licensing Info page.

The first time a CloudBond 365 system is ordered for an enterprise the AudioCodes system
generated a unique “Product Key” that represents the customer enterprise system. The
Product key is sent to the customer/channel upon system ordering via email.
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To activate your CloudBond 365 system you will need both a “Product Key” and a “System
ID” (Fingerprint). Once you have both keys you can activate your product through
AudioCodes License Activation tool at http://www.audiocodes.com/swactivation.

An e-mail will subsequently be sent to you with your Product License.

11.1.2 Uploading the X-UM Standard License

The procedure below describes how to upload the X-UM Standard License.

» To upload the X-UM Standard License:

1. From the X-UM Standard open the browser and browse to
http://localhost:9999/swagger/.

2. To getthe System ID go to License > GET /License/machineld > Try it out!..

Figure 11-2: RestServer API

@ ‘nﬂp:/floca\nusl:ssasfswagger/docs/w ‘ ‘ap\_key | m
RestServer API

License Show/Hide | List Operations ~ Expand Operations
flicense/machineld Get machine ID that is used for creating a license

Response Class (Status 200)
string

R Content Type | application/: hd

Try it outt

flicense Get all licensed properties

i /license Applies new license. No restart required

flicense/usage Get current license usage

3. After clicking Try it out!" you will get the below page — the machine ID is the string mark
in yellow (without the quotes).

Figure 11-3: RestServer API - 2

e@\@ hitpy//localhost9999/swagger/uifine £ ~ G || @ swagger Ul ‘ ‘ T ey
RESLOEIVEL AFI

License Show/Mide | List Operations | Expand Operations
P pand Op:
Jlicense/machineld Get machine ID that is used for creating a license

Response Class (Status 200)
string

Response Content Type [applicationfjson ™/
Try it outl

Curl

curl -X GET --header 'Accept: application/json’ *http://localhost:3998/license/machineTd"

Request URL

http://localhost:9999/1icense/machineld

Response Body

"69231e174b45264cdabe 367d014961745157607 "

Response Code

200

Response Headers
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To upload the license go to License > POST /License.

5. Copy the license key to the licenseString edit box (Add quotes if your string don't include
one).

6. Click Try it outl.
7. Validate that the license is valid by going to License > POST /License.

11.2 Activating Windows

X-UM Standard is supplied with Windows 2012 R2 Standard Edition OEM licenses, with the
Microsoft Product License code stickers attached to the server hardware.

If you are performing a Bare Metal installation, or rebuilding an existing X-UM Standard
system, you may need to activate windows when the software installation is complete.

You will need to Activate the Host server, as well as each Virtual Machine.

To activate windows, you may start the Activation process by running slui.exe, or opening
the Sever Manager utility and clicking the Product ID field.

Note: Make sure your host server and all virtual machines have Internet access when
activating the Windows license.

The Windows activation key is a 25 character key available on the Windows license sticker
attached to the server and named 'Product Key' e.g., abcd-12345-efghi-6789-jkimn.

Each Windows 2012 R2 OEM sticker is allowed to activate one physical server (i.e., Host)
and two additional virtual machines running on the same physical sever.

Figure 11-4: Sticker Location

" Wincows ServerS202R2E b SysTeico? £SO

OEM Scftware
II LT T
NMMGM- YWBIC - DGV

IIIIIIIIHIIIIIIII|IIII||III|lI :

02524-026-007-676

Z\ R 2IY B (R Y H): Mult
AR S KCC-CMM-Aud- Me
HEHEI|E wexeldE:
HEAE: g g
HMZRH HZER: Audiocodes

#5: Mediant 800B g
##&: 100-240VAC, WZ 4A

MODEL:Mediant )
naonnnial AN/E1T1, uad 17/

The CloudBond 365 Standard+ Box Edition contains two Windows 2012 R2 OEM license
stickers that allows you to license the Host, FE and Edge servers with the first sticker product
key. The second sticker product key is for licensing the X-UM Connector server.
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Figure 11-5: Activation using Server Manager
Sarver Manager | = | = I

*  Server Manager * Local Server

TERP

Figure 11-6: Entering the Product Key

Note: It is recommended that you photograph or copy the Windows product key slickers

and save them in a safe place to be used in the future, for a system re-installation or if
your server is physically placed in a rack where it may be difficult to access the Windows

sticker during installation.
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11.3

A

Running Windows Updates

Microsoft periodically releases new hotfixes for the Windows operating system to solve
security issues and bug fixes.

It is recommended to follow the Microsoft recommendation and have your X-UM Standard
Windows operating system up-to-date with the latest hotfixes.

Refer to the Microsoft best practice guidelines regarding Windows Update:
https://technet.microsoft.com/en-us/library/dn518328.aspx

Note: If any unsupported or unapproved hotfix is found by the AudioCodes team,
AudioCodes will officially publish a Product Notice regarding this issue.

Windows Update settings should be modified to suit your requirements, or manually install
updates at a convenient time on all Windows Servers (Management server, Front End, and
Edge) installed as part of a X-UM Standard 365 system.

To manually install updates, open the Server Manager Utility, then select the Last Installed
Updates field.

Note: Ensure that DNS forwarding has been set correctly prior to attempting a Windows
Update. See Section 11.8 for more details.

Figure 11-7: Accessing Windows Updates
S Server Manager | = | = =

EVENTS
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Figure 11-8: Checking for New Updates

T |‘} » Control Panel » System and Security » Windows Update Y] G‘ | Search Control Panel o |

Control Panel Home

Check for updates
ange settings

View update history I m You're set to automatically download updates

Windows Update

Mo updates are available.
Restore hidden updates
Most recent check for updates: Never
Updates were installed: Mever
‘You receive updates: Managed by your system administrator
Check online for updates from Windows Update

See also

Installed Updates

Figure 11-9: Checking for New Updates

T |¢} »+ Control Panel » System and Security » Windows Update v C,| | Search Control Panel b ‘

Control Panel Home

Windows Update
Check for updates
Change settings
View update history m Checking for updates...
Restore hidden updates

Maost recent check for updates:  Never
Updates were installed: Never
You receive updates: Managed by your system administrator
Check online for updates from Windows Update

See also

Installed Updates
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Figure 11-10: New Updates Found
i3 Windows Update = I:'-

1 | @ » Control Panel » System and Security » Windows Update v 0| | Search Control Panel P |

(2]

Control Panel Home

Windows Update
Check for updates

Change settings )
You're set to automatically download updates

Wiew update history ’ z b
Restore hidden updates 60 important updates are

available

Maost recent check for updates:  Today at 10:08 AM
Updates were installed: MNever
You receive updates: Managed by your system administrator
Check online for updates from Microsoft Update

See also

Installed Updates

Figure 11-11: Selecting and Installing Update
oo Select updates to install = -

:(-j‘ - 7t |m <« Windows Update » Select updates to install v & | | Search Control Panel »p ‘

Select the updates you want to install

Name - Size ~ | Security Update for Micrasoft
Silverlight (1) ~ Silverlight (KB3056819)
Important (60) " " y—— = . . 3
Security Update for Microsoft Silverlight (KB30... 12.5 MB This security update to Sikverlight
M £ SOL S 2012 (2 e includes fixes outlined in KB
icresoft SQL Server 2012 (2) =| 3056819, This update is backward
Microsoft SOL Server 2012 Service Pack 2 (KB2..  1,0152 MB compatible with web applications
Security Update for SOL Server 2012 Service Pa., 1364 MB built using previous versions of
. Silverlight.
Visual Studio 2010 (4) -~
Security Update for Microsoft Visual Studio 20... 1.7 MB G220 RIS
Update for Microsoft Visual Studio 2010 Servic., 1.5 MB @ Update is ready to download

Update for Microsoft Visual Studio 2010 Servic.. 9.1 MB

Update for Microsoft Visual Studio 2010 Servic.. 6.6 MB

Windows Server 2012 R2 (32) ~
Cumulative Security Update for ActiveX Killbit... 33 KB

Cumulative Security Update for Internet Explor... 33.8 MB

Microsoft MET Framework 4.5.2 for Windows ... 71.6 MB

Rules Update for RRAS Best Practice Analyzerf... 372KB

Security Update for Microsoft NET Framewor.. 99 MB

Security Update for Microsoft NET Framewor.. 33 MB

Security Update for Microsoft NET Framewor.. 322 KB

Security Update for Micrasoft .NET Framewor...  35.3 MB

[¥] Security Update for Microsoft NET Frsmewor... 4.9 MB i

Total selected: 60 important updates (1,907.8 ME - 1,907.9 MB)

More information

Support information

Unless you wish to avoid a specific update, it is generally easiest to accept the default
selections and click Install.
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11.4

11.5

11.6

11.7

Skype for Business Cumulative Update

Microsoft periodically releases a Cumulative Update (CU) of fixes for the Skype for Business
different roles. AudioCodes periodically tests and verifies each released CU and publishes
its recommendation, whether or not a new CU is approved for the X-UM Standard system.

It is recommended not to install a CU on the X-UM Standard unless it has been approved by
AudioCodes.

CloudBond Support and Responsibility Program

The CloudBond 365 Support and Responsibility Program is based and defined in the
AudioCodes Partner Solution Support (APSS) program. For more information, refer to the
APSS-Policy.

Antivirus Application

No antivirus application is installed with X-UM Standard. To protect your X-UM Standard
system, it is advised to install an antivirus application. Make sure you install a Microsoft-
verified antivirus application for Skype for Business.

Antivirus applications may influence and degrade system performance. Refer to Microsoft

instructions for installing the antivirus application on Skype for Business severs at
https://technet.microsoft.com/en-us/library/mt629173.aspx.

Running the Skype for Business Deployment Wizard

Normally, the Software Install Wizard will perform all Skype for Business Deployment steps
for you automatically.

If creating a paired pool for resiliency purposes, this can only be done after the software
install has been completed. For Paired Pools, it is necessary to run the Skype for Business
Deployment wizard on each server, so that Topology Changes (paired pools) take effect.

To run the deployment wizard (on each FE and Edge server), locate the Skype for Business
Deployment Wizard on the Start menu, and open the Utility.
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Figure 11-12: Skype for Business Deployment Wizard

& Lync Server 2013 - Deployment Wizard X
,Lync Server 2013
Welcome to Lync Server deployment.
Deploy ‘3
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server. Prepares a single Standard Editicn server to
Help » hast Central Management Service.
Note: This task requires local administrator
rights, This task does not apply to Standard
Install or Update Lync Server System Edition Servers that are not planned to host
Install or update a Lync Server Server deployment member system. the Central Management Service, or for
This option installs Lync Server core components, and a local replica deployments that include Enterprise Edition.
G ‘uhiished 9 2 plls the Administrative Taols to the
P y Determining deployment state... :ntsystem. =
Help » [ deployment requires at least one i
Mlation of the Topology Builder.
Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.
First Run Videos
Click to view getting started videos.
Documentation
Click to view the latest Lync Server
documentation online for deployment,
planning, and operaticns.
Tools and Resources
Click to access tools and other resources X

Figure 11-13: Setup or Remove Components

B Lync Server 2013 - Deployment Wizard =
,Lync Server 2013
) Welcome to Lync Server deployment.
Deploy > Lync Server 2013 3
A
Step 1: Install Local Configuration Store I
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Companents based on the topology definition.
Prerequisites » 7
Help » | Rus =
| Determining deployment state... |
Step 3: Request, Install or Assign Certific
This step starts the Certificate Wizarorcroomcoromeoe regoestrorrocarsyzoormemistall, and assign certificates for
this system based on the topology definition.
Prerequisites
Help » Run
Step 4: Start Services
Initiates a start request for all Lync Server services,
MNote: This step does not verify that the services have actually started, To do so, launch the Services MMC tool
through the "Service Status” step in the Deployment Ul
Prerequisites »
Help » Rur
b
Back || Eat
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Figure 11-14: Updating the Skype for Business Deployment

@ Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definition.
This step may take several minutes.

Figure 11-15: Skype for Business Deployment Results

% Executing Commands

B T e T L R
Checking prerequisite M55peech_SR_zh-HK_TELE...prerequisite satisfied.

Checking prereqguisite M55peech_SR_zh-TW _TELE..prerequisite satisfied.

Checking prerequisite UcmaWaorkflowRuntime.. prerequisite satisfied.

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm: {false -Verbose -LocalDatabases -
Report "C\Users\Administrator.Hostlync\AppData‘\Local\Temp\Install-CSDatabase-[2015_07_25]
[11_01_32].htmI"

Enabling new roles...

This step will configure services, apply permissi create fi Il rules, ete.

Executing PowerShell command: Enable-CSComputer -Confirm:$false -Verbose -Report "C\Users
‘Administrator Hostlync\AppData\Local\Temp\Enable-CSComputer-[2015_07_25][11_01_38]. htm|* E

Task status: Completed.

huolslmpiocalmachine |V|| View Log |

Back || Fnish || cancel |

Configuration Note 228 Document #: LTRT-26791



Configuration Note 11. Miscellaneous Actions

11.8 Forwarding DNS Requests

The X-UM Standard controller (UC-DC) acts as the DNS master for the X-UM Standard
system. It can resolve all necessary DNS lookup requests within the X-UM Standard system.
However, the DNS server on UC-DC is unable to resolve external DNS requests by itself.
The DNS server must forward any unknown request to another, more authoritative DNS
server.

If following the Deployment Guide, and establishing a Forest Trust with your corporate
domain, DNS requests would normally be forwarded to the corporate DNS server as the
more authoritative server.

If you are deploying the X-UM Standard system in a standalone mode, with no forest trust,
DNS requests would normally be forwarded to the Internet (DNS specified by your ISP), as
the more authoritative server.

» To forward DNS requests:

1. Logon to UC-DC using Remote Desktop.
2. Open the Administrative Tools menu and select the DNS Management Console.

Figure 11-16: Start > Administrative Tools

P .
Administrator g

Status: Running =L

3. Right-click the DNS server name.
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Figure 11-17: DNS MMC Tool

= | E} = | Shorteut Tools | Application Tools Administrative Tools |_|_-_ =)
Home Share View Manage Manage W 0
T <« Gystern and Security » Administrative Tools » sl | Search Administrative Tools L |
S¥ Favorites Name - Date modified Type Size 2
B Desktop Terminal Services 2013 File folder
& Downloads B Active Directory Administrative Center Shertcut
1l Recent places 21 Active Directory Domains and Trusts Shortcut
B Active Directory Module for Windows Po... Shortcut
M This PC [ Active Directory Sites and Services Shortcut
ﬁ Active Directory Users and Computers Shortcut
€ Network 2 ADSI Edit Shartcut
[&] Certification Authority Shertcut
@a Component Services Shortcut
(@ Computer Management Shortcut
[k Defragment and Optimize Drives Shertcut
[, ons Shortcut
@_Event\ﬁ_ewer giﬁcltcut
(72 Group Policy Management Shortcut
Eg Internet Information Services (J15) 6.0 Ma... Shertcut
E Internet Information Services (I1S) Manager Shortcut
fak, i5CS! Initiator Shortcut
[# Local Security Policy Shortcut
ODBC Data Sources (32-bit) Shortcut
5 ODBC Data Sources (84-bit) Shortcut
IE_) Performance Monitor Shortcut
34items  1itemn selected 1.20KB

4. SelectProperties.
Figure 11-18: Setting DNS Server Properties
e DNS Manager \;‘i-
File Action View Help
L il XE = HE &8 E&
2 ons H Name
b5 UC-DC = E, Al nnlin 7anar

New Zo

Update

Launch

View

Delete
Refresh

Help

Configure a DNS Server...
Create Default Application Directory Partitions...

Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records

Clear Cache

All Tasks r

Export List...

Properties

NE...

Server Data Files

nslockup

Opens the properties dialog

box for the current selection.

5.

6. ClosetheD

NS mmc.

Select the Forwarders tab and add the IP address of the more authoritative DNS server

DNS requests from the X-UM Standard servers will now be passed to the X-UM Standard
Controller (UC-DC) as normal. If the request is for an external name, the UC-DC DNS server
will be unable to resolve the request, and will relay the request to the more authoritative DNS
server for resolution.
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A

Note: Failure to set DNS forwarding correctly will cause Windows Updates to fail.

Figure 11-19: Adding Corporate DNS to Forwarders

Debug Logaing
Interffaces |

Forwarders are DMS servers that this server can use to resolve DMS
queries for records that this server cannot resolve.

| Event Logging I Monitoring I Security
Forwarders | Advanced |  Root Hints

IP Address

fecO:0:0Fff::1
fec:0.0ff 2
fecO:0.0ff::3
152.168.0.10

Server FQDN
<Unable to resolve:
<lUnable to resolves=
<lUnable to resolve=
Contoso-DC

[#] Use root hirts if no forwarders are available

Mote: f conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

| | Cancel || oy || Help
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12 X-UM Connector Configuration

The procedure below describes how to configure the X-UM Connector by doing the following:
B Set the X-UM Connector configuration for customer environment.

B Create users in CloudBond 365 using the CloudBond 365 GUI — or use the life cycle
management capability to create the users automatically.

B Add users to X-UM Connector (manually for now)

12.1 Set X-UM Connector configuration

1. Connect to X-UM Connector server via remote desktop
2. Edit C:\Program Files\Audiocodes\XUMConnector\Config\System.config

3. The full list of available parameters + detailed explanation can be found in C:\Program
Files\Audiocodes\XUMConnector\Config\README-configuration

4. Below you can find the important parameters that in most of the installation the default
value must be change:

° outboundHost - The host or IP address for outbound connections — SBC/GW IP
e outboundPort - The port for outbound connections

B proxyListenPort - X-UM Connector listen port — You must open this port for
incoming traffic on the X-UM FireWall

o exchUmNumber - Number to dial to log to your Exchange UM mailbox (no need
to enter the mailbox number when dialing via this number via the X-UM
Connector)

e exchUmNOoPin - If true then no user PIN is required when dialing to Exchange
UM.

Note: For more information about the System Configuration file, read
C:\Program Files\AudioCodes\XUMConnector\Config\XUMConnectorConfiguration.rtf.

A Note: Make sure you restart the XM service after changing the config file.

12.2 Create Users in CloudBond 365

You need to create the users on CloudBond to be able to use the X-UM solution.

There is manual creation one or many via import and automatic via Lifecycle Management
that take the correct users from the Corporate AD.

For more information regarding working with the CloudBond Web Admin use the
LTRT-26319 CloudBond 365 and User Management Pack 365 Administration Guide Ver 7.6.
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12.3 Adding Users to X-UM Connector

The procedure below describes how to add users to X-UM server. The users must be
enabled for Skype Enterprise Voice. There are three options for managing the users:

N =Y

A

Manual procedure using a csv file
Active Directory Sync schedule script
REST API

to add users to X-UM Connector:

Connect to X-UM Connector server via remote desktop.
Edit the C:\Program Files\AudioCodes\XUMConnector \Users\users.csV file.

Note:
e Changes made to the file are immediately applied. There is no need to restart the
service.

e For X-UM HA, the users file must be on network storage and accessible for all X-
UM servers.

#

# This file contains the list of users for the application

# The file must be in CSV format with a header line containing
field 'SipUri' and 'Extension'

# SipUri must be the full SIP URI of the user to register, for
example 'sip:userl@example.org'

#

# The Extension field is used to map a phone extension
registration and its SIP URI.

# Multiple extensions per user are supported by separating
them with '|'. For example '4001 | 4002'.

# Sample file contents:

#

# SipUri,Extension

# sip:userl@example.net , 4001

#

# Empty lines, and lines beginning with '#' are ignored
#

SipUri, Extension
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» To run the Active Directory Sync script:

-—

Connect to X-UM Connector server via remote desktop.

2. Under C:\Program Files\Audiocodes\XUMConnector\UsersSync folder you can find the
AD sync files:

e ReadMe.txt — instruction how to set the AD sync

e  XumUsersSync.ps1 - This is the main powershell script, IT SHOULD NOT BE
MODIFIED.

e  Config.ps1.DIST - This is the default distribution configuration file.

e  XumUsersSync.bat - This is a batch file convenience wrapper for running the
synchronization script.

By default, synchronization is disabled (because it doesn't know the custom AD group

name).

To enable synchronization, Save Config.ps1.DIST as Config.ps1 and edit it as follows:

a. Change Enabled to $true (Enabled = $true)

b. Set GroupName to the AD group containing XUM users

c. Optional, set ExtensionAttribute to the attribute name containing the user
extension. In Powershell, run 'Get-ADUser <user> -Properties *' to view all user
property names and values.
Optional, Change CsvFilePath to CSV file path. By default it is the users.csv file
in users folder in installation directory, and usually should not be modified.

If using XUM HA then you must change it to the network shared CSV users file.

d. Optional, change XUM Windows task scheduler schedule as needed. By default,
it will run every night. The entry is under the "Audiocodes" folder in the task
scheduler.

3. Testing Synchronization:

It is possible to run the synchronization task immediately from the task scheduler (under
"Audiocodes" folder). This should generate a "log" directory and a log file in this directory
with details of the last synchronization results. Verify that the users CSV file is updated
accordingly.

12.3.1 Using REST API

You can manage users basic operations of Add, Delete, Edit user information using the
REST API. The REST API format can be displayed in the Swagger Web interface, where
you can view the API calls, parameters per APl and the format of the result.

By default REST API is block from external, to allow the REST API
from remote need to change it on the XUM configuration file.

Version 0.1 235 Microsoft Office 365 X- UM with IP PBXs



P .
Q'OUd IOCOdeS Microsoft Office 365 X- UM with IP PBXs

This page is intentionally left blank.

Configuration Note 236 Document #: LTRT-26791



Configuration Note 13. Configure the SBC in X-UM Solution

13 Configure the SBC in X-UM Solution

The telephony connection between the PBX/IP PBX or PSTN to X-UM Standard is done via
the SBC/gateway. In the example shown below, the PBX/IP PBX or PSTN is referred to as
IP-PBX, where "A" is an |IP-PBX extension or external number, and "B" is an IP PBX
extension. For detailed flows see 2.3Section 2.3 Call Flows.

The following scenario will go via the SBC:

13.1

"A" call "B" on the IP PBX, and call is forward to Exchange UM to leave a voice
message

In this scenario the SBC will route the call to the Meditation server running on the
Front End Server on the X-UM Standard.

SBC will have to manipulate the numbers to match the users numbers format.
"A" call to login to Exchange UM

In this scenario the SBC will route the call to the X-UM Connector.

X-UM will convert "A" to user SIP URI and will use it to login to the mailbox

SBC will have to manipulate the number to match the users numbers on the X-UM
Connector user file. In this flow by default the direct login without enter the mailbox
number and PIN.

Note: This scenario can be routed to the Meditation server instead of the special
Exchange login number. In this case, the Exchange will ask you to enter mailbox "A"
and the PIN.

MWI Interrogate (MWI Subscribe)

In this scenario, the IP PBX checks the MWI state per extension (its used most of the
time after phone/IP PBX reset) or if solicited MWI is used by IP PBX it is used to
subscribe for the MWI presence.

The SBC will route these messages to the X-UM Connector.

SBC will have to manipulate the number to match the users numbers defined in the X-
UM Connector user file.

MWI Notify

In this scenario the X-UM Connector send MW!I SIP Notify to IP PBX

The SBC will route these messages from X-UM Connector to IP PBX
SBC will have to manipulate the number to match IP PBX extensions.
X-UM Connector supports solicited MWI and unsolicited MWI.

Play on Phone

In this scenario the user can use the play- on phone feature on Exchange UM — when
the user wishes to listen to a voice message, they can replay the message on the
phone instead of using the computer.

In case the user enters the SIP URI or User Tel URI as a destination, the call will be
sent via the X-UM Connector to the SBC and to the IP PBX.

In case the user enters a non-user number, the call is sentvia the Mediation server to
the SBC and to the IP PBX.

The SBC needs to route these calls correctly.
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B Callback
One of the following scenarios:

e  The user logs into the mailbox and dials to the person who left the voice
message.

e  When calling to a user SIP URI or User Tel URI via the X-UM Connector to the
SBC and to the IP-PBX.

° In case, the user enters a non-user number, the call is sent via the Mediation
server to the SBC and then to the IP-PBX.

13.2 X-UM Connector SIP Interface

The X-UM SIP interface supports TCP only. The default listening port is 5070, however can
be changed via the Configuration file.

X-UM answers to SIP Option messages — the SBC can check that the X-UM connector is
up via the Option messages.

13.3 SBC Configuration Important points

The SBC must be set to work in Skype for Business according to SBC documentation (for
example: Handle refer locally, security settings). According to the above scenarios, set the
routing between the IP PBX and the X-UM Connector and Mediation server.

Number manipulation should be done according to the Skype user Tel URI and according to
the X-UM users file that holds phone numbers for mapping between SIP URI and IP PBX
phone numbers.
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14 Using X-UM Connector Debugging tools

This section describes the following X-UM Connector debugging tools:
m X-UM Log

B X-UM Connector Running in Console Mode
B Syslog

B OCS Logger and Wireshark

141 X-UM Log

The X-UM Connector writes logs to "C:\Program Files\Audiocodes\XUMConnector\log .

14.2 X-UM Connector Running in Console Mode

When you run X-UM Connector in Console mode, it will provide an online console
containing the log messages.

> To run the X-UM Connector in console mode:

1. Stop the AudioCodes XUM Connector service.
2. Search for 'Run XUMConnector' in Console mode and run it as the Administrator.
3

When you complete the debug, stop the console by pressing "q" and run the service
again.

14.3 Syslog

The X-UM Connector supports Syslog.

» To configure Syslog :

1. Connect to X-UM server using Remote Desktop.

2. Edit the C:\Program Files\AudioCodes\XUMConnector\Config\System.config file.
3. Add and configure the following parameters:

e syslogEnabled - Enables logging to the Syslog server. The default value is
'False’.

o syslogServer — Defines the Syslog server IP address.

Note: The syslogServer value must be an IPv4 address. Names are not allowed
because IPv6 is not supported. The default value is "127.0.0.1".

e syslogPort - Syslog server port DefaultValue = "514"
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14.4 OCS Logger and Wireshark

OCS Logger and Wireshark can be used to take traces of the SIP messages.
The tools can be found under C:\Program Files\AudioCodes\XUMConnector\Tools.
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15 Re-Image X-UM Standard

Sometime Re-Image of the the X-UM Standard system is required. Thisis done by using a
dedicated USB that comes with the product.

Refer to Section 11 in LTRT-26599 CloudBond 365 Installation Manual Ver 7.6. for detailed
instruction on how to Re-Image — this document is general for all CloudBond365 products,
the X-UM is based on the Standard Plus platform.

When the CB365 is ready, users must add an extra VM for the X-UM (in the next major
version CB365 uninstallation will create and set the X-UM Connector VM).

15.1 Download Latest Version

Download a clean Windows 2012R2 VHDX from:
https://s3.eu-central-1.amazonaws.com/downloads-
audiocodes/Download/AC_CCE VHDX.html

Unzip it to X-UM Standard host: 'D:\Hyper-V\Virtual Hard Disks' and rename it to xXUM

15.2 Create the X-UM Connector VM

1.  Open the Hyper-V Manager.
2. Right-click on UC-MGR (iree item); the following screen appears:

Figure 15-1: Hyper-V Manager

=
File Action View Help
&= 25 HE
= E tif_per-'v’ Manager
] YT\ =ECE- Ll ] — :
& | Mew b ;| %r‘tual Machine... |
Import Virtual Machine... I ard Disk... FL.I |
Hyper-V Settings... Floppy Disk...
Virtual Switch Manager... Running 1%
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3. Click New; and then select Virtual Machine; the following screen appears:

Figure 15-2: Before You Begin

This wizard helps you create a virtual machine. You can use virtual machines in place of physici
computers for 2 variety of uses, You can use this wizard to configure the virtual machine now,
you can change the configuration later using Hyper-V Manager,

il Hon To create a virtual machine, do one of the following:
Click Finish to create 3 virtual machine that is configured with default values
z . create 3 is wi valuss,
Configure Metworking » Click Next to create a virtual machine with a custom configuration.
Connect Virtusal Hard Disk
Installson Optinns
Summary

[[] Do not show this page agsin

CE

4. Click Next; the following screen appears:

Figure 15-3: Specify Name and Location

ﬁ/ Specify Name and Location

Before You Begin

Choose a name and location for this virtual machine.

L HELIVRE 0 O AN The name is displayed in Hyper-V Manager, We recommend that you use a name that helps you easly
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memary Name:  [xUmM |
Configure Networking You can create a folder or use an existing fokder to store the virtual machine, 1f you don't selecta
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Instalation Options [ Store the virtual machine in a different location
Summary Location: IC"“ WMicrosoft\Windows \Hyper-V\ l

/3, 1f you plan to take checkpoints of this virtual machine, select a location that has enough
space, Checkpoints indude virtual machine data and may require a large amount of space.

<previos | | Next> || Fmsh || cancel

In the 'Name' field, enter “XUM”.

Select the 'Store the virtual machine in a different location' check box.
Click Browse.

In the 'Location’ field, enter "d:\Hyper-V\".

Click Next.

© e N>
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Figure 15-4: Specify Name and Location

A

ﬁ Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Spedify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory MName: |><UM
Configure Networking ‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,
Summary [w] store the virtual machine in a different location
Location: |D:\.Hyper—\c"l] | | Browse...

& If you plan to take checkpoints of this virtual machine, select a location that has enough free
space, Checkpoints indude virtual machine data and may require a large amount of space.

| < Previous | | Mext = | | Finish | | Cancel

10. Click Next; the following screen appears:

Figure 15-5: Specify Generation

M Specify Generation

Before You Begn Choose the generation of this virtual machine,
Spedify Name and Location ® Generation 1
| Specify Generafion This virtual machine generation provides the same virtual hardware to the +
: M previous versions of Hyper-V,
Configure Networking () Generation 2
This virtual machine generation provides suppaet for features such as Seos
Egrmect Victi Han gk PXE boot using a standard network adapter, Guest operating systems must
Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary _ri-, Once a virtual machine has been reated, you cannot change its generatio

11. Click the Generation 1 option, and then click Next; the following screen appears:
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Figure 15-6: Assign Memory

m Assign Memory

Before You Begin Spedfy the amount of memory to allocate to this virtual machine. You can sped
o 5 : i
f el gmwmm ?wmwﬁ:wm*speufymumhmm
Py Seretaton Startup memory: | s144] MB
Assagn Memary
Use Memary for this virtual madhine.
el : | Dynamic ¥ wr
When you decide how much memory to assign to & virtual machine, conside
Eonnect Victisal Hard Diskc 0 use the virtual machine and the operating system that it vl rum. /
Installation Optiors
Summary

12. In the 'Startup memory' box, allocate 6144 MB to the machine, and then click Next; the
following screen appears:

Figure 15-7:Configure Networking

i
3

w Configure Networking

Before You Begn Each new virtual machine indudes a network adapter. You can configu
e virtusal switch, or it can remain disconnected,

Specify Generation Connection: |l'bt€nm=flnd

=

Configure Mebworking

Connect Virtual Hard Disk

| <Previos | [ Nedt> |

13. From the 'Connection’ drop-down list, select LAN; and then click Next.
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Figure 15-8:Connect Virtual Hard Disk

N e

m Connect Virtual Hard Disk

gefore You Begn A& virtual machine requires storsge so that you can Install an operating
Coaib N ol et storage now or configure it later by modifying the virtual machine’s prog
SpReiFi Genaration ) Create a virtual hard disk

: Use this option to create a YHOX dynamically expanding virtual hare
Configure Metwarking Mzms m,.mmdx

:: ormect Virbual Hard Disk w . IE:H_EPE"'V“-‘L-MWM \virtusal Hard Disks

SLmmary ’

Sime | _u?i GB (Maximum: 64 TB)

(@) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or

() attach a virtual hard dick later
Use this option to skip this step now and attach an existing victual b

14. Click the Use an existing virtual hard disk option.
15. In the 'Location' field, browse to D:\Hyper-V\Virtual Hard Disks\xUM.vhdx.
16. Click Next.

Figure 15-9:Completing the New Virtual Machine Wizard

iler
m Completing the New Virtual Machine Wizard

Before You Begn mmwmﬁjvmhbhwmbhdﬁ%dﬂwﬂwmaal
Specify Name and Location

Spacfy Generation s

Assign Memary Mame: M

configors Nek c Generation: Generation 1

Memary: Glaa M
| MNebworks  LAN
B Summary Hard Desk:  DiVyper-vivirtual Hard Disks UM, vhdx (VHDX, dynamically expanding)

Conmnect Virtual Hard Disk

To create the virtual machine and dose the wizard, dick Finish,

[iﬁm | Nextx |m
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17. Click Finish.

15.3 Configuring X-UM Connector VM

The procedure below describes how to configure the Virtual Machine.

» To configure the X-UM Connector Virtual Machine:
1. Start the Hyper-V Manager.

Figure 15-10:Hyper-V Manager

File  Action View Help

«=> == B

3 Hyper-V Manager

Ha uc-MGr Virtual Machines

Mame - State CPU Usage Assigned Memaory Uptime
§ Edge Running (174 8152 MB 2210258
§ EXUM-Connector Running 0% 6144 MB 2.21:06:41
§ Front-End Running 23% 12288 MB 221:04M
Elum Off
3 XUM-Scratch off

2. Right-click on 'xUM', and then select Settings.

Figure 15-11:Virtual Machines

Virtual Mac
‘Name - State CPUUsage  AssignedMemory |
3 Edge Running 0% 2192 ME [
3 EXUMConnector Aunning 0% 5144 MB [
3 Front-End Funning 18% 12288 ME [
g | Connect...

Seings..

3. From the 'Settings' drop-down list, select Processor.

Figure 15-12:Processor Settings

Boot from CD
S Memory

[0~ R O
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4. From the 'Hardware' drop-down list, modify the number of virtual processors to 4.

Figure 15-13:Number of Virtual Processors

UM v 4 » |G @ P
Hardware -
#l Add Hardware
& BIOS ‘fou can modify the number of virtual processors basy
Boot from CD the physical computer. You can also modify other res
B Memory Number of virtual processors: | 45
5144 M - =
£ B Processor Resource control |
4 Virtual processors You CAR LSe resalrce controls to balance resource
e . VWirtual machine reserve (percentage): i_

5. From the 'X-UM' drop-down list, select Automatic Start Action.

Figure 15-14:X-UM - Automatic Start Action

e BIoS
Boot from CD

BN Memory
2195 M3
= Processor
4 Virtual processors
= B IDE Controller 0
UM v hedx
= B IDE Controfer 1
§# DVD Drive
Pz
& scsi Controfler
= B Network Adapter
LaM
$comi
MNone
T com2
Maone
Il Diskette Drive
Mane
# Management

L] Mame

wi it
Integration Services
Some seryices offered

bl

& Checkpoint File Location
O Hyper-v i oL

d3 smart Paging File Location
D e e - gl M oI
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6. Select "Always start this virtual machine automatically”, In the 'Startup delay’ field, enter
"180" seconds , and then click OK.

Figure 15-15:X-UM - Automatic Start Action — Startup Delay

=L

=

Settings for Front-End on UC-MGR

| Front-End

v 4 b |G

% Hardware

¥ Automatic Start Action

’3; Add Hardware
i Firmware

Boot from File
Boot fro e

[ [emory
10240 MB
n Processor
4 Virtual processors
(= ¥ 5CSI Controller
= Hard Drive

&% DVD Drive

[ Network Adapter

LAN

2 Management

What do you want this virtual machine to do when the physical compt
() Mothing

) Automatically start if it was running when the service stopped

(®) Always start this virtual machine automatically

Automatic start delay
Spedify a startup delay to reduce resource contention between vir

Startup delay: seconds

|L| Name

|| Integration Services

ces offered

Some sery

13| Checkpoint File Location
D:\Hyper-ViF -End

’}m'-‘ Smart Paging File Location
D:\Hyper-V\Front-End

I¥ Automatic Start Action
Always start

I8) Automatic Stop Action

Save
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15.4 Starting the X-UM Connector Virtual Machine

» To Starting the X-UM Connector Virtual Machine:

1. On the Hyper-V Manager — Virtual Machines screen. right-click X-UM, and then select
Start.

Figure 15-16:X-UM — Start Settings

33 Hyper-V Manager

g4 UC-MGR Virtual Machines
| Mame = State CPU Usage Assigned Memory Uptime Status
3 Edge Rurring 0% g152 MB [Z:46:48
3 BXUMConnector Ruriring 0% El44 MB 02:50:31
3 Frort-End Rurning 15% 12288 MB 02:47:51
Connect...
Settings,..
L

2. Start the Virtual Machine, and then enter your local user name and password.
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15.5 Windows 2012R2 Server Role & Features

Validate that all the below 'Server Role' and 'Feature' are enable via the Server Manager
B  Server Role to enable:

e File and Storage Services — File and iSCSI Services — File Server

e File and Storage Services — Storage Services
B Feature to enable:

e .Net Framework 3.5 Feature - .Net Framework 3.5

e _Net Framework 4.5 Feature - .Net Framework 4.5

e .Net Framework 4.5 Feature — WCF Service — TCP Port Sharing

e Media Foundation

e SMB 1.0/CIFS File Sharing Support

e  User Interface and Infrastructure — Graphical Management Tools and
Infrastructure

e  User Interface and Infrastructure — Server Graphical Shell
e  Windows PowerShell — Windows PowerShell 4.0

e  Windows PowerShell — Windows PowerShell 2.0 Engine
e  Windows PowerShell — Windows PowerShell ISE

e  WoW64 Support

15.6 SetlIP

Set the X-UM Connector Network interface with the correct IP, Subnet, Default GW and DNS
should be set to point to the X-UM Standard controller.

15.7 Add X-UM Connector to Domain

The procedure below describes how to add the machine to the domain.

> To add a machine to the domain:

1. Log in to the machine as a local user.
2. From the Desktop, select the My Computer icon and right-click to view the settings.
3. Select Properties.

Figure 15-17:My Computer - Properties

. P
2 ThE _ S Downloads,
» ] Collapse
= R | =
= | Pin to Start
F g ['& Manage
TN Open in new window i
plE A Map network drive,.,
40 R Bisconnect network drive... D
P - L;: Add a network location
e ! | 94
Delete A
b Ne Rename
| Properties
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4. On the Windows Server 2012 R2 screen, click Change settings.

Figure 15-18:Change Settings Link

17Ul FAUSE KECOTD Wl STOP KECOID == Aga |
E.

T [Iﬁ v Control Panel » Systern and Security » System =

Control Panel Home

¥ Device Manager
9 Remote settings
 Advanced system settings

See alse
Action Center
Windows Update

View basic information about your computer

Windows edition
Windows Server 2012 R2 Standard

Computer name, domain, and workgroup settings

Computer name: EXLIM

Full computer name: EXUM.cloudbond3B5.ocal

Computer description: EXUM

Demain; cloudbond365 local
Windaowes activation

‘Windows is not activated. Read the Microsoft Software License Terms
Product 1D; 00232-40260-33000-AA0EM

5. On the System Properties screen, click Change.

Figure 15-19:System Properties

Computer Name | Hardwars | Advanced | Remete |

© 2013 Micosoft Comporsion. Allighisresened. g Windows Server2012 R2

System
Processor: Inted(R) Core(TM) i7-3850EC CPU @ 2.70GHz 2.69 GHz
Installed memory (RAM): 600 GB
System type: 84-bit Operating System, x64-baced processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

L Windows uses the following information to identify your computer
= on the netwark,

Computer description: EXLIM

For example; "I1S Production Server” or
“Accounting Server” .

Full computer name: EXUM.cloudbond 365 Jocal
Diamain: cloudbond 365 local

To rename this computer or change its domain or
workgroup, click Change.

o

'@Cll_—h%ﬁ settings

Activate Windows
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6. Change the Computer Name and Domain, and then click OK.

Figure 15-20:System Properties - Change

System Properties X

You can change the name and the membership of this mputer
computer, Changes might affect acoess to network rescunces.

Computer name:
Full computer name:
EXUM cloudbond 365 local

Miember ot
(8] Domain
|cloudbond 365 Jocal I |

() Workgroup

7. Insert the user name and password of the CloudBond domain, and then click OK.

Figure 15-21:Windows Security

e =1 : This PC
System Properties s

Computer Name | Hardware | Advanced | Remote | System [=[o]

[t Windows uses the following information to identify your computer System and Security » System v Search Control Panel »
H& on the network. th i i © | | = |

Computer description

ew basic information about your computer
For example: "IlS Production Server" or
“Accounting Server”

Full computer name: WIN-DJSGATGLISE
Worlcgroup WORKGROUP

ndows edition

Computer Name/Domain Changes | X ‘ -

You can change the name and the membership Windows Security
To rename this computer or change its domain or computer. Changes might affect access to networf
workgroup. click Change. Computer Name/Domain Changes

Enter the name and password of an account with permission to join the

Computer name: domain.
[xunv2
Full computer name:
XUmv2 ‘ User name |
e I | ‘ Password |
® Domain: Domain: cloudbond365.local
oty cloudbond365 Jocal
B [—
@y | Connectasmart card
WORKGROUP —

s I

Betinn Cantar

8. Restart the X-UM Connector VM.
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15.8

Install UCMA 5

Log into X-UM Connector with domain credentials. The procedure below describes how to

install the Unified Communications Managed API (UCMA) 5.0.

> Toinstall UCMAS5:

1.  Open Network path: Error! Hyperlink reference not valid. Standard Controller IP>\e$
DiscImage Tools
Home Wiew Manage
© - 1 |1 » Network » 192.168.0.101 » €5 » v c.| | Search es
2 Favorites Name - Date modified Type Size
eskiop o Certificates /9 [ ile folder
B Deskt: Certifi 11/9/2017 9%:22 PM  File fold
& Downloads 1 Windows2012R2 11/9/2017 11:37 PM File folder
‘% Recent places 4] ACS-7.6.000.418-2374-skype-RTM-sgl-STP11/0/9017 11.26 D4 Dice Imans Eil 8,432,024 KB
|| configuration €4  Mount 2KB
18 This PC [ Host pEniunbe 7KB
i Desktop || identities Restare previous versions 2KB
ﬂ Documents Lill sbe_7.20A.100.25 Send to b ppe. 1354419 KB
& Downloads
Cut
] Mu5|c T
= Pictures
8 Videos Create shortcut
i, Windows (C) Heisie
s Data (D7) Renrma
Recovery (E2) Properties
f! MNetwaork

2. Mount the iso
3. Browse to <Mounted Disk>\ThirdParty\UCMARuntime.
4. Run UcmaRuntimeSetup As administrator.

Figure 15-22: UCMA 5.0 Setup

Microsoft Unified Communications
Managed API 5.0, Runtime Setup

» Microsoft Server Speech Platform Runtime (x&64)

» Microsoft Speech Platform VXML Runtime (x&4)

* Microsoft Server Speech Recognition Language - TELE (en-
1s)

Inified C ions
Unified Communcations » Microsoft Server Speech Text to Speech Voice (en-US,

Managed API 5.0 Helen)
Runtime

» Skype for Business Server 2015, Bootstrapper
Prerequisites Installer Package

» Microsoft Unified Communications Managed API 5.0,
Runtime

[ mext> | [ concel |

5. When the installation has completed, the following screen appears:
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Figure 15-23:Installation Complete

Installation Is Complete

Unified Communications Managed AFI 5.0, Runtime has been
installed.

Unified Communcations
Managed API 5.0

Runtime

Click to go online and download speech language packs for
additional lanquages.

Skype for Business Server 2015, Core Components
(OCSCore.msi) can be installed from [InstallerDrive]y
ProgramData'Microsoft\Skype for Business Server),
Deployment'cache\s.0.9319.0\5etup

6. Click Finish.

15.9 Installing Skype for Business Component

The procedure below describes how to install the Skype for Business (Local Configuration
Store) component using Skype for Business Deployment wizard, and the Skype For
Business cumulative update (CU).

Log to X-UM Connector with domain credentials.

» To install Skype for Business local Configuration Store:

Open Network path: Error! Hyperlink reference not valid. Standard Controller IP>\e$
Mount the iso

Browse to <Mounted Disk>:\SkypeRTM\Setup\amd64

Run as Administrator the Microsoft Deployment wizard Setup.exe

P onN =
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Figure 15-24:Skype for Business Server — Check Updates

@ Skype for Business Server

To install Skype for Business Server 2015, Core Components and start the Deployment Wizard,
click Install

Check for Updates?

@) Connect to the internet to check for updates

) Don't check for updates right now

Specify the location for the installation files. Any additional Skype for Business Server
compenents that you install will alse go to this folder

Installation Location:

C:\Program Files\Skype for Business Server 2015

5. Click the Connect to the internet to check for updates option, and then click Install.

Figure 15-25:End User License Agreement

& License Agreement

Please read the following license terms carefully

L)

u

MICROSOFT SOFTWARE LICENSE TERMS

SKYPE FOR BUSINESS SERVER 2015 STANDARD AND ENTERPRISE EDITIONS
(NOT FOR RESALE)

If you licensed Skype for Business Server 2015 through Microsoft's Volume Licensing or
MSDM Programs, your use of this software is subject to the terms and conditions of the
applicable Program agreements. You may not use this software if you have not validly
acquired a license for the software from Microsoft or its licensed distributors.

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiiates) and you. Please read them. They apply to the

| accept the terms in the license agreement

ok || cancel |

6. Accept the terms in the license agreement, and then click OK; the following screens
appear:
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Figure 15-26:Deployment Wizard

Welcome to Skype for Business Server 2015 deployment

Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Skype for Prepares a single Standard Edition server to
Business Server. host Central Management Service.

Note: This task requires local administrator

ey '/Ccmplete rights. This task does not apply to Standard
Edition Servers that are not planned to host

Install or Update Skype for Business Server System the Central Management Service, or for

Install or update a Skype for Business Server Server deployment deployments that include Enterprise Edition.

member system.

This option installs Skype for Business Server core components, and a
local replica configuration store,

Note: Before installing a server, you need to have a valid topology
created and published.

Help »

Install Administrative Tools =
Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SOL
Server Reporting Services (SSRS) instances,

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
admini: ors to help troublesheot Call
Quality issues.

First Run Videos
Click to view getting started videos,

| Bk | [ Bt |

7. Click "Install or Update Skype for Business Server System" ; the following screens

appear:
Figure 15-27: Determining Deployment State
& Skype for Business Server 2015 - Deployment Wizard x|l
Install or update member system 3
-
Deploy > Install or update =
~
Step 1: Install Local Configuration Store .
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Help »
Step 2: Setup or R Skype for Busi Server Comp t:
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topology
definition. =
Prerequisites »
Help » Determining deployment state...
Step 2: Request, Install or Assign Certifical
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates
for this system based on the topelogy definition.
Prerequisites » 1
Help »
Step 4: Start Services
Manual After you've installed Skype for Business Server on all of the servers in the pool, you'll need to start the services,
You can start the services in a pool with the Skype for Business Server cmdlets,
To start the services in a user pool, connect to one of the servers in the pool and run the Start-CsPool emdlet. All
the servers in the pool should be running Skype for Business Server before you use the Start-CsPool emdlet.
To start the services in a non-user poel, run the Start-CsWindowsService cmdlet on every server in the poal. "
Back | [ it
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8. Click Step 1: "Install Local Configuration Store"; the installation runs and upon
completion, the following screens appears:

Figure 15-28: Executing Commands

() Install Local Configuration Store -
@ Executing Commands
Enable replica service for the Skype for Business Server computer. ~

Creating new log file "C:\Users\administrator.cloudbond365\AppDatatLocal\Temp'2\Enable-
CSReplica-[2017_10_16][15_59_05).html".

"Enable-CSReplica®™ processing has completed successfully.

Detailed results can be found at "Chlsers\administrator.cloudbond365\AppDatat\LocalTemph2
‘\Enable-CSReplica-[2017_10_16][15_59_05]. html".

» Replicate-CsCmsCertificates

Logging status to: C\Users\administrator.cloudbond363\AppDataiLocalTemp\2
‘\ReplicateCMSCertificates-[2017_10_16][15_59_05].html

Task status: Completed.

ootstrap local machine b View Lol
Bootstrap -] 9

9. Click Finish.

=1
f
m

» To install Skype for Business local CU:

1.  Open PowerShell and stop Skype Services:
Stop-CsWindowsService
2. Browse to <Mounted Disk>:\Updates

3. Run as Administrator SkypeServerUpdatelnstaller.exe (in case a newer CU already
installed on the X-UM, install the same CU version on the X-UM connector instead of
the CU from this path).
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15.10 Installing X-UM Connector Application

The procedure below describes how to install the X-UM application using the X-UM
Connector wizard setup file.

Download the latest X-UM Connector from:

https://s3.eu-central-1.amazonaws.com/downloads-
audiocodes/Download/AC XUM Install.html

Copy it to C:\xUM__InstalltionFiles on the X-UM Connector VM.

» To install the X-UM Connector Application:
1. Run the X-UM setup file from C:\xUM_lInstalltionFiles\XUMConnector-x.x.x.x.msi.

Figure 15-29: Run XUMConnector File

b This PC » Local Disk (C) » =UM_Installtion_Files

F ==:
mi Mame

| Changelog

)

iz UermaRuntimeSetup
H -!1 -
3 xu MCunT%ctnr-ﬂl.‘l 20

The following screen appears:

Figure 15-30: XUMConnector File Setup
. E‘ﬂ : Audiocodes XUMConnector 0.1.80 Setup | = | & -

Welcome to the Audiocodes
XUMConnector 0.1.8.0 Setup Wizard

The Setup Wizard will install Audiocodes XUMConnector
0.1.8.0 on your computer, Click Mext to continue or Cancel
to exit the Setup Wizard.

: mt IEI

2. Click Next.
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Figure 15-31: Setup Destination Folder

Destination Folder
Click Mext to install to the default folder or dick Change to choose anather,

Install Audiocodes XUMConnector 0, 1.5.0 to:

|C:Prng:anﬁiesw5dmodesmmmmm\

3. Confirm the Destination Folder, and then click Next.

Figure 15-32: Ready to Install

Ready to install Audiocodes XUMConnector 0.1.8.0

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard. :

4. Click Install.
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Figure 15-33: Setup Complete
: ,}:*».‘fi Audiocodes XUMConnector 0.1.8.0 Setup | =) -

Completed the Audiocodes
XUMConnector 0.1.8.0 Setup Wizard

Click the Finish buthon to exit the Setup Wizard,

Flﬁls% .. Cancel

5. Click Finish.

15.11 Activating X-UM Connector

The procedure below describes how to activate XUMConnector on the Skype for Business
environment (Trusted application).

» To activate X-UM Connector:

1. From the Windows menu, right-click on Search pane.

2. Enter "activate".

3. Right-click activate XUMConnector.
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Figure 15-34: Search

Search

activate XUMConnector E

Acthate XL onneCtor
Pin to Start

Pin to Taskhar
Uninstall

Open in néw window
Run as ldlrni-a_-sualor

Open file locaticn

4. Click Run as administrator; the following screen appears:

Figure 15-35: Activate X-UM Connector
fa Administrator: Activate SpsTrunk

lease wait while loading lync module...
Ekype for Business Server 2015 identified

Enabhle—-CsReplica Enable—CsReplica
New—CsTrustedApplicationFool
MNew—CsTrustedApplicationPool
Update Service Assignments
Enahle-CsTopology
Enable—-CsTopology
TrustedApplicationPool:SpsTrunk-—pool-s4hl15-1.cloudbhond365. local

Jaiting initial replication @ seconds <up to 18 minutes>

5. Follow the script messages.

In the case of multi-sites, the script will prompt you to select site for the trusted
application pool.

In case there are several pools on the site, the script will prompt ypu to select the trusted
application endpoint registrar.

6. Continue to the next sub-section.
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15.12 Adding DNS A Record

The procedure below describes how to add a DNS A record.

> To add a DNS A Record:

1. During the X-UM Connector Activate process (as shown above), a message appears
advising you to add a DNS A record to the X-UM Standard DNS server.

Figure 15-36: Activate X-UM Connector
£ Administrator: Activate XUMConnector M =

(yp

Enable-CsReplica
Enable-CsReplica

mi>

Activate

XUMCaonnector Pool DNS Resolve Error :

= | Far full XUMConnector functionality,
you must add a DNS A record for
‘XUMConnector-pool-<4b15-1.cloudbond363.local’
with value of "10.21.26.11'
Press Retry to validate new DNS record

1
B Videos ‘ — e
& Local Disk {C:) | ors RSS )
- - 1

2. When the message shown above appears, add the DNS record manually on the DNS
server that hosted on the X-UM Standard management server and then click Retry to
recheck it.

Figure 15-37: Activate X-UM Connector - OK
= Administrator: Activate XUMConnector \M ==

Enable—-CsReplica
Enable-CsReplica

Activate

XUMConnector pool DNS resohve OK

TP i

3. Click OK.
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Figure 15-38: Activate X-UM Connector — Activation Successful

For *RUMConne

nnector”’ on

P C:n\Program Files“Audiocodes\¥UMConnector~fictivation’

The screen displays a message that the activation was successfully completed.

Validate that the X-UM Connector service is running, service name: XUMConnector
(Service display name: Audiocodes XUMConnector).

Now X-UM Connector is ready to be configured — proceed to Chapter 12 to set the
system .
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A

HA and DR

There are several different levels of high availability / DR in a XUM environment:
B HA/DR on Skype level — for example enterprise users pool, pool pairing, etc.
B HA between XUM servers - the ability to provide XUM services if a XUM server fails.

A1 HA/DR On Skype Level
X-UM works with Skype pools, pools with multi FE is "transparent" for X-UM that will work
with the pool like other skype components. In case the FE is down, the X-UM connects to
another FE from the pool like it does other Skype components.
In case pool pairing is used, the X-UM will be activated towards one pool.
While both pools are up, the X-UM provides full functionality for users from all pools.
When a pool is down and this pool holds the local store — you will need to fail over the local
store to the active pool.
To supply full service for users from the fail pool, you will need to perform pool fail over as
well.

A.2 HA On X-UM Level
XUM provides automatic HA for users by distributing the users between XUM servers.
Each user is automatically assigned a unique XUM server. If a server fails then another
server takes over responsibility for this user.
XUM HA is implemented without any manual configuration.
There is no limit to the number of XUM servers that can participate in HA. All servers take
partin HA (there is no standby server), and they all distribute the users evenly between them,
more or less.
Each XUM sends and listens to ‘ImAlive’ messages using UDP multicast address. By using
this multicast address, each server automatically discovers all servers, and there is no need
to configure the list of servers.

A.2.1 Conditions for HA
Each XUM server is configured with a path to a CSV file containing the list of users.
By default, this CSV file is local file, located at ‘Users\users.csv’ relative to the XUM
installation location.
XUM HA will only be activated if the users file is located at a shared network location.
Therefore, HA is disabled by default until a shared network path is defined for the users file.
Specifically, HA is activated only if the users file starts with “\\”.
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A.2.2

Incoming Messages Redirection

In an HA environment, incoming messages from the proxy side (SBC/GW) should reach
the HA user owner server. This is relevant for the following example scenarios:

B User MWI subscribe session

B User extension dial (if enabled)

Note that VM access call (*151) are not redirected, because an impersonated application
endpoint is used in an outgoing call to Lync.

Also note that VM direct deposit prefix (*55) calls are also not redirected, because isn’t
necessarily an HA owner for the call (it can be from any PSTN number!).

Since the proxy server is not aware of the current user owner server, XUM replies with a SIP
redirect response to the HA user owner server. The redirect address is taken from the
ExtraData field sent by each server.

Important: The redirect messages destination is the server FQDN, not the IP address.
This means that the proxy (SBC) must be configured to use a DNS that can resolve the
XUM host names.

An example contact header of a redirect message:
CONTACT:

<sip:ron-devel-02.1ync2013.net:5070; transport=Tcp>

Below is a sample redirect call flow by a user to access their voicemail:
1.  Proxy server 10.13.2.141 sends invite to XUM1 at 10.21.0.19.

2. XUM1 receives invite from user. It finds that user is not managed locally, but on XUM2
at 10.21.0.219.

3. XUM1 sends the proxy a 303 redirect to 10.21.0.219.
4. Proxy sends a new invite to 10.21.0.219, and call continues normally.

Figure A-1: Local Area Connection

! Local Area Connection (port 5070) - Graph Analysis A -— =EE X
S 10132141 10.21.0.219 FON
10.21.0.19

15:42:22 977843000 __T&W.. — SIP From: ~4004" < sipe4001 @10.71 0195070 To-<sip151@1
15:42:23.002928000 e 100Trying SIP Status
15:42:23.203174000 SIP Status
15:42:23.204412000 [ SIP Request
15:42:23.207532000 R SIP From: "4D04"<sip-4001 @10.71 0155070 To-<sip*151@1
15:42:23,209121000 100 Trying - SIP Status
15:42:23 408055000 : 101 Progress Report o SIP Status
15:42:23.408055000 e SIP Stztus E
15:42:23,607993000 - 101 Diagnostics - SIP Status
15:42:23,607993000 101 Diagnostics - SIP Status

| 15:42:23.808172000 180 Ringing i SIP Status
15:42:23.808172000 101 Diagnostics i SIP Status
15:42:24.008078000 400 OK SDP (g722 G711A 711U tele... SIP Status
15:42:24,034559000 ACK - SIP Request
15:42:34.281905000 = EVE - SIP Request
15:42:34.284037000 S 200 0K i SIP Status

1 N

{

Il ___ __ ____
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A.2.21 Proxy Configuration
Ideally, the proxy (SBC) should be configured to distribute load between all HA servers, while

periodically checking that all servers are alive.

The list of servers can be configured manually, or resolved using the common XUM DNS
pool address that should be configured in DNS to all XUM servers.

In any case, the proxy periodically verifies that the server is still alive, possibly using SIP
options request.

A.2.3 Web GUI Swagger

Web GUI via Swagger is available for:
B Getting HA status — including list of all HA servers and their uptime
B  Getting users owner — the calculated owner of each user.
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B

B.1

B.2

B.3

Known Issues

This appendix describes known issues.

User File Name does not Support “$” Char

When setting X-UM to work in HA, the user file name must be a network path. “$” sign in the
user file name is not valid and generates an exception in the log:

Feb 20 13:02:13 VM-ga-xum-01 XUMConnectorl3:02:13 Warn Failed to
parse file '\\USIDMLLYC111\d$\X-UM\users.csv'

EXCEPTION --> UnauthorizedAccessException Access to the path
"\\USIDMLLYC111\d$\X-UM\users.csv' is denied. at
System.IO. Error.WinIOError (Int32 errorCode, String

Using the REST Swagger Client with Internet
Explorer

When using the Swagger REST management interface, its mandatory to work with Google
Chrome for full Swagger support. Internet Explorer does not fully support the Swagger client.

Replication Fail

If the replication fails while performing the activation or during normal operation:

B Validate that the X-UM is able to resolve Skype pools, and vice versa that the Skype
Servers is able to resolve the X-UM pool on the DNS.

B Validate that all Server Time/Date are synchronized

B Validate that a Firewall does not block the communication between the X-UM and
Skype servers and AD.
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