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Quick Start Guide Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from

https://www.audiocodes.com/library/technical-documents.
This document is subject to change without notice.

Date Published: December-5-2019

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
https://www.audiocodes.com/services-support/maintenance-and-support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Note: In this guide:

A e Gateway refers to AudioCodes' Mediant 1000B Gateway and E-SBC.
e Network means the LAN, accessed via the gateway's OSN server's Ethernet
interface.

Warning: The gateway and its components - OSN (Open Solution Network) server and
MPM (Media Processing Module) - are supplied as a sealed unit. It must only be serviced

by qualified service personnel.
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Quick Start Guide 1. Introduction

1

A

1.1

Introduction

This guide describes how to quickly get started with the SPS for Skype for Business.

Note: Microsoft has rebranded Lync as Skype for Business and therefore, whenever the
term Skype for Business appears in this document, it also applies to Lync Server 2013.

About SPS for Skype for Business

SIP Phone Support (SPS) is a value-added application that enables third-party SIP IP
phones to smoothly connect with Skype for Business.

SPS is a software product that can run on a physical Server, virtual machine or on an OSN
(Open Solution Network) server hosted by the gateway and E-SBC. Both the Mediant 1000
and the Mediant 800 devices support SPS installed on the OSN.

Customers receive the gateway with all SPS components (installation files) already loaded
on the gateway's OSN server.

Customers must install the SPS components for the SPS application to run on their premises.

The SPS cannot be pre-installed before shipping, as the gateway's OSN server must be
added to the specific customer's domain before the SPS can be installed.

Version 3.0
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Quick Start Guide 2. Getting Started

2 Getting Started

This section summarizes the procedures required for setting up and activating the SPS.
» To quickly get started:

1. Connect the hardware (relevant only for SPS running on the Mediant Gateway and E-
SBC OSN module):

a. Connect the gateway to power.

b. Connect the gateway's OSN interface to the network.
c. Connect the gateway to a PC.

See Section 2.1.

2. Define HyperTerminal Settings (relevant only for SPS running on the Mediant Gateway
and E-SBC OSN module):

a. Set the date and time via command line
b. Getthe SPS IP address via command line
See Section 2.2

3. Connect to the SPS Server via Remote Desktop:
a. Rename the SPS server and add it to your domain
b. Verify that NET framework 3.5.1, Lync client, and UCMA are installed.
See Section 0-3.4.

4. Install Microsoft components from the Skype for Business CD:
a. Prepare Active Directory
b. Topology Builder
c. Local Configuration Store
d. Install UCMA
See Section 3.5-3.6

5. Install the SPS:
a. Install the SPS license
b. Install the SPS Web Admin
c. Install the SPS Core
d. Install the SPS Switch
See Section 3.7.

6. Activate the SPS:

a. Activate the SPS application in the Skype for Business environment
b. Activate the SPS license
See Section 4.
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2.1 Connecting the Hardware

This section describes how to connect the hardware in case running the SPS on OSN
module, in case running on a dedicated customer server or virtual machine you can skip to
section 3.

211 Connecting the Mediant 1000B

This section describes how to connect the Mediant 1000B device.

» To connect the Mediant 1000B:

1. Connect the gateway to power.

2. Connect the gateway's OSN interface to the LAN.
3. Connect the gateway to a PC USB/serial port.

Note: Refer to the Mediant 1000 Gateway and E-SBC Installation Guide for detailed
information.

21.2 Connecting the PC to the OSN Data Port

This section describes how to connect the PC to the OSN data port.

» To connect the PC to the OSN data port:
B Connect the data cable to the gateway's OSN data port (RJ-45 or USB port).

2.2 Defining HyperTerminal Settings

This section describes how to define HyperTerminal settings.

» To define HyperTerminal settings:

1.  Open HyperTerminal on the PC and define the following parameters:
e RJ-45 parameter
e  Bit per second: 11520

e Data bits: 8
e  Parity: None
e  Stop bits: 1

e  Flow control: None
e  USB parameter:
e  Bit per second: 9600

e Data bits: 8
e  Parity: None
e  Stop bits: 1

° Flow control: None

Quick Start Guide 12 Document #: LTRT-28809
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The prompt SAC>: appears. If it doesn't, press Enter.

Figure 2-1: HyperTerminal SAC>: Prompt

& kjdsf - HyperTerminal

Fle Edt Yew Cal Iransfer Help

0= 2 DB ®

SAC>

|

Connected 00:00: 44 Auto detect 9600 8-N-1 UM

2. Type s to display the system date and time. If the incorrect date and time is shown, type
s mm/dd/yyyy atthe prompt, and then press Enter to set the new date:

Figure 2-2: HyperTerminal: Time and Date Display

& kjdsf - HyperTerminal

Fle Edt Yew Cal Iransfer Help

D& w8 0B

|

SAC>s
Date: 12/31/2801 Time (GMT): 22:085:008:0171
SAC>s 86/29/2010 11:51
ga[t:e: 06/29/2010 Time (GHT): 11:51
>

Connected 00:06: 16 Auto detect 9600 8-N-1
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3. Atthe prompt, type i; the IP address of the gateway's OSN server is displayed:
Figure 2-3: HyperTerminal: OSN Server IP Address

“& 7T - HyperTerminal

File Edit WYiew Cal Transfer Help
D& © 5 DB
SAC> 1
Net: 12, Ip=10.21.8.50 Subnet=255.255.80.0 Gateway=10.21.8.1
Net: 12, Ip=fe80::5888:ddB1:2cf4:5Fad
snc>
Connected 00;00:12 Auto detect 9600 B-N-1 UM

4. Make a note of the displayed information to use when connecting to the OSN server
(see below).
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2.3

A

A

Connecting to the SPS Server

In case running on a customer server or virtual machine, the Windows OS must be installed
by the customer. The User, Password and IP are set by the customer, as well as the date
and time.

In case running on gateway's OSN module, the Windows OS is pre-installed, initially
provided with default factory settings, such as 'Server Time' and 'IP Address'. To change
these to conform to customer site settings, the system administrator must first connect to the
gateway and E-SBC OSN server using Microsoft's Remote Desktop Connection.

> To connect to the SPS server:

1. Start the Remote Desktop Connection program (Start > Programs > Accessories >
Communications).

2. Enter the IP address of the SPS (for OSN server that you received when you ran the

i" command see Section 2.2).

3. Enter the user name and password.
Defaults for OSN are as follows:

° User name: administrator
° Password: Pass123

Note: The password is case sensitive.

You're now connected to the SPS server via Remote Desktop Connection.

Note: It's advisable to change the server's IP Settings from 'Dynamic IP Address' to Static
IP Address.
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Quick Start Guide 3. Installing Components

3 Installing Components

This section describes how to install the SPS components.

3.1 Installing the Microsoft Infrastructure

This section outlines how to install the Microsoft Windows features and components on the
SPS server. This is a prerequisite for and needs to be performed before running the SPS
Deployment Wizard.

of .NET framework (see below). The installation of the .NET 4.5, Desktop experience

/_\ Note: If installing on a Lync 2010 platform, the prerequisites only include the installation
feature, and Power Shell 3.0 components are not required for Lync 2010.

3.1.1 Installing .NET Framework

This section describes how to install .NET Framework.

> Toinstall the .Net Framework:

1.  Open the Server Manager on the SPS server.
2. Goto Features > Add Features; the Add Features Wizard is displayed:

Figure 3-1: Add Features Wizard: Select Features
[ Add Roles and Features Wizard - | o[

DESTINATION SERVER

Select features WIN-GRHFO3RIHEI

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description

Server Selection _ . ~ Windows Communication
4 [W] NET Framework 3.3 _Fe_atures (1 of 3 installed) ) Foundation (WCF) Activation uses

Server Roles R T ———

v| .NET Framework 3.5 (includes .NET 2.0 and 3.0 Windows Process Activation Service
[] HTTP Activation to invoke applications remotely over

R~ the network by using protocols such
MNon-HTTP Activat
[ Non fraten as HTTP, Message Queuing, TCP,

4 [W] MET Framework 4.5 Features (2 of 7 installed) and named pipes, Consequently,
v| .NET Framework 4.5 (Installed applications can start and stop
[] ASP.NET 4.5 dy"ajﬂicall}f in respanse to i'l'c:r."ning
— - work items, resulting in application
SR CINWCF Services (1 of 5 installed hosting that is more robust,
[[] HTTP Activation manageable, and efficient.

[] Message Queuing (MSMQ) Activation
[[] Mamed Pipe Activation
] TCP Activation
| TCP Port Sharing (Installed)
O Background Intelligent Transfer Service (BITS)

—_— .. A

£ m >

< Previous Next > nsta Cancel

Select the .NET Framework 3.5 Features check box, and then click the Install button.
For Windows 2012 R2, select the .Net Framework 4.5 feature as well.

For Windows 2016, select the .Net Framework 4.6 feature as well.

For Windows 2019, select the .Net Framework 4.7 feature as well.

o g ko

Version 3.0 17 SPS for Skype for Business



. :
QC audiocodes SPS for Skype for Business

Notes:

e For SPS for Skype for Business Server 2019, you need to install .Net 4.7.2 or

later.
A e For Net 3.5 for Windows 2016/2019:

When installing Net 3.5, you will get the following note, and you will need to select
the Specify an alternate source path option to select a path to the side-by-side
(sxs) folder of the Windows 2016/2019 installation.
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3.1.2 Installing the .NET 4.5 — Windows 2008 R2

This section describes how to install the .NET 4.5 platform on the SPS server based on
Windows 2008 R2.

» Toinstall the .NET 4.5:
1. Onthe SPS server, go to C:\SPS_installtion\SPS_2013\Microsoft files.
2. Runthe dotNetFx45_Full_setup file.
3. Click Install.
Figure 3-2: Microsoft.NET Framework

& Microsoft .NET Framework 4.5 o ] s

.NET Framework 4.5 Setup N
Please accept the license terms to continue, Micrasafr
.NET

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS il

NET FRAMEWORK 4.5 FOR MICROSOFT WINDOWS OPERATING
SYSTEM AND ASSOCIATED LANGUAGE PACKS

Microsoft Corporation {or based on where you live, one of its

affiliates) licenses this supplement to you, If vou are licensed to use
Microsoft Windows operating system software (the “software™), you
may use this supplement, You may not use it if you do not have a =]

¥ Ihave read and accept the license terms, =] | H |
Download size estimate: 44 MB
Download time estimates: Dial-Up: 109 minutes

Eroadband: 7 minutes

Install I Cancel

4. Click Finish.

Figure 3-3: Installation Complete
%Microsoﬂ: .NET Framework 4.5 [_ [ x|

Installation Is Complete

N JMET Framewaork 4.5 has been installed.

Microsoft®

Check for more recent versions on
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3.1.3 Adding the Desktop Experience Feature — For Windows 2008 R2

This section describes how to add the Desktop Experience Feature on the SPS server.

> To add the Desktop Experience feature:

1.  On the SPS server, open the Server manager.
2. Click the Add Features button.
3. Select the Desktop Experience check box, and then click Install.

A Note: When the installation completes, a restart is required.

3.1.4 Installing Media Foundation on Windows 2012 R2, Windows 2016
and Windows 2019

This section describes how to install Media Foundation on Windows 2012 R2, Windows 2016
and Windows 2019.

> To install Media Foundation for Windows 2012 R2, Windows 2016 and Windows
2019

1. For Windows 2012 R2, Windows 2016 and Windows 2019 server only, install Microsoft
Media Foundation by opening the Microsoft Server Manager.

2. Navigate to Add Features.
3. Enable the Media Foundation feature.

3.1.5 Installing PowerShell Version 3.0 for Windows 2008 R2

This section describes how to install PowerShell Version 3.0 for Windows 2008 R2.

> To install Power Shell Version 3.0:

1. Onthe SPS server, run the Windows6. 1-KB2506143-x64 setup file.
2. Click I Accept to accept the terms of the license agreement.
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Figure 3-4: Download and Install Updates
aannlnad and Install Updates

P

,:: Iri Read these license terms (1 of 1)

ou need ko accept the license kerms before installing updates,

Ipdate For Windows (KBE2S08143)

:WICROSOFT PRE-RELEASE SOFTWARE LICEMSE TERMS =
MICROSOFT WINDOWS MANAGEMENT FRAMEWORK 3.0 RELEASE CANDIDATE

These license kerms are an agreement bebween Microsaft Corparation {or based an where vou —
live, one of its affiliates) and vou. Please read them. They apply ko the pre-release software
named above, which includes the media on which wou received it, if any, The terms also apply

ko any Microsoft

. updates,

. supplements,

. Internet-based services, and
- support services

fFor this software, unless other terms accompany those ikems, IF so, those terms apply,
B using the software, wou accept these terms, IF vou do nok accept themn, do not use the
software, |

Printable wersion I Decline I &ccept | Cancel |
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3.2 Installing the SPS Deployment Wizard

To facilitate SPS installation, a Deployment Wizard is provided. The wizard is an executable
file named sps_setup.

Note: Previous versions of the SPS do not include the Deployment Wizard. Therefore,

it's advisable to download the latest SPS application version from AudioCodes' FTP site
and use the latest Deployment Wizard. Complete installation of the new version before

deleting the previous version.

The SPS application for Skype for Business 2019, Skype for Business 2015 and Lync 2013
can be downloaded from:

https://downloads-audiocodes.s3.amazonaws.com/Download/AC_SPS IW.html

A Note: Be sure to download the version that is suitable for your Skype/Lync system.

Figure 3-5: Download Now

File download will start in few seconds, 1f not click the "Download Now" button.

File Name: SfB 5PS Installer, Version 3.0.50
Size: 1GB

Older Platform Version - download the following:

Download Lync 2013 SPS 3.0.50

A Note: For SPS for Lync 2010, contact AudioCodes.

Extract it to C:\SPS_Installation.
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The Deployment wizard installs the SPS in the following stages:

1.

Deployment Prerequisites

The Wizard checks for the following prerequisite components. If any of these
prerequisites are missing, the Wizard walks you through the required steps to
complete the process successfully:

e  Adding server to domain. See Section 3.3.

e .NET FrameWork features. See Section 3.4.

e  Skype for Business components. See Section 3.5.
e UCMA. See Section 3.6.

SPS Components

The installation process consists of the following SPS components:
e License server

e Web Admin

e Core

e  Switch server

Add a data base level. See Section 3.9.2.

To start the deployment wizard:
Double-click the sps_setup icon; the following is displayed:
Figure 3-6: Setup — Deployment Wizard

o

QC audiocodes

[

Prerequisites
License Server
Database [Z]
Syncronize Service
Web Admin SPS
Core

Switch Server

SPS - Deployment Wizard \;li-

The Server requires pre-installation of some components.

About

The window on the left displays all the components required for the SPS installation. All
the gray-colored boxes adjacent to each of the required components should be marked
with 'v".

2. Click each component that is not marked with 'v"*, following the order they are displayed.
In this example, the Prerequisites is not marked with 'v".
3. Click the '+' to expand the Prerequisites components; the following screen is displayed:
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Figure 3-7: SPS Deployment Wizard

o SPS - Deployment Wizard I;li-
QC audiocodes

4 Prerequisites ~

Server Domain
v| Net Framework l:'
Skype for business

UCMA SPS

Infrastructure
TFTP Server The Server requires pre-installation of some components.

License Server
Database
Syncronize Servic

b m *

About

The Deployment wizard now does the following:

e  Checks if your computer was added to a domain. If it wasn't, the gray-color box
adjacent to Server Domain will not be marked with 'v"'. Proceed according to
Section 3.3 below.

e  Checks if .NET is installed. If it's not, the gray-color box adjacent to .Net
Framework will not be marked with 'v"'. Proceed according to Section 3.4 below.

e  Checks if Skype for Business components are installed. If they're not, the gray-
color box adjacent to Skype for Business will not be marked with 'v"'. Proceed
according to Section 3.5 below.

e  Checks if Unified Communications Managed APl (UCMA) is installed. If it's not,
the gray-color box adjacent to UCMA will not be marked with 'v"'. Proceed
according to Section 3.6 below.
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3.3 Renaming the OSN Server and Adding to Domain

This section describes how to rename the OSN server and add it to a domain.

» To rename the gateway's OSN server and add it to a domain:

1. Click Server Domain; the following is displayed:

Figure 3-8: SPS-Deployment Wizard

oC SPS - Deployment Wizard I;li-
QC audiocodes

4 Prerequisites ~

Server Domain

v .Net Framewaork I:'
Skype for business | _ m
UCMA
Infrastructure
TFTP Server The Server requires that the computer was added to

License Server domain . If it is not complete, add the computer to
domain, reboot the computer and then continue.

! Database
Syncronize Servic

4 1] »

2. Click Run; the following is displayed:

Figure 3-9: Add Server to Domain

Add Server To Domain E

Machine Mame IWIN-IZO.&WS OCHNT

Daomain I
User Name IAdministratnr
Password I

DNS IR | 192.168.0.1

Apply |

3. Enter the Machine Name, Domain, User Name, Password, and DNS IP.
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Click Apply.

Note: The User Name must be a domain user who has permissions to add this server to
the domain. After completing this procedure, restart the SPS server and re-login.

Administrator member. This is only required for setup. The domain administrator
credentials will not be used during run time.

/_\ Note: To install the SPS, login to Windows using the name of a user who is a domain

3.4 Installing .NET Framework

The .NET Framework 3.5.1 is already installed on the gateway's OSN server. Note the
following:

If you're installing the SPS on a machine on which .NET is not installed (e.g., a
standard PC server or on a virtual machine), install it.

To install the .Net Framework follow the Installing the Microsoft Infrastructure section
above.

3.5 Installing Microsoft Components

Microsoft components install the run-time modules used by the SPS Core. Therefore, you
must install and configure the following three applications from the Skype for Business CD:

B Prepare Active Directory

B Topology Builder

B Local Configuration Store
Note:

A .

Perform this step prior to installing the SPS.

Skype for Business CD is not provided with the SPS. Use your original Skype for
Business CD.

To install via an installation file on external storage media (e.g., a USB), first copy the
file to the \\C: directory of your machine.

If you run the installation in a Skype for Business environment, then point to the
Skype for Business setup CD/Files.

The figures shown in this installation are for a Lync 2013 environment. For Skype for
Business or Lync 2010, the figures are identical, except that "Skype for Business" or
“2010” replace “2013".
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3.5.1 Verifying that Prepare Active Directory is Installed

Verify that the Prepare Active Directory component is installed.

» To verify that Prepare Active Directory is installed:
1. Do one of the following:

e If you do not have the Setup.exe file on your computer or network, then on the
Skype for Business RTM CD, run the Skype for Business Installation Wizard from
the Setup exe in directory \Setup\amd64\Setup.exe.

Note: If you are running the installation in a Skype for Business environment, then point
to the Skype for Business setup CD/Files.

e If you already have the Setup.exe file on your computer or network, point to it by
clicking Skype for Business under Prerequisites, and then click the Browse
button in the SPS - Deployment Wizard screen.

The following is displayed:

Figure 3-10: Check for Updates and set Installation Location

@ Skype for Business Server

To install Skype for Business Server 2015, Core Compenents and start the Deployment Wizard,
click Install

Check for Updates?

® Connect to the internet to check for updates

) Don't check for updates right now

Specify the location for the installation files. Any additional Skype for Business Server
components that you install will also go to this folder

Installation Location:
CAProgram Files\Skype for Business Server 2015
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Click the Install button; the License Agreement is displayed:

Figure 3-11: End User License Agreement

License Agreement

Please read the following license terms carefully

MICROSOFT SOFTWARE LICENSE TERMS

[] I accept the terms in the license agreement

3.

SKYPE FOR BUSINESS SERVER 2015 STANDARD AND ENTERPRISE EDITIONS
(NOT FOR RESALE)

If you licensed Skype for Business Server 2015 through Microsoft’s Volume Licensing or
MSDM Programs, your use of this software is subject to the terms and conditions of the
applicable Program agreements. You may not use this software if you have not validly
acquired a license for the software from Microsoft or its licensed distributors.

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the

*

]

ok || Cancel

Enable the terms of the EULA, and then click OK.
Figure 3-12: Deployment Wizard

Welcome to Skype for Business Server 2015 deployment

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Skype for
Business Server.

Help » +' Complete

Install or Update Skype for Business Server System

Install or update a Skype for Business Server Server deployment member
system.

This option installs Skype for Business Server core components, and a
local replica configuration stare,

Note: Before installing a server, you need to have a valid topology created
and published.

Help »

Prepare first Standard Edition server
Prepares a single Standard Edition server to
hast Central Management Service.

Mote: This task requires local administratar
rights. This task does not apply to Standard
Edition Servers that are not planned to host
the Central Management Service, or for

deployments that include Enterprise Edition.

Install Administrative Tools

Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder,

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reparting Services (SSRS) instances,

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reparts to Skype for Business Server
administrators to help troubleshoot Call
Quality issues,

First Run Videos
Click to view getting started videos.

Back p _ | :
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object is marked 'Complete' with a green tick, as displayed above.
If this object is not marked with a green tick, check that you log in with the correct

domain user to perform the SPS installation.

3.5.2 Installing Topology Builder

This section describes how to install the Topology Builder.

» To install the Topology Builder:

(Install Topology Builder for Lync 2010).

Figure 3-13: Deployment Wizard: Welcome Screen

Welcome to Skype for Business Server 2015 deployment

Verify in the Deployment Wizard's Welcome screen that Prepare Active Directory

In the Deployment Wizard's Welcome screen, click Install Administrative Tools

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Skype for
Business Server,

Help » « Complete

Install or Update Skype for Business Server System

Install or update a Skype for Business Server Server deployment member
system.

This aption installs Skype for Business Server core components, and a
local replica canfiguration stare,

Note: Before installing a server, you need to have a valid topology created
and published.

Help »

Prepare first Standard Edition server
Prepares a single Standard Editien server to
hast Central Management Service.

Note: This task requires local administrator

rights. This task does not apply to Standard
Edition Servers that are not planned te host
the Central Management Service, or for

deployments that include Enterprise Edition.

Install Administrative Tools «
Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
administrators to help troubleshoot Call
Quality issues,

First Run Videos
Click to view getting started videos,

W

Back

LBt
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3.5.3 Installing Local Configuration Store

This section describes how to install the Local Configuration Store component.

» To install local configuration store:

1.  On the Deployment Wizard's Welcome screen, select Install or Update Skype for
Business Server System > Install Local Configuration Store.

Figure 3-14: Deployment Wizard: Install or Update

Welcome to Skype for Business Server 2015 deployment

Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Skype for Prepares a single Standard Edition server to
Business Server. hast Central Management Service.
Note: This task requires local administrator
Help » 9
i JComplete rights. This task does not apply to Standard
Edition Servers that are not planned to host

Install or Update Skype for Business Server System the Central Management Service, or for
) = PRI Cyment member deployments that include Enterprise Edition.

system,

This option installs Skype for Business Server core components, and a
local replica configuration store.

Mote: Before installing a server, you need to have a valid topology created
and published.

Help »

Install Administrative Tools «
Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder,

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SOL
Server Reparting Services (S5R5) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
administrators to help troubleshoot Call
Quality issues.

First Run Videos
Click to view getting started videos.

Back | s ity
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2. Onthe Install Local Configuration Store pane, click Run.

Figure 3-15: Deployment Wizard: Install Local Configuration Store

& Skype for Business Server 2015 - Deployment Wizard

Install or update member system

Deploy > Install or update

[> |t

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Step 2: Setup or Remove Skype for Business Server Components
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topology
definition,

Mot Available: Local configuration store not available,

Prerequisites »

Help » Run

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard, Create certificate request for local system. Install, and assign certificates for | |
this system based on the topology definition.

Mot Available: Local configuration store not available.

Prerequisites »

Help » Run

Step 4: Start Services
Manual After you've installed Skype for Business Server on all of the servers in the pool, you'll need to start the services.
‘You can start the services in a pool with the Skype for Business Server cmdlets.

Tao start the services in a user pool, connect to one of the servers in the pool and run the Start-CsPool erndlet. All
B L T N & PR T AP S PRSPPI ) B P AR ]y PR s | Y

Back . || it

Note: Wait until this step completes. It may take a few minutes.

Note:

e If the error Prerequisite not satisfied: Windows ldentify Foundation is required
(see Figure 3-16 below) is received during the component installation (Local
Configuration Store) on OS Windows 2008 R2, then for Windows Server 2008 R2
check whether this component has already been installed on your computer. To do
this, go to Add/Remove Programs, View Installed Updates, and search under
Windows for the entry Windows Identity Foundation (KB974405). For details
about installing Windows Identity Foundation, see
http://go.microsoft.com/fwlink/p/?linkld=204657.

e If necessary, install the required file Windows6.1-KB974405-x64 from
C:\SPS _installtion\SPS_2013\Microsoft_files.
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Figure 3-16: Executing Commands

F} Install Local Configuration Store [ x|

&) Executing Commands

LACning e Setip\sPeetn Zn-LH\Ma>Peetn_I 1 5_Zn-LH_AUiAuL.ms ;I

Caching file Setup'speech\zh-HK\MSSpeech_SR_zh-HK_TELE.msi

Caching file Setup\speech\zh-HK\M55peech_TT5_zh-HK_HunYee.msi

Caching file Setup'\speech\zh-TWi\M55peach_SR_zh-TW_TELE.msi

Caching file Setup'\speech\zh-TWi\MS5peach_TT5_zh-TW_HanHan.msi

Checking prerequisites for roles...

Checking prerequisite Supported05...prerequisite satisfied.

Checking prerequisite Supported05SMNoDC...prerequisite satisfied.

Checking prerequisite SupportedSglRicLocal...prerequisite satisfied.

Checking prerequisite WMIEnabled...prerequisite satisfied.

Checking prerequisite NoOtherVersionInstalled...prerequisite satisfied.

Checking prerequisite Powershell...prerequisite satisfied.

Checking prerequisite WindowsIdentityFoundation...missing

Prerequisite not satisfied: Windows Identity Foundation is required. j
-

Task status: The cmdlet completed with errors. Task aborted.

IBc-ot:-trap local machine j View Log |
Help | Back | Finish | Cancel |

3. Wait until the installation finishes; the Configure Local Replica of Central Management
Store screen is displayed:

Figure 3-17: Deployment Wizard: Configure Local Replica of Central Management Store

&) Install Local Configuration Store -

@ Configure Local Replica of Central Management Store

Data can be retrieved directly from the Central Management store or imported from a file,

®) Retrieve directly from the Central Management store (requires read access to the Central
Management store)

) Impart from a file (recommended for Edge Servers)

To generate a configuration file, run the Export-CsConfiguration cmdlet on a computer that has
access to the Central Management store.

Back MNext | | Cancel
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4. Click Next; the Executing Commands screen is displayed:

Figure 3-18: Deployment Wizard: Executing Commands

& Install Local Configuration Store -
@ Executing Commands
Enable replica service for the Skype for Business Server computer. -

Creating new log file "C:\Users\Administratorxum\AppData\Local\Temp\2\Enable-CSReplica-
[2018_02_191[15_37_25]html".

"Enable-CSReplica™ processing has completed successfully.

Detailed results can be found at "C\Users\Administrator.xum\AppData\Local\Temp\2\Enable-
CSReplica-[2018_02_19][15_37_25L.htmil",

> Replicate-CsCmsCertificates

Logging status to: C\Users\Administratorxum\AppDatat\Local\Temp\2\ReplicateCMSCertificates-
[2018_02_19][15_37_25]html

Task status: Completed.

bootstmp local machine |'| | View Log

©

<1}
r
m

5. Click Finish.

Note: It's recommended that the SPS and the Lync/Skype server environment have the
same Cumulative Update version. Perform the Cumulative Update on the SPS server
only after you have upgraded your Lync/Skype server environment with the same
Cumulative Update version. For more information, refer to Product Notice - SPS -
Microsoft CUxx Release Announcement.
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A

o

|

Installing UCMA

The SPS server requires that the UCMA (Unified Communications Managed API) is installed.
If this component has not been installed, perform the procedure below.

Notes:

e After completing the Local Store installation, the UCMA check box may be enabled.
Even though it is enabled, you should install the UCMA using the wizard again.

e Only if you click Run and a message is displayed that the UCMA is already installed,
can you cancel the UCMA installation and continue to the next step.

To install UCMA:

Click UCMA,; the following is displayed:

Figure 3-19: SPS-Deployment Wizard
5PS - Deployment Wizard

QC audiocodes

Prerequisites

¥ Server Domain

«| .MNet Framewark

| Skype for business

v| UCMA
Infrastructure
TFTP Server

License Server

Database

Syncronize Servic

>

_I:I-

o

[

The Server requires that the Unified Communications Managed API
(UCMA) was installed. If it iIs not complete, Presse "Run” to install

UCMA , and then continue.

Wersion : 6.009319.0
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Click Run; the following is displayed:

Figure 3-20: Runtime Setup

’
| 4
/
P
H
I.l

Microsoft
Unified Communications

Managed API 2.0

Microsoft Unified Communications
Managed API 3.0, Runtime Setup

« Microsaft Server Speech Platform Runtime (x64)

« Microsaft Server Speech Recognition Language - TELE {en-
sy

« Microsaft Server Speech Text to Speech Yoice {en-US,
Helen)

» Microsoft Lync Server 2010, Bootskrapper Prerequisites
Installer Package

» Microsoft Unified Communications Managed AFI 3.0,

Runkime

Mexk = I

Cancel |

EE‘;- Skype for Business Server 2019 - Deployment Wizard

Microsoft Unified Communications Managed APl 6.0, Runtime

Click Next, and follow the installation instructions.

For Skype for Business Server 2019, you may get the error that appears below. In this
case, login to the SPS server with the local Administrator, and uninstall the UCMA
software using 'Add or Remove Program' and login using the domain user again.

Run this step again even though it is marked as installed.

Install

it

ications M

Install Unified Ce
1) Core Runtime 64-bit

ged API 6.0, R

Prerequisites:

+ MET Framework 4.7 (Full Profile)

+ Desktop Experience (only on Windows Server 2016)

+ Media Foundation (only on Windows Server 2016)

+ Microsoft Visual C++ 2017 x84 Minimum Runtime - 14.12.25810
Package

+ Microsoft Server Speech Platform Runtime (x64) Package

+ Microsoft Server Speech Recognition Language - TELE (en-US)

+ Microsoft Server Speech Text to Speach Veice (en-US, Helen)

+ Microsoft Speech Platform, Microsoft Speech Platform VXML
Runtime (x84) Package

+ Skype for Business Server 2019, Bootstrapper Prerequisites Installer
Package

& Not Available: An older version of Unified Communications
Managed API 6.0, Runtime is already installed. Please
uninstall it and run the setup again.

Install

Tools and Resources

Click to access tools and other resources to
help manage your Unified Communications
Managed APl 6.0 deployment.

Additional Language Pack Download
Click to go online and download speech
language packs for additional languages.
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Settings
i Home Apps & features
Find a setting yel @l Microsoft Server Speech Text to Speech Voice (en... 224 MB
10/3/2019
Apps

Microsoft Speech Platform VXML Runtime (x64) 134 MB

10/3/2019

Apps & features N
Microsoft SQL Server 2016 (64-bit)

10/3/2019
2=+ Default apps

Microsoft Unified Communications Managed API

[ Apps for websites 6.0, Runtime
10/3/2019
7.0.2046.19
;' Startup
Modify Uninstall
Microsoft Visual C++ 2013 Redistributable (x64) -... 20.6 MB
10/3/2019
Microsoft Visual C++ 2017 Redistributable (x64) -...  23.7 MB

10/3/2019

Skype for Business Server 2019, Bootstrapper Prer... 519 MB

10/3/2019

Browser for SQL Server 2016 10.3 MB

10/2/2019

Microsoft ODBC Driver 13 for SQL Server 8.32 MB

10/2/2019
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3.7 Installing Infrastructure

This step installs the infrastructure required by the SPS Software components (Apache

Server)
B Click Run to install it.

Figure 3-21: Install Apache Server

QC audiocodes

4[] Prerequisites
Server Domain
.Net Framework
Skype for business
UCMA
| [ ] Infrastructure
D TFTP Server
[] License Server
[ Database
E Syncronize Servic'

G ——

O

The Server requires that the Apache server and PHP was installed. If
it is not complete, Presse "Run” to install Apache and PHP , and then
continue.

3.8 Install TFTP Server

If you need to install a TFTP server for the IPP configuration phone, select the
prerequisites — TFTP server - and then click Run.

The installation of this component is optional.
Figure 3-22: Install TFTP Server

QC audiocodes

Server Domain
Met Framework
Skype for business
UCMA
Infrastructure

| [ ] TFTP Server

['] License Server

v | Database
| Syncronize Servic

I ——E

4 [V Prerequisites A

O

The Server requires that the TFTP server was installed. If it is not
complete, Presse "Run” to install TFTP server , and then continue.

About
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3.9 Installing the SPS

After you run the prerequisite deployments as described in the above sections, and then the
SPS-Deployment Wizard screen consequently shows all four prerequisite components
(Server Domain, .Net Framework, Microsoft LYNC and UCMA) checked as 'Complete’, you
are ready to install the SPS application.

Note:

e Customers receive the gateway with all SPS components (installation files) already

loaded on the OSN server.

e Customers must now install these components for the SPS application to run on their
premises. The SPS cannot be pre-installed before shipping as the gateway's OSN
server must be added to the specific customer's domain before the SPS can be
installed.

This section describes how to install the SPS components.

3.9.1 Installing the SPS License

This section describes how to install the SPS license.

> To install the SPS license:

1. In the SPS Components Installation screen, click License server; the following is
displayed:

Figure 3-23: SPS — Deployment Wizard — License Server

oc SPS - Deployment Wizard |;|£-
QC oudiocodes

v UCMA L e

v Infrastructure D
«| TFTP Server

License Server m
Database
Syncronize Servic
Web Admin =
Core

Switch Server

Wersion : 6.60

Press "Run® to install or repair the License Server.

About

2. Click the Run button.
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3.9.2 Installing the Database Infrastructure
The procedure described in this section is required for a multi-server architecture - an SPS
network that consists of several SPS servers with a single synchronized database. The
installation includes the following components:
B SQL Server Instance
B Schema
B Data
3.9.2.1 Installing the SQL Server Instance
This section describes how to install the SQL Server Instance.
» Toinstall SQL server instance:
1. Inthe SPS Components Installation screen, select the SQL Server Instance check box;
the following is displayed:
Figure 3-24: SPS - Deployment Wizard- SQL Server Instance
oC SPS - Deployment Wizard I;li-

QC audiocodes

W
| Infrastructure
| TFTP Server I:'
v| License Server m Version: 1.08
4 Database

Syncronize Servic
Web Admin o

UCMA e

S0L Server Instance

Schema Press "Run” to install or repair the version of SQL Server instance.

Data

1] »

About

2. Click Run; the installation commences.
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3.9.2.2

Installing the Schema

This section describes how to install the Database Schema.

> To install the Database Schema:

1.

In the SPS Components Installation screen, select the Schema option; the following

screen opens:

Figure 3-25: SPS — Deployment Wizard — Schema

o
QC audiocodes

== |

SPS - Deployment Wizard

v UCMA
V| Infrastructure
| TFTP Server
¥| License Server
Database
| SQL Server Instance
¥| Schema
Data
Syncronize Servic
Web Admin "

m »

o

[

"Press "Run” to install or repair the version of SQL Server application

Version :

scheme,

About

2. Click Run; if this is the first SPS in a multi-SPS environment or standalone SPS, when
you have completed, see Section 3.9.2.3.

3. Inthe case of a multi-SPS environment and not the installation of the initial SPS,
go to the Data step and enable the 'Join to existing multi SPS..."' checkbox. Don’t click

Run under Data.

E SPS - Deployment Wizard

QC oudiocodes

« ¥ Prerequisites
| Server Domain
| Net Framewark
| Skype for business
V| UCMA
| Infrastructure
| TFTP Server

¥ License Server

4 || Database

| SOL Server Instance
Schema

Svnrronize Servir

El [ ]
il

data for new system.,

Veersion :

1.09

[] Join to existing multi SPS (Copy data from existing server)

“Press "Run” to install or repair the version of SQL Server achema
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4. Go back again to the Schema step and click Run again to copy the schema from the
first SPS; the application shown in Figure 3-26 opens.

Figure 3-26: Mirror SPS DB

st Miror SPS DB e

Source

Instance URL  0.0.0.0%sps_db

Destiniation
IP address

Instance name sps_db

SA Password 1g2w3eSr

Insert server to source DB

Server Name

In the 'Instance URL' field under Source, enter the existing server to copy from.
In the 'IP address' field under Destination, enter the new server's IP address.
In the 'SA Password' field, enter "CT121q2w3e$r5t".

Select the 'Insert server to source DB' option.

In the 'Server Name' field, enter the destination's computer name, and then click Run;
the application mirrors the entire schema from the source to the new server, and adds
the new server name to the list. All data on the source server is synchronized during the
next synchronization cycle.

© ® N o o

Note: If the 'Schema' option is not selected, then search for a Temp directory under C:\.
If you don’t find a Temp directory, create one, and then repeat the above procedure.
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3.9.2.3

A

o

Installing the Data Component

This section describes how to install the data component.

Note: This section is not relevant in a multi-SPS environment when it is not the first server,
i.e., when the scheme and data from the first SPS have already been copied.

» To install the data component:

QC audiocodes

In the SPS Components Installation screen, select the Data check box; the following is
displayed:

Figure 3-27: SPS — Deployment Wizard — Data

SPS - Deployment Wizard |;|£-

| UCMA - 0

v| Infrastructure
| TFTP Server I:‘

License Server m Version : 1.02

Database
| S0L Server Instance

[ Join to existing multi SPS (Copy data from existing server)

“Press "Run” to install or repair the version of SQOL Server achema

w| Schema
data for new system.

v| Data

Syncronize Servic

Web Admin "
< m »

About
2. Click Run; the installation commences.
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3.9.3 Installing the Synchronize Service

This section describes how to install the Synchronize Service.

» Toinstall Synchronize Service:

1. Inthe SPS Components Installation screen, select the Synchronize Service check box;
the following is displayed:

Figure 3-28: SPS — Deployment Wizard — Synchronize Service

QC audiocodes

¥ IFIF Server N
License Server
Database

S0L Server Instance = Version - 1.071

Schema ] m

Data
L] chm"ize Service Press "Run" to install or repair the Syncronize Service.
U | Web Admin
| Core
| Switch Server —

L4

<| | " ¥

About

2. Click Run; the installation commences.
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3.94 Installing the SPS Web Admin

This section describes how to install the SPS Web Admin.

> Toinstall Web Admin:

1. In the SPS Components Installation screen, click the Web Admin; the following is
displayed:

Figure 3-29: SPS Web Admin Setup Wizard - Welcome

o SPS - Deployment Wizard |=|efx]
QC audiocodes ‘
v| License Server . l\_.«“'

v| Database

| SOL Server Instance I:‘
PR version: 2.0.50.43351
v Sehems | SO
v| Data
v| Syncronize Service
Web Admin - Press "Run” to install or repair the version of Web Admin.
Core

Switch Server

About

2. Click Run; the installation commences.

A Note: This process takes a few minutes.
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3. Click Finish.
Figure 3-30: SPS Web Admin Setup - Completion

B Setup - SPSWebaAdmin M=l B

Completing the SPSWebAdmin
Setup Wizard

Setup has finished instaling SPSWebAdmin on vour computer,

Click. Finish to exit Setup,

4. Ifthe SolarWinds TFTP Server application is not already installed on your system, install
it.

Figure 3-31: SolarWinds TFTP Server

SolarWinds TFTP Server

Customer Information
Pleaze enter pour information.

sularwmdﬁ

Usger Mame:

IMicn:usu:uft

Cormpary Mame:

IMiu:n:usu:uft

[nstall thiz applization for:
& Anyone who uzes this computer [all users)

™ Only for my [Microsoft]

|rztallS hield

< Back | Mewt > I Cancel

5. Enter the Customer Information and click Next. Wait until the screen closes to
complete the installation process.
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3.9.5 Installing the SPS Core

This section describes how to install and setup the SPS Core.

> Toinstall and set up the SPS core:

1. In the SPS Components Installation screen, select the Core check box; the following
screen is displayed:

Figure 3-32: SPS Setup Wizard — Welcome

oC SPS - Deployment Wizard = |0 -
QC cudiocodes

v| License Server - u

v| Database

| SQL Server Instance |:| Version-

| Schema “—

| Data
v| Syncronize Service
v Web Admin = "Press "Run” to install or repair the version of Core server
¥ Core

Switch Server

2. Click Run; the Welcome screen is displayed:
Figure 3-33: Welcome to the SPS Setup Wizard

FFSetup -5SP5 Lync !Ii[ E

Welcome to the SPS Lync Setup
Wizard
This will install 3PS Lync 2.1.23044.0 on your compuker,

1t is recarmmended that vou close all other applications before
continuing.,

Click. Mext to continue, or Cancel to exit Setup,

Cancel |
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3. Click Next; the following is displayed:
Figure 3-34: SPS Setup Wizard - File Location

|

FSetup -SPS Lync

Select Destination Location "
‘Where should 5PS Lync be installed? C

| Setup will install SPS Lync into the following Folder.

To continue, click Next. If you would like to select a different Folder, click Browse.

C:\Program Files\AudiocodesiSPSISPS Core Browse. .. |

At least 7.9 MB of free disk space is required.

< Back I Next = I Cancel

4. Select the Destination Location of the installation; choose the default, and then click
Next; the following is displayed:

Figure 3-35: SPS Setup Wizard — Select Start Menu

FSetup -5SP5 Lync !E E

Select Start Menu Folder
where should Setup place the program's shortcuks?

i Setup will create the program's shortcuts in the Following Start Menu Folder,

To continue, click Mext. IF vou would like bo select a different Folder, click Browse.

Browse... |

< Back I Mext = I Cancel
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5. Select the Start Menu folder and click Next; the following is displayed:
Figure 3-36: SPS Setup Wizard — Ready to Install
FSetup -5SP5 Lync

Ready to Install
Setup is now ready to begin installing SPS Lync on your compoter,

Click Install to continue with the installation, or click Back if you want o review or
change any setkings.

Destination location: ;I
C:\Program Files\Audiocodes|SPShSPS Core

Start Menu Folder:
AudiocodesiSPSYSPS Core

i o

= Back

Cancel |

6. Click Install.

3.9.6 Installing the SPS Switch

This section describes how to install and setup the SPS switch.

> Toinstall and set up the SPS switch:

1. In the SPS Components Installation screen, select the Switch Server check box; the
following is displayed:

Figure 3-37: SPS — Deployment Wizard

oC SPS - Deployment Wizard \;li-
QC cudiocodes

License Server
Database

| SOL Server Instance |:|
P version: 304243751
v Scnems el

V| Data
Syncronize Service
Web Admin
vl Core
Switch Server

< s

<

"Press "Run” to install or repair the version of Switch server

<

About
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2. Click Run.
The wizard continues with the installation of the SPS switch; the Switch Welcome
screen is displayed:

Figure 3-38: SPS Switch Setup Wizard — Welcome

A Setup - SPS Switch M= E3 |

Welcome to the SPS Switch Setup
Wizard

This will install P35 Switch 2,44.534.30467 on wour computer,

It is recommended that vwou close all other applications before
conkinuing,

Click Mext to continue, or Cancel ko exit Setup.

Mext = I Cancel

3. Click Next.
Figure 3-39: SPS Switch Setup Wizard - File Location
A Setup - SPS Switch

Select Destination Location
Where should SPS Switch be installed?

Setup will install SPS Swikch into the Following Folder,

To continue, click Mext. IF vou would like to select a different Folder, click Browse.

_:\Program Files! AudiocodesiSPShS) Browse, .. |

Ak least 34,5 ME of free disk space is required,

< Back I Mext = I Cancel
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4. Selectthe Destination Location (choose the default), and then click Next; the following
is displayed:

Figure 3-40: SPS Switch Setup Wizard — Select Start Menu

A" Setup - SPS Switch M= E3

Select Start Menu Folder
‘Where should Setup place the program's shortcuts?

i Setup will create the program's shortcuts in the Following Start Menu Folder.

Ta cantinue, click Mext, IF wau would like to seleck a different Falder, click Browse,

fudiocode it: Browse, .. |

< Back I Mext = I Cancel

5. Select the Start Menu folder, and then click Next; the Ready to Install screen opens:
Figure 3-41: SPS Switch Setup Wizard — Ready to Install

Ak Setup - SPS Switch M= B3

Ready to Install
Setup is now ready ko begin installing SPS Switch on your computer,

Click Install bo continue with the installation, or click Back if wou want to review or
change any settings,

Destination lacation: ;l
C:\Program Filesiaudiocodes 5P aPs Switch

Start Menu Folder:
AudiocodesiSPSYERS Swikch

i o

< Back

Cancel |
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6. Click Install; the Setup Complete screen is displayed:
Figure 3-42: SPS Switch Setup Wizard — Setup Complete

Ak-Setup - SPS Switch M=

Completing the SPS Switch Setup
Wizard

Setup has finished instaling SPS Swikch on vour caompuker, The
application may be launched by selecting the installed icons.,

Click. Finish to exit Setup,

7. Click Finish.
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3.9.7 Disabling the Windows Firewall and Anti-Virus

After you add the SPS to the company domain, Windows automatically enables the SPS
domain network Firewall. You should disable it, unless you define it correctly according to
the AudioCodes document Firewall Setup for SIP Phone Support (SPS).

> To disable the Windows Firewall and Anti-Virus:

1. Open the Windows Firewall, go to Domain networks and disable (as shown in the
figure below).

Figure 3-43: Windows Firewall

ws Firewall [_[Dx]

‘ﬁ = Control Panel + System and Security + Windows Firewall - & | Search Control Fanel

Control Panel Home: Help protect your computer with Windows Firewall

Allow & program or feature “Windows Firewall can help prevent hackers or malicious softwrare from gaining access te your computer through the
thraugh Windows Firewal Internet or & network.
#) change notficaton settings How does a firewal help protect my computer?
. What bk Incations?
! Turn Windows Firevall on or off ot are netnrk locations
\‘!' Restore defaults Update your Firewall settings
B9 Advanced setings windows Firewallis not using the recommended ) Use recammended settngs
settings ko protect your computer. it
Troubleshaat my netwark,
Whak are the recommended sattings?
y .
& Domain networks Connected =
Y = 4
Metworks at & workplace that are attached to a domain
Windows Firewall skate: on
Incoming cannections: Black il connections to programs that are not on the list
of allowed programs
Active: domain networks: [ ynciocal
Mokification state: Do ot niotify me when Windows Firewall blocks a new
program
. £33 Home or work (private) networks Not Connected j‘
See also -
Action Center l i) Public networks Not Connected j‘

Wetwork and Sharing Center

2. Do the following:
Windows Updates:

e Disable to prevent unknown side effects to the SPS application (recommended).
AudioCodes only certifies major Service Pack updates.

Anti-Virus Software:
° No anti-virus software is included with SPS.
e No specific anti-virus software is tested or certified with SPS.

¢ Anti-virus scanning exclusions for SPS Skype components from Microsoft
instructions at https://docs.microsoft.com/en-us/skypeforbusiness/plan-your-
deployment/security/antivirus. This needs to handle processes and paths
that are relevant for the SPS server.

e  SPS Software:

¢  Services (Processes):
Apache2.4 (httpd.exe)
SPS (SpsLync.exe)
SPS-Switch (FreeSwitch.exe)
SpsHttpCfg (SpsHttpCfg.exe)
sps_db_sync (sps_db_sync_srvcs.exe)

. Paths:

v %programfiles%\Audiocodes\SPS

Windows Defender:
e Disable the Windows Defender.

AN NN
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4 Activating the SPS

This section describes how to activate the SPS application and how to activate the SPS on
the Skype for Business server.

Note: For the Windows 2016, update the SPS with Skype for Business cumulative update
5 (CU5) or higher.

4.1 Activating the SPS Application

This section describes how to activate the SPS application. You need to do the following:
B Request and set a new certificate for the SPS server.

B Set the SPS as a Trusted Application.

B Identify the Skype for Business server and configure the SPS to work with it.

Note:

e These steps are performed automatically when there's one site/pool.
If there are more than one site/pool, you're prompted to select the site/pool to which
the SPS will be trusted.

e These activation steps are performed only once, even if the SPS is later upgraded to
a newer version.

e If SPS activation fails, this action can also be performed manually (see Section 6).

Note:

¢ In case of a branch office with the SBA, activation of the SPS needs to be performed
on the main site only and not on the SBA. In any case, SBA calls remain local and
there’s no traffic to the main site.

e If the main site is down or the connection to it is lost, the SPS continues to function
normally - though presence is unavailable. This behavior is identical to that of the
Lync client.
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4.2 Activating the SPS on Skype for Business

This section describes how to activate the SPS on Skype for Business.

RTCUniversalServerAdmins, and also a local computer administrator even if they are a

/_\ Note: Make sure the user running the activation is a member of CSAdministrator,
domain administrator.

» To activate the SPS with Skype for Business:

1. In the Deployment Wizard, run Activate SPS (Start > All Programs > Audiocodes >
SPS> SPS Core > Activation > Activate SPS).

Figure 4-1: Deployment Wizard: Activate SPS

activate SPS

< Activate SPS

Pin to Start

Pin to Taskbar
Uninstall

Open in new window
Run as administrator

Open file location
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2. You're prompted to select the site upon which to home the trusted application pool:

Figure 4-2: Administrator Prompt: Activate SPS

.!IAdministratnr: Activate SPS

Computer SPS—-UM.QA-DC.local is not part of trusted application pool

[ 1 1 Site:QA-Site

[ 2 1 Site:S5Bal

[ 3 1 Site:SBATEST

Select zite on which to home trusted application pool. Enter a numbher hetween 1
and 3:

3. Wait until the SPS application has successfully activated:

One of the SPS features requires adding a DNS a record for the SPS pool to resolve the
SPS server. A check for this record is part of the SPS Core installation. The administrator
will be warned if this record is missing.

Figure 4-3: SPS Pool DNS Resolve Error

ey Administrator: Activate SPS

Jaiting initial replication 68 seconds Cup to 18 minutesl
Jaiting initial replication 65 seconds Cup to 18 minutesl

Enahle—CsReplica Enable—GCsReplica
Mew—CsTrustedApplicationPool
Hew—CsTrustedfApplicationPool
Update Service Assignments
Enahle-CzTopology
Enahle—CsTopology
TrustedApplicationPool:isps—pool—s4bl5%—1.xum.aceducation.info

initial replicatiol SPS Pool DMNS Resolve Error
initial
initial
initial — . )
initial replicatiol f 1 For full 5P5 functicnality,
initial replicatiol S yourmust add a DNS A record for
for local I:‘B]J].:!.[:a.t ‘sps-pool-sdb15-1.xum.aceducation.info’
for local replicat : .
for local replicat with value of "10.21.28.51
for local replicat Press Retry to validate new DINS record
for local replicat
iz up to date
Failed to resolve sps—pool

Cancel

> To troubleshoot an SPS Pool DNS Resolve Error:

1. Add the DNS A record according to the displayed message; go to the DNS server and
add the A record.

2. Return to the error message and click Retry; the Activation continues.
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Figure 4-4: Administrator: Activate SPS
R (=] k3

Issued thumbprint "AFCYEF3IDSS9FERG6F11A54451E1D423A7DD266DA" for use "Default™ hll
v "DC-OCS—-RC.ocs—rc—erez.localwocs—rc—erez—DC—OCE—RC—CA™.

Setting new default certificate

The following certificate was assigned for the type '"Default’:

Default: AFCYEFIDS5?FEBG66F11AS445%1 E1D423A7DD266DA =ps—pool.ocs—proc—erez. local 12/
%5/2312 CH=ocs—rc—erez—DC—OCE—RC—CA. DC=ocs—rc—erez. DC=local JBDA?/DEAARBANAAAA

Mew default certificate installed successfully
Verifying local replication iz up to date...
Replication is up to date

PS5 application is already trusted

SPS application endpoint already exists

SPS application activated successfully
You can safely close this windows

N
LI A S

s s

s
_

PE C:“Program Files“Audiocodes~SPS~S5P8 Core’

A Note: If activation fails, the SPS can be activated manually (see Section 6).

3. Point to Start > Run, and then type services to start the 'SPS' service.

4. Verify that the status has changes to 'running'. The SPS is now up and running.

5. Reset the machine.

6. Open the Web Admin.

7. Add the new SPS Server to SPS Architecture (refer to the Configuring System
Architecture Settings in the SPS Administrator's Guide:

8. Add the new SPS server to the relevant Access pools and sites.

If this is your first SPS, remove the default SPS server (Server 1) from site, access pool
and delete it from the SPS server list.

10. Start adding new users and devices to the SPS.

4.3 Activating the SPS License

After installing the SPS, activate its license. Initially, AudioCodes provides you with a
temporary license until a permanent license is generated.
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431 Activating a Temporary License
This procedure describes how to activate your SPS with a temporary license for 20 users for
90 days. This enables you to use the SPS until you obtain a permanent license from
AudioCodes.
» To activate a temporary license:
1.  Open the Web Admin (http://<SPS IP address>).
2. Navigate to the License Activation page (Configuration tab > License menu > License
Activation).
3. Under ‘Trial License Activation’, click the Click here link:
Figure 4-4: Trial License Activation

i kuocode WL Rderarsth et . Wandow drtwrned Especaen A — - -

[+ [SE T T e _— = = ol w4 =

Fie [ Jorm Fpoas ook [eip

i Feverimy | g 0 v 0 O B cpet ) Goongte: i Brpentl 0 SEODMD0R B petsd ) AC el (0w | DU 1) ke B8 RN P @ e W MTTRRT)
= ) FFilagn B yrreretoa 0 - Gyreeti f Spreratrcll v e [ Syt D5 ] b G (D) Pt < Gt Thasenpe o P DAOOT DTRM W T
?:.Aud' C SIP Phone Support For Microsoft® OCS™ Sarver @ oy .E_ L] i: L A
Trial Licenss Activation:
SR Mavigaior Tres b [ii T BTy Bd 1M e, 4 RRITRTeE L loliw [Pl i Daew
z:f::-_::r‘:?.w SIEQ 1 mmbsad Clieai o Vendor (ke
L;:::::x::r SEIF;-;LH.UM ;n“lr‘l Mﬂ .
SU0p 3 vusetliasee

4. View the License Information page (Configuration tab> License menu) to verify that
your system is activated with the new license.
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4.3.2 Activating a Permanent License

This procedure describes how to activate your SPS with a permanent license according to
your purchase order.

>
1.

To activate a permanent license:

Under 'Trial License Activation', click the Click here link to download a Client to Vendor
(.c2v) file to the PC.

Send the .C2V file with the AudioCodes Sales Order (SO) number to the following e-mail
address: SPS_License@audiocodes.com. In case you don’t have the AudioCodes SO,
please obtain it from the channel partner or local distributor that submitted this order to
AudioCodes.

AudioCodes then sends you a Vendor to Client (v2c) file. This is your permanent
license.

In the Web interface, navigate to the License Activation page (Configuration tab >
License menu) and load the file that you received from AudioCodes.

Click the Activate License button.

View the License Information page (Configuration tab > License menu) to verify that
your SPS is activated with the new license.

Figure 4-5: SPS License Information

SPE License Inforrmattion

License Informattion
License wersion 1
Maximur system users 10000
Latest date allowed for upgrade 3171272021
Maxirmurn users with Audiocodes IPP 10000
Maxirnurn users with 3rd party IPP 10000
Maxirmurn Mobile users 10000
HASF Key ID 154537021594
Expiration date Mo expiration date
Days Left 1]
Type perpetual

SPS Users Information
Maxirnur users 10000
Current registered users 3
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5

5.1

Run SPS Core in console mode [_ (O] =

sps—lab.net’

11:46:45 Debug ’'sip:galPdc—sps—lab_.net’ presence published: *Set machineState av
ailability 3588 containers 2 and 3°

11:=51:46 Debugy Starting presence timer

11:51:46 Debug Updating presence ‘sipigalBPdc—sps—lab.net’ —2> Inactive

11:=-51:46 Debug End presence timer. Set new presence wakeup time in 879966 ms
11:51:46 Debug ’'sip:gal@dc—sps—lab_.net’ presence published: *Set machineState av
ailability 588 containers 2 and
12:= BE 46 Debugy Starting presence timer

12: BE 46 Debugy ‘sipigall@dc—sps—lab.net’ presence publizhed: *Set machineState avu
ailability 155688 containers 2 and 3°

SPS Debugging Tools

The SPS provides the following debugging tools:
B SPS Core console

B SPS Core Logs

B SPS Switch CLI

Note: Skype for Business OCS log tool is recommended for debugging the SPS.

SPS Core Console

The SPS Core console helps to debug the SPS Core application under the following
circumstances:

B The system is starting up (to verify that the application loads successfully and if not, to
check when it fails).

The system is running (to view the logs online).

> To start the SPS core:

B In the console mode, point to Start > Programs > AudioCodes > SPS > SPS Core >
Run SPS Core.

Figure 5-1: Run SPS Core in Console Mode

643 Dehug command ‘ewvent plain CUSTOM sofiat:register sofia:unregister soll
explre ended with * event listener enabled plain’
Info Stopped restart timepr
Dehug Added to dict ’sip:galPdc—sps—lab.net’ endpoint
Info Successzfully registered O0CES UserEndpoint "sip-gall@dc—sps—lab._.net’ .

Info ‘sipsgal@dc—s=sps—lab.net’ registered for incoming calls
Debuy Unsubscribed 'sip:igallfdc—sps—1lab.net’ presence
Debugy ’'sip-gallBdc—sps—lab.net’ presence published: *Set device capabili

Debug Armed presence update timer to 299774 ms due to wuser ‘sip-galldc—

3

46 Debug Updating presence ‘gsipigalBdec—sps—lab.net’ —2> Away
46 Debug End presence timer. Mo new wakeup set

SPS Core Logs

The SPS Core writes the logs to the “sps-log” file. The SPS saves the log file every 24 hours
to the folder “Archives”. These files are found at the following locations:

B sps-log file: C:\Program Files\Audiocodes\SPS\SPS Core\log\sps-log.txt

B Archives folder: C:\Program Files\Audiocodes\SPS\SPS Core\log\archives 0-log.txt
1-log.txt ... x-log.txt
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5.3 SPS Switch CLI

The SPS Switch CLI can run parallel to the SPS Switch service. Use it to do the following:
B View logs online

B Obtain information about the system using command line

B Change parameters in the SPS Switch using command line

5.31 Command Line Examples

This section describes command line examples.

> To start the SPS Switch CLI:

B Open the SPS Switch CLI (Programs > AudioCodes > SPS > SPS Switch > SPS
Switch CLI).

e Todisplay all SIP IPPs registered to the SPS, enter the following command:
sofia status profile internal reg

e Todisplay the IP address and port of the SPS switch listener, enter the following
command:

sofia status

Figure 5-2: SPS Switch CLI

[+ SPS Switch CLI

= Anthony Minessale II,. Hen Rice, Michael Jerris »*
* FreeSWITCH <http:- ~uwvwuw.freesuitch.org? »*
* Paypal Donations Appreciated: pavypalB@freeswitch.org =

E

* Brought to you by ClueCon http: ' www.cluecon.com”
33003 -3 -3 330 -3 3 3o o3 30 3o o330 306300 JoE 330 3o oo 3o 33 oo o3 3eEeE- oo 3o I IeEeE- eI E-eE-eE-EE

Type ~help <enter?> to see a list of commands

+0K log level [+l
freeswitch@internal> _
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6

6.1

6.2

6.3

Activating the SPS Manually

This section describes how to manually activate the SPS if the automatic script fails. This
section also describes how to renew or change a certificate.

B The SPS is normally automatically activated by an activation script (Start > All
Programs > Audiocodes > SPS > SPS Core > Activation > Activate SPS)
Setting Permissions

Only a domain member is permitted to activate the SPS.

Preparing SPS Activation
This section describes how to prepare the activation of the SPS.

> To prepare the activation of the SPS:

1.  Open Skype for Business Management PowerShell (Start > All Programs > Skype for
Business).

2. Verify that the Windows service named Skype for Business Replica Replicator Agent is
running and configured to start automatically.

Note: PowerShell commands and arguments can be auto-completed by pressing the Tab
key.

Publishing Topology and Verifying Replication
This section describes how to publish a new topology and verify replication.

» To publish topology and verify replication:

1. Enter the following commands:
Enable-CsTopology
Get-CsManagementStoreReplicationStatus
The result for the SPS server must be as follows:
"UpToDate : True"
For example:
UpToDate : True
ReplicaFqgdn : devel.corp.lynctest.org
LastStatusReport : 6/19/2011 9:38:33 AM
LastUpdateCreation : 5/16/2011 9:48:55 AM
ProductVersion : 4.0.7577.0

2. Repeatthe Get-CsManagementStoreReplicationStatus command

until the 'UpToDate' parameter indicates "True'.

3. Ifthe returned result is 'Not True' for more than five minutes, this indicates a failure that

is outside the scope of the SPS that must be fixed.
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6.4  Activating the SPS

This section describes how to activate the SPS.

> To activate the SPS:

1. Verify that the topology and replication are up to date (see Section 6.3).
2. Set the pool name variable by changing the host part of the SPS FQDN:

$SpsPoolFgdn = "sps-pool<YOUR-DOMAIN>"
For example, if SPS FQDN is sps.corp.lynctest.org:
$SpsPoolFgdn = "sps-pool.corp.lynctest.org"

3. Verify that the pool exists by entering the following command:
Get-CsTrustedApplicationPool -PoolFgdn $SpsPoolFgdn
4. If the pool does not exist, then do the following:

a. Select siteId by entering the following command:
Get-CsSite
Select your site ID from the SitelD output.

b. Select Registrar by entering the following command:
Get-CsService —-Registrar
Select your registrar from the ldentity output.

c. Create pool by entering the following command:
New-CsTrustedApplicationPool -Identity $SpsPoolFgdn -Site
<YOUR-SITEID> -Registrar <YOUR-REGISTRAR> -ComputerFgdn
<SPS-FQDN>
For example:

New-CsTrustedApplicationPool -Identity S$SpsPoolFgdn -Site 1
-Registrar Registrar:se.corp.lynctest.org -ComputerFqgdn
devel.corp.lynctest.org

d. Verify that replication is up to date as described in Section 6.3.

e. Verify that the SPS server is a member in the pool by entering the following
command:

Get-CsTrustedApplicationComputer
f. Ifitis not, then add it by entering the following command:

New-CsTrustedApplicationComputer -Identity <SPS-FQDN> -Pool
SPoolFqgdn
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6.5 Assigning Certificates

This section describes how to assign a certificate.

» To assign a certificate:

1. Check if a certificate is assigned by entering the following command:
Get-CsCertificate -Type Default

2. If not defined (no output), a new certificate must be created and assigned to the SPS.

creates a certificate offline using a 3™ party CA. For detailed information on creating

/_\ Note: A certificate can be created using several methods. The method described below)
certificates, see http://msdn.microsoft.com/en-us/library/gg448309.aspx

3. Find your CA by entering the following command:
certutil.exe
4. Find your CA from the Config line output. Note that there may be multiple CAs. You
must choose the correct one. For example:
Entry O0:
Name : “corp-DC-CA'
Organizational Unit:
Organization:
Locality:
State: !
Country/region:
Config: “dc.corp.lynctest.org\corp-DC-
CA'
Exchange Certificate:

A

A

Signature Certificate:

Description: o

Server: “dc.corp.lynctest.org'
Authority: ‘corp-DC-CA'

Sanitized Name: “corp-DC-CA'

Short Name: ‘corp-DC-CA'

Sanitized Short Name: “corp-DC-CA'

Flags: Tl

A

Web Enrollment Servers:
CertUtil: -dump command completed successfully.
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5. Request a new certificate by entering the following command:
Request-CsCertificate -New -Type Default -CA <YOUR-CA>
The command should output (approximately):

Issued thumbprint "EFCD13C2B1l3FFC81017A4F856112F6D194E80008"
for use "Default" by "dc.corp.lynctest.org\corp-DC-CA".

Issuer : CN=corp-DC-CA, DC=corp, DC=lynctest, DC=org
NotAfter : 7/13/2013 4:34:28 PM

NotBefore : 7/14/2011 4:34:28 PM

SerialNumber : 35FB35D0000000000008

Subject : CN=sps-pool.corp.lynctest.org
AlternativeNames : {}

Thumbprint : EFCD13C2B13FFC81017A4F856112F6D194E80008
Use : Default

6. Set the new certificate with the thumbprint from the previous command output:
Set-CsCertificate -Type default -Thumbprint <YOUR-Thumbprint>

7. Wait for the replication update to indicate 'True' (see Section 6.3).

6.6 Creating a Trusted Application

This section describes how to create a trusted application.

» To create a trusted application:

1. Check if a trusted application exists by entering the following command:

Get-CsTrustedApplication | Where-Object {$ .ApplicationId -eq
"urn:application:sps" -and $ .TrustedApplicationPoolFgdn -eq
$PoolFqgdn}

2. Ifit doesn't, create it by entering the following command:

New-CsTrustedApplication -ApplicationId "urn:application:sps"
-TrustedApplicationPoolFgdn $SpsPoolFgdn -Port 15061

3. Wait for the replication update to indicate 'True' (see Section 6.3).

6.7 Creating a Trusted Application Endpoint

This section describes how to create a trusted application endpoint.

» To create a trusted application endpoint:

1. Find your default SIP domain by entering the following command:
Get-CsSipDomain | Where-Object {$ .IsDefault -eq $True}
2. Create the Trusted Application Endpoint by entering the following command:

New-CsTrustedApplicationEndpoint -ApplicationId sps -
SipAddress sip:sps@<YOUR-DEFAULT-SIP-DOMAIN> -
TrustedApplicationPoolFgdn $SpsPoolFgdn -DisplayName
"Audiocodes SPS application endpoint"

3. Wait for the replication update to indicate 'True' (see Section 6.3).
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