Migration Guide

AudioCodes One Voice ™ Operations Center

One Voice Operations Center
Migration

Migrating from EMS/SEM Version 7.2 to One
Voice Operations Center

Version 7.4

QX audiocodes







Migration Guide Contents

Table of Contents

9

ST T T3 - T 7/ R 13
Recommended WOrk FIOW ... 15
2.1 Single Maching TOPOIOGY .......ccooeuuiiiiiiie e e e 15
2.2 Dual Maching TopOolOgy .....cc.cceeiiiiiiiiee et a e 17
Backup Data from EMS/SEM 7.2.3000 ........cccceuuuiiiiiiiriimnnnnsssssss s ssnnsssssnns 21
3.1 BacKUP ProCEAUIE.... ..ot e e e e e e eeaaaes 21
3.2 Save Datain Textual FOrmat...........oooiiii e 21
Capture Version 7.2 EMS & SEM Configuration ............ccccoviimmmmimmccciiiiiinnnnns 23
Export Topology and IP Phone Configuration..........cccccevviiiiiiiiiiiiiiiiinniccnennn, 25
5.1 EXPOrt EMS TOPOIOQY....coutitiaiiieeieiieie ettt e et e e e e e e e eaate e e e e e e e eeenaae 25
511 EXGMPIE OULPUL ...eiiiiiiiiiieeiee et e e e e e e e e e et aneeae s 26
5.2 Export IP Phone Management Server Configuration .............cccccceeiiiniiiiiiiinennenn. 28
Check and Prepare Server Machine for Version 7.4 Installation................... 31
Install the One Voice Operations Center............cccoimmimimcccniinnnrnrnee 33
7.1 OVOC Software Deliverables ...............uuuuiueuiiiiiiiiiiiiiiiiiiiiiiieeeeeeiieeeeeeeeeeeeeeeeeeenennes 33
7.1.1 Dedicated Hardware Media ..........ccuuuiiiiiiiiiiiiiee e 33
7.1.2 Virtual Machine Media (VMware and Hyper-V) .........cccooviiieeeiiiciiieiee e 33
7.2 Pre-installation..... ... 34
7.2.1 Testing Installation Requirements -Dedicated Hardware...........c.ccccccvvvvvvvvvennennnnn. 34
7.2.2  Files VErifiCation ........coiiiiiiiiii et 35
7.2.3  OVOC SEIVEN USEIS ...ttt ettt et e e e e et e e e nnbee e e e 36
7.3 Installing the OVOC Server on Dedicated Hardware .................couveveeieeeiieeiinennnnns 36
7.3.1 DVD1-CentOS 7.3 REV 18 . ettt 36
7.3.2 DVD2: Oracle DB Installation ............ooiuiiiiiiiieeeeeee e 39
7.3.3 DVD3: OVOC Server Application Installation ..............cccoceeeeeeiiiiiiiiiiie e, 41
7.4 Installing the OVOC on Virtual Server Platform ..........ccooiiiiiiiiiieeeeee, 44
7.4.1 Installing the OVOC Server on the VMware Platform ..........cccccooiiiiiiiiiniee 44
7.4.2 Installing the OVOC Server on Microsoft Hyper-V Platform............cccccccoovviviineen.n. 57
Configure One Voice Operations Center Server ..........cccccoiiiimmimeeeccciiiiinnnennns 73
8.1.1  Connecting to the EMS Server Manager ..o 73
8.1.2  General INformation .......... ..o 74
8.1.3  Web Server Configuration ............c.oooiiiiiiiiii 75
8.1.4  Schedule Backup TIMe..... ..ot e e e e eeeeeeeas 75
8.1.5  Network Configuration .............oooiiiii i 76
8.1.6  Date and TiMe MENU .......uuiiiiiiiiii e 80
Tt B A 1= Y o1 U [ 1 VPR TRRSPPRP 80
8.1.8 Enable IP Phone Management Server Client...........ccccccuviiiieiiiiiciiiieiee e 83
8.1.9  DIagnOStiCS ...coeieiieiiieeeee e 83
Import the Topology and Configuration.............cccovviimmiiccccci e 85
9.1 IMPOrt EMS TOPOIOGY ... eteeeeeeiee ettt e e e e 85
S Tt I €= 0 T (K 11 1 o 11 SO 86
9.2 Import IP Phone Management Server Configuration and Users & Devices........... 87

Version 7.4 3 One Voice Operations Center



. .
QC audiocodes Migrating to Version 7.4

10 Move Phones from Version 7.2 Platform..........ciniiiiiiiiniseciinnneeees 91
11 Configure One Voice Operations Center Web Client...........ccciieeneiiiiiiinnnnnes 95
11.1 Local User AUthentiCation......... ..o 95
11.2 External AuthentiCation SErVErS........ .o 97
T1.2.1 RADIUS ettt e e e e e e e e e e e e e e s et te e e e e e e e e sanbnreeeaeeeaaaanes 97

TA.2.2 LD A Pttt ————————a—a—atatabababatntnbnbatntnbnbnbnbntnbnbnbnnnrnrnrns 99

11.3 Alarms (from EMS AppliCation)........ccooiiiiiiiiiiicec e 100
T1.3.1  Alarms SEtINGS ... i e e e e a e e e e aaans 100

11.3.2 Alarms FOrwarding RUIES ..........uuuuiiiiiiiiiiiiiiiiie e eeenesensneneeenenenees 101

11.4 SOftWAre MaNAgET ........coooiiiiiiiiie e 104
11.5 Device Backup Configuration ... 104
11.6 LDAP User Authentication ............c.uoiiiiiii i, 105
11.7 SEM Client Configuration ... 107
11.7.1 Microsoft ACHIVE DIFECIONY ......coiuiiiiiiiiiie e 107

11.7.2 Skype for Business SQL Server Configuration ............cccocceeeiiieeeiiiiee e 108

11.7.3 QoE Thresholds Configuration .............ccouuiiiiiiiiie e 109

11.7.4 Alarm Rules Configuration..............ccooiiiiiiiiiie e e e 110

11.7.5 Scheduled Reports Configuration (from SEM Application) .........cc.ccceeccuviieeeeeennns 111

A Appendix A —Backup and Restore.........ccccccceiiimieeiiiirrencs e 113
A1 OVOC Server BaCKup .....coooeeeeeieieeeeeeeeee e 113
A.1.1  Change Schedule Backup TiMe .......cuiiiiiiiiiiiiie e 113

A.2 OVOC Server ReStOre......ccoooeiiieieeieeeeeeeeeee 114

B Appendix B- EMS /SEM 7.2 — Topology Import Process Limitations....... 115
C Transferring Files ... e e s s s e e e ennes 117

Migration Guide 4 Document #: LTRT-91055



Migration Guide Contents
List of Figures
Figure 2-1: Migration with @ Single Maching ...............ooiiiiiiiii e 16
Figure 2-2: Migration with Dual MaChINES ...........uuuuuiiiiiiiiiiiiiiiiiiii e neeeeeseeesenenenensnenenennes 18
Figure 3-1: Alarms HiSTOMY ... ....oiiiiiiieiiii ettt e et e e e s ra e e e e nabeee e e 22
Figure 3-2: Alarm HiStory Prompt.... ..ottt e e e 22
Figure 5-1: Copy CertifiCate Fles ..ot 26
Figure 5-2: EXPOIt TOPOIOGY .....eeiiueeieeiiitie ettt ettt e ettt e e et e e e et et e e e aa et e e e anbe e e e s anneeeeaans 29
Figure 7-1: Linux Testing REQUIFEMENTES .........iiiiiiiiii e 34
Figure 7-2: File Integrity VerifiCation...........oooiiiiiiii e 35
Figure 7-3: Linux CentOS INStAllation ..........cooooiiiiiiie e e e 37
1o [ LI S 071 o (O 1S T AP P PRSP 37
Figure 7-5: CentOS INSTAllation ...........uuiiiiiii e e e e e e e e e e e e e s nannees 38
Figure 7-6: Linux CentOS Installation COMPIELE .........ccoiiiiiiiieiiee e 38
Figure 7-7: Linux CentOS Network Configuration............cccuueiiiiiiiiiiiiiiiiee e 39
Figure 7-8: Oracle DB INstallation (LINUX) .......cccuuiiiiiee it e e e et e e e e e s snnnnrees 40
Figure 7-9: Oracle DB Installation - License Agreement (LiNUX).........occeeiiiiiiiiiiiiee e 40
Figure 7-10: Oracle DB Installation (LINUX) (CON) .....coiitiiiiiiiiiei e 40
Figure 7-11: Oracle DB Installation (LINUX) (CON) .....cciiuiiiiiiiiiii et 41
Figure 7-12: OVOC Server Application Installation (LiNUX).........ccceeiiiiiiiiiiiiiiieee e 41
Figure 7-13: OVOC Server Application Installation (Linux) — License Agreement............ccccceeeviineeenns 42
Figure 7-14: OVOC Server Application Installation (Linux) (CONt)......coccuvviiiiiiiiiiiiiieeeee e 42
Figure 7-15: OVOC Server Application Installation (Linux) - Java Installation...............ccccccevveeiiinnneee. 43
Figure 7-16: Installation COMPIELE .........oeiiiiiiiieee e e a e e 43
Figure 7-17: VMware vSphere Web ClENt...........uuiiiiii ittt 45
Figure 7-18: HOSTS @Nd CIUSTEIS.........ueiiiiiiie ettt e e e e e e e e e e e r e e e e e e snennees 45
Figure 7-19: Deploy OVF Template Option..........oueiiiiiiiiiiiiiieee et a e 46
Figure 7-20: Client Integration PIUG=iN..........o..iiiiii et 46
Figure 7-21: Browse t0 OVF PaCKAQGE. ......ccoiuuiiiiiiiiii ittt 47
Figure 7-22: OVF Template Details SCrEEN .......cocuiiiiiiiiiiiiie e 48
Figure 7-23: Virtual Machine Name and Location SCreen ............cccooiiiiiiiiiiiiiiiiiiee e 48
Figure 7-24: Destination StOrage SCIrEEN .........coi ittt 49
Figure 7-25:: Setup NetWOrking SCIrEeN ..........eiiiiiiii e 49
Figure 7-26: Ready t0 COMPIELE SCrEEN.......cccuiiiiiiiie et a e e 50
Figure 7-27: Deployment ProgreSs SCrEEN ..........uvuiiii e i ittt e e e e e e e e e senannees 50
Figure 7-28: Edit Settings OPtiON ........euiiiiiiii e e 51
Figure 7-29: CPU, Memory and Hard Disk SEtliNgs ........ccuvviiiiieiiiiiieee e 52
FIQUrEe 7-30: RECENT TASKS ....uuuiiiiiiiiiiiiiiiiiit ettt e s st s tsts st s s s s ss s tssnsssnsssnsnsnsnsnsnnns 52
FIGQUIE 7-31: POWET O ..ttt e et e e e e e e st e e e e e e e e ssab e e e e eaeesaassssbeneeaaeeeannnsnneees 53
Figure 7-32: STOrage AQAPLEIS .......ueiiiiiiiiie et e b e e e e e e e e 54
Figure 7-33:Turn ONn VSPRhEre HA ... et e e ee e 54
Figure 7-34: Activate HA on each ClIUSter NOGE ........cocuiiiiiiiiii i 55
FIGUIE 7-35: NEIWOIKING ..ottt ettt ettt e et e e e st e e e sabe e e e e nnneeeeaans 55
Figure 7-36: SWItCh Properties ........ooiiiiiiiiiiii et e ee e 56
Figure 7-37: ProteCted VIM ... .. ettt et e e e e 56
Figure 7-38: Installing the OVOC server on Hyper-V — Hyper-V Manager ...........ccccccoeevcvveeeeeeeeeecenne 58
Figure 7-39: Installing OVOC server on Hyper-V — Import Virtual Machine Wizard ...................cc..... 58
Figure 7-402: Installing OVOC server on Hyper-V — Locate Folder............c.ooccviiieiieiiiiiiiiiieee e 59
Figure 7-413: Installing OVOC server on Hyper-V — Choose Import Type .......cccveeveeeiiiiiiiiieeeee e 59
Figure 7-424: Installing OVOC server on Hyper-V — Choose Destination ............ccccccooevciviieeeie e, 60
Figure 7-435: Installing OVOC server on Hyper-V — Choose Storage Folders..........cccoeeiiiiiiiiiniienes 60
Figure 7-446: File COPY Progress Bar. ...ttt 61
Figure 7-45: Adjusting VM for OVOC server — Settings - MEmMOrY........c..ocoiiiiiiiiiiei e 62
Figure 7-46: Adjusting VM for OVOC Server - Settings - Processor ..........ccccccoiiiiiiiiic i 63
Figure 7-47: Expanding Disk Capacity .........cuueiiiiiiiiiiiiie et 64
Figure 7-48: Edit Virtual Hard Disk WIZard...............oooiiiiiiii et 65
Figure 7-49: Edit Virtual Hard Disk Wizard-ChooSe ACtION ...........ccccuviiiiiiee e 65
Figure 7-50: Edit Virtual Hard Disk Wizard-Expand Virtual Hard DiskK.............cccccoouiiiiiiiiininiiiiiiiniiiiinnns 66
Version 7.4 5 One Voice Operations Center



QC audiocodes

Migrating to Version 7.4

Figure 7-51: Edit Virtual Hard Disk Wizard-Completion ... 66
Figure 7-52: Advanced Features - Network Adapter — Static MAC Address ...........c.ccccoiiiiiiiiieieee 67
Figure 7-53: Power On Virtual Machine ............cooiiiiiiiiii e 68
Figure 7-54: Connect to OVOC Server CONSOIE .......cooiiiiiiiiiiii e 68
Figure 7-55: Hyper-V-Failover Cluster Manager NOUES...........ooiiiiiiiiiiiiii e 69
Figure 7-56: Configure ROIE ... e e e e 70
Figure 7-57: Choose Virtual MacChiNe............coooiiiiiiiiii ettt e e e e e e e 70
Figure 7-58: Confirm Virtual MacChing............oooiiiiiiiie et e e 71
Figure 7-59: Virtual Machine Successfully Added..........cccuuiiiiiiiiiiiieeee et 72
Figure 8-1: General INfOrmMation ............uviiiiiiiiieee e e e e e e e e e e e e e e e snrnnees 74
Figure 8-2: Web Server Processes STatUsS ..........uvviiiiiiiiiiiiiiiieee ettt 75
Figure 8-3: Schedule Backup Time Configuration ............cccueeviiieiiiiiiiiiiee e 75
Figure 8-4: Network ConfigUration ...........oooiiiiiiiiie e 76
Figure 8-5: Ethernet INTErfaces.........ooo i 76
Figure 8-6: Ethernet REAUNAANCY ........c.ueiiiiiiiiii et e e ee e 77
Figure 8-7: DNS CONfiQUIratioN ..........cooiiiiiiiiiiii ittt e e ee e e 77
Figure 8-8: NAT CONfIQUIALION ........oiiiiiiiiiiiii ettt e et e e ee e 77
Figure 8-9: Static Route Configuration ............ccccuuiiiiii oo a e 78
Figure 8-10: Configure SNIMP AGENL.......ooiiiiiiiee et e e e e e e e e e e e e e e senanrees 78
Figure 8-11: NMS IP and CommuNity StriNG .........cueiiieiiiiiiiieee e a e 78
FIQUIe 8-12: SNIMIP AGENL ....eieeiiiiee ettt e et e e e e e sttt e e e e e e e eaaba e e e eaeeesessssbaneeaaeeeannssnreees 79
Figure 8-13: Configure SNIMP AGENL.......ooiii it e e e e e e e e r e e e e e e seaanrees 79
Figure 8-14: SNMPV3 ENGINE ID .......ouuiiiiiiiic ittt e e e e et e e e e e e e et e e e e e e e sensnnees 79
Figure 8-15: Date @nd TiME......coi ittt et e et e e s aab e e e e naneeeeaans 80
FIGUIE 8-16: SECUILY ...ttt ettt et e e e rab e e e ea et e e e anbe e e e annneeeeaan 80
FIGUIE 8-17: SSH ...ttt e ettt e e et e e ab bt e e e bt e e e e annaeeeeaaes 81
Figure 8-18: One Voice Operations Center Server Manager — Change DB Password .............ccceee... 81
Figure 8-19: NEtWOIK OPHIONS. .....iuiiiieiiiiie ettt ettt e bt e et e e e e rnb et e e e anneeeeaans 82
Figure 8-20: HTTPS AUthENtICAtION .......eeviiiiiiii i 82
Figure 8-21: SEM-AudioCodes Device CommUNICAtIoN ............ccoiiiiiiiiiiieeeiiciiiieeee e 83
FIQUIE 8-22: DIagNOSTICS. .. uuuuuutiiiiiiiiititiiiteiiiet ettt sttt st et s s ts st s s s ts s ss s s ss s sssssssssssssnsnsnsnnnnnnns 83
Figure 9-1: Import Phone Configuration FileS .............coiiiiiiiiiiii e 88
Figure 9-2: IMport USErs anNd DEVICES........uuuuuuuiuiiiiiiiiiiiiieiiieieieteietetatateeseateesestetesessssessssssnsssnsssnsssnsssnsnnes 88
Figure 10-1: Navigation Tree - TemMPIates..........uuuuuuiiuiiiiiiiiiiiii e beaeeeeeenenenreeneesnenenenne 91
FIGUIE 11-1: USEIS LISt ..ottt e et e e st e e s nabeee e e 95
Figure 11-2: USEr DetalilS. .........ooiiiiiiiiiieie ettt e e e et e e e ee e e 96
Figure 11-3: TeNant OPErators .........cooiiiiiiiiiiiie ettt e et e et e e s aabe e e e e aabeeeeaaes 96
Figure 11-4: Tenant Operator SEHNGS. .......oouiiiiiiii e 97
Figure 11-5: RADIUS CoNfiguration ...........coouiiiiiiiie ettt e e 97
Figure 11-6: RADIUS SeHINGS. ....ouiiiiiiiiiiie ittt e e ee e 98
Figure 11-7: LDAP CoNfIQUIation ...........oooiiiiiiiiiiiiiiee ettt e e e e e e e s e e e e e e e annnrees 99
FIgure 11-8: LDAP SEHINGS .. .ueiiiiiiiiiiiiiiiie ettt e e e e e e st e e e e e e s e enanbeneeaeeeesnnsnnees 99
Figure 11-9: Alarm SeHiNGS .. .uueiiiie i e e et e e e e e st e e e e e e e e annbaaeeeaeeeanannes 100
Figure 11-10: Version 7.4 Alarms SetliNgS.......ccccuiiiiiii it e e e e 100
Figure 11-11: Version 7.2: Alarm Forwarding RUIES .............uuuuuuimimiiiiiiiiiiiiieiiieieteeiieeieieveenvnenaeeeenennnees 101
Figure 11-12: Version 7.2: Destination Rules Configuration ..............ccccvviiiieiiiiiiiiiiee e 101
Figure 11-13: Version 7.4: Alarm Forwarding RUIES ..........coocuiiiiiiiiiiiiie e 102
Figure 11-14: RUIE INGIME ...ttt et e e e e anaeee s 102
Figure 11-15: Alarm Forwarding Rule CONditioNS ............ooiiiiiiiiiiiiiciee e 102
Figure 11-16: Alarm Forwarding DestinatioNS............coiuiiiiiiiiiiiiiie e 103
Figure 11-17:Version 7.2: Backup Configuration ..............ccoiuiiiiiiiiiiiiiec e 104
Figure 11-18: Version 7.4: Backup Configuration .............ccoiuuiiiiiiiiiiiiiec e 105
Figure 11-19: LDAP Authentication and Authorization..................ueueiiiiiiiiiiie e 105
Figure 11-20: AUthentiCation Page...........uuuuiiiiiiiiiiiiiiie e s et s e s snesenssensnsnnnsnnnnes 106
Figure 11-21: Version 7.2: Active Directory Configuration ..............cccccuviiiiiiiiiiiiiiiice e 107
Figure 11-22: Version 7.4 Active Directory Configuration .............cccoceciviiiiiieiiiiiiiiiee e 108
Figure 11-23: SEM - Network tab Skype for Business Device Definition.............cccccceeeeeiiiiiiiineee e, 108
Figure 11-24: OVOC - Skype for Business Device Definition ..........cccouuviiiiiiiiiiiiicee e, 109
Figure 11-25: Version 7.2: QoE Thresholds Configuration ..............ccciiiiiiiiiiiieee e 109
Migration Guide 6 Document #: LTRT-91055



Migration Guide Contents

Figure 11-26: Version 7.4: QoE Thresholds Configuration .............ccccoiiiiiiiiiiiiiie e 110
Figure 11-27: Version 7.2: Alarm Rules Configuration..............cccoooiiiiiiiiiiiii e 110
Figure 11-28: Version 7.4: Alarm Rules Configuration..............ccccoooiiiiiiiiiieic e 111
Figure 11-29: Version 7.2: SEM Scheduled REPOItS .........coocuiiiiiiiiiiiiiiiec e 111
Figure 11-30: Version 7.4: StatiSticsS REPOIS .......cuuiiiiiiiiieii s 111
List of Tables
Table 7-1: VMware Virtual Maching Settings .........oooiiiiiiiiii e 51
Table 7-2: Microsoft Hyper-V Virtual Machine Settings ..........cocooiiiiiiiiii e 61

Version 7.4 7 One Voice Operations Center



. .
QC audiocodes Migrating to Version 7.4

This page is intentionally left blank.

Migration Guide 8 Document #: LTRT-91055



Migration Guide Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: October-29-2018

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes
(w) (£) (in) (&) (&)

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Document Revision Record

LTRT Description

91052 Initial document release for Version 7.4

91053 Update for correcting link to the AudioCodes Services portal for downloading the IP
Phone Manager Pro Export Configuration script.

91054 Update regarding the migration of the SSL.conf file.
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Configuration import”.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
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Migration Guide 1. Summary

1 Summary

This document is designed for customers with EMS/SEM Version 7.2.3000 who wish to
upgrade to the new One Voice Operations Center 7.4 Version.

Warning:

e Verify that all devices that you wish to migrate are loaded with firmware
versions that are supported by the OVOC platform (refer to the OVOC /OM for
details).

e If your Version 7.2.3000 platform was configured for HA, do not proceed with
this migration.

e For a full listing of open issues for Version 7.4, refer to the One Voice
Operations Center Release Notes.

e Performance Monitoring Historical Data is not migrated because Version 7.4
does not currently support Performance Monitoring.

If you are new customer and the first management solution to use is One Voice Operations
Center Version7.4, refer to the One Voice Operations Center IOM & One Voice Operations
Center User Manual Guides.

When upgrading to One Voice Operations Center 7.4 Version, the following data can be
preserved using a provided topology script:

B Topology
B License Pool allocations

The document below describes the manual procedure that should be taken to preserve other
system settings. Note the following:

B Endpoints reporting QoE data using SIP Publish (RFC 6035) are not migrated as part
of the topology.

B Data collected by the system, namely: alarms, SEM calls, statistics, reports,
performance monitoring data CANNOT be automatically transferred from Version 7.2
to Version 7.4. This data will be lost and therefore users should keep the latest backup
file to retrieve it. In addition, specific data can be saved & stored in human readable
format, which does not require an EMS/SEM installation to view.

B Properties files changes: in case, customers make changes using the properties files,
they should contact AudioCodes support for assistance.

B Bare Metal HA is not supported in One Voice Operations Center Version 7.4.

B If your network is composed of devices that are located behind a NAT, note that the IP
& port saved in the topology file might be changed after the device is connected to the
network.

For more information, see the following:
B Appendix A —-Backup and Restore
B Appendix B- EMS/SEM 7.2 — Topology Import Process Limitations
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Migration Guide

2. Recommended Work Flow

2 Recommended Work Flow

/N

Migration Hardware Topology: You can run the migration process using either the
existing machine or run it on a new machine, regardless of whether you are running
on dedicated hardware or on a virtual machine:

e  For Single machine topology: you are required to remove all devices from the
network (not including phones). In the event of failover, you need to restore the
existing machine to the Version 7.2 installation.

e  For Dual machine topology: you need to disconnect the Version 7.2 machine from
the network. In the event of failover, you need to disconnect the Version 7.4
platform from the network and then reconnect the Version 7.2 machine.

Warning: If you are deploying two machine topology, under no circumstances
should the Version 7.2.3000 and Version 7.4 platforms be simultaneously
connected to the network.

Migration Stages: It is recommended to perform the migration process in two stages,
in the first stage to migrate only a few devices and phones and to check their basic
operations (without importing topology). For example, if a License Pool is used,
ensure the device is managed in the new One Voice Operations Center application.
Also you should create all the relevant links. In the second stage, you should import
the topology (including all devices and phones and users).

21 Single Machine Topology

This section describes the migration process when a single machine is deployed.

Version 7.4
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Figure 2-1: Migration with a Single Machine

1. Backup Version 7.2 to external location

1 ‘

2. Capture Version 7.2 EMS client and EMS server configuration

¥

3. Export Version 7.2 topology and phone configuration and users

4. Remove all devices from Version 7.2 platform (not including

phones and users)

5. Check and prepare server machine for OC Version 7.4 installation

6. Install OC Version 7.4

7. Configure OC server

1 ‘ ‘ ‘

8. Add 1-2 devices and import 1-2 phones/users to default tenant

¥

9. Perform basic testing

¥

10. Import topology and phone configuration/users

L 2

11. Verify import was successful

12. Configure OC web client

In the event of failure, restore to the Version 7.2 platform
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Migration Guide 2. Recommended Work Flow

Use the following references to the above workflow:

1. Step 1: Backup Version 7.2 (see Chapter 3).

2. Step 2: Capture Version 7.2 EMS client and server configurations (see Chapter 4).
3. Step 3: Export Version 7.2 Topology and Configuration (see Chapter 5).
4

Step 4: Remove all devices from Version 7.2 platform (not including phones and users).
This is necessary to ensure the smooth migration to the Version 7.4 platform. Do the
following:

a. Inthe EMS GUI, Right-click the region in the MG Tree, and then from the sub-
menu, choose option Remove Multiple MGs.
b. Perform the above step for each existing region.

removed from the EMS database including alarm history. Therefore ensure that

f Warning: When devices are removed from the Version 7.2 platform, all data is
you have backed up the database before proceeding.

5. Step 5: Check and prepare the server machine for Version 7.4 Installation (see Chapter
6).

Step 6: Install One Voice Operations Center Version 7.4 (see Chapter 7).
Step 7: Configure One Voice Operations Center Server (see Chapter 8).
Step 8: Add 1-2 devices and import phones and users to default tenant.
Step 9: Perform basic testing on these devices and phones/users.

©® N o

Note: Once you have completed the basic testing, it's highly recommended to
remove the manually added devices before commencing the import process.

10. Step 10: Import EMS topology and phone configuration and users (see Chapter 9).

11. Step 11: Verify that the topology import was successful and that all phones/users have
been registered to the Version 7.4 platform.

12. Step 12: Configure OVOC web client (see Chapter 11).

Note:

f ¢ Inthe event of failure, restore the Version 7.2 installation (see Appendix A.2).

e If your phones are deployed in a non-Skype for Business environment, you
should import both phones and users. If your phones are deployed in a Skype
for Business Environment, you should only import phones.

2.2 Dual Machine Topology

This section describes the upgrade process when two machines are deployed.
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Figure 2-2: Migration with Dual Machines

1. Backup Version 7.2 to external location

2. Capture Version 7.2 EMS client and EMS server configuration

3. Export Version 7.2 topology and phone configuration/users

4. Install OC Version 7.4 with a different IP address

5. Configure OC server

6. Add 3-4 devices to default tenant

7. Reconfigure the QOE Server IP on the device

8. Perform basic testing

9. Remove devices from Version 7.2 (not including phones and
users)

10. Disconnect the Version 7.2 platform from the network

11. Import device topology

12. Verify device import was successful

13. Import phone configuration/users

14. Verify phone configuration/users import was successful

15. Move phones to Version 7.4

16. Verify that phones have been registered to Version 7.4

17. Configure OC web client

In the event of failure, disconnect the Version 7.4 platform from
the network and restore to the Version 7.2 platform

Migration Guide
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Use the following references to the above workflow:

Step 1: Backup Version 7.2 (see Chapter 3).

Step 2: Capture Version 7.2 EMS client and server configurations (see Chapter 4).
Step 3: Export Version 7.2 Topology and Configuration (see Chapter 5).

Step 4: Install One Voice Operations Center Version 7.4 (see Chapter 7).

Step 5: Configure One Voice Operations Center Server (see Chapter 8).

Step 6: Add 3-4 devices to default tenant.

Step 7: Reconfigure the QOE server IP address on the devices using an incremental
ini download (ini parameter QOEServerlp).

8. Step 8: Perform basic testing on these devices.

No o s~LDd-=

remove the manually added devices before commencing the import process in Step

f Note: Once you have completed the basic testing, it's highly recommended to
11.

9. Step 9: Remove devices from the Version 7.2 platform (not including phones and
users).

This is necessary to ensure the smooth migration to the Version 7.4 platform. Do the
following:

a. Inthe EMS GUI, Right-click the region in the MG Tree, and then from the sub-
menu, choose option Remove Multiple MGs.

b. Perform the above step for each existing region.

removed from the EMS database including alarm history. Therefore ensure that

f Warning: When devices are removed from the Version 7.2 platform, all data is
you have backed up the database (see Step 1) before proceeding.

10. Step 10: Disconnect the Version 7.2 platform from the network.

11. Step 11: Import device topology (see Section 9.1).

12. Step 12: Verify that the device topology import was successful.

13. Step 13: Import phone’s configuration and users (see Section 9.2).

14. Step 14: Verify phone configuration/users import was successful.

15. Step 15: Move phones to Version 7.4 (see Chapter 1010).

16. Step 16: Verify all phones have been registered to the Version 7.4 platform.
17. Step 17: Configure OVOC web client (see Chapter 11).

Note:

¢ In the event of failure, disconnect the Version 7.4 machine from the network
and restore the Version 7.2 machine. In addition, you need to do the following:

' Restore the devices original QOE server IP address as described in step 7.

' Restore the IP address of the Version 7.2 machine i.e. configure the ‘SNMP
Trap Manager’ parameter on the managed devices with the EMS Version
7.2 IP address. This action can be performed using an incremental ini
download.

e If your phones are deployed in a non-Skype for Business environment, you
should import both phones and users. If your phones are deployed in a Skype
for Business Environment, you should only import phones.
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3

f Warning: All the data exported in the procedures described below cannot be

3.1

3.2

iji Note: The procedure below is not applicable if you keep two server machines until

Backup Data from EMS/SEM 7.2.3000

You need to run the backup procedures described in this chapter to backup data from the
Version 7.2.3000 platform such as Call data and alarms and to store the backup files in an
external location.

imported to the Version 7.4 platform. If you do not backup this data, then it will be
lost.

Backup Procedure

Before starting migration from 7.2.3000 server to 7.4, make sure to extract all backup files to
an external machine. These files can be transferred to an external location directly from their
default location by SCP or SFTP client using 'acems' user. These backup files are as follows:

B /data/NBIF/emsBackup/emsServerBackup_<time&date>.tar file.

B Allfiles in /data/NBIF/emsBackup/RmanBackup directory (including control.ctl and
init.ora files)

For the full backup procedure, refer to Appendix A.

Save Data in Textual Format

This procedure describes how to export data in textual format to a CSV file in human
readable format. To view this information, you do not need to install any EMS/SEM software
CSV file.

the end of the migration process.

To save machine alarms, in EMS client

In the main EMS menu, choose Faults -> Alarms History.
Filter the relevant alarms.

In the main menu, choose File > Save Records As.

@ Dd =Y
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Alarms History

Figure 3-1: Alarms History
— o o

Y View Help
Save Records As.. ms Entries out of ss12 Advanced Filter: Journal: Alarms: @
CrleP | mar20r7 | [l (03¢ (4 To: os-un-207 | [ (110 [H
Escape
2 11:10:47 Jun 05 172.17.118.58 EMS Server GW Connection Alarm Connection establish AutoDetect . | &
O info 11:10:47 Jun 03 ... 172.17.118.58 EMS Server [Event) Software Replaced The software of the previous version. 7.20... AutoDetect...
. critical 11:0%:22Jun0s...  172.17.118.58 EMS Server ‘GW Connection Alarm ‘Connection Lost AutoDetect..
O info 04.00:17 Jun 05 ... 10.3.2.91 EMS Server [Event) GW Backup Event Backup file: null fromIP: 10.3.2.51 with MGn...  aliya
. clear 17:54.05Jun 04 ... 172.17.118.58 Boards1 Gateway i ive S. i is uniocked AutoDetect...
. major 17:54:05 Jun 04 172.17.118.58 Boarde1 Gateway S. Network element admin state change alarm. AutoDetect
. clear 17:54:05 Jun 04 ... 172.17.118.58 Boards1 Gateway. i ive S. Alarmcleared: Network element admin stat...  AutoDetect...
. major 17:54:05 Jun 04 ... 172.17.118.58 Boards1 Gateway. S. Network element admin state change alarm....  AutoDetect...
. clear 134538 Jun 04 ... 172.17.118.58 Boarde1Et... Ethernet Group Alarm Alarm cleared: Ethernet Group alarm. Ether... AutoDetect...
. clear 134538 Jun 04 ... 172.17.118.58 Boarde1Et... Ethernet Link Down Alarm Alarm cleared: Ethernet link alarm. LAN port...  AutoDetect...
. major 13:45:35 Jun 04 172.17.118.58 Boarde1-Et Ethernet Group Alarm Ethernet Group alarm. Ethernet Group 1is D. AutoDetect
c minor 13:45.35 Jun 04 172.17.118 58 Boardz1-Et. Ethernet Link Down Alarm Ethernet link alarm. LAN port number 1 is do. AutoDetect
. clear 13:45.38Junpd... 1721711838 EMS Server GW Connection Alarm Connection establish AutoDetect...
. critical 13.43.51Junp4...  172.17.118.58 ENS Server GW Connection Alarm Connection Lost AutoDetect...
. clear 13.40:15Jun 04 ... 172.17.118.58 Boarde1Et... Ethernet Group Alarm Alarm cleared: Ethernet Group alarm. Ether... AutoDetect...
. clear 134015 Jun 04 172.17.118 58 Boardz1/Et. Ethernet Link Down Alarm Alarm cleared. Ethernet link alarm. LAN port. AutoDetect
. major 13:40:15 Jun 04 172.17.118.58 Boarde1-Et Ethernet Group Alarm Ethernet Group alarm. Ethernet Group 1is D. AutoDetect
O minor 13.40:15Jun 04 ... 172.17.118.58 Boarde1/Et..  EthernetLink Down Alarm Ethernet link alarm. LAN port number 1 is do... AutoDetect...
@ clear 13:40:15Jun04...  172.17.118.38 EMS Server GW Connection Alarm Connection establish AutoDetect...
. critical 13.33:50Junp4 ...  172.17.118.58 ENS Server GW Connection Alarm Connection Lost AutoDetect...
_%I:ar 10:41:15Jun 04 ... 172.17.118.58 Boards1 Gateway i ive S. tate is unlocked AutoDetect... | ¥
- |
Cancel

If less than 1500 alarms are filtered then there is an option to save them to CSV in the
EMS client machine.

If more than 1500 alarms are filtered then there is an option to save them to CSV file
in the server machine\

Figure 3-2: Alarm History Prompt

S - -

-

Question

CSYV file location in the server \ACEMS\NBIF\alarms directory
CSV file format example: alarm_result_07-06-2017_16-55-39-60939.csv
EMS - Export Journals to TXT file

To save current old machine journal records, copy journal records text files from
/var/log/ems/journalX files

EMS - Export PM Files
To save current old PM files, extract all files from /ACEMS/NBIF/pmFiles/
EMS - Export Devices Backup Files

To save current old device backup files (ini/CLI), extract all files from
/ACEMS/NBIF/mgBackup

SEM - Export Calls to a CSV

To save calls available in your current SEM view, click ‘Save As’ icon from the right
top corner of the Calls Screen (up to 10.000 calls loaded into your view).
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4

Configuration

The checklist shown in the table below can be used as a guide for retrieving the Version
7.2.3000 configuration on the EMS & SEM application.

Capture Version 7.2 EMS & SEM

Configuration Action Reference Insert Screen Capture Here
Action Check
EMS Server
Configuration
General Status P See Section 8.1.2
information
Web server and P See Section 8.1.3
web port
configuration
Change Schedule = = See Section 8.1.4
Backup Time
Ethernet ™ See Section 8.1.5.1
Interfaces
Ethernet & See Section 8.1.5.2
Redundancy
DNS Client ™ See Section 8.1.5.3
NAT P See Section 8.1.5.4
Static Rules ™ See Section 8.1.5.5
SNMP Agent ™ See Section 8.1.5.6
SNMPv3 Engine P See Section 8.1.5.6.1
ID
NTP or date P See Section 8.1.6
configuration
SSH P See Section 8.1.7.1
DB Password ™ See Section 8.1.7.2
OS Password ™ See Section 8.1.7.3
File Integrity P See Section 8.1.7.4
Checker
Software Integrity P See Section 8.1.7.5
Checker
EMS Client
Configuration
Local User P See Section 11.1
Authentication
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RADIUS
Authentication

LDAP
Authentication

Alarm Settings

Alarm Forwarding
Rules

Software
Manager

Device Backup
Configuration

LDAP User
Authentication

SEM Client
Configuration

Active Directory
Configuration

Skype for
Business SQL
Server
Configuration

QoE Thresholds
Configuration

Alarm Rules

Statistics Reports

See Section 11.2.1

See Section 11.2.2

See Section 11.3.1

See Section 11.3.2

See Section 11.4

See Section 11.5

See Section 11.6

See Section 11.7.1

See Section 11.7.2

See Section 11.7.3

See Section 11.7.4

See Section 11.7.5
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5 Export Topology and IP Phone
Configuration

This chapter describes how to export the EMS topology and the IP Phone Management
server configuration from the Version 7.2.3000 platform.

Note: Customers with installed versions earlier than 7.2.3xx, should upgrade the
application to the Version 7.2.3000 platform before exporting topology.

5.1 Export EMS Topology

This section describes how to export EMS topology from Version 7.2.3000. The topology
export procedure extracts and backs up the topology configuration from the Version 7.2.3000
platform to an XML file. This file can then be imported to the new Version 7.4 server. The
procedure described in this section backs up the following topology configuration:

B Regions

AudioCodes devices

SEM Lync devices

SEM generic devices

SBAs

SEM Links

Regions which had different permissions on Version 7.2.3000
License Pool configuration for each managed device

To export EMS topology:

i %4

Extract the following files to an accessible location from the Version 7.4 release DVD3
or from the AudioCodes FTP site:

e  EmsServerlnstall/ac_ems_deploy/server_7.4.XXX/topologyExport.pl
e  EmsServerinstall/ac_ems_deploy/server_7.4.XXX/ topologyDBExport.sql

2. Login to the Version 7.2.3000 platform as 'root' user with password root (default
password is root):

su — root
3. Enter the following command:
cd /home/acems/
4. Transfer the above files to this location.
5. Make sure both of these files have execute permissions.
cd /home/acems
chmod 755 topologyExport.pl
chmod 755 topologyDBExport.sqgl
6. Execute topologyExport.pl script.
cd /home/acems
./topologyExport.pl
7. Copy the following files to an accessible location outside of the Server machine:
e /home/acems/topology.xml file containing the above topology
e /home/acems/keystore.jks
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8.

Copy ssl.crt and ssl.key to an outside location.
Figure 5-1: Copy Certificate Files
conf

autoindex.

r-17 conf.d] #
total 36
-rW-r—r—— 1 root
-FWEr-¥Xr-x 1 root i
} 7 php.cont
3 README

—EW-LE—IC—
-FW-r—r— 1 r
-FWEr-¥Xr-x 1 root

drwxr-xr-x 2 r

drwir-xr-x 24 Sep
-rW-r——r-- 2 14!

» - » : » welcome . conf

If you have manually modified any of the following parameters of the /etc/httpd/ssl.conf
file, backup this file to an external location (this file needs to be later manually updated

in the Import procedure-see Chapter 9):

e  SSLProtocol
SSLCipherSuite.
SSL CertificateFile.

SSLCertificateKeyFile .
Copy all Version 7.2 Software Manager files to the /home/acems directory:

SSLCACertificateFile
cp -Rf /data/emsSwfiles/ /home/acems

10.

chown -R acems /home/acems
Using an FTP server, copy these files to an external location (see Appendix C):

1.
/home/acems/emsSwfiles
Note: There are several limitations regarding the topology export procedure as

A\

5.1.1

described in Appendix B.

Example Output
R A b b b b b b b b b b b Export process Start KAk k kA kA, kA kk kK, kk,k*kk**k
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</REGIONS>
<NODES>

<NODE><NODE_ID>137</NODE_ID><NODE NAME>10.3.2.91</NODE NAME><IP AD
DRESS>lO.3.2.9l</IPiADDRESS><REGION71D>65</REGION71D><REGION7NAME>
aliya</REGION NAME><READ COMMUNITY>8kXtnrBulPfiTHO3hg3LfQ==</READ
COMMUNITY><WRITE_COMMUNITY>f/OB4MNtinsMV6rykI4th::</WRITE_COMMUNI
TY><SERIAL7NUMBER>52OO382</SERIALiNUMBER><HTTPSiPROXYiENABLED>O</H
TTPSiPROXYiENABLED><GATEWAY7USER>Admin</GATEWAYiUSER><GATEWAY7PASS
WORD>fseUajPSaO6h4Ug5tO9y1g==</GATEWAYiPASSWORD><NETWORK7X7LOCATIO
N>197</NETWORK X LOCATION><NETWORK Y LOCATION>468</NETWORK Y LOCAT
ION></NODE>

<NODE><NODE_ID>120</NODE_ID><NODE NAME>172.17.140.118</NODE_NAME><
IP ADDRESS>172.17.140.118</IP ADDRESS><REGION ID>65</REGION ID><RE
GION NAME>aliya</REGION NAME><READ COMMUNITY>8kXtnrBulPfiTHO3hg3Lf
Q==</READ COMMUNITY><WRITE COMMUNITY>f/OB4MNtinsMV6rykI4hFg==</WRI
TE7COMMUNITY><SERIAL7NUMBER>5972470</SERIALiNUMBER><SECONDisERIALi
NUMBER>5206735</SECONDisERIALiNUMBER><HTTPSiPROXYiENABLED>O</HTTPS
_PROXY ENABLED><GATEWAY USER>Admin</GATEWAY USER><GATEWAY PASSWORD
>fseUajPSa06h4Ug5t09ylg==</GATEWAY PASSWORD><NETWORK X LOCATION>18
7</NETWORK X LOCATION><NETWORK Y LOCATION>70</NETWORK Y LOCATION><
/NODE>

</NODES>

<NON_ ACL NODES>

<NON_ ACL _ NODE><NODE ID>188</NODE ID><NODE NAME>2.2.2. 2</NODE NAME>
<IP ADDRESS>2 2.2. 2</IP ADDRESS><REGION ID>5</REGION ID><REGION NA
ME>gena</REGIONiNAME><NETWORK7X7LOCATION>16O</NETWORK7X7LOCATION><
NETWORK Y LOCATION>169</NETWORK Y LOCATION><PRODUCT TYPE>ZOO</PROD
UCT TYPE><REPORTED NODE ID>O</REPORTED NODE ID><SQL SERVER PORT>0<
/SQL SERVER PORT><SECURITY LEVEL>O</SECURITY LEVEL></NON ACL NODE>
</NON_ACL_NODES>

<SBAs>
<SBA><NODE_ID>256</NODE ID><SBA ID>1</SBA ID><FQDN NAME>test@ac.co
m</FQDN NAME><IP ADDRESS>10.1.1.1</IP ADDRESS><READ COMMUNITY>publ
icl</READ COMMUNITY><WRITE COMMUNITY>privatel</WRITE COMMUNITY><DE
SCRIPTION>test</DESCRIPTION></SBA>

</SBAs>

<LINKS>

<LINK><LINK ID>1333261328</LINK ID><LINK NAME>linkl</LINK NAME><SR
C_NODE ID>91</SRC_NODE ID><DEST NODE ID>188</DEST NODE ID><LINK TY
PE>1</LINK TYPE><TYPE TP GROUP>4</TYPE IP GROUP><TYPE MEDIA REALM>
0</TYPE MEDIA REALM><TYPE SUB MEDIA REALM>O</TYPE SUB MEDIA REALM>
<LINK DIRECTION>1</LINK DIRECTION></LINK>

<LINK><LINK ID>2385454313</LINK ID><LINK NAME>link2</LINK NAME><SR
C NODE ID>190</SRC NODE ID><DEST NODE ID>189</DEST NODE ID><LINK T
YPE>128</LINK TYPE><TYPE _MEDIA REALM>O</TYPE MEDIA REALM><TYPE SUB
MEDIA REALM>O</TYPE SUB MEDIA REALM><TYPE SRC FQDN>gggggggggggggg
g</TYPE SRC FQDN><TYPE DEST FQDN>fffffffffff</TYPE DEST FQDN><LINK
_DIRECTION>1</LINK_DIRECTION></LINK>

</LINKS>

<POOL FEATURES>

</POOL_FEATURES>

<MT REGIONS>

<MT REGION><REGION ID>65</REGION ID></MT REGION>

</MT7REGIONS>

</TOPOLOGY>

copy topology.xml file to /ACEMS/NBIF/topology/

copy topology.xml file to home/acems/
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Please transfer topology.xml from /home/acems/ to the One Voice
Operations Center 7.4 server under same /home/acems/ directory

Note: In order to preserve certificates, transfer the same way
also keystore.jks
R I I e e I b b b b b b 2 b b b b e Export prOCeSS finished R I e b b b b b b S b e b b b b

5.2 Export IP Phone Management Server Configuration

This
Vers

section describes how to export the IP Phone Management Server configuration from
ion 7.2.3000.

Note After this procedure is performed, the following cannot be configured on the
Version 7.4 platform without making manual changes to the configuration template
file (contact AudioCodes technical support for details):

e Automatically configuring HTTPS

e Tenant and Site configuration

e System daylight savings time

To export IP Phone Management server configuration:

Download the export configuration zip file to your PC from:
https://services.audiocodes.com/app/answers/detail/a_id/55
Unzip the downloaded file.

Copy admin folder to the Version 7.2.3000 EMS server (with WinSCP) on /tmp folder
as ‘acems’ user.

Login to Version 7.2.3000 telnet (putty) as 'root' user with password root (default
password is root):

su — root

Run the following commands:

yes | cp -r /tmp/admin/* /ACEMS/ippmanager/admin/
chown -R emsadmin /opt/ACEMS/ippmanager/*

Login to IP Phone Management server Version 7.2.3000 Web client.

Enter the following URL:
http://<IP_ADDRESS>/ipp/admin/AudioCodes_files/export.php

The following screen is displayed:

Migration Guide
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Figure 5-2: Export Topology
Export for importing to EMS 7.4... version
1. Export the configuration settings.
Export Configuration | Click the button to export Configuration

2. Import the configuration settings to new EMS 7.4 system.

3. Export the users and devices.
Export Users Click the button to export Users

4 Import the vsers and devices to new EMS 7 4 system.

7. Click the Export Configuration button. The configuration file is downloaded to your
PC.

8. Click the Export Users button. The configuration file is downloaded to your PC.
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6 Check and Prepare Server Machine for
Version 7.4 Installation

Please make sure that your machine is compatible with the Hardware Requirements
described in One Voice Operations Center Version 7.4 IOM Guide (according to the required
capacity).

High Availability solution, it's not supported for Version 7.4 One Voice Operations

f Note: If your Version 7.2.3000 installation platform was installed with Bare Metal
Center.
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7 Install the One Voice Operations Center

Install the One Voice Operations Center 7.4 software according to the instructions in the One
Voice Operations Center Version 7.4 IOM Guide (according to the required capacity). After
the installation, you should load the license file received from AudioCodes.

“License” in the One Voice Operations Center Server IOM document) and contact

f Note: If you do not have the license file, extract the server machine ID (see Section
AudioCodes for new license.

71 OVOC Software Deliverables

This section describes the OVOC software deliverables.

711 Dedicated Hardware Media

B DVD1: Operating System DVD for Linux (refer to the One Voice Operations Center
Server IOM):

B DVD2: Oracle Installation: Oracle installation Version 12.1.0.2 DVD for the Linux
platform.

B DVD3: The ‘SW Installation and Documentation’ DVD for Linux comprises the
following folders:

. OVOC'EmsServerinstall' — OVOC server software, to install on the dedicated
Linux based OVOC server machine.

e 'Private_Labeling' folder — includes all the information required for the OEM to
create a new private labeling DVD (this folder is not available in the initial Version
7.4 release).

° Documentation — All documentation related to the present OVOC Version. The
documentation folder includes the following documents and sub-folders:

¢+ One Voice Operations Center Release Notes Document — includes the list of
the new features introduced in the current software Version as well as
Version restrictions and limitations.

¢ One Voice Operations Center Server IOM Manual — Installation, Operation
and Maintenance Guide.

One Voice Operations Center User's Manual Document

¢+ One Voice Operations Center Integration with Northbound Interfaces
document

¢ 'GWs_OAM_Guides' folder — document set describing Alarms supported for
each product

7.1.2 Virtual Machine Media (VMware and Hyper-V)

The Virtual Machine software delivery (VMware — OVA file) (Hyper-V - Zip file) and the
documentation set can be downloaded from the AudioCodes Website by registered
customers at http://www.audiocodes.com/downloads.
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7.2 Pre-installation

7.21 Testing Installation Requirements -Dedicated Hardware

Before commencing the OVOC server installation procedure, verify that your system meets
the hardware, disk space, operating system and other requirements that are necessary for a
successful installation.

To ensure that your machine meets the minimal hardware requirements for running the
OVOC application on both dedicated and virtual hardware, run the commands described
below in tbash.

B RAM - A minimum of <machine type_ RAM> GB is required (refer to the One Voice
Operations Center IOM Guide). To determine the amount of random access memory
installed on your system, enter the following command:

more /proc/meminfo | grep MemTotal
B Swap Space - Swap space is twice the system’s physical memory, or 4 GB,
whichever is greater.

To determine the amount of swap space currently configured in your system, enter the
following command:
more /proc/meminfo | grep SwapTotal

B Disk Space — A minimum of <machine type_disk space> GB is required (refer to the

One Voice Operations Center IOM Guide). To determine the amount of disk space on
your system, enter the following command:

fdisk -1 | grep Disk
During the application installation, you are required to reserve up to 2 GB of
Temporary disk space in the /tmp. If you do not have enough space in the /tmp

directory, set the TMPDIR and TMP environment variables to specify a directory with
sufficient space.

B DVD-ROM device - A DVD-ROM drive capable of reading ISO 9660 format.

Figure 7-1: Linux Testing Requirements

[FootEEMIZ-Server-Linuxll3 ~]# more Sproc/meminfo | grep MemTotal
2017056 kB

# more fproc/meminfo | grep SwapTotal

A Note: Use the AudioCodes’ DVD1 to install the Linux Operating System.
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7.2.2

7.2.21

7.2.2.2

Files Verification

You need to verify the contents of the ISO, Zip or OVA file received from AudioCodes using
an MD5 checksum. As an Internet standard (RFC 1321), MD5 has been used in a wide
variety of security applications, and is also is commonly used to check the integrity of file,
and verify download. Perform the following verifications on the relevant platform:

B Windows (see below)
B Linux (see Section 7.2.2.2).

Windows

Use the WinMD5 tool to calculate md5 hash or checksum for the file:
B Verify the checksum with WinMD5 (see www.WinMD5.com)

Linux

Copy the checksum and the files to a Linux machine, and then run the following command:

md5sum -c filename.md5

The “OK” result should be displayed on the screen (see figure below).

Figure 7-2: File Integrity Verification
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7.2.3

7.3

7.31

/_\ Note: Before commencing the installation, you must configure RAID-0 (see

OVOC Server Users

OVOC server OS user permissions are differentiated according to the specific application
task. This feature is designed to prevent security breaches and to ensure that a specific OS
user is authorized to perform a subset of tasks on a subset of machine directories. The
OVOC server includes the following OS user permissions:

B 'root' user: User permissions for installation, upgrade, maintenance using EMS Server
Manager and OVOC application execution.

B acems user: The only available user for login through SSH/SFTP tasks.

B emsadmin user: User with permissions for mainly the EMS Server Manager and
OVOC application for data manipulation and database access.

B oracle user: User permissions for the Oracle database access for maintenance such
as installation, patches upgrade, backups and other Oracle database tasks.

B oralsnr user: User in charge of oracle listener startup.

Installing the OVOC Server on Dedicated Hardware
The OVOC server installation process supports the Linux platform. The installation includes
four separate components, where each component is supplied on a separate DVD:

B DVD1: OS installation: OS installation DVD.

B DVD2: Oracle Installation: Oracle installation DVD platform.

B DVD3: OVOC application: OVOC server application installation DVD.

DVD1-CentOS 7.3 Rev 18

The procedure below describes how to install Linux CentOS 7.3. This procedure takes
approximately 20 minutes.

Appendix Configuring RAID-0 for AudioCodes OVOC on HP ProLiant DL360p Gen8
Servers in the One Voice Operations Center IOM Guide.

> To perform DVD1 installation:

Insert the DVD1-CentOS 7.3 Rev 18 into the DVD ROM.

2. Connect the OVOC server through the serial port with a terminal application and login
with 'root' user. Default password is root.

3. Perform OVOC server machine reboot by entering the following command:
reboot

4. Press Enter; you are prompted whether you which to start the installation through the
RS-232 console or through the regular display.

5. Press Enter to start the installation from the RS-232 serial console or type vga, and then
press Enter to start the installation from a regular display.
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Figure 7-3: Linux CentOS Installation

B 10.7.19.100:22 - Tera Term VT =5 =101 ]

e Edt Ssup Contrel Window Halp

=

= Centds 7.3 Installation for EMS Server (Rev.18))

- To start installation from RS-232 serial console, press <ENTER> key.

- To start installation from regular display, type vga <ENTER:-.. 5|

[Fl-Main] [F2-Options] [F3-General] [F4-Kernel] [F5-Rescue]]
boot: _

Figure 7-4: CentOS 7

vEMS-23 Actions

CentDSs 7 for OUOLC (Rew. 18)

To start installation, press <{ENTER> key.

- To start i allation from RS 2 serial console, type x 4, g

- To boot from local d , type local <ENTER>.

hoot :

6. Wait for the installation to complete.
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Figure 7-5: CentOS Installation

VEMS-83

compat-1ib
post talla
alling boot loader

Performing post-installation setup tasks

onf iguring installed system
iting network configur
reating users
onf iguring addons
;enerating initramfs
Running post-installation
Use of this p J to the lice greement found at susrssharescentos-release/EULA

Installation complete. urn to quit

7. Reboot your machine by pressing Enter.

Note: Do not forget to remove the Linux installation DVD from the DVD-ROM before
rebooting your machine.

Figure 7-6: Linux CentOS Installation Complete

T 10.7.19.100:22 - Tera Term VT - 10| x|

File Edit Setup Control Window Help

Congratulations, your Cent0S installation is complete.

Remove any media used during the installation process
and press <Enter> to reboot your system.

T +
| Reboot |
N +
T +
<Tab>/<Alt-Tab> between elements | <Space> selects |  <F12> next scr
ee <Enter> to reboot

3

8. Login as 'root' user with password root.
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9. Type network-config, and then press Enter; the current configuration is displayed:
Figure 7-7: Linux CentOS Network Configuration
~lo/x
File Edit Setup Control Window Help

ems-server login: root
Password: _ )
[root@ems-server ~]# network-config

Hostname . ems-seérver

IP Address 1 169.254.101.1
Subnet Mask : 255.255%.0.0
Default Gateway 1 169.254.0.1

Do you wish to change it? (v/[nl) : v
Hostname : EMS-Linux145

IP Address : 10.7.14.145
Subnet Mask : 255.255.0.0
Default Gateway = 10.F0T

Apply new configuration? ([yl/n) : v

A

10.
1.
12,
13.

Note: This script can only be used during the server installation process. Any
additional Network configuration should later be performed using the EMS Server
Manager.

You are prompted to change the configuration; enter y.

Enter your Hostname, IP Address, Subnet Mask and Default Gateway.
Confirm the changes; enter y.

You are prompted to reboot; enter y.

7.3.2 DVD2: Oracle DB Installation

The

procedure below describes how to install the Oracle database. This procedure takes

approximately 30 minutes.

A

Note: Before starting the installation, it is highly recommended to configure the SSH
client (e.g. Putty application) to save the session output into a log file.

» To perform DVD2 installation:
1. Insert DVD2-Oracle DB installation into the DVD ROM.
2. Login into the OVOC server by SSH, as ‘acems’ user, and enter password acems.
3. Switch to ‘root’ user and provide root password (default password is root):
su — root
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4. On some machines, you need to mount the CDROM in order to make it available:
mount /misc/cd

5. Run the installation script from its location:
cd /misc/cd

./install

Figure 7-8: Oracle DB Installation (Linux)

[root@EMS-Linux145 /1#
[rootBEMS-Linux145 /]# cd /misc/cd
[root@EMS-Linuxl45 cd]# ./install
Start installValues

Use of uninitialized value in concatenation (.) or string at instellValues.pm line 279.
la: /misc/cd/ac_ems_deplov/: No such file or directory

"my™ variable $date masks earlier declaration in same scope at AllSystemChecks.pm line
Found = in conditional, should be at ./FastOraclelnstall.pl line 120.

Start executing User Login Check script at Sun Oct 3 12:00:1% BST 2010

Login Check Successfully Passed.

»»» Verifying 0S5 version — Sun Oct 3 12:00:20 BST 2010

SOFTWARE EVALUATION LICENSE RGREEMENT

¥OU SHOULD READ THE TEEMS RAND CONDITIONS OF THIS SOFTHWARE
EVALUATION AGREEMENT CRREFULLY BEFORE CLICKING "I ACCEPT™
CONVEYING YOUR ARCCEFTANCE OF THE TEEMS OF THIS LICENSE
AGEEEMENT FOR THE AUDICCODES SOFTWARE (THE "PROGRAM™) AND
THE ACCOMPANYING USER DOCUMENTATION (COLLECTIVELY, THE

6. Entery, and then press Enter to accept the License agreement.

Figure 7-9: Oracle DB Installation - License Agreement (Linux)

8. HO WAIVER. The failure of either party to enforce any rights granted
hereunder or to take action against the other party in the event of any
breach hereunder shall not be deemed a waiver by that party as to
subzequent enforcement of rights or subsequent actions in the event of
future breaches.

Do you accept this agreement? :y/n}yl

7. Type the 'SYS' user password, type sys and then press Enter.
Figure 7-10: Oracle DB Installation (Linux) (cont)

5QL> Connected to an idle instance.
S5QL> ORACLE instance started.

Total 5 em Global Area 321601536
Fixed 2102168
Variable Size 251661416
Database Buffers 629145860
Redo Buffers 4523352
SQL>

File created.

S5QL> Disconnected from Oracle Database 1l1g Enterprise Edition Release 11.1.0.7.0 - &4bit Production
»»>» Restoring database File using RMAN...

RMAN> RMAN> BMAN> BRMAN> RMAN> RMAN> RMAN> RMAN> RMAN> RMAN> RMAN> ERMAN> RMAN> RMAN>

Restore has finished successfully...

»>> Please enter a password for the SY¥5 user:

8. Wait for the installation to complete; reboot is not required at this stage.
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Figure 7-11: Oracle DB Installation (Linux) (cont)

»»» 5Start executing Create DB Listener Startup Scripts at - Thu Sep 16 18:55:07 IST 2010

chown: /ACEMS/orahome/network/log/listener.log: No such file or directory
»>»» »»>» PASSED

»»> Remove Oracle demo directory: /ARCEMS/orahome/xdk/demo/java ...
JACEMS/orahome/xdk/demo/java: No such file or directory

>»> Remove Oracle demo directory: /BCEMS/orahome/rdbms/demo ¢

x> 1111l QRACLE INSTALL SUCCESSFULLY FINISHED !'!!! IERELAIERRREEN
|EMS-Server40# I

7.3.3 DVD3: OVOC Server Application Installation

The procedure below describes how to install the OVOC server application. This procedure
takes approximately 20 minutes.
> To perform DVD3 installation:

1 Insert DVD3-OVOC Server Application Installation into the DVD ROM.
2. Login into the OVOC server by SSH, as 'acems' user, and enter the password acems.
3. Switch to 'root' user and provide root password (default password is root):

su — root

4. Run the installation script from its location:
cd /misc/cd/EMSServerInstall/
./install

Figure 7-12: OVOC Server Application Installation (Linux)

rverInstall/
.finstall

ript at Wed Jun 12 12:24:42 BST 2013

d Jun 12 12:24:42

3ion - Wed Jun 12 12:24:42 BST 2

OF THIS LICENSE AGREEMENT CRREFULLY BEFORE
) SOFIWARE™). THE d ) SOFIWRRE IS5
AGREEMENT. IF LR WILLING
. THIS LICI : SENTS THE ENTIRE A€

JECT MATTER OF THIS LI{

5. Entery, and then press Enter to accept the License agreement.
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Figure 7-13: OVOC Server Application Installation (Linux) — License Agreement

limited only -1 3 ne ormance to
deleted from the Agr i shall r
gnment Neither thi gr nt or any of Licensee ghts or obl
tten permi o or and any attempt to do shall be without
rred to any p ; {11} the Licensee being me { olidated with
11.6. Export Licensee unde ands that the License

, and may require a license to export such. Licens
11.7. Relationship of Parties Nothing herein shall be deemed to create an

the parties. Neither party shall hawve the right to bind the other to any o
Integration This Ag »
hereto. Any Licens
} her .
Counterparts This Agreement may be executed in multiple original cou
ing an authorized signature of Licensor and Licensee.

Do you acecept this agr 2 {";’.-"'ﬂ:"'x'l

6. When you are prompted to change the acems and root passwords, enter new
passwords or enter existing passwords. You are then prompted to reboot the OVOC
server machine; press Enter.

Figure 7-14: OVOC Server Application Installation (Linux) (cont)

undev.xB6_ 64 095-14.20.e
wget.x86_ 64 1.11.4-2.el
wireshark.x86 64 1.0.11-1.el

1
5_

5
Hardening Linux 05 for DoD STIG compliancy

»>>»» Enter new pasaword for user "acems'

Changing pasaword for user acems.

New UNIX password:

BAD PASSWORD: it is too short

Betype new UNIX password:

pasawd: all authentication tokens updated successfully.

»>»» Enter new pasaword for user "root'

Changing password for user root.

NHew UNIX password:

BAD PASSWORD: it is too short

Retype new UNIX password:

pasawd: all authentication tokens updated successfully.
e
EMS Server musat be rebooted to proceed with the inatallation.

After the reboot completes, re-login to the EMS Server and
re—run the installation script to complete the installation.
B B e o L o B B

Press Enter to reboot...

7. After the OVOC server has successfully rebooted, repeat steps 2 — 4.
8. At the end of Java installation, press Enter to continue.
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Figure 7-15: OVOC Server Application Installation (Linux) - Java Installation

For more information on what data Begistration collects and
how it iz managed and used, =see:
http://java.sun.com/javase,/registration/JDERegistrationPrivacy.html

Press Enter to continue

9. Wait for the installation to complete and then do the following:

a. If you are migrating on a single machine and your deployment includes
phones:

¢ Type the following command:
# EmsServerManager

¢ From the Application Maintenance > Web Servers menu, close ports 8081
and 8082.

b. Reboot the OVOC server by typing reboot or by using the EMS Server Manager
(Application Maintenance Menu).

Figure 7-16: Installation Complete

>

>y

>>> Remove /tmp/EmaServerlnatall ...
[rootREMS-Linux145 EmaServerInacall]# I

10. When the OVOC server has successfully restarted, login into the OVOC server by SSH,
as ‘acems’ user and enter password acems.

11. Switch to 'root' user and provide root password (default password is root):

su — root

12. Verify in the EMS Server Manager that the Date and Time are set correctly (refer to the
One Voice Operations Center IOM Manual).

13. Verify in the EMS Server Manager that the OVOC server is up and running (refer to the
One Voice Operations Center IOM Manual) and login to Web client to verify a successful
installation.
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Installing the OVOC on Virtual Server Platform

This chapter describes how to install the OVOC on a Virtual Server platform. The following
procedures are described:

B Installing the OVOC server on the VMware platform (see Section 7.4.1).
B Installing the OVOC server on Microsoft Hyper-V platform (see Section 7.4.2).

Note: The AudioCodes OVOC supports the VMware vSphere High Availability (HA)
feature.

Installing the OVOC Server on the VMware Platform

The installation of the OVOC server on VMware vSphere platform includes the following
procedures:

B Installing the Virtual Machine (VM) (see Section 7.4.1.1).

B Configuring the Virtual Machine Hardware Settings (see Section 7.4.1.2).

B Connecting OVOC server to network (see Section 7.4.1.3).

B Configuring OVOC Virtual Machines (VMs) in a VMware Cluster (see Section 7.4.1.4).

Installing the VMware Virtual Machine

This section describes how to install the OVOC server on the VMware vSphere platform.
This procedure takes approximately 30 minutes. This time is estimated on the HP DL 360
G8 platform (with CPU, disk and memory as specified in Section 7.4.1.2). The upgrade time
depends on the hardware machine where the VMware vSphere platform is installed.

The VMware Virtual Machine installation package is distributed as a VM image OVA file (see
Section 7.1.2).

> To install the OVOC Server on VMware vSphere:

1. Copy the OVA file containing the VMware Virtual Machine installation package received
from AudioCodes to your PC (see Appendix C for instructions on how to transfer files).

2. Open the VMware vSphere Web Client.
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Figure 7-17: VMware vSphere Web Client
vmware® vSphere Web Client  #= ENTEROT ~ | Help = |

' Navigator l.\ f (2} Home f 7 nlarms b § x\‘
4 Hosts and Clusters L0} J Home | | All (1) ‘ Me.. Ack

Inventories ¢ gaswvcentarl cor..
[7y vCenter Inventory Lists a Performance Chart...
& @ @ Q

[J Hosts and Clusters
VL5 BT EEES VCenter Hosts and iis and Networking Content
Inventory Lists Clusters Templates Libraries

E storage
@ O

€3 Networking
Hybrid Cloud VRealize
Manager QOrchestrator

| # Work In Progre... X

(C]

Policies and Profiles
&3 Hybrid Cloud Manager
(J vRealize Orchestrator
& Update Manager

VI W WY VY V|V VY Y VY Vv

Monitoring
B E Watch How-to Videos
TS =1 —

Recent Tasks X x

&% Administration

Task Name Targat Status Initiatar Quzuzd For Start Time Completion Time Se

Recanfigure virtual machine (1 nc +  Completed wrware 18ms 111772016 10:03:1 1M 72016 10:03:2 iz

F]
My Tasks = Tasks Filter =

3. In the vCenter Navigator, select Hosts and Clusters. A list of Hosts and Clusters is
displayed:

Figure 7-18: Hosts and Clusters

vmware:* vSphere Web Client  f= NTERD1 » | Halp = |

f Mavigator | [J gaswCluster01 | Acfions | = f 3 alarms ) § K\‘
—
4 Home o

'Summa.-y] Monitar  Manage Related Objects | All (1) \ Mew (1) Acknow

J o l# gasw Cluster01 cPU chee oo~ | @ gaswwcenterdlcom audiocodes..

~ [ gaswwcenterlt comp.audiocode Total Processors 20 [ | Perfarmance Charts Service Ha...
p USED: 14.07 GHz CAPACITY: 55.86 GHz
- [y GASHDatacenter Total vMotion Migrations: 48

MEMORY FREE: §3.68 GB
[ 103180211 @ a% USED: 128.05 @8 CAPACITY: 191.03 GB
[F 102180212 STORAGE FREE: 420 TE
72223

(& CentosT- OC 218
(G vOC203-7.4.268
(3 High-7.2 2055 | *  Cluster Resources ‘ » ySphere HA | # Wiork In Progress
(G High217-LyD8-7.2.2110
(G Law-7.2.2065 | *  Cluster Consumers ~ Tags

USED: 2.47 T8 CAPACITY: 5,67 TB

G vEMS - Edit Resource §

(Gp858C_01 Assigned Tag Category Deseri|
%EBEIC_DZ_HA ~ Related Objects This listis empty.

(55580 _102.181.98 Datacenter QASWDatacenter
G vCenter
ﬂ}vEME 724000 More Related Objects
G VEMS-7 2.3030-10.31 .

Recent Tasks

Task Hame Target Status Initiatar Queued Far Start Time Completion Time
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Figure 7-19: Deploy OVF Template Option

Mavigator X @ gaswClusterdi Aclions =

4 Home | ko) Summary  Monitor 'Wage\[
[ © | B 8
~ (&) gaswvcenterD1.corp.audiocods...
- [ QASWDatacenter
— I gaswClusterD L]
@ 1031802 @ Actions - gaswClusterl
[ 1031802 Add Host..
fy 722123 [Ey Move Hosts into Cluster. I

Eh Cent0sST-£ MNew Virtual Machine »
R EMS 2037 New vApp 3
fp High-7.2.2 ew Resource Poo

E‘&HighE‘T—L t Deploy OVF Template__

{5 Low-7.2.20 - cctora B o0l Trae

G SSBC_01

[Seﬂjngs | Scheduled Tasks | Ala
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4. In the Navigator, select the cluster and from the right-click menu, choose Deploy OVF
Template.

The following screen may be displayed if the Client Integration Plug-in is not installed
on your PC. Click the Download the Client Integration Plug-in link to download this

application to your PC and then install it.
Figure 7-20: Client Integration Plug-in

Deploy OVF Template 2"
1 Source Select source
Select the source location
1a Selectsource
1b Review details
& The Client Integration Plug-in must be installed to enable CWF functionality. Click the link below to download the installer

2 Destination Ifinstalled, refresh the browser and allow access

2a Selectname and folde Download the Client Integration Plug-in

Next Cancel
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Deploy OVF Template

Figure 7-21: Browse to OVF Package

1 Source

v 1a Selectsource

1b Review details

2 Destination

Select source
Select the source location

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive

S ; : () URL
2b Selecta re: e | ‘v|
(») Local file
| Browse... |
Mext Cancel
5 Open 23
Lock ir: | | OWF j & £ B
L_.L MName =
kel

Recent Places

Degklop

Libraries
A
Computer

hl

MNetwork,

5.

L wOC_F 4268 ova

1| n 3
File narme: | j Open
Files of type: |DVF Packages [*.ovi, *.ova) ﬂ Cancel

Browse to the OVF file with extension OVA that you saved to your PC, and click Next.

Version 7.4

47 One Voice Operations Center



QC audiocodes

Migrating to Version 7.4

Figure 7-22: OVF Template Details Screen

Deploy OVF Template

Rewew detis
Warily ;e OVF hemplabe details

1 Sourcs
w 13 Select source

Q1> Reiowdetts |

Produc! 7.4
2 Destnaton Vaesiti
2@ Select name and folder wendar
Publishar

Derariaad size

Sze on gesk

Descrption

Cancel

6. Inthe OVF Template Details screen, click Next.

Figure 7-23: Virtual Machine Name and Location Screen

Deploy OVF Template

(7) »

Selectname and folder
Specify a name and location for the deployed template

1 Source

LV 1a Selectsource

v 1b Review details

il Name: |Audi0{:odes_OC i

2 Destination

%  2a Selectname and folder

2b Select storage - - -
* v_,] gqaswvcenterDi.corp.audiocodes.com
it

e 2l — [y QASWDatacenter

3 Readyto compleie

Select a folder or datacenter

|\ Q Search |

The folder you select is where the entity will be located, and
will be used to apply permissions to it

The name of the entity must be unigue within each vCenter
Server VM folder.

Back Cancel

|  Next '
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7. Inthe Name and Location screen, enter the desired virtual machine name and choose
the inventory location (the Data Center to locate the machine), and then click Next.

Figure 7-24: Destination Storage Screen

Deploy OVF Template BR

1 Source Select storage

Select location to store the files for the deployed template
'  1a Selectsource

+ b Review details

Selectvirtual disk format: | Thin Provision | | v |
4 L= M Storage Policy. | Datastore Default |~ | @
24 2 R TR AT The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
¥4 b Selectstorage virtual machine configuration files and all of the virtual disks.
2c Setup networks Mame Capacity Provisioned Free Type Storage DRS
3 Readyto complet 3 Netapp04.lun2 3.007B 3.58 TB 155 TB VMFS |
B Netapp04.lun1 150TB 170 TB 840.06 GB VMFS
B datastore211 1.08TB 31022 GB 808.19 GB VMFS

Back Next l Cancel
8. Inthe Storage screen, do the following:

e  Select Virtual Disk Format- choose the desired provisioning option ("Thin
Provisioning' is recommended),

e  Select the data store where wish to locate your machine, and click Next.
Figure 7-25:: Setup Networking Screen

Deploy OVF Template 2) M

1 Source Setup networks

Configure the networks the deployed template should use
"  1a Selectsource

v 1b Review details Source Destination Configuration

2 Desfination | VM Netwark | vJ &

v 2a Selectname and folder
v 2b Selectstorage

4 2c Setup networks

v 3 Readyto complete IP protocol:  1Pud IP allocation:  Static - Manual @

Source: VM Network 4 - Description

The VIV Network 4 network

Destination: VM Network - Protocol setfings

Mo configuration needed for this network

Back Next ' Finish Cancel

9. In the Network setup screen, select the network where the deployed template should
apply, and click Next.
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Figure 7-26: Ready to Complete Screen

Deploy OVF Template i
1 Source Ready 1o com plet
Review your seflings selecbons before inishing e wizard
+  1a Selectsource
R e e ovF e 110.3.180. 16TnarEVIVOC_T 4 25 0
2 Dastnanon Download size TG
o o A
23 Selectname and foider Size on disk 60068
Nama AudioCodes_0C
R 2D DML Dawstore Nappld inZ
2t Selup networks Target 103980211
ol 3 Readyio compleie Foidar QASWDacenber
Disk storage Thick Provision Lazy Zenced
WEtwddk MApning WM Nistwork 4 50 VM Netaok
F aliocation Stabe - Manual, Pwd

[ ] Perwer on after deployenent l

gack Hext FFniiah ' Cancel

10. |In the Ready to Complete screen, ensure the option ‘Power on after deployment' is not
selected, and click Finish.

Figure 7-27: Deployment Progress Screen

— Y

g
(&) 10% Deploying OC =

Deploying

Deploying disk 1 of 1

18 minutes remaining

™ Close this dialog when completed

Recent Tasks
Name | Target | Status | Requested Start Time =
@ Deploy OVF template @ Audiocodes OC 4% W 21/05/2012 09:32:26

il e —— N
@ Deployment Completed Successfully - . I%Iﬂu

Deploying Audiocodes OC

Completed Successfully

== |
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Recent Tasks

Name Target Status Requested Start Time ~ | Start Time Completed Time
@ Recanfigure virtual machine th AudiocodesoC @ Compleed 21/05/2012 11:03:39 21/05/2012 11:03:39 21/05/2012 11:03:41

11. Wait until deployment process has completed. This process may take approximately
half an hour.

7.41.2 Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation (high or
low profile) and note them in the following table for reference. For the required VMware Disk
Space allocation, CPU, and memory, refer to the One Voice Operations Center IOM Manual.

Table 7-1: VMware Virtual Machine Settings

Required Parameter Value
Disk size Fill-in-here
Memory size Fill-in-here
CPU cores Fill-in-here

» To configure the virtual machine hardware settings:
1. Before powering up the machine, go to the virtual machine Edit Settings option.

Figure 7-28: Edit Settings option

E@SSEC_D*
ﬁbSSEC_DE i
G SSBE & Actions - voC
G vCent Power »
| voc JECTEEGE :
G voc Snapshots b
mf Cpen Console
& Migrate...
Clone »
Template ¥
Fault Tolerance ¥
Wi Paolicies »
Compatibility ¥

Export System Logs...

% Edit Resource Sattings...

Edmuem Tm

2. In the CPU, Memory and Hardware tabs set the required values accordingly to the
desired OVOC server VMware Disk Space allocation. (refer to the One Voice
Operations Center IOM), and then click OK.
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Figure 7-29: CPU, Memory and Hard Disk Settings
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Note:

Once the hard disk space allocation is increased, it cannot be reduced to a

lower amount.

If you wish to create OVOC VMs in a cluster environment supporting High
Availability and you are using shared network storage, then ensure you
provision a VM hard drive on the shared network storage on the cluster (see

Section 7.4.1.4).

3. Wait until the machine reconfiguration process has completed.

Recent Tasks

Name

Figure 7-30: Recent Tasks

@ Reconfigure virtual machine

Target
Eh AudiocodesoC

Status
@ Completed

Reguested Start Time
21/05/2012 11:03:39

= | Start Time
21/05/2012 11:03:39

Completed Time
21/05/2012 11:03:41
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7413

Connecting OVOC Server to Network

After installation, the OVOC server is assigned a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
interface card connected to the 'trusted' virtual network switch during the OVOC server
installation. You need to change this IP address to suit your IP addressing scheme

» To assign OVOC Server IP address to network:

1. Power on the machine; in the vCenter tree, right-click the AudioCodes One Voice
Operations Center node (vOC) and in the drop-down menu, choose Power > Power
On. Upon the initial boot up after reconfiguring the disk space, the internal mechanism
configures the server installation accordingly to Version specifications (refer to the One
Voice Operations Center IOM Manual).

Figure 7-31: Power On

E‘DLDW—?A.EES H Floppy drive 1 Power o
55, SSBC_01 B Actions - woC
&k, SSBC_02 Power
EBSSE:C_EIE Guest 05
B vCenter Snapshots 3 i
M Open Console
& Migrate...
Clone ]
Template r

2. Wait until the boot process has completed, and then connect the running server through
the vSphere client console.

3. Login into the OVOC server by SSH, as ‘acems’ user and enter acems password.

4. Switch to 'root' user and provide root password (default password is root):

su — root
5. Type the following command:
# EmsServerManager
6. If you are migrating on a single machine and your deployment includes phones:

e  From the Application Maintenance > Web Servers menu, close ports 8081 and
8082.

7. From the Network Configuration > Server IP Address menu, set the OVOC server
network IP address.

8. Perform other configuration actions as required using the EMS Server Manager (refer

to Chapter 8).
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7.4.1.4 Configuring OVOC Virtual Machines (VMs) in a VMware Cluster

This section describes how to configure OVOC VMs in a VMware cluster.

7.4.1.4.1 Site Requirements

Ensure that your VM cluster site meets the following requirements:

B The configuration process assumes that you have a VMware cluster which contains at
least two ESXi servers controlled by vCenter server.

B The clustered VM servers should be connected to a shared network storage of type
iSCSI or any other types supported by VMware ESXi.

For example, a datastore “QASWDatacenter” which contains a cluster named
“gaswCluster01” and is combined of two ESXi servers (see figure below).

B Verify that Shared Storage is defined and mounted for all cluster members:

Figure 7-32: Storage Adapters

@ 103180211 | Actons + =
Summary Monitor | Manage | Related Objects
[Setings [ Networking [Sioraga | Aarm Defnions | Tags | Permissions | Seheduled Tasks | Update Manager
“« Storage Adapiers
Storage Adapters a £ I IE' ( W\
torage Devices —
Adapter e satus dznier Teges  Dewoes | Fam
Host Cache Configuraion§  pgtburg 4 port SATA IDE Controller
OGOk EndDiats, vmhba32 Block SCS! | Unknown [ 0 0
vmhbat Block SCSI | Unknown 1 1 1
‘Smart Array P420i
[3 vmhbad Block SCSI | Unknown 1 1 1
SCSI Software Adapter
Vmhbass iscst Online ian.1998-01.comymware: 10.3.180:211 1 7] 2
Adapter Details
J Properties | Devices Paths Targets Network PortBinding  Advanced Options:
Adapier Status Disable |~
Status  Enabled ke
- e,
Name Vmhbads
Model iSCSI Software Adapter

B Ensure that the "Turn On vSphere HA' check box is selected:

Figure 7-33:Turn On vSphere HA

[} gaswCluster01 - Edit Cluster Settings.

vSphere DRS l@ Turn on vSphere HA I

Host Monitoring

ESXESX hosts in this cluster exchange network heartbeats. Disable this feature when performing network maintenance that
might cause isolation responses

[#] Host Monitering
Host Hardware Monitoring - VM Component Protection

ESXESX hosts have the capabilityto detect various failures that do not necessarily cause virtual machines to go down, but
could deem them unusable (for example, 10sing networkidisk communicaton)

[] Protect against Storage Connectivity Loss.

Virtual Machine Monitoring

‘WM Monitoring restarts individual Vs if their Viiware Tools heartbeats are not received within a set time. Application Monitoring
restarts individual Vs iftheir in-guest application heartbeats are not received within a settime.

Failure conditions and VM Expand for details
response

» Admission Control Expand for details
» Datastore for Heartbeating Expand for details
» Advanced Options None
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B Ensure that HA is activated on each cluster node:

Figure 7-34: Activate HA on each Cluster Node

[ 103480211 | Actions ~

J Summary ‘ Monitor Manage Related Objects

10.3.180.211
—
Type: EsXi
& Model. HP ProLiant DL380p Geng
Processor Type:  InteliR) Xeon(R) CPU E5-2680 v2 @ 2.80GHz
| = Logical Processors: 20
NICs: 4
Virtual Mac hines: 6
State: Connected
Uptime: 29 days
e
~ Hardware El. ~ Configuration El.
Manufacturer HP ESX/ESXi Version VMware ESXi, 6.0.0, 3620759
Madel ProLiant DL360p Geng Image Profile HPE-ESXi-6.0.0-Update2-iso-600.9.5.0.48
» [ cPU D 10 CPUs x2.79 GHz » vSphere HA State @ Running (Master)
Wl Vemory i 70,639 MB /98,269 MB » Fault Tolerance (Legacy) Unsupported
» |1 Virtual Flash Resource D 000B/000B » Fault Tolerance Unsupported
» g Networking localhost corp.audiocodes.com » EVC Mode Intel® “Sandy Bridge” Generation
+ B Storage 3 Datastore(s) .
~ Related Objects [m]
| v Tags g" Cluster [ gaswClusterd1
| »  Update Manager Compliance EI‘ More Related Objects

B Ensure that the networking configuration is identical on each cluster node:

Figure 7-35: Networking

[ 103480211 | Actions ~

Summary  Monitor ‘ Manage | Related Objects

[ setings [WEWEHiRG| Storage | Alam Defnitons | Tags | Pemmissions | Scheduled Tasks | Update Manager

T Virtual switches.
| Virtual switches D@IBE® S X0
VMkernel adapters
Swacn Discovered fssues
Physical adapters 17 vswicho -

TCPIIP configuration
Advanced

Standard switch: vSwitch0 (Management Network)

s X ¢

@ Management Network [ | (v Physical Adapters
VLAN ID: —
v VMkemel Ports (1)

VmiQ - 10.3.180211 oo
€ VMNetwork [0

VLAN ID: —
¥ Virtual Machines ()

722123 »OHD

Centos7-0G 218 oo

00203722123 » O

High217-yDS722110 B @D

Low-7.22055 »OFD

vCenter POFD
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B Ensure that the vMotion is enabled on each cluster node. The recommended method

is to use a separate virtual switch for vMotion network (this should be defined in all
cluster nodes and interconnected):

Figure 7-36: Switch Properties

[ 10.3.480.211 | Actions ~

i
e

Summary  Menitor | Manage | Related Objects

Settings | Networking | Storage | Alarm Definitions | Tags | Permissions | Scheduled Tasks | Update Manager

“ UMkemel adapters

Virtual switches - e
B @l/ X B

Q 2
EAVAEA sNECs vmk0 & ManagementNetwork £ vSwitchd 10.3.180211 Default Enabled Disabled Disabled Enabled Disabled Disabled Disabled
TCPAP configuration
Advanced
VNkemel rigivork adapter; vk
All | Properties | IP Sefings  Policies
Port properties
Network label Management Network
VLAN ID None (0
[ Erzbiedservices Wiotion trafic |
Management raffic
NIC settings
MAC address 28:80:23:afe0:88
MTU 1500
B

A VM will be movable and HA protected only when its hard disk is located on shared
network storage on a cluster. You should choose an appropriate location for the VM
hard disk when you deploy the OVOC VM. If your configuration is performed correctly,
a VM should be marked as “protected” as is shown in the figure below:

Figure 7-37: Protected VM

{55 Low-7.2.2055 | Actions ~

Getting Started | Summary | Monitor Manage Related Objects

Low-T.4.266
Guest OS: Cent0S
Compatibility ESXis.

Wiw are Tools: Runnin: ion: 10246 (Current)

MW are-low

\ » VM Hardware

O| | + VM Storage Policies [m}
V] i( N
I +  Advanced Configuration ol|° Vi Storage Policies
VM Storage Policy Compliance
» Notes o
Last Checked Date
~ VM Failure Response [m] Check Compliance
Failure Failure response
Hostfailure Restart * Tags =
Host network isolation Leave powered on » Related Objects [m}
Datastore under PDL Disabled ~ vApp Details o
Datastore under APD Disabled Product
Guest not heartbeating Ignore heartbeats Version
[V‘Sphere HA Protection: Protected @ I Vendor

~ Update Manager Compliance
Status & Non-Compliant

© Protected
vSphere will attempt to restart the VM after supported failure.

Scan Detailed Status

Note: If you wish to manually migrate the OVOC VMs to another cluster node (refer
to Appendix Managing Clusters in the One Voice Operations Center IOM Manual).
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7.4.1.4.2 Cluster Host Node Failure

74.2

In case a host node where the VM is running fails, then the VM is restarted on the redundant
cluster node automatically.

A

Note: When one of the cluster nodes fail, the OVOC VM is automatically migrated
to the redundant host node. During this process, the OVOC VM is restarted and
consequently any running OVOC process is dropped. The migration process may
take several minutes.

Installing the OVOC Server on Microsoft Hyper-V Platform

This section describes how to install the OVOC server on the Microsoft Hyper-V Server 2012
R2 platform. This procedure takes approximately 30 minutes and predominantly depends on
the hardware machine where the Microsoft Hyper-V platform is installed.

A

The installation of the OVOC server on Microsoft Hyper-V includes the following procedures:

Note: The AudioCodes OVOC supports the Failover Clustering feature in Windows
Server 2012 R2 (see Appendix Managing Clusters in the One Voice Operations
Center IOM Manual).

B |[nstall the Virtual Machine (VM) (see Section 7.4.2.1).

B Configure the Virtual machine hardware settings (see Section 7.4.2.2).

B Change MAC Addresses from 'Dynamic' to 'Static' (see Section 7.4.2.3).

B Connect OVOC server to network (see Section 7.4.2.4).

B Configure VMs in a Microsoft Hyper-V cluster (see Section 7.4.2.5)

7.4.2.1 Installing the Microsoft Hyper-V Virtual Machine

The OVOC server is distributed as a VM image Zip file (see Section 7.1.2).

» To install the OVOC server on Microsoft Hyper-V:

1. Extract the Zip file containing the OVOC server installation received from AudioCodes
to a local directory on the Hyper-V server (see Appendix C for instructions on how to
transfer files).
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2. Open Hyper-V Manager by clicking Start > Administrative Tools > Hyper-V Manager;
the following screen opens:

Figure 7-38: Installing the OVOC server on Hyper-V — Hyper-V Manager

<

Details

Checkpoints

EF| Hyper-¥ Manager |L|i-
Eile  Action  Wiew Help
= z[EH
35 Hyper- Manager Actions
5§ WIN-VOOIRE7E7OM Virtual Machines
a8 - WIN-YODTRETB7OM =
Narne - State CPUUsage  Assigned Memary New ,
5 SEBC_AlesRi3_HAT Running 7y 4128 MB
(% ImportVirtual Machine..
%] Hyper-V Settings...
[:H

Mo virtual machine selectad

Mo item selacted

Virtual Switch Manager...
Virtual S4N Manager..
Edit Disk..

Inspect Disk...

) Stap Service

Rernove Server

Refresh

PXOERE

Wigu »

]

Help

3. Start the Import Virtual Machine wizard: click the Action tab, and then select Import
Virtual Machine from the menu; the Import Virtual Machine screen shown below opens:

Figure 7-39: Installing OVOC server on Hyper-V —

Import Virtual Machine Wizard

b

EBefore You Begin

Locate Faolder
Select Yirtual Machine
Choose Import Type

Summary

Import ¥irtual Machine

-~ Before You Begin

This wizard helps you import & virkual machine from a set of configuration files, It guides you through
resolving configuration problems ko prepare the virtual machine for use on this computer,

[7] o nat shaw this page again

Cancel
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4,

Click Next; the Locate Folder screen opens:

Figure 7-402: Installing OVOC server on Hyper-V — Locate Folder

Locate Folder

~»

Before You Begin
Select Virtual Machine
Choose Import Type

Summary

Import Virtual Machine

Spedify the folder containing the virtual machine to import.

Folder: Expo

|| Browse...

| < Previous | | Mext = |

Cancel

Enter the location of the VM installation folder, which was previously extracted, from the

zip file as shown in the figure above, and then click Next; the Select Virtual Machine

screen opens.

Select the virtual
screen opens:

machine to import, and then click Next; the Choose Import Type

Figure 7-413: Installing OVOC server on Hyper-V — Choose Import Type

Import ¥irtual Machine -
"
//.f Choose Import Type
EBefare You Begin Chaoose the type of import to perfarm:
Locate Folder ) Redister the virtual machine in-place (use the existing urique 107
Select Yirtual Machine ) Restore the virtual maching (use the existing unique 1D)
Choose Impott Type ® Copy the virtual machine {create a new unigue ID)
Choose Destination
Choose Storage Folders
Summary
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7.

Select the option "Copy the virtual machine (create a new unique ID)", and then click

Next; the Choose Folders for Virtual Machine Files screen opens:

Figure 7-424: Installing OVOC server on Hyper-V — Choose Destination

h

Before You Begin
Locate Folder
Select Yirkual Machine

Choose Import Tyvpe

zstination

Choose Storage Folders

SUmnmary

Import ¥irtual Machine

‘fou can specify new or existing Folders to store the virtual machine files. Otherwise, the wizard
imports the files ta defaulk Hyper-¥ folders on this computer, or to Falders specified in the virtual

machine configuration,

~ Choose Folders for Virtual Machine Files

[]iStare the virtual maching in_a different ncation:

Ci\ProgramCratalMicrosoftiwindows\Hyper-yy

Ci\ProgramCratalMicrosoftiwindows\Hyper-yy

C:iProgramDatalMicrasofthwindows\Hyper-¥y

Cancel

8.

Folders screen opens:

Select the location of the virtual hard disk, and then click Next; the Choose Storage

Figure 7-435: Installing OVOC server on Hyper-V — Choose Storage Folders

Before You Begin
Locate Folder

Select Virkual Machine
Choose Import Type

Choase Destination

orage Folders

SUrmrmary

“Where do wou want to store the imported virtual hard disks For this wvirtual machine?

Location:

Import Yirtual Machine

Z 1 Userst Publict DocumentsiHyper-Yivirtual Hard Disks)

~ Choose Folders to Store Virtual Hard Disks

|| Browse,..

| = Previous | | Mext = |

Cancel

9.
screen opens.

Select the Storage Folder for the Virtual Hard Disk, and then click Next; the Summary
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10. Click Finish to start the creation of the VM; a similar installation progress indicator is
shown:

Figure 7-446: File Copy Progress Bar

Copying file 1 of 1 {OC testvhdx)...
]

This step may take approximately 30 minutes to complete.
11. Proceed to Section 7.4.2.2 on page 61.

7.4.2.2 Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation (high or
low profile) and note them in the following table for reference. For the required VMware Disk
Space allocation, CPU, and memory, refer to the One Voice Operations Center IOM Manual.

Table 7-2: Microsoft Hyper-V Virtual Machine Settings

Required Parameter Value
Disk size Fill-in-here
Memory size Fill-in-here
CPU cores Fill-in-here
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» To configure the VM for OVOC server:
1. Locate the new OVOC server VM in the tree in the Hyper-V Manager, right-click it, and

then select Settings; the Virtual Machine Settings screen opens:

Figure 7-45: Adjusting VM for OVOC server — Settings - Memory

Settings for OC-QA on QAHYPERV1

BE

[ oc-0a v| 4 » |G
% Hardware ~ ® Memory

‘“L Add Hardware
& BIOS

4096 MB
[ Processor

6 Virtual processors
= Il IDE Controller 0

= Hard Drive
CCQAHDA vhd
(= I IDE Controller 1
&% DVD Drive

none

0 Netwaork Adapter

™
3l Switch

T com1
T com2

[ Diskette Drive

A Management

| L] Name
oCQA
¥4 Integration Services
Some services offered

13| Checkpoint File Location

Lhkluster Vol

ani‘ Smart Paging File Location

C:\Cluster!

¥ Automatic Start Action

_i:!) Automatic Stop Action

WO

You can configure options for assigning and managing memory for this virtual machine.
Spedify the amount of memory that this virtual machine will be started with.

[l e

Startup RAM:

Dynamic Memory

‘You can manage the amount of memory assigned to this virtual machine
dynamically within the specified range.

[] Enable Dynamic Memory
512

1048576

20[%
Memory weight

Specify how to prioritize the availability of memory for this virtual machine
compared to other virtual machines on this computer.

Low D High

'@' Spedfying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and available memory is low.

o [ oa ][ am

In the Hardware pane, select Memory, as shown above, enter the 'Startup RAM’

parameter as required, and then click Apply.

In the Hardware pane, select Processor; the Processor screen shown in the figure

below opens.
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Figure 7-46: Adjusting VM for OVOC Server - Settings - Processor

=B Settings for OC _ QA_High on QAHYPERV1 = |0 -

S
0C.0A_High v| G
% Hardware ~ D Processar

4}; Add Hardware
You can modify the number of virtual processors based on the number of processors on

&l BIOS
e Boot from CO the physical computer, You can also modify other resource control settings.
Fii| Memory 6%
20000 MB
¥ Processor Resource control
6 Virtual processors You can use resource controls to balance resources among virtual machines,
Ei
= I IDE Controller 0 Virtual machine reserve (percentage): 100
(—w Hard Drive
OC_QA_High.vhdx Percent of total system resources: 37
= [ IDE Controller 1
&4 DVD Drive Virtual machine [imit (percentage): 100
_ e Percent of total system resources: 37
¥ SCSI Controller
w Net.'.._\'o_rkr.-'-\.dia_pte_r = Relative weight: 100
T com1
None /¥, Some settings cannot be modified because the virtual machine was running when
" o this window was opened. To modify a setting that is unavailable, shut down the
? CoM 2 virtual machine and then reopen this window.
[ Diskette Drive

# Management
|L| Name
QC_QA_High
#| Integration Services

|
Some services offered

{3 Chedkpoint File Location
C:\ClusterStorage wolume 10, ..
& Smart Paging File Location
Ci\ClusterStorage wolume 10C...
IP Automatic Start Action

MNong w

| oK | | Cancel |

4. Set the 'Number of virtual processors' parameters as required.
5. Setthe 'Virtual machine reserve (percentage)' parameter to 100%, and then click Apply.

Note:

o Once the hard disk space allocation is increased, it cannot be reduced.

o If you wish to create OVOC VMs in a Cluster environment that supports High
Availability and you are using shared network storage, then ensure you
provision a VM hard drive on the shared network storage on the cluster (see
Section 7.4.2.5).
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7.4.2.2.1 Expanding Disk Capacity

The OVOC server virtual disk is provisioned by default with a minimum volume. In case a

higher capacity is required for the target OVOC server then the disk can be expanded.

> To expand the disk size:

1. Make sure that the target OVOC server VM is not running - Off state.
2. Select the Hard Drive, and then click Edit.

Figure 7-47: Expanding Disk Capacity

=
=t

Settings for OC_test-new on QAHYPERV1

| OC_test-new

v 4 b |G

% Hardware

‘31]1 Add Hardware
1K BIOS
Boot from CD
i Memory
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n Processor
1 Virtual processor
= E IDE Controller 0
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= EE IDE Controller 1

&% DVD Drive
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¥ 5CSI Controller
= [,'3 Network Adapter
Virtual Switch 1
Hardware Acceleration
Advanced Features

= com1
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[ Diskette Drive
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|L| Mame
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5] Integration Services
Some services offered
#3 | Chedkpaint File Location
C:ProgramData\Microsoft\Win. ..
%é Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..

)

b

= Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
wvirtual machine from starting.

Controller:
IDE Controller 0

Location:
] | |D (in use) Y]

Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Spedfy the full path to the file.

(®) Virtual hard disk:

|C:‘n.l..lsers‘nPubIic‘nDocuments‘n.l—Iyper-\.l"n,\a'irmal Hard Disks\ OC _test,vhdx |

| Mew || Edit || Inspect || Browse... |

() Physical hard disk:
Digk 1 1.00 GB Bus 0 Lun 0 Target 0
@ If the physical hard disk you want to use is not listed, make sure that the

disk is offine. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, didk Remove. This disconnects the disk but does not

delete the assodated file,

e

oK | | Apply

Cancel | |
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The Edit Virtual Disk Wizard is displayed as shown below.
Figure 7-48: Edit Virtual Hard Disk Wizard

Vil Edit Virtual Hard Disk Wizard -
- /f:! -/ Locate Virtual Hard Disk
Before You Begin Where is the virtual hard disk file located?

Locate Disk Location: |C:\Users\Public\Documents\Hyper-v\Wirtual Hard DisksY OC _test. vhdx

Choose Action
1\, Editing the following types of virtual hard disks might result in data loss:

Summary - Virtual hard disks in a differencing disk chain that have child virtual hard disks associated with
them.

- Virtual hard disks (.avhd/.avhdx) assodated with virtual machine chedkpeints.

- Virtual hard disks assodated with a virtual machine that has replication enabled and is
currently involved in initial replication, resynchronization, test failover, or failover.

[Srmiae | oo ]

3. Click Next; the Choose Action screen is displayed:
Figure 7-49: Edit Virtual Hard Disk Wizard-Choose Action

) Edit Virtual Hard Disk Wizard -
v 7/5:! -/ Choose Action

Before You Begin What do you want to do to the virtual hard disk?

Locate Disk ) Compact

This option compacts the file size of a virtual hard disk. The storage capadity of the virtual hard disk

Configure Disk remains the same.

Summary ) Convert

This option converts a virtual hard disk by copying the contents to a new virtual hard disk. The new
virtual hard disk can use a different type and format than the original virtual hard disk.

(@) Expand

This option expands the capacity of the virtual hard disk.

< Previous || Mext = || Finish || Cancel
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4. Select the Expand option, and then click Next; the Expand Virtual Hard Disk screen

opens.
Figure 7-50: Edit Virtual Hard Disk Wizard-Expand Virtual Hard Disk
7 Edit Virtual Hard Disk Wizard x|
r/f;! -/ [Expand Virtual Hard Disk
Before You Begin What size do you want to make the virtual hard disk?
Locate Disk Current size is 170 GB,

Choose Action MNew size: GB (Maximum: 64 TB)

Summary

| < Previous | | Mext = | | Finish | | Cancel |

5. Enter the required size for the disk, and then click Next; the Summary screen is
displayed.

Figure 7-51: Edit Virtual Hard Disk Wizard-Completion

o Edit Virtual Hard Disk Wizard | x|

IS /f:! -/ Completing the Edit Virtual Hard Disk Wizard

Before You Begin You have successfully completed the Edit Virtual Hard Disk Wizard. You are about to make the following
Locate Disk S
Description:

Choose Action
Configure Disk Virtual Hard Disk:  OC_test.vhdx (WHDX, dynamically expanding)

penen: Sxpend
Summary

Configuration; Mew virtual disk size: 300 GB

To complete the action and dose the wizard, dick Finish.

] (o
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6. Verify that all of the parameters have been configured, and then click Finish. The

settings window will be displayed.

7. Click OK to close.

7.4.2.3 Changing MAC Addresses from 'Dynamic' to 'Static'

By default, the MAC addresses of the OVOC server Virtual Machine are set dynamically by
the hypervisor. Consequently, they might be changed under certain circumstances, for
example, after moving the VM between Hyper-V hosts. Changing the MAC address may lead

to an invalid license.

To prevent this from occurring, MAC Addresses should be changed from 'Dynamic’ to 'Static'.

» To change the MAC address to 'Static' in Microsoft Hyper-V:

Ao nN-=

Shutdown the OVOC server (refer to the One Voice Operations Center IOM Manual).
In the Hardware pane, select Network Adapter and then Advanced Features.
Select the MAC address 'Static' option.

Repeat steps 2 and 3 for each network adapter.

Figure 7-52: Advanced Features - Network Adapter — Static MAC Address
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1| Checkpoint File Location

Ci\ClusterStorage\Wolume1%2C...
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R EREREREY
MAC address spoofing allows virtual machines to change the source MAC

address in cutgeing packets to one that is not assigned to them.
[] Enable MAC address spoofing

DHCP guard

DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers.

[] Enable DHCP guard

Router guard

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[] Enable router advertisement guard

Protected network

Mave this virtual machine to another duster node if a network disconnection is
detected.

Protected network

Part mirroring

Port mirraring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgeing packets and forwarding the copies to another
virtual machine configured for monitoring.

Mirroring mode: |N0ne W |
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7.4.2.4 Connecting OVOC Server to Network

After installation, the OVOC server is assigned a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
interface card connected to the 'trusted' virtual network switch during the OVOC server
installation. You need to change this IP address to suit your IP addressing scheme.

» To reconfigure the OVOC server IP address:

1. Start the OVOC server virtual machine, on the Hyper-V tree, right-click the OVOC
server, and then in the drop-down menu, choose Start.

Figure 7-53: Power On Virtual Machine
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2. Connect to the console of the running server by right-clicking the OVOC server virtual
machine, and then in the drop-down menu, choose Connect.

Figure 7-54: Connect to OVOC Server Console

Virtual Machines

w

Mame State CPU Usage Assigned Memory Uptime
é Stress_tool Rurnning 0% 20438 MB 1.04:34:22
S SSBC_MexR3_HA1 Off
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S SSBC_MlexR2_HAT Off
g ESBC_alexr Rurining 0% 2043 MB 1.04:10:46
5 OCQA Off

Connect...

Settings...

Turn Cff...
<| m

Shut Down..,

3. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
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4. Switch to 'root' user and provide root password (default password is root):
su — root

5. Type the following command:
# EmsServerManager
6. If you are migrating on a single machine and your deployment includes phones:

e  From the Application Maintenance > Web Servers menu, close ports 8081 and
8082.

7. From the Network Configuration > Server IP Address menu, set the OVOC server
network |IP address.

8. Perform other configuration actions as required using the EMS Server Manager (refer
to Chapter 8).

7.4.2.5 Configuring OVOC Virtual Machines in a Microsoft Hyper-V Cluster

This section describes how to configure OVOC VMs in a Microsoft Hyper-V cluster for HA.

7.4.2.5.1 Site Requirements

Ensure that your Hyper-V cluster site meets the following requirements:

B The configuration process assumes that your Hyper-V failover cluster contains at least
two Windows nodes with installed Hyper-V service.

B The cluster should be connected to a shared network storage of iSCSI type or any
other supported type. For example, “QAHyperv” contains two nodes.

Figure 7-55: Hyper-V-Failover Cluster Manager Nodes

= Failover Cluster Manager
File Action View Help
«=| 2w H[m
« K Qotperv-Chorpaf Sourz [ Queres vid ¥ |(v)
I} Roles
# Nodes Name Status Assigned Vote Cument Vote Information
4 [ Storage 2 QAHyper\1 ®w 1 1
& Disks 2 QAHypen2 ® 1 1
H Pools )
1 Netwoarks

m] Cluster Events

B The OVOC VM should be created with a hard drive which is situated on a shared
cluster storage.
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7.4.2.5.2 Add the OVOC VM in Failover Cluster Manager

After you create the new OVOC VM, you should add the VM to a cluster role in the Failover
Cluster Manager.

» To add the OVOC VM in Failover Cluster Manager:
1. Right-click “Roles” and in the pop up menu, choose Configure Role:

Figure 7-56: Configure Role
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H3 Nety View »
4] Ciu
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Help
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2. In the Select Role window, select the Virtual Machine option and then click Next.

Figure 7-57: Choose Virtual Machine
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A list of available VMs are displayed; you should find the your new created OVOC VM:
Figure 7-58: Confirm Virtual Machine
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3. Select the check box, and then click Next.
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At the end of configuration process you should see the following:

%= Summary

Before You Begin

Figure 7-59: Virtual Machine Successfully Added
High Availability Wizard

High awvailability was successfully configured for the role.

Select Role
Select Virtual Machine 3
= = = ™
B < Virtual Machine
Configure High
Availability All of the virtual machine configurations chosen were successfully made highly
e
MName Result Description
ocC J__‘a Success
W

View Report...

To view the report created by the wizard, click View Report,
To cloze this wizard, chick Finish.

4. Click Finish to confirm your choice.

Now your OVOC VM is protected by the Windows High Availability Cluster
mechanism.

Note: If you wish to manually move the OVOC VMs to another cluster node, refer to
Appendix One Voice Operations Center IOM Manual.

A

7.4.2.5.3 Cluster Host Node Failure

In case a host node where the VM is running fails, then the VM is restarted on the redundant
cluster host node automatically.

A

Note: When one of the cluster hosts fails, the OVOC VM is automatically moved to
the redundant server host node. During this process, the OVOC VM is restarted and
consequently any running OVOC process are dropped. The move process may take
several minutes.
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8 Configure One Voice Operations Center
Server

This chapter describes how to mirror the One Voice Operations Center server configuration
with the Version 7.2 EMS & SEM configuration using the EMS Server Manager utility.

Note

e When working with One Voice Operations Center 7.4 Version, you should login
as System Admin operator. Navigation to menu items are identical on the
A Version 7.2 platform to the Version 7.4 platform, unless indicated otherwise.

e The EMS Server management configuration is not backed up to the Version 7.4
platform. Therefore you must manually capture all actions performed using the
EMS Server Manager on the Version 7.2 platform and replicate these actions
on the Version 7.4 platform.

8.1.1 Connecting to the EMS Server Manager

You can either run the EMS Server Manager utility locally or remotely:

B If you wish to run it remotely, then connect to the OVOC server using Secure Shell
(SSH).

B If you wish to run it locally, then connect using the management serial port or
keyboard and monitor.

» Do the following:

Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
2. Switch to 'root' user and provide root password (default password is root):

su — root
3. Type the following command:

# EmsServerManager

The Server Manager Configuration includes the following menu items (that are relevant to
the Migration process):

B General Info (see Section 8.1.2)

Web server and Web port configuration (see Section 8.1.3)
Change Schedule Backup Time (see Section 8.1.4)

All network configuration (see Section 8.1.5)

NTP or date configuration (see Section 8.1.6)

Security configuration (see Section 8.1.7)

the non-default configuration to the new machine. You can use the checklist in

f Note General info can be used as a generic summary. Review all options and apply
Chapter 4 to assist you in this task.
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8.1.2 General Information

1.  From the One Voice Operations Center Server Management root menu, choose
General Information, and then press Enter; the following is displayed:.

Figure 8-1: General Information

rtual Platform
PU E5-

{rev 01)

rer built: Sep 16 2014 11:05:09

: Hot configured

: Default

2. Collect the following information:
e  Server NAT
e  Server Certificate
o  Network Configuration
e Time & Date
e NTP
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8.1.3 Web Server Configuration

1.  From the Application maintenance menu, choose Web Servers, and then press Enter;
the following is displayed:

Figure 8-2: Web Server Processes Status

2. Collect the current state information regarding the following ports:

e Port80

e Port 8080
e  Port 8081
e Port 8082

o  JAWS service (not relevant in Version 7.4)
e JAW |IP Configuration (not relevant in Version 7.4)
3. Configure the above states on the Version 7.4 platform.

8.14 Schedule Backup Time

1. From the Application Maintenance menu, choose Change Schedule Backup Time.

Figure 8-3: Schedule Backup Time Configuration

The data will XD = a week,to a file named emaServerBackup «<yymmdd>.tar and to RmanBackup directory
you should back e o another machine.

rm weekly backup (0-6)

dnesday, 4-Thursday, 5-Friday, 6-Saturday (g-quit)

2. Note the current schedule backup day & time.

3. On the Version 7.4 server, update this time accordingly. If the backup time is different
from the default (Saturday at 2 AM) then update it.
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8.1.5 Network Configuration

B From the One Voice Operations Center Server Manager root menu, choose
Network Configuration; the following is displayed:

Figure 8-4: Network Configuration

S erver IF Address

2.Ethernet Interfaces
J3.Ethernet Redundancy
4_.DNS Client

L.HAT

6.5tatic Routes
7.8HHMP Agent

8 _.5NMPv3 Engine ID
g-Quit to main Menu

8.1.5.1 Ethernet Interfaces

1. From the Network Configuration menu, choose Ethernet Interfaces, and then press
Enter; the following is displayed:

Figure 8-5: Ethernet Interfaces

Main Menu> Network Configuration® Ethernet Inte

2. Add or remove the same interfaces on the Version 7.4 platform.
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8.1.5.2 Ethernet Redundancy

1. From the Network Configuration menu, choose Ethernet Redundancy, and then press
Enter; the following is displayed:

Figure 8-6: Ethernet Redundancy

Main Menu> Network Configuration> Ethernet Redundancy

t to main Menu

2. Configure interfaces redundancy for the Version 7.4 platform.

8.1.5.3 DNS Client

1. From the Network Configuration menu, choose DNS Client, press Enter, and then in
the sub-menu, choose Configure DNS; the following is displayed:

Figure 8-7: DNS Configuration

r 10.1.1.11
r 10.1.1.10

2. Configure DNS client for the Version 7.4 platform.

8.1.5.4 NAT

1.  From the Network Configuration menu, choose NAT, and then press Enter.

Figure 8-8: NAT Configuration
HAT Configuration

3 HNAT Address (-1 to disable this feature) [-1]: I

2. Configure the NAT IP for the Version 7.4 platform.
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8.1.5.5 Static Routes

1.  From the Network Configuration menu, choose Static Routes, and then press Enter;
the Static Routes Configuration is displayed:

Figure 8-9: Static Route Configuration

Mai

M35 Window Iface

0a ethi
0a ethi
0a ethi

Static Route

g.Quit to main Menu

2. Configure static routes for the Version 7.4 platform according to the new network
subnets.

8.1.5.6 SNMP Agent

1. From the Network Configuration menu, choose SNMP Agent, and then press Enter.

Figure 8-10: Configure SNMP Agent

Main Menu> Network Configuration> SHMP Agent

g.Quit to main Menu

2. Note the NMS IP and community string.

Figure 8-11: NMS IP and Community String

Configure SHMP Agent

HMS IF : 10.1.1.1

ol

Community string : publi:l
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3. On the Version 7.4 platform, from the Network Configuration menu, choose SNMP
Agent, and then press Enter.

Figure 8-12: SNMP Agent

oUOC Server 7.4.382 Management

SHMP Agent Status:

b M Cont ig . SHHP Agent
2.8tart SMMF Agent
b.Back

g.Quit to main Menu

4. Choose option 1.
Figure 8-13: Configure SNMP Agent

oUOC Server 7.4.382 Management
Main Menu?> Metwork Configuration?> SHNMP Agent? Configure SHMP Agent
RS NME Agent Listening Port

2.Linux System Traps Forwarding Configuration
3.8NMPv3 Engine ID

bh.Back

g-Quit to main Menu

5. Choose option 2 Linux Traps Forwarding Configuration.

6. Configure the NMS IP and community string parameters from the Version 7.2 platform
on the Version 7.4 platform.

8.1.5.6.1 SNMPv3 Engine ID
If you changed the SNMPv3 Engine ID on the Version 7.2 platform and wish to use the same
ID then on the Version 7.4 platform then perform the procedure below.

1. From the Network Configuration menu, choose SNMPv3 Engine ID, and then press
Enter.

Figure 8-14: SNMPv3 Engine ID
SHMPw3 Engine ID Configuration

3 return to default configuration)
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2. Choose option 3 SNMPv3 Engine ID and change accordingly.

8.1.6 Date and Time Menu

1. From the One Voice Operations Center Server Management root menu, choose Date
& Time, and then press Enter; the following is displayed:

Figure 8-15: Date and Time

Server 7.2 175 Management

2. Update the same NTP, time zone and current date on the Version 7.4 platform.

8.1.7 Security

1. From the One Voice Operations Center Server Manager root menu, choose Security,
and then press Enter, the following is displayed:

Figure 8-16: Security

r (RILDE) and Prelinking

ured communication
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8.1.71 SSH

1. From the Security menu, choose SSH; the following is displayed:

Figure 8-17: SSH

Main Menu

2. Configure identically on the Version 7.4 platform.

8.1.7.2 DB Password

1. From the Security menu, choose DB Password, and then press enter.

Figure 8-18: One Voice Operations Center Server Manager — Change DB Password

Do you really want to change DB password? Press Esc to gquit or any key to continue...
Oracle Change pa pd Script stant

User name:

[EMSADMIN

[Current Password:

323226

The password should he at least 15 characters long, contain at least two digits, two lowercase
land two uppercase charactets, two punctuation characters and chould differ by more than

4 characters from the previous passwords.
New Password:

2. Configure an identical DB Password on the 7.4 platform (default is "pass_1234).

8.1.7.3 OS Password

1.  From the Security menu, choose OS Users Passwords, and then press Enter.
2. Configure an identical password on the Version 7.4 platform.

8.1.7.4 File Integrity Checker

1. From the Security menu, choose File Integrity Checker, and then press Enter.
2. Configure identically on the Version 7.4 platform.

8.1.7.5 Software Integrity Checker

1. From the Security menu, choose Software Integrity Checker (AIDE) and Pre-linking;
the current status of these two processes is displayed.

2. Configure identically on the Version 7.4 platform.
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8.1.7.6 USB Storage

1. From the Security menu, choose USB Storage.
2. Configure identically on the Version 7.4 platform.

8.1.7.7 Network Options

1. From the Security menu, choose Network Options; the following screen is displayed.

with impossible

st

2. Configure identically on the Version 7.4 platform.

8.1.7.8 Audit Agent Options

1. From the Security menu, choose Auditd Options.
2. Configure identically on the Version 7.4 platform.

8.1.7.9 HTTPS Authentication

1. In the Security menu, choose the HTTPS Authentication option

Figure 8-20: HTTPS Authentication

g.Quit to main Menu

2. Configure identically on the Version 7.4 platform.

8.1.7.10 Enable/Disable SEM client Secured Communication

1. From the Security menu, choose Enable SEM client secured connection.
2. Configure identically on the Version 7.4 platform.
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8.1.8 Enable IP Phone Management Server Client

1. From the Security menu, choose IP Phone Manager client secured communication.

2. Configure identically on the Version 7.4 platform (note JAWS is not applicable to the
Version 7.4 platform).

8.1.8.1 SEM - AudioCodes Devices Communication

1. From the Security menu, select SEM - AudioCodes device communication.

Figure 8-21: SEM-AudioCodes Device Communication

communication

o main Menu

2. Configure identically on the Version 7.4 platform.

8.1.9 Diagnostics

1. From the One Voice Operations Center Server Manager Root menu, choose
Diagnostics, and then press Enter, the following is displayed:

Figure 8-22: Diagnostics

2. Configure identically on Version 7.4 platform.
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9 Import the Topology and Configuration

This chapter describes how to import the EMS Topology and the IP Phone Management
server configuration to the Version 7.4 platform.

Note:

e The import process creates tenants based on the existing region names and also
creates a region under each tenant with the same name. Consequently you should
customize your site tenant and region definitions following the import process.

e If your phones are deployed in a non-Skype for Business environment, you should

import both phones and users. If your phones are deployed in a Skype for Business
Environment, you should only import phones.

¢ If you have configured SNMP Trusted Managers on devices and you wish these
devices to be automatically added to OVOC, then the Trusted Manager |IP address
should be the IP address of the OVOC server. If a device is configured with a
Trusted Manager IP address that is not the OVOC server IP address, then such
devices must be added manually to OVOC.

9.1 Import EMS Topology

The topology import procedure takes the topology.xml file created during the topology export
process (see Chapter 5) and imports all topology entities to the new One Voice Operations
Center 7.4 released server.

» To import the EMS topology:

1. Login to the Version 7.4 platform Login as 'root' user with password root (default
password is root):

su — root
2. Change Directory to /home/acems:

cd /home/acems
3. Copy the exported topology output files topology.xml and keystore.jks to this directory.
4. Change Directory to ACEMS/server_7.4.XXX:

cd /ACEMS/server 7.4.XXX

5. Execute topologylmport.pl (this process stops the One Voice Operations Center server
application):
./topologyImport.pl

6. Approve/Decline the copy of keystorejks file, which overrides the current
/opt/ssl/keystore.jks (the current file will be backed up before the copy is executed).

7. Copy ssl.crt and ssl.key to /etc/httpd/conf.d (backed up in Export procedure in
Section 5.1).

8. If you manually updated /etc/httpd/ssl.conf on the Version 7.2 platform, using an editor
tool, update this file with the following values according to your Version 7.2
configuration:

e  SSLProtocol

e  SSLCipherSuite.

e  SSLCertificateFile.

e  SSLCertificateKeyFile .
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° SSLCACertificateFile

Warning: Do not directly overwrite the Version 7.2 /etc/httpd/ssl.conf file to the
Version 7.4 platform.

9. Restart the One Voice Operations Center server application using EMS Server
Manager.

9.1.1 Example Output

R R R b b db b b b b 2b 2 2 2 2b 2 2b 2 4 Import process start *FkFxkxokkokkkkxokkokkx

Topology file processed entities:

Importing topology entities:
07 Jun 2017 13:35:43:632 Start SNMP Handler
07 Jun 2017 13:35:43:660 Start entity manager initialization

07 Jun 2017 13:35:45:764 Entity manager initialization completed

07 Jun 2017 13:35:45:824 isVQM:false *** current
dir:/opt/ACEMS/server 7.4.223 mibsRoot: externals/mibs/

07 Jun 2017 13:35:45:824 Loading mibs for Refresh. Allocating 100
threads 07 Jun 2017 13:35:46:856 Loading mibs for unknown machine.
Allocating 10 threads ..........

07 Jun 2017 13:35:46:857 Loading mibs for MP machine

07 Jun 2017 13:35:46:857 Loading mibs for MP v6.6 machine.
07 Jun 2017 13:35:49:270 Loading mibs for MP v6.8 machine.
07 Jun 2017 13:35:51:424 Loading mibs for MP v7.0 machine.

Loading mibs for MP v7.2 machine.

Loading mibs for MP v7.2.100 machine.

Loading mibs for MP v7.4 machine.

07 Jun 2017 13:35:58:245 All mibs loaded successfully.
07 Jun 2017 13:35:58:245 Finish SNMP Handler

07 Jun 2017 13:36:10:182 Alert Rule profile Added

07 Jun 2017 13:36:10:249 Quality Threshold profile Added
07 Jun 2017 13:36:10:251 Quality Threshold profile Added
07 Jun 2017 13:36:10:328 Quality Threshold profile Added
07 Jun 2017 13:36:10:329 new tenant was Inserted

07 Jun 2017 13:36:10:352 new tenant was added

07 Jun 2017 13:36:10:665 Alert Rule profile Added

07 Jun 2017 13:36:10:674 Quality Threshold profile Added
07 Jun 2017 13:36:10:677 Quality Threshold profile Added
07 Jun 2017 13:36:10:690 Quality Threshold profile Added
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9.2

07 Jun 2017 13:36:10:690 new tenant was Inserted

07 Jun 2017 13:36:10:700 new tenant was added

07 Jun 2017 13:36:10:885 Alert Rule profile Added

07 Jun 2017 13:36:10:894 Quality Threshold profile Added
07 Jun 2017 13:36:10:896 Quality Threshold profile Added
07 Jun 2017 13:36:10:904 Quality Threshold profile Added
07 Jun 2017 13:36:10:904 new tenant was Inserted

07 Jun 2017 13:36:10:911 new tenant was added

07 Jun 2017 13:36:11:005 Alert Rule profile Added

07 Jun 2017 13:36:11:011 Quality Threshold profile Added
07 Jun 2017 13:36:11:013 Quality Threshold profile Added
07 Jun 2017 13:36:11:019 Quality Threshold profile Added
07 Jun 2017 13:36:11:020 new tenant was Inserted

07 Jun 2017 13:36:11:031 new tenant was added

regions added: 4/4 : 100%

..... Failed to add node ID:257 Message:null

Failed to add node ID:254 Message:Cannot add node with serial
number 5867475.

This serial number already exists.
nodes added: 11/13 : 85%
non acl nodes added: 3/3 : 100%

links added: 2/2 :100%
features added: 0/0 :100%

Are you sure that you want to override /opt/ssl/keystore.jks?
(y/n) y

Please restart One Voice Operations Center application using
EMSServerManager!

kAhkkhkkhkkhkhkkhkkhkhrkhkk kK khkkkkhkk Import process flnlsh khkkhkhkkhkkhkkkhkkhkkhrkkhkkkkkkKx*k

Refer to the “entity type” summary (regions, devices, etc ..) to
verify that all the entities are added to the new One Voice
Operations Center. In case of failures, approach AudioCodes
support team.

Import IP Phone Management Server Configuration
and Users & Devices

The configuration import procedure takes the IP Phone configuration file created during
configuration export process (see Section 5.1) and imports all topology entities into the new
One Voice Operations Center 7.4 released server:

» To import IP Phone Management Server Configuration and Users & Devices:

1. Login to IP Phone Management server Version 7.4 Web client.
2. Open the Import Configuration page (Setup tab > Import/Export > Import Configuration).
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& IPP MANAGER SERVER

Users & Devices
Phones Configuration

4 Import/ Export

Import Configuration

Export Configuration
Import Users & Devices

Export Users & Devices

I

System

Figure 9-1: Import Phone Configuration Files

To Import Phone Configuration Files:
1. Click the Browse/Choose File button and select the import *.zip file from your file system.
2. Click the Import button.

3. The file is imported into the IP Phone Management Server
4. The server imports data of: Tenants, Regions, Sites, Templates, System Settings, Template Placeholders, Tenant Placeholders, Site Placeholders, Phone Firmware Files.

5. The import result will be displayed as tables of the imported configurations.

Note: Importing a large file can take a few seconds or minutes. Please be patient and wait until the operation has successfully been finished.

Impert from file:

Browse... | No file selected.

I

4 Users & Devices

Manage Users
Manage Muttiple Users

Manage Mutiple Devices

Phones Cenfiguration

A Import / Export

Import Configuration

Export Configuration

Import Users & Devices

Export Users & Devices

System

m

Import the configuration file that you downloaded in Section 5.2.

Open the Import Users & Devices page (Setup tab > Import/Export
Devices).

> Import Users &

Figure 9-2: Import Users and Devices

TROUBLESHOOT

& Import Users and Devices information

This page lets you import a CSV file containing users and devices information into the

server,
Browse to the file and then click the import button.

Browse... | No file selected. m

5.

Import the Users file that you downloaded in Section 5.2.
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6. If you are migrating on a single machine:
a. Type the following command:
# EmsServerManager

b. From the Application Maintenance > Web Servers menu, close ports 8081 and
8082.

The phones will restart when they receive their new configuration files.
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10 Move Phones from Version 7.2 Platform

This chapter describes how to move phones from the Version 7.2 platform to the Version 7.4
platform. This procedure describes how to create a template file for moving phones that are
currently deployed in a region in the Version 7.2 platform to a corresponding new tenant in
the Version 7.4 platform. You need to create a separate template file for each defined region.

A\

Note:

This procedure is only relevant when the migration process is implemented with dual
machine topology (both servers must be connected to the network).

Move phones one region at a time; each region will be moved to a tenant with the
same name as the region.

For new phones that will be added directly on the Version 7.4 platform: update the
DHCP option 160 to use the new IP address of the OVOC server.

—

4.
5.

Perform the following procedure for each region:

In the Navigation tree, select Phones Configuration > Templates.

In the IP Phones Configuration Templates page, click the Generate Global
Configuration Template button.

Create a new template MOVE_TO_OVOC_<YOUR_REGION_NAME>.

Figure 10-1: Navigation Tree - Templates
S r |

Navigation Tree

Dashboard =
Regions +
Users +
Phones Configuration
System Settings
Default Placeholders Values
Templates Placeholders
Fegion Placeholders
Devices Placeholders
Phone Configuration Files

Phone Firmware Files

License +

Click the Edit configuration template button; the template opens in an integral editor:
Edit the template MOVE_TO_OVOC_<YOUR_REGION_NAME> data to change the IP
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address and <YOUR_REGION_NAME>):
<?xml Version="1.0" encoding="IS0O-8859-1"7?>
<ipphonetamplate>

<type>audiocodes 440HD</type>

<description >AudioCodes 440HD
LYNC</description>

<file config>
<type>global file</type>
<profile>global</profile>
<encrypt mode>0</encrypt mode>
<name>Audiocodes 440HD global
LYNC.cfg</name>
<destinationDir>%ITCS destinat
ion%</destinationDir>

<data>
<! [CDATA[
11>
</data>
</file config>
<file config>
<type>file</type>

<profile>user</profile>
<encrypt mode>0</encrypt mode>
<name>%ITCS mac$.cfg</name>
<destinationDir>%ITCS destinat
ion%</destinationDir>
<data><! [CDATA[
provisioning/configuration/url=http://X.X.X.X/ipp/dhcpoptionle

0.cfg
11>
</data>
</file config>
</ipphonetamplate>

° If you want the devices to enter a specific tenant change
the row in the template from:
provisioning/configuration/url=http://X.X.X.X/ipp/dhcpoptionle6
0.cfg

to:

provisioning/configuration/url=http:// X.X.X.Xl/ipp/tenant/<

REGION NAME>

° Apply the template to the desired devices: Users->Manage
Multiple Devices. Action: change template and choose:
“MOVE_TO OVOC_ <REGION_ NAME>”
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6. Click Save; the modified template is saved in its URL location on the server, for
example:
http://10.59.0.200/ipp/tenant/< REGION_NAME>/admin/AudioCodes.php.
In the IP Phones Configuration Templates page, the name of an edited template is
displayed in green.
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11  Configure One Voice Operations Center
Web Client

This chapter describes how to migrate the Version 7.2.3000 EMS client configuration to the
Version 7.4 OVOC Web client configuration.

11.1 Local User Authentication

B To move operators to the new Version 7.4 platform, manually copy all previously
defined Operators on the Version 7.2 platform (EMS Main Menu: Security > Users

List).

Figure 11-1: Users List

AudioCodes' EMS - gena is logged with Administration authorization to server 10.1.8.23.(Last login time:2016-05-26 18:06:21)

File View Tools Faults |Security IHe\p

MG Tree

EE PPC
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RND-IPF
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mm T

imm S
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Menitoring

UserPasswordLo..
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Menitoring

UserPasswordLo..

Monitoring

UserPassword Lo..

Administration

UserPasswordLo..

operatoril

(Operation

UserPassword Lo..

hadary

Administration

UserPasswordLo..

shai

Administration

UserPassword Lo..

glmaks

Administration

UserPassword Lo

operators

Operation

UserPasswordLo..

e

B [f for specific Operators, security levels were defined for specific Regions, then the
security levels should now be configured per Tenant Operator on the Version 7.4
platform:
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< AudioCodes

Ly ation Center

ADMINISTRATION

OPERATORS
ADMINISTRATION <€
LICENSE

4 SECURITY

Authentication

Figure 11-2: User Details
Users List
| File View Actions Help
ifel el TR

Basic Info | Regions Info

User Details E

Basic Info I Advanced Info | Regions Info

Set All Regions [@
Region Security Level
ACL-Hong-Kong NotVisible | =
ACL-lsrael [@
AutoDetection | |NOWisihle 'l |
DHCPREGION Monitoring | ¥ |

J V|
oK || cancel |

Open the Operators screen on the Version 7.4 platform (System tab > Administration
> Security > Operators) to adopt the user security levels to the new multi-tenancy
definitions. For more information, refer to the One Voice Operations Center User’s
Manual.

Figure 11-3: Tenant Operators

LOGIN NAME OPERATOR TYPE SECURITY LEVEL STATUS LAST SUCC >> OPERATORS SUMMARY
acladmin System ADMIN 26Juli71~ OPERATORS STATUS
dev System ADMIN 02Juk17 1 s
amil System ADMIN 2371 (1,1000%)
orenp System ADMIN 25Juk17 1
shay System ADMIN 17Jul47 1
ran System ADMIN 104uk17 §
alan System ADMIN Not Active
(8,90.00%)

brad System ADMIN
mike System ADMIN SECURITY LEVEL
Brad System ADMIN ACTIVE 26Jul17 1

_ Admin

(10, 100.00 %)
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Figure 11-4: Tenant Operator Settings

OPERATOR SETTINGS

BASIC INFO ADVANCED INFO | TENANTS |

Assigned Tenants: A

defauliTenant
newTenant
DefaultTenant
testTenant
myTenant
device_tenant
GenaTenant

newDefaultTenant

Cancel

11.2 External Authentication Servers

If EMS is defined to work with external Authentication servers, save the Authentication
Servers configuration.

Note: TACACS server is not supported in Version 7.4.

11.21 RADIUS

1.  Open the Authentication and Authorization Settings on the Version 7.2 platform (open
the EMS menu: Security > Authentication & Authorization).

2.  From the drop-down list, select RADIUS Authentication.

Figure 11-5: RADIUS Configuration

AudioCodes' EMS - gena is logged with Administration authorization to server 10.1.8.23.(Last login time:2016-03-26 18:06:21)
File View Tools Faunsl Se:uritylHe\p

——
Rithentication & AN AL Sa i ==

El

Authentication Type
2 Authentication

‘Synchronizing MskK:MeK CLI with EMS User:

TACACS+ Authentication

RADIUS
LDAP Authentication
User Login Type (User.Password or CAC) User/Password Login v 10 Connected)

0 (0 Connectedy
0 (0 Connectedy
0 (0 Connectedy

Current Active Radius Server 1

15t RADIUS enabled [t}

Connect
15t RADIUS Auth Server IP 1111 0 (0 Connected)
0 (0 Connectad)

15t RADIUS Auth Server Port 1812 © (0 Connected)

00 Connected)
01 Connected)
00 Connected)

15t RADIUS Auth Server Secret abcizi

2nd RADIUS enabled (01}

2nd RADIUS Auth Server IP 00 Connected)
00 Connected)
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Open the Authentication screen on the Version 7.4 platform (System tab >
Administration > Security > Authentication).
4. From the drop-down list, select RADIUS.

3.

Figure 11-6: RADIUS Settings

& AudioCodes
? One Voice Operation Center

ADMINISTRATION

AUTHENTICATION

ADMINISTRATION << Authentication Type | RADIUS v

LICENSE

RADIUS AUTHENTICATION SETTINGS

13000
Operators u
Default Auth leve! Operacor
eeeee P Server port Server secret
2t 1812
3su 1812
Submi

5. Configure the required parameters using the Version 7.2 platform as reference.
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11.2.2 LDAP

1.  Open the Authentication and Authorization Settings on the Version 7.2 platform (open
the EMS menu: Security > Authentication & Authorization).

2. From the drop-down list, select LDAP Authentication.

Figure 11-7: LDAP Configuration

AudicCodes' EMS - gena is logged with Administration authorization to server 10.1.8.23.(Last login time:2016-05-26 18:06:21)

File View Tools Faults [Security |Help
—

Authentication Type
Synchronizing MsK/MsK CLI with EMS Users Eﬁg@gi’:s:ﬂﬂig;im
TACACS+ Authentication
User Login Type (User-Password or CAC) lUser;Password Login | ']
LDAP Authentication Server [P 10.10.10.10
LDAF Authentication Server Port 3
LDAP Connectivity DM aaasaaaa
LDAP Connectivity Password R
User DN Search Base bbbbbbbbb
EMS Super Administrator User Group Name EMS_Superadmin
EMS Administrator User Group Name EMS_Admin
EMS Operator User Group Name ENS_Operator
EMS Monitor User Group Mame EMS_Monitor
Default Security Level on LDAP Group Absence lReJecI ,']
LDAP Server Number Of Retries 3
LDAP Server SSL Enabled lF'Iain Connection .']

3. Open the Authentication screen on the Version 7.4 platform (System tab >
Administration > Security > Authentication).

4. From the drop-down list, select LDAP.

Figure 11-8: LDAP Settings

& AudioCodes
“ One Voice Operation Center

ADMINISTRATION

AUTHENTICATION

ADMINISTRATION << Authentication Type | LDAP v

LICENSE

AUTHORIZATION LEVEL SETTINGS LDAP AUTHENTICATION SETTINGS
4 SECURITY
Administrator User Group Name EMS_Admin LDAP Authentication Server IP 2000
- — Operator User Group Name £MS_Operator LDAP Authentication Server Port 380
Monitor User Group Name EMS_Monitor LDAP Connectivity DN T
Default Security Level Reject v LDAP Connectivity Password
LDAP Server Number of Retries B

User Dn Search Base
SsL

Certificate
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5. Configure the required parameters using the Version 7.2 platform as reference.

11.3 Alarms (from EMS Application)

11.3.1 Alarms Settings

1. Open the Global alarm settings on the Version 7.2 platform (In the main EMS menu:
Faults > Alarms Setting).

Figure 11-9: Alarm Settings
Alarms Settings U (i)

Events Automatic Clearing
Enable Events Automatic Clearing W
Events Automatic Clearing Period (days) 3
Alarms Automatic Clearing
Enable Alarms Automatic Clearing O
Alarms Automatic Clearing Period (days) 0

Alarms Suppression

Enable Alarms Suppression O
Alarms Suppression Counter Threshold 20
Alarms Suppression Interval (seconds) 2

Note that this configuration applies to the same alarm type from the same source

EMS Keep-Alive
Enable EMS Keep-Alive trap ]
EMS Keep-Alive trap interval (seconds) &

Destination Provisioning

i I] Cancel I

2. Open the Alarms screen on the Version 7.4 platform (System tab > Configuration >
Alarms).

Figure 11-10: Version 7.4 Alarms Settings

SYSTEM

& Au ioCodes
# One Voice Gperation Center

CONFIGURATION

ALARMS

CONFIGURATION <<

ALARMS AUTOMATIC CLEARING ALARMS SUPPRESSION
TEMPLATES
Alarms Suppression v
ALARMS
tic Clearing Period (days) B0 Alarms Suppression Counter Threshold 20

FILE MANAGER
Alarms Suppressi

EXTERNAL APPLICATIONS
EVENTS AUTOMATIC CLEARING Note that this configuration applies o the alarms of same type and source

DEVICE BACKUP
OVOC KEEP-ALIVE

OVOC Keep-Alive

OVOCK:

Note: Pay atten
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3. Configure the required settings using the Version 7.2 platform as reference.

11.3.2

Alarms Forwarding Rules

1.  Alarms forwarding rules need to be reconfigured manually on the new Version 7.4
machine (EMS Main menu: Faults > Alarms Forwarding Configuration).

—_—— ™y
ﬁ Alarms Forwarding Configuration - - ' - g

File View Actions Help

Figure 11-11: Version 7.2: Alarm Forwarding Rules

D Email EMAIL L% EMS, SEM, MGW, IP Phone EMS, SEM, MGW, IP Phone info, warning, minor, major, critical

D aliya EMAIL v EMS, SEM, MGW, IPPhone EMS, SEM, MGW, IP Phone info, warning, minor, major, critical

D testl SNMP v EMS, SEM, MGW, IPPhone EMS, SEM, MGW, IP Phone info, warning, minor, major, critical

E] EMS, SEM, MGW, IP Phone EMS, SEM, MGW, IP Phone info, warning, minor, major, critical
1 D MaksTest SNMP v IPPhone IP Phone info, warning, minor, major, critical

D gal SNMP v EMS, SEM, MGW, IPPhone EMS, SEM, MGW, IP Phone info, warning, minor, major, critical

D Syslog SYSLOG v EMS, SEM, MGW, IPPhone EMS, SEM, MGW, IP Phone info, warning, minor, major, critical

Cox J [ onm

—_—

2. Double-click to open each rule specific configuration rule.

Figure 11-12: Version 7.2: Destination Rules Configuration

» "
Destination Rule Configurati )
Il

Destination Type

(®) Allow Forward

Alarm Origin

Alarm Names

Alarm Types
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Source

Source MGW List

Destination Rule Name ‘m

SNMP

() PreventForward

Alarms. &) W W )

! sens (Y] o ] [
AllAlarms E
AllTypes. E

fEgEB

Select MGW.

AllRegions. AllMGW

Destination Host IP Address
Destination Host Port

SNMP vzc Trap Community
Enable SNMPv3 Configuration
Security Name

Security Level

Authentication Protocol
Authentication Key

Privacy Protocol

Privacy Key

No Security

Coe ) (oo
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3. Open the Alarm-forwarding rules screen (Alarms tab > Forwarding) on the Version 7.4
platform.

Figure 11-13: Version 7.4: Alarm Forwarding Rules

g-‘ AudioCodes JETWORK ALARMS STA

One Vaice Operation Center

FORWARDING

FORWARDING ©Add
RULE NAME ACTIVE DESTINATION TYPE DESTINATION TENANT
roman2 x SNMP 111 System
roman3 x SNMP 111 System
aliya v SNMP 10.4.2.60 System
TEST_ETAN_1 v SNMP 1234 Customer!

4. Click Add to add a new rule.
5. Configure the required parameters using the Version 7.2 platform as reference:

a. Allow/prevent configuration and enable/disable rule can be configured under top
section.

Figure 11-14: Rule Name

Rule Mame

@ Forward matching alarms/events {0 Prevent forwarding of matching alarms/events

Enable/Dizable Rule

b. Configure devices and other topology filtered elements under “Topology
Conditions” section.

c. Other forwarding conditions can be configured under “Rule Conditions” section.

Figure 11-15: Alarm Forwarding Rule Conditions

ALARMS FORWARDING RULE DIALOG X

Rule Name

@ Forward matching alsrmsfevents () Prevent forwarding of matching alarms/events

Enable/Disable Rule

TOPOLOGY CONDITIONS RULE CONDITIONS DESTINATION

Alarm Origin

Event Origin

Severities

Alarm Names

Alarm Types

Source

Cancel
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d. Destination type and configuration can be configured under “Destination” section.

Figure 11-16: Alarm Forwarding Destinations

ALARMS FORWARDING RULE DIALOG x

Rule Name

@ Forward matching alarms/events @) Prevent forwarding of matching alarms/events

Enable/Disable Rule

TOPOLOGY CONDITIONS RULE CONDITIONS DESTINATION

Destination Type SNMP EI

Destination Host IP Address
Destination Host Port -

@ SNMPv2 @ SNMP 3

Security Name

Security Level No security E|
Authentication Protocol No protecal

Authentication Key

Privacy Protocol No protocal

Privacy Key

Cancel
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11.4 Software Manager

B On the new One Voice Operations Center Version 7.4 machine, add files that you
extracted from the Version 7.2 platform in Section 5.1 to the Software Manager (
System tab > Configuration > File Manager).

Note: If devices were added to the Version 7.2 platform and not connected to the network
then you must download their configuration and firmware files manually on the Version
7.4 platform (from the Network Topology page).

11.5 Device Backup Configuration

1.  Open the devices backup configuration settings on the Version 7.2 platform (In the
main EMS menu: Tools > MG Backup Manager).

Figure 11-17:Version 7.2: Backup Configuration

AudioCodes' EMS - gena is logged with Administration authorization to server 10.1.8.23,(Last login time:2016-05-26 18:06:21)
File View Faults Security Help
“—
bl MG Eaclmaer
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———
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. 172.28.1.10_p_80_iniFile_0301-Dec-11-2015.ini

Backup History Size 5
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NJ-GW 1 Mumber of Retries 3 v 1.3_p_84_iniFile_0402-Jun-03-2017.ini NI 28804
EE
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) | 7351_172.22.3.155_p_s0_cliScriptFile_os02-M... CLI 28233
EF
] 1720711585 172.17.116.6§ 116.65_172.17.118.65_p_é8_iniFile_001-May-30-2017.ini NI 12928
= N . . detection nodes
= || BLEEEGS 103461 Periodic: 2017-03-20 06.01. 08 10.3.4.61_10.3.3.61_p_36_iniFile_0301-Mar-20-2017.ini NI 9157
EF
| 103.050.222 10.3.151.222 Periodic 2017-05-19 07:01: 20 10.3.191.222_10.3.151.222_p_46_iniFile_0401-May-15-2017ini  INI 7333

10.4.100.35 10.4.100.35 Periodic 2017-05-22 07:00. 06 10.4.100.35_10.4.100.35_p_5_iniFile_0400-May-22-2017.ini NI 10128
e 172.22.3.055-3227.. 172223055 Periodic: 2017-05-06 07-02: 06 172.22.3.155-3227481_172.22.3.155_p_80_iniFile_0302-May-05-... INI 5510
S| maka 10.15.10.5 Periodic 2017-05-18 07:00: 18 W1KA_10.15.10.5_p_34_iniFile_g400-May-13-2017 ini NI 22333 L
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Refresh Close

2. Open the Device Backup screen on the Version 7.4 platform (System tab >
Configuration > Device Backup).
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Figure 11-18: Version 7.4: Backup Configuration
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SYSTEM

» One Voice Operation Center

'CONFIGURATION

DEVICE BACKUP

CONFIGURATION <<
DEVICE BACKUP
TEMPLATES
Enable Periodic backup @
ALARMS
Number of backup files per device
FILE MANAGER

Number of retries
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3. Configure the required parameters using the Version 7.2 platform as reference.

11.6 LDAP User Authentication

1. On the Version 7.2 platform, open the LDAP Authentication & Authorization Settings
screen (EMS Main menu: Security > Authentication & Authorization).

2. From the Authentication drop-down list, select LDAP Authentication.
Figure 11-19: LDAP Authentication and Authorization

' Authentication & Authorization )
Authentication Type W
| Synchronizing MsK-MesK CLI with EMS Users D
LDAP

User Login Type (User,Password or CAC) User/Password Login |v

LDAP Authentication Server IP 10.3.180.11

LDAP Authentication Server Port 838

LDAP Connectivity DM Admin2gQA-EMS LOCAL

LDAP Connectivity Password eeesss

User DN Search Base 0U=0A,DC=-QA-EMS,DC=LOCAL
| EMS Super Administrator User Group Name EMS_SuperAdmin

EMS Administrator User Group Name EMS_Admin

EMS Operator User Group Name EMS_Operator
| EMS Monitor User Group Name EMS_Menitor I
| Default Security Level on LDAP Group Absence  Reject |v
I LDAP Server Number Of Retries 3

LDAP Server SSL Enabled SSL With Cerfificate |*

LDAP Client Certificate EMS-QA-rootCA.cer |*

|

| |
| |
| I
|
| v
| BB T
' (el cxrco ]
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3. Note the LDAP Authentication settings.

4. Open the Authentication page on the Version 7.4 platform (System tab > Administration
> Security > Authentication).

5. From the Authentication Type drop-down list, select LDAP.
Figure 11-20: Authentication Page

& AudicCodes

One Voice!

ADMINISTRATION

AUTHENTICATION
ADMINISTRATION <€ Authentication Type | LDAP E|
4 LICENSE
AUTHORIZATION LEVEL SETTINGS LDAP AUTHENTICATION SETTINGS
Summary
Tenants Allocations Administrator User Group Neme EMS_Admin LDAP Authentication Server IP 0.0.0.0
4 SECURITY Operator User Group Name EMS_Operator LDAP Authentication Server Port 289
Authenticati
Operators -
Default Security Level Reject [z]  \oaP Comnectviy Password
LDAP Server Number of Retries 3
User Dn Search Base base
ssL

Certificare D

6. Configure the required parameters using the Version 7.2 platform as reference.
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11.7 SEM Client Configuration

11.7.1 Microsoft Active Directory

1.  Onthe SEM Version 7.2 platform, open the Active Directory Settings screen (Users tab

> Active Directories folder).

Figure 11-21: Version 7.2: Active Directory Configuration

Active Directory Settings

General Settings
Server name
Host

Port

DN

Base Object

Security Settings
Password

S5L

Certificate File

Scheduler Settings
Sync Time

Last Sync Time
Full Sync Time

Last Full Sync Time

| Enterprise-AD

| new,.corp.enterprise.cem

| new,.corp.enterprise.cem

|
|
[z83 |
|
|

| dc=corp,dc=enterprise,dc=com

|==== |

Gote ||

Start Sync Each |1 E Hours

Start Full Sync At :
| |

Each |1 5 Days

2. Open the Active Directory Settings on the Version 7.4 platform (Users tab > Active
Directories) and then click Edit.
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Figure 11-22: Version 7.4 Active Directory Configuration

ACTIVE DIRECTORY SETTINGS =
GEMERAL
Tenant Tenant 1 v
Name Host Port 389
Base object
Bind DN
Password
Enable 55L Certificate file v
UPDATES
Check for updates every |1 hours
Perform full update every 3 days
at 0 10

3. Configure the required parameters using the Version 7.2 platform as reference.

11.7.2 Skype for Business SQL Server Configuration

1. On the SEM Version 7.2 platform, open the Network Device Definition screen for the
Skype for Business device (Network tab).

Figure 11-23: SEM - Network tab Skype for Business Device Definition

Network Device Definition x

D Generic Device @ M5 Lync Device

Device Type | Front End Server | - |

FQDN |

P |

SaL Server IP |

|
|
Hame | |
|
|

saL Port [1433

O ®

S0L Instance Name

50L Server User | |

SQL Server Password | |

551 | Disable |v|
Certificate File | |
Region | AutoDetection | - |

2. Open the Lync Device Details screen in the Version 7.4 platform, (Network tab >
Topology), select the Skype for Business device and then click Edit.
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Figure 11-24: OVOC - Skype for Business Device Definition

LYNC DEVICE DETAILS b
MNarne ‘ SFE |
Tenant ‘ Singapore v
Region AutoDetection v
Device Type ‘ MS LYNC FE v
FQDN enterpriseSFB.corp.enterprise.com
SQL Server IP ‘ 10.1.1.64 |

@® SQLPort ‘ 1433 |
SQL Instance Mame ‘ |
SQL Server User ‘ |
SQL Server Pazsword ‘ |
5L ‘ DISABLED v

Cancel

3. Configure the required parameters using the Version 7.2 platform as reference.

11.7.3 QoE Thresholds Configuration

1.  Open the QoE Thresholds page (Utilities tab > QoE Thresholds) on the Version 7.2
platform.

Figure 11-25: Version 7.2: QoE Thresholds Configuration

Session Experience Manager

Server Configuration |

‘ Server Storage ‘ QoE Threshokds

s SystemProfie §

PLoss

MOS Fair- MOS Good- Delay Fair- DelayGood- | | P.LessFair- | | " 0 L Jitter Fair- Jitter Goog- Echo Fair- Echo Good-
Poor TH Fair TH Poor TH Fair TH Poor TH e Poor TH FairTH Poor TH Fair TH
T T OrenPotest a a5 70 50 a0 5 20 5 a o Devices / Links / Endpoints -] ® dudh
| | et 2 = 2 = 0.8 05 2 = N - Devices / Links / Endpoints ® ®
¥ V¥  High Sensitivity Threshe G4 | 28 38 400 140 a3 15 0 35 1" z Devices / Links / Endpoints @ @
S e el o S L iz = = s = = e ~

2. Open the QOE Thresholds page on the Version 7.4 platform (Calls tab > QOE
Thresholds).
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Figure 11-26: Version 7.4: QoE Thresholds Configuration
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3. Configure the required parameters using the Version 7.2 platform as reference.

11.7.4 Alarm Rules Configuration

1.  Open the Alarms Rules Configuration on the Version 7.2 platform (Alarms tab > Alarm
Rules).

Figure 11-27: Version 7.2: Alarm Rules Configuration
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(min) (min)

Monitored Entities

Lin IL Edge to NJ FENJ FE 1o Edge L Mediation to SBC 1P PEX e 120 = 15 B o o o o o o o o © e
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2. Open the QOE Status and Alarms page on the Version 7.4 platform (Calls tab > QOE
Status & Alarms tab).

Figure 11-28: Version 7.4: Alarm Rules Configuration

£ AudioCodes

peration Center
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3. Configure the required parameters using the Version 7.2 platform as reference.

11.7.5 Scheduled Reports Configuration (from SEM Application)

1. Open the SEM Scheduled Reports configuration on the Version 7.2 platform (Reports
> Scheduled Reports).

Figure 11-29: Version 7.2: SEM Scheduled Reports
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2. Open the Reports tab on the Version 7.4 platform (Statistics tab > Reports tab).

Figure 11-30: Version 7.4: Statistics Reports
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3. Configure the required scheduled reports using the Version 7.2 platform as reference.
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A
AA1

Appendix A —Backup and Restore

OVOC Server Backup

There are two main backup processes that run on the OVOC server:

A\

It is highly recommended to maintain all backup files on an external machine.

These files can be transferred outside the server directly from their default location by SCP
or SFTP client using 'acems' user.

>
1.

Weekly backup: runs once a week at a pre-configured date & time (default is
Saturday 02:00). In this process, the whole database is backed up into several
“RMAN? files that are located in /data/NBIF/EMSBackup/RmanBackup directory. In
addition, many other configuration and software files are backed up to a TAR file in the
/data/NBIF/EMSBackup directory. In general, this TAR file contains the entire
/data/NBIF directory’s content (except 'EMSBackup' directory), OVOC Software
Manager content and server_xxx directory’s content.

To change the weekly backup’s time and date, see Section A.1.1.

Daily backup: runs daily except on the scheduled week day (see above). The daily
backup process backs up the last 24 hours. There are no changes in the TAR file in
this process.

Warning: The Backup process does not backup configurations performed using
EMS Server Manager, such as networking and security.

Do the following:

Copy all files in
/data/NBIF/EMSBackup/emsSServerBackup_<time&date> <Version>.tar file directory
to an external machine.

Where:
e <time&date> is only an example; replace this path with your filename.
° <Version> is the Version number of the server release

Copy all files in /data/NBIF/EMSBackup/RmanBackup directory (including control.ctl
and init.ora files) to an external machine.

A.1.1 Change Schedule Backup Time
This step describes how to reschedule the backup time.
> To schedule backup time:
1. From the Application Maintenance menu, choose Change Schedule Backup Time.
2. Choose the day of the week that you wish to perform the backup.
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A.2 OVOC Server Restore

This section describes how to restore the OVOC server. This can be done on the original
machine that the backup files were created from or on any other machine.

Note:

o If you’re running the restore process on a different machine, its disk size
should be the same as the original machine from which the backup files were

taken.
A e  Restore actions can be performed only with backup files which were
previously created in the same OVOC Version.

o If you are restoring to a new machine, make sure that you have purchased a
new license file machine ID. AudioCodes customer support will assist you to
obtain a new license prior to the restore process.

> To restore the OVOC server:

1. Install (or upgrade) OVOC to the same Version from which the backup files were
created. The Linux Version must also be identical between the source and target
machines.

2. Use the OVOC Server Management utility to perform all the required configurations,
such as Networking and Security, as was previously configured on the source machine
(see Chapter 8).

3. Make sure all server processes are up in EMS Server Manager / Status menu and the
server functions properly.

4. Copy all the files you backed up in A.1 to /data/NBIF directory by SCP or SFTP client
using the 'acems' user. Overwrite existing files if required.

5. In EMS Server Manager, go to the Application Maintenance menu and select the
Restore option.

6. Follow the instructions during the process; you might need to press Enter a few times.

7. After the restore operation has completed, you are prompted to reboot the OVOC
server.
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B

Appendix B - EMS / SEM 7.2 — Topology
Import Process Limitations

B Since the Version 7.4 release support tenants topology level, the process will create a
new default tenant (if no default tenant was already defined)

B [tis recommended to perform this procedure on server without previous topology
configuration.

B Import regions:

e Regions which were not in previous 7.2.3000 multi-tenancy (defined specific
operators visibility on these regions), will be created under the default tenant

e  Regions which were in previous 7.2.3000 multi-tenancy (defined specific
operators visibility on these regions), will be created each in new tenant with
same name (if such tenant name already exists, it will not be created!)

e If region name already exist in the tenant, it will not be created!
B Import Devices/Lync devices/Generic devices:

e Create all devices/Lync devices/Generic devices to the same region they were
belong to in previous 7.2.3000 server (if the region failed to be created, relevant
devices will not be created)

e  Device will not be created if any constraint is violated such as serial number
already exists etc.

B Import SBAs:

° Create SBAs under his relevant device
B Import Links:

e  Create link only if both devices were successfully created
B Import License Pool:

e Add license pool configuration only for devices which were successfully added.
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C Transferring Files

This appendix describes how to transfer files to and from the OVOC server using any
SFTP/SCP file transfer application.

A Note: FTP by default is disabled in the OVOC server.

> To transfer files to and from the OVOC server:

Open your SFTP/SCP application, such as WinSCP or FileZilla.

2. Login with the acems/acems credential (all files transferred to the OVOC server host
machine are then by default saved to /home/acems directory).

3. Copy the relevant file(s) from your PC to the host machine (or vice-versa). For example
using the FileZilla program, you drag the relevant file from the left pane i.e. in your PC
directory to the right pane i.e. the /home/acems directory on the OVOC server host
machine.

-—
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