Release Notes

AudioCodes One Voice™ Operations Center

AudioCodes Routing
Manager (ARM)

Version 8.4

QX audiocodes







Release Notes Contents

Table of Contents

T © 1 - T 7
1.1 Managed AudioCodes DEVICES.........ooiiuiiiiiiiiiiee e 7

2 What's New in Version 8.4 ... 9
2.1 ARM Integrated iNt0 OVOC .......ooiiiiiiiie e 9
201 ARM SEAEUS ..ceeieeiii ettt e e e et e e e e e e et r e e e e e e e e e nnrb e e e e aaaaaaaan 9

2.1.2 ARM Alarms and Events Report to OVOC ..........ccoooiiiiiiiii 11

2.2 Increased Number of ARM ROULEIS ..........ooiiiiiiiiiiiiiiice e 12

2.3  HyperV Virtualization Platform...........cccuiiiiiiiiiie e 12

2.4 Number Portability and Web-Based Pre-Routing Advisory Service............cccc...... 13

2.5 Extended ARM Router Survivability ..o 14

2.6 Users Dictionary Attribute Triggered (Combined) by Two Other Attributes ........... 14

2.7 New Policy StUdIo DESIGN. ......uuiiiiiiiiiiiiiiie et 16
2.7.1 Destination Prefix/Prefix Groups as a Condition...............coooeeeieiiii 16

2.8 Notification on Calls Matching @ RUIE ............cooiiiiiiiiiii e 17

2.9  Calling NUMDEI PrIVACY ......uuiiiiiiiiie ittt e e 19
2.10 Configuring Credentials for REST Communications ..............cccciieiiiiiiiniiiiiiieee. 21
2.10.1 ARM Configurator - Node Communications .............ccouiiiuuiiieiieaniiiiiiiieeee e 21

2.10.2 Node - ARM Configurator Communications .............coouiiiuiiiieiieeeiiiiiiieieee e 24

2.10.3 ARM Configurator - ARM Router Communications...............ceeeeeiiiiiiiiiiineeeeenes 25

2.10.4 ARM Router - ARM Configurator Communications..............cccceeeiiiiiiiiiieeeeeeeees 27

2.11 New Network Map CapabilitieS ... 29
2.11.1 Indication of the Aggregated Operative State of a Connection...............ccccccceeen. 29

2.11.2 New Option to Search for a Node by IP Address in Network Map......................... 30

2.11.3 Number of VolP Peers / Peer Connections Indicated in Cluster Summary............ 31

2.11.4 Adding VolIP Peers to an Existing CIUSEEr ............ccoooiiiiiiiiiiiiiieeeeeee e 32

2.11.5 Limited Node/VolP Peer Label Lengths in Network Map .............ooocviiieeiieninnnnnns 33

2.12 Extended GUI Capabilities........ ... 34
2.12.1 Selecting Source Node / Peer Connection when Configuring a Routing Rule ....... 34

2.12.2 Error Messages Display Name of Routing Rule | Users Group...........ccccceeeeeeennn. 35

2.12.3 Test Route Results Preserved Even if Moving to Another Tab.............cccccccceees 36

2.12.4 Optimized ARM Ul for Huge Dial Plans...............ooiiiiiiiiiiiiieee e 36

2.12.5 Indication of Operator’s Security (Permission) Level ...........cccccccviniiiiiiinieninnnnns 36

2.12.6 QoS (MOS and ASR) Displayed in Peer Connections Page..............ccccuveeeeeeennn. 36

2.13 ARM Machine OS Upgraded with Latest CentOS6.10 Security Patches............... 37

3  Supported Platforms.............iiiiiiiiiir s 39
4 Earliest Node Software Versions Supported by ARM Features.................... 41
5 Known Limitations and Workarounds...........ccccerriiiininnnnnnnnnnnns 43

Version 8.4 3 ARM



QC audiocodes

ARM
List of Tables
Table 1-1: AudioCodes Devices Supported by ARM Version 8.4 ...........oocuuuiiiiiiaiiiiiiiieeeee e 7
Table 2-1: Privacy POlCY OPtiONS........coiiiiiiiiiiii ettt e ettt e e e e e e e e e e e aaeeeeaans 20
Table 3-1: ARM Version 8.2 Supported Platforms............cooii i 39
Table 4-1: ARM Features Supported by the Earliest Node Software ..............cccccceiiiiiiiis 41
Table 5-1: Known Limitations and WoOrkaroUNdS................eeueeeeiiiii s 43
List of Figures

Figure 2-1: Configuring ARM Status to be Indicated in the OVOC............ccccoiiiiiiiiiiii e, 9
Figure 2-2: Read-Only OVOC Information Displayed inthe ARM...........ccccciiiiiiiiiiii e, 10
Figure 2-3: Viewing ARM Status in the OVOC ... 10
Figure 2-4: Configuring ARM-Generated Alarms and Events to be Displayed in the OVOC................ 11
Figure 2-5: ROULING SEIVEIS PAgE .......eoiiiiiiiiiiiiiiiie ettt e e e et e e e e e e e e e eeeeens 12
Figure 2-6: Web Services — New WeD SErvICe .........cooiiiiiiiiiiiii e 13
Figure 2-7: Add Call [EM ...ttt e e e e e et e e e e e e e e e ennbeeeeeeens 14
Figure 2-8: Property — Combined AtHDULE............oiiiiiii e 15
Figure 2-9: Combined NUMDET ..........uuiiiii et e e e e s 15
FIQUIE 2-T0: USEI ...ttt eeeaees 16
Figure 2-11: Destination Prefix/Prefix Groups as @ Condition............c..ueeiiiiiiiiiiiiiee e 16
Figure 2-12: Notify When ACHVAted ...........ooiiiiiiei et a e 17
Figure 2-13: Edit Routing Rule - Privacy POIICY...........ooooiii 19
Figure 2-14: Node CredentialS ...........ueeiiiiiiiiiiii ettt e e e e ettt e e e e e e e s e ennnneeeeeeens 21
Figure 2-15: Add NOdE CredentialS ...........ooiiiiiiiiiiiiie et e e e e eeeeeeas 22
Figure 2-16: Edit NOGE ... 22
Figure 2-17: Add NOGE........cooiiii 23
Figure 2-18: Configurator CredentialS.............o.euieiiiiiee e e e e 24
Figure 2-19: Add Credentials.........o.eeeeiiiieeeee ettt e e e e e e ettt e e e e e e e e e annnreeeeeaens 24
Figure 2-20: Edit Node Screen: Node - Configurator Credentials ............ccccooviiiiiiiiiiiiiiiiiiiieeeeeen 25
Figure 2-21: Router Credentials ...........cooiiiiiiiiiiiiiie et e e e e e as 25
Figure 2-22: Edit Router Credentials .............oouuuiiiiiiiei et 26
Figure 2-23: Edit Server: Configurator > Router CredentialS ............cccuueeiiiiiiiiiiie e, 26
Figure 2-24: Configurator CredentialS. ...........oouueieiiiii e e e e 27
Figure 2-25: Edit CredentialS.............uuieiiiiiii et 27
Figure 2-26: Edit [ROULING] SEIVET ......ueiiiiiiiiiiie ettt e e e e e e eeeaens 28
Figure 2-27: CONNECHION SUMMIEIY ......eiiiiiiiiiiiiiiiie e e ettt e e e e e e e s e et e e e e e e e e e anneeaeeeaaaeesaaannnneeeeeeens 29
Figure 2-28: Searching for a Node by IP ADAress..........oouuiiiiiiiiaii e 30
Figure 2-29: Cluster Summary: Number of VOIP Peers...........ccoooiiiiiiiiiiiiiiieee e 31
Figure 2-30: Peer Connection Aggregation Summary: Number of Peer Connections..............c........... 31
Figure 2-31: Add 10 CIUSTEN ....cii ittt e e e e e e ettt e e e e e e e e e ennnneeeeeeeas 32
Figure 2-32: VoIP Peers Added t0 the CIUSEEr ...........ooiiiiiiiiiiii e 32
Figure 2-33: Configuring Maximum Label Length ............cc.uuiiiiiiiiiii e 33
Figure 2-34: Limited-Length Labels in the Network Map ... 33
Figure 2-35: Selecting Node / Peer Connection in a Routing Rule ............cccoooiiiiie, 34
Figure 2-36: Choose TOpOIOgY ITEM ......coii i e e e 35
Figure 2-37: Error Message Displaying Name of Routing Rule | Users Group..........ccccooeuvviieeeeeannnns 35
Figure 2-38: Operator’s Security (Permission) Level: Monitoring............cccceeiviiiiiiiiiiieeeeeiieeeeeenn 36
Figure 2-39: New Columns Indicating Quality, MOS and ASR in the Peer Connections Page ............ 36

ARM 4 Document #: LTRT-41946



Release Notes Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from

https://www.audiocodes.com/library/technical-documents.
This document is subject to change without notice.

Date Published: Nov-12-2018

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Release Notes 1. Overview

1 Overview

This document describes the new features and known issues in Version 8.4 of the
AudioCodes Routing Manager (ARM).

1.1 Managed AudioCodes Devices

ARM Version 8.4 supports the following AudioCodes devices (Gateways and SBCs) referred
to in the ARM GUI as Nodes:

Table 1-1: AudioCodes Devices Supported by ARM Version 8.4

Device Major Versions
Mediant 9000 SBC 7.2.158 and later
Mediant 4000 SBC 7.2.158 and later
Mediant SE/VE SBC 7.2.158 and later
Mediant 1000B Gateway and E-SBC 7.2.158 and later
Mediant 800B Gateway and E-SBC 7.2.158 and later
Mediant 500 E-SBC 7.2.158 and later
Mediant SBC CE (Cloud Edition) 7.2.250 and later
Mediant 3000 Gateway only 7.00A.129.004 and later

Note:
e Customers are strongly recommended to upgrade their devices to Version 7.2.158 or
later as issues were encountered with device version releases earlier than 7.2.158.

e See also Section 4 for the earliest device version supported by the ARM, per ARM
feature.
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Release Notes 2. What's New in Version 8.4

2 What's New in Version 8.4

This section describes the new features introduced in ARM Version 8.4.

21 ARM Integrated into OVOC

ARM Version 8.4 is fully integrated into AudioCodes’ One Voice Operations Center (OVOC)
management system (OVOC Version 7.6 and later).

In addition to the Single Sign-On feature supported in previous version releases of ARM and
OVOC, ARM Version 8.4 combined with OVOC Version 7.6 provides the features described
in the subsections following.

211 ARM Status

For ARM status to be indicated in the OVOC, the operator must configure ARM-related
information such as the IP address of the ARM Configurator, ARM credentials, etc., in the
OVOC (System > Configuration > External Applications > ARM).

Figure 2-1: Configuring ARM Status to be Indicated in the OVOC

GEMERAL OVOC-ARM COMPALINICATION

ARM Server FODMIP 172171337 Secure Communication (¢

address
ARM User Mame * b

ARM Status Major
Change ARM
ARM Version 8.4.8 Password
Unique ldentifier 4BAGABEDAZSE
ARM SIMGLE SIGM OMN ARM-OVOC COMMUNICATION
Use OWVOC User Marme & OvOC Operator

Password

550 User Mame Operator

Change 550 Password

Submit

When the OVOC is connected to the ARM, read-only OVOC information is shown in the ARM
(Settings > Administration > Remote Manager).

Version 8.4 9 ARM
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Figure 2-2: Read-Only OVOC Information Displayed in the ARM

Remote Manager

OvOC SERVER

Enable Alarms/Bvents ]
forwarding

Prirary OVOC Server 10.1.8.24
Address

HTTP port an

HTTPS port 443

Security mode Secured ¥

User name

Subitmit

ARM status (as well as the statuses of other applications) can then be viewed in the OVOC
after the ARM updates the OVOC with its status.

Figure 2-3: Viewing ARM Status in the OVOC

STATUS APPLICATION ACTIONS

Managed Audiocodes IF Phones Meneger

Audiocodes Reports
Audiocodes Routing Meneger 'n'

The example in the figure above indicates that the network is managed by the ARM and that
there is an alarm in the ARM-managed network whose severity is Major.

If the color code had been green, the indication would have been that the network is
managed by the ARM and that there are no alarms in the ARM-managed network.
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21.2 ARM Alarms and Events Report to OVOC

ARM-generated alarms and events can be displayed in the OVOC. The operator must enable
the capability in the ARM (assuming the ARM is already connected to the OVOC).

Figure 2-4: Configuring ARM-Generated Alarms and Events to be Displayed in the OVOC

LICENSE Remote Manager
SECURITY
OvOC SERVER
OPERATORS
Enable AlarrmsfEvents .
forwarding
MODE CREDEMTIALS Primary OWOC Server 10,1.8.24
Address
HTTR port an
ROUTER CREDEMTIALS
HTTPS port 443
COMFIGURATOR Security mode Secured v
CREDEMTIALS
User narme
LDAP AUTHENTICATION
Submit
RADIUS
AUTHENTICATION
REMOTE MANAGER

After enabling the feature, the ARM forwards alarms and events to the OVOC allowing the
operator to receive all the benefits of ARM-sourced alarms and events handling that already
exist in the OVOC such as Active Alarms, History Alarms, Carrier Grade Alarms, Alarms
Forwarding (via e-mail or syslog).
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2.2

Increased Number of ARM Routers
ARM Version 8.4 supports up to 40 ARM Routers for handling calls coming from SBCs and

Gateways.

The feature is required for very large ARM deployments of almost unlimited scale.

In average size deployments, the feature allows an ARM Router to be deployed close to
each Node (or small group of Nodes), providing additional Node Survivability. If a network
disconnection occurs, a Node’s Routing requests will be served by the adjacent, almost co-
existing ARM Router. If a very high number of ARM Routers is used for survivability
purposes, it's recommended to apply the ‘Sticky primary’ routing policy for a Node and to
provide the adjacent ARM Router as the priority for handling the Node’s routing requests.

A high number of ARM Routers is maintained in the same way, in the GUI's Routing Servers
page (Settings > Routing Servers). The page includes a Status indication for each ARM
Router and for the Lock/Unlock functionality:

Figure 2-5: Routing Servers Page
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64, 61,133.133-13, New_York_1, 68, Haifa_3, Beer_Sheva_8, Texas_7, 67, Israel-HQ_3, 63, China_4, 133,133,

Hew York_1, Beer_Shewa_§, 133.152-10, 63, Haifa_5, 64, 67, Texas_7, 60, GW-100-14, |srael-HQ_3, 65, 68,1...

Beer_Sheva_8, 60, Mew _York_1, Israel-HQ_3, 62, 68, 133.154-12, 133.153-11, 63, China_4, CCE, Texas 7, 123..

Isragl-HO_3, 67, Mew_lersey_6, 64, 68, Mew_York_1, CCE, Haifa_5, 133.155-13, 63, Beer_Sheva_8, 66, 65, Pari..

2.3

Despite a very high number of ARM Routers, they receive full ARM configuration from the
ARM Configurator and get all the updates on Configuration changes, Topology elements
availability, Quality, etc.

HyperV Virtualization Platform

ARM Version 8.4 can be installed on Microsoft’'s Hyper-V virtualization platform.

AudioCodes provides the ARM Virtual Machines in VHD (Virtual Hard Disk) format. The
Virtual Machine settings are detailed in the ARM Installation Manual. For more information
about Hyper-V, see the Microsoft Hyper-V Server 2016 Manual.

Note: ARM support for Microsoft HyperV will be available at the end of November 2018.
Support is not included in ARM Version 8.4 GA.

ARM
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24

Number Portability and Web-Based Pre-Routing
Advisory Service

ARM Version 8.4 supports number portability solutions for querying an external source for
additional information about each call.

It also provides a general infrastructure for any future Web-based advisory service that can
impact ARM call routing.

The prominent example is to query a number portability server that contains a database of
every phone number in the country, and the actual carrier network that it currently belongs
to.

The feature can conform to any protocol or design, using a plug-in which AudioCodes will
provide per the protocol required by the customer. The feature is invisible in the ARM GUI
unless enabled in the License Key.

To configure it in the ARM GUI, the operator must first configure the Web Service (Settings
> Call Flow Configurations > Web Services > New implementation).

Figure 2-6: Web Services — New Web Service

WEB services

~ New Web Service

Query parameter name
Read timeout (Milliseconds)

Connect timeout (Milliseconds)

Agent type: nppzli

Implementation name New Web Service

URL (Hos=t/IP) 172.17.133.5

Port B0

Protocol http

User name AdminMNewl

Password AdminNew1123

URL suffix RoutingManagerMyEnterpriseOperator

MNumber
1000

innd =
|U|J4 -

After configuring the Web-based Advisory Service (and Web server), it can be applied for
specific pre-routing smart manipulation and replacing, using the ARM’s Policy Studio
(Settings > Call Flow Configurations > Policy Studio).

Version 8.4
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Figure 2-7: Add Call Item

ADD CALL ITEM

Name | Mumber manipulation far Trunk Mumber portability *

MATCH ACTION

Source Nodes/Prons i~ MNumber portability Puzel Tast -

Destination Prefix / Groups v

To apply Number Portability, the operator must select Number portability as shown in the
preceding figure. The default is User to preserve the existing functionality of Policy Studio.

Number Manipulation can be applied to specific conditions (see under MATCH in the Add
Call Item screen above):

B Source Nodes and/or Peer Connections
and
B Specific Destination Prefixes or Prefix Groups

2.5 Extended ARM Router Survivability

ARM Version 8.4 provides extended support for ARM Router survivability.

Until Version 8.4, if the ARM Router disconnected from the ARM Configurator, the ARM
Router by design provided routing services based on the last configuration and information
received from the Configurator.

In Version 8.4, if a Node (SBC or Gateway) is unavailable or un-routable per the last
configuration received from the Configurator and it starts sending a Routing Request, the
disconnected ARM Router will determine it to be ‘available’, update the local configuration
and serve it.

2.6 Users Dictionary Attribute Triggered (Combined) by
Two Other Attributes

ARM Version 8.4 provides the capability to add an attribute in the Users Dictionary triggered
by a combination of two other Users Dictionary attributes with a predefined delimiter.

If any of the basic attributes [that the new attribute is combined of] changes, the new attribute
will change. To accomplish this, the operator must configure the new attribute as Combined
attribute.

ARM 14 Document #: LTRT-41946
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Figure 2-8: Property — Combined Attribute

PROPERTY *
Mame CaombinedNumber -
Description OfficeAndMobileDNs
#| Dialable

#| Displayed in users table

¥ Combined attribute

Properzy 1 Office Phone v
Property 2 mobile phone v
Delimitrer i

[Refer to the example in the figure above] The new attribute whose name is configured as
CombinedNumber will be composed of the existing attributes Office Phone and mobile
phone, with the delimiter °_’ (not shown in the figure above).

A change to the value of any of the comprising attributes will trigger a change in
CombinedNumber.

The combined attribute will automatically be created for each user.

Figure 2-9: Combined Number

swc D

D

entrCornpCd

prodMo
authaorizationHash
intrntMo
telephoneMumber
lastMame

contHost

contPort

dstHost

dstlp

dstPort

dstProto

srcHost

dstlisr

ip_addr_test

mobile phone +072544375560
test

cat Wy
combinedAtribute  d
ICombinedNumber +9?239?64281_+9?25443?556EII

The feature allows a Users Group to be configured for routing based on a combination of
other attributes.

In addition, the operator can configure rules using one of the combined attributes (phone
numbers) with the option to apply post-routing manipulation to remove any unnecessary
prefix or suffix from the combined number.
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2.7 New Policy Studio Design

ARM Version 8.4 implements the Number Portability feature as pre-routing using Policy
Studio (see Section 2.4). The GUI design of Policy Studio was changed to support both
usages. To configure the previous functionality of Policy Studio based on information taken
from ARM Users Data, the operator must select User (default):

Figure 2-10: User

Marne | Replace Office Mumber by Mobile User v

ACTION

2.71 Destination Prefix/Prefix Groups as a Condition

In ARM Version 8.4, the operator can add an additional condition for users’ information-
based pre-routing — Destination Prefixes or Prefix Groups.

Figure 2-11: Destination Prefix/Prefix Groups as a Condition

ADD CALL ITEM x
Replace Office Number by Mab Uses -
MATCH ACTION
Source Nodes/Pcons |133‘155_13 *i | R

(2272 2 _URI_ - v

Destination Prefix / Groups |-m 150MILE HS_BC "l |
| ABBOTSFORD_BC x |

SOURCE_URI_USER hed v
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2.8

Notification on Calls Matching a Rule

ARM Version 8.4 allows operators to request a notification on a call (for example, a 911
emergency call) matching a specific rule.

For this feature to function, the operator must configure it under the ‘Rule Match’ section of
the Add Routing Rule screen.

Figure 2-12: Notify When Activated

MName

ADD ROUTING RULE X

Group Calls to USA Test

Include paths with the following quality: fair or good paths v

Use time conditions:

Prioritize call when this rule is selected

Live

9“':'3 5 -

-

| Jxx #| Refer #| Initial
#| Broken connection #| Fax rerouting
& MNotify when activated

Privacy policy: Transparent v

w ROUTING ACTIONS

When the ARM receives a call matching this rule condition [shown in the figure above], a
notification (event) with related information is issued by the ARM Configurator.

At the ARM level, the event can be sent to an SNMP target.

With the ARM integrated into the OVOC, the call notification can trigger the issuance of an
email by the OVOC, for example:

* k Kk k% EVent Info * Kk kK x

Alarm Name: General Alarm

Date & Time: 09:24:16 AM September 6, 2018

Source: Router#172.17.113.23

Source Description:

Severity: info

Unique ID: 67

Alarm Type: other

Alarm Probable Cause: other

Version 8.4 17 ARM
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Description: Routing Rule 911 was matched

Additional Info 1:

Additional Info 2: Routing Rule "911" of Group "911" is matched.
Call from Pcon "Pcon Pcon-1" , Node "Node 16161104" - From number
"+12345", To number "911".

Additional Info 3:

* Xk Xk Xk % ARM Info * Xk Xk Xk %

ARM IP Address: 172.17.113.23

Notifications are typically required and used for 911 emergency calls, which should typically
be reported via an email application or another notification application. The notification
engine, however, can be used for any other matching rule.

ARM
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2.9 Calling Number Privacy

ARM Version 8.4 supports calling number privacy with different flavors (Privacy policy). A
calling number privacy policy can be applied per Routing Rule and configured in the Edit
Routing Rule screen.

Figure 2-13: Edit Routing Rule - Privacy Policy

EDIT ROUTING RULE X

Marme | To France

Group Callsto Eurape

Include paths with the following quality: fair or good paths -

Use time conditions:

Prigritize call when this rule is selected

¥ ux # Refer #| Initial

# Broken connection #| Fax rerouting

Matify when activated

Privacy policy: Transparent v

Transparent wath privacy id
Anonymous caller
| Identify caller

W ROUTING ACTIONS

If a call matches the rule, the Privacy Policy is applied. Based on the Privacy Policy of the
matching rule, the ARM instructs the SBC or Gateway how to handle calling number privacy
in terms of SIP headers.
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Privacy Policy options are:
Table 2-1: Privacy Policy Options

ARM Value SBC Value Comment
Transparent [0] Transparent Default. Leave as is.
Transparent with Privacy 1D [1] Don't change privacy . Rc)agular call = regular call (as

is

o Anonymous = Anonymous +
Normalization of URI

Anonymous caller [2] Restrict Turn the call into anonymous

Identify caller [3] Remove Restriction - If aregular call, stay as is
« If anonymous, make it
exposed in the SIP ‘From’
header

ARM 20 Document #: LTRT-41946
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2.10.1

Configuring Credentials for REST Communications

Before ARM Version 8.4, the credentials for REST communications between Node -
ARM Router, Node - ARM Configurator and ARM Configurator - ARM Router were
hard-coded defaults.

ARM Version 8.4 allows operators to change these communications credentials in the ARM
GUI. Credentials for the following REST communications can be changed:

B ARM Configurator — Node (see the following section)
B Node - ARM Configurator (see Section 2.10.2)

B ARM Router - ARM Configurator (see Section 2.10.3)
B ARM Configurator - ARM Router (see Section 2.10.4)

ARM Configurator - Node Communications

The operator can apply credentials per Node for ARM Configurator - Node
communications. The credentials are defined in the Node Credentials page (Settings >
Administration > Node Credentials).

Figure 2-14: Node Credentials

DENTIFIER NAME

Node credentials

[ | i | o | e

USER NAME TYPE

ame and password Admin DEVICE
Admin DEVICE

DEVICE
Admin DEVICE
Admin DEVICE
A DEVICE
Admin DEVICE
Admin DEVICE

DEVICE

Note:
e The Node Credentials page shown in the preceding figure displays existing Node
credentials for entries indicated as Device in the “Type’ column.

e Only operators whose role is configured as SECURITY_ADMIN can make changes
to credentials.

e Before changing the Node’s credentials in the ARM, the credentials must be
updated in the Node itself. See your Node’s User’s Manual for more information.
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Figure 2-15: Add Node Credentials

ADD MODE CEEDEMTIALS x
|dentifier name | For MYSEC |
User name | NYSECUser |
Password | ..... |
Confirm password | ..... | |
Cor

After adding Node credentials, the operator can apply one of the previously defined
settings to a specific Node (or use the default one), in the Edit Node screen (Network >
Map > <select the specific node> > Edit); the operator must expand the ‘Credentials’
section of the screen (shown in the following figure) to do this.

Figure 2-16: Edit Node

EDIT NODE X

Mame Texas_7

IP Address 172.17.133.27

Protocol HTTPS v
Routing policy ROUND ROBIN v
Routing Servers Selected Routing Servers

o router2 . o routert

O router3

O routers

O routers
Configurator —+ Node myDefaultUser v
Node ==+ Configurator Admin v

=3

The same applies to ‘Add Node’ and ‘Offline Planner’.

ARM
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Figure 2-17: Add Node

ADD MODE x
MNarne MewMode
IP Address 10.17.22.33
Protocol HTTF r

Credentials &

Configurator — Mode Default node user name and password v

MHede = Configurator Admin r
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210.2 Node - ARM Configurator Communications

The operator can change the ARM Configurator’s credentials to be used for Node - ARM

Configurator communications.

The credentials are defined in the Node Credentials page (Settings > Administration >

Configurator Credentials).

Figure 2-18: Configurator Credentials

USER MAME

Admin

AdminMewd

111zz

Configurator credentials

TYPE

DEVICE

DEVICE

DEVICE

USED IM ELEMENTS

Used in 30 devices with narmes: Paris_2, Israel-HQ_3, China_4, ...
Used in 1 device with name: MNew_York_1

Usedin 0 devices

A

Note:

to credentials.

e The Node Credentials page shown in the preceding figure displays existing Node
credentials for entries indicated as Device in the “Type’ column.

e Only operators whose role is configured as SECURITY_ADMIN can make changes

Figure 2-19: Add Credentials

ADD CREDEMTIALS

Usernarne MewConfigurator
Password FrrrRrEEEE
Caonfirm passwaord .
Type DEVICE

&

The password length rmust be between 8 and 20
Must contain at least one letter and one digit,

m Cancel

After adding Node credentials, the operator can apply one of the previously defined
settings to a specific Node (or use the default one), in the Edit Node screen (Network >
Map > <select the specific node> > Edit); the operator must expand the ‘Credentials’
section of the screen (shown in the following figure) to do this.

ARM
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Figure 2-20: Edit Node Screen: Node - Configurator Credentials

EDIT NODE X l

Mame Paris_2

IP Address 172.17.133.22

Protocol HTTPS ¥
Reuting policy ROUMND RQEIN v
Routing Servers Selected Routing Servers

@ @ routert

@ 2 @ router2

@ 2 @ router3

O 4 @ routerd

&
Cenfigurator — Node myDefaultUser v
Node — Configurator Admin v
o]

The same applies to ‘Add Node’ and ‘Offline Planner’:

When the operator applies newly configured ARM Configurator credentials to a specific
Node, the Node is automatically displayed in the ‘Configurator credentials’ page in the
‘Used in Elements’ column.

210.3 ARM Configurator - ARM Router Communications

The operator can change the ARM Routers credentials to be used for ARM Configurator >
ARM Router communications. New credentials are configured in the ‘Router Credentials’
page (Settings > Administration > Router credentials).

Figure 2-21: Router Credentials

LICERSE Router credentials

-

OPERATORS IDEMTIFIER HAME UISER MAKE TYPE
Default router user name and password Admin ROUTER

MODE CREDEMTIALS

ROUTER CREDENTIALS

e The Router Credentials page shown in the preceding figure displays existing
Router credentials for entries indicated as Router in the “Type’ column.

>

e Only operators whose role is configured as SECURITY_ADMIN can make changes
to credentials.
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Figure 2-22: Edit Router Credentials

EDIT EQUTEE CREDEMTIALS x

Identifier narne Default router user name and p

Llser narme Adrmin

Password

Confirm password

Password rules &

The password length rmust be between 8 and 20
Must contain at least one letter and one digit.

Cancel

To associate the Routing Server with a specific ARM Router, the operator must open the
Routing Servers page (Settings > Routing Servers) and then Add or Edit the specific ARM
Router; the operator must expand the ‘Credentials’ section of the screen (shown in the
following figure) to do this.

Figure 2-23: Edit Server: Configurator > Router Credentials

=

EDIT SERVER :
Mame ‘ routerd | :
Address | 17247.433.242 |
Port 443
Protocol nttps
MNodes

[ Paris_2 ][ China_4 ][ Haifa_5 ” NewJersey_En]

[Texas_? ” Beer Sheva 8 ” 133.155-13 ]
133.154-12 | 133.153-11 | 133.152-10 |

Configurator =+ Router ‘ Default router user name and password v

EICT
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2104

ARM Router - ARM Configurator Communications

Operators can change ARM Configurator credentials to be used for ARM Router - ARM
Configurator communications. New credentials are configured in the Configurator
Credentials page (Settings > Administration > Configurator credentials).

Figure 2-24: Configurator Credentials

LICENSE

SECURITY

OPERATORS

NODE CREDENTIALS

ROUTER CREDENTIALS

CONFIGURATOR
CREDENTIALS

LDAP AUTHENTICATION

RADIUS
AUTHENTICATION

REMOTE MANAGER

Configurator credentials

@

USER NAME TvpE USED IN ELEMENTS

Admin DEVICE

AdminNew1 DEVICE

Mz DEVICE

Router1 234561 ROUTER Used in 1 router with name: router1

Note:

e The Configurator Credentials page shown in the preceding figure displays
existing Configurator credentials whose entry is indicated as Router in the ‘Type’
column.

e Only operators whose role is configured as SECURITY_ADMIN can make changes
to credentials.

Figure 2-25: Edit Credentials
EDIT CREDEMTIALS b

Username Router! 234561

Password

Confirm password

Type ROLUTER v

£

The password length rmust be between 8 and 20
Must contain at least one letter and one digit.

Cancel

To associate the router with a specific ARM Router, the operator must open the Routing
Servers page (Settings > Routing Servers) and then Add or Edit the specific ARM Router;
the operator must expand the ‘Credentials’ section of the screen (shown in the

following figure) to do this.

Version 8.4
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=

EDIT SERVER
Address
Port
Protocol

Modes

Figure 2-26: Edit [Routing] Server

172.17.133.246 -

4435

https

[ Paris_2 ” China_4 ” Haifa_5 ][ MNew_Jersey & l
| Texas_7 || Beer_Sheva_g |[ 133.155-13 |
[133.15412 | 133.153-11 || 133.152-10 |

avan guration ¥

Configurator —+ Router

Router =+ Configurator | Router1234561 v

Credentials =

| Default router user name and password v

[

D

4

After the operator applies newly configured ARM Configurator credentials to a specific

Router, the Router is automatically displayed in the ‘Configurator credentials’ page in
the appropriate ‘Used in Elements’ column.

ARM

28 Document #: LTRT-41946



Release Notes 2. What's New in Version 8.4

2.11 New Network Map Capabilities

The previous major version release (ARM Version 8.2) introduced a completely redesigned
ARM Network Map, including new capabilities and capacity. ARM Version 8.4 adds new
capabilities based on a redesigned Network Map user interface component.

2111 Indication of the Aggregated Operative State of a Connection

Connections between Nodes are bidirectional. Each direction has its internal operative state.
In the ARM’s Network Map, however, the connection is represented as a single line with an
aggregated operative state. In ARM Version 8.4, this aggregated state is displayed in the
‘Connection Summary’ pane.

Figure 2-27: Connection Summary

>> CONMNECTION SUMMARY

Name: 102-103

Weight: 10

Operative state: AVAILABLE

Quality: UNKMNOWRMN

Transport Type: UDP

Mode-1: 103

Operative State: AVAILABLE

Routing I/F: SIP-C

IPGroup Mame: ARM_1496.5928 1495.5923
Quality: UNKNOWMN

MOS5: UNKNOWN

ASR: UNKNOWN

Mode-2: 102

Operative State: AVAILABLE

Routing I/F: SIP-C

IPGroup Name: ARM_1485.5923_1496.5928
Quality: UNKNOWMN

MOS: UNKNOWN

ASR: UNKNOWN
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211.2 New Option to Search for a Node by IP Address in Network Map

ARM Version 8.4 makes it possible for operators to search in the Network Map for a Node
by the Node’s IP address (and not only by the Node’s name), as free text.

Figure 2-28: Searching for a Node by IP Address

B 172.17.133.153
. S ??» MNETWORK SUMMARY

8 s O AR A

o
150 @120 a4l  a?
0 g3, alu
TEST ROUTE

GEMNERAL STATISTICS TOP 5 ROUTES

Routing attempts per 5 minutes

20 000

19 500

w
@

The capability is essential in very large deployments with high numbers of Nodes.

Document #: LTRT-41946

ARM 30



Release Notes

2. What's New in Version 8.4

2.11.3 Number of VolP Peers / Peer Connections Indicated in Cluster

Summary

ARM Version 8.4 makes it possible for operators to determine the number of collapsed
VolIP Peers / Peer Connections in a Cluster, from the Cluster Summary pane.

Figure 2-29: Cluster Summary: Number of VoIP Peers

E Name:

E »> CLUSTER SUMMARY

] MName:
7 peer connections
Type:

cluster

cluster
Number of voip peers 7
| clustar Name: 58_lpGrpl_GW1-14
' Type: SIP_TRUNK
| MName: 1-TRGRP-1-14
’ Type: PSTN

(5 I %]

TRGRP-2-14

BX

Figure 2-30: Peer Connection Aggregation Summary: Number of Peer Connections

»» PEER COMMECTIOM AGGREGATION SLIMMARY

Murnber of peer
Cconnections: 10
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211.4 Adding VolP Peers to an Existing Cluster

In ARM Version 8.4 it’s possible to add an additional VolP Peer or multiple VolP Peers to
an existing cluster. To do this, operators must multi-select the target Cluster and one or
multiple VolP Peers; a new action Add to cluster is available from the right-click menu.

Figure 2-31: Add to Cluster

Edi
@ 1a-TR % Et
'Pasat

SRP-3 A Collapse VolP peers

A Addto cluster

cluster

£ T

The action adds the selected VolP Peers to the existing cluster.

Figure 2-32: VoIP Peers Added to the Cluster

l

©

TRGRP-3

1-TRGREP-

ClUster

58 |
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211.5 Limited Node/VolP Peer Label Lengths in Network Map

ARM Version 8.4 makes it possible to limit the lengths of the labels of the displayed Nodes
and VolP Peers, to a predefined number of characters.

This feature is very useful for customers with large networks and long Node and/or VolP
Peer names which clutter the Network Map; it's hard work trying to find a network element
in an ARM Map that is cluttered.

To limit label lengths, customers can configure the ‘Max label length’ in the Network
Diagrams popup menu (located in the uppermost right corner of the Network Map).

Figure 2-33: Configuring Maximum Label Length

33 NETWORK SLMIARY
) 2
a0 o :
- o o © 0 " a - 0 MAP SETTINGS
o o PG Q o 6 O Hide edges on drag
s () o Animate path drawing
: 9 S = o o o
o o o @ Limit labels length ‘
o 9 g D ()] o o o Max label length 255
2. o 00 0
ek R A | ey
& WO e 75k

The labels in the Network Map will then display the predefined maximum number of
characters with “..." indicating a label has been limited, making the Network Map clearer.

Figure 2-34: Limited-Length Labels in the Network Map

- | .
_ 9 B?r‘_..’. 1715, @

e Paris... o - B ._ %.-.

Mew Y.
- lsrae).. . ' IiGrp...
’ o TN ‘ 8 HO
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2.12 Extended GUI Capabilities

AudioCodes added many GUI capabilities to the ARM in Version 8.4 in response to customer
feedback. This section describes some of them.

2121 Selecting Source Node / Peer Connection when Configuring a
Routing Rule

ARM Version 8.4 adds the capability to visually and easily select a source Node or Peer
Connection when configuring a Routing Rule, in the same way as when selecting a Routing
Rule action.

When selecting the Topology element for the Routing Rule Source, the operator can now
click a new icon and make sure they’re selecting the correct Peer Connection or Node.

Figure 2-35: Selecting Node / Peer Connection in a Routing Rule

EDIT ROUTING RULE X

Group Calls to Europe

A SOURCE

Prefixes/Prefix Groups "
Hosts

R -
User Groups pv

Modes/Peer Connections " E

“ DESTINATION
~ ADVANCED CONDITIONS

“ ROUTING ACTIONS

Cor [ cncel

The 'Choose Topology Item' screen opens from which the operator can select the source
Node / Peer Connection.
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Figure 2-36: Choose Topology Item

CHOQOSE TOPOLOGY ITEM »
Include offline itermns
=
WE L YoFFam a FGI_M3_ Yo FPam
T2 AEk YoFFam
FIPZh_ ‘D228t v FPem Dataull_FG_kEk_YoFFam
e Thypoe TCE_ 102 A4 YoFPam [T IR R ep—) a Ly 1Y
PR, 102 5 A v PP a
LHR2 a 0_Pam_Twea_PRAA
() L Py P
o ©
o ) @ ©
e Ar-_wFmm 2 _sFu|
o Fao_2 0 Carm 0 @
1B Lyne a 20 _vFm e e
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VO sFam ‘o ’% @
2 v O <] phooez 20
] - o ®
et [+
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212.2 Error Messages Display Name of Routing Rule | Users Group

ARM Version 8.4 displays the names of the Routing Rule and the Users Group in GUI Error
messages (Exception messages), instead of index entry. For example, if the operator
attempts to remove a Users Group which appears in existing Routing Rules, the error
message indicates specific names, making it easier to find and remove the unnecessary
Routing Rules.

Figure 2-37: Error Message Displaying Name of Routing Rule | Users Group

ACTIOM FAILED x

o Anerror has occurred see details below

#

Error while rernoving user group, reason: the user group is part of the
following routing rules Chatterers to ex LISSR, [srael to East Europe,

Thatterers to MHermame
Close
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212.3 Test Route Results Preserved Even if Moving to Another Tab

If an operator performs Test Route in ARM 8.4, the results - including the selected path -
are preserved in the Network Map even if the operator switches to another tab.

This functionality is very convenient for debugging a Dial Plan, when the operator fixes
Routing Rules and reverts to testing it in the Network Map with the ‘Test Route’ feature.

212.4 Optimized ARM Ul for Huge Dial Plans

In ARM 8.4, the ARM’s User Interface is optimized to function smoothly even when very
high numbers of Routing Rules and Prefix Groups are configured.

2125 Indication of Operator’s Security (Permission) Level

ARM Version 8.4 provides an indication of security/permission level of Operator currently
logged in available at the upper right corner of the ARM GUI.

Figure 2-38: Operator’s Security (Permission) Level: Monitoring

Viewer

Monitor

SAVE LOGS

LOCK
LOGOUT

ABOUT

59m 525

Sepgion terminates in:

212.6 QoS (MOS and ASR) Displayed in Peer Connections Page

ARM Version 8.4 provides indications of the MOS and ASR quality metrics received for Peer
Connections, in the Peer Connections page (Network > Peer Connections).

Figure 2-39: New Columns Indicating Quality, MOS and ASR in the Peer Connections Page

STATUS ~ NODE NAME VOIP PEER PGROUP  OPERATIVE STATE =~ ADMINISTRATIVE STATE | QUALITY MOS ASR
] w_York_ pGrp! ] o’ UNKNOWN  UNKNOWN | UNKNOWN
] ew_York_ pGrp ] o’ UMKNOWN  UNKNOWN ~ UNKNOWN
] Paris_2 pGrp0 ] o’ UNKNOWN ~ UNKNOWN | UNKNOWN
] Paris_2 pGrpt ] o UNKNOWN  UNKNOWN  UNKNOWN
] Paris_2 pGrp2 ] o’ UNKNOWN  UNKNOWN = UNKNOWN
] Paris_2 pGrp3 ] o’ UNKNOWN ~ UNKNOWN ~ UNKNOWN
] 2el-HO 3 pGrp0 ] o’ UNKNOWN  UNKNOWN | UNKNOWN
] ael-HQ_3 pGrpt ] o UNKNOWN ~ UNKNOWN  UNKNOWN
] ael-HO_3 pGrp2 ] o’ UNKNOWN ~ UNKNOWN  UNKNOWN
] rael-HQ_3 pGrp3 ] o’ UNKNOWN  UNKNOWN ~ UNKNOWN
] China_4 )_China_Telecam_0 pGrp0 ] o’ UNKNOWN ~ UNKNOWN | UNKNOWN
V] China_4 11_China_PBX_1 pGrpl ] o UNKNOWN  UNKNOWN  UNKNOWN
] China_4 12_Huawei_PBX_2 pGrp2 ] ol UNKNOWN ~ UNKNOWN ~ UNKNOWN
] Haifa_5 pGrp0 ] o’ UNKNOWN ~ UNKNOWN ~ UNKNOWN
] Haifz_5 pGrpt ] o’ UNKNOWN  UNKNOWN | UNKNOWN
] ew_Jers pGrp0 ] o UNKNOWN ~ UNKNOWN  UNKNOWN
V] Texas_7 pGrp0 ] o’ UNKNOWN  UNKNOWN ~ UNKNOWN

ARM
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213

ARM Machine OS Upgraded with Latest CentO0S6.10
Security Patches

ARM Version 8.4 runs on the latest edition of the CentOS 6 (CentOS 6.10) operating system.
The latest security patches are automatically applied during the upgrade to ARM Version
8.4. The changes in the upgrade procedure are described in the ARM Installation Manual.
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3 Supported Platforms

ARM Version 8.2 provides support for the platforms shown in the table below.
Table 3-1: ARM Version 8.2 Supported Platforms

ARM Platform Application
GUI Web Browser Firefox, Chrome, Internet Explorer (Version 11)
Deployment Hypervisor VMware ESXI 5.5, 6.0, 6.5; allowed to run with VMware

Tools 6.0 and 6.5
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4

Earliest Node Software Versions
Supported by ARM Features

Some ARM features are developed in coordination with Nodes (AudioCodes’ SBCs and
Gateways). To activate and use an ARM feature, the Node needs to be upgraded to the
earliest software supporting that feature if it's configured with software that does not support

it.

The following table displays ARM features supported by the earliest Node software.
Table 4-1: ARM Features Supported by the Earliest Node Software

Earliest Node Software

AEO Supporting It

Quality-based routing Version 7.2.158 and later

Separate interface at| Version 7.2.158 and later
the Node level for
ARM traffic

Call preemption Version 7.2.158 and later

Number Privacy Version 7.2.250 or later

Support of IP Group | 7.20A.250 and later
of type User without
‘dummy’ IP

Comments

The quality-based routing feature is not
supported when operating with Nodes Version
7.0 (for Mediant 3000).

The capability to define a separate interface at
the Node level for ARM traffic is not supported
when operating with Nodes earlier than Version
7.2.154 (for Mediant 3000).

The call preemption for emergency calls
feature is not supported when operating with
Nodes Version 7.20A.154.044 or earlier (not
applicable for Mediant 3000).

The Number Privacy feature is supported as of
Node Version 7.20A.250.

Operators who want to use a Node’s IP Group
of type ‘User’ as the ARM Peer Connection can
avoid definition of a dummy IP Profile if using
Nodes version 7.20A.250 and later.

Customers who use ARM Version 8.4 with
Node version earlier than 7.2.250 and who
want to define an IP Group of type ‘User’ as the
ARM Peer Connection, must define a dummy
IP Profile (with a dummy IP address) at the
Node level, to be associated with this IP Group.
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5

Incident

Known Limitations and Workarounds

The table below lists the known limitations and workarounds in this version release.

Table 5-1: Known Limitations and Workarounds

Problem / Limitation Comments/Workaround

Attaching / detaching a user to / from an Active Directory Group  Operators must take this
is reflected in the ARM’s Users page (and Users Groups page) | into consideration

only after performing a full update (synchronization) with the

LDAP server (by default performed automatically every 24

hours).

There is a minor bug in old versions of the VMware vSphere Two workarounds:

client application that may cause the following error message to v ypgrade the VMware
be sent when deploying ARM Virtual Machines: environment to a
‘Provided manifest file is invalid: Invalid OVF manifest entry’ newer version.

v Use the VMware
vSphere Web client
rather than the client
application.

GUI Incidents

In the ARM Map, the ‘drag’ feature used to ‘draw’ a connection ' Moving (repositioning) any
between two Nodes does not complete successfully when the | Map element (Node or
‘hide edges on drag’ option is selected. VolP Peer) fixes the

When the option is selected, if the operator starts the ‘Drag situation.
connection’ action but does not end it at the Node (does not

complete the ‘Drag Connection’ action), the Map remains in a

state in which edges are hidden.

The maximum number of aggregated Peer Connections in a -
VolIP Peers cluster is 99.
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