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 Background

When there is a need for additional security of the SIP traffic, the Transport Layer Security (TLS) is used to 

secure the device's SIP signaling connections. In TLS protocol, the data is encrypted and protected. TLS 

communication requires certificate to authenticate recipient of the secured data.  

What are Certificates? 

Certificates act as an identification of the device. It is a validation that the SIP traffic is going to a 

recognized and authenticated destination. The device inherits trust with the other proxy server with the 

use of certificates. 

How does AudioCodes use Certificates? 

AudioCodes uses certificates to deliver secured SIP traffic and services. In addition, certificates are used to 

provide security access to the device, Web (HTTPS) sessions, Telnet sessions and SSH sessions. 

How do I load Certificates on the device? 

The TLS Contexts Table is located under SetupIP NetworkSecurityTLS Contexts. There are 

links to Change Certificate and Trusted Root Certificates at the bottom.  
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Certificate Signing Request (CSR): On Change Certificate page, there is a section “Certificate Signing 

Request”. Fill in the required fields according to your Certification Authority (CA) or security provider’s 

instructions. Click Create CSR button. Copy this textual CSR and send to your CA to sign.   

Device Certificate: On Change Certificate page, there is a section “Upload certificate files from your 

computer”. For Server Certificate or Device Certificate provided by your CA, upload that certificate as a 

Device Certificate.  



 
 

 INFORMATION CONTAINED IN THIS DOCUMENT IS PROVIDED TO THE BEST OF AUDIOCODES KNOWLEDGE, AND 

AUDIOCODES SHALL NOT BE HELD LIABLE FOR ANY INACCURACIES. 

Quick Reference Guide 

Trusted Root Certificate: On Trusted Root Certificates page, this is where you can upload Intermediate 

Certificate or Root Certificate. 

 

 

What resources or guide do I use in loading certificates? 

  AudioCodes User’s Manual also includes a detailed configuration guide of importing certificates 

including Private Key and Self Signed Certificates. Please refer to LTRT-27062 Mediant 1000B Gateway 

and E-SBC User's Manual Ver. 7.2 under Section 10 Configuring SSL/TLS Certificates. Any other Mediant 

device User’s Manual Ver. 7.2 will also have a TLS Certificate Configuration section.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For any further questions regarding this topic or other technical topics: 

• Contact your AudioCodes Sales Engineer 

• Visit our AudioCodes Services and support page at https://www.audiocodes.com/services-support  

• Access our technical documentation library at https://www.audiocodes.com/library/technical-documents  

• Access to AudioCodes Management Utilities is available at https://services.audiocodes.com/app/answers/detail/a_id/20  

• Contact Technical Support to submit a support ticket at https://services.audiocodes.com 
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