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Installation and Administration Guide Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: January-09-2019

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes

I:'-__.- ._\.. rf". ..\.. /; -._\.. _.-“".--T;u-..\._ _.-’h .
S - S S Ry

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Document Revision Record

LTRT Description

26330 Initial release of this document.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our website at https://online.audiocodes.com/documentation-feedback.
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Installation and Administration Guide 1. Introduction

1 Introduction

User Management Pack 365 (UMP 365) is a software application for managing Skype for
Business users on premises, hybrid or in pure Cloud PBX environments such as Skype for
Business Online and Microsoft Teams with either a Microsoft Calling Plan subscription, or on
premises PSTN connectivity using either Cloud Connector Edition (CCE) devices or Microsoft

Direct Routing capabilities.

UMP 365 is also part of the CloudBond 365 solution, applicable to all CloudBond 365 editions

for managing the user and device identities in single and multiple forest environments.

Starting from release version 7.8, the application has been redesigned into an asynchronous

model. This implies that changes to users will only be applied after replication took place,

either from scheduled tasks or by forcing a replication cycle from within the web application.

This document describes the following subjects:

B Part I: The Installation of the AudioCodes User Management Pack 365 (UMP 365)
application version 7.8 for Skype for Business (see page 13).

B Part ll: Using the AudioCodes User Management Pack 365 application version 7.8 day
to day (see page 29).
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Installation and Administration Guide 2. Requirements

2 Requirements

This version of User Management Pack 365 is tested on the following operating systems:
B Windows Server 2012 R2
B Windows Server 2016

The operating system needs to run on a (virtual) server with the following minimum hardware
requirements:

B Dual-core CPU

m 8GBRAM

B 80GB HDD space
B 1GB Ethernet

Version 7.8 15 UMP 365
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Installation and Administration Guide 3. UMP 365 Installation

3 UMP 365 Installation

3.1 On Premises Pre-defined Requirements

A

Note: The user account specified by the —username parameter should be a member
of BUILTIN\Administrators, BUILTIN\Account Operators, CSAdministrators, RTC
Universal Server Admins and RTC Universal User Admins when used in an on
premises deployment. For all other parameters, the default value will be used if they
are not given in the command line.

Figure 3-1: UMP Service Account Properties
UMP Service Account Properties |L-

Security I Environment I Sessions | Remote control
General I Address I Accourt I Profile I Telephones I Organization
Remote Desltop Services Profile I COM+ I Attribute Editor
Published Certificates | Member Of | Password Replication | Dialin | Object

Member of
Mame Active Directory Domain Services Fo
Account Operatars cloudbond 365 local /Builtin
acs-FullAccess cloudbond 365 local facs
Administrators cloudbond 365 local /Builtin
CSAdministratar cloudbond 365 local /Users
Domain Users cloudbond 365 local /Users
RTCUniversal ServerfAdming cloudbond 365 local /Users
RTCUniversallserAdmins cloudbond365 local /Users
£ m >
Add... | | Remove
Primany group: Domain Users
: - There iz no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSI¥-compliant
applications.
OK || Cancel || Moy |  Heb
Version 7.8 17 UMP 365
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3.2 Installing UMP 365

To install User Management Pack 365 download and mount the installation 1ISO to your
operating system and start the application ManagementSuite.exe from within a command
line window according to the parameters described in the table below.

Figure 3-2: Management Suite

% » This PC » DVD Drive (F) UMP365-T.8.255 »

il

Py Mame

, bin
Packages
Scripts
[ ems.installer.exe

| emis.installer.exe.config

| g ManagementSuite exe

M_M: ManagementSuite.exe.config

Table 3-1:ManagementSuite.exe command line parameters

Parameter Description Default value
Name
--username Specifying a username here in the format Username that
DOMAIN\Username will override the default started the

behavior of using the username from the user application
currently signed on to use for the services and

IIS Application pool. Note that overriding the

identity requires you to provide the password to

the entered account after starting the

installation.
-p, —-installpath The directory in which UMP 365 will be C:\acs
installed
--sql-instance The SQL Instance to use for the UMP 365 SQLSYSADMIN
Database
--autorestart Automatically restart the machine whenever TRUE
needed (Use —autorestart “false” to stay in
control)

During the installation, progress is shown in the format of passing lines, where some
components will take some time to install, so please wait patiently. Estimate installation time
is up to 25 Min with SQL or up to 10 Min without SQL installation.

Installation and Administration Guide 18 Document #: LTRT-26330
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Figure 3-1: Installation Wizard

S C: \Users
116

UMP365 Installation Wizard - Arguments: [--username cloudbond365\ump_svc] \;‘i-

\Administrator> f:\ManagementSuite.exe --username cloudbond365\ump_svc

INFO

Logging to file:[C:\Users\Administrator\AppData\Local\Temp\2\output.log]

ter the password for: cloudbond365\ump_svc

G 59 DBUG [PowerShell]Creating New Shell

:59] DBUG St ing Powershell command: Get-Module -Refresh -ListAvailable | ? { $_.Name -eq "activedirectory" }

rshell]Initializing Powershell

-

-expand Name -> ConvertTo-Json:

:04] DBUG [PowerShell]PowerShell Module: [activedirectory] available:[ ]

DBUG Starting PowerShell command: Get-ADDomain | Select -expand NetBIOSName -» ConvertTo-Json:
DBUG NetBIOS Name read from Powershell: cloudbond365

DBUG Windows Account given for installation: cloudbond365\ump_svc

DBUG [DI]Current Thread:

DBUG [DI]Constructing new SimpleInjector Container

If a failure or error occurs during the installation process, it will be indicated with a red
background.

Package Nam

130
:30
130
:30
:30
130
:30
130
130

Figure 3-4: Failure/Error occurs during the installation process

e

DBUG
DBUG
DBUG
DBUG
DBUG
DBUG
FATL
DBUG
DBUG

UcmaRuntime.msp

FileName: f:\Packages\U maruntime.msp

Entering Executable Queue: 4 UcmaRuntime.msp

Exiting Executable Queu \ \UcmaRuntime.msp

Running Executable: \ UcmaRuntime.msp

RunExecutable(fileName : g UcmaRuntime.msp, arguments = /quiet /norestart)
Process: T:\Packages\UC| cmaRuntime.msp ExitCode:

Installation of component UCMA Runtime Patch completed with result: Failure

Setting AutoResetEvent for UCMA Runtime Patch

Component: UCMA Runtime Patch

RequiresConfiguration:

RestartRequ

:30

ired:

: Failure
FATL Installation of component UCMA Runtime Patch completed with result: Fail
:30 EROR Required dependency UCMA Runtime Patch failed to install, reason: Failur

FATL

One or more dependencies for component User Management Pack 365 failed to dinstall.

:30] DBUG Setting AutoResetEvent for User Management Pack 365
7:30] DBUG Component: User Management Pack 365
RequiresConfiguration:

RestartRequ

IsNegative:

ResultState:
16:17:30

ired:

FATL

yFailure
One or more dependencies for component User Management Pack 365 failed to dinstall.

16:17:30] DBUG After main install - result: Depende /Failure
16:17:30] INFO The User Management Pack 365 Installation was unable to complete. For more information, see the error(s)

16:17:30] DBUG End result: DependencyFailure
PS C:\Users\Administrator>

If restarting managementsuite.exe with the same parameters does not resolve the issue, all
components to be installed can be found in the \packages folder within the installation iso
file. Find the corresponding prerequisite and try to install it using its native setup program
instead to determine why an installation failure might have occurred.

Once the installation has completed it will show the following message, indicating that the
setup has been completed successfully:

Flgure 3-4 Installatlon process completed successfully

DEUG A
INFO The U
DEUG End

If during the installation process, a server restart is required, the setup process attempts to
proceed automatically. For this to function, the 1ISO should be mounted all the time and if
ManagementSuite.exe is not found after restart, an empty command window is found open
after signing in. To continue, close the window and remount the ISO, and then start
ManagementSuite.exe with the same parameters as run before.

Version 7.8
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3.3 UMP Typical Deployment

After compilation successfully of the installation phase, please proceed to the next
installation step according to the Deployment Type:

B On Premises or Hybrid: Please Proceed to Chapter 4 - Access to the Skype On-
Premises RTCLOCAL Database.

B Online (SfB or Teams): Please proceed to Part Il, Chapter 5 - User Management
Pack 365.

Installation and Administration Guide 20 Document #: LTRT-26330
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4

Access to the Skype On-Premises
RTCLOCAL Database

User Management Pack 365 requires read-access to the Skype for Business RTCLOCAL
database instances on all front end servers to be able to show the actual call forwarding
settings for users in the on-premises environment.

To be able to achieve read access to these databases, the username used during the
installation (or assigned to the “SysAdmin.CacheSrv” Windows Service) needs to be added
to SQL RTCLocal database instance with read-access.

Also make sure that the server running UMP 365 has access to each Skype for Business
Front End server SQL database over the network and that there are no firewall rules blocking
the communication to the database. This can be verified by connecting SQL Management
Studio to these databases from the server running UMP 365 as shown below:

Figure 4-1: Connect to SQL Server

@ Connect to Server -
T, Microseft:
Z SQL Server 2012
Server type: | Database Engine W |
Server name: | UC-FE1.cloudbond 365 local rtclocal W |
Authentication: |‘.".|'inu:||:|ws Authertication W |

cloudbond 365 administratar

Connect | | Cancel | | Help | | Options =>

Version 7.8
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4.1 Configuring Call Forwarding UCMA Service

The SysAdmin.UCMA service is used to make changes to user call forwarding settings. For
the UCMA service to work correctly, the conditions described must be met:

411 Trusted Application

Before the call forwarding UCMA application service can be used, the Skype for Business
environment must be prepared for a new trusted application. To do this, perform the following
steps:

1. Create a trusted application pool for the server that will be used to install the User
Management Pack 365 application in the Skype for Business topology. In the example
screenshot below, this computer is named UC-DC.cloudbond365.com instead of the
default UC-DC.cloudbond365.local.

Figure 4-1: Add Trusted Application Server

File Action Help

4[5 Skype for Business Server
4 (] The Netherlands
3 Lync Server 2010
3 Lync Server 2013
4 [ Skype for Business Server 2015 Enable replication of Disabled

- configuration data to
3 Standard Edition Front End Servers this pool

General -

FQDN: UC-DC.cloudbond365.com

[ Enterprise Edition Front End pools

[ Director pools IPv4 addresses: Use all configured IPv4 addresses

3 Mediation pools

[ Persistent Chat pools

3 Edge pools Next hop selection oy
4 [dTrusted application servers

lig) UC-DC cloudbond365.com Next hop pool: UC-FE.cloudbond365.com (The Metherlands)

3 Video Interop Server pools
[ Shared Components
3 Branch sites
il France
i apac
i Office 365

2. Add a new trusted application to this application pool named presenceservice using the
following cmdlet in the Skype for Business Management Shell:

New-CsTrustedApplication -ApplicationId presenceservice -
TrustedApplicationPoolFgdn uc-dc.cloudbond365.local —-Port 6001

Where uc-dc.cloudbond365.local reflects the FQDN from the computer where the
management pack will be installed.

change in the c:\acs\UCMAWebService\SysAdmin.UCMAService.exe.config file to

f Note: Another trusted application name and port can be chosen, however will require a
reflect the same parameters.

3. Enable the new trusted application with the following cmdlet:
Enable-CsTopology

Installation and Administration Guide 22 Document #: LTRT-26330
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4.1.2

41.3

Certificate / PKI infrastructure

Communication between Skype for Business server components rely on MTLS secured
connections. For this to function, a certificate should be requested for the computer hosting
the User Management Pack 365 application, using the following cmdlet in the Skype for
Business Management Shell:

Request-CsCertificate -New -Type default -FriendlyName
"trustedapps.contoso.com Pool" -CA ca.contoso.com\ContosoCA -
ComputerFQDN uc-dc.cloudbond365.1local

More information can be found at http://msdn.microsoft.com/en-
us/library/lync/hh347354.aspx

When the SysAdmin.UCMA windows service starts, it checks the local computer certificate
store for a certificate that matches the computer FQDN automatically and that uses this
certificate. If however, multiple certificates exist with the local computer FQDN, it might
make sense to assign a specific certificate instead, making sure the certificate used is the
one that was actually intended to be used. To assign a certificate manually, add a key
named “CertificateFriendlyName” in the file
c:\acs\UCMAWebService\SysAdmin.UCMAService.exe.config file, with the value of the
certificate friendly name as shown in the example below:

Figure 4-2: Certificate Friendly Name

<appSettings>
£l
<add

nigue identifier

ApplicationId" wvalue="

pplication:presenceservice” />

e art of the user agen ing that identifies the application. Can be null. --»
<add y="ApplicationName" = resenceservice" />
I <add key="CertificateFriendlyName" wvalue="trustedapps.contoso.com Fool" /> |

</appSettings>

DNS Requirements

The trusted UCMA application behaves like an “older” Lync / Skype client application,
performing a DNS lookup for authentication on the SRV-record
_sipinternaltls._tcp.<sipdomain FQDN> over TCP port 5061. Make sure that this record
exists and has an A-record recorded to the internal Front End server pool IP address.

Note: The a-record referenced in the SRV record should have the same <sipdomain
FQDN> as the SRV record because Microsoft UCMA applications will not register if the
domain name in the A records differs from the domain name in the SRV record.

the application in the deployment. It is assigned when the application is provi
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4.2 Configuring Initial Replication - Scheduled Tasks

During the User Management Pack 365 installation, the following Windows Scheduled
tasks are created that are used for background synchronization:

Table 4-1: Background Synchronization:
Task Name Description

Lifecycle Management: Used in a resource forest deployment to automate the
creation of Skype for Business users based on Active
Directory Security Group membership.

Log Cleanup Cleanup the content of the c:\acs\logs folder for files that
are older than 14 days.

Replicate Users Used in a resource forest deployment to synchronize
user attributes (like lastname, display name etc.) from
user forests to the resource forest and from the resource
forest to the user forests for the Skype-specific
MSRTCSip attributes.

Replication Asynchronous process to synchronize environmental
changes into the UMP 365 backend database and to run
operational cmdlets that are placed in the queue by a
UMP 365 administrator

These tasks can be found in the UMP365 folder as shown below and are disabled by
default. The required tasks should be enabled after installation to be able to start using
UMP 365.

Figure 4-3: Replication
© : 7
File View Help
9 =[x H=

() Task Scheduler (Local)
a @T.askSchedulerLibrar}r
I Microsoft
| Skype for Business Ser

MName Status Triggers
(B Lifecycle Management Disabled At 12:00 AM every day
(® Log Cleanup Disabled At 12:00 AM every day

| UMP36S (5 Replicate Users Disabled At 1:00 AM every day
— [&] Replication Disabled At 12:00 AM every day - After triggered, repeat every 1 hour for a duration of 1 day.

Important: The Scheduled task named “Replication” should be enabled and run to
populate data into the UMP 365 web application.

Warning: The lifecycle management scheduled task should only run on one Management
server in a multi-server environment. If multiple Management servers are installed for
A redundancy, the scheduled tasks on the redundant servers should be disabled and only
enabled if the Primary server fails to prevent Stale objects from being created in the
Active Directory.
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4.3 NET Sql Authorization Manager Console

Access to the UMP 365 web application is controlled via an application called NET Sql
Authorization, where Windows Security Groups or individual users can be given access to
specific features within the web application. Though the installation wizard automatically adds
the user specified during the installation to the proper full access level, custom access rights
might be required.

» To connect to the database, perform the following steps:

1. Start the .NET Sql Authorization Manager Console:
Figure 4-4: Console

Search
Ac

Everywhere -

Authorization Manager Console

MET Sgl Authorization Manager
[ Console

2. Connect to the sysadmin database:

Figure 4-5: Storage Connection

Storage Connection .

Data Source: Maglsysadmin W | | Refresh |
Authentication: (® Integrated () Sql
ser Id:
Password:
MNetSqglAzMan DEB: |s'_.'sa-:|min| W | | Refresh |
Cther Settings: | |
ﬁﬂ Manage Authaorization Manager Storage connection info.

Test 0K || Cancel |

3. Navigate to the particular Operation Authorizations under Item Authorizations as shown
below and then right-click to select Manage Authorizations.
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Figure 4-6: Console Root

Console Root

4 MET 5CL Authorization Manager (UC-MGR1IVSCOLSYSADMIMNsysadmin -

4 =5 Syshdmin (Admin)
[L Store Groups
4 5 SysAdminWeb (Admin)
[ Application Groups
B [ ltem Definitions
4 [ ltem Authorizations
4 [ Roles Authorizations

% FullAccess
% ReadCOnly
[ = R S .

4. Within the Item Authorizations page, select Add Windows Users and Groups and add
the domain local security group or user that you want to explicitly grand or deny
permissions.

5. Under Attributes further refinements can be made for the objects RegistrarPools and

sipdomains, to further limit the administrative permissions as shown below:

Figure 4-7: Authorization Attributes

@
& File
L

NetSglAzMan - [Console Root\.NET SQL Authorization Manager ({(LOCAL)\SysAdmin - ACSLync\administrator}\SysAdmin (Admin)\SysAdminWeb (Admin)\ltem Authorizations]

Action View Favorites Window Help

z(m = B

- | O x
[-[=]x]

43 BulkEdit
5 Bulkimport

~ || Name

£ ACSLyn

Authorization Type
Allow

Where defined
Local

Owner
ACSLync\administ

Actions

5 ManageDevice
4 ManageUsers
4 ViewDistributionList
&3 ManageSystem
4 ViewGroupReplication
88 ImportUsers
£ ViewlpPhones
& ViewUsers
@3 ViewSystem
5 ViewDevice
&5 ManageDistributionList
& ManageGroupReplication
4 [ ttem Autherizations
4 (11 Roles Authorizations
@ FullAccess
& ReadOnly
& Restrictions
& SystemOperator
4 (1 Task Authorizations
create user
.4 (] Operation Authorizations
& BulkEdit
& Bulkimport
5 ManageDevice
8 ManageUsers
3 ViewDistributionList
& ManageSystem
3 ViewGroupReplication
5 ImportUsers
43 ViewlpPhones

& Viewlsers

%

ns =
P = —[=
Item Authorizations - Restrictions e Authorizations

tem Authonizations 3

Member
Type

o

Authorization Valid Valid
o Owner desey b Nindow from Here

ACSLynchadministrator h
List...

Where
Defined
Local

Name

ACSLyne administrator o

Authorization Attributes \administrator -

rizations 3

F‘$ Authorizaton Attrbutes
=T [ [® key Value
ACS-UC-FE.ACS-Unfied-Communicat...
Fabrilka M .com;acs-unified-communicat. ..

% RegistrarPools
[ sipdomains

< >

Authorization Aftributes

oK Cancel

Item Authorizations

Cancel

43 ViewSystem

5 ViewDevice

4% ManageDistributionList

&3 ManageGroupReplication
[0

The table below describes the Operation Authorization attributes:

Operation

BulkEdit

Bulkimport

Authorization

ImportUsers

ManageDevice

Description

Controls Bulk Edit; if authorization is denied, Administrators cannot
edit users in bulk.

Controls Bulk Import; if authorization is denied, Administrators cannot
import users in bulk.

Controls Individual User import; if authorization is denied,
Administrators cannot import individual users.

Controls Device Management; if authorization is denied,
Administrators cannot create or edit individual devices.
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Operation Authorization

ManageDistributionList

ManageGroupReplication

ManageSystem

ManageUsers
ViewDevice
ViewDistributionList
ViewGroupReplication
ViewlpPhones
ViewSystem

ViewUsers

Description

Controls Access to DistributionList replication; if authorization is
denied, Administrators cannot add or remove distribution lists from the
replication logic.

Controls Access to Lifecycle Management; if authorization is denied,
Administrators cannot add, remove or edit security groups or policies
from the replication logic.

Controls Access to the System Configuration pages; if authorization is
denied, the System Configuration section is inaccessible.

Controls User Management; if authorization is denied, Administrators
cannot create or edit individual users.

Controls View-only access to devices.

Controls View-only access to distribution lists.

Controls View-only access to lifecycle management.
Controls View-only access to the IP Phones tab.

Controls View-only access to the System Configuration tab.

Controls View-only access to User management.

44 Updating the Environment

The User Management Pack in pure Cloud PBX environments (where users are homed only
in Office 365 and not on premises) is a new addition to the product, which is still fully under
development. As there are known issues in the product site, administrators are advised to
perform an update of the Web application after the initial installation, by starting the
C:\acs\UmpCce\wyupdate.exe application.

Note: This version is currently released to field test partners, and improvements will be
made in a release in the upcoming weeks.

A

Figure 4-8: wyupdate.exe File

- |

BN N

Application Tools

Share View fManage

(-I * T , ok ThisPC » Windows (&) » acs » UmpCce
- Favorites Mame
B Desktop . SysAdmin.Cachesry
4 Downloads . SysAdmin. Csol5re
<!\ Recent places J SysAdminMsolsne
, UmpCce
1M This PC || clientawyc
|| O365.j5o0n
*.-“i_i Metwork & wyupdate
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Figure 4-9: Automatic Update Utility

& Automatic Update Utility [= o]

@ Update Information
k- Changes in the latest version of User Management Pack 365.

The version of User Management Pack 365 installed on this computer is 0.1. The latest
version is 7.6.000.37. Listed below are the changes and improvements:

Click Update to begin.

Update || Cancel
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5

5.1

User Management Pack 365

In a typical Skype for Business deployment, performing day-to-day administration tasks can
be quite complex. Skype for Business relies on the creation of user accounts using Active
Directory utilities, then, for user accounts and other Skype for Business settings to be
modified using the Skype for Business control panel, and for further tasks to be carried out
within the Skype for Business Management Shell environment and Microsoft online portal.

User Management Pack 365 is a powerful software application that simplifies User Lifecycle
& Identity management across Skype for Business / Microsoft Teams environments,
maintaining the availability of all these Microsoft tools, however providing a much simpler
web-based administration utility. UMP 365 does not attempt to remove or re-write these
Microsoft tools, and they remain available for other advanced configuration purposes.

UMP 365 provides a simplified web based administration utility (aka SysAdmin) with a strong
focus on telephony and Hybrid Office 365 features, including migration to Microsoft Teams,
that allows System Administrators to carry out day-to-day maintenance activities, without the
need for access to multiple complicated Microsoft Management Tools and challenging
PowerShell commands, requiring lengthy professional training.

General Access to UMP 365

The UMP 365 application is Web-based, and can be accessed via any Web browser. There
is also an icon on the desktop of the server where UMP 365 is installed.

To access UMP 365 enter the following URL:
http://<SERVER FQDN where UMP365 is installed>/SysAdmin
You can also use the IP address. For example, http://192.168.0.100/SysAdmin.

Note: UMP 365 is installed as the default management application in the AudioCodes
CloudBond appliances and by default accessible on the following URL
http://[<CloudBond 365 ManagementServer>.<CloudBond 365 FQDN>/SysAdmin
where <CloudBond 365 ManagementServer> is the name of the CloudBond 365
Management Server, and <CloudBond 365 FQDN> is the domain specified for the
CloudBond 365 Skype for Business Appliance.

For example, http://UC-DC.cloudbond365.local/SysAdmin.

When accessing UMP 365, you will be prompted to enter the user ID and password of the
UMP 365 / CloudBond 365 administrator before proceeding. The user who administers the
UMP 365 environment should be a member of the following UMP 365 Active Directory
Domain Local security groups:

B acs-FullAccess allows the user to perform every aspect of management.

B acs-ReadOnly only allows the user to view management pages. Customization can
be performed, however, it is outside the scope of this document. Contact AudioCodes
for your special access levels.
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Figure 5-1: UMP 365 Authentication

Note: Screens shown in the documentation as “Menu Items” may differ to the installed
Web interface due to the fact that specific configurations support different Web pages.
For example, in a Cloud - Only configuration mode, fewer options are supported in the
User Management and System Configuration menus.

Note: When installed in a cloud only environment, the security groups acs-FullAccess
and acs-ReadOnly do not exist. To access the environment, you should use the NET Sql
Authorization Manager Console:

n! NET Sgl Authorization Manager
ﬁﬁ Console

Configure the user(groups) under SysAdminWeb > Item Authorizations > Roles
Authorizations as outlined in NET Sal Authorization Manager Console.
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5.2 Accessing UMP 365 for the First Time

Before UMP 365 can be used in a production environment, an initial configuration needs to
be performed including the configuration of the Office 365 Settings and loading of a license
into the environment.

5.21 Office 365 Settings

If User Management Pack 365 is used in either a pure cloud environment (Users exist only

as Skype or Teams users in Microsoft Office 365) or in a hybrid environment (users exist in
Office 365 and on premises), the Office 365 Settings under System Configuration must be
completed first.

Figure 5-2: Office 365 Settings

QC audiocodes USE MEN SYSTEM CONFIGURATION

User Management Pack 365

Office 365 Settings
SYSTEM

System Configuration

Office 365 Settings User Name " . .
admin@ga-lab.microsoftonline.com

Licensing

Replication History Password

OVOC Settings
Grouping IDs Confirm password
CallPickup Groups
i i ici Host - .

Office365 Unified Messaging & CloudPBXPolicies smfed.onllne.lync.com
Music on Hold

i Migration Override Url . . . .
Unassigned Number Range / Announcements & https://admin0e.online.lync.com/HostedMigration/hostec
Unassigned Number Range

Override Admin Domain
MsOnline Phone Numbers ga-lab.onmicrosoft.com

Save Office365 settings

Queued Changes

Where the following information is required:
B User Name:
The login name of your Office 365 Skype Administrator
B Password:
The Office 365 Skype Administrator password
B Host:
The location where your Office 365 environment is hosted
B Migration Override URL:
Explained further in this document
B Override Admin Domain:
Your original Office 365 domain prior to applying vanity domain names

Version 7.8 33 UMP 365



. :
QC audiocodes UMP 365

5.2.1.1 Determining the Hosted Migration Service Override URL

This section describes how to determine the Hosted Migration Service Override URL.

To determine the Hosted Migration Service Override URL for your Office 365 tenant:

1. Log in to your Office 365 tenant as an administrator.
2. Open the Skype for Business legacy admin center.

Figure 5-3: Office 365 Skype for Business Legacy Admin Center

e'-' \'|E) https://adminle.online.lynec.ct

2= Office 365 | Adm

Lync admin center

Lsers
organization

dial-in conferencing

|_|I_|I_|l_|_‘

meeting invitation

tools

3. With the Skype for Business legacy admin center displayed, select and copy the
URL in the address bar up to .com. An example URL looks similar to the following:
https://webdirOe.online.lync.com/Iscp/?language=en-US&tenant|D=

Replace "webdir" in the URL with "admin", resulting in the following:
https://adminle.online.Lync.com

4. Append the following string to the URL:
/HostedMigration/hostedmigrationservice.svc

5. Theresulting URL, which is the value of the HostedMigrationOverrideUrl, should look
like the following:

https://adminOe.online.lync.com/HostedMigration/hostedmigrationservice.svc

5.2.1.2 Determining Override Admin Domain

The Override Admin Domainis usually the default sign up domain
“‘example.onmicrosoft.com”. Your Office 365 Administrator can supply this value.
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5.2.2 Installing the UMP 365 License

On a new UMP 365 system, you are required to upload and install a License file or obtain
the license online from One Voice Operations Center license server. AudioCodes will supply
a demonstration time limited trial license or a full license with each system.

The System ID required for Licensing is displayed on the System Configuration >
Licensing Information page:

Figure 5-4: Licensing

QC audiocodes SYSTEM CONFIGURATION - ABOUT

User Management Pack 365

Systemn ID: ad3fddcf-d88d-497b-a850-cbdé2a8c1 6de
SYSTEM
Product key:
System Configuration
Office 365 Settings Expiration date:
Replication History
DVOC Settings Licenses In Use: 0
Grouping IDs Customer:

CallPickup Groups
Order Number:
Office365 Unified Messaging & CloudPEXPolicies

Music on Hold PO Number:
Unassigned Number Range / Announcements .
Standard Edition servers: Q0
MsOnline Phone Numbers
Queued Changes Pro Edition servers: 1]
Enterprise Edition servers. 0

B Bl T Select a file ([*v2c][*.lic]) | Upload

Important: If you intend to use User Management Pack 365 in a Cloud only environment,
you first need to sign in and complete the “Office 365 Settings” under “System
A Configuration” to be able to obtain the license file as the license is bound to the Office 365
tenant. Detailed information on these settings can be found in section Office 365 settings
in this document.

You can obtain the UMP 365 license in the following ways:
B |Installing the UMP 365 License from a File
B Installing the UMP 365 License from the One Voice Operations Center License Server

5.2.2.1 Installing the UMP 365 License from a File

This section describes how to obtain the UMP license from a file.

> To install the UMP 365 license from a file:

1. Install the product according to the instructions in the Installation Manual.

2. Obtain your product's Fingerprint (Serial Number) according to the instructions in
"Licensing the Product" section of the Installation Manual.
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Activate your product through AudioCodes License Activation tool at
http://www.audiocodes.com/swactivation.

You need your Product Key and Fingerprint (Serial Number) for this activation
process.
An e-mail will subsequently be sent to you with your Product License.

3. Install the Product License according to the instructions in "Installing the Product
License" section of the Installation Manual.

The “Product Key” is a unique key that represents the UMP 365 / CloudBond 365 initial order
and is used for online license generation. The “Product Key” is used for future orders for the
same system, such as a license upgrade.

5.2.2.2 Installing the UMP 365 License from the One Voice Operations Center
License Server

To obtain the license from the AudioCodes Element Management Server (One Voice
Operations Center) license server, the CloudBond server must connect to the One Voice
Operations Center via SNMP.

Follow the instructions below to retrieve your UMP 365 license from One Voice Operations
Center:

> To install the UMP 365 license from the One Voice Operations Center license
server:
1. Click OVOC settings under System Configuration. The following screen is displayed:
Figure 5-5: Set One Voice Operations Center Configuration

QC audiocodes USER MANAGEMENT SYSTEM CONFIGURATION

User Management Pack 365

ST OVOC Settings System Info Settings
System Configuration Connection
System Name * UMPOSE
Office 365 Settings 1P Address * 1021.0.8
Licensing Location Almere
Replication History Trap Port* 162
OVOC Setti
Grouping IDs
Access Seftings
CallPickup Groups SNMP -
Office365 Unified Messaging & CloudPBXPolicies @ SNMPV2 Login URL http://10.0.0.50/SysAdmin

Music on Hold N
) SNMPv3
Unassigned Number Range / Announcements

MsOnline Phone Numbers Community Read * public

Queued Changes
Community Write * private

Managed Components
S
2. System Info Settings:

e  System Name — The name of the system. In an environment with multiple UMP
servers, this value must be unique.

e Location — Optional field to describe the system location.

3. Configure the following connection settings:
e |IP Address — the IP address of the One Voice Operations Center server
e Trap Port — Destination port to which to send traps (default value is 162)

e Keep Alive Port — Destination port to send Keep-alive requests over SNMP
(default is 1161)
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Configure the SNMP user settings:

All the settings of the SNMP protocol must be identical to the settings of the current
UMP entity in the One Voice Operations Center (to support connecting the UMP entity
to the One Voice Operations Center using Auto detection, you should configure the
default values in parenthesis).

e SNMP V2
¢ Community Read — Access string for SNMP get requests (‘public’)
¢ Community Write — Access string for SNMP set requests (‘private’)
e SNMP V3:
¢  Security Name — Identify the SNMP user (‘OVOCUser’)

¢ Authentication Protocol - Protocol type that used to encrypt the Security
Name field (‘'SHA).

¢ Authentication Key — Security Name encryption key. The field is valid only if
Authentication Protocol selected (“123456789’).

¢ Private Protocol — Protocol type that is used to encrypt the SNMP message
(‘AES-128").

¢ Private Key — SNMP message encryption key. The field is valid only if
Private Protocol selected (‘123456789’).

If you would like the One Voice Operations Center to monitor the SBC in your
CloudBond system, select the SBC button.

When you choose this option, the SBC in the CloudBond system is monitored in the
One Voice Operations Center as part of the CloudBond system. SBC alarms will be
displayed in the One Voice Operations Center as part of the CloudBond system.

Click Apply.
The UMP 365 server connects to the One Voice Operations Center server.

Once the system is successfully detected on the One Voice Operations Center (OVOC)
server, follow the instructions in the One Voice Operations Center User’s manual to
allocate a license from the One Voice Operations Center License Pool.

After you have completed the license configuration in the One Voice Operations Center,
the UMP 365 server will retrieve the license from the One Voice Operations Center and
you may login to the system.
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5.3

UMP 365 Managing Users

After successful authentication, User Management Pack 365 loads the Users section under
User Management, where the users and devices that are enabled for Skype for Business
and Microsoft Teams are shown.

Figure 5-6: UMP 365 Home page

QOC audiocodes USER MANAGEMENT

User Management Pack 365 [Lastsyncac: November 11, 2018.9:01 PM]

[} Exportto Excel || [ Exportto PDF | Export with options(BulkEdit) || Clear all filters
4 USER MANAGEMENT
i | Userype 3 | Fullname i | SipAddress  } | TelephoneNumber } | CallForwara  § | Department § | RegswarPool § | Ussgelocsion § | Hybrid

Unassigned Accounts

Local Hansmartin Kemper sip:Hansmarti. UC-FE1.cloudbo.
Create on-premises User
|mport an-premises User Enterprise Ignatia Kuhn sip:Kuhn7160. UC-FE1.cloudbo.
Lifecycle Management Local Wieifhard Reinhart sipWelfard.... UC-FE1.cloudbo.
Manage Templates TeamsOnly CloudPBX User 5 sipcloudpbxu.. | tel:31365461249 SippooiDB40E0S.. | NL Almere
Distribution G
istribution Groups CloudBond | Walter van Schaik sipwnanschai.. | tel:+37365461226 To +313654612.. UC-FE1.cloudbo.
Create Device
DirSyncSfBU... | Krilg Ik Skype sipkrijgikskyp.. SippoolDBADEDS... | NL
Update from Csv
Local Joachim Kirscnbaum sipjoachim ki UC-FE1.cloudbo.
Enterprise Enernardt Fenr Sip:FEnr7010s... UCFETcloudbo.
Enterprise Eberhardt Alt SIpIAR329163. UC-FET.cloudbo.
Enterprise | Jan Weihrauch sip:Weihrauch UC-FE1.cloudbo.
Enterprise Ignaz Hassel sip:Hassel252. UC-FE1.cloudbo.
CloudBand | on prem3 sip:onprems.. UCFETcloudbo.
- 2|3lals|lel7/0|m 20 ¥ (]
DetailView -

Note: If the initial replication has not been completed yet, the Users list will be empty.
Right-click the Last Sync Never message on the upper right hand corner to initiate a full
replication cycle.

[ Last sync at: November 11, 2018 7:02 PM ]

Replicate incremental

Full Replication

rPool ¥ | Usagelocation & | HybridPstnSiteNz

Alternately, run the Windows scheduled task called “Replication” on the server hosting
the UMP 365 application.
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To edit user settings, select one or multiple users using the <Shift> and/or <Ctrl> keys and
then right-click on the selection. Depending on the users selected and options available edit
options are displayed:

Figure 5-7: Single user Edit:

= UserType t  FullMame 1
PureOnline5._.. | CCE USERT.

.

Dirsync5et Assign site
CloudBoni  Assign Phone Mumber

TeamsOni Mowve To On Premises

Migrate To Teams
TeamsOnil
Replicate this user

Local Didi Retzlaff
Local Diethart Sattler

Enterprise Eberhard Kost

= S =RV SRR, [Py By PR By

Figure 5-8: Multiple user Edit:

HybridOnlin... | Jeroen Raven sipjen

Migrate To Teams
sipsje
Replicate this user

HybridOnln_.. | second hybrid voice user

HybridOnlin.. | user without onprem atirib..

Users can be sorted alphabetically by clicking the column header or filtered by clicking the
three dots in the column header:

Version 7.8 39 UMP 365



L
QX audiocodes UMP 365

Figure 5-9: Sort Users

Usagel ocation :  CallForward 3 Department : RegistrarPool

1t Sort Ascending UC-FE1 .cloudbo.
ML 4 Sort Descending
I columns 4 UC-FET cloudbo.
Y Filter *  Show items with value that:
E Lock I= equal to L4
ML
I - -
ML Is equal to L4
IL

ML

ML

Once afilter is set on a column, the color of the three dots will change and the filter can be
removed again, either per column or for all columns at once by clicking the “Clear all filters”
button above the user list:

Figure 5-10: Clear All Filters

El Export to Excel Exportto POF || Exportwith options{BulkEdit) § <Clear all filters

UserType . Full Name . SipAddress i | Telephone Number 3 | CallFor

LLL

Enterprise lgnatia Marsc... | sip:Marschner_..
Enterprise lgnatia Kuhn sip:Kuhn7160.
Enterprise Eberhardt Fehr | sip:Fehr70109...
Fntarnrize Fherhardt Alr cin- A IrR70T A%
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On the bottom of the user list, there is an option to show the user detail view. This option is
minimized by default to allow more space for displaying users, however can be expanded
by clicking the Detail View expansion icon:

Figure 5-11: Detail View

DirSyncSfBU... | Krijg Ik Skype sip:krijgikskyp... sippoolDB40EDE... | NL
Local Joachim Kirsc... | sipjoachim.Ki... UC-FE1.cloudbo...
Enterprise Eberhardt Fehr | sip:Fehr70109._ UC-FE1 cloudbo..
Enterprise Eberhardt Alt sip:Al329163... UC-FE1.cloudbo...
Enterprise JenWeihrauch | sip:Weihrauch... UC-FE1.cloudbo...
Enterprise lgnaz Hassel sip:Hassel282... UC-FE1.cloudbo...
CloudBond on prem3 siponprem3... UC-FE1.cloudbo...
v
< D >
<« | < 2(3|a|s5|6|7|»|M 20 v ds 7 &)

This results in the following:
Figure 5-12: Detailed View Expanded

DirSyncSfBU... | Krijg Ik Skype sipckrijgikskyp... sippoolDB40EDS... | ML

< >
< | 4 203 4|s5|6|7/|» M 20 v ems per page 20 of 127 ite (v
DetailView -

General Location Policies  Telephony  Teams

DisplayName Walter van Schaik FirstName LastName

SipAddress sipzwvanschaik@my-first-sip  Manager LastSyncTimeStamp

Enabled DirSyncEnabled O EnabledForRichPresence [
InterpretedUserType AssignedPlan

Clicking the icon again will minimize the window to the default setting.

Note: The DetailView Pane is not intended to directly perform edits. To edit an individual
user, right-click that user object and select Edit.

5.3.1 Exporting the User Table

A selection of the users in the users table can be exported into Excel or PDF. An additional
export option is available named “Export with options (BulkEdit)”. This export option will
allow the selection of attributes to be exported in .CSV file format for editing in a program
like Microsoft Excel.
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Figure 5-13: Export to Excel
| @ Export to Excel | Export to PDF || Exportwith options{BulkEdit) || Clear all filters
H . " e i | Regis
Select the attributes to export to csv BulkEdit
| L
Amribute 4 Mapped to PsCommand
UC-FE
Pt
FirstName GivenMName Set-AzureADUser UCFE
Firsthame GivenMame Set-AdUser
1] UC-FE
HostedVoiceMail Set-Csllzer .
sippo
HybridPstn5iteMame HybridPSTNSite Set-CsUserPsm5ettings ]
JobTitle Set-AzureADUser
sippo
LineURI set-Cslizer
UC-FE
UC-FE
TeamsCallingPolicy Grant-CsTeamsCallingPolicy
UC-FE
TeamsInteropPolicy Grant-CsTeamsInteropPolicy r
UC-FE

4 4 N 1-19 of 19 items
UC-FE

{
4423455?!'4 20 w |dataitems per

i

s
=]
1]

m
m

This results in the following:

Figure 5-14: Exported Users Table
B 9-c & - Bulkt

Home Insert Draw Page Layout Formulas Data Review View De

G11 = F
A B C D
1 |SipAddress HybridPstnSiteMame OnPremLineURI
2 |sip:Marschnerll2685@my-first-sipdomain.com
3 |sip:Hansmartin.Kemper@my-first-sipdomain.com
4 | 5ip:Kuhn716032@my-first-sipdomain.com

sip:Welfhard.Reinhart@my-first-sipdomain.com
sip:cloudpbxusers@activecommunications.eu Almere-HQ
sip:wvanschaik@my-first-sipdomain.com

0o =~ noun

sip:krijgikskype @activecommunications.eu

Once the CSYV file is updated with the proper configuration data again, it can be imported
into UMP365 using the Update from CSV option as described in section Update from CSV.
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5.3.2 Update from CSV

Using the Update from CSV option, administrators can use familiar tools, like Microsoft
Excel to perform bulk operations on users. An example or baseline CSV file can be exported
on the user list and manipulated in Excel as described in Section Exporting the user table
and once updated it should be uploaded by using the “Select file to Import...” button on the
top of this page:

Figure 5-15: Update from CSV

QC audiocodes USER MANAGEMENT

User Management Pack 365

Select file to import...

A USER MANAGEMENT

Users ® A  Home

Unassigned Accounts i Jobs..  Exp

Create on-premises User

v f.\.'

Import on-premises User

I
m
(]

Lifecycle Management

Manage Templates
Distribution Groups

Create Device

Update from C5V

[F=T - R = T s B ¥ R N R
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A pop-up window will allow you to select a file to import, resulting in a job-selection grid as
shown below. The data is also loaded in the background in the Update from CSV page itself
and the job selection can be used to use another job instead if there are multiple jobs in the
system. To continue with the file just selected for the import, close the job selection pop-up
window.

Figure 5-16: Select a Job to View

Select file to import... v Done

D )_i\gsig_'-'-.-'cr'dPSTNEi:e- L.csv

- [Draft - edittable] - AssignHybridPSTMSite-1L.csv)
i Submit Jobs.. Exporttocsv

¥ | fx SipAddress

Select a Job to view its tasks in the spreadsheet r —-0Ox 1
SipAddress Jobs: -

sipzron@aud

sipishino@at JobName Y  |obCreated Y cCreatedBy Y Scheduled Y | status Y Actions

1
2
=
4 sipkiwooy®  50181030.csv 2018/10/30 14:42 azure-ump-ad... Expanded Delete Job
5  sipiinterop1’

7 sip:Noahb@:

8 sipericli@au

9 sip:danh@a

10 sip:UserB@a

1 sip:tals@aud

12 sipiwikuss@;

13 sipiesusd@:

14 sip:sbc@sbc

15 sip:ericl@aut

16 sip:davidl@a

17 sip:shaneh@

18 sip:kokkw@sz

19 sipryukitoshi all il g O
20 sipsinteroplZ@at IKUE L
21 sipwilfriedz@auc TRUE IL

If required, you can make more changes in the grid, followed by the “Save changes” button
and when finished click the “Submit” button to submit the changes to the queue to be
processed. Note that the “Submit” will be greyed out until the changes are saved. By using
the “Jobs” button, another job can be selected instead, thereby ignoring all the changes
made.
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5.3.3

5.3.3.1

A

Figure 5-17: Save Changes

ect file to import.. ~' Done
AssignHybridP5TNSite
- i peT
Save changes | Cancel changes Jobs... Exporttocsv
fx| ML

A B C G H |
SipAddress | EnterpriseVoiceE|HybridPstnSiteNg | | |
IL

siprron@audioco: TRUE

sip:shino@audio: TRUE IL
sip:kiwooy@audit TRUE IL
siprinterop11@aL TRUE IL
sipsjehnsm@audi TRUE =,
sip:Moahb@audic TRUE NL |
sipeericli@audioc TRUE IL

Lifecycle Management

Lifecycle Management allows automated user management, based on Active Directory or
Office 365 security group membership. Users added to a security group will automatically be
enabled for Skype for Business or Microsoft Teams and will have policies and telephony
settings like numbers applied based on the defined “persona” templates.

The lifecycle management feature is built on three components, where it is critical to configure
the components in the following order, because the completion of the configuration for each
component is dependent on the previous one.

1. Configure unassigned number ranges, so numbers can be assigned to a template
2. Configure templates, holding policies and telephony settings
3. Configure lifecycle management, binding templates to security groups

Managing Unassigned Number Ranges

The Unassigned Number Range allows an administrator to define ranges with numbers that
belong to the organization and should be configured under System Configuration ->
Unassigned Number Ranges / Announcements.

If numbers in these ranges are unassigned to users, callers will hear a greeting, which can
be a recorded walv file or a text to speech message, after which they will be transferred to a
SIP endpoint, which can be the SIP address from a response group representing the
operator.

B Unassigned Number Ranges can be used in Lifecycle Management to automatically
assign telephone numbers on user creation.

B The creation of unassigned Number Ranges is a two-step process, where the first
step is to create the announcement.

Note: For an unassigned number range that is meant to be used in a pure online
environment, there is no need for the creation of an announcement. Proceed directly to
step 2 and select 0365 for the AnnouncementServerFQDN.
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» To configure an unassigned number range:

1.  Open the Add Announcement screen (System Configuration > Unassigned Number
Range) and add a new announcement.

Figure 5-18: Add Announcement

Add Announcement

Mame UnassignedMumber

Identity UC-FE2.cb365.local [~ |
AudioFilePrompt Browse. ..
AudioFileName

TexiToSpeechPrompt %ou have reached our off

Language (English, United States) ﬂ
TargetUri sip.operator@my-first-sip

B Submit = x Cancel

A Note: The TargetUri needs to start with SIP; if this is forgotten, the server will print an
internal server error.

2. Assign a range with numbers to this announcement.
Figure 5-19: Add Unassigned Number Range

Add Unassigned Number Range

AnnouncementServerFgdn UC-FE2.cb365 local [~
AnnouncementMName UnassignedMumber [~ |
ldentity number-range
NumberRangeStart +31365461210
MumberRangeEnd +31 35545124131 ®
Priority 0[]

B Submit | x Cancel

When the number range is meant to be used for the Office 365 environment, select 0365 as
AnnouncementServerFqdn. The “Add Unassigned Number Range” pop-up will then remove
the unnecessary parameters automatically.
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Figure 5-20: Add Unassigned Number Range

Add Unassigned Number Range

AnnouncementsenverFgdn Q305 -
Identity
MumberRangestart

MumberRangeEnd

B Submit | ¥ Cancel

5.3.3.2 Managing Templates

Templates are created under User Management - Manage Templates and will be
assigned to security groups in Lifecycle management to automate policy and number
assignment for users, as well as to create the user objects for deploying in a resource forest
environment managing the Skype for Business Resources.

» To create a new template, perform the following steps :

1. Click Create. A new template will be created with a random number (like New-Template-
25 below).

2. Inthe Selected Template box, you can override the default text with the desired name.

3. Complete the Policy and Telephony settings section and select the policies you want to
assign.

& Note: Depending on the Registrar Pool selected, different policies will be shown for use
in Office 365 or an on premises deployment.

4. Click Submit All Changes to save the template.
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Figure 5-21: Create New Template

Manage Templates

Choose a template :

Template Usage

New-Template-25 A4 A
2. Selected Template : New-Temglate-25 | Processing Order 1 i Replication Template Y | Security Group
Templateld: 2 Delete
JE - BE
3.
Directory Properties & Policies Telephony Settings
SipAddress definition type : Email Telephony :
Registrar Pool : Office365 ® PCtroPC
Teams Interop Policy : - Select Teams Interop Policy -— v (O Audio/Video disabled
Teams Calling Policy : - Select Teams Calling Policy — = (O Enterprise Voice
Teams Upgrade Policy : - Select Teams Upgrade Palicy — v Woice Policy : — Select Voice Policy —
Conferencing Policy : — Select ConferencingPolicy — v Voice Routing Policy : ct Voice Routing Policy —
Client Policy : — Select Client Palicy — v DialPlan : ct DialPlan —
Mohbility Policy : — Select Mobility Policy — v TelephonyAssignment : []
IPPhone Policy : — Select IPPhone Policy — v TelephonyAssignment Type : — Select AssignmentType —
NumberRange :
NumberRange details :
Use Extensions : O
Number Of Digits : 0

When configuring enterprise voice in a template, a telephone number can automatically be
assigned on user creation. When selecting the TelephonyAssignment checkbox, a choice
can be made from a selection of source numbers as follows:

Figure 5-22: Telephony Settings

Telephony Settings
Telephony :
() PCtoPC

[
!

AudiofVideo disabled
(@ Enterprise Voice

Voice Policy :

Voice Routing Policy :

DialPlan :

TelephonyAssignment :

TelephonyAssignment Type :

NumberRange :
NumberRange details :

Use Extensions :

Mumber Of Digits :

[

HybridVoice
InternationalCallsAllowed
—- Select DialPlan —

—- Select AssignmentType —

w

— Select AssignmentType —

Home

Maohile

Pager
NumberRange

Ipphane
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and unlike policies not enforced / changed during the lifecycle scheduled policy

ﬁ Note: Telephone numbers are only assigned during the automatic creation of the user
replication.

5.3.3.3 Assigning Templates to Security Groups

This section describes how to assign templates to Security Groups.

» To assign templates to security groups:

1. Have the user forest Domain Administrators created one or more universal security
groups, and added members to these groups.

2. In the Lifecycle Management section, click the Add New Record button to add a new
group to the list.

3. Inthe pop-up window, select the remote user forest, type at least three characters in
the search list and select a template to be assigned to the group selected.

Figure 5-23: Assign Template to Security Group

Enterprise Domain: Select Enterprise Domain...

Enterprise Group {min. 3 char):

Template: v |

Ocs

4. Repeat steps 1-3 to add other groups to the list.

5. Reorder the groups as required using drag and drop technology in the Web page. A
scheduled task named Lifecycle management will apply the policies according to these
templates. The list is read top-down so if a user is a member of multiple security groups,
the policies from the lowermost group will be applied and will overwrite any policies that
would have been assigned by a group above.
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6. You can remove a security group from replication by selecting the “Drop” button in front
of the group:

Figure 5-24: Remove Security Group

Templates in use by Security Groups. Drag & Drop rows to change the processing order

Actions Proc.. W | Replication Template ¥ | Security Group
y‘ edit Drop 1 Mew-Template--25 test-grouprepl
j‘ edit Drop 1 Mew-Template--25 Domain Users

After which a pop-up message will ask on confirmation:

Figure 5-25: Confirm Security Group Removal

Remove template from SecurityGroup X

Remove link between

Template: New-Template--25 and

SecurityGroup: test-grouprepl?

Warning: Removing a security group from Lifecycle management will also remove the
corresponding users from Skype for Business if they are not part of another security
group.

Warning: If you remove a user from a security group in the customer forest, this user will
be automatically removed from Skype for Business if the following entry is added to the
<appSettings> section in the
C:\acs\AcsGroupReplication\AcsGroupReplication.exe.config file:

<add key="DeleteEnabled” value="True” />.
A This implies that the Buddy List and Skype for Business Scheduled Meetings will be
deleted for these users as well. Consequently, if such a user was deleted by mistake and

then later re-added to the security group, the Buddy List and previously scheduled
meetings will also be removed.

The default System Settings is to not delete the user.

Installation and Administration Guide 50 Document #: LTRT-26330



Installation and Administration Guide 5. User Management Pack 365

5.3.4 Call Forward Settings

When on-premises users are enabled for Enterprise Voice, the contextual edit menu (right-
click on a user) will contain an option to change the Call Forward and Simultaneous ring
settings on behalf of this user.

Figure 5-26: Call Forwarding

&

- CloudBond = . m el+37365461226 To +31365461213
Edit this user

Dt | b Move to Registrarpool

Local lo Assign Phone Mumber

Enterprise gt Replicate this user

; Call forwarding
Enterprise &

The following shows the various screens for entering call forwarding settings:
B Simultaneous Ring

Figure 5-27: Setting a User for Simultaneous Ring

Set call forwarding sipwvanschaik@my-first-sipdomain.com TG0 x

CALL FORWARDING SETTINGS

() Turn off call forwarding
() Forward calls to:

(@) Simultaneously ring:

@ Tel:

() Users Delegates

() Users Team-Call Group

Ring for this many seconds before redirecting 1 (20 W

Unanswered call will go to:

) Voicemail

. Tel +31365461213

O User:

Save Cancel
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B Call Forward (Call Forward All)

Figure 5-28: Setting a User for Call Forwarding

Set call forwarding sip:wvanschaik@my-first-sipdomain.com

CALL FORWARDIMNG SETTIMNGS

() Turn off call forwarding

(@ Forward calls to:

() Voicemail

@ Tel:
() User:

+31365461213

O Simultaneoushy ring:

Save Cancel
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5.3.5 Editing an Individual User

When an individual user is selected for editing, the individual user details are displayed on a
new page, and can be modified. The general Account Information is displayed on top of the
screen. In the lower section of the page, you may select individual sub-tabs to modify
Telephony (Enterprise Voice), Policies, Location information and Microsoft Teams settings.

Figure 5-29: Editing an Individual User

Edit sip:cloudpbxusers@activecommunications.eu

General
DisplayName CloudPBX User 5 Enabled W1
FirstName CloudPBX EnabledForRichPresence W
LastName User5 DirSyncEnabled ]
SipAddress sip:cloudpbxusers@activecommunication: AssignedPlan
Manager LastSyncTimeStamp 2018-06-30T11:14:10
InterpretedUserType HybridOnline:
< >
Location .
City Company
Policies
Department Office Seattle
Telephony
Teams PostalCode StateOrProvince
StreetAddress Usagelocation ML

If a user already has pending changes in queue, an indication will be shown on top of the
edit window and the actual pending changes can be seen in the Pending changes tab.

Figure 5-30: Pending Changes

Edit sip:Hansmartin.Kemper@my-first-sipdomain.com

; This user has 1 pending changes
General | Pending changes

Id Cmd Type Queued Change ‘When Created

1 QnPrem Set-AdUser -Identity "0482DC24-85A5-4208-9E32-2D1FF141ABAL' -DisplayName 'Hansmartin Kemper1; 16 MNov 2018 08:0...

Once the maximum number of licensed users is reached, a pop-up window will appear on
individual user edit that there are no more licenses remaining. Previously edited users that
were can still be edited.
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Figure 5-31: Licenses Expired

[] Export to Excal Exportto PDF || Export with options{BulkEdit) || Clear all filters

! | UserType * | FullMame & | SipAddress & | Telephone Number & | C:

& '

Enterprise Ignatia Marsc... | sip:Marschner...
Local IIFH.ﬂnsmﬂ rain....

Enterprise Irlgrna'cia Kuhn

Local IIIr'|.l"||fnelfh.arr.l Rei...

TeamsOniy CloudPBX Us...

CloudBond Walter van 5c_.. T

DirsyncsBU_. | Krijg Ik Skype

r
Local Joachim Kirsc._..

- Enterprise Eberharg ' m
Ed

it this user

Enterprise Eberhan £
Assign Phone Mumber

\ Warning: Once the maximum number of licensed users is reached, it is also no longer
possible to automatically add users through Lifecycle management, nor is it possible to

import users or create local users and devices.
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5.3.5.1 Editing an Individual User (Telephony Settings)

Within the Telephony tab, you can choose between PC-to-PC (Skype for Business peer
to peer calls), or Enterprise Voice (full PSTN access).

If the Enterprise Voice is selected, you may select a Voice Policy and Dial Plan from
those already defined within Skype for Business. Details of the selected Voice Policy will be
displayed.

If Enterprise Voice is selected, you must also allocate a Line URI in E.164 format.

i.e., Tel:+xxxxx.

Figure 5-32: Editing an Individual User (Telephony)

Edit sip:cloudpbxuser5@activecommunications.eu

General
DisplayName CloudPBX User 5 Enabled |
FirstName CloudPBX EnabledForRichPresence M
LastName User 5 DirsyncEnabled Wl
SipAddress sip:cloudpbxuserS@activecommunication: AssignedPlan
Manager LastsyncTimestamp 2018-06-30T11:14:10
InterpretedUserType HybridOnlineSfEUser
< >
Location
AudioVideoDisabled D DialPlan A
Palicies
EnterpriseVoiceEnabled W LineURI tel+31365461249
Telephony
Teams LineServerURI Privateline
TenantDialPlan v VoicePolicy HybridVoice b
VoiceRoutingPolicy InternationalCallsA.. ¥
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5.3.5.2 Editing an Individual User (Policies)

The Policies tab allows you to determine which existing Skype for Business policies

cover this user's External access and Conferencing features.

These External Access and Conferencing policies are defined in the Skype for Business

Control Panel.

Figure 5-33: Editing an Individual User (Policies)

Edit sip:cloudpbxusers@activecommunications.eu

General

DisplayName CloudPBX User 5

FirstName CloudPBX

LastName User 5

SipAddress sip-cloudpbxuse

Manager

InterpretedUserType HybridOnline5fBUse

<

Location
ArchivingPolicy

Policies
ClientPolicy ActiveCormnmsClien...
Telephony

Teams ConferencingPolicy
HostedVoiceMail ]

PinPolicy

v

Enabled
EnabledForRichPresence
DirsyncEnabled
AssignedPlan

LastSyncTimeStamp

BroadcastMeetingPolicy
ClientVersionPolicy
ExternalAccessPolicy
HostedVoicemailPolicy BusinessWioice

MohbilityPolicy

Once you have completed any changes to the Users settings, click Update or Cancel.

Installation and Administration Guide

56

Document #: LTRT-26330



Installation and Administration Guide 5. User Management Pack 365

5.3.5.3 Microsoft Teams settings

On the Teams policies tab, specific Teams related policies can be assigned.

Figure 5-34: Microsoft Teams policies

Edit sip:cloudpbxuserS@activecommunications.eu

General

DisplayName Enabled ]
FirstName EnabledForRichPresence ]
LastName DirSyncEnabled ]
SipAddress AssignedPlan
Manager LastSyncTimeStamp
InterpretedUserType
< >
Location TeamsCallingPolicy AllowCalling v TeamsMeetingPolicy RestriccedAnonym... w
Palicies
Telephony TeamsMessagingPolicy | Default v TeamsUpgradePolicy UpgradeToTeams hd
Teams TeamsVideolnteropServi | PexipServiceProvid... v TeamsWorkLoadPolicy L4

5.3.6 Create On-Premises User (Local user)

Selecting Create On-Premises User allows you to enter details for a user not in the
Enterprise Active Directory. This allows you to create temporary accounts, accounts for
visitors and contractors who do not need network privileges, or even accounts for
external parties. These users are Local to the CloudBond 365 domain only.

An account is created for these users within the CloudBond 365 Active Directory; however
not within the Enterprise Active Directory.

To create an account for an Enterprise Active Directory user, use the Import on-premises
user pages.

Enter details for the user, and then click Create User at the bottom of the page.

Note: Mandatory fields are marked with an asterisk.

Note: The password selected must comply with the domain password complexity group
policy. Failure to meet the complexity requirements will result in an error.

> P
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5.3.7 Import On-Premises Users

The Import User page allows Active Directory users from the Enterprise Domain to be
imported into the CloudBond 365 Domain and configured for use within Skype for Business.
Use the Remote Domain and Search User fields to locate an Enterprise User, then click
corresponding Import action link to import the user to CloudBond 365.

Figure 5-35: Import User: Select Source Domain

QC audiocodes USER MANAGEMENT

User Management Pack 65 [Last sync a: Novernber 16, 2015 8:04 PM ]

4 USER MANAGEMENT

Update from CsV

Abei243595 Mercen Avel Merten Abel
Abeise2326 Eveyne Avel Evelyne Avel
Abels35823 Hardy Avel Harcy Abet
Averrsads . .
Abele133951 ingo Aveie
Abele3420 Amt Avele

Abele482343 Christmut Abele

eeeeeeeeeeeeeeee

Note: The mail attribute is required for User Import. If it is not set in the user Active Directory,
it can temporarily be added on the User Import page, to be able to continue the import.
However, once the ACSUserReplication scheduled task runs, it overwrites the CloudBond

Active Directory mail attribute again with the empty entry from the user forest. This leads to

the Skype for Business client's inability to contact the Exchange Web Service (EWS) for
features like Calendar Integration and Conversation History. This implies that for a full-
featured client experience, the mail attribute should be populated after import as well, within
the user Active Director environment.

An individual User Import page will appear with settings for this user. Modify the individual
settings to meet requirements, then click Import Now to add the user to CloudBond 365,
or Back to cancel the import. Individual user settings are discussed in Section 5.3.55.3.5.

Note: Remember to change the Domain Name field if appropriate. This field is used for
sign in on Skype for Business clients, and usually matches the customer external domain.
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5.4 Distribution Groups

The distribution groups option replicates mail enabled universal distribution groups from the
Enterprise AD. A mail enabled group can then be searched for in the Skype for Business
client and added to the buddy list. The buddy list shows the members of the group. This
way it is easy to pre-populate buddy lists.

Figure 5-36: Adding Distribution Groups

mO udiocodes USER MANAGEMENT SYSTEM CONFIGURATION POLICIES

User Management Pack 365

A USER MANAGEMENT Manage distribution group replication

Users Enable distribution group replication
Unassigned Accounts

) Start Replication
Create on-premises User
Import on-premises User Select Distribution Group

Lifecycle Management
¥ g Enterprise domain:

Manage Templates

Distribution Groups

Create Device

Update from CSV []select All

ActiveVoice.lan R

Enterprise Group:

ACS-Support
Australia & New Zealand

Canada & USA

[]dg1

[ ]EMEA License

[ ]EMEA Management

[ ]EMEA Marketing

[ ]EMEA Order Acknowledgement

[ ]EMEA Sales

[ ] Europe

[ |France &
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5.5 Create Devices

The Create Device option allows the creation of Analog Devices or Common Area Phones
in the Skype for Business environment, without the need to use the Skype for Business
Server Management Shell, or to manually create AD contact objects.

Common Area Phones are objects within Skype for Business that represents physical
handsets. These devices are typically not associated with an individual user.

Analog Devices are objects within Skype for Business that represent analog devices
connected to Skype for Business through a media gateway. These objects include analog
handsets, fax machines etc.

Figure 5-37: Creating Common Area Phone

QC audiocodes

User Management Pack 365

4 USER MANAGEMENT Create Analog Device or Common Area Phone

Users
Device Type = Common Area Phone v

Unassigned Accounts

Create on-premises User LineUri=: ‘tel:+' and E.164 format |

Import on-premises User
RegistrarPool*:

- select item - V|
Lifecycle Management

Manage Templates DisplayName #: Mo leading/trailing spaces allowed |

Distribution Groups

,
Create Device

Update from C5V

Figure 5-38: Creating Analog Device

QC audiocodes USER MANAGEMENT

User Management Pack 365

A USER MANAGEMENT Create Analog Device or Common Area Phane

u
sers Device Type*: Analog Device V|
Unassigned Accounts
Create on-premises User Analog Fax: U
Import on-premises User Gateway *: | 10.0.0.10 V|

Lifecycle Management

LineUri#: tel+31365461213 |

Manage Templates

Distribution Groups RegistrarPool *: | UC-FE1.cloudbond365 local v|

Update from C5V

DisplayName *: Analog Device reception |
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System Configuration

In the System Configuration global site specific settings can be configured. These settings are
general settings that are periodically updated; the majority of these settings apply to clean
installations.

System Configuration

The System Configuration page contains general information about the CloudBond 365
Skype for Business Appliance and its uptime.

Figure 6-1: System Configuration Page

SYSTEM CONFIGURATION

User Management Pack &t [Last syncat: November 15, 2018 5:04 PM

Grouping IDs.

CallPickup Groups

Music on Hold

Queued Changes

SYSTEM Active Directory
System Configuration DC in use:
Office 365 Settings.
Licensing DOMAIN CONTROLLER NAME COMPUTER TIME (GMT) IP ADDRESS
Replication History UCMGR1 cloudbona36s.ocal 11/19/2018 08:10:12 fe80:39076296:031236%25
ovOC settings UCMGR2 cloudbond36s.laca 100.0.150

Office365 Unified Messaging & CloudPEXPolicies

Unassigned Number Range / Announcements

MsOnline Phone Numbers
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6.2 Office 365 Configuration

Refer to the AudioCodes CloudBond 365 Installation Manual document for details on how to
configure Office 365 integration with UMP 365. This document also contains information on
how to obtain values required for the Office 365 Configuration screen within the UMP 365.

After completing the pre-requisite setup steps for Office 365 Integration, the process can be
completed by supplying the following information on the SysAdmin page:

B User Name:

e  Thelogin name of your Office 365 Administrator
B Host:

e  The location where your Office 365 environment is hosted
B Migration Override URL:

e Refer to the document AudioCodes CloudBond 365 Installation Guide
B Override Admin Domain:

e  Your original Office 365 domain prior to applying vanity domain names
B Password:

e  The Office 365 Administrator password

Figure 6-2: Office 365 Connector Settings

mﬂudiocodes USER MANAGEMENT SYSTEM CONFIGURATION

User Management Pack 365

Office 365 Settings
SYSTEM

System Configuration

Office 365 Settings User Name . :
skypeadmin@ocshost.emea.microsoftonline.com

Licensin g

Replication History Password

OVOC Settings

Grouping IDs Confirm password

CallPickup Groups

Office365 Unified Messaging & CloudPBXPolicies Lync Online Host

sipfed.online.lync.com
Music on Hold

Mi ion O ide Url .
Unassigned Number Range / Announcements ration Quernde tr https://adminte.online.lync.com/HostedMigration/hosted migrations:
MsOnline Phone Numbers

Override Admin Domain )
Queued Changes ocslablonmicrosoft.com x

Save Office365 settings

Once the Office 365 connector is fully configured and the first synchronization has been
performed, it is possible to assign users to each system (CloudBond 365 or Office 365).
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6.2.1  Office 365 Unified Messaging (UM) and Cloud PBX Policies

To be able to support the Office 365 Unified Messaging (UM) and Cloud PBX feature, Voice
Routing Policies need to be created to hold the PSTN Usage records that are allowed to be
called by Cloud PBX users with On-Premise PSTN breakout.

The Voice Routing Policies are created in the CloudPBX VoiceRoutingPolicies Management
screen. Once created, they can be assigned to the PSTN Usage Records.

means of an intuitive interface. Once the prerequisites of Office 365 integration as
outlined in the AudioCodes CloudBond 365 Office 365 Integration Configuration Note
Ver. 7.2 are configured, you can use this capability.

f Note: UMP 365 provides native integration to Office 365 Unified Messaging (UM) by

Do the following:

Select / create a Voice Routing Policy.

Select the check boxes for the PSTN Usage records to bind to this policy.

Click Save VRP/PstnUsages settings to save the settings to the backend environment.

@ N =Y

Figure 6-3: Voice Routing Policies and PSTN Usages

QC audiocodes USER MANAGEMENT SYSTEM CONFIGURATION POLICIES

User Management Pack 665 [Last sync at: November 16,2018 5:04 PM ]

SysTEM

System Configuration

Voice Routing Policies PSTN Usage Records
Office 365 Settings

dentiy Name Actions. O
m]
nternal
0 Local
=] Long Distance

View1-30f3 Page[_Jof1 + @

Save Office365 UM settings'

After the Voice Routing Policies have been created, they can be assigned to the user on
the Telephony tab in User Edit mode.

> To enable the Office 365 UM feature:

1.  Open the Office 365 Unified Messaging & CloudPBX Policies page under the System
Configuration menu.

Select the 'Enable Office 365 UM' check box.

From the 'RegistrarPool' drop-down list, select a Registrar pool.
From the 'sipDomain' drop-down list, select a sipDomain.

In the 'Displaynum™ field, enter the telephone number to be used.

In the organization field, add the office365 domain to be used (use the
overrideadmindomain if there are multiple domains registered within Office 365).

Once enabled, users can be assigned Office 365 UM capabilities in the User Edit screen by
enabling the 'Office365 Exchange UM policy' check box.

ook v
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6.3 Licensing Information

The Licensing Information page displays information about your system license,
including:

B Number of users
B Number of servers
B When the license will expire

This page also allows the installation of a new license, by simply browsing to the new
license file, then clicking Upload. The system cannot function without an installed license file
. UMP 365 will cease to operate once the license date expires.

Figure 6-4: UMP 365 License

QC audiocodes USER MANAGEMEN SYSTEM CONFIGURATION

User Management Pack 365

Systemn 1D: 915082ca-27ec-4451-94ba-129a1 dc8063b
SYSTEM
Product key:
System Configuration
Office 365 Settings Expiration date: 2050-01-01

Lcensed Users =

Replication History
OVOC Settings Licenses In Use: 6

Grouping IDs Customer:

CallPickup Groups
Order Number:
Office365 Unified Messaging & CloudPBXPolicies

Music on Hold PO Number:
Unassigned Number Range / Announcements =
Standard Edition servers: 0
MsOnline Phone Numbers
Queued Changes Pro Edition servers: 0
Enterprise Edition servers: 0

L0 BRI Select a file ([*.v2c] [*.lic]) | Upload
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6.4 Replication History

In replication history, an administrator can view the last run replication cycle, including errors
that might have occurred during replication:

Figure 6-5: Replication History

OC audiocodes USER MANAGEVENT SYSTEM CONFIGURATIGN Poucs  Asour T T (e

User Management Pack 865 [Last sync at November 16,2018 804 PM |

SYSTEM Draga column header and drop it here to group by that column

System Configuration EventType Start Date Duration(hh:mm:ss) | CorrelationToken Exception Commen ts

.. | 19Nov201302:0043 | 00:00:00

. 19Nov20180200:46  00:00:00

Replication History

OVOC Setings

19Nov201802:00:43 | 00:00:00

19Nov201802:00:40 | 00:00:00

6.5 Monitoring CloudBond 365 in One Voice Operations
Center

The CloudBond 365 system can be monitored remotely by the One Voice Operations Center
server. This monitoring includes the following features:

B Displays the CloudBond system info and status:
e  The type of the CloudBond system
e Health status of the system
e Name of the system
e  Location of the system
e  Skype for Business version
e  Sip domains
e  Number of users
B Displays the CloudBond system components:

The CloudBond 365 status screen in the One Voice Operations Center contains all the
components of the CloudBond environment with the following information:

° Name

e  Component health status
o Type

e FQDN

e |P Addresses

Serial number (if applicable)

e OSversion

e SfB CU version (if applicable)
e  Component up time

B The following types of alarms and events are raised on the CloudBond 365 system
and are displayed in the One Voice Operations Center alarm browser:

e Alarms about services that down in the components

e  Alarms about performance counter threshold exceed in the components
e Events from components event log

Alarms about license problems

Alarms from SBC — (if monitored)
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& Note: To increase the efficiency of the alarm reporting, the monitoring parameters may
be manual configured according to system activity.

B Obtain the license from the One Voice Operations Center License pool:

This option replaces the need for a file license. The CloudBond system retrieves its
license from a license pool in the One Voice Operations Center. All the license
management is performed from the One Voice Operations Center.

6.5.1 Configuring the CloudBond 365 and One Voice Operations
Center Server Connection

This section describes how to manage the connection settings between the CloudBond
devices and the One Voice Operations Center server. If you initially obtained your CloudBond
license from the One Voice Operations Center server, you already initially configured most
of these settings in Section 5.2.2.2.

» To configure the CloudBond 365 One Voice Operations Center server connection:

1. Open the OVOC Settings screen (System Configuration > OVOC Settings).
2. Configure the following connection settings:

e |P Address — the IP address of the One Voice Operations Center server
e Trap Port — Destination port to which to send traps (default value is 162)

e  Keep Alive Port — Destination port to send Keep-alive requests over SNMP
(default is 1161)

3. Configure the SNMP user settings:

All the settings of the SNMP protocol must be identical to the settings of the current
CloudBond system in the One Voice Operations Center. Note that if you wish to
connect the CloudBond 365 devices to the One Voice Operations Center with auto
detection, then you must use the default settings shown below in parenthesis:

e  SNMPv2:
¢ Community Read — Access string for SNMP get requests (default ‘public’)
¢ Community Write — Access string for SNMP set requests (default ‘private’)
e  SNMPV3:
¢  Security Name — Identify the SNMP user (‘OVOCUser’)

¢ Authentication Protocol - Protocol type that used to encrypt the Security
Name field (‘SHA").

¢ Authentication Key — Security Name encryption key. The field is valid only if
Authentication Protocol selected (‘123456789’).

¢ Private Protocol — Protocol type that is used to encrypt the SNMP message
(‘AES-128").

¢ Private Key — SNMP message encryption key. The field is valid only if
Private Protocol selected (‘123456789’).

4. If you would like the One Voice Operations Center to monitor the SBC in your
CloudBond system, select the SBC button.

When you choose this option, the SBC in the CloudBond system is monitored in the
One Voice Operations Center as part of the CloudBond system. SBC alarms will be
displayed in the One Voice Operations Center as part of the CloudBond system.

5. Configure the System Info settings:

e System Name — The name of the system. In an environment with multiple
CloudBond devices, this value must be unique.

e Location — Optional field to describe the system location.
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6. Enter the Login URL — the URL of the CloudBond Admin login page. When you enter
this URL, you can access the CloudBond Management login page from the One Voice
Operations Center. The link from the One Voice Operations Center is valid only when
the Admin user has HTTP/S access to the CloudBond Management Admin.

OC audiocodes

Figure 6-6: EMS Settings-SNMPv2

SYSTEM CONFIGURATION POLICIES

User Management Pack 365

SYSTEM

System Configuration
Office 365 Settings
Licensing

Replication History

OVOC Settings System Info Seftings
Connection
System Name * sysname2
IP Address * 10.21.08
Location loc3
Trap Port* 162

OVOC Settings Keep Alive Port * et

Grouping IDs

CallPickup Groups

Office365 Unified Messaging & CloudPBXPalicies
Music on Hold

1 Number Range /

MsOnline Phone Numbers

Queued Changes

SNMP

O SNMPv2
Security Name *
Authentication Protocol
Authentication Key *
Private Protocol

Private Key *

Managed Components

[0  sBC

Access Settings

SNMP

@ sNMPv2 O sNmPv3 Login URL hitps=//80.60.80.60/api
Community Read * public

Community Write * private

Managed Components
[ sBC

Apply Changes [l Reset Changes

Figure 6-7: EMS Settings-SNMPv3
Access Settings
® SNMPV3 Login URL http/#10.0.0.50/5ysAdmin

ovocaccount

SHA_T ﬂ

None j
Apply Changes [l Reset Changes
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6.6 GroupingIDs

Grouping IDs allow Skype for Business contacts to be separated and segregated into groups.
This allows you to restrict which Skype for Business users can view which contacts within the
Skype for Business environment. Grouping IDs defined on this page are available to be
applied to individual users in the User Management pages.

Figure 6-8: CloudBond 365 Grouping IDs

QC audiocodes USER MANAGEMENT SYSTEM CONFIGURATION

User Management Pack 365

Description Value
Licensin g 3 APAC APAC 80930523-6ced-46€5-8755-23479c99870a
Replication History 2 NA NA 02674be4-4bc2-441¢-2036-566a0c4725¢2
OVOC Settings 1 EMEA EMEA 335559b4-b426-4080-905¢-91e429103680

Grouping IDs View1-30f3 ———

CallFickup Groups

To add a new Grouping ID:

Click the + icon.
Enter Text (name) and Description.
Click Submit.

Ladii e 74

Figure 6-9: Adding a Grouping
Add Record
Text |

Description

B Submit ® Cancel

» To Edit a Grouping ID:

B Click the Pencil icon.

Figure 6-10: Editing a Group Record

Edit Record
Text kest
Description test group id
1 B Submit || ¥ Cancel
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» To Delete a Grouping ID:
B Click the Trash icon.

Figure 6-11: Deleting a Record
Delete

Delete selected record(s)?
X Delete @& Cancel

6.7 CallPickup Groups

CallPickup Groups are a feature of Skype for Business which allows members of the group
to pickup calls ringing on another extension within the group.

To make configuration of CallPickup Groups easier, the feature has been added to the
SysAdmin Web pages.

Figure 6-12: Defining CallPickup Groups

QC audiocodes USER MANAGEMENT SYSTEM CONFIGURATION

User Management Pack 365 synca er16, 2018 8:04PM]

SYSTEM CallPickUP Groups

System Configuration CallPickupGroups

Office 365 Settings

EMEA #100 #109

rouping s
CallPickup Groups Groupld/Description

Office365 Unified Messaging & CloudPEXPalicies

» To configure a CallPickup group:

1. Create a new callpark orbit in the top section (CallPickupGroups). The orbit should
contain enough extensions to support the number of simultaneous calls for the group.
Click the + to create a new orbit.

Figure 6-13: Defining the CallPickup Orbit

UC-FE.cloudbond3&5.com UC-FE2.cloudbond3&5.com uc-fed.cloudbond365.com - Add

g
P

CallPickupGroup

Identity European Pool
MumberRangeStart #1000
MumberRangeEnd 199 *

CallPark3envice Fqdn | UC-FE cloudbond 365 com
Type GroupPickup

B Submit = ¥ Cancel

2. Create a group id and assign it to the orbit. The Call Pickup Group ID is allocated to all
users within the group. As part of the ID, you must select a pickup code from one of the
orbit numbers.
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Figure 6-14: Defining the Call Pickup Group ID

Edit GroupDescriptions

Orbit European Pool -
Dial 101 B
Description Suppory x

B Submit @ ® Cancel

3. Edit the selected Skype for Business users, and assign them to the CallPickupGroup
ID under the Group Management tab.

Installation and Administration Guide 70 Document #: LTRT-26330



Installation and Administration Guide 6. System Configuration

6.8 Music on Hold

Music on Hold (MoH) files can be centrally administered using the Music on Hold page under
the System Configuration menu in the sysadmin web pages:

Before you start managing MoH, create a new share ['lyncMOH'] with read permissions for
everyone on your selected Skype for Business Front End Server.

>
1.

To configure MoH (refer to the corresponding numbers in the figure below):

Select the 'Enable Client Music on Hold policy' check box.

When selected, the global client policy entry EnableClientMusicOnHold is enabled, in
which case, this file is played to a caller when placed on hold by a Skype client. If this
option is cleared, the EnableClientMusicOnHold entry is disabled.

Note that if a MusicOnHoldAudioFile entry is present and this option is disabled, then
the file will not be removed from the policy.

From the 'Set ApplicationServer to upload MOH-files' drop-down list, select the Front
End Application server that will be used to store the MoH file.

Use the button to browse for and upload a MoH file to the server.

In the WorkFlows table, select the check box for the WorkFlow entry to set a custom
MOH file.

This feature enables you to upload and assign a MOH file for the selected “Response
Group” workflow.

Use the browse button to browse to a MoH file to upload for the selected workflow.
Displays the current assigned MoH file for response groups.
Allows changing the default MoH file for response groups.

This feature enables you to assign a default “Response Group” MOH file to play if you
did not assign an MOH file to an individual Response Group” workflow in step 4.

Figure 6-15: Music on Hold

QOCaudiocodes

User Management Pack 365

te a new share [lyncMOH'] with read permissions for everyone on your selected Skype for Business Front End Server

Clicking ‘Choose/Upload file'

he selected file to that location on the share Wyour front end serverl\share\lyncMOH\

Set default global Music On Hold Fil:

EJ ctoose/Upioa e (- wavi - vma)
...............
Alam
Aam
Default Music On Hold Confs
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6.9 MsOnline Phone Numbers

The MsOnline Phone Numbers section displays the numbers that are available and in use
in the Microsoft Calling Plan subscription:

Figure 6-16: MsOnline Phone Numbers

OC audiocodes USER MANAGEMENT SYSTEM CONFIGURATION
User Management Pack &5 [Last syncat: November 16, 2018 8:04 M
sysTEM Drag a column headr and drop it here to group by that column
syscem Contiguration Telephone Number Sipaddress TargetType ©0365Region CityCode ActivationState
Office 365 Settings 31267998020 EYEN EMEA-NLALLFLAL Activared
Licensing 31367936220 euiEa EMEANLALLFL AL Activated
Replication History 31367998221 EMEA EMEA-NLALLFLAL Activared
ovOC Settings i
31367988222 euiEa EMEA-NLALLFLAL Activared
Grouping IDs
31367938223 euiEa EMEA-NLALLFL AL Activared
CallPickup Groups
Office365 Unified Messaging & CloudPBXPolicies 31367856224 EVER EMEANLALLFLAL Actvared
Mausic on Hold 31367998225 sip:HDA440-CAP@activecommunications.eu user YN EMEANLALLFLAL Activared
Unassigned Number Range / Announcements 31367998226 sip:cloudpbxuser] @activecommunications.eu user EvEA EMEANLALLFL AL Activated
Ms! Phone Numbers 31367998227 EMEA EMEA-NLALLFL AL Activated
Queued Changes 31367998228 EMEA EMEANLALLFL AL Activated
31367936229 euiEa EMEA-NLALLFL AL Activared
REE G

6.10 Queued Changes

Changes made to users, either through user edit or update from CSV will be queued for
processing. On the queued changes page you can see the actual queue with new and
already applied changes. You can also enforce processing of the queue for either all or a
subset of users.

Figure 6-17: Queued Changes

QCaudiocodes

SYSTEM CONFIGURATION

i [Last sync at: November 16, 20188:04 PM ]

System Configuration
| Drag & column header and drop it here to Zroup by that column |
Office 365 Settings
Licensing 10 Sipaddress CmdType | Queued Change EXSCUNON | yecution Result | When Created When Updated
Status
Replication History
r112685@my-firse s .. Onprem - CsUser Adentit @..  New Nov 201802

S ings 9 | sipMarschner|12685@my-firstsipdomain.. | OnPrem | SecCsUser -identity sip:Marschner1 12685@... | New 19 Nov20180251:28 | nul
Grouping IDs 8 sipMarschner| 12685@my-firstsipdomainc..  OnPrem | Grant-CsvoicePolicy dentity SipMarschner... | New 19Nov 2018025128 | nul
CallPickup Groups 7 sipMarschner| 12685@my-firstsipdomain.c.. | OnPrem | SecAdUser -denticy 01301E62.0866.4DFD-.. | New 19 Nov 2012025051 | nul
Office365 Unified Messaging & CloudPBXPolicies 6 | sipMarschnert 12685 @my.frscsipdomainc.. | Onprem | SetAduser identity'01301E62.0566-4DFD-.. | Ok 16 MoV 2012080748 16 Now 2018 0311144
NMisicon ol 5 sipjoachimKirschbaum@my-frst-sipdomai.. | OnPrem  SecAdUser -Identicy OFS0FATS-04D3-4622-A.. Ok 16 NoV201E 080738 | 16 Now 2018 08:11:44
Unassigned Number Rangs / Announcements

4 sipwyanschaik@my-firstsipdomain.com OnPrem | SecAdUser -Identicy 'OAETD27C.2CAB-4885-.. | Ok 16Nov201G0507:16 | 16 Now 2018 08:11:44
MsOnline Phone Numbers

3 sipWelfard Reinharc@my-firstsipdomain.c.. | OnPrem | SevAdUser-Idencity 0783258A-26€8-448A-.. | Ok 16 Nov 2013050653 | 16 Now 2018 08:11:44
Queucd Changes

2 sipKunn716032@myfirscsipdomain.com | OnPrem | SecAdUser -Identity ‘0615CFAC-0047-455D-.. | Ok 16 Nov 2018050125 | 16 Now 2018 08:04:26

1 sipHansmartin Kemper@my frst.sipdomai.. | OnPrem | SecAdUser -dentity ‘04820C24-85A5-4208-.. | OK 16Nov20130501:16 | 16 Now 2013 08:04:26

Changes in a queue can be ordered on a column by dragging this column

highlighted section as shown in the picture above, resulting in the following output (where

the queue is now sorted on the sipaddress column):

into the
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w

t SipAddress X

oW new

Id | SipAddress

N

Figure 6-18: Queue Changes-Column Order

1 sip:Hansmartin.Kemper@my-first-sipdomai...

Deisieal
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SipAddress: sip:Hansmartin.Kemper@my-first-sipdomain.com
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When Updated

16 Nov 2018 08:04:26
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OnPrem

4 SipAddress: sip:Kuhn716032@my-first-sipdomain.com
2 sip:Kuhn?16032@my-first-sipdomain.com OnPrem
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7 sip:Marschner112685@my-first-sipdomain.c..  OnPrem
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Ok

Ok

Ok

Ok

- 16 Nov 2018 08:07:38

- 16 Nov 2018 08:07:25

- 19 Nov 2018 02:57:28
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7 Troubleshooting UMP 365

This section provides guidance with troubleshooting issues for User Management Pack 365

71 Incomplete Browser Pages

Depending on the Internet security settings, the “X” character for closing the window might
not be visible. To resolve this issue, change the Internet security settings for the particular
zone, by enabling the Font download, which is disabled by default on servers.

Figure 7-1: Enabling Font Download

Internet Options ?| x %
Security Settings - Internet Zone

| General | Security |Privav:y | Content I Connections | Programs | Advanced |

Settings
Select a zone to view or change security settings. o Prompt -~
™ , . |&®* Downloads
@ GL ® |&® File download
l v @ Disable
Internet  Localintranst  Trusted sites Res_h'icted O Enable
sites L
=% Font download
Internet — O Disable
q This zone is for Internet websites, - ® Enable
except those listed in trusted and O Prompt
restricted zones. _yg Enable .MET Framewark setup
® Disable
Security level for this zone ) Enable
|| Miscellaneous
Custom || Access data sources across domains
Custom settings. @® Disable o
-To change the settings, dick Custom level. 1 Enshla
-To use the recommended settings, dick Default level, < m >
*Takes effect after you restart your computer
Enable Protected Mode (requires restarting Internet Explorer) Reset custom settings
| Custom level... | | Default level | Resetto: I high (default) v | | Reset... |
| Reset all zones to default level |
| oK | | Cancel |

| O | | Cancel Apply ‘ ‘ ‘ |
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