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Configuration Note Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: April-15-2019

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Configuration Note 1. Introduction

1

Introduction

AC Voca provides a state-of-the-art voice recognition service for enterprises, enhancing day-
to-day customer interface and employee productivity by making organizational contacts
easily accessible from multiple user environments by voice.

Combining powerful speech recognition engine with a simple-to-use conversational
interface, AC Voca introduces a reliable, 24x7 call routing solution that reduces costs,
increases the employee's productivity and enhances caller experience and satisfaction.

AC Voca easily integrates with any standard PBX based on analog, digital and IP network
protocols and can be deployed as a secured cloud service or On-premises.
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Configuration Note 2. Getting Started

2 Getting Started

The VocaNom platform is configured with two main users:
B Administrator — Used for login and backup with a default password: Pass123

B Voca - Used for internal platform components and is not intended for logging in using
a local console or RDP. It is part of the Administrators' group. Changing its password
should be done without logging in, but using the Microsoft Management Console
(MMC) “Computer Management” plugin.

Notes:

A e We recommend not changing the password. The default password is Po1234$.

¢ |If you are using a redundant system, the users and passwords on both systems
must be identical.
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3. Changing the Administrator Password

3

Changing the Administrator Password

The procedure below describes how to change the Administrator Password.

W N =Y

To change the Administrator Password:

Change the Windows password for the Administrator user.

Open the Task Scheduler, and then navigate to the Task Scheduler Library.
Select VOCANOM.

File Action View Help

@[ 2@

Task Scheduler

=

(®) Task Scheduler (Local)
a [ Task Scheduler Library
b [ Microsoft
| VOCANOM
WP

Name Status  Triggers Mext Run Time
DAP_mport_ScheduledT... Disabled At 1:00 AM every day  4/5/20191:00:00 M  Never
re.. Ready  At12 12:30:00 AV

< [0

Last Run Time

Actions
VOCANOM -
] Create Basic Task,

Last Run Result|

017123000 AM _The operation d

© Create Task
Irmport Task...
[ Display &l Rurning Tasks
] Enable All Tasks History
| Mew Folder..

X Delete Folder

View »
General | Triggers | Actions | Conditions | Settings | History (disabled) | | Refresh
Harne: [VOCANom Backup (scheduled task) He-IL | = [B Hee
Location;  WOCANOM Selected ltem -
Author Administrator B Run
Description: | Backup VOCANom components daily at 0030 u fnd

¥ Disable

Export

& Properties
Security options T | % pelete
When running the task, use the following user account: H rep

WIN-PAB0S00SI00 A ministrator
Run onlywhen user is logged an
Run whether user is logged an or not
Do nat store passward, The task will only have access ta local resaurces

Run with highest privileges

Hidden Configure for | Windaws® 7, Windows Server™ 2008 R2
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4,
5.

6.

7.

Right-click VocaNOM Backup and select its properties.

On the General tab, click Change User or Group.

General |Triggers | Actions | Conditions | Settings | History (disabled) ‘

Mame: |V0CANDm Backup (scheduled task)_He-IL
Location:  WOCANOM

Author: Adrministrator

Description: Marr components daily at 00:30)

Security options
When running the task, use the following user account:
WIN-P430300Q9100VAdministrator
O Run onlywhen useris logged on
® Run whether user is logged on or not
[] Do not store password, The task will only have access to local computer resources,

[ Rur with highest privileges

Change User or Group..

] Hidden Configure for: | Windows ® 7, Windous Server™ 2008 R2

Enter the user Administrator details as shown in the screen below, and then click OK.

Select this object twpe:

|Usel, Group, or Buil-in security principal

| | Obiject Types... |

Fram this location:

|WIN-DAJQEI4?2JKH

|| Locations.... |

Enter the object name to select [examples):

Adrinistratol

Check Mames

[

Cancel |

then click OK.

Enter user account infarmation For running this task,

Lser name: |ﬂ JQ0472 KH Adrministrakor V| D
Password: | | |

Ok | | Cancel

After confirming the Properties dialog, enter the new password in Task Scheduler, and

Configuration Note
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4 Changing the Voca User Password
The procedure below describes how to change the Voca user Password.

» To change the Voca user Password:

1. Open the Computer Management console.
2. Navigate to System Tools > Local Users and Groups > Users.

A Computer Management

File  Action  View Help

«= nE &= BE

& Computer Management (Lacal) Mame Full Mame Description Actions

4 [} system Toals & administrator Built-in accaunt for administering... T .
b (5 Task Scheduler A ASPNET ASP.MET Machine Acco..  Account used for running the 3.,
b §] Bvent viewsr % Guest Buitt-in accaunt far guest access t., More Actions
b 5t Shared Folders Rvocs Voca

a4

b (®) Performance
£ Device Manager
4 22 Storage
b 4l Windows Server Backup
i=9 Disk Management
b Ely Services and Applications

3. Right-click user Voca, and then select Set Password.

Built-in account for quest access t.,

#l Guest

0 it
Set Passweard.,

All Tasks

Delete

Rename
Properties

Help

4. On the confirmation dialog, click Proceed.

Set Password for Yoca

Rezetting thiz pazsword might causze ineversible lozs of information for this user account,
l . For zecunity reasons, Windows probects certain information by making it impozsible to
~  access if the user's password is rezet,

This data lozz will accur the nest time the uzer logs off.

You zhould uze this command anly if & user has forgotten his or her pazsword and does
not have a password reset disk. If this user has created a pazsword reset digk. then he or
she should use that dizk ta set the password.

If the uger knows the password and wants to change it, he or she should log in, then
press CTRL+ALT+DELETE and click Change Passwaord.

For additional information, click Help.

Proceed | | Cancel | | Help
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5.

6.

Enter and confirm the new password, and then click OK.

Mew pazzword:

Canfirm passward:

QcCur,

Set Password for Yoca

[ |

FAN If you click OF, the following will ocour:

oK

Cancel |

This uzer account will immediately lose access to all of itz encrypted
files, stored passwords, and personal security certificates.

If pou click Cancel, the password will not be changed and no data loss will

Navigate to Services and Applications > Services.

File
=

Action

View  Help

2 I [

Computer Management

& Computer Managernent (Local)
a b Syster Tools

b (D) Task Scheduler

b ] Event Wiewer

b &) Shared Folders

b & Local Users and Groups

b (@) Performance
4 Device Manager

3 storage

b Hb Windows Server Backup
129 Disk Management

s Services and Applications

n

b W) Internet Information Services (|
b [ Routing and Remote Access
, Services
5 WMI Control
b & Message Queuing

7.
8.
9.

Services

Select an item to view its description.

MNarne -

Acapela Telecom TTS Service

*Acapela TTS Server (x64) Ser..
% Acapela TTS Server Monitor..
% Acapela TTS Server Monitor..

% ActiveX Installer (SdnstSi)
% Apache.2-Zend
% App Readiness

 Application Experience

& Application Host Helper Ser...

 Application dentity
 Application Information
 Application Layer Gateway ..
 Application Management

% AppX Deployrment Service (..
£ ASPNET State Service

# Background Intelligent Tran...

% Background Tasks Infrastru...
7. Base Filtering Engine

. Centificate Prapagation

7 ClusterhanagerService

7 CNG Key Isalation

% COM+ Event Systern

% COM+ System Application

% Computer Browser

% Credential Manager

% Cryptographic Services

% DCOM Server Process Laun...

< Device Association Service

Description
Acapela Tel..
Acapela TT..

Muonitors ac...

Muonitors ac...

Provides Us...
fpache/2.2

Gets apps re..

Processes a...
Provides ad...

Determines ..

Facilitates ..
Provides su...

Processes in..,

Provides inf...
Provides su..
Transfers fil...
Windaws in..,
The Base Fil...

Copies user..

Monitor clu...

The CNG ke...

Supports Sy.
Manages th.
Maintains a...

Provides se...

Provides thr...

The DCOM..,

Enables pair..

Status
Running

Running

Running
Running
Running
Running
Running

Running

Running

Running

Startup Type  Lag On s

Automatic Local ystem
Wanual Local ystem
Manual Local System
Manual Local System
Manual Local System
Disabled Local System
Manual Local System
Manual (Trig.. Local System
Butomatic Local System
Manual (Trig.. Local Service
Manual (Trig...  Local System
Manual Local Service
Manual Local System
Wanual Local System
Wanual Network Ser..
Wanual Local ystem
Butomatic Local ystem
Butomatic Local Service
Wanual Local ystem
Butomatic Local System
Manual (Trig.. Local System
Automatic Local Service
Manual Local System
Disabled Local System
Manual Local System
Automatic Metwark Ser...
Butomatic Local System
Manual (Trig..  Local System

\ Edtended { Standard

Locate the Enghouse Interactive Media Gateway service.
Right-click the service, and then select Properties.
On the opened dialog, select the Log On tab, and then change the password.

Actions
Services =
More Actions 3

Configuration Note
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i Encrypting File System (EFS)  Provides th.., fanual (Trig...  Local Systerm
+ Enghouse Interactive &larm.., Provides an.. Running  Automatic Local Systern |
% Enghouse Interactive CTIC.. Telephony .. Running  Automatic Metwark Ser..,

« Enghouse Interactiy Frabose |nteractive Media Gateway Properties (Local...-
Enghouse Interacti
o Bxtensible Authenti

S FileSynchanagerse

i3

| General| Log On | Recovery I Dependencies |

- . Log on as
% Function Discovery d

£ Function Discovery () Local System account

. Google Chrarme Ele Allov service to interact with desktop

S Google Update Se

@) This account: |.'\Voca | | Browse...

S Google Update Se

o Group Policy Client] Pazsword:
i Health Key and Cerd
% Human Interface D
S Hyper-y Data Excha
i Hyper-W Guest Sery
S Hyper-W Guest Shu
S Hyper-Y Heartheat
S Hyper-Y Rernote Dg

Confirm pagzsword: |............... |

i Hyper-W Time Sync
S Hyper-Wolume 3
S 115 Adimin Service

S IKE and AuthlP IPse
% InstallDriver Table

S Intel(R) PROSet Mo
S Interactive Services |

oK Apply

Cancel | |

10. Repeat steps 7 to 9, for the following additional services:

e Enghouse Interactive CTI Connect Server
e  Enghouse Interactive Enterprise Communication Server
e  FileSyncManagerService

11. Open the Internet Information Services (lIS) Manager.

) Internet Information Services (I15) Manager = || -
@) [ @ » WIN-ONQITAKH » Sites b DefauleWeb Site » G
File View Help
Connections . Actions
I @ Default Web Site Home
- > |8 B Explore
W Start Page - Edit Perrmizsions...
i Fiter: - V6o - GHShow Ml | Group by A - E-
8 WIN-DAIGITIKH (WIH-0A o - ik ——
-} Application Pools ASPNET . e py
- E indings..
e E @ e : -
4 @) Default Web Site 8 = F \‘5‘%‘ L ¥ [E Basic Settings..
P MET | NET  METEwor  MET  METProfile NETTrust Applicstion Connection Machine Key vewEr o
§ ) Authorizatio] Compilation  Pages  Glabalization Levels Settings Strings
b [ aspret client P Wiew Virtual Directaries
B0 asiets = g @ N
B[ crowd_utils £ =| Manage Website a
b custamize Pagesand  Session State SMTP E-rmail 2 Restart
b (P EdmSendce Controls
bl EnvosWs | Stop
b 5] metronic s Al -
b [ models S 2 = p— IS 4 = Browse Website
"] 2 = —
b3 sparks = _:;}‘_;j 7;% €61 \fé_‘\ ) =0 5@ Browvse %80 (http)
» 7] storage &SP Authentic.. Authorizst.  CGl  Compression Default  Directory  EmorPages  Failed Browse 8090 (http)
5 0 systarn Rules Document  Browsing Request Tra.. 5] 'y
b temp " i i 3 = . - Ais Advanced Settings..
p [ tmp & q9) = IS Ur Eu JE <§ﬂ g — l
B[ wendor Handler HTTR HTTP 1P Address  ISSPIFilkers  Logging  MIME Types  Madules Output onfigure
Mappings  Redirect Respon...  and Dama... Caching Failed Request Tracing...
& ’ Lirnits..
r &= % =] o Install Application Fram
PHP Request  SSL Settings  URL Rewrite = Selleng
Manager  Filtering @ Help
Management ~
= i F h
R + | Pt e i Comont i
Ready L=
12. Navigate to Sites > Default Web Site.
13. On the right Actions pane, select Advanced Settings.
Version 1.0 15 AC Voca
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Advanced Settings \L-

4 [General)
Application Pool DefaultAppPool
Bindings hittp:™ B0, net top:B0R net pipe™ net.msma:localhost,n

1
Default Web Site

Sy Drivellinetp root
a enti voca ]

Physical Path Credentials Logon Type ClearText

Preload Enabled False
4 Behavior

Enabled Protocals hitp
I Failed Request Tracing
I Limits

Physical Path Credentials
[username, password] Credentials for the user identity that should be impersonated when accessing the
physical path for the wirtual directory

| 0K | ‘ Cance|

14. Select Physical Path Credentials, and then click OK.
15. Confirm that the Specific user is "voca", and then click Set.

Connect As .

Path credentials:

(O] Specific usen

waca | | Set.., |

O Application user (pass-through authentication)

| oK | | Cancel |

16. In the 'User name' field, enter "voca".
17. Enter and confirm the new password, and then click OK.

Set Credentials _

User narme:
|‘u‘0ca |

Passnard:

Canfirm password:

0]4 | ‘ Cancel ‘
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18. On the 1IS Manager screen, navigate to Sites > Default Web Site > EdmService.

Q » OWIN-OAJQOA7KH  » Sites b DefaultWeb Site »

File  Wiew  Help

@iz e
.8 Start Page
495 WIN-CAJQTZIKH (WIN-0A

2} Application Pools

4[] Sites
4 &0y Default Web Site
b [ application
b1 aspnet_client
b assets
b [ crowd_utils

b L] metronic
11 models
b sparks
b3 storage
b system
p[ temp

p [ tmp
B[ wendor

Ready

S ——)
|

0 Default Web Site Home
&) Explare
Fiter: © v Gs - G ShowAll | Group by: Area Gl T
ASP.NET ~lal
s & ro ﬁ Bindings...
=) @ - 5 u?./ LI“-T ﬁ Basic Settings...
NET NET Errar NET  .NETProfile METTrust Application Connection Machine Key vewirp
Compilstion  Pages  Globalization Levels Settings Strings g
; Wiew Virtual Directories
’ =
Pagesand  Session State SMTP E-mail Z Restart
Cantrals > Start
B Stop
IS -
" \ = Browse Website
i& 2 \% Py % 8] Browse ™80 thttp)
Authentic... Authorizat.. cal Compression  Default Directory  Error Pages Failed Browse %8090 (http)
Rules Docurnent  Brawsing Request Tra.., ] Browse 443 (https)
i, Tk = . o Avanced Settings...
CH iy & g —=
Handler HTTP HTTP 1P Address ISAPIFilters  Logging MIMETypes  Modules  Output o
Mappings  Redirect Respon...  and Doma.. Caching Failed Request Tracing...
Lirnits...
= —_—
o= g Install Application From
. L E Gallery
PHP Request  SSL Settings URL Rewrite Galleryl S
Manager  Filtering @ Hep
Management Al
= Aa F.9 ]
|21 Features View |2 Content View

19. On the right actions pane, select Basic Settings.

e » OWIN-OAJQQA72IKH v Sites b Default'eb Site »

File  Wiew Help

Q- &8
@5 Start Page
a8 WIN-0AIQ04TZIKH (WIN-0A,

Application Pools
4[] Sites

4 Y Default Web Site
b5 application
b7 aspnet_client
B[ assets
b0 erowid_utils
b custarnize
b P EdmService
b0 ErnvosWs
b metronic
b -[ models
b5 sparks
b3 storage
b system
b [ temp
b tmp
[ wendor

B —
|

Ready

0 Default Web Site Home
4 Exlore
Fiter: - VG0 - G Show Al | Group by Area Edit Bemisiongly
ASP.NET ~al
B °® B @ - W g
NET MET MET Errar MNET  METProfile METTrust Application Connection Machine Key .
Authorizatiol Compilation  Pages  Globalization Levels Settings Strings .
- i o Wiew Virtual Directories
&} ‘l Manage Website ()
Pagesand Session State SMTP E-mail Z Restart
Cantrals » Start
B oy
ns ~ 2
. i . = Browse Website
Qoé m ‘% @ 81 Browse 80 (http)
A8 Authentic.. Authorizat.  C6l  Compression Default  Directory  ErorPages  Failed Browse %2050 (http)
Rules Document  Browsing Request Tra.., [®] Browse *443 thtps)
i, 4 = § Er Advanced Settings...
@ o -
Handler HTTR HTTP IP Address  IS5PIFilters  Logging  MIME Types  Modules Output e
Mappings  Redirect  Respon..  and Doma.., Caching Failed Request Tracing...
Lirnits...
= irmits
= [+ & Install Application From
. S Gallery
PHP Request  SSL Settings URL Rewrite Galleryl S
anager Filtering 0 Help
Management ~l
= [=2Y e ]
[T s i |5 Contetiew
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20. Click Connect as.

Site nare:  Default Web Site
Path: !

Application poal:
| |DefauItAppPO0I | | Select..,

Exarnple: sales

Physical path:
‘C:\inetpub\wwwroot\EdeeN\ce | EI

Connectas Woca'

| Connect as.., | | Test Settings..,

[] Enable Preload

| Ok | | Cancel |

Path credentials:

® Specific user:

|Voca | | Set... |

O Application user (pass-through authentication)

Cancel

22. In the 'User name' name field enter "Voca", and then enter and confirm your new
password.

23. Click OK.

User narme:

|V0ca

Passuvard:

Confirm passward:
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