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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes can-
not guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: May-01-2019

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our  website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any comments
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form
on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
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1 Introduction

This document describes how to install OVOC server from the Microsoft Azure Marketplace. In
addition, instructions are provided for activating the OVOC Trial License ("Try Before Buy").

Before proceeding, ensure that you have the appropriate OVOC license (contact your
AudioCodes representative for more details) and that you are familiar with your cre-
dentials for the Microsoft Azure account.
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2 Installing OVOC Server on the Microsoft
Azure Platform

> To install OVOC from the Microsoft Azure Marketplace:

1. Inthe Azure Marketplace, search for "AudioCodes One Voice Operations Center (OVOC)" and
click Get It Now.

Figure 2-1: Get it Now

Products > AudioCodes One Voice Operations Center

AudioCodes One Voice Operations Center

m AudioCodes

audiocodes

Overview Plans Reviews

Web-based lifecycle management and monitoring for cloud or
premises-based VolP deployments

AudioCodes One Voice Operations Center (OVOC) is a voice network management solution
that combines management of voice network devices and quality of experience monitoring

into a single, intuitive web-based ion. OVOC enables ini to adopt a holistic
Categories approach to network lifecycle management by simplifying everyday tasks and assisting in
Q\J::ﬁ.ﬁng troubleshooting all the way from detection to correction. Thanks to OVOC's clear GUI design,
Security system administrators can manage the full lifecycle of VolIP devices and elements from a single

Management Tools centralized location, saving time and costs. Tasks that would normally be complex and time-
consuming, such as performing roct cause analysis, adding new devices to the VaIP netwark

Support

guzﬁm and initiating bulk software updates, can now be carried out quickly and easily.
Legal

License Agreement Learn more

Privacy Policy

AudioCodes One Voice Operations Center product page
AudioCodes One Voice Operations Center Device Manager

2. Click Continue.
Figure 2-2: Create this App in Azure

Create this app in Azure

By dlicking "Continus”, T grant
§ . . Microsoft permission to share my
AudioCodes One Voice Operations Center supplied cantact information with the
By AudioCodss provider o that they can contact me
regarding this product and related
products. The shared information will
5e handled in accordance with the
Software plan providar's terms and privacy
statement.

AudioCodes One Voice Operations Center (Staged)

Details: Web-based lifecycle management and monitoring for cloud
or premises-based VoIP deployments

This app requires some basic profile information. You have provided the information
already so you're good to gol Edit

3. You are now logged in to the Azure portal; click Create.



CHAPTER 2

Installing OVOC Server on the Microsoft Azure Platform OVOC | Microsoft Azure Installation

Figure 2-3: Create Virtual Machine

Dashboard > AudioCodes One Voice Operations Center (preview)

Create a resource Codes One Voice Operations Center (preview)
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4. Configure the following:

Choose your Subscription.

Choose your Resource Group or create a new one

Enter the name of the new Virtual Machine.

Choose the Region.

Choose the VM Size (F16s is the VM size that is recommended for High performance).

"m0 Q00T O

Choose Authentication Type "Password" and enter username "acovoc" and user-defined
password. This user is used for accessing the OVOC server via SSH.
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Microsoft Azure

Create a resource
Home
Dashboard
All services
FAVORITES
All resources
8 Virtual machines
1] Images
& Disks
& Snapshots
B Siorage accounts
w# Resource groups

Virtual networks

e Monitor

() Cost Management + Billing

Figure 2-4: Virtual Machine Details

2 Search resources, services, an

Dashboard » AudioCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

Disks

Basics

MNetworking

Management

Advanced

Tags

Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized

image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full

customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOUr resources,

* Subscription @ MNewwave AZURE LAB w
* Resource group @ AUDC h
Create new
INSTANCE DETAILS
* Virtual machine name @ OVOC-7-6-1000 W
* Region @ West Europe e
Availability options @ Mo infrastructure redundancy required ~
* Image @ AudioCodes One Vioice Operations Center ~
Browse all images
* Size @ Standard F16s
16 vcpus, 32 GB memory
Change size
A
ADMINISTRATOR ACCOUNT

Authentication type @
* Usemame @

* Password @

* Confirm password @

I:E] Password \: ) S5H public key

5. Click Next until Networking section to configure the network settings, including the Private
and Public IP addresses and Firewall rules (Network Security Group). By default, only ports 22
and 443 are open for inbound traffic (open other ports for managing devices behind a NAT
(outside the Azure environment) as required . For more information, see Managing Devices
Behind an Enterprise Firewall or NAT on page 7
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Microsoft Azure

Create a resource
#+ Home
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Figure 2-5: Network Settings

2 Search resources, services, ¢

Dashboard > AudioCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

Basics Disks | Networking | Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution. Learn
more

METWORK INTERFACE

When creating a virtual machine, a network interface will be created for you.

CONFIGURE VIRTUAL NETWORKS

* Virtual network @ AUDCvnet295 v
Create new

* Subnet @ default {10.0 v
B subnet configuration

Public IP @ (new) OVOC-7-6-1000-ip v
Create new

NIC netwaork security Advanced
) This VM image nhas preconfigured NSG rules

w) OVOC-7-6-1000-nsg v

Create new

ted image does not support accelerated networking

LOAD BALANCING

ou can place this virtual machine in the backend poaol of an existing Azure load balancing solution. Learn more

Place t irtual machine
existing load balancing

+ areate | Previous || Next : Management > |

6. Click Next until Review+Create tab, make sure all the settings are correct and click Create.
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Microsoft Azure

Create a resource

Figure 2-6: Review and Create

P Search resources, services, and docs l

Dashboard > AudioCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

#+ Home

&/ Validation passed

E=| Dashboard
A= Basics Disks MNetworking Management Advanced Tags Review + create
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* Preferred e-mail address MarkKeme|@audiocodes.com v| @ Match found.

* Preferred phone number +97238764373

BASICS
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AUDC

OVOC-7-6-1000

West Europe

No Infrastructure redundancy required
Password

acovoc

Premium SSD

Yes

Virtual network AUDCvnet295

Create Previous

Dewnload a template for automation

7. Navigate to the "Virtual machines" section, where you can, for example, monitor the Virtual
Machine creation process and find the Public IP address to access the Virtual Machine.

& After the Deployment process has completed, the Virtual Machine may not be access-
ible via SSH for the configured IP address, or its status may appear as hanging in the
"Creating" state for a long time. Consequently, you should stop the Virtual Machine and
restart , after which time it should be accessible.

Figure 2-7: Azure Deployment Process Complete
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3

Managing Devices Behind an Enterprise Fire-
wall or NAT

If you are managing devices behind an Enterprise firewall or NAT in a remote enterprise network
(deployed remotely outside of the Microsoft Azure Network), then these devices should be
deployed using the following methods:

= OVOC Managed Devices: automatically with full automatic detection. Refer to Section
"Adding AudioCodes Devices Automatically” in the OVOC User's Manual.

= Device Manager Managed Devices (AudioCodes and Jabra devices): using the Device
Manager Agent which is deployed locally in the enterprise network. The Agent application
enables secured two-way communication between OVOC and devices. Refer to Device
Manager Agent Installation and Configuration Guide.

Firewall rules should be configured in the remote Enterprise network to open the
following ports:

e SNMP UDP port 1161 used for listening to incoming Keep-alive messages from
OVOC Managed devices.

e HTTPS Port 443 used for listening to incoming Keep-alive messages from Device
Manager Managed devices in the Device Manager Agent deployment.
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A Activating OVOC Trial License (Try Before
Buy)

If you would like to trial OVOC before buying it, you can download a trial license from
https://www.audiocodes.com/ovoc-demo-license-activation

The generated license is valid for 4 months and supports the following functionality:
m OVOC Advanced Quality Package

m 10 quality monitoring probes (AudioCodes SBCs and gateway devices)

150 concurrent quality monitoring sessions

350 managed devices such as IP Phones and Jabra headsets and speakers

10 SBC sessions, 10 registrations, 10 signaling and 10 transcoding sessions in the Fixed
License pool

The Floating license is not supported as part of the “Try Before Buy” trial license.

OVOC Basic SBC/Gateway management requires an OVOC feature key on the SBC/Gateway.
The AudioCodes’ SBC in the Azure Marketplace already includes this feature key as part of the trial
SBC license “Try Before Buy”. In case you would like to manage an AudioCodes’ SBC/Gateway
which is not from the Azure marketplace (i.e. on premise deployments), you need to obtain a valid
OVOC feature key on the managed SBC/Gateway from your local AudioCodes’ representative.

Make sure that the relevant information is entered in the form. The Machine ID should be taken from
the OVOC Server Manager after installation. For complete instructions on how to obtain the OVOC
Server Machine ID and how to download and activate the OVOC feature key, refer to the “License”
section of the OVOC IOM Manual:

https://www.audiocodes.com/media/13612/one-voice-operations-center-iom-manual-ver-76. pdf
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