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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes can-
not guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: May-26-2020

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our  website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any comments
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form
on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
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Description

Updated document for Version 7.8.1.

New sections: Hardware Requirements; System Capacity; AC Voca
Scheduler Tasks; Configuring AC Voca DNN Speech Recognition Mode

Updated sections: Using Clean Windows Installation; Configuring the OSN
IP Address; Configuring the OSN IP Address; Installing AC Voca;
Configuring Enghouse Interactive’s Communication Portal (CP); Configuring
Enghouse CP Additional Language Support; Installing the AC Voca License;
Installing CT Connect Media Gateway License; Acapela non-Hebrew Text to
Speech; Running the LDAP Client Setup in AC Voca Cloud Mode; Running
the LDAP Client Setup in AC Voca On-premises Mode; Entering Fields under
LDAP Connection Tab; Setting up LDAP Client Synchronization;
Troubleshooting LDAP Client Connectivity; Installing LDAP Client Service;
Configuring the LDAP Client File (removed)

Updated document for Version 7.8.2.

Updated sections: Getting Started; Installing AC Voca; Configuring Enghouse
CP Additional Language Support (Optional); Installing Text to Speech Engine;
Updated screens for LDAP synchronization
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1

Introduction

AC Voca provides a state-of-the-art voice recognition service for enterprises, enhancing day-to-day
customer interface and employee productivity by making organizational contacts easily accessible
from multiple user environments by voice.

Combining powerful speech recognition engine with a simple-to-use conversational interface, AC
Voca introduces a reliable, 24x7 call routing solution that reduces costs, increases the employee's
productivity and enhances caller experience and satisfaction.
AC Voca easily integrates with any standard PBX based on analog, digital and IP network
protocols and can be deployed as a secured cloud service or On-premises.
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2 Getting Started

There are a number of ways to install the AC Voca system:

= Clean Windows Installation: A customer provides a clean-installed Windows 2016 (or
Windows 2012 R2) system with the latest security updates. The installation will be provided by
AudioCodes as a downloadable URL.

= AudioCodes Mediant 800 Installation: AudioCodes provides a Mediant 800 with a pre-
installed Windows 2016. The installation package will be located at C:\ACVoca_Installer.

m  Pre-installed: AudioCodes offers Voca Software as a Service (SaaS) as a cloud deployment.
Please contact your AudioCodes representative for more information on this option.

The default Administrator's password is "pass123". It is highly recommended to change
the password according to the Enterprise's policy. The updated password must be
stored in a secure location, so that it is accessible to those that need to it.

Hardware Requirements

The AC Voca server requires the following minimal hardware configuration for On-premises install-

ation:

m  CPU: Intel Core i7-5th Gen @ 2.7GHz with 4 cores or higher - dedicate all cores; enable hyper-
threading.

= RAM:32GB

= SSD:256 GB
NIC: 1GB Ethernet card
m  Operating System: Windows Server 2016

For private cloud installations, the minimal hardware configuration is:
m  For AWS: Use c5.2xlarge instances or higher
m  For other configurations: Contact your AudioCodes representative

Self-installation is designed to support single tenant deployments. For multi-tenant deployments,
please contact your AudioCodes Sales or Technical Support representative.

System Capacity

The system supports the following channels capacity:
m  ForHebrew and German, up to 6 concurrent channels are supported
m  For English, up to 2 concurrent channels are supported

m  For Spanish (United States, Spain, Central and South America), up to 30 concurrent channels
are supported

In cases of mixed languages under a single tenant, the service is limited to the lowest
number of supported channels per language.

Entries Support

= Upto 17,000 entries
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Using Clean Windows Installation

It is the customer’s responsibility to provide a clean-installed licensed Windows 2016 (or Windows
2012 R2) system with the following requirements:

m .NET Framework Features 3.5

If the server has Internet connectivity during installation, the framework will be installed
automatically. Otherwise.NET 3.5 should be pre-installed (see Enabling .NET
Framework 3.5 on Windows on page 70).

m Disabled Virtual Memory paging file
m Latest security updates
m Static IP address

Additional Software Installation

The user must not install any additional software on the server, including anti-virus or any real time
scanner. Installation of any third-party software may lead to performance issues, stability problems
and may cause unpredictable results.

Disabling Virtual Memory Paging File
The procedure below describes how to disable the Virtual Memory Paging file.
> To disable Virtual Memory Paging File on a Windows System

1. Press the Windows key and open Control Panel.

2. Navigate to System and Security > System, and then click Advanced system settings in
the left pane.

Ld Systermn

4 E3 5 Control Panel » Systermn and Security » System

Control Panel Home . . .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows Server 2016 Standard
GI Advanced system settings I £ 2016 Microsoft Corporation, &l rights reserved,

3. Inthe System Properties dialog box, click the Advanced tab, and then click Settings...
under the 'Performance’ group.

E' Metwaork Connections

HN ﬁ-l » Control Panel » Metwork and Internet » Metwork Connections

Organize +

Name Status Device Mame

' Ethernet MNetwork cable unplugged Intel(R) 82574L Gigabit Metwork Connection

U Ethernet 2 Network cable unplugged Intel(R) 82574L Gigabit Metwork Connection #2
',”,' Ethernet 3 MNetwork Intel(R) Ethernet Connection 1217-LM I

4. Click the Advanced tab, and then click the Change... button.

-3-
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5. Select the drive that it is on, and then click the No paging file option.

6. Clearthe 'Automatically manage paging file size for all drives' check box.
7. Click Set, and then click OK.

8. Select Restart Now to apply the changes, and then disable virtual memory.

Using AudioCodes Mediant 800 Installation

Before installing the AC Voca system on AudioCodes Mediant 800, do the following:
= Install Windows 2012 R2 Security Updates

m  Configure the OSN IP address

m  Configure the Server System Time Settings

Installing Windows Security Updates

Install Windows Security Updates to run the latest service patches and install all missing updates.

Configuring the OSN IP Address

The AC Voca system must have a static IP address. You can configure a static IP address for the
OSN server on the Mediant 800.

If you are connected remotely, performing this step will disconnect you from the
system. After performing this step, you can re-connect the system with its new location
and IP address.

> To configure a static IP address for OSN:
1. Press the Windows key.
2. Inthe'Search' text box, enter "View Network connections", and then press Enter.

Search

Everywhere -

View Network connecﬂ E

W View network connections

Ly

3. Right-click the Intel(R) Ethemet Connection 1217-LM network connection, and then from the
shortcut menu, select Rename.
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E' Metwork Connections

N .E-‘P » Control Panel » Metwork and Internet » Metwork Connections

Organize +

Name Status Device Mame

,‘[,_‘3,] Ethernet Network cable unplugged Intel(R) 82574L Gigabit Metwork Connection
Ethernet 2 Network cable unplugged Intel(R) 82574L Gigabit Metwork Connection #2

@ Ethernet 3 Metwork Intel(R) Ethernet Connectian [217-LM I

4. Assignthe new alias name as Internal.

E' MNetwork Connections

™ .EP » Control Panel » MNetwork and Internet > Metwork Connections »

v O
Organize «
~
MName Status Device Name Connectivity
ﬂ Ethernet Metwork cable unplugged Intel(R) 82574L Gigabit Network Connection
ﬂ Ethernet 2 Metwork cable unplugged Intel(R) 82574L Gigabit Network Connection #2
@ Internal Metwork Intel(R) Ethernet Connection 1217-LM Internet access

5. Right-click the Internal network connection, and then from the shortcut menu, choose
Properties.

U Internal Properties *
Metworking  Sharing

Connect using:

I? Intel{R) Ethemet Connection 1217-LM

This connection uses the following tems:

I?Dient for Microsoft Networks *
l? File and Printer Sharing for Microsoft Metwarks

3005 Packet Scheduler

'l Irtemet Protocol Version 4 (TCP/1Pwd)
O . Microsoft Metworle Adapter Multiplexor Protocal
. Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/IPvE) W
£ >

Install... Uninstall Properties
Description

Transmission Cortrol Protocal/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

QK Cancel

6. Double-click Internet Protocol Version 4 (TCP/IPv4).
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7. Enterthe IP address and DNS server addresses.
8. Click Advanced.

Internet Protocol Version 4 (TCP/1Pwd) Properties *
General

You can get IP settings assigned automatically it your network supports
this capability, Otherwise, you need to ask yvour netwaork administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: | 0 .31 .5 .250 |
Subnet mask: | 255.255. 0 . 0 |
Default gateway: | 0.31.0 .1 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | w. 1.1 .11 |

Alternate DNS server: lw.1.1.10|

[ ]validate settings upon exit Advanced. ..

Concel

9. Clearthe 'Automatic Metric' check box, and then in the 'Interface Metric' field enter "1".
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Advanced TCP/IP Settings

IP Settings  DNS WINS

IF addresses

IP address Subret mask
10.31.5.250 255,255.0,0
Add. .. Edit... Remaove
Default gateways:
Gateway Metric
10.31.0.1 Automatic
Add... Edit... Remove
[ ] automatic metric

Interface metric:

Cancel

A low metric number indicates higher priority. A high metric number indicates low

priority.

10. Click OK to apply the configuration.
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] Internal Properties
Metworking  Sharing

Connect using:

& Intel(R) Ethemet Connection 1217-LM

This connection uses the following tems:

&3 Client for Microsoft Networks

f? File and Printer Sharing for Microsoft Metwarks
3005 Packet Scheduler

il Intemet Protocol Version 4 (TCP/IPvd)
O 4 Microsoft Metworke Adapter Multiplexor Protocal
4 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/IPvE)
£

>

Install... Uningtall Properties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

QK Cancel
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11. Click OK to close the Internal Properties window.
12. Close the Network Connections window.

Configuring the Server System Time Settings

For AC Voca system multi-time zone support, Windows 2012 R2 must be configured in the UTC
system time zone. The procedure below describes how to configure your server system time
settings.

Verify that your server time is correctly set to UTC time. Otherwise, perform the
following procedure.

> To configure the server system time settings:
1. Right-click the server time and select Adjust date/time.

Toolbars

Adjust date/time

Custornize notification icons

" Show Task View button
Show Windows Ink Workspace button

Show touch keyboard button

Show the desktop

Task Manager

" Lock the taskbar

Settings

2. Assignthe correct UTC time zone, date and time and then save the settings.
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7:30 AM, Monday, February 3, 2020

Set time automatically

@ on

Set time zone automatically
@ D off

Change date and time

Change

Time zone

(UTC) Coordinated Universal Time ~

Adjust for daylight saving time automatically

@ or

-10 -
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3 Installing AC Voca

The procedure below describes how to install AC Voca. As noted in Getting Started on page 2,

there are a number of ways to install the AC Voca system.

A restart may be required during installation. After the restart has completed, log in to
the server and the installation process will continue automatically.

> To install AC Voca:

1.

Double-click the AC Voca file to start the installation.

. Acapela File folder
. AcapelakES File folder
|n ACVoca Application 23,406 KB
d AudioCodes-packages Cabinet File 876,102 KB
B Enghouse-Interactive-packages Cabinet File
H MySQL-packages Cabinet File
|j Prerequisites Cabinet File
H Sivan2-packages /8/2019 1:16 PM Cabinet File
|j WebPl-packages 19 1:17 PM Cabinet File

2. After launching the installer, the AudioCodes logo appears:

3. The AC Voca EULA information page appears. You must accept the conditions to continue.

=
2

X audiocodes

Definitions.

Confidential Information meansz information concerning inventions, know-how,
trade secrets and other proprietary Licensor information or information of its
licensors, including Licensor’s disclosure of the Licensed Software, Documentation
and trade secrets relating to the Licensed Software and any modifications thereof.
Fees. means either license fees, royalties or any other compensation required for
the Licensed Configuration of the Licensed Software.

Licensed Configuration. means to the extent applicable, as indicated on the License
Key, the choice of features, maximum number of licensed ports, or any other
specifications, as approved in writing by Licensar.

License Key. means the code provided by Licensor to Licensee, which enables the
Licensed Software to operate in accordance with the specified Licensed

Configuration.

11 -
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4. The AudiolLogs directory window appears. The AC Voca system records and saves the speech
request in an audio logs directory. Assign the AudioLogs directory and click Next.

=
-

AudioLogs Folder: |Ch\Audiologs), | Browse

5. A window appears displaying the components that are to be installed. Click Install.

Rem

AN

AudioLogs Location: ChAudioLogsh
Current Database Version: N/A

|:| Microsoft .MET Framework 4.6.2

E‘ Microsoft Visual C++ 2010 x36 Redistributable

E' Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501
E' Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501
E‘ Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212
E' Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212
E‘ Voca Prerequisites

[¥] mysaL Workbench 6.3 CE

wf | MOl MannactaclDiDRC 20

6. Prerequisites and required third-party applications are being installed.

-12 -
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Executing Vioca Prerequisites

Action T7:43:52: DismXod. Enable Windows roles and features

Cancel

7. When completed, the installer displays the following screen. Click Close to restart the server.

Voca is ready for use

Cloze

-13 -



CHAPTER 4 Configuring AC Voca System AC Voca | Installation Manual

A Configuring AC Voca System

The following describes how to configure the AC Voca system. This configuration procedure should
be performed after completing the AC Voca Installation procedure.

AC Voca Scheduler Tasks

The following describes how to configure the AC Voca system Scheduler tasks:
m  Voca cleanup scheduler task
= Voca backup scheduler task

> To configure Voca Task Scheduler:

1. Press the Windows key, and then open Administrative Tools.
2. Openthe Task Scheduler.
3. Right-click Task Schedule Library, and then choose New Folder.

@ Task Scheduler
File Action View Help

|55
@ Task Scheduler (Local)

‘ Mame Status  Trig

v | Task Scheduler |ibrans
y ] M Create Basic Task... leady Mu
Create Task... teady At1
Import Task...

Display All Running Tasks
Enable All Tasks History

Mew Folder...
View 3
Refresh

Help
I

4. Inthe'Name' field, enter "Voca", and then click OK.

Enter name of the new folder -

Mame

|Hbcﬂ

Cancel

> To configure Voca cleanup scheduler task:
1. Right-click Voca Task Scheduler library > Import Task.

-14 -
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@ Task Scheduler
File Action View Help

= nmE
@ Task Scheduler (Local)

i MName Status Triggers MNex
v | Task Scheduler Library
| Microsoft
| Vor=
Create Basic Task...
Create Task...
Import Task...

Display All Running Tasks
Enable All Tasks History

New Folder...

Delete Folder

View >
Refresh

Help

Browse to the cleanup task configuration file location - C:ANSC\VOCA_Scripts\Cleanup _
script\Files Cleanup.xml, and then click OK.

Click Change User or Group.

(5 Create Task

General Triggers Actions Conditions  Settings

Mame: FiI»'.-_-s Cleanup

Location: ‘Voca
Author Administrator
Description:

Security opticns

When running the task, use the following user account:

Moca Change User or Group...
() Run only when user is logged on
{®) Runwhether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008

4.

In the 'Enter the object name to select' field, enter "Voca", and then click Check Names.

-15-
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Select User or Group =

Select this ohject type:

|L|ser. Group, or Buittin securty principal | | Object Types... |

From this location:
[WIN-NSHP3Q3V9B3 || Locations... |

Enterthe object name to select (z@mples):
Voca| Check Mames

T

5. Click OK.

6. Inthe Task Scheduler, enter your credentials (To obtain your credentials, contact your
AudioCodes representative).

Task Scheduler ? >

[

Enter user account information for running this task.

User name: |ﬁ \Woca v|

Password: | | |

> To configure Voca backup scheduler task:
1. Right-click on the Voca Task Scheduler library, and then click Import Task.

-16 -
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@ Task Scheduler
File Action View Help

o= 25 B

() Task Scheduler (Local)
v [ Task Scheduler Library
> [ Microsoft
1 Vo=

Name Status Triggers MNe

Create Basic Task...
Create Task...

Import Task...

Display All Running Tasks
Enable All Tasks History

Mew Folder...
Delete Folder

View »
Refresh

Help

2. Browse to the backup task configuration file location at C:\NSC\VOCA _
Scripts\BackupScheduler/, and then select your system dialect file.

3. Click Open.
@ Open X
4 « Local Disk (C:) » NSC » VOCA Scripts » BackupScheduler » v O Search BackupScheduler »
Organize v New folder B~ [ o
7—1 Documents o # MName Date modified Type Size
& Pictures - # 7t 2/3/2020 1028 AM  File folder
BackupSchedule | Voca Backup DE-DE 2/6/2020 1:16 PM XML Document 4KB
BackupScripts_F |2 Voca Backup EN-US 2/6/2020 1:20 PM XML Document 4KB
Cleanup_seript |2 Voca Backup HE-IL 2/6/2020 1:20 PM AML Document 4KB
----VOCANom_|
3 This PC
L[, P w7
File name: | Voca Backup EN-US ~ ‘ XML files (*xml) hd

4. Click Change User or Group.

-17 -
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(B Create Task

General Triggers Actions Conditions Settings

MName: QCAMNom Backup_

Location: \Voca

Author: Administrator

Description: | Backup VOCANoem compoenents daily at 00:30

Security options

When running the task, use the following user account:

Administrator
(O Run only when user is logged on

{® Run whether user is logged on or not

. Change User or Group... -

[[] Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

[ Hidden

Configure for | Windows® 7, Windows Server™ 2008 R2 A

Coce

5. Inthe'Enter the object name to select' field, enter "Voca", and then click Check Names.

6. Click OK.

Select User or Group

Select this object type:

X

User, Group, or Builtin security principal

. Object Types... -

From this location:

WIN-NSHP3Q3VIB3

Locations...

Enterthe object name to select (examples):

Voca|

Advanced...

: Check Mames

(o

7. Inthe Task Scheduler, enter your credentials (To obtain your credentials, contact your

AudioCodes representative).

-18 -
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Task Scheduler

2

Enter user account information for running this task.

User name: € .\oca v

Password: |

ok || concel |

Configuring Enghouse Interactive Communication
Portal (CP)

Enghouse Interactive (CP) is a third-party application responsible for SIP connectivity between a
customer's PBX and the AC Voca speech recognition agent.

> To configure Enghouse Interactive’s CP:
1. Launchthe CP Console 10.3.

2. When prompted to set a password, select the 'l don’t want to use...' check box, and then click
OK.

Mew Password: |

Re-type Mew Password: |

Password Strength

3.  When the configuration wizard starts, click Next.

-19 -
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Enghouse Interactive CP Console Configuration Wizard A

Screens that follow will take you through a series of questions which will assist yau in
configuring your CP Domain andjfor Enterprise Communications Server,

Depending on the Enghouse Interactive software components you installed on this
server, different configuration screens will be presented,

Click Mext to continue, or didk Cancel if you want to manually configure the CP Domain
and for Enterprise Communications Server at a later time,

4. When prompted, enter the password AC123456.

Enterprise Communications Server found

Enterprise Communications Server software has been detected on this server,
Please enter the information needed to connect.

Username: | Admin

Password: | |

Fish | | Cancel

5. Click Finish when the configuration completes.

-20 -
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©

The Configuration Wizard is complete. Click Finish to begin using the Enghouse
Interactive CP Consaole,

6. Onthe ECS view tab, select Engine Settings > Dispatcher.

File View Tools Help

LAy
T
o

‘ Refresh: 20s v @ | 20 O

Location: |:'I§ Dispatcher

Views

= Servers

/8] WIN-2MINSOAUOD4 [Demonstration, Started]
..... zg Channels

Eﬂ"':D: CCx¥ML

- 4 Engine Settings

[ Drivers

..... =3 answering Channels
..... e isptcher

..... System Logging

..... =z Resource Info
[+, Function Madules
....8':'3 Language Modules
- voiceXML

w4~ Speech

e Wil

..... €l HTTP Server

[+-g§ Multi-Engine

..... File Transfer

-{[] Custom Views
----- = Debug View

-21-
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7. Under Dispatchers, on the right pane, right-click IP channels, and then click Set Dispatcher.

Dispatchers [WIN-H45HU200LI

Channel Type Active Script Mame
Hardware channels Mo

Set Dispatcher

= | Reset Dispatcher
L | Activate Dispatcher

‘i Deactivate Dispatcher

8. SelectVoca_ 3.0.xxMT.

9. Select the 'Restart script after error' check box, and then click Set Dispatcher.

10. If the following Information window appears, click OK.

11. If the channel is not active, right-click IP Channels, and then select Activate Dispatcher.

Dispatchers [WIN-CCDG9UP53IR]

Channel Type Active Script Mame Restart After Error  Start Input Error Input
Hardware channels Mo Mo

IP channels Voca_3.0,15MT M T

Station channels Mo No 03 Set Dispatcher

Software channels Mo No 212 Reset Dispatcher

Y13 Activate Dispatcher
Deactivate Dispatcher

12. Onthe ECS view tab, select Engine Settings > Speech > Interface Configurations > ASR
Direct APIs > MRCP_ASR.

-22 -
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Views
E--@ Servers

..... EE Channels
-1 |7 coXML
[_]_& Engine Settings
[ Drivers
..... ﬁ Answering Channels
..... 13 Dispatcher
..... System Logging
----- _E= Resource Info

4y, Function Modules
fg Language Maodules
[];—- VioiceXML

E&l] Interface Configurations
. = [ ASRDirect APIs
Lo
@ @ TTS Direct APIs
... @ MRCP Local SIP Stack

----- i M HTTP Server

13. Make sure all the parameters appear as shown below.

MRCP_ASR [WIN-CCDGOUP53IR]

- {9 WIN-2MINSOAUOD4 [Demonstration, Started - Restart needed]

Propesty

Covvert result from UTF-3

Mumnbier of ASR resources in the resource pool (01 to disable; -1 for auta)
MRCPv2 server addrass

MROPvZ server vendor

Base port for RTP

Keap alve tmeout in seconds {0 to disable)

MRCP server nebwork connection timeout in seconds (0 to dicable)
SIP Fast Start

Max waiting time for a reply to STOP in seconds (0 to disable)
Techrlogy name

Description

MRCP_ASR

ASR part of MRCP2 speach module

14. Inthe 'MRCPvV2 server address' field, assign the AC Voca local static IP address and port.
15. Onthe ECS view tab, select Engine Settings > Speech > Interface Configurations >

MRCP Local SIP Track.
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Views

=) 7§l Servers
¢ oL WINPIWA2ITAT [Started)

..... 12 Channels

™13 Dispatcher

i ie_Ez Resource Info

| B, Function Modules

& Language Modules
07 voceia

| B-§" Speech

[ |= #0 Interface Configurations

-
2 Application Configurations
M

ﬁ HTTP Server

md} Mult-Engine |

16. Make sure all the parameters appear as shown below.

MRCP Local SIP Stack [WIN-CCDG9UP53IR]

Property

SIP stack address
SIP stack port

SIP message timeout

Value

sip: 10.31.5.250: 5700
5700

30

SIP initial message timeout (-1 for using SIP message timeout) -1

SIP transport protocol

uop

SIP message VIA: field (leave blank for auto)

17. Inthe 'SIP stack address' field, assign the AC Voca local static IP address and port.

18. Inthe ECS view, right-click the computer name, and then select Restart CP Engine(s).
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Views

-1 comL
Ej Engine Settings

-5 Drivers
----- =8 Answering Channels

™13 Dispatcher

----- 7 System Logging

----- <11 Resource Info
[+, Function Modules
.. Language Modules
F-Les VoiceXML

H-§” Speech

-0 CIM

2 Reconnect to Enterprise Communications Server
4 Disconnect from Enterprise Communications Server
4 Remove Enterprise Communicaticns Server
Start CP Engine(s)
% Stop CP Engine(s)
Y Restart CP Engine(z) |

Start Log Collector
% Test Alarm Server Settings
= Forced Restart of Computer

19. Click the Restart immediately option, and then and click OK.

Restart Engine(s) options
(") Restart after channels go on-hook
(®) Restart immediately

() Terminate and restart Engine(s)

[ |Restart Telephony Server

| ok || cancel

20. Configure the service account of Enghouse Interactive Enterprise Communications Server

service.
a. Open Administrative Tools > Services.

b. Openthe Enghouse Interactive Enterprise Communications Server service.
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General |Log[h|Hﬂmvﬂry|Dependerm&a|
Service name:

Digplay name: Enghouse Interactive Enterprise Communications Server

Descriction: Manages all interactions with the CF Consaole, the
escription CP Domain Server and also manages the CP

Path to executable:
C:%Program Files (86)\Enghouse Interactive CP \EnvoxServer exe

Startup type: | Automatic

Service status:  Running

| Start | | Stop | | Pause | | Resume |

fou can specify the start parameters that apply when you start the service
from here.

Start pararmeters:

c. Select the Log On tab, and then click the This account option.
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|Eena:—.i| Log On |Hﬂmvery|Dependm|

Log on as:
(1 Local System accourt
Allow service to interact with desldop
(#) This account: | || Browse...
Password: ssssssssssssens |
Corfim password: |uu-uuuuu |
OK | [ Cancsl || ooy

Enter the .\Voca account name.

Enter and confirm your password. To get the credentials, please contact your AudioCodes

representative.
Click OK.
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|Ea'1aai| Log On |Hﬂmva'y|[]ependenc:&a|

Log on as:

() Local System accourt
Allow service to interact with desldop

i) Thiz accourt; | MVocal

PESSWﬂl'd: |||.III.|||.III.

Cﬂnﬂl‘l‘l‘l passwnrd: BERRREERRRRRREN

g. Click OK when the following screen appears.
21. Configure the Media Gateway IP address settings.

a. Edit the Media Gateway configurator file C:\Program Files\Enghouse Interactive\Media
Gateway\confivars.xml, using Notepad++.

Home Share WView
@ - t | . v ThisPC » Local Disk (C) » Program Files » Enghouse Interactive » Media Gateway » conf
.;-;, Favorites Marme - Date modified Type 5
B Desktop . autoload_configs 4721/2019 5:12 AM File folder
|8 Downloads . dialplan 4/21/2019 3212 AM  File folder
5 Recent places . sip_profiles 4/21/2019 5312 AM  File folder
D config.F50 6/3/2017 &:38 AM FS0 File
18 This PC | | extensions.conf 6/5/2017 8:38 &AM COMF File
D freeswitch.serial 4/21/2019 5:12 AM SERIAL File
ﬁ’- Metwork = freeswitchaoml 6/5/2017 8:38 AM XML Document
D mime.types 6/3/2017 &:38 AM TYPES File
AM XML Document

@ vars.xml Open

Edit

& Edit with Notepad-++
T

b. Add the following line with the AC Voca system IP address.

<X-PRE-PROCESS cmd="set" data="local_ip_v4=10.31.5.250"/>
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A This line should be added before ...data="domain$$... line.

22. Restart the server.
23. Referto Installing the AC Voca License.html and Installing Third Party Licenses.html.

Configuring Enghouse CP Additional Language
Support (Optional)

This section describes how to add additional languages to Enghouse Control Panel. By default,
Enghouse CP supports English (US) and German (Germany) languages. If Hebrew or Spanish
languages are required, you need to run the Enghouse CP installation. If there is no need to add
additional languages, skip this section.

> To add additional language support:

1.  Runthe Enghouse CP installation file C:\ACVoca_Install\Enghouse_Interactive_
CP\Enghouse_Interactive_CP_103_GA.exe.

2. The Communications Portal installation begins. Choose Modify, and then click Next.

« Enghouse Interactive Communications Portal 10.3 Setup \;‘i-

Welcome

Madify, repair or remove the program. @

Welcome to the Enghouse Interactive Communications Portal 10 Setup Maintenance
program. This program lets you modify the current installation. Click one of the options

below.

(®) Madify
Select new features to add or deselect currently installed features to
remave,

() Repair
Reinstall all features installed by the previous setup.

() Remove

Remove all installed features,

Mext = | | Cancel

3. Inthe components window, select the required languages:
e English (US)
e German (Germany)
e Spanish (Spain)
e Spain (Mexico)
e Hebrew
4. Click Next.
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Choose Components
Choose which features of Enghouse Interactive Communications
Portal 10,3 you want to install.

| Custom

Select the components you
wish to add or deselect
components you wish to
remove:

English {United Kingdom)
[+] Swedish

Description
Space required: 231.5MB Position Your mouse over a component to see its
description,

Enghouse Interackive Communications Portal

5. Click Install.

Confimm Installation

Setup has finished gathering information and is ready to install @

Enghouse Interactive Communications Portal 10.3

Setup is ready to install Enghouse Interactive Communications Partal 10,3 on your
computer. If you want to review or change any of your installation settings, dick Back. Click
Install to begin the setup.

Current configuration:

Destination Folder:
C:\Program Files (x86)\Enghouse Interactive\CP

Start Menu Folder:
Enghouse Interactive \CP 10

Selected Components:
Enterprise Communications Server
Program Files
Language Files
English (United States)

Enghouse Interackive Communications Porkal

6. Click Finish.
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Enghouse  Setup finished
Interactive

Enghouse Interactive Communications Portal 10.3 has been
installed on your computer,

Click Finish to dose this wizard.

Communications
Portal

< Back || Finish || Cancel

7. Runthe Enghouse CP Service Pack installation file, C:\ACVoca_Instal\Enghouse_
Interactive_CP\ Enghouse_Interactive_CP_103_SPX.exe., and then click Next.

Q Enghouse Interactive Communications Portal 10.3 5P2 (Build ... — >

Enghouse Welcome to the CP 10.3 SP2 Setup
Interactive

Wizard

This wizard will guide you through the installation of
Enghouse Interactive Communications Portal 10,3 SP2 (Build
9471).

Itis recommended that vou dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Communications
Portal

Next> | | Cancel

8. Click I accept.
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4 Enghouse Interactive Communications Portal 10.3 5P2 (Build ...  — *
License Agreement
Please review the license terms before installing Enghouse @
Interactive Communications Portal 10.3 SP2 (Build 2471).

Press Page Down to see the rest of the agreement.

ENGHOUSE GLOBAL END USER LICENSE AGREEMENT (EULA) "

THIS END USER LICENSE AGREEMEMT ("AGREEMEMNT") GOVERNS
THE USE OF PROPRIETARY SOFTWARE AND THIRD PARTY
PROPRIETARY SOFTWARE LICEMSED THROUGH EMGHOUSE.
READ THIS AGEEEMENT CAREFULLY, IN ITS ENTIRETY, BEFORE
INSTALLING, DOWMNLOADING OF USING THE SOFTWARE. BY
INSTALLING, DOWMNLOADING OF USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF
AND THFE FNTITY FOR WHOM YOl ARF DOING S0 (HFRFINAFTFR ¥

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Enghouse Interactive Communications Portal 10,3 5P2 (Build 9471).

< Back I dedine

9. Click Finish.

4 Enghouse Interactive Communications Portal 10.3 5P2 (Build ... -

Enghouse Completing the CP 10.3 SP2 Setup
Wizard

Enghouse Interactive Communications Portal 10,3 SP2 (Build
9471} has been installed on your computer,

Click Finish to close this wizard,

Read the latest changes regarding this Upgrade.

Communications
Portal

10. Activate (load) the language support and Launch CP Console 10.3.
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11. If the engine has not started, right-click the server name, and then click
Start CP Engine(s).

Gy Enghouse Interactive CP Console

File  View Tools Help

Refresh: 20s v @ 2 83 % %~
Location: | wiN-MNV203IEIES

Vi 2| Server Settings [WIN-MNV203IEIE
_3] Servers Property

7@ Multi-Engine 4 Reconnectto Enterprise Cammunications Server
2] File Transf . . -
% L|e \:ans & 4 Disconnect from Enterprise Communications Server 3
b | a7 Long Vieww ) . L P Enging version
) Rernowve Enterprise Communications Server
[ Custom Views * i ons Serwer wersion
. FE Debug View Start CP Engines) P jing
Stop CP Engine(s) tem logging
. ter [time]
Restart CP E
o 3l ce on automatic Engine stark
&9 Startlog Collector ion kimeout [seconds]
15 TestAl 5 Sethi ion ackion
" | TestAlarm Server Settings cution time limik [rs]
%)  Forced Restart of Computer out [seconds]

GO e Te oerore disconnect [seconds]
Log perfaormance counters

TCP server pork

Maximum allowed connections

Current local date/time on server

< m > Current Coordinated Universal Time on server

D Domain View 58 ECS View License made

12. Click ECS View, on the lower part of the screen, and then browse the
Language Modules.
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[ Drivers

..... 28 answering Channels
13 Dispatcher

System Logging
Resource Info

4 Function Modules
'
L7 VoiceXML

-4 Speech

..... €5 ‘Ml HTTP Server
EJ"& Multi-Engine
..... 25| File Transfer

-] Custom Views
"= Debug View

German {(Ger

Swedish

@ Domain View] 25 ECS View

many) Lang_043.Idl

Lang_046.Idl

46 10.3.02.9457

e Enghouse Interactive CP Console — O
File  View Tools Help
Refresh: 20s ~ @ & _()l &1'
Location: |8 Language Modules
V'e‘% ® | Languages [WIN-CCDG9UP53IR]
[ Servers
/3] WIN-CCDGAURS3IR [Demonstration, Started] MName File Code  Version Loaded
..... 42 Channels English (United Kingdom) Lang_044.1d| 44 10.3.02,9457 Yes
e comL English (United States) Lang_001.Idl 1 10.3.02.9457 Yes

13. Right-click on the Language module name, and then click Load Language.

File View Tools Help

Refresh: 205

P BN

b

Location: |3 Language Modules

Wiews > |
E--@ Servers
(-] WIN-SSFOQTMNAF 1 [Demonstratior

----- Eg Channels
-1 [ CoxmL
|:_:|j Engine Settings
[#--% Drivers
----- ':Eg Answering Channels
----- 12 Dispatcher

{7 System Logaing
Resource Info
[, Function Modules
3 Language Modules
-1 voicexmL

Languages [WIN-SSFOQTMNAF1]

MName File Code
English {United Kingdom) Lang_044.1dl 44
English (United States) Lang_001.ldI 1
German (Germany) Lang_049.Idl 49
Hebrew Lang_972.Idl 972
Spanish (Mexico)

Spanish (Spain)
Swedish

Lang_052.1dl 52

|& Load Language

%5 | Unload Languge
&{ | Default Language

14. Restart the CP Engine by right-clicking the server name >

Restart CP Engine(s).
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| Views = | Serve
= Servers —
= @ Property
B- Q WIN-32HECT81445 [f1:-r+=-
...... §§ Channels Reconnect to Enterprise Communications Server
,J, CCXML 5 Disconnect from Enterprise Communications Server

- 4 Engine Settings 4 Remove Enterprise Communications Server

E| & Multi-Engine .
..l Settings Start CP Engine(s) 9

------ 25| File Transfer Stop CP Engine(s)
""" [} Log View Restart CP Engine(s)
Custom Views
..... &= Debug View Start Log Collector

Test Alarm Server Settings

W § O e

Forced Restart of Computer
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5 Installing the AC Voca License

AudioCodes provides a license to use AC Voca. You can obtain a "finger print" file from the server
that you want to install AC Voca on. This file is sent to AudioCodes so that a license file can be
created and sent back to the customer.

> To install the AC Voca License:
1. Loginto AC Voca by navigating to https://<IP Address> in your Chrome browser.
2. Toget the Administrator credentials, please contact your AudioCodes representative.

Login to your account

superadmin@vocanom.com

LGein &)

¥

FOrgot your password?

no worries, to reset your password.

& The default Administrator credentials should be modified after installation.

3. Onthe Licensing page (Configuration > Licensing), click Get finger print. A finger print file
is created on your server.
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Licensing

poncess = Get finger print

Services

Get ﬁnger‘hprint

2§ Configuration Choose File | No file chosen

Set license

Licensing

Monitoring

This is a sample Finger print file:

<?xml wver=zion="1.0" encoding="UTF-E8" %>
<hasp info>
<host fingerprint type="SL-ZdminMode" crc="3221380611">
M¥hJISQFckTS6GhQolNLE Sxgl 28 80akVMD1 HoEmr 2AETUbcEInY ANwEUgEf I VoG
ThEFIESQCEZnY alpcMhzQa tAAGFuWbUB 32T ThuwShGCAY cBTwghGEqRAyTMoME
]PBhiRdRoGtCRInaklBiFkaBglpcul NYDEAMAGHEwliU=</host fingerprint
>
<host fingerprint type="SL-UserMode" vendorid="9%4011"
cre="1655718058">
MnhJSYEGMDFUOIJUYDWCE]l cOgmkFrJpCSbWgMAT 1 peme GADUJIRECZDETANT J4WT
EqcMWQyFFgolBIEyAVSubifM] qCpgdQtANuEcTuRGUgEBw I GY YNwEWa QwEvEpAl
OQEENSQRAQi 0TAwyghtbOEaEENADG] tYNAGCuURTEM1 4AVE2 QFAHpcEA==</host
_fingerprint>
ffhasp_info>
4. Send the Finger print file to AudioCodes.
5. When you have received your License file from AudioCodes, copy it to your server.

6. Click Choose File to select your license.

Licensing

= Set license
¢ Configuration | Choose FiI% | No file chosen

Licensing

Monitoring

7. Select the license file name, and then click Open.
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T | B » Administrator » v r_‘;‘ Search Administrator =] }
Organize ¥  New folder %~ [0 @
& Favorites | L - .
= o = m FE B K M R K
& Downloads Contacts Desktop Documents  Downloads Favorites Links Music Pictures
2] Recent places
» D B
. T v
P ThisPC Saved Searches Videos
Games
€ Network
File name: [l v| |V2C File (.v2c) v|
I Open ‘ I Cancel ‘

8. Inthe Set License window, click Set license to activate your AC Voca license.

Licensing

= Get finger print

Providers

Services
Get finger print

Reports

Configuration Choaose File | No file chosen

Set license

Licensing

Monitoring

9. Afteryou have set the license, the total number of licenses should be displayed on the screen.

Licensing

= Get finger print

Choose File | Mo file chosen

= Set license

= Total licenses

Lice
Total licenses: 200

Monitoring

This is an example of what a license file looks like.
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)v(?xml version="1.8" encoding="utf-8"?><hasp_info> <haspscope> <vendor id="94811"> <hasp id="182762873689489811"/>
<fvendor> </haspscope> <v2c>YoIHRKCCBzuABHZ@YzKBggImRi86Bgv++cAwteDkda(YnYgqM4ABqIKPE7DRBLVIWOMIUzZGwndI2Q
SEmXMmOUgjTYANAx/1c1xRLxeCO2UBHNC3SBKRFIY1ha9dvT5bZb(QYj83IAby/BISgaDDRhiyWbFiLeMAhsdy
+EKGAAaUXZuthOeumpzSB4YyvY7GcVMY sXHUYS] /YqHIEYXptnIsksfnFsE@IMITBAvYudhwHve3jFT95dPUH3gXI+7 riQFQxBcNSYIHWZK4 ThBkQI9gUhork
+YZkGPgxatOWHN5 /vF80iT+snpZ3/Mss+hwflleBaYaE13z2Xe9BcEVcRHBCeT2alk+y55QViTMn /HLIjFZi0gmxbgmSR551c5

J6EYFBMI3gz IQXQpKIBE1F7dAHtkefChgWZR+ TOSKsreBa2YbhMali+npfx@ycgmRB7nFebEfMFbi

bMVr28Mx9YVuS8LXFoK/ fvdCXBHEWGGhunNuICsD3MY7weSOWZuxnBxIq7+on1R11n91YFCgKeK

imm1KpIyQaKBVtaeUHDAAmx /wV1bekB5p2DpA/o3EVRTZLWIQGOB1FekPggG4p28Tw3QdUjaSZ71]6sPsAYnsHkmSu
+ubs0PLOStfdPKkQT2NAKBACGaP5+prudZXQseb+r88BrUDauggrielghidn/rl
TmidKuQF1KItsoK4hueolin145hXcmzhuEFaOa7MvpvI4FQv3sbqRjRa350UZ@niB4Bd5PSMf1oIB
AIUBAYYDAWS7pIIE/IALAcIN3YRFCROBAQSMggSYgAgCil3dhGMIEEKBhIABAaF/gHAxeELIAVYR

PnoaFCgABsr3GDV1IKhgRUwOIegGavYAEhR tuomZgA3ApSp8gliigbuEEUgpIAITad jloClwyHNBg
BAAYWSZtQHAIMiS7BKEYICtwFPCqEYSoDIgyowGMBGaIF1Cga®IEmhoDQGINROGAC Ly 7ULgMCYADE TCW]a0CAVaAELFPk1MNDS oqV9aZ
+YTgfuBgglgmEvtDSKvE+vsLashEwgh/K13t0ScYAl/ nwkdXiPydHWSPioWCkzL /+5Hz5ahFQEgztVK2rN6iecNzUQzBGs181Fj+XNKoz8 I4vFI8NLZEHLZERLI
TrhN3j1VZPne8Q4xIW8nu+yjBFek2nkBAIuCsUgCAUIR2pYCE6FVG1DH1AZx5vkVALIr7Xyn+sliwpxraus
+udlvsvCpqq26HDD2LdEC2MRRQOK10xYFagMnOYR25Vgtng1PxIwtc+5QnplfuogBloCDwe3BSBuHjYtobfVWB2FOR24pcMiGES51Bd@5SURIERGCELBE
+ey]70fPqQf 1793 ThuZ8@5poUbZSsGEtHmIjoiMwoYYIBdRSE7zaHs T 3Mi 1neeol 59F 1PMArUQWIgSKrZ+k0BGHaE Gt 2Ky Lg JBTU /wl jDd
rqAIXZ1+ZuxNHKAVChTBOmUF Lwgeh LFME1iNN7methd1b/FAwtjqWgZUmxQptg59CAZniNVaCKdDyLEnc
+py8/UsHf3md7DXQUtcn/FPOMEpFBqBligrnNjhPn9IcYBYHgglgcUxr7ecoFB6ugKYVaD3
tztnpO0gIisXAZUmGgiHdjn/hV16QUopF7K7EYFQCKMtzQ/xVBpanjUVpMscReghqj8SaP99fZGlv

COFFKPFnuah2iPGKACMPws /gwlHSXiWFMCx6YTERr8y216+LB2gbd3c0/ sYBwxbrVRuide5+2widrfQzH7 /+czHfr8v2h@xv+0Qt1YTexyyr8ydhgFhWi8zpM
+1eDyCHPvweCIjFrceYMFqYsC1HtRgpiygKxXeaQFV /HceYOUbbnTI6Z7dYSmkMfiz6Mt g8xKEASMGE15GyUAZuXHvel /Y1 YneDPKGES+FLC
588M71iAeMz1BSX/ZPjL10qPwo2zu213Z0T8k]iiunZoiXW2yqMAs6+G4 I LGtBLOS c+Bu+KCI+MF

quel GZDFOjBKX@WFqmPwAPFGowBBDj1JHocBAYgBAIqCAQCsv7FMTqC5LmEGZzMkdubgsnNPcTosRbNe8s6AtUTHgKrTChttLESOVMGYNsDmvo
+mLAT34HyHIWgrUWHWKW2An905X5b91faglUBfWVIneGMx3sizt2IBbj+9VI1YEUypgRcgpVuSErsMeDVh7P1WjC+1Qxhs245L pli7rHEAS 1cxmdKn@de /S1M
NrKOR/GjCDIMHTPMSIXuFSYor6MTYQ4dIWIIFBFh98471Q5p@]LRUFx+] fkxgmg5rl7IKacwrgB/
VfMeb9t2z4YKGb7+CHBFBDBE2H002VX@pzFygMUbbodKpFd301blBanZMu5seFAXUUUSt /AL 2tem
5Be0/FX2hAEIpVGgBYADANS7oRSAAQSBDAdy Y1t YXIgVGYzdGVy AKIDgAE AoxuAMQKBFkVUZ21u
ZSBHemFtbWFYIFR1c3R1cgCIEIABAYELQVNSIEVUZ21uZQChA4ABAA==</v2c></hasp_info>
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6 Installing Third-Party Licenses

In addition to the previous section that explains how to install the AC Voca license, you must also
install the Enghouse Interactive license and a relevant Text to Speech license. This section first
describes how to install Enghouse Interactive licenses. Once you have completed this installation,
you must then install and configure an appropriate Text to Speech license.

Installing Enghouse Interactive License

You can install the Enghouse Interactive license. Once this has been installed, you must also
install the Control Panel and CTConnect Media Gateway licenses.

> To install the Enghouse Interactive License:

1. Runthe Envox License Utility application from C:\Program Files (x86)\Enghouse Inter-
active\CP\CPLicensingU'tility.exe.

2. Verify your System ID number and send it to AudioCodes.

(o] Enghouse Interactive CP Licensing Utility = || Bl]| 22

System Information Mode

System ID: ‘ 3882402690 |
| ]

Active license

System ID type: ‘ NIC MAC address

Enghouse Interactive has two licenses that you need to install:
m  Control Panel License
m  CTConnect Media Gateway License

Installing Control Panel License

Once you have received your Control Panel license back from AudioCodes, see
Installing Enghouse Interactive License above Paragraph Verify your System ID
number and send it to AudioCodes. above,and continue with the following procedure.

> To install the Control Panel License:
1. Runthe Envox License Utility application from C:\Program Files (x86) \Enghouse Inter-
active\CP\CPLicensingUtility.exe.
2. Onthe Enghouse Interactive CP Licensing Ultility screen, click Load license.
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(-] Enghouse Interactive CP Licensing Utility = [ = 2

System Information Mode
System ID: | 3882402690 | —
System ID type: | NIC MAC address | '
Active license
License data
System ID: [ sss24025%0 |
License type: | Evaluation |
Expiration date: | 3/31/2013 |
User name: | AudioCodes | *
Company name: | AudioCodes | -
*Mandatory fields
Features:
CP Engine Channels
Hardware Channels 0
IP Channels 4
Station Channels 0
o Apply license

Software Channels

3. Browse to the license file location, and then select the CP_import. XML license file.

Look i |} Licerse v| @ i @
= Hame = Duate modidied Type
= [=)CP_impertami SVAIES09AM XML Doc
Recent places
Detitop
weul
Libra
This PC
% <| m H
Metvenri
File naames:- I_W_n'puﬂ:li‘ v'| I Oipeeny ]
Files of typec [ scern thes [t o) | | Cancel |

4. Click Open.

5. Onthe Enghouse Interactive System Information screen, click Apply License; a confirmation
message box appears informing you that the license has been applied successfully.

o License applied successfully.

6. Click OK.
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Installing CTConnect Media Gateway License

Once you have received your CTConnect Media Gateway license back from AudioCodes (see
Installing Enghouse Interactive License ), verify your System ID number, and then send it to your
AudioCodes representative. Continue with the following procedure.

> To install the CTConnect Media Gateway License:

1. Copy the Enghouse CTConnect Media Gateway License XML file to C:\Program Files
(x86)\Enghouse Interactive\CTIl Connect\Licenses.

U A LR Licenses - [= [}
T e v ol
e Cut | % =0 FERg ™ g open - HH selectan

» = e Select none P

Delete Rename  MNew  Properties

to folder Dn\nvert selection

G - )
= B
T Favorites | Kad Mame Date modified Type Size
Bl Desktop =] importxml  1/7/2020 7:39 AM XML Document 1KE
& Downloads
| Recent places
. Temp
e ~
1 item =

& The filename must be named import.xml.

2. Restart the server to complete the license installation.

Installing Text-to-Speech Engine

The following describes how to install the Acapela Text to Speech engine.

Acapela non-Hebrew Text to Speech

e This installation is only applicable for non-Hebrew text to speech.
e Thelicense key is dependent on your server's MAC address.

> To install the Acapela Text-to-Speech license:
1. Verify the server MAC address.
a. Enter"cmd" in the Run dialog box, and then click OK.

= Run

== Type the nare of a prograrm, folder, document, or Internet
resource, and Windows will open it for you,

Opern: Icmd| j

'&' This task will be created with administrative privileges,

QK I Cancel Browsse..,, |

b. Enter"ipconfig/all".
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[+ Adminisig-ator: C:\ Windows' system32' cmd.exe

Microsoft' Windows [Uersion 6.1.76611
Copyright <c?> 2089 Microsoft Corporation. All rights reserved.

C:~UserssAdministratorripconfig ~all_

2. Findthe Intel<R> 82579LM Gigabit Network Adapter, and then send the MAC address
(“Physical Address”) to AudioCodes.

o] Administrator: Command Prompt |L]£-
) ipt i * IntelCH> 82574L Gigabit Network Connectio
90-BF-88-80-91

ation Enabled . . . . =

T IntelCR> B82579LH Gigahit Network Connecti

: BE-98-FB-58-F2-D
Y]

ax13(Preferred)

1 -BE-a1 C-3B-47-80-98-8F-88-BB-92
.1.1.11
.1.1.18
: Enabled
it her

: Ba-98-gF-0a-08-92

3. AudioCodes will send you the license key.
Click 2
5. Selectit inthe Search results.

, and then in the 'Search' field, enter "Acapela TTS Server Control Center”.

Search

Everywhere

L&capela TTS Server Control Cente E

.I"[f‘ " Acapela TTS Server Control
1" Center

6. Onthe Acapela TTS Server Control Center screen, click Server configuration.
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C Acapela TTS Server Control Center (x|

T
E‘ LMaires m
:": "ProgramData'Acapala Group'Acapela TTS Server(Conlhacatel_srv conf
TCPAP PORTS
Command Fot  [BE5E
Data Port  [GESS

LICENSE SYSTEM. £ ¥Ex nounct

ey string |

|:|:0|:r|.' MACID hoense strng henes

[MACIDKEY

CONFIGLURATION
¥ Display monkorng window at startup
[ Tine credt managemant mods
[ Cach sarver sacaptions
[+ Catch TTS sxceptions

7. Under the License System/Key Device group, select MACIDKEY.
8. Copy the received license key into the key string field.
9. Click Apply, and then OK.
10. Configure the Acapela Telecom TTS Service:
a. Open Administrative Tools > Services.

b. Open Acapela Telecom TTS Service Properties.

c. From the 'Startup type' drop-down list, select Automatic.
d. Click Start.

e. Click OK.
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Acapela Telecom TT5 Service Properties (Local Comnputer) >

General LogOn  Recovery Dependencies

Service name: Arapela Telecom TTS

Dizplay name: Acapela Telecom TTS Service

Description: Acapela Telecom TTS serverin service mode

Path to executable:
"C:\Program Files (86} Acapela Group'Acapela TTS Server'\Bintacatel_sn

Startup type: Automatic w

Service status: Rurining
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Cancel Aoply

11. Enable the TTS connector on the database:

a. Inthe Run dialog box, enter "cmd", and then click OK.
=i Run

e Type the narme of a program, folder, document, or Internet
resource, and Windows will open it forwou,

Open: Icmd| j

'?:;' This task will be created with adrministrative privileges.

(0]4 Cancel Browse,.. |

b. Run the following command:
C:\NSC\MYSQLServer\bin\mysqgl.exe -h localhost -u seda -p -e

"UPDATE "seda’. main configuration® SET “Category ='TTS Conn'
WHERE "Value' = 'Acapela' AND "Name = 'EN-US'
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A Make sure you assign the correct dialect name in the command:

English USA: EN-US
German: DE-DE
Spanish Spain: ES-ES
Spanish USA: ES-US

Spanish Mexico: ES-MX

c. Enterthe password for the "seda" username (Contact your AudioCodes representative if
you don't have the password).

EX Administrator: Command Prompt
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Recognition Mode

Configuring AC Voca DNN Speech

This section describes how to configure and enable AC Voca Deep Neural Networks (DNN)
Speech Recognition Mode, which supports English, German and Hebrew dialects only. AC Voca
DNN Speech Recognition service runs on alicensed system only (see Installing AC Voca.htm).

During configuration, you will be asked to enter your database credentials.

> To obtain your credentials:

1. Contact your AudioCodes representative.

2. Runthe C:\NSC\VOCA_Scripts\DNN_Conf_Script\dnn.bat file.

3. Enterthe password for the "seda" username (Contact your AudioCodes representative if you

don't have the password).

BN C\Windows\System32\cmd.exe

DNN Speech Recognition Mode is enabled.

to quit ...

contig NSCServer star

NN

the se
/T 15 /NO

to quit ...

config audiocode

15 /NOBREAK
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8 Configuring AC Voca LDAP Synchronization

This section describes how to configure Lightweight Directory Access Protocol (LDAP)
synchronization for AC Voca On-premises and AC Voca Cloud installations.

LDAP Client Requirements

This section describes the system requirements for the AC Voca LDAP Client.

Hardware and Operating System Requirements

m  AC Voca On-premises mode: The client is running on an AC Voca On-premises server.
= AC Voca Cloud mode: The client is running on a customer-provided server with the Windows

operating system.
Network Requirements
[ The customer LDAP server should be reachable by network for AC Voca LDAP Client

A The following requirements are only applicable to AC Voca Cloud mode.

m  The AC Voca Cloud server should be reachable by the network for the AC Voca LDAP Client.

= Confirm that you can access the following link: https://admin.vocanom.com
r Y L [=E=E

/ L ACVoca Account Login- X \§

& - C |0 niips//adminvocanomcom o ¢

1 Apps Yacov - Bookmarks

Login to your account

Login®

Forgot your password?

to reset your password.

LDAP Synchronization Requirements

Customers need to provide the following information:

m LDAP server address or FQDN name

m LDAP Base Distinguished Name (DN)

m  LDAP userwith “Password never expired” enabled settings

Running the LDAP Client Setup

The procedure below describes how to run the LDAP client setup in the following modes:
= AC Voca Cloud
m  AC Voca On-premises
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Running the LDAP Client Setup in AC Voca Cloud Mode

The procedure below describes how you can run the LDAP client in AC Voca Cloud mode.

> To run the LDAP client in AC Voca Cloud mode
1. Create the C:\LDAP\VocalLdapService directory.
2. Copy the LDAP client files to this directory.
3. Create shortcut on the Desktop by doing the following:
a. Right-click Desktop > New > Shortcut.
b. Browseto C:\LDAP\VocalLdapService\VocalLdapSetup.exe.
c. Click Next, and then click Finish.
o Createsbortt [

&)
\_ /) # CreateShortcut

What item would you like to create a shortcut for?

This wizard helps you to create shorbcuts to local or network programs, files, folders, computers, or
Internet addresses,

Type the location of the item:
= WocaldapServiceivo

Brovnse, .,

Click Next to continue.

Running the LDAP Client Setup in AC Voca On-premises Mode

The procedure below describes how you can run the LDAP client in AC Voca On-premises mode.

> To run the LDAP client in AC Voca On-premises mode:
1. Create a shortcut on the Desktop by doing the following:
a. Right-click Desktop > New > Shortcut.
b. Browse to C:\LDAP\VocalLdapService\Vocal.dapSetup.exe.
c. Click Next, and then click Finish.
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2. Right-click on the VocaLdapSetup icon ; the following screen appears:

Open
Troubleshoot compatibility
Open file location

[ Edit with

B add to archive...
B Add to "YocaldapSetup.rar”

B Compress and email. .

B Compress to "wocaldapSetup.rar” and email

3. Select Run as administrator.

Configuring the LDAP Client

The procedure below describes how to configure the LDAP client.

Setting up LDAP Client Synchronization

> To run the LDAP Client Synchronization Setup
1. Onthe Configurator/Monitor screen, click Configure.

3 YocaNOM Directory Client - Configurator/Monitor =] = -
Activity for last 24 Hours Liztening

| tinimize | | Configure Start/Restart Service || Stop Service

The following screen appears.
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Directory Import Configurations -
Configuration Mame Schedule Enabled
Add.. | | Edit... | | Delete | | Irmport Mol | | Uninztall Service

2. Click Add.

3. Select the 'Enable’ check box.

4. Inthe'Configuration Name' field, enter the appropriate name.
Entering Fields under LDAP Connection Tab

Enter the following fields under the LDAP Connection tab:

Server: Defines the LDAP server IP address or FQDN name.
User: Defines the LDAP user name.
Password: Defines the LDAP user password.

Ask the customer to enable the 'Password never expires' property for the LDAP user in
the Active Directory.

BaseDN: Defines the Base DN

Filter: See Useful Topics on page 74 regarding filter configuration
FilterUsage: "2"

Encoding: Default
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Configuration Name |‘u’aca_LDﬁF‘_S}rr1c

[#] Enable

LDAP Connection | LDAP User Attributes | File Import | Import Schedule | VocaNOM Connection | Email Notfication

Server [10.21.20.108

Port |3&9

LDAP Version | Defaut

User |vncatest\vccauser

Pasgword |

BaseDN | DC=Vocatest DC=local

Filter |t&{5n ="HdisplayMame="}mail="}!givenMame =2H‘}{!userﬁv:courrtﬂorrtml|

Fitterllsage |2 |

Encoding | Default Y |

& If you are using a secure LDAP connection, use Port 636 instead of the non-secure
Port 389 (default).

Entering Fields under LDAP User Attributes Tab

Enter the following fields under the LDAP User Attributes tab:

UniquelD: "objectGUID"

FirstName: "givenName"

LastName: "sn"

Extension: "telephoneNumber"

Mobile: "mobile"

Dect: If your organization is usinga DECT or WLAN phone, then assign

the LDAP field of this phone type.
& The DECT or WLAN phone should be enabled on the AC Voca system.

Department: "department”
Email: "mail"
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VocaNOM Directory Client Configuration -

Configuration Name ~ |AUDC_HE-IL |

[+] Enable
LOAP Connection | LDAP User Attibutes | File Import | Import Schedule | VocaWOM Connection I Email Matification

Unique!D |objectGLID |
FirstName |givenName |
LastName |sn |
Extension |telephoneNumber |
Mobile |mobile |
Dect | |
Departmert |department |
Email |mai |

Test LDAP

| ok | | Cancsl

Entering Fields Under VocaNOM Connection Tab

1. Enter the following fields under the VocaNOM Connection tab:
e User: Defines the Service Administrator Name
e Password: Defines the Service Administrator Password
e Organization ID: Defines the Service ID (ask your system integrator for the System ID)
e Language: Defines the service dialect
e Incremental mode:

¢ When Incremental mode is enabled, the LDAP sync disables all contacts NOT in the
list.

¢ Whenincremental mode is not enabled, the LDAP sync adds the contacts to the
system (without disabling the contacts that do not appear in the updated list)
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Configuration Name ~ |Voca_LDAP_Sync

[v] Enable

| LDAP Connection | LDAP User Attributes | File Import | Import Schedule | VocaNOM Connection | Email Motification

VocaNOM Server |H‘tplffadmir1.vocanom.cnm |

Port ]

ser |E|dmir1@mcasystem.mm

Password

Organization D |10101

Language |en-us

Incremertal mode [+

2. Click OK; the following screen appears:

Corfiguration Name Schedule
Voca_LDAF_Sync At 11:23 PM, every day

3. Click OK.
4. Click Close.

Configuring Files in LDAP Client On-premises Mode

The following files need to be configured only in On-premises mode:
= Hostfile
= LDAP Client file
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Configuring the Hosts File

The procedure below describes how to configure the hosts file.

> To configure the hosts file:

1.

Using a text editor (for example, Notepad++), open the C:\Win-
dows\System32\drivers\etc\host file.

2. Addaline that includes the VocaNOM System IP Address and admin.vocanom.com.

14
15
18
17
1=
13
20
21
22

# For example:

#
# 10z2.54.94, 57 rhino. acme. com # source server
b 38.25.643.10 ¥.acCme. com # =% client host

# localhost name resclution is handled within DNE itself.
# 1z7.0.0.1 localhost
# il localhost
10.21.20.20 admin.vocanom.caﬂ

Testing LDAP Client Connectivity

The procedure below describes how to test LDAP connectivity

LDAP Server Connectivity Testing

The procedure below describes how to test the LDAP server connection.

> To test the LDAP server connection:

1.

On the VocaNOM Directory Client Configuration screen, select the LDAP User Attributes
tab.

Click Test LDAP.

If the Connection OK!!! dialog box appears, then the LDAP server is reachable by the
network.
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YocaNOM Directory Client Configuration | &3 |

Configuration Name |Audiucodm |

[l Enable
LDAP Connection | LDAP User Attibutes | File Import | Import Schedule | VocaNOM Connection | Email Notification

UniquelD [ abjectGUID |
Firsthame | givenName |
LastName |3ﬂ |
Extension | telephoneNumber |
Mokile [mobie |
Department | department |
Email |mai| |
Connection OK!I!
[ ok | | concel |

e |f the Connection ERR!!! dialog box appears, see Troubleshooting Customer’'s LDAP
Server on the next page.

VocaNOM Server Connectivity Testing

The procedure below describes how to test the VocaNOM server connection.
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> To test the VocaNOM server connection:
1. Onthe Directory Import Configurations screen, click Import Now.
Directory Import Configurations E3)

Configuration Mame Schedule Enabled
Voca_LDAP_Sync At 11:23 PM, every day True

| Add... | | Edt... | | Delete | | Import Now! | | Uninstall Service

2. Confirm that contacts have been successfully created in the VocaNOM system.

3. Ifthe VocaNOM Cloud system is not synchronized with the customer's LDAP and some errors
appear in the C:\LDAP\VocalLdapService\logs\ log file, see LDAP Client Does not Connect to
the VocaNOM Server on page 59.

Troubleshooting LDAP Client Connectivity

The procedure below describes how to troubleshoot LDAP client connectivity.

Troubleshooting Customer’s LDAP Server

The procedure below describes how to troubleshoot the customer's LDAP server.

> To troubleshoot the customer's LDAP server:
1. Ifyouclick on Test LDAP, the "Connection ERR!!!" dialog box appears.
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Yocal Ol Directory Client Configuration >

Configuration Mame |.&udiocodes

Enable

LOAP Connection | LDAP User Attibutes | File Import | Import Schedule | YocaMOM Connection | Email Motification

Uniguel D |obijectGUID |
First ame |givenName |
Lasthame [sn |
Extensian [telephaneMurnber |
Mobile |mabile |
Department | department |
Email [mail |

WocaNOM Ldap Connection Test -

| ]9 | | Cancel

2. Check the C:\LDAP\VocaldapService\logs\ log file. If an 'LDAP error' appears, then the LDAP
server is not operational.

e Youcan also test the Telnet connectivity to the LDAP server by running the following
command in the Command Line console:

telnet <LDAP server name or |[P> 389

For example:

telnet Idap.audiocodes.com 389
telnet 10.10.10.10 389

Figure 8-1: Command Prompt

EX Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.76001
(c?» 2013 Microsoft Corporation. All rights reserved.

SsWindowsssystem32>telnet 18.10.18.16 389
onnecting To 1A.1A.18_18._ _Could not open connection to the host, on port 389:
onnect failed

SsWindowsssystem32 >

o Ifthe LDAP serveris not reachable by Telnet, check the network connectivity (firewall,
routing and DNS).

3. Check if the following error appears in the C:\LDAP\VocaldapServicellogs\ log file:

Error LDAP error .....The user name or password

If so:
e Verify the customer user name and password of the LDAP user
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e Re-enter them under the LDAP Connection tab, as shown in the figure below.

Configuration Mame |‘u"aca_LDﬁF‘_S:.lnc

[¥] Enable

| LDAP Connection | LDAP User Attributes | File Import | Import Schedule | VocaNOM Connection | Email Netfication

VocaNOM Server |hﬁptﬁadmin.vocancm.cnm |

Port ]

lser admin@vocasystem.com

Password

Orgarization ID 10101

Language |en-us

Incremertal mode  [v]

LDAP Client Does not Connect to the VocaNOM Server
Check if the following error appears in the C:\LDAP\VocaldapService\logs\ log file.

Server was unable to process request. -—> Authentication error!!!

If so, check the User and Password under the VocaNOM Connection tab, and then re-enter these
fields if necessary.
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VocaNOM Directory Client Configuration -

Configuration Mame |\.-"Dca_LDJ'-".F‘_S‘_.'nc

Enable

[ LDAP Connection | LDAP User Attributes | Fie import | Import Schedule | VocaNOM Connection | Email Notication |

YVocaNCOM Server |httplf'fadmin.mcanam.cam |

Port 80 |
ser |admin E@vocasystem.com |

[ |
Passwond

Orgarization 1D 10101 |

Language |en-us |

Incremental mode

| 0K | | Cancel |

Error [Run] [LDAP import] edmws exception:Value Cannot be Null

Check If the following error appears.

Error [Run] [LDAP import] edmws exception:Value cannot be null

If so, check connectivity to the VocaNOM server.

For LDAP Client On-premises mode, check that the settings described in Configuring Files in
LDAP Client On-premises Mode on page 54 have been applied.

For LDAP Client Cloud mode, check if the VocaNOM cloud server is reachable by network and do
the following:

1. Run the following command in the Command Line console.

telnet admin.vocanom.com 443

o Administrator; Command Prompt

icrosoft Windows [Uerszion 6.3.76B@1
(c>» 2013 Microsoft Corporation. All rights reserwved.

sWindowsssystemd2 >telnet admin.vocanom.com 443
onnecting To admin.vocanom.com...Could not open connection to the host,. on port
443 : GConnect failed

ssUWindowsssystemd2 >

2. Check access using the following link: https://admin.vocanom.com.
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3. Ifthe VocaNOM server is not reachable by Telnet or by the provided link, ask the customer to
check network connectivity (Firewall, Routing and DNS).

Installing LDAP Client Service

The procedure below describes how to install the LDAP client service to enable automatic
synchronization procedures.

> To install the LDAP client service:
1.  Onthe Directory Import Configuration screen, click Install Service.

Directory Import Configurations E

Configuration Mame Schedule Enabled

M, every day

oK | Add... Edit... Delete Import Now! Install Service

The LDAP client service is installed.

. Services (Local)

VocaEnterpriseDirectoryService Marne - Description Status Startup Type Log On &s
S Mirtual Disk Provides m... Manual Lacal Syste...

Stop the service L Whdweare Alias Manager and Ticket Service Alias Mana.,  Running  Automatic Local Syste..

Bestart the service o Mhweare Snapshot Provider Whdware S, hanual Local Syste..

S Whdweare Toals Provides su.,  Running
Description: aEnterprizeDirec e Enterprise d..  Running
Enterprise directory service SiMolume Shadow Copy fanages an...

S Mindows Audio fanages au...

Local Syste...
Lacal o
Local Syste...

Local Service

2. By default, the VocaNOM LDAP service runs the synchronization procedure each day at
23:00.
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9 Improving LDAP Synchronization

This appendix describes how to improve LDAP synchronization by using the following filters.
m Basic LDAP

m Advanced LDAP

m  LDAP User Attributes

Basic LDAP Filters

m  Thefollowing LDAP filter receives active (not disabled) contacts with first and last name and
office or mobile phones.

(&(givenName=")(sn=")(!(|(userAccountControl=514)(userAccountControl=546)))(|
(telephoneNumber=*)(mobile=*)))

m  The following filter is the same as the above, but receives only active contacts i.e., contacts
without phones.

(&(givenName=*)(sn=")(!(|(userAccountControl=514)(userAccountControl=546))))

Advanced LDAP Filters

Sometimes, after LDAP synchronization, VocaNOM contains irrelevant contacts or objects. You
need to understand the LDAP structure and improve the filter. VocaNOM contains the non-users
contacts (printers, computers etc.).

Add the following user’s object to the filter:
m objectCategory=person

m objectClass=user

For example:

m  Filter without phones:

(&(objectCategory=person)(objectClass=user)(givenName=")(sn=")(!(|
(userAccountControl=514)(userAccountControl=546))))

m  Filter with phones:

(&(objectCategory=person)(objectClass=user)(givenName=")(sn=")(|
(telephoneNumber="*)(mobile=*))(!(|(userAccountControl=514)
(userAccountControl=546))))

VocaNOM contains the following contacts:

m  Dismissed employees

= Employees who have resigned

These contacts are usually disabled by the System Administrator in the Active Directory.

The filters provided by AudioCodes don’t receive contacts with userAccountControl=514 and
userAccountControl=546 (i.e., disabled contacts). Sometimes the disabled contacts have other
userAccountControl values which need to be added to the filters.
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For more information on how to use the UserAccountControl flags, refer to
https://support.microsoft.com/en- us/help/305144/how- to- use- the- useraccountcontrol- flags- to-
manipulate-user-account-pro.

LDAP User Attributes

The Active Directory sometimes contains relevant information in another attribute, which needs to
be changed on the VocaNOM LDAP Client. For example, the LDAP telephoneNumber attribute is
empty, but the msRTCSIP attribute contains the phone number. See the default settings below:

YocaWOM Directory Client Configuration -

Configuration Mame |Audiocodes |

Enable
LDAP Connection | LDAP User Attributes | Fils Impart I Impart 5 chedule I YocaNOM Connection | E mail Matification

UriquelD [obiectGLID |
FirstHame [giverame |
LastHame [sn |
Extension [telephanehumber |
Mobile [mobile |
Department [department |
Email [mail |

Test LDAP

| Ok | | Cancel |

The figure below displays how to change the attribute in the VocaNOM LDAP client.
YocaNOM Directory Client Configuration [ x|

Configuration Mame |Audiocodes |

Enable

LOAP Connection | LDAP User Attributes | File Impart | Impart Schedule | YocaM Ok Connection | Email Matification

UniquelD | abiectGLID] |
Firsthlame | givenhame |
Lasthame [sn |
Estension |msRTCSIP |
Mobile | mobile |
Departmert [department |
Emai [mail |

Test LDAP

ak | | Cancel
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Configuring SBC Settings for AC Voca

This section describes how to configure the AC Voca, on the SBC side.
m  Coder settings

m  Delayed offer SDP settings

m  Terminate OPTIONS request

= Alternate routing settings

Coder Settings

AC Voca only supports G.711U-law and G.711A-law coders.

These coders should be configured in the Allowed Audio Coder Group in the IP Profile of the AC
Voca SIP entity on the SBC.

If the PBX system doesn’t support G.711U-law and/or G.711A-law coders, i.e., the coders do not
exist in the SDP offer of the incoming SIP message, the coders should be configured in Extension
Coders Group in the IP Profile of the AC Voca SIP entity.

Delayed Offer SDP Settings

AC Voca doesn’t support incoming SIP messages without the SDP offer.

If an incoming SIP message doesn’'t have the SDP offer, the 'Remote Delayed Offer Support' field
should be set as Not Supported in the IP Profile of the AC Voca SIP entity.

For the Remote Delayed Offer Support function, you need to assign extension coders in
the IP Profile of the AC Voca SIP entity as discussed above.

Terminating SIP OPTIONS Requests

To terminate SIP OPTIONS messages at the SBC device (i.e., to handle them locally), create a
routing rule with the following settings:

Source IP Group: ANY
Request Type: OPTIONS
Destination Type: Dest Address
Destination Address: Internal

Alternative Routing Settings

When AC Voca does not respond, or responds with a SIP error, create the alternative routing
setting and redirect the call to customer’s extension.
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11

Installing Signed Certificates on the lIS

To configure AC Voca to work with HTTPS, you must first install a valid signed certificate.
Use the following procedures to install the certificate on the Intemet Information Server (11S).

Managing Certificates in the MMC Snap-in

You can manage certificates in the MMC Snap-in.

> To manage certificates in the MMC Snap-in:
1. Open the Command Prompt window.
2. Enter MMC and then press ENTER.

& To view certificates in the local machine store, you must be set up as an Administrator.

3. Onthe Console Root, click File > Add/Remove Snap.

ﬁ Consolel - [Console Root]
EE\IE Action View Favorites Window Help
= | = HE

| Censele Root Name

There are no items to show in this view.

Actions
Console Root

More Actions
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4. From the File menu, choose Add/Remove Snap In.
5. Inthe'Available snap-ins', select Certificates.

Add or Rermove Snap-ins

Available snap-ins:

Snap-in Vendor ~

=" ActiveX Control Microsoft Cor...
Auﬁ'lorizah'on Manager Microsoft Cor...
I:-i_ll Microsoft Cor...
N Component Services  Microsoft Cor...
;&'Computer Managem... Microsoft Cor...

HDeuice Manager Microsoft Cor...
= Disk Management Microsoft and. ..
@ Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...

_§J Group Policy Object ... Microsoft Cor...
g IP Security Manitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor...
= Link to Web Address  Microsoft Cor...
- ‘e . -

Description:

Add =

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:

] console Root

Edit Extensions. ..

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel

6. Click Add > to add snap-ins.
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7. Inthe Certificates snap-in group, click the Computer Account option, and then click Next.

Certificates snap-in x

Thiz snap-in will always manage cerificates for:

() by user account

() Service account

< Back Mext = Cancel

You can select either My user account or Service account options. If you are not an
Administrator of the computer, you can manage certificates only for your user account.

8. Click the Local computer option.

Select Computer *

Select the computer you want this snap4n to manage.

Thig snap-in will always manage:

(®)Local computer: fthe computer this consele is running on:

(") Ancther computer: Browse...

[] Allow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

< Back Cancel

9. Inthe Select Computer dialog box, click Finish.
10. Inthe Add/Remove Snap-in dialog box, click OK.

11. Inthe Console Root window, click Certificates (Local Computer) to view the certificate
stores for the computer.
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E Console! - [Console Root\Certificates (Local Computer]] - n] X

E File Action View Favorites Window Help -8 X

s 2EBE

1 Console Roct Logical Store Name Actions

ﬂﬂ Certificates (Local Computer)  Persondl Cetificates (Local Computer) .

_ Trusted Root Certification Authorities More Actions N
_ Enterprise Trust
~ Intermediate Certification Authorities Preview Buid Roots -
~ Trusted Publishers More Actions )
~ Untrusted Certficates
_ Third-Party Root Certification Authorities
~ Trusted People

__ Client Authentication lssuers
) Previen Build Roots
_ AAD Token Issuer
_ Homegroup Machine Certficates
__ Remote Desktop
_ Smart Card Trusted Roots
_I5MS
5
~ Trusted Devices

~ Windows Live ID Token lssuer

Preview Build Roots store contains 1 certificate.

12. Toview certificates for your account, repeat steps 3 to 6. In step 7, instead of selecting
Computer account, click My User account and repeat steps 8 to 10 (Optional step).

13. From the File menu, choose Save or Save As. Save the console file for later reuse (Optional
step).

Adding a Certificate

1. Navigate to Console Root > Certificates (Local Computer) > Personal > Certificates.
2. Onright pane, select All Tasks > Import.
3. Follow the dialog to install the certificate.

Selecting a Certificate in IIS Manager

You can select a certificate in the Internet Information Services (I11S) Manager.

> To select a certificate in IIS Manager:
1. Open the IIS Manager.
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'ﬂ;mmmm.mmm« & =@ B
IGQ @+ s S s Ouleh Wb Sa s aeh e
Fle  View Help
Conmections. Acticns |
}, | @ Default Web Site Home | -

PR T B LY S

Fiter: » PFiGo - G- Show Al | Grouplby Ares - 8-
i '3 ;’:‘.MM T ASPET e ——— —_— it Site
" — - » o
Q) Defauit Web Sae a2 2 r) (o h 2 "J "! 3 &
NET NET  NETEmer  NET  NETProfle METRoles NETTrust  NET Usens Vo Applications
Authorizst. Compistion  Pages  Globakzstion Levels - ’
E & & 5 2 &L & Manage Web Site -
Apphcation Connection MachineKey Pagesand  Providens  Session State SMTP E-mad & Restent
Settings Strngs Contrely »
] LI
- : s Browse Web Site
s A @ o B & = § m
ASP  Authentic.. (-] Defaut Falled  Handier HITP  ISAPI Filten
Document Reguest Tra Mappings  Respon_ st o
- ; Configure
B »» #H = 3 8
Loggng  MIME Types  Modules Output Request S5 Settings e
c F
] Werng =
Manasgerment @ &y
] & 1
Configunt_ @
Edaor
= | Festures View [ Content View
Resdy 9
2. Right-click the default site, and then choose Edit Site — Bindings.
3. Select HTTPS binding (Port 443), and then click Edit.
Edit Site
— . y 7 Bindings...
==| - ;'zzl :l—qlfgl F i~ Basic Settings...
Directory i E Tunes Wigw Applications
Browsing Site Bindings |@7§3| w Virtual Director
[
ﬁzan Site Binding (9] 3 ] e
S5L Sef glart
Type: IP address: Port: rt
. https = | AllUnassigned - 443 p
wee Web Ste
Host name:
pwse “1443 (https)
S5L certificate: R cedlaerie
[Ac\f’ocai.ocai ~ ] View... Infigure
|
nits...
l QK ] l Cancel I tall Application Fi
E Gallery

@ Help
4. From the 'SSL certificate' drop-down list, select the new certificate, and then click OK.
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12 Enabling .NET Framework 3.5 on Windows

You can use Server Manager to enable .NET Framework 3.5. For more information, see Microsoft’s
guidelines here.

Before enabling .NET Framework 3.5, ensure that you have the following:
= Windows Server 2012 R2 or 2016

= Administrator user rights. The current user must be a member of the local Administrators group
to add or remove Windows features.

m  Target computers might need network access and rights to use either alternate sources or an
Internet connection to use Windows Update.

m Installation media (only if you have no Internet connection to use Windows Update)

> To enable .NET Framework 3.5 on a Windows System:

1.  Onthe Server Manager page, click Manage, and then select Add Roles and Features to start
the Add Roles and Features Wizard.

[ Server Manager - | o [in

Manage Tools View

+« Dashboard -@1F

Add Roles and Features I

Remaove Roles and Features
® Dashboard WELCOME TO SERVER MANAGER
- Add Servers

Local Server Create Server Group
All Servers . .
- - o _ o CO mlﬁ_q ure Server Manager Properties .

2. Onthe Before you Begin page, click Next.

= Add Roles and Features Wizard - | o [T
- . DESTIMATION SERVER
Before you beg N WIN-ELFOSE72BAT
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
- features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Server Roles Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current securnity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

3. Onthe Select Installation Type page, click the Role-based or feature-based installation
option, and then click Next.
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DESTINATION SERVER
WIN-6LFOSGTZBAT

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin 3 G :
machine, or on an offline virtual hard disk (VHD).

Server Selection ® Role-based f" feature-based @stallatmn .

Configure a single server by adding roles, role services, and features.
Server Roles

R te D =

Featuras o h  5e i ) X }

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

|<Pieviuu5|| Next > | | Install || Cancel |

4. Onthe Selection Destination Server page, select the target server, and then click Next.

DESTINATIOMN SERVER
WIN-GLFOSGT2BAT

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (®) Select a server from the server poal
O Select a virtual hard disk

Server Roles Server Pool

Features
Filter:

Name IP Address Cperating System

WIN-6LF05672BAT Microsoft Window

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

| < Previous | | Next > | | Install | | Cancel

5. Onthe Select Server Roles page, click Next.
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DESTINATION SERVER
Select server roles WiN.- 61505672847
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
serverseection Directory Certificate Kal &?gﬁﬂéiﬁ:@e SSIoes
[ Active Directory Domain Services certification authorities and related
Features [] Active Directory Federation Services rale services that allow you to issue
[] Active Directory Lightweight Directory Services :::;;.?2;;&::::5 u=edinia
[[] Active Directory Rights Management Services
[] Application Server s
[] DHCP Server
[] DMS Server
[] Fax Server
b [®] File and Storage Services (1 of 12 installed)
[] Hyper-v
[J Network Policy and Access Services ]
[] Print and Document Services
[ Remaote Access
[[] Remote Desktop Services ™
| <Previous | | Next> | | instal || Cancel |

6. Onthe Select Features page, select the '.Net Framework 3.5 Features' check box, and then
click Next.

& MiRckadfeweWad 0 ST

DESTIMATION SERVER
Select features WIN-ELEDSET28AT
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection A
> .MET Framework 3.5 Features i AAF e T R T s T
Server Roles - power of the .NET Framewerk 2.0
b [®] .NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
b [ Background Intelligent Transfer Service (BITS) = building applications that offer
Confirmation (] BitLocker Drive Encryption appealing user interfaces, protect
. — your customers' personal identity
[] BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
- the ability to model a range of
[ Client for NFS
o business processes.
[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[] Failover Clustering
[] Group Pelicy Management
] 1S Hostable Web Care
] Ink and Handwriti ng Services |
—_ . e v
<] ] [ 2]
| < Previous | | Mext > | | Install | | Cancel

7. Onthe Confirm Installation Selections page, click Install.
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A On the Confirm Installation Selections page, a warning is displayed asking Do you need
to specify an alternate source path?. If the target computer does not have access to
Windows Update, click the Specify an alternate source path link to specify the path
to the \sources\sxs folder on the installation media and then click OK. After you have
specified the alternate source, or if the target computer has access to Windows
Update, click the X next to the waming, and then click Install.

[ Add Roles and Features Wizard - |o [T

. f . - . | : DESTINATION SERVER
Confirm installation selections WIN-BLFCE672BA7
| & Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x
Before You Begin To install the following roles, rele services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

MET Framewark 3.5 Features

NET Framework 3.5 (includes .NET 2.0 and 3.0)

Export configuration settings
Specify an alternate source path

< Previous MNext > Install | | Cancel
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13 Useful Topics

The following are some useful links to refer to for additional information:

m ForActive Directory - LDAP Syntax Filters, go to
https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-

filters.aspx
m  Forusing the UserAccountControl Flags, go to https://support.microsoft.com/en-
us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-pro

m  For LDAP Filter Syntax, go to http://www.ldapexplorer.com/en/manual/109010000-Idap-filter-
syntax.htm
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