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Introduction

AudioCodes' Device Manager Pro features a user interface that enables enterprise network
administrators to effortlessly and effectively provision and maintain up to 30000 400HD Series
IP phones and third-party vendor devices in globally distributed corporations.

The Device Manager Pro client, which network administrators can use to connect to the server,
can be any standard web browser supporting HTML5: Microsoft's Edge, Internet Explorer
version 11 and later, Chrome (recommended) or Firefox.

REST (Representational State Transfer) based architecture enables statuses, commands and
alarms to be communicated between the devices and the server. The devices send their status
to the server every hour for display in the user interface.

Accessed from AudioCodes' One Voice Operations Center (referred to as OVOC for short in this
document), the Device Manager Pro enables network administrators to effortlessly load
configuration files and firmware files on up to 30000 IP phones and third-party vendor devices.

Other actions administrators can perform on multiple phones are to upload a csv file with
devices' MAC addresses and SIP credentials (supported in all environments except Skype for
Business), approve devices at the press of a button (supported in Skype for Business
environments only), send messages to phones' screens, reset phones, and move phones
between tenants.

A configuration file template feature lets network administrators customize configuration files
per phone model, tenant, and device.

Integrated into the OVOC, the Device Manager Pro server provides added value to
AudioCodes' 400HD Series IP phones and third-party vendor devices.

About this Document

This document shows network administrators how to enable automatic provisioning (Zero
Touch provisioning) of the AudioCodes devices in an enterprise network from a single central
point.

A e Forinformation on third-party vendor products (for example Jabra and Polycom),
see the Device Manager for Third-Party Vendor Products Administrator's Manual

e Forinformation on the Device Manager Agent, see:
v/ Device Manager Agent Installation and Configuration Guide
v/ Managing Device Manager Agents on page 95

e For detailed descriptive information about the Agent, see the Device Manager
Agent Installation and Configuration Guide.

Zero Touch Provisioning

AudioCodes' IP phones can be automatically provisioned when they are plugged in to the
enterprise's network if Zero Touch provisioning has been implemented.


https://www.audiocodes.com/library/technical-documents?productFamilyGroup=1679&amp;productGroup=1684
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A Applies to all phones irrespective of Skype for Business/non-Skype for Business.

> To implement Zero Touch provisioning:

1. Build your network topology of tenants and sites using the One Voice Operations Center
(see the One Voice Operations Center User's Manual for more information).

2. Startup and loginto the Device Manager Pro.
3. Choosethe Zero Touch provisioning method. Either:

e Configure the DHCP server to provision the phone with an IP address that is in the
tenant/site range. Configure the phone to receive the IP address or subnet mask of
the tenant/site.

® Use DHCP Option 160.

4. Choose the default template for each tenant and model.
Phones that reside behind a NAT and whose IP addresses are internal can be managed

by the OVOC via SBC HTTP proxy. For more information, see Managing Devices
Behind a NAT using SBC HTTP Proxy on page 36.

Zero Touch Provisioning Process - Skype for Business Phone

The figure below illustrates the 1-9 step provisioning process for AudioCodes' IP phones for
Skype for Business when the Zero Touch feature is implemented.

Figure 1-1:  Zero Touch Provisioning - Skype for Business Phone

) DHCP Option 160

9 OC Server URL: If a tenant is defined, the phone is allocated to that
tenant. If a tenant is not defined, allocation is performed by best match®.

DHCP Server

9 HTTP Get default/tenant img and cfg file

€Y HTTP REST Status

E) HTTP REST action (e.g. reset)

OC Server
A
@ REGISTER to Skype for Business FE server L x‘?
) 2000K —
> |
[ ]

Skype for Business

£2) Register user|device to the OC server

@ HTTP Get user|device specific img and cfg file

OC Server

*If the network administrator does not define a tenant in the URL in DHCP Option 160, the
phone is allocated a tenant/site according to best match, that is, according to either tenant
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Subnet Mask or site Subnet Mask configured in the OVOC. See the One Voice Operations
Center User's Manual for more information.



CHAPTER 1

Introduction Device Manager Pro | Administrator's Guide

Zero Touch Provisioning — non Skype for Business Phone

The figure below illustrates the 1-8 step provisioning process for AudioCodes' non Skype for
Business phones when the Zero Touch feature is implemented.

Figure 1-2:  Zero Touch Provisioning — non Skype for Business Phone
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OVOC Server
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2 Starting up and Logging in

After installation, start the Device Manager Pro and log in. Before logging in, you need to run
the OVOC.

& e Toaccess the Device Manager Pro without running the OVOC, point your web
browser to https://<OVOC_IP_Address>/ipp and then in the login screen that
opens, log in. If the browser is pointed to HTTP, it will be redirected to HTTPS.

e Device Manager Pro is a secured web client that runs on any standard web
browser supporting HTML5: Internet Explorer v11 and later, Chrome or Firefox.

For information on installing and operating the OVOC, see the OVOC Server IOM Manual and
the OVOC User's Manual.
> To log in to the Device Manager Pro via the OVOC:

1. Inthe OVOC's Network page, click the Endpoints tab and from the dropdown select
Configuration . The Login to Device Manager Pro screen opens.

Figure 2-1: Login

Login to Device Manager Fro

X

3

The 'Username’ and 'Password' used to log in to the Device Manager Pro are the same
as those used to log in to the OVOC.

2. Enter your Username and Password (default = acladmin and pass_1234)and click Sign In;
the application is launched and the Monitor Dashboard is displayed.
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Figure 2-2:  Monitor Dashboard
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e See Monitoring and Maintaining the Phone Network on page 38 for more
information about monitoring phones.

e The following topics show how to provision phones using Zero Touch.

Device Manager Pro | Administrator's Guide



CHAPTER 3 Adding Users & Devices in Non-Skype for Business Environments Device Manager Pro | Administrator's Guide

3 Adding Users & Devices in Non-Skype for Business
Environments

Administrators can import
M users and devices -or-
B onlyusers

If the administrator imports users and devices, the association between users and devices was
made before Version 7.6

M using the device's MAC address
M through user name and password
M viaanimported CSV file

M before deployment

> To add users and devices with a version earlier than Version 7.6 of Device Manager
Pro:

B After plugging the phones into the network, log in to Device Manager Pro and then (best
practice):

e Exportthe automatically created 'System User' to a zip file (see Exporting 'System
User' to zip File on page 10)

e Unzip the zip file, open the csv file and add users and devices in the same format (see
Adding Users and Devices Information to the csv File on page 12)

® Import the csv file with users and devices back into Device Manager Pro (see
Importing the csv File on page 12

> To add only users:

& e Applies only to Version 7.6 and later

e The association is manually made after deployment, using the Approve button in
the Devices Status page

e When the phone is connected to the network for the first time, the user is prompted
to enter their username/password; it's matched with that on the Device Manager
Pro. After the match, the Manager associates the device with the user.
Usernames/ passwords are then uploaded to the Manager through the import CSV
without using MAC address. After authentication, the Manager downloads the cfg
file to the phone.

1. Afterinstalling the Device Manager Pro, add the HTTP authentication configuration
properties to the initial configuration file (taken from DHCP Options 160) and to the
templates.

2. Select an authentication mode. Two possibilities are available:
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e With username/password

e Without password; only username or extension

& e The default authentication mode is username/password

e The Login screen then allows the user to authenticate with username only,
excluding password

e |f youwant the user to use 'password only' for authentication, enable the 'no
password' option

Figure 3-1:  System Settings Page - HTTP AUTH Provisioning No Password
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PRrITEeS Yo Redundant - STES Bpdundant cetBoundprowy

Friany 7L bl iy
HTTP AUTH Prowisioning 1o pasimord Erable
(@ LoaP contiguration | € DHCP Option Configuation | [ SBC Prosy Conniperation | [ Default Placetedden Values

3. Configure DHCP Options for HTTP Authentication. To prompt the user for username and
password, add the following HTTP authentication parameters to the DHCP option 160 cfg
file:

e provisioning/configuration/http_auth/password=
e provisioning/configuration/http_auth/ui_interaction_enabled=1
® provisioning/configuration/http_auth/user_name=

4. Update the parameter 'provisioning/configuration/url'

# provisioning/configuration/url=<HTTP_OR_S>://<IP_ADDRESS>/ip-
p/admin/httpauth/auth_prov.php

5. Open the DHCP Option Configuration page (Setup > Devices Configuration > DHCP
Options Configuration)

Figure 3-2: DHCP Options Configuration

of DHCP Options Conflguration

& Dewenlcad configuration teemplate & Uplogd conliguraticn template
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6. Click Edit configuration template:
Figure 3-3:  Edit DHCP Option
Edit DHCP Option

ems_semenkeap_alive_period=80
ems_senmanprovisioningfuds<HTTP_OR_S»>ii<IP_ADDRESS>fipprestiynt_auto_prov phg
provisioning/method=STATIC
provisioning'configuration/u=<HTTP_OR_S>.<IP_ADDRESS=/configiles!
provisioning/configurationiyr=<HTTF_OR_S><IP_ADDRESS~/pprest/auth_prov.php
provisioning firmwareiur=<HTTF_OR_S=1f<IP_ADDRESS=Mmmarefies’
ems_servenuser_namessysiem

ems_servenuser_password={"v20p5/SpM="}
provigioning/configurationntip_authipassword=
provigioning/cenfigurabionintip_authiul_interacton_enabled=1
provigiomng/icenfiguraboniiip guthiuser_name=|

7. Click Generate Template:

&f DHCP Options Configuration
G Edit configuration template & Download configuration template X Upload configuration template

B Generate Template

DHCP option 160 URLs

System URLs
EMS accesses phones directly: http://10.21.8.32/firmwarefiles;ipp/dhcpoption160.cfg
EMS accesses phones via SBC HTTP Prowy: http://SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/httpproxy/

If you want password to be excluded from HTTP user authentication, configure para-
meter 'provisioning/configuration/http_auth/password' to 1234. Users will then not have
to enter a password when performing authentication.

8. Configure each template to operate with HTTP authentication. Open each template you
want to operate with HTTP authentication and add the following values to each:

e provisioning/configuration/http_auth/password=%ITCS_LinelAuthPassword%

e provisioning/configuration/http_auth/ui_interaction_enabled=1

e provisioning/configuration/http_auth/user_name=%ITCS_LinelAuthName%
9. Update the parameter 'provisioning/configuration/url":

¢ provisioning/configuration/url=%ITCS_HTTP_OR_S%://%ITCS_HTTP_PROXY_
IP%:%ITCS_HTTP_PROXY_PORT%/ipp/admin/httpauth/auth_prov.php

10. Close the Directory 'configfiles'. For security reasons, it's preferable to close the 'configfiles'
web directory as from now on all cfg files will be downloaded from the new location
http:<SERVER_IP_ADDRESS>/ipprest/lync_auto_prov.php rather than from
http:<SERVER_IP_ADDRESS>/configfiles/MAC.cfg
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11. In the System Settings page, click the W2 button.

Figure 3-4: Simple Certificate Enrolilment Protocol

¥ Simple Certificate Enrollment Protocol

Warningl Any property change requires OVOC restart.

Damain

Password

URL

Device firmware does not support Simple Certificate Enroliment Protocol yet. Future
device firmware will support it.

Exporting 'System User' to zip File

Here's how to export the 'system user' that is automatically created after you log in to Device
Manager Pro, to a zip file.

> To export the 'system user' to a zip file:
1. Openthe Export Users and Devices Information page (Setup > Import/Export).

Figure 3-5:  Export Users and Devices Information

X Export Users and Devices information

To export a ZIP file containing users and devices information and users configuration settings already defined in the server,
click the Export button.

4 Export

2. Click Export; a link to the users.zip file is added to the lowermost left corner of the page.

3. Click thelink; the unzipped file opens displaying a csv file and a cfg file.

4. Open the csv (in Excel):

-10 -
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Figure 3-6:  csv File in Excel

A B c D E F G H 1 J K L M
1 Name Password Display Name  Tenant Device 1 Display Name Device 1 MAC Address Device 1 Serial Number Device1IP Phone Model Device 1language Device 1VLAN Mode Device LVLANID Device 1 VLAN Priority
2 system &sh&hFDcyZFM DO NOTDELETE Nir  Macl0190405_1 00908123456 SN1192046 430Region2 English 0 0
3

Excel displays the information related to 'system user'.

-11 -
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Adding Users and Devices Information to the csv File

You need to add to the csv file the information related to all the users and devices in your
enterprise's network.

& To facilitate this task, you can export a csv from your enterprise PBX and then edit it to
conform to the 'system user' csv row shown in the figure above and the columns shown
in the table below.

Table 3-1: csv File Information

Na- | Pass- Dis- | Ten- | Dis- Ser- | MAC | Pho- | Lan- VL- | VL-  VILA-

me | word play | ant play | ial Addr- | ne guage | AN | AN | N Pri-
Nam- Nam- ess Mo- Mo- ID ority
e e del de

Up to 30000 users and devices can be defined in the csv file. After defining users and devices,
save the csv file on your desktop from where you can import it into the Device Manager Pro.

Importing the csv File

After adding to the csv file the information related to all the users and devices in your
enterprise's network, import the new csv file into the Device Manager Pro.

> To import the new csv file into the Device Manager Pro:
1. Openthelmport Users & Devices Information page (Setup > Import/Export).

Figure 3-7: Import Users & Devices Information

& Import Users and Devices information

This page lets you import a CSV file containing users and devices information into the server.
Browse to the file and then click the import button.

Choose File | Mo file chosen

2. Click Import and then navigate to and select the csv file which you created and saved on
your desktop previously; the file is imported into the Device Manager Pro.

3. Open the Manage Users page (Setup > Users & Devices) and make sure all enterprise
users you imported are displayed.

-12 -
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4 Using the Zero Touch Setup Wizard to Provision
Phones

When plugged in to the enterprise network, phones can automatically be provisioned through
the Zero Touch feature.

M Zero Touch determines which template the phone will be allocated.
B Thetemplateis allocated per phone model and per phone tenant.

B Thetemplate determines which firmware file and configuration file the phone will be
allocated.

Zero Touch provisioning accelerates uptime by enabling multiple users and phones to
automatically be provisioned and added to the Manager.

You can use the Setup Wizard feature to set up Zero Touch provisioning. The Wizard simplifies
deployment of phones in the enterprise for network administrators. The Wizard's functions
were already implemented in versions of Device Manager Pro earlier than Version 7.4, only
now they're centralized in a single location for a friendlier deployment experience. Here're the
steps to follow to provison phones using the Wizard.

> To provison phones using the Zero Touch Setup Wizard:
1. Inthe main screen, click the 'Setup' menu and then click the Setup Wizard option.

Figure 4-1: Step 1 — System Type

to- System Properties

[Lesp—

2. Select Skype for Business and then click Next.

The Setup Wizard will be closed if you intend to use other PBXs besides Skype for
Business. The Setup Wizard is intended exclusively for Skype for Business.

Figure 4-2: Step 2 - Zero Touch

—|oe

oomn Zera Touch

-13 -
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3. Select Yes and then click Next.

Figure 4-3: Step 3 — Choose Tenant
=] o0®

- Choods Ténant

O g St 1 g

4. Choose an existing tenant from the dropdown and click Next. If a tenant doesn't already
exist, click Next and configure one. This is to be able to create a specific configuration for
the tenant and configure the URL in DHCP Option 160 so devices will use this tenant. If
there's no specific tenant configuration to configure, click Next.

Figure 4-4: Step 4 — Tenant Configuration

A ° ° o e

— Tenant Configuration

- = o omomom

5. Click Next.

Figure 4-5: Step 5 — Templates Mapping

- Zero Towch Templates Mapping

6. From the 'Template' dropdown, choose a template.

14 -
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Figure 4-6: Step 5 — Templates Mapping
ASSCS—S————————__________———————________———m-

e ° o o e Q

[

- Zero Touch Temiplates Mapping

|«

A This page is an alternative view to the Devices Configuration Templates page.

7. Associate a template according to the MODEL and TENANT. The page displays a mapping
table in which you need to map {MODEL + TENANT} to TEMPLATE.

a. Select 'IsDefault’; from this point on, the template chosen will be used.

b. From the'Phone'dropdown, select the model.

c. Fromthe 'Tenant' dropdown, select the tenant and then click Next.
Figure 4-7:  Step 6 — DHCP Configuration
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8. Definethe URLin DHCP Option 160.

-15-
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5 Provisioning Phones without the Zero Touch Setup
Wizard

You can set up zero touch provisioning in the Manager without using the Setup Wizard. When
plugged in to the enterprise network, phones will then automatically be provisioned.

M Zero Touch determines with which template the phone will be provisioned.
B Thetemplateis provisioned per phone model and per phone tenant.

B Thetemplate determines with which firmware file (img) and configuration file (cfg) the
phone will be provisioned.

Zero Touch accelerates uptime by enabling multiple users and phones to automatically
be provisioned and added to the Manager.

Before Implementing Zero Touch

Before implementing Zero Touch, you need to prepare the network.
This applies to:

M the network administrator of the enterprise whose OVOC is installed on premises (in the
enterprise's LAN)

B the system integrator of the Service Provider whose OVOC is installed in the cloud (WAN)

> To prepare the network for Zero Touch provisioning:
1. Define atenant (see Defining a Tenant below).
2. Prepare atemplate per tenant (see Preparing a Template for a Tenant/Model on page 20).

3. Upload the firmware .img file to the server (see Uploading .img Firmware File to the Server
on page 23).

4. Configure the DHCP server's Option 160 to allocate the phone to the tenant/site URL (see
Configuring DHCP Option 160 with a Tenant URL on page 23).

Defining a Tenant

You need to define a tenant before you can implement Zero Touch.

> To define a tenant:

1. Openthe Tenant List page (Setup > System > Tenants).

-16 -
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Figure 5-1: Tenant List

i
@
L

2. Click the +Add New Tenant button.

Figure 5-2: Add New Tenant

Add New Tenant

Name
Description
Subnet

Default

3. Usethetable below as reference.

Table 5-1: Add New Tenant

Parameter Description
Name Enter an intuitive name to facilitate effective management later.
Description Enter a tenant description to facilitate effective management later.
Subnet Enter the tenant's subnet mask. Must be in prefix format x.x.x.x/y.

For example: 255.255.0.0/16. For any region under the tenant, sub-
net mask is not mandatory, but if it is configured, its subnet mask
must be within the tenant's, for example, 255.255.0.0/1.

Default Defines the default tenant. Only this newly added tenant can be
the default. The default is used for devices/endpoints auto-
detection.

4. Click Save.

-17 -
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Configuring an Endpoints Group

After adding a group to the OVOC as shown in the OVOC User's Manual, you can add an end-
point - or multiple endpoints - to that group as shown in Checking Devices Status on page 41
under the action Change Group, and then you can configure the endpoints in the group as
shown here. The feature benefits a customer who wants for example 10 of 500 phones in a site
in their enterprise organized in a group for a software upgrade to apply exclusively to the 10
phones in that group. In contrast to sites, groups are logical entities but configuration of both
are identical; both are per tenant.

> To configure an endpoints group:

1. Open the Group Configuration page (Setup > Devices Configuration > Group
Configuration).

Figure 5-3:  Group Configuration

Contiguraton Key. Configuraton Value.

E= Group PlaceHolders - Replacing the PlaceHolders(%ITCS_%) in the Template:

2. From the 'Select Group' drop-down, choose the group (added to the OVOC) under which
you want to organize endpoints.

3. From the 'Configuration Key' drop-down, select a parameter to configure for the
endpoints group.
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4,

Figure 5-4: Configuration Key

Configuration Key:

system/type

system/hw_type
system/fileSystem/mtd3_utilization_limit
system/cfg/version_id
system/current_cfg_update/[0-11]/parameter
system/lldpd/fast_start_count
system/lldpd/vlan_query_cut
system/user_name
system/watchdog/AdminTftpSerever
system/password

system/web,/enabled
system/web_user_name
system/web_user_password
system/web_user_access_list
system/web_session_timeout
system/server_lock_error_code
system/syslog/component/cgi

svstem /svsloa/component feontrol center

In the 'Configuration Value' field displayed after a selection, provision the parameter with
a value and then click Add. Click ? for more information if necessary.

Configuration Value:

5. To configure Jabra endpoints group parameters, click . adjacent to the
'Configuration Key' field and select Jabra.
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6. View the following:

Jabas  labra

Y Features

-_— . .
= Aclions

Configuration Key:

7. From the 'Configuration Key' drop-down, select a Jabra parameter to configure for the
Jabra endpoints group.

Configuration Key:

Configuration Value:

VOICE_ANNOUNCEMENTS_REGION

v ‘ Jabra an Select the relevant voice announcements language pack.

EMEA/APAC

. EEE-

8. Inthe 'Configuration Value' field displayed after a selection, provision the parameter with

a value and then click Add. Click ? for more information if necessary.

9. To switch back to an AudioCodes (non Jabra) endpoints group, click . adjacent to
the 'Configuration Key' field and select AudioCodes.

@ audiocodes

Preparing a Template for a Tenant/Model

You need to prepare a template per tenant / type (phone model) in the deployment. The

template informs the server how to generate the .cfg configuration file when the phones are

plugged in to the network. When the phones are plugged in, the .cfg configuration file is

downloaded to them from the server.

User-configured Speed Dials and Programmable Keys are saved in the device's cfg file
and backed up on the server. After the user configures them (see the device's User's
Manual for details), the phone automatically updates the cfg file on the server. They're
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A downloaded to the phone after:
e they're deleted or some other 'crisis' occurs
the phone is restored to factory defaults
the user starts working with a new device
the user deploys another device at their workstation
the user's phone is upgraded

This saves the user from having to configure Speed Dials and Programmable Keys from the
beginning. The user only needs to configure them once, initially.

If there is no cfg file on the server, the server gets the data from the phone.

> To prepare a template for a tenant / phone model:
1. Openthe'Add new template' screen (Setup > Devices Configuration > Templates).

Figure 5-5: Devices Configuration Templates

+ Add new Template
Name Description Zero Touch default Tenant Type

Audiocodes_420HD The 420HD SIP 1P Phone s a high-definitio... x AL
Audiocodes_430HD The 430HD SIP IP Phone is an advanced, mid... x AL
Audiocodes_440HD The 440HD SIP IP Phone is a high-end, exec... ® AL
Audiocodes_420HD_LYNC LYNC - The 420HD SIP IP Phone is a high-de. * AL
Audiocodes_430HD_LYNC LYNC - The 430HD SIP IP Phone is an advanc... * ALL
Audiocodes_440HD_LYNC LYNC - The 440HD SIP [P Phone is a high-en... L AL 440HD
Audiocodes_405 The 405 SIP IP Phone is a low-cost, entry-... x AL
Audiocodes_405_LYNC LYNC - The 405 IP Phone is a low-cost, ent... x AL
Nir Default Template430_2 Template for Nir auto testing o NirTest1 430HD
Nir Default Template430 Template for Nir auto-testing x Nir 430HD
Nir Default Template450 Template for Nir auto-testing x Nir 450HD

FEEEETEREER

For information on third-party vendor products, see the Device Manager for Third-Party
Vendor Products Administrator's Manual

2. Clickthe Add New Template button.
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Figure 5-6: Add New Template

© Add new Template

Template name

Template description

Tenant All v

Type - v
Default

Clone From Template - v

Click here to Download Shared Templates.

3. Enter a name for the template. Make the name intuitive. Include tenant and model
aspects in it.

4. Provide a description of the template to enhance intuitive maintenance.
5. From the 'Tenant' dropdown list, select the tenant.
6. From the 'Type'dropdown list, select the phone model.

7. Select the Default Tenant option for the template to be the default for this tenant. More
than one phone type can be in a tenant. All can have a common template. But only one
template can be configured for a tenant. If a second template is configured for the tenant,
it overrides the first. After a template is added, it's displayed as shown below in the
Devices Configuration Template page. When a phone is then connected to the network, if
the phone is of this type and located in this tenant, it will automatically be provisioned via
the DHCP server from the OVOC provisioning server (Zero Touch).

Figure 5-7: Default Template Indication

|o ‘ Audiocodes_420HD_LYNC LYNC - The 420HD SIP IP Phone is a high-de... © ALL 420HD
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8. From the 'Clone From Template' dropdown list, select a template to clone from. If the
template is for phones in a tenant that are Microsoft Skype for Business phones, choose a
Skype for Business template.

9. Do this for all tenants and types (phone models) in the network.

10. If necessary, click the here link in 'Click here to Download Shared Templates'; your
browser opens displaying AudioCodes share file in which all templates are located, for
example, the templates used with Genesys.

Uploading .img Firmware File to the Server

After obtaining the device's latest .img firmware file from AudioCodes, upload it to the OVOC
provisioning server. When devices are later connected to the network, they're automatically
provisioned with firmware from the server. You can also upload the .dfu firmware files for the
speakers of the Huddle Room Solution (HRS).

> To upload the .img firmware file to the OVOC provisioning server:

1. Inthe Device Manager Pro, access the Firmware Files page (Setup > Devices Configuration
> Firmware Files).

Figure 5-8: Phone Firmware Files

= Device firmware files

& Download Jabra Firmware + Add new Device firmware

Name Description Version File Name: Tenant

1405 405 - default firmware £05UC_3.0.1.380 205.img

2 40sHD 405HD - def HD40SUC_3.L3.144.16 205HD.me

3 420HD 420HD - defa 420HDUC_3.0.1.398 220HD.img

I

4 430HD 430HD - default firmuare 430HDUC_B.13.144 230HD.img

5 440HD 440HD - default firmware. 450HDUC_3.1.3.144.15 440HD.img

I

ﬁ

5 5HD 445HD - default firmware 245HBUC_3.03.144.20 245HD.img
7 s0HD 450HD - default firmware 450HDUC_3.03.144.15 250HDimg
8 4570110 Speak_457 11100 257_0110img
9 101 Speak_457 11380 257_0138.img

10 cesoHD C450HD - default firmware

11 C450HD defaultfi

Recent the CASOHD IP phone. Singapore

12 HRS HRS- default firmware.

250HDUC_3.03.144.15 HRS.img

I

13 Jabra_Evolve_7542.0.0 Jabra_Evolve_7542.0.0 200 Jabra_Evolve_7542.0.0zip

12 Jabra_Evolve_T542.40 Jabra_Evolve_T542.4,0 240 Jabra_Evolve_T5-v2.4.0zip

ﬁﬁ
= = = = =
o o o o o
g 2 g 2 g
B 3 B 3 B

15 Jabra_SPEAKR_£10 Jabra SPEAK 410 1.8.0 1180 Jabra_SPEAKR_&10.img

2. Inthe Firmware Files screen, click the Add new Device firmware button.

3. Navigate to the .img file and/or .dfu firmware files for the HRS speakers, and upload to the
OVOC provisioning server.

Configuring DHCP Option 160 with a Tenant URL

You need to point DHCP Option 160 to a tenant URL so that the phones will be automatically
provisioned with their .img firmware file and cfg configuration file when they're plugged in to
the network for the first time (Zero Touch provisioning).

Either of the following two methods can be used to implement Zero Touch:
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B Configure the DHCP server to provision the phone with an IP address that is in the

tenant/site range. Configure the phone to receive the IP address or subnet mask of the
tenant/site.

M Use DHCP Option 160

The Device Manager Pro supports backward compatibility so you can point DHCP
Option 160 to a region URL. See the Administrator's Manual v7.2 and earlier.

Later when the (Skype for Business) phones are signed in, phones and users are automatically
added to Device Manager Pro which loads their specific .cfg files to them.

> To point DHCP Option 160 to a tenant URL:

1. Inthe Device Manager Pro, open the DHCP Options Configuration page (Setup > Devices
Configuration > DHCP Options Configuration).

&f DHCP Options Configuration

DHCP option 160 URL ['dhcpoption160.cfg’)

System URLs

OVOC accesses phones directly: http:/[10.21.8. i cpoption160.cfg

OVOC accesses phones vis SBC HTTP Proxy: http:/[SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefilessipp/httpproxy/

@ Edit dhcpoption160.cfg template & Download dhepoption160.cfg template & Upload dhepoption160.cfg template
B Generate "dhcpoption160.cfg’

Advanced: DHCP option 160 with Tenant Configuration

2. Click the Advanced: DHCP option 160 with Tenant Configuration link located lowermost
and under the Tenant URLs section, select from the 'Tenant' dropdown a tenant with
which to associate a new device, as shown in the next figure (Tenant '2').

3. Fromthe'Group'dropdown list, select a group with which to associate a new device, as
shown in the next figure (Group '1').
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Figure 5-9: Tenant URL

DHCP option 160 with Tenant Configuration URLs (replacing \'dhcpoption160.cfg\")

Tenant URLs

Select the tenant/group and copy the URLs to the DHCP Options according to your requirements.

Tenant: 2 " Groue:

The EMS has direct access to the IPPs: http://10.21.8.25/firmwarefiles:ipp/tenant/2/group/1
The EMS accesses the IPPs through SEC HTTP Proxy: http://SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/tenant/2/group/1
Direct URL for the device (no DHCP available): hittp://10.21.8.25/ippftenant/2/group/1

Test TENANT/GROUP URLs

To test the Tenant/Group URL, select the Template and then click the link below.
Model: 405 v

£ Device with this model will get the configuration (based on DHCP option 160)

You can configure the device's tenant URLs to retrieve files either directly from the OVOC
server or via an SBC HTTP proxy. Using an SBC HTTP proxy server is useful for customers
whose OVOC is installed in the cloud, or when phones are located behind a NAT.

4. Choose either:

e The OVOC has direct access to the phones. The DHCP server will connect the phones
directly to the OVOC server IP address.

¢ Copy (Ctrl+C) the following URL and paste it into DHCP Option 160 in the
enterprise's DHCP server:
HTTP://<OVOC_IP_Address>/firmwarefiles;ipp/tenant/<tenant selected in Step
1>/group/<group selected in step 1>

e The OVOC access the IPP's through the SBC HTTP proxy. The DHCP server directs the
phones firstly to an SBC HTTP proxy server, which then redirects to the OVOC server.

¢ Ifthe phones communicate with an SBC HTTP proxy rather than directly with the
0OVOC server, copy (Ctrl+C) the following URL into DHCP Option 160 in the
enterprise's DHCP server: http://SBC_PROXY_IP:SBC_PROXY _
PORT/firmwarefiles;ipp/tenant/Tenant

e Direct URL for the IPP (No DHCP Available) — typically used for debugging purposes
when no DHCP is available.

& e Configure DHCP Option 160 to point to the OVOC provisioning server's URL if the
phones are not behind a NAT. DHCP Option 66/67 can also be used.
e |f the phones reside behind a NAT and an SBC HTTP proxy is available, configure
DHCP Option 160 to point to the SBC HTTP proxy; phone-OVOC communications
will then be via the SBC HTTP proxy rather than direct.
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5.

After copying the tenant URL (Ctrl+C) and pasting it into the enterprise's DHCP server's
DHCP Option 160, select the phone model from the 'IPP Model' dropdown and then click
the button IPP with this model will get from the DHCP; an output of the configuration
file that you have configured to provision is displayed. Verify it before committing to
provision multiple phones.

When a deployment covers multiple tenants, the tenants definition can be in two main

hierarchies:

e DHCP server

e Subnet

For Zero Touch provisioning to function, tenant granularity must correspond with the number
of DHCP servers/subnets already located within the enterprise network.

Figure 5-10

Verifying the device's Configuration File

Tenant:  ShayS v

The EMS haz direct access to the IPPs:
The EMS accesses the IPPs through SBC HTTP Proxy:

Direct URL for the phone {no DHCP availzble):

To test the tenant URL, select the Template and then click the link below.

Model:  a44pHD ¥

¥ IPP with this model will get the configuration (based on DHCP opticn 160)

include Audiccodes_440HD_global_LYNC_smpty.ciz
management/telnet/enabled=0
eme_server/keep_alive_period=60

provisioning/configuration/uri=http://10.24.8.32 fconfigfiles/

provisioning/method=STATIC
provisioning/period/daily/time=0-00
provisioning/periad/hourly/hours_interval=24
provisioning/period/type=DAILY
provisioning/period fweekly/day=SUNDAY
provisioning/period weekly/time=D-00
provisioning/randem_provisioning_time=120

Brovisioringredirsct_server_urishttps:/redirect sudiccodes com

ems_server/user_name=system
ems_server/user_password={"\{ZOp5/5pM="}
provisioning/firmware/url=hit;
ems_server/provisioning/url=http://10.21.2.32:8081/
anfid=

network/lan/vlan/mode=

an/period=30
an/priority=
personal_settings/language=Korean
‘system/password={"LuOOJMVXMa="}
systemjuser_name=sdmin
systemjdaylight_saving/activate=ENABLE
system/daylight_saving fend_date/day=1
systemjdaylight_saving/end _date/day_of_wesk=0
system/daylight_saving end _date/hour=
systemjdaylight_saving/end_date/minute=
system/daylight_savingjend_date/month=1
systemjdaylight_saving/end_date/week=0
system/dsylight_saving/mode=1
systemjdaylight_saving/offset=
system)daylight_saving/'start_date/dsy=26

system/daylight_saving/start_date/day_of week=0

system/daylizht_saving/start_date/hour=

/1021232 firmwarefiles/

http://10.21.8.32/firmwarefiles}ipp/tenant/Shays
hitps//SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ippjtenant/Shays

http://10.21.8.32fipp/tenant/Shays

& Zero Touch is supported for phones with sign-in capabilities only.
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Configuring DHCP Option 160 with System URL

A\ e

This configuration is applicable when Zero Touch is not used to provision the
phones.

The instructions below therefore describe a provisioning method that is not the
choice method.

The figure below shows the file dhcpoption160.cfg located on the server.

Figure 5-11: cfg File Located on the Server

€« C A | [ 10.1.8.23/ipp/dhcpoption160.cfg

ems_server/keep_alive_period=60
pems_server/provisioning/url=http://10.1.8.23:8081/
»provisioning/method=STATIC
wprovisioning/configuration/url=http://1€.1.8.23/configfiles/
wprovisioning/firmware/url=http://10.1.8.23/firmwarefiles/
ipems_server/user_name=system
mems_server/user_password={"Vv1Z0Op5/5pM="}

Legend

A\ e

Description
Points to the URL of the OVOC provisioning server.

STATIC provisioning method, so the cfg and img files are automatically pulled
from the OVOC provisioning server rather than from the DHCP server.

Location of the cfg file, pulled by the phones when they're plugged into the
network, on the OVOC provisioning server.

Location of the img file, pulled by the phones when they're plugged into the
network, on the OVOC provisioning server.

Name of the 'system user', necessary for basic REST APl authentication when the
phones are plugged in to the network for the first time.

(Encrypted) Password of the 'system user', necessary for basic REST API
authentication when the phones are plugged in to the network for the first time.

The dhcpoption160.cfg file is created when logging in for the first time to the
Device Manager Pro.

The file is an internal OVOC file and cannot be manually modified.

After installation, the first, second and third lines in the file are automatically updated.
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Editing the DHCP Option 160 cfg File

Administrators can opt to edit the initial DHCP Options 160 cfg file. Choose the DHCP Option
Configuration button if your phones are communicating with a DHCP server. A DHCP server is
mandatory if the phones are behind a NAT, or when communicating with an SBC HTTP proxy.

> To edit the DHCP Option 160 cfg File:

1. Open the System Settings page (Setup > Devices Configuration > DHCP Options
Configuration).

Figure 5-12: DHCP Option Configuration

©f DHCP Options Configuration

DHCP option 160 URL (*dhcpoption160.cfg’)

System URLs
EMS accesses phanes directly hitpsi/[10.1.8.24/firmwarefiles;ipp/dhcpoption160.cfg

EMS accesses phones via S3C HTTF Prowys https://SBEC_PROKY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/httpproxy/

& Edit dhcpoption160.cfg template & Download dhcpoption160.cfg template &, Upload dhcpoption160.cfg template
B Generate "dhcpoption160.cfg’

Advanced: DHCP option 160 with Tenant Configuration

2. Click the Edit cfg template button.
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Figure 5-13: Edit DHCP Option

Edit DHCP Option

ems_serverkeep_alive_period=60
ems_senver/provisioning/y=<=HTTP_OR_2=//<IP_ADDRESS=/
provisioning/method=STATIC
previgioning/configuration/yfl==HTTP_OR_S=/i=IP_ADDRESS=igonfigfiles’
provisioning/firmware/y=<HTTF_OR_S=1i<IP_ADDRESS=/fmyarefiles/
ems_senver/user_name=system
ems_server/user_password={"yylZ0p5/50M="]

3. Edit the DHCP option using the table below as reference.

Table 5-2: DHCP Option

Parameter Description
Keep alive You can configure how often the phones generate a keep-alive trap
period towards the Device Manager Pro. Default: Every 60 minutes. It's

advisable to configure a period that does not exceed an hour. The
management system may incorrectly determine that the phone is
disconnected if a period of more than an hour is configured.

Provisioning Defines the URL (including IP address and port) of the provisioning server
URL (OvOC server).

Provisioning Defines the provisioning method, i.e., STATIC or Dynamic (DHCP). Do not
Method change this setting. The setting must remain STATIC. If not, the phone
will continuously perform restarts.

Provisioning Defines the URL of the location of the configuration files (including IP
Configuration | address and port) in the provisioning server (OVOC server).
URL

-29-



CHAPTER 5 Provisioning Phones without the Zero Touch Setup Wizard Device Manager Pro | Administrator's Guide

Parameter Description

Provisioning Defines the URL of the location of the firmware files (including IP address
Firmware URL | and port)in the provisioning server (OVOC server).

User Name Defines the user name for the REST API. Default: System. Later, each
phone receives its own unique user name.

User Encrypted. Defines the user password for the REST API. Default: System.
Password Later, each phone receives its own unique user password.

& You can always restore these settings to their defaults if necessary by clicking the
Restore to default button in the DHCP Option Configuration dialog, but it's advisable
to leave these settings unchanged. The button is displayed only after the DHCP Option
is changed.

Editing the SBC HTTP Proxy

Administrators can opt to edit the initial DHCP Options 160 cfg file. Choose the HTTP Proxy
Configuration button if your phones are communicating with an SBC HTTP proxy, which is
required when the phones are behind a NAT.

> To configure the SBC HTTP proxy:

1. Open the System Settings page (Setup > Devices Configuration > System Settings) and
then in the System Settings page click the More tab and then the SBC Proxy
Configuration button.

Figure 5-14: Proxy DHCP Options Configuration

&f Proxy DHCP Options Configuration

& Edit template & Download template X Upload template

2. Click the Edit template button; the same Edit DHCP Option screen shown previously
opens. Edit as described previously.

3. Click Save.
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6 Provisioning Android-based Teams Phones

AudioCodes' Device Manager manages Android-based Teams phones in a similar way to UC-
type phones. Teams phones' configuration parameters are in the same format as UC phones.
A .cfg configuration file is defined for each device. Device Manager version 7.8.2000 and later
(Pro and Express) supports Android-based Teams devices.

Zero Touch Provisioning is supported in a non-tenant aware manner; each local DHCP Option
160 must be configured with a fully-specified URL pointing to dhcpoption160.cfg as shown
here:

Table 6-1: DHCP Option 160 URL

DHCF option 160 URL ("dhcpoption160.cfg’)

G Edit dhcpoption160.cfg template & Download dhepoptionl60.cfg template & Upload dhepoption160.cfp template

B Generate 'dhcpoption160.cfg’ B Restore to default

This URL is displayed in the Device Manager page under Setup > DHCP options configuration.
After devices are added to the Device Manager, they're allocated to tenants by selecting
Change Tenant in the ‘Actions’ menu. Unless already used, it's recommended to leave the
default tenant as a ‘lobby’ for the new devices. The above URL can also be configured in
AudioCodes' Redirect Server. Android-based Teams devices currently support:

B Provisioning of configuration

B Provisioning of firmware

M Switching to UC/ Teams

B Monitoring (based on periodic Keep-Alive messages sent from devices)
B Resetting the device

The Device Manager's ‘internal’ functions (which don't involve devices) are:
Change tenant

Change template

Show info

Generate Configuration

Delete device status

Nickname
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Actions that go beyond the devices’ periodic provisioning cycle will be supported in next
releases. The Check Status option is irrelevant for Android-based Teams devices therefore it's
omitted from the 'Actions' menu.

& e Tochange adevice's configuration, see the Device Manager Administrator's
Manual. Changing a device's configuration using the Device Manager is the same
for Android-based Teams devices as for UC devices.

e Tocommit a change made at the template/tenant/site/group/user level, perform
Generate Configuration. The change can be validated in the device’s .cfgfile.
The Android-based endpoint pulls the updated configuration when the next periodic
provisioning cycle occurs.

Configuring a Periodic Provisioning Cycle
Network administrators can configure how often periodic provisioning cycles will occur, to suit
enterprise management preference.
> To configure how often periodic provisioning cycles will occur:
B Usethe following table as reference.

Table 6-2: Periodic Provisioning Cycle
Parameter Description

provisioning/period/type | Defines the frequency of the periodic provisioning cycle. Valid
values are:

B HOURLY
B DAILY (default)
M WEEKLY

B POWERUP

B EVERYSMIN

B EVERY15MIN

Each value type is accompanied by additional parameters (see
Supported Parameters on the next page) that further defines
the selected frequency.

Configuring TimeZone and Daylight Savings

Network administrators can configure TimeZone and Daylight Savings to suit enterprise
requirements.

> To configure TimeZone and Daylight Savings:

B Usethe following table as reference.
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Table 6-3: TimeZone And Daylight Savings

Parameter Description
date_time/- Defines the Timezone. Valid values are:
timezone B +00:00
B +01:00
B +02:00
M Etc.
date_time/- [Boolean parameter]. Configuring ENABLED adds one hour to the con-
time_dst figured time. Valid values are:
I
H o

For example, to configure Central European Summer Time (CEST) you can either configure:
date_time/timezone=+01:00

date_time/time_dst=1

-OR-

date_time/timezone=+02:00

date_time/time_dst=0

Managing Devices with HTTPS

Android-based Teams devices support an HTTPS connection.

> To establish an HTTPS connection:
B The server certificate must be signed by a well-known Certificate Authority
-OR-
B Aroot/intermediate CA certificate must be loaded to the device’s trust store either via
802.1x or configuration parameter ‘/security/ca_certificate/[0-4]/uri’
> To maintain backward compatibility with devices previously running UC versions:

B Configure parameter '/security/SSLCertificateErrorsMode' to Ignore

Supported Parameters

Listed here are the configuration file parameters currently supported by Android-based Teams
devices. They're in AudioCodes’ UC version format. The parameters are comprised of
Microsoft configuration profile settings and AudioCodes’ device-specific parameters.

-33-



CHAPTER 6 Provisioning Android-based Teams Phones

Device Manager Pro | Administrator's Guide

general/silent_mode = 0 (default)/1
general/power_saving =0 (default)/1

phone_lock/enabled =0 (default)/1

phone_lock/timeout = 900 (default) (in units of seconds)

phone_lock/lock_pin = 123456
display/language = English (default)
display/screensaver_enabled =0/1
display/screensaver_timeout = 1800 (seconds)
display/backlight = 80 (0-100)
display/high_contrast = 0 (default) /1
date_time/timezone = +02:00
date_time/time_dst =0 (default) /1
date_time/time_format = 12 (default) / 24
network/dhcp_enabled =0/1
network/ip_address =
network/subnet_mask =
network/default_gateway =
network/primary_dns =
network/pecondary_dns =
network/pc_port=0/1

office_hours/start = 08:00
office_hours/end = 17:00

logging/enabled =0/1

logging/levels = VERBOSE, DEBUG, INFO, WARN, ERROR, ASSERT, SILENT

admin/default_password = 1234

admin/ssh_enabled=0/1 (default)

security/SSLCertificateErrorsMode = IGNORE, NOTIFICATION, DISALLOW (default)

security/ca_certificate/[0-4]/uri— uri to download costumer’s root-ca

provisioning/period/daily/time

provisioning/period/hourly/hours_interval

provisioning/period/type = HOURLY, DAILY (default), WEEKLY, POWERUP, EVERY5MIN,

EVERY15MIN
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M provisioning/period/weekly/day
B provisioning/period/weekly/time

B provisioning/random_provisioning_time
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7 Managing Devices Behind a NAT using SBC HTTP
Proxy

Devices that reside behind a NAT and whose IP addresses are internal, can be managed by the
OVOC via SBC HTTP proxy.

& The SBC HTTP Proxy also supports HTTPS.

If the phones are located behind a NAT and the SBC HTTP proxy isn't used, then only partial
management of the phones is possible:

B Alarms and statuses can be sent from the phones to the Device Manager Pro, i.e., REST
requests originate from the phone and the OVOC functions as a REST server.

B The Device Manager Pro can perform auto-discovery of the endpoints for the purpose of
uploading configuration and firmware files.

B 'Actions' menu items cannot be applied, for example, Reset Phone, i.e., the OVOC
functions as a REST client.

HTTP/S updates can be sent from the phones to the OVOC server across a NAT but
requests cannot be sent from the OVOC server to the phones without the mediation of
the SBC HTTP Proxy server.

If the phones are not behind a NAT, phone-OVOC server communications are direct, without
the requirement of the SBC HTTP proxy.

The OVOC automatically updates phones' .cfg configuration file. The phone periodically checks
whether there is a new file on the OVOC server (directly, or via the SBC HTTP proxy if the
phones are behind a NAT). The frequency of the check is configurable: Every night, Every hour,
etc. The default setting is Every day at 00:00. The administrator can change a value in the .cfg
file using the management interface and view the result after the phone loads the new file.

The OVOC automatically updates phones' .img firmware file. The phone periodically checks
whether there is a new .img file on the OVOC server (directly, or via SBC HTTP proxy if the
phones are behind a NAT).

IP-Phone
oC > SBC HTTP >
_ Prﬂxy -_ - -

B When the OVOC communicates with the the SBC HTTP proxy, for example, when it
communicates Actions (Check Status, Change Tenant, Update Firmware, Open Web
Admin, Reset Phone, Update Configuration, Send Message, Delete Status and Telnet),
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communications are always over HTTPS. Similarly, when the SBC HTTP proxy
communicates with the OVOC, communications can be over HTTPS (recommended).

B The string used to configure DHCP Option 160 for communication with the OVOC is
different to the string used to configure DHCP Option 160 for communication with the SBC
HTTP Proxy.

B Aport firewall configuration must be defined for communication with the SBC HTTP Proxy.

e Thelistening port (and IP) for HTTP/S must not collide with any other port such as SIP
5060/1 HTTP for AudioCodes' Web server 80/443.

e |f AudioCodes' Web server uses an interface other than SBC HTTP Proxy , the well-
known ports 80 and 443 can be used.

B When a device uses the SBC HTTP Proxy, the Device Manager Pro indicates this with the

. . 1721711398 @
following icon: —

The administrator can also view phones' online statuses (Started, Registered, Unregistered,
etc.). The SBC HTTP Proxy also supports actions such as Send Message, Restart, Open Web
Admin and Check Status.

To support this feature, the SBC HTTP Proxy should be correctly configured. For more
information, see the relevant device's User's Manual (Section '"HTTP-based Proxy
Services").
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8 Monitoring and Maintaining the Phone Network

You can monitor and maintain the enterprise's telephony network.

Monitoring the Network from the Dashboard

The Dashboard page lets you quickly identify

which phones in the network are registered

which phones in the network are non-registered

# of registered and non-registered phones (in terms of SIP registration)
% of registered phones

MAC and IP address of each phone

the time the information was reported

the firmware version

> To open the Dashboard page:
B Under the Monitor tab, click Dashboard > Dashboard.

Figure 8-1: Dashboard

© GENERATE CONFIGURATION (ONETWORK TOPOLOGY

4DASHBOARD

English 1013219 101824 10min 743081
° °
REGISTERED DEVICES. UNREGISTERED DEVICES

552 21

MORE DETALS..© MORE DETAILS...©

B IfaSkype for Business IP phoneis signed out (offline, or not registered), you'll see an x
icon inside a grey circle, and the 'User' column will be blank, as shown in the figure below.
It will be counted as a Non Registered Device.

Figure 8-2: Dashboard - Skype for Business IP Phone Offline

o Recent Reports
v User s Time & MAC Addr & IPs
o 03.01.2016 23:09:48 00908f6004fe 172.17.188.62
: EMS_01 03.01.2016 09:39:03 00908f60a1e? 172.17.188.74
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B Point your mouse over the icon to view the 'offline' tooltip.
M Ifthe phoneis not registered, you'll view a red triangle enclosing an exclamation mark.
B View the status thumbnails. Use this table as reference.

Table 8-1: Dashboard — Status Thumbnails

Status

Description
Thumbnail P

Indicates the number of registered devices.
Click MORE DETAILS... to quickly access the Devices Status page.

3 @ Indicates the number of unregistered devices.
Click MORE DETAILS... to quickly access the Devices Status page.

Indicates the number of disconnected devices.
Click MORE DETAILS... to quickly access the Devices Status page.

Indicates the number of devices running the version stated above it. Click
MORE DETAILS... to quickly access the Devices Status page.

Pie chart showing the number of devices per tenant that are registered.
0 Hover over a segment of the pie to view the tenant's name and the number
of devices registered under it. Click a segment of the pie to open the Devices
" Status page displaying that tenant and the devices registered under it.

Pie chart showing the number of devices per site that are registered. Click a
segment of the pie to open the Devices Status page.

SR pic chart showing how many phones of each model are registered. Click a
segment of the pie to open the Devices Status page.

W 230HD (72)
W 240HD (2)

_ Pie chart showing how many phones of each firmware version are
0 registered. Click a segment of the pie to open the Devices Status page.
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Viewing Network Topology

Located in the uppermost right corner of the Dashboard page, the Network Topology button
allows network administrators to view devices in their IP telephony networks according to
sites, internal or external IP address, or IP address class.

NETWORK TOPOLOGY

The Network Devices Topology page that opens displays these buttons:

Sites!  Show Sites IP:  sShowEdemallP , ShowClasaC

Click the Show Sites button to display the Network Devices Topology page according to sites.

Figure 8-3: Network Devices Topology page per sites

NETWORK TOPOLOGY

Show Class €

Metwork Devices Topelogy Sites:  showsites  IP- |[ShowlANIF| |

Evgeny Shvidky

Hame 10.20.2:3(Evgany Shvidky)

Model CasoHD

MAC o0du4canzset

FVersion UC_3.#1272

UserlD  evgenyshiidky@eudiocodss.com

Status restarting

Tensnt  ShayTenant

ES AutoDstection

[ 101823

The preceding figure shows multiple sites in a single-tenant network. The page allows admin-
istrators to determine at a glance which sites are causing traffic overload (for example). Admin-
istrators can point their mouse at a device to view information on that device displayed in a
tool tip.
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Figure 8-4: Point your mouse at a device to view information on it

Sherry Hedrlck

Nams 192.188.15.112(5Sherry Hedrick)
Model 440HD
MAC ooooefsaec

FWVersion UC_3.1.4.116.78

UseriD ‘Shermy.Hedricki@audiccodes.com
Status registarsd

Tenant UsA

Site RTP

192 16815112

Click the Show Internal IP | Show LAN IP button to display devices in the page according to
internal IP address or LAN IP address. Each device in the network has an internal IP address -
the IP address of the device located within the enterprise network. Some devices also use a
LAN IP address - the IP address of a router via which calls transit (for example). The button dis-
plays devices according to the administrator's choice.

Click the Show Class B or Show Class C button. Every IP address in quad-dotted notation com-
prises four 'classes'. This button allows displaying devices according to IP addresses of Class B
or Class C.

B Show Class B shows the first two classes, for example, 10.10
B Show Class C shows the first three classes, for example, 10.10.10.

A higher number of devices will be displayed if Show Class B is selected than if Show Class C is
selected since more devices' IP addresses begin with 10.10 than with 10.10.10.

Checking Devices Status

The Devices Status page lets you check a device's status, for example, whether it's connected
or not, as well as perform actions on an individual device or on multiple selected devices.

> To check a device's status:

1. Open the Devices Status page (Monitor > Dashboard > Devices Status)
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Figure 8-5: Devices Status

Devices Status [ Display Columns & Export < Reload
Q Filter
i : n
® b BrE v UsarName v PhoneNumber v | LastUpdatestatus  MacAddress v 1P Address - Model v Fimware v Tenamt v Growp v St v Templat
Actions = ? @ chayHarsl 12022020 16:07:00 no302f24522 1013229/10332.11 o @ RxED uc_ 20365 ‘ShayTenant AuteDetection
wooepspiize 016210 o @ s
L] 00S0EFICEES]L 01821 o @ C4eHD
wozraDeer) 016242 o @ cso0
sctons= ® Al wosoemzes 103 o 400

0O 0O 0O O0OO0ODo0OD0OOoOOoOOoO oo

? oosvarrsaat o« @5
sctos= o o lssrel oososfssiass « a0 @t 1 utovatection  Audiozodes 43
- S [ o0s0zfsesabs o s @t 1
sctons= © & shaytarel ~sr2sTaT0 oososzzacsh o 00 Ucaisieas 4 oA 1
Actions= S yacou3@cloudbondsesh.com 00308fsfis1 o s0m0 UCs1314a15 A N
S m cosozfeoateT o 00 Ucsisteass 4 oAt 11

2. Click Filter; the filter lets you view specific information in the page, preventing information
irrelevant to you from cluttering the page.

Figure 8-6: Devices Status Filter

Filter Clear Filter

User

Phone Number

MAC Address

IP Address

Model

Approve
User With Multiple Devices

VIP Devices

Tenant

Template

Max Devices In Page

Filter Clear Filter
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3. You can filter per user, phone #, MAC, IP address, model, version, status (registered,
offline or disconnected), approved or approval pending, users with multiple devices, VIP
Devices, tenant, site, group, template or maximum devices shown in the page.

4. Viewin column 'USB Headset Type'if a headset is connected to a phone’s USB port; in
addition, column 'IPP Model' displays the USB icon.

5. View in column 'HRS Speaker Model' the Huddle Room Solution model (457 or 458) if an
HRS is connected; in addition, you can view in column 'HRS Speaker FW' the speaker
firmware version.

6. Non-Skype for Business phones are displayed differently to Skype for Business phones.

e The format of 'User Agent' for non-Skype for Business phones is for example AUDC-
IPPhone/2.0.4.30 (430HD; 00908F4867AF) while the format for Skype for Business
phones is AUDC-IPPhone-430HD_UC_2.0.7.70/1.0.0000.0

e Only Skype for Business phones are displayed under the 'Location’ column; non-
Skype for Business phones are not displayed under the 'Location' column.

7. View in the column 'IPP Model' the entries Spectralink 8440, Polycom Trio 8800, Polycom
VVX, etc. if these phone models are connected; they can be monitored, configured and
templates can be mapped.

8. You can click the Export link to export all entries in the page - or a selected list of entries -
to a csv file. This facilitates inventory management; it lets you easily obtain a list of phone
MAC addresses or serial numbers, for example. After generating a csv file, a download
option is displayed in the lower-left corner. You can save the csv file or open it directly in
Excel which displays the same information as that on the page.

9. You can click an individual user's Actions link.

Figure 8-7: Actions Menu - Single User
@ Show Info

Check Status

X, Update Firmware s

#* Update Configuration
M Open Web Admin

@ Change Tenant
= Reset Device

& Nickname

B Generate Configuration
- & Set as VIP

@ Change Group # Send Message

il Delete Devices Status & Switch to UC

More... »_ Telnet
Table 8-2: Actions Menu
Action Description

Check Status Select the 'Check Status' option.

- 43 -



CHAPTER 8 Monitoring and Maintaining the Phone Network Device Manager Pro | Administrator's Guide

Action Description

Status

Register: &

User Name: ofirl 9-acs

User Agent: AUDC-IPPhone-420HD_UC_2.0.13.160/1.0.0000.0
MAC: 00908Ff480b62

IPP Model: 420HD

VLAN ID:

Firmware Version: UC_2.0.13.160

SIP Proxy: sudio-codes.info

Ok

Change Select the 'Change Tenant' option.
Tenant

Change Tenant

Please select a tenant:

Region1 ¥

o [ oot

From the dropdown, select the tenant, and then click Change.

Update You can update firmware per device, or for multiple selected devices.
Firmware Choose the 'Update Firmware' menu option.
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Action Description

?

Update Firmware

Please select a firmware:

Update IP phone configuration file and restart the phone
Execute action for 5 Devices v at the same time AND delay for

2 min v | between batches

The figure above shows the screen that opens after selecting multiple
devices. The screen for a single device is identical but without the option
to execute the action in batches.

From the dropdown, select the firmware file, and then click Update; the
firmware file is updated. You can simultaneously update the device's
configuration file.

If you select multiple devices and then click the Selected Rows Actions
link in the title bar to choose 'Update Software' from the drop-down, the
screen (as shown in the figure above) will include the option to

B update firmware simultaneously for a batch of devices, each batch
containing 5| 10 | 20 | 30 | 50 | 100 devices

M configure a Osecond | 2second | 5second | 10second | 30 second |
2 minute | 5 minute delay between batches

Note that if the 4> icon is displayed in the 'Firmware' column adjacent to a
listed device in the Devices Status page, it indicates that that device's
firmware is not the latest firmware available; you can click the icon to
upload the device's latest firmware.
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Action Description

?

Update Latest Version

Current version: 1.5.201
Latest version: 1.5.204

Do you want to update latest version?

Yes
Open Web Opens the Web interface (see the device's Administrator's Manual). By
Admin default, the Web interface opens in HTTPS.
Nickname Allows you to provide a nickname for the enterprise employee to

facilitate more effective user and phone management.

Reset Phone Sends a reset command to the selected device/s. Note that some phone
models wait for the user to finish an active call, while others may perform
an immediate restart.

Generate Generates the device's configuration file according to its tenant, site and

configuration | template. The user configuration will also be generated in case it will be
needed.

Change Allows you to add an endpoint to an endpoints group or to change end-

Group points groups. Endpoints groups are added in the OVOC (see the OVOC

User's Manual for more information). The feature benefits the customer
who wants (for example) 10 of 500 phones in a site in the enterprise organ-
ized in a group for a software upgrade to apply exclusively to those 10
phones. The groups are across sites, within a specific tenant. After clicking
the Actions menu option, this prompt is displayed:

Change Group

NOME v

B From the'Group'drop-down, select the group and click Change.

Group

- 46 -



CHAPTER 8 Monitoring and Maintaining the Phone Network Device Manager Pro | Administrator's Guide

Action

Update
configuration

Send
Message

Set as VIP

Delete
Devices
Status

Switch to UC

Telnet

Description

M Configure an endpoints group in the Group Configuration page as
shown in Configuring an Endpoints Group on page 18.

Sends a command to the phone to check whether there is a new
configuration file to upload and updates the phone after a configurable
'Delay Time' (Default = 2 seconds).

Lets you send a message to the screen/s of the selected device/s. Enter
the message in the 'Text' field. You can configure for how long the
message will be displayed in the screen/s.

Allows network administrators to configure the phone as a VIP phone;
VIP phones feature a different disconnect time interval and support
disconnect / unregistered alarms. A phone configured as a VIP phone is
typically a Common Area Phone (CAP) located in the lobby of an
enterprise, or a conference phone located in an enterprise's meeting
rooms. It's important that it be continuously connected hence the
different disconnect time interval and the disconnect / unregistered
alarms.

Deletes the devices from the Devices Status table.

Applies to the two flavors of the C450HD phone: Microscope Teams
Native and Microscope Teams Compatible. Select this option to switch
the C450HD phone from the one flavor to the other.

Allows administrators to send Telnet (CLI) debug commands to the
phone for debugging purposes.

Important: For this feature to function, Telnet must be enabled on the
device. You can enable Telnet from the Web interface's Telnet page
(Management > Remote Management > Telnet).

10. You can select multiple users and then click the Selected Rows Actions link.
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Figure 8-8: Actions Menu - Selected Rows

[]  selected Rows Actions S 3 Update Firmware
¥ Actions= « Check Status
2 = < Reset Phone
- B Generate Configuration
[ Actions =

£ Update Configuration
[+ Actions =

# Send Message
=== & Set As VIP
O Actions= @ Change Group
O Acions= @ Change Tenant

il Delete Devices Status
(] Actions =

»_ Telnet

See the table above for descriptions. Any action you choose will apply to all selected rows. For
example, select rows, click the Selected Rows Actions link, and then select the Update
Firmware option; all selected devices will be updated with the firmware file you select.

Monitoring Alarms

Devices send alarms via the REST protocol. They're forwarded by the OVOC as mail, SNMP
traps, etc. The Alarms page (Monitor > Dashboard > Alarms) shows you

B each device alarm in the network
a description of each alarm

MAC address of the device (source)

[ |

[ |

B alarm severity
M P address of the device

M last action time

B date and time of receipt of the alarm

Figure 8-9: Alarms

& Export & Reload

Filter

Showing1 to 5 of 5 entries

Severity - Name ~ Description - Tenamt - source  RemoteHost - Received Time LastAction Time

3 sz 1PPhone/0U50E/6126b0 1016283 26092017 14:5350

7P sax 1PPhons/0U50Ef6126b0 w1823 26092017 05:02:27

PFintermal sz 1PPhone/US0Ef6120b0 016283 26092017 05:01:13

IPPintmal sax 1PPhons/0US0EfG126b0 w1628 25082017 08:52:10

[] Actions 19Phone Register Failure This Alarmis activated upon registration Failure Nir 19Phone/00508/5F364 Mz 29022017 11:42:81

The Device Manager Pro displays active alarms, not historical alarms.
Red indicates a severity level of Critical

Orange indicates a severity level of Major
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After an alarm is cleared, it disappears from the Alarms screen.

See also AudioCodes' One Voice Operations Center Monitoring Guide for more information
about each alarm.

Searching for Alarms

You can search for alarms in the Alarms page. The 'Search' field enables the functionality. You
can search by

B slarm name
B 5 device's MAC address

B 5 device's IP address

Performing Actions on Alarms

You can perform actions on alarms in the Alarms page. Click the Actions link and from the
popup menu select Delete Alarm or Telnet. The Telnet option lets administrators debug
directly if an issue arises. See Telnet on page 47 for more information.

Maintaining Users

The Manage Users page lets you maintain users. You can
search for a user/device

add a user

add a device to a user

edit user/device

view device status

delete a user/device

search for a device by tenant

search for a device by name

Searching for Users/Devices

You can search for a user in the Manage Users page (Setup > Users & Devices > Manage
Users).
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Figure 8-10: Searching for a User/Device

Filterby Tenant~ | SearchUsers~ Q
> <First | Prev | Next | Last=  Showing 1 to 25 of 489 users
Devices. Davices Status Login Name Display Name Tenant Line URI Action
1 w L] __nndftnusr23450702@cloudbond3esticom _nnDiTUsr23450702 HirTests [ [ ]
2 w L] __nndfnusr22410462@cioudbend3esticom _nnDiTnUsr22410402 irTests [ [ ]
B ) ® __nnctnusr22251503@cloudsondsesh.com _mnDiTaus2225:503 NirTess [+ ][ =]
4 w ® __nndftnusr20340403@cloudbond36sh.com _nnDiTaUs20540403 NirTests ﬂu
w L] _nndftnusr172325028cloudbond365b.com __nnDfTaUsr17232502 NirTests [ [ ]

When searching for a user or a device:

B From the 'Filter by Tenant' dropdown, select a tenant in which to search. This narrows the

search.

From the 'Search Users' dropdown, select Search Users and then in the 'Search Item' field
enter the name of the user who you are trying to locate.

From the 'Search Users' dropdown, select Search Users & Devices and then in the 'Search
Item' field enter the name of the user you are trying to locate or the MAC address of the
device you are trying to locate.

From the '25' dropdown, select the number of users you want displayed per page. The
default is 25.

Adding a User

You can add a user to the Device Manager Pro.

> To add a user to the Device Manager Pro:

1.

2.

Open the Manage Users page (Setup > Users & Devices > Manage Users).

Click +New User. Before adding phones you need to add users.
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Figure 8-11: New User

User Name

Password Weak

o]

Display Name

Tenant

AutoDetection r

3. Definea name and password for the user.

4. Define the 'Display Name' and select a tenant from the ' Tenant' dropdown.

Tenant/s must first be defined in the OVOC. See the One Voice Operations Center
User's Manual for more information.

5. Click Submit; you're returned to the Manage Users page. Locate the added user.

Adding a Phone

You can manually add a single phone to the server.

> To add a phone:

1. Inthe Manage Users page, click + in the row of the listed added user.
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Figure 8-12: Add New Device to User

L. Add new device to shayNir2@audiocodes.com

Display Name m

P Phone Templats 405 demo lync v
MAC Address

Firmware - v

# Advanced Settings

2. Enterthe 'Display Name', i.e., the device's name to be displayed in the Device Manager
Pro.

3. From the 'Device Template' dropdown, select a template.

4. Enterthe 'MAC Address'.

5. From the 'Firmware' dropdown, select the firmware relevant to the phone.
6. [Optional] Expand +Advanced Settings.

e From the 'Devices Language' dropdown, select the language you want the phone
interface to display.

e From the 'VLAN Discovery mode' dropdown, select Manual / CDP / LLDP / CDP_LLDP.
See under Appendix Skype for Business Environment on page 71 for more
information.

7. Click Submit and then click Back to see the added device in the Manage Users page under
the Devices column (click +).
Editing a User

You can edit a user if (for example) they relocate to another tenant or if they are given another
phone.

> To edit a user:
1. Click the Edit button in the row adjacent to the user; the Edit User screen opens.

2. Edit the same fields as when adding the device.
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Viewing Device Status

You can quickly assess a device's status from the Manage Users page by clicking the v icon in
the Devices Status column.

Device Details

ID=6403

MAC=00905fafaef1

|IP=86 42 49 99

SUBNET=255.255.255.0

AUTH=0K

MODEL=430HD
FW_VERSION=UC_2.0.13.121
USER_AGENT=AUDC-IPPhone-440HD _UC_2 013 121/1.0.00000
USER_NAME=sMsgDelDevUser(3055314 3
USER_ID=sMsgDelDevUser03055314 3@cloudbond365b.com
LOCATION=myLocation

STATUS=registered
5IP_PROXY=cloudbond365b.com
REPORT_TIME=14-JUL-17

REGION_ID=2

SEM_STATUS=1

NODE_ID=3618
PHONE_NUMBER=308029630
LAST_STATUS_UPDATE_TIME=14-JUL-17
MNG_EMS=1

DEFINED_AT=14-JUL-17

SITE_ID=3

VQ_STATUS=3

VQ_CONTROL_STATUS=3
VQ_MEDIA_STATUS=3

MGMT_STATUS=2

TENANT_ID=1
WVQ_CALL_DURATION_STATUS=3
VQ_MAX_CONCURRENT_CALLS_STATUS=3
V(Q_BANDWIDTH_STATUS=3
EXTERNAL_IP=17217.113.43
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Deleting a User

You can delete a user if, for example, they leave the company.

> To delete a user:

B Click the Delete button in the row adjacent to the user; the user and device are removed.

Managing Multiple Users

The Manage Multiple Users page lets you perform an action on a single user or on multiple
users simultaneously:

M reset passwords

M delete users

M restart devices

B generate devices configuration files
B update configuration files

B send a message to multiple phones

> To manage multiple users:

1. Openthe Manage Multiple Users page (Setup > Users & Devices > Manage Multiple
Users):

Figure 8-13: Manage Multiple Users

& Manage Multiple Users

Tenant - Search ﬂ

Available Users Selected Users

system (DO NOT DELETE)
fullsearch11526131&@cloudbond365b.com (fullSearch115261318)
fullsearch215293118@cloudbond365b.com {fullSearch215295118)
matani@audio-codes.info (matani)

n u .I\ .v

< First | Prev | Mext | Last>
Showing 1 to 4 of 4 users

Action | o v

Execute actionfor 5 Devices ¥  at the same time AND delay for 0 sec ¥ between batches.
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2.

3.
4,

5.

6.

7.

In the Available Users pane, select a user or select multiple users on whom to perform an

action.

Click > to add a single user to the Selected Users pane.

Click >>to add multiple users to the Selected Users pane.

Click < to remove a single user from the Selected Users pane - after selecting them in the

pane.

Click << to remove multiple users from the Selected Users pane - after selecting them in

the pane.

From the Action dropdown, select the required action.

& Manage Multiple Users

Tenant All v

Available Users

sbeuser10@e5cloudpbx.com (2] E Z{Demol)
avivim@audiocodes.com (* Avivim)
*zamla-3019@audiocodes.com (* Gamla Conference Room)
gamla@audiocodes.com (* Gamla Conference Room)
Gilboa@audiocodes.com (* Gilboa conference room)
*golan-3129@audiccodes.com (* Golan Conference Room)
*Golan-3129@audiocodes.com {* Golan Conference Room)
*carmel-3148@audiocodes.com (*Carmel-3148 {Projector))
4294@audiocodes.com (*Leon Test 1)
4267@audiocodes.com (*Leon Test 2)
4058@audiocodes.com ("Masada)
masada@audiocodes.com (*Masada-2140 (Projector))
*Meron-3327@audiocodes.com ("Meron-3327)
*avda-2123@audiocodes.com ("0vda-2123)
0@audiocodes.com

1007 (1007)

1014 (1014)

1101 (1101)

1003 (1101 00908f55fcf5)

1102 (1102)

23-ellal0@audio-codes.info (23-Ellaio)
4179@audiocodes.com (4178)

=First | Prev | Next | Last =
Showing 1 to 500 of 993 users

Action

Execute Set Users Tenant EAND delay for | Osec
Reset Users Passwords

Delete Users
Restart Devices

v

Search E

Selected Users

between batches.

Generate Devices Configuration Files
Update Configuration Files

Send Message

User configuration

Delete User configuration

® Usethetable below as reference.
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Table 8-3: Managing Multiple Users - Actions

Action Description
Set Users < First | Prev | Next | Last >
Showing 1 to B of 8 users
Tenant
Action | SetUsers Tenant v
Execute actionfor 5 Devices ¥ atthe same time AND delay for 7 sec ¥ between batches.
Sets the tenant for users selected.
Reset Users <First | Prev | Next | Last=
Showing 1 to B of B users
Passwords

Action Reset Users Passwords

Execute action for 5 Devices ¥ at the same time AND delay for 2 sec ¥ between batches.

Set the same password to all users Reset Users Passwords

Mote: To load new user]s) password, please:
1. Generate |PP Configuration File is necessary.

2. Restart/Update the PP

Resets users passwords. Arandom password is generated for each user.
To generate a single password for all users selected, select the Set the

same password to all users option.
To load the new user passwords:

M Generate the device's configuration file

B Restart/Update the device

Deletes users and applies a configurable 'Delay Time' (Default = 2
seconds) after each delete is performed.

Delete Users

Restarts devices. A reset command is sent to all selected devices. The

Restart
commands are sent in batches; each batch contains 5 devices with a

Devices
delay of 2 minutes between each batch.

From the dropdown, choose the type of restart:
B Graceful (default)
M Force

B Scheduled

Before restarting, some models wait for the user to finish an active call
while others may perform an immediate restart.
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Action

Generate
Devices
Configuration
Files

Update
Configuration
Files

Send
Message

User
Configuration

Delete User
Configuration

Description

Generates new configuration files. Updates each device with the newly
generated configuration files after a configurable 'Delay Time' (default =2
seconds) - if you select the Updating Devices and restarting Devices
after generating files option. You can generate a private configuration
file per user group, device group, or specific tenants.

Updates each device after a configurable 'Delay Time' (default =2
seconds).

Lets you send a message to the screens of all user devices selected. Enter
the message in the 'Text' field. You can configure the length of time the
message will be displayed in the screens. Phones beep to alert users
when messages come in.

Device Manager Pro | Administrator's Guide

< First | Prev | Mext | Last>
Showing 1 to B of B users

Action | Send Message v

Execute action for 5 Devices ¥  atthe same time AND delay for 2 sec ¥ between batches.

Display Time | 10s=c ¥ Send Message

Text

© Add Configuration || 2 Seve Configuration

Confguration Value.

Configures the values that will be added to the mac.cfg file for the
selected users. Note that you can copy from one user to multiple users.

Deletes the user configuration for the selected users.

The page also lets you

filter per tenant before selecting users on whom to perform an action

configure performing the action on a batchof1 | 5] 10| 20| 30 | 50 | 100 devices

simultaneously

configure a 0 second | 2second | 5second | 10second | 30second | 2 minute | 5 minute
delay between batches
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Maintaining Multiple Devices

The Manage Multiple Devices page lets you perform a single operation on all or on many user
devices. The page lets you

delete multiple devices
change devices type

change language

generate devices configuration files

[ |

[ |

[ |

M restart multiple devices
[ |

B update configuration files
[ |

send a message to multiple phones

& These operations can also be performed on an endpoints group or on all endpoints
groups; from the 'Groups' drop-down in the Manage Multiple Devices page shown in the
figure below, select a single endpoints group, or All. For more information about adding
an endpoint to a group, see under Checking Devices Status on page 41. For more
information about configuring an endpoints group, see Configuring an Endpoints Group
on page 18.

> To manage multiple devices:

1. Openthe Manage Multiple Devices page (Setup > Users & Devices > Manage Multiple
Devices):
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Figure 8-14: Manage Multiple Devices

& Manage Multiple Devices

Tenant All ¥  Groups All v Templates All v

Search

Available Devices Selected Devices

PYCCKMiA - russian@cloudbond365b.com 0090&f60a1e5

Erez Alazraky - erez.alazraky@audiocodes.com 00902/ zeadT

Evgeny Shvidky - evgeny.shvidky@avdiocodes.com 00d0450b25ef

Online3 - online3@auvdiocodesipprnd.onmicrosoft.com 00208f2af72a

Shay Harel - shayh@audiocodes.com 745c4b5e8c6

Shay Harel - shayh@sudiocodes.com T45c4bag501e

Shay Harel - Shay.Harel@audiocodes.com 0090848ac3b

Shay Harel2 - shay.harel2@audiocodes.com 00908612032

Shay.Harel - Shay.Harel 0004f2d5fc37

SkypeUSB:0004f2fdect? - SkypeU3B:0004f2fdects 0004f2fdecss
‘acov Alster - yacov.alster@audiocodes.com 00208f263216

esti2 - esti2@ch5070.local 00908f4B4ab6 »

estil - esti2

loadShay_12_03_23_1-loadShay_12_03_23_l@cloudbond365b.com 0020&(T:
loadShay_12_03_23_10-loadShay_12_03 23 10@cloudbond365b.com 00208 %
loadShay_12_03_23_11-loadShay_12_03 23 11@cloudbond365b.com 00208
loadShay_12_03_23_12 - loadShay_12_03 23 12@cloudbond365b.com 00208
loadShay_12_03_23_13 - loadShay_12_03 23 13@cloudbond365b.com 00208
loadShay_12_03_23_14-loadShay_12_03_23_14@cloudbond3§5b.com 00208

. . .A .v

< First | Prev | Next | Last =
Showing 1 to 27 of 27 devices

Execute action for 5 Devices v at the same time AND delay for 0sec v between batches.

You can filter devices per tenant, before selecting those to perform an action on.

You can enter a string in the 'Search’ field and then click Go to search for devices.

Device Manager Pro | Administrator's Guide

4. Inthe Available Devices pane, select a device on which to perform an action and then click
>to add it to the Selected Devices pane -or- select multiple devices on which to perform an
action and then click >> to add them to the Selected Devices pane.

5. Inthe Selected Devices pane, select a single device and then click < to remove it, or select
multiple Selected Devices and then click << to remove them.

6. From the Action dropdown, select an action. Use the table below as reference.

Table 8-4: Managing Multiple Devices - Actions
Action Description
Delete Deletes selected devices from the server applying a configurable 'Delay
Devices Time' (default = 2 seconds) in the process.
Change This action will update the device template in the database. To finish the
Template action, you need to:

1. Generate the device's Configuration File

2. Restart/Update the phone.
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Action

Change
Language

Restart
Devices

Generate
Devices
Configuration
Files

Update
Configuration
File

Send
Message

Change
Firmware

Change VLAN
Discovery
Mode

Description

Changes the phone language. Select the language from the Language
dropdown and click Change. To view the usage of a language, click View
Usage.

To load a new language:

1. Generate the device's configuration file.
2. Restart/update the phone.

Restarts online devices. Before restarting, some models wait for the user

to finish an active call while others may perform an immediate restart.
From the dropdown, choose the type of restart:

M Graceful (default)
B Force

B Scheduled

Generates new configuration files. Updates each phone with the newly
generated configuration files after a configurable 'Delay Time' (default =2
seconds) - if you selected the Updating Devices and restarting Devices
after generating files option (by default it is selected).

Updates each phone after a configurable 'Delay Time' (default = 2
seconds).

Lets you send a message to the screens of all user phones selected. Enter
the message in the 'Text' field. You can configure the length of time the
message will be displayed in the screen. Phones beep to alert users when
messages come in.

Lets you upload a different .img firmware file to the phone.
Used to change the virtual phone network's mode of operation. Go to

Skype for Business Environment.htm for the options descriptions
[Manual/CDP/LLDP/CDP_LLDP]

> To update all existing configuration files according to the new template:

B After selecting devices, select from the 'Action' dropdown the Generate Devices
Configuration Files option in the Manage Multiple Devices page.
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Managing Configuration Files

You can manage devices' configuration files. All cfg files are created and located on the OVOC
server. You can view and manage storage, and upload and delete files from storage. To avoid

network congestion, a delay feature enables an interval between each installation.

> To manage devices' configuration files:

B Open the Manage Configuration Files page (Setup > Devices Configuration > Generated
Config Files).

Figure 8-15: Manage Configuration Files

i= Manage Configuration Files

Select All

Note: Acceptable file extension(s) to upload : *.cab, *.cfg, %.csv, %.id, *.img, *.mp3, *.wav, ".zip. Configuration standard file extension(s): *.cfg.

Choose File | Nofile chosen Upload

Filename filter:

firm

aaaaaa

The page lets you

Filter the .cfg configuration files listed by name

Browse to a location on your PC and upload a .cfg configuration file
Select and delete any or all of the .cfg configuration files listed
Open any of the .cfg configuration files listed in an editor

Save any of the .cfg configuration files listed

Download any of the .cfg configuration files listed

View all configuration files currently located on the server (global configuration files,
company directory configuration files, and IP phone configuration files and third-party
vendor product configuration files)

Managing Firmware Files

The 'Device firmware files' page allows network administrators to download, edit, delete and

add devices'.img firmware files.

> To manage the .img firmware files:

B Open the Device Firmware Files page (Setup > Devices Configuration > Firmware Files).

-61-



CHAPTER 8

Monitoring and Maintaining the Phone Network Device Manager Pro | Administrator's Guide

Figure 8-16: Device Firmware Files

= Device fimware files

Name Description Version File Name Tenant
1 s 205 -default firmuare 2052212172 205.mg
2 a0 £20HD - default firmware 220HD22.12.072 £20HDimg
3 230HD 430HD - default 230HDUC_2.0.13.421 430HD.img
2 as0MD 240HD - default firmware 240HDUC_3.1.3.144.71 240HD.img
5 450 private_shabi 240_private_shabi 240HD2.2.16.128 440_private_shabiimg & edt
6 D 245HD - default firmware @ Edit
7 ason 450HD - default irmware @ Edit
8 cesono C450HD - default firmware @ Edit
9 HRS HRS - default firmuare @ Edit
0 gidf edfedf adfgd scom
11 importFimuare Firmuware for testing the import configuration £30HDUC_2.0.13.121 importFimmare.img @ Edit
12 myFimName00062310 editedmyFirmDesc00062310 52.84.1238 myFinmName00062310.img. NirTesta
13 myFirmNameod400s02 myFimDesc00400502 £30HDUC_2.0.18.121 myFirmNamE00400502ime. NirTests @ Edit
14 myFimNameoLos2s12 editedmyFirmDesc01032812 28.127.12084 myFirmName01092812.img. NirTest2

For information on third-party vendor products, see the Device Manager for Third-Party
Vendor Products Administrator's Manual

In this page you can
M View all .img firmware files currently located on the server

B Add anew device firmware file. Note that if default names are used (e.g., 420HD.img), all
devices of this type will automatically use it.

B Manage the .dfu firmware files of the Huddle Room Solution (HRS) speakers.
M Filter by filename the .img firmware files listed

B Determineifthe device has firmware or not. If the device does not have firmware, its
name will be red-coded and a tool tip will indicate a missing firmware file when you point
the cursor at it.

T
The firmuiare fle is missing in the

o 57 Lz s sazsime [ co J & oo

‘ o caoo cesoro -t fimuare [ oeee

B |Ifthisis the case, upload the device's .img firmware file that you obtained from
AudioCodes, to the OVOC provisioning server:

a. Click the red-coded name of the phone.
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Figure 8-17: .img Firmware File Upload

[# Device C450HD Firmware

Name:

C450HD

Description:

CAS0HD - default firmware

Version:

Tenant:

. Upload firmware file
=

b. Click the Upload firmware file button and then navigate to the .img file you received
from AudioCodes and put on the OVOC provisioning server. You can perform this part
of the installation procedure before or after configuring your enterprise's DHCP Server
with DHCP Option 160.

& e If Microsoft's Internet Information Services (11S) web server is deployed in the
network, you need to change the default value of the parameter 'Max allowed
content length (Bytes)' (shown in the following figure) to the size of the .img file (at
least) before uploading the .img file of the 445HD or 440HD phone to the Device
Manager Pro.

e [fit's left unchanged at the Microsoft default, the .img file for the 445HD and
440HD phone will not be uploaded to the Device Manager Pro because it's heavier
than the Microsoft default.
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/_‘i\_\_ Edit Request Filtering Settings 2x|

—General

¥ Allow unlisted verbs
¥ Allow high-bit characters
™ Allow double escaping

—Reqguest Limits

Maximum allowed content length (Bytes):
|30000000

Maximum URL length (Bytes):

|4096

Maximum guery string (Bytes):

|2043

oK Cancel

After an .img firmware file has been uploaded to a phone, you can download it to your pc.
Click the device's name and then in the screen that opens, click the Download firmware
file button.

Edit a device's .img firmware file. Click the name or click the Edit button in the row.
Delete any .img firmware file listed. Click the Delete button in the row.
Manage .img firmware files by grouping them.

a. Click the Add new Device firmware button.

+ Add new Device firmware

Name:
Description:

Version:

& Continue & Upload ® Back
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b. Define an intuitive 'Name'and 'Description’ to facilitate easy identification. You can
leave the 'Version' field empty, and then click Continue & Upload.

[# Device CA50HD default firmware v3.1.2 Firmware
+ Add new Device firmware Name:

CAS0HD default firmware v3.1.2
Name:
CAS0HD default firmware v3.1.2 Description:
Recent firmware for the CA50HD IP phone
Description:
Recent firmware for the C450HD IP phone Version:
Version:
Device firmware version Tenant:
Singapore v
Tenant:
Singapore v X Upload firmware file
&, Continue & Upload @® Back m

c. Click Upload firmware file:

&, Upload Device Firmware C450HD default firmware v3.1.2

. Device Firmware standard file extension(s):

Note: Acceptable file extension(s) to upload :

Press the Browse button to locate the file and then press the Submit button. When file upload is complete The file has been uploaded successfully message will be shown.

d. Click Browse, navigate to the .img file, and then click Save; the 'Version' field is
populated and the .img file is uploaded to the phone.

> To download Jabra firmware files:

1. Inthe 'Device firmware files' page, click the Download Jabra Firmware button.
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= Download Jabra Firmware

Q

Version: 3.2.0 Download

\£O

DELL PRO STEREQ HEADSET UC150

Version: 2.4.0 Download

O

DELL PRO STEREQ HEADSET UC350

Version: 1.20.0 Release Date: 16/02/2015 02:00:00 Download

Version: 2.2.0 Release Date: 19/06/2015 02:00:00 Download

-y

Jabra BIZ 2300 USE Duo Version: 2.6.0 Release Date: 20/01/2017 02:00:00 Download

Version: 1.20.0 Release Date: 16/02/2015 02:00:00 Download

4 Version: 2.2.0 Release Date:  19/06/2015 02:00:00 Download

Jabra BIZ 2300 USE Mono Version: 2.6.0 Release Date:  20/01f2017 02:00:00 Download

Version: 1.6.0 Release Date: 19/06/2015 02:00:00 Download
5

=

2. Locate the device firmware you require; point your cursor over each entry for detailed
information on each device to be displayed, and then click the Download button adjacent
to the device whose firmware you require.

3. After the download, view the downloaded file indication in the lowermost left corner of
the page.

2D jabra-B1z-2300-Hs—zin_a. _
| Jabra-BIZ-2300-USB-Duo-1.20.0.zip |

4. To upload the file to the device, follow the same procedure as that described for uploading
phone firmware.

Upgrading Devices to the Latest Firmware Versions

The Device Manager's 'Latest versions' page allows network administrators to get the latest
device firmware files from AudioCodes' firmware repository located in the cloud, before
upgrading the devices in the 'Devices Status' page. The 'Latest versions' page allows network
administrators to 'sync' with the repository before performing the upgrade.
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>

1.

To sync with the repository:

Open the 'Latest versions' page (Setup > Devices & Configuration > Latest Firmware
Versions).

Figure 8-18: Latest Versions

i= Latest Versions

Get the latest device firmware from the repository in the cloud and then upgrade your devices in the 'Devices Status' page

Audiocodes Jabra

Mame Version Release Date Updated Date Size
405
405HD HD405UC_3.2.1.236 2019-05-26 12:53:25 21/07/2019 19:09:29 11,33 MB
420HD
430HD 430HDUC_3.2.1.236 2019-05-26 13:53:57 21/07/2019 19:09:29 11,72 MB
440HD 440HDUC_3.2.1.236 2019-05-26 13:54:12 21/07/2019 19:09:52 11,61 MB
445HD 445HDUC_3.2.1.236 2019-05-26 13:53:31 21/07/2019 19:10:18 49,86 MB
450HD 450HDUC_3.2.1.236 2019-05-26 12:53:35 21/07/2019 19:10:24 41,06 MB
HRS 450HDUC_3.2.1.236 2019-05-26 12:53:35 21/07/2019 19:11:20 41,06 MB
C450HD C450HDUC_3.2.1.236 2019-05-26 13:56:35 21/07/2019 19:12:16 105,9 MB

% Get latest Skype For Business versions(Sync) = Get latest Generic SIP versions(Sync)

2.

Click the Get latest Skype for Business versions (Sync) button or the Get latest Generic
SIP versions (Sync) button.

Very few deployments, if any, feature both Skype for Business phones and generic SIP
phones, so when performing a sync, do so for either one or the other, never for both.
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Figure 8-19: Sync

?

Download AudioCodes files

Are you sure you want to download AudioCodes latest
Skype For Business firmware files?

3. Click the Download button; the latest firmware files for the selected phone type are pulled
from the repository in the cloud and displayed in the 'Latest Versions' page.

4. Open the 'Devices Status' page (Monitor > Dashboard > Devices Status) and from the
'Actions' button adjacent to a phone, select Update Firmware; the phone will use the
firmware file listed in the 'Latest Versions' page.

e The same procedure applies to Jabra firmware files viewed under the Jabra tab in
the 'Latest Versions' page.
e See also Checking Devices Status on page 41.
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Viewing Your License

Use of OVOC server platform processes is managed by a license that controls the time period
validity for the use of the platform.

The License page displays the license's properties, including the number of days remaining
until it expires.

> To view your license's properties:

1. Open the License Properties page (Setup > System > License).

Figure 9-1:  License Properties

2. Usethetable below as reference.

Action

Status

Expiration
Date

Days Left

Number
of devices

Table 9-1: License Properties
Description

Indicates the license's status (Enable or Disable). If enabled and the
configured time expires, connection to the OVOC server platform is denied.
When it expires, the Device Manager Pro is rendered non-usable. Contact
your AudioCodes partner if the license expires.

Displays DD:MM:YY.
The number of days remaining until your license expires. Minus indicates

your license has expired. Contact your AudioCodes partner if the license
expires.

The total number of devices deployed in your enterprise network.

If a license expires, communications with all servers will be suspended; users will not
be able to log in, and it will not be possible to add new phones.

The time zone is determined by the OVOC server's Date & Time menu settings. If an expiration
date is not configured, the 'Expiration Date' field displays Unlimited.

A\ e

As the license's expiration date approaches, warning alarms are issued:

v

v

A Major alarm is sent when 80% of the period defined in the currently running
device's license is consumed

A Critical alarm is sent when 100% of the period defined in the currently
running device's license is consumed
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A e When the maximum number of devices reporting to the OVOC is exceeded, the
OVOC server blocks them and sends an alert that is displayed in the Home page.

Figure 9-2: 100% of Endpoints License Capacity Reached

Licensing Endpoints

You can license endpoints using the One Voice Operations Center (see also the One Voice
Operations Center User's Manual).
> To license endpoints:

1. When adding a new tenant in the One Voice Operations Center, click the License tab in the
Tenant Details screen and then scroll down to the Endpoints Management section.

Figure 9-3: One Voice Operations Center: Endpoints Management

TENANT DETAILS X
GENERAL SNMP HTTP OPERATORS LICENSE
A\
|

0/10

Sessions 0
0/10

Users 0

ENDPOINTS MANAGEMENT

4100/30000

Endpoints L

Cancel

2. IntheEndpoints field, enter the number of endpoints the Device Manager Pro application
supports for this tenant (30000 maximum).
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10 Approving Users

A Approving users is not necessary
e when using the Zero Touch provisioning method

e whenimporting a csv file containing devices (as well as users)

If you are not using the Zero Touch provisioning method or importing a csv file, then after
plugging the phones into the network you need to approve the users.

Skype for Business Environment

After plugging the phones in, they report to the Device Manager Pro which does not display
user name in the Ul until sign-in is performed or, until users are approved in the Ul.

> To approve users in a Skype for Business environment:
1. Inthe Device Manager Pro Ul, open the Devices Status page (Dashboard > Devices Status).

Figure 10-1: Devices Status

& Devices Status & Export & Reload

First | Previous Next— | Las B Q, Filter|
Showing 1109 of 9 entries

[m] v User - Phone Number ~ | Last Update Status MAC ~ P~ Model ~  Firmware Version ~ Region ~ Report Time Location ~ Subnet ~ VLANID

O | Actions & EMS02 497230766602 05.01.2016 12:23:42 0000851010 172.17.18873  430HD UC_2013.421 Lod 05.01.2016 13:23:43 285.265.255.0

O  Actions & EMS03 +9723766603 05012016 12:23:35 009081480b4d  172.17.18864  420HD UC_20.13.421 Telaviv 05.01.2016 13:2336 255.265.2550

O Actions @ EmMs04 ~97230766604 05.01.2016 12:23:13 009081602191 172.17.18875  440HD UC_2013.421 Telaviv 05.01.2016 12:23:14 255.265.255.0

O  Actions & EMS_O 07230786601 05.01.2016 12:14:02 00002f80ate?  172.17.18874  440HD UC_20.43.421 TelAviv 05.01.2016 13:14.03, 255.265.255.0

O Actions [ Approve | | © 03.01.2016 23:00:42 00002f6004fe  172.17.18852  440HD UC_2013.421 Telaviv 05.01.2016 121001 285.265.255.0

O Actons | Approve | * 01.01.2016 12:46:46 0000@fsff06d  172.17.121.40  430HD UC_20.11.19426 05.01.2016 12:47:06. 255.265.255.0

O  Actions +  EMS_0s 0723766605 31122015 13:22:16 000021487040 172.17.18853  420HD UC_20.43.421 TelAviv 05.01.2016 13:15:35. 255.265.255.0

O | Actions & ErezGabbay  +07230764700 31122015 12:41:43 0000885177 10.4132.11 440HD UC_20.13.421 05.01.2016 12:4224. 255.265.0.0

O  Actions & YacovAlster  +97239764725 30.12.2015 15:17:57 00908f55ic8a 10.38.2.3 440HD UC_20.13.421 NewYork 05012016 13:18:49 255.255.0.0

Change Region

Screen functions:

You can click the Export link; a csv file is generated; a download option is displayed in the
lower-left corner. The same information on the page, e.g., Serial Number which allows
administrators to efficiently manage devices stocktaking, is displayed in Excel format.

Actions: Check status, Change Tenant, Update Firmware, Open Web Admin (opens in HTTPS),
Reset Phone, Update Configuration, Send Message (to the phone), Delete Status, Telnet.

Approve button. Displayed if the System URL is configured for the DHCP Option because the
OVOC will then not know the tenant in which the device is located. If the Tenant URL is
configured for the DHCP Option, the Approve button will not be displayed.

Last Update Status. Indicates the last time the status of the device changed.

Other columns: User, Phone Number, MAC, IP, Model, Firmware Version, Report Time,
Location, Subnet, VLAN ID
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Search option

Smart Filter(s)

1. Select the upper left checkbox (in the figure below it's indicated in red); the Selected Rows
Actions menu and the Approve Selected button are displayed.

Figure 10-2: Devices Status — Selected Rows Actions - Approve Selected

& Devices Status & Export & Reload

Showing 1o 8 of 8 entries

iy

Selected Rows Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions

S Y R R IR

Actions

First |« Previous Next— | Last

Approve Selected

User ~
spanishi ab
Yacov Alster
EMS_05
Shay Harel
EMS_02

EMS_03

&  frangaise

&  Erez Gabbay

Phone Number +

+44677TTTT8

+07230764725

+97239766605

+97239764720

+97239766603

+36B7TTTTTT

+97239764709

| Last Update Status
27.12.2015 22:0257
27.12.2015 10:07:49
27.12.2015 10:05:54
27.12.2015 094531
27.12.2015 09:18:40
27.12.2015 07:24:00
24122015 16:2754

23122015 16:14:39

MAC ~

0090875fTe1 1

00908f557c8a

00908748794

009081484688

000087511919

009081480b4d

009081485202

00908755(c77

[

10212168

103323

172.17.188.63

103828

172.17.188.62

172.17.188.64

1021224

102213470

Model ~

430HD

440HD

420HD

440HD

430HD

420HD

420HD

440HD

Firmware Version ~
UC_20.13.421
uC_20.13.121
uc_2.0.43.421
uc_20.13.421
UC_20.13.421
UC_20.13.121
UC_20.13.421

uc_2.0.43.421

Region ~
Lod
NewYork
NewYork
NewYork
NewYork
NewYork
Lod

Lod

Report Time

28122015 1503:06
28122015 15:08:07
27422015 10:05:54
27122015 084531
27122015 09:18:40
27122015 192413
28122015 14:28:36

28.12.2015 15:07:04

Location ~

Subnet ~

255.255.00

256.255.0.0

255.255.255.0

255.255.00

256.255.255.0

255.255255.0

255.255.0.0

255.255.255.0

@, Filter

VLAN ID

13

2. Click the Approve Selected button; you're prompted to approve the phone/s selected.
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Figure 10-3: Approve Device

Approve Device

User Name |
Password
Display Hame
User ID
MAC Address 00905fhe1ch4
IP Phone Template 405 demo lync v
Tenant AutoDetection v
VLAN Discovery mode NOMNE v

a Update IP phone configuration file and restart the phone

3. Inthe prompt, select the tenant and then click Approve; all selected users are approved;
all phones restart; the cfg file is automatically uploaded to the phones from the OVOC
provisioning server, which the DHCP server points them to.

4. From the 'VLAN Discovery mode' dropdown, select either:
e NONE
e Disabled
e Manual Configuration [of the LAN; static configuration of VLAN ID and priority]

e Automatic - CDP [automatic configuration of the VLAN - VLAN discovery mechanism
based on Cisco Discovery Protocol]

e Automatic - LLDP [automatic configuration of VLAN - VLAN discovery mechanism
based on LLDP]
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e Automatic - CDP_LLDP [automatic configuration of VLAN (default) - VLAN discovery
mechanism based on LLDP and Cisco Discovery Protocol. LLDP protocol is with higher

priority].

Non-Skype for Business Environment

Unlike Skype for Business phones, the network administrator in a non Skype for Business
environment needs to log in users phones. The network administrator can do this by
importing a csv/zip file with the phones properties, or by approving the phones users one at a

time.

& e Incontact centers, where multiple users may use a particular phone, a'user' is
sometimes made the equivalent of the Direct Inward Dialing (DID) number

associated with the phone.
e After plugging in phones, the phones report to the Device Manager Pro, which does
not display user names whose MAC address are unknown.

> To approve users:

1. Inthe Device Manager Pro, open the Devices Status page (Monitor > Dashboard); the non
Skype for Business screen is identical to the Skype for Business screen.

2. Click Approve next to the user; the Approve Device dialog opens —the non Skype for
Business screen is identical to the Skype for Business screen.

3. Enterthe User Name and the Display Name, and then click Approve; the user name is
displayed in the Device Manager Pro and the user is approved.

The User Name and Password will function as the SIP user name and password.

& e This procedure only applies when connecting phones for the first time. After first-
time connection, the cfg file - containing user name and password - is
automatically uploaded to the phones from the OVOC provisioning server, which
the DHCP server points them to.

e Insome non-Skype for Business environments, for example, in Genesys contact
centers, Password is not specified.
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11 Managing Templates

This topic shows how to manage templates.

System Settings and Placeholders

The System Settings screen allows you to configure devices according to enterprise
requirements. Settings under some tabs also include placeholders so that when you generate
a template, the settings values will be applied to the template. Default placeholder values can
be viewed in the Default Placeholders Values page.

> To configure system settings:

1. Open the System Settings page (Setup > Devices Configuration > System Settings).

Figure 11-1: System Settings

o System Settings

Monitoring ~ Security (HTTP/S)  Default Device Configuration  Daylight SavingTime ~ GenericSIP More.

All Devices Except VIP.

Save All Settings Advanced...

2. Usethetable below as reference.

The tab Generic SIP applies only to enterprises whose environments are non Skype
for Business. All other tabs in the screen apply to both Skype for Business and non
Skype for Business environments.

Table 11-1: System Settings

Tab/Parameter Description

Monitoring

Disconnected Determines how long, in minutes, a device's status will be indicated as
Timeout 'Disconnected’ if not reported otherwise. Default: 20 minutes. The

phone reports its status to the server every hour. If it does not report
its status before 'Disconnect Timeout' lapses, i.e., if the parameter is
left at its default and two hours pass without a status report, the
status will change from Registered to Disconnected and the device's
'Status' column in the Devices Status screen will be red-coded.

Send KEEP- [Only displayed after clicking Advanced] Determines how often, in
ALIVE Every minutes, a KEEP-ALIVE message is sent from the device.
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Tab/Parameter

VIP
Disconnected
Timeout

VIP Send KEEP-
ALIVE Every

Send
Unregistered
alarm

Send
Disconnect
Alarm

Security (HTTP/S)

Secure (HTTPS)

communication
from the Device
Manager to the
Devices

Secure (HTTPS)
communication
from the
Devices to the
Device
Manager

Devices Status:
Open Device
Web
Administrator
using HTTPS

Only allow
devices added

Description

Determines how long, in minutes, a VIP device's status will be indicated
as 'Disconnected’ if not reported otherwise. An alarm can be sent to
the network administrator if the timeout is exceeded. Default: 5
minutes. A VIP device is typically a Common Area Phone (CAP) located
in the lobby of an enterprise, or a conference phone located in an
enterprise's meeting rooms. It's important for a VIP device to be
connected, hence the default timeout of 5 minutes compared to the
default of 20 minutes for a non VIP device.

[Only displayed after clicking Advanced] Determines how often, in
minutes, a KEEP-ALIVE message is sent from the VIP device.

Select this option for an alarm to be sent when VIP device status
changes to 'Unregistered'.

Select this option for an alarm to be sent when VIP device status
changes to 'Disconnected'. It's important for a VIP device to be
connected, hence the default Disconnected Timeout of 5 minutes
compared to the default of 20 minutes for a non VIP device.

Sends secured (HTTPS) requests from the Device Manager Pro server to
the phone. If the option is selected, communications and REST actions
such as Restart, Send Message, etc., will be carried out over HTTPS.
Not relevant when using an SBC proxy, see here.

Sends secured (HTTPS) requests from the phone to the Device Manager
Pro server. If the option is selected, communications and REST updates
such as keep-alive, alarms and statuses between phone and server will
be carried out over HTTPS. Also used for loading firmware and
configuration files, and when there is an SBC proxy, see here.

The browser immediately opens the device's Web interface, over
HTTPS, without prompting that there is a problem with the website's
security certificate and that it is not recommended to continue to the
website.

Select this option to allow into the OVOC only those phones that were
added by the network administrator.
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Tab/Parameter Description

by the admin- B Phones that were not added by the network administrator will be
istrator into blocked by the OVOC.

ovocC

M Ifadevice's Mac Address is not listed in the 'Manage Users &
Devices' page, it will be blocked by the OVOC.

The OVOC must be restarted for the parameter to take effect.
Default Device Configuration

Server FQDN [Recommended] Points phones to the OVOC server using the server's
name rather than its IP address. If phones are pointed to the OVOC
server's IP address, then if the server is moved due to organizational
changes within the enterprise, all phones are disconnected from it.
Pointing using the server's name prevents this, making organizational
changes easier.

Devices From the dropdown select the language you want displayed in the
Language phones' screens: English (default), French, German, Hebrew, Italian,
Polish, Portuguese, Russian, Spanish or Ukraine.

NTP Server IP Enter the IP address of the Network Time Protocol (NTP) server from
Address which the phones can get the time.

Voice Mail Enter the number of the enterprise's exchange.

Number Configuration depends on the enterprise environment, specifically, on

which exchange the enterprise has. If the enterprise has a Skype for
Business environment, ignore this parameter. Default=1000.

Require SRTPin | Select this option for Secure RTP. Real-time Transport Protocol (RTP) is
the Phone the standard packet format for delivering voice over IP.

Configuration

File

Daylight Saving Time

Active Determines whether the phone automatically detects the Daylight
Saving Time for the selected Time Zone.

B Disable
B Enable (default)

Date Format Configures the date format. Valid values are:
B FIXED. Date is specified as: Month, Day of month.

M Day of Week. Date is specified as Month, Week of month, Day of
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Tab/Parameter Description
week.

Start Time Defines precisely when to start the daylight saving offset.
B month - defines the specific month in the year
B week —defines the specific week in the month (first — fourth)
B day - defines the specific day in the week
B hour-defines the specific hour in the day
B minute - defines the specific minute after the hour

Configures the precise moment the phone will start daylight savings
with a specific offset.

End Time Defines precisely when to end the daylight saving offset.
B month - defines the specific month in the year
B week —defines the specific week in the month (first — fourth)
B day - defines the specific day in the week
B hour-defines the specific hour in the day
B minute - defines the specific minute after the hour

Configures the precise moment the phone will end daylight savings
with a specific offset.

Offset The offset value for the daylight saving. Range: 0 to 180.

Generic SIP

Redundant From the dropdown select No Redundant (default) or

Mode Primary/Backup. Allows the administrator to set the primary PBX /

Skype for Business server to which the phone registers and the fallback
option if the server is unavailable. Primary/Backup, or 'outbound
proxy', is a feature that enables the phone to operate with a primary or
backup PBX/Skype for Business server. If the primary falls, the other
backs it up.

Primary Enter the primary PBX/Skype for Business server's IP address, i.e., the
outbound proxy's IP address.

HTTP AUTH If set to Enabled, only the extension number will be used for pro-
Provisioning no | visioning HTTP authentication. The default HTTP AUTH password will be
password 1234. In DHCP option 160 and on the templates, the setting 'pro-

visioning/configuration/http_auth/password' must be configured to
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Tab/Parameter Description

1234 to activate the feature.
3. Click the More... tab and if necessary, in the 'Accept Extensions' field define file extensions
you'll require which aren't already defined, then click Save.

e Forinformation about the LDAP Configuration button, see Configuring the LDAP
Directory on page 92

e Forinformation about the SBC Proxy Configuration button, see Editing the SBC HTTP
Proxy on page 30

e Forinformation about the Default Placeholders Values button, see Viewing Default
Placeholders Values on page 85

e Forinformation about the SCEP button, see under Adding Users & Devices in Non-
Skype for Business Environments on page 7

4. Click Save All Settings.

Selecting a Template

Templates are available
B pertenant
B perphone model
B per model for Microsoft Skype for Business server phones
M per model for regular (non-Skype for Business) third-party server phones
Depending on the tenant, model and the server in the enterprise, select a template for:
AudioCodes 405
AudioCodes 420HD
AudioCodes 430HD

AudioCodes 440HD

[

[

[

[

M AudioCodes 450HD
B AudioCodes 420HD Skype for Business
M AudioCodes 430HD Skype for Business
B AudioCodes 440HD Skype for Business
[

AudioCodes 450HD Skype for Business

For information on third-party vendor products, see the Device Manager for Third-Party
Vendor Products Administrator's Manual
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> To select a template:

B Open the Devices Configuration Templates page (Setup > Devices Configuration >
Templates):

Figure 11-2: Devices Configuration Templates

= Devices Configuration Templates

+ Addnew Template
Name Description Zero Touch default Tenant Type

420HD-Generic_SIP The template file of 420HD-Generic_SIP is ... % ALL 420HD
440HD_OVR_Lync The template file of 440HD_OVR_Lync s ove... ° OVR 440HD
Audiocodes_405 The 405 SIP IP Phone is a low-cost, entry-... x ALL
Audiocodes_405_LYNC The template file of Audiocodes_405_LYNC ... ° ALL 405
Audiocodes_420HD The 420HD SIP TP Phone is a high-definitio... x ALL
JABRA_BASIC The template file of JABRA_BASIC is overwr. ® ALL
POLYCOM_TRIO_8800 The template file of POLYCOM_TRIO_8800 s .. x ALL
POLYCOM_WVX POLYCOM_WWX x ALL -1
SPECTRALINK_8440 Baseline VOWLAN product with enterprise-gr... ® ALL

=2 FOEEEER

B Click @ for more information about the phone whose template is displayed.

M Click Edit to modify a template.

Editing a Configuration Template

You can edit a device's template but typically it's unnecessary to change it.

For information on third-party vendor products, see the Device Manager for Third-Party
Vendor Products Administrator's Manual

> To edit a template:

1. Inthe Devices Configuration Templates page (Setup > Devices Configuration >
Templates), click the link of the device or its Edit icon.
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Figure 11-3: Device Configuration Template

& Device Audiocodes_445HD Configuration Template

Tenant:| Al voTe

Zera Touch dafaule templats.

£ Edit configuration template values

Conflguration Key Configuration Value.

SHITCS HITP_OR_5%:/B41TCS_HTTP_PROXY_IPR&S4TCS_HTTP FPRONY_FORTSY

swrcs. amets

I

TS VLANDS

m——

[ S —

2. To use this template in the Zero Touch procedure:

a. From the 'Tenant' dropdown under the Zero Touch Configuration screen section
shown in the figure above, select the tenant.

b. From the 'Type' dropdown, select the phone model.
c. Select the option Zero Touch default template.

When a new device of model x and tenant y will be connected for the first time to the network,
it will use this template.

1. Click the Edit configuration template button; the template opens in an integral editor:
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Figure 11-4: Edit Configuration Template

Edit configuration template

managementtalnstenabiad=0
ems_serverkeep_slive_perod=30
provisioningfconfiguration/ur=%ITCS_HTTP_OR_S3%:0%ITCS_Server PY%/confighiles/
provisioning/method=STATIC
provisioning/perodidaily'time=0:00
provisioning/periedhourdy/hours_interval=24
provisioning/peroditype=DAILY
provisioning/perodiweskly/day=SUNDAY
provisioning/periodfweeklyfinme=0:00
provisioning/random_provisioning_time=120
provisioningfredirect_server_ur=https:fredirect audiocodes.com
ems_serveruser_nama=%TCS_Line1AuthMNameait
ems_serven/user_password=%(TC5_Line1AuthPassword
provisioningffirmware/ur=%ITCS_HTTP_OR_S5%:/"%ITCS_Server PWfimmearefiles/ITCS_FimwareFike%
ems_senver/provisioning/ud=%ITCS_HTTP_OR_S%:/%ITCS_HTTP_PROXY_IP%:%ITCS_HTTP_PROMY_PORTWS/
networklanfivlanid=%ITCS_VLAMIDW
networkclanflan/mode=%ITCS_VLANMode%
networklan/vian/perod=30
networklanfvlanorionty=%ITCS_WLANPrority3
personal_settingslanguage=%ITCS_Language
systempassword=ITCS_|PPhonePassword3
systemiuser_name=%ITCE_|PPhonellsermnamat
zzz{l daylight_cfg=EMABLE
zzz1_fenant_cfg=EMAEBLE
zzz2_site_cfg=EMABLE
zzz3_user_cig=EMABLE
I
<idata=

<lfile_config=
=fpphenstamplsizs|

Save Cancel

2. Edit the template and then click Save; in the Devices Configuration Templates page, the
name of an edited template is displayed in green. See the device's Administrator's Manual
for parameter descriptions.

About the Template File

The template is an xml file. It defines how a device's configuration file will be generated. The
template shows two sections.

B The upper section defines the global parameters that will be in the global configuration
file

B The lower section defines the private user parameters that will be in the device
configuration file

Restoring a Template to the Default

You can restore a template to the factory default at any time.

> To restore a template to the default:

M Click the Restore to default button (displayed only if a change was made); the template
and its description are displayed.
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Downloading a Template

You can download a template, for example, in order to edit it in a PC-based editor.

> To download a template:

M Click the Download configuration template button and save the xm/file in a folder on
your PC.

Uploading an Edited Template

You can upload a template, for example, after editing it in a PC-based editor.

> To upload an edited template:

B Click the Upload configuration template button and browse to the xm/template file on
your PC. The file will be the new template for the phone model.

Generating an Edited Template
After editing a template, you must generate the cfg files for the users/devices with
whom/which the template is associated.

> To generate an edited template:

1. Click the Generate Configuration link located in the upper left corner of the screen, shown
in the figure below.

Figure 11-5: Generate Configuration

) [\udioCodes = | SETUP | MONITOR  TROUBLESHOOT

“ One Voice Operation Center

£ GENERATE CONFIGURATION

2. Inthe Manage Multiple Users — Generate Configuration screen that opens shown in the
figure below, select the relevant users.
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Figure 11-6: Manage Multiple Users — Generate Configuration

& Manage Multiple Users - Generate Configuration

Tenant All v Search ﬂ

Available Users Selected Users

sheuserl0@eScloudph.com (O 5 Z(Dema)) l
avivim@audiocodes.com (* Avivim)
“gamlz-3019@audiocodes.com [~ Gamla Conference Room)
gamlz@audiocodes.com (* Gamla Conference Room)
Gilboa@audiocodes.com (* Gilboa conference room)
golan-3129@audiocodes.com [~ Golan Conference Room)
"Golan-3129@audiocodes.com {* Golan Conference Room)
“carmel-3148@audiocodes.com (*Carmel-3142 (Projector))
4284 @audiocodes.com ("Leon Test 1)

4267 @audiocodes.com ("Leon Test 2)

4058 @audiocodes.com ("Masada)
masada@audiocodes.com ("Masada-2140 (Projector])
*Meron-3327@audiocodes.com (*Meron-3327)
“ovda-2123@audiocodes.com {*Ovda-2123)
0@audiocodes.com

1007 (1007)

1014 (1014)

1101 (1101)

1003 (1101 00908fS5fcf5)

1102 (1102)

23-ella10i@audio-codes.info (23-Ella10)

4179 @audiocodes.com (4179)

= First | Prev | Next | Last=
Showing 1 te 500 of 333 users

Action | Generate Devices Configuration Files v
Execute action for 5 Devices ¥  at the same time AND delay for 2zec ¥ between batches.

Updating Devices and restarting Devices after generating filas [N W Configuration Files

3. After selecting users, click the Generate Devices Configuration Files button

Defining Template Placeholders

Templates include placeholders whose values you can define. After defining values, the
placeholders are automatically resolved when you generate the template. For example,
placeholder %ITCS_TimeZoneLocation% is replaced with local time. Placeholders can be
defined per tenant, model, etc. The cfg file includes default values and overwritten values
according to configured placeholders. If no placeholder is configured, the cfg file will include
only default values.

> To show placeholders:

1. Inthe Device Configuration Template page (Setup > Devices Configuration > Templates),
click the Edit button in the same row as the device model.

Figure 11-7: Devices Configuration Template

R Device 420HD-Generic_SIP Configuration Template

Model description: 420HD-Generic_SIP

Zero Touch Installation

Tenantz Al v Tee 40HD Y

Zero Touch defauls template.

2. Click the Show Placeholders button.
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Template Model

Figure 11-8: Templates Placeholders

Templates Piace Holders

Placenolder

17013516 aTCS s

17013518 saes L

420K Template_17013518 STCS _LinetAuthPassword%

420K Template_17013518 SUTCS_VLANIDS:

420D Template_17013513 S4TCS_VLANMode%

my420HDTemplste_17013515 SATCS_VLANPriortyss

my420HDTempiste_17013515 SATCS_Languages:

The P Phone authe

The P Phone authe

1PP Parameter Description

VLA
The vald range s 0 fo 4996, The defaut VLAN 1D i 0

[Disable] Disable

netvorklanitanprorty

estprioity). The fault VLAN it is 0.

personal_s

Displayed only fincuded inyour Feaure Key:

420K Template_17013518 SUTCS _ServertP% pravsioningiconfiurationiut
17013518 saes s
17013518 saes 1

systemuser_name The 1PPhone acnistation user name.

The figure above shows placeholders currently defined in the xml Configuration Template file
for the 420HD phone. There are four kinds of placeholders: (1) System (2) Template (3) Tenant

(4) Devices.

B To manage an available placeholder, see here.

To add/edit/delete a template placeholder, see here.
To add/edit/delete a tenant placeholder, see here.

To add/edit/delete a device placeholder, see here.

Viewing Default Placeholders Values

Before defining values for placeholders, you can view the default placeholders values.

> To view default placeholders values:

B Open the Default Placeholders Values page (Setup > Devices Configuration > System
Settings) and then click the Default Placeholders Values button located lowermost in the

page.

Placeholder
ITCS ServerlP%

2 %ITCS TimeZoneName?:

3 %ITCS_TimeZonelocations

4 3ITCS_DaylightSwitchs:

5 SITCS_MwiVmbumbers:

6 ITCS Versionts

7 %ITCS_languagese

&  ITCS_SRTPY:

5 %ITCS_IPPhoneUsernameds

10 %ITCS_IPPhonePassword®:

11 %ITCS_destinationds

12 3ITCS_using_https_to_ems?:

Figure 11-9: Default Placeholders Values

™ Default Placeholders Values

value
1021832
53T
1100
[
1234
1505825429

English

admin
234
[data/NBIFfippmansger/generste/

[

Description

The Server TimeZone/Country name

The Server TimeZone offset format is #0000

The visice Mail number

Determines IPP display user interface language: English, Spanish or Russian

The IPPhone administration username

The IPPhone administration password

configuration files location on the disk
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Template Placeholders

You can edit the values defined for an existing template placeholder and/or you can add a new
template placeholder.

Editing Template Placeholders

You can edit the values for existing template placeholders.

> To edit values for existing template placeholders:

B Openthe Template Placeholders page (Setup > Devices Configuration > Template
Placeholders):

Figure 11-10: Template Placeholders

i= Template Placenolders 420HD-Generic_SIP.

© e Daytighactvaees isble by LightAcivte-Enable Disable [ et | oeete |
2 surcs_paytighiendoays: [ e | oo
5SS Dapighendvonds 5 @ea
RSy R— » saighsurt o e | oo |
s STS— - e | oo

[ e
Ry — R — e | peee
& e sipvighnapts - Bigimap forthe PP egdemforddight e | peete

The page shows the placeholders and their values defined for a template.

> To edit a value of an existing template placeholder:
1. Click the adjacent Edit button.
Figure 11-11: Edit Template Placeholder
% Device Manager Pro Menu

Device Model - 420HD-Generic_SIP

Name

DayLightActivate

Value

Disable v

Description:

Day Light Activate - Enable/Disable

2. Inthe'Name'field, you can edit the name of the placeholder.

3. Inthe 'Value'field, you can edit the value of the placeholder.
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4. Inthe 'Description’field, you can edit the placeholder description.

5. Click Save; the edited placeholderis added to the table.

Adding a New Template Placeholder

You can add a new template placeholder. A new placeholder can be added and assigned with a
new value.

> To add a new template placeholder:

1. Openthe Template Placeholders page (Setup > Devices Configuration > Template
Placeholders):

2. From the Template dropdown, select the template, e.g., Audiocodes_420HD.

3. Click the Set Value to Place Holder button located in the upper right corner of the screen.

SetValue to Place Holder

| Add new placeholder for selected device model,

Figure 11-12: Add New Template Placeholder

© Add new placeholder

Name
v
Value
Site
AutoDetection [AutoDetection] / Tenantl v
EE canc‘l

4. Inthe'Name'field, enter the name of the new placeholder.
5. Inthe 'Value'field, enter the value of the new placeholder.
6. Inthe 'Description'field, enter a short description for the new placeholder.

7. Click Save; the new placeholder is added to the table.

Tenant Placeholders

You can edit values for existing tenant placeholders and/or add new tenant placeholders.
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Editing Tenant Placeholders

You can edit the values for existing tenant placeholders.

> To edit values for existing tenant placeholders:

1. Open the Tenant Configuration page (Setup > Devices Configuration > Tenant
Configuration):

Figure 11-13: Tenant Configuration — Tenant Placeholders

SelectTenant | AudioCodes

% Tenant Configuration
(Tisvataes wil b et theend o

ofthe MAC di configuration ]

Configuration Key:

Configuration ey Configuration Value.

B B ® B B 8

ing the PlaceHolders(%ITCS_%) in the Template.
emplate)

Filter: 8 Copy Tenant PlaceholdersFrom | +Add new placeholder

Placeholder Value Tenant.

1 srcs o enaies o Audcodes =3 =3

2. Under the Tenant Placeholders section, select the placeholder and then click the Edit
button.

Figure 11-14: Edit Placeholder

& Edit placeholder

Name

OVR_Enable

Value

Tenant

AudioCodes v

3. Inthe'Name'field, you can edit the name of the placeholder.

4. Inthe 'Value'field, you can edit the value of the placeholder.
5. From the 'Tenant' dropdown, you can select another tenant.

6. Click Save; the edited placeholderis added to the table.

- 88 -



CHAPTER 11 Managing Templates Device Manager Pro | Administrator's Guide

Adding a New Tenant Placeholder

You can add a new tenant placeholder.

> To add a new tenant placeholder:

1. Open the Tenant Configuration page (Setup > Devices Configuration > Tenant
Configuration).

2. Under the Tenant Placeholders section of the page, click the +Add new placeholder
button.

Figure 11-15: Add New Placeholder

© Add new placeholder

Name

[ v
Value
Tenant

AudioCodes v

3. Inthe'Name'field, enter / select the name of the new placeholder.
4. Inthe 'Value'field, enter the value of the new placeholder.
5. From the 'Tenant' dropdown, select a new tenant.

6. Click Save; the new placeholder is added to the table.

Adding a New Site Placeholder

You can add a new site placeholder.

> To add a new site placeholder:
1. Open the Site Configuration page (Setup > Devices Configuration > Site Configuration).

2. Under the Site Placeholders section of the page, click the +Add new placeholder button.
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Figure 11-16: Add New Placeholder

© Add new placeholder

Name
v
Value
Site
AutoDetection [AutoDetection] / Tenantl v
EE canc‘l

3. From the 'Name' field drop-down, select the name of the new placeholder.
4. Inthe 'Value'field, enter the value of the new placeholder.

5. From the 'Site' drop-down, select a site to which the phone will automatically be
provisioned.

Prior to version 7.8, Polycom phones could only be provisioned to 'AutoDetection’ by
default. As of version 7.8, the 'Site' drop-down allows selecting a site to which Polycom
phones will also be automatically provisioned.

6. Click Save; the new placeholder is added to the table.

Devices Placeholders

You can change placeholders values for specific phones, for example, you can change
placeholders values for the CEQ's phone. You can also edit a device's placeholders values.

Changing a Device Placeholder Value

> To change a device placeholder value:

1. Openthe Manage Devices Placeholders page (Setup > Devices Configuration > Devices
Placeholders):

Figure 11-17: Manage Devices Placeholders

Q
izt | —previons [ wee— | et
1to10f 1 entries 0 Add New Placeholder

P [ —— i - e
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Use the 'Filter' field to quickly find a specific device if many are listed. You can search for a
device by its name or by its extension

2. Select the device whose placeholder value you want to change and click Edit.

Figure 11-18: Change Device Placeholder

G Change Device Placeholder
5 Please select a device

First |« — | Last Q

Showing 1 to 200 of 1025 entries

User Name Device Name '

“carmel-3142@audiocodes.com [ "Carmel-3142 (Projector]) “Carmel-3142@audiocodes com DDS0RISET262

“golan-312%@eudiocodes.com {” Golan Conference Room) “Golan-312%@audiocodes.com D0S02F520500
*Meron-332T@audiocodes.com [*Meron-3327) *Meron-332T@audiocodes.com 00302§424545
*Meron-322T@audiocodes com [*Meron-3327) *Meron-322T@audiocodes com D0SOBFSETISE
1003 {1101 DDSORFSEHCS) 1003 D0SOBFSSHcfS

1014 1014 00508554258

110 1101 QRTEFTIO00D

15554090:@172.23.0.20 (Eylon Mor) 15554090:@172.23.0.20 0050&f512b3a

Note: Click on the table row to select device

Device )
(Device Model : tenant_Audiocodes_440HD)

Key |DayLightActivate A |
(DefaultValue : Disable)

Default Value

3. Make sure the correct device is selected; the read-only 'Device' field is filled.

4. From the Key dropdown, choose the phone configuration key.

5. Enterthe device's default value in the 'Default Value' field, and then click Save; the edited
device placeholder is added to the table.

The new default value is not automatically generated in the device's configuration file.
To generate it, choose the relevant device and then click the Generate Configuration
link located in the upper left corner of the page.
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12  Configuring the LDAP Directory

This section is inapplicable if you're operating in a Microsoft Skype for Business
environment because Skype for Business uses its own Active Directory server.

The Device Manager Pro lets you configure an enterprise's LDAP directory.

> To access the LDAP directory:

1. Open the System Settings page (Setup > Phones Configuration > System Settings).

2. Click the LDAP Configuration button.

Figure 12-1: LDAP Configuration

[——

S—

3. From the 'Active' parameter dropdown, select Enable.
4. Configure the parameters using the table below as reference.

Table 12-1: LDAP Configuration

Parameter Description
Server Enter the IP address, or URL, of the LDAP server.
address

Port Enter the LDAP service port.
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Parameter Description
User Enter the user name used for the LDAP search request.
Name

Password Enter the password of the search requester.
Base Enter the access point on the LDAP tree.

Active From the dropdown, select Disable LDAP (default) or Enable LDAP. If Enable
is selected, the parameters below are displayed.

Name Specify your search pattern for name look ups. For example, when you type
Filter in the (&(telephoneNumber=*)(sn=%)) field, the search result includes all

LDAP records which have the 'telephoneNumber’ field set, and the '(“sn”--
>surname)' field starting with the entered prefix.

When you type in the ([ (cn=%)(sn=%)) field, the search result includes all
LDAP records which have the '(“cn”-->CommonName)' OR the '(“sn”--
>Surname)' field starting with the entered prefix.

When you type in the (!/(cn=%)) field, the search result includes all LDAP
records which “do not” have the 'cn’ field starting with the entered prefix.

Name Specifies the LDAP name attributes setting, which can be used to specify the

Attributes | “name” attributes of each record which is returned in the LDAP search
results. When you type in the following field, for example, cn sn
displayName”, this requires you to specify 'cn-->commonName'. This is the
Full name of the user, sn-->Surname, last name or family name and
“displayName” fields for each LDAP record.

Number Specifies your search pattern for number look ups.

Filter When you type in the following field, for example, (/(telephoneNumber=%)
(Mobile=%)(inPhone=%)), the search result is all LDAP records which have the
“telephoneNumber” OR “Mobile” OR “ipPhone”field match the number
being searched.

When you type in the (&(telephoneNumber=%)(sn=*)) field, the search result
is all LDAP records which have the 'sn' field set and the
“telephoneNumber” match the number being searched.

Number Specifies the LDAP number attributes setting, which can be used to specify

Attributes | the “number” attributes of each record which is returned in the LDAP search
results. When you type in the following field, for example, Mobile
telephoneNumber ipPhone, you must specify 'Mobile', 'telephoneNumber'
and 'ipPhone' fields for each LDAP record.

Display Specifies the format in which the “name, e.g. “Mike Black” of each returned
Name search result is displayed on the IPPHONE.
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5.

Parameter

Max Hits
(1~1000)

Country
Code

Area
Code

Sort
Result

Search
Timeout

Call
Lookup

Click Save.

Description

When you type in the following field, for example, %sn, %givenName, the
displayed result returned should be “Black, Mike”.

Specifies the maximum number of entries expected to be sent by the LDAP

server (this parameter is sent to the LDAP server).

Defines the country code prefix added for number search.

Defines the area code prefix added for number search.

Sorts the search result by display name on the client side.

The timeout value (in seconds) for LDAP search (sent to the LDAP server).

Defines the user name used for the LDAP search request.
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13

Managing Device Manager Agents

An Agent enables devices located behind a NAT | Firewall in a local enterprise network to be
managed from a global cloud network. The application allows the Device Manager to send
actions directly to devices. Deployed on an enterprise’s premises, the Agent opens a com-
munications channel with the Device Manager located in the global cloud network. The Device
Manager is then able to send commands to devices in the local network.

The Device Manager consequently allows

B Internet Telephony Service Providers (ITSPs) to remotely manage devices in enterprise
customer networks, through cloud services

B Software as a Service (SaaS) by a centralized hosting business

B Enterprise network administrators to manage devices located within their own network

For information on how to install and configure a Device Manager Agent, see the
Device Manager Agent Installation and Configuration Guide. See this same guide for
more detailed descriptive information about the Device Manager Agent.
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Enabling Device Manager to Support Agents

Network administrators must enable the Device Manager to support Agents.

> To enable the Device Manager to support Agents:

1. Inthe Device Manager, open the Devices Agents Configuration page (Setup > System >
Device Agents).

2. Dragthe Enable Manager Device Agents slider to the ‘on’ position.

Figure 14-1: Enabling Manager Device to Support Agents

& GENERATE CONFIGLIRATION

& Dowvices Agents Conbgurahon

Unars & Devices
Davicks Corpurmton Erabsle Manage Druice ag ]
gt § Expent
For managing devices bebind nAL
P e raguires o8 premie invtallation of awisdows servion = Devion Agrat™.
Wi TRty A Sibed ik Beve 1y demriinad] “Dievete Ageer® du
Leense
pre—

Device Manager Servioe Kyt

m © Monitor Device Agents

3. Click Save.

4. Make suretheicon . is displayed in the uppermost right corner of the Device Manager
GUL.

5. Ifitisn’t displayed, log out and log in again.
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Monitoring Device Manager Agents

The Device Manager allows network administrators to view a list of Device Manager Agents
registered in the deployment, as well as view the last action each Agent performed for its

devices.

> To monitor Agents:
1. Inthe Device Agents Configuration page (Setup > System > Device Agents), click the
(o] i i
HonRorDeVIcE ABENE ) itton or click the icon . displayed in the uppermost right corner
of the page.

Figure 15-1: Monitoring Device Manager Agents

2. Inthe Devices Agents Status page that opens - shown in the preceding figure - view the list
of Devices Agents Status registered in the deployment and view the last action each Agent

performed for its devices.
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16 Performing Polycom Configuration

Polycom Trio devices and Polycom VVX devices can be automatically provisioned with tem-
plates per model from AudioCodes’ provisioning server. The feature is an AudioCodes pro-
prietary feature configured from the Polycom Configuration page in the AudioCodes Device
Manager (Setup > Devices Configuration > Polycom Configuration).

For more information, see the Device Manager for Third-Party Vendor Products Admin-
istrator's Manual available from AudioCodes.
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17 Configuring Phones to Operate in an OVR
Deployment

You can configure phones to operate in an OVR (One Voice Resiliency) deployment.
See the One Voice Resiliency Configuration Note for a detailed description of OVR.

> To configure phones to operate in an OVR deployment:
1. Open the DHCP Options Configuration page (Setup > Devices Configuration > DHCP
Options Configuration).

Figure 17-1: DHCP Options Configuration

DHCP option 160 URL ("dhcpoption160.cfg’)

System URLs

OVOC accesses phones directly:

http:/[10.21.8. i cpoption160.clg

OVOC accasses phones via SBC HTTP Prowy: http:/[SBC_PROXY_IP:SBC_PROXY_PORT]firmwarefiles;ipp/httpprosxy]

& Edit dhcpoption160.cfg template & Download dhcpoption180.cfg template X Upload dhcpoption160.cfg template
B Generate "dhcpoption160.cfg’

Advanced: DHCP option 160 with Tenant Configuration

2. Click the Edit dhcpoption160.cfg template button.
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Edit DHCP Option

ems_server/keep_alive_period=60
ems_server/provisioning/url=<HTTP_OR_S=//<IP_ADDRESS=/
provisioning/method=STATIC
provisioning/configurafionfurl==HTTP_OR_5=//<IP_ADDRESS>/configfiles/
provisioning/firmwarefurl==HTTP_OR_S=>.//<IP_ADDRESS=/firmwarefiles’
ems_server/user_name=sysiem
ems_server/user_password="vIZ0pS/SpM="]

3. Customize dhcpoption160.cfg. Add the following lines:

outbound_proxy_address=<SBC IP address>
lync/sign_in/fixed_outbound_proxy_port=<SBC listening port>
lync/sign_in/use_hosting_outbound_proxy=1

4. Click Save; the phones are configured to operate in an OVR environment.

After configuring phones to operate in an OVR environment, you must configure their
template with the same settings.
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18 Signing in to a Phone into which Another User is
Signed

If user B signs in to a phone that user A is signed in to, user A's phone is deleted from the
Manage Users page and the newly signed-in phoneis added to User A.

The Devices Status page is updated with the newly signed-in phone.

Before version 7.2, the GUI remained unchanged, irrespective of the new sign in.

A Applies only if the Zero Touch provisioning method was used.
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19 Troubleshooting

You can display system logs to help troubleshoot problems and determine cause. System logs
comprise:

B Logged activities performed in the Web interface
e lastlogged activities
e Archived activities

B Logged activities performed in the Device Manager Pro
e lastlogged activities

e Archived activities

> To display system logs:
1. Open the System Logs page (Troubleshoot > System Diagnostics > System Logs).

Figure 19-1: System Logs

= System Logs

System Logs
Web Admin
S

Displaying Last n Activities Performed in the Web Interface

> To display logged activities performed in the Web interface:

1. Click the View button next to Web Admin.
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Figure 19-2: Web Admin

Web Admin

Web Admin Log Level

[ Archive Fils B ... S

[Z) IPP_web_admin_log.txt (06-03-2017 03:21:33) 133 92 KB ﬂ

Show last EI log limes

2. From the'Log Level dropdown select ERROR, WARN, INFO, DEBUGGING (default) or
VERBOSE — All Levels (Detailed).

3. Fromthe 'Show last log lines' dropdown select 10, 20, 30, 40, 50 or 100.
4. View the generated IPP_web_admin_log.txt file.

Figure 19-3: Last Activities Logged in the Web Interface

Ve Admin Log Level

5 Avehive Files B ... Save.

[P .

Log il last lines.

14:21:32 127.8.8.1 INF0: fail to generated 11!

14:21:50 16.38.2.9 acladnin THFO: Login

©3:21:52 10.38.2.5 acladnin DEBUG! setPersonalDa

©3:21:5 10.38.2.5 acladnin DERUG: setPersonalDataril

©3:21:52 10.38.2.5 acladnin DEBUG! setPersonalDa m.cfg
©3:21:52 10.38.2.5 acladnin DEBUG! setPersonalDa

©3:21:5 10.38.2.5 acladnin DERUG: setPersonalDataril

€3:21:52 10.38.2.9 aclanin DEBUG: setPersonalDatarllename() --> There is pesonal File name was sent to Persenal Data parent constructor. filename: / ipp G 7 5_2@cloudband

3:21:52 12.33.2.3 aclagnin DEBUG: setPersonalDatarilename) --> There is pesonal file name was Sent to Personal Data parent constructor. filename: /data/NEIF/ippranager/personal/users/saneNacle1304es_18cloudbond:

14157169 16.13.2.19 acladmin INFO: Login successfully name=acladmin server=1.13.2.13

5. Click Save to save the last logged activities performed in the Web interface and share the
log file with others.

Displaying Archived Activities Performed in the Web Interface

> To display archived activities performed in the Web interface:

M Inthe System Logs page, click View next to Web Admin and then in the Web Admin page,
click the icon next to Archive Files.
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Figure 19-4: Archive Files

i= Web Admin

Web Admin Archive Files

I
{
g

3} 2017-09-06_7-48-31_log.txt (05-09-2017 04:38:24) 43345 KB

I+
]
g

[3) 20017-09-05_T-47-37_log.ixt {04-09-2017 05:12:36) 19021 KB

I
{
g

[5) 2017-09-04_5-0245_log.txt (04-09-2017 05:02:43) 977.03 KB

I+
]
g

[} 2017-09-04_4-37-26_log.txt (04-09-2017 04:37:26) 976.75 KB

I+
{
g

2} 2017-09-04_3-56-12_log.txt (04-09-2017 03:36:12) 976,73 KB

I
{
g

[} 2017-09-04_1-33-53_log.txt (04-09-2017 01:33:33) 976,67 KB

I+
]
g

3} 2017-09-03_23-40-39_log.txt (03-09-2017 23:40:39) 97662 KE

I+
]
g

2} 2017-09-04_8-21-19 Jog.txt (03-09-2017 03:08:44) 781 90 KB

I
{
g

3 2017-09-03_3-30-20_log.txt (03-09-2017 03:30:20) 976.73 KB

I+
]
g

[ 2017-09-03_2-58-18_log.txt (03-09-2017 02:38:18) 976 60 KB

I
{
g

[Z) 2017-09-03_2-57-54 log.txt (03-09-2017 02:57:54) 976.79 KB

I+
]
g

3} 2017-09-03_2-57-30_log.txt (03-09-2017 02:37:30) 97680 KB

I+
{
g

3} 2017-09-03_2-57-07_log.txt (03-09-2017 02:57:07) 976,78 KB

I
{
g

3 2017-09-02_21-11-43_log.txt (02-09-2017 21:11:43) 976.64 KB

I+
]
g

[3) 2017-08-31_14-32-44_log.txt (31-08-2017 14-32:44) 576.67 KB

I+
]
g

[ 2017-08-31_1347-37 los.txt (31-03-2017 13:47-32) 87723 KB

I
{
g

[2) 2017-08-31_23-56-10_log.txt (31-08-2017 12:36:10) 576.66 KB

I+
]
g

[ 2017-08-31_12-14-26_log.txt (31-08-2017 12:14:26) 577.50 KB

I
{
g

[3) 2017-08-31_11-15-02_log.txt (31-08-2017 11:15:02) 976.64 KB

I+
]
g

[2) 2017-08-31_10-26-15 _log.txt (31-08-2017 10:26:15) 876.84 KB

I+
{
g

3} 2017-08-31_9-37-25_Jog.txt (31-08-2017 09:37:25) 976. 72 KB
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Displaying Last n Activities Performed in Device Manager Pro

> To display last activities logged in the Device Manager Pro:
In the System Logs page, click View next to Activity.

Figure 19-5: Logged Activities Performed in Device Manager Pro

Activity

[ Archive Files E

[2) IPP_activity_log.esv (06-09-2017 03:37:09) 13.05 KB ﬂ

Show last lzl loglines

From the 'Show last log lines' dropdown select 10, 20, 30, 40, 50 or 100.

2.

Figure 19-6: Logged Last Activities Performed in Device Manager Pro

Activity
(3 Aschive Files B

) TPP_setivic_logeese (06092017 03:5709) 13 05%6 ()

Showlast loglines

Log file last lines
acladnin, 2617-89-86 14:21:11,18.38.2.5,LOGOUT, ADHIN, 0K, acladmin, logout
22017-99-06 14:21:32,127.8.8.1, ADD, USER, 0K, SaneMar 19190425 _2fc om, success to create new User
,2017-95-86 12:21:32,127.8.2.1,DELETE, DEVICE, 0K 205_1 con eeseaf123e: to delete device
con 8e9esf123455, Success to create rew device

2817-09-66 12:21:32,127.9.8.1,ADD, DEVICE, 0K, SameMac 19198205_2(
,2817-89-66 14:71:50,16.38.2.9, LOGIN, PASSKORD, 0K, acladmin, Correct current passuord:
acladmin, 2017-9-06 14:21:59,10.38.2.9,LOGIN, ADMIN, 0K, acladmin, Success login user name-acladmin
acladmin,2017-69-06 14:31:53,16.38.2.9, LOGOUT, ADNIN, 0K, acladmin, 1ogout

acladnin, 2017-09-06 14:48:22,10.13.2.19,L0GOUT, ADMIN, 0K, acladnin, logout

12817-09-66 14:57:69,18.13.2.13,L0GIN, PASSWORD, 0K, ac Ladmin, Correct current passuord: =x==

acladnin, 2017-85-06 14:57:89,19.13.2.19,LOGIN,ADNIN, 0K, acladmin, Success login user name=acladmin
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Displaying Archived Activities Performed in Device Manager
Pro

> To display logged archived activities performed in the Device Manager Pro:

B Inthe System Logs page, click View next to Web Admin and then in the Web Admin page,
click the icon next to Archive Files.

Figure 19-7: Logged Archived Activities Performed in Device Manager Pro

Activity Archive Files
[2) activity_logeer Wed_Sep_6_7_48_31.esv (035-08-2017 03:08:37) 14.17 KB

[ sctivity_lozzer Tue Sep § 7 47 3T.esv (04-08.2017 03:22:36) 4373 KB

A 0AC
1HE
1 H B

[2) activity_logger Mon_Sep_4_8 21 _19.csv (03-09-2017 05:19:16) 37896 KB
[ activity_logger Mon_Aug_14_8_00_05.csv (13-08-2017 05:08:05) 340 KB ok Download

[3 activity_logger Thu Ang 10 7 27 45.cov (09-08-201703:16:53) $14 61 KB [oaltentliel

[B) Back
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