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1 Introduction

This document describes AudioCodes' Syslog Viewer utility. It includes installation, getting
started, configuring preferences, and using Syslog Viewer.

Syslog is an event notification protocol that enables a device to send event notification
messages across IP networks to event message collectors, also known as Syslog servers.

AudioCodes Session Border Controllers and Media Gateways (hereafter, referred to as device)
contain an embedded Syslog client, which can be enabled to generate and send error reports
and events to remote Syslog servers.

Syslog messages is a collection of error, warning, and system messages that records every
internal operation of the device.

You can use AudioCodes Syslog Viewer for the following main tasks:
B Collect (record / capture) and display syslog messages sent from AudioCodes devices

B Analyze the collected syslog messages (using, for example, interactive SIP call flow
diagrams)

The implementation of syslog monitoring is illustrated below:

Figure 1-1:  Syslog Monitoring

SBC/GW Syslog Client Syslog Server Administrator
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2 Installing Syslog Viewer

This section describes how to install Syslog Viewer on your computer.

> To install Syslog Viewer:

1. Download the Syslog Viewer installation file from AudioCodes website at
https://www.audiocodes.com/library/firmware.

Once you have installed Syslog Viewer, whenever you start it, it checks online for a
new software update. For more information, see Detecting Missing and Out-Of-Order

Logs on page 19.

2. Click the downloaded .exe file; the installation wizard starts:

Figure 2-1:  Setup Wizard - Welcome

|—‘Jf_=, Setup - Syslog Viewer

Welcome to the Syslog Viewer
Setup Wizard
This will install Syslog Viewer version 1.96 on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

3. Click Next; the following appears:


https://www.audiocodes.com/library/firmware
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Setup Wizard - Select Destination Location
- *

Figure 2-2:

|—‘Jf_=, Setup - Syslog Viewer
Select Destination Location
Where should Syslog Viewer be installed?

[ E Setup will install Syslog Viewer into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

At least 43.4 MB of free disk space is reguired.

4. Select the location on your computer where you want to install Syslog Viewer, and then

click Next; the following appears:

Setup Wizard - Select Start Menu Folder
- *

Figure 2-3:

|—‘Jf_=, Setup - Syslog Viewer
Select Start Menu Folder
Where should Setup place the program's shortcuts?

—
B~ Setup will create the program's shortcuts in the following Start Menu folder.

o—0o

o—0o

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

udioCodes\Syslog Viewer

Select where you want to add Syslog Viewer's shortcut menu, and then click Next; the

5.
application begins to install, displaying the installation progress bar:
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Figure 2-4:  Setup Wizard - Installing

|—‘Jf_=, Setup - Syslog Viewer

Installing
Please wait while Setup installs Syslog Viewer on your computer,

Extracting files. ..
C:\Users\miked\AppDataiLocal{Templjs-036AK. tmpivcredist_x64.exe

E  Cancel |

When installation finishes, the following appears:

Figure 2-5:  Setup Wizard - Complete

I'i’l Setup - Syslog Viewer

Completing the Syslog Viewer
Setup Wizard

Setup has finished installing Syslog Viewer an your computer.
The application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup.

Figure 2-6:

6. Click Finish; Syslog Viewer is installed and starts.
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3 Starting Syslog Viewer
The procedure below describes how to start Syslog Viewer.

> To start Syslog Viewer:

o
On your Windows taskbar, click the Start =- button, expand the AudioCodes folder, and then

click the Syslog Viewer@icon.

A e You can open multiple instances of Syslog Viewer. This may be useful for
analyzing multiple files.
e By default, when you start Syslog Viewer, it checks online for a new software
update and if exists, it prompts you to update. For more information, see
Checking for Syslog Viewer Updates on page 20.
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4 Getting Familiar with Syslog Viewer

This section provides a description of the Syslog Viewer GUI.

Areas of GUI

The main areas of the Syslog Viewer GUI are shown below and described in the subsequent

table.
Figure 4-1:  Areas of Syslog Viewer GUI
& Syslog Viewer - [E\Syslogs\mdkAcSyslog38dlog) - o x
1 —— File Edit View Jooks Help
2—> oMo LSRR AQAQ|l /D% NP M
33— wwen:B | wwoswsesl |
o |12:52:22.815 10.100,33.3 lecald.notice [S=3923] [SID:146735090] ( media_service)( 3369) -
ServicesMngr: Allocate SBC leg. current active: 1 and max I,
12:52:22.815 10.100.33.3 locald.notice [$=3624] [SID:1457350%0] ( ll%r_f'lu'-‘H 33700 (#1344)SBCRoutesIterator: :N¢
12:52:22.830 10.100.33.3 localf.notice [5=3925] [SID:146735090] ( gr_sbecl( 3371)  Routing Succeeded -IP2IPRout

12:52:22.830 10.106.33.3 localf.notice [S=3927] [SID:1467350%0] INVITE sip:911@10.100.33.3:user=phone SIP/2.8

Via: SIP/2.6/UDP 10.1085.190.81:5060;:branch=29hG4bKac4107685
4 Max-Forwards: 78

'< From: <sip:02111162@10.165.190.81>; tag=1c410752942
To: <sip:911@l0.100.33, 3;user=phone>

Call-ID: 410751845632015205221210.105.190.81
CSeq: 1 INVITE
Contact: <s5ip:02111102@10.105,190.81:5060=
Supported: em,100rel,timer, replaces,path, resource-priority,
Allow: REGISTER,OPT. INVITE, ACK, "_.Eri.\cr:;v.:R:.ii;l
AN | ] »

5§ ———[Linez 0 Column: 0 | Syslog Listener: UDP | Wiite Log: OFF | Web Connection: OFF | Totak 1518 Emor 0 Waming: 36

Table 4-1: Description of GUI Areas

Item # Description
1 Menu bar
2 Toolbar with frequently required command icons:
Icon Name Description
Clean Clears the syslog messages in the window.
-
[ Open Open a syslog file saved on your computer.
H Write Log Writes (saves) syslog messages to a file. For more

information, see Writing Real-time Syslog
Messages to File on page 35.

H Stop Writing Stops writing syslog messages to a file. For more
Log information, see Writing Real-time Syslog
Messages to File on page 35.
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Item #
0n Pause
[:;, Resume
ﬁ Connect To
@ Disconnect
@-" from <IP
address>
File Monitor
Stop File
03 Monitor
Network

L Capture (via
Wireshark)

Stop Network
Capture

Zoom In

Q

Description

Pauses the receipt of syslog messages from the
device. For more information, see Collecting Syslog
Messages Methods on page 22.

Resumes (after pausing) the receipt of syslog
messages from the device. For more information,
see Collecting Syslog Messages Methods on

page 22.

Connects to the device's Web interface (over
HTTP/S) from where it receives syslog messages.
For more information, see Collecting Syslog
Messages from Device's Web Interface on page 25.

Disconnects from the device's Web interface from
where it receives the syslog messages. For more
information, see Collecting Syslog Messages from
Device's Web Interface on page 25.

Starts real-time display of syslog messages written
to a file that are captured by an external syslog
server. For more information, see Realtime
Monitoring of Syslog File by External Syslog Sever
on page 28.

Stops real-time display of syslog messages written
to a file that are captured by an external syslog
server. For more information, see Realtime
Monitoring of Syslog File by External Syslog Sever
on page 28.

Starts capturing syslog messages on port 514 using
Wireshark. For more information, see Using
Wireshark to Capture Packets for Syslog Viewer on
page 27.

Stops capturing syslog messages on port 514 using
Wireshark. For more information, see Using
Wireshark to Capture Packets for Syslog Viewer on
page 27.

Zooms in to the syslog messages window.
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Item # Description
E:k Zoom Out Zooms out of the syslog messages window.
xterna isplays syslog messages in an external, text-base
P 4 E I Displ | i | based
& Viewer editor (e.g., Notepad). For more information, see
Viewing Syslog Messages in External Text-Based
Editor on page 32.
r 1 Disable Auto Disables auto-scroll in syslog messages window.
Scroll For more information, see Freezing Syslog
L J Messages Display on page 11.
Freeze Freezes current display in syslog messages window
Display (but continues writing to file). For more
information, see Freezing Syslog Messages Display
on page 11.
i SIP Flow Opens the SIP Flow Diagram window, displaying a
Diagram SIP flow diagram of the currently displayed syslog
messages window. For more information, see
Viewing SIP Flow Diagrams on page 56.
i_ SIP Flow Opens the SIP Flow Diagram window, displaying
™ Diagram for the SIP flow diagram of the currently displayed
All Tabs syslog messages window (tab), and listing the
sessions of all the syslog messages windows (tabs).
For more information, see Viewing SIP Flow
Diagrams on page 56.
‘R Options Opens the Options dialog box for configuring
various preferences.
“ Find Next Searches for a string.
3 Tab bar, displaying window tabs. For more information, see Window Tabs on
page 16.
4 Window displaying syslog messages.
5 Status bar, displaying various status information:

B 'Line": Displays the number of the line where your cursor is currently located.

The first line (top of window) is 0.

B 'Column': Displays the number of the column where your cursor is currently
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Item #

Description

located.

'Syslog Listener": Displays if Syslog Viewer is currently listening on the port for
incoming syslog messages from the device ("UDP" or "TCP"), or not ("OFF").

'Write Log': Displays if the syslog messages are being saved to a file ("OFF" or
"ON").

'Web Connection': Displays if Syslog Viewer is collecting syslog messages from
the device's Web interface (over HTTP/S). If yes, the device's IP address is
displayed. If no, "OFF" is displayed.

'Total': Displays the total number of lines in the syslog file.
‘Errors': Displays the total number of errors in the syslog file.

'Warning': Displays the total number of warnings in the syslog file.

Display Preferences

This section describes how to configure various global preferences for Syslog Viewer.

Saving Window Size and Position

You can save the Syslog Viewer's window size and position on your screen. When you start
Syslog Viewer, it opens with the same window size and in the same position as when previously

used.

> To save window size and position:

1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Viewer group, select the ‘Save Window Position’ check box.

3. Click OK.

Configuring Font Type and Size of Syslog Messages

You can change the font type and size of the displayed syslog messages. The default font type is

Bitstream Vera Sans Mono with font size 9.

& AudioCodes recommends using monospaced fonts.

> To configure display font type and size:

1. On the toolbar, the Options ¥ icon; the Options dialog box appears.

2. Under the Viewer group, do the following:
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a. From the 'Font' drop-down lists, select the desired font type.
b. From the 'Size' drop-down list, select the desired font size.

3. Click OK.

Customizing Appearance Theme

By default, Syslog Viewer appears in a light theme (gray). You can change the appearance to a
dark theme.

> To change appearance theme:
1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Viewer group, select the 'Dark Theme' check box.
3. Click OK; you are prompted to restart Syslog Viewer.
4. Click OK to restart Syslog Viewer; Syslog Viewer closes.

5. Start Syslog Viewer; it now appears in the dark theme.

Configuring Scrollback of Syslog Message Lines

You can configure the maximum number of logged lines (scrollback) that Syslog Viewer displays
in the window. When the maximum number of lines is reached and Syslog Viewer receives a
new syslog message, it hides the oldest currently displayed syslog message line to
accommodate for the new syslog message line.

If you are writing syslog messages to file (see Writing Real-time Syslog Messages to
File on page 35), even though the syslog messages become hidden from display
because of line scrollback, they're still saved to file.

The default line scrollback is 10,000 lines. You can change it to any value from 1 to 100,000
lines.

The maximum number of lines that Syslog Viewer displays is the line scrollback value plus 1. For
example, if you configure scrollback to 2, a maximum of 3 lines are displayed, as shown in the
following example:

@ Syslog Viewer - [web connector] — O X
File Edit View Tools Help

[l v ra L |
Jo @/mlm2ORAalrsilkiiAF ™
07:17:14.184 10.15.7.96 local@.notice [S=49] [BID=5b1835:23] Activity Log: Session-Expires Time was changed fr
07:17:19.543 10.15.7.96 local®.notice [S=56] [BID=5b1835:23] Activity Log: 183 Message Behavior was changed fr
07:17:40.166 10.15.7.96 local@.notice [S=51] [BID=5b1835:23] Activity Log: Reject Cancel after Connect was cha
1 | o]
Line: 3 Celumn: 0 | Syslog Listener: UDF | Write Log: OFF | Web Connection: 10.15.7.96 | Total: 49 Error: 0 Warning: 1 4

-10 -
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& e Increasing the line scrollback to many lines may reduce performance.
e Total counters on the status bar in the bottom-right corner display total statistics
for Syslog Viewer output; the total data statistics may be greater than what is
displayed on the screen (which is acceptable).

> To configure line scrollback:
1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Viewer group, in the 'Lines of scrollback’ field, enter the maximum number of
lines that you want displayed.

3. Click OK.

Freezing Syslog Messages Display

You can freeze the display of syslog messages, preventing newly received syslog messages from
being displayed in the window. This may be useful if you need time to read the logged
information.

When you freeze the display, Syslog Viewer continues to accept new syslog
messages from the device; it simply doesn't display them.

-11 -
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> To freeze syslog messages display:

1. On the toolbar, click

; the display freezes and no more messages are added to it.

-12-



CHAPTER 4  Getting Familiar with Syslog Viewer Syslog Viewer | User's Manual

2. To unfreeze the display and show new messages, click

again.

Reconstructing New Lines for Syslog Messages

Typically, syslog messages include new line characters (\n) that indicate the end of lines.
However, unlike AudioCodes devices, some third-party syslog servers create syslog messages
without new line characters. In such cases, Syslog Viewer tries to re-construct new lines, by
identifying where each line ends, and then splitting the lines accordingly.

The following example shows received syslog messages that don't include new line characters.
The first figure shows when this feature is disabled (i.e., no splitting onto new lines); the second
figure shows when it's enabled (i.e., split onto new lines):

M Splitting lines disabled:

-13 -
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& Syslog Viewer - [E\backup\decuments\SBC & Gateways\Complementary'\Utilities\Syslog Viewer\pics\fujitsu_10.30.33.241_syslog.log] - O hed
File Edit Yiew Jools Help

| @ HDfO’} |e.e.|fE:>I¢

‘R ilp' new ﬁ |

wn

local@.notice [5-225] [SID-be

- Incoming SIF Message from 10

:23. 18 30.33. 241 locale.noftice [S=226] [SID=be36b7 OPTIONS .30.33.241:5060; transport= udp SI

B7/15 O - 0 local@.notice » 1 (N 4] - Dutgoing SIP Message
07/15 € - i 1 SIP/2.8 200 OK Via: SIP/2.8/UDF 1@.
D7/15 5.76 (N 45) ---- Out EIElIl(I SIP r'— t D
§ 5 09 . OPTIONS si l:IP 2. E

5 5.766 (N 46) ---- Incoming e from 1€
07/15 09 . 767 CIPZEZEE 0K To: <sip: 16.3 2

] 5.826 47} ---- Out [I[lll[l SIP ge 3]
B7/15 09 .827 CPTICPC 51 /2.0 Via: SIP/2.8/

5 5.829 (N 48) ---- Incoming SIP Message from
B7/15 09 .829 SIP/2.0 200 0K To: <5ip:10.30 1=;tag=4

5 D6 e (N 49)  ---- Incoming SIP Message from

5 i A.notic =23R1 TN ih 1 OPTTONS sin:10.30.33.741:50R0: fransnnrf=udn STP/ T

Line: 1 Column: 43 | Syslog Listener: OFF | Write Log: OFF | Web Connection: OFF | Total: 286 Error: 0 Warning: 5

B Splitting lines enabled:

@ Syslog Viewer - [E\backup\documents\SBC & Gateways\Complementany\Utilities\Syslog Viewer\pics\fujitsu_10.30.33.241_syslog.log] - O X
File Edit View Tools Help

JJ_,r-lquea CSCSVARE:

.241 local@.notice [S5=225] [SID=be
41 local@.notice [5=226] [SID=b

-

{ 43) ---- Incoming SIP Message from '_I:.il
(PTICNS sip:10.30.33.241:5060; transport=udp SIP/
To: <=5ip:10.30.33.241:5060>

Call-ID: bdel7a4l-d885-456e-949e-267fh2981546
Via: SIP/2.8/UDP 18.30.32.101:5060;branch=z5hG4b
CSeq: 1 OPTIONS

Max-Forwards: 70

Allow: INVITE, ACK, CANCEL, BYE, OPTIONS, INFO
Supported: norefersub, timer

Accept: application/sdp, application/dtmf-relay
Contact: =sip:10.30.32.101:5060; transport=udp>
From: =sip:10.30.32.101>;tag=cnHg4ho

User-Agent: ININ-EDGE/1.0.0.10316

Content-l enath: r-: o h
‘| | 3

Line: 1 Column: 66 | Syslog Listener: OFF | Write Log: OFF | Web Connection: OFF | Total: 286 Error: 0 Warning: 5

> To enable new line breaks:

1. Onthe toolbar, click the Options \R icon; the Options dialog box opens.

2. Under the Miscellaneous group, from the 'Split lines without EOL' drop-down list, select
one of the following:

e Enable: (Default) Syslog Viewer tries to identify the end of lines and splits them
accordingly.

e Disable: Syslog Viewer displays the syslog as is.

3. Click OK.

Disabling Auto-Scroll in Syslog Messages

By default, Syslog Viewer automatically scrolls to the most recently added syslog message
(bottom of list). This allows you to view the latest message quickly and easily, without having to
scroll down.

However, you may want to disable this feature to stay on a specific syslog message line instead
of viewing the latest messages. When disabled, Syslog Viewer continues adding newly received
syslog messages to the window.

-14 -
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> To enable and disable auto-scroll:

1. Inthe syslog messages window, select a message line that you want to remain in view.

2. Onthe toolbar, click the Auto-Scroll

L J icon; the display remains

at your selected message even though new messages are added to the display.

3. To enable auto-scroll, click the icon again; Syslog Viewer automatically scrolls down to the
most recently added syslog message.

Hiding or Showing Date in Syslog Messages

By default, Syslog Viewer displays the date when it received the syslog message from the
device. However, you can hide the date from syslog messages.

For example, the following figure shows syslog messages with the date (#1) and syslog
messages without the date (#2):

Er Syslog Viewer - [syslog] - a *
Eile Edit Yiew Jools Help

W 0o~ G3

Lines 6 Column: 0 Syslog Listener: UDP | Write Log: OFF | Web Connection: OFF | Totak 31 Emor 0 Waming: 5

-15-
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> To hide or show date in syslog messages:

1.

2.

On the toolbar, click the Options " icon; the Options dialog box appears.

Under the Syslog group, select or clear the 'Show date' check box to show or hide the date,
respectively.

Click OK.

Wrapping Syslog Message Lines

You can enable Syslog Viewer to wrap syslog message lines so that they fit into the current
width of the window. When you resize the window, text is wrapped onto the next line so that
they are always visible.

> To enable or disable text wrapping:

B From the View menu, choose Line Wrap.

The following shows an example of line wrapping:

B No line wrapping:

& Syslog Viewer - [syslog] - O X
File Edit Yiew Tools Help

o @ Wma2RR Al /% i is

9, [[o- " |

87/20 12:25:31.756 18.15.7.96 local®.notice [5=30] [BID=5b1835:23] Activity Log: WEB: Successful login at 18.15.37
87/20 12:25:32.937 108.15.7.96 local®.notice [5=31] [BID=5b1035:23] Opening Log Web Page - printing error messages
B7/20 12:25:32.937 18.15.7.96 local@.notice [5=32] [BID=5b1835:23] Starting Log Session successfully performed [C

« | ol
Line: 3 Column: 0 | Syslog Listener: UDP | Write Log: OFF | Web Connection: 10.15.7.96 | Total: 18 Error: 0 Warning: 0 4
B Line wrapping:

F Syslog Viewer - [syslog] — O *

File Edit Yiew Tools Help

e m@m#ZBRRaalsArkii

9, [[e- " |

07/20 12:25:31.756 10.15.7.96 Tlocal®.notice [S=30] [BID=5b1835:23] Activity Log: WEB: Successful login at
10.15.7.96:443, User: Admin. Session: WEB (10.13.2.3) [Time:13-07@08:29:04.395]

87/20 12:25:32.937 108.15.7.96 local®.notice [5=31] [BID=5b1835:23] Opening Log Web Page - printing error
messages sent to Syslog [Code:0x40529] [Time:13-07@08:29:05.581]

87/20 12:25:32.937 18.15.7.96 local®.notice [5=32] [BID=5b1835:23] Starting Log Session successfully performed
[Code:0x40529] [Time:13-07@08:29:05.581]

Line: 3 Column: 0 | Syslog Listener: UDP | Write Log: OFF | Web Connection: 10.15.7.96 | Total: 12 Error: 0 Warning: 0 A

Window Tabs

Syslog Viewer uses window tabs to allow you to easily identify syslog messages by device. It
creates tabs when capturing syslog messages from multiple devices and when opening syslog

files.

A Syslog Viewer always creates tabs when you open syslog files.
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Enabling Window Tabs per Device

By default, Syslog Viewer uses window tabs to separate syslog messages captured from
different devices (IP addresses). Each tab displays syslog messages captured from the specific
device.

You can disable window tabs so that Syslog Viewer displays all syslog messages in a single
window, even if they were captured from more than one device.

Using tabs can be useful, for example, in the following cases:
B Opening a syslog file that contains syslog messages captured from multiple devices.
B Capturing syslog messages from multiple devices.

The following figure shows an example of an opened syslog file that contains syslog messages
captured from two devices - 10.15.12.1 and 10.30.33.241. Syslog Viewer creates a tab for each
device and displays the syslog messages under the respective tab:

©F Syslog Viewer - [E\backupidocuments\SBC & Gateways\ComplementaryUtilities\Syslog Viewer\pics\latest\12_Microsoft Tea.., = O X
File Edit View Took Help

a [ -
lemWD>fBRAaql/An%ki i:|A- n

——| wis.21@ | wawssend |

P8:39:01.686 10.15.12.1 local3.notice [S=12473] [BID=Se88ae:123] (N 12132) Reliab'LsTransponDbject[m]::Hand!il
08:39:01.686 10.15.12.1 local3.notlce [5=12474] [BID=5eB8ae:123] (N 12133) Resource ReliableTransportObject re
68:39:01.690 16.15.12.1 local3.notice [5=12475] [BID=5eB8ae:123] (N 12134) LBEventReleasedTO: (#8)ReliableTrar
08:39:01.690 10.15. local3.notice [S=12476] [BID=5e88ae:123] (N 12135) TLSSocketAPI(#49)::ReleaselSocket -

bt

08:39:01.690 10.15.1 local3.notice [S=12477] [BID=Se8Bae:123] (N 12136) Socket buffer released - (#58) [Tia
08:39:01.6890 10.15.12.1 local3.notice [S=12478] [BID=Se8Ra3e:123] (N 12137) S5IPSocketReliable(#49): :Releaselonr
nsi_-a-:.:n'.ﬁan 1A.15.12.1 localZ.notice [5=174791 inTnnﬁpF.aaa:'uJ:I;i M 1213R) Tl SSacketAPT(2449) Released lTlmP:i;I
4 »

Line: 0 Column: 0 Syslog Listener: OFF | Write Log: OFF | Web Connection: 10.15.7.96 | Totak 2440 Error: 0 Waming: 0

> To enable window tabs per connected device:

1. Onthe toolbar, click the Options \R icon; the Options dialog box appears.

2. Under the Multiple Devices group, select the 'Use multiple tabs to separate between
devices' check box.

3. Click OK.

A e For this feature to function, you must also disable clearing of tabs upon opening a
file (see Clearing Existing Window Tabs when Opening Syslog File on page 19).
e When opening multiple syslog files, Syslog Viewer always creates a tab for each
file.

Configuring Labels for Window Tabs

By default, Syslog Viewer displays the IP address of the device on the window tab. Instead of an
IP address, you can configure any string label for a device (defined by IP address).

The following figure shows two window tabs, one displaying a device's IP address (#1) and
another displaying a device's label (#2):
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1 2

log Viewer - || blckup\ducuﬂenls\sﬁf & Gateways\Complementary'\Utilities\Syslog Viewer\picsilatest\11_Long Tracedog] — a X
fle Efint !'tw I

o [ . .
DR AQ /1% i izl "
1.15.12.1 uﬂzﬂ |
12:48:21.013 10.15.17.1 local3.notice [S=4845] [510=32809e:29:168] [N 2195) CAC: AGd SBC Outgoing INVITE, IP(a]

12:48:21.813 10.15.17.1 local3.notice [S=4846] [SID=328d%9e:29:164] (N 41%6) ResourceCounter: SBC leg +1 [2/65
12:48:21.013 10.15.17.1 'luca'la notue [5-43-1?] rsm-azad-;e 29: 164] [N 4197) t#-:S??iRoute found 12] P.oute by

12:48:21,013 10.15.17.1 locald.notice [S-4849) [SI0-32809e:29:164) INVITE sip:+77775557101al0.15.17. 1 user-phune
FROM: “User7"<sip:+77775557005@tr. Local ;usersy
| | TO: <sip:+77775557101210.15.17. 1;user=phone>
4 13
Line: & Column: 80 [ Syslog Listener: UDP | Write Log: OFF | Web Connection: 10.15.7.96 | Totak 2440 Error: 0 Warning:0

> To configure window tab labels per device:

1. From the Tools menu, choose Device Labels; the following dialog box appears:

1%F Device Labels >
—Labels for tabs and SIP Flow Diagram
IP Address Label ﬂ

1 E10.15.17.1 LaB2

2

3

4

5

. =

oK | Cancel |

2. Click the 'IP Address' field, and then enter the IP address of the device.
3. Click the corresponding 'Label field, and then enter a label (string) for the device.

4. Click on any other row, and then click OK.

Displaying Window Tab for Syslog Messages of Single Device

By default, when you configure only one device to send syslog messages to Syslog Viewer, or
only open one device's syslog file, the syslog messages are displayed in the window without a
tab. If you want, you can enable Syslog Viewer to display a tab in such scenarios.

> To display tab for single device:

1. Onthe toolbar, click the Clean ““* icon to clear the syslog messages window.

2. Onthe toolbar, click the Options % icon; the Options dialog box appears.

3. Under the Multiple Devices group:
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a. Select the 'Use multiple tabs to separate between devices' check box.
b. Select the 'Always show device tab name' check box.

4. Click OK.

& e Forthis feature, make sure that clearing tabs when opening a file is disabled (see
Clearing Existing Window Tabs when Opening Syslog File below).

e Evenifyou enable this feature, Syslog Viewer creates additional tabs if
necessary (e.g., syslog messages are received from an additional device, or you
filter the display).

Clearing Existing Window Tabs when Opening Syslog File

By default, Syslog Viewer closes all existing window tabs when you open a syslog file. However,
you can keep all existing tabs when opening a file.

> To enable / disable tab clearing upon opening file:
1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Miscellaneous group, select the 'Clear tabs on file open' check box to clear
existing tabs when opening a file, or clear the check box to keep existing tabs.

3. Click OK.

Sorting Window Tabs

You can enable Syslog Viewer to arrange (sort) multiple tabs in ascending order. For example, if
you have open syslog files syslog-sbc_10.15.7.97.txt, syslog-sbc_10.15.7.96.txt, and syslog-sbc_
10.15.7.98.txt, the tabs are also arranged in this order:

M syslog-sbc_10.15.7.96.txt
B syslog-sbc_10.15.7.97.txt

M syslog-sbc_10.15.7.98.txt
> To enable tab sort of opened files:

1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Miscellaneous group, select the 'Sort opened files' check box.

3. Click OK.

Detecting Missing and Out-Of-Order Logs

Syslog Viewer keeps track of sequence numbers for incoming syslog messages. If Syslog Viewer
detects missing or out-of-order messages, it generates "syslog.error" errors, for example:
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12:45:49.057 10.4.219.224 syslog.error 10 messages are missing

Syslog Viewer also automatically handles packet reordering, using a variation of jitter buffer
algorithm. Packet reordering should function smoothly, except for the first few messages from
the specific source.

The following figure shows an example of a packet order issue (S=13, then S=11, and then
S=14):

= Syslog Viewer - [syslog] — O *
Eile Edit View Tocls Help

o mMm LR Al ANk i izl " |

B7/18 12:55:17.830 10.15.7.96 Tlocal3.notice [S=13] [BID=5b1035:23] (N 209) gwCfgEvent: (#B) -=
07/18 12:55:17.830 10.15.7.96 local3.notice [S5=11] [BID=5b1035:23] (N 288) InsertCfgEvent: Tyf
07/18 12:55:20.898 10.15.7.96 local7.info 1 packet out of order

©7/18 12:55:20.898 10.15.7.96 local®.notice [S=14] [BID=5b1035:23] Activity Log: Call-End CDR Zero
07/18 12:55:22.9090 10.15.7.96 local®.notice [S=15] [BID=5b1835:23] HA is disabled by configuration
©7/18 12:55:23.198 10.15.7.96 local@.notice [S=16]1 [BID=5b1835:23] Activity Log: System configurati

3] I 0]

Line: & Column: 0 | Syslog Listener: UDF | Wite Log: OFF | Web Connection: OFF | Total: 23 Error: 0 Warning: 5 A

If you experience a degradation in the performance of Syslog Viewer, disable this
feature.

> To disable packet recorder compensation mechanism:

1. Onthe toolbar, click the Options ‘R icon; the Options dialog box appears.

2. Under the Syslog group, clear the 'Compensate for packet recorder' check box.

3. Click OK.

Checking for Syslog Viewer Updates

By default, whenever you start Syslog Viewer, it checks for a new software update. If there is an
update, you are prompted to download and install it, as shown in the following example:

@ Update X

An update to Syslog Viewer is available,

Installed version: 1.96
Mew version: 1.97

Get Update | Cancel

Simply click Get Update to download and install.
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To enjoy the latest Syslog Viewer features, it's recommended to keep this feature
enabled.

> To enable or disable checking for updates:

1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Miscellaneous group, select or clear the 'Check new version' check box to enable
or disable this feature, respectively.

3. Click OK.
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5 Collecting Syslog Messages Methods

Syslog Viewer allows you to collect syslog messages in various ways:

B Collect syslog messages directly from AudioCodes devices — see Collecting Syslog Messages
Directly from Devices below

B Use Wireshark to capture syslog messages - see Using Wireshark to Capture Packets for
Syslog Viewer on page 27

B Collect syslog messages from a syslog file written in realtime ('tail -f' like) by a third-party
Syslog server — see Realtime Monitoring of Syslog File by External Syslog Sever on page 28

Collecting Syslog Messages Directly from Devices

Syslog Viewer offers two methods for collecting syslog messages from devices:

B Configuring device to send syslog messages to Syslog Viewer (server) - see Configuring
Devices to Send Syslog Messages below

B Connecting Syslog Viewer to device's web interface - see Collecting Syslog Messages from
Device's Web Interface on page 25

Configuring Devices to Send Syslog Messages

The recommended method for collecting syslog messages from a device is to configure the
device to send syslog messages to the computer on which Syslog Viewer is installed. This
method uses the syslog protocol (e.g., over UDP).

A e If communication isn't possible (i.e., not routable) between the device and the
computer on which Syslog Viewer is installed (e.g., due to a firewall or NAT
devices in the middle), you can use the Web Connect feature, whereby Syslog
Viewer collects syslog messages from the device's Web interface (see Collecting
Syslog Messages from Device's Web Interface on page 25).

e You can configure multiple devices to send syslog messages to Syslog Viewer.

Configuring Syslog Server on Device

The following procedure describes how to configure the device to send syslog messages to the
computer on which Syslog Viewer is installed.

> Configuring syslog server on device:

1. Login to the device's Web interface.
2. Enable syslog:

a. Open the Logging Settings page (Troubleshoot menu > Troubleshoot tab > Logging
folder > Logging Settings).
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b. From the 'Enable Syslog' drop-down list, select Enable:

Enable Syslog * | Enable bl

c. Click Apply.

3. Configure the syslog message debug level:

a. Open the Logging Settings page (Troubleshoot menu > Troubleshoot tab > Logging
folder > Logging Settings).

b. From the 'VoIP Debug Level' drop-down list, select Detailed:
WVolP Debug Level = Detailed hd
c. Click Apply.

4. Configure the address of the computer on which Syslog Viewer is installed:

a. Open the Syslog Servers page (Troubleshoot menu > Troubleshoot tab > Logging folder

> Syslog Servers).

GENERAL
Index 0
Address 10.13.23
Port 514
Protocol UDP v
Interface #0 [D+M+C] v | View
Information Type All v
Severity Level Motice v
Mode Enable v

b. Click New, and then do the following:

¢ Inthe'IP Address' field, enter the IP address of the computer on which Syslog
Viewer is installed.

¢ Inthe 'Port' field, enter the port that Syslog Viewer listens to for syslog messages
(default is 514). You can change Syslog Viewer's listening port, as described in
Configuring Syslog Viewer's Listening Port and Interface on the next page.

¢ From the 'Transport Protocol' drop-down list, select the listening port's transport
protocol. You can define Syslog Viewer's transport protocol, as described in
Configuring Syslog Viewer's Listening Port and Interface on the next page.

¢ From the 'Interface' drop-down list, select one of the device's local IP Interfaces
through which it sends syslog.
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¢ From the 'Severity Level' drop-down list, select the minimum severity level of
messages that you want sent to Syslog Viewer.

‘& It's recommended to leave the syslog severity level at default (i.e., Notice) to prevent
excessive utilization of the device's resources. Changing severity level is typically
done only by AudioCodes Support for debugging.

¢ From the 'Mode' drop-down list, select Enable to enable this syslog setting.
c. Click Apply.

5. On the toolbar, click Save to save your settings to the device's flash memory.

Configuring Syslog Viewer's Listening Port and Interface

By default, Syslog Viewer listens on UDP port 514 of the computer or machine on which it's
installed. By default, Syslog Viewer also listens on all interfaces if the computer or machine has
more than one NIC, for example.

You can configure a secure syslog connection using TLS. By default, when TLS is enabled, Syslog
Viewer uses the device's default self-signed certificate (TLS Context #0). However, if you want
to use a non-default TLS certificate, you need to configure it on the device and on Syslog
Viewer.

& e Syslog Viewer (starting from Version 1.50) can collect syslog messages over
TLS.

e You can receive syslog messages from the same IP address with two different
transport protocols - one through UDP and the other through TCP/TLS. On the
device, use the Syslog Servers table to configure two rows, one for UDP and one
for TCP/TLS.

> To configure Syslog Viewer's listening port:

1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

Syslog

Syslog interface: |J'-\I"I\|' ﬂ
UDP port: |514

TCP port: o [ Secure

Iv Compensate for packet reorder

Iv showdate [+ Auto start syslog listener

2. Under the Syslog group, do the following:

a. From the 'Syslog interface' drop-down list, select the interface that Syslog Viewer
listens to.
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b. Inthe'UDP port' or 'TCP port' fields, enter the UDP or TCP port (respectively) that
Syslog Viewer listens to.

c. If you want a secured (TLS) syslog connection, in the 'TCP port' field, enter the secured
listening port, and then select the 'Secure' check box.

3. If you are using TLS and want to use a non-default TLS certificate, then after configuring the
TLS port in Step 2.c, under the Secure group, do the following:

—Secure Mode

Private key: I |
Certificate: I |
CA certificate: I |

a. Inthe 'Private key' field, click the ellipsis (...) button, and then browse to and select the
TLS private key file.

b. Inthe 'Certificate’ field, click the ellipsis (...) button, and then browse to and select the
TLS certificate file.

c. Inthe 'CA certificate' field, click the ellipsis (...) button, and then browse to and select
the Certificate Authority (CA) file.

‘& You must configure the device with a TLS Context that includes these non-default
TLS certificates.

4. Click OK.

Collecting Syslog Messages from Device's Web Interface

Instead of configuring the device to send syslog messages, you can configure Syslog Viewer to
connect to the device's Web interface and collect the messages from there.

This method is useful when Syslog Viewer is not routable from the device. For example, when
the device is located behind NAT.

Syslog Viewer can connect to the device's Web interface using the device's IP address or
hostname (if applicable). By default, Syslog Viewer connects over HTTPS (port 443), but you
can change this to HTTP (port 80).

‘& e This syslog collection method is not recommended and especially not suitable
when the device sends a high volume of syslog messages. The recommended
method is described in Configuring Devices to Send Syslog Messages on
page 22.

e Collecting syslog messages from the Web interface is not supported by
AudioCodes MP-1xx devices.

e Nodevice configuration is required for this connection method.
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> To connect Syslog Viewer to device's Web interface:

1. Onthe toolbar, click the Connect To f icon; the following dialog box appears:

F Web Connector >

Receive logs from SBC/Gateway's Web interface.

e LY
‘T Note that s connecion method s relzively slow and
| i not switabie for high valume of logs.

e

Address:  |10.15.7.3¢]

Username: IAdmin

Password: I-uu [+ Remember
[ Use HTTP connection

[ Donotuse proxy

—Session

Name: ;I Save Delete

—Status

Connect I Cancel

‘& The 'Do not use proxy' check box is reserved for future implementation.

2. Inthe 'Address' field, enter the device's address (IP address or FQDN).
3. Inthe 'Username' and 'Password' fields, enter the device's login credentials.
4. If you want Syslog Viewer to remember your settings, select the 'Remember' check box.

5. If you want to connect over HTTP instead of HTTPS, select the 'Use HTTP connection' check
box.

6. If you want to save this specific connection setting for future use, under the Session group,
in the 'Name' field, enter any easily identifiable name, and then click Save. The next time
you want to use this connection setting, simply choose the name from the 'Name' drop-
down list.

7. Click Connect; Syslog Viewer connects to the device's Web interface and the syslog window
displays "connected to <device's address>". Syslog Viewer can now collect syslog messages
from the device.
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@

To disconnect Syslog Viewer from the device, on the toolbar, click the Disconnect From @
icon. The syslog window displays "disconnected by user".

Using Wireshark to Capture Packets for Syslog Viewer

You can use Wireshark (through Syslog Viewer) to capture syslog messages instead of (or in
addition to) using Syslog Viewer to listen on the UDP/TCP port. Wireshark is used only to
capture the syslog messages; everything else is done on Syslog Viewer (e.g., displaying and
filtering messages).

Using Wireshark is useful because Syslog Viewer can't listen to the same UDP/TCP port (514)
that a third-party syslog server (or another instance of Syslog Viewer) running on your
computer is currently using to capture the syslog messages. In addition, you may have multiple
people using the same computer and running multiple syslog server instances.

To overcome this, you can use Syslog Viewer as follows:

B Start two instances of Syslog Viewer, where one instance listens to port 514 "normally",
and the other instance uses Wireshark to listen to the same port.

B Have a third-party syslog server listen to port 514, start Syslog Viewer and trigger it to use
Wireshark to listen (capture) the messages on the same port.

It also supports extracting logs from IP Trace debug capture stream (i.e., you can keep the
device sending syslog to the "normal" destination (not your PC) and temporarily send IP Trace
debug captures to your PC for some quick debugging.

& You must have Wireshark installed on your computer.
> To view syslog messages in Wireshark:

1. Onthe toolbar, click the Network Capture (via Wireshark) “' icon; the following
appears:

P Capture traffic *

Capture traffic via Wireshark.

This connection method alows pou fo capiure fraffic whie another
syslog server is running on the same PCAaptoo.

Interface
’7 (& Ethernet {10.13.2.3)

Start I Cancel |

2. Under the Interface group, select the interface (if more than one NIC exists on your
computer).
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3. Click Start; the 'Syslog Listener' field on the status bar displays "Wireshark". Wireshark
starts capturing syslog messages and Syslog Viewer displays them.

4. To stop using Wireshark with Syslog Viewer, on the toolbar, click the Stop Network

Capture @ icon.

Realtime Monitoring of Syslog File by External Syslog Sever

Syslog Viewer's File Monitor feature is like Linux "tail -f" command. It's useful if you have an
external syslog server running on your computer (e.g., NXLog) that writes syslog files, and you
simply want to monitor them in real-time using Syslog Viewer.

Syslog Viewer opens the file, detects if any new syslog messages have been added and displays
them. It also detects if the file gets rotated and opens the new written file (current file) to
continue proper monitoring.

> To use file monitor:

1. On the toolbar, click the File Monitor (tail -f)

icon; an open file dialog box appears.
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2. Browse to and select the syslog file written by the third-party syslog server; Syslog Viewer
now displays the syslog messages of the selected file.

3. To stop the File Monitor, on the toolbar, click the Stop File Monitor

icon.
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6 Viewing Syslog Messages

This section describes the ways you can view Syslog Messages in Syslog Viewer.

Viewing Real-time Collection of Syslog Messages

Once you have set up Syslog Viewer to collect syslog messages (see Collecting Syslog Messages
Methods on page 22), syslog messages are automatically displayed in the window as they are
sent by the device.

Syslog Viewer automatically formats the syslog messages for easy reading of SIP messages.
Messages with warning severity level are displayed in magenta and messages with errors are
displayed in red.

> To start and stop collecting syslog messages:

1. Make a few calls or perform configuration or management actions on the device. For
example, configure a parameter or restart the device; Syslog Viewer collects and displays
the syslog messages, including sent and received SIP messages. The 'Syslog Listener' field
on the status bar displays "UDP" or "TCP", indicating the transport protocol over which the
syslog messages are being collected.

2. To pause collection of syslog messages, on the toolbar, click the Pause 00 icon. The
'Syslog Listener' field on the status bar displays "OFF".

3. Toresume collection of syslog messages, on the toolbar, click the Play [:> icon.

The following figure shows an example of a collected syslog message that's a SIP call:
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Figure 6-1:  SIP Call
& Syslog Viewer - m} X
File Edit View Tools Help
|o @ Wl o2 e &l 9 [p- # |
-> (#114)SBCEndPoint[Initiated->Session] -]
-> (#13)SBCCall[Alerting->Connected]
-> (#120)SIPSBCCallLeg [File:Logger.cpp Line:417] [Time:13-02@10:53:34.845]
10:53:35.000 172.31.12.241 local®.notice [S=55552] [SID=3f32bb:12:4293] (N 47065) SBCOfferAnswerMngr(#120) ::AddPreviousSDPToMess:
- 172.31.12.241 local®.notice [S=55553] [SID=3f32bb:12:4293] (N 47066) AcSIPCall(#1238): Handling CONNECT_REQ in state
172.31.12.241 local®.notice [$=55554] [SID=3f32bb:12:4203] (N 47067) UdpRtxMngr: :Transmit 200 Response 4525 INVITE f
172.31.12.241 local®.notice [S=55555] [SID=3f32bb:12:4293] (N 47068) ---- Outgoing SIP Message to 172.31.6.166:5621t
18:53:35.008 172.31.12.241 local®.notice [S=55556] [SID=3f32bb:12:4293] SIP/2.0 280 OK
Via: SIP/2.8/UDP 172.31.6.166:56218; received=172.31.6.166; rport=56218; branch=z5hG4bKPjcoBS7:
From: <sip:+18489001706@172.31.12.241>;tag=8a73c4%7cbBf433d9d525d869286¢cche
To: <51p:+18004444444@172.31.12.241>; tag=4eFBmgrg1SBQH
Call-ID: d4830ad76295451f9dd21ceBd281032f
CSeq: 4525 INVITE
Contact: <s1p:172.31.12.241:5060>
Supported: sdp-anat
Server: Mediant SW/v.7.20A-u5S001.256.393
Content-Type: application/sdp
Content-Length: 256
v=0
o=5onus_UAC 105113295 2066628126 IN IP4 172.31.12.241
5=SIP Media Capabilities
=00
m=audio 6800 RTP/AVP @ 101
c=IN IP4 172.31.12.241
2=rtpmap:0 PCMU/8000
z=rtpmap:101 telephone-event/8000
a=fmtp:1681 ©-15
z=sendrecv
a=rtcp:6001
z=ptime:20
[File:TransportObject.cpp Line:133] [Time:13-82@10:53:34.845]
10:53:35.008 172.31.12.241 local@.notice [S=55557] [SID=3f32bb:12:4293] (N 47069) States: (#1238)AcSIPCalllInvited->LocalAcceptet
(#318)SBCFeature[Deallocated] [File:Logger.cpp Line:417] [Time:13-02@10:53:34.845]
10:53:35.000 172.31.12.241 local@.notice [S=55558] [SID=3f32bb:12:4293] (N 47078} ---- Incoming SIP Message from 172.31.6.166:56:
:53:35.008 172.31.12.241 local®.notice [S=55559] [SID=3f32bb:12:4293] ACK sip:172.31.12.241:5060 SIP/2.0
Via: SIP/2.8/UDP 172.31.6.166:56218; rport;branch=z9hG4bKPjb8b497f7ape34fdf910ch154563245d0
Max-Forwards: 70 -
lI I - T T o T o : —— i : »
Line: 586 Column: 0 | Syslog Listener: UDP | Write Log: OFF | Web Connection: 172.31.12.241 | Total: 586 Error: 0 Warning: 0

The following figure shows an example of a collected syslog message that's a user activity

event:

Figure 6-2:

Activity Log

@ Syslog Viewer
File Edit View Tools Help

”-rr_|HDD@o|QQ|1 l..l

9 P A

172.17.140.111 E) |

172.17.140.111-web [ | 10.15.7.95 [ |

12:52:19.457 172.17.148.111 local®.notice
12:5 .423 172.17.140.111 local®.notice
1225 .425 172.17.140.111 local@.notice
13:0 .044 172.17.140.111 local@.notice
13:0 .132  172.17.140.111 local®.notice
13:0 .294 172.17.140.111 local®.notice
13:0 .800 172.17.140.111 local®.notice
13:0 .910 172.17.140.111 local®.notice
13:0 .8992 172.17.140.111 local@.notice
13:0 .898 172.17.140.111 local@.notice
13:0 .824 172.17.140.111 local®.notice
13:0 .049 172.17.140.111 local@.notice
14:0 .809 172.17.140.111 local®.notice
14:0 .893 172.17.140.111 local®.notice
14:0 .B62 172.17.140.111 local®.notice
14:0 .568 172.17.140.111 local®.notice
14:0 .668 172.17.140.111 local®.notice
14:0 .763 172.17.140.111 local®.notice
14:0 .769 172.17.140.111 local®.notice
14:0 .791 172.17.140.111 Tlocal®.notice

q]

[S=436]
[5=437]
[5=438]
[5=4391]
[5=440]
[5=4411]
[S=442]
[S=443]
[S=444]
[5=445]
[S=446]
[5=447]
[S=448]
[S=449]
[5=450]
[5=451]
[5=452]
[5=453]
[5=454]
[5=455]

[BID=4{7347:
[BID=4f7347:
[BID=4f7347:
[BID=4f7347:
[BID=417347:
[BID=417347:
[BID=417347:
[BID=417347:
[BID=417347:
[BID=4f7347:
[BID=4f7347:
[BID=4f7347:
[BID=4f7347:
[BID=4{7347:
[BID=4{7347:
[BID=4{7347:
[BID=4{7347:
[BID=4f7347:
[BID=4f7347:
[BID=4f7347:

581
581
501
501
501
501
501
501
501
501
501
501
501
501
56]
56]
56]
561
501
501

Activity Log: WEB: Successful login at 172.17.148.111:443. User: Admi
Opening Log Web Page - printing error messages sent to Syslog [Code:@
Starting Log Session successfully performed [Code:0x48529] [Time:14-€
Activity Log: User login succeeded. User: Admin. Session: Telnet (18.
Activity Log: CLI: 'enable’. User: Admin. Session: Telnet (10.3.180.5
Activity Log: CLI: 'cmdshell’. User: Admin. Session: Telnet (10.3.18¢
Activity Log: CLI: 'configure troubleshoot'. User: Admin. Session: Te
Activity Log: CLI: 'sysleg’. User: Admin. Session: Telnet (10.3.180.9
Activity Log: CLI: 'sysleg-ip'. User: Admin. Session: Telnet (10.3.18
Deleted task clil did not free 2 buffers (size 184, LR ©x10531364 _ZN
Activity Log: User logged out. User: Admin. Session: Telnet (10.3.18¢
Activity Log: WEB: User logout. User: Admin. Session: WEB (10.13.2.7)
Activity Log: User login succeeded. User: Admin. Session: Telnet (1@.
Activity Log: CLI: 'enable’. User: Admin. Session: Telnet (10.3.180.5
Activity Log: CLI: 'cmdshell’. User: Admin. Session: Telnet (18.3.18¢
Activity Log: CLI: 'cum‘igure troubleshoot'. User: Admin. Session: Te
Activity Log: CLI: 'syslog’. User: Admin. Session: Telnet (10.3.180.9
Activity Log: 3 sys'log-lp . User: Admin. Session: Telnet (10.3.18
Deleted task clil did not free 2 buffers (size 184, LR 0x10531364 _7ZN
Activity Log: User logged out. User: Admin. Session: Telnet (16.3.18¢

| O]

Line: 20 Colurmn: 0

| Syslog Listener. UDP | Write Log: OFF | Web Connection: 172.17.140.111 | Total: 50 Error: 0 Warning: 0
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Viewing Syslog Messages in External Text-Based Editor

You can open the currently displayed syslog by Syslog Viewer in an external (third-party) text-
based editor (e.g., Notepad). Before you can do this, you need to define the path on your
computer to where the editor is located.

NE

The text-based editor only includes syslog messages that were displayed in
Syslog Viewer when it was activated. Any subsequently received syslog
messages aren't added to the text-based editor.

By default, the text-based editor uses the filename syslog.txt.

> To view syslog messages in external text-based editor:

1. Define the editor:

a. Onthe toolbar, click the Options Y icon; the Options dialog box appears.

b. Under the Miscellaneous group, click the 'External viewer' ellipsis button (...), and then
browse to and select the location of the executable file of your editor (e.g.,

Notepad.exe).

c. Click OK.

i

2. Onthe toolbar, click the External Editor #  icon; the text-based editor starts and

displays the syslog messages.

Viewing Syslog Messages of Saved Files

You can open and view syslog files that were saved on the computer on which Syslog Viewer is

running. When opening syslog files, Syslog Viewer creates a window tab for each opened file.

A\ e

The "Syslog Listener" automatically pauses when you open a file.
Syslog files opened from disk are displayed in "full" view (i.e., display isn't limited
by scroll buffer).

It may take a few seconds to open and load large files. Make sure that the file is
fully loaded by verifying that the "Total" counter on the status bar stabilizes.

Syslog Viewer supports the following file formats:

v
v
v

Native file format (created by Syslog Viewer)
Legacy file format (created by ACSyslog)

PCAP files (Files are automatically converted based on .pcap or .pcapng file
extensions. Wireshark must be installed in %PROGRAMFILES%.)

Third-party syslog file formats (based on Customer inputs)

-32-



CHAPTER 6 Viewing Syslog Messages Syslog Viewer | User's Manual

> To open a saved syslog file:

B On the toolbar, click the Open icon, and then browse to and select the syslog file.
__or__
B Drag-and-drop the syslog file into Syslog Viewer's window.

If the loaded file contains logs from multiple devices, Syslog Viewer creates a window tab for
each device and displays the logs of each device under their respective window tab.

Viewing Syslog Messages from Clipboard

You can copy syslog messages from any application (e.g., email) to your clipboard, and then
paste it directly into the Syslog Viewer window.

& Prior to copying-and-pasting from clipboard, you must clean the buffer.

Clearing Display of Syslog Messages
You can clear the window of displayed syslog messages. If there are multiple window tabs, all

the tabs and their syslog messages are cleared.

If you are capturing syslog messages form a device, clearing syslog messages
doesn't pause the receipt of syslog messages. Once cleared, newly received syslog
messages are displayed in the window.

> To clear displayed syslog messages:

B Onthe toolbar, click the Clean ““* icon; all displayed syslog messages are removed from
the window (and tabs, if exist).
Viewing Supported File Formats

Syslog Viewer allows you to open syslog files that were created in various file formats by third-
party syslog servers and recording tools. This section describes how to check which file formats
are supported and how to view examples of how Syslog Viewer displays the content of these dif-
ferent file formats.

> To view supported file formats and display examples:

1. From the Help menu, choose Supported Formats; the following pop-up window appears:
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 Supported Formats

The following formats are supported:

* Standard Log Format

* Comma-Separated Values (CSV) Format
* Tab-Separated Values (TSV) Format

* Excel (XL5X) Format

* acSyslog Format

* Legacy Web Format

* SLAMNT Format

* 150N Format

* PCAP Format

1. Standard Log Format

Standard log format is used by vast majority of syslog servers, for example:

* rsyslog
* nxlog
Itis based on the syslog message format defined in RFC3164:
SYSLOG-MSG = PRI 5P TIMESTAMP [SP HOSTHRME] SP MSG
DRI = "
DRIVEL = 1¥3DIGIT ; range 0 .. 151
TIMESTARMP = FULL-DATE "TI"™ FULL-TIME
FULL-DATE = DRTE-FULLYERR "-" DATE-MONTH "-" DRTE-MDLY
DATE-FULLYEAR = 4DIGIT
DATE-HMCNTH = ZDIGIT ; 0l1-12
DRTE-MDRY = ZDIGIT ; 01-28, 01-2%, 01-30, 01-21 based on month/year
FULL-TIME = PRRTIAL-TIME TIME-OFFSET
PRETIAL-TIME = TIME-HQUR ":" TIME-MINUTE ":"™ TIME-SECCOND [TIME-SECFRAC]
TIME-HOUR = ZDIGIT ; 00-23
TIME-MINUTE = 2DIEIT ; 00-5%
TIME-SECCND = ZDIGIT ; 00-5%
TIME-SECFRAC = "." 1¥&DIGIT
TIME-OFFSET = "E" / TIME-NUMOFFSET

Syslog Viewer utility supports opening log files collected by warious 3rd party syslog servers and log recording tools.

2. Toview an example of how Syslog Viewer displays a file format, click the specific file type in

the list.

3. Click OK to close the window.
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7 Writing Real-time Syslog Messages to File

You can enable Syslog Viewer to write the syslog messages that are collected in realtime to a
file on your computer (disk). As syslog messages are received, Syslog Viewer adds them to the
file.

Before you start writing to file, Syslog Viewer prompts you for a filename. Once Syslog Viewer
starts writing to the file, it implements file rotation, as described in see Rotating Written Syslog
Files below.

& e Ifyou pause the syslog (see Collecting Syslog Messages Methods on page 22),
even though Syslog Viewer doesn't display subsequently received syslog
messages (until resumed), it continues writing them to the file.

e Writing to the file is persistent - if you quit Syslog Viewer while writing to the file, it
automatically resumes writing when you next start it.

> To write syslog messages to file:

i
1. On the toolbar, click the H icon. you're prompted to define a file name and select a
folder on your computer where you want it saved.

2. Click Save; the icon changes to red and received syslog messages are automatically written
to the file.

> To stop writing logs to file:

i
B On the toolbar, click the Stop Writing Log H button. If you then click this button again,
logs are written to the same location.

A

[
When you first click H , you're prompted for the filename and directory. For all
subsequent write stops and starts, you're no longer prompted because Syslog Viewer
assumes that you are writing to the same file. If you want to change the file name and
location, activate write logs from the File menu > Write Log As.

Rotating Written Syslog Files

When you write syslog messages to a file (see Writing Real-time Syslog Messages to File above),
Syslog Viewer implements a file rotation mechanism.

In file rotation, when the file to which Syslog Viewer is currently writing (current file) reaches a
user-defined size (in Mbytes), it stops writing to the file, saves it with a different name, and
then immediately starts writing to a newly created file with the same original filename. Syslog
Viewer renames rotated (old) files using a sequential index, which is added to the file's original
name (<filename>_<seq. no.>.txt).
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The following example explains file rotation and assumes that you have named the file syslog-
sbc.txt:

1. First written (current) file: syslog-sbc.txt.

2. First file rotation: Syslog Viewer stops writing to syslog-sbc.txt, renames it syslog-sbc_
0000.txt, and then starts writing to a newly created file called syslog-sbc.txt.

3. Second file rotation: Syslog Viewer stops writing to syslog-sbc.txt, renames it syslog-sbc_
0001.txt, and then starts writing to a newly created file called syslog-sbc.txt.

4. Third file rotation: Syslog Viewer stops writing to syslog-sbc.txt, renames it syslog-sbc_
0002.txt, and then starts writing to a newly created file called syslog-sbc.txt.

5. andsoon..

You can also define the maximum number of rotated files. When the total number of rotated
files exists, Syslog Viewer performs file rotation from the beginning. For example, assume that
you have configured the maximum number of files to 2 and the current file is syslog-sbc.txt:

1. First written (current) file: syslog-sbc.txt.

2. First file rotation: Syslog Viewer stops writing to syslog-sbc.txt, renames it syslog-sbc_
0000.txt, and then starts writing to a newly created file called syslog-sbc.txt.

3. Second file rotation: Syslog Viewer stops writing to syslog-sbc.txt, renames it syslog-sbc_
0001.txt, and then starts writing to a newly created file called syslog-sbc.txt.

4. Third file rotation: Syslog Viewer stops writing to syslog-sbc.txt, renames it syslog-sbc_
0000.txt (overwriting syslog_0000.txt in Step 2, and then starts writing to a newly created
file called syslog-sbc.txt.

The current file (to where syslog messages are currently written) always has the
original filename that you specified (e.g., syslog-sbc.txt).

> To configure log file rotation:
1. On the toolbar, click the Options ¥ icon; the Options dialog box appears.

2. Under the Log File group, configure the following:

e Inthe 'File size' field, enter the size of the file (in Mbytes) after which file rotation

OcCcurs.

& If you configure 'File size' to 0, file rotation is disabled and the current (initial) file
increases endlessly.

e Inthe 'Number of files’ field, enter the maximum number of rotated files.
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& If you configure 'Number of files' to 0, the number of rotated files is unlimited. Instead
of a sequential index, a timestamp (YYYY-MM-DD_HH-MM-SS-MSC, where MSC is
msec) is used in the filename (e.g., syslog-sbc_2023-07-27 _14-40-25-843.txt).

e If you want the current file (e.g., syslog-sbc.txt) to be rotated whenever you click the

1
Write Log H icon, select the 'Start with new file' check box.

Log File

File size (MBytes): |1

Mumber of files: |2

Iv Start with new file

3. Click OK.

Enabling Dedicated Syslog Files per Device

You can enable Syslog Viewer to write syslog messages of each device to dedicated files. The
name of each file includes the device's IP address. For example, syslog files of devices
10.15.7.96 and 10.15.7.90 are named syslog-sbc_10.15.7.96.txt and syslog-sbc_10.15.7.90.txt,
respectively.

If you have configured multiple devices to send syslog messages to your computer and you
have disabled this feature, Syslog Viewer writes the syslog messages from all these devices to
the same syslog file.

> To enable dedicated syslog files per device:

1. Onthe toolbar, click the Options \R icon; the Options dialog box appears.

2. Under the Multiple Devices group, select the 'Create separate log files for each device'
check box.

3. Click OK.

Creating Dedicated Folders per Device

You can enable Syslog Viewer to save written syslog files of each device in dedicated folders.
Syslog Viewer automatically creates a folder for the device. The name of the folder is the IP
address of the device. For example, syslog files of devices 10.15.7.96 and 10.15.7.90 are saved
in folders "10.15.7.96" and "10.15.7.90", respectively.

> To enable dedicated folders per device:

1. Onthe toolbar, click the Options ‘R icon; the Options dialog box appears.
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2. Under the Multiple Devices group, select the 'Store logs of each device in separate
directory' check box.

3. Click OK.
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8 Saving Displayed Syslog Messages

This section describes how you can save or copy the displayed syslog messages.

Saving Displayed Syslog Messages to File

You can save the currently displayed syslog messages to a file on your computer. By default,
Syslog Viewer names the file syslog.txt. Unlike writing to file where Syslog Viewer continuously
adds new syslog messages to file as they are collected, saving syslog messages is a one-time
operation.

> To save displayed syslog messages to file:

1. From the File menu, choose Save As.

2. Browse to the folder where you want to save the file, enter a file name, and save.

Copying Displayed Syslog Messages to Clipboard

You can easily select the entire syslog. This may be useful if you want to copy it to your
clipboard for pasting it into another application (e.g., email).

> To select entire log:

1. Inthe syslog, right-click, and then from the shortcut menu, choose Select All.
2. Copy the syslog messages to your clipboard, by pressing the Ctrl+C key combination.

3. Paste the copied syslog messages into the desired application (e.g., email).
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Searching Syslog Messages

Syslog Viewer provides you various tools for searching the syslog.

Searching for Strings

You can search for strings in the syslog. You can use various criteria such as case sensitive,

whole words only, and regular expressions (regex).

> To search for a string:

1. Onthe toolbar, in the search field, click the magnifying pels button, and then from the

drop-down list, choose any of the following options:

Case Sensitive: Search string is case sensitive.
Whole Words Only: Searches for the whole string (not parts of it).

Use Regular Expressions: Searched string is a regex. For example, the regex "
(Outgoing|Incoming) SIP" searches for all occurrences of "Outgoing SIP" and "Incoming
SIP".

Unfiltered Completion: If not selected, when you start typing a search string, a drop-
down list appears, offering you suggestions of previously typed search strings with the
same typed letters, as shown in the following example:

5 o
test3 e
tests #I,%E
test] #458
tESt?_ .I.Dg[:

qqqqqqqqqqqqq

If you select this option (check mark), regardless of what you type, the drop-down list
includes all your previous search strings.

2. Inthe search field, enter the string or regex.

3. Click Find Next “ icon (or Shift + F3 for find previous).

Searching for a Syslog Message Line

You can search for a specific line in the syslog. When you search for a line, Syslog Viewer
automatically scrolls to the line and highlights it so that you can easily identify the line.

A\ Thefirstline in the Syslog is 0.

> To search for a line:

1. From the Edit menu, choose Go To Line; the following dialog box appears:
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¢ Go To Line ? >

Line Number:

Ok, I Cancell

2. Inthe 'Line Number' field, enter the line that you want to search for.

3. Click OK.
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10 Highlighting and Editing Syslog Messages

Syslog Viewer provides you with various tools to easily identify parts of the syslog, by
highlighting them.

Highlighting Syslog Messages by Keywords

To easily identify specific strings in the syslog, you can configure keyword strings and assign
each a color. The entire row in which the keyword occurs is highlighted in the assigned color.
For example, if you want to easily identify SIP BYE messages, you can configure the keyword

string "BYE" and assign it the color red.

You can also use regular expressions (regex) to define keywords. For example, the
following regex-based keyword highlights rows containing "Incoming SIP Message"
and rows containing "Outgoing SIP Message": (Incoming|Outgoing) SIP Message

> To configure highlighted keywords:

1. From the Tools menu, choose Highlight Keywords; the Highlight Keywords dialog box
opens.

2. Inthe 'Add & Remove' field, type the string (keyword) that you want highlighted, and then
click Add; the string is listed under the Highlight Text group.

3. To add more keyword strings, repeat Step 2.
& The keyword is case-sensitive.

4. Inthe Highlight Text list, select the string that you added.

5. Under the Color & Style group, click the 'Highlight Color' pallet, choose the desired color,
and then click OK; the color is assigned to the keyword and a preview is displayed under
the Color & Style group, as shown in the following example ("BYE"):
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1 Highlight Keywords *

—Highlight Text —Color & Style

E——— BYE |

Expire
Highlight Color .
Sie roma =]

—Add & Remove
I | Add | Remave |
OK | Cancel |

A The 'Style' field is reserved for future implementation.

6. To assign highlight colors to more keyword strings that you added, repeat Step 4.

7. Click OK; all lines containing the keyword are highlighted in the assigned color, as shown in
the following example ("BYE" in orange):

P Syslog Viewer - [E\backup\documents\SBC & Gateways\Complementary\Utilities\Syslog Viewer\pics\latest\11_Long Tracelog] — — O X
File Edit View Tools Help

ra >
u,rwam ARSCAPAIST N A TR
12:48 26 023 10 15 1? 1 10C313 notlce [S=5011] [SID 328d99 29:154] [N 4359} States [#14099)ACSIPC311[Connect
12:48:26.023 10.15.17.1 local3.notice [S=5012] [SID=328d9%e:29:164] (N 4351) SBCDisconnectData: (#936)AcSBCCal
12:48:26.023 10.15.17.1 local3.notice [S=5813] [SID=328d%e:29:164] (N 4352) RELEASE_EV: (#935)SIPSBCCalllLeg -
-> (#932)SBCEndPoint[Session->Releasing]
-= (#465)5BCController[Active-=Disconnecting] _
-> (#931)SBCEndPoint[Session->Releasing]
-= (#1)SBCCalllConnectAcknowledged-=Disconnect
-> (#937)SIPSBCCallLeg [Time:09-05@12:48:25.73
12:48:26.023 10.15.17.1 local3.notice [S=5014] [SID=328d%e:29:164] (N 4353) ACSIPCall[#14100} Handling DISCC
:48:26.023 10.15.17.1 local3.notice [5—5015] [SID 328d9€'29'154] [N 4354} = Out g SIP Messag to 10 1
Uia SIPI2 DITCP 10 15.17. 1 5068 allas;branch-
Max-Forwards:
From: dsip:+????555?101@10.15.1?.1;user=phone:
To: "User7" =sip:+77775557005@tr.local;user=ph
C311 ID Obdegcﬂ? 2a28-4blc-b358-1fd18f2324ba

N A

User Agent Mediant SW/v.7.40A.480.023
Content-Length: @

[Time:09-85@12:48:25.733]
12:48:26.023 10.15.17.1 local3.notice [S=5017] [SID=328d%e:29:164] (N 4355) States: (#14180)AcSIPCalllConnect
12:48:26.040 10.15.17.1 local3.notice [S=5018] [SID=328d%9e:29:164] (N 4356) ---- Incoming SIP Message from 1€
12:48:26.040 10.15.17.1 local3.notice [S=501%] [SID=328d%9e:29:164] SIP/2.0 200 OK _ILI
4 3

Line: 433 Column: 71 | Syslog Listener: OFF | Write Log: OFF | Web Connection: 10.15.7.96 | Total: 2246 Error: 0 Warning: 0|

Marking Individual Syslog Message Lines

You can mark a selected line, which highlights it in purple. You can then easily navigate

between marked lines.

> To mark lines and navigate between them:

1. Inthe syslog, select the line that you want to mark.
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—| 12:48:18.009 10.15.17.

—p-| 12:48:18.009 10.15.17.

5.

Right-click, and then from the shortcut menu, choose Mark Line.
To mark more lines, repeat steps 1 through 2.

To navigate between marked lines, right-click in the syslog, and then from the shortcut
menu, choose Next Mark (F2) or Previous Mark (Shift + F2) to jump to the next mark or the
previous mark, respectively.

An example of marked lines is shown in the following

B Syslog Viewer - [E\backup\documents\SBC & Gateways\Complementany\ Utilities\Syslog Viewer\pics\latest\11_Long Tracedog]  — o x
Eile Edit View Jocls Help
o @ WD AR AR T i A [P "

12:48:18.069 10.15.17.
12:48:18.009 10.15.17.
12:48:18.009 10.15.17.

1 local3.notice [5=4885] [SID=328d%e:29:1683] (N 4155) EvSIPAppRegRemove: (#8) -> (#1)SE2
1 localld.notice [S=4806] [SID=328d%9e:29:163] (N 4156) B2BRegistrationInstance(sl) - Req:|
1 locald.notice [S=4807] [SID=328d%9e:29:163] (N 4157) BiBRegistrationInstance(#1)::SetS
1 local3.notice [Se4808] [SID=32849e:29:163] (N 4158) B2BRegistrationInstance(#l)::Tem
12:48:18.005 10.15.17.1 lecal3.notice [S5=4800] [SID=328d9e:29:163] (N 4159) ReglstrationDB::Remove - Contact:
12:48:18.005 10.15.17.1 lecal3.notice [5=4810] [SID=328d9¢:29:163] (N 4168) RegistrationDB::Ramove - Contact

1 local3.notice [S=4811] [SID=328d%e:29:163 (N 4161) RegistrationDB::Remove - ADR *777

1

1

1

12:48:18.909 10.15.17. local3.notice [S=4812] [SID=328d%9¢:29:1683] (N 4162) RegistrationDB::Remove - ADR ‘777

12:48:18.809 10.15.17. local3.notice [S=4813] [SID=328d49e:29:163] (N 4163) RegistrationDB::Remove - ADR “777
12:48:18.009 10.15.17.1 local3.notice [S=48141 [SID=328d%9e:29:1631 (N 41641 InGrouns;::Rmnmﬂeuisteredu;erir,ﬂ
4 *
Line: 6 Column: 68 | Syslog Listener: OFF | Wirite Log: OFF | Web Connection: 10.15.7.96 | Total: 2246 Error: 0 Waming: 0

To unmark a line, right-click the line, and then choose Unmark Line.

Highlighting SIDs in Syslog Messages

You can easily highlight (in yellow) a specific Session ID (SID). The SID is highlighted wherever it
is displayed in the syslog. This may be useful to easily identify lines belonging to a specific SID.

>

1.

2.

To highlight an SID:

In the syslog, select the line that is related to the SID that you want to highlight.

Right-click, and then from the shortcut menu, choose Highlight [SID of selected line]; all
occurrences of the SID is highlighted in the syslog, as shown in the following example:

@ Syslog Viewer - [E\backup\documents\SBC & Gateways\Complementany\Utilities\Syslog Viewer\pics\latest\11_Long Tracelog]  — O X
File Edit Yiew Tools Help

|

mE>fLRRAaQl/ %k i i

9, [[p-bre M |

12

12

3

12:
:48:18.009 10.15.17.
12:
12:

12:
12:
12:
12:

1
1
1
1
:48:18.009 10.15.17.1 local3.notice [S5=4809] [SID-328d%e:29:163] (N 4159) RegistrationDB::Remove - Contact:
1
1
1
1
:48:18.009 10.15.17.1

43:18.009 10.15.17. local3.notice [S=4805] [SID=328d%9e:29:163] (N 4155) EvSIPAppRegRemove: (#8) -»> (#1)SE=~
local3.notice [S=4806] [SID=328d%:29:163] (N 4156) B2BRegistrationInstance(#1) - Re
local3.notice [S=4807] [SID=328d9e:29:163] (N 4157) B2BRegistrationInstance(#1)::SetS

local3.notice [S=4808] [SID=328d%9e:29:163] (N 4158) B2BRegistrationInstance(#l)::Term

43:18.009 10.15.17.
48:18.009 10.15.17.

48:18.009 10.15.17.
48:18.009 10.15.17.
48:18.009 10.15.17.
48:18.009 10.15.17.

local3.notice [S=4810] [SID=328d%9:29:163] (N 41608) RegistratlonDB::Remove - Contact

local3.notice [S=4811] [SID=328d%9e:29:163] (N 4161) RegistratlonDB::Remove - AOR '777

local3.notice [S=4812] [SID=328d9e:29:163] (N 4162) ReglstratilonDB::Remove - AOR '777

local3.notice [S=4813] [SID=328d%9e:29:163] (N 4163) RegilstrationDB::Remove - AOR '777

local3.notice IS=|48141 [SID=328d%9e:29:1631 (N 4164) InGroun#B::RenoveReuisteredUserirlLl
»

Linez 1 Column: 60 | Syslog Listener: OFF | Write Log: OFF | Web Connection: 10.15.7.96 | Total: 2246 Error: 0 Warning: 0 A

3.

To remove the highlights, right-click again, and then from the shortcut menu, choose Clear
Highlight.

Editing Syslog Messages

Syslog Viewer provides an editing mode that allows you to edit the syslog messages. For
example, you may want to remove unwanted strings or lines before saving or writing them to
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file.

> To edit syslog messages:

1. From the Edit menu, choose Enable Editing; a check mark appears next to the command,
indicating that you are in editing mode.

2. Make your changes as desired.

3. Disable editing - from the Edit menu, choose Enable Editing; the check mark no longer
appears next to the command.
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11  Filtering Syslog Messages

This section describes the different ways you can filter the syslog.

Filtering Display of Syslog Messages

You can filter the displayed syslog so that it displays only the following:
B CDR messages

B Messages relating to a specific session (SID)

B Messages that are non-call related (e.g., SIP REGISTER messages)
B Messages that are errors

B Messages that are warnings

When you filter the syslog, a new tab appears displaying the filtered syslog. The tag's title is in
the format "FILTER#<filter number>". The following example shows a new filter tab (#1 in
figure) with its filtered syslog by CDRs (#2 in figure):

1
& Syslog Viewer - [FILTER#1) - [m] o
File Edit Wiew Tools | Help
[ ] [ . =
o @ M ORQQ /AR iz AP 0 M
w71 amma@ |
[2:48:26.647 10.15.17.1 locall.notice [S=24] |MEDIA END | 6b4e9caT -2a28-4b1c -b3S8- 1fd18F2324ba =]
12:48:26.047 10.15.17.1 locall.notice [S=26] |MEDIA_END 11121776964552023124820910. 15.17. 1
2 —]2.api36 008 10.15.17.1 locsll.notice [S-28] |MEDIA_END |9411628840520231 24828510, 15, 17. 1 B
12:48:35.008 10.15.17.1 locall.notice [S=38] |MEDIA_END | 58a1d98f - 8096 - 4097 - 25643 - 45b090c 3821
.
4] | LfJ
Line: 0 Column: 0 | Syslog Listener: OFF | Write Loge OFF | Web Connection: 10.15.7.96 | Totak 2246 Emor. 0 Waming: 0

You can also add a filter to an existing filter tab or create a new filter tab with both filters.

> To filter syslog messages:

1. Inthe main syslog, right-click a line; a shortcut menu appears:

Copy Ctrl+C

Select All Ctrl+A

Highlight [SID=328d%9e:29:171]

Filter [SID=328d9e:23:171]
Filter CDRs

Filter Qut Nen-Calls
Filter Errars

Filter Warnings

Mark Line Ctrl+F2

2. Choose one of the following options:
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Filter [SID of selected line]: Filters the log by the SID of the selected message. T

Filter CDRs: Filters the log by CDRs.

Filter Out Non-Calls: Filters the log by messages that are only call related.

Filter Errors: Filters the log by messages that are errors.

Filter Warnings: Filters the log by messages that are warnings.

You can add another filter to an existing filter tab, or create a new filter tab:

a.

b.

Right-click in the display; a shortcut menu appears.

From the shortcut menu, point to the desired filter, and then choose Create New Tab
or Add To FILTER#<filter tab>:

= Syslog Viewer - [FILTERZ1]

File Edit View Tools Help

o@D #ORRaalrs ki

10.15.17.1 [

FILTER#1 &) | FILTER#2 [£] | FILTER#3 [ |

12

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

12:
12:

12
4

:48:
48:
48:
48:
48:
48:
48:
48:
43:
48:
48:
43:
48:
48:
43:
48:
48:

48:
48:

A8

18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
20.

20.
20.

20,

o9
009
0e9
0e9
009
0e9
0e9
009
0e9
0e9
009
0e9
0e9
009
0e9
009
ea7

ea7
993

903

18.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.

0.

15,
115
115
115
115
115
115
115
115
115
115
115
115
115
115
115
115

115
115

15.

17
17

17.
17.

17.
17.

17

117/

17

17.

17

.1 Tlocal3.notice [S5=48085] [SID=328d9e:29:163]
.1 Tlocal3.notice [S=4806] [SID=328d%e:29:163]
B8d9e:29:163]
C Ctrl+C
= "~ |adge:29:163]
B8d9e:29:163]
Select All Crl+A 5d9e-29-1631
B8d9e:29:163
Highlight [SID=328d9e:29:163] 2d0e:20: 163%
) Bd9e:29:163]
Filter [5ID=328d9e:29:163] 2d%e:29:1631
: Filter CDRs Create New Tab
Add To FILTERZ2

»
L3
Filter Qut Non-Calls L4
Filter Errors L4

4

Filter Warnings

Mark Line Ctrl+F2

L ottt morree

.1 local3.notice

.1 1nrcal3.notice

Line: 0 Column: 0

Add To FILTER#3

Bd%e:29:163]
8d9e:29:163]

[9=I£lF§7ﬂ'| [RTN=378d09e:201

To=TETTTToro==28d%e: 29: 163]

[5=4823] [BID=328d%e:29] (N

(N

(N 4155)
(N 4156)
(N 4157)
(N 4158)
(N 4159)
(N 4160)
(N 4161)
(N 4162)
(N 4163)
(N 4164)

4165)

4166)

4167)

4168)

4169)
(N 4170)
(N 4171)

EvSIPAppRegRemove: (#0) -= (#1)SB~
B2BRegistrationInstance{#1) - Reg—
B2BRegistrationInstance(#l)::5ets
B2BRegistrationInstance(#1)::Tem
ReglstrationDB: :Remove - Contact:

RegistrationDB: :Remove - Contact
RegistrationDB: :Remove - ADR '777
RegistrationDB::Remove - AOR '777
RegistrationDB: :Remove - ADR ‘777

IpGroup#3: :RemoveRegisteredUserFr
Resource SBCRegistrationInstance
WhitelListManager: Removing B2BReg
StackSIPInterface(ITSP): :RemoveRe
IpGroup#3: :RemoveRegisteredUser -
gwSRD(DefaultSRD) : :RemoveRegister
SIPTrafficState::NotifyRegistrati
States: (#14101)AcSIPDialog[Deall

(#14101) AcSIPDialog[DialogDisconnected-=Dialog

(N 4172)

(#1068) gwSession[Deallocated] [T1

4173) SIPListeningSocketTCP(#1) Socket debu

[Time:09-05@12:48:20.703]

4174) STPI isteninaSncketTCP(#1) Sacket dehy™
>

| Syslog Listener: OFF | Write Log: OFF | Web Connection: 10.15.7.96 | Total: 2246 Error: 0 Warning: 0,

Filtering Incoming Syslog Messages by Severity Level

You can filter incoming syslog messages by their severity level. For example, you can configure

Syslog Viewer to accept only syslog messages with warning and emergency severity levels.

> To filter incoming syslog messages by severity level:

On the toolbar, click the Options\R icon; the Options dialog box opens.

Under the Content Filter group, for 'Receive severities', select the check boxes of the
corresponding syslog severity levels that you want to receive:

Receive severities: |v Emerg v alert W cit v eror W wan ¥ notice ™ info v debug

Click OK.
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Filtering Incoming Syslog Messages by IP Address

You can filter incoming syslog messages by IP address(es). You can do this by defining allowed
source IP addresses or blocked IP addresses.

> To filter incoming traffic by IP address:

1. Onthe toolbar, click the Options % icon; the Options dialog box opens.
2. Inthe IP Filter group, select the 'Filter incoming traffic' check box.

3. Inthe 'Allowed IP addresses' field, enter the source IP addresses that want to permit.
Separate each IP address with a comma or space.

4. Inthe 'Blocked IP addresses' field, enter the IP addresses that you want to block. Separate
each IP address with a comma or space.

IP Filter

v Filter incoming traffic

Allowed IP addresses: Ill.’J. 15.7.1|

Blocked IP addresses: I

5. Click OK.

& Define either allowed IP addresses or blocked IP addresses; not both.

Filtering Incoming Syslog Messages and Display by Content

You can filter syslog messages by the message content (i.e., not IP address, facility or severity).
You can filter | message content on the following two levels:

B Incoming traffic: Filter is applied to received syslog messages. This filter affects both the
displayed log and content written to the log files.

B Logdisplay: Filter affects only the displayed log.

You can also use regular expressions (regex) to define the message content filter.
You can also use regex to match multiple lines (i.e., pattern1|pattern2).

> To filter syslog messages by message content:
1. On the toolbar, click the Options Y icon; the Options dialog box opens.

2. Under the Content Filter group, configure the message content filters:

e Incoming traffic:
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i. Inthe 'Receive filter' field, enter the message-content filter which is applied to

incoming traffic.

ii. From the 'Mode' drop-down list, select Allow to allow only traffic according to
your filter, or Block to block traffic according to your filter.

e Syslog Display:

i. Inthe 'Display filter' field, enter the message-content filter which is applied to the

log display.

ii. From the 'Mode' drop-down list, select Allow to display syslog messages according
to your filter, or Block to not display syslog messages according to your filter.

Content Filter

v Receive filter I Mode: IAIIow j

Receive severiies: v emerg |+ alert W oit W error W warn W notice W info v debug

v Display filter I Mode: IBIod{ j
3. Click OK.
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12

Analyzing Syslog Messages

The device sends syslog messages to the Syslog server as an ASCII message. All Syslog messages
are indicated with a sequential number, including the time the message was received and the
source IP address. The following figure describes the different types of information displayed in

the syslog message.

Figure 12-1: Basic Message Format

[14:28:02.092 10.8.242.78 local@.notice [S=2943512] [SID=balff0:29:81619]
14:28:02.093 10.8.242.78 local®.notice [S=2943513] [SID=balff0:29:81619]
14:28:02.094 10.8.242.78 local®.notice [S=2943514] [SID=balff0:29:81619]
14:28:02.095 10.8.242.78 local®.notice [S=2943515] [SID=balff0:29:81619]
14:28:02.096 10.8.242.78 local@.notice [S=2043516] [SID=balff0:29:81619]
14:28:02.097 10.8.242.78 local@.notice [S-2943517] [SID=balff@:29:81619]

14:28:02.099 10.8.242.78 local®.notice [S=2943519] [SID=balff0:29:81619]

14:28:02.098 10.8.242.78 local®.notice [5=2943518] [SID=balff0:29:81613] (N ==

OPTIONS sip:195.97.14.76 SIP/2.6

Via: SIP/2.0/TLS sbc.drtests.com:5067;alias;branch=z9hG4bKac382313555
Max-Forwards:
From: <sip:195.97.14.76>;tag=1c1617845744

To: <sip:195.97.14.76>

Call-ID: 78052546013112019142817@sbc.drtests.com
CSeq: 1 OPTIONS

Contact: <sip:sbc.drtests.com:5067;transport=tls>

(N 2406486)
(N 2406487)
(N 2406488)
(N 2406489)
(N 2406490)
(N 2486491)
2406492)

User-Agent: M80OB/v.7.20A.254.376
Accept: application/sdp, application/simple-message-summary, message/sipfrag
Content-Length: ©

(#2826)gwSession[Allocated]. Handle:2CCFD2FO: Global session ID: 22151c8cd *
SIPEntity::PrepareConfigurationData: Setting persistent connection to prox:
States: (#2054)AcSIPDialog[Allocated] [Time:13-11@14:28:17.561]
AcSIPDialog(#2054): Handling DIALOG INIT REQ in state DialogIdle [Time:13-
States: (#2054)AcSIPDialog[Dialogldle->DialogInitiated] [Time:13-11@14:28:
AcSIPDialog(#2054): Handling GENERAL_REQ in state DialogInitiated [Time:13
-- Outgoing SIP Message to 52.114.132.46:5061 from SIPInterface #1 (MS T

70

T

Message Body
describing the
message content.

Table 12-1: Syslog Message Components

TimeStamp 1P address Message Message Sequence  Unigue Device
Severity Type Number ident fier
Number of times that
device has been reset
Unique Session
identifier
Component
Timestamp
IP address

Message Sequence
Number
device.

Unique SIP Call
Session and device
identifier

Message Body -

Syslog Message Types

Syslog sends two types of log messages:

Description

Time the event was sent to syslog.
IP address of the managed device.

Sequence number of the message. This number increments for
each consecutive message that is sent to syslog for the managed

ID of the call session (MAC address).

B SIP Call Session Logs: Logs relating to call sessions (e.g., call established).

B Board Logs: Logs relating to the operation of the device (infrastructure) that are non-call
session related (e.g., device restart or Web login).

B SNMP Alarms: logs including the SNMP information from the alarms raised on the

managed device.
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SIP Call Session Logs

These logs are identified by a session ID ("SID"). The following shows an example of a SIP-
session related Syslog message:

13:10:57.811:10.13.4.12 : NOTICE : [S=235][SID:2ed1c8:96:5] (Igr_flow)(63)
UdpTransportObject#0- Adding socket event for address 10.33.2.42:5060 [Time:
04-19-2012@18:29:39]

The SID is a unique SIP call session and device identifier for the following types of SIP calls:

B Gateway application: A call session is either a Tel-to-IP or an IP-to-Tel leg, where each leg is
assigned a unique session number.

B SBC application: A session includes both the outgoing and incoming legs, where both legs
share the same session number.

B Forked legs and alternative legs share the same session number.

The device identifier facilitates debugging by clearly identifying the specific device that sent the
log message. Unique numbering enables filtering the information (SIP, Syslog, and media)
according to device or session ID

Syntax of the session and device identifiers: [SID=<last 6 characters of device's MAC
address>:<number of times device has reset>:<unique SID counter indicating the call session;
increments consecutively for each new session; resets to 1 after a device reset>]

Example:

14:32:52.028: 10.33.8.70: NOTICE: [S=9369] [SID=2ed1¢8:96:5] (Igr_psbrdex)
(274) recv <-- OFF_HOOK Ch:4

Where:
B 2edlc8is the device's MAC address
B 96 is the number of times the device has reset

B 5is aunique SID session number (in other words, this is the fifth call session since the last
device reset)

For later software versions of Mediant Software and Mediant 9000, instead of MAC
address, the SID contains the serial number.

Bl Example of an event in syslog that includes a SIP message with OPTIONS:

11:36:54.582 10.15.45.49 local0.notice [S=12614840] [SID=50e91b:74:353424]
OPTIONS sip:195.189.192.135 SIP/2.0
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Via: SIP/2.0/TLS
sbc11.AUDCTrunk.aceducation.info:5061;alias;branch=z9hG4bKac1026719750

Max-Forwards: 70

From:
<sip:195.189.192.135>;tag=1c942573283

To: <sip:195.189.192.135>

Call-ID:
286566002172202093652@sbc11.AUDCTrunk.aceducation.info

CSeq: 1 OPTIONS

Contact:
<sip:sbc11.AUDCTrunk.aceducation.info:5061;transport=tls>

Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,INF
0O,SUBSCRIBE,UPDATE

User-Agent: M800B/v.7.20A.254.604

Accept: application/sdp,
application/simple-message-summary, message/sipfrag

Content-Length: 0

B Example of outgoing SIP message:

11:36:18.833 10.15.45.49 local0.notice [S=12614761] [SID=50e91b:74:353422]
(N 11900023) ---- Outgoing SIP Message to0 52.114.75.24:5061 from SIPInterface
#2 (Teams) TLS TO(#206) SocketID(10518) ---- [Time:17-02@09:36:17.003]

B Example of successful classification of an IP Group entity:

11:36:18.949 10.15.45.49 localO.notice [S=12614774] [SID=50e91b:74:353423]
(N 11900034) Classification Succeeded - Source IP Group #2 (Teams) [Time:17-
02@09:36:17.093]

Board Logs

These logs are identified by a board ID ("BID"). Example of a board Syslog message:

10:21:28.037 : 10.15.7.95 : NOTICE : [S=872] [BID=3aad56:32] Activity Log: WEB:
Successful login at 10.15.7.95:80. User: Admin. Session: HTTP (10.13.22.54)

Unique non-SIP session related (e.g., device reset or a Trunk alarm) and device identifier

The device identifier facilitates debugging by clearly identifying the specific device that sent the
log message, especially useful in deployments consisting of multiple devices.
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In addition, the benefit of unique numbering is that it enables you to filter the information
according to device.

Syntax of the BID: [BID=<last 6 characters in MAC>:<number of times device has reset>]
Example:

14:32:52.062: 10.33.8.70: WARNING: [S=9399] [BID=2ed1c8:96] invalid Physical
index

Where:
B 2edi1c8is the device's MAC address.

B 96 is the number of times the device has reset.

For later software versions of Mediant Software and Mediant 9000, instead of MAC
address, the BID contains the serial number.

Example: Event in syslog indicating a TLS socket debug message:

11:36:55.220 10.15.45.49 local0.notice [S=12614860] [BID=50e91b:74] (N
11900116) TLSSocketAPI(#67) Socket debug message:
CTcpClientSocket::HandleSocketEvent socket close/resetSocketName:
SIPTcpChild, FileDesc: 75 [Time:17-02@09:36:

SNMP Alarms
SNMP alerts are sent to the Syslog server using the following formats:

B Raised Alarms:

RAISE-ALARM: <Alarm Name>; Textual Description: <Textual Description>;
Severity <Alarm Severity>; Source <Alarm Source>; Unique ID: <Alarm
Unique ID >

B Cleared Alarms:

CLEAR-ALARM: <Alarm Name>; Textual Description: <Textual Description>;
Severity <Alarm Severity>; Source <Alarm Source>; Unique ID: <Alarm
Unique ID >

M If additional information exists in the alarm, these are added:

Additional Info1: ; Additional Info2: ; Additional Info3
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B SNMP alarm severity:

Critical

Major

Minor
Warning
Indeterminate

Cleared

The following shows an example of an alarm sent when a device is reset.

Figure 12-2: Reset Alarm

11:22:44.192 172.17.140.111 localo.info  comnected to 172,17.140.11;
5-5

—i17347:49] Deleted task clil did not free 2 buffers (size 10, LS ONIGS3136e aNeac infralscusll). oumyTid 199 [Code:020042) [Tine:14-02600:08:07.137)
r: Adnin. Session: Telnet (10.3.180.95) [Tine:14-02608:08:07.1

17 140,100, User Admin Shssions Wb (10:13:3.7) 1ine: 14-02608:26:51.271]
essages sert to Syslog.[Code:0udce2s) [Tine: 14-6208:37:03.5751
i 02008 27:03,575]
0529] [Time:14-0208:27:04.459]
ios3t1 (e ie.cason: 04450 |

7,116,220 101327 User: dhun. Session: 1 (10.13.2.7) [Tine:14-02608:29:04.272)
esstl Logn ot 172.17.140.111:44. e 8 (10.13.2.7) (Tine:14-cagia: 0322, 1ot
Lrror nessas sert o-ays\os Coderoriosss] lTlme 14-02608: 35:48.1
ly p [Code:9x40526] _[Tine:14.62698:30:48.145]
VS 1015.3.7). [Tanes14.05008:31116.147]

VB (172,171140.84) (Tine:14-02098131:16.147)
i s1iie i8]
oard: Device 15 resetting 80a {Tine: 14-62608:31:16. 148
tote: FORCE” Restrice Comections: Folse Curront Cotis: b (Tiner1e-o2008131:16.1901

=cf7347:d0] Activity Log: User logoed o

(BI0=477347:49 e
=4£7347:40]  Opent

-4£7347:49] St

417347149
[BID=4f7347:49
7347:49]  Ope
47734714
7347:49]  Act

D=4{7347:49]  RAISE
=477347:49]
ed

Error Abbreviations in Syslog Messages

The device denotes events in syslog messages using unique abbreviations, as listed in the
following table. For example, if an invalid payload length event occurs, the syslog message uses
the abbreviated event string "IP":

Apr412:00:12 172.30.1.14 IP:5 [Code:0x5004] [CID:3294] [Time: 20:17:00]

Table 12-2: Syslog Error Abbreviations

Error Abbreviation Error Name Description

AA Invalid Accumulated Packets Counter
AC Invalid Channel ID

AL Invalid Header Length

AO Invalid Codec Type

AP Unknown Aggregation Payload Type
AR Invalid Routing Flag Received

AT Simple Aggregation Packets Lost

CcC Command Checksum Error
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Error Abbreviation

CE

CS

ES

HO

LC

LF

LM

MI

MR

PD

OR

PH

PL

RB

RD

RO

RP

RS

Error Name Description
Invalid Cell Coder Code
Command Sequence Error
8 sec Timeout Before Disconnect
Host Received Overrun
Invalid AMR Payload
Invalid CID Error
Invalid G723 Code
Invalid payload length
Invalid RTCP Packet
Invalid SID Length
Transmitter Received lllegal Command
Lost Fax Frames In High Speed Mode
Lost Modem Frames In High Speed Mode
Misalignment Error
Modem Relay Is Not Supported
RTP Packet Duplicated
DSP JB Overrun
Packet Header Error
RTP Packet Loss
Counts the number of BFI Frames Received From The Host
No Available Release Descriptor
RTP Reorder
Unknown RTP Payload Type

RTP SSRC Error
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Error Abbreviation Error Name Description

UF Unrecognized Fax Relay Command

Severity Levels of Syslog Messages

The following table shows the type of syslog messages that are generated based on message
severity.

Table 12-3: Message Severity Levels

. Syslog String
Severity Level . L.
i (Color in Web Description
(Highest to Lowest)
Interface)
Fatal emergency A panic condition (system is unstable)
(red)
Alert alert (red) A problem has been identified and an action
must be taken immediately
Critical critical (red) A problem has been identified that is critical
Error error (red) An error has been identified
Warning warning An error that might occur if measures are not
(magenta) taken to prevent it
Notice notice (dark An unusual event has occurred
green)
Informational info (blue) An operational message
Debug debug (black) Debug message

Viewing SIP Flow Diagrams

You can view the SIP call flow of SIP sessions (calls) included in your syslog. The SIP flow displays
the SIP session in SIP ladder diagram format. This is useful for analyzing the SIP messages of
calls.

SIP flow currently supports the following call flows: Mediant SBCs, Mediant Gateways
(analog and digital), SmartTAP 360° and IP Phones.
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> To analyze calls using SIP flow:

-
1. Onthe toolbar, click the SIP Flow Diagram l icon (or from the Tools menu, choose SIP
Flow Diagram); the SIP Flow Diagram window appears, as shown in the following example:

A If you have multiple window tabs, you can view SIP call flow diagrams of all the tabs,

by clicking the SIP Flow Diagram for All Tabs l C icon.

& P Flow Diagram - 1015111 - Seblaw 121342

- o =
M| SebastZhS IOATE  |ORIGIS |- 2RSSNNO0IGA. |+ 2RSS b,  NORMAL CALL CLEAR
0813511 IWITE (508}
100
INITE (S0P) 2
00
180
160
180 /
1_< 150 s Frd | Epwt o]  Reben Sow: [Cls ] cale2 omens
won G 4 —n
180 0e: 3 2.040 Incoming SIP Message from 52.114.75.24:5061 te SIPInterface #0 (Tem2) A
183 (S0P} 183 Session Progress
ROM. 1p:222255522001810. 15. 10, S tagelc 2130972279
200 (50P) <TI0, 15,10, 5: tageTE407 3T THS4B1 256 2EBOSGCTAST
™
20 (S0P - nmmmssznmmeu 8562 Judctrunk aceducation infe
£2.0/TLS tr-3be2.audctrun. acedecatisn. infe: 5061 branche2onGaBKac 1465433407  —)
A oD NAITE) =vip 1sip- B8 6o patinat i ressity stranspartatls;ir>
[ DL a3 e SRS ALcroseTecom iTra-1e TN - e 4088 6154481 3
X =
CHTENT - ﬂlmuwsdp
INITE (S0P) ALLOW: TWVT TE ACK, OPTIONS, CANCEL , BYE, NOTIFY
SERVER: Microgoft.PSThb . STFPruxy v.2023.5.2.8 1.EWWE.9
INVITE (SOP)
')
200 (S0P} = JOTITH 0 IN IPE 127.0.0.1 LJ
', 0 (s0P) =jLel L [ |

e #1:SIP Flow diagram.

® #2: Session pane, listing all the SIP sessions in the syslog (e.g., INVITE, OPTIONS, and
REGSITER messages).

e #3: Message details pane with the Message tab selected by default, displaying the
content of the selected SIP request or response in the SIP Call flow diagram. It also
displays the CDR of the SIP session if you select the CDR tab.

e #4: Selected SIP response (e.g., "183 (SDP)") in the SIP Call Flow diagram, whose
content is displayed in the Message details pane.

2. Inthe Session pane (#2 in figure), select the SIP session type whose SIP flow you want to
view. The Session pane provides the following tools:

e Filter by SIP Message Type: From the 'Show' drop-down list, select the SIP message
type, for example, Options, as shown below:
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A

#5 SID Type Time From To Term Reason
2 5e88ae:123:345 | OPTIONS | 08:3%:30 |195.180.192.252 195.189.192.252

3 5e88ae:123:346 | OPTIONS | 08:3%:30 |195.180.192.252 195.189.192.252

4 5e88ae:123:347 | OPTIONS | 08:3%:30 |195.180.192.252 195.189.192.252

5 5eB88ae:123:348 | OPTIONS | 08:3%:30 |sip-du-a-... 195.189.192.252

6 5eB8ae:123:349 | OPTIONS | 08:3%:31 |sip-du-a-... 195.189.192.252

7 5eB88ae:123:350 | OPTIONS | 08:3%:31 |sip-du-a-... 195.189.192.252

8 5eB8ae:123:351 |OPTIONS | 08:3%:34 1013121 10.15.121

9 5eB8ae:123:352 | OPTIONS | 08:3%:34 1013121 10.15.121

< | Find | ES1 | Export "| Refresh | Show: [P il ™ Calls: 2 Other: 9

el R il el il ol e il

1 5e88ae:123:342 INVITE

2 5e88ae:123:345 OPTIONS
3 5e88ae:123:346 OPTIONS
4 5e883e:123:347 OPTIONS
5 5e883e:123:348 OPTIONS
6 5e88ae:123:349 OPTIONS
7 5e88a3e:123:350 OPTIONS
8 5e883e:123:351 OPTIONS
9 5e88ae:123:352 OPTIONS
10 5e88ae:123:353 OPTIONS
11 5e883e:123:354 INVITE

8:39:10 22225552201@10.15.10.5

8:39:30 195.185.192.252

8:39:30 195.185.192.252

8:39:30 195.189.192.252

8:39:30 sip-du-a-eu.pstnhub.microsoft.com
8:39:31 sip-du-a-us.pstnhub.microsoft.com
8:39:31 sip-du-a-as.pstnhub.microsoft.com
8:39:34 10.15.12.1

8:39:34 10.15.12.1

8:39:36 10.15.10.5

+22225552005@10.15.10.5
195.189.192.252
195.189.192.252
195.189.192.252
195.189.192.252
195.189.192.252
195.189.192.252
10.15.12.1

10.15.12.1

10.15.10.5

NORMAL_CALL CLEAR

8:39:39 +22225552005@sip.pstnhub.microsoft.com  +22225552201@tr-sbe2.audctrunk.aceducation.info  NORMAL_CALL_CLEAR

e Refresh List of Sessions: Click Refresh. Refreshing the list is important if Syslog Viewer
is still receiving syslog messages from the device.

e Export Sessions: From the 'Export' drop-down list, select the following:
¢ Export sessions - downloads the list of sessions to a .csv file (in CSV format).

A B ¢ D E F | G
SID Type Time From To Term Reason

sessions ®

[«

[+]

o Export flow diagram as TXT — downloads the SIP call flow of the selected session
in text format (.txt file). The file includes the SIP call flow and the details of the
entire message.
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) flow.txt - Notepad — O X
Eile Edit Format View Help
| Device Teams ol
18.15.12.1 52.114.75.24
I |
88:39:308 | OPTIONS F1 |
| >|
| 288 F2 |
e |

Message Details
F1 | OPTIONS | Device (18.15.12.1) -> Teams (52.114.75.24) | ©8:39:30

OPTIONS sip:195.189.192.252 SIP/2.8

Via: SIP/2.8/TLS tr-sbc2.audctrunk.aceducation.info:5861;alias;branch=z9hG4bKac2128885219
Max-Forwards: 7@

From: <sip:195.189.192.2525;tag=1c1896156228

To: <sip:195.189.192.252>

Call-ID: 16769@78881552082383923@tr-sbc2. audctrunk.aceducation. info

CSeq: 1 OPTIONS

Contact: <«sip:tr-sbc2.audctrunk.aceducation.info:5861;transport=tls>

Allow: REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,INFO,SUBSCRIBE,UPDATE
User-Agent: M8BGB/v.7.40A.480.0823

Accept: application/sdp, application/simple-message-summary, message/sipfrag
Content-Length: @

F2 | 200 | Teams (52.114.75.24) -> Device (10.15.12.1) | 08:39:30

SIP/2.8 2808 0K
FROM: «<sip:195.189.192.252>;tag=1c1896156228

¢ Export flow diagram as HTML — downloads the SIP call flow of the selected session
in HTML format (.html file). The file includes the SIP call flow and the details of the
entire message. In the left pane, click a SIP request or response in the call flow to
view its details in the right pane.

= m] X
@ flowhtml x  + Y
& C Y @ Filz | Cy/Users/miked/OneDrive%20-%20AudioCodes%20Ltd/Desktop/Stam/flow.html = Yr ¥ 0O @ :
Devi T X
o121 S2114.75.24 F2 | 200 | Teams (52.114.75.24) -> Device (10.15.12.1) | 08:39:30
| |
| OPTIONS F1 | SIP/2.0 200 OK
[ == > FROM: <sip:195.189.192.252>;tag=1c1896156228
| 200 F2 | TO: <s5ip:195.189.192.252>
[<=mmmmmmmem i mme e | CSEQ: 1 OPTIONS

| | CALL-ID: 1672997808155202383923@tr-sbc2.audctrunk. aceducation.info
VIA: SIP/2.@/TLS tr-sbec2.audctrunk.aceducation.info:5@61;branch=z3hG4bl
CONTEMNT-LENGTH: @
ALLOW: INVITE,ACK,OPTIONS,CANCEL,BYE,NOTIFY
SERVER: Microsoft.PSTNHub.SIPProxy w.2023.5.2.8 1.EUWE.9

e Search for SIP Sessions:

i. Click Find; the following dialog box appears:
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%P Find Session

x

SID: |

MNext =3 |

Type: I

Start Time:

IUU:UU:UU

End Time:

LI << Prev |

24:00:00

Cancel |

From: I

Ta: ||

Term Reason: I

™ Match case

ii. Fillin the desired search parameters:

¢ 'SID": Search for a specific Session ID.

¢ 'Type': Search for sessions of a specific SIP message request or response. The list
only displays SIP message types that are available in the syslog.

¢ 'Start Time' and 'End Time': Search for sessions within a specific time range.

¢ 'From': Search for sessions with a specific SIP From header value.

¢ 'To'": Search for sessions with a specific SIP To header value.

¢ 'Term Reason': Search for sessions with a specific call termination reason.

iii. Click Next or Prev to find sessions based on your search criteria.

3. Inthe SIP Flow diagram (#1 in figure), select the SIP request or response message of whose
content you want to view. If you return to the Syslog Viewer's main window, your cursor is
automatically located on the line in the syslog that corresponds to the selected SIP

message.

4. Inthe Message details pane (#3 in figure), click the Message tab (default); the content of
the message that you selected in Step 3 is displayed.

5. To view the CDR of the currently selected SIP session, in the Message details pane, click the

CDR tab:

& P Flow Disgram - 1015121 - SeSSae1 23354

INVITE (500}
100
IMVITE (5DF)
1
T
1B
4 200 (S0F)
200 {SDF)
A
[
3 44 INVITE (S0P}
INVITE (5DP)
200 (S0P}
200 {50P)
MK
X
9813915 B
B
200 =

Lo
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- o x |

L SiD

[ tpe [ vime | Trom To

Team Reason |

1 Selilae 123342 | BATE
M| Selblaes12k1SE BATE

w | e |

CEFRD NINSEINIENI. LIRS0, NORMAL CALL CLEAR
CERRNS  -2NSSSNOSS. - lIDEVSSIIINSH.  NORMAL CALL CLEAR

ew: [Cals =] calsr 2 cens |

x| e v|  mebem

CALL DETAIL PECIRD (CDRD ]

Leg: Tetal (21

{:T'l 1 13917844581 35202303532910.15.12. 1

Saurcd LRL: +2TI2SSE20050 1D A TARUL AL FeS T T Lom

Deat LRAI: 22F255522019tr -5k 2 el trunk aceducation. info

Duration: 7 e -

Term Faason: hFRA (Rl (LEAR

Term Side: remate

DErect Madia

Satup Time: 08:30:30. 503 UTC Mon May 15 2023

Lannect Time 08:35:3, T30 UTC Mon May 13 2003

Raloate Timo: 08:30:43. 894 UTC Mon May 15 2023

1F Group: |
i Defaul s

SIP Interface: =l |
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& The CDR tab appears only if parsing of CDR records is enabled (default). To disable

CDR parsing, click the Options ‘R icon, clear the 'Parse CDR records' check box,
and then click OK.

Setting Preferences for SIP Flow Diagrams

The following procedure describes how to set global preferences for SIP flow diagrams.

> To set preferences for SIP flow diagrams:

1. Onthe toolbar, click the Options ‘R icon; the Options dialog box appears.
2. Under the SIP Flow Diagram group, configure the following preferences:

e 'Group messages by': Affects how vertical lines in SIP Flow Diagrams are calculated
(see example below).

e 'Merge sessions with identical Call-ID': This option useful for earlier device software
versions where the "[SID=]" element sometimes "switched" in the middle of the
session (or even disappeared). Enabling this option merges the sessions based on SIP
Call-ID.

o 'Parse sessions without SID': This option useful for earlier device software versions
where the "[SID=]" element is sometimes not displayed at all in the Web interface's
Message Log.

3. Click OK.
The following shows an example of the 'Group messages by' field:

B 'Group messages by' configured to Call-ID:

€ SIP Flow Diagram - 10.100.33.3 - 146735000 - a X
lev L Type Time From To Term Reason
10.105.190.81 10.105.233.187. ... 7 0 REDIRECT |12:52:22 |02111102@1
12:52:22 INVITE (SDP)
12:52:23 100
-
-
INVITE (SDP)
100
<
-+
302
<
<+
ACK
INVITE (SDP) Al | DIl
< L3 << g | e Bport =|  Refresh show: [al =] cals:1 Other:o
L, 183 (SDP) Message | coR |
12:52:24 | 183 (SDP) 12:52:22.830 ---- Incoming SIP Message from 10.185.190.81:5060 to SIPInterface a%il
-
PRACK INVITE sip:911@1@.180.33.3;user=phone SIP/2.9
Via: SIP/2.0/UDP 10.105.198.81:5068;branch=z9hG4bKac410768578; x- route-tag="BOISID
PRACK Max-Forwards: 78 =
From: <<in-A?1111A2ATA 105 10A Als-tan=1r41A7S?047 —'_I
~ 200 X1 | 5

B 'Group messages by' configured to Call-ID + IP Address:
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@ SIP Flow Diagram - 10.100.33.3 - 146735050 - 0 x
10.165.150.81 10.105.233.187 10.165.235.81 W
12552122 INVITE (SDP)
>
12:52:23 1ee
INVITE (SDF}
100
.
<
B 302
-
ACK
INVITE (SDP)
- o < | md | > Ewort -|  Refiesh show: [l 7] Callsi L Others 0
W 183 {s0P) Mesage | R |
12:52:24 183 (s0P) 12:52:22.830 ---- Incoming SIP Message from 10.105.199.81:5060 to SIPInterface #1 UdpTra]
PRACK INVITE sip:911@10.100.33.3;user=phone SIP/2.0
> Via: SIF/2.0/UDP 10.185.190.81:5860; branch-z0hG4bKac410768578; x- route- tag="EOISIDRCTE162
PRACK Max-Forwards: 70 _
Fron: <sip:02111162618.105.199.61>; tag-1c410752842
200 To: <sip:611glo.100.33.3;usar-phones
< Call-ID: 410751845632615205221@10. 165.190.81
200 CSeq: 1 IITE
Contact: <sip:02111102@10.105.190.81:5060>
12:52:33 200 [St |Supported: en,18Brel, timer, replaces.path. resource-priority,sdp-anat
-+ - A.|ilﬂw: REGIHER,DPTIDNS,INVITE.ACK,CAN[:EL,EYE,NDTIFY,PRA[:K.REFER,INFP,SUBSCRIBE,UPDATE -
4] | » M

Filtering Display by Session ID

You can use the SIP Call Flow diagram to filter the syslog message window by session ID, SIP URI
of From header, or SIP URI of To header.

> To filter syslog message window by session ID:

1. Inthe Session pane of the SIP Flow Diagram window, right-click the desired SIP session row,
and then from the pop-up menu, choose one of the following:

e Filter selected session: Filters the syslog message window according to the session ID
(SID) of the selected row.

e Filter all sessions from <SIP URI in From header>: Filters the syslog message window
according to the specific SIP URI of the From header.

e Filter all sessions to <SIP URI in To header>: Filters the syslog message window
according to the specific SIP URI of the To header.

€ SIP Flow Diagram - .4 41 1Tl 2000 _ o ®

s [ so [ wpe | Time | From [ To ﬂ
1 | ameama. [INVITE  |15:5500 | emeesmend e | Mesoassgn e 1

Filker selected session » ——
— T om B CreateNewTsb I

3 |37 Filterall sessions to « MMM Beagursmapen byse sypesceade > Add To FILTER#1

4 37 CopySIDto clipboard 3.248.83.134
s 37 CopyFromto cliphoard ppp——

Copy To to clipboard

6 T TOPTIONS ™ T 0 | P T
- - - 7 373fe2:240:2.. | INVITE 15:55:12 [« MY VORNDROGAL VAN - MOETAN0NG L Ja 81 e
8 373fe2:240:2.. |OPTIONS  |15:55:12 - " rrren -

55508 BYE P Frd | s Bxport  ~|  Refresh Show: [al v]  Callsi 37 Other: 54

BYE

Y

» 15:55:09.609 ---- Incoming SIP Message from to SIPInterface #2 (¢
200

BYE sip 4 a’e . . 4 ® . ;transport=tls;did=0d4.40381434 SIP/2.0
200 Via: SIP/2.0/TLS #¢ & &8 . 4:5061:branch=z9hG4bKeOBE24600T6d3de7ec3
From: <sip:«MSETRMOSGENE 14 288 20e-; tag=gKDO5619a7
To:_<sip:« MSLSETANTEI 148 B0 1M tag=UcKREDg

r'y

2. When selecting the filter type (previous step), you can choose whether to create a new tab
in the syslog message window for your filtered syslog messages, or add the filter to an
existing tab.
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Copying to Clipboard the SID, SIP URI From, or SIP URI To

In the SIP Flow Diagram window, you can copy to your clipboard the session ID (SID), SIP URI of
the From header, or SIP URI of the To header. You can then paste these values in, for example,
Notepad or an email.

> To copy to clipboard the SID, From SIP URI, or To SIP URI:

1. Inthe Session pane of the SIP Flow Diagram window, right-click the desired SIP session row,
and then from the pop-up menu, choose one of the following:

e Copy SID to clipboard: Copies to clipboard the session ID.
e Copy From to clipboard: Copies to clipboard the SIP URI of the From header.

e Copy To to clipboard: Copies to clipboard the SIP URI of the To header.

€ SIP Flow Diagram - & " B J4D 8008 _ o %

[ sb [ Type | Time | From [ T ii

PR P [P P 1
Filter selected session 4

Filter all sessions from « EETREENSEN. 0.0 0 3

3 373fez2  Filter all sessions to « IR Paaguanapen bys sypesinale

PR e Copy SID to clipboard
Copy From to clipboard

: HHZZ oy Toto clipboard
3 373e2:240:2., |OPTIONS | 15:55:10 |wo 0 & gl AN
- - - . Mt il p— = e — - -
8 373fe2240:2.. |OPTIONS 155512 [ i . . -
e BV < Frd | »» | Epert | Refesh Shows [ x| Cals:37 Other:sa
BYE "
15:55:09.609 ---- Incoming SIP Message from to SIPInterface #2 (¢
200
-4 BYE sip: . © ;transport=tls;did=8d4.40381434 SIP/2.9
200 Via: STP/2.0/TLS %« & &8 1w w0 ;branch=zOhG4bKAOBO24600F6d3deTec3
- From: <sip:«saiussasgss 4 je i tag=gK00561%a7
To: <sip: MR e e a8 B0 e tag=UcKREDg

2. Paste the copied item into an application (e.g., Notepad or an email).
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13  Using the Command Line

You can run Syslog Viewer from the command line and write to disk.

> To run Syslog Viewer commands:

1. Openacommand shell.
2. Change to the directory where the Syslog Viewer is installed.

3. Torun the Syslog Viewer:
syslogViewer.exe

4. To open an existing log file:
syslogViewer.exe D:\logs\sbc_lync.txt

5. To write logs to disk:
syslogViewer.exe --writeLog

6. To write logs to disk at specific location:

syslogViewer.exe --writeLog D:\logs\syslog.txt
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