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User's Guide Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: March-22-2020

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Throughout this manual, unless otherwise specified, the term device refers to the
AudioCodes products.

Document Revision Record

LTRT Description

30500 Initial document release
30504 Updated to Ver. 1.0; formatting.
30505 Updated to Ver. 1.0.0.8 (Windows 10 support)
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Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our website at
https://online.audiocodes.com/documentation-feedback.
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User's Guide 1. Introduction

1 Introduction

This document describes AudioCodes proprietary BootP / TFTP Server utility (hereafter
referred to as utility).

Notes:

e This document is applicable to the following devices:
V' MP-1xx (MP-11x and MP-124)

Mediant 600

Mediant 1000

Mediant 2000

Mediant 3000

e BootP is applicable only to the MSBR products for recovering these devices from
"rescue" mode.

<2 2 2 =2

The utility is comprised of two functionalities:
B Bootstrap Protocol (BootP):

e  Assigns networking parameters (such as IP address, subnet mask, and default
gateway) to the device.

e  Provides the device with the TFTP server's IP address (and the ini and cmp file
names) from where the device can load these files through TFTP.

B Trivial File Transfer Protocol (TFTP): The TFTP server functionality allows you to
load the device with the following files from a TFTP server:

e  Firmware file (.cmp) for upgrading the device
e  Configuration file (.ini file) for modifying the device's configuration settings
e Auxiliary files (such as Call Progress Tones / CPT)

When the device powers up or is physically reset, as a BootP client it broadcasts a
BootRequest message on the network (no BootP message is sent when the device is reset
from the Web interface). A BootP server on the network receives this message and
generates a BootReply if the device is successfully identified (according to its MAC
address). The BootReply indicates the networking parameters that must be used by the
device and optionally, specifies the ini and cmp file names and IP address of the TFTP
server (from where these files must be loaded).

Therefore, the utility can be used for initializing the device, by providing it initial networking
parameters. However, the utility is also useful for restoring connectivity to the device if lost.
This loss of connectivity can be due, for example, to any of the following reasons:

B Software upgrade failure (when done through the Web interface)

B [P address is no longer known and the device obtains a new IP address from the
BootP

B The Web interface has been inadvertently disabled
The Web interface's password is no longer known

B The device has encountered a fault that cannot be recovered using the Web interface

Version 1.0 7 March 2013
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1.1

Vendor-Specific Information Field

The device uses the Vendor-Specific Information field in the BootP request to provide
device-related initial startup information. The AcBootP utility displays this information in the
'Client' column. The Vendor-Specific Information field is disabled by default. To enable it,
use the ExtBootPReqgEnable ini file parameter (refer to the User's Manual).

The table below details the Vendor-Specific Information field per device:

Table 1-1: Vendor-Specific Information Field

Tag # Description

220 Device Type

221 Current IP Address

222 Burned Boot
Software Version

223 Burned cmp Software
Version

224 Geographical
Address

225 Chassis
Geographical
Address

228 Indoor / Outdoor

230 Analog Channels

Value

= #24 = TP-8410; IPM-8410

* #02 =TP-1610; IPM-1610; Mediant
2000; IPmedia 2000

= #08 = TP-6310; IPM-6310

= #09 = IPmedia 3000; Mediant 3000;
Mediant 1000; Mediant 600

= #13 =MP-124
= #14 = MP-118
= #15=MP-114
= #16 = MP-112

XXX XXX XXX XXX

X.XX

XXXXXXXXXXXX

0-31

0-31

= #0 = Indoor

= #1 = Outdoor

Notes:

= Applicable only to analog interfaces.

= Indoor is applicable only to FXS
interfaces.

= Qutdoor is applicable only to FXO
interfaces.
= #2 = MediaPack only

= #4, #8, #24 = Mediant 1000 and
MediaPack

= #12, #16, #20 = Mediant 1000 only

Length

12

Note: Applicable only to analog interfaces.

User's Guide
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The following table shows an example of the structure of the Vendor-Specific Information
field:

Table 1-2: Structure of the Vendor-Specific Information Field

Vendor-Specific Information Code
Length Total

Tag Num
Length
Value
Tab Num
Length
Value
Tag Num
Length
Value (1)
Value (2)
Value (3)
Value (4)
Tag End

Value

42
12

255

Version 1.0
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1.2 Summary of Steps for using AcBootP Utility

The steps for configuring and using the utility are summarized in the flowchart below:
Figure 1-1: Flowchart for Using BootP / TFTP Server Utility

(
)

Installing AcBootP

Defining AcBootP
Preferences

Defining AcBootP
Clients

Resetting Device to
Initiate AcBootP
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2 Installing AcBootP Utility

The AcBootP utility can be installed on the following Microsoft Windows™ operating
systems (OS):

B Windows 10

Windows Vista and Windows 7 (32-bit and 64-bit)
Windows XP

Windows 2000

[ |
[ |
[ |
B Windows NT

A Note: The BootP / TFTP utility can only be installed on Windows operating systems.

» To install the utility on a computer:

1. Download the BootP ultility installation file (ACBootP <Version>.zip) from AudioCodes
website at https://www.audiocodes.com/library/firmware.

2. Unzip the file, and then click setup.exe; the installation setup wizard starts:

Figure 2-1: AcBootP Setup Wizard
‘]ﬂ AcBootP - >

Welcome to the AcBootP Setup Wizard A

The installer will guide you through the steps required to install AcBootP on your computer.

WARNIMG: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel Back . Mest >

Version 1.0 11 March 2013
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3. Click Next; the following wizard page appears:

Figure 2-2: AcBootP Information Wizard Page
15 AcBootP - by

AcBootP Information (]

=== AcBootP Change Log === o)

- Wersion 1.0.0.8 -

* Windowsl0 is now supported.

- Version 1.0.0.7 —

* Imternal change.

— Wersion 1.0.06 —

* Send large file that greater then 32MB (65535 bklocks).
- Version 1.0.0.5 —

* Modification of PC"s IP address (DHCPF or manually) is
now supported.

- \ersion 1.0.0.4 -

* Pop up massage box if TFTP Directory field is mnot
defined.

— Merginn 100 3 —

Cancel < Back

4. Click Next; the following wizard page appears:

Figure 2-3: Select Installation Folder Wizard Page
ﬁ AcBootP - *

Select Installation Folder L

The installer will install AcBootP to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse”.

Folder:
C:AProgram Files [»86)%&udioCodes Lid\AcBootP" Browse...
Disk Cost. ..
Install AcBootP for yourself, or for anyone who uses this computer:
() Everyone
(®) Just me
Cancel < Back ' Mext »

5. Select the folder where you want to install the utility, and then click Next; the following
wizard page appears:

User's Guide 12 Document #: LTRT-30505



User's Guide 2. Installing AcBootP Utility

Figure 2-4: Confirm Installation Wizard Page
15 AcBootP - *

Confirm Installation (]

The installer is ready to install AcBootP on your computer.

Click "Next" to start the installation.

Cancel < Back

6. Click Next; installation begins and a progress bar is displayed:

Figure 2-5: Installing AcBootP Wizard Page
ﬁ AcBootP - *

Installing AcBootP .l

AcBootP is being installed.

Please wait...

Version 1.0 13 March 2013
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7. When installation has finished, click Next; the following wizard page appears:
Figure 2-6: Installation Complete Wizard Page
15 AcBootP - by
Installation Complete (]
AcBootP has been successfully installed.
Click "Close" to exit.
Please uze Windows Update to check for any critical updates to the NET Framework.
Cancel < Back
8. Click Close.
User's Guide 14 Document #: LTRT-30505



User's Guide 3. Defining AcBootP Settings

3 Defining AcBootP Settings

This section describes how to define the AcBootP utility settings.

3.1 Defining Preferences

The first stage is to define AcBootP preferences. The preferences include settings for your
BootP server and TFTP server.

» To define AcBootP preferences:

1. Start the AcBootP application.

2. Click the Preferences g tab. (When the screen is docked, the tabs appear on the
bottom left side of the screen; when the screen is in ‘Hide’ mode, the tabs appear on
the upper left side of the screen.)

Figure 3-1: Preferences Screen

3 AcBootP - O X
Preferences o - Monitor -
a -« Y 0O
TFTP Directary: |c: w o
New Cliert
BoctP File Mask: Client Date Time Status :—fl Name Progress
ile:
INI File Mask: *ini

Timeout (milliseconds):
Max Retransmissions:

Default Network Information for New Client:

Network Interface: |Ethemet w
Server IP: w13 . 2 3
Default Gateway: o . 13 . 0 .1
Subnet Mask: 28 . 28 . 0 . D

Reset Devices in Version Range:

Mote: Enterthe version in x.y format (2.g.. 6.2)

From Wersion:
To Version:

Apply

2% Client Configuration |ggy Preferences J BootP status: Reply BootP requests Filter status: Filter unknown clients
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3. Define TFTP preferences on the Preferences pane:

e TFTP Directory: Specifies the folder that contains the files for the TFTP utility to
manage (cmp, ini, Call Progress Tones, etc.).

BootP File Mask: Specifies the file extension used by the TFTP utility for the
boot file that is included in the BootReply message. This is the file that contains
the device's software, i.e., cmp.

INI File Mask: Specifies the file extension used by the TFTP utility for the
configuration file that is included in the BootReply message. This is the file that
contains device's configuration parameters, i.e., ini.

Timeout: Specifies the number of seconds that the TFTP utility waits before
retransmitting TFTP messages. The default value is 5000 (ms).

Max Retransmissions: Specifies the number of times that the TFTP utility tries
to resend messages after timeout. This can be left at the default value of 30.

Note: When upgrading the device between major software releases (e.g., from 6.0 to
6.2), it is recommended to set the maximum retransmissions to 20.

e Default Network Information for New Client: Displays the default network
interface. If more than one Network Interface Controller (NIC) is present, select
the default values for the Client Configuration form:

¢ ServerlP
¢+ Default Gateway
¢ Subnet Mask

e Reset Devices in Version Range: Configure the following fields in the
appropriate format:
¢ From Version
¢ To Version
The BootP application sends a reset to the devices that are loaded within the
range of ‘From Version’ to ‘To Version'. The default version values are 5.6 and
6.6. This range can be changed according to existing and future versions on the
devices.

A Note: Configure the version number in x.y format (e.g., 6.2).

4. Click Apply to save your preferences.

User's Guide 16 Document #: LTRT-30505



User's Guide

3. Defining AcBootP Settings

3.2 Defining Clients

This section describes how to configure BootP / TFTP clients. The clients are the
AudioCodes devices that you want to configure with BootP / TFTP. Clients are defined by
MAC address.

> To add a client:

1. Click the Client Configuration %, tab. (When the screen is docked, the tabs appear
on the bottom left side of the screen; when the screen is in ‘Hide’ mode, the tabs
appear on the upper left side of the screen.); the 'Client Configuration’ appears.

2. The Client Configuration pane on the upper part of the screen lists the clients that
the BootP serves.

3. Click Add New Client and enter the following:

Client MAC: Defines the Ethernet MAC address of the device. The MAC address
of the device is printed on a label located on the device hardware. BootP uses the
MAC address to identify the device. Select the check box to the right of this field
to enable this client in the BootP (if the client is disabled, no replies are sent to
BootP requests).

Client Name: Defines an optional, descriptive name for the client so that you can
easily identify it later.

Client IP: Defines the IP address (in dotted-decimal notation) that you want to
assign to the device.

Subnet: Defines the subnet mask (in dotted-decimal notation) that you want to
assign to the device.

Gateway: Defines the IP address of the default gateway used on this subnet that
you want to assign to the device.

TFTP Server IP: Defines the IP address of the TFTP server for transferring
software and ini files to the device. When creating a new client, this field is
populated with the IP address used by the utility. If a different TFTP server utility
is used, change the IP address to the IP address used by the other utility.

CMP File: Defines the name of the software file (.cmp) that is loaded by the
TFTP server to the device. The file is located in the TFTP utility directory,
specified in Section 3.1.

Flash Burn check box: Saves the software to the device's non-volatile memory.

INI File: Defines the ini file that you want to load to the device. The ini file is
located in the TFTP utility directory, specified in Section 3.1.

Edit INI: Defines the ini file for editing.

Version 1.0
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Figure 3-2: Client Configuration

a3 AcBootP

Client Configuration a
Client MAC Client Mame Client IP i
Add Mew Client
Delete Selected Client
Cient MAC: | 00-90-8-5b-10-35 | A Active

Client Mame: | My device |

Client IP: m . 13 . 7 . 5
Subret: 25 26 . 0 . D
Gateway: o .13 .0 . 1

TFTP ServerIP: | 10 . 13 . 2 . 18

CMP File: |I'I-'111]'I]'I]'_SIP_FE.'E'I}A.'I}I]'| v| [] Aash Bum

CMP Version: ~ M1000_SIP_F&.60A.00

INI File: | v| Edit INI

Apphy Apply and Reset

4 Client Configuration I# Preferences |

4. Click Apply to save the new client or click Apply and Reset to save the changes and
reset the device.

User's Guide 18 Document #: LTRT-30505
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3.3  Viewing Monitor Screen

The Monitor screen appears in the right pane of the AcBootP utility window.

Figure 3-3: AcBootP Monitor Screen

= [ Sa Yo B, et e Progrems
E OO-EDENVCAEEFD 2052012 11360543 Chart NatFoaand
3 | DOECBICAEEFD ZISIND 11960636 ChertNtFound
‘ ] DO-EO-ENVCAEEFD 2062012 11360258 Chart NatFourd
7 | DOED1CAEEFD 22052017 11360252 ClarthetFeund

BostP stetus: Eeply Bootp requests Filter staburis Show o clients

The Monitor screen provides a toolbar containing icons for performing the main tasks of
AcBootP, as described in the following table.

Table 3-1: Toolbar Description of Monitor Screen

Name Description

AcBootP replies to BootP requests from existing clients in

Reply BootP Requests 4 " i hase.

AcBootP ignores BootP requests from existing clients in

lgnore BootP Requests . "\ i hace.

@ <« «RB B¢

Clear Monitor Log Deletes and monitors activity of the BootP.
Filter (red) Filters unknown clients.
Filter (green) Displays all clients.
About Displays the version number of AcBootP.
Version 1.0 19 March 2013
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Icon Name Description
- Status Bar Displays BootP status and filter status.
The table in the Monitor screen displays all the BootP requests and replies, and TFTP
transactions:
Table 3-2: Logged Table Description in Monitor Screen
Column Description
Client Address of the device, which is the MAC address of the client for BootP
transactions or the IP address of the client for TFTP transactions.
Date Date of the transaction, based on the internal calendar of the computer.
Time Time of day of the transaction, based on the internal clock of the computer.
Status of the transaction:
= "Client Not Found": A BootRequest was received, but there is no matching
Status client entry in the utility.
= "Client Found": A BootRequest was received and a matching client entry in
the utility exists. A BootReply is sent.
New IP / File IP address applied to the client because of the BootP transaction as well as
the file name and path of a file transfer for a TFTP transaction.
Client Name Client name as configured for the client in the utility.
Progress Progress (in percentage) of the TFTP file load to the client.

User's Guide
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When double-clicking a line in the table that has a status of “Client Not Found”, the Client
Configuration opens with a screen status of “Add New Client” and automatically adds the

clien

t MAC address.
Figure 3-4: AcBootP Monitor with Add New Client

1| hosstor |
= Ot P H

@l s ¥V o

| e Date = Twe T Hoew 1P e Chart Mame Progres

| DMEQENCAEEFD 2052012 113308 11 ChereNetfourd
DO-ES-EHCAEE-FD 22052012 11 3508 03 Chert hotFound
ORE0-EF 084717 22052012 113306 87 OierehiotFeurd
DRELENCAEEFD 32053012 113504 65 DierthotFourd
ORESENCAEEFD 22052012 11 3504 63 OlenthiotFound
0 i 2 113540 36 ChertNatFourd

ol bow ot

I Ot Seocted Clert

Cherd MAC. 0-S0F 08417 ¥ Betres

et Marmse:

Chent IF;

St = NS o Ll

Gatewy L] & o 1

TFIP Sewver IP: | 800 L] 5 L

BootF Fle: - 1 Flash Bum

CMP Vamon

4 Fi: - [Eam

[ oot | v and o |

‘,{Mm |g=\r!~‘e'm | BootP ttstur: Reply Boofp requerts Filler stetus: Show all clents

7

Figure 3-5: AcBootP Monitor with Add New Client and Client Name

Chert e Oert P o

et MAC
a s ¥7T 0
| Bt Dwe = Tmo  Soe Hrw 1P, Fl Chert Name Progres
DO50-8F J8-2F1T7 22053112 118500 56 Oherd Nt Feured
i A7 22 &5 Chard Mo Foured
DIS0EF4F17 22052012 11845796 CherthitFound
Uit Smected Db

Chert MAC OO0F084:17 | Betron

et Mams: MP1E

Clent - W . & .5 .1

Subrat I ]

Gabsrwiny L] £ o 1

TFPSeveri®| 0 & _ 5 10

BootF Fis MP11E_SIP_FE A0S0 »  [T] Fash Bum
CHP Versior: 6604000004 Paca)
Bl Fle: - | B
(sm ] (oo and et |
‘,'{Mm |*7\r!ﬂsm | BootP ststur: Reply Boolp requarts Filter status: Show all claenls
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3.4 Deleting a Client

You can delete a client from the Client Configuration pane.

> To delete a client:

1. Select the client to be deleted from the list of clients in the Client Configuration pane.
2. Click Delete Selected Client; the client is deleted from the client list.

Figure 3-6: Deleting a Client

| E0-90-0 0 -4-17 10§53

v M et

Chart MAC: DO-G-F0EH1T [ hetren
(Chert Mame: MF113

Chert IP L) £ 5 13
Suort =N o Ll
Catweiry ] o 1

TFTF Sarver IP ¥ ¥ 5 0

BootP Fla. MP11E_SIP_FE AN - Flagh Bum
CHP Vermior: 6.60A000.008 Paca)

i e - (e

(iem ] oot o o |

4 Clent Configuraton !.‘-’M%’m | BootP ttabur: Reply Boctp request: Filler stitus: Filter enknown chents
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4

A

Resetting Device to Initiate BootP/TFTP

Once you have defined your AcBootP preferences and the client in the utility, you can then

initiate the BootP/TFTP process.

Notes:

e If an inifile is not specified in the BootP process, the device's current configuration
(except for networking parameters specified in BootP) is retained.

e To restore configuration to factory defaults, load an empty ini file to the device.

» To reset the device to initiate the BootP/TFTP process:

1. Reset the device by doing one of the following:

e  Press the hardware reset pinhole button located on the device and then release.
e Disconnect and then reconnect power to the device.

The BootP server waits for a BootP request from a client that has the specified MAC
address. Upon a request, the BootP then assigns the device the specified IP address
and then uploads the files to the device.

2. The Monitor screen of the AcBootP utility logs all BootP requests and replies, and
TFTP transactions, displaying the progress of the AcBootP process, as follows:

e  The first indication is that the device (client) with this MAC address was located.
When double-clicking the highlighted line that has a status of “Client Found”, the
Client Configuration displays the client as the selected one.

e The second indication shows the progress of uploading files to the device. When
the Progress field displays "100%", BootP has completed successfully.

Figure 4-1: Monitor Displaying AcBootP Progress

______ _
|
a »# Yy o
| Chert Date =+ Time Status New IP ' Fle Chert Hame Progress |
108513 22052012 11474587 Loadng  D\TRpDwvectony\MP. “ne 1
00-90-8F-08-4F-17 22052012 11474074 Found 1085.13 MP11E
e Device AcBootP
Found Process
Chert MAC. 00-50- 02417 o Actve
Chert Name: MP118
Chert IP: 10 8 5 13
Subnet 255 255 0 o
Gatewsy 10 0 1
TFTP Server IP: 10 5 10
BootP File: MP118_SIP_F& B0A000.0050 ~ Rash Bum
CMP Version 6.60A.000.005 (Pscs)
N1 Fie - Ede il |
Aoty
&_-'\C‘enlmﬂﬁojamn I‘: eferences | BootP status: Reply Bootp requests Filter status: Filter unknown clients
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Figure 4-2: Process Complete — Apply

MP118 108513

a s Yy 8

| Clent Date  ~ Tme Satus New P \Fle
108513 2052012 15005472 Frished _ D/\TioDewclony WP
00-50-8F-08-4F-17 2205-2012 15:00:51.89 Clertfound 108513

ot Finish
Cert MAC: 0050808417 7] Actve Status
Chert Name: ~ MP118
Ciert IP: w8 5 1B
Subnat: # 25 0 0
Gateway: 0 8 0 1
TFTPSever®:| 10 . &8 . 5 . 10
BootP Fie:  MP118_SIP_FEE0A000005.G + [ Fash Bum
CMP Virson:  6,504.000.005 (Peos)
NI Fle: - [CEmm ]

&'( Chent Configuration l.‘ Preferences | | BootP status: Reply Bootp requests Filter status: Filter unknown clients

Chert Name: Progress.

MP118

AcBootP Process
100% Complete

3. Click Apply to save the changes or click Apply And Reset to save the changes and

send a reset to the device.
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5 Troubleshooting

5.1 No Response to TFTP Requests
If no response is received from the TFTP requests sent by the AcBootP utility, try the
following troubleshooting solutions:
1. Enable the AcBootP program as an administrator on the computer:

a. Right-click the AcBootP icon, and then from the shortcut menu, choose
Properties.

b. Click the Compatibility tab.
Figure 5-1: AcBootP Properties Dialog Box

%3 Shortcut AcBootP Properties X
Securty Details Previous Versions
General Shortcut Compatibility

f this program isnt warking comectly on this version of Windows,
try running the compatibility troubleshooter.

Fun compatibility troubleshooter I

How do | choose compatibility settings manually #

Compatibility mode
[] Run this program in compatibility mode for:

Windows 8

Settings
Reduced color mode
g-bit (256) calar

Fun in 640 x 480 screen resolution

] Qvemde high DPI scaling behavior.
Scaling performed by:

Application
[ ] Disable fullscreen optimizations

_ b#:Run this program as an administrator:

G Change settings for all users

oK Cancel Apphy

c. Select the Run this program as an administrator check box, and then click OK.

2. Make sure that your firewall allows TFTP applications. However, do this only in
accordance with your company's network security policy.
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