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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility for
errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.

Date Published: June-07-2022

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

@ The UMP Multitenant interface Navigation pane includes Operator Connect related menu
items. Operator Connect is not supported by this product.

Document Revision Record

LTRT Description

26343 Initial release of this document.

26348 Update for software version 8.0.100

26349 Update for software version 8.0.220

26356 Added backup, upgrade and restore procedures. Update to Section Automatic Provisioning

of DNS Records.
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26359 Correction to procedure “App Registration for Customer Admins”

Documentation Feedback
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(suggestions or errors) regarding this document, please fill out the Documentation Feedback form on
our website at https://online.audiocodes.com/documentation-feedback.
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1. Introduction UMP-365

1 Introduction

AudioCodes’ User Management Pack 365 (UMP 365) SP Edition is a software application that
simplifies Microsoft 365 Tenants onboarding automation, users MACD and lifecycle management of
Microsoft Teams, and OneDrive policies with Microsoft Direct Routing capabilities. The application is
an asynchronous model. This implies that changes to users will only be applied after replication takes
place, either from scheduled tasks or by forcing a replication cycle from within the web application.

I@ In this document, M365 is an acronym for Microsoft 365.
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2. Virtual Hardware Deployment Requirements UMP-365

2 Virtual Hardware Deployment Requirements

The following table describes the Base Configuration for up to 100 Tenants for Hosted Pro and Hosted
Essentials + models with a single VM.

Table 2-1: Virtual Hardware Deployment Requirements

Deployment = Average Maximum Azure CPU Disk Type Memory
Size Number Number of Machine Size  Processors RAM
of Users Users per
per Environment
Tenant
Basic 500 50,000 Standard D4s = 4 cores with ~ PremiumSSD ' 16 Gp
v3 at least 2.4  With 100 GB
GHz per core | available
diskspace for
application*
Medium 2000 200,000 Standard 16 cores with | Premium SSD | 64 GB
D16sv3 2.4 GHz per with 400 GB
core available
diskspace for
application*®
Large 20000 2,000,000 Standard 32 cores with | Premium SSD | 128 GB
D32sv3 2.4 GHz per  with 1 Terabyte
core available
diskspace for
application*

®  Operating System: Single Windows Server 2019-- US English

° * Allocate an additional 80 GB of disk space for the Windows Server 2019 -- US English
Operating System

I@ Only Windows Server 2019 — US English is supported.

] ~20k users will run for 20 minutes

®  Each tenant synchronizes every hour

®  An additional Backend SQL VM server is recommended for disaster recovery and for security

reasons

©

For additional capacity, contact AudioCodes support.

The OS and SQL License are not included in the product pricing (UMP CPN). The basic CPN
including 1 CAL For additional Admins customers must order separate licenses.
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3 Securing SSL Connection

This section describes how to secure UMP HTTPS connections by installing an SSL certificate on the
Windows server of the UMP platform.

I@ The UMP can only be accessed over HTTPS.

To secure SSL connection with Azure:

1. Make sure you have a valid SSL certificate with a private key available

2.  From the server open Certlm (Manager computer certificates), type cert at Windows start
button and select Manage computer certificates.

Figure 3-1: Manage computer certificates

Best match

1:‘ Manage computer certificates
Control panel

Settings
J Setflicks to perform certain tasks
E Set tablet buttons to perform certain tasks

#  Manage file encryption certificates

#, Manage user certificates

3.  On Certlm select personal, right click and select All task then select Import.
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File  Action

Figure 3-2: Import Certificates

View Help
e @Al HE

ﬁ certlm - [Certificates - Local Computer\Personal]

G Certificates - Local Computer »

MSEIEHistorylournal
Remote Desktop
Certificate Enrcllment Rec
Runtirme_Transport_Store_
Smart Card Trusted Roots

Tevvrtmed Mhmasimme

Object Type

=

| Personal

[ True Find Certificates...
[ Ents

3 Inte All Tasks
O True View

[ Unt

[ Thii Refrezh

] True Export List...
[ Clie

[ Prer Help

["] Test Roots

=]

=]

=

=

=]

v

tificates

Find Certificates...

Request Mew Certificate...

Impurth

El
Advanced Operations

The Certificate Import Wizard is displayed.
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Figure 3-3: Welcome Import Wizard

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authaority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
coﬂ'necﬁnns. A certificate store is the system area where certificates are kept.

i

Store Location

Current User

Local Machine

To continue, dick Mext,

Cancel

4.  Click Next to continue.

Figure 3-4: Select Certificate File

File namg: | star.ac.pfx All Files (*.%)

Cancel

5. Select “all files” at the extension selector and browse to the pfx file from your certificate.
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Figure 3-5: Browse to Certificate File

& ¢ Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:

C:\_Install\activecommunications. eu wildcard cerﬁﬁcate‘n,smr.al:.pﬁ| | Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialized Certificate Store (LS5T)

Mext Cancel

6. Select Next.
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Figure 3-6: Enter Password

€ o# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a passward.

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.

7. Enter the password of your pfx file (optional select “Mark this key as exportable...(only if you
want to be able to export the certificate again from this machine).

Figure 3-7: Certificate Store

& L¥ Cerificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

‘ Personal Browse. ..

Cancel
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8. Browse to the location of the certificate store.

Figure 3-8: Completing the Certificate Wizard

& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

Certificate Store Selected by User JE2¢ENGE]

Content PFX

File Mame C:\_Instal\activecommunications.eu wildcard certific:
< >

9. Click Finish.

The new certificates are installed and added to the Personal > Certificates folder. You now
need to move the Trusted Root certificate and Intermediate Certificates to the corresponding
folders. To identify which certificates have to be moved to which folder, open your certificate
from certlm (double-click it).

Figure 3-9: Personal Certificate Store

n Certificate x
2021-08-13 13:52:48 General Detals Certification Path
odes.com
crosoft.com
J—— Welcome £ =] Certificate Information
certlm - [Certificates - Local Co onal\Certificates] This certificate is intended for the following purpose(s):
- - . = Proves your identity to a remote computer
File Action View Help # Ensures the identity of a remote computer
w9 2@ 4 XEEH [2ise0 LR 12
GV Certificates - Local Computer # || |ssued To .
~ [ | Personal %".activecommunicatiun;‘eu *Refer to the certification authority's statement for details.
| Certificat
- tedIRlcateCs et [ DigiCert Global Root G2
rusted Root Certification ;= i
= . _QJTrust Provider B.V. TLS RSA CA .. Issued to: *activecommunications.eu
| Enterprise Trust
~ \ntermedlate.Certlfl(atmn Issued by: TrustProvider B.V. TLS RSA CA G1
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certifica valid from 1/4/2021 to 1/20/2022
_| Trusted People ']? You have a private key that corresponds to this certificate.
_| Client Authentication |ssu
_| Preview Build Roots
| Test Roots Issuer Statement
_| MSIEHistoryJournal
| Remote Desktop
| Certificate Enrollment Rec
| Runtime_Transport_Store_
< > < ¥
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p  Certificate

GCeneral Detaile Certification Path

Certification path

5l DigiCert Global Root G2
_ﬁJ Trust Provider B.V., TLS R.SA CA G1

e, iccord]

n  Certificate ®

General Details Certification Path

Certification path

E‘ wﬂdard

- Root certificate

y

Intermediate certificate

File Action View Help or certificates
e nm F L XE HE _ -

_ your installed certificate
-nlj Certificates - Local Computer A || |ssyed To Issued By

~ [ | Personal

| Certificates
“| Trusted Root Certification

W*.actn.recommunlcatlons.eu
| I DigiCert Global Root G2

L Trust Provider B.V. TLS RSA CA ...

Trust Provider B.V. TLS RSA CA G1
DigiCert Global Root G2
DigiCert Global Root G2

_| Enterprise Trust

| Intermediate CEFtIfIA( |

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificar
~| Trusted People

| Client Authentication lssu
| Preview Build Roots

| Test Roots

| MSIEHistorylournal

_| Remote Desktop

| Certificate Enrollment Rec

Certificate status:

is certificate is OK.

| Runtime_Transport_Store_ w
< > < >

Personal store contains 5 certificates,
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i} UMP Networking Configuration

This chapter describes the networking ports recommendation. Networking topology can vary for
different deployments according to the following factors:

®  Are UMP, SBC and OVOC deployed in the same network environments ?
m  Have different VNETs been defined ?

®  Have different locations been defined ? For example, OVOC in Azure, UMP and SBC in
Customer Data Center) ?

It is necessary to configure the Networking tunnel, ports and firewall:
m  PowerShell:
° PowerShell uses port 80 and 443 to communicate with Microsoft Azure
° No VPN is required
° Current Version require “basic” direct internet access without a proxy server
m  HTTPS — Port 443:
e Access to the Self-service portal
° UMP - SBC (HTTP — port 80 also available)
° Rest API (HTTP — port 80 also available)
m  HTTP-Port 80:
e Access to PowerShell
e OVOC: OVOC - UMP
° Add the Source IP (OVOC server IP address).
®m  SNMP —Ports 161,162 (OVOC)
m  RDP - Port 3389 (Optional)

B MSFT address link — https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-
address-ranges?view=0365-worldwide
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4.1 UMP Firewall Configuration

The following table describes the firewall configuration on the UMP for the connection with the
provider’s Data Center where OVOC is installed.

Table 4-1: UMP Ports Networking

Port/Protocol UMP > Data Center Data Center (provider) > Description
(provider) UmMP

TCP 80 (HTTP) v v Access to UMP 365 and
SBC’s GUI-Access to
PowerShell (outbound).

TCP 3389 (RDP) v v Access to Azure’s
Service Server using
RDP (TCP 3389) from
Data Center’s Access to
UMP (Data Center).

UDP 161 (SNMPv3) v SNMP Trap Manager
port on UMP that is
used to send traps to

the OVOC server.

UDP 162 (SNMPv3) ' - SNMP trap listening
port on OVOC.

UDP 1161 (Keep-alive) ' - Port used to send
Keep-alive messages
from UMP.

TCP 443 (HTTPS) v - -

4.2 VPN Configuration (Optional)

® VPN isrequired if the connection to OVOC (or between the UMP and the SBC’s) is over the
public network. The VPN is used to connect the On-Premises UMP and SBC to the central
OVOC service.
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Table 4-2: VPN Configuration

Phase Attribute Customer AudioCodes
Phase 1: ISAKMP- Peer IP Address - -
Main Mode .
SA Timeout (seconds) 1440 1440
Hash Algorithm SHA1 SHA1
Encryption Algorithm AES-256 AES-256
Diffie-Hellman (DH) Group 2 (1024) Group 2 (1024)
Group
Pre-shared Key Shared via Phone/Email
Phase 2: IPSec — Quick SA Timeout (seconds) 3600 3600 -
Mode .
Hash Algorithm SHA1 SHA1 -
Encryption Algorithm AES-256 AES-256 -
PFS DH Group Group 2 Group 2 -
(1024) (1024)
Encrypted TBD TBD -
Hosts/Subnets
® Authentication Header (AH) is not supported.
@ m Aggressive Mode is not supported
If a PAT or hide NAT is used on either side of the tunnel, the VPN will require special
configuration.
The VPN tunnel ports should allow traffic for the following protocols/ports.
Table 4-3: VPN Tunnel Ports
Transport/Port/Protocol AudioCodes > Customer Customer > AudioCodes
TCP 22 (SSH) v -
UDP 162 (SNMP) v
UDP 161 (SNMP) Vv
TCP 443 (HTTPS) \ -
TCP 3389 (RDP) v -

TCP; 636 (LDAPs) ; ]

The following ports are required if managed devices are monitored using central OVOC (AudioCodes
Datacenter)

UDP 1161 (SNMP) Bi-directional

The VPN tunnel ports above are just an example and can vary between different customers
topologies. The table should include all the require protocols and ports, according to the
networking topology.
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OVOC Service Provider Firewall Configuration

This section describes how to configure the Enterprise Firewall between the OVOC Service provider

To configure the Enterprise firewall on Microsoft Azure:

1.  On Microsoft Azure, ensure that you have deployed the OVOC Virtual Machine as described in

2. Configure the Enterprise firewall according to the ports below.

OVOC clients and OVOC server

HTTPS/NBIF TCP v
Clients <> OVOC (HTTPS)
server

WebSocket TCP v
Client > OVOC @ (HTTP)
Server

Communication

OVOC server and OVOC Manag

Device < OVOC UDP Vv
server (SNMP)

UDP Vv

UDP Vv
Device<> OVOC | UDP X
server (NTP (NTP
Server) server)
Device €< OVOC| TCP X
server (HTTP)

Table 4-4: Enterprise Firewall

4.3
network and the UMP/SBC.
the OVOC IOM.
Connection  Port Type Secured

443

915

ed Devices

1161

162

161

123

80

Port
Connection Number

Purpose

Connection for OVOC/ NBIF clients.
Initiator: Client

WebSocket Client and OVOC Server
communication (internal) according to
RFC 6455, used for managing the alarm
and task notification mechanism in the
OVOC Web.

Initiator (internal): WebSocket Client

Keep-alive - SNMP trap listening port

(used predominantly for devices located

behind a NAT). Used also by Fixed
License Pool and Floating License
Service.

Initiator: AudioCodes device

SNMP trap listening port on the OVOC.
Initiator: AudioCodes device

SNMP Trap Manager port on the device
that is used to send traps to the OVOC
server. Used also by Fixed License Pool
and Floating License Service.

Initiator: OVOC server

NTP server synchronization for external
clock.

Initiator: MG (and OVOC server, if
configured as NTP client)

Initiator: Both sides

HTTP connection for files transfer and
REST communication.

Port side /
Flow Direction

OVOC server
side / Bi-
directional

OVOC server
side / Bi-
directional

OVOC server
side /
Receive only

OVOC server
side /
Receive only

MG side /

Bi-directional

Both sides /
Bi-directional

OVOC server
side / Bi-
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Secured Port Port side /
C ti Port T P
onnection ortType . ection Number urpose s i
Initiator: Both sides can initiate an directional
HTTP connection
TCP v 443 HTTPS connection for files transfer OVOC server
(HTTPS) (upload and download) and REST side / Bi-
communication. directional
Initiator: Both sides can initiate an HTTPS
connection.
Device<> OVOC | TCP v 443 HTTPS connection for files transfer OVOC server
server Floating (HTTPS) (upload and download) and REST side / Bi-
License communication for device Floating directional
Management License Management.
Initiator: Device
Devices Managed by the Device Manager
OVOC server <> TCP X 80 HTTP connection between the OVOC OVOC server
Device Manager = (41Tp) server and the Device Manager Pro Web | side / Bi-
Pro browser. Directional.
Initiator: Client browser
HTTP connection that is used by
endpoints for downloading firmware and
configuration files from the OVOC
server.
Initiator: Endpoint
TCP v 443 HTTPS connection between the OVOC OVOC server
(HTTPS) server and the Device Manager Pro Web | side / Bi-
browser. Directional
Initiator: Client browser
HTTPS connection used by endpoints for
downloading firmware and configuration
files from the OVOC server.
Initiator: Endpoints
OVOC server <> TCP X 8080 HTTP connection that is used by OVOC server
Endpoints (HTTP) endpoints for downloading firmware and  side / Bi-
(used for configuration files from the OVOC directional
backward Server.
compatibility) Initiator: Endpoint
TCP X 8081 HTTP REST updates connection. OVOC server
(HTTP) It is recommended to use this si'de /_Bi‘
connection when managing more than directional
5000 IP Phones. In this case, you should
change the provisioning URL port from
80 to 8081 in the phone’s configuration
file.
Initiator: Endpoint
TCP X 8082 HTTPS REST updates connection OVOC server
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Port Port side /
C ti Port T P
onnection ort ype Connection Number urpose Flow Direction
(HTTPS) (encryption only without SSL side / Bi-
authentication). directional
It is recommended to use this
connection when managing more than
5000 IP Phones. In this case, you should
change the provisioning URL port from
443 to 8082 in the phone’s configuration
file.
Initiator: Endpoint
OVOC Voice Quality Package Server and Devices
Media Gateways | TCP X 5000 XML based communication for control, OVOC server
<> Voice Quality media data reports and SIP call flow side / Bi-
Package messages. directional
Initiator: Media Gateway
TCP v 5001 XML based TLS secured communication | OVOC server
(TLS) for control, media data reports and SIP side / Bi-
call flow messages. directional
Initiator: AudioCodes device
LDAP Active Directory Server
OVOC server <> TCP X 389 Connection between the OVOC server Active
Active Directory and the Active Directory LDAP server Directory
LDAP server (OVOC Users). server side/
(OVOC user Initiator: OVOC server Bi-directional
authentication)
TCP v 636 Connection between the OVOC server Active
(TLS) and the Active Directory LDAP server Directory
(OVOC Users) with SSL configured. server side/
Initiator: OVOC server Bi-directional
AudioCodes Floating License Service
OVOC server TCP Vv 443 HTTPS for OVOC/ Cloud Service OVOC REST
<>AudioCodes Initiator: OVOC REST client client side /
Floating License Bi-directional
Service
External Servers
OVOC server <> TCP v 25 Trap Forwarding to Mail server Mail server
Mail Server Initiator: OVOC server side / Bi-
directional
OVOC server <> TCP v 514 Trap Forwarding to Syslog server. Syslog server
Syslog Server Initiator: OVOC server side /Bi-
directional
OVOC server <> UDP v 925 Trap Forwarding to Debug Recording Debug
Debug Recording server. Recording
Server server /Bi-
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Secured Port Port side /
i Port T P
Connection ort Type Connection Number urpose e (BT,
Initiator: OVOC server directional
OVOC server TCPRDP | Vv 3389 Remote Desktop access to UMP-365 UMP-365
&~ UMP-365 server server/Bi-
server Initiator: OVOC server directional
Voice Quality
Voice Quality UDP X 5060 SIP Publish reports sent to the SEM SEM server /
Package <> server from the endpoints, including RFC = Bi-directional

Endpoints (RFC
6035 )

6035 SIP PUBLISH for reporting device
voice quality metrics.

Initiator: Endpoint
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5 SQL License Guidelines - Optional
This chapter describes the SQL licensing guidelines. The UMP SP solution requires SQL 2019 Standard
edition. Customers can do one of the following:

®  Implement their own license agreement with MSFT ((UMP SP don’t includes WIN OS or SQL
license).

B  AudioCodes can offer SQL standard edition (OEM) based on Server+CAL. Each Admin user with
access to the system requires an SQL license.

The list of Admin users requiring a license is as follows:

®  UMP SP Super Admin Users (Windows):

e  Allthe users under Group “UmpAdmins”

Figure 5-1: UmpAdmins user members

General
} UmpAdmins
o]
Description: UmpAdmins
Members:
A LiveCloud
Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.
Cancel Apply Help

B UMP support two types of User Admin per Tenant:

° UMP SP Windows users per Tenant (Customer) — Windows users per Tenant, our
recommendation is to Grant Access to Account user (SSO with Azure AD). It is not
recommended to create Windows users per Tenant (Customer). If you choose to create
Window users per Tenant, this requires a license per user.

Figure 5-2: Tenant Admin User (Windows)

Storage Connection =
Data Source: localhost\sqisysadmin Refresh
Authentication @ tegated O Sd

User id
Password:

NetSqAzMan DB: || =
ExpoeTenant N
Other Settings. master 5
model
4 msdb
- SysAdminAUDC_DemoUS

~| SysAdminaudiocodez
SysAdminEasyLync
SysAdminFinebak
SysAdminLTC_ailogic
SysAdminLTC_audio_codesat
SysAdminLTC_audiocodesat
SysAdminLTC_audiocodesdk
SysAdminNewvoice
SysAdminocshost
SysAdminOcshostCore
SysAdminOcshostFull
SysAdminocshostSBC
SysAdminTalkmail
SysAdminTenant
SysAdminTulipix
SysAdminwsc_ocshost
tempdb
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° Grant Access to Users — Customer/ Channel with Grant Access users (SSO Sign-In with

Azure AD user):

° This information is displayed under Security > Customer Admins

° Accounts managing multiple customers only require one license.

Figure 5-3: Account List

App Registration Application (Client) ID:

Show 1w 2 entries

d 1 Customerld

1 easylync

2 finebak

3 EnterpriseRTC
easylync

8 EnterpriseRTC

9 talkmail

10 MailVisien

1 EnterpriseRTC

16 Newvoice

7 easylyncusa

Showing 1 to 10 of 10 entries

Search:
Account
davide@audiocodes.com
davide@audiocodes.com
davide@audiocodes.com
Channel@ACLPS2.onmicrosoft.com
Channel@ACLPSZ.onmicrosoft.com
audcapac@audiocodes.be
davide@audiocodes.com
admin@ACLPS2.onmicrosoft.com
Channel@ACLPSZ.onmicrosoft.com

rani@audio-codes.biz

The guidelines are the follow:

B License per Admin

B #License = N (#Admin) x (SQL Server 2019 + 1 CAL per Admin User)

m  CPN=SW/UMP/SP/1A

@ The OS and SQL license are not included in the product pricing (UMP CPN). Customers must
order them separately.
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6.1

6.2

Implementing Anti-virus on UMP server

This chapter describes the recommended guidelines for running anti-virus software on the UMP-365
server.

sSQL

Running antivirus on a server with SQL installed, like the UMP server is not recommended. It is highly
recommended prior to the roll out of any virus-protection project to test the entire system under a
full load to measure any changes in stability and performance.

Virus protection software requires system resources to successfully execute tasks. Therefore you
must perform testing before and after you install your antivirus software to determine whether there
are any performance affecting issues that may arise on the computer that is running SQL Server.

When you configure your antivirus software settings, make sure that you exclude the following files
or directories (as applicable) from virus scanning. This improves the performance of the files and
helps make sure they are not locked when the SQL Server service must use them:

Exclude database files (MDF, LDF, and NDF)

Exclude the binaries / executable files (sqlservr.exe, SSAS, SSRS, SSIS etc.)
Exclude the library files

Exclude Backup files (full, differential or log )

Exclude Audit and trace files

Exclude Full-Text Catalog

Exclude Analysis, Reporting or Integration Services files

Exclude File Stream
For the UMP server also exclude the following directory:

B Exclude c:\acs

[ ] Disable on access scan

ASP.NET

As UMP uses ASP.NET with IIS, the below folders should be excluded for Antivirus:

B The physical file folders for the web sites content, whether it’s a local folder or a network
share.

The default location is mentioned below, however note that your content may reside in a
different directory as well. Check the path to your website and it’s virtual directories to
identify the correct path.

° C:\inetpub\wwwroot
®  .Net Framework config directory:
° C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG
° C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG
° C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config
° C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config
®  ASP.net temp file directory:
° C:\Windows\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files
° C:\Windows\Microsoft.NET\Framework64\v2.0.50727\Temporary ASP.NET Files
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6.3

° C:\Windows\Microsoft.NET\Framework\v4.0.30319\Temporary ASP.NET Files
° C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files

B |IS config folder: In case you are running IIS in shared configuration and your server hosts the
configuration on a different location, ensure to exclude it from the scan. More information
regarding shared configuration can be found here.

%SystemDrive%\Windows\System32\inetsrv\config\
B IS Temporary Compressed Files:

%SystemDrive%\inetpub\temp\IIS Temporary Compressed Files

Create UMP Service Account

This procedure describes how to define users and administrators for the Windows login account
service on the Service Provider domain. These users perform the following tasks to setup the UMP-
365 for the Service Provider operator before they can start onboarding customers. The following
actions are performed by the Windows Service account:

Install UMP-365 (see Chapter 8)

Create DNS Subdomains (see Chapter 9)

App Registration for Background Processing (see Chapter 10)
Define Invitation Settings (see Chapter 12)

Define Email Settings (see Chapter 13)

App Registration for Customer Admins (see Chapter 14)

Configure License (see Chapter 15)

Configure Service Provider Logos (see Chapter 16)

Secure networking between UMP, SBC and OVOC (see Chapter 17)

For configuration on the Microsoft Azure platform, ensure that you have Global Admin

@ permissions for both the Main Tenant and Service Provider operator tenant platforms. If
customers are using a backend SQL server, them the same account must be used to login
to the SQL server on the backend server.

To create a Windows UMP Service account:

1. Openthe Computer Management (Local) screen.

2.  Open the Local Users and Groups folder.

-31-


http://www.iis.net/learn/manage/managing-your-configuration-settings/shared-configuration_264

6. Implementing Anti-virus on UMP server

UMP-365

Figure 6-1: Computer Management

& Computer Management - [m| X
File Action View Help
L ARal:a (A=Y 7|
;é_" Computer Management (Local) Name Full Mame Description Actions
v m System Tools &jAdministrator Built-in account for administering... Users -
’ ® gask?;hedu\er &]DEfauItAccount A user account managed by the s... More Actions
’ g Ve TIewer &]Guest Built-in account for guest access t...
> | Shared Folders &lltadmin
v Local Users and Groups .
i %‘J Users " &]WDAGUtiIityAccount A user account managed and use...
[ Groups
> @ Performance
& Device Manager
|~ 2 storage
i o Disk Management
> i& Services and Applications
3. On the right-hand side pane, select Users > More Actions > New User.
Figure 6-2: New User
& Computer Management - [m| X
File Action View Help
= zEd=H
| & Computer Management (Local) Name Full Mame Description Actions
v m Syﬁ:ka;T:;d | &]Administrator Built-in account for administering... Users -
’ @ Ea; t‘: sauier &]Defaulmccount A user account managed by thes.. More Actions
’ g Ve TIEwer &]Guest Built-in account for guest access t..,
> | Shared Folders &Itadmin
v Local Users and Groups
%‘j U P &]WDAGUtiIityAccount A user account managed and use...
= Mew User...
G
> @) Pefo yiew »
.l._ Devic
v (23 Storage Refresh
&7 Disk Export List...
= .
v T Services:
o Help
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Figure 6-3: UMP Service Account

Mew User ? X
Iser name: |UI'U'IF' Service Account |
Full name: |UI'U'IF' Service Accourt |
Description: |UI'U'IF' Service Accourt |
Password: saEsEEES |
Corfirm password: |“""" |

Lser must change password at nest logan
[ ] User cannot change password
Password never expires
[ ] Account iz dizabled

Help Create Close

2. Enter the details of the new user to manage the UMP-365 Service
Account(recommended to set Password never expires option) and then click Create.

The new user is added.

Figure 6-4: New UMP Service Account User

& Computer Management - O X
File Action View Help
e=|zFE d=H
-3 Eﬁomputer Management (Local | Mame Full Name Description Actions
v i Syst:ka:s:sd ' &jAdminis’crator Built-in account for administering... Users -
’ g Ea; t;’ eduler E;jDEfau\tAccount A user account managed by thes... More Actions »
’ - VEnt Hiewer E;jGue;t Built-in account for guest access t...
» | Shared Folders &Itadmm
v Local Users and Groups
*‘J Users " &'UMP Service Account UMP Service Account UMP Service Account
[ Groups &jWDAGUt\IltyA:count A user account managed and use...

> @ Performance
& Device Manager
v {a‘ﬁ Storage
= Disk Management

> ?3 Services and Applications

3. Right-click the user and select Properties.
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4. Select the Member Of tab.

Figure 6-5: Account Properties

> () Performance
ﬁ Device Manager
v 23 Storage
w Disk Management
> 4 Services and Applications

# Computer Management - [m] *
File Action View Help
e 2@ XE = HE
& Computer Management (Local) Name Description Actions
~ ﬁg System Tools @Am, ini Built-in account for administering... Users -
> © Task Scheduler #,)Defd UMP Service Account Properties ? X |bythes.. More Actions
> E Event Viewer @Gue .
> @ Shared Folders yltad General Member OF  Profile UMP Service Account "
~ @l Local Users and Groups
] Users ﬁUM Member of: Maore Actions »
] Groups E;JWD @Users and use..

[

Changes to a user's group membership
are not effective until the next time the
user logs on.

5.  Click Add to add the UMP Service Account user to the Administrators group.

Figure 6-6: Administrators Group

UMP Service Account Properties [4 > |bythesm
Select Groups et
Select this object type:
|Gmup5 | | Chject Types... |
From this location:
|IL—E|F§ADE|—F‘C1 | | Locations.. |
Enter the object names to select (examples):

Administrators| Check Mames |
o] | o |
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UMP Service Account Properties ? * lh],r the s...

Select Groups x

Select this object type:

|Emups | | Ohject Types... |
From this location:
[IL-BRADB-PCT || Locations... |

Enter the object names to select (examples):

IL-BRADE-PC 1" Administrators Check Mames

T

Figure 6-7: UMP Service Account Properties

Built-in account for ad:

UMP Service Account Properties ? X
Ramote control Remote Desktop Services Profile Dialn
Genersl Member Of Profile Envirorment Sessions.
Mombar of-
*Uaeo

Changes 1o a user's group membership

Feie | arenct effective Lrtil the next tme the

user logs on
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Figure 6-8: Administrators Properties

Administrators Properties ? X
General
* Adminstrators
D v | Ader have complete and ur access
{to the computer/doman
Members:
’w
B UMP Service Account
Changes 10 a user's group membership
Add... Hermove e not effective until the next time the
user logs on.

[0k ][ coes

Aegly

Help

The example screen below shows a new group “UmpAdmins” that is created following the
installation. The Administrator who ran the installation is automatically a member of this group.

Figure 6-9: UMPAdmins

More Actions »

B Computer Management
File Action View Help
e @ XDz HM
A Computer Management (Local| Name Description
vl éz)ﬂ::;:d i & Access Control Assist... Members of this group can remot...
> Ul »
s Bl Event Viewer &Y Administrator UmpAdmins Properties ? X
> @ Shared Folders g?xpw;“ s
v & Local Users and Groups i ]
] Users QCW‘W‘
Y iGroops &% Device Ownerf b’ Ump Adming
> @be‘wme q‘*“""‘"ﬂ’cc
A Device Manager &% Event Log Rea ‘ :
v 5% Storage & Guests Descrption: \
> ¥ Windows Server Backug. | 8 Hyper-V Adm
# Disk Management &S USRS Memders.
> Ty Services and Applications || & Network Conf| | B Admntrator
GMwmmul
&% Performance )
¥ Power Users
& Print Operatod
&% RDS Endpoint
RDS Managent
& g
£ RDS Remote A
&% Remote Deskt (M
4 Remote Manay Changes to 3 user's group membership
& Replicator Add. Faroue | e not effective until the next tme the
ﬁ:Stouchepﬁd sl
it o) o] I [
5 SQLSever20055QLBro.. Members in the group have the re...
& UmpAdmin:
< >
6. Click Add to add other users to this group who you wish to administer the UMP-365.
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Figure 6-10: UMP Admin User

MNew User ? X
User name: |UI‘u'IF‘ Admin User |
Full name: |UMF' Admin User |
Desciiption: |UI‘u'IF‘ Admin User |
Password: |!O"ooo |
Confirm password: |"'"" |

User must change password at next logan
[] User cannot change password
Password never expires
[] Account is disabled

Help Create Close

7.  Enter the details of the new user to manage the UMP-365 Service Account(recommended to
set Password never expires option) and then click Create.

The new user is added.

Figure 6-11: New UMPAdmins User

& Computer Management — O X
File Action View Help
e @ c=H
(& Computer Management (Local) Mame Full Name Description Actions
e m Syst;ka;c:;d | &jAdm\mstrator Built-in account for administering... Users -

’ a; c.e e &jDefauItAccount A user account managed by the s... :

> (4] Event Viewer 1 o More Actions

= &jGuest Built-in account for guest access t...
> | Shared Folders &ilt dmi
admin

~ @ Local Users and Groups
| Users
[ Groups
> (%) Performance
:.].-_ Device Manager
v :\g Storage
= Disk Management
» _%; Services and Applications

&i UMP Admin User
&' UMP Service Account
¥, WDAGUtilityAccount

UMP Admin User
UMP Service Account

UMP Admin User
UMP Service Account

A user account managed and use...
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7 Installing the Prerequisites

This section describes how to install the prerequisites.

Do the following:

1. Create service account with local admin rights.
2. Server login with new service account.

3. Download the installation package from the following location: https://downloads-
audiocodes.s3.amazonaws.com/Download/AC UMP OVL ISO.html

4.  Mount the UMP-MT ISO file.

Before UMP SP can be installed, the server needs to be prepared by installing the
prerequisites by running the Install-UMPSPPrerequisites.ps1 script file running with
Administrator permissions (Admin mode).

Reboot server.

® To support the communication from the Frontend server (first server installed,
running the web applications) to the backend servers running SQL server, all servers
in the environment should use the same username and password, or be part of an
Active Directory Domain, sharing the same security context.

® m Logfiles of the Prerequisites installation are placed in:%localappdata%\ump-sp\.
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8 Installing UMP-SP

This section describes how to install UMP-SP. This installation must be run by the Windows UMP
Service account.

@ The details of the UMP Service account are displayed in the UMP Service Settings screen
(see Section 06.3).

To install UMP-SP
1. Login With Service account with the UMP Service account credentials.
2.  Mount ISO.

3. Open a PowerShell session, go to the iso partition (example d:\) and run the
install_multitenant.ps1 script.

4. From Mounted drive select:
file > Open Windows PowerShell - Open Windows PowerShell as administrator

Figure 8-1: Open Windows PowerShell

|| = Manage DVD Drive (D:) UMP-MT-2.0.2.347

D Open new window 4 g Open Windows PowerShell M

Type Size
H Open Windows PowefShell L4 % Open Windows PowerShell as administrator

B File folder
[Z] cnange folder ana search aptions File folder
File folder

o Help » File folder
File folder
x Close

# 3D Objects ¥ Syshdmin.Tenant
[ Desktop [ unzip
|| Documents
4 Downloads
D Music
=] Pictures
B Videos
5 05 (C)
DVD Drive (D) U
v

Windows Pov

Compressed

Application 164 KB

I@ Important: Password is shown in clear text in PowerShell.

5.  You are prompted for the domain/user/password of the local server (for workgroup use “.”
For the domain). The account entered must be the service account created above.

Figure 8-2: Installation Console
PS C:\multitenant>
PS C:\multitenant>
PS C:\multitenant> .\install multitenant.ps1
what is your domain?: .

What is your username?: administrator
What is your password?:
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8.1 Adding SSL Certificate to IIS Website
After installing the UMP-SP you must install the SSL certificate to the IIS Website.

To install the certificate:
1. Open Internet Information Services (1I1S) Manager.
2.  Click Windows Start and type IIS.

Figure 8-3: IIS

DEsL Mdwn

‘é\ Internet Information Services (11S) Manager
# Desktop app

3. Browse in the Connections pane to Default Web Site and select Bindings.

Figure 8-4: Default Web Site

Qﬁ Internet Informatien Services (II5) Manager — [m] x
' =
« @ » ump-training2-p b Sites » Default Web Site » @t @ -

File View Help

Connections )
Default Web Site Home
@ - Ly
-3 Start Page . =
- Filter: - ¥ G 1 Show All | Group by: - B~
~ .83 ump-training2-p (ump-trainil e © T how roup by: Area s
) Appl Pool ASP.NET - B Edit Site
2} Application Pools .
(8] Sites ) & P p ‘i P
=N Iy \ =
@ Drfault Web Site ] N~ ¢ [o5 S B4 “—:-?_s
MET NET MET Error NET  .NETProfile .NETRoles .METTrust .NET Users Application
Authorizat.. Compilation  Pages  Globalization Levels Settings

s W H @ & &

Connection Machine Key Pages and Providers ~ Session State SMTP E-mail <
Strings Controls 3
s . 8 5o
» — e = Browse Website
2 & h =0l - =y W E L.
2 9 » B @ & ¢ € & v
Authentic.. Compression Default  Directory  ErrorPages  Handler HTTP  ISAPIFilters  Logging
Document  Browsing Mappings Respon...
Advance
5 R > =
i i E G=
JIE <§ﬂ e = % Configure

MIME Types ~ Modules  Qutput Request  SSL Settings
Caching  Filtering

4. Click Add, select https, select your SSL certificate and click OK.
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6.

Figure 8-5: Add Site Binding

Connections

L5 e ]

'€y Start Page

v -85 ump-training2-p (ump-traini
1} Application Pools

(@] Sites

Q Default Web Site Home

E Not selected

Site Bindings ? X
Fill
A | Type  HostName Port I Address Binding Informa... Add..
http 20 =
> & Default Web Site Edit...
Add Site Binding ? X Remov
: P acdess: port
https < | [l Unassigned NI
Host name:
[ Require Server Name Indication
[ Disable HTTP/2
[ Disable OCSP Stapling
SSL certificate:
* fixedmobileuc.com v ‘ Select... | ‘ Vi ‘
EMS-Agent
| Cand |

Click Close.

Figure 8-6: Default Web Site

. 41 +hn
@3 Intemet Information Services (I5) Manager - [u] X
@) umpetrsining2p » Sites » DefaultWeb Site »
File View Help
0 Default Web Site Home
@-id &8 B eplore
€ Start P
o antfage Filter: -« % Go - GShow Al | Groupby: Area Edit Permizzion: - NSNNNNN
v 93 ump-training2-p (ump-traini e
2 Application Pools ASP.NET - -
v-[a] Sites & p T P indings..
> € Default Web Site Xz 0 = ~\’> é E& [ pasicsetings..
NET NET  NETEmor  .NET  NETProfile NETRoles NETTwst .METUsers Application View Applications
Authorizat... Compilstion  Pages  Globalization Levels Settings

Connection Machine Key Pages and
Strings Controls

2 9 s

Authentic.. Compression  Default
ocument
i < Fac!
MIMETypes  Modules  Output
Caching

Management

@

Providers

@

Directory
Browsing
=
o=
Request
Filtering

&

Session State SMTP E-mail

2

ErorPages  Handler HTTP
Mappings ~ Respon...
SSL Settings

&

1SAPI Filters

0

Logging

View Virtual Directories

Manage Website

& Restart

< >

Ready

[27 Features View || Content View

b st
| sop
Browse Website
[E] Browse *80 (http)
[B] Browse 443 (hitps)
Advanced Settings...
Configure
Limits...

b B

Restart IIS.
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9.1

Creating Customer DNS Subdomains

You can setup the DNS server connection between the customer’s domain and the service provider
domain using the following methods:

®  Fully Automatic process (DNS Hosting Provider resides on Azure): The creation of the DNS
subdomain including the creation of the TEXT and A-record is fully automated using the
Onboarding Wizard. This setup requires configuration on the backend UMP-365 device (see
Section 9.1)

B Semi-automatic process (DNS Hosting Provider does not reside on Azure): (Two-step
provisioning semi-automatic process):

For this option the customer starts the Onboarding process with option to automatically
create a DNS subdomain. However, this option is semi-automated because during the
Onboarding process the customer is prompted to create a TEXT record for validating their
subdomain and an A-record for IP address translation to the FQDN of the SBC device used to
manage calls on the customer site (see Section 09.2).

B Manual process (DNS Hosting Provider resides on Azure): The DNS subdomain is created
manually (see Section 9.3).

The Carrier tenant must keep at least one available license assigned to the tenant for one
C of the following Microsoft Office 365 Phone System user license types:

e E1 with Phone System
e E3 with Phone System
e Office 365 E5

The UMP-365 SQL database can be configured to support other license types upon
customer request.

Fully Automatic Provisioning

This section describes how to setup the customer subdomain using automatic provisioning. This
process runs the procedures described in Section 9.3 automatically.

Automatic DNS configuration requires one of the following roles:

| Domain Name Administrator

®  Global Administrator

For details, see Add a domain to Microsoft 365 - Microsoft 365 admin | Microsoft Docs

@ The automatic provisioning of the DNS subdomains requires pre-configuration as described
in Section 9.1.
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9.1.1 Before Provisioning

Automatic provisioning of DNS records and derived trunk domain fully automates the onboarding
process for a new tenant deploying the Microsoft direct routing model for service providers. The
wizard adds the new domain in the customer M365 tenant and validates it by an automated process
including:

B The creation of a TXT record in the Service Provider Azure DNS environment.

B The creation of a temporary activation user in the customer tenant with the newly created
domain assigned and licensed with a Microsoft Office 365 Phone System user license.

9.1.1.1 Registering DNS Application

@ This registration includes the generation of a Client Secret that is only displayed once. It
should be captured and saved for later configuration in the UMP Multitenant interface.

To register the DNS domain:
1. Inthe Navigation pane, select App registrations and then click New registration.

Figure 9-1: DNS Registration

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes
2 AudioCodes | App registrations < - X
Azure Active Directory

+ Mew registration &3 Endpoints £* Troubleshooting () Refresh L Download [ Preview features &7 Got feedback?
@ Overview

B8 Preview features
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure

h. We il continue to provide technical support and security updates but we will no longer

K Diagnose and solve problems provide feature updates. Appiications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Le
Manage
All applications  Owned applications  Deleted applications
& Users _—
& Groups £ Start typing a display name to filter these results Y Add filters

L. Roles and administrators This account isn't listed as an owner of any applications in this directory.

A Administrative units View all applications in the directory

B Enterprise applications
¥ Devices

I App registrations
2.  Enter the name of the new registration e.g. DNS_Client_Provisioning and then click Register.

Figure 9-2: Dns_Client_Provisioning

Home > AudioCodes - SQA LIVE

Register an application X

* Name

The user-facing display name for this application (this can be changed later).

DNS_Client_Provisioning| v

Supported account types

Who ean use this application or access this API?
®) Accounts in this organizational directory only (AudioCodes - SQA LIVE only - Single tenant)
(O Accounts in any organizational directary (Any Azure AD directory - Multitenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

() Personal Micrasoft accounts only

Help me choose

Redirect URI (optional)

We'll return the authentication response to this UR after successfully authenticating the user. Providing this now s optional and it can be
changed later, but a value is required for mast authentication scenarias,

Select a platform ~ | | eg. hitps:/example.com/autn

By proceeding, you agree to the Microsoft Platform Policies
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A new registration is created.

Figure 9-3: DNS Application Registration

s e e

Home > AudioCodes - SQA LIVE >

HH DNS_Client_Provisioning = *
Search [Ctrl+/) [il Delete & Endpoints [ Preview features
B Gverview 1@ Got a second? We would love your feedback on Microsoftidentity platform [previously Azure AD for developerl. —+
& Quickstart .
# Integration assistant # Essentials
Manage Display name DNS_Client_Provisioning Client credentials 0 certificate, 3 secre
. . Application [cient) ID  : bd2e21ca-bd43-49d3-a%c1-ac0519c 14e7d Redirect URIs : Add a Redirect URI
B granding & properties
Object ID : €9380a70-765e-4a60-8c36-cB82374c0e25 ‘Application |D URI Add an Application 1D URI
D Authentication
Directory (tenant) ID 6a217d07-8f6d-43da-bedS - 2cd8bdbe3b17 Managed application in ... : DNS_Client_Provisioning

Centificates & secrets
Supported account types : My organization only

{1l Token configuration

@ starting June 30th. 2020 we will no longer add any new features to Azure Active Directory Authenticatian Library (ADAL} and Azure AD Graph. We will cantinue to provide technical support and security updates but we will no

= APl permissions
onger provide feature updates. Appications will need ta be upgraded to Microsoft Authentication Library (MSAL) and Micrasoft Graph. Learn more

@ Expose an API

App roles GetStarted  Documentation
& Owners

& Foles and administrtors Build your application with the Microsoft identity platform

M Manifest

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modenm,
X ication solutions, Pls, ign- L 7

Support + Troubleshooting standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Leam morer

&2 Troubleshooting
B ew suppont request ® & m F = \5 h
] - .
- b J 3 .

3. Inthe Navigation pane, select App registrations. The new registration is listed.

Figure 9-4: New App Registration

S

Home > AudioCodes - SQA LIVE

AudioCodes - SQA LIVE | App registrations = - X

® Active Directory

+ New registration @& Endpoints ¢ Troubleshooting () Refresh 4 Download [ Preview features & Got feedback?
0 Overview
& Preview features %

@ starting June 30th, 2020 we will no langer add any new features ta Azure Active Directory Authentication Library [ADAL) and Azure AD Graph. We will continue to provide technical suppart and security updates but we will no longer

X Diagnose and sobve problems provide feature updates. Appications will need ta be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph, Leam more

Manage
All applications ~ Owned applications  Deleted applications
& Users —_—
& Groups [ ond F7 Add filters

85 External Identities

. 1 applications found
& Roles and administrators
Display name * Application (client) ID Createdon 1y Certificates & secrets

B Administrative units )
[ Ons_Client_Provisioning bd2e21ca-bd43-49d3-a8¢1-ac0519c14e7d 10/13/2021 @ Current

B Enterprise applications

O} Devices

I App registrations

(& Identity Governance

i Application proxy

% Licenses

B Azure AD Connect

¥ Custom domain names

4.  Click the new registration (Dns_Client_Provisioning) and then in the Navigation pane, select
Authentication.

5. Under Advanced Settings, select No to disable mobile and desktop flows.
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Figure 9-5: Advanced Settings

Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

5) DNS _Client Provisioning | Authentication & - x
£ Search (Ctrl+/) | 7 Got feedback?

B Overview ~+ Adda platiorm -
& Quickstart

# Integration assistant

Supported account types

Manage Who can use this application or access this API?

= Branding & properties

Accounts in this organizational directory only (AudioCodes - SOA LIVE only - Single tenant)

D Authentication (O Accounts in any organizational directory {Any Azure AD directory - Multitenant)

Centificates & secrets Help me decide

11l Token configuration
5 AP1 permissions

A& Dueton diff in supported functionality, we don't personal Microsoft accounts
@ Expose an API for an existing registration. If you need o enable perscnal sccounts. you can do 5o Lsing the manifest editor. Learn
B App roles
& Owners Advanced settings

. Roles and administrators ) N
- Allow public client flows ©

M Manifest
Enable the following mobile and desktop flows:

Support + Troubleshooting
= App collects plaintext password (Resource Owner Password Credential Flow) Learn more

£* Troubleshocting * No keyboard (Device Code Flow) Learn more .

& New support request - =

6. Click Save.

7. Inthe Navigation pane, select Certificate & secrets.

Figure 9-6: Certificates & secrets

BT

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

DNS_Client_Provisioning | Certificates & secrets = - X
Search (Ctrl+, A7 Got feedback?
8 Overview - - - . . . .
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at 3 web addressable location (using an HTTPS
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential,

# Integration assistant
Manage @ Appiication registration certificates. secrets and federated credentials can be found in the tabs below.

= Branding & properties

D Authentication Certificates (0) ~ Client secrets (3)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
1l Token configuration
New dient secret
© APl permissions
Description Expires Value © Secret ID
@ Expose an AP|
B App roles DNS 10/13/2023 475206b6-bf21-4€17-9392-1400ee2c4dbf [
. DNS_FMCUC 10/25/2023 e 174f6515-beae-4032-882b-d0177e0c95ad [y
dns-audio-code-co-il 2/15/2024 D e —— 19¢a70f5-51bf-418e-9f0c-9023c2717a8c Y m

&
&, Roles and administrators
B Manifest

Support + Troubleshooting
& Troubleshooting

B New support request

8. Click New client secret.
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Figure 9-7: New Client Secret

T

Home AudioCodes - SQA LIVE > DNS_Client_Provisioning Add a client secret X
DNS_Client_Provisioning | Certificates & secrets

Description [ oNS Audiocodes

£ Seard

(Ctrl A7 Got feedback?

Expires [24 months v

B overview
Credentials enable confidential applications to identify themseives to the authentication service when receiving tokens at a web

& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant
Manage @ Application registration certificates. secrets and federated credentials can be found in the tabs below.
B2 Branding & properties
9 Authentication Certificates (0) ~ Client secrets (3)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application p:
1! Token configuration

+ New client secret
o APl permissions

@ Bxpose an API Description Expires Value G sed
B App roles DNS 10/13/2023 MDZ* e marerns 4752
2 Owners DNS_FMCUC 10/25/2023 2Ho™ 746
&. Roles and administrators dis-audio-code-co-1 2/15/2024 19ca

| Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

o e

9. Enter a description, Set the Expires field to 24 months and then click Add.

Figure 9-8: Client Secret Added

D e e

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

DNS_Client_Provisioning | Certificates & secrets = - X
£ Search (Ctri+/) | A7 Got feedback?
B Overview .
& Quickstan @ Got s second to give us some feedback? — -

#  Integration assistant

Credentials enable confidential applications to identify themselves 1o the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B Branding & properties

B suhenticxtion @ rppication registration certificates. secrets and federated credentials can be found in the tabs below,

Certificates & secrets

Token configuration Certificates (0} Client secrets (4)  Federated credentials (0)

2 APl permissions ) o
A secret string that the application uses to prove its identity when requesting a token. Alsa can be referred to as application password.

@ Expose an API

+ New dient secret

HL App roles

& Owners Description Expires Value 0 Secret ID

&, Roles and administrators DNS 10/13/2023 MDZrresrssm 475206b6-bi21-4e17-9392-1400ee2c4dbf [y [ii]

W Manifest DNS_FMCUC 10/25/2023 2HgTTTT——— 74f655-beae-403a-882b-d0177e0c95ad [ [ii]

Support + Troubleshooting dns-audio-code-co-il 2/15/2004 [ 19¢a70f5-51bf-418e-9f0c-9b23c2717a8c [y [i]
. DNS AudioCodes 5/1/2024 OUIBQ~|_Dm hlesC5hr7KZ5chaRfrDSEo .. [y d8B0d278-dc17-4273-adb-7186251b5 .. [ [i]

&2 Troubleshooting

B New support request

10. Copy the Value to notepad as it must later be configured in the UMP interface.
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Figure 9-9: Copy Secret Value

= X - = %  bradb@audiocodes.com @
= Microsoft Azure P Search resources, services, and docs (G+/) = . 8 X AUDIOCODES - SQA LIVE @9

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

DNS_Client_Provisioning | Certificates & secrets X
9 Search (Ctrl+/) i A7 Got feedback?
B Oveniew R
& Quickstart @ Got 3 second to give us some feedback? =

# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Branding & properties

D Authentication @ Aopicaton registration cetifcates, secrets and federated credentil can be found in the tabs below

Centificates & secrets

11! Token configuration Certificates (0) ~ Client secrets (4)  Federated credentials (0)

< AP i i
ikt A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Expose an API

Hi App roles + New client secret

2 Owners Description Expires Value G Secret ID
&, Roles and administrators DNS 10/13/2023 MDZ’ 475206b6-bf21-4617-9392-1400ee2c4dbf [ 17,
I Manifest DNS_FMCUC 10/25/2023 74f65f5-beae-403a-882b-d0177e0c95ad 1 173

2 dns-audio-code-co-il 2/15/2024 fpeatalatnuty Copy to dipboard  0f5-51bf-418e-9f0c-9b23c2717a8c [ m
Support + Troubleshooting

DNS AudioCodes 5/1/2024 0UI8Q~I_Dm. hLesCSh7KZ5chaRfrDSEo ... [  d880d278-dc17-4273-adb9-718b251b5 ... 1 &
£ Troubleshooting
& New support request
< >

11. Inthe Azure Portal Home page pane, select DNS Zones.

Figure 9-10: DNS zones

K

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security ~ Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services, with Azure Active Directory. Tools for Teaching after you verify your academic status.

Azure services

= > o (%) w & 5 s -
Create a Azure Active DNS zones Resource Subscriptions  Cloud services VM images Hosts Cloudsimple  More services
resource Directory groups (classic) (classic) virtual...

9.1.1.2 Create A Records for Customer Sub Domains
It's necessary to configure the Service Provider domain that is used by its’ customers for direct
routing registered in Azure DNS, so that it can be configured by the UMP.
An A record should be created that points to the SBC site location FQDN. For example:
m  EMEA SBC = emeasbc.audiocodes.be = IP of EMEA SBC

If the customer wishes to create a site that uses EMEA SBC, an A record similar to the
following example should be created: -.audiocodes.co.il

®  USSBC = ussbc.audiocodes.be = IP of US SBC

If the customer wishes to create a site that uses US SBC, an A record similar to the following
example should be created: -.audiocodes.co.il
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During the Onboarding process, the TXT record is generated consisting of the SBC Site Name
(Customer Shortname) appended to the subdomain name i.e.
<shortcustomername>.emeasbc.audiocodes.co.il. For example, EnterpriseA.
emeasbc.audiocodes.co.il.

To create an A-record:
1. Intherelevant DNS Zone, click + Record Set.

Figure 9-11: Add Record Set

£ Search resources, services, and docs (G+/)

Home > DNS zones

DNS zones () audio-code.co.il = X
AudioCodes - SOA LIVE DNS zone
Create 5% Manage view ~ O Search (Ctrl+/) Record set | + Child zone — Move Delete zone () Refresh
g
- i " A Essentials JSON View
Filter for any field... L} D
Name B Activity log Resource group (move) Name server 1
sqa live teams global pw rg ns1-05 azure-dns.com.

Ao Access control (IAM)

@ audio-code.co.il Subscription (move] Name server 2
SOA LIVE Sub1 ns2-05.azure-dns.net.
Tags
@ sudio-codeses @ T
. Subscription 1D Name server 3
© sudio-codesorg ... ¢ Diagnose and solve problems 213a96df-89c2-4b3-9840-e99ea20ebact ns3-05 azure-dns.org

Name server 4

@ fmaccom o]  Seftings ns4-05.azure-dnsinfo.
N - m
@ trunkpack.com il Properties Tags (edit)
B Locks LiveCloudEny : qa-int
Monitoring You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow
more record sets to load.
B Alerts
. ) L Search record sets
G Metrics
Name Type ™ Value Alias resource type  Alias target
Automation
@ A 3600 62.219.91.154
&2 Tasks (preview) ns1-05.azure-dns.com
ns2-05.azure-dns.net.
3 NS 172800
& Export template @ ns3-05.azure-dns.org
. , . ns4-05.azure-dns.info,
o .
age o Support + troubleshooting Email: azuredns-host..

Figure 9-12: Add A Record

Add record set %

audio-code.coiil

Name

| customers \/l
.audio-code.co.il

Type

| A — Alias record to IPv4 address ~ ‘

Alias record set (D

©Yes O No

Alias type
@ Azure resource O Zone record set

Choose a subscription *

| sQALIVE sub1 |

Azure resource *

l qa-int-sbe3-ip ~ ]
TIL* TTL unit
| 1 ‘ ‘ Hours v ‘

-49 -



9. Creating Customer DNS Subdomains

UMP-365

2. Add an A-record to translate the site SBC shortname to its’ IP address and FQDN:

Enter the name of the customer subdomain.

From the Type drop-down list, select A-Alias record to IPv4 address.

Set the Alias record set to Yes.

Set the Alias type to Azure resource.

From the Azure resource field drop-down list, select the relevant SBC device.

Click OK.

The following confirmation prompt is displayed.

& Create record set

Successfully created record set "brad.customers

The figure below displays the newly added records.

Figure 9-13: Added DNS Records

L et

Home > DNS zones
DNS zones

—+ Create 8} Manage view

Filter for any field.
Name T

@ audio-codecoil
@ audio-codeses
@ sudio-codes
@ fmeu

@ munkpack.com

s.0rg

Page [ 1~ ot

9.1.1.3

@audio-code.co.il 2
NS 20ne

O Search (Ctri+/) + Recordset =+ Childzone —> Mave [il Delete zone () Refresh
X Expire: 2419200 B
@ Overview Minimum TTL: 300
B Activity log Serial number: 1
. A 3600 6221991.154
A Access contral (1AM)
customers A 3600 Public IP Address qa-int-shel-ip
@ Tags
aidlogics.customers A 3600 51.1397.95
& Diagnose and solve problems
aillogics.customers T 3600 MS=ms27839176
Settings
ailogdnspratest.customers A 3600 51.1397.95
Il Properties ~
P ailogdnsprotestaustomers MX 3600 0 ailogdnsprotest-cus..
B Locks - 7
silogdnsprotestoustomers ™ 3600 MS=ms73743276
w=spfl indludessptpr..
Monitoring autodiscover ailogdnsprotestcustomers  CNAME 3600 autodiscover.outiook....
B Alerts ailogs.customers A 3600 51.137.97.95
il Metrics alon.customers A 3600 51.137.97.95
Automation audio00codes.customers A 3600 Public IP Address qarint-sbel-ip
% Tasks (preview) brad.customers A 3600 51.137.97.95
! Export template M365x950135.customers A 3600 Public IP Address qga-int-sbet-ip
m365x350135.customers ™ 3600 M5=ms30004630
Suppart + troubleshoating
ocl.customers A 3600 Public IP Address qavint-sbcl-ip
@ Resource health
ocl.customers MX 3600 0 oc1-customers-audi...

@ New Support Request

Assign Access Control

M= meRRRNAIAT

On the created subdomain, assign access control to the app registration to allow the DNS Application
registration (Enterprise Application) to access the DNS zone. In this example, the DNS Application
DNS_Client_Provisioning needs access to the subdomain customers.audio-code.co.il. The permission
used to authorize this access is “DNS Zone Contributor”.

To assign access control:

1. Inthe DNS zone, select Access control (IAM).
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Figure 9-14: Access Control (IAM)

Home > DNS zones >

DNS zones () audio-code.co.il # - X
AudioCodes - SOA LIVE DNS zone
+ create €55 Manage view - 0 Bearch (Ctrl+/) < + Recordset —+ Childzone —> Move ~ [i] Deletezone () Refresh
[ Fitter for any field. © Overview g~ Esentios SSON View
B Activity log Resource group (move) Name server 1
Name T sqa_live_teams_global_nw_rg ns1-05.azure-dns.com.
© audio-code.coil wee | PR Access control (1AM) Subscription (move) Name server 2
@ Togs SOA LIVE Subl ns2-05.azure-dns.net.
@ audio-codes.es
2 o Subscription ID Name server 3
@ sudio-codes.om e Diagnose and solve problems 2132960/f-89¢2-4bf3-9840-699ea20ebac1 ns3-08.azure-dns.org.
. Name server 4
wer Settings
© fmauccom 9 ns4-08.azure-dnsinfo.
e
@ trunkpackcom Il Properties Tags (edit)
B tocks LiveCloudEny : qa-int
Monitoring You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow
B At more record sets to load.
erts
it | 9 search record sets
etrics
Name Type T Value Alias resource type  Alias target
Automation
@ A 3600 62.219.91.154
Tasks (preview) ns1-05.azure-dns.com.
ns2-05.azure-dns.net.
3 17,
151 Export template @ NS 2800 ns3-05.azure-dns.org.
P 1 f 1 ns4-05.azure-dns.info.
age |1 |o Support + troubleshooting Fmail azuredns-host

2. click Add > Add role assignment.
Figure 9-15: Add Access Control

R e e e e

Home > DNS zones > audio-code.co.l

DNS zones « A audio-code.co.il | Access control (IAM) - X

AudioCodes - SQA LIVE DNS zone

+ Create 5t Manage view Search (Ctrl+/) | « + Add L Downlpad role assignments ; fresh X Rem A Got feedback?

- © Overview " | Add role assignment

[ Fiter for any feld.. ats  Roles  Denyassignments  Classic administrators

Name 1 @ Activity log Add co-administrator

© audio-code.codl - ™R Access control gaM) My access

. @ Tags View my level of access to this resource. Grant access to this resource
@ audio-codeses
© audio-codesorg ... & Diagnose and solve problems E— Grant access to resources by assigning a role.
udio-
. Check access
@ fmeuccom e Review the level of access a user, group, service principal,
© tunkpackcom eIl Properties or managed identity has to this resource. Learn more o
- Add role assignmen| Leam more
& Lods Find © d
User, group, or service principal
Menitering O Wanaged identity View access to this resource
B Aerts [ search by name or email address View the role assignments that grant access to this and
il Metrics other resources.
Automation
&, Tasks (preview) Leam more 7
3 Export template
View deny assignments
page [ 1 [of Support + troubleshooting ¥ asslg
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Figure 9-16: DNS Zone Contributor' role

T

Home > DNS zones > audio-code.co.l >

Add role assignment - X

A7 Got feedback?

O Search by role name or deseription Type : All Category : All

Name Ty Description T, Type T4 Category T Details
Ouner Grants full access to manage all resources, including the ability to assign roles in Azure REAC BuiltinRole General View
Contributor Grants full access to manage all resources, but does not allow you to assign rales in Azure RBAC, manage ass... BuiltinRole General View
Reader View all resources, but does not allaw you to make any changes. BuiltinRole General View
Avere Contributor Can create and manage an Avere vFXT cluster. BuiltinRole Storage View
DNS Zone Contributor Lets you manage DNS zones and record sets in Azure DNS, but does not let you control who has access tot... BuiltinRale Networking View
Domain Services Contributor Can manage Azure AD Domain Services and related network configurations BuiltinRole None View
Log Analytics Contributor Log Analytics Contributor can read all monitoring data and edit monitoring settings. Editing monitoring setti... BuiltinRole Analytics View
Log Analytics Reader Log Analytics Reader can view and search all monitoring data as well as and view monitoring settings, includi... BuiltinRole Analytics View
Managed Application Contributor Role Allows for creating managed application resources. BuiltinRole Management + Gover... View
Managed Application Operator Role Lets you read and perform actions on Managed Application resources BulltinRole Management + Gover... View
Managed Applications Reader Lets you read resources in a managed app and request JIT access. BuiltinRole Management + Gover... View

assign Previous [ Next

3. Configure the role assignment as shown in the figure below.

Figure 9-17: Add role assignment

Home > DNS zones > audio-code.coil

Add role assignment X
A7 Got feedback?
Role  Members® Review + assign

Selected role DNS Zone Contributor

User, group, or service principal

(O Managed identity

Assign access to

Members + Select mem|

rs

Name Object ID Type

No members selected

Description Optional

+ assign Previous Next

4. Search for the DNS Registration that you created in Section 9.1.1.1 and then click Select.
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Figure 9-18: Select Members

Select members X

Select (O

| dnsl

DNS_Client_Provisioning

Selected members:

No members selected. Search for and add one or more members
you want to assign to the role for this resource.

Learn more about RBAC

e o]

Select members X

Select
| dns

No users, groups, or service principals...

Selected members:

DNS_Client_Provi
Remove
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5. Return to the Access Control (IAM) tab. The new DNS Zone Contributor permission is
displayed.

Figure 9-19: DNS Zone Contributor Permission Added

= i Search resources, services, and docs (G+, 5] s 7 fom) bradb@audiocodes.com @
Microsoft Azure 2 e t: AUDIOCODES - QA uve WP

Home > DNS zones > audio-code.co.

DNS zones R audio-code.co.il | Access control (IAM) X

AudioCodes - SQA LIVE DNS zone
+ Create 5% Manage view .- O Search (Ctrl+/) + Add | Download role assignments == Edit columns () Refresh 47 Got feedback?
9 9
~ CloudTeam Cost Management Management groug -
c g 9
Filter for any fiel © Overview O - Group Export © (Inherited) None
Name * @ Activity log ' Cost Management Reader
. ) Ro Access control (IAM) CloudTeam Cost Management
© audio-codecoil [ .k Group ) 9 Subscription (Inherited)  None
© suciocod @ Toos Reader
audio-codes.es =3 CloudTearr Cost Management Management groL
& . 9 N
o - v.. &% Diagnose and solve problems u . roup Reader @ (Inherited) one
udio-codes.or 1 o
N S tribut
@ fmcuccom s+ Settings NS Zone Contributor
. DNS_Client_Provis DNS Zone Contributor
@ trunkpack.com ==« |l Properties [ App This resource None
b te0s —
Monitoring alexr : i ited)
O alexr@hdvoip.org V5 Owner © Subscription (Inherited)  None
B Alerts Brad Brzezinski : ;
[ (Guesn User Owner @ Subscription (Inherited)  None
il Metrics —
Gadi Holdengrebe
X ser Owner © ubscription (Inherited) None
] (Guest u Owner ( Subscription (Inherited) N
Automation 0 Gadi Holdengrebe . rerited
5, ek i) admin@Audioc,, USEr Owner @ Subscription (Inherited)  None
s Foreign Principal | ) ! )
%) Export template O & ' Foreign principal Owner @ Subscription (Inherited) None
Gil Ben-Ami )
Page | 1~ |of1 Support + troubleshooting [} (Guest) User Owner © Subscription (Inherited)  None

9.1.1.4 Configure DNS API

This section describes how to configure the DNS API after you have completed the Microsoft Azure
configuration. This configuration includes the Azure settings based on the configuration in Section
9.1.1.1 and the adding of DNS records for each region site locations based on the configuration in
Section 9.1.1.2.

To configure DNS API:

1. Inthe UMP SP Main Tenant Main Page, open the DNS API Configuration screen (System > DNS
API Configuration).

Figure 9-20: DNS API Configuration- Azure DNS Hosting Platform

= P
Tenant Id Name Sbe FQDN Ip Address
63217d07-8f6d-43da-bed5-2cdBbdbe3b17 ocl.customers.audio-c || ocl.customers.audio-cc | 51.137.97.95
Client 1d Add Reset Fqdn Resolve Address
bd2e21ca-bd43-49d3-a9¢1-ac0519c14e7d -
#  Name Sheld Fqdn Ip Address
Client Secret
1 OC1SBC z customers.audio-code.co.il 51.137.97.95 Edit
Subscription Id 2 oczseC 3 customers.audio-code.co.il 52178.43.85 Edit
213296df-89c2-4b{3-9840-e99ea20ebac
3 testl 2z customers.audio-code.co.il 51.137.97.95 Edit

Resource Group Name
sqa_live._teams_global_nw._rg
Dns Zone

audio-code.co.i

Apply Changes | Reset Changes

Copyright © 2020 AudioCodes.
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2.  Configure parameters as described in the table below.

Table 9-1: DNS API Configuration
Parameter Description

Tenant Id Directory (tenant) ID for the UMP (extracted from
the Overview page in the Azure Portal for
registered UMP).

Client Id Application (Client) id for the UMP (extracted from
the Overview page in the Azure Portal for
registered UMP).

Client Secret Client Secret for the UMP (extracted from the
Certificates & Secrets page for the registered UMP).

Subscription Id Azure Subscription Id for the Service Provider
account.

Resource Group Name Resource Group name of the Azure subscription.

Dns Zone DNS zone of the Azure subscription.

m  Client ID is the ID from the Registered App Application (client) ID

B Tenant ID is the Service Provider M365 Tenant ID and can be taken from the App Registration
Directory (tenant) ID

B Client Secret is the value taken from the Registered App and only shown during creation

Figure 9-21: Extract IDs

Home > AudioCodes - SQA LIVE >
s: DNS_Client_Provisioning = X
Ly
Search (Ctr+/) [i] Delete & Endpoints [ Preview features
B overview

@ Got = s=cond? We would love your feedback on Microsoft identity platform (previcusly Azure AD for developer). —

& Quickstart
#  Integration assistant A Essentials

: DNS.Client Provisioning

Manage

= . . ent) D : bd2e21ca-bdd3-49d3-a0c1-ac0519¢c14e7d
B Branding & properties
* e93B0a70-765¢-4a60-8c36-cBB2374c0e25
3D Authentication

a217d07-816d-43da-bod5-2cd8bdbe3b 17

Centificates & secrets n
+ My organization only

! Token configuration

& APl permissions @ starting June 30th, 2020 we will na longer add any new features to Azure Active Directory Authentication Library [ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no
longer provide feature updates. Appiications will need to be upgraded to Microsoft Authentication Library [MSAL) and Migrosoft Graph. Leam more

@ Expose an API

B App roles GetStarted  Documentation

& ovmers

&, Roles and administrators Build your application with the Microsoft identity platform

| Manifest
The Microsoft identity platform is an authentication service. open-source libraries, and application management tools. You can create modern,

E - 1 . 3 dd sign-in for you " eam morer
Support + Troubleshooting tandards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Leam more

& Troubleshooting

& New support request a @ ﬂl F \6
¢ E
- L ¥ e v
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Figure 9-22: DNS zones

AT )

Home > DNS zones

DNS zones

t Create €5}

Name T

@ sudio-code.coil

© audio-code.co.il =

e

Manage view 5 Crles

@ Overview
@ Activity log
Ao Access control (JAM)

@ Tags

& Diagnose and solve problems

& Recordset -+ Childzone —> Move ~ [i] Delete zone

A Essentials

D
96df-89c2-4bf2-9840-e9%ea20ebac

O Refresh

Name

JSON View

@ ima Settings o ’Js‘;zu‘wc‘;m.mk
@ trunkpack.com Il Properties Tags (edit
B Locks LiveCloudEny : ga-int
Monitoring © You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow mare record sets to load.
 Alerts 1 record sets
fil Metrics Name Type T Value Alias resource type Alias target
Automation A 3600 62.219.91.154
o ek ) ns1-05.azure-dns.
o empie G e
Email: azuredns-host...
Support + troubleshooting Host: ns1-05 azure-dn
poge [ 1 i R New Support Reques ity
Serial number: 1 v
®m  Subscription ID is the Subscription ID taken from the DNS Zone
B Resource Group Name is the Resource group where the DNS Zone is created
B DNS Zone is the name of the DNS Zone
3.  Ontheright side of the screen, click Add to configure a new DNS subdomain region for the

customer:

° Name: Region SBC name. During the Onboarding process, this name is appended to the
subdomain name (FQDN below) to form the TXT record. For example
‘ocl_sbc.customers.audio-code.co.il’. In the Onboarding wizard DNS setup, this entry
appears as in the Regions drop-down list (see Section 9.1.20 below).

° Shcld: Id of the SBC device in the SQL database.
° Fqdn: A-Record added for the region SBC in Section 9.1.1.2.
° IP Address: IP address of the region SBC device.

Name Shc

ocl.customers.audio-code. v

Figure 9-23: DNS Regions Table

FQDN

Resolve Address

ocl.customers.audio-code.cc

Ip Address

51.137.97.85

Add Reset Fqdn
Sheld
1 OC1_5BC 2
2 OC2_5BC 3
3 test1 2

Another example below shows two different DNS regions configured, one for region

Ip Address
customers.audio-code.co.il 51.137.97.95 Edit
customers.audio-code.co.il 52.17843.85 Edit
customers.audio-code.co.l 51.137.97.95 Edit

“customers.audiocodes.be” and one for EMEA “customerslatam.audiocodes.be”.

APAC
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Figure 9-24: DNS Subdomain Mapping

— #® 2 win.TuDOR
Tenant |d Name Sbe FQDN Ip Address
1911c65¢-893b-42f9-83fa-66c 1b86TdES 51.124.68.108_SBC - customers.audiccodes.t 13.80.148.30
Client Id Add Reset Fqdn Resolve Address
157a202d-ecOb-4fd7-8de5-b412b20b6907 [
# Name Sbeld Fgdn Ip Address
Client Secret
11 APAC i customers.audiocodes.be 13.80.148.30 Edit
Subscription Id 12 EMEA 2 customerslatam.audiocodes.be 23.97.197.41 Edit
€1d216b3-fc1c-4578-a97¢-81e101dde515 -
Resource Group Name
audiocodesbe
Dns Zone
audiocodes.be
Apply Changes Reset Changes
N
Copyright © 2020 AudioCodes.
Table 9-2: DNS Subdomain Mapping
Parameter Description
Name The name of the managed SBC device.

SBCID The ID of the SBC device.
FQDN The FQDN of the SBC device.
IP Address The IP address of the SBC device.
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9.1.2 Provisioning
This section describes how to automatically create the DNS record using the Onboarding wizard.
To create the subdomain:

1. From the Main Provider Dashboard / Tenant view, select Actions ° .
Figure 9-25: M365 Tenants

s suilabie Users: 100000/ Available Tenants: 91
Sysacminkitversion: £0.100.0 .
Show 128 entries Sawch
T Tenant State Systdmin Oeployment State
e Deployed Cepieyed ton | Deer | Do
22180854 s
Depieyed Depioyes ton | Dee | Do
180738 P

Finatak Depieyed Oepioyed fon | Dee | Do
MadVision EMEA Deployed Depiayed for | Dee | De
ntwvsic Depleyed Deployed fn | D | Do
T EMEA Depleyed Deployed fn | Deer | O
Tubpn Resdyforfemave ResdyForfemene 5% | Do | De Caee

The Onboarding interface opens.

Figure 9-26: Add New Customer

o M365 Tenant X

Add New Customer
Pending Customers (2)

Reset  Session expires in: 09:49

2. Click Add New Customer.

3. Select the tenant of the new customer.
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Figure 9-27: Select Tenant

SELECT TENANT

Tenant

audic-code_co_il

Figure 9-28: New Customer

° M365 Tenant ° M365 e Voice Route

Full Customer Name

Brad

Short Customer Name

Brad

License Type

O Hosted Essential O Hosted Essentials+ @® Hosted Pro 50

M365 Authentication
O Send link to customer IT administrator for authentication:

® Use M365admin account with known password

IM365x36013154.onmicrosoft.com ey

4.  Enter the Full Customer Name and the Short Customer Name (this name will be used to

identify the site SBC).
Select either the Hosted Essentials+ or Hosted Pro License Types.

6.  Enter the number of user licenses required.

7. Enter the M365admin account credentials or send a token link to the administrator (see

Section 30.5).
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Figure 9-29: Validating Credentials

° M365 Tenant e M365 ° Voice Route X

Validating credentials, please wait! On succesfull authentication the wizard will continue.

G

Figure 9-30: DNS Provisioning

© 1365 Voice Rout x

Region/Country
QOC1_SBC hd
Ip Address
51.137.97.95
Sbe
ocl.customers.audio-code.co.il [51.137.97.95]
Domain Name
customers.audio-code.co.il
Sbc Site Name MNote: You won't be able to change the sbc site name after adding the PSTN Gateway!
Brad
License Plan

¥  Reload

Mo License Plan Available! Make sure to free the license(s) for a plan and reload

Bach Im

8.  From the Region/Country drop-down list, select the relevant region of the customer site SBC.
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Home.

Users ~

Active users
Contacts
Guest users

Deleted users

Teams & groups v

Roles ~

Resources v

Billing v

Support v

Settings ~

Domains

Search B intelligence
Org settings
Integrated apps

Partner relationships

2 sewp
Raports v

Health v

Admin centers

@ Secunty

Waiting for browser pipearamicrosoft.com.

Microsoft 365 admin center

Home.

Active users

\ Add 3 user

O Adele vance
‘Alex Wilber
Allan Deyoung
Automate Bot

Bianca Pisani

0O 0O 0O 0O 0 o

Cameron White

hrigfje Cli

Conf Room Adams

Conf Room Baker

Conf Room Crystal

Cont Room Hood

Conf Room Rainier

0O 0 0O o o0 o

Conf Room Stevens

T User templates

Brian Johnson (TAILSPIN)

& Add multiple users

Figure 9-31: Active users

2 Search

Multi-factor authentication

Refresh €, Reset password

ompiance . Enterprise M

ce , Enterprise Mobilty = Secu

Export users

Q@ Help & support

(3 Give feedback

| & rHome
Contacts
Guest users
ed users
' Teams & groups ~
Fa Roles v
B Resources -
S siling ~
0 support v
& Settings ~
Domains
Search & intelligence
Org settings
Integrated apps
Partner relatisnships
&£ Sewp
b Reports v
P Health

9.
10.

28 Contoso Electronics

Admin conters

®  Secunty

Open the Microsoft 365 admin center for the customer tenant.

In the Navigation pane, select Users > Active users.

Microsoft 365 ads

Contosa

+ Add cards

Micrasolt Teams

Support remote workers with

Teams

Figure 9-32: Active Users

P Search

Learn how to manage Teams for remte work. with setup guidanca, shart

@ Teams is on for your organization

©  Check setup status for new Teams users.

© Guestaccess s on

User management

Finish setting up Office 365 E3

Now it's time ta install your Office apps

) Dark mode

£ What's new?

With your Office 365 E3 subscription, you get the latest varsions of Word. Excel, PowarPoint and Outlook

Go to guided setup

User management

Add, dit. and remove user sccounts, and reset passwords.

Add user

Edit a user

Reset password

Billing

$0.00 1o bairce

Balance

Subscription

@ Help & support

[El Gwve feedback

11.

Select any licensed user.
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Figure 9-33: Select User

:EConmso Electronics rosoft 365 admin center P Sesrch

= Home O X
& Home
Active users
R Users -~
1 Active users
e , Addauser (3 Multi-factor authentication () Refresh 2, Deleteuser €, Resetpassword [ Manage product icenses S Manage roles -
Guest users
Deleted users O Display neme T semame
A Teams & groups v O Adste vance Misrosoft 365 65 Complance. Entrprse Moty - Se L
Fa Roles e O Alex Wilber Microssit omphiance, Enterprise Mobist
(B8 R - O Allan Deyoung AlanDEMIE5H36013154 O Unceried
2 Eiling v
O Automate Bot @M365:36013154 OnMicrosotc Unlicensed
0 support v .
O  Bianca Pisani BioncaPBM365x36013754 OnM Unlicersed
@ Settings ~
O Brian Johnson (TAILSPIN) P Briani@M6 3154 OnMicrosoft.com
Domains
oo S K Rpe O cameron white Pp—" pv—— Unkcensed
Org settings B Christie Ciine Q, ! CnisteCOMBE5:36013154 OnMicrasoftcom Microsoft 365 €5 Comphance . Enterprise Mobilty + Sec|
Integrated apps
0 conf Room Adams 5013154.OnMicroscfe.com Unlicensed
Partner relationships
Fypre O Conf Room Baker 5136013154 Onblcrasch.com Uriicersed
B2 Reportz w 0 ConfRoom Crystal 54.0nMicrosofcom Unlicensed
@ Health ~ O  conf Room Hood Unlicensed
O Conf Room Rainier Unlicersed
Admin centers
® Secui O  conf Room Stevens Unlicersed
ecurity
= O Debra Berger Debratio Enterprise Moty = Sed
o0 o
i goContoso Electronics  Microsoft 365 admin center Search
= Home > Active users 5
@ Home Acti
ive users
2 uses A Christie Cline
1 Active users g\i \ Resetpassword (3 Block sign-in 2, Delete user
o , Addauser {3 Multi-factor authentication () Refresh R, Deleteuser ©\ Resetpassword [ Manage product licenses S Menage roles <+
ontacts hange photo
Guest users =
leted user: Display name 1 me Lcenses
Dol et Account s Lcensesandapps  Mail  OneDrive
"® Teams & groups ., O Adele vance
fo Rokes M O Alex Wilber Microsot ompiance Select location *
, v United States
B Resources O Allan Deyoung Unlicensed
B siling v
O Automate Bot U
¢ Licenses (0) ~
Q suppont v
O sianca Pisani 3651360 Unlicensed
@ settings A
O 8rian Johnson (TAILSPIN) Unlicensed
Domains
Search & intefigence O cameron white Unicensed
Org settings ®  Christie Cline Microsoft 365 £S Complance , Enterprise Mobiity = Sect Microsoft Power Automate Free
Integrated apps 9999 of 10000 licenses available
O Cont Room Adams Unlicensed
Partner relationships Office 365 €3
1.0f 2 licenses available
2 s O Conf Room Baker
% Office 365 E5
K2 Reports v O Conf Room Crystal Crystal@M3 <om Unlicensed 10f 20 licenses available
. N L Windows 10/11 Enterprise E3
D Health v O cont Room Hood HoodDM3E536013154 OrMicrosoftcom Unicensed Wiadow
N 18 of 20 licenses available
Conf Room Rainier
Admin centers il
° O ConfRoom Stevens s X Un
e O Debra Berger Micrasoh 365 £5 Complonce, Enterprise Mobity + Sea
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: 9% Contoso Electronics

@ Home

R Users

1 Active users
Contacts
Guest users

Deleted users

. Teams & groups
Fa Roles

B Resources

S siling

Q@ support

& Settings
Domains
Search & inteligence
Org settings
Integrated apps

Partner relationships

S

Setup

1Y

Reports

D Health

Admin centers

©  Security

Microsoft 365 admin center R search
Home > Active users
Active users
, Addauser (3 Multi-factor authentication () Refresh Delete user

O Displayname 1
O Adele vance
O Alex Wilber

- O Alan Deyoung

- O Automate Bot

- O Bianca Pisani
O rian Johnson (TAILSPIN)
O cameron White
Christie Cline Q i ChristeCOM3ES360131
O ConfRoom Adams
O Conf Room Baker

< O confRoom Crystal

v Conf Room Hood

Figure 9-34: Disable License

O Cont Room Rainier

O ConfRoom Stevens

) Debra Berger DN S Onkcrasscom

Unicensed

Christie Cline
s 3, Reset password Block sign-in 2, Delete user

Licenses and apps

@ Your changes have been saved

Select location *

| United States

Licenses (0)

Enterprise Mobility + Security ES

20 licenses available

Microsoft 365 E5 Compliance

20 licenses available

Microsoft Power Automate Free
9999 of 10000

Office 365 E3

o
5

12. Deselect the licenses that are currently enabled for the user, and then save the changes.

|®

The following licenses can be made available:

e E1 with Phone System
e E3 with Phone System
e Office 365 E5
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Figure 9-35: Reload License Plan

1365 Tenant © viss € voice Route x

Region/Country
OC1_SBC bt
Ip Address
£1.137.97.95
Sbc
ocl.customers.audio-code.co.il [51.137.97.95]
Domain Name
customers.audio-code.co.il
Sbc Site Name MNote: You won't be able to change the sbc site name after adding the PSTN Gateway!
Brad
License Plan

v }{':joad

No License Plan Available! Make sure to free the license(s) for a plan and reload

13. Click the Reload button to reload the license plan for the customer. The system is refreshed
and searches for an available license for the tenant. The license plan is loaded. In the figure
below, the OFFICE 365 E5 license is loaded.
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Figure 9-36: License Plan Loaded

o M365

o Voice Route x

Region/Country
OC1_SBC
Ip Address
£1.137.97.95
Sbe
ocl.customers.audio-code.co.il [51.137.97.95]
Domain Name

customers.audio-code.co.il

Sbc Site Name Note: You won't be able to change the

Brad
License Plan

OFFICE 365 E5

The new tenant is added.

sbe site name

v Reload

after adding the P51

Figure 9-37: New Tenant Added

(1) M365 Tenant

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --

o M365

During the script processing, the TXT record is created, the domain is created, then the TXT
record is deleted and the A-record is created, and then at the end of the process a user is
created with an OFFICE 365 E5 license.
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Figure 9-38: Domain Created

) M365 Tenant Voice Route x

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: Brad.customers.audio-code.co.il Value: M5=ms61625868

-- CreateDomain task completed --

-- Getting configuration... --

-- Tenant Manager Configured --
ConfigurePSTN Gateway task started

-- TXT Record added to service provider DNS --

-- Verifying domain [Try: 1/3]... --

Iy
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Figure 9-39: A-Record Created

=
(1) M365 Tenant : o Voice Route x
N

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: Brad.customers.audio-code.co.il Value: MS=ms61625868

-- CreateDomain task completed --

-- Getting configuration... --

-- Tenant Manager Configured --

-- ConfigurePSTN Gateway task started --

-- TXT Record added to service provider DNS --

-- Verifying domain [Try: 1/3]... --

-- Domain verified --

-- TXT Record deleted from service provider DNS --

-- A Record added to service provider DNS -- ke
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Figure 9-40: User Created

M365 Tenant © 65 © voice Route %

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: Brad.customers.audio-code.co.l Value: M5=ms61625868

-- CreateDomain task completed --

-- Getting configuration... --
-- Tenmant Manager Configured --
ConfigurePSTN Gateway task started
-- TXT Record added to service provider DNS --
-- Verifying domain [Try: 1/3]... --
-- Domain verified --
-- TXT Record deleted from service provider DNS -
-- A Record added to service provider DNS -- L
-- User created with OFFICE 365 ES license--
-- Verify and Configure Domain task completed --

Back to M365 Scripts

The newly created domain is displayed under Online PSTN Gateway drop-down list.
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Figure 9-41: Online PSTN Gateway

8 configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway Brad.customers.audio-code.co.il v
M365 Onboarding Script 0365_PAI vi B
M365 Cleanup Script Default Script v

Customer Variables Value

14. Complete the Onboarding wizard as described in Section 30.2.1.
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9.2

9.2.1

Two-step Provisioning

This procedure describes how to add the new customer subdomain in a partial automation process
where during the Onboarding wizard run, the customer is prompted to generate the TXT and
A-Record. Once created, the script creates the subdomain and adds it under the Custom domains on
Azure.

Before Provisioning

Before proceeding, ensure that you have chosen a subdomain on your DNS hosting platform and
added the entry to the DNS subdomain Mapping table as described in Section 9.1.1.1.

Do the following:
1. Open your custom DNS hosting platform and chose the desired subdomain.

Figure 9-42: Custom DNS Zone

+ Recordtoevoegen | B DNStemplate invosgen & Bulkwizigen 'V Fiter | & Exporteren ~

NL-QA-UMP-221 activecommunications.eu A ~ 20.93.133.186 14400 v x

officewsbapps. activecommunications.eu A ~ 84.53.66.60 86400 v x
ProTokenCust1,activecommunications.eu A v 23.97.197.54 14400 v X
A v 51.124.43.46 4400 v X

shc4obi activecommunications.eu 4 ~ 40.91233.177 4400~ X
sip.activecommunications.eu 4 ~ 84.53.66.61 26400 v X

ump-access activecommunications e A ~ 511387335 400~ x E
ump-walter activecommunications.eu A v 52.178.102.123 400 v X
wac.activecommunications. eu A ~ 84.53.66.60 86400 v X

autodiscover, activecommunications. eu CNAME W autodiscover,outiaok com 86400 v X

transfer activecommunications.eu CNAME v acs-transfer.azureedge.net 3600 ~ X
ump-tobi.activecommunications.eu CNAME ~ ump-tobl. westeurope.cloudapp.azure.com <4 v X
www.activecommunications. eu CNAME W www.audlocodes.com 86400 v X

activecommunications.eu ~ 100 2007 activecommunications.eu 86400 1 ¥, x

activecommunications.su MK v | SO activecommunications-su.mail protection.oulook com 3800 v |

2.  Inthe UMP SP Main Tenant Main Page, open the DNS API Configuration screen (System > DNS
API Configuration).
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Figure 9-43: DNS API Configuration- Custom DNS Hosting Platform

= A8
Tenant Id Name sbe FQDN Ip Address
5112468108.58C v | istomersaudiocodesbe | 13.80.148.30

Client Id Add Reset Fqdn Resolve Address

Sbeld  Fqdn Ip Address

Client Secret

11 APAC L pa.activecommunications.eu 13.80.148.30 Edit

A 12 EMEA 2 saactivecommunications.u 239719741 £t
nfiguration
s DemoBAD 3 P =
¥ Resource Group Name

Dns Zone

Apply Changes | Reset Changes

Copyright © 2020 AudioCodes.

3. Onthe right side of the screen, click Add to create a new DNS subdomain for the customer
with the following values:

° Desired region name, for example APAC or EMEA

e  The domain name which may represent a specific region for a customer. For example, in
the screen below, the domain for activecommunications.eu has three subdomains
defined, one for region EMEA which is represented by ea.activecommunications.eu, one
for the APAC region with pa.activecommunications.eu and a test region DEMOBRAD with
ga.activecommunications.eu.

° IP address of the SBC device used to manage SBC calls in the region

Table 9-3: DNS Subdomains Mapping Table

Parameter Description
Name The name of the managed SBC device.
SBCID The ID of the SBC device.
FQDN The FQDN of the SBC device.
IP Address The IP address of the SBC device.
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9.2.2 Provisioning

This procedure describes how to run the Onboarding Wizard to provision a DNS subdomain using the
two-step method.

Do the following:

1. From the Main Provider Dashboard / Tenant view, select Actions ° .
Figure 9-44: M365 Tenants

Customer Mame ' Tenant State. Sysdmin Deployment State.

Deployed

The Onboarding interface opens.

Figure 9-45: Add New Customer

o M365 Tenant X

Add New Customer

Pending Customers (2)

| Reset  Session expires in: 09:49

2. Click Add New Customer.

3. Select the tenant of the new customer.
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Figure 9-46: Select Tenant
SELECT TENANT
Tenant
audic-code_co_il
Close
Figure 9-47: New Customer
X

Full Customer Name

demoBrad

Short Customer Name

|
demoBrad|

License Type

@ Hosted Essential O Hosted Essentials+ O Hosted Pro

[:&

4.  Enter the names for the new customer, select either Hosted Essentials+ or Hosted Pro, and

then click Next.
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::1 ) M365 Tenant

B configure M365 default ruuﬁ_‘lg

Figure 9-48: Configure Default Routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway

M365 Onboarding Script

M365 Cleanup Script

Please select

Default Script

Default Script

Customer Variables Value

5.  Click Here to Provision M365 Domain and DNS Automatically.

™ e
:\1 ) M365 Tenant

Region/Country
DEMOBRAD

Ip Address
51.124.43.46

Sbe
172.16.5.90_SBC

Domain Name

ga.activecommunications.eu

Sbhc Site Name Note: You won't be able t

demoBrad [
License Plan

OFFICE 365 E5

Figure 9-49: DNS Configuration

¥ | Reload

ange the sbec site name after adding the P5

™

1ateway

«-»
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6. From the Region/Country drop-down, select the newly created region e.g. DEMOBRAD that
you added in Section 9.1.1.1.

7. Select the configured License Plan of the user e.g. Office 365 E5.

The Microsoft Office 365 Phone System user license should be preloaded as described in
c@ Section 9.3.2. If not, make a license available and then click Reload. The system is refreshed

and searches for an available license for the tenant. The license plan is then loaded. The

following license types can be made available:

e E1 with Phone System

e E3 with Phone System

e Office 365 E5

A new domain and DNS TXT record is created by the Onboarding script.

Figure 9-50: TXT Record Created

i M365 Tenant e Vioice Route *

Processing Add Mew Pstn Gateway...

-- CreatePstnGateway task started --
== Getling cunfigumtion... ==

-- Tenant Manager Configured -- [k
-- Domain created --
TXT Record Name]demoBrad.qa.activecommunications.eu[Value

-- CreateDomain task completed --

Verify And Configure Domain

8.  Copy the full record name <customername.domainname> and the TXT values to Notepad.

9.  On your DNS Hosting platform, configure a new record with the values that you copied above,
and then confirm.
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Figure 9-51: Enter TXT String

activecommunications.eu MX v 100 2007 activecommunications.eu 86400 v X
activecommunications.eu MX v 50 activecommunications-eu.mail.protection.outiook.com 86400 v X
_sip._tls.activecommunications eu SRV v 100 0 5061 access.activecommunications.eu 86400 v x
r _tep. eu SRY v 1000 5061 access activecommunications.eu v X
activecommunications.eu ™T v v=spf1 include:spf.protection. outlook com -all v X
activecommunications.eu TXT v dfegn053hxy30pzfedbmar) SfgazzSmp 4400 v X
fah. EMEA activecommunications.eu T v MS=ms40644176 14400 v X
SBC-SIPTrunk.activecommunications.eu A v 82.79.139.25 3600 v X
SBC-SIPTrunk.activecommunications.eu TXT v MS=ms14688467 3600 A4 X
«demoBrad .qa.activecommunications.eu TXT v MS=msB0121949 4400 v X

Let op: Je hebt niet alle wijzigingen opgesiagen

+ Record toevoegen

+ Opslaan ¥ Ongedaan maken

X Sluiten

I

[ vragen? Start de chat!

£

O LEGRSE

Figure 9-52: Verify and Configure Domain

e Voice Route X

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --

-- Tenant Manager Configured --

-- Domain created --

Record Name: de

noBrad.ga.ac

-- CreateDomain task completed --

Verify And Configure Domain

10. Click Verify and Configure Domain.

ecommunications.eu Value: [ESEnieapaiek)
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Figure 9-53: Domain is Verified

M3a5 Tenant 36! Vioice Route x

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-= Getting configuration... -
-- Tenant Manager Configured --
-- Domain created --
TXT Record Mame: demoBrad.ga.activecommunications.eu Value: M5=ms80121949
-- CreateDomain task completed --

-- Getting configuration... -

-- Tenant Manager Configured --

-- ConfigurePSTN Gateway task started --
-- Verifying domain [Try: 1/3]... --

The verification process may take several tries to complete.

11. You are prompted to configure an A Record on the DNS Hosting platform.
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Figure 9-54: Add A Record

Processing Add Mew Pstn Gateway..

-= CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: demoBrad.ga.activecommunications.eu Value: M5=ms80121949
-- CreateDomain task completed --

-- Getting configuration... --

-- Tenant Manager Configured --

-- ConfigurePSTN Gateway task started --

-- Verifying domain [Tryz 1/3]... --

-- Domain verified -- i
Delete the TXT Record used for the verify step ~

Add the following A Record on the DNS for the PSTN Gateway to work properly

Mame: demoBrad.qa.activecommunications.eu

51.124.43.46

-Value

12. Open the customer Azure portal, and then in the Navigation pane, select Custom domain
names.

Figure 9-55: Custom domain names

P search resources, services, and docs (G+/)

ces

registrations
aee

Notice the new domain that has been created.
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Figure 9-56: Custom Domain

ure D Search resources, semvices, and docs (G+/)

me > AudioCodes N

demoBrad.qa.activecommunications.eu

v Mok & oekete
Type Custom
sates Veriied
Federated Ne
ouse .

13. On the DNS Hosting platform, search for the TXT record that you create above, and then
overwrite it by creating the A Record.

Figure 9-57: Create A Record

+ Recordtoevoegen | (@ ONStemplate invoegen & Bulk wiizigen 7 Filter | & Exporteren

RUGZE

ERSIE TE
Maak een kel

=
uze V¥

www.activecommunications.eu v www audiocodes.com v X
activecommunications. eu MX v 100 2007 activecommunications.eu v X
activecommunications.eu MX ~ 50 a mail.protection.outlook.com 86400 v X
_sip. tis.activecommunications.eu SRV v 100 0 5061 access.activecommunications.eu 86400 v x
B 1cp. .eu SRV v 100 0 5067 access.activecommunications.eu v X
activecommunications.eu ™1 v v=spf1 include:spf.protection. outlook com -all v X
activecommunications.eu ™ v dfeqn053hxy30pzfedbmariSfgqzzsmp 400 v X
14h. EMEA.activecommunications.eu ™T v MS=ms40644176 14400 v X
SBC-SIPTrunk activecommunications eu A v 82.79.139.25 3600w x
SBC-SIPTrunk.activecommunications.eu ™T v MS=ms14688467 3600 hd X
| demoBrad.qa.activecommunications.eu A v 51.124.43 4& v 99X

Let op: Je hebt niet alle wijzigingen opgeslagen

4 Record toevoegen

' Opslaan ) Ongedaan maken

X Sluiter

D vragen? start de chat!
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The user is created and the verification and configuration of the new domain is complete.

Figure 9-58: User Created

1) M365 Tenant 36 0 Vioice Route x

Processing Add New Pstn Gateway...

-= CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Mame: demoBrad.qa.activecommunications.eu Value: M5=ms80121949

-- CreateDomain task completed --

-- Getting configuration... --
-- Tenant Manager Configured --
-- ConfigurePSTN Gateway task started --
-- Verifying domain [Try: 1/3]... --
-- Domain verified --
Delete the TXT Record used for the verify step
Add the followingSasirs Islilile DMNS for the PSTN Gateway to work properly

Name: demoBrad.qa.activecommunications.eu
-Value: I JA24.43.46

-- User created with OFFICE 365 ES license--

-- Verify and Configure Domain task completed --

Back to M365 Scripts

14. Return to the Onboarding wizard. Notice that the new domain now appears in the drop-down
list for the Online PSTN Gateway field.
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Figure 9-59: Online PSTN Gateway

:11-‘1 M365 Tenant ce Route b4

B configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway demoBrad.ga.activecommunications.eu w
Ly

M365 Onboarding Script Default Script i

M365 Cleanup Script Default Script o

Customer Variables Value

15. Click Next to continue.

Figure 9-60: New Domain Added

(1) M265 Tenant (2 . X
) 53

Customer: demoBrad

Configure SBC

Shc Site Name demoBrad

Online PSTN Gateway demoBrad.qa.activecommunications.eu

Sbe Configuration: ® Sip Trunk O 1P PEX O BYOC

Region 172.16.5.90_5BC I

Carrier Select a Carmier from list v L

[ Carrier Registration

[] Enable Cac

2. Complete the wizard as described in Complete the Onboarding wizard as described in
Section 30.2.1.
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9.3 Manual Provisioning

Manual provisioning of a DNS Azure customer subdomain involves configuration both on the Service
Provider operator deployment and on the customer sites.

9.3.1 Registering a Subdomain Name on the Customer M365 Tenant

The registration of the customer subdomain is performed in the Microsoft 365 admin center of the
Customer. The customer must generate a TXT record to validate with the Service Provider domain
and an A-record to translate the customer site SBC shortname (configured in the Onboarding wizard)
to its IP address and FQDN.

To register a subdomain for M365 customer tenant:

1. Login to the Microsoft 365 admin center with customer Tenant Admin permissions.

2. Inthe Navigation pane, select Domains and then click Add a Domain.

Figure 9-61: Add domain

i 0Contoso Electronics M in center D Search

&

Home .
Domains
Users ~
Active users
. = Buydomain () Refresh W Filter €41 =
Cantacts
Guest users.
Deleted users Do
A Teams & grow v
eams & groups O M365:36013154.0nmicrosoft.com @ ety
S Roles v
B Resources -
= siling

@ support

3 Settings ~
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Figure 9-62: New Domain

S gContaso Electronics  Microsoft 365 admin center P search .

Domains > Add domain

@
R
@ Add domain Add d .
o a aomain
® Domain name
&
If you already own a domain like contoso.com, you can add it to your account here.
= O Connect domain
= | Domain name
O Finish brad.customers.audio-codes.eq
&
&
i
£
4
-]
-
=}
&
5]
L3
Lol

3.  Enter the name for the customer subdomain e.g. brad.customers.audio-codes.es.

4.  Click Use this domain.
Figure 9-63: Choose Verification Method

Domains > Add domain

@ Add domain

How do you want to verify your domain?

Domain name

Domain verification dio-codes.es, we need you 1o sign in to your domain host and verify that you own the domain

D Connect domain @) Add a TXT record to the domain’s DNS records

‘ Recommended if you can create new DNS records at your registrar or DNS hosting provider. Learn more ab

Finish
(V“ If you can’t add a TXT record. add an MX record to the domain's DNS records

Recommended only if TXT records aren't supported by your domain host or regustar,

(O Add a text file to the domain's website

Recommended if you've already set up a website using this domain, for example, www.brad.customers.audio-codes.es

5. Select the “Add a TXT record to the domain’s DNS records” checkbox.
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Figure 9-64: Verify you own this domain

:  30Contoso Electronics  Microsoft 365 admin center D samh
= Domains Add domain
i T Verify you own this domain
= l VE"' - Learn how to add a TXT record
i
L o o |
o domain
using a TXT
¥ record
i
L
L 360 v def
=]
N
@
L 3
s @ Help & support
E [ Give feedback
Back Close
Copy the TXT value to clipboard.
Click Verify to verify you own this domain.
8.  On the Service Provider operator’s hosting DNS Azure platform, open the DNS zones screen.
Figure 9-65: DNS Zones
PNS zones = X
f- create {5 Manage view () Refresh & Exportto SV 5 Open query A Feedback
subscription == all  Resource group == all % Location == all X Add fier
;5 Global i

Global

Global

Glabal SQA LIVE Sub

9. Select the relevant Service Provider Operator tenant DNS zone domain e.g. audio-codes.es
and then add a record set for the customer’s subdomain:

o Enter the name of the customer domain.

° In the Type drop-down list, select TXT — Text record type.

° In the Value field, enter the TXT value that you saved above in Step 6.
e  C(lick OK.
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Home > DNS

DNS zones

AudioCodes - SQA LVE (havoip.org

t create & Manage view
Filter for any field.
Name

ode.coil

© aud
@ fmcuccom

@ trunkpack.com

page [1 vt

© audio-codes.es

© oOverview

B Adidty log

. Access control (1AM)
@ Tags

& Diagnose and solve problems
Settings

1l properties

B tocks

Monitoring

o fens

@ Metrics

Automation

o Tasks (preview)

¥ Eporttemplate

Help
@ Resource heatth

R New Support Request

Figure 9-66: Add Text Record

P Search resources, services, and docs (G+/)

+ Record set

Child zone  —> Move

A Essentials

sub

132960-89¢2-4b13-9840-299ea20ebac

LiveCloudEny : qa-int

& Delete zone O Refresh

Name server

2-08 azure-dns ne

Name

Name se ns3-08 azure-dns.of

Name server 4 : ns4-08.azure-dns.nf

@ Vou can sesrch for record sets that have been loaded on this page. I you don' see what you'e looking for. you can try scroling to allow more recorc

P Search record set
Name Type
° NS

° soa
customers A
412588093 1c06f663¢5281b98411033¢ customers CNAME
alon.customers A
alon.customers ™
audiod0code customers A
audio0codesOro.customers A
m3651950135.customers A
M3651950135,customers >
oct.customers A

ctomars s

value

ns1-08.azure-dns.com.
2-03.azure-dns net.

uredns-hostmaster.m.
08 azure-dns.com

Serial number: 1
195.189.192.19

F6933E0BAIALBA2A2A916FS,

MS=ms42713643

195.189.192.19

195.189.192.19

99.192.19

Ms=ms15264503

195.189.192.19

Add record set

Name

brad.customers

audio-codes.es

MS=ms36454816

Type
TXT - Text record type v
e TIL unit
Hours v
value

X Jormps ove e Ty

10.

The following confirmation is displayed:

@ Create record set

Successfully created record set "brad.customers

Add an A-record to translate the IP address of the site SBC to its FQDN:

Enter the name of the customer subdomain.

From the Type drop-down list, select A-Alias record to IPv4 address.

Set the Alias record set to Yes.

Set the Alias type to Azure resource.

From the Azure resource field drop-down list, select the relevant SBC device.

Click OK.

Figure 9-67: Add A Record

Microsoft Azure O Search resources, services, and docs (G+/)

Home 5 DNS

DNS zones

AudioCodes - SQA LIVE (hdvoip.org

nes

| Creste 1 Manage view

@ fmeuccom

@ trunkpackcom

page [1 v |of1

@ audio-codes.es

OIS zone

2 Search (Ctrl+/)
Overview
Activiy log

°

-]

5, access control (M)
@ g

2

Diagnose and salve problems
Satings
1l properties
B tods
Maritaring
[
i Metrics
Automation
i Tasks (preview)
£ Export template
Help
@ Resource heath

R New Support Recuest

+ Recordset + Chidzone 3 Move ~ [i] Delete zone () Refresh
® NS
e soa
customers A
412588093 1c0ef653e5a81b08411033¢.customers CNAME
alon.customers A
alon.customers ™r
audio00cods customers A
audioOcodesOro.customers A
bradcustomers ™
m3E5G50135 customers A
mM365x950135.customers T
oct.customers A
oct.customers WX
ot customers ™
autodiscover.act.customers CcamE
oc2.customers A
oc2 customers WX
oc2.customers ™
autodiseover.oc2 customers CNAME
trunkpackcustomers A
austomers1 A

172800

3600

The following confirmation prompt is displayed.

Add record set

n52-08.azure-dns.net.

Name

brad.customers

audio-codes.es

ns3-08.azure-dns.org.
nsé-08.azure-dns.infa.

Email azuredns-hostmaster.m...
Host: ns1-08.azure-dns.com.
Refresh: 3500

Retry: 300

Expire: 2419200

Minimum TTL: 300

Serial number: 1

195.189.192.19

FE033E0BADALEBAZAZAD16FS...

Type
A~ Alias record to 1Pva address

Alias record set
@ ves (O No

Alias type
®) Azure resource () Zone record set
Choose a subscription *

SQA LIVE Subt

MS=msd2713643

‘Azure resource *

[wmmas

195,189.19219

165,189.192.19
MS=ms36454816
195.189.192.19
MS=ms15264003
19518919219

0 oct-customers-audiocodes-...

Ms=ms76506100
v=spfl indude:spf protection...

autodiscover.outlook.com

0 oc2-customers-audiocodes-..

MS=ms33251041
v=sptt indude:spf protection...

autodiscover.outlook.com
185.189.192.19

20.82227.239

TILY TIL unnt

1 Hours
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@ Create record set X
Successfully created record set "brad.customers
The figure below displays the newly added records

Figure 9-68: Added DNS Records

Home
DNS zones © audio-codes.es & - %
AudioCases - SOA UV (haveip org 5 zone
F create @ Manage view £ search @, b Recordset + Chldzone > Move - @ Deletezone () Refresh
= W Vou can search for record sets that have been laaded on tis page. F you don' see what you'e looking for. you can try Scrolling to allow more Fecord sts t load. ~
Overview
Fiter for sy fid. M search record sets
" E Acivity log -
Nume Name Type m Value Alas resource type Alias target
M Access control (1AM)
© audio-code.coil ns1-08.azure-dns.com

Tags -
@ audio-codeses ¢ g ° Ns 172800

(]

2 viagose and solve problems e o,

odes oy Email: azure dns-hostmaster.m..
@ fmeuccom = Settings Host: ns1-08.azure-dns.com.
Refre:
@ trunkpackcom we Il properties @ SOA 3600 Retry: 300
Expire: 2419200
B tods Minimum TTL: 300

serial number: 1

Monitoring customers A 3600 195.189.19219
o et 4125880931 c0ef663e5aBbOBAI 1033 customers  CNAME 3600 FE933EQBAIALEBALAZATTEFS.
i Metrics alon customers A 3600 - {j Public IP Address qa-int-sbes-ip
alon.customers ™ 3600 MS=ms42713643
Automation
audio00cede.custamers A 3600 195.189.192.19

Su Tasks (preview)

o audioocodesoro.customers A 3600 e
P Bport template
brad.customers A 3600 Public 1P Address quint-sbc3p
Help
brad.customers ™ 3600 MS=ms36434316
@ Resource healh
- 2600 195.109.192.19
R New Support Recuest
o 3600 MSEms15264903
actcustomers A 3600 195189.19219
octcustomers i 300 0 0c1-customers-audiocodes-.
MS=ms76506
customers ™ 2600
oc!.customer ad sph include:spf pretection.
autodiscover.oct customers cname 3600 autodiscover.outlook.com
e Tl oc2.customers A 3600 Public 1P Address quint-sbc3ip
962 customers MX 2600 0 9¢2-customers -audiocodes-. s &

11. Return to the Customer tenant Microsoft 365 admin center. Notice that the system has
detected that the DNS hosting provider is on Azure.

Figure 9-69: Verify your own this domain

9% Contoso Electronics  Microsoft 365 admin center P search o MA
B Domains > Add domain
@
A e
Add domain . . .
o | Verify you own this domain
I
l Learn how to add a TXT record
.
@ .
ners.audio-codes.es. and add a TXT >
s i the domain by fiding How do you west o vty y
C Verify your
Q | Won'taffect your existing services ike emal. and you can remove the record as so0n 3 your domain s verfied domain
- O Finish T— using a TXT
record
2 TXT name
b D ustomers (or skip if not supported by provider)
) TXT value .
= © 134 min video
EBRIMS = ms3645481¢f
L ]
m
°® D) 3600 (or your provider defaul
=]
@
@
L3
@ Q@ Help & support
=
(3 Give feedback
o - |

12. Click Verify.

The customer’s domain i.e. the Service Provider Operator domain audio-codes.es is verified.

Verifying your domain...
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&

g ©

L]
@
=]
L3
@
3
L

TS

Q@

$2Contoso Electronics  Microsoft 365 adm P search

Figure 9-70: How do you want to connect your domain

ntoso Electronics  Microsoft 365 admin center Ol search

Domains > Add domain

© Add domain

How do you want to connect your domain?

@ Connect domain
Connect your domain to your Mic
for your domain bradL customers.

soft services 0 you can use email and instant messaging. There are a couple of options to consider, depending on how you'd like to manage domain name service (DNS)
dio-codes.es.

® Connection options
| Leum mere sout S recres
QO Finish

Add your own DNS records:

We'll provide a list of DNS reco

at you'll need to add for your domain at your DNS host

More options

K elp & support

[ Give feedback

13. Click Continue.
Figure 9-71: Add DNS records

Domains > Add domain

T Add DNS records
L ]

Connect domain

To add for brad.custor dio-codes.es, go to your DNS hosting provider: Azure.

onnect

To start routi
below and p

I through M
hem into

lect Exchange and Exchange Online Protection
t your domain host. or download or print the DNS

s shown here. Copy the values

recon

Add DNS records

If you don't want to set up email, clear the selection and continue without adding DNS re
QO Finish

L Download CSVfile L Download Zonafie & Print

change and Exchange Online Protection

records to work right: an MX

Exchange serv
o iping mail cents con

sers to

your email, for example. to

ough an external spam fiters
pemises as e

lled a hybrid deployment

Exchange and Exchange Online Protection selection an

2t up your own custom DNS records to route email through Microso

es email addresses in Microsoft 365

Important: Before adding these DNS records. make sure you've aiready set up brad.cu e all existing users who still need one, or they won't be able

nd and receive emai

MX Records (1)

©  Help & support

CNAME Records (1) (51 Give feedback

14. Deselect the Exchange and Exchange Online Protection checkbox and then click Continue.
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Figure 9-72: Domain setup is complete

# §0Contoso Electronics  Microsoft 365 admin center P search

Domains > Add domain

p e ©Domain setup is complete

codes.es is all set up and you age it from your domains list

Active users 0 add new users or

G K % @

@ @ B ¢ F @ @

@ Help & support

[ Give feedback

15. Click Done.

Figure 9-73: New Domain Created

: 92Contoso Electronics  Microsoft 365 admin center s = 0

@ Home

Domains
R Users
S Teams & groups
dd domain 5 Buy dom R i [ =
’a Roles
B Resources i Domain name
(=] !
2 O brad.customers.audio-codes.es (Default © Nosenvces seiected
Q@ Support

O M365x36013154.0nmicrosoft.com

Integrated apps

Partner relationships
& Setwp
K Reports v

@ Health

Admin centers

©  Help & support

Endpoint Manager

[ Give feedback

°
=]
@ Azure Active Directo.
®

Exchange

9.3.2 Activating the Providers Domain

Activate the new domain created above by adding the licensed user with a Phone System license to
your new subdomain. For example, a new user “UMP-365" and is assigned to the subdomain
brad.customers.audio-codes.es. The License can be revoked after the domain activation (this may
take up to 24 hours).

To activate a user:

1. Inthe Tenant’s Microsoft 365 admin center Navigation pane, select Active Users.

2.  Select any user with an active license and click it.
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Figure 9-74: Active users

= o e Ll

= Home > Active users Dark mode

® Ho .
" Active users
A usess A

1 Active users
o . Addauser O Multi-factor authentication () Refresh A, Delete user © Reset password (] Manage product ficenses S Manage roles 1selected X 7 Filter =

Guest users

Deleted users = i
' Teams & groups W [0 Adele vance L
fa Roks ¥ O Alex Wilber Micro
¥ Plice s - Allan Deyoung Q § AleDEMIESIENIIS4OnMicrosottcom M
B sillin v
c O Automate Bot 4 nmicrssoftcom
@ support v
O sianca Pisani Uniicensed
@ Settings ~
O rian Johnson (TAILSPIN) ensed
O cameron White Unficersed
Org settings ) christie Cline
Integrated apps
O Cont Room Adams
Partner relationships
O Conf Room Baker
2 sewp
[ fren . O ConfRoom Crystal p——
D Hesith - O  cont Room Hood Unlicensed

Conf Room Rainier

Admin centers

O Conf Room Stevens

@ Security

tesprise Mobilty =

- O Debra erger

Pabanat

Figure 9-75: Disable User License

)
¢'oContoso Electronics 65 admin center O search &
@ Home Act.
ive users .
8 users ~ Allan Deyoung
1 Active users \, Reset password () Block sign-in 2, Delete user
9
Contacs L Addauser £ Multifactor authentication () Refresh 2, Deleteuser €\ Resetpassword [ Manage product licenses S Manage roles
Guest users
u Display name 1 Usermame Ucensas
aan Account andapps  Mail  OneDrive
' Teams & groups v Adele Vance AdeieVEM3ESK N
A Username and email
ol ¥ O AlexWilber AllanDEM3
: < 3 Manage usernan
B Rescurces Allan Deyoung Q
B siling v Allases
O Automate Bot u i
Q support v -
O sianca Pisani Uni
@ settings ~
O erian Johnson (TAILSPIN) Uniicensed Sign-out
Domains 7 this user out of all O
Search & intefigence O cameron white Urice sessions
Sign out of all sessions
Org settings O Christie Cline Microsoft 365 £5 G
Integrated apps Groups Roles
O cont Room Adams Unicensed s S
Partner relationships o Glo ?
Manage roles
2 sewp 0 Conf Room Baker Unbeensed CEO Connection
1 more
= Reon G O ConfRoom Crystal st
D Health v O cont Room Hood Unkonomd Manager
O Cont Room Rainier bt Nestor Wike
Admin centers £it manager
O ConfRoom Stevens
@ Security <

3. Select the License and apps tab.
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Figure 9-76: License and apps

&3 Contoso Electronics  Microsoft 365 admin center D seach

@ Home
R users ~
1 Active users
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Guest users
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B Resources v
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@ settings ~
Domains
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-
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13154 OnMicrosoftcom

HoodDM365:36013

Refresh

51 Manage product licenses

a Manage r

Licenses

erprise Mobiity + Sect

Microsoft 365 £5 Comphiance . Enterprise Mobity + Sect
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Edit manager

Allan Deyoung
2\ Reset password

hange photo

Account  Devices  Licensesand apps  Mail

Select location *

Licenses (3)

B cnterprise Mobility + Security E5
nses available &

Microsoft 365 E5 Compliance
00f20

censes available

Microsoft Power Automate Free

9999 of 10000 licenses available

Offico 365 E3

2 licenses available

Office 365 ES
0.0f 20 licenses available

Windows 10/11 Enterprise £3
0 licenses available

180f2

) Block sign-in

2022. 4:17

© Block sign-in

A, Delete user

[
z

M
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Alternate email address

None provided

Global Administrator
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Figure 9-77: Disable User Licenses

SEConmse Electronics P search
= Home > Active users O x
@ Home .
Active users
8 s - f Allan Deyoung
| Active users 2, Reset password (%) Block sign-in =, Delete user
¢ N 2 Addauser £ Multi-factor authens Refresh A, Deleteuser T, Reset password [ Manage product licenses  Sa Manage roles
ontact .
Guest users.
o [ R — [T Account  Devices  Licensesandapps  Mail  OneDrive
% Teams & groups - a Adele Vance Micrasaft
Select location *
Fo Roles - O Alex Wilber AW Microsott 365
B Rasowrces e B Alan Deyoung g AlBrDBAIE58013134 OoMrosoftcom Unikensed
£ sing v O Automate sot Unkcensed Uoerees -
£ support ~
O Bianca Pisani Unlieensed Enterprise Mobility + Security E5
© settings ~ 1 0f 2 lcenses avaiable
O Brian Johnson (TAILSPIN) Unlicensed
Domains. Microsoft 365 E5 Compliance
Search & inligence O cameron White Unlicensed 2 0f 20 ficenses svalan
Microsoft Power Automate Free
Org settings. [m} Christie Cline Unlicensed 9999 of 10000 licenses available
Integrated
tagrated spps S I office 365 €3
R 1 o 2 lcamans avalable
O conf Room Baker Unlizensed Office 365 £5
& suw ses for this trial subscription. You need to buy &
2 o O Conf Room Crystal Unlicensed . an assign a license
Health ~ O conf Raom Hood Hood@MIE$x36013154 Onikrasoft cos Unlicensed ::m:j'::?’:: -‘E:l:::::uij
O conf Room Rainier Raier ARG IE0N3 reom Unkcensed
Admin centers .
O conf Room Stevens P ——— Unkcensed
o [
4. Deselect all active licenses and then click Save changes.
A confirmation is displayed.
Figure 9-78: User License Disabled

@ Home 5
Active users ;
A Users ~ 3
8 Allan Deyoun
Active users \, Reset password () Block sign-in 2, Delete user
1A R 4 Block Dele
Cokach \ Addauser (3 Multi-factor authentication () Refresh 2 Resetpassword [ Manage product licenses Sy Manage roles —
Guest users
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B Resources Allan Deyoung Q Unicensed
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:/ O Automate Bot Unicensed
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& Settings A
O Brian Johnson (TAILSPIN) 8rian o Unlicensed
Domains Enterprise Mobility + Security ES
Search & inteligence O Cameron White Unicensed of o e e
Microsoft 365 ES Compliance
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5. Add a new user for the UMP-365.
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Figure 9-79: Set up the basics

sgComosn Electronics M 5 admin center P Search

Add a user
o eas Set up the basics
ies
c‘) oo To.get sartec. il ot some bssic nfarmation sbout who you e dding a s user.
rosueticanses
O Optional settings
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) | |
O Finish |
Display name *
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] I Er—

B Automaticaly ereate » password
B Requie this ser 16 change their password when they first sign in

] a0 password i aeasil upon oompletion

Lo o]
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6.  Assign a product license for the new user and then click Next.

Figure 9-80: Assign product licenses

7t oo Contoso Electrunics | Mroeoht 368 sdnyconer s _

Add a user

i Assign product licenses

§ Assign the licenses you'd like this user to have.
@ Product licenses

O Optional settings
Select location *

O fen

Licenses ()" ~

(@ Assign usera productcense

B enterprise Mobility + Security €5
0 0f 20 licenses availadle

| Microsoft 365 ES Compliance
1.0f 20 licenses availadle
Microsoft Power Automate Free
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Office 365 3
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B office36s €5 [
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| Windows 10/11 Enterprise £3
18 of 20 licenses available

(O Create user without product cense (not recommended)
They may have limited or no access to Office 365 until you assign a product
ficense

- o

® The following licenses can be configured:
e E1 with Phone System

e E3 with Phone System
e Office 365 E5

7. Click Next to continue.
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oo
¢ o Contoso Electronics

8.

o
&% Contoso Electronics

Microsoft 365 admin

Figure 9-81: Optional settings

nte P search

Click Finish adding.

Microsoft 365 admin

Optional settings

You can choose what role you'd fike to assign for this user, and fill in additional profile

information.
Roles (User: no administration access) v
Profile info v

-~ - I o

Add a user

Basics

Product licenses

Optional settings

Finish

Review and finish

Assigned Settings
Review al the info and settings for this user before you finish adding them

Display and usemame

ump
UMP@brad.customers.audio-codes.es
Edit

Password
Type: Auto-generated
Edit

Product licenses

Location: United States

Licenses: Enterprise Mobility + Security ES, Office 365 ES

Apps: Microsoft Defender for Identity, Microsoft Defender for Cloud Apps. Azure Information Protection Premium P2. 60 more

Edit

Roles (default)

User (no admin center access)
Edit

Profile info

Edit
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&3 Contoso Elex

&% Contoso Electronics

M

osoft 365 admi

Add a user

O Basics

@ Froduct licenses

@ Optional settings.

@ Finish

© Basics

© FProduct icenses

© Optional settings

® Finsn

Review and finish

)

Adding user

Back Fiih ating

Figure 9-83: UMP added to active users

@ UMP added to active users
UMP will now appear in your list of active users.

User details
Display name: UMP
Username/UMP@brad.customers audio-codes.es
Password: Hoy46693

Licenses bought
None

Licenses.
Enterprise Mobility + Security E5
Office 365 5

Save these user settings as a template?

User templates allow you to quickly add similar users in the future by saving a set
of shared settings such as domain. password. product ficenses. and roles.

Review settings for this user template

Name your template *

[ ot e s Ergres Wow o

b

Cancel
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10 Microsoft Teams Direct Routing SBC
Configuration

Microsoft Teams Direct Routing using AudioCodes SBC devices should be configured using one of the
following topologies:

®  Single Tenant Enterprise Deployment: Configuration of the Enterprise model should be
performed according to the following:

https://www.audiocodes.com/media/13181/connecting-audiocodes-sbc-to-microsoft-teams-
direct-routing-enterprise-model-configuration-note.pdf

B Multitenant Deployment: Configuration of the SBC Direct Routing Hosting model should be
performed according to the following:

https://www.audiocodes.com/media/13161/connecting-audiocodes-sbc-to-microsoft-teams-
direct-routing-hosting-model-configuration-note.pdf
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11. App Registration For Background Replication

UMP-365

11

Microsoft Azure

App Registration For Background Replication

This section describes how to setup and configure the App registration for the background
synchronization. The App Registration manages the automatic synchronization between the UMP-
365 and the customer’s Microsoft 365 platform. You must add the App registration under the
Provider Tenant’s Azure subscription for each UMP device. In this procedure, a redirect URL is
configured which is used as part of the token authentication for requesting email consent from the
customer tenant to connect to their Microsoft Office 365 platform (see Section 30.5).

In this procedure, the Client ID and the Redirect URL must be configured in the Auth Tokens screen
in the Main Tenant interface (see Step below and described in Section 25.2). Once this registration is
finished, the details of the M365 user configured in this procedure are displayed in the Multitenant
portal in the Microsoft 365 Settings screen (see Section 33.12).

Once you complete this registration, administrator roles must be assigned to the customer IT
administrator who provides consent to Service Provider IT administrator for using the token
authentication (see Section 11.1).

e The domain names shown in the procedure below are examples only.

e For each customer, a unique redirect URL is defined.

e This procedure must be performed by new customers running a clean installation. For
existing customers, the registration must be updated as described in Chapter 23.

Do the following:

1. Sign-in to the Azure portal for the Service Provider operator tenant with Admin permissions.

2. Under Manage Azure Active Directory, select View.

Figure 11-1: View Azure Active Directory

Q

Access student benefits

£ Search resources, services, and docs (G+/) bradb@audiocodes.com =

N X
e J N

Manage Azure Active Directory

ducts and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit. or access Azure Dev Tools
N with Azure Active Directory. for Teaching after you verify your academic status.

AUDIOCODES LTD (AUDIOCODE...

Start with an Azure free trial

Get 5200 free credit toward Azure pros
plus 12 months of popular fre

Azure services
aum pres — -
mmn % m—
© = & 4 - — ol =
Cn a DNS zones Enterprise Subscriptions. App Services Quickstart Virtual Storage SQL databases All services

applications Center machines accounts

Navigate

s .
Subscriptions [#]  Resource groups BEE Al resources Ml Dashboard
i groug ] =

Tools

3. Inthe Navigation pane, select App registrations.
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Figure 11-2: App registrations

e T

Home

@ AudioCodes Ltd | Overview - %

zure Active Directory

f add » @ Manage tenants (7 What's new Preview features A7 Got feedback?
© Overview =

B Preview features Overview Monitoring Tutorials

¥ Diagnose and solve problems —
S0 Search your tenant

Manage
. Basic information
& Users
& Groups Name AudioCodes Lid Users 2m
E Tenant ID 1911c65c-893b-42f9-83fa-66c1b86idias [y Groups 2097
& Roles and administrators
i i lications
B Administrative units Primary domain audiocodes365.onmicrosoft.com Aop 418
. D .
B enterprise applic License Azure AD Premium P2 eees 6992
Ld Devices
i Alerts
App registrations
&) Identity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation
B Application prowy Please enable support for TLS 1.2 on
clients{applicaticns/platform) to avoid any service
B Custom security attributes impact.
(Preview) :
Leam more 3
% Licenses
» Azure AD Connect My feed
@ Custom domain names
L . - a v

4.  Click New registration.

Figure 11-3: New registration

= T

Home > AudioCodes Netherlands BV

AudioCodes Netherlands BV | App registrations = X

& Endpoints  £” Troubleshooting () Refresh & Download (5 Preview features A7 Got feedback?
O Overview

I Preview features
@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and sequrity updates but we will no longer

X Diagnose and solve problems provide feature updates. Applications will need tc be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more
Manage
All applications ~ Owned applications  Deleted applications
& Users —_—
& Groups © Start typing a display name or application (client) ID to filter these r. *y Add filters
45 Bxernal Identities
" 27 applications found A
&. Roles and administrators
Display name 1 Application (client) ID Createdon 1y  Certificates & secrets
& Administrative units
. AuthenticationDemo 55191a00-692e-41cd-ale6-7ed938bad2e1 9/3/2021 @ Expired
B Enterprise applications
ate-Domain-Automation-Demo d719c716-7603-4af9-8b21-ade3724ea2ic 211972021
(8 Devices
Demo-Dns-Client 39d85€72-b473-4173-9035-8de345479fac 5/11/2021 © Expired
Demo-MS-Teams-PS-Module d058ac2e-871e-426¢-a67e-73f1e4772e8c 6/5/2021 @ Current
) Identity Governance
Demo auth tenant 18f0a43b-7114-4eb6-a087-cf68c7d43e23 2/1072021
£ Application proxy
Demol11 35¢182e9-d35¢-4d20-a8d9-77030bcb328¢ 7/6/2021
Fundatie Demo 18138483-2c21-450d-b394-198b228890d3 8/20/2021
% Licenses MSAL-Token-simplify £1098584-6ff4-4001-9292-2d322642e220 3/21/2022 @ Current
% Azure AD Connect My UWP App fd013cea-f9eb-4ddf-9616-ade327d056b0 11/27/2020
& Custom domain names MyApp b55f4d0c-e47f-41af-8c96-764af238f25d 3/3/2017 @ Current
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Figure 11-4: Register an Application

e e e

Home » ic 1s

Register an application b

*Name

The user-facing display name for this application (this can be changed later).

Demo-MS-Teams-PS-Module o

Supported account types
Who can use this application or access this API?
) Accounts in this organizational directory anly (AudioCodes Netherlands BV only - Single tenant)
) Accounts in any organizational directory (Any Azure AD directory - Multitenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.q. Skype, Xbox)

() Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ e.g. httpsy//example.com/auth
Register an app you're warking on here. Integrate gallery apps and other apps from outside your arganization by adding from Enterprise applicatians.

By proceeding. you agree to the Microsoft Platform Policies o

Enter the following details:
° Name: App registration name

° Select account type: Accounts in any organizational directory (Any Azure AD directory -
Multitenant)

6. Click Register.
7. Navigate to the Overview page.

8.  Copy the Application (client) ID value to notepad as its required later in the configuration.

Figure 11-5: New Registration

Microsoft Azure £ Search resources, senvices, and docs (G+/)

Home > Audi

des Netherlands BV

] Demo-MS-Teams-PS-Module = - X

h (Ctrl+/) [i] Delete & Endpaints [ Preview features

B overview
A Essentials
& Quickstart

Add a cenificate or secret

Add a Redirect UR

Display name : Demo-MsS-Teams-PS-Module
# Integration assistant

ication (client) ID

Manage Dbject 1D

nt) ID

Branding & properties Directory

Supported ¢

D Authentication ount types : Multiple organizations

Certificates & secrets §
@ Welcome to the new and impraved App registrations. Looking to leam how it's changed from App registrations (Legaqy)? Learn more

{Il Token configuration

= AP| permissions

1@ Starting June 30th, 2020 we wil o longer sdd any new festures to Azure
B A e T

e Directory Authe
Authentication

and Azure AD Graph. We wil eontinue to provide technical support and securlty updates but we wil na
resoft Graph. Learn mere

@ Expose an API

B App roles

i Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered muktitenant apps without verified publishers. Add MPH ID 1o verify publisher
& Owmers
&, Roles and administrators GetStarted  Documentation
M Manifest
Support + Troubleshooting Build your application with the Microsoft identity platform

& Troubleshooting
The Microsoft identity platform is an authentication service, open-source libraries, and application management tools, You can create modern,
& New support request standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more(

9. Click the Add a Redirect URI link to add the Redirect URI.
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The Authentication screen is displayed.

Figure 11-6: Authentication

Home > AudioCodes Netherlands BV > Demo-MS-Teams-P5-Module

) Demo-MS-Teams-PS-Module | Authentication #

|/'7 Search (Ctrl+/) | < H Save X Discard & Got feedback?

B overview
Platform configurations

Quickstart
. Depending on the platform or device this application is targeting, additional configuration may be required such as

#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.

Manage T Add a platform

= Branding

2D Authentication ~ Web Quickstart  Docs? [l
Certificates & secrets Redirect URIs

11! Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users, Also referred to as

reply URLs. Learn more about Redirect URIs and their restrictions (!
= APl permissions

& Expose an AP| A\ This app has implicit grant settings enabled. If you are using any of these URls in a SPA with MSALJs 2.0, you should migrate URls, — <
#L App roles
10. Under Platform configurations/Redirect URIs, click Add URI.
Figure 11-7: Add URI

Home > AudioCodes Netherlands BY > Demo-MS-Teams-PS-Module

3 Demo-MS-Teams-PS-Module | Authentication =

[ £ search (Cirl+n) | &7 Got feedback?
B Overview [ nttps://finebak.com/authenticate/OAuth2Callback] v

Quickstart

# Integration assistant add URI

11. Enter the HTTPS URI of the UMP installation VM (e.g.
https://finebak.com/authenticate/OAuth2Callback)
where:
° “Finebak.com” is the FQDN of the Azure Virtual Machine where UMP is installed

° “OAuth2Callback” is the name of the token authentication page inside the registered
application

12. Copy the URI to notepad as it is required later in the configuration.
13. Under Implicit grant and hybrid flows, select the following check boxes:

e Access tokens (used for implicit flows)

° ID tokens (used for implicit and hybrid flows)
Figure 11-8: Select Tokens
Manifest - '
Implicit grant and hybrid flows
Support + Troubleshooting Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web AP| via JavaScript, select both access tokens and ID
& Troubleshooting tokens. For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn

more about tokens
4 New support request

Select the tokens you would like to be issued by the authorization endpoint:

Access tokens (used for implicit flows)

1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?
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14. Under Advanced Settings, set to Yes.

Figure 11-9: Enable Mobile and Desktop Flows

A Starting Movember ath, 2020 end users will no longer be able to grant consent to newly registered multitenant
apps without verified publishers. Add MPN ID to verify publisher

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: [ No ‘)

« App collects plaintext password (Resource Owner Password Credential Flow) Learn more
« No keyboard (Device Code Flow) Learn more]
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn moref!

Verify the MPN ID to ensure that the Consent dialog will automatically be set as a trusted
application.

15. Click Save to apply changes.

16. Inthe Navigation pane, select Certificates & Secrets and then click New Client secret.

Figure 11-10: New Client Secret

Certificates & secrets Thumbprint Start date Expires Certificate 1D

Token configuration Mo certificates have been added for this application.

&

AP| permissions

@ Expose an API

i App roles Client secrets

2 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

&, Roles and administrators |

Preview + New client secret

R Manifest Description Expires Value secret ID
Support + Troubleshooting c# cnsole token 11742022 S~ e ——————. N
£ Troubleshooting ps-secret 6/5/2023 [ grenrsasssasisns ,
& New support request tudor 8/9/2023 JuXH fa— - -

Add a client secret X
Description Enter a description for this client secret |
Expires | 24 months e |

17. Enter Description, set Expires to 24 months and then click Add.

18. Copy the newly generated secrets’ value to notepad.
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Figure 11-11: Copy Client secret Value

Certificates & secrets Thumbprint Start date Expires Certificate ID
ili Token configuration No certificates have been added for this application.
S AP permissions

App role: Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators |

Preview T New client secret
B Manifest Description Expires Value Secret ID
Support + Troubleshooting ¢# cnsole token 1/17/2022 SR RS . e YL
&£ Troubleshooting ps-secret 6 z .
& New support request tudor

Key for UMP Token !

19. Inthe UMP Main Tenant interface, open the Auth Tokens page (Security > Auth Tokens) and
do the following:

° Paste the Application (client) ID (see Step 8) and Client secret value to the respective
fields.

° Enter the Redirect URI that you configured in Step 911. For example
https://finebak.com/authenticate/OAuth2Callback

20. Click Apply Changes.

Figure 11-12: AuthToken

AuthToken

Manage Authentication Tokens
Client Id Client Secret

XXRKKX-XKKX-XXKRXXK @

RedirectUri

https://finebak.com/authenticate/OAuth2Call bacld

Apply Changes Reset Changes

Reload  Verify Al Update Used By

Search:

Used By Customer Last Verification Status

M365 Administrator When Regenerated Last Used M Actions

admin@M365x52060359.onmicrosoft.com April 11th 2022, 10:41 April 11th 2022, 10:41 tobi Verify | Clear | Send Invite

Showing 1to 1 of 1 entries

Previous . Next
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11.1 Assigning Administrator Roles to Customer IT Administrator

The following administrator roles must be granted to the Customer IT administrator who grants
consent to the Service Provider operator to connect to their Microsoft 365 platform:

Teams Admin
Skype for Business Admin

Application Administrator

username password connects to Azure with the PowerShell connection string shown

® These permissions are required because the background replication with the token or
c

below:

connect-azuread -MsAccessToken S$Stokens.Iteml -AadAccessToken
Stokens.Item3 -AccountId $m365username

To assign administrator roles:

1.
2.

e e e

Sign-in to the customer tenant with Admin permissions.

In the Users screen, choose the user who will have the role to grant consent in the
organization.

Figure 11-13: Choose User

Home > AudioCodes Netherlands BV

@ Users | All users
B, ocodes Netherts V - Azure Active Directo

A Allusers
A Deleted users
Password reset

& User settings

X Diagnose and solve problems
Activity

2 sign-in logs

E Audit logs

% Bulk operation results
Troubleshooting + Support

& New support request

X
+ Newuser —+ MNewquestuser [ Bulk operations ~ () Refresh /7 Resetpassword (f Per-user MFA [i] Delete user Columns A7 Got feedback?
O Bria 7 add filters
2 users found
Name T User principal name T,  User type Directory synced Account enabled Identity issuer Company name Creation type
] . mike o' brian mikeobrian@OCSHOS...  Member No Yes OCSHOST onmicrasoft.cor
= . TeamsiTUser TeamiTUser@ocshosta... Member No Yes OCSHOST.onmicrosoft.cor
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Figure 11-14: Teams User

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > Users > TeamsITU:

TeamslTUser | Profile x
& Edit £ Reset password () Revoke sessions  [i] Delete () Refresh &7 Got feedback?
X Diagnose and solve problems "]
Mansge TeamsITUser
) TeamITUser@ocshost.onmicrosoft.com
& Profile

Group memberships
0

Assigned roles
3 Administrative units

2 Groups

Applications
il Maed MaZl Apr
% Licenses
- Creation ime
Devices 4/6/2022, 11:46:43 AM
Azure role assignments
@ Authentication methods \dentity
Activity Name first name Last name
TeamsITUser Brian Brown
D sign-in logs
wser rincipal Name User type
B Auditiegs Team(TUser@ocshost.onmicrosoft.com Member
object i Iesuer

Troubleshaating + Support

Manage B2B collaboration

2807c26-80ch-461c-9b82-Th506493b9%e ia] OCSHOST.onmic

& New support request )
~ View mare

Job info

Inh fitie nenatment Manane

3. Inthe Navigation pane, select Assigned Roles.

Figure 11-15: Assigned Roles

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCc

&, Teams|TUser | Assigned roles X

+ Add assignments O Refresh A7 Got feedback?

Administrative roles
Manage Administrative roles can be used to grant access 1o Azure AD and other Microsoft services, Leam more

Netherlands BV > Users > Teams|TUser

X Diagnose and solve problems

A Profile

© Search by name or desc +7 Add filters

. Assigned roles

3

Role 7, Description Resource Name 1| ResourceType T AssignmentPath T Type N

Administrative units

-

No directory roles assigned.

a

Groups

Applications

Devices
Azure role assignments

© Authentication methods

Activity
2 sign-in logs
E@ Auditlogs

Troubleshooting + Support

& New support request

4. Click Add assignments.
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Figure 11-16: Teams administrator

Directory roles X

T Sort

o To assign custom roles to a user, your organization needs Azure AD Premium P1 or P2.

Choose admin roles that you want to assign to this user. Learn more

| 2 teams ® +7 Add filters

s # Teams administrator Can manage the Microsoft Teams service.

D » Teams communications administrator Can manage calling and meetings features within the Microsoft Teams
service.

D # Teams Communications Support Engineer Can troubleshoot communications issues within Teams using advanced
tools.

D # Teams Communications Support Specialist Can troubleshoot communications issues within Teams using basic
tools.

D # Teams devices administrator Can perform management related tasks on Teams certified devices.

5. Add admin role “Teams administrator”.

6. Add admin role “Skype for Business Administrator”.
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Figure 11-17: Skype for Business administrator

Directory roles

/]\

A
Q
-

o To assign custom roles to a user, your organization needs Azure AD Premium P1 or P2,

I Choose admin roles that you want to assign to this user. Learn more

| 2 skype % | Ty Add filters

u # Skype for Business administrator Can manage all aspects of the Skype for Business product.

7. Add admin role “Application Administrator”.
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Figure 11-18: Application administrator

Directory roles X

T Sort

0 To assign custom roles to a user, your organization needs Azure AD Premium P1 or P2,

Choose admin roles that you want to assign to this user. Learn more

| £ application % |t Add filters
+ Application administrator Can create and manage all aspects of app registrations and enterprise
apps.
= Application developer Can create application registrations independent of the 'Users can

register applications’ setting.

Cloud application administrator Can create and manage all aspects of app registrations and enterprise
apps except App Proxy.

ks 4

Directory readers Can read basic directory information. Commonly used to grant
directory read access to applications and guests.

Directory writers Can read and write basic directory information. For granting access to
applications, not intended for users.

-

= Network administrator Can manage network locations and review enterprise network design
insights for Microsoft 365 Software as a Service applications.

O 0O 0 dos

The following screen shows all added admin roles.

Figure 11-19: Assigned Admin Roles

= Microsoft Azure 5 Search resources, services, and docs (G=/)

Home > AudioCodes Netherlands BV > Users > TeamsITUser
4. TeamsITUser | Assigned roles b
t Add assignments (O Refresh &7 Got feedback?

X Diagnose and solve problems

Administrative roles
Manage Administrative roles can be used to grant access to Azure AD and other Micrasoft senvices. Leam more [

Profile

P search by name or description * add filters
Assigned roles
s Role 1L Description Resource Name T, ResourceType T. AssignmentPath T, Type T
B Administrative units —
[ s Application administrator Can create and manage all aspacts of app registrations and enterpris... Directory Organization Direct Built-in
& Groups — .
[ s Skype for Business administrator Can manage all aspects of the Skype for Business product Directory Organization Direct Built-in
pplications —
[ s Teams administrator Can manage the Microsoft Teams service: Directory Organization Direct Built-in

% licenses
CH Devices

Azure role assignments
@ Authentication methods
Activity
D sign-in logs
@ Audit logs
Troubleshooting + Support

B New support request
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12  Configure Invitation Settings

This step describes how to define Invitation Settings for requesting consent from customer IT
administrators using the token authentication mechanism (See Section 30.5) to connect to their
Microsoft 365 platform. The Invitation Settings define the template email that is sent to the customer
administrator including the customer’s name defined in the Onboarding wizard, the name of the
Service Provider operator tenant who added the customer and the Invitation URL. This URL includes
the subdomain name that was defined in Chapter 9. Once the invitations have been sent to the
customer IT administrator, the outgoing request details can be viewed in the Customer Invitations
screen in the Multitenant portal (see Section 25.2).

Do the following:

1. Login tothe UMP Main Tenant interface with Windows UMP Service account created in
Section 6.3.

2. Inthe UMP SP Main Tenant open the Invitation Settings page (System >Invitation Settings).

Figure 12-1: Invitation Settings

mn
%
b

Invitation Settings

Invitation Subject *
Welcome {(Customerid]) for joining the Finebak “AudioCodes UMP-365 for Service Providers® servicel

Invitation Email *

Dear Administrator of [{Customerld}),

We at Finebak welcome you to join our “AudioCodes UMP-365 for Service Providers” service
Please activate your tenant by connecting to the link below and authenticate with your M365 UC Administrator account

(ICustomerAuthenticationPortalUr )}/ (nvitationid)}
Please Note:

UC admin role requirements:

Customer Authentication Portal Url *

https://finebak.com/authenticate

Apply Changes

Copyright © 2020 AudioCodes

3.  Enter the following details:
° Invitation Subject: Edit the email invitation.
o Invitation Email: Edit the email content
° Invitation Subject and Invitation Email include the follow place holders

° {{Customerld}} — The CustomerID, Unique per Customer Name (from onboarding new
customer flow)

° {{CustomerAuthenticationPortalUrl}}/{{Invitationld}} — unique invitation (Customer
Authentication Portal Url / Invitationld)

4. Inthe Customer Authentication portal URL field define a public Portal URL for the provider.

For Example: https://finebak.com/authenticate

Create a DNS A record for domain. For example, Finebak.com to a Public IP xxx.XXX.XXX.XXX
(UMP —IP address).

See example email below.

Figure 12-2: Example Email
Dear Administrator of {{CustomerId}},
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We at Finebak welcome you to join our “AudioCodes UMP-365"
service.

Please activate your tenant by connecting to the link below
and authenticate with your M365 UC Administrator account:

{{CustomerAuthenticationPortalUrl}}/{{InvitationId}}
Please Note:
e UC admin role requirements:

o Teams Admin

o Skype for Business Admin

o Application Administrator

. The Authentication process will run against your Microsoft
M365 Tenant, we will not know or save your password.
. Revoke Token Authentication: you are able to revoke the

authentication at any time. Revoking the authentication will
stop the service.

Thank you and best regards,
Finebak Support Team

This email and any files transmitted with it are confidential
material. They are intended solely for the use of the
designated individual or entity to whom they are addressed. If
the reader of this message is not the intended recipient, you
are hereby notified that any dissemination, use, distribution
or copying of this communication is strictly prohibited and
may be unlawful.

If you have received this email in error please immediately
notify the sender and delete or destroy any copy of this
message
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13  Configure Email Settings

This step describes how to define the email server settings for sending the invitation requests
(configured in Chapter 12) to the customer IT administrator for connecting to the Multitenant portal.

Do the following:
1. Inthe UMP SP Main Tenant open the Email Settings page (System > Email Settings).

Figure 13-1: Email Server Settings

Email Server Settings

From *

LTC_Support@audio-codes.co.il

Username

apikey

Password already saved
ConfirmPassword

Host *
smitp.sendgrid.net

Port *
587

mEnabless!

Network v

Apply Changes

2.  Enter the following details:
o From: Sender email
° Username: Your email server account/username
° Password: Email server account Password / APl key
e  Confirm Password
o Host: SMTP server
° Port: SMTP server / port
° Enable SSL: True
e  Select Network

3.  Click Apply Changes.
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14  App Registration for Customer Admins

The Customer Admins App Registration enables the Azure sign-on for end user customer IT
administrators (see Section 33.2). Once this registration is complete, the Application (Client) ID must
be added in the Customer Admins screen in the Main Tenant interface. When the customer IT
administrator logs into UMP-365, they can then view their Microsoft 365 tenant.

Do the following:

1.  Sign-in to the Azure portal for the Service Provider operator tenant with Admin permissions.

2. Under Manage Azure Active Directory, select View.

Figure 14-1: View Azure Active Directory

= Microsoft Azure 5 Search resources, services, and docs (G+/) 8 0 B @ A bradb@audiocodes.com (2

IDES LTD (AUDIOCODE.
T
_ l
&

Start with an Azure free trial Manage Azure Active Directory Access student benefits

Wi

Get 5200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services with Azure Active Directory. for Teaching after you verify your academic status.

[ s [—— V| [P [ oo [N

Azure services

© = @ ¥+ & = @ -

DN zones Enterprise  Subscriptions  AppServices  Quickstart Virtual Storage  SQLdatabases Al services
applications Center machines accounts
Navigate
Subscriptions (4] Resource groups IR Allcesources Bl pashboard
Tools

3. Inthe Navigation pane, select App registrations.

Figure 14-2: App registrations

T

Home
@ AudioCodes Ltd | Overview - %
Azure Active Directory
t Add v & Manage tenants (7] What's new B Preview features A7 Got feedback? ~
O Overview -

B Preview features Overview  Monitoring  Tutorials

¥ Diagnose and solve problems —
S0 Search your tenant

Manage

R Basic information

A Users

& Groups Name AudioCodes Ltd Users 2m

Tenant ID 1911c65¢-893b-42f0-83fa-66c1basfdiss [y Groups. 2997
& Roles and administrators

' " lications
B Administrative units Primary domain audiocodes365.cnmicrasoft.com el 418
. Device .
B8 Enterprise applications License Azure AD Premium P2 Evices 6992
CH Devices
Alerts
App registrations
&) Identity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation
B Application proxy Please enable support for TLS 1.2 on
clientsfapplications/platform} to avoid any service
B Custom security attributes impact.
(Preview) B
Leam more 33
% Licenses
» Azure AD Connect My feed
& Custom domain names
" e PRy b v

4.  Click New registration.
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Figure 14-3: New registration

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

: AudioCodes Netherlands BV | App registrations

wi no longer add any new features to Azu
\ppications will need to be upgraded to Micros

© Overview

BB Preview features

X Diagnose and solve problems

Manage
All applications ~ Owned applications  Deleted applications

A Users —

& Groups tart typing a display name or application (client) ID to filter these r. * Add filters

85 External Identities
27 applications found
&. Roles and administrators

Display name 1
A Administrative units

B Enterprise applications

Create-Domain-Automation-Demo
CH Devices
Demo-Dns-Client
>-MS-Teams-PS-Module

&) Identity Governance

auth tenant

£ Application proxy

Demol1
% licenses MSAL-Token-simplify
% Azure AD Connect JXO 1y UWP App

App

& Custom domain names

2 Troubleshooting () Refresh L Download (& Preview features

nd Azure AD Graph. We will continue to p

&7 Got feedback?

Application (client) ID
55191200-692e-41cd-a0e6-7ed938bad2e 1
d719c716-703-42f9-8b21-ade3724ea2fc
39d85e72-b473-4173-9035-8de345479fac
d058ac2e-871e-426¢-a67e-73f1e4772¢8c
180a43b-71f4-4eb6-a087-cf68c7d43e23
35¢183e9-d35e-4d20-a8d9-77030bcb328¢
18138483-2c21-45¢d-b394-198228890d3
£1098584-614-4001-9292-23226426220
fd013cea-9eb-4ddf-9616-ade327d056b0

b55f4d0c-e47f-41af-8c96-764af238f25d

Figure 14-4: New App Registration

Microsoft Azui B Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

Register an application

* Name

The user-facing display name for this application (this can be changed later).

[[uMP customer portal -

Supported account types

Wha can use this application or access this API?

) Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)

®) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

) Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsaft accounts (e.g. Skype, Xbox)

) Personal Microsoft accounts only

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | | e https/example.com/auth
Register an app you're working on here. Integrate gallery apps and other apps from outside your arganization by adding from Enterprise applications.

saft Platform Policies of

Enter the following details:

° Name: App registration name

Created on Ty
9/3/2021
2/19/2021
5/11/2021
6/5/2021
2/10/2021
7/6/2021
8/20/2021
3/21/2022

11/27/2020

3/3/2017

vide technical support and security updates but we will no longer

Certificates & secrets

© Expired

© Expired

Q@ Current

@ Current

@ current

° Select account type: Recommendation - Accounts in any organizational directory (Any

Azure AD directory - Multitenant)
6. Click Register.

The new registration is created.

7. Navigate to the Overview page and copy the Application (client) ID to notepad (it must be

configured later in this procedure).
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Figure 14-5: Redirect URI’s

= Microsoft Azure P Search resources, services, and docs (G+/)

{fome > AudioCodes Netherlands BV

g UMP customer portal =

earch (Ctrl+ fi] Delete @ Endpoints [l Preview features
B Overview
A Essentials
& Quickstart

# Integration assistant

Manage

Branding & properties

[C]

Authentication

Certificat % secrets
certificates & secret ® s ontinue 1o provide technical support and seaurity updates but we will no

| Token configuration

> AP| permissions

Get Started  Documentation

@ Expose an API
B App roles . . . . . . .
Build your application with the Microsoft identity platform
& Owmers

&, Roles and administrators The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern,

standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Leam more
M Manifest

Support + Troubleshooting s ¥
2 Troubleshooting tad /§> u . o Vﬁ E :
R New support request m 9 . > G
8. Click the Add a Redirect URI link to add the WEB redirect URI for the provider’s public portal.

The Authentication screen is displayed.

Figure 14-6: Authentication Screen

= Microsoft Azure P Search resources, services, and dacs (G+/)

Home > AudioCoc

5) UMP customer portal | Authentication = X

s Netherlands BY > UMP customer portal

Search (Ctrl+/) B Got feedback?

B overview
Platform configurations

Quickstart
| Depending on the platform ar device this application is targeting, additional configuration may be required such as

A" Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.

Manage + Add a platform

B Branding & properties

D Authentication ~ Web Quidstart Bocsgf il
Certificates & secrets Redirect URIs

il Token configuration The URIs we will accept as destinations when retumning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI you

send in the request to the login server should match one listed here, Also referred to as reply URLS. Learn mor Redirect URIs and their restr
& API permissions
@ Expose an API A\ This app has implicit grant sstfings enabled, f you are using any of these URls in a SPA with MSALjs 2.0, you should migrate URls, =

HL Approles

9. Click Add URI and add the Public Portal DNS subdomain name for the provider that you
defined in Chapter 9 with the appended string “/tenantui/signin-aad” as shown in the
example figure below.

Figure 14-7: Add URI

| https://fine bak.com/tenantui/signin—aad|

10. Scroll down the screen and enable the Implicit grant and hybrid flows; select the following
tokens to be issued by the authorization endpoint:

° Access tokens (used for implicit flow)

° ID tokens (used for Implicit and hybrid flows)

-112 -



14. App Registration for Customer Admins UMP-365

Figure 14-8: Implicit Grant Flow

https://finebak.com/tena ntui/signin—aad‘ Ve

Add URI

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.

Implicit grant and hybrid flows

Request a token directly from the authorization endpeint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

! Access tokens (used for implicit flows)

u 1D tokens (used far implicit and hybrid flows)

11. Click Save to apply changes.

12. Inthe UMP-365 Main Tenant interface, open the Customer Admins page (Security > Customer
Admins).

13. Inthe App Registration Application (Client) ID field, paste the value that you saved in Step 7
and then click Save.

Figure 14-9: Paste the Application (client) ID Value

Show 10 ¢ antries Sear

id 1 Customerid Account

64 M365:202362 AlexW@M365x202362 OnMicrosoft.com

admin@ocshost.emeamicosoitonine com

67 M365:202362 Isailahi@m 3655202362 cnmicrosoft.com

0313 enis [ |

14. Open PowerShell and type the following command:

iisreset [enter]

Figure 14-10:PowerShell

EX Administrator: Windows PowerShell
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15 Configure License

UMP365 supports the follow licensing schemes:
B Tenant License: Tenants license includes the following features support:
° Quick Connect
° Tenant Online voice routing
° User view only
m  User License: User license includes the following features support:
° User MACD (Teams, and Voice policies)
° Lifecycle management
° Create and Edit Templates
° DID management
° Support Microsoft Teams
° Support OneDrive policies (Future)
° Manage emergency call Routing (Future)

B ATenant License is mandatory requirement for Onboarding a new customer M365 Tenant and
for managing the Voice Routing.

@ A User License is not mandatory. The provider can offer this service as an upscale service
for selected customers (M365 Tenant).

15.1 Installing the UMP 365 License
This section installs the UMP 365 license.

To configure the license:

1. Inthe UMP Main Tenant interface, open the License page (System > License) and extract the
Machine ID.

Figure 15-1: System/License Key View

i
%
£o

Machineld: 969dd68f-79¢5-4b77-b4e0-bcfd962d18d7
Product Key:

MultiTenant User License Count: 10000

MultiTenant Tenant License Count: 10000

MultiTenant Version: 8.0.300.94

Expiration Date: 2030-12-01

X, System

Insert License key

License:

Copyright © 2020 AudioCodes
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2.  Activate your product through the AudioCodes License Activation tool at
http://www.audiocodes.com/swactivation. You need your Product Key and Fingerprint

(MachinelD) for this activation process. An e-mail will subsequently be sent to you with your
Product License.

Insert License Key and save.

Save License.

This page includes the follow information:

MachinelD — required for the license generator tool

MultiTenant User License Count: # of Users License, Pool License between the Customers
Tenant

MultiTenant Tenant License Count: # of Tenants Licenses
MultiTenant Version: SW Version

Expiration Date

The ‘Product Key’ is a unique key that represents the UMP 365 / CloudBond 365 initial order and is
used for online license generation. The ‘Product Key’ is used for future orders for the same system,
such as a license upgrade.

When the maximum number of licensed users has been reached, a pop-up window appears on the
individual user edit page indicating that there are no more licenses remaining. Previously edited users
can still be edited.

|A

Warning: When the maximum number of licensed users has been reached, it is no longer
possible to automatically add users through Lifecycle management, nor is it possible to
import users or onboard new Tenants (Tenant license). The license should be allocated
based on the total number of users in the Active Directory.
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16. Update Service Provider Logos UMP-365
16 Update Service Provider Logos
This step describes how to replace the logo that appears in the Token Invitation wizard.
Do the following:
1. Update the customer logo image in the following folder:
..:\acs\SysAdmin.CustomerAuthentication\wwwroot\img
Figure 16-1: Update Logo
<« v » ThisPC » Windows (C:) » acs » SysAdmin.CustomerAuthentication » wwwroot » img
Name - Date modified Size
& Quick access web ©
8777, VG Document 6 K
B Desktop 2 | audiocodeslogo.svg f SVG Document TKB
¥ Downloads =| checked.png PNG File 33 KB

|%2| Documents

2. Open the SQL database dbo.ApplicationSettings table and update parameter

WhiteLabelCustomerAuthentication with the customer logo image:

Figure 16-2: SQL Updates

Object Explorer S Al UMP-Tobit SOLSYSAD. . pplicationSetting + X
Connect~ ¥ ¥ (VES Id Value Machin
= i@ UMP-Tobh\SQLSYSADMIN (SQL Server 15.0.2000.5 - UMP-Tobitumpadmin) ~ 0365CmdPath Chacs\SysAdmin.0365c..  NULL
= Databases 0365InitSvc Enabled NULL
System Databases OvocCustomersList [{"name":"TokenTestOvoc., NULL
Database Snapshots COvocEnabled true NULL
= i SysAdminTenant
COwocHeaders {"OvochuthorizationHead... MULL
Database Diagrams
= Tables OvocSve NULL
System Tables PublicServerUrl http://localhost NULL
FileTables RegenerateTokensWarning false NULL
External Tabl
ema 1avies ReplicationSchedulerSve Enabled NULL
Graph Tables
B dbo.AdalUserCache SheCleanupSve NULL
ER dbo.ApplicationSetting SbhcUpdatePrefixesSve NULL
FR dbo.CrmdTask ServerDomain . NULL
EH dbo.CustomerAdmin ServicePassword _ NULL
ER dbo.Customerlnvitation . . ) . o
BB dbo.InstallationLog ServiceProviderConfig {"Subscriptionld":"c1d216... NULL
FR dbo.lpPbximportUserData Servicellsername umpadmin NULL
FH dbo.OvocEvent SkipSBCValidation True NULL
B dbo.Sbe SourcePackage ch\acs\SysAdminKit NULL
EH dbo.Sbclog . . .
SysAdminC tionSt S =10.0.0.5\5CLSYSA.. NULL
FH dbo.SbcScriptRelations ysAdmint-ennee |.on nng e 50
R dbo.ShcScriptTemplate TeamsTokenhpp.Clientld NULL
R dbo.SbcSite TeamsToken&pp.RedirectUri https://ump-tobi.activec.. NULL
ER dbo.SbecUserinfo TeamsTokenApp.Secret NULL
BB dbo.TenantConfiguration TenantDir chacs\tenants NULL
EH dbo.TenantConfigurationArchive
N TenantlnstallerSve NULL
Views
External Resources TenantRemoveSve NULL
Synonyms TenantUpgradeSvec NULL
Programmability WhiteLabel AudioCodes NULL
S Brok
ETVIce Broker ‘WhitelabelCustomerAuthentication testlogo.jpg NULL
Storage
Security ZxPubSubSve NULL
L e Sl " . Al
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17

Secure UMP Interface Connection with OVOC
and SBC

This section describes how to setup the connection between the UMP Web interface and the OVOC
and UMP on Azure. Connection to the OVOC Server on Azure can be established using one of the
following methods:

®  OVOC Azure Public IP over WebSocket Tunnel (Cloud Architecture Mode). See Section 17.1.

m  OVOC Azure Public IP over HTTPS SSL certificate with mutual authentication. See Section
017.2.

] OVOC Azure Private IP. See Section 17.3.

I@ The SSO Connection to the UMP on Azure is always established using the Private IP of UMP
on Azure.

The figure below illustrates the OVOC > UMP > SBC WebSocket connectivity architecture.
Figure 17-1: WebSocket Connection Architecture

Example: OVOC > UMP > SBC WebSocket Connection

Note:

OVOC can communicate to SBC and UMP over two different
‘WebSocket tunnels. This implies that both UMP and SBC cannot find
each other on the same 169.254 X.¥ network, asthey resideon

OVOC should advertise SBC with FQDN

and not with the 169.254 X.Y IP address separate communication paths.

TAP-Windows Adapter vo B
1P Address: 16925402
Subnet Mask: 25525500
Default Gateway:

DNS Server:

K Network Adapter X

“ 1P address: 101104
Subnet Mask:  255.255.255.0
Default Gateway: 10.11.0.1

DNS Server: 168.63.129.16

| IFSBC and UMP sharethe same internal network, |
| anentry for 53C.CONTOS0.COM should be created inthe Windows Hostsfile. |

| Ifnot, use the public FQDN and DNS to route the traffic.

172.17.22 13.9093.181
with NAT translation to
PubliclP12.3.4

used for SIP signaling and media

DNS information:
SBC.CONTOSO.COM 1.2.3.4
UMP.CONTOSO.COM 13.90.93.181
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17.1

Configure UMP Interface for WebSocket Tunnel (Cloud
Architecture Mode)

This section describes how to secure the connection to the OVOC server public IP address using
WebSocket tunnel.

Do the following:

1. Inthe UMP Multi-Tenant GUI, open the OVOC Settings page (System Configuration > OVOC
Settings).

Figure 17-2: OVOC Settings with Public IP

OVOC Settings
Connection System Settings

@  Use public ovOC System Name *

Public IP Address
OnPremUMP1

13.84.226.66
Location
Public User
onPrem
VPN

Public Password

Trap Port

1161

Keep Alive Port *

1161

SNMP Access Settings
. — Login Url

@ SNMPv2 () SNMPv3

Community Read * http://169.254.2.151 /tenantui

public

Community Write *

Managed Components
SBC
Apply Changes Reset Changes

2. Select the Use Public IP checkbox to connect to the public IP address of the OVOC server on

Azure.

In the Public IP Address, enter the Public IP address of OVOC on Azure.

4. Inthe Public User field, enter the Username for connecting to OVOC WebSocket Tunnel.

Default: VPN

5. Inthe Public Password field, enter the Password for connecting to OVOC WebSocket Tunnel

(Cloud Architecture Mode only). Default: 123456 (note that after initial connection is
established, you can change this password and add new users to manage this connection, see
below).

The figure below shows where to extract the OVOC server IP address on Azure.
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Figure 17-3: OVOC on Azure

Microsoft Azure

Create a resource Virtual machines « 2 X [J OVOC-7-6-1000 2

#
= Fids O resenar - Mo 7 « @ comeat [ Ecme ome O
v 1oy ) Overview . g
e = '
]| 4 ' e |
i [PoveFaioen 300480}
x —ak
CPU (average) ﬁ Network (total) ﬁ

© Cost Management + Biling

Disk bytes (total) Disk operations/sec (average)
Disk bytes (total 2 Disk operations/s 9 P

Enter Trap Port: 162

Enter Keep Alive Port: 1161

Select SNMPv2 and in the Community Read and Community Write fields enter public
Uncheck the ‘SBC monitor’ flag.

10. Enter the following System Settings:
° System Name
° Location

11. For the Login URL (used for logging in to UMP from UMP Device Page in OVOC and REST
connection initiated from OVOC): Enter the Private IP address of the UMP on Azure and not
its Public IP address/FQDN (e.g. http://127.0.0.1/tenantui).

@ Once the initial Single Sign-on connection to the UMP VM is established, the “Login Url”
field is automatically updated to http://169.254.x.x ; do not change this value.

12. Click Apply Changes.
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17.1.1

Configure WebSocket Tunnel (Cloud Architecture Mode) on OVOC

This option configures the OVOC server in Cloud Architecture mode (WebSocket tunnel). When
configured, a "secure tunnel” overlay network” is established between the connected devices and
the OVOC server. Thisconnection is secured over a WebSocket connection. The Tunnel Status
indicates the status for all sub-processes running for this architecture.

@ B It's recommended to add new users to manage this connection (see below).
B It's recommended to change the default password for this connection (see below).

Do the following:

1. Loginintothe OVOC server by SSH, as ‘acems’ user and enter password acems.

2. Switch to 'root' user and provide root password (default password is root):

su - root

3. Typethe following command:
# EmsServerManager

4. From the Network Configuration menu, choose Cloud Architecture.

Figure 17-4: Cloud Architecture

Cloud Architecture Status:
Tunnel Interface: ethd <{main>
Tunnel Status:

plDizable Cloud Architecture
2.Add new user

3.Edit user password

bh.Back

g.Quit to main Menu

5. Select option Enable Cloud Architecture.

6. Selectthe IPv4 interface for which to enable this mode and then press Enter.
Figure 17-5: Choose IP Interface

Choose Interface:
ensl6l <{main) IPvd
ensl?2 IPve
enz256 [Pu4d
ens224 [Pvd
Quit

The OVOC server is restarted.
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In the OVOC Web interface, ensure that device and tenant connections are enabled for HTTPS
(default).

In the OVOC Web interface, ensure that the SBC Devices Communication parameter is set to
"IP Based" (System menu >Administration tab > OVOC server folder > Configuration).

Figure 17-6: OVOC Hostname-IP-based

GENERAL SETTINGS

0OVOC Hostname tlc-ovoe.trunkpack.com

Description Audiocodes

SBC Devices Communication | IP Based -

Privacy Mode ()]

Global Logo globalLogo.png - i,

. ’

AudioCodes L Lve

Service Request URL https://acext]1-tst2.custhelp.com/ci/pta/login/redirect_to/app/account/q

Service Request Password

in the OVOC Server Manager, then the connected SBC devices cannot be managed for this
OVOC instance.

I@ If this parameter is set to "Hostname Based" and the Cloud Architecture feature is enabled
9

10.

Verify that the DNS resolves for the OVOC FQDN is successful, for example Google.com:
C:\Users\enterpriseluser>nslookup www.google.com
Server: tlc-ovoc.trunkpack.com
Address: 10.1.1.10
Non-authoritative answer:
Name: www.google.com
Addresses: 2a00:1450:4006:801::2004
172.217.18.36

In the OVOC Server Manager install Custom Certificates (see Section “Server Certificates
Updates”).
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17.1.1.1

17.1.1.2

17.1.2

Add WebSocket Tunnel User
This procedure describes how to create new WebSocket tunnel users.

Do the following:

1. Select option 2 Add New User.
2. Create new Cloud Architecture User.

3.  Enter the name of the new user and the password.

Change the WebSocket Tunnel Default Password
This procedure describes how to change the default WebSocket Tunnel password.

Do the following:

1. Select Option 3 Edit User Password.

2.  Edit User Password.

3. Select the desired user whose password you wish to change and confirm.
4

Enter the new password and confirm.

Configure SBC
This section describes the actions to perform on the SBC

Do the following:

1. Install SSL certificates on managed SBC devices (refer to Section Install Custom Certificates on
OVOC Managed Devices in the IOM manual). You must define two TLS contexts, one for the
UMP-365 Management connection and one for the Microsoft Teams connection (Wildcard
certificate) i.e. a separate TLS context must be defined for each service provider.
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Figure 17-7: TLS Context-UMP-365 Management

@ TLS Context [#0] > Certificate Information

PRIVATE KEY

Key size: 2048 bits
Status: OK

CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
5d:05:f2:e8:77:13:d9:5c:09:03:95:f2:6d:1 3:c3:38
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IL, O=Domain The Met Technologies Ltd, CN=Domain The Met Technologies Ltd CA for S5LR2
Validity
Not Before: Aug 29 14:44:08 2021 GMT
Not After : Aug 29 14:44:08 2022 GMT
Subject: CN=customers.audio-code.co.il
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:e5:70:02:b6:fd:74:56:c6:be:ef:ac:84:36:b0:
e4bo47:8173:3a:71:30:33:10:68:41: 71 6ed:
6f:a8:ff:9bee:3d:83:53:a6:f6:7h:4d:3b:42:48:
41:33:9f:da:97:12:9e:79:c2:20:73:88:5d:39:20:
3c:94:38:11:07:66:93:41:0f40:e0: 4209 Ta:d4:
T1:97:cd:49:6e:C1 :ce05:408b: 1 7e1D:67:4h:
99:d3:32:dd:71:29:25:97:1:68:cf-7d:eB:d9:31:
2e:a8:31:cd:8c:5f:22:6f:10:85:38:c3:9f:14:90:
75:6C:60:eh:54:38:6fbd:ce:fT69:cf0a:70:0e:
50:3c:fd:f7:9d:57-33:be:d9:04:ca:25:d6:e5:5b:
84:37:55:f0:54:81-04:ccred:7a:8b:7f:d3:71:83:
b5:db:el:d%.dd:ea:c6:c2:09: 1e:bc:9a:bf-d3:2a:
25-7a-12-he-3e-ff-ed-2 c-AD-df-5e-45-36-F1-7F
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Figure 17-8: Wildcard TLS Context for Teams (Service Providers)

CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
14:73:15:e0:b6:45:ed:e3:d1:00:e3:78:7d:n5:39:92
Signature Algorithm: sha236WithRSAEnCryption
Issuer: C=U5, 0=55L.com, OU=www ssl.com, CMN=55L.com DV CA
Validity
Mot Befare: Jun 17 00:00-00 2021 GMT
Mot After - Jun 17 23:59:59 2022 GMT
Subject: CN=*_customers_audio-code.co.il
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 hit)

Modulus:
00:D0:-69:4d:22:71:89:e6:80:78:01:31:78:a9:a0:
b6:2e:2CT8e7:af-a8:ef-2CD8:78:66:90:7a:8C
43:74:df-ab:89-24:d5:87:ca:28:02:dc:5c:c%c5:
a%:69:90:df-15-fe:82:71:ca:43:16:53:08:83:27-
JC46:27:39:5e:68: 7077 14:5:1c:3ce1:41:bE:
aca8:17:93:34:d8:75:h8:76:3e:13:d6:71:23.74:
Sd:4f-2f:ba:33:2a:1¢:70:40:99:c%:ca:1 8:95:04:
50:49:45:58:a0:9d:47:0C:e0:c9:97:03:a4-64:d6:
14:ba:31:f9:ce:b1:04:37:b7.02:db:eBb7-76:cf:
57:532:8d:06:65:32:62:02:C1:d7:27:22:3C:4e. 76
65:d3:21:cc73:c0af: 23:0f: 14:F4:88:f5:c6:95:
71:41b1:08:e0:88:25:6d:e1.11:23:08:31:88: 1e:
ed:19:01:7c:1a:23:10:89:95:8e:bc:24:11.dae5:
al:1c:06:db:43:d4:1a:78:35:65:e4:01:a0:d5:85:
33:85:4:30:21-87-23:0e:87:94:03:27-58:be:35:
7a:06:9e:dd-4d:43:1b:9d:19-:33:b3:39-T3:33:91:
18:eb:b1:8e:14:3%:aC:0f:17:20:58:bd:af-0a:dd:

09 -1

2. Configure the OVOC Tunnel parameters that you configured in Section 17.1.10.
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Figure 17-9: Web Service Settings
£} NETWORK VIEW Web Service Settings
CORE ENTITIES
GENERAL
SECURITY
O Topology Status | Enable v ‘
Quality Status O
E1E Quality Status Rate | 50 ‘
A WEB SERVICES Debug Level ol ‘
Remote Web Services (0)
HTTP PROXY
OVOC TUNNEL
RADIUS & LDAP
OVOC WebSocket Tunhel Server Address o[ 13.04.226.65 ‘ 4
MEDIA CLUSTER path otn ‘ f
ADVANCED Username o[ ypn ‘ 4
Password | |@‘)‘
Secured (HTTPS) $
Verify Certificate <%
3. Set parameter Secured Web Connection (HTTPS) to one of the following:
° HTTP and HTTPS
° HTTPS Only
Figure 17-10: Secured Web Connection (HTTPS)
£} TIME & DATE Web Settings
4 WEB &CLI
‘GENERAL L
Local Users (2)
Authentication Server Secured Web Connection (HTTPS) HTTP and HTTPS v 4
Require Client Certificates for HTTPS connection Disable hd
CLI Settings
Access List

Additional Management Interfaces (0)
Customize Access Level (0)

SNMP

LICENSE

MAINTENANCE

PERFORMANCE MONITORING

SESSION

Password Change Interval (minutes)
User Inactivity Timeout (days)

Session Timeout (minutes)
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17.2 Configure HTTPS SSL Connection to OVOC Public IP

This section describes how to configure an HTTPS connection to the OVOC server public IP address.

@ The root certificate loaded to the UMP server and the OVOC server must be signed by the
same Root CA.
Do the following:

1. Inthe UMP Multi-Tenant GUI, do the following:
e  Open the OVOC Settings page (System Configuration > OVOC Settings).
° In the Public IP Address, enter the Public IP address of OVOC on Azure.

Figure 17-11: OVOC Settings with Public IP

OVOC Settings

Connection System Settings
@  Use public OVOC System Name *
Public IP Address
OnPremUMP1
13.94.226.66
Location
Public User
onPrem
VPN
Public Password
Trap Port

1161

Keep Alive Port *

1161

SNMP Access Settings
= —~ Login Url

(@) SNMPv2 () SNMPv3

Community Read * http://169.254.2.151 ftenantui

public

Community Write *

Managed Components
SBC
Apply Changes Reset Changes

The figure below shows where to extract the IP address of OVOC server on Azure.
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Figure 17-12: OVOC on Azure

Microsoft Azure
Create a resource Virtual machines « 2 X j OVOC-7-6-1000
# Home = =
W Dashboard
Al services = Overview v 1
- = .
Standard F165 (16 vcp
1l 5 T T
¢ Rhopaoims raupixh; -]
X .
CPU (average 2 Network (total P
© Cost Management + Billing ntinuous delrvery (Previe
=
8 oo -
= Disk bytes (total) P Disk operations/sec (average) 2>
@ Backup
o
®

° Enter Trap Port: 162
° Enter Keep Alive Port: 1161
° Select SNMPv2 and in the Community Read and Community Write fields enter public
° Uncheck the ‘SBC monitor’ flag.
° Enter the following System Settings:
¢  System Name
¢ Location

° For the Login URL (used for Single Sign-on and REST connection initiated from OVOC
side): Enter the Private IP address of the UMP on Azure and not its Public IP
address/FQDN (e.g. http://127.0.0.1/tenantui).

@ Once the initial Single Sign-on connection to the UMP VM is established, the “Login Url”
field above is automatically updated to http://169.254.x.x ; do not change this value.

° Click Apply Changes.
2. Inthe OVOC Web interface, do the following:
° Ensure that device and tenant connections are enabled for HTTPS (default).

° In the General Settings page(System menu >Administration tab > OVOC Server folder >
Configuration > General Settings tab), configure the SBC Devices Communication
parameter to "Hostname Based"- FQDN host name that is specified in the OVOC server
certificate file used to authenticate the connection with devices.
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Figure 17-13: OVOC Hostname

GEMNERAL SETTINGS

OVOC Hostname

Service Request URL

tlc-ovoc.trunkpack.com

Description Audiocodes

SBC Devices Communication Hostname Based

Privacy Mode O

Global Logo globalLogo.png IL

AudioCodes L 1ve

https:/facextl-tst2 custhelp.com/ci/pta/login/redirect_to/app/account/q

Service RequestPassword | e

Verify that the DNS resolves for the OVOC FQDN is successful, for example
Google.com:

C:\Users\enterpriseluser>nslookup www.google.com
Server: tlc-ovoc.trunkpack.com

Address: 10.1.1.10

Non-authoritative answer:

Name : WWW.google.com

Addresses: 2a00:1450:4006:801::2004

172.217.18.36

3. Inthe OVOC Server Manager install Custom Certificates (see Section “Server Certificates
Updates”).

4. Onthe managed SBC devices, do the following:

Install SSL certificates on managed SBC devices (refer to Section Install Custom
Certificates on OVOC Managed Devices in the IOM manual). You must define the
following TLS contexts:

¢ OVOC Management connection (Context #0)
¢ UMP-365 Management connection (Context #1)

¢ Microsoft Teams connection (Wildcard certificate) i.e. a separate TLS context must
be defined for each service provider. (Context #3)

Set parameter Secured Web Connection (HTTPS) to one of the following:
. HTTP and HTTPS
¢ HTTPS Only
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UMP-365
Figure 17-14: Secured Web Connection (HTTPS)
£ TIME & DATE Web Settings
4 WEB & CLI
GENERAL
Local Users (2)
Authentication Server Secured Web Connection (HTTPS) HTTP and HTTPS v 4

Require Client Certificates for HTTPS connection

Addition nt Interfaces (0)

Additional Management Interfaces (0 SESSION

Customize Access Level (0)

SNMP Password Change Interval (minutes)

LICENSE

Session Timeout (minutes)

MAINTENANCE

PERFORMANCE MONITORING

User Inactivity Timeout (days)

Disable

90

17.3 Configure Connection to OVOC Azure Private IP

This section describes how to configure the connection to the OVOC server with its private IP address.

Do the following:

1. Inthe UMP Multi-Tenant GUI, open the OVOC Settings page (System Configuration > OVOC

Settings).

2. Inthe IP Address enter the Private IP address of OVOC Azure
Figure 17-15: OVOC Setting with OVOC Private IP

OVOC Settings
Connection

Use public OVOC
IP Address

Trap Port
Keep Alive Port

SNMP

® SNMPv2 SNMPv3
Community Read *

Community Writs *

Managed Components
SBC

Apply Changss Reset Changes

System Settings

System Name *
mp-ga-upgrade
Location

West Eu

Access Settings
Login Url

ttp://169.254,3.89 tenantus

The figure below shows where to extract the IP address of OVOC on Azure.
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Figure 17-16: OVOC on Azure

Microsoft Azure

Create a resource Virtual machines « 2 X [J OVOC-7-6-1000 2

#
= Fids O resenar - Mo 7 « @ comeat [ Ecme ome O
v 1oy ) Overview . g
e = '

]| 4 ' e |

i [PoveFaioen 300480}
x —ak

CPU (average) ﬁ Network (total) ﬁ

© Cost Management + Biling

Disk bytes (total) Disk operations/sec (average)
Disk bytes (total 2 Disk operations/s 9 P

Enter Trap Port: 162

Enter Keep Alive Port: 161

Select SNMPv2 and in the Community Read and Community Write fields enter public
Uncheck the ‘SBC monitor’ flag.

N o v sWw

Enter the following System Settings:
° System Name
° Location

8.  For the Login URL (used for Single Sign-on and REST connection initiated from OVOC side):
Enter the Private IP address of the UMP on Azure and not its Public IP address/FQDN (e.g.
http://127.0.0.1/tenantui).

@ Once the initial Single Sign-on connection to the UMP VM is established, the “Login Url”
field above is automatically updated to http://169.254.x.x ; do not change this value.

9. Click Apply Changes.

17.4 Managing Alarms

The Alarms screen displays alarms that are raised for the OVOC connection into the following
categories:

Current alarms
Cleared alarms
Agent Alarms
OVOC Events

For each alarm the following information is displayed:
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Id

Field

Table 17-1: Alarm Fields

Description

SNMP OID

Alarm Time The time that the alarm was raised.
Name The alarm name
Source The source of the alarm (different for each alarm
type). For example, for Agent Alarms <VM
Name>/<Name of Service> of raised alarm
Text Text description that is displayed in the alarm
Severity Alarm severity displayed from the variable-binding
tgTrapGlobalsSeverity. There may be several
conditions for each severity.
Cleared In the current alarms table indicates that the raised
alarm has been cleared.
Actions Recommended actions to take.
Figure 17-17: Current Alarms
= & UMP-Tobi\umpadmin
Alarms
Current Alarms Cleared Alarms Agent Alarms Ovoc Events
Show 10 Search:
Id T4 Alarm Time Name Source Text Severity Cleared Actions
No data available in table
Showing 0 to 0 of 0 entries Previous  Next
Figure 17-18: Agent Alarms
Alarms
Current Alarms Cleared Alarms Agent Alarms
Reload
Show 10 4 entries Search:
Name T AlarmTime Source Text Severity
acCbCompSrvAlarm July 26th 2021, 12:39 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.NewCustTest Warning
TOBI/SysAdmin.CacheSrv.NewCustTest stopped
acCbCompSrvAlarm July 26th 2021, 12:39 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.Tokentest stopped Warning
TOBI/SysAdmin.CacheSrv.Tokentest
acCbCompSrvAlarm July 26th 2021, 12:39 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.NewCustTest1 Warning
TOBI/SysAdmin.CacheSrv.NewCustTest1 stopped
acCbCompSrvAlarm July 27th 2021, 15:22 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.Plus_Cust_Test Warning
TOBI/SysAdmin.CacheSrv.Plus_Cust_Test stopped
acCbCompSrvAlarm July 28th 2021, 09:41 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.SysOpera_Plus Warning
TOBI/SysAdmin.CacheSrv.SysOpera_Plus stopped
acCbCompSrvAlarm July 28th 2021, 12:42 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.TokenAuth_Pro Warning
TOBI/SysAdmin.CacheSrv.TokenAuth_Pro stopped
acCbCompSrvAlarm July 28th 2021, 12:42 OVL_UMP_MT_UMP- Service SysAdmin.CacheSrv.OVOCTeams_SN Warning
TOBI/SysAdmin.CacheSrv.OVOCTeams_SN stopped
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Figure 17-19: OVOC Events

Current Alarms Cl od Alarms Agent Alarms Ovoc Events
Show 10 ¢ entries Search:

Id Event Time Name Source xt Severity

4702  October 8th 2021, acUmp0O365CommandExEvent  ancafromovoc Removed Customer ancaFromOvoc Indeterminate
10:54

4703  October 8th 2021,  acUmpUserSettingsFailEvent TobiTestPro/icm  unable to allocate a number from NumberRange for Warning
12:26 sip:MiriamG@M365x694040.0nMicrosoft.com

4704  October 8th 2021,  acUmpUserSettingsFailEvent TobiTestPro/icm  unable to allocate a number from NumberRange for Warning
12:26 sip:AdeleV@M365x694040.0nMicrosoft.com

4705  October 8th 2021,  acUmpUserSettingsFailEvent TobiTestPro/lcm  unable to allocate a number from NumberRange for Warning
12:35 sip:MirlamG@M365x694040.0nMicrosoft.com

4706  October 8th 2021,  acUmpUserSettingsFailEvent TobiTestPro/lcm  unable to allocate a number from NumberRange for Warning
12:35 sip:PattiF@M365x694040.0nMicrosoft.com

4707  October 8th 2021,  acUmpUserSettingsFailEvent TobiTestPro/lcm  unable to allocate a number from NumberRange for Warning
12:35 sip:MeganB@M365x694040.0nMicrosoft.com

4708  October 8th 2021,  acUmpUserSettingsFailEvent TobiTestPro/lcm  unable to allocate a number from NumberRange for Warning
12:35 sip:lsaiahL@M365x694040.0nMicrosoft.com >
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18

18.1

18.2

Getting Started

Overview

Microsoft 365 Tenant setups require deep PowerShell expertise and SBC configuration knowledge,
where the acquisition of such skills involves high costs and is time consuming. The UMP 365 SP Edition
application significantly simplifies the implementation of these skills through a sophisticated
Microsoft 365 Tenant onboarding and service automation solution. On the 2"¢ day management UMP
365 SP edition application simplifies the daily operation work with user lifecycle and identity
management of their M365 customers Tenants. As a result, they can adjust their configuration
topology to best fit the rapidly changing requirements for voice services and fully leverage the rich
capabilities of Office 365. This includes assigning templates with sets of Teams policies, managing the
M365 Tenant DID range and telephony settings and assigning these templates to security groups.

The Provider (Service Provider or Hosted Provider) Admin is defined as a SuperAdmin with
permissions to view their managed M365 Tenants (Customer). The Providers Admin can access their
customers M365 Tenants, view the Users configuration, edit users with LifeCycle Management,
manage their customer DID range and configure the Tenant Voice routing configuration. UMP 365
SP Edition application is a white-label managed application.

In a typical Microsoft 365 Tenant deployment, performing day-to-day administration tasks can be
quite complex. Teams relies on the creation of user accounts using Azure Active Directory and then
modifying user accounts, and other Teams Policies settings using the Teams Admin Center, and
PowerShell commands.

User Management Pack 365 is a powerful software application that simplifies User Lifecycle &
Identity management across Microsoft Teams environments, maintaining the availability of all these
Microsoft tools; however, providing a much simpler web-based administration utility. UMP 365 does
not attempt to remove or re-write these Microsoft tools, and they remain available for other
purposes.

UMP 365 provides a simplified web-based administration utility (aka SysAdmin) with a strong focus
on telephony, Teams and Microsoft 365 features that allows System Administrators to carry out day-
to-day maintenance activities, without the need for access to multiple complicated Microsoft
Management Tools and challenging PowerShell commands, requiring lengthy professional training.

UMP 365 with Service Provider Admin Credentials

The UMP 365 application is web-based and can be accessed via any web browser (Chrome, Microsoft
Edge or Firefox) over HTTPS only. The provider can either access the Customer Portal using the
Windows user or the Azure AD SSO user.

@ The minimum screen resolution for the Web browser page is 1920 X 1080.

One of the following Login URLs can be used:

®  https:\\[DNSname]\tenantui
m  https:\\localhost\tenantui

If you are connecting with localhost, a certificate error message will be displayed, confirm to continue
with insecure connection.
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Figure 18-1: Private Connection

A

Your connection is not private

Attackers might be trying to steal your information from Xxxxx.xx.xx (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is XXXXXXX.XX | its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to XXX XX XX XX (unsafe]

The provider can access User Management Pack 365 with the following Admin User types:

®  SuperAdmin: a predefined Windows User Account which must be a member of Group
UmpAdmins)

° Access to Multi-Tenant level and to all the Customers Tenant

Figure 18-2: Multi-Tenant Access (Provider Only)

Windows Security *

Sign in to access this site

Authaorization required by https:/fump-
tobi.activecommunications.eu

umpadmin

Domain: AUDIOCODES

QK Cancel
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The following screen shows the UMP-365 interface after a clean installation for new customer.

Figure 18-3: UMP 365 Authentication

AR 3 WiN-4 HFA

Available Users: 100, Available Customers: 100
SysadminKit Version: 8.0.300.130 °

Show 10 ¢ entries Search:

Licensing (licensed Queued commands
Customer Name T State SysAdmin Info users) status
No data available in table
Showing 0 to 0 of 0 entries Previous  Next

Copyright © 2020 AudioCodes. All rights reserved
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B Admin User: SSO Sign-In with Azure AD user

° Access to the customers Tenant that received Grant access

@ Logging in with an Azure AD is only possible after a tenant has been created and assigned
an administrator to this tenant as described in Chapter 14.

Figure 18-4: Customer Link UMP 365 Authentication

Sign-in with Azure AD
Windows

B® Microsoft
Sign in

|Ema\\ or phone

Can't access your account?

Sign in with a security key (7)

Next

The following screen shows the Tenants screen for a login to the multitenant portal.
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Figure 18-5: UMP 365 Authentication
Available Users: 247, Available Customers: 3

SysadminKit Version: 8.0.220.26 °

Show 10 ¢ entries Search:
Customer Name Tl state SysAdmin Info Licensing (licensed users) ‘Queued commands status
ancafromOvoc Deployed version: 8.0.220.26 M365 - Pro (162) Edit | Delete | UndoDeploy | | Qeued commands: 0
replication: 2021.08.22.10.49.44 A SBC Site Executing commands: 0
Sysadmin

Replicaticn in progress: no

Queue Replication

Automation_Essential_BYOC_Cust ~ Deployed SysAdmin M365 - Essential (0) Edit | Delete | UndoDeploy |  Qeued commands: 0
omer Executing commands: 0

Replication in progress: no

beb Deployed SysAdmin M365 - Essential (0) €dit | Delete | UndoDeploy |  Qeued commands: unkown
Executing commands: unkown

Replication in progress: unkown

BradTrunk Deployed version: 8.0.220.26 M365 - EssentialPlus (10) £t | Delete | Undo Deploy | = Qeued commands: 0
replication: 2021.08.22.10.49.34 Add SEC Site Executing commands: 0
SysAdmin

Replication in progress: no

Queue Replication

Pro_Token_With_Teams Deployed version: 8.0.220.26 M365 - Pro (120) edit | Delete | UndoDeploy | | Qeued commands: @
replication: 2021.08.22.10.5046 e s e Executing commands: 0
Sysadmin

Replication in progress: no

Queue Relication

18.3 Tenants Global View

The figure below displays an example screen including a list of M365 customer tenants:

Figure 18-6: Main Screen View

Customer Deployment Status Opens Customer Portal Configure Number of Licensed Users

Available Users: 9885, Available Custemers: 19

Sysscminkit Version: 60.300.135
show 10 ¢ entres Search
Customer Name T ste Licensing (icensed users) Gueued commands status
essentiahs Deplayed M365 - Essential @) ede | Delete Queusd commands: 0
. oceutng commands 0 | Upgrade customer to latest
version
Replication in progress: no
M365:202362 Degloyed version: 8.0.300.135 M365 - Pro (30) ege | Delete 0e Queusd commands: 0
replication: 2022.03.23.104342 . oeeting commans 8
n “ 2 = Add new site locations
M365:35102214 Deployed version: 8.0300.135 M365 - Pro 25) con | oetete | un Queusd commands: 0
repication: 2022.03.23.104342 R et commands. 0
Syshch
Replcation i progrese: no
¢ Replicaton + - Replicate Database queue
M365345661692 Deployed version: 80,300,135 M365 - Pro 25) €dt | Delete | Undo De Queued commands: 0
repication: 202203.23.1044.24 T Executing commands: O
Sysadmin
M365:78596656 Deployed version: 8.0.300.135 M365 - Pro 25) st | Delete : Queved commands: 0
replcation: 2022.0323.104425 - Executing commands: 0 Reset Deploy for Mes enant
Admir .
Replicaion in progress: ne
peve Deployed version: B0.300.135 M365 - Pro (10) | Delete - Queued commands: 0

Executing commands: 0

repication: 2022.03.23.1044.47

Repiication in pragress: ne

The M365 Tenant / Links screen displays a quick glance status and monitoring summary of the
customer-specific M365 Tenants. Information displayed includes:

Total number of available Tenants and Users (per system)
Search box
UMP SP version

Customer Name
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B Tenant State: Ready for Deployment, Deploying, Deployed, Ready for remove
®  SysAdmin Info:
° Version: Tenant Web application software version
° Replication: last replication time
Table 18-1: Global Actions
Link Action
SysAdmin Opens the Service Provider portal (see Chapter 33).
Edit Configured number of licensed users for M365 tenant
(see 18.3.1).
Add SBC Site Onboards SBC devices (see Section 33.13.10)
Delete Removes the tenant from the UMP instance.
Undo Deploy Resets the current deployment configuration for the
M365 tenant.
Queue Replication Replicates the database for the queue (See Section
18.3.3).
Upgrade Customer Indicates whether the customer needs to be

upgraded to the latest version.

18.3.1 Configured Number of Licenses Users
You can configure the number of licenses users to the M365 tenant.
To configure the number of licensed users:

1. Inthe Main View, select the desired M365 tenant and then click Edit.

Figure 18-7: Configure Number of Licensed Users

B Tenants

‘ Ovoc Customer Id BBB123 Licensed users Currently assigned: 10 0 O

X, System

- Security + BackToTenantsList

B SBC List

= Queued Tasks

2. Change the number of currently assigned users and then click
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18.3.2 Onboard SBC Devices for New Site Locations

Once the new M365 tenant has been added you can onboard additional SBC devices that are
deployed at new sites.
To onboard an SBC to a new site:
1. Inthe Tenants screen click Add SBC Site.
Figure 18-8: Add SBC Site

SysadminKit Version: 8.0.220.26 °

Show 10 = entries Search
Customer Name T State SysAdmin Info Licensing (licensed users) Queued commands status
ancaFromOvoc Deployed version: 8.0.220.26 M365 - Pro (162) t | Delete | | Qeued commands: 0

replication: 2021.08.22.10.49.44 E Executing commands: 0

sysAdmin
Replication in progress: no.

Automation_Essential_BYOC Cust  Deployed ysAdmin M365 - Essential (0) Edit | Delete | | Qeued commands: 0
omer Executing commands: 0

Replication in progress: no.

beb Deployed ysAdmin M365 - Essential (0) Edit | Delete | |  Qeued commands: unkown
Executing commands: unkown

Replication in progress: unkown

BradTrunk Deployed version: 8.0.220.26 M365 - EssentialPlus (10) t | Delete | |  Qeued commands: 0
replication: 2021.08.22.1049.34 Executing commands: 0
ysAdmin
Replication in progress: no
Pro_Token_With_Teams Deployed version: 8.0.220.26 M365 - Pro (120) gt | Delete | Geued commands: 0

replication: 2021.08.22.10.50.46

Sysadmin

Executing commands: 0

Replication in progress: no

a M365 Tenant e M365 e Voice Route ®

ADD NEW SITE PRESS NEXT

2.  Click Next to continue. Credentials are validated and the Onboarding wizard opens.

Figure 18-9: Configure Default Routing

e Voice Route x

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived trunk model
for service providers and optionally configure the service provider DNS automatically if selected.
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18.3.3

3.  Proceed to Chapter 30.

Queue Replication

After successful authentication, the User Management Pack 365 loads the Users section under User
Management, where the users and devices that are enabled for Microsoft Teams are shown.

® If the initial replication has not been completed yet, the Users list will be empty. Right-click the

18.3.4

18.3.5

“Last Sync Never” message on the upper right-hand corner to initiate a full replication cycle.

EnterpriseRTC Deployed Deployed version: 8.0.100.112 £dit | Delete |
repllcatlfm: 2020.11.12.21.37.51 Queue Replication
SysAdmin

Undo Deployment

If you wish to configure the M365 tenant deployment from scratch you can select the Undo
Deployment.

Upgrade Customer

This feature lets you upgrade a Hosted Essentials customer to Hosted Essentials + or Hosted Pro.

Figure 18-10: Upgrade Customer

Available Users: 9885, Available Customers: 19

SysadminKit Version: 8.0.300.135

Show 10 2 entries Search:

Customer Name

essentials

M365x202362

M365x35102214

M365x45661692

M365x78596656

petre

T state SysAdmin Info Licensing (licensed users) Queued commands status

Deployed SysAdmin M365 - Essential (0) £dit | Delete | Undo Deploy Queued commands: &

Upgrade Customer Executing commands: 0

Replication in progress: no

Deployed version: 8.0300.135 M365 - Pro (30) edit | Delete | Undo Deploy | Queued commands: &
replication: 2022.03.23.1043.42 e Executing commands: 0
SysAdmin

Replication in progress: no

Queue Replication

Deployed version: 8.0.300.135 M365 - Pro (25) Edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.10.43.42 dd sic st Erccuting commands: 0
SysAdmin

Replication in progress: no

Queue Replication

Deployed version: 80.300.135 M365 - Pro (25) edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.1044.24 dd s5C sie Executing commands: 0
SysAdmin

Replication in progress: ne
Queue Replication

Deployed version: 8.0300.135 M365 - Pro (25) edit | Delete | Undo Deploy | Queued commands: &
replication: 2022.03.23.10.44.25 Add SBC Site Executing commands: 0
SysAdmin

Replication in progress: ne
Queue Replication

Deployed version: 80.300.135 M365 - Pro (10) edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.1044.47 add 5C sie Executing commands: 0
SysAdmin
Replication in progress: no
Queue Replication v
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To upgrade a Hosted Essentials customer:

1. Click Upgrade Customer.

Figure 18-11: Start Upgrade Customer

@ 11365 Tenant [ 2 JUETE © voice Route x

Start Upgrade Customer
PRESS NEXT

2. Click Next to continue.

Figure 18-12: Select License Type

e Voice Route

Full Customer Name

essentials

Short Customer Name

essemtials

License Type

Hosted Essential ® Hosted Essentials+ O Hosted Pro Licensad Users <
M365 Authentication

© Send link to customer IT administrator for authentication:

@ Use M365admin account with known password

admin@ocshost.emea.microsoftonline.com ssssssssee

Back \I MNext
A

3. Select either Hosted Essentials + or Hosted Pro checkboxes, enter the number of Licensed
users, and then click Next.

4.  Continue with the Onboarding Wizard as described in Sections 30.2 and 30.3.

At the end of the process, the following confirmation message is displayed:
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Figure 18-13: Upgrade Customer Task

@ M365 Tenant @ \vics @ Voice Route x

Processing Add New ...

-- UpgradeCustomer task started --

Tenant definition updated

Customer configuration updated and queued for installation.
-- UpgradeCustomer task completed --

Close
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19 UMP Backup- Disk Snapshot

This section describes how to create a snapshot of the UMP Virtual Machine. This procedure should
be performed prior to running the upgrade and then rolled back once the upgrade is complete.

Do the following:

1. Open the Azure portal, type “Create a Resource” and then click Create a Resource.

Figure 19-1: Create a Resource

Azure services

+ = e B 58 © B8 © E -
cresghy oisks Snapthots Vel Maksiplace  ONSzores  mages cost App  More snices
Recent resources
e e v
Resource group an hour ago

Virtual machine

virtual machine 2 hours ago
Virtal mschine S hours ags
Virtual machine 5 hours ago
Virual machine s hours ago
Vinual machine s hours ago
B qa-int-ovoc-ip Public IP address 5 hours ago
[ pre— Virtual macine 5 hours ago
[Cp— Resource group 23 howrs sgo

2. Inthe Search field, type “Snapshot” and then click Create.

Figure 19-2: Create Snapshot

Home > Creat

esource

Snapshot = X

Snapshot © st favorte

T ~ §

==
i * 50 (4 Azure ratings)

e

Overview  Plans  Usage Information + Support  Reviews

A snapshot is a disk with read-only backing blob. A snapshot can't be resized, cant be attached 1o a VM and the disk manager will not provide 3 SAS URI with write-access,

Web App

See Al

More products from Microsoft

Create Create < Create @ Create
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Figure 19-3: Snapshot Details

Crosoft Azure

Home > Create a resource > Snapshot

Create snapshot

Basics  Encryption Networking Tags  Review + create

A snapshot 15 a read-only copy of a virtual hard drive (VHD). You can take a snapshot of an OS or data disk VHD to use as
a backup, or to troubleshoot virtual machine (VM) issues, Learn more about snapshots in Azure

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organze and
manage all your resources.

Subscnption * @) SQA LIVE Sub! s i

Resource group * b
Create new

Instance details

Name * ‘
Region * (Europe) North Europe v I
Snapshot type * C ;!:;' Full - make a complete read-only copy of the selected disk,
O Incremental - save on storage costs by making a partial copy of the disk
based on the difference between the last snapshot.

Source subscription (O SQA LIVE Sub1 Bt I
Source disk* © v |
Storage type * (O Zone-redundant v 1

In the Resource group field select your working Resource Group.
Enter the desired name of the snapshot.

In the Source disk field drop-down list choose the name of the disk that you wish to backup.

o v W

In the Storage type field drop-down list choose the type of disk that you wish to backup e.g.
Standard HDD.

7. Select the Tags tab to optionally define tags for the snapshot and then click Review + create.

-145 -



19. UMP Backup— Disk Snapshot UMP-365

Figure 19-4: Define Snapshot Tags

Home > Create a resource > Snapshot

Create snapshot

Basics Encryption Networking Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by apphang the same tag
o H‘luh‘lpll} resources and resource ngUp‘S- Leam more about HE‘,'{

Mote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name (7} walue () Resource
[ LiveCloudEne ] 4 | qa-mgmt I 2 selected b E
. 2 selected LY

o T T

8. Review the details of the snapshot and then click Create.
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UMP-365

Figure 19-5: Review Snapshot Details

dicrosoft Azure

Horme > Create s resource » Snapshat

Create snapshot -

a Yalidation passed

Basis Encryption Metworiang

Basics

Subscnption
Resource group
Region

Name

Source subscription
Source disk
Storage type

snapshot type

Emcryption

Encryption type

Tags Review + create

S04 LIVE Sub

ga-mgmt-ump1

West Europe

ga-mgmt-ump1-ver200-beforupgrade

S04 LIVE Sub
ga-mgmt-ump1_diskl_cdafdaddfedOdef2bif3if2d2825bacd
Standard_LRS

Full

Platform-managed key

Metworking
Connectivity method Allowall
Tags
L ClowdEr qa-mgmr
LiveCleiaclErw q.._q-rllgrrll,
< Previous Bt | Download a template fior automation

The snapshot is created. The following progress messages are displayed:
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Figure 19-6: Progress of Snapshot Deployment

Home >

Deployment
& Overview @ Wed love your feedback! =
T inputs
i= Outputs == Deployment is in progress
B Template name: Snapshot

& Snapshot.qa-mgmt-ump1-ver200-beforupgrade-20211028162958 | Overview =

gmi-umg
Subscription: SQA UVE Subl
Resource group: ga-mgmt-ump1

~ Deployment detalls (Download)

Resource

No results.

pgrad.. Starttime: 10/28/2021,
Correlation ID; ab&és|

20:07 PM

273d-462b-bdcd-bacGecTalafc

Status

Home

&, Snapshot.qa-mgmt-umpi-ver200-beforupgrade-20211028162958 | Overview

Subscription: SQA L ut
Resource group: ga-mgmt-ump1

v Deployment details (Download)

A Next steps

Deployment name: Snapshot.ga-mgmt-ump1-ver200-beforupgrad.
ubl

Deployment
@ Delete A (%) Redeploy () Refresh
& Overview @ Wed love your feedback —
¥ Inputs
7= Outputs @ Your deployment is complete
& Template

Start time: 10/28/2021, 4:30:07 PM
Correlation ID: ab665b46-273d-462b-bacd-b8c6ecTas4fc

9. Click Go to Resource to view details of the snapshot.

Figure 19-7: Snapshot Details

Home

« Snapshot export
Tlf Properties

B Loks

Automation
s Tasks (preview)

& Export template

Support + troubleshooting

2 New Support Request

g ga-mgmt-umpl-ver200-beforupgrade =

Snapshot
~ -~ .
[t'lear:ﬂ Ctri+ /) ] + Createdisk [8] Delete () Refresh
® Overview A Essentials
E Aanity log Resource group (change) : ga-mgmt-ump]
8 Access control (IAM) Provisioning state : Succeeded
Location : West Europe
@ Tags
Subscription {change) + SQA LIVE Sub1
Settings Subscription 1D : 213a96f-89¢2-4bf3-0840-e99¢a20ebacl
Encryption Date cwax@ + 10/28/2021, 4:30:13 PM
1> Networking Tags (change) LiveCloudEnv : ga-mgmt

10. Proceed to Chapter 20.
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20

20.1

20.2

20.2.1

Upgrade using Wyupdate

This chapter describes how to install patch updates and version updates using the Wyupdate tool
which does the following:

m  Validates whether new patch updates are available for installation and if so, downloads and
installs them.

B Validates whether the UMP-365 version requires a version upgrade e.g. from Version 8.0.100
to version 8.0.200

Before proceeding with the upgrade, ensure that the SBC and OVOC versions are
compatible with the UMP-365 version. See Release Notes for more information.

Prerequisites

®  Install SSL certificates on the UMP Windows server for securing the HTTPS connection with
Microsoft Azure (see Chapter 3).

®  When using a backend SQL server create the following directory on the SQL server:

c:/acs/dbbackup

UMP requires a direct connection to Internet. If you are using a reverse proxy make sure
to enable Web Socket. If the connection fails, first test it on the server with a direct
connection without a reverse proxy before creating a support ticket.

Run Wyupdate Tool

This step describes how to run the patch update/version upgrade scripts on the Main UMP tenant
and for each customer tenant.

Run the Wyupdate as administrator using the UMP service admin account that was created
in Section 6.3.

Main UMP Tenant Update

This step describes how to run the scripts on the Main UMP Tenant.

Do the following:

1. Inthe Windows Services Manager, stop all sysadmin services, or enter the following
PowerShell command to start all UMP sysadmin services:
stop-service sysadmin*

2.  Enter the following command to start all www services/internet IIS services
stop-service w3svc

3. To verify whether the services have been started, specify the following commands:

get-service w3svc
Get-service sysadmin¥*
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If one of the above services has not been started, open the Services App, select the service
and then right-click Start.

4. Set the properties of the service SysAdmin.TenantSvc to Take No Action.
Figure 20-1: Take No Action
SysAdmin.TenantSve Properties (Local Computer) *
General LogOn PRecovery Dependencies

Select the computer's response if this service fails. Help me set up recoveny

actions.

First failure: | Take Mo Action | w
Second failure: |Take Mo Action | W
Subsequent failures: | Take Mo Action | e
Reset fail count after: D days

Restart service after: 1 mirukes

[ Enable actions for stops with emars. Restart Computer Options...
Run program
Program:
Browse...
Command line parameters:

Append fail count to end of command line (Fail="%1%)

Corcad | [ ool

5. Open RDP to the UMP, navigate to c:\acs folder and run wyupdate.exe from the ..:\\acs root
directory as shown in the screen below.
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Figure 20-2: Main Upgrade File

Nindows (C) » acs »

0 Hame " Date modified Type Size

dbbackup 6/16/2021 &05 AM File folder
installationScript 6/9/2021 717 PM File folder
Lags 8/11,/2021 7213 AM File folder
SglScript 6,/9/2021 717 PM File folder
Sysfdmin.Custormerfuthentication 8/11/2021 7:00 AM File folder
Sysfdmin.Custormerlpgrade £,/9/2021 717 PM File folder
SysAdmin.0365Cmd 8/11/2021 700 AM File folder
Syshdmin.Skype2MsTeamsMigrator £,/9/2021 717 PM File folder
Syshdmin.TenantSve 6,/9/2021 717 PM File folder
Sysfdmin.TenantWeb 6/24/2021 7:37 AM File folder
Sy=AdminKit 5/19/2021 418 PM File folder
tenants 8/11/2021 7:07 AM File folder
Tools 6,/16/2021 7:56 AM File folder

a changelog.txt 8/9/2021 11:06 AM Text Document IKB

D clientowyc 8/11/2021 703 AM WY C File 56 KB

| ] SysAdmin.AdalCache.2.0.200.355.nupkg 6/8/2021 &:56 AM MUPKG File 3 KB

D SysAdmin.AdalCache.8.0.200.359.nupkg 8/8/2021 5:47 AM MUPKG File 3 KB

&0 wylpdate.exe 3/31/2021 1218 PM Application 435 KB

6. Run wyUpdate.exe.

7. Inthe Updated dialog, click Update. The wyUpdate tool validates the installed version to
determine whether updates are available or an upgrade is required.

Figure 20-3: Run Update

v Manage
“ Home Share View Application Tools |
« + This PC » Windows (C) acs vd carch y -]
Date modifie P
# Quick access
installationScn| 2 11:05
[ Desktop ’ Pt
logs 2021 12 File folde
& Downloads ’ SalScript s 18
z o -
3 Documents  # SysAdmin CustomerAuthentic = “YUpdate x
Pictures ’ 5 . "
- Systdrin CustomeUpgrade ¢ Downloading & Installing updates
ST SysAdmin 0365Cmd LS Updating UMP-LTC to the latest version
SysAdmin Skype2MsTeamsM
b Network SysAdmn.TenantSve wyUpdate is downloading and installing updates for UMP-LTC. This process could take &
SysAdmin TenantWeb few minutes,
SysAdrminkit
tenants /' Downloading update
Tools ™) Extracting files
changelog.ba
chentwyc
& wyUpdate.exe ‘
Extracting top-windows-9.23.3-1601-Win10.exe
Update Cancel
15deme 1 dem calnctad 414 KR

8.  During the update you are prompted to “close All Processes” services. Confirm this action.
This confirmation enforces the upgrade and kills the running processes.
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Figure 20-4: Close Processes

wyUpd The following processes need to.be closed before updating can d take a
few mid continue. Select a process and click Close Process.

(SysAdmin.CacheSrv.exe) A
1 | (SysAdmin.CacheSrv.exe)
Y| | (SysAdmin.CacheSrv.exe)
~ | (SysAdmin.CacheSrv.exe)
(SysAdmin.CacheSrv.exe)
(SysAdmin.CacheSrv.exe)
(SysAdmin.CacheSrv.exe)
(SysAdmin.CacheSrv.exe)
(SysAdmin.CacheSrv.exe)

(SysAdmin.CacheSrv.exe) u
1 - Close All Processes " Cancel Update
Waitin ' ' 1 2
o)

JPO3TE

1>

i [ |-

The available updates or version upgrade package is downloaded and the files are installed.
Figure 20-5: Downloading & Installing updates

| &> OperatorConnect Automatic Update Utility - X

Downloading & Installing updates

Updating OperatorConnect to the latest version

wyUpdate is downloading and installing updates for OperatorConnect. This process
could take a few mnutes.

v Downloading update

J Extracting files

Bxtracting md-musical-note.svg

Update Cancel

2.  Click Finish.
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Figure 20-6: Update successful

X

O OperatorConnect Automatic Update Utility

Update successful!

OperatorConnect has been successfully updated to
version 8.0.300.137

Click Finish to exit

3. Inthe Command shell, press enter to continue.

Figure 20-7: Command Shell
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20.2.2 Services Updates for each Tenant

This step describes how to run the Services updates separately for each M365 customer tenant.

Run the WyUpdate as administrator using the UMP service admin account that was created
in Section 6.3.

Do the following:

1.  Run the file Sysadmin.CustomerUpgrade.exe from directory
..\\acs\SysAdmin.CustomerUpgrade.

Figure 20-8: Run CustomerUpgrade Exe

vs(C) » acs » SysAdmin.CustomerUpgrade
MName Date modified Type Size
B Dapper.dil 8/
= Dapperxml
B DapperExtensions.dil
D DapperExtensions.pdb
B Ensure.That.dll

54 AM Application extens...
A XML Document
Application extens...
PDE File
Application extens...

Ensure. Thatxml XML Document

[] Frurldn
4] Flurl Hetp.di

=] Flurl Http.xml

Application extens...

Application extens...
XML Document

=] Flurlxml XML Decument
Microsoft.Extensions.Logging.Abstrac...
=] Microsoft.Extensions.Logging.Abstrac...
B MNewtonsoft.Json.dll

=] NewtonsoftJson.xml

Serilog.dll

B Serilog.Sinks.Console.dll

=] Serilog.Sinks.Consolexml|

[] Serilog.Sinks.File.dil

D Serilog.Sinks.File.pdb

=] Serilog.Sinks.Filexml

[#] Serilog.Sinks.WinForms.dll

) Serj
2] Serilogaxml

Application extens...
XML Document
Application extens...
XML Document
Application extens...
Application extens...
XML Document
Application extens...
PDE File

XML Document
Application extens...
XML Document

[ SysAdmin.Customerlpgrade.exe Application
D SysAdmin.Customerlpgrade.exe.config CONFIG File
D SysAdmin.Customerlpgrade.pdb PDB File

[] Sysadmin.Dto.dil
SysAdmin.TenantLib.dll

| syshdmin.TenantLib.pdb
System.ComponentModel Annotation...
[] System.Data.SqIClient.dIl

=] Systern.Data.5q|Clientxml|

Application extens...
Application extens...
PDE File
Application extens...
Application extens...
XML Document

2. Inthe Customer Upgrade Manager select the customers for which you wish to upgrade and
then click Update Selected.

-154 -



20. Upgrade using Wyupdate UMP-365

Figure 20-9: Choose Customer

Or@absi Manage SysAdmin. CustomerUpgrade ~ 0 x
| | & ga-mgmt-umg
Home  Share  View  Application Tools - @

<« v 4 [s ThisPC » Windows(C) » acs > Syshdmin.CustomerUpgrade « & | Search SysAdmin. Customerl.. 2

Name [E3 UMP-MT Customer Upgrade Manager - u] X
# Quick access 41 MICTOSOT, EXTENSIONS.F IMITIVES. ail

I Desktop Microsoft.Extensions.

3 [] MicrosoftWin32.Registry.dil CustomerName Customer\Version Latest Version Selected  Status Customerld
Downloads ——

Documents

& Pictures

Micresoft.Win32 Registry.xml =t

[4] NewtonsoftJson.dil
Mewtonsoft.Json.xml

= This PC [4] serilog.di

o [7] Serilog.Sinks Cansole.dil
Serilog.Sinks.Consolexml
[ Serilog.Sinks.File.dil

[ SerilogSinks.Filepdb
Serilog Sinks.Filexml
Serilog Sinks.WinForms.dll .
Serilog.xml

[E= SysAdmin.CustomerUpgrade.exe

[ Sysadmin.CustomerUpgrade.exe.config
[7] Sysadmin.CustomerUpgrade.peb

[] sysadmin.Dto.dil

LR

¥ Network

3. Atthe end of the process, verify in the log that the upgrade session has been successfully
completed.

Figure 20-10: Upgrade Session Finished

LI MT Crritivmmer Upgyade Manges - 0 k4

oot ®larma o omair'dprmirs Lot Vormein Selscied Qaba Cumlimartd

ST AT T2 <0000 b Bt et e ~
5071/4521 0707 48 2000 ftomator] e o 0 Sy
1102E g yComy &

G110 A70725 <0000 fnk v oapy Res

1 130 0T 85 20000 frd Saavting vervice Cachedr use ey

811001 070757 D000 ik Sarting vervice Cachefrs Cirllsimady. Cuslomai iconi T

G810 OTIT5T 00400 ssass wanoad tor customar: Tpdchel S I SE-L007E 000 1-acle D0 IO T, Cutlermad! oen B0 200,161 B B0 0T

O811HG AT 75T 20100 R envee Tenart o™

0811001 070758 <0000 g nervice Tonart Svg " mocen: Tas

BTN (7T 58 <0000 R parvee 3

811,001 070758 <00:00 frd g narvice “wovs . macoes: Tros

011G 070758 <0000 fink VDR Beon hrtes -
w

4. Inthe Windows Services Manager, start all sysadmin services, or in PowerShell, type the
following commands:

Start-Service sysadmin*

start-service w3svc

5. Inthe Main UMP tenant interface, open the License page (System > License) and verify that
the new version is displayed.
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Product Key:
MultiTenant User License Count: 10000
MuliiTenant Tenant License Count: 25

Insert License key

License:

Copyright © 2020 AudioCodes. A s reserve

Machineld: 3334061-eB1b-4ad7-acbh-ef1d3d49b375

Figure 20-11: Verify UMP Version

re

e

6. In the Multitenant portal, open the Tenants page and verify that the upgraded version is
displayed.

Figure 20-12: Verify Upgraded Version

Avaiable Users: 9875, Avalable Customers: 19
SysadminKit Versian: 8.0.300.138

2

Show 10 4 | entries

Customer Name

essentials

M3E5x202362

M365:35102214

M365:45661692

M365:78596656

Deployed

Deployed

Deployed

Deployed

Deployed

SysAdmin Info

wersion: 8.0.300.138
replication: 2022.03.27.18.24.48

wersion: 8.0.300.138
replication: 2022.03.27.18.24.45
Sy

version; .0.300.136
replication: 2022.03.27.18.25.29

version: 8.0.300.136
replication: 2022.03.27.18.26.02

Licensing (licensed users)

M365 - EssentialPius (10)

M3ES - Pro (30)

M3ES - Pro (25)

M365 - Pro (25)

M365 -

Edit | Delete

Edit | Delete
dd sBC site
Edit | Delete

Edit | Delete

Search:

Queued commands status

Queved commands: 0
Executing commands: 0

Replcation in progress: no

Queued commands: 0
Executing commands: 0

Beplication i progress: no

Queved commands: 0
Exeauting commands: 0

Replication in progress: no

Queved commands: 0
Executing commands: 0

Repiication n progress: na

Queued commands: 0

Executing commands: 0
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21 UMP Snapshot Restore

This section describes how to create a new disk on the UMP VM and to restore the snapshot image
created in Chapter 19 to this disk (create a new VHD image for this disk).

Do the following:

1. Open the new snapshot that you created in Chapter 19 and click Create Disk.

Figure 21-1: Create Disk

I + Create disk I? Delete () Refresh

A Essentials.

€) ¢ qa-mgmt-um [N napshot state © Unattached
]
Succeeded

Standard HOD LRS

West Europe

Settings 1bf3-9840-e99ea0ebac:

Encryption

13PM

Tags (change LveCloudEny : Ga-mgmt &

& Tasks preview)

¥ Export template

Support + troubleshooting

R New Support Request

2.  Enter the details of the disk to create a new VHD image.

Figure 21-2: Managed Disk Details

Home » ga-mgmt-ump-ver200-beforupgrade

Create a managed disk

Basics  Encryption  Networking  Advanced Tags  Review + create

Select the disk type and size needed for your workload. Azure disks are designed for 99.999% availability. Azure managed
disks encrypt your data at rest. by default, using Storage Sendce Encryption. Learn more about disks [}

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ 504 LIVE Subi it |
Resource group * © qa-mgmit-ump1 i |
Create new
Disk details
Disk nama * (& [[qa-mgmt-ump1-ver200 |
Region O
Availability zone [ ~]

Source type
Source subscription @

Source snapshet © mit-u !

Size *

128 GiB
Premium 55D LRS
Change size

Review + create Previou: Mext : b‘ yption >

3. Select the Tags tab to optionally defined tags for the new disk.
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4.
5.

Figure 21-3: Define Tags for the New Disk

Home > ga-mgmt-umpi-ver200-beforupgrade

Create a managed disk

Basics  Encryption  MNetworking  Advanced Tags  Review + create

(-] mumple FESOUFCEs and resource GUOUPE. Leam morng about [25"( ]

Tags are name/value pairs that enable you te categorize resources and view consolidated billing by applying the same tag

Mote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Mame (0 value [0 Resource

[ LiveCloudEmv ] : l I 2 selected
qa-dev 2 selected
qa-int

qa-mgr@

Review + create = Previeus Mext : Review # create >

L

Click Review + create.

Navigate to the UMP Virtual Machine.
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Figure 21-4: UMP Virtual Machine

Home
Virtual machines
AudioCodes - SQA LIVE (hdvoip.org

= Create v & Switch to dassic
Name T
BB rcumpsrvor e 2
BB ovoc-Live-RND
n OVOC-Live-Yarv riyiy
- qa-dev-ovoc
— qa-dev-shel
— qa-dev-umpi
[e] qa-int-ovoc
- qa-int-sbecl LG
“ ga-int-ump?
“ qa-mgmt-ovoc hoe
“ qa-mgmt-sbel
ﬂ qa-mgmt-ump1 wee
[*] qa-ovoc-tic
ﬂ qa-ump-tlc
— qa-ump-tic-2
—_ qa-yarivy-ac-co-il-2-sbe
ﬂ qa-yarivw-ac-co-ii-mc-1 odo
— qa-yarvw-ac-co-il-me-2
u qa-varm-ac-co-u-sc-l see
(o] qa-yarwvv-ac-co-i-s¢-2 -

6. Inthe portal search field, type Swap OS Disk.
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Figure 21-5: Swap OS Disk

Microsoft Azure

Home Virtual machines qa-mamt-ump1

Swap OS Disk

Swap the OS disk for a backup disk or Tolher disk for VM troubleshooting, Learn more

Choose disk

A This VM will be stopped (deallocated) and the OS disk will be replaced. Any existing data
on the OS5 disk will be lost

Confirm you want to swap the OS disk for this VM by entering the name of the vm 'ga-
mgmt-ump1’

7.  From the Choose Disk drop-down list, choose the snapshot that you created in Chapter 19 (in
this example “gqa-mgmt-ump1-ver200”).

Figure 21-6: Choose Existing Disk

Home > Virtual machines > ga-mgmt-umpl

Swap OS Disk

Swap the 05 disk for a backup disk or another disk for VM troubleshooting, Learn more,

Choose disk *

qa-mgmt-ump1-ver20g 'l

A This WM will be stopped (deallocated) and the 05 digk wall be replaced. Any existing data
on the 05 disk will be lest

Confirm you want 1o swap the 05 disk for this VM by entening the name of the vm "ga-
mgmt-ump1’

ga-mgmt-ump

Enter the UMP VM name (in this example “ga-mgmt-ump1”).

When the Swap Disk action completes, open the UMP interface and check that all customer
data is displayed.
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22

Interface

ovoc

ovoc

UMP

ovoc

Menu Navigation
Path

Network >
Device > Manage

Open Device
Page for UMP
Tenant

System > License

System >
Invitation
Settings

Security > Auth
Tokens

SBC List

Network >
Customers

Check

UMP Upgrade Testing Checklist

Use the following checklist to verify that all the configuration components of the upgrade have been
successfully updated.

Configuration Action

Verify the UMP Status is "Green" in the Devices table

Open the Managed Device page, select device, click Show and
verify that “UMP Management” displays "Connected"

Verify Customers Deployment State is "Deployed"

Verify for each customer that the SysAdminKit version is
8.0.300.138

Verify "MultiTenant Version: 8.0. 300.138

Verify available license is not missing

Verify Customer Authentication Portal Url is set to:
https://<UMP_FQDN>/authenticate

Verify that the Client ID and Secret ID are provided by the UMP
app registration (check PMP site).

Verify that the Redirect Url is set to:
https://<UMP_FQDN>/authenticate/OAuth2Callback

Note: Verify that the same redirect Uri is configured for the
UMP app registration.

Verify that the SBC exists.

Verify the Customers Status and Deployment status is "Green"
in the Devices table

Verify "Enabled" is checked
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Interface Menu Navigation Check Configuration Action
Path
Ol Verify the "total number of DIDs" and "users count" is
displayed.
Ol Verify Azure Tenant ID exists.
Ol Navigate to "Provider side" and Verify the "Users Count" is
displayed
Customer O Edit User and change a parameter (e.g. Department) and the
Actions Menu > verify that the change has been implemented in OVOC /
Edit Customer Teams.

® To enforce the Teams update, in the UMP interface,
navigate to Queue Changes -> Process All
e To verify users in OVOC: Open OVOC -> Users -> User
details
e To Verify users in Microsoft Teams: Open
https://admin.Teams.microsoft.com

umMpP Site Locations O Verify that the SBC is in "Deployed" status. Click “Add/Edit SBC
Self- Prefix”.

service

portal O Verify that the DID exists.

] Add a DID and verify that its successfully added on the SBC.

-162 -


https://admin.teams.microsoft.com/

23. Post Upgrade Actions UMP-365

23  Post Upgrade Actions

This section describes the actions to perform following the upgrade.

23.1.1 Remove Token Registration Permissions

This version includes an enhanced token mechanism that eliminates the need to configure API
permissions for the UMP Background Registration application registration (see Chapter 10). This
procedure describes how to remove these permissions from your app registration.

I@ This procedure is relevant for UMP upgrades from Versions 8.0.200 and 8.0.220.

To remove configured permissions:
1. Open the APl Permissions screen for the UMP Background Replication registration.

Figure 23-1: API permissions

Microsoft Azure P Search resources, services. and docs (G+/)

5. Demo-MS-Teams-PS-Module | APl permissions 2 X

... Status

Troubleshooting

0000000 O0DO0CO

oo

o

2. At the top right-hand corner of the Microsoft Graph table for the Configured permissions, click
.... and select Remove all permissions.

The following confirmation is displayed:
Figure 23-2: Remove permission

Remove permission

A\ This API group contains scopes that are required for proper application functionality.

Are you sure you want to remove all permissions in Microsoft Graph from the configured permissions for MSAL-Token-simplify?

Yes, remove | Cancel |

3. Click Yes, remove.

The configured permissions are removed.
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Figure 23-3: Configured Permissions Removed

Al By

Home

- MSAL-Token-simplify | APl permissions

B Oveniiew
& Quickstart

& Integration assistant

Manage
= Branding & properties
2 Authentication

Certificates & searets

Token configuration

$

API permissions

Expose an API

% Aop roles
Cwrers

& Roles and admis

Manifest
Support + Troubleshooting
£ Trousiesnooting

& New support request

Home > AudioCot

AudioCodes Netherlands BV

4,

MSAL-Token-simplify

=
A7 Got feedback?

() Refresh

A\ You are editing permissionis) to your application. users will have 1o consent even if they've already done so previously.

e

@ Remove configured permission

A\ starting November Sth, 2020 end users will na langer be able to grant consent to newly registered multitenant apps without verified publishers, Add MPN ID to verify publis
@ The “admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or spp. This column may not reflect the vakue in your organization, or in organizations where this app will be

used. Learn mo

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracess. The list of configured permissions should indlude all

the permissions the appl eeds. Lear

Add 2 permission

AP/ Permissions name Description

Type

No permissions added

Other permissions granted for AudioCodes Netherlands BV

These permissions have been granted for AudioCedes Netheriands BY but aren'tin the configured permissions lst. If your application requires these permissions. you should

consider adding them to the configured permissions list, Learn

ore about permissions and consent

API / Permissions name Type Description
“Microsoft Graph (8)
Application Read rite Al Delegated  Read and write all applications
Tisetars Read Al Anpliestion  Resd dirsctr data

Admin consent requi... Status

Admin consent requi... Status

Yes Granted for AudioCode,,

Granted for AudiaCade

At the top right-hand corner of the Microsoft Graph table for the Other permissions granted
for the <UMP tenant>, click ...and then select Revoke all admin consents.

Figure 23-4: Remove other permissions

% MSAL-Token-simplify | API permissions  #

B Overview
Quickstart

# Integration assistant
Manage

Branding & properties

entication
11} Token configuration
5 APl permissions

Expose an API

L App roles
Owners
&, Roles and administrators

Manifest
Support + Troubleshooting
2 Troubleshooting

& MNewsupport request

() Refresh & Got feedbacc?
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Readwrite Al Application  Read and write directory data
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The following confirmation is displayed:

Admin consent requi.. Status

‘your application reguires these permissions, you should
Status

Admin consent requ

@ Granted for AudioCode

e
Yes @ Granted for AudioCode
Yes @ Granted for AudioCode
No @ Granted for AudioCode,
No @ Granted for AudioCode,
Nn @ Granted for AudicCode

Figure 23-5: Revoke admin consent
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Add te canfigured
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Revoke all ad

Are you sure you want to revoke all admin consents for Microsoft Graph for MSAL-Token-simplify?

| Cancel |

Click Yes, remove.
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Figure 23-6: Granted Permissions Removed
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TR No permissions added
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usar jmpersonation Delegated  Access Microsoft Tears and Skype for Business data as the . Yes © Granted for AudioCade
To view and manage permissions and user consent. try Ent
« >

6. At the top right-hand corner of the Microsoft Graph table for the Skype and Teams
Tenant Admin AP permissions granted for the <UMP tenant>, click ...and then select
Revoke all admin consents.

Figure 23-7: Revoke Skype and Teams Tenant Admin AP
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user_impersonation Delegsted vosoft Teams and Skype for Business dats as the . Yes @ Granted for AudioCode_ ++»
To view and manage permissions and user consent. try Ent applie
.

The following confirmation is displayed:

Figure 23-8: Revoke admin consent

Revoke admin consent

Are you sure you want to revoke all admin consents for Skype and Teams Tenant Admin API for MSAL-Token-simplify?

Cancel |

7. Click Yes, remove.
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Figure 23-9: Remove granted permission
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od permission x
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Support - Troubleshoating “~Siype and Teams Tenant Admin AP
2 Trouleshosting application Application  application_access Yes @ Granted for audioCode
apphcation_access_custom_sba_ Application  application, s5_ocustormn_sba_appliant Yes. Granted for audioc:
B New support request ppbction_access_custom_sba_ Application  application_access_ouston_sba_appliance s ©
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The following screen is displayed with all permissions removed.

Figure 23-10: Removed Permissions
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23.1.2 Update Scripts

The template scenario scripts have been updated in version 8.0.300, therefore existing scripts are
overwritten and must be updated to the correct notation (see Section 24.5.2).
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24

SBC and M365 Onboarding Script Templates

The Onboarding wizard enables you to apply template deployment scripts for both the SBC and
Microsoft 365 configuration. AudioCodes Professional Services provides a library of templates scripts
that are based on common customer scenarios. The SBC Onboarding wizard applies the SBC
Onboarding CLI scripts to the SBC device during the deployment process. Likewise it applies the
Microsoft 365 scripts to the Azure platform. The scripts can be tailored to Service Provider
requirements globally or for specific M365 tenants.

It is highly recommended that scripts should be changed only by AudioCodes Professional
services.

@ Warning: Editing the script, can damage the onboarding process and the SBC configuration.

Before Onboarding new customers SBC device CLI script files should be preconfigured
according to M365 tenant site requirements. Consult with AudioCodes Professional
Services.

The scripts contain several elements:

®  Preconfigured SBC CLI script parameters according to the deployment type e.g. SIP Trunk,
BYOC or IP-PBX

®  Common Parameters for all the Tenants per SBC include:
e  Carrier Side:
. Proxy set = Per Carrier
¢ P Profile Name = Per Carrier
¢ Nx(Proxy set = IP Profile Name)
e  Teams Side:
. Proxy set = Teams
¢  SIP Interface = Teams
¢ IP Profile Name = Teams
o Dial Plan Name = CustDialPlan
®  Unique Parameters per Tenant include:
° IP Group name
¢  Carrier Side = ““customer Name”-C’
¢  Teams Side = ““customer Name”-T’

m  Custom Variables (see below)
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24.1 SBC Template Scenarios

The following table describes the template scenario scripts that are provided in the UMP-365. These
scripts are saved in the SQL database in the dbo.SbcScriptTemplate file.

Table 24-1: Scenario Scripts

ID Scenario Script Description

7 sbc-scenario7 performs basic configuration of SBC when provider side is
configured with SIP Trunk.

700 sbc- Removes sbc-scenario? script configuration.
scenario7cleanup

100 sbc-add-prefix Adds dial plan prefix when the provider side is configured as
either an IP-PBX or a SIP Trunk.

101 sbc-remove-prefix Removes dial plan prefix when the provider side is
configured as either an IP-PBX or a SIP Trunk.

103 add-ipx-user Adds an IP-PBX registered user when provider side is
configured as an IP-PBX.

Figure 24-1: dbo.ShcScriptTemplate

EER v1v7-tuiring-c15._secsen, rp st 52

24.1.1 sbc-scenario7

The following example displays the sbc-scenario7 script for basic SBC configuration. Onboarding
wizard defined variables are highlighted in blue.

configure voip

ip-group new
name "{{CustomerId}}-c"
proxy-set-name "{{SBC.CarrierID}}"
ip-profile-name "{{SBC.CarrierID}}"
tags "Trunk={{SBC.OnlinePstnGateway}}"
classify-by-proxy-set disable
call-setup-rules-set-id 1
activate

exit

ip-group new
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name "{{CustomerId}}-t"
proxy-set-name "Teams"
ip-profile-name "Teams"
local-host-name "{{SBC.OnlinePstnGateway}}"
always—-use-source-addr enable
tags "Tenant={{SBC.OnlinePstnGateway}}"
classify-by-proxy-set disable
call-setup-rules-set-id 0
{{#if SBC.EnableCAC}}
cac-profile "{{SBC.CacProfile}}"
{{/if }}
activate
exit

{{#if SBC.FlagCarrierRegistration}}
sip-definition account new
account-name "{{CustomerId}}"
served-ip-group-name "{{CustomerId}}-t"
serving-ip-group-name "{{CustomerId}}-c"
user-name "{{SBC.CarrierUserName} }"
password "{{SBC.CarrierPassword}}"
host-name "{{SBC.CarrierHostName} }"
contact-user "{{SBC.CarrierMainLine}}"
register reg
application-type sbc
activate

exit

{{/if }}

{{#each SBC.DialPlanPrefixes}}
sbc dial-plan where name "{{this.DialPlanName}}"
{{#each this.Rules}}

dial-plan-rule new
name "{{this.Name}}"
prefix "{{this.Prefix}}"
tag "{{this.Tag}}"

exit

{{/each}}

activate
exit

{{/each}}

do write

For each rule (for each number prefix added in the Onboarding wizard), add the prefix for customer
ID (this.name) and apply it to the PSTN gateway tag (this.Tag).

The following shows an example script:

Figure 24-2: Example Script
configure voip
ip-group new
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name "SIPTrunkPlus-c"

proxy-set—-name "SIPTrunk"
ip-profile-name "SIPTrunk"

tags "Trunk=audioOcode.onmicrosoft.com"
classify-by-proxy-set disable
call-setup-rules-set-id 1

activate

exit

ip-group new

name "SIPTrunkPlus-t"

proxy-set-name "Teams"

ip-profile-name "Teams"

local-host-name "audioOcode.onmicrosoft.com"
always—-use-source-addr enable

tags "Tenant=audioOcode.onmicrosoft.com"
classify-by-proxy-set disable
call-setup-rules-set-id 0

activate
exit

sbc dial-plan where name "CustDialPlan"
dial-plan-rule new

name "SIPTrunkPlus"

prefix "+9723976400"

tag "audioOcode.onmicrosoft.com"
exit
dial-plan-rule new

name "SIPTrunkPlus"

prefix "+6138884445"

tag "audioOcode.onmicrosoft.com"
exit
dial-plan-rule new

name "SIPTrunkPlus"

prefix "+0139123345689"

tag "audioOcode.onmicrosoft.com"
exit
activate
exit

do write

24.1.2 shc-scenario7Cleanup

This shc-scenarioZCleanup script removes every dial plan rule that matches the customer ID.

configure voip
no ip-group where name "{{CustomerId}}-c"
no ip-group where name "{{CustomerId}}-t"

no sip-definition account where account-name "{{CustomerId}}"

sbc dial-plan where name "CustDialPlan"
no dial-plan-rule where name "{{CustomerId}}"
activate
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24.1.3

exit
do write

add-ipx-user

The add-ipx-user script adds a registered IP-PBX user and extensions to specific site and configures
connection to specific SBC. Onboarding wizard defined variables are highlighted in - Note that

this script includes a unique Dial Plan name _

# Registration
configure voip
sbc dial-plan where name "CustDialPlan"
dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "{{sbcEscape PbxUser.PbxExtension}}"

tag "{{SBC.OnlinePstnGateway}}"

exit

dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "+((SHeESCApe BbXUSSEVETEA)) "

tag "{{SBC.OnlinePstnGateway}}"

exit

activate

exit

sip-definition proxy-and-registration

user-info sbc-user-info new

local-user "{{PbxUser.LocalUserName} )"
username " {{PbxUser.RegisteringUserName )} } "
password {{PbxUser.RegisteringPassword} )
ip-group-name " {{SBC.SbeSiteName}}=t"

activate
exit
exit
sbc dial-plan where name "_"
dial-plan-rule new
name "{{SBC.SbcSiteName} )"
prefix "+((SbeBScape PHXUSEEIELGANIY
tag "((BB¥USer.PbxExtension)) "
activate
exit
dial-plan-rule new
name "{{SBC.SbcSiteName} )"
prefix " {(SBCBSCAPENPBRUSCEIPBYERECHEIOH) )
tag "{{PbxUser.E164})}"

activate

exit
exit
do write

The figure below shows an example of an SBC site for an IP-PBX customer.
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Figure 24-3: IP-PBX Customer

1t OHD_EnduserY

SBC Site name: ippbx

Select 1P PBX [ Plesce zeloct an 7 PEY

OntineVoiceRoutingPolicy

Import PBX User from CSV| Choose file | o fle chasen

24.14 sbc-add-prefix

The shc-add-prefix script adds phone prefixes to a specific site for a specific customer. Onboarding
wizard defined variables are highlighted in blue.

configure voip

sbc dial-plan where name "{{DialPlanName} }"

{{#each CmdData.DialPlanRules.ToAdd}}

dial-plan-rule new

name "{{../SBC.SbcSiteName}}"

prefix "{{this.Prefix}}"

tag "{{this.Tag}}"

exit

{{/each}}

activate
exit
do write
For example in the figure below, four different prefixes are defined. The first one is defined on the
fixedmobileuc.com SBC and the other three are defined on a different SBC with a different dial plan
assigned for each prefix. For each rule, the script substitutes the variables with the appropriate
values. Note that this script includes a unique Dial Plan name
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Figure 24-4: Add Prefixes

i LifeCycle Management

SBC: 22 - Location: Customerld

Add additional prefixes | number ranges

Select Dial Plan Tag / PSTN Gateway

Teams - M365x25175153.0nmicrosoft.com +
Telephone Number Prefix
Upload from single file Choose file Browse
Current prefixes
Prefixes shown below are from cache. Press Reload o refresh them from SBC.
Q Delete  UndoDelete
Drag a column header and drop it here to group by that column
Dial Plan Name T prefix T Tag T
O  CustDialPlan +312355561 Customerid.sbe-tobicustomers.fixedmobileuc.com
O CustDialPlan +97239764000 M365x25175153.0nmicrosoft.com
O RegisteredUsers +013614456789 M365x25175153.onmicrosoft.com
O Teams +019123854567 M365x25175153.0nmicrosoft.com
« 1 v o »oow 10+ dataitems per page 1-4of4items

configure voip
sbc dial-plan where name "{{CustDialPlan}}"
{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new
name "{{../CustomerId}}"
prefix "{{+31255561}}"
tag "{{Customerid.sbc-tobi.fixedmobileuc.com}}"
exit
{{/each}}
activate

exit

do write

configure voip
sbc dial-plan where name "{{CustDialPlan}}"
{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new
name "{{../CustomerId}}"
prefix "{{+97239764000}}"
tag "{{M365x25175153.onmicrosoft.com}}"
exit
{{/each}}
activate

exit

do write

configure voip
sbc dial-plan where name "{{REgiSteredusers)}"
{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new
name "{{../CustomerId}}"
prefix "{{+013614456789}}"
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24.1.5

24.2

tag "{{M365x25175153.onmicrosoft.com}}"
exit
{{/each}}
activate
exit
do write

configure voip
sbc dial-plan where name "{{[fcamg}}"
{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new
name "{{../CustomerId}}"
prefix "{{+019123854567}}"
tag "{{M365x25175153.onmicrosoft.com}}"
exit
{{/each}}
activate

exit

do write

shc-remove-prefix

The shc-remove-prefix script removes all configured phone prefixes from the CustDialPlan (applied
globally for all customers).

configure voip

sbc dial-plan where name "CustDialPlan"
{{#each ToRemove}}
no dial-plan-rule "{{this.Index}}"
{{/each}}
activate

exit

do write

M365 Template Scenarios

The default M365 Onboarding scripts are embedded in the UMP-365 software; however, are not
included in the database. These scripts are shown in the sections below. When you wish to create
your own scripts, they must be added to the database in a similar manner to SBC scripts (with script
type “3” assigned for onboarding a customer and script type ”4” for cleanup / removal of a customer).
See Section 24 .4.
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24.2.1

24.2.2

Figure 24-5: M365 Scripts

EH Results gl Messages
B dbo.ReleasedhumberShe | Seript Description FriendlyName ScriptType  CustomerVariables
= dbDlRelEﬂSEdNuthbe[LDg 1 corffigure voip ip-group new  name " {{Customerid}. NULL sbc-scenario 7 1 NULL
£ dbo.ReleaseFromAccountlob 2 700 corfigue voip noip-group where name "{{Custome... NULL sboscenanoTCleanup 2 NULL
I dbo.Sbe 3 100 corfigue voip  sbe dialplan where name "{DialPl..  NULL sbe-add prefix 1 NULL
B2 dbo.SbeDialRule 4 101 corfigure voip  sbe dial-plan where name "{{DialPl..  NULL shcremove-prefix 2 NULL
F dbo.Sbelog 5 5000 corfigure voip  sbc dialplan where name "{DialPla... NULL sbc-add-ocnumbers 1 NULL
dbo.SbecScriptRelations 6 5001  corfigure voip sbe dialplan where name " {{DialPla NULL sbcremove-ochumbers 2 NULL
= p
dbo.SbcScriptTemplate 7 8 Set-LsOnlinePstnlUsage -Identity Global -Usage @{A. Custome M365 script M365-onboanding 3 NULL
ptTempl
EE dbo.SbcScriptTemplateHistory 8 800 Get-CsOnlineVoiceRovte | Where-Object {$_Online...  Customer M365 cleanup M365-cleanup 4 NULL
ER dbo.ShcSite 9 103 # Registration configure voip  sbe dial-plan where. NULL add-p-pbx-user NULL NULL
Table 24-2: M365 Script Scenarios
ID Script Type Scenario Script Description
8 3 Custom M365 Custom M365 Onboarding script.
script
800 4 Custom M365 Custom M365 Onboarding cleanup script.
Cleanup

Default M365 Tenant Onboarding Script

The default M365 Onboarding script is shown below. This script is hardcoded and is not included in
the SQL database.

Set-CsOnlinePstnUsage -Identity Global -Usage
@{Add='Unrestricted'} -ErrorAction ignore;

New-CsOnlineVoiceRoute -Identity 'Unrestricted' -NumberPattern
'.*'" -OnlinePstnGatewayList ' {{SBC.OnlinePstnGateway}}' -Priority
1 -OnlinePstnUsages 'Unrestricted' -ErrorAction ignore;

New-CsOnlineVoiceRoutingPolicy -Identity 'Unrestricted' -
OnlinePstnUsages 'Unrestricted' -ErrorAction ignore;# end
script;";

I@ Custom variables can be applied to this script in a similar manner to the SBC scripts.

Default M365 Tenant Cleanup Script

The default M365 Tenant Cleanup script is shown below. This script is hardcoded and is not included
in the SQL database.

Get-CsOnlineVoiceRoute | Where-Object {$ .OnlinePstnGatewayList -
like '"{{SBC.OnlinePstnGateway }}'} | Remove-CsOnlineVoiceRoute"

@ Custom variables can be applied to this script in a similar manner to the SBC scripts.
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24.3 Onboarding Wizard Defined Variables

The following table describes the list of variables that are configured in the Onboarding wizard and
are applied in the CLI script runtime.

Table 24-3: Predefined Variables

Variable Description

{{Customerld}} The Short Customer Name.

{{Customerld}}-t served-ip-group-name

{{Customerld}}-c serving-ip-group-name

{{SBC.CarrierID}} proxy-set-name and ip-profile-name.

{SBC.OnlinePstnGateway}} The Known FQDN of the SBC device.

{{SBC.EnableCAC}} Indicates whether Call Admission Control is enabled.

{{SBC.CacProfile}} When {{SBC.EnableCAC}} is enabled, the name of the
CAC Profile.

{{ SBC.FlagCarrierRegistration}} Indicates whether the SBC is connected to a SIP trunk
or BYOC. The following SIP definitions are created by
the script:

® account-name-CustomerID
m  served-ip-group-name- CustomerID -t
B serving-ip-group-name- CustomerlD -c

{{SBC.CarrierUserName}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
username used to connect to the SIP trunk or BYOC
provider.

{{SBC.CarrierPassword}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
password used to connect to the SIP trunk or BYOC

provider.

{{SBC.CarrierHostName}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
host-name of the SIP trunk or BYOC provider.

{{SBC.CarrierMainLine}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
contact-user of the SIP trunk or BYOC provider.

{{this.DialPlanName}} Default hard-coded value: CustDialPlan

{{SBC.DialPlanPrefixes}} SBC dial plan prefixes.
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Variable Description
{{this.Name}} Used to indicate the customer’s shortname in the dial
plan rule.
{{this.Prefix}} The prefixes configured in the dial plan rule.
{{this.Tag}} Used to indicate the Known FQDN of the SBC device

(PSTN Gateway) to match with {{this.Prefix}} in the
Dial Plan Rule.

{{sbcEscape PbxUser.E164}} The PBX Username used to connect to an IP-PBX
provider.

{{PbxUser.PbxExtension}} The PBX User extension used to connect to an IP-PBX
provider.

{{PbxUser.E164}} The PBX E164 username used to connect to an IP-PBX
provider.

24.4

Custom Variables

Custom variables can be defined either in the template scenario scripts or in custom scripts. They
must be configured in the Custom/Variables column for the script in the dbo.SbcScriptTemplate
table. Its recommended to define them with proper names such as “localhostname” and not simply
variablel, variable2 etc.

Figure 24-6: Custom Script

UMP-training1-c\S....SbcScnptTemplate & X JEmRe R s et L ) SQLQuery3.sql - U...1-c\umpadmn (59)
Id Script Description FrendiyName ScriptType CustomerVaria..,
7 configure voip ... NULL sbe-scenano? 1 NuULL
700 configure voip ... NULL sbec-scenano7C... 2 NuLL
100 configure voip ... NULL sbc-add-prefix  NULL NuLL
101 configure voip NULL sbc-remove-pr.. NULL NULL
103 2 Registrationc... NULL add-ip-pbx-user NULL NULL
S000 configure voip ... NULL sbe-add-oc-nu... NULL NULL
5001 configure voips... NULL sbe-remove-oc... NULL NULL
’ I 800 @ custom swcript @ NULL customscrpt @ 1 © senablel,variabled
. NULL NULL NULL NULL NULL NULL

UMP-training1-c\S... SbcScriptTemplate « X |8 4 50 - U...1-c\umpadmin (60))

Id Script Description FriendlyName ScriptType CustomerVaria...

7 configure voip .. NULL sbe-scenario? 1 NULL

700 configure voip ... NULL sbe-scenano7C... 2 NULL

100 configure voip NULL sbc-add-prefic NULL NULL

101 configure voip ... NULL sbc-remove-pr...  NULL NULL

103 # Registrationc... NULL add-ip-pbx-user NULL NULL

5000 configure voip .. NULL sbe-add-oc-nu... NULL NULL

5001 configure voips... NULL sbe-remove-oc... NULL NULL
’ 800 configure voip .. NULL customscnipt 1 Iccalhc:b\amd I
. WULL WNULT NOLT NUT NUILT NUIL

In the script itself, the custom variable must be defined with the notation "{{CustomVar.xxx}}. In the
script example below, the defined customer variables are local host name=variablel and tenant ID-
variable2. These variables then appear as fields the Onboarding wizard when the script is selected.
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Figure 24-7: Custom Variables

SQLQuerybsql - U 1-chumpadmin (57" = > I
ip-profile-name “"Teams"
local-host-name "{{Customvar.Variable1}}"|
BIwayE-Use-scurce-Badr enable -
|'(Igs 'Tenant-{[(ustmar.varia*lez}}' |
classify by -proxy-set disable
call -setup-rules-set-id @
[{#if SBC.EnableCac))
cac-profile “{{SBC.CacProfile}}”
J4F }}

activate
exit

({#if SBC.FlagCarrierRegistration))
sip-definition account new
aceount-name "{{CustomerId}}”
served-ip-group-name "{{CustomerId}}-t™
serving-ip-group-name "{{CustomerId}}-c"
user-name “{{SBC.CarrierUseriasme}}”
password "{{SBC.CarrierPassword}}”
host-name “{{SBC.CarrierHostName}}™
contact-user “{{SBC.CarrierMainLine}}”
reglster reg
application-type shc
activate

exit

({/if }}

{{#each SBC.DialPlanPrefixes)}
sbe dial-plan where name "{{this.DialPlanName]}]}™
{{#each this.Rules]]
dial-plan-rule new
name ~{{this.Name}}"
prefix “{{this.Prefix}}"
tag “{{this.Tag}}"

exit
”.luh::
activate
exit
{{/each])
do write
|mo% -
¥ Connected. (1/1) UMP-training1-c\SQl . UMP-training! ysAdminTenant  00:00:00
In the screen below, custom variables are defined for the IP-PBX.
Figure 24-8: Custom Variables for IP-PBX
100% -~
G5 Resuks gl Messages
d Scrpt Description  FriendyName ScrptType  CustomerVariables
1 1031 corfigure vop sbe dialplan where name "CustDia NULL SIP Tk Regatration Ceanp 2 NULL
2 107 corfigure vop 1o p-goup where name “{{Custo NULL old_sbc-scenano 7Cleanup 2 NULL
3 10100  corfigure voip  sbc diaplan where name "CustDi NULL old_sbc-add prefuc NULL NULL
4 10101 corfigure vop  sbe dialplan where name "CustDi..  NULL cld_sboremove pref NULL NULL
5 7 corfigure vop  ©-gowd new name “{{Customen. . NULL shescenano? 1 NULL
€ 1010 | #definitions of PBXconnectivly # Hcustomer .. | N P PBX 1 IPIPPBX. ddress IPPEX ddress-SIPPort,..

~E i Coa R e o

3 £ STOE Vo O NUT E STV r4 RULC
8 1021 corfigure vop o ip-goup where name “{{Custo NULL Add SIP Taunk Oeanup 2 NULL
S 10103  # Regatraton configure vop  sbe dalplan wher . NULL old_add-p pbxuser NULL NULL
0 1020 corfigure vop pgouwpnew name “{{Customer.. NULL Add SIP Trunk Basic 1 OrinePatnGateway Customeriame
n m corfigure vop 1o ip-goup where name “[{Custo NULL shoscenano Teanup 2 NULL
12 1™ corfigure vop  sbe dal-plan where name “({Dal . NULL sbe-add prefix NULL NULL
13 10 corfigure vop  sbe dial plan where name “{{Did.  NULL sbc remove prefix NULL NULL
14 5000 corfigure vop  sbe dialplan where name "{{Dial NULL she-add-ocnurbers NULL NULL
15 10007 configure vop pgroup new  name “{{Customer..  NULL old_sbe-scenano? 1 NULL

In Figure 24-9, the IP PBX is configured with Custom Variables defined above.
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Figure 24-9: Customer Variables

@ w365 Tenant @ w365 © Voice Route x

Onboarding Script IP PBX v| B
Cleanup Script IP PBX Cleanup v B

Customer Variables Value

IPPBX-proxyaddress | |

IPPBX-proxyaddress-SIPPort | |

SIP-Hostname | |

In cases where it’s not clear which type of value must be entered for the custom variable, then this
must be verified with the SBC INI file. For example, for the Custom Variable shown below
“IP-PBX-proxy address”, it's not clear whether to enter an FQDN or IP address. In this case, the
Message Manipulation User-defined string defined in the Outbound Message Manipulation rule must
be verified on the SBC.

Figure 24-10: Outbound Message Manipulation Rule

SQLQuery17.5q! - U..5\Ivecloud (221))* + x [ERIN - U_S5P\vecloud (222 SQLQuery15.5a! - U5\ lvecloud (512))* SQLQuery14.5q! - U..SPVlivecloud (334) 5 - U5\ Ivecloud (343))
proxy-enable-keep-alive using-opt
sbcipvd-sip-int-name "PEXSIP*
sctivate
proxy-ip @

proxy-address “({CustosVar.IPPBX-proxyaddress)}: ({CustonVar. IPPEX-prexyaddress-SIPPort}))”

transport-type udp
activate
exit
exit
ip-group new
nase “{{Customer1d}}-c
proxy-set-nase "{{CustomerId}}-c*
media-realn name “MRIAN"
ip-profile-nase "PBX"
sip-group-name "{{Custosvar.SIP-Hostnane}}"
[Gutbound wesg wanipalation et 17
Suthentication wode sbc 3z client
[Wsgisn user defined stringl] " ({CustomVar.IPPEX-proxyaddress)) ]
Tags ~Trunk={{58C.0nlInePstnGatenay])
proxy-kespalive-use-ipg enable
call setup rules set i
classify-by-proxy-set d

activate

exit

ip-group new

“{{Customer1d}}-t~ I
or

proxy-set-nase “Teams”

ip-profile-nase "Teans”
local-host-nase "{{SBC.OnlinePstnGateway}}™
always-use- addr enable

tags “Tenant={{S8C.OnlinePstnGateway}}"
classify by proxy-set dissble
call-setup-rules-set-id @
registration-sode sbs-initiates
authentication-mode sbc-as-client

#if SBC.EnableCAC

cac-profile ~{{S8C.CacProfile}}”

if

activate
exit

0% -
¥ Connected. (1/1) UMP-Sandbox3-SP\SQLSYSADMIN... UMP-Sandbon3-SP\livecl... SysAdminTenant 00:00:00 Orows

In a similar way, the custom variable SIP-Hostname is configured on the SBC as the sip-group-name.
It’s necessary to verify on the SBC whether the value for this parameter is an IP-address or FQDN and
whether configured for a gateway or SBC call.
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activate
proxy-ip @

activate
exit
exit
ip-group new

SQLQuery17.5q! - U..SP\livecloud (221)) + x [
proxy-enable-keep-alive using-options
sbcipvd-sip-int-name "PEXSIP*

proxy-address “{{CustomVar.IPPBX-proxyaddress)}:{{CustonVar. IPPBX-proxyaddress-SIPPort}) )"
transport-type udp

name “{{CustomerId}}-c”
proxy-set-nase “{{CustomerId}}-c* =1
media realm name “MRWAN
ip-profile name "POX"

Figu

activate
exit

type user

activate
exit

100% -
¥, Connected. (1/1)

$1p @roup nase | { {Customvar. SIP-Hpstnane}}”
‘outbound -mesg-manipulation-set 1

authentication-mode sbc-as-client

msg-man-user-defined-stringl *({CustomVar.IPPBX-proxysddress}}”
tags “Trunk={{S8C.OnlinePstnGateway}}"

proxy-kespalive use-ipg enable

call-setup-rules-set-id 4

classify-by-proxy-set disable

ip-group new
nase "{{CustomerId}}-t

proxy-set-nase “Teams®

ip-profile-nase "Teams™

local-host-nase "{{SBC.OnlinePstnGatewsy}}”
irce-addr enable

tags “Tenant={{S3C.OnlinePstnGateway}}"
classify-by-proxy-set disable
call-setup-rules-set-id @
registration-sode sbs-initiates
authentication mode sbc-as-client

always-use-

{(#if SBC.EnableCAC
cac-profile "{{S8C.CacProfile}}”
{{sif

UMP-Sandbox3-SPASQLSYSADMIN... UMP-Sandbo3-SP\livecl... SysAdminTenant 00:00:00 Orows

244.1.1

Custom Script

New scripts should be added to the SQL database in the dbo.SbcScriptTemplate table. A random
number can be assigned to the script. The following shows an example of a custom script for SBC
configuration with defined custom variables highlighted in - In this script includes the creation
of a media and control network interface for the customer tenant and SIP interfaces for the customer
tenant and for Microsoft Teams.

configure network
network-dev new
vian-id " ( (CHSECHVSEIISREN) | "
underlying-if "GROUP_4"
name "{{CustomerId}}"
tagging tagged
activate
exit
interface network-if new
application-type media-control

ip-address " {(CHSEOHVAENIBNEOAEESS) )
prefix-length | (CHSECHVAENBESER) )"
gateway " { (CHSECRVAENGEESHEY address))"

name "{{CustomerId}}"
underlying-dev "{{CustomerId}}"
activate

exit

exit

configure voip
realm new
name "MR {{CustomerId}}"
ipv4if "{{CustomerId}}"
udp-port-range-start 6000
session-leg 240
activate
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exit
sip-interface new
interface-name "SI {{CustomerId}}"
network-interface "{{CustomerId}}"
tcp-port O
tls-port O
media-realm-name "MR {{CustomerId}}"
activate
exit
proxy-set new
proxy-name "PS {{CustomerId}}"
proxy-enable-keep-alive using-options
sbcipv4-sip-int-name "SI {{CustomerId}}"
activate
proxy-ip O

PEOXVAAAESSS) ) : ( ( by

transport-type udp
activate
exit
exit
ip-group new
name "IPG Teams {{CustomerId}}"
proxy-set-name "PS Microsoft Teams"
media-realm-name "MR Teams"
classify-by-proxy-set disable
ip-profile-name "IPP Microsoft Teams"
outbound-mesg-manipulation-set 11
local-host-name "{{SBC.OnlinePstnGateway}}"
goe-profile "QOE"
always-use-source-addr enable
dtls-context "Microsoft Teams"
sbc-operation-mode b2bua
topology-location up
tags "Tenant={{SBC.OnlinePstnGateway}}"
sbc-alt-route-reasons-set "Microsoft Teams"
teams-direct-routing-mode enable
activate
exit
ip-group new
name "IPG {{CustomerId}}"
proxy-set-name "PS {{CustomerId}}"
media-realm-name "MR {{CustomerId}}"
ip-profile-name "IPP Customers"
outbound-mesg-manipulation-set 12
sbc-operation-mode b2bua
activate
exit
exit
do write
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24.5 Scenario Scripts Templates Page
Scripts templates can be viewed and managed in the Scripts Templates page.

To manage scripts:

1. Inthe UMP SP Main Tenant Main Page, open the Scripts Templates page (System > Script
Templates).

° Select the Show M365 scripts checkbox to display only M365 scripts

° Select Show SBC scripts to display only SBC scripts
Figure 24-12: Show Scripts

= A" 3 :

Show all [ Show M365 scripts [ Show SBC scripts
ScriptName Executed on Related with Has custom arguments Has history
shc-add-prefix 1/1/0001 12:00:00 AM Show  no history
sbc-remove-prefix 1/1/0001 12:00:00 AM na history
add-ip-pbx-user 1/1/0001 12:00:00 AM no history
sbec-add-oc-numbers 1/20/2022 12:31:44 PM Show  no history
she-remove-oc-numbers 1/19/2022 7:04:40 PM Show  no history
shc-scenario? 1/16/2022 3:14:20 PM she-scenario7Cleanup,sbe-scenario7Cleanup,sbc-scenario7Cleanup,sbe-scenario7Cleanup Show no history
sbc-scenario7Cleanup 1/1/0001 12:00:00 AM sbe-scenario7 sbe-scenario7 sbc-scenario? sbe-scenario? Show  no history

Showing 1 to 8 of 7 entries revious . Next

Seript Template

2. Todisplay the contents of a specific script, select an entry and then click Show.
Figure 24-13: Show Specific Script

& Shaw all Show M35 scripts Show SBC scripts
SeriptName Type Executed on Related with Haz custom arguments Haz history

SbcOnboarding  3/17/2022 10:06:54 AM  sbe-scenaria7Cleanup

sbe-remove-oc-numbers

sbe-scenaricTCleanup SbeCleanup 3/16/2022 120910 PM  sbc-scenaria?

sbc-add-prefix 3/21/2022 5:05:58 PM Show jersions
sbc-remove-prefix 3/16/2022 11:58:45 AM

add-ip-pb-user

Showing 1 10 8.f 7 entries - k

SBC.OnlinePstnGatewayll
exy-set disable
call-setup-rules-set-id 1

activate

et
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24.5.1 Script Scenario Comparison

This version includes updates to the template script scenarios. You can use the compare tool in the
Script Templates page to view the differences between versions.

To compare scripts:
1. Click the 1 versions link for the sbc-scenario7 script.

Figure 24-14: shc-scenario7

Show all ) Show M365 scripts (] Show SBC scripts
ScriptName Type Executed on Related with Has custom arguments [T history
sbc-scenario? SbcOnboarding  3/17/2022 10:06:54 AM  sbc-scenario7Cleanup Shor

sbc-add-oc-numbers

sbc-remove-oc-numbers

Show 1 versions
Email Settings

sbe-scenario?Cleanup SbeCleanup 3/16/2022 120910 PM  sbc-scenario? sh versions

sbe-add-prefix 3/16/2022 11:58:44 AM Show 1 versions

sbec-remove-prefix 3/16/2022 11:58:45 AM Show 1 versions

add-ip-pbx-user Show 1 versions

Showing 1 to 8 of 7 entries Previous . Next

Script Template

configure voip
ip-group new
name "{{Customerid)}-c*
proxy-set-name "{{SBC.CarrierID}}"
ip-profile-name "({SBC.CarrieriD}}"
tags “Trunk={{SBC.OnlinePstnGateway))"

laccifu by t dicahl

The screen displays two entries, the first entry for the current script and the second entry for
the upgraded script.

Figure 24-15: Script History

Script history (selecting a version will add it to comparison)

Friendly name  Version Created Description  Custom variables  Script

sbescenario?  current  22/03/2022, 18:13:04 configure voip ip-group new name "((Custome...

she-scenario?  version 1 21/03/2022, 17:09:30 configure voip ip-group new name “((Customerl....

Older Newer

2.  Click the current entry; the script content is displayed in the left “Older” pane. Click the
version 1 entry; the latest script is displayed in the right “Newer” pane.
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21/03/2022, 17:09:30

sbc-scenario?

configure vaip

ip-group new

name “{{Customerld}}-c”
proxy-set-name "({SBC.CarrierlD}}"
ip-profile-name "{{SBC.CarrieriD}}"

tags "Trunk={({SBC.OnlinePstnGateway})”
classify-by-proxy-set disable
call-setup-rules-set-id 1

activate
exit
ip-group new

name “{{Customerld}}-t*
proxy-set-name “Teams"
ip-profile-name *"Teams"
local-host-name “{{SBC.OnlinePstnGateway}}"
always-use-source-addr enable

tags “Tenant={{SBC OnlinePstnGateway}}"
classify-by-proxy-set disable
call-setup-rules-set-id 0

{(#if SBC.EnableCAC))

cac-profile "{{SBC.CacProfile}}”

witn

activate
exit

{t#if SBC.FlagCarrierRegistration}}

Figure 24-16: Scripts Compare

21/03/2022, 18:19:40

shc-scenario?

configure voip

3.  Scroll down to review the differences.

SIP-UCITIIUOTT GLLUUIIL 1w
account-name “{{Customerld}}”
served-ip-group-name "{{Customerid})-t"
serving-ip-group-name "{{Customerld}}-c*

“{{SBC.Carrieru: e
password "{{SBC.CarrierPassword}}"
host “{{SBC.Carriert N
contact-user "{{SBC.CarrierMainLine}}"
register reg
application-type sbc
activate
exit

Wiry

sbc dial-plan where name " DialPlan”
{{#each es}}
dial-plan-rule new
name “{{ n
prefix "{{this}}"
tag "{{ w
exit

{{/each)}

activate

exit

do write

The following screen shows the differences for the sbc-scenario7 cleanup script.

ip-group new

name “{{Customerid}}-c*
proxy-set-name “{{SBC.Carrierl D}}"
ip-profile-name “{{SBC CarrieriD))"

tags "Trunk={{SBC.OnlinePstnGateway))"
classify-by-proxy-set disable
«call-setup-rules-set-id 1

activate
exit
ip-group new

name “{{Customerid}}-t*
proxy-set-name “Teams”
ip-profile-name “Teams"
local-host-name “{{SBC.OnlinePstnGateway}}"
always-use-source-addr enable

tags "Tenant={{SBC OnlinePstnGateway}}"
classify-by-proxy-set disable
«call-setup-rules-set-id 0

{{#if SBC.EnableCAC}}

cac-profile "{{SBC CacProfile}}”

it it

activate

exit

{{#if SBCFlagCarrierRegistration}}

Figure 24-17: View Script Differences

SIPUETITIUON dCCounT iew
account-name "“{{Customerld)}"
served-ip-group-name "{{Customerid}}-t"

g-ip-group “((C:

user-name "{{SBC.CarrierUserName}}"
password "{{SBC.CarrierPassword})"
host-name "{{SBC.CarrierHostName}}"
contact-user “{{SBC.CarrierMainLine}}"
register reg
application-type sbc
activate

exit

wiry

sbc dial-plan where name "-Cus(DiaIPIan-"

{{#each -SBCPhones))
dial-plan-rule new:
name “((SINBRIL. /Customerid))”
prefix "{{thisiBrea)"
tag *((iisag./SBC OnlinePstnGateway))"
exit,

{(/eachy)

activatel

exit

do write
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Figure 24-18: sbc-scenario7cleanup script

Script history (selecting a version will add it to comparison)

~
Friendly name Version  Created Description  Custom variables  Script
sbc-scenario7Cleanup  current 22/03/2022, 18:46:16 canfigure voip no ip-group where name “({Custom
sbc-scenario7Cleanup  version 1 21/03/2022, 17:09:30 configure voip no ip-group where name "{{Custome....
v
Older Newer
version 1 current
21/03/2022, 17:09:30 22/03/2022, 18:46:16
shc-scenario7Cleanup shc-scenario7Cleanup
canfigure voip canfigure voip
no ip-group where name "{{Customerld}}-c* no ip-group where name "{{Customerld}}-c*
no ip-group where name "{{Customerldj}-t* no ip-group where name "{{Customerldj}-t*
no sip-definition account where account-name "{{Customerld})* no sip-definition account where account-name "{{Customerld})*
sbc dial-plan where name . DialPlan"
no dial-plan-rule where name "{{Customer|d}}" B sbedial-plan where name "ERBBICUStDialPlanSamey
activate B | no dial-plan-rule where name "{{§iCustomerld)}"
exit l activate
do write l exit
do write
The following screen shows the differences for the shc-remove-prefix script.
Figure 24-19: shc-remove-prefix script
Script history (selecting a version will add it to comparison)
~
Friendly name Version Created Description  Custom variables  Script
sbc-remove-prefix  current 22/03/2022, 18:52:48 configure veip sbc dial-plan where name "CustD.
shc-remove-prefix  version 1 21/03/2022, 17:09:30 configure voip sbe dial-plan where name "{{Di....
v
Older Newer
version 1 current
21/03/2022, 17:09:30 22/03/2022, 18:52:48
sbc-remove-prefix sbc-remove-prefix
configure voip configure voip
sbc dial-plan where name " DialPlan® sbe dial-plan where name *§CustDialPlan SEmes"

{{#each ToRemavel}

no dial-plan-rule *({this.Index)}*

{{/each}}
activate
exit
do write

Clear Left

no dial-plan-rule “{fthis.Index)"
{{/each}}
lactivate

exit

do write

I
B | {#each ToRemovel}
|
|
I

4.  Click Clear Left and Clear Right to clear the scripts display.
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24.5.2 Script Templates Updates

This section describes the updates to the template scripts for version 8.0.300. After upgrading to this
version, the following actions must be performed:

B Replace the attribute SysAdmin.03650n1inePSTNGateway to
SBC.OnlinePstnGateway

®  Update scripts with the new syntax as shown in the sections below:
e  Redindicates the syntax to remove

° Green indicates the syntax to add

24.5.2.1 sbc-scenario?

configure voip
ip-group new
name "{{CustomerId}}-c"
proxy-set-name "{{SBC.CarrierID}}"
ip-profile-name "{{SBC.CarrierID}}"

tags "Trunk={{SysAdmin-03650rtincPSTNGateway

SBC.OnlinePstnGateway}}"

classify-by-proxy-set disable
call-setup-rules-set-id 1
activate
exit

ip-group new

name "{{CustomerId}}-t"
proxy-set-name "Teams"

ip-profile-name "Teams"

local-host-name " {{—SysAdmin-03650ntincPSTNGateway
SBC.OnlinePstnGateway}"

always—-use-source-addr enable

tags "Tenant=

@l Ama~ NI ENAT
Oy oz satt e S Py

{SBC.OnlinePstnGateway

DTN A+ Avr }}"
e oTrivoatewWay

classify-by-proxy-set disable
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call-setup-rules-set-id 0

{{#if SBC.EnableCAC}}

cac-profile "{{SBC.CacProfile}}"

{{/if }}

activate

exit

{{#if SBC.FlagCarrierRegistration}}

sip-definition account new

account-name "{{CustomerId}}"

served-ip-group-name "{{CustomerId}}-t"

serving-ip-group—-name "{{CustomerId}}-c"

user—-name "{{SBC.CarrierUserName}}"

password "{{SBC.CarrierPassword}}"

host-name "{{SBC.CarrierHostName}}"

contact-user "{{SBC.CarrierMainLine}}"

register reg

application-type sbc

activate

exit

{{/1if }}

{{#each SBC.DialPlanPrefixes}}

sbc dial-plan where name "{{this.€ustDialPlanName} }"

{{#each this.RulSBc—Phenes}}

dial-plan-rule new
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qr
5

name "{{this.Name-—+cus

prefix "{{this.Prefix}}"

tag "{{—SysAdmin-03650rtinecPSTNGatewaythis.Tag}}"
exit
{{/each}}
activate
exit
{{/each}}

do write

24.5.2.2 sbc-scenario7ZCleanup

configure voip
no ip-group where name "{{CustomerId}}-c"
no ip-group where name "{{CustomerId}}-t"
no sip-definition account where account-name "{{CustomerId}}"
{{#each SBC.DialPlanPrefixes}}
sbc dial-plan where name "{{this.€ustDialPlanName} }"
no dial-plan-rule where name "{{../CustomerId}}"
activate
exit
{{/each}}

do write

24.5.2.3 sbc-add-prefix

configure voip

sbc dial-plan where name "{{€ustDialPlanName}}"
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{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new
name "{{../SBC.SbcSiteName}}"

prefix "{{this.Prefix}}"

tag " {{SysAdmin-03650ntinePSTNGatewaythis.Tag} "

exit
{{/each}}
activate
exit
do write

24.5.2.4 sbc-remove-prefix

configure voip
sbc dial-plan where name "{{€wstDialPlanName} }"
{{#each ToRemove}}
no dial-plan-rule "{{this.Index}}"
{{/each}}
activate
exit

do write
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24.6 SQL DBA Script Pairing

Each execution script has an equivalent cleanup script for use in circumstances where you wish to
undo the changes executed by the execution script. These two scripts must be paired in the
dbo.SBCScriptTemplate table.

To pair SQL DBA scripts:
1. Open the SQL database Object Explorer.
Figure 24-20: SQL DBA Object Explorer

[ memoteNG - contCons xmi - ump-traiming2 - o X
Fle View Took Help
Connect: Y
@ B ump-traning2 @
% Microsoft SQL Server Management Studio (Administrator) & B P e B x
Fle €t View Took Window Hep
Q- < W BNewCuey B RS QE a ~| B | & renntic clREsO-
Object Explorer v ax
= /) Connect- § *§ <+
8 UMP-training!-c\SQLSVSADMIN (SGL Server 15.0.2000.5 - UMP-treining-c\umpadmin)

Bor R DB2Ce oW races affaowe Lo
2. Select SysAdminTenant database.

Figure 24-21: SysAdminTenant-Tables

B emotenis - 8 X
Fie View
Connect: . BEDP . @
€| B ump training2 | B
i Microsoft QL Server Management Studio (Administrator) K Lounch (Clr Plo & x
Fle Bt Viw Toos Window Help
: Ve -2k Brwouy DRIR| 1 O - B | 5 enanic -@meaD-,
&' | oviect Explorer
| = ] connect- ¥ ¥ G+

(501 Server 15.0.20005

Sacurty
0 Wl Syshdmintests
5 W Sysadmintod

Honr®.BeeecPus reces affuun wiis
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3. Expand the Tables folder.

Figure 24-22: Edit Top 200 Rows

[ T ———
Fle View Took Help
Connect:

@] B ump-training2 | @

4 Micrasoft SOL Server Management Studic (Administrator)

Fie Edt Viev Tools Window Help

/-u-& W Breuey RESQS

- W RDP - @~

Otject Explorer
Connect~ ¥ ¥ [
# B dbo.GRTZ 6LOB THGGERS
5 BB dbo.CRTZ_CALENDARS
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4. Select the dbo.SBCScriptTemplate table, right-click and select Edit Top 200 Rows.

Figure 24-23: SBC Script Template
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00000

X

& x
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Brows

The template scenario scripts are displayed.

5.  To pair scripts, do the following:

a. Inthe dbo.SBCScriptTemplate table, note the scripts that you wish to pair.
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Figure 24-24: dbo.SBCScriptTemplate
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b. Right-click the dbo.SbcScriptRelations table.

Figure 24-25: dbo.SbcScriptRelations
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Choose Edit Top 200 Rows.
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Create a new row and enter the matching Ids for the corresponding Onboarding and
Cleanup scripts.

Figure 24-27: Create a New Row
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Figure 24-
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To disable SBC validation, open the dbo.ApplicationSettings table and set SkipSBCValidation
to True.

When disabled, the Onboarding script does not check for pre-existing SIP core entities
configured on the SBC.
Figure 24-29: SBC Script Template
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25  Security Settings

This section describes the following security settings:
®  Customer Admins (see Section 25.1)
®  Auth Tokens (see Section 25.2)

B Customer Invitations (see Section 25.2)

25.1 Customer Admins

The Customer Admins screen allows you to manage a list of Client IDs for registered applications as
described in Chapter 14. Once the Application Client ID is added, the logged in operator can view this
customer in the UMP Multitenant.

To view Customer Admins:

1. Inthe UMP Main Tenant Navigation pane, open the Customer Admins page (Security >
Customer Admins).

A list of Application (Client) IDs are displayed.

Figure 25-1: Customer Admins

App Registration Application (Client) 1D:

Show 1 $ entries Search:

Id 1 Customerld Account

No data available in table

Showing 0 to 0 of 0 entries

Copyright © 2020 AudioCodes.

25.2 Customer Invitations

The Customer Invitations page allows you to monitor the status of the Invitation emails that are sent
from the Service Provider IT administrator to the customer IT administrator for requesting consent
to connect to their Microsoft Office 365 platform. This connection is required for the Background
Replication process, for which an App Registration on Azure is required (see Chapter 10). The
invitation email includes a token authentication link, details of which are displayed in the Auth Tokens
screen (see Section 25.30).

To monitor customer invitations:

1. Inthe UMP Main Tenant Navigation pane, open the Customer Invitations page (Security >
Customer Invitations).

A list of Invitation emails sent by the System administrator to the customer are displayed.
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Figure 25-2: Customer Invitations

Customer Invitations

& Security Search:

Invitation Email M365 Admin Email Invitation Created Expires Device

Email Sent Count at at Authenticated

TrunkTest  TrunkTest Test@gmail.com true 1 20220331 2022-04-05 No m

0O 0 0 m

Showing 110 1 of 1 entries

o
This screen includes the following parameters:
Table 25-1: Customer Invitations
Parameter Description

ID Customer Shortname defined in the Onboarding
wizard.

Full Name Full Customer name defined in the Onboarding
wizard.

Invitation Email Email address of the customer IT administrator sent

in the token authentication link from the Microsoft
365 Settings screen in the Multitenant portal using
option “Switch to auth” (see Section 33.12)

M365 Admin Email Email address of the M365 Admin account for which
to request consent to allow UMP-365 to connect.

Email Sent Indicates whether an email has been sent to the IT
customer administrator.

Email Invitation Sent Count The number of retries for UMP to send the
invitation email to the customer ( the retry occurs
per minute).

The failure could be the result of the SMTP setup or
due to network issues.

Created at The date that the invitation was sent.
Expires at The expiry date of the invitation.
Device Authenticated ® No: Authentication has been processed; however

the customer is still pending in the wizard.
®m Yes: The wizard runs again and the Service
Provider approves the pending request and the
tenant is created in UMP.

Tenant Installed Indicates whether the customer IT administrator has
completed the authentication process (Yes). You can
then go ahead and add the customer.
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Actions See below.

The following actions can be performed:

®  Send Reminder: Send a reminder to the customer IT administrator

Figure 25-3: Send Reminder

& tlc-ovoc.trunkpack.com

Customer IT Adrministrator email:

tes@gmail.com |

®  Revoke Request: Revokes the request sent to the Customer IT Administrator

Figure 25-4: Revoke Request
@D tlc-ovoc.trunkpack.com

The action will revoke the registration invitation and will rermove the

entry from the database. Please confirm,

®  Auth URL: Displays the tenant URL link to connect to the Multitenant portal that is sent to the

customer IT administrator in the following format:
https://Customer_SubDomain/authenicate/uniquelnvitationID

e.g. https://tlc-ump.trunkpack.com/authenicate/71a5c1b6

Figure 25-5: Authentication URL for Tenant

Authentication URL for TrunkTest x

® You can paste the above value in a Web browser to test the authentication.
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25.3 Auth Tokens

The Auth Tokens page configures the Client IDs and redirect URIs used by the Token Invitation
mechanism for securing UMP-365 access to the customer tenant’s Microsoft Office 365 platform
used for managing the Background Replication process (see Chapter 10). In the Onboarding wizard
(for Hosted Essentials + and Hosted Pro customers), an option to connect to the Microsoft 365
platform by sending a consent link to customer IT administrator is provided (see Section 30.5). Once
the Service Provider IT administrator performing the onboarding, choses this option and sends an
email containing the consent request to the IT administrator, an entry is displayed in this screen.

To manage Authorization tokens:

1. Inthe UMP Main Tenant Navigation pane, open the Auth Tokens page (Security > Auth
Tokens).

Figure 25-6: AuthToken

AuthToken

sthentication Tokens

Client Id Client Secret

Search:

Used By Customer Last Verification Status

When Regenerated

March 215t 2022. 15:59

admin@M365:7B596656.onmicrasoftcom March 30th 2022, 18:26 March 30th 2022, 1826

yright © 2020 AudicCodes.

2. Enterthe Client ID.

3.  Enter the Redirect URL which consists of the IP address of the Service Provider portal. For
example:

https://finebak.domain.com/authenticate/OAuth2Callback
Table 25-2: Auth Token

Parameter Description
M365 Administrator The Microsoft Office 365 administrator to whom the
consent request was sent.
When Regenerated The last time the token is regenerated.
Last Used The last time the token is used by the

synchronization process with M365 performed
every hour, upon manual sync through PowerShell
or when Queued tasks are executed.

Used by Customer Free search field to search for customer.
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Parameter Description
Last Verification Status Indicates one of the following verification statuses:
m Never Performed
m  Successful
®m Failed
m Token not generated

Actions One of the following actions can be performed:

m Verify: click to verify the token. Once verified,

is displayed in the Last Verification Status
column.

Clear- Removes the token authentication token.
Send Invite — Manually send an invitation token
to the customer IT administrator
Reload-Reloads all active tokens

Verify All-Verifies all active tokens

Update Used By- Indicates which administrators
use which tokens.

4.  Click Apply Changes or click Reset Changes to reconfigure.
Figure 25-7: Verify All Tokens

Verify All Tokens X
Done!
admin@M365x78596656.onmicrosoft.com oK
admin@M365x52060359.onmicrosoft.com oK

Close

Figure 25-8: Update Used By

Update Used By x
Done!

M365x202362 TOKEN

essemtials TOKEN

tobi TOKEN

M365x45661692 USER&PASS

M365x78596656 TOKEN

petre USER&PASS

Close
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Figure 25-9: Sent Invite

& tlc-ovoc.trunkpack.com

Customer IT Administrator email:

tes@gmail.com

-201-



25. Security Settings UMP-365

25.4 UMP Service Settings

The UMP Service Settings for Windows server displays the SysAdmin Windows Services credentials
used to install the UMP-365 (see Section 6.3).

To configure UMP Service Settings:

1. Inthe UMP Main Tenant Navigation pane, open the UMP Service Settings page (Security >.

UMP Service Settings).

Figure 25-10: UMP Service Settings
OC oudio es -

B Tenants

Ump Service Settings

Manage UMP Service Settings
Ump service username: acladmin
Ump service password: sssssssss

Update

Copyright © 2020 AudioCodes.

2. Configure the Ump Service username.
Configure the Ump service password.

4.  Click Update to apply changes.
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26 Managing SBC Devices

The Known SBCs page displays a list of all connected SBC devices. You can perform the following
actions:

®  Reload from OVOC: reconnect to the Known SBCs through OVOC

B Add new SBC: add new SBC devices which can then later be configured for new customers and
site locations when onboarding new customers in the Onboarding wizard.

m  Show Sites: show a list of configured site locations that are connected to a specific SBC device.
®  Import customers: not applicable for this release.

®  Show Prefixes: Show a list of configured number prefixes for the SBC.

26.1 Add an SBC Device

This section describes how to add a new SBC device.

To add a new SBC device:
1. Inthe UMP Main Tenant Navigation pane, click SBC List. A list of Know SBCs is displayed.
Figure 26-1: Known SBCs

8

= o 2

» o

Known SBCs

ovoc NAT Ip Gateway SipUsers  Sites
id sbcld  Name Ip Address  Device Fqdn Addresses Https  User Status Count Count
2 2208 oct.customers.audio-code.coil 169.254.466  ocl.customers.audio 51.137.97.95 False  acladmin [ SOIIEE  -N/A 1

[51.137.97.95) code.coil

=]

3 224 oc2.customers.audio-code.coil 169254467  oc2.customers.audio- 521784385 False  acladmin connecie RIS 1
[52.178.4385] code.coil

Copyright © 2020 AudioCodes.

The table below describes the fields in this screen.

Table 26-1: Known SBC Devices

Parameter Description
Id Id of the Known SBC entry.
OvVOCSBCId Id of the OVOC SBC.
Name Known FQDN of the SBC device/NAT IP address of
SBC device.
NAT IP Address NAT IP address of the SBC device.
Device FQDN Known FQDN of the SBC device.
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Parameter Description

HTTPS Indicates whether HTTPS is enabled for the device.

Gateway User The name of the administrator user account of the
SBC.

Status The status of the connection between UMP-365
and the SBC.

SIP Users Count The number of SIP users registered for the SBC.

Site Count The number of site locations that are configured
with the SBC.

2. Click Add New SBC to connect to a new SBC device (the new connection is secured by default

by HTTPS).
Figure 26-2: Add new SBC

Add New SBC x
Name:

Ip Address:

Use https:

Device Fqdn:
Gateway User: Gateway Password:
3.  Enter the name of the SBC device.

4.  Enter the IP address of the SBC device.

5.  Enter the Device FQDN.

6.  Enter the Gateway username and password.

7.  Click Save to apply the changes.
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26.2 Show SBC Site Locations
A list of site locations that are provisioned with a specific SBC device can be displayed.

To show site locations:
1. Inthe Known SBCs page, select an SBC device, and then click Show Sites.

Figure 26-3: Show Sites

Known SBCs

Ovoc NAT Ip Gateway SipUsers  Sites

id Sbcld  Name Ip Address  Device Fqdn Addresses Https  User Status Count Count

2 2208 oc1.customers.audio-code.coil 169.254466  ocl.customers.audio 51137.97.95 False  acladmin N/A 1 l Show Sites] l
(5113797.95) codecoil S

sho

3 2224 oc2.customers.audio-code.coil 169.254.4.67  oc2.customers.audio- 52.178.4385 False  acladmin N/A- 1

[52.17843.85] code.coil
Copyright © 2020 AudioCodes.

A list of site locations that are provisioned with the selected SBC are displayed:

Figure 26-4: Show SBC Sites

SBC Site Locations x
Show 10 4+ entries Search:
Customer PSTN
Site Name Configuration 7! Gateway ShcDeploymentState M365DeploymentState
ai0logics_2  ai0logics SipTrunk ai0logics Deployed
Showing 1 to 1 of 1 entries Previous . Next
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26.3

Show Prefixes

This option enables you to view a list of configured prefixes for a customer.

To show prefixes:

1. Inthe Known SBCs page, , select an SBC device, and then click Show Prefixes.

Known SBCs

Ovoc
Id  Sbeld Name
2 2205 ocl.customers.audio-code.co.il
[51.137.97.95]
3 224 oc2.customers.audio-code.co.l
[52.178.43.85]
Copyright © 2020 AudioCodes.

Figure 26-5: Show Prefixes

Ip Address

169.254.4.66

169.254.4.67

Device Fqdn

ocl.customers.
code.co.l

oc2.customers.
code.co.l

NAT Ip Gateway

Addresses Hittps  User
audio- 51.137.97.95 False  acladmin
audio 52.17843.85 False  acladmin

pc

Sites.
Count

Sip Users

Status Count

N/A- 2

connecte SRS 1

A list of configured prefixes for the selected SBC are displayed.

Figure 26-6: Configured SBC Prefixes

SBC: oc2.customers.audio-code.co.il [52.178.43.85] - Prefixes

Refresh From Shc

Show 10

4+ entries

Search:

SBC Prefixes

DialPlan

OCDialPlan

OCDialPlan

OCDialPlan

OCDialPlan

OCDialPlan

Index

Name T

ailog_100

aiLogNew

aiLogNew

aiLlogNew

aiLlogNew

Prefix

+97239761001

+97239765001

+97239765002

+97239765003

+97235476001

Tag

daf09efd-
f3le-41e4-
a86c-
bd65bf821e25

daf09efd-
f31e-41e4-
a8bc-
bd65bf821e25

daf09efd-
f31e-41e4-
agec-
bd6sbf821e25

daf09efd-
f31e-41e4-
ad6c-
bd65bf821e25

daf09efd-
f3le-41e4-
a86c-
bd65bf821e25

Activ

true

true

true

true

true
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27 Queued Tasks

You can view a list of queued tasks that are pending execution.

To view a list of queued tasks:
1. Inthe UMP Main Tenant Navigation pane, click Queued Tasks.
Figure 27-1: Queued Tasks

Open Commands: 33, Executing: 0, Queued: 0

Show 10 % entries Search:

Customer Cmd Type State

When Execution Next Execution Was When

i - " Retries Executed Result Minutes Successful Created

3865 BasicPack TenantRemove Executing 0 Now 16-01-2022,
1223

3864 BasicConnect TenantRemove Executing 0 Now 16-01-2022,
1223

3863 Test1 TenantRemove Exc{u\ing o MNow 16-01-2022,
1223

3862 BasicPack TenantRemove Em(u\ing 1 MNow 16-01-2022,
1223

3861 BasicConnect TenantRemove Exc{u\ing 1 Now 16-01-2022,
1223

3860 Test1 TenantRemove Em(u\ing 1 MNow 16-01-2022,
1223

3859  BasicPack TenantRemove Executing 2 Now 16-01-2022,
1223

3858  BasicConnect TenantRemove Executing 2 Now 16-01-2022,
1223

3857 Testl TenantRemove Executing 2 Now 16-01-2022,

1223

The following details are displayed for each task:

Table 27-1: Queued Tasks

Parameter Description
Customer Indicates the name of the customer.
Cmd Type Indicates the name of the script that has been

applied to a customer. For example, Cleanup SBC or
tenant remove.

State One of the following:

® Queued

m Reserved

m  Executing

®  FinishSuccess

®  FinishFailure
Retries Indicates the number of retry attempts.
When Executed Indicates when the task was executed.
Execution Result Indicates the execution result.
Next Execution Minutes Indicates the next execution time in minutes.
Was Successful Indicates whether the task was executed

successfully.

When Created Indicates when the task was created.
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28

Introduction

This section describes how to add the new Customer Microsoft 365 (M365) Tenant in the
AudioCodes UMP 365 SP Edition application. When a new Customer M365 Tenant is added, a new
end-to-end service is created between Microsoft Teams to the Provider SIP interface and full
replication of the customer M365 Tenant to the management system is performed.
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29 Onboarding Prerequisites

m  All customer users must be preconfigured with User Type “Teams Only” and with “Enterprise
voice” enabled.

B The customer should have at least one Teams phone system free as part of Direct Routing
requirements.

Verify with the customer Tenant that Voice Routing Policy ‘Unrestricted’ isn’t in use.

M365 Tenant”: https://docs.microsoft.com/en-us/microsoftteams/direct-routing-

]
® m  For further information, see Microsoft’s guidelines “Register a subdomain name in a
sbc-multiple-tenants#register-a- subdomain-name-in-a-M365 Tenant-tenant.
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30

30.1

Onboarding Teams Direct Routing Customers

This section describes how to onboard a new customer. New customers can be onboarded for the
following license types:

®  Hosted Essentials (see Section 30.1)
B Hosted Essentials + (see Section 30.2)

®  Hosted Pro (see Section 30.3)

Hosted Essentials
This section describes how to onboard new customers with “Hosted Essentials” licenses.

To onboard a new “Hosted Essentials” customer:

1. From the Main Provider Dashboard / Tenant view, select Actions ° .

Figure 30-1: M365 Tenants

The Onboarding interface opens.

Figure 30-2: Add New Customer

Pending Customers (2)

Add New Customer

Reset Session expires in: 09:49
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2. Click Add New Customer.

Figure 30-3: Add New Customer

@ M365 Tenant : e Voice Route 'Y

Full Customer Name

BasicPackage

Short Customer Name

BasicPCK

License Type

® Hosted Essential O Hosted Essentials+ O Hosted Pro

.'/-7-.\'.
\ Back ] Next
. A

3. Select the Hosted Essential License Type.

Figure 30-4: Configure SBC

o M365 Tenant : e Voice Route X

Customer: BasicPCK

Configure SBC
Sbc Site Name BasicPCK

Online PSTN Gateway Online P

Sbc Configuration: ® sSip Trunk O BYOC
Region Select an SBC from list v
Carrier Select a Carrier from list i

[ Carrier Registration

[J Enable Cac
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Carrier Select a Carrier from list

Carrier Registration ername

Enable Cac Select CAC Profile

4. Configure SBC parameters according to the table below and then click Next.
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0365 Setting

Configure SBC

SBC Site Name

Online PSTN
Gateway

SBC Configuration

Region

Carrier

Carrier Registration

Enable CAC

Table 30-1: SBC Parameters

Description

Select check box if you wish to configure the SBC.

Name of the SBC site location.

Unigue subdomain name per M365 Tenant (CSOnlinePSTNGateway —FQDN) which
represents the desired host name added for the carrier trunk.

This name must be preconfigured on the M365 Tenant Domain or via DNS
provisioning (see Chapter 9).

Select one of the following SBC configuration modes:

m  SIP Trunk
m BYOC

Select the required SBC device according to site location IP address.

This option is available If you selected SIP Trunk or BYOC for SBC Configuration above.
The selected carrier binds to the configured SIP Interface, Proxy Set and IP Profile on
the SBC (where the same name is configured for all three entities on the SBC).

Select this option to perform SIP Account Registration for the Carrier trunk:

m  Username: Defines the digest MD5 Authentication username. The valid value is a
string of up to 60 characters. By default, no value is defined.

m Password: Defines the digest MD5 Authentication password. The valid value is a
string of up to 50 characters. Note: The password cannot be configured with wide
characters.

B MainLine (Contact User): Defines the AOR username. This appears in REGISTER
From/To headers as ContactUser@HostName

® Host Name: Defines the Address of Record (AOR) host name. The host name
appears in SIP REGISTER From/To headers as ContactUser@HostName.

Enable Call Admission Control (CAC). From the drop-down list, select the desired CAC
Profile including the desired number of call sessions.
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Figure 30-5: SBC Number Prefixes

@ M365 Tenant @ M365 ice x

SBC number prefixes Choose File | No file chosen

+97239760000) °

Back | Next

Define a prefix number range by either by uploading a CSV file or by entering specific number
prefixes.

Table 30-2: Define Prefixes

Setting Description

Update from | Browse to load a CSV file containing a range of telephone prefixes.

Ccsv

Telephone Enter a specific telephone number prefix.
Number Prefix

Figure 30-6: Load CSV Prefix File

e Voice Route 'Y

o M365 Tenant @ M365

SBC number prefixes | Browse... | pbxexample.csv pbxexample.csv
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Figure 30-7: Add Individual Prefixes

o M365 Tenant @ M365 e Voice Route b'e

SBC number prefixes \ Browse... | No file selected.

314 I()_(jl

.'/.-7-.\'.
\ Back ) MNext
M A

@ A Dial file xxxname must be preconfigured on the SBC or IP-PBX for applying this
configuration.

Figure 30-8: SBC Scripts

@ M365 Tenant @ M365 e Voice Route X

SBC Onboarding Script shc-scenario? v

SBC Cleanup Script shc-scenario7Cleanup v B

Customer Variables Value

6. Configure SBC scripts:

™
° Click the & to edit the SBC Onboarding Script file. This is a Preconfigured script that is
prepared by AudioCodes Professional services and that can be customized by setting
Custom Variables.

b
° Click the h to edit the SBC Cleanup Script file. Each SBC Onboarding script file has a
corresponding Cleanup script file to restore the configuration to their original settings.
This is a Preconfigured script that is prepared by AudioCodes Professional services and
that can be customized by setting Custom Variables.

e Script variables can be customized and loaded to the SBC Onboarding and Cleanup
scripts above.

See Section 24.4.

-216 -



30. Onboarding Teams Direct Routing Customers UMP-365

7. When you have completed the configuration, click .
The following screen is displayed:

Figure 30-9: Configuration Complete

lf“h M365 Tenant lf‘f\: M365 lfg\: Voice Route x
b Ly L

Processing Add New ...

-- CreateCustomer task started --
Checking SBC IP Group Programming.
SBC not programmed yet.

Starting SBC Programming.

Sbc is programmed

Site location information saved.
Customer created.

-- CreateCustomer task completed --

Close

30.2 Hosted Essentials +

This section describes how to onboard new “ Hosted Essentials +” customers.

To onboard a new Hosted Essentials + customer:

1. From the Main Provider Dashboard / Tenant view, select Actions ° .

Figure 30-10: Add Customer Button

Customes Name T Tenast State Sysdmin Deplogment State

Depioyes Depizpes

The Onboarding interface opens.
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Figure 30-11: Add New Customer

o Voice Route »

Add New Customer
Pending Customers (2)

Reset Session expires in: 09:49

2. Click Add New Customer.

Figure 30-12: Add New Customer

o M365 Tenant : e Voice Route X

Full Customer Name

HostedPlus

Short Customer Name

HostedPIus{

License Type

() Hosted Essential ® Hosted Essentials+ (O Hosted Pro

M365 Authentication
O Send link to customer IT administrator for authentication:

® Use M365admin account with known password

.'/-7-.\'.
\ Back ] Next
M A

Full Customer M365 Tenant Name — Free Text.
4. Unique new Customer M365 Tenant Name - Define a unique name for the new M365 Tenant.
Note the following rules:
e  The string should be 3-15 characters long
° The following characters cannot be used: \ /: * ? " < > |audit

° Can contain letters (lower/UPPER case), Numbers and special characters are allowed,
however cannot contain the dot (.) or blank spaces.

° Unique name per M365 Tenant M365 Tenant Name
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5. Select the Hosted Essentials+ license Type.

6. Select the number of licensed users. A maximum of 500 users can be configured per
customer.

7.  Select one of the following options and the click Next:

° Enter the M365admin user account name and password (credentials are validated; see
figure below).

° Send link to customer IT administrator for authentication (see Section 30.3 below).

Figure 30-13: Validating Credentials

° M365 Tenant e M365 e Voice Route 'Y

Validating credentials, please wait! On succesfull authentication the wizard will continue.

Once you have established a secure connection to Microsoft 365, the following screen is
displayed.

Figure 30-14: Microsoft 365 Settings

@ M365 Tenant e M365 e Voice Route 'Y

Customer BasicPlus

Override Admin Domain: audioOcode.onmicrosoft.com

Tenant ID: bb8950c6-9262-4757-92eb-212e113ec24c

Grant Admin Access to:

.'/.-7-.\'.
\ Back ] Mext
h A

8. Define Microsoft 365 settings and then click Next.
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Table 30-3: Microsoft 365 Settings

M365 Description
Setting

M365 Customer Tenant original Microsoft 365 domain prior to applying vanity domain names
Domain (“example.onmicrosoft.com”).

(Override

Admin

Domain)

Tenant ID | The customer Tenant ID. This field is automatically filled; the Tenant ID of the M365
authenticated user for this Onboarding wizard process.

Grant This option provides multi-tier support for third-party administrators such as Channel or

Admin Customer administrators to perform actions in Live Cloud for Teams Channel/Customer Portal

Access to (Optional). When this option is used, Single Sign-on support with the customer Azure AD is
provided.

Figure 30-15: Configure Default Routing

@ M365 Tenant @ M365 e Voice Route x

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived
trunk model for service providers and optionally configure the service provider DNS automatically if selected.

' Back ' Next

9. Do one of the following:

° Select Configure M365 default routing checkbox; the wizard creates default routing in
the customer tenant based on the derived trunk model for service providers. In addition,
you can optionally configure the DNS server. See Section 30.2.1.

° Click Next and proceed to Section 30.2.20.
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30.2.1 Configure Default Routing

If option Configure M365 default routing is selected, the following screen is displayed:

Figure 30-16: Configure M365 Default Routing

@ M365 Tenant : e Voice Route x

Configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway audioOcode.onmicrosoft.com v
M365 Onboarding Script Default Script v
M365 Cleanup Script Default Script v

Customer Variables Value

| Back ) MNext
A A

1. Configure parameters as described in the table below and then click Next.
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0365 Setting

Click here to
Provision M365
Domain and DNS
Automatically

Region/Country

IP Address

SBC

Domain Name

SBC Site Name

License Plan

Other Configuration

Online PSTN
Gateway

M365 Onboarding
Script

M365 Cleanup
Script

Customer
Variables

Table 30-4: M365 Default Routing

Description

Support for automatic and semi-automatic DNS provisioning (see Sections 9.1 and 09.2
respectively).

The customer SBC region subdomain name configured in Section 9.1.1.4.
Preconfigured IP address of the region SBC.

Preconfigured FQDN of the region SBC.

Preconfigured domain name of the DNS (A-record).

The Customer Shortname configured at the start of the wizard.

Preconfigured license plan including all phone system licenses not only E5.

The customer should have at least one Teams phone system free as part of Direct
Routing requirements.

Unique subdomain name per M365 Tenant (CSOnlinePSTNGateway —FQDN) which
represents the desired host name added for the carrier trunk.

This name must be preconfigured on the M365 Tenant Domain or via DNS provisioning
(see Chapter 9).

Preconfigured script that is prepared by AudioCodes Professional services and that can
b
be customized by setting Customer Variables. Click the h to edit the Onboarding

script file. For example, when a service provider needs a separate registration per
customer tenant. See Section 24.2.1.

Preconfigured script that is prepared by AudioCodes Professional services and that can
™

be customized by setting Customer Variables. Click the h to edit the Cleanup script

file. See Section 24.2.2.

Script variables can be customized and loaded to the M365 Onboarding and Cleanup
scripts. See Section 24.4.
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The following screens are displayed:

Figure 30-17: Configure SBC (Default Routing)-Hosted Essentials+ with SIP Trunk/BYOC

@ M365 Tenant

Customer: HostedPlus
Configure SBC
Sbc Site Name HostedPlus

Online PSTN Gateway

audioOcode.onmicrosoft.com

Sbc Configuration: @® Sip Trunk O 1P PBX O BYOC
Region Select an SBC from list
Carrier Select a Carrier from list

[ Carrier Registration

[J Enable Cac

e Voice Route 'Y

«»

\ Back )
.
Sbc Configuration: @® Sip Trunk O 1P PBX O BYOC
Region customers.audio-code.co.il [51.137.97.95]
Carrier Select a Carrier from list
Carrier Registration eername
Enable Cac Select an CAC Profile
.'/.- -.\'.
. A
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Figure 30-18: Configure SBC (Default Routing)-Hosted Essentials+ with IP PBX

@ M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway

Sbc Configuration:

Region

e Voice Route 'Y

HostedPlus

HostedPlus
audioOcode.onmicrosoft.com
O Sip Trunk @ 1P PBX O BYOC

Select an SBC from list v

2.  Configure SBC parameters according to the table below and then click Next.
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0365 Setting

Configure SBC

SBC Site Name

Online PSTN
Gateway

SBC Configuration

Region

Table 30-5: SBC Parameters

Description

Select check box if you wish to configure the SBC.

Name of the SBC site location.

Unigue subdomain name per M365 Tenant (CSOnlinePSTNGateway —FQDN) which
represents the desired host name added for the carrier trunk.

This name must be preconfigured on the M365 Tenant Domain or via DNS
provisioning (see Chapter 9).

Note: If Default Routing is configured, then this field is automatically filled.

Select one of the following SBC configuration modes:

m S|P Trunk
m |P-PBX
m BYOC

Select the required SBC device according to site location IP address.

Carrier: (this option is only relevant if SIP Trunk and BYOC were selected above). This option is available If you
selected SIP Trunk or BYOC for SBC Configuration above. The selected carrier binds to the configured SIP
Interface, Proxy Set and IP Profile on the SBC (where the same name is configured for all three entities on the

SBC).

Carrier Registration

Enable CAC

Select this option to perform SIP Account Registration for the Carrier trunk:

m Username: Defines the digest MD5 Authentication username. The valid value is a
string of up to 60 characters. By default, no value is defined.

m Password: Defines the digest MD5 Authentication password. The valid value is a
string of up to 50 characters. Note: The password cannot be configured with wide
characters.

®  MainLine (Contact User): Defines the AOR username. This appears in REGISTER
From/To headers as ContactUser@HostName

m  Host Name: Defines the Address of Record (AOR) host name. The host name
appears in SIP REGISTER From/To headers as ContactUser@HostName.

Enable Call Admission Control (CAC). From the drop-down list, select the desired CAC
Profile including the desired number of call sessions.

-225-



30. Onboarding Teams Direct Routing Customers

UMP-365

Figure 30-19: Enable CAC

@ M365 Tenant @ m365

Customer: EPC

Configure SBC

Sbc Site Name EPC

Online PSTN Gateway 0S365 Trunk

Sbc Configuration: ® Sip Trunk © BYOC

Region 52.143.14.26_SBC

Carrier SIPTrunk

Carrier Registration SIP Trunk ddswidsds
SIPMain 0365Host

Enable Cac 1 session

5 sessions

10 sessions

20 sessions

1000 sessions
thisisthemaxallowednumberofcharsincactem

Mext
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30.2.2 Configure without Default Routing

If the Configure M365 Default Routing option was not selected, then the following screens are
displayed:

Figure 30-20: Configure SBC with IP PBX

@ M365 Tenant @ M365 e Voice Route X

Customer: HostedPlus

Configure SBC

Sbc Site Name HostedPlus

Online PSTN Gateway audioOcode.onmicrosoft.com V:

Sbc Configuration: O sip Trunk @ IPPBX O BYOC

Region Select an SBC from list v

Ty
\ Back ] Mext
A A

Figure 30-21: Configure SBC with SIP Trunk/BYOC

@ M365 Tenant @ M365 e Voice Route 'Y

Customer: HostedPlus

Configure SBC

Sbc Site Name HostedPlus

Online PSTN Gateway audioOcode.onmicrosoft.com ".

Sbc Configuration: @ Sip Trunk O 1P PBX O BYOC

Region Select an SBC from list v
Carrier Select a Carrier from list e

[ carrier Registration

[J Enable Cac

.'/.-7-.\'.
| Back J MNext
. A
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Sbc Configuration: @® Sip Trunk O 1P PBX O BYOC
Region customers.audio-code.co.il [51.137.97.95] v
Carrier Select a Carrier from list v

Carrier Registration ername

Enable Cac Select an CAC Profile v

1. Configure SBC parameters according to Table 30-5, click Next, and then proceed to Section
30.3.3.

30.2.3 Configure SBC Number Prefixes and Scripts

The Wizard continues with the configuration of the SBC Number Prefixes.

Figure 30-22: SBC Number Prefixes

I:E:: M365 Tenant e Voice Route e

SBC number prefixes Choose File | No file chosen

+97239760000) °

Back | Next

2. Define a prefix number range by either by uploading a CSV file or by entering specific number
prefixes.
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Table 30-6: Define Prefixes

Setting Description

Update from | Browse to load a CSV file containing a range of telephone prefixes.

Ccsv

Telephone Enter a specific telephone number prefix.
Number Prefix

Figure 30-23: Load CSV Prefix File

o M365 Tenant @ [ ET e Voice Route 'Y

SBC number prefixes | Browse... | pbxexample.csv pbxexample.csv

._/-7-'\_.
\ Back ] Mext
M A

Figure 30-24: Add Individual Prefixes

° M365 Tenant e Voice Route X

SBC number prefixes \ Browse... | No file selected.

e
314 \>_(j

.'/.-7-.\'.
\ Back ] Next
. o

@ A Dial file xxxname must be preconfigured on the SBC or IP-PBX for applying this
configuration.
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Figure 30-25: SBC Scripts

@ M365 Tenant 3 ice %

SBC Onboarding Script shc-scenario? vi B

SBC Cleanup Script shc-scenario7Cleanup v B

Customer Variables Value

3.  Configure SBC scripts:

[
° Click the ﬁ to edit the SBC Onboarding Script file. This is a Preconfigured script that is
prepared by AudioCodes Professional services and that can be customized by setting
Custom Variables.

b
° Click the h to edit the SBC Cleanup Script file. Each SBC Onboarding script file has a
corresponding Cleanup script file to restore the configuration to their original settings.
This is a Preconfigured script that is prepared by AudioCodes Professional services and
that can be customized by setting Custom Variables.

e Script variables can be customized and loaded to the SBC Onboarding and Cleanup
scripts above.

See Section 24.4.

Submit
4.  When you have completed the configuration, click .

The following screen is displayed:
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IKT\J M365 Tenant lr-f\: M365 lrg\: Voice Route x
- L o

Processing Add New ...

-- CreateCustomer task started --
Checking SBC IP Group Programming.
SBC not programmed yet.

Starting SBC Programming.

Shc is programmed

Site location information saved.
Customer created.

-- CreateCustomer task completed --

Figure 30-26: Configuration Complete

Close

30.3

Hosted Pro

This section describes how to onboard new “ Hosted Pro” customers.

To onboard a new Hosted Essentials + customer:

1. From the Main Provider Dashboard / Tenant view, select Actions ° .

Figure 30-27: Add Customer Button

Custemer Hame T Tenant State Sysclmin Deployment State SysAdmin Info

Beployed Dapicpes version: 80,1000 fat | Deete

fa1 | Deee

The Onboarding interface opens.
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Figure 30-28: Add New Customer

o Voice Route »

Add New Customer
Pending Customers (2)

Reset Session expires in: 09:49

2. Click Add New Customer.

Figure 30-29: Add New Customer

) M365 Tenant E e Voice Route X

Full Customer Name

SuperProTrunk

Short Customer Name

ProTrunk

License Type

() Hosted Essential (O Hosted Essentials+ @ Hosted Pro 50

<>

M365 Authentication
O Send link to customer IT administrator for authentication:

® Use M365admin account with known password

.'/-7-.\'.
\ Back ] Next
. A

Full Customer M365 Tenant Name — Free Text.
4. Unique new Customer M365 Tenant Name - Define a unique name for the new M365 Tenant.
Note the following rules:
e  The string should be 3-15 characters long
° The following characters cannot be used: \ /: * ? " < > |audit

° Can contain letters (lower/UPPER case), Numbers and special characters are allowed,
however cannot contain the dot (.) or blank spaces.

° Unique name per M365 Tenant M365 Tenant Name
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5. Select the Hosted Pro license Type.

6. Select the number of licensed users. A maximum of 500 users can be configured per
customer.

7.  Select one of the following options and then click Next:

° Enter the M365admin user account name and password (credentials are validated; see
figure below).

° Send link to customer IT administrator for authentication (see Section 30.3 below).

Figure 30-30: Validating Credentials

° M365 Tenant e M365 e Voice Route 'Y

Validating credentials, please wait! On succesfull authentication the wizard will continue.

Once you have established a secure connection to Microsoft 365, the following screen is
displayed.

Figure 30-31: Microsoft 365 Settings

@ M365 Tenant @ M365 e Voice Route 'Y

Customer ProTrunk

Override Admin Domain: audioOcode.onmicrosoft.com

Tenant ID: bb8950c6-9262-4757-92eb-212e113ec24c

Grant Admin Access to:

.'/.-7-.\'.
\ Back ] Mext
h A

8. Define Microsoft 365 settings and then click Next.
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Table 30-7: Microsoft 365 Settings

M365 Description
Setting

M365 Customer Tenant original Microsoft 365 domain prior to applying vanity domain names
Domain (“example.onmicrosoft.com”).

(Override

Admin

Domain)

Tenant ID | The customer Tenant ID. This field is automatically filled; the Tenant ID of the M365
authenticated user for this Onboarding wizard process.

Grant This option provides multi-tier support for third-party administrators such as Channel or

Admin Customer administrators to perform actions in Live Cloud for Teams Channel/Customer Portal

Access to (Optional). When this option is used, Single Sign-on support with the customer Azure AD is
provided.

Figure 30-32: Configure Default Routing

@ M365 Tenant @ M365 e Voice Route x

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived
trunk model for service providers and optionally configure the service provider DNS automatically if selected.

' Back ' Next

9. Do one of the following:

° Select Configure M365 default routing checkbox; the wizard creates default routing in
the customer tenant based on the derived trunk model for service providers. In addition,
you can optionally configure the DNS server. Proceed to Section [.

° Click Next and proceed to Section .
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30.3.1 Configure Default Routing

If option Configure M365 default routing is selected, the following screen is displayed:

Figure 30-33: Configure M365 Default Routing

@ M365 Tenant e Voice Route x

Configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway audioOcode.onmicrosoft.com v
M365 Onboarding Script Default Script v
M365 Cleanup Script Default Script v

Customer Variables Value

' Back ) Next
A A

1. Configure parameters as described in the table below and then click Next.

Table 30-8: M365 Default Routing

0365 Setting Description

Click here to Support for automatic and semi-automatic DNS provisioning (refer to Sections 9.1 and
Provision M365 9.20 respectively).

Domain and DNS

Automatically

Region/Country The customer SBC region subdomain name configured in Section 9.1.1.4.
IP Address Preconfigured IP address of the region SBC.

SBC Preconfigured FQDN of the region SBC.

Domain Name Preconfigured domain name of the DNS (A-record).

SBC Site Name The Customer Shortname configured at the start of the wizard.
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0365 Setting

License Plan

Other Configuration

Online PSTN
Gateway

M365 Onboarding
Script

M365 Cleanup
Script

Customer
Variables

Description

Preconfigured license plan including all phone system licenses not only E5.

The customer should have at least one Teams phone system free as part of Direct
Routing requirements.

Unique subdomain name per M365 Tenant (CSOnlinePSTNGateway —FQDN) which
represents the desired host name added for the carrier trunk.

This name must be preconfigured on the M365 Tenant Domain or via DNS provisioning
(see Chapter 9).

Preconfigured script that is prepared by AudioCodes Professional services and that can
[
be customized by setting Customer Variables. Click the ﬁ to edit the Onboarding

script file. For example, when a service provider needs a separate registration per
customer tenant. See Section 24.2.1.

Preconfigured script that is prepared by AudioCodes Professional services and that can
[

be customized by setting Customer Variables. Click the ﬁ to edit the Cleanup script

file. See Section 24.2.2.

Script variables can be customized and loaded to the M365 Onboarding and Cleanup
scripts. See Section 24.4.
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The following screens are displayed:

Figure 30-34: Configure SBC with Default Routing-Hosted Pro with IP PBX

@ M365 Tenant @ M365 e Voice Route 'Y

Customer: ProTrunk

Configure SBC

Sbc Site Name TestPro

Online PSTN Gateway audioOcode.onmicrosoft.com

Sbc Configuration: O sip Trunk @ IPPBX O BYOC

Region Select an SBC from list v

Vi - ™
\ Back ] Mext
A A

Figure 30-35: Configure SBC with Default Routing -Hosted Pro with SIP Trunk/BYOC

@ M365 Tenant @ M365 e Voice Route 'Y

Customer: ProTrunk

Configure SBC

Sbc Site Name TestPro

Online PSTN Gateway audioOcode.onmicrosoft.com

Sbc Configuration: @ Sip Trunk O 1P PBX O BYOC

Region Select an SBC from list v
Carrier Select a Carrier from list v

[ Carrier Registration

[J Enable Cac

.'/-7-.\'.
\ Back ] Next
p vy
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Sbc Configuration:

Region

Carrier

Carrier Registration

Enable Cac

@® Sip Trunk O 1P PBX O BYOC
customers.audio-code.co.il [51.137.97.95]

Select a Carrier from list

Select an CAC Profile

2.  Configure SBC parameters according to the table below and then click Next.
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Table 30-9: SBC Parameters

0365 Setting Description
Configure SBC Select check box if you wish to configure the SBC.
SBC Site Name Name of the SBC site location.
Online PSTN If Default Routing was selected, then this field is automatically filled.
Gateway
SBC Configuration Select one of the following SBC configuration modes:
m  SIP Trunk
m  |P-PBX
® BYOC
Region Select the required SBC device according to site location IP address.

Carrier: (this option is only relevant if SIP Trunk and BYOC were selected above). This option is available If you
selected SIP Trunk or BYOC for SBC Configuration above. The selected carrier binds to the configured SIP
Interface, Proxy Set and IP Profile on the SBC (where the same name is configured for all three entities on the
SBC).

Carrier Registration | Select this option to perform SIP Account Registration for the Carrier trunk:

m  Username: Defines the digest MD5 Authentication username. The valid value is a
string of up to 60 characters. By default, no value is defined.

m Password: Defines the digest MD5 Authentication password. The valid value is a
string of up to 50 characters. Note: The password cannot be configured with wide
characters.

B MainLine (Contact User): Defines the AOR username. This appears in REGISTER
From/To headers as ContactUser@HostName

B Host Name: Defines the Address of Record (AOR) host name. The host name
appears in SIP REGISTER From/To headers as ContactUser@HostName.

Enable CAC Enable Call Admission Control (CAC). From the drop-down list, select the desired CAC
Profile including the desired number of call sessions.
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@ M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway

Sbe Configuration:

Region

Carrier

Carrier Registration

Enable Cac

Figure 30-36: Select Region

EPC

EE(E

® Sip Trunk © BYOC

52.143.14.26_SBC

52.143.14.26_SBC
20.82.227.239-ac_co_il-northEurope-2ndSBC

Select an CAC Profile

e Voice Route
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Figure 30-37: Select Carrier

@ M365 Tenant

e Voice Route

Customer: EPC

Configure SBC

Shc Site Name EPC
Online PSTN Gateway 0S365 Trunk
Sbc Configuration: @ Sip Trunk O BYOC
Region 52.143.14.26_SBC v
Carrier Select a Carrier from list v
. . . ProxySet_0
Carrier Registration SIPTrunk
SIPTrunk1
this is a very long name deliberately_12

Enable Cac Select an CAC Profile v

N
| Back | Next
ANy __/
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Figure 30-38: Enable CAC

@ M365 Tenant @ m365

Customer: EPC

Configure SBC

Sbc Site Name EPC

Online PSTN Gateway 0S365 Trunk

Sbc Configuration: ® Sip Trunk © BYOC

Region 52.143.14.26_SBC

Carrier SIPTrunk

Carrier Registration SIP Trunk ddswidsds
SIPMain 0365Host

Enable Cac 1 session

5 sessions

10 sessions

20 sessions

1000 sessions
thisisthemaxallowednumberofcharsincactem

Mext
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30.3.2 Configure without Default Routing

If the Configure M365 Default Routing option was not selected, then the following screens are

displayed:

@ M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway

Sbc Configuration:

Region

Figure 30-39: Configure SBC with IP PBX

@ M365

ProTrunk

TestPro

-- Please select -- v

O sip Trunk @ IPPBX O BYOC

Select an SBC from list v

I/-i- \.
\ Back ] Mext
A A

e Voice Route X

@ M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway
Sbc Configuration:
Region

Carrier

[ Carrier Registration

[J Enable Cac

Figure 30-40: Configure SBC with SIP Trunk/BYOC

@ M365

ProTrunk

TestPro

-- Please select -- v

@ Sip Trunk O 1P PBX O BYOC
Select an SBC from list v

Select a Carrier from list v

[ Back
.

e Voice Route 'Y
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Sbc Configuration: @® Sip Trunk O 1P PBX O BYOC
Region customers.audio-code.co.il [51.137.97.95] v
Carrier Select a Carrier from list v

Carrier Registration ername

Enable Cac Select an CAC Profile v

1. Configure SBC parameters according to Table 30-5, click Next, and then proceed to Section
30.3.3.

30.3.3 Configure SBC Number Prefixes and Scripts

The Wizard continues with the configuration of the SBC Number Prefixes.

Figure 30-41: SBC Number Prefixes

I:E:: M365 Tenant e Voice Route e

SBC number prefixes Choose File | No file chosen

+97239760000) °

Back | Next

1. Define a prefix number range by either by uploading a CSV file or by entering specific number
prefixes.
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Table 30-10: Define Prefixes

Setting Description

Update from | Browse to load a CSV file containing a range of telephone prefixes.

Ccsv

Telephone Enter a specific telephone number prefix.
Number Prefix

Figure 30-42: Load CSV Prefix File

o M365 Tenant @ [ ET e Voice Route 'Y

SBC number prefixes | Browse... | pbxexample.csv pbxexample.csv

._/-7-'\_.
\ Back ] Mext
M A

Figure 30-43: Add Individual Prefixes

° M365 Tenant e Voice Route X

SBC number prefixes \ Browse... | No file selected.

L
314 \)_(j

.'/.-7-.\'.
\ Back ] Next
. o

@ A Dial file xxxname must be preconfigured on the SBC or IP-PBX for applying this
configuration.
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Figure 30-44: SBC Scripts

@ M365 Tenant 3 ice %

SBC Onboarding Script shc-scenario? vi B

SBC Cleanup Script shc-scenario7Cleanup v B

Customer Variables Value

2.  Configure SBC scripts:

[
° Click the ﬁ to edit the SBC Onboarding Script file. This is a Preconfigured script that is
prepared by AudioCodes Professional services and that can be customized by setting
Custom Variables.

b
° Click the h to edit the SBC Cleanup Script file. Each SBC Onboarding script file has a
corresponding Cleanup script file to restore the configuration to their original settings.
This is a Preconfigured script that is prepared by AudioCodes Professional services and
that can be customized by setting Custom Variables.

e Script variables can be customized and loaded to the SBC Onboarding and Cleanup
scripts above.

See Section 24.4.

Submit
3. When you have completed the configuration, click .

The following screen is displayed:
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Figure 30-45: Configuration Complete

@ M365 Tenant @ M365 @ Voice Route x

Processing Add New ...

-- CreateCustomer task started --
Checking SBC IP Group Programming.
SBC not programmed yet.

Starting SBC Programming.

Shc is programmed

Site location information saved.
Customer created.

-- CreateCustomer task completed --

Close

30.4 Provision M365 Domain and DNS Server Automatically
The provisioning of DNS requires the pre-configuration of the DNS regions on Azure (see Chapter 9).

To provision M365 domain and DNS:

1.  Click Here to provision M365 Domain and DNS Automatically.

Figure 30-46: Provision Domain and DNS

@ M365 Tenant : e Voice Route be

Dns Region

Sbc

Domain Name

Sbc Site Name Note: You won't be able to change the sbc site name after adding the PSTN Gateway!

BasicPlus

License Plan

.'/-7-.\'.
\ Back ] Next
. A
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2. Configure parameters as described in the table below.

Table 30-11: DNS Parameters

Setting Description

DNS Region The name of the DNS region.

SBC The SBC device name.

Domain Name The Domain name

SBC Site Name The wizard uses the customer ID, for example customers.finebak.com to provision a
new service provider subdomain to be used as the voice routing domain for the
customer.

License Plan. One of the following license plans:

m Hosted Essentials
m Hosted Essentials +
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30.5 Running Token Authentication Invitation Wizard

This procedure describes how to authenticate operators using the Token Authentication Invitation
wizard for onboarding new customers. This procedure requests consent from the Service Provider
IT administrator to the customer tenant IT administrator to allow UMP-365 to connect to their
Microsoft 365 platform for the purpose of background replication processing.

When the token authentication requests are sent to the customer IT administrator from the Service
Provider administrator, the details of the email Invitation are displayed in the Customer Invitations
screen (see Section 25.2) and the details of the authentication token are displayed in the Auth Tokens
screen (see Section 25.30).

e Teams Admin
e Skype For Business Admin
e Application Administrator

|® The customer tenant requires the following UC admin roles (see Section 11.1):
To run the Token Authentication wizard:

1. Inthe UMP Interface, open the Tenants page to add a new customer.

Figure 30-47: Add New Customer-UMP 365

Available Users: 237, Available Customers: 0

SysadminKit Version: 8.0.220.27 °

Show 10 # entries Search: | finebak
Licensing Queued
Customer Name ' State SysAdmin Info (licensed users) commands status
Finebak Deployed version: 8.0.220.27 M365 - EssentialPlus Edit | Delete | Qeued commands: 0
replication: (10) Undo Deploy | Executing
2021.08.26.14.14.02
Add SBC Site commands: 1
SysAdmin -
Replication in
Queue Replication progress: no
Showing 1to 1 of 1 entries (filtered from 12 total entries) Previous . Next

Copyright © 2020 AudioCodes. All rights reservec

2. Click Add New Customer.
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Figure 30-48: Add New Customer
o M365 Tenant Voice Route
Add New Customer

Pending Customers (1)
3.  Enter full customer name and short customer name.

Figure 30-49: Enter Customer Names

o M365 Tenant X

Customer Type: M365

Full Customer NEme

BradDemo

Short Customer Name

BradDemo

License Type

Hosted Essential @ Hosted Essentials+ O Hosted Pro 100

M365 Authentication

Send link to customer IT administrator for authentication:

Use M365admin account with known password

@
admin@M365x003354.onmicrosoft.co M365 Password
s \
l Back ] Next

4. Select option Send link to customer IT administrator for authentication.
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Figure 30-50: Email Notification

o M365 Tenant X

¢ An email will be sent to this administrator address. The email shall contain a customized url to a landing page hosted by
UMP. On this landing page, the customer administrator enters the M365 account to be used for background processing and
a device token (example: DCRWDLDXS8) will be generated based out of this account that should be authenticated against
https://microsoft.com/devicelogin

Close

This procedure describes how to authenticate operators using the Token Authentication Invitation
wizard. An email message similar to the following is sent to your IT administrator:

Figure 30-51: Email Notification
¢« B8 06 3 = 0 € b ®» 10f 64 > mm-

Welcome RoyWdemo14092021 for joining the FixedMobileUC “AudioCodes Live Cloud for &5 2
Microsoft Teams for Service Providers” service nbox x

onboarding@audiocodes.be 10:42 PM (0 minutes ago) Y -
to Audiocodestesting «

Dear Administrator of RoyWdemo14092021,

We at Sandbox3.FineBak welcomes you to join our “AudioCodes Live Cloud” service.

Please activate your tenant by connecting to the link below and authenticate with your M365 UC Administrator account:

YO8yOKGOYmfjN1NCcLGKRCT Twk5aS1X49F OrHTo1yxSgkQ1fz-2BCeCT13bD-2B35Irhzosz-2BibKwUg-3D-3D22g9_ZSDMZ8q9aAQre3CjOs2LBHph2a-2BmpY PyvwyM-
2F3VecuasSUssrFd80OhbTr7NGKXIDZH1M-2F 1umhzcgv6NpwOKo18Ddjwz TxtUApaGNHGESROpn03usDjpy7AetxgfYr7oEpnfsUWoH-28
fZZOIEEWUHJITZTVRKVYgXdWeJMjQIJSNU-2F00JMNyRFeEYXkco59gyAuwY-2BZChOlogFuNny-2Fi4hgfl 11g-2FUCNJzrpGoQr08n0sVONY-3D

Please Note that Global Admin will be required in order to approve the LiveCloud consents.

. The Authentication process will run against your Microsoft M365 Tenant, we will not know or save your password.
Revoke Token Authentication: you are able to revoke the authentication at any time. Revoking the authentication will stop the service

Thank you and best regards,
Sandbox3.FineBak Team

Do the following:

1.  Click the link sent in the mail; the Token Invitation Wizard Welcome screen is displayed.

-251-



30. Onboarding Teams Direct Routing Customers UMP-365

Figure 30-52: Token Authentication Wizard Welcome Screen

@ FixedMobileUC
Welcome RoyWdemo14092021

To start the onboarding process, please provide the information below.

admin@M365x911064.onmicrosoft.com

Device Token Authentication Started
To sign in, use a web browser to open the page https:/microsoft.com/devicelogin and enter the code CGZQ5RYEF ([ to

authenticate.

2.  Enter the credentials of the logged in tenant administrator and then click Start
authentication.
The following error may appear if there is no connection between Azure and the UMP Virtual
Machine.

Figure 30-53: Connection Error

QC audiocodes

Welcome DemoToken

To start the onboarding process, please provide the information below.

admin@M365x568896.onmicrosoft.com

Error: Cannot send data if the connection is not in the 'Connected' State.

e  Verify that an inbound firewall rule has been created for port 443 on the Virtual Machine
o  Verify that the connection is secured over HTTPS with Trusted Root CA certificate.

3.  Copy the code appearing on the bottom of the screen and then click Next.
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Figure 30-54: Copy Code

B8 Microsoft

Enter code

Enter the code displayed on your app or device.

CT7FETHUK

4.  Enter the code.

Figure 30-55: Enter Code

B8 Microsoft

Sign in

You're signing in to Demo-MS-Teams-P5-Module
on another device located in Netherlands. If it's not

you, clase this page.

admin @{M365><003354.onmicrosoﬁ.com

Can't access your account?

Sign in with Windows Hello or a security key @

Qﬁ Sign-in options

5. Enter the domain administrator username and then click Next.
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Figure 30-56: Enter Password

4~ conToso demo

[

< admin@m365x003354.onmicrosoft.com

Enter password

.........-| &

Forgot my password

Contoso

6. Enter the domain administrator password and then click Sign in.
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Figure 30-57: Permissions Requested

B® Microsoft
admin@m365x60648845.onmicrosoft.com

Permissions requested

LiveCloud-Token-UMP
unverified

This app may be risky. Only continue if you trust
this app. Learn more

This app would like to:

v Read all users’ full profiles

~ Read and write to all app catalogs

s Maintain access to data you have given it access to

Consent on behalf of your organization

f you accept, this app will get access to the specified resources for
all users in your arganization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms

for you to review. You can change these permissions at
hitpsy/fmyapps.microsoft.com.

Important: Only accept if you trust the publisher and if you
downloaded this app from a store or website you trust. Microsoft
iz not involved in licensing this app to you.

Does this app lock suspicious? Report it here

Cancel Accept

7.  Select Consent on behalf of your organization check box and then click Accept.

Figure 30-58: Application Sign In

B® Microsoft

LiveCloud-Token-
UMP

You have signed in to the
LiveCloud-Token-UMP application
on your device. You may now close
this window.
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8. Close the Information window.

Figure 30-59: Welcome

@ FixedMobileUC
Welcome RoyWdemo14092021

To start the onboarding process, please provide the information below.

M365 admin username

admin@M365x911064.onmicrosoft.com

Device Token Authentication Started
To sign in, use a web browser to open the page https:/microsoft.com/devicelogin and enter the code CGZQS5SRYEF ([ to
authenticate.

@Click here to continue the authentication process

9. Click Click here to continue the authentication process link.

Figure 30-60: Pick an account
Microsoft

Pick an account

admin@M365x911064.onmicrosoft.com

I_\é_l MOD Administrator

Signed in

n@ocshost.emea.microsoftonline.com

Signed in

Sandbox1 Telco Admin
Sandbox1T@sandbox1.audiocodes.be

Signed in

Admin-AP,

Admin-Aj

AC

@sandbox3.audiocodes.be

Signed in

admin

admin@roywizemanhotmail.onmicrosoft.com

Signed in

Shamsher Singh
Sha

Signed in

R R Rx Rk Rk [Ek

sher.Singh@sandbox1.audiocodes.be
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10. Re-login with the M365 Admin.

Figure 30-61: Permisson requested

B® Microsoft
admin@m365x60643845.onmicrosoft.com

Permissions requested

LiveCloud-Token-UMP
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

s Access Microsoft Teams and Skype for Business data as
the signed in user

Read all users' full profiles
Read and write to all app catalogs

Maintain access to data you have given it access to

C <KL

Read and write all groups

{

Access directory as the signed in user
Consent on behalf of your arganization

If you accept, this app will get access to the specified resources for
all users in your organization. Mo ane else will be prompted to
review these permissions,

Agccepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
staternent. The publisher has not provided links to their terms

for you to review. You can change these permissions at
hitps://myapps.microsoft.com. Show details

Dioes this app look suspicious? Report it here

11. Select the Consent on behalf of your organization check box and then click Accept.

At the end of the process, the following screen is displayed informing the service provider
domain administrator that AudioCodes Professional Services will complete the process.
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Figure 30-62: Wizard Complete

@ FixedMobileUC
Thank you!

You may close this window
Service provider will contact you when service is ready for operation

12. Click Pending Customers to monitor the process of the request. Once status “Authentication
Complete” is displayed, you can proceed with the Add New Customer process (see Section

30.5.130).
Figure 30-63: Pending Customers

0 M2365 Tenant e M365 e Voice Route x

Customer ID Status Actions

A
BradDemo Authentication Complete Add Customer Revoke Request

Figure 30-64: Add New Customer

o M365 Tenant o M365 o Voice Route X

Add New Customer

Pending Customers (2)
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30.5.1 Pending Requests

You can monitor the status of Pending Requests by clicking Pending Customers.

Figure 30-65: Pending Customers

o M365 Tenant e M365 o Voice Route X

Add New Customer

Pending Customers (3)

Reset  Session expires in: 09:56 |

A list of pending authentication requests is displayed:

Figure 30-66: List of Pending Customers

0 M365 Tenant i d X

Customer ID Status Actions

enterprisertc Pending Authentication Send Reminder Revoke Request

finebak Pending Authentication Send Reminder

easylync Pending Authentication Send Reminder Revoke Request

Reset  Session expires in: 09:30

You can perform one of the following actions:

° Send Reminder: send a reminder to the customer IT administrator to approve the
request. The windows will pop up with the email sent with the original request. The
administrator can change the email address.
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Figure 30-67: Send Customer Email

says

Customer IT Administrator email:

I xooixificorporate. com

Customer 1D

. Cancel
S “ )

x

finebak Pending Authentication . By Fgueit

easylync Pending Authentication

Reset  Session expires in: 0&:57

° Revoke Request: revoke the request sent to the customer IT administrator

Figure 30-68: Revoke Request

says

The action will revake the registration invitation and will remove the

entry from the database. Please confirm

Customer ID “ Cancel -

E'ntf'rl:lfiif'rtf FENOMG AUTNENTICAON Sand Remincer

finebak Pending Authentication m

easylyne Pending Authentication Send Reminer

Beset  Session expires in: 09:02 | Back
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31 Managing Licensed Users

After a new customer is deployed, the number of licensed users to an SBC can be changed.

To manage the number of licensed users:
1. Inthe Main Tenant page Navigation page, select Tenants.

Figure 31-1: Tenant Details

& acladmin

Available Users: 25000/ Available Tenants: 499
SysadminKitVersion: 8.0.200.157

Show 10 ¢ entries Search:

Customer Name T/ Tenant State SysAdmin Deployment State SysAdmin Info

onPrem_a_c_com Deployed Deployed version: 8.0.200.157
replication: 2021.04.07.10.51.33

edit || Delete |

Queue Replication

Showing 1 to 1 of 1 entries Previous . Next

Copyright © 2020 AudioCodes. A

2.  Click Edit to edit customer details.

A page loads where these changes can be made.

Figure 31-2: Example Customer Edit

8

» ta

Custamer Id Rot Licensed users  Currently assigned: 500 500

a
B

3. Set the desired number of licensed users.

4. Click to apply changes.
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32

Introduction

This section describes how to edit the M365 Tenant’s configuration for second-day management.
This interface allows you to do perform the following actions:

Search for users

Edit User MACD

Assign Phone Number

Users LifeCycle Management configuration
Configure Online Routing

Reserve M365 Tenant Phone Numbers
Audit activities

View queue for tasks status and results

Update the Microsoft 365 Setting

The figure below displays the Provider Portal home page.

Figure 32-1: UMP 365 Home page - Provider Portal

i enterpricertc
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33

33.1

QC audioc

£ Manage Templates

ne Voice Routing
i Unassigned Number Range

erved Numbers

# Audit

Jueued Changes

# Site Locations

= Tenant: ACCO IL FULL CUSTOMER NAME - [ Last sync at: July 8, 2021, 19:13:52 & spAdmin@audio-code.co.il -
ifeCycle Management %
User Ty.Y  Full Name Y SIPADAY  LineUriY Templat¥ Depart.Y Online.Y Online.Y Site loc.. UsagelY. Enterpri...
Teams... auto17 sip:aut.. tel121.. TEST c.. VR4 audio0...  ACcoil... IL Yes
Teams... auto13 sip:aut.. tel:+90... Dep1 VR24 audio0.. ACcoil... IL Yes
Teams... autod user sipaut..  tel+12.. Inform...  newVR audio0...  ACcoil... NL Yes
Teams... auto5 user miryam sip:aut.. tel+12.. Inform.. IL Yes
Teams... auto21 sip:aut.. tel+11.. Inform.. Unrest.. audio0.. ACcoil... IL Yes
5 Configuration Teams... auto22 sip:aut.. tel:+10... Inform.. Unrest... audio0...  ACcoil... IL Yes
Teams... auto14 sip:aut.. tel:+90... Inform.. VR24 audio0...  ACcoil... IL Yes
Teams... auto12 sip:aut.. tel:+90... Inform.. VR24 audio0.. ACcoil... IL Yes
Teams... auto3 user sip:aut.. tel+12.. Inform.. newVR audio0.. ACcoil... IL Yes
Teams... auto11 sipaut...  tel:+90... Inform... ~ VR24 audio0..  ACcoil...  AQ Yes
Teams... auto25 sip:aut.. tel+10.. Inform.. Unrest... audio0...  ACcoil... IL Yes .

33.2

Provider Self-Service Portal

This chapter describes how to manage customers and users in the Providers portal. Access this
portal by clicking the SysAdmin link under the desired tenant in the Tenants page.

Editing User Policies

You can search for specific users to display their details in the screen and edit the assigned policies
as part of Second day management. For example, change the assigned number range for the user or
assign a different Online Voicerouting Policy. When a new customer is onboarded, a default Online
Voicerouting Policy “Unrestricted” is created, you can later assign custom routing policies to users
according to their site location (see Section 33.8.2).

To search for a user, do the following:

1. Inthe Home page (Users page) search field, select the user name or # of characters to search
for a specific user.

Figure 33-1: Users List

Grant Admin Permissions to Service Provider IT
Administrator User

Once you have registered the application, you must grant permissions to a Service Provider IT
administrator user to login to the Multitenant interface. The initial login should be performed by the
local administrator of the server with the service account for this server. Once logged in, navigate to
the relevant Service Provider tenant and choose any user to grant permissions as an administrator.
This user administrator is then able to login to the tenant portal for this tenant.

To grant permissions to a user:

1. Login to the Multitenant portal with a Windows User account.
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Figure 33-2: Multi-Tenant Access (Provider Only)

Windows Security *

Sign in to access this site

Authorization required by https:/fump-
tobi.activecommunications.eu

umpadmin ‘

Domain: AUDIOCODES

OK Cancel

2. Inthe Tenants screen, select the relevant customer.

Figure 33-3: Select Customer

Available Users: 9875, Available Customers: 19

sion: 8.0.300.135 H

SysadminKit V

Show 10 % entries Search:
Customer Name T State Sysadmin Info Licensing (licensed users) Queued commands status
essentials Deployed version: 8.0.300.135 M365 - EssentialPlus (10) Edit | Delete | L | Queued commands: 0

replication: 2022.03.23.17.44.28 Add SBC Sit Executing commands: 0
SysAdmin
Replication in progress: no
ue Relca
M365x202362 Deployed version: 8.0.300.135 M365 - Pro (30) Edi Delete | I | Queued commands: 0

Add SBC Site Executing commands: 0

Replication in progress: no

| Queued commands: 0

M365x35102214 Deployed version: 80.300.135 M365 - Pro (25) Edt | Delete | Undo
replication: 2022.03.23.17.43.45

Admin

Site Executing commands: 0

Replication in progress: no

M365x45661602 Deplayed version: 8.0.300.135 M365 - Pro (25) Edit | Delete | UndoDepioy | Queued commands: 0
replication: 2022.03.23.17.44.26

te Executing commands: 0

Replication in progress: no

3. Select the desired user, right-click, select Grant Admin, and then click OK.

Figure 33-4: Grant Admin

— . A — 75a s o ® @
= Tenant: M365x202362 - I - . o2
are you sure you want to grant Admin rights to user
isaiah| @m365x202362 onmicrosoft.com?
| —
UserType T  Full Name YT SIPAddress T LineUri T Template Y Department T OnlineVoiceY Online PSTNY. Sitelocation  Usage locatiY  EnterpriseVoi..
TeamsOnly Isaiah Langer siplsaiahl@..  tel+31201 <ales Worldwide NL Yes
Edit
TeamsOnly Miriam Graham sipMiniamG..  tel+313€ les & Mar.. L Yes
Assign Phone Number
TeamsOnly Lee Gu sip:ileeG@... tel:+312¢ Grant Admin anufacturi... NL No
TeamsOnly Allan Deyoung sipAllanD@...  tel+313661... s KL No
TeamsOnly SBC Tobi sipisbe-tobi. NL No
TeamsOnly Alex Wilber SipAIXWE...  tel+403143.. Marketing AlCalls sheraitecfix.. KL Yes
TeamsOnly Adele Vance sipiadeleV. tel:+403143 Retail Al Calls sheraitecfix NL No
TeamsOnly Johanna Lorenz siptJohanna.. Enginesring L No

A confirmation message is displayed.
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Figure 33-5: Admin Rights Granted to User

- < : 53 a2

adm

= Tenant: M365x202362

s granted 10 use

L—

UserType T Full Name T SIPAddress T LineUi T Template T Department T OnlineVoice X Online PSTNY.  Site Location  Usage LocatiY  EnterpriseVoi..
TeamsOnly Isaiah Langer sipdsaiahL@... tek+312012.. Sales Worldwide NL Yes
TeamsOnly Miriam Graham sip:MiriamG. tel+313661 Sales & Mar... NL Yes
TeamsOnly Lee Gu sipleeG@.. | tek+312063.. Manufacturi.. NL No
TeamsOnly Allan Deyoung sipAllanD@... | tel:+313661... I NL No
TeamsOnly $BC Tobi sipisbe-tobi L No
TeamsOnly Alex Wilber sipAlexW@.. | tek+403143 Marketing All_Calls ML Yes
TeamsOnly Adele Vance siprAdeleV. 03143... Retail All_Calls ML No
TeamsOnly Johanna Lorenz sipdohanna. Engineering ML No
TeamsOnly Nestor Wilke sipNestorW.., | tek+1000 Operations ML No
TeamsOnly Debra Berger sipiDebraB... | tek+313661.. Executive M... ML No
TeamsOnly Megan Bowen sip:MeganB. tek+ 1002 Marketing ML No
TeamsOnly MOD Administrator sipadmin®. tek+313661... NL No

4. Open the Multitenant portal Customer Admins page (Security > Customer Admins).

Notice the user to whom you granted Admin permissions is added to the list.

Figure 33-6: Customer Admins

9-4403-9

App Registration Application (Client) ID:

Show 10 # entries Search:

Id 1 Customerid Account

64 M365x202362 AlexW@M365x202362 OnMicrosaft.com
66 essemtials admin@ocshost.emea.microsoftonline.com
67 M365x202362 isaiahl@m365x202362.onmicrosoft.com

ol

Showing 1t 2 of 3 entries

Copyright © 2020 AudieCodes.

33.3 Edit Users

1.  You can select a user and right-click Edit to edit User Policies.
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Figure 33-7: Edit a User

= Tenant: ACCO IL FULL CUSTOMER NAME - | L= July8,2021,1 & spA e
User Ty.Y  Full Name Y SIPAAAY. LineUrY Templat¥ Depart.Y Online.Y Online.Y Siteloc.. UsagelY. Enterpri...
Teams... auto17 sip:aut... tel:121... TESTc.. VR24 audio0...  ACcoil... IL Yes
Teams... auto13 sip:aut..  tel:+90. Dep1 VR24 audio0...  ACcoil... IL Yes
Teams... autod user sip:aut... e+ newVR audiol...  ACcoil... NL Yes

Edit
Teams... auto5 user miryam sip:aut... tel:+~ Assign Phone Number IL Yes
Teams. auto21 sip:aut..  tel:+” Grant Admin Unrest. audio0. ACcoil.. IL Yes
Teams. auto22 sip:aut... tel:+10. Inform...  Unrest. audio0. ACcoil IL Yes
Teams. auto14 sip:aut... tel:+90. Inform.. VR24 audio. ACcoil IL Yes
Teams... auto12 sip:aut... tel:+90.. Inform...  VR24 audio0...  ACcoil... IL Yes
Teams... auto3 user siplaut..  tel:+12.. Inform...  newVR audio0...  ACcoil... IL Yes
Teams... auto11 sip:aut... tel:+90.. Inform... VR24 audio0...  ACcoil... AQ Yes
Teams... auto25 sip:aut... tel:+10.. Inform.. Unrest. audio0...  ACcoil.. IL Yes

The figure below shows an example user policy.

Figure 33-8: Example User Policy
Edit sip:B1_User@ai-logics.com

General Pending changes Audit
Display name B1_User Enabled
First name B1_User
Last name Dirsync enabled
SIP address sip:B1_User@ai-logics.com
Manager Last sync timestamp  |2021-11-03T13:40:35
Interpreted user type PureOnlineTeamsOnlylUser
Locatian city  @aaaa Company  bbbb
Palicies 2322 . ]

Department Office ceeee
Telephony

Postal cade State or Province dddddd
Teams

Street address 9999999 Usage location L

m  Edit properties and click .

B Right-click and choose Assign Phone Number (see Section ‘Assigning Phone Numbers’ below).

®  Right-click and choose Grant/revoke Admin rights to enable user as a third-party
administrator (for multi-tier support).
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Figure 33-9: Grant Admin Rights

Are you sure you want to grant Admin rights to user: a-cdkuser2@audio-codes dk?

Cancel

33.4 Assigning Phone Numbers

You can manually assign phone numbers that you do not wish to be automatically assigned.

To assign a phone number:

Assign Phone Number
1. Onthe User view page, select a user and right click to assign a phone

number.

Figure 33-10: Assign Phone to Subscriber

Assign phone to subscriber x

Enter phone details without ‘tel:+' (or leave empty)
to (un)assign to sip:B1_User@ai-logics.com:

Telephone Number
tel:+97235473000 EnterpriseVoiceEnabled

OnlineVoiceRouting Policy

Global v

OK Cancel

2.  Enter the phone number that you wish to assign to the user, and then click OK.
° Phone number format — tel:+xxxxxxxx
3. Set the OnlineVoiceRouting Policy (default: Unrestricted).

The Onboarding script creates the default policy “unrestricted”. You can assign a custom
policy for the site location as described in Section 33.8.
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Figure 33-11: Assign Phone Numbers

QCaudiocodes = Tenant: AC €O IL FULL CUSTOMER NAME - [ Last sync at: July 8, 2021, 19:13:52 | & spAdmin@audio-code.co.il
sers
i LifeCycle Management
. Manage Templates User.Y  Full Name Y SIPAY LineURi Templ. DepaY OnlinY OnlinY SitelL.. Usag.Y Enter..
nline Voice Routing Tea... auto17 sipia... tel:1... TEST...  VR24 audi... ACc... IL Yes
g T T Tea... auto13 sipaa..  tel+.. Dep1 VR24 audi... ACc... IL Yes
., Tea... auto4 user sipia... tel:+... Infor... new... audi... ACc... NL Yes
udit Tea... auto5 user miry...  sipia.. | tel+.. Infor... IL Yes
# Queued Changes Tea... auto21 sip:a tel+.. Infor...  Unre.. audi... ACc... IL Yes
365 Configuration Tea... auto22 sipra..  tel+. Infor...  Unre.. audi... ACc... IL Yes
ite Locations Tea... auto14 sipta tel:+.. Infor... VR24 audi... ACc... IL Yes
Tea... auto12 sipia... tel:+.. Infor..  VR24 audi... ACc... IL Yes
Tea... auto3 user sip:a tel:+.. Infor.. new... audi... ACc... L Yes

33.5 Lifecycle Management

Lifecycle Management is a key element in the management of the M365 Tenants users. It allows
automated user management based on Azure Active Directory Microsoft 365 security group
membership. Users added to a security group will automatically be enabled for Microsoft Teams and
will have policies and telephony settings like numbers applied based on the defined “persona”
templates. Azure AD Security Group may represent a group of users on the M365 Tenants, as Site
Members (HQ, Branch A unit or department where the template is tailored for the specific needs of
the department or unit).

The lifecycle management feature is built upon three components, where it is critical to configure
the components in the following order, because the completion of the configuration for each
component is dependent on the previous one:

1. Configure unassigned number ranges, so numbers can be assigned to a template
2. Configure templates, holding policies and telephony settings

3. Configure lifecycle management and bind templates to security groups

33.6 Managing Unassigned Number Ranges

The Unassigned Number Range allows a provider administrator to define ranges with numbers that
belong to their Customer M365 Tenant and should be configured under Unassigned Number
Ranges. Unassigned Number Ranges can be used in Lifecycle Management to automatically assign
telephone numbers upon user creation. You can configure a range of phone numbers to be
automatically assigned to a new user.

To configure an unassigned number range, do the following:

1. Inthe Navigation pane, select Unassigned Number Range.
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Figure 33-12: Unassigned Number Range

QC audiocodes

= Tenant: AC CO IL FULL CUSTOMER NAME - & spAdmin@audio-code.co.il

ifeCycle Management [ Add/Edit Range Add/Edit Bundle Delete
£ Manage Templates Identity NumberRangesStart NumberRangeEnd NumbersAvailable Used in
nline Voice Routing
nassigned Number Range
= Reserved Numbers
# Audit
i Queued Changes
365 Configuration
f Site Locations
Copyright © 2020 AudioCodes. All rights reserved. db..

Waiting for 13.94.226.66...

A dialog appears from where you can provide a number range name as well as set a limit of
the desired phone numbers.

Add
2.  Click to add a new number range.

Figure 33-13: Number Range

Tenant: Zagotinous Kirilis - [ Last sync at: March 18, 2021, 10:27:48 ] - WIN-05B27UQKVTK\Administrator

| Add/Edit Bundle

Show 10 & entries Search:
Identity Sddineniangs NumberRangeEnd NumbersAvailable Used in +
Please enter the requested data
MsPhoneSystem(EMEA-NL-ALL-FL_AL) 11
Identity
Showing 1 to 1 of 1 entries ‘Range1 @ Reload Previous . Next
NumberRangeStart
1000 ]
NumberRangeEnd
[1100 |7—

=> oK Cancel

3. Select the Identity Name and the DID Range.
4. Click OK.

The newly created number range should appear in the table below.
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Figure 33-14: New Number Range

Tenant: Zagotinous Kirilis - [ Last sync at: March 18,2021, 10:27:48 ] & WIN-05B27UQKVTK\Administrator

‘ Add/Edit Bundle

Show 10 % entries Search:
Identity NumberRangestart NumberRangeEnd NumbersAvailable Used in -+
MsPhoneSystem(EMEA-NL-ALL-FL_AL) 11
Rangel 1000 1100 101

Showing 1to 2 of 2 entries Reload Previous . Next

5. Repeat the steps for creating another number range, fill required fields in popup with
different values. At this point a bundle can be created whose content should be new created
number ranges.

33.6.1 Creating aBundle

To create a Bundle it is necessary to execute another action before creating it ( the bundle), because
a bundle cannot be created without content. Therefore the step that must be performed beforehand
is the creation of number ranges that will represent the actual content of the bundle that we will
create later. A bundle can contain one or more number ranges.

Figure 33-15: Add/Edit Bundle

Tenant: Zagotinous Kirilis

-] e

Show 10 ¢ entries Search:
Identity NumberRangeStart NumberRangeEnd NumbersAvailable Used in +
MsPhoneSystem(EMEA-NL-ALL-FL_AL) 1
Rangel 1000 1100 101
Range2 1101 1200 100

Showing 1 to 3 of 3 entries Reload v . Next

A new popup window will open from which it is necessary to fill in the BundleName field.

@ If you want the new NumberRanges to be part of a previously created bundle, it can be
selected from the SelectBundle droplist — right side.
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Figure 33-16: Select Bundle

Add/Edit DID Bundle {} x

Bundle Name: | select bundle hd

Select below the number ranges to combine

Available Ranges Selected Ranges
Rangel \ - l
Range2
=

Number ranges will already be displayed in the lower left in AvailableRanges window. Select the
desired number range then click the right arrow button to move it to the Selected Ranges window.
A number range cannot be moved if it is not selected first, also multiple selected ranges cannot be
moved at the same time.

Figure 33-17: Add/Edit DID Bundle

Add/Edit DID Bundle x

Bundle Name: Bundle One ‘ select bundle A

Select below the number Jagges to combine

Available Ranges Selected Ranges
(-]
Range2
=

Save Cancel

6. The selected number ranges should appear in SelectedRanges table in popup. Click Save.
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Figure 33-18: Save Bundle

Add/Edit DID Bundle

Available Ranges

Bundle Name: Bundle One

Select below the number ranges to combine

‘ select bundle v

Selected Ranges

Rangel

%
Range2
e

After clicking Save the window closes and the newly created bundle appears in the table on the
Unassigned Number Ranges page. Notice that in the Identity column next to the bundle name, the
number ranges names that are part of the new bundle are listed. Also the NumbersAvailable column
in the table next to the new bundle is displayed including the total sum of the two number ranges
that are part of the same bundle.

Figure 33-19: Bundle Details

‘ Add/Edit Bundle ‘

Show 10 = entries

Identity NumberRangeStart

Bundle One (Rangel,Range2)

MsPhoneSyftem(EMEA-NL-ALL-FL_AL)

Rangel 1000

Range2 1101

Showing 1 to 4 of 4 entries

tel:+1000 tel:+1001 tel:+1002 tel:+1003
tel:+1007 tel:+1008 tel:+1009 tel:+1010
tel:+1014 tel:+1015 tel:+1016 tel:+1017
tel:+1021 tel:+1022 tel:+1023 tel:+1024

Search:

NumberRangeEnd NumbersAvailable Usedin +

1100

1200

Reload Previous . Next

tel:+1004 tel:+1005 tel:+1006
tel:+1011 tel:+1012 tel:+1013
tel:+1018 tel:+1019 tel:+1020

It is possible for one or more phone numbers to be part of both number ranges in the

@ bundle. For example, if phone number counting of Number Range B starts from a phone
number which is inside Number Range A. The bundle for which the two number ranges
belong will still calculate the phone numbers as a sum of two number ranges. In this case,
there is no phone number duplication; the bundle treats the phone number as if it exists
in each number range even if the same phone number is common to both of these two
number ranges (see example in figure below).
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Figure 33-20: Number Overlap

Add dd/Edit Bundle

Show 10 ¢ entries Search:
Identity NumberRangeStart NumberRangeEnd NumbersAvailable Used in +
Bundle One (Rangel,Range2) e
MsPhoneSystem(EMEA-NL-ALL-FL_AL) 9

Rangel 1000 @
Range2 @ 1200

Showing 1to 4 of 4 entries Reload Previous . Next
tel:+1099 tel:+1100 tel:+1101 tel:i+1102 tel:+1103 tel:i+1104 tel:+1105 -
tel:+1106 tel:+1107 tel:+1108 tel:+1109 tel:+1110 tel:+1111 tel:+1112
tel:+1113 tel:i+1114 tel:+1115 tel:i+1116 tel+1117 tel:i+1118 tel:+1119
tel:+1120 tel:+1121 tel:+1192 tel:+1123

33.6.2 Editing a Bundle

This section describes how to edit a bundle.

To edit a bundle:

1. Inthe table on the Unassigned Number Ranges page, select the desired bundle > right click >
choose Edit.

A dialog similar to the one creating the bundle will open where you can add another number range,
remove the number range from the bundle, change the name of the bundle. Complete the operation
by clicking Save.

Figure 33-21: Editing a Bundle

Add/Edit Bundle

Show 10 ¢ entrie Search:

Identity NumberRangeStart NumberRangeEnd NumbersAvailable Used in +

Bundle One (Rangel,Range2) 203 -

MsPhoneSystem(EMEA-NL-ALL-FL_AL) Delete 11
Rangel 1000 1100 101
Range2 1099 1200 102
Showing 1to4 of 4 entries 1 row selected Reload Previous . Next
tel:+1000 tel:+1001 tel:+1002 tel:+1003 teli+1004 tel:+1005 tel:+1006 teli+1007 -
tel:+1008 tel:+1009 tel:+1010 tel:+1011 tel:+1012 tel:+1013 tel:+1014 tel:+1015
tel:+1016 tel:+1017 tel:+1018 tel:+1019 tel:+1020 tel:+1021 tel:+1022 tel:+1023

tel:+1024
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Figure 33-22: Bundle Edit Details
Add/Edit DID Bundle X

Bundle Name: Bundle One ‘ Bundle One A

Select below the number ranges to combine

Available Ranges Selected Ranges

- - l Rangel -

Range2

Save Cancel

33.6.3 Deleting aBundle

This section describes how to delete a bundle.

1. Onthe UnassignedNumberRanges page select the desired bundle > right click > choose
Delete. A confirmation popup will open.

2. Click OK so that can be deleted or Cancel to abort the operation. After deleting the bundle it
will no longer apear in the table on the UnassignedNumberRanges page.

Figure 33-23: Delete a Bundle

Add/Edil Bundle

show 10 2 entries Search:

Identity NumberRangeStart NumberRangeEnd NumbersAvailable Used in “+

Edit

MePhoneSystem(EMEA-NL-ALL-FL_AL) Delete c 11

Rangel 1000 1100 101

Rangel 1099 1200 102

Showing 1 to 4 of 4 entries 1 row selected Reload Previous . Next

tel:+1000 tel:+1001 tel:+1002 tel+1003 tel+1004 tel:+1005 tel:+1006 tel:+1007 “
tel:+1008 tel:+1009 tel:+1010 teli+1011 teli+1012 tel:i+1013 tel:+1014 tel:+1015
tel:+1016 tel:41017 tel:+1018 tel:+1019 tel:+1020 tel+1021 tel:+1022 tel:+1023
tel+1024

3.  You are prompted whether you wish to delete the number range/bundle.
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Figure 33-24: Delete the Number Range

Add/Edit Bundle

Show 10 % entries Search:

Identity NumberRangeStart NumberRangeEnd NumbersAvailable Usedin +

pundle one (faneel,ange) pelete - - - -

Delete number range / bundle

MsPhoneSystem(EMEA-NL-ALL-FL_A 11

Faiged Permanently delete Bundle One? You can't undo this. o

Range2 102

Cancel
Showing 1to 4 of 4 entries 1 row selto.w Reload Previous . Next

tel:+1000 tel:+1001 tel:+1002 tel:+1003 tel:+1004 tel:+1005 tel:+1006 tel:+1007
tel:+1008 tel:+1009 tel:+1010 tel:+1011 tel:+1019 tel:+1013 tel:+1014 tel:+1015
tel:+1016 tel:+1017 tel:+1018 tel:+1019 tel:+1020 tel:+1021 tel:+1022 tel:+1023
tel:+1024

33.6.3.1 Troubleshooting

There is a possibility that a bundle is assigned a Template from the Template Manager and then
automatically the same template is assigned to those number ranges that are part of that bundle.
Assigned template appears in the table on the UnasignedNumberRanges page next to the bundle
and the number ranges in UsedIn column.

Figure 33-25: Delete Warning Message

Show 10 & entries Search:
Identity NumberRangeStart NumberRangeEnd NumbersAvailable Used in -
MsPhoneSystem(EMEA-NL-ALL-FL_AL) 11
Bundle One (Rangel,Range2) 203 => Template T1
Rangel 1000 1100 101 => Template T1
Range2 1099 1200 102 => Template T1
Showing 1 to 4 of 4 entries Reload Previous . Next

In this case a bundle cannot be deleted by the simple method mentioned above, a denial
warning message will be displayed when attempting to delete.
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Figure 33-26: Bundle is in Use — Deletion Derived

Tenant: Zagotinous Kirilis - [ Last sync at

localhost says & WIN-05B2TUQKVTK\Administrator
This bundle is in use: Template T1
Deletion denied.

Add Add/Edit Bun

Show 10 & entries

Search:

Identity NumberRangeStart NumberRangeEnd Usedin +

11
—_ fempiete It
I Edit
101 L

NumbersAvailable

MsPhoneSystem(EMEA-NL-ALL-FL_AL)

Bundle One (Rangel,Range2)

Rangel 1100 Template T1
Range?2 1099 1200 102 Template T1
Showing 1 to 4 of 4 entries 1 row selected Reload Previous . Next
tel:+1000 tel:+1001 tel:+1002 tel:+1003 tel:+1004 tel:+1005 tel:+1006 tel:+1007 -
tel:+1008 tel:+1009 tel:+1010 tel:+1011 tel:+1012 tel:+1013 tel:+1014 tel:+1015
tel:+1016 tel:+1017 tel:+1018 tel:+1019 tel:+1020 tel:+1021 tel:+1092 tel:+1023
tel:+1024

To resolve this issue, firstly its necessary to delete the template wich is assigned to the bundle from
the Template Manager, then the bundle can be deleted as described above.

To delete the template assigned to a bundle:

m  Click ManageTemplate, select the template name from the drop-down list > click Delete >
click Yes in popup for confirmation.

Note that the “Used In” column indicates for which templates the bundles are assigned.

After deleting the template assigned to the bundle, the template name will no longer apear next to
the bundle or number ranges in table from UnnasignedNumberRange page.

Figure 33-27: Bundle Successfully Deleted

Add Add/Edit Bundle

Show| 10 & entries

Identity NumberRangestart NumberRangeEnd
Bundle One (Rangel,Range2)

MsPhoneSystem(EMEA-NL-ALL-FL_AL)

Rangel 1000 1100

Range2 1099 1200

Showing 1 to 4 of 4 entries

Search:

NumbersAvailable

203

11

101

102

Reload

i

Used in +

Previous . Next
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33.7 Managing Templates

Templates are created under Manage Templates and are assigned to Azure AD security groups in
Lifecycle management to automate policies and number assignment for users.

To manage templates:

1. Inthe Navigation pane, select Manage Templates.

Figure 33-28: Manage Templates

OCoudi = Tenant: Belam Demo - [ Last sync at: March 20,2022, 12:04:34 ] re
Template Name :
Template id : 1
.‘ Registrar Pool : Enable Enterprise Voice: © Do Not Configure
8 Unassigned Number Range . Enable
Disable
enved Numbers Additional Policies
Copyright © 2020 AudioCodes. All rights res
To create a new template, do the following:
] Create ] )
1. From the template drop-down list, select . A new template is created with a

random number (like New-Template).

2. Inthe Selected Template box, enter the desired name.

Figure 33-29: New Template
Enter new data x

Please enter the requested data

Template Name

OK Cancel

3. Complete the Policy and Telephony settings section, and then select the policies you want to
assign.

4.  From the Additional Policies drop-down list, select the desired Teams Policies, and then click

Add Policy
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Figure 33-30: Add Policy

Cloudmeeting
Conferencing
Externalaccess
Externalusercommunication
Graph

lpphone v
Maobility

Onlinedialinconferencing

Onlinevoicemail

t: April 25,2020, 1

Onlinevoiceroutingpolicy
Presence

Teamscalling

Teamsmeeting
Teamsmeetingbroadcast
Teamsmessaging
Teamsupgrade
Teamsvideointeropservice ¥

Y | Add Policy

Select the Policy Value for the selected policies.

Figure 33-31: Set Policy Value

Choose atemplate: || |jsers ¥ | Reload Create Clone as

Template Name : All Users

Template Id : 4

Delete

Registrar Pool :

Office365 ¥

Additional Policies

Teamsmeeting Policy:

| v |0 del
Choose

Global

Alloff

Allon

Default

General

Kiosk
RestrictedAnonymousAccess
RestrictedAnonymousNoRecording
SalesMarkting

Tech support

Training

| Policy
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6. Select Telephony setting template. You must select the Enable Enterprise Voice option to
enable Phone System in Microsoft 365 voice services. When configuring the Customer M365
Tenant voice in a template, a telephone number can automatically be assigned on user
creation; a choice can be made from a selection of source numbers as follows:

Figure 33-32: Set Telephony Setting

Enable Enterprise Voicef -

Assign Number from: v

NumberRange : | -- Select Number Source --

Phone

NumberRange details:
Haome

Use Extensions: Mobile

NumberRange

Number Of Digits : ipphone

. . . Submit All Changes
7. When you have completed the configuration, click

When Phone is selected as source, the Azure Active Directory Phone number will be

@ applied. If this number is changed within Azure Active Directory, it will also be used as the
new telephone number for Teams. Telephone numbers other than Phone are only assigned
during the automatic creation of the user and unlike policies are not enforced / changed
during the lifecycle scheduled policy replication.

For Additional Templates Management:

Reload
m  Click to reload an existing template.
) Clone as o
m  Click to clone an existing template.
) Delete o
m  Click to delete an existing template.

33.7.1 Importing Bulk Templates from a File
You can import a template list of user URI entries from an external CSV file.

To import a bulk template from a CSV file:

1.  From the template drop-down list, choose a template to import.
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Figure 33-33: Choose Template

:34] a5 b

= Tenant: Belam Demo - | Last sync at: March 20, 2022, 123

Choose a template : v Submit All Changes

Template Name :
P - Choose template - |

Template Id: -1

bulkupload
Registrar Pool: Enable Enterprise Voice: © Do Not Configure
. Enable
Disable
Additional Policies
Copyright ® 2020 AudioCodes. Al rights reservec 1b.000.000.046(
Figure 33-34: Import File
= Tenant: Belam Demo - | Last sync at: March 20,2022, 12:04:34 | A% 3 bradb@audiocodes.com

Ch e ] -

Template Name : bulkupload

Templateid: 1

Registrar Pool : Enable Enterprise Voice: Do Not Configure
Office365 v @ Enable
O Disable

Additional Policies Clear Line URI: [

M| Add Policy

Assign Number from:  Fjje -

Submit policy changes, then proceed to "Import File"

Copyright © 2020 AudioCodes. All r

Click Import File »

2.

to import a template file.
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Figure 33-35: Import File

= Tenant: Belam Demo - | Last sync at: March 20, 2022, 11:05:49 | A% 3 bradb@audiocodes.com

m | Import CSV  ExportCSV  Select all Apply Template

Search

Sip address + Number Error

No data available in table

D Showing 0 to 0 of 0 entries

Previous  Next
8 audit

ed Changes

nfiguration

Copyright © 2020 AudioCodes. All rights reservec

3.  Click Import CSV. The Import file dialog is displayed.
Figure 33-36: CSV File import

CSV file import w

CSV file: Choose file...

4. Choose afile to import.

Figure 33-37: Map CSV fields

Map CSV fields &

Select the CSV column you want to use the data from for each field.

Sip Sip address v
address:
Number: Number v

Import 5 records

5. Optionally select the CSV column to apply to the SIP address and Number fields.

6. Select Import <number of records> records.
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Figure 33-38: Imported Records

Sip address

sip:AdeleV@M365x79242520.0nMicrosoft.com

sip:AlexW@M365x79242520.0nMicrosoft.com

sip:lrvinS@M365x79242520.0nMicrosoft.com

sip:MiriamG@M365x79242520.0nMicrosoft.com

sip:NestorW@M365x79242520.0nMicrosoft.com

Showing 1to 5 of 5 entries

Copyright @ 2020 AudioCodes. All rights reserved.

7. Select all records and then click

Figure 33-39: Selected Entries

New Edit Delete ImportCSV  ExportCSV

Sip address
sip:AdeleV@M365x79242520.0nMicrosoft.com
sip:AlexW@M365x79242520.0nMicrosoft.com
sip:IrvinS@M365x79242520.0nMicrosoft.com
sip:MiriamG@M365x79242520.0nMicrosoft.com

sip:NestorW@M365x79242520.0nMicrosoft.com

Showing 1ta 5 of Sentries 5 rows selected

te Locations

Copyright © 2020 AudioCodes. All rights re

= Tenant: Belam Demo - | Last sync at: March 20, 2022, 15:06:34

New | Edit Delete ImportCSV  ExportCSV  Selectall | Deselectall Apply Template

++  Number

tel:+4812341

tel:+4812343

tel:+4812345

tel:+4812344

tel:+4812342

Apply Template

= Tenant: Belam Demo - [ Last sync at: March 20, 2022, 16:06:40 ]

Selectall Deselectall

4 Number

tel:+4812341

tel:+4812343

tel:+4812345

tel:+4812344

tel:+4812342

A & bradb@audiocodes.com

Search:
Error
Previous . Next
L @audiocodes.com

Search:

Error

db.00
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= Tenant: Belam Demo - | Last sync at: March 20, 2022, 16:06:40

New Edit Delete ImportCSV  ExportCSv  Selectall Deselectall Apply Template

sip address +/ Number
sip:AdeleV@M365x79242520.0nMicrosoft.com tel:+4812341
sip:AlexW@M365x79242520.0nMicrosoft.com tel:+4812343

sip:rvinS@M365x79242520, OnMicrosoft.com tel:+4812345

sip:MiriamG@M365x79242520.0nMicrosoft.com tel:+4812344

sip:NestorW@M365x79242520.0nMicrosoft.com tel:+4812342

Showing 1 to 5 of 5 entries 5 rows selected

Copyright © 2020 AudioCodes. Al rights rese

33.7.2 Create New Entry Manually

You can create a new template entry manually.

To create a new entry:
1. Click New.

Figure 33-40: Create new entry

Create new entry

Sip '9242520.0nMicrosoft.com
address:
Number: tel:+4812341

2.  Enter the user SIP URI and telephone and then click Create.

33.7.3 Export CSV

You can export a CSV file containing a list of entries.
®  Click Export CSV.
Figure 33-41: Export CSV

- UMP.SysAdmin(4).csv
Completed — 32 bytes

Search:

Error

‘ Create ‘
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33.7.4 Binding Templates to Security Groups
This section describes how to assign templates to Security Groups.

To assign templates to security groups, do the following:

1. Inthe Navigation pane, select Lifecycle Management. A list of the assighments of templates
to security groups is displayed.

Figure 33-42: Life Cycle Management

QC oudiocodes

Tenant: ac_cloud - [ Last sync at: April 4, 2021, 11:56:45] & Alice Smith

Add

Show 1w ¢ entries Search:

Rank 4. Replication Template Security Group Error
£ Unassigned Number Range L TempleRun SG_Autol1-20
2 it SG_Autoll-20
—_

Shewing 1to 3 of 3 entries 1 row selected Previous . Next

’ Templates are processed by priority, the lowest rank index has the highest priority.
iguration

Add
2.  Click to assign a Template to a Security Group.

Figure 33-43: Binding Template to AAD Security Group

Add new X

Security Group (min 1 char):

Template:

t1 i

3. Inthe pop-up window, select one or more Security Groups and select a Security Template to
be applied to them. If multiple Security Groups are selected, the template will only be
assigned to group members that belong to all security groups (A logical AND function is
performed on all groups specified).

4. Click .
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Figure 33-44: New Binding

QC audiocodes

Tenant: ac_cloud - [ Last sync at: April 4, 2021, 11:56:45 |

i LifeCycle Management m

9 Show 10 & entries Search:
. Manag;
Rank — 4 Replication Template Security Group Error
1 TempleRun SG_Auto11-20
2 t1 SG_Auto11-20
3 © user24_1
4 t1 group102,group103,group104,group105

Showing 1to 4 of 4 entries Previous . Next

Templates are processed by priority, the lowest rank index has the highest priority.

Copyright © 2020 AudioCodes.

5. The new binding with the replication template assigned to multiple security groups is
assigned Rank “4” in the figure above. Select the new entry and then use the arrow key
adjacent to ‘Rank’ to move the new binding to a higher rank.

® If a user is a member of multiple security groups in the list, the template assigned to the
group with the lowest rank (listed on top in the list) will prevail over the others.

33.8 Configuring Online Voice Routing

B Inthe Navigation pane, select Online Voice Routing.

CUcla Mana aement Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies
o 5 Add New Normalization Rule
£ Manage T
Name Description Pattern Translation IsinternalExtension
A+31(6537
ssigned Number Range test test 07180\d(-3 123$1 false
\d+)$
A+3136123
test2 test2 22222%1 false
(\d{1\d+)$

The Online Voice Routing screen allows a provider administrator to use a Web GUI interface to define
their Customer M365 Tenant Voice Routing, including the following policies:

B PSTN Usage (see Section 33.8.1)
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Voice Routing Policies (see Section 33.8.2)

Voice Route (see Section 33.8.3)

PSTN Gateways (see Section 33.8.4)
Normalization Rule Template (see Section 33.8.5)

Dial Plan (see Section 33.8.5)

m A PSTN Gateway is not required on the customer tenant; instead, only the derived
@ trunk FQDN must be added to the voice routing policies of the users.
m As part of the onboarding process of a customer M365 Tenant, the solution creates a
new Online Voice Routing (Default name ‘Unrestricted’ however this can change per
provider).

33.8.1 PSTN Usage

A container for voice routes and PSTN usages can be shared in different voice routing policies.

Figure 33-45: PSTN Usage

Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies

Manage Pstn Usage

Identity Routes Policies Last Replication
AT

Unrestricted Unrestricted

TestUsage

Manage Psin Usage
m  Select the button to manage the PSTN Usage (Add/Edit/Delete).
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Figure 33-46: PSTN Usage

Manage PSTN Usage

Manage PSTN Usage

Identity: Global

Usage List:

Unrestricted

Mew Usage Delete Usage

Update PSTN Usage

33.8.2 Voice Routing Policy

A container for PSTN Usages can be assigned to a user or to multiple users.

Figure 33-47: Voice Routing Policy

Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies

Add New Voice Routing Policy

DataChang... Identity Description PSTN Usage

Global

Unrestricted

33.8.2.1 Adding Voice Routing Policy

B Select Add New Voice Routing Policy to add a New Voice Route.
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Figure 33-48: Add New Voice Routing Policy

Add new Voice Routing Policy

Identity: |y voice Route id Description: |oice Route description

33.8.2.2 Editing Voice Routing Policy

This section shows how to edit a Voice Routing Policy.

To edit Voice Routing Policy, do the following:

1. Select a Voice Routing policy.
2.  Right-click the selection
3. Select the Edit Voice Routing Policy option.

Figure 33-49: Edit Voice Routing Policy Step 1

Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies

Add New Voice Routing Policy

DataChang...  Identity Description PSTN Usage

Global

Unrestri~+~-
Edit Voice Routing Policy

Delete Voice Routing Policy

Cancel changes
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Figure 33-50: Edit Voice Routing Policy Step 2

¢ o x
Edit Voice Routing Policy
Edit Voice Routing Policy
Identity: |Unrestricted Description: IVoace Route description

Select usage...

Update Voice Routing Policy

33.8.2.3 Deleting/Canceling Voice Routing Policy

This section shows how to delete or cancel a Voice Routing policy.

To delete (or cancel) a Voice Routing Policy, do the following:

1. Select the Voice Routing policy.
2.  Right-click on the selection.

3. Select the Delete Voice Routing Policy option, and then confirm in the pop-up prompt.

Figure 33-51: Delete Voice Routing Policy

Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies

Add New Voice Routing Policy

DataChang.. Identity Description PSTN Usage

Global

Unrestri—t~
Edit Voice Routing Policy

Delete Voice Routing Policy

Cancel changes

Figure 33-52: Edit Voice Routing Policy - Step 2

Are you sure you want to delete the Voice Routing Policy?

33.8.2.4 Applying a Voice Routing Policy to a Group of Users

By right-clicking a Voice routing policy, the policy can be applied to all users within the Microsoft 365

environment or to a subset of users based on a security group membership:
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Figure 33-53: Apply Voice Routing Policy to a Group of Users

Dial Plans Normalization Rule Templates PSTN Gateways

Add New Voice Routing Policy

DataChan... Identity

Descriptio
Global
NL-Almere NL Almers
Worestrict=d

Apply this Policy to All Users
Apply this Policy to Security Group
Edit Vioice Routing Policy

Delete Voice Routing Policy

Cancel chang

UrresTrTereTS

Apply Policy To Group

Security Group (min 1 char):

=

33.8.3 Voice Route

A voice route is a number pattern and set of online PSTN gateways to use for calls where the calling
number matches the pattern.

Figure 33-54: Voice Routes

Normalization Rule Templates PSTN Gateways

Add New Voice Route

Dial Plans

PSTN Usage Voice Routes Voice Routing Policies

Dat... Identity P..  Pattern Name Description Pattern PSTN Gateway... PSTN Usage
AN+1[0-9 AN+1[0-9
LocalRoute 0 (11091 LocalRoute (110-9] YA
{10n$ {1ons
audiocodes-
Unrestricted 1 A Unrestricted

be.customers.a Unrestricted Y A
udiocodes.be

To create a new Voice Route with a selection of assigned PSTN Usage records and assigned PSTN

Gateway (Hosting solution - derived trunk FQDN), click to add a new Voice
Route in the Voice.
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33.84

33.8.5

Figure 33-55: Add New Voice Route

Add new Voice Route

Identity: |cnrer voice Route id Name: |cprer voice Route Name

Number

Description: |yoice Route description
P Voice Route description Pattern:

INumber Pattern

Save

The Voice Routing decisions are made top-down, so the table should be prioritized by using the
green arrow buttons or drag and drop to make sure that a proper route is chosen if multiple routes
to the same destination exist.

Voice Routing Policies will be assigned to subscribers, allowing them to reach certain destinations
based on the PSTN Usage record that is assigned within the policy.

PSTN Gateways

A PSTN gateway is a pointer to an SBC that also stores the configuration that is applied when a call
is placed through the SBC, such as forward P-Asserted-Identity (PAI) or Preferred Codecs. It can be
added to voice routes. For the hosting model (Microsoft Super Trunk), only the carriers need to set
up and manage a single trunk (carrier trunk in the carrier domain). For the customer tenant, the
carrier needs to only add the derived trunk FQDN to the voice routing policies of the users. There is
no need to create a new PSTN gateway for a customer trunk.

Dial Plan & Normalization Rules

A dial plan is a named set of normalization rules that translate phone numbers dialed by an individual
user into an alternate format (typically E.164) for purposes of call authorization and call routing. Each
dial plan consists of one or more normalization rules that define how phone numbers are expressed
in various formats and are translated into an alternate format.

Normalization rules define how phone numbers expressed in various formats are to be translated.
The same number string may be interpreted and translated differently, depending on the locale from
which it is dialed. Normalization rules may be necessary if users need to be able to dial abbreviated
internal or external numbers.

If Dial Plans have been created in Microsoft 365 using PowerShell before UMP SP has been

@ installed, the normalization rules that are assigned to it will not be shown in the
Normalization Rule Templates in this version. Only templates that are created using UMP
SP are displayed.
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Figure 33-56: Normalization Rules

Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies

Add New Normalization Rule

Name Description Pattern Translation IsinternalExtension

To create a new normalization rule, do the following:

1. Click Add New Normalization Rule to add a new Normalization rule.

2. Inthe pop-up window, the following page appears. This page assists in the building of the
required regular Pattern and Translation expressions.

Figure 33-57: Add New Normalization Rules
o 0 X

Add new Normalization Rule

Add new Normalization Rule

Name: |Israe|

Description: |israel National

Starting digits: |o

Length: [atleast ¥ Jo

Digits to remove: |1

Digits to add: |+972

Pattern: |rond(7\d+)$

Translation: [.972¢;

IsinternalExtension:

Save Normalization Rule

Normalization Rule Templates can be assigned to new or existing Dial Plans by double-clicking the
normalization rule from the Normalization Rules section in the New or Edit Dial Plan screens. If
multiple rules exist, they can be ordered by either using the green arrow buttons or by dragging-and-
dropping, by placing one rule above or below another.
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Figure 33-58: Dial Plan
Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies
DataChang... Identity Simple Name Description External Prefix Last Replicati...
Global DefaultTenantDialPlan
M « o > » 1-10oftitems O
Name Description Pattern Translation IsinternalExtension

To add Normalization Rules to a New Dial Plan, do the following:

m  Click Add New Plan to add a new dial plan.

Figure 33-59: Add New Dial Plan

Add new Dial Plan

Add new Dial Plan

Identity: IEnter Dial Plan Name Simple name: IEnter Dial Plan Simple Nan

External Access

Description: IDIG! Plan description prefix:

IExrernG{ Access Prefix

Normalization Rules

Selecta Rule:  |srael M

Name Pattern Translation Isln...

Save

To add Normalization Rules to an existing Dial Plan, do the following:

1. Select a Dial Plan.
2.  Right-click the selection, and then select Edit.
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Figure 33-60: Select Dial Plan
Dial Plans Normalization Rule Templates PSTN Gateways PSTN Usage Voice Routes Voice Routing Policies
DataChang... Identity Simple Name Description External Prefix Last Replicati...
Global DefaultTenantDialPlan

Edit
New Local Local Local

Delete

Cancel changes

SR o [ 1-20f2items O

Normalization Rules

Name Description Pattern Translation IsinternalExtension

3. Inthe pop-up window, add Normalization Rules to the Dial Plan.

Figure 33-61: Edit Dial Plan

Edit Dial Plan

Edit Dial Plan

Identity: |test Simple name: |testSN
L External Access
Description: [test dial plan External Access Prefix

Prefix:

Normalization Rules

Select a Rule: undefined v
Name Pattern Translation Isin...
test1 ABR\AT)OA(BNS  +9723951 YAt
A111\a{1 =
test2 e +888%1 Y A fi

(\d{-5\d+D$

Save

4.  If multiple rules exist, they can be ordered by either using the green arrow buttons or by
dragging and dropping, by placing a rule above or below another.
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33.9 Reserving M365 Tenant Phone Numbers

You can reserve a phone number from the DID Range to assign to a specific user. When the phone
number is reserved, it is not allocated in the automatic assignment.
To configure a reserved number range, do the following:

1. Inthe Main Tenant navigation pane, select Reserved Numbers. The reserved numbers are
displayed.

Figure 33-62: Reserved Numbers

= Tenant: Training Demo - [ Last sync at: March 30, 2

+ Add new record

Drag a column header and drop it here to group by that column

LineUri WhenAdded WhenExpires Reason Comments
+17326524656 03/25/2022 05/26/2022 Employee left comment VP approval # Edit X Delete
" 1 v o > ™ 20 v items per page 1-1of1items G

Copyright © 2020 AudioCodes. /

. + Add new record
2. Click to add a new record.

3. Add the required fields and click to add the new record.
Figure 33-63: Reserved Number

+ Add new record

Drag a column header and drop it here to group by that column

LineUri 1 WhenAd... WhenEx...  Reason Comments
r
Tel: +
04/26/20 04/26/20
9723976400 20 Reserved for IT VP approval # Edit X Delete
0
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33.10 Audit and Roll Back Historical Changes

UMP SP includes tracking for changes made by administrators. Under Audit, all changes performed
are shown and can be reverted by right clicking a line. If multiple changes were performed in one
action, a list is shown with the changes, where the appropriate change can be selected. Select the
entry for the change that you wish to rollback and click Update to roll back to the previous value.
To view audit history and perform rollback, do the following:

1. Inthe Main Tenant navigation pane, select Audit. The Audit History is displayed.
Figure 33-64: Audit History

= Tenant: Training Demo - [ Last sync at: March 30, 2022, 12:24:20] A% 2 bradb@auc

Drag a column header and drop it here to group by that column
Date + Y Target Y InitiatedBy Y Sstatus Y: WhenCompleted v

sip:MiriamG@M365x08167531.0nMicr  Admin-
13 Jan 2022 06:38:53 - Processed 13 Jan 2022 06:58:31
osoft.com EMEA@sandbox3.audiocodes.be

sip:MiriamG@M365x08167531.0nMicr  Admin-
13 Jan 2022 06:37:53 ) Processed 13 Jan 2022 06:58:31
osoft.com EMEA@sandbox3.audiocodes.be

sip:MiriamG@M365x08167531.0nMicr  Admin-
03 Jan 2022 07:34:07 N " Processed 03 Jan 2022 08:00:53
osoft.com EMEA@sandbox3.audiocodes.be

sip:MiriamG@M365x08167531.0nMicr  Admin
03 Jan 2022 06:40:53 = Processed 03 Jan 2022 07:02:10
osoft.com EMEA@sandbox3.audiocodes.be

sip:AdeleV@M365x08167531.0nMicro Admin-
29 Dec 2021 12:14:42 ) Processed 29 Dec 2021 12:51:03
soft.com EMEA@sandbox3.audiocodes.be

L] 1 B v ‘ 4 L] 20 v items per page 1-5ofSitems O

Copyright © 2020 AudioCodes. All rights reserved it ).0461 .

Rollback
2. Right-click an entry, and then click to undo the policy update for the selected
user.

Figure 33-65: Rollback

Choose the fields to rollback

Field Name Old Value New Value

SipAddress sip:pureonline@QCSHOST.onmicrosoftcom  sip:pureonline@OCSHOST.onmicrosoft.com

OnPremLineUri null tel:+123456

EnterpriseVoiceEnabled ~ False True

IS Cancel

Update
3. Choose the specific fields that you want to rollback and then click .
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33.11

Queued Changes

You can view the queue for all actions including those that have been executed and those in waiting.

To view queued changes, do the following:

1. Inthe Main Tenant navigation pane, select Queued Changes. A list of updates are displayed.

Figure 33-66: Queued Changes
= Tenant: Training Demo - [ Last sync at: March 30, 2022, 12:24:20

Show executed Show new

Processall | Deleteselected | Deleteall | Queued commands: unknown
Executing commands: unknown
Drag a column header and drop it here to group by that column
id..  SipAddress Cmd.. Queued Change Execu.. Execution.. When Created  When Updated
Grant-CsteamsappsetupPolicy
Sip:DiegoS@M3E5x08167531.0  Office  -PolicyName $null -Identity 18 Jan 2022
5538 New
nMicrosoft.com 365 'sip:DiegoS@M365x08167531 20:52:41
OnMicrosoft.com
Grant-
CsTeamsSurvivableBranchAppli
ss37  SPDiegOSOMIESH 081675310  Office  ancePolicy -identity o 18 Jan 2022
ew
nMicrosoft.com 365 sip:DiegoS@M365x08167531 20:52:41
OnMicrosoft.com' -PolicyName
$null;
Grant
CsteamscompliancerecordingP
$ip:DiegoS@M365x08167531.0 Office olicy -PolicyName $null 18 Jan 2022
5536 New
nMicrosoft.com 365 Identity 20:52:41

1 Vo t I s e J——

items per page 1-800f5538items O

2. Hover over a specific column to view a callout of the text in the selection (this is useful when
text is too detailed to be easily read in the initial view) as is shown in the example screen
below. You can also drag-and-drop to group by a specific column.

Figure 33-67: Queued Changes Entry Tooltip

Tenant: ac_cloud - [ Last sync at: April 6, 2021, 12:00:51] & Alice smith
Show all Show executed Show new Process all Delete selected Delete all
Drag a column header and drop it here to group by that column
id SipAddress Cmd ... Queued Change Execu.. Execution.. When Created.. When Update...
~
Grant-
CsOnlineVoiceroutingPolicy
Office3 o ) 22 Mar 2021 22 Mar 2021
76 siprauto24 @audio-codes.co.ll _ -Identity 'sip:auto24@audio- Ok
65 14:44:00 14:44:14
codes.cail' -PolicyName
‘Unrestricted;
Grant-
CsOnlineVoiceroutingPolicy
Office3 . . ) 21 Mar 2021
75 sip:auto24 @audio-codes.co.il -Identity 'sip:auto24@audio-
65 21:17:23
codes.ca.il' -PolicyName
‘Unrestricted';

3. Use the table below as a guide to the actions available in this screen.
Figure 33-68: Queued Actions

Action Description

Show all actions, including both executed and non-
executed.

Show all

e ST i Show all executed actions.
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Action Description
Show the latest actions.
Show new
Process all actions.
Process all

Tie sz el Delete selected actions.

Delete all Delete all actions.

33.12 Microsoft 365 Settings

The Microsoft 365 Settings screen reflects the configuration of the Application Registration for the
Background Synchronization from the customer Azure environment to UMP-365 as described in
Chapter 10 . You can update Microsoft 365 connection credentials and also configure whether the
user logs in to Microsoft 365 with Token authentication or with username/password.

To update Microsoft 365 connection credentials:
1. Inthe Main Tenant navigation pane, select M365 Configuration.

Figure 33-69: M365 Configuration

= Tenant: Customer Id - [ Last sync at: April 18,2022, 11:43:28 A% 3 uMP-Tobi\umpadmin

Microsoft 365 Settings

User Name

admin@M365x25175153.0nmicrasoft.com

Password

Confirm password

Switchtoauth token  Validate Authentication

Save Microsoft365 settings

Copyright © 2020 AudioCodes. All rights reservec 4b.000.000.0461

2.  Configuration the Microsoft 365 credentials as described in the table below:
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Table 33-1: Microsoft 365 Settings

Parameter Description

Username Microsoft 365 UC Admin User that was configured for the Background
Replication Processing (see Chapter 10)

Password Microsoft 365 UC Admin Password.

Switch to auth token Enables you to login by sending link to customer IT administrator for
authentication (see Section 30.3).

Validate Authentication Validates the user credentials.

Save Office 365 settings Saves the settings updated in this screen.

33.13 Manage Site Locations

This section describes how to manage multiple site locations. Once the onboarding wizard has added
the M365 tenant and performed initial synchronization with Microsoft Teams, you can do the
following:

B  Onboard additional SBC devices for new sites (see Section 33.13.1Error! Reference source not
found.)

®  Add and edit SBC prefixes (see Section 33.13.2)
B Import PBX users (see Section 33.13.3)

To manage site locations

1. Inthe Navigation pane, click Site Locations. You can also open this screen from AudioCodes
Live Cloud for Teams Customer screen from the Customer Actions menu.

EDIT CUSTOMER

EDIT CUSTOMER DIC

The table below describes the site location parameters.
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Table 33-2: Site Locations

Parameter Description
Site FQDN of the site location.
SIP Address IP address of the site location.
Configuration Configuration type e.g. SIP Trunk (how is this field filled)
PSTN Gateway PSTN Online Gateway
SbcDeploymentState Indicates the SBC deployment state.
M365DeploymentState Indicates the M365 deployment state.
Notes Lists commands yet to be executed.
Actions Describes the specific actions that can be performed in the location:

® Add and edit SBC prefixes
® Import PBX users

33.13.1 Add SBC Site Locations

You can add an SBC device to manage calls for a new site location. When selecting this option, you
are redirected to the Onboarding wizard where customer credentials are automatically
authenticated with Single Sign-on.

To onboard an SBC site:
1. Click Add SBC Site to connect an SBC device deployed in a specific site.
Figure 33-70: Add SBC Site-Hosted Pro

OCaudiocodes = Tenant: audc_at1 - [ Last sync at: July 15, 2021, 14:12:44 & operator@audio-codes

i LifeCycle Management

£ Manage Templates

Site SIP Address Configuration  PSTN Gateway SbcDeploy M ploy t Notes Actions
&} Online Voice Routing
audc_atl_  169.254.0.145  SipTrunk audio- Deployed Pending
Unassigned Number Rang: codes.customers.fmeuc.com commands:

Add / Edit
0 <
ed Numbers She

Prefixes

Queued Changes

Copyright © 2020 AudioCodes. Al rights reserved.
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° M365 Tenant : e Voice Route »®

ADD NEW SITE PRESS NEXT

2.  Click Next to continue. Credentials are validated and the Onboarding wizard opens.

Figure 33-71: Configure Default Routing

a M365 Tenant e M365 e Voice Route 'Y

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived trunk model

for service providers and optionally configure the service provider DNS automatically if selected.

3. Proceed to Chapter 30.

33.13.2 Configure SBC Prefixes

This section describes how to configure SBC prefixes for specific sites.

To configure SBC prefixes:

1. Inthe Navigation pane, click Site Locations.

4. Chose the site for which you wish to configure prefixes.
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Figure 33-72: Add and Edit SBC Prefixes

QC audiocodes

= Tenant: audc_ati - [ Last sync at: July 15, 2021, 14:12:44 |

LifeCycle Management

£ Manage Templates
Site SIP Address Configuration  PSTN Gateway SbcDeploy M ploy tStat Notes Actions
i Online Voice Routing
audc_atl_  169.254.0.145  SipTrunk audio- Deployed Pending
HF Unassigned Number Rang: codes.customers.fmeuc.com commands:  [097 et
0 <
Reserved Numbers She
Prefixes
dit
Queued Changes
i 0365 Configuration
Site Locations
Copyright © 2020 AudioCodes. All rights reserved, db.000.0(

(6}

. Click Add/Edit SBC Prefixes.
Figure 33-73: SBC Prefixes

= Tenant: ai0logics - [ Last sync at: December 26, 2021, 11:08:41 ar

[

SBC: 2 - Location: ai0logics
Add additional prefixes | number ranges

Select Dial Plan Please select a dial plan . Tag/ PSTN Gateway N
Telephone Number Prefix

Upload from single file Choose file Browse

Current prefixes

Prefixes shown below ore from cache. Press  Reload  to refresh them from SBC.
aQ Delete UndoDelete

Drag a column header and drop it here to group by that column

Dial Plan Name T prefix T Tag T

. v o v | o 10 v dataitems per page Na items to display

6.  From the Select Dial Plan drop-down, select one of the following:
e  CustDialPlan: Default Dial Plan for the Direct Routing customers

° RegisteredUsers: Dialplan used for managing IP-PBX users when an IP-PBX is configured
in the Onboarding Wizard.
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Figure 33-74: Customer Dial Plan

SBC: 2 - Location: aiLog

Add additional prefixes [ number ranges
Select Dial Plan

CustDialPlan v
Telephone Number Prefix -- Please select a dial plan -- o)
CustDialPlan )
Upload from single file OCDialPlan Browse

7. Inthe Tag/PSTN Gateway field, enter the Derived Trunk FQDN of the site device to which to
load the dial plan (there is no need to create a new PSTN gateway for a customer trunk).

Figure 33-75: PSTN Gateway

Tag / PSTN Gateway |_ o

ai0logics.onmicrosoft.com

ai-logics.com

8. Do one of the following:

° Manually add telephone number prefixes and then click . * ). The configured prefixes
are displayed.
° Browse to choose a prefix file to upload.
The new dialplan rule is displayed. Note that the dialplan rule does not have a unique name
and instead inherits the name of the configured dialplan ‘CustDialPlan’.
Figure 33-76: Customer Dial Plan

= Tenant: aiLog - Last sync at: February 23, 2022, 18:3%:37 -

SBC: 2 - Location: ailog

Add additional prefixes | number ranges

Select Dial Plan Tag / PSTN Gateway

CustDialPlan aitlogics.onmicrasoft.com +
Telephone Number Prefix
Upload from single file Choose file Browse
Current prefixes
Prefixes shown below are from coche. Press  Reload to refresh them from SBC.
Q Delete  UndoDelete
Drag a column header and drop it here to group by that column
Dial Plan Name T Prefix T g T
O CustDialPlan +564654546 aiflogics.onmicrosoft.com
] CustDialPlan <972 aiblogics.onmicrasoft.com
“ 1 v o oom 10 *  dataitems per page 1-20f2items

10. Click Reload to refresh the list of prefixes with the SBC.
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Figure 33-77: Reload

Current prefixes

Prefixes shown below are from cache. Press Reload to refresh them from SBC.

33.13.3 Import PBX Users
This section describes how to import PBX users.

To import PBX users:
1. Inthe Navigation pane, click Site Locations.

Figure 33-78: Import PBX Users

= Tenant:nl02 with channel - | Last sync at: June 7, 202

site SIP Address  Configuration  PSTN Gateway M Notes. Actions

nloz 52.143.63.223  SipTrunk M365x603711.onmicrosoft.com  Deployed Pending [uninstall]
commands:
0

Add | Edit

She
Prefixes

nlo2_sl  52.143.63.223  IpPbx Deployed Pending
commands:

LELELE Selectall | Deselectall EOEES
search
Pbx User Import Tasks

import Remaining
Id Progress WhenCreated + WhenExecuted NextExecution retries ‘WasExecuted WasSuccesfull State

Mo data available in table

Showing 0t 0 of 0 entries

2.  Click Import Pbx Users.
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34 Multitier Admin Access

Providers can create an additional layer of support and grant access to the provider portal to specific
channels including multiple customers. When the Channel Admin users sign-in to the Public Portal
URL (Azure AD), they receive the list of customers that the provider has granted them access to
manage.

Figure 34-1: Access to the Portal

Figure 34-2: SSO with Azure Active Directory

o™ Microsoft
Sign in

|Emai| or phone

Can't access your account?

Sign in with a security key (2)

Next
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Figure 34-3: SSO with Azure Active Directory

List of customers for AudioCodes EMEA Channel

enterpricertc
TalkMail
easylync
finebak

Logout

Figure 34-4: UMP 365 Customer Portal

vt enterpricertc
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A. Browser setting - IETF Same Site Cookie Attribute UMP-365

A

Browser setting - IETF Same Site Cookie
Attribute

The introduction of the IETF SameSite cookie attribute changed default behavior we are seeing issues
with browsers addressing the UMP web pages using the http protocol, resulting in an access denied
message. These problems do not occur when https is used and properly configured. A bypass for
when http is absolutely required is to disable this new default behavior in the browser.

The following describes the steps required to prevent this occurrence of this issue for each respective
browser:

®  Chrome:
1. Goto: "chrome://flags/#cookies-without-same-site-must-be-secure"
2. Disable option "Cookies without SameSite must be secure"

3. Restart Chrome.

Figure A-1: Chrome Setting

< C ¢ & chrome | chromey//flags/#cookies-without-same-site-must-be-secure
Q, Bearch flags Reset all
® Cookies without SameSite must be secure
If enabled, cookies without SameSite restrictions must also be Secure. If a cookie without
SamesSite restrictions is set without the Secure attribute, it will be rejected. This flag only has Disabled -
an effect if "SamesSite by default cookies" is also enabled. — Mac, Windows, Linux, Chrome
0S, Android
#cookies-without-same-site-must-be-secure
Temporarily unexpire M84 flags.
Temporarily unexpire flags that expired as of M84. These flags will be removed soon. - Mac,
Windows, Linux, Chrome OS, Android
#temporary-unexpire-flags-mg4
®  Edge:

1. Goto: "edge://flags/#same-site-by-default-cookies”

2. Disable option "SameSite by default cookies"

3. Restart Edge.

Figure A-2: Edge Setting
&« O @ Edge | edge://flags/#same-site-by-default-cookies pad = f Sign in :\‘A
Q Reset o -
® Samesite by default cookies

Cookles without Samesite must be secure

Allows a page to show popups during its unloading

m  Firefox: (works in any version past 75):

1.  Inthe URL bar, navigate to about:config. (accept the warning prompt, if shown).
Type SameSite into the “Search Preference Name” bar.
Set network.cookie.sameSite.laxByDefault to false using the toggle icon.

Set network.cookie.sameSite.noneRequiresSecure to false using the toggle icon.

ik W N

Restart Firefox.
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Figure A-3: FireFOX Setting - about:config

&« g @ ©) Firefox  about:config [xd

Proceed with Caution

Changing advanced configuration preferences can impact Firefox performance or security.

/| Warn me when | attempt to access these preferences

Accept the Risk and Continue

Figure A-4: FireFOX Setting

<« c @ ) Firefox  about:config % WNm® =

I samesite[
network.cookie.sameSite.laxByDefault false =
network.cookie.sameSite.laxByDefault.disabledHosts ra
network.cookie.sameSite.laxPlusPOST.timeout 120 rd
network.cookie.sameSite.noneRequiresSecure false =
network.cookie.sameSite.schemeful false ‘——\
samesite ®Boolean O Number O String +

Mandatory requirement. Channel and Customer Admin do not need to edit the browser

@ Public Customer/ Channel Url Portal requires a secure connection (HTTPS) as a default
setting IETF SameSite cookie attribute.
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B Backup and Restore Customer Tenant

This section describes how to Backup/Restore the customer tenant information.

B.1 Backup the Customer Tenant Database
This section describes how to back up the customer tenant database.

To back up the customer tenant database, do the following:
1. Start the Microsoft SQL Server Management Studio.
Figure B-1: SQL Server

= Connect to Server X

SQL Server

Server type: Database Engine v
Server name: localhostisglsysadmin v
Authentication Windows Authentication v

LTC-demo\umpadmin

Cancel Help Options >>

2. Apply Connect to the sysadmin database (localhost\sqglsysadmin).

3. Select the Customer Tenant that you would like to back up.

4. Right-click and select Tasks/ Back Up.
Figure B-2: Run Back Up Task

Object Explorer vy X

Connect~ ¥ ¥ ¢
(= 8 localhost\sqlsysadmin (SQL Server 15.0.2070 - LTC-demo\umpadmin) A
[= % Databases
System Databases
Database Snapshots
® ExpoeTenant
@ SysAdminAUDC_DemoUS

W SysAdminaudiocodez Detach...
@ SysAdminEasylync N
Py sysAdeinsinataL Ta?(e Ofﬂ'f'e
W Sys/ New Database... Bring Online
®SysA  NewQuery Enable
 SysA Script Database as  » ey Eallms.
: : zysﬁ losks 4 Data Discovery and Classification
S, A
e Sy 4 Policies 4 Vulnerability Assessment »
Vs
@sysd eS| Shink R
B SysA Start PowerShell Back Up...
® SysA Azure Data Studio  » Restore )
: iysi epperis 4 Generate Scripts...
@
Vs Rename o S
® Sys/ Extract Data-tier Application...
® SysA Delete Deploy Database to Microsoft Azure SQL Database...
Securit] Refresh Export Data-tier Application...
Server Properties Upgrade Data-tier Application...
Replication Import Flat File...
[+ = PolvRase Import Data..

Export Data...
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5. Right-click and select the Destination.

Figure B-3: Select the Database Destination

Selecta page

& General

& Media Options
& Backup Options

Connection

Server:
localhost\sglsysadmin

Connection:
LTC-demo\umpadmin

ﬁ View connection properties

Progress

Ready

8 Back Up Database - SysAdminFinebak

- O
I Script ¥ @ Help
Source
Database: SysAdminFinebak
Recovery model: SIMPLE
Backup type: Full
[] Copy-only backup
Backup component:
(®) Database
Destination
Back up to: Disk
C:\Program Files\Microsoft SQL ServertMSSQL15.SQLSYSADMINIMSSQL\Backup Add
Remove
< > Contents

I@ Don’t save the backup on the same disk as the SQL database.

6. Select the ‘Destination’, and then click OK.

Figure B-4: Database Backup Completed Successfully

53 Copy message

Microsoft SQL Server Management Studio

'0 The backup of database 'SysAdminFinebak' completed successfully.
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B.2 Restore the Customer Tenant Database
This section describes how to restore the customer tenant database.

To restore the database, do the following:
1.  Open Microsoft SQL Server Management Studio and navigate to Databases:

Figure B-5: Select the Database resource

' Microsoft SQL Server Management Studio

File Edit View Tools Window Community Help
QI NewQuery | [y (BB 03 G | (3 |5 H & | B .

Object Explorer

Connect~ | @7 &) u T 2] &
= Ld WIN-SRKOSAWELST (SQL Server 10.0. 1600 - SESTTRAINING),
&
(4 Security
(4 Server Objects
|1 Replication
[ Management
(B SQL Server Agent

2. Right-click Databases and click Restore Database. In the screen section ‘Source for restore’,
select From Device and then click the browse button:

Figure B-6: Select the Device

Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: | :J
To a point in time: |Most recent possible J
Source for restore

Specify the source and location of backup sets to restore.

" From database: [ 7|

¢ From device: | ‘J
Select the backup sets to restore:
Restore | Name | Component | Type | Server | Database | Posttion | First LSN | Last LSN | Checkpoint LSN

3.  Click Add in the Specify Backup window. Browse to the location of your recently restored
files. Choose the full backup file which should be the first backup file in the list:
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4.

Figure B-7: Select the Backup File

i Locate Backup File - WIN-SRKOSAWELGT =101 x|
Select the file:
f ®-3 Instal -l
-3 JOBS
{3 Log
--fj repldata

ml...[& ...

#-_3 Upgrade

-3 Microsoft Sync Framework
-3 Microsoft NET

-3 MSBuild

-3 Reference Assemblies
-3 Uninstall Information
-3 Windows Mail

-3 Windows NT

-
-
-

-

-

-

Program Files {x86)

ProgramData

System Volume Information

Temp

Rl SESTTRAININGDB1362770012 bak

-] SESTTRAININGDB1362770015bak
-] SESTTRAININGDB1362770017 bak
-] SESTTRAININGDB1362770020bak
-] SESTTRAININGDB1362770023bak
-] SESTTRAININGDB1362770026 bak
-} SESTTRAININGDB1362770028 bak

[ Users
#-_4 Windows —
v
«| i3
Selected path: |C:\Temp
Files of type: | Backup Files(" bak;"tm) |
File name: |SESTTRAININGDB1362770012.bak
0K Cancel |
Y

Click OK; the Specify Backup window is displayed.
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Figure B-8: Confirm the Backup File

w= Specify Backup : l(j

Specify the backup media and its location for your restore operation.

Backup media: |F|le :_l

Backup location:
CA\Temp\SESTTRAININGDB1362770012 bak

oK Cancel Heb |
4

5.  Click OK.

6. Inthe screen section ‘Destination for restore’, select the database to which you want to
restore, and then in the ‘Select the backup sets to restore’ section of the screen, select the
backup file you selected above.

Figure B-9: Confirm the Backup File

A5 Serpt ~ [ Help

Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: [SESTTRAININGDB |
To a point in time: IMost recent possible l
Source for restore

Specify the source and location of backup sets to restore.

" From database: I ;]
¢ From device: |C:\Temp\SESTTRAININGDB1362770012.bak l
Select the backup sets to restore:
Restore | Name l Component l Type I Server I Database l Position | First LSN
v Database Full  WIN-SRKOSAWELET SESTTRAININGDBE 1 2800000000270

7. Inthe left pane, click Options, and then select the following:

UMP-365

a. Inthe Restore options’ section, select Overwrite the existing database (WITH REPLACE)

and leave the other options unselected.

b. Inthe Recovery state’ section, select Leave the database non-operational, and do not
roll back uncommitted transactions. Additional transaction logs can be restored.
(RESTORE WITH NORECOVERY):
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Figure B-10: Select the Backup File

‘ Restore Database - SESTTRAININGDB
Selectapage .5 Script ~ ) Help
% General
T Restore options
[V Overwrite the existing database (WITH REPLACE)
[" | Preserve the replication settings (WITH KEEP. REFLICATION)
™ Prompt before restoring each backup
[ Restrict access to the restored database (WITH RESTRICTED_USER)
Restore the database files as:
| Original File Name | File Type | Restore As
«| '
Recovery state
¢~ Leave the database ready to use by rolling back uncommitted transactions. Addi
restored (RESTORE WITH RECOVERY)
Connechon ¢+ Leave the database non-operational. and do not roll back uncommitted transacti
be restored (RESTORE WITH NORECOVERY)
Server:
WIN-SRKOSAWELST
Carnadicn: ¢~ Leave the database in read-only mode. Undo uncommitted transactions, but sav
SESTTRAINING' Administrator that recovery effects can be reversed (RESTORE WITH STANDBY)
8.  Click OK to perform the restore.
9. Complete these steps for each incremental backup file, including the .tm file, until you reach
the incremental file containing the point-in-time file to which you want to restore.
10. A "Restoring" message is displayed; you can now proceed with the next section ‘Restoring to

a Point-in-Time’'.

B.2.1 Restore to a Point-in-Time

Use the following steps to restore the last incremental file containing the point-in-time:

1.

In Microsoft SQL Server Management Studio, right-click Databases, and click Restore
Database.

In the Source for restore’ section, select From Device and then click the browse button.

Click Add in the Specify Backup window. Browse to the location of your recently restored flat
files, select the incremental backup file containing the point-in-time to restore to, and click
OK.

Click OK in the Specify Backup window. In the Select the backup sets to restore’ section, check
the backup file you added in the previous step.

In the ‘Destination for restore section’, select the database to which to restore:
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Figure B-11: Restore to point of time — Step 1

w5 Serpt ~ I} Help

Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: [SESTTRAININGDE ~]
To a point in time: [3/8/2013 1:54:07 PM |
Source for restore

Specify the source and location of backup sets to restore.

" From database: [ 7]
¥ From device: IC:\Temp\SESTI’RAININGDB1362770028bak |

Select the backup sets to restore:
Restore | Name I Component | Type | Server I Database I Position I First |
v Transaction Log  WIN-SRKOSAWELST SESTTRAININGDB 1 300C

6. Inthe Destination for restore’ section, click the browse button adjacent to the field ‘To a

point in time’; the ‘Point in time restore’ window is displayed.

7. Select a specific date and time and choose the date and time to which to restore:
Figure B-12: Restore to point of time — Step 2

£ point in time restore E =10 x|

Point in time restore stops the restoration of the transaction log entries after a specified point in
time. You can specify the point in time or the most recent state possible.

Restore to
" The most recent state possible
¥ A specffic date and time

Date: | 3/ 8/2013 ~|
Time: | 1:54:07 @ =
[ ok | cancel Help |

4

8. Click OK. In the left pane, click Options and make the following selections: In the ‘Restore

options’ section, select Overwrite the existing database and leave the other options
unselected.

9. Inthe Recovery state’ section, select Leave the database ready to use by rolling back

uncommitted transactions. Additional transaction logs can be restored. (RESTORE WITH

RECOVERY):
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Sclcct a page

Secver:
WIN-SRKOSAWELST

Connection:
SESTTRAINING\Administrator

" Restore l) ﬂdbdst‘ S(Sl IRAINIM(:I)B

| Ssomt v [yHep

Figure B-13: Restore to point of time — Step 3

Restore options

[V Qverwite the existing database (WITH REPLACE)

[ Preserve the replication settings (WITH KEEP_REPLICATION)

™ Prompt before restoring each backup

™ Restngt access to the restored database (WITH RESTRICTED_USER)
Restore the database files as:

| Original Fle Name | Fle Type | Restore As
< j

Recovery state

Leave the mmumwmmmm Addtional transaction logs ¢
2 WITH RECOVERY)

E—

¢ Leave the database non-operational, and do not roll back uncommited transactions. Addtional transacti
NORECOVERY)

restored (RESTORE

be restored (RESTORE WITH

¢~ Leave the database in read-only mode. Undo uncomméted transactions, but save the undo actionsin 2
MwwydedscmbemudﬁES‘l’OREWW STANDBY)

10. Click OK to perform the restore. the restored database is displayed with only those changes
up to the specified point-in-time.
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C.1

C.1.1

C.1.2

C.2

AudioCodes SfB2Teams Migration Tool

This chapter describes the SfB2Teams application which is used to migrate users from On-premises
Skype for Business Front End to Microsoft Teams on Azure Cloud. The application can also revert
Teams users back to Skype for Business. Access to Microsoft Teams on Azure is managed using the
Microsoft Graph API.

This solution includes the following:

Prerequisite App registration configuration
SfB2Teams Application

The solution consumes Migration Service User license (per users).

A special version of the SfB2Teams application for Professional Services that does not require
a User’s License.

B Auto Call Routing To Teams through ARM

Installing the Prerequisites
The following describes the steps for installing the SfB2Teams application migration tool.

Do the following:
m  The application requires Windows OS server (WIN 2012R2 and above).
®  Install the following prerequisite components:

° Skype for Business Administrative tools including the latest CU (see Section C.1.1)

The above prerequisites are available on the installation 1ISO (UMP-MT-8.0.100.280.iso and
above) in the Prerequisites folder and are numbered 1-10 for the processing order.

®  Install the following prerequisites for the Azure Active Directory portal (Customer Portal):
° .NET framework 4.8 Runtime

° App Registration

Install SkypeOnline PowerShell

Install Skype Online PowerShell by running “6 - SkypeOnlinePowerShell.Exe”.

Install .NET framework 4.8 Runtime

Download and Install NET framework 4.8 Runtime
(https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net48-web-installer).

Create and Register the Azure App

Create App Registration in Azure AD and note application (client) ID and Directory (tenant) ID for
the later install steps. This procedure should be performed with tenant administrator user
permissions.

To register and Azure AD App Registration:

1. Sign-in to Azure portal and create a new App registration (Azure Active Directory > App
registrations 2> New registration).

2. Add a name for the new application and under Supported account types, select “Accounts in
this organizational directory only — single tenant”.
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3.  Select Register and note the Application ID for the following steps.

Figure C-1: App Register

Bl pasnboars Register an application
]
Jraa—

B
i Users

s app s can be changed Lates

B Azire Active Dieectony

B pmerprase spplications

Supporied acooun

£3N W3 thix application or E08ES thit A7

DUNAS i BhiS S

rits in any organ

Redirect LRI (5
A w POCANING Thit wiar. PIOVickng Ths row
h e b
Figure C-2: Advanced Settings
Dashboard Weber-Stephen Products LLC Skype2TeamsMigrator

3 Skype2TeamsMigrator | Authentication =

& Got feedback?

> -
Integra 1 N >
» egration assistant © Got s second to give us some feedback? =
Manage Who can use this application or access this API?
= eranding (®) Accounts in this organizational directory only (Weber-Stephen Products LLC only - Single tenant)
~
D Authentication () Accounts in any organizational directory (Any Azure AD directory - Multitenant)
Certificates & secrets
! Token configuraticn
9 API permissions X
A\ Due to temporary differences in supported functionality don't recommend enabling personal Microsoft
@ Expose an API accounts for an existing registration. If you need to enable personal accounts, you can do 50 using the manifest
editor. Learn more about thes
& App roles | Preview
I owners Advanced settings

Roles and administrators | Pre.

[

Allow public client flows ©
B Manifest

Enable the following mobile and desktop fiows: Yes
Support + Troubleshooting
e App coliects plaintext password (Resource Owner Password Credential Flow) o
2 Troubleshooting . e board (Device Code Flow) '
* SSO for domain-joined Windows (Windows Integrated Auth Fiow)

& New support request
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C.3 Set Microsoft Graph APl Permissions

This section describes how to add Microsoft Graph Delegation & Appliance APl permissions. This
procedure should be performed with tenant administrator user permissions.

To set Microsoft Graph API:

1. Inthe Navigation pane, select APl Permissions.

2. Click Add a permission and then select the Microsoft Graph tab.

Figure C-3: Microsoft Graph

Dashboar £TA ¢+ SkypsZsamshligrat Request APl permissions
-5 Skype2TeamsMigrator | APl permissions =

Select an AP

0 mabein ot feachack Microsolt APIS AP my organizition ubad
" Commaonly used Microsoft ARIs
. ’ 1 T i st e ok shows e et s o 1 et o s oot
S ==
= pang . T A ———
D
B e Data Cansiog 1) Anure Devopm Q_ s Musspemest
rwagrate with s Dirvps.ar & omaad andwike

* - o

CF Pmamcs 163 Busness Central

A, Aaure Service Mansgement

sl " A
- pevte.ie
Dynamics CRM Fiorw Service 225 intune
A b A =
e P | (T | P
I office 65 Managermant atts o oot Powes Bi Service

3. Select Delegated Permission.

Figure C-4: Select Delegate Permission

Request APl permissions ®
ype of permissions does your application require?
Delegated permiviion, ation permiiions
Four application Aeedi b sconii the AP ad tha digred-n cier. ur a8 & Bickground senice o disson wifaut @
Seloct permissions
e B t vt for o L . d pav
N may he value ~ g ) s -
Permission Admin consent regured
o Ope
— T
s
arian aoe: dxta ave i =
- W Ty e
¥ accert -
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4. Select the following Delegation Permissions.

Figure C-5: Delegation Permissions

< All APIs

> UserTimelineActivity
Permission

v Openld permissions (3) —

email User.Exportall @

View users' email address Export user's data
Userlnvite All (O

Invite guest users to the organization

offline_access @
Maintain access to data you have given it access to

id @
[ open

Sign wsers in

file @
H profile

Wiew users’ basic profile

= Directory.AccessAsUserall

User.Manageldentities. All &
Manage user identities

User.Read (O

B 00 0O

Sign in and read user profile
User.Read.all @
Read all users' full profiles

User.ReadBasic.all (@
Access directory as the signed in user Read all users' basic profiles

Directory.Read_all User.Readwrite (@

Read and write access to user profile

Read directory data

O 8 0O

Readwriteall &

write directory data

Figure C-6: Select Application Permission

: ypeZ Trams Request APl permissions x
- Skype2TeamsMigrator | AP| permissions =

Adimin cossent required

suppert + Troublesaating

5. Select the “Grant admin consent for...” and select yes.

® If the App hasn't been granted admin consent, users are prompted to grant consent the
first time they use the App.

6. Select Application permissions.

7.  Select the following Application permissions.
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Figure C-7: Add a Permission

Request APl permissions ®

# Threatfssessment

Ve
O Vet
r Ui MABRBG R deNitie A
o, vex
Wanags all wiid s slenible
Usar Raedl AN
= : e
Fead 3l wars” full profiles
User.Ren
O s

8. Review all permissions.

Figure C-8: APl permissions — Summary

Dashboard > AudioCodes Netherlands BV or

= Skype2TeamsMigrator | APl permissions = X

Search (Ctrl+ . Refresh

B Overview

& Quickstart

orzed to call APl
5 the appic

1Mis$ons by users/admen:

Igured perm;

% permessions and c

1t AGC a permission 7 Geant admin consent for AudieCo

API / Permissions name Type Description Admin consent req...  Status

Certefica Delegated  Access directory as the Yes © Geanted dor AudieCodes_ +++
Il Token configuration Delegated  Read directory data ves © Granted o olodes_ *°*
¥ 4P| permissions Delegated  Maintain 2 you have grven it ace © Geanted for A
openid Delegated  Sign users n Qc
profle Delegated  View users' basic peofile (]

F ownerss Sign in and read user profile (]
S Roles and administrators | Preview Read all users’ full profiles vos (]
W Manifest A Read all us © Geanted for Au

Support + Troubleshooting

To view and manage permissions and user consent, try Enterpris

& Troubleshooting

& New support request
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9. Copy application (client) ID and Directory (tenant) ID to notepad as they are required in the
procedure in Section C.4.

Figure C-9: App Registration

Dashboard > 1 t >

S Skype2TeamsMigrator =

[)’3 Kearch (Ctrl+/) | « li] Delete @& Endpoints Preview features
i . -
i D) o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
# Essentials
#" Integration assistant
- 9 Display name Supported account types
Skype2TeamsMigrator My organization only
Manage
Anblication (client) ID Redirect URIs
B Branding I T L ] Add a Redirect URI
3 Authentication Directory (tenant) 1D . Application IF} U.RI
AckEk Rk Rk kR kR R R R EERG Add an Application ID URI
Certificates & secrets Object ID Managed application in local directory
" CHssEdsdErERs R e R R R s ERE0 Skype2TeamsMigrator
I

Token configuration

"©- AP permissions @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) an

Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature
@ Expose an API updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn mo

ke

App roles | Preview

Owners

C4 Running the SfB2Teams Application

This section describes how to setup and run the SfB 2 Teams application. Download Files and
Unblock.

Do the following:

1.  From the directory C:\SfB2Teams select the file SysAdmin.Skype2MsTeamsMigrator.exe.

-324-



C. AudioCodes SfB2Teams Migration Tool UMP-365

Figure C-10: App Registration

Configure the information below and press connect o azure

Anre fopication ;| |
Azure Directory id: | |

M365 administrator: [ |
M365 password: I ]
[[] Remeber userand pass

Snrwicaptwidrammdzl ]

Connect to Azure

Hosted Migration Crvemide Lin-

Cancel previcws migration Resume previous migration

2.  Connection Setting - Set the parameters as follows:
e Azure Application ID: Application ID from the App Registration
e Azure Directory ID: Directory ID from the App Registration
° M365 administrator: UC Admin with SfB Admin and Teams Service Admin privilege.
e M365 password: UC Admin Password.
° Service Provider access url: UMP Customer SysAdmin URL

3.  Click Connect to Azure.
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Figure C-11: Connection Setting

Configure the infarmation below and press connect o azure ‘

Paure Application id; \Application ID from the App Registration |

Azure Directory Id: |Directory ID from the App Registration |
M365 adminigirator; [uc Admin with SfB Admin and Teams Service Admin privilegd
M365 passwond: |uc Admin Password |

] Remeber userand pass

Servics provider access i |Customer SysAdmin URL ]

- Connect to Azune

Hosted Migration Crwemide Lir-

4. Migrate Users:
° Azure Group: Select Security Group.
° Local front end pool: Select SfB Front End Pool.
Select the users from the “Group members”
Select one of the following actions:
° Migrate to Cloud Selected: Migrate selected Users to Teams
° Migrate to Cloud All: Migrate all users to Teams
e  Migrate to Local Selected: Revert Selected Users to SfB
e  Migrate to Local All: Revert All Users to SfB
e  Deselect All: Deselect all Users
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Figure C-12: Migrate Users

Azure Groups: - Select Security Group v
Localfront end pool: 23340 0cshost i~ Select SfB Front End Pool v|

[V} BypassEntemriseVoiceCheck ] BypassAudioConferencingCheck
Group members (displaying only configured users that can be moved)

Form2 User principal name Job title Location
Marc Droog mdroog@activecommunications ey Junior developer Local

Migrate to cloud Selected

Migrate to cloud All

Migrate to local Selected

Migrate to local Al

4b5c-8088-21872343a Alleroen Engerngllengering @activecommunications.eulicd2840ch-432d-463d b 7a8-

b 1ff29ce 31311559297 1a-e4e3-486b-a Ifc-4caebb03adcbiTrue

02/16/2021 14:34:25 +01:00 [Debug] GraphClient Groups."c 7d02bde-4a8c-40aa-94 185 7bb 460624de " "1 3cefo 5c-965d-
4038-9813-691c64a8 733Walter van Schalk - mmmm*@awm eulic7d02bde-4adc-
40a3-9418-b 70b460624de!553a97 1a-e4e3-4860-a lic-4caeb603adchiTrue”

02/16/2021 14:34:39 +01:00 [Debug] GraphClient Groups."3d 3cb 38 cbf3-4d83-a984-31d% S 816 22" 1 3cefb 5¢-969d-
4038-9813-691c64a733Walter van Schaik - mmmm&@ammmwcuwm
398d-31d% 9812221559297 1a-ede 3-486b-a tc-4caebb03adch(True

02/16/2021 14:34:39 +01:00 [Debug] GraphClient Groups. " 3d 3cb 38 cbf 8-4d83-398d-31d%9e81e22"; " 7¥6b8d 00 7 7e-
4370-bAbfe7975343a42Marc Droogimdroog @activecommunications eublunior developeri3d3ch 36f-cbf 8-4d83-298d-
31d9e 9816221559297 1a-43-486b-a Hfc-4caebb03adcbTrue”

I

OpenlogFile

C.5 Auto Call Routing To Teams

UMP optionally supports together with ARM Auto Call Routing to Teams which automates user
migration to Teams entirely and eases the migration process, by alleviating the need to configure

the SBC. This feature includes the following stages:

1.  UMP builds a list of all the Teams users
2. UMP updates the ARM database

3.  ARM updates the SBC routing table ” to configure the properties and adds a user to the list as

shown in the figure below:
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Figure C-13: Auto Call Routing to Microsoft Teams

Auto call routing to Teams

Carrier PSTN

Teams DR

SBC

:—';“.3
&
(] ]
SfB Online
Customers

o
-

5] =]

Teams

Customers

@ For more information, contact AudioCodes Professional Services.
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D Renewing Expired Tokens

When you are not able to login to Azure using Microsoft 365 token authentication then it is most
likely that your token has expired. The procedure below describes how to renew an expired token.

Do the following:

1. Inthe Tenants screen, select the SysAdmin link under the tenant for whose token you wish to

renew.
Figure D-1: Select Tenant
Show 10 ¢ entries Search:
Customer Name T State SysAdmin Info Licensing (licensed users) Queued commands status
ancaFromOvoc Deployed version: 8.0.220.26 M365 - Pro (162) t | Delete | |  Qeued commands: 0
replication: 2021.08.23.14.50.01 Executing commands: 1
SysAdmin
Replication in progress: no
Automation_Essential BYOC_Cust ~ Deployed SysAdmin M365 - Essential (0) Edit | Delete | UndoDeploy | Qeued commands: unkown
omer Executing commands: unkown
Replication in progress: unkown
bcb Deployed SysAdmin M365 - Essential (0) Edit | Delete | UndoDeploy | Qeued commands: unkown
Executing commands: unkown
Replication in progress: unkown
BradTrunk Deployed version: 8.0.220.26 M365 - EssentialPlus (10) it | Delete | UndoDeploy | Qeued commands: 0
replication: 2021.08.23.14.49.56 Site Executing commands: 1
Replication in progress: no
Essential_Customer Deployed SysAdmin M365 - Essential (0) Edit | Delete Jndo Deploy | Qeued commands: unkown
Executing commands: unkown
Replication in progress: unkown
Pro_IPPBX_Token_Cust Deployed version: 8,0.220.26 M365 - Pro (367) t | Delete | | Qeued commands: 5
replication: 2021.08.23.14.41.58 Executing commands: 0
SysAdmin
Replication in progress: no

The UMP interface opens.
Figure D-2: UMP Interface

UserType T Full Name Y siPAddress ¥ Line Uri Y Template Y Department ¥ Online VoiceX Online PSTNT.  Site Location Usage LocatiY  EnterpriseVoi...
TeamsOnly Pure Online 33 siprpureonti. Technical NL-Almere eu-lab-sbea. NL No )
PureOnline Ump-Activation-User sipump-acti... BE No

PureOnline Ump-Activation-User sipump-acti... BE No

N

. Inthe Navigation pane, select 0365 Configuration.

w

. Inthe Office 365 Settings screen, click Switch to username/password.
4.  Click Switch to auth token.
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E.1

SQL Server Configuration

This section describes SQL Server configuration actions.

Setup Microsoft SQL Server for SBC

This section describes how to setup the Microsoft SQL Server for SBC.

To set up the SBC:
1. Run Microsoft SQL Server Management Studio.

Figure E-1: Select SQL Server Management Studio Tool

Recently added Windows Server
Notepad++
& p3 2

) o Windows Windows
l NET Sql Authorization Manager Server Manager  PowerShell PowerShell ISE

€

() Google Chrome g

Windows
M Administrativ... Task Manager Control Panel

-
» Microsoft Edge

l Microsoft SQL Server 2019 /;5 I - I

Remote
- Microsoft SQL Server Tools 18 Desktop... Event Viewer File Explorer

‘_ Analysis Services Deployment Wiz...

M;E’ Database Engine Tuning Advisor 18

: L -
v ¢
| Microsoft SQL Server Management... -
Microsoft SQL

I S SnakeTail WinM
iﬁ SQL Server Profiler 18 SIvet naxetal (nvierge

\

g/ Notepad++

2. Run Microsoft SQL server Management Studio.

Expand tables and select SysAdminTenant and dbo.ApllicationSetting, and then select Edit

Top 200 Rows.

4. Add or edit the row with ID OvocSbcinfo to include the SBC parameters:

° ipAddress: "XxXX.XXX.XXX.XXx"

° name: "The SBC Name”, this will be the select region name you will select in step 3 -

Voice Route Setting. Recommended name City/Region (e.g., “New Jersey, USA”)

° “id":# (SBC ID Number from, e.g., “1”
e "sbhcinfo"

¢  gatewayUser: SBC User Name (default = "Admin")
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Object Explorer

¢  gatewayPassword: SBC User Password (Default = "Admin")

Typical String:
[{"ipAddress":"x.x.x.x","name":"Newlersey,USA","id":3,"sbcInfo":{"gatewayUser":"Admin","g
atewayPassword":"Admin"}},{"ipAddress":"x.x.x.x","name":"London,UK","id":4,"sbcInfo":{"g
atewayUser":"Admin","gatewayPassword":"Admin"}}]

Figure E-2: Select SQL Server Management Studio Tool

R - ~covcoemaunns ppicsionseins = <

Connect~ # *¥ ¢ - id Value Machine...

4@ SysAdmintalkmai N i o NuLL
@ SysAdminTenant CustomerAuthenticationPortalUrl https://livecloud.fixedmebileuc.com/authenticate NULL
Database Diagrams InstallationFolder chacs NULL
Tables InstallScript S\acstinstallationScriptiinstall_tenant ps1 NULL
System Tables InvitationEmail Dear Administrator of {{Customerld)], We at FixedMobileU.. NULL
FileTables InvitationSubject Welcome {{Customerld}} for joining the FixedMobileUC “Au.. NULL
Extemnal Tables LicenseKey eyI0eXAIOIKV1QILCIbGAOIIUZI 1NI9.ey)DAXNOb21Icil6l..,  NULL
& ¥ Graph Tables OvocEnabled True NULL
= @ dbo AdalUserCache OvocShelnfo ["ipAddress":*13.80.148.30","name":"EMEA","id":10,"sbcinf... NULL
@ dbo ApplicationSetting PublicServerUrl https://livecloud.fixedmobileuc.com NULL
& @ dbo.CmdTask ServerDomain NULL
% & dbo.CustomerAdmin ServicePassword N
& & dbo.Customerlnvitation Servicellsername 7 nuLL
/8 dbo.nstallationlog SourcePackage Chacs\SysAdminkit NULL
= dboOvockvent SysAdminConnectionStri NULL NULL

+ B8 dbo ShcScriptTemplate ¥s “!” onnectionstring
1 dbo TenantConfiguration TenantDir C\acs\tenants NULL
# B dbo.TenantConfigurationArchive WhiteLabel AudioCodes NuLL
Views Customerinvitation.UserName apikey NULL
External Resources Customerlnvitation.From Support@fixedmobileuc.com NULL
= Synonyms Customerlnvitation.Host smip.sendgrid.net NULL
&= @ Programmability CustomerInvitation.Port 587 NULL
= # Service Broker Customerlnvitation.EnableSs! True NULL
& W Storage Customerlnvitation.DeliveryMethod Network NULL
= ™ Security = T E P C S FIO P ID = C R AR IO A LI A e TR ASR 44 7. C VR A4 R E iR niar

< > 1 of25 b kb

E.2

SQL Server Database Updates

®

Server Management Studio:
- 10.Add-columns.sql
- 20.RefreshSpf.sql

Optional Update SQL scripts (see note above):

f,;t Microsoft SQL Server Management Studio 18
Desktop app

Important: After running wyupdate for build versions prior than build 8.0.100.282,
manually run the following SQL scripts from the c:\acs\SQLScript\upgrade folder using SQL

]
Connect to the database
m  Parameter m  Description
m  Server type ®  Database Engine
®  Server name ®  [servername]\SQLSYSADMIN
m  Authentication ®  Windows Authentication
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Figure E-3: SQL Server

¥ Connect to Server X
Servertype: Database Engine v
Server name: UMP-Tobi\SGLSYSADMIN| ~
Authentication Windows Authentication ~
UMP-Tobi\umpadmin
Connect Cancel Help Options >>
File Edit View Tools Window Help

B o-2 6P BNewauey BQQ

Object Explorer -3 x
Connect~ ¥ ¥ ¢ -
Bl =] UMP-Tobi\ SQLSYSADMIN (SQL Server
3 Databases
Security

Server Objects = | Upgrade = [T x
Replication

PolyBase

Always On High Availability € +
Management
@ W Integration Services Catalogs
B SQL Server Agent (Agent XPs ¢

Share View
> ThisPC >

o

Windows (C)) » acs > SqiScript » Upgrade v & | Ses ade r

# Quick access
B 00.SetDataBaseDefaultCollation.sql

o H I Deskto - =
[5) Xevent Profiler > 2 10Add-columns.sql 5/31/2021 1127 AM Micx KB
¥ Downloads  # J3 11.DsteTimeOffsetsql 1 KB
% Documents *
& Pictures . J2 13.AC_GET_CUSTOMER_ADMIN.sql

SqiScript JB 14.WhiteLabel_AppSetting.sql

I3 15.Customerinvitation.sql

D 16.Customerinvitation_AddEmailSent.

@ Network o8 17.TenantConfiguration.sql
43 18.TenantConfiguration_AddCustome..
2 19.80.0222 8.0.0280.5q1 1/202 MM
o8 20.RefreshSpf.sql 172 27AM M f 50
I3 21.AddRowsSBC ScriptTemplate.sql 127 A A f

B aranntan ancannen b

1item selected 1.35KB

A
)

B 12.CustomerAdmin.sql 127AM M ft SQL Se XE
)

3 This PC

19 items

1.  From the Windows Explorer pick “10.Add-columns.sql” and drag and release it into the grey
area in the SQL Manager Studio.

Figure E-4: SQL Updates

Tools Window Help

L RARR D

View  Query

File Edit Project

hd

Object Explorer

- SIIF COL_LENGTH('[dbo].[CmdTask]", 'WasSuccessful') IS NULL
Connect~ ¥ *§ [V 1 BEGIN
= B UMP-Tob\SQLSYSADMIN (SQL Server = ALTER TABLE [dbo].[CmdTask] ADD
3 Databases [WasSuccessful] [bit] NULL
@ 1 Security END
@ Server Objects
- Replication =IIF COL_LENGTH('[dbo].[CmdTask]", 'ExecutionResult') IS NULL
@ PolyBase EIBEGIN
_ = ALTER TABLE [dbo].[CmdTask] ADD
= Always On High Availability [ExecutionResult] [nvarchar] (max) COLLATE SQL_Latinl_General CP1_CI_AS NULL
& Management END
= Integration Services Catalogs
#3 SOL Server Agent (Agent XPs disabl EIIF COL_LENGTH('[dbo].[CmdTask]', 'Retries’) IS NULL
@ [F] XEvent Profiler =IBEGIN
= ALTER TABLE [dbo].[CmdTask] ADD
[Retries] [int] NULL
END
EIIF COL_LENGTH('[dbo].[OvocEvent]', "Source') IS NULL
=IBEGIN

=] ALTER TABLE [dbo].[OvocEvent] ADD
[Source] [nvarchar] (50@) COLLATE SQL_Latinl_General CP1_CI_AS NULL
END
SIIF COL_LENGTH('[dbo].[OvocEvent]', CustomerId') IS NULL
=IBEGIN
= ALTER TABLE [dbo].[OvocEvent] ADD
[CustomerId] [nvarchar] (58@) CO
END
100% -~

¥., Connected. (1/1)

LLATE SQL_Latinl_General CP1_CI_AS N

< > UMP-Tobi\SQLSYSADMIN (15.0... | UMP-Tobi\umpa(

2. Make sure SysAdminTenant database is selected then press Execute.
3. Repeat the above steps for “20.RefreshSpf.sql”

4. In addition, when UMP-SP is deployed with OVOC, set the ‘OvocEnabled’ parameter to true in
the dbo.ApplicationSetting in the SysAdminTenant database.
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E.3

Updates for Backend SQL Server

This section describes the changes required to run when customer databases are deployed on an
external SQL backend server.

®

Important:

m Backend SQL server username and password must be equal to the service account
used for the installation of the UMP server.
m Create the following directory for database backup for Wyupdates:

c:/acs/dbbackup/

Do the following:

1. Enable Firewall rules to allow connection from remote to the DB (TCP 1433, 4022, 135, 1434,
UDP 1434).

2. Enable the SQLBrowser service:

Figure E-5: SQL Browser Service

File Action View Help
e ECE BmEl » o nwp

. Services (Local)

. Services (Local]

SQL Server Browser

Description:
Provides SOL Server connection
information to client computers.

Name

1€, Secondary Logon

1, Secure Socket Tunneling Pr...
(), Security Accounts Manager
-\_‘.‘;3; Sensor Data Service

15 Sensor Monitoring Service
1) Sensor Service

G Server

1), Shared PC Account Manager
1€ Shell Hardware Detection

£ Smart Card

&) Smart Card Device Enumera...
£, Smart Card Removal Policy
1 SNMP Trap

\_‘.‘;3: Software Protection

Gl Special Administration Con...
1 Spot Verifier

£}, 50L Full-text Filter Daemon ...
1£3,50L Server (SQLSYSADMIN)
1£1,501 Server Agent (SOLSYSA...
%4 50L Server Browser

12,501 Server CEIP service (50...
12,501 Server VS5 Writer

-\_‘.‘;3; SSDP Discovery

SOL Server Browser Properties (Local Computer)

General |ogOn Recovery Dependencies

Service name
Displayname:  SQL Server Browser
Description: [Provides SGL Server connection information to

client computers

Path to executable:
"C:\Program Files (¢86)\Microsoft SQL Server\30"Shared'sqlbrowser exe”

Startup type: Automatic e
Service status:  Stopped
Start Stop Pause Resume

You can spechythe start parameters that apply when you start the ssrvice
from here.

Cancel Hoply

\S?; State Repository Service

3. Enable SQL TCP/IP connection.

4. Open the Sql Server Configuration Manager (under Protocols for SQLSYSADMIN) and set

TCP/IP to “Enabled”.

PTOVIdES Te..

RuUAning  WMianual Local 5yste..
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Figure E-6: SQL Server Configuration Manager

Sgl Server Configuration Manager
File Action View Help

== H

‘@ 50L Server Configuration Manager (Local) Protocol Name Status
@ SQL Server Services ) ) || & Shared Memaory Enabled
E_ SGL Server Metwork Configuration (32bit) . .
= ) } i ) ¥ Mamed Pipes Disabled
.. S0L Mative Client 11.0 Configuration (324 S~ TCP/IP Enabled
) nable

v E 50L Server Network Configuration
B~ Protocols for SQLSYSADMIN
.. SCL Mative Client 11.0 Configuration

E.4 Configure SQL Server for Enhanced Capacity

The procedure described in this section should be performed if an external SQL server is used in the
customer deployment for enhanced capacity requirements (TBD) .

@

To configure an external SQL server:

After installing the UMP-LCT, by default , the local SQL server is used when creating new
customers.

1.  After installation of the local SQL server, use SQL Server Management Studio to connect to
the .\SQLSYSADMIN database engine on the 1% server (where the installation commenced,
see) and navigate to the [dbo].[ApplicationSetting] table in the SysAdminTenant database.

2. Modify the SysAdminConnectionString attribute (by right-clicking and selecting “Edit Top 200
Rows”) and set the value to the following:

Server=10.255.223.3\SQLSYSADMIN; initial
catalog=SysAdminTenant;integrated security=true;

Where 10.255.223.3 is example IP address for the SQL backend server used for the
installation of the customer / tenant databases.

Figure E-7: Object Explorer

5 LTC-instal\SQLSYSADMIN.SysAdminTenant - dbo.ApplicationSetting - Microsoft SOL Server Management Studio (Administrator)
Fle Edit View Project QueryDesigner Tools Window Help
Q- -2 By BRERE| X DA -lal| -l RN =R Change Type - | g % | 2] 18 -
\ | > Execute | | | | [l
Db_|ect Explor - 1x ILT(-\nstaH\SQLS‘fSWAppM:a(\oniemng BB s0LQuen2.sql - LT..alhumpadmin (60)) 5QLQuery1 5! - LT...all\umpadmin (61))°
Connect~ ¥ "¥ ¢ 1d Value MachineName
5 @ LTC-install\SQLSVSADMIN (SOL Server 14.0.2027 - LTC-install\umpadmin) CleanupAge 10 NuLL
© ¥ Databases InstallationFolder acs NULL
System Databases InstallScript c\acsinstallationScriptiinstall_tenant.ps1 NULL
& 1 Database Snapshots Licensekey UL Wit
@ SysAdminocshost_1
o @ SyshdminTensnt OvocEnabled false NULL
Database Dizgrams OvocShelnfo ["ipAddress":"10.3.181.73", "name":"New Jersey, USA","id"3,"sbelnfo"{"gatewayUser"." Admin", "gatewayP... NULL
1 Tables PublicServerUrl hitp://ltc-install westeurope.cloudapp.azure.com NULL
System Tables ServerDomain . NULL
gelte;:::fab\ss ServicePassword RImOE3SuppOrt NuLL
Graph Tables ServiceUsemame umpadmin NULL
dbo.ApplicationSetting SourcePackage lacs\SysAdminKit NULL
dbo.CmdTask 3 SysAdminConnectionString [Server=10.255.223.3\501 SYSADMIN:initial catalog=SysAdminTenantinteqrated security=true) NULL
B dbednstallation og TenantDir chacsitenants NuLL
5 dbo.OvocEvent
7 dbo.SbcScriptTemplate UL ot UL
EH dbo.TenantConfiguration
F dbo.TenantConfigurationArchive

In this release, there is no automatic configuration of this attribute. Once the attribute is
populated with a value, this server is used for the installation of the backend tenant
database. Once the SQL backend server reaches its maximum capacity, the value should be

|®
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manually changed to point to the next designated external SQL server in the list for future
tenant installations.

service account used needs to be either a domain account, or both machines must use the

@ Windows integrated security is used to communicate to the remote SQL server, so the
same username and password.

E.5 Run Changes on the External SQL Server
This section describes the changes to run on the external SQL server.

To run changes on external SQL server:

1. Enable Firewall rules to allow connection from remote to the DB (TCP 1433, 4022, 135, 1434,
UDP 1434).

2. Enable the SQLBrowser service:

Figure E-8: SQL Browser Service

File Action View Help
e | @ E e B » o0 w

2, Senvices (Local) | [" 2 Services (Local)
5QL Server Browser Name SOL Server Browser Properties (Local Computer) X
€}, Secondary Logon
Description: €} Secure Socket Tunneling Pr... | Gen®r  LogOn  Recovery Dependencies

Provides SOL Server connection o
information to client computers. 5 Security Accounts Manager

1€ Sensor Data Service

Service name:

), Sensor Monitering Service Displayname: QL Server Brawser
&, Sensor Service Descrpton: [Provides SGL Server connection information to
) Server client computers

Gl Shared PC Account Manager
1) Shell Hardware Detection
) Smart Card

1) Smart Card Device Enumera...|  Statup type: Automatic <
i Smart Card Removal Policy o
3, SNMP Trap

&) Software Protection

1€}, Special Administration Con...

Path to executable:
"C:\Program Files (¢86)\Microsoft SQL Server\30"Shared'sqlbrowser exe”

Service status:  Stopped

-\_‘.‘,}; Spot Verifier Start Stop Pause Besume
CSQL Full-text Filter Dasmon .. " e st parameter ht " ot

\.'.? SQL Server (SQLSYSADMIN) Frg: (;\:rr:espemfy e start parameters apply when you start the service
151, SQL Server Agent (SQLSYSA...

0,50 Server Browser

1£3,50L Server CEIP service (5Q..
£, 50L Server VS5 Writer
15}, SSDP Discovery Cancel Apply

\S,};StateRapuswturySErvica Provides re..  Runrming  Manual Local Syste...

3. Enable SQL TCP/IP connection.

4. Open the Sql Server Configuration Manager (under Protocols for SQLSYSADMIN) and set
TCP/IP to Enabled.

Figure E-9: SQL Server Configuration Manager

Sgl Server Configuration Manager
File Action View Help

= 2= H

‘@ SCL Server Configuration Manager (Local) Protocol Mame Status
B SQL Server Services W Shared Memory  Enabled
E_ S0L Server Network Configuration (32bit] . .
SQL Native Client 11.0 Confi tion (321 W Mamed Pipes Disabled
=3 ative Client 11.0 Cenfiguration S TCR/IP Ensbled

w ﬂ S0L Server Network Configuration
B~ Protocols for SOLSYSADMIN
.. S0L Mative Client 11.0 Configuration
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