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➢ To replace the logo:

1. Save your new logo image file to a folder on the same PC that you are using to access the
device's Web interface.

2. In your browser's URL address field, append the case-sensitive suffix "/AdminPage" to the
device's IP address (e.g., http://10.1.229.17/AdminPage).

3. Log in with your credentials; the Admin page appears.

4. On the left pane, click Image Load to Device; the right pane displays the following:

5. Use the Browse button to select your logo file, and then click Send File; the device uploads
the file.

6. On the left pane, click Back to Main to exit the Admin page.

7. Restart the device with a save-to-flash for your settings to take effect.

Replacing Corporate Logo with Text

You can replace the logo that is displayed on the Web interface's toolbar with text, as shown in
the following example ("My Device"):

➢ To replace Web interface logo with text:

1. Create an ini file that includes the following parameter settings:

UseWebLogo = 1
WebLogoText = <text to replace logo, for example, My Device>

2. Upload the ini file to the device as an incremental ini file, using the Auxiliary Files page (see
Loading Auxiliary Files).

3. Restart the device with a save-to-flash for your settings to take effect.
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Customizing the Product Name

You can customize the device's product name. The name is displayed in various places in the
management interfaces, as shown below using the example of the customized product name
"Product":

■ Web Login screen:

■ Web tab bar:

■ ini file "Board" field:

;Board: Product

■ CLI prompt:

Product(config-system)#

➢ To customize the device's product name:

1. Create an ini file (*.ini) that includes the following parameter settings:

UseProductName = 1
UserProductName = < name >

2. Upload the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Click the Save button on the toolbar to save your settings to flash memory.

Customizing the Browser Favicon

You can replace the default favicon with your own personalized favicon. Depending on the
browser, the favicon is displayed in various areas of your browser, for example, in the URL
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Parameter Description

'HTTPS Port'
https-port

[HTTPSPort]

Defines the device's HTTPS port for secured remote
management access.

The valid range is 1 to 65535 (other restrictions may
apply within this range). The default is 443.

'TLS Context Name'
tls-context-name

[TLSContextName]

Assigns a TLS Context, which is configured in the TLS
Contexts table (see Configuring TLS Certificate
Contexts). A TLS Context provides secured TLS-based
management access.

By default, no value is defined.

Note: The parameter is applicable if you are using
HTTPS for remote management access.

'Require Client Certificate'
require-client-
certificate

[HTTPSRequireClientCertificate]

Enables the requirement of client certificates for
HTTPS connection.

■ [0] Disable = (Default) Client certificates are not
required.

■ [1] Enable = Enables the requirement of client
certificates for HTTPS connection. This enables
two-way authentication whereby both
management client and server are authenticated
using X.509 certificates.

For more information on implementing client
certificates, see TLS for Remote Device Management.

Note: The parameter is applicable if you are using
HTTPS for remote management access.

'HTTPS Only'
https-only-val

[HTTPSonly]

Defines the protocol required for accessing the
device's management interface.

■ [0] HTTP and HTTPS = The management interface
can be accessed over a secured (HTTPS) and an
unsecured (HTTP) connection.

■ [1] HTTPS Only = The management interface can
be accessed only over a secured (HTTPS)
connection.

Configuring Management User Accounts
The Local Users table lets you configure up to 20 management user accounts for the device's
management interfaces (Web interface, CLI, and REST API).
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Parameter Description

Note: The 'Deny Authentication Timer' parameter relates only
to failed Web logins from specific IP addresses (management
stations), which configures the interval (in seconds) that the
user needs to wait before logging into the device from the
same IP address after reaching the maximum number of failed
login attempts.

Configuring Username and Password Complexity
You can configure the device to enforce username or password complexity. When enforced, the
device checks that the configured username or password meets the complexity requirements. If
they don't, the device displays an error message indicating invalid configuration.

Username and password complexity is applicable to the following:

■ Local users (see Configuring Management User Accounts)

■ SNMP Community Strings (see Configuring SNMP Community Strings on page 97)

■ SNMPv3 users (see Configuring SNMPv3 Users on page 106)

The device's implementation of username and password complexity depends on configuration:

■ Username:

● 'Enforce Username Complexity' is Disable: The device enforces the default complexity
requirements: Can contain up to 100 alphanumeric characters (without spaces), and
can contain only the symbols ".", "_", "-", and "@".

● 'Enforce Username Complexity' is Enable: The device enforces complexity depending
on the following configuration:

◆ 'Username Complexity Check By Regex' is configured: The device enforces
username complexity based on the configured regex.

◆ 'Username Complexity Check By Regex' is empty: The device enforces the default
username complexity requirements (see above 'Enforce Username Complexity' is
Disable).

■ Password:

● 'Enforce Password Complexity' is Disable: The device doesn't enforce any password
complexity and you can configure the password to whatever you want.

● 'Enforce Password Complexity' is Enable: The device enforces password complexity
depending on whether or not you've configured complexity using regex:

◆ 'Password Complexity Check By Regex' is configured: The device enforces
password complexity according to the configured regex.
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4. Click Apply, and then save your settings to flash memory.

Table 6-9: Weak Passwords List Table Parameter Descriptions

Parameter Description

'Index'

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Weak Password'
weak-pass

[WeakPassword]

Defines a weak password.

The valid value is a string of up to 39 characters.

User Login Authentication Methods
The device supports the following methods for the authentication (username-password com-
bination) and authorization (privilege level) of users when logging into the device:

■ Locally, using the device's Local Users table (see Configuring Management User Accounts
on page 53)

■ Externally, using any of the following protocols:

● RADIUS-based authentication, using a third-party RADIUS server (see RADIUS-based
User Login Authentication on page 354)

● LDAP-based authentication, using a third-party LDAP server (see LDAP-based Services
on page 359)

● OAuth 2.0 based authentication, using Microsoft Azure Active Directory (see OAuth-
based User Login Authentication and Authorization on page 399)

Configuring a Hostname for Accessing Web Interface
You can configure a hostname (FQDN) for the device's Web interface. This means that you can
access the Web interface using the device's hostname (e.g., http://mysbc.com) instead of its IP
address. You can also enforce (default) access only through the device's hostname, blocking any
access attempts using its IP address.

If you configure a hostname, you also need to define it on a DNS server. When you try to access
the Web interface with the hostname, a query is first sent to the DNS server to resolve the
hostname into the device's IP address.

If you access the device's Web interface using its hostname, the toolbar displays the hostname
(first 16 characters only) instead of the device type.
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2. Click Change Password; the following appears:

3. In the 'Current Password' field, enter your current login password.

4. In the 'New Password' field, enter your new password.

5. In the 'Confirm Password' field, enter your new password again.

6. Click Change; you are logged off the Web session and prompted to log in again with your
new password.

Configuring Secured (HTTPS) Web
By default, the device allows remote management (client) through HTTP and HTTPS. However,
you can enforce secure Web access communication by configuring the device to accept only
HTTPS requests.

By default, servers using TLS provide one-way authentication. The client is certain that the
identity of the server is authentic. However, when an organizational Public Key Infrastructure
(PKI) is used, two-way authentication (TLS mutual authentication) may be desired; both client
and server should be authenticated using X.509 certificates. This is achieved by installing a
client certificate on the management PC and loading the Certification Authority's (CA) root
certificate to the device's Trusted Certificates table (certificate root store). The Trusted Root
Certificate file may contain more than one CA certificate combined, using a text editor.
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■ If the user doesn't have a client certificate from a listed CA or doesn't have a client
certificate, connection is rejected.

NOTE

● The process of installing a client certificate on your PC is beyond the scope of this
document. For more information, refer to your operating system documentation and
consult with your security administrator.

● The root certificate can also be loaded through the device's Auto-Update mechanism, by
using the [HTTPSRootFileName] parameter.

● You can enable the device to check whether a peer's certificate has been revoked by an
OCSP server per TLS Context (see Configuring TLS Certificate Contexts).

Enabling CSRF Protection
The device's embedded Web server provides support for cross-site request forgery (CSRF)
protection. CSRF prevents malicious exploits of a website, whereby unauthorized commands
are transmitted from a user that the website trusts (i.e., authenticated user). Whenever a user
opens (i.e., GET method) one of the device's Web pages, the device automatically generates a
CSRF "token" (unique number). When the user performs actions (i.e., POST method) on that
page (e.g., configures parameters), the token is included to verify that the authenticated user is
the one performing the actions.

To enable CSRF protection, use the ini file parameter [CSRFProtection] or CLI command
configure system > web > csrf-protection.

Configuring Management Access List
The Management Access List table lets you control (allow) access to the device's management
interfaces (Web, REST API, SSH, and Telnet). You can define up to 50 rules, where each rule
defines a management station (client) by IP address (IPv4 or IPv6), and the management
interface that the client can access. You can select a specific management interface or you can
select the All option to allow access to all management interfaces.

By default (i.e., Management Access List table is empty), any client (IP address) can access all
the device's management interfaces. Once you configure access rules for a specific
management interface, the device blocks all undefined clients to that specific management
interface (rejects with an HTTP 403 Forbidden response).
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8 SNMP-Based Management
The device provides an embedded SNMP agent that lets you manage it using AudioCodes One
Voice Operations Center (OVOC) or a third-party SNMP manager. The SNMP agent supports
standard and proprietary Management Information Base (MIBs). All supported MIB files are
supplied to customers as part of the release. The SNMP agent can send unsolicited SNMP trap
events to the SNMP manager.

NOTE

● The device supports SNMPv1, SNMPv2, and SNMPv3.
● SNMPv2 or SNMPv3 is required to query 64-bit counters because SNMPv1 doesn't

support 64-bit counters (per RFC 2233). Therefore, to ensure that your SNMP Get
requests (e.g., especially for performance monitoring parameters) are successful, it's
recommended to use SNMPv2 or SNMPv3.

● For more information on SNMP trap alarms, refer to the SBC-Gateway Series SNMP
Alarm Reference Guide.

● For more information on OVOC, refer to theOVOC User's Manual (click here).

Enabling or Disabling SNMP
By default, management of the device through SNMP is enabled.

➢ To enable or disable SNMP:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. From the 'Disable SNMP' drop-down list (DisableSNMP parameter), select one of the
following:

● Yes to disable SNMP.

● No to enable SNMP.

3. Click Apply.

NOTE

If you want the device to be managed by the One Voice Operations Center (OVOC) tool, you
must enable SNMP.

Configuring SNMP Community Strings
SNMP community strings determine the access privileges (read-only and read-write) of SNMP
clients with the device's SNMP agent. You can configure up to five read-only SNMP community
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Parameter Description

passwords (password complexity),
configure the
[EnforcePasswordComplexity]
parameter to [1].

■ The read-write community strings
must be different to the read-only
community strings.

■ For ini file configuration, x is 0 for
the 'Read-Write 1' parameter.

'Trap Community String'
configure system > snmp trap >
community-string

[SNMPTrapCommunityStringPassword]

Defines the community string for
SNMP traps.

The valid value is a string of up to 30
characters that can include only the
following:

■ Upper- and lower-case letters (a to
z, and A to Z)

■ Numbers (0 to 9)

■ Hyphen (-)

■ Underline (_)

For example, "Trap-comm_string1".

The default is "trapuser".

Note: The parameter cannot be
configured with wide characters.

Configuring SNMP Trap Destinations with IP Addresses
The SNMP Trap Destinations table lets you configure up to five SNMP Trap Managers for
receiving traps sent by the device. Trap Managers are defined by IP address and port (IPv4
and/or IPv6).

You can associate a trap destination with SNMPv2 users and specific SNMPv3 users. Associating
a trap destination with SNMPv3 users sends encrypted and authenticated traps to the SNMPv3
destination. By default, traps are sent unencrypted using SNMPv2.

The following procedure describes how to configure SNMP trap destinations through the Web
interface. You can also configure it through ini file [SNMPManager] or CLI (configure
system > snmp trap-destination).
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2. Configure an IP address (in dotted-decimal notation) for one or more SNMP Trusted
Managers.

3. Select the check boxes corresponding to the configured SNMP Trusted Managers that you
want to enable.

4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Enabling SNMP Traps for Web Activity
You can enable the device to send SNMP traps to notify of management users' activities in the
Web interface. A trap is sent each time an activity is done by a user. To configure the types of
Web activities that you want reported, see Configuring Reporting of Management User
Activities.

➢ To enable traps to SNMP manager for Web activity:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Under theMisc. Settings group, from the 'Activity Trap' drop-down list
(EnableActivityTrap), select Enable.

3. Click Apply.

Configuring SNMPv3 Users
The SNMPv3 Users table lets you configure up to 10 SNMPv3 users for authentication and
privacy.

The following procedure describes how to configure SNMPv3 users through the Web interface.
You can also configure it through ini file [SNMPUsers] or CLI (configure system > snmp
v3-users).

NOTE

● If you delete an SNMPv3 user that is associated with a trap destination (see Configuring
SNMP Trap Destinations with IP Addresses), the trap destination becomes disabled and
the trap user reverts to default (i.e., SNMPv2).

● If you configure an SNMPv3 user(s), the device ignores all SNMP requests (Get and Set
operations) from SNMPv2 users (sends the authenticationFailure trap).

● If you want to use the same SNMPv3 Users table configuration for another device,
before uploading this device's configuration file (.ini) to the other device, youmust edit
the file so that the passwords ('Authentication Key' and 'Privacy Key' parameters) are in
plain text.
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Configuring WebSocket Tunnel with OVOC
When OVOC is deployed in a public cloud environment (e.g., Amazon Web Services), it can
manage devices that are located behind NAT, by implementing WebSocket tunneling (over
HTTP/S). All communication and management traffic (e.g., HTTP-based file download, NTP,
syslog, debug recording, and SNMP) between the device and OVOC flows through this
WebSocket tunnel. In this tunneling application, the device is the WebSocket client and OVOC is
the WebSocket server.

WebSocket tunneling has many advantages over the alternative method for connecting OVOC
to the device when located behind NAT (refer to the document One Voice Operations Center
IOM Manual for more information). WebSocket tunneling easily resolves NAT traversal
problems and requires minimal amount of configuration (e.g., no need for port forwarding and
no need for firewall settings to allow certain traffic).

The WebSocket tunnel connection between the device and OVOC is secure (HTTPS). When the
device initiates a WebSocket tunnel connection, it verifies that the TLS certificate presented by
OVOC is signed by one of the CAs in the trusted root store of its default TLS Context (ID #0). The
device authenticates itself with OVOC using a username and password. These must be the same
credentials as configured on OVOC.

By default, the device establishes theWebSocket connection through its default IPv4 OAMP IP
interface, but if you want you can associate a different IP Interface. The device keeps the
WebSocket tunnel connection open (i.e., persistent), allowing it to send and receive future
management traffic through it. The connection only closes before the device (or OVOC)
restarts.

NOTE

● for Microsoft Azure, Amazon AWS, VMware, or Microsoft Hyper-V cloud platforms To
check if other cloud platforms are supported, refer to the OVOC documentation.

● When the device is configured for WebSocket tunneling with OVOC, the SBC
Configuration Wizard (see SBC Configuration Wizard on page 1419) is not supported
(and not accessible from the Web interface).

● To configure WebSocket tunneling on OVOC, refer to the document One Voice
Operations Center IOMManual.

The following procedure describes how to configure WebSocket tunneling on the device
through the Web interface. You can also configure it through CLI (configure network >
ovoc-tunnel-settings).

➢ To configure WebSocket tunneling with OVOC on the device:

1. Open the SNMP Trap Destinations table (see Configuring SNMP Trap Destinations with IP
Addresses on page 101), and then configure an SNMP trap manager with IP address
169.254.0.1.
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■ The ini file must end with at least one carriage return.

Configuring an ini File
There are different methods that you can use for configuring an ini file before you upload it to
the device.

■ Modifying the device's current ini file: This method is recommended if you mainly need to
change the settings of parameters that you have previously configured.

a. Save the device's current configuration as an ini file on your computer, using the Web
interface (see Saving Configuration).

b. Open the file using a text file editor, and then modify the ini file as required.

c. Save and close the file.

d. Upload the file to the device.

■ Creating a new ini file that includes only updated configuration:

a. Open a text file editor such as Notepad.

b. Add only the required parameters and their settings.

c. Save the file with the ini file extension name (e.g., myconfiguration.ini).

d. Upload the file to the device.

For uploading ini files to the device, see Loading an ini File to the Device.

NOTE

● If you save an ini file from the device and a table row is configured with invalid values,
the ini file displays the row prefixed with an exclamation mark (!), for example:

!CpMediaRealm 1 = "ITSP", "Voice", "", 60210, 2, 6030, 0, "", "";

● To restore the device to default settings through the ini file, see Restoring Factory
Defaults.

Loading an ini File to Device
You can upload an ini file to the device using the following methods:

■ CLI:

● Configuration:

◆ To apply the parameter settings of the file and restore parameters that are not
included in the file to default settings:

# copy ini-file from <URL>

- 121 -



CHAPTER 11 Date and Time Mediant 800 Gateway & E-SBC | User's Manual

11 Date and Time
The device's internal clock (date and time) can be set using one of the following methods:

■ Manually (see Configuring Date and Time Manually on the next page)

■ Automatically synchronized using a third-party, remote Simple Network Time Protocol
(SNTP) server (see Synchronizing Date and Time through SNTP on page 128)

■ Automatically synchronized using the SIP Date header (see Synchronizing Date and Time
through SIP on page 130)

NOTE

For automatic synchronization, NTP takes highest preference, and then SIP Date header.
For example, if you enable NTP, the device ignores the SIP Date header settings. If you do
enable multiple synchronization methods, the device sends the SNMP alarm
acClockConfigurationAlarm to notify you of this configuration scenario.

Viewing Date and Time
You can view the date and time of the device and the method that it uses to obtain or
synchronize its date and time.

➢ To view date and time:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. Under the Time group, the following read-only fields are displayed:

● 'Local Time': Displays the date and time of the geographical location in which the
device is deployed.

● 'UTC Time': Displays the UTC time (without offset time or daylight saving), or date and
time automatically synchronized through NTP or SIP Date header.

● 'Time Synchronization Source': Indicates the method used by the device to obtain and
synchronize its date and time:

◆ "Manual": Date and time is configured manually (see Configuring Date and Time
Manually on the next page).
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◆ "NTP": Date and time is automatically obtained and synchronized from an Simple
Network Time Protocol (SNTP) server (see Synchronizing Date and Time through
SNTP on the next page).

◆ "Date Header": Date and time is automatically obtained and synchronized from the
SIP Date header (see Synchronizing Date and Time through SIP on page 130).

Configuring Date and Time Manually
You can manually configure the date and time of the device instead of using an NTP server (as
described in Configuring Automatic Date and Time using SNTP).

➢ To manually configure date and time through Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. Under the Set Time group, click Set Local Time; the following calendar and time dialog box
appears:
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3. If you want the current date and time, click Today; otherwise, select a specific date and
time (HH:MM:SS).

4. Click OK; the dialog box closes.

5. Click Apply; the date and time is displayed in the 'Local Time' read-only field under the
Time group.

NOTE

If you do a hardware restart, the date and time are returned to default values and therefore,
you should update the date and time.

Synchronizing Date and Time through SNTP
The device's Simple Network Time Protocol (SNTP) client functionality generates requests and
reacts to the resulting responses using the NTP Version 3 protocol definitions (according to RFC
1305). Through these requests and responses, the device (acting as an NTP client), synchronizes

- 128 -



CHAPTER 11 Date and Time Mediant 800 Gateway & E-SBC | User's Manual

5. In the 'NTP Updated Interval' [NTPUpdateInterval] field, configure the periodic time to
synchronize the date and time with the NTP server.

6. Configure NTP message authentication:

● In the 'NTP Authentication Key Identifier' field, configure the NTP authentication key
identifier.

● In the 'NTP Authentication Secret Key' field, configure the secret authentication key
shared between the device and the NTP server.

7. Click Apply.

8. Verify that the device has received the correct date and time from the NTP server. The date
and time is displayed in the 'UTC Time' read-only field under the Time group (see Viewing
Date and Time on page 126).

NOTE

● The IP address version (IPv4 or IPv6) of the assigned IP Interface and the NTP server's
address must be the same.

● If the device doesn't receive a response from the NTP server, it polls the NTP server for
10 minutes. If there is still no response after this duration, the device declares the NTP
server as unavailable and sends the SNMP alarm acNTPServerStatusAlarm. The failed
response could be due to incorrect configuration.

● Synchronization by NTP takes highest preference, then by SIP Date header, and only
then by PTP. For example, if you enable NTP, the device ignores the SIP Date header
and PTP settings. If you do enable multiple synchronization methods, the device sends
the SNMP alarm acClockConfigurationAlarm to notify you of this configuration scenario.

Synchronizing Date and Time through SIP
You can configure the device to synchronize its internal clock (date and time) with a remote SIP
endpoint (according to RFC 3261). When enabled, the device obtains the date and time from
the Date header in the incoming 200 OK message received in response to a REGISTER request
sent by the device. This can be any REGISTER request sent for normal SIP traffic handling (i.e.,
it's not a specific REGISTER message that is sent to a specific SIP server or endpoint). An
example of a SIP Date header with date and time is shown below:

Date: Sat, 12 Mar 2020 23:29:00 GMT

➢ To configure clock synchronization through SIP:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Date Header Time Sync group:
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2. In the 'Synchronize Time from SIP Date Header' [DateHeaderTimeSync] field, select Enable
to enable the feature.

3. In the 'Time Synchronization Interval' [DateHeaderTimeSyncInterval] field, enter the
minimum time (in seconds) between synchronization updates. For example, if configured to
8640 (24 hours) and the device receives within this 24-hour interval a SIP response to a
REGISTER with the Date header, it ignores the date. Only if it receives such a header after
this interval does it update its clock according to the header, and then does the next
update 24 hours later.

4. Click Apply. When the device receives a SIP response with the Date header, it updates its
clock and the date and time is displayed in the 'UTC Time' read-only field under the Time
group (see Viewing Date and Time on page 126).

NOTE

● The device only uses the date and time in the SIP Date header if its value is year 2016 or
later.

● If you have enabled clock synchronization using an NTP server (see Synchronizing Date
and Time through SNTP on page 128) and using the SIP Date header, synchronization
using the NTP server takes precedence (i.e., device ignores received Date headers).
When both are enabled, the device sends the SNMP alarm acClockConfigurationAlarm.

● Once a week, the device stores the clock's date and time in its flash memory. If the
device is restarted, its clock is set to this stored date and time, and updated once it
receives a Date header in a SIP response to a sent REGISTERmessage.

● Synchronization by NTP takes highest preference, and then by SIP Date header. For
example, if you enable NTP, the device ignores the SIP Date header settings. If you do
enable multiple synchronization methods, the device sends the SNMP alarm
acClockConfigurationAlarm to notify you of this configuration scenario.

Configuring UTC Offset or Time Zone
You can configure the time zone in which the device is deployed. This is referred to as the
Coordinated Universal Time (UTC) time offset and defines how many hours the device is from
Greenwich Mean Time (GMT). For example, Germany Berlin is one hour ahead of GMT
(UTC/GMT +1 hour) and therefore, you would configure the offset to "1". USA New York is five
hours behind GMT (UTC/GMT offset -5 hours) and therefore, you would configure the offset as
a minus value "-5".

➢ To configure UTC time zone:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Time Zone group:
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2. In the 'UTC Offset' fields (NTPServerUTCOffset), configure the time offset in relation to the
UTC. For example, if your region is GMT +1 (an hour ahead), enter "1" in the 'Hours' field.

3. Click Apply; the updated time is displayed in the 'UTC Time' read-only field under the Time
group (see Viewing Date and Time on page 126).

Configuring Daylight Saving Time
You can apply daylight saving time (DST) to the date and time of the device. DST defines a date
range in the year (summer) where the time is brought forward so that people can experience
more daylight. DST applies an offset of up to 60 minutes (default) to the local time. For
example, Germany Berlin has DST from 30 March to 26 October, where the time is brought
forward by an hour (e.g., 02:00 to 03:00 on 30 March). Therefore, you would configure the DST
offset to 60 minutes (one hour).

➢ To configure DST through the Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Time Zone group:

2. From the 'Day Light Saving Time' (DayLightSavingTimeEnable) drop-down list, select Enable.

3. From the 'DST Mode' drop-down list, select the range type for configuring the start and end
dates for DST:

● Day of year: The range is configured by exact date (day number of month), for
example, from March 30 to October 30. If 'DST Mode' is set to Day of year, in the 'Start
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Parameter Description

or REDUN_2RX_2TX, the field displays
"Both". If there are no port members in the Ethernet Group,
the field displays "None".

Configuring Underlying Ethernet Devices
The Ethernet Devices table lets you configure up to 14 Ethernet Devices. An Ethernet Device
represents a Layer-2 bridging device and is assigned a VLAN ID and an Ethernet Group (Ethernet
port group). Multiple Ethernet Devices can be associated with the same Ethernet Group. The
Ethernet Device (VLAN) can be configured with a VLAN tagging policy, which determines
whether the Ethernet Device accepts tagged or untagged packets received on the Ethernet port
associated with the Ethernet Device.

Once configured, assign the Ethernet Device to an IP network interface in the IP Interfaces table
('Underlying Device' field) and/or with a static route in the Static Routes table ('Ethernet Output
Device' field). You can assign the same Ethernet Device to multiple IP network interfaces and
thereby, implement multi-homing (multiple addresses on the same interface/VLAN).

By default, the device provides a pre-configured Ethernet Device at Index 0 with the following
settings:

■ Name: "vlan 1"

■ VLAN ID: 1

■ Ethernet Group: GROUP 1

■ Tagging Policy: Untagged

■ MTU: 1500

The pre-configured Ethernet Device is associated with the default IP network interface (ie.,
OAMP) in the IP Interfaces table. The Untagged policy of the pre-configured Ethernet Device
enables you to connect to the device using the default OAMP interface.

You can view configured Ethernet Devices that have been successfully applied to the device
(saved to flash) in the Ethernet Device Status table. This page is accessed by clicking the
Ethernet Device Status Table button located at the bottom of the Ethernet Devices table. The
Ethernet Device Status table can also be accessed from the Navigation tree (see Viewing
Ethernet Device Status).

NOTE

You cannot delete an Ethernet Device that is associated with an IP network interface (in the
IP Interfaces table). You can only delete it after you've disassociated it from the IP network
interface.
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Parameter Description

Device (untagged VLAN). For example, if the untagged VLAN
is configured with MTU of 100 bytes, you can configure a
tagged VLAN with an MTU value of either 100 bytes or less.

■ If your first Ethernet Device is configured with a tagged
VLAN and you later configure an additional Ethernet Device
with an untagged VLAN that is associated with the same
Ethernet Group, the MTU of the untagged VLAN must be
equal to or greater than the highest MTU value configured
out of all the Ethernet Devices (VLANs) associated with the
Ethernet Group. For example, if VLAN 1 is configured with
the highest MTU (100 bytes) out of all your VLANs, you can
configure an untagged VLAN with an MTU value of either
100 bytes or greater.

Configuring IP Network Interfaces
The IP Interfaces table lets you configure up to 16 IP Interfaces.

An IP Interface is a local network interface (IPv4 and IPv6) that is used by the device to
communicate with external network entities as well as internal embedded servers. External
network entities includes, for example, SIP proxy and registrar servers, SIP trunks, RADIUS
servers, LDAP servers, OVOC server, and Web (HTTP) based servers. Internal embedded servers
includes, for example, the device's management interfaces (Web interface, CLI, REST, and
SNMP) and NGINX server.

The device is shipped with a default IP Interface (Index #0 and named "O+M+C") that has an
IPv4 address (see Default IP Address). This default IP Interface can be used for all types of traffic
(Application Types) - Operations, Administration, Maintenance and Provisioning (OAMP), Media
(RTP or voice) and Control (SIP signaling).

WARNING

The default IPv4 OAMP IP Interface is used by default by many of the device's features.
For example, access to the device's management interfaces (Web, REST, CLI over Telnet,
CLI over SSH, and SNMP) uses this default IP Interface. This default IP Interface is also
used by features if you don't specify an IP Interface (e.g., syslog). For some features (e.g.,
WebSocket tunneling and OVOC-managed licensing such as Floating License), you can't
specify the IP Interface, and they use this default IP Interface. In addition, the device uses
this default IP Interface for DNS if the IP Interface that you have associated with a feature is
not configured with a DNS server (see the 'Primary DNS' parameter in this section for more
information).
Therefore, it's recommended NOT to delete this default IPv4 OAMP interface. However, if
you do need to delete it (for example, to deploy an all-IPv6 network environment), then make
sure that you have assigned valid IP Interfaces to all the features that you are using.

You can configure IP Interfaces for specific traffic (Application Type):
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this problem, a static route is configured to specify the correct gateway (10.15.7.22) in order to
reach the softswitch.

Note the following configuration:

■ The static route is configured with a subnet mask of 24 (255.255.255.0), enabling the
device to use the static route to send all packets destined for 10.1.1.x to this gateway and
therefore, to the network in which the softswitch resides.

■ The static route in the Static Routes table must be associated with the IP network interface
in the IP Interfaces table. This is done by configuring the 'Ethernet Output Device' field in
the Static Routes table to the same value as configured in the 'Ethernet Device' field in the
IP Interfaces table.

■ The static route's Gateway address in the Static Routes table is in the same subnet as the IP
address of the IP network interface in the IP Interfaces table.

Troubleshooting the Static Routes Table

When adding a new static route to the Static Routes table, the added rule passes a validation
test. If errors are found, the static route is rejected and not added to the table. Failed static
route validations may result in limited connectivity (or no connectivity) to the destinations
specified in the incorrect static route. For any error found in the Static Routes table or failure to
configure a static route, the device sends a notification message to the syslog server reporting
the problem.
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Common static routing configuration errors may include the following:

■ The IP address specified in the 'Gateway' field is unreachable from the IP network interface
associated with the static route.

■ The same destination has been configured in two different static routing rules.

■ More than 30 static routes have been configured.

NOTE

If a static route is required to access OAMP applications (for remote management, for
example) and the route is not configured correctly, the route is not added and the device is
not accessible remotely. To restore connectivity, the device must be accessed locally from
the OAMP subnet and the required routes be configured.

Network Address Translation Support
Network Address Translation (NAT) is a mechanism that maps internal IP addresses (and ports)
used within a private network to global IP addresses and vice versa, providing transparent
routing to end hosts. The primary advantages of NAT include (1) reduction in the number of
global IP addresses required in a private network (global IP addresses are only used to connect
to the Internet) and (2) better network security by hiding the internal architecture.

The design of SIP creates a problem for VoIP traffic to pass through NAT. SIP uses IP addresses
and port numbers in its message body. However, the NAT server is unable to modify the SIP
messages and thus, can’t change local addresses to global addresses.

This section discusses the device's solutions for overcoming NAT traversal issues.

Device Located behind NAT

Two different streams of traffic traverse through NAT - signaling and media. A device located
behind NAT that initiates a signaling path has problems receiving incoming signaling responses,
as they are blocked by the NAT server. Therefore, the initiating device must inform the
receiving device where to send the media. To resolve this NAT problem, the device provides the
following solutions (listed in priority of the method used):

■ (Gateway Application Only) If configured, uses the single Static NAT IP address for all
interfaces - see Configuring a Static NAT IP Address for All Interfaces on the next page

■ NAT Translation table, which configures NAT per IP network interface - see Configuring NAT
Translation per IP Interface.

If NAT is not configured, the device sends the packet according to its IP address configured in
the IP Interfaces table.

The figure below illustrates the NAT problem faced by SIP networks when the device is located
behind a NAT:
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Configuring a Static NAT IP Address for All Interfaces

You can configure a global (public) IP address of the router to enable static NAT between the
device and the Internet for all network interfaces. The device replaces the source IP address for
media of all outgoing SIP messages sent on any of its network interfaces to this public IP
address.

The following procedure describes how to configure a static NAT address through the Web
interface. You can also configure it through ini file [StaticNATIP] or CLI (configure voip >
sip-definition settings > nat-ip-addr).

➢ To configure a single static NAT IP address:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings).

2. In the 'NAT IP Address' field, enter the NAT IP address in dotted-decimal notation.

Figure 13-2: Configuring Static NAT IP Address

3. Click Apply.

NOTE

The feature is applicable only to the Gateway application.

Configuring NAT Translation per IP Interface

The NAT Translation table lets you configure up to 32 network address translation (NAT) rules
for translating source IP addresses into NAT IP addresses (global - public) when the device is
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located behind NAT.

The device's NAT traversal mechanism replaces the source IP address of SIP messages sent
from a specific IP Interface (Control or Media) in the IP Interfaces table to a public IP address.
This allows, for example, the separation of VoIP traffic between different ITSPs and topology
hiding of internal IP addresses from the “public” network. Each IP Interface (configured in the IP
Interfaces table) can be associated with a NAT rule, translating the source IP address and port
of the outgoing packet into the NAT address (IP address and port range).

The following procedure describes how to configure NAT translation rules through the Web
interface. You can also configure it through ini file [NATTranslation] or CLI (configure
network > nat-translation).

➢ To configure NAT translation rules:

1. Open the NAT Translation table (Setup menu > IP Network tab > Core Entities folder > NAT
Translation).

2. Click New; the following dialog box appears:

3. Configure a NAT translation rule according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 13-7: NAT Translation Table Parameter Descriptions

Parameter Description

Source

'Index'
index

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

'Source Interface'
src-interface-name

[SrcIPInterfaceName]

Assigns an IP Interface (configured in the IP Interfaces
table) to the rule. Outgoing packets sent from the
specified network interface are NAT'ed.

By default, no value is defined.

To configure IP Interfaces, see Configuring IP Network
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Parameter Description

Interfaces.

'Source Start Port'
src-start-port

[SourceStartPort]

Defines the optional starting port range (0-65535) of
the IP interface, used as matching criteria for the NAT
rule. If not configured, the match is done on the entire
port range. Only IP addresses and ports of matched
source ports will be replaced.

'Source End Port'
src-end-port

[SourceEndPort]

Defines the optional ending port range (0-65535) of the
IP interface, used as matching criteria for the NAT rule.
If not configured, the match is done on the entire port
range. Only IP addresses and ports of matched source
ports will be replaced.

Target

'Target IP Address'
target-ip-address

[TargetIPAddress]

Defines the global (public) IP address. The device adds
the address in the outgoing packet to the SIP Via
header, Contact header, 'o=' SDP field, and 'c=' SDP
field.

'Target Start Port'
target-start-port

[TargetStartPort]

Defines the optional starting port range (0-65535) of
the global address. If not configured, the ports are not
replaced. Matching source ports are replaced with the
target ports. This address is set in the SIP Via and
Contact headers and in the 'o=' and 'c=' SDP fields.

'Target End Port'
target-end-port

[TargetEndPort]

Defines the optional ending port range (0-65535) of the
global address. If not configured, the ports are not
replaced. Matching source ports are replaced with the
target ports. This address is set in the SIP Via and
Contact headers and in the 'o=' and 'c=' SDP fields.

Remote UA behind NAT

This section describes configuration for scenarios where the device sends signaling and media
packets to a remote UA that is located behind NAT.

SIP Signaling Messages

By default, the device resolves NAT issues for SIP signaling, using its NAT Detection mechanism.
The NAT Detection mechanism checks whether the endpoint is located behind NAT by
comparing the source IP address of the incoming UDP/TCP packet (in which the SIP message is
received) with the IP address in the SIP Contact header. If the packet's source IP address is a
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public address and the Contact header's IP address is a local address, the device considers the
endpoint as located behind NAT. In this case, the device sends the SIP messages to the
endpoint using the packet's source IP address. Otherwise (or if you have disabled the NAT
Detection mechanism), the device sends the SIP messages according to the SIP standard (RFC
3261), where requests within the SIP dialog are sent using the IP address in the Contact header
and responses to INVITEs are sent using the IP address in the Via header.

If necessary, you can also configure the device to always consider incoming SIP INVITE
messages as sent from endpoints that are located behind NAT. When this is enabled, the device
sends responses to the INVITE (to the endpoint) using the source IP address of the packet
(INVITE) initially received from the endpoint. This is useful in scenarios where the endpoint is
located behind a NAT firewall and the device (for whatever reason) is unable to identify NAT
using its regular NAT Detection mechanism. This feature is enabled per specific calls using the
'Always Use Source Address' parameter in the IP Groups table (see Configuring IP Groups). If
this feature is disabled, the device's NAT detection is according to the settings of the global
parameter, 'SIP NAT Detection' parameter (see below procedure).

➢ To enable the NAT Detection feature (global):

1. Open the Transport Settings page (Setup menu > Signaling & Media tab > SIP Definitions
folder > Transport Settings).

2. From the 'SIP NAT Detection' drop-down list (SIPNatDetection), select Enable:

3. Click Apply.

Media (RTP/RTCP/T.38)

When a remote UA initiates a call and is not located behind a NAT server, the device sends the
media (RTP, RTCP, and T.38) packets to the remote UA using the IP address:port (UDP)
indicated in the SDP body of the SIP message received from the UA. However, if the UA is
located behind NAT, the device sends the RTP with the IP address of the UA (i.e., private IP
address) as the destination instead of that of the NAT server. Thus, the RTP will not reach the
UA. To resolve this NAT traversal problem, the device offers the following features:

■ First Incoming Packet Mechanism - see First Incoming Packet Mechanism

■ RTP No-Op packets according to the avt-rtp-noop draft - see No-Op Packets

The figure below illustrates a typical network architecture where the remote UA is located
behind NAT:
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First Incoming Packet Mechanism

In scenarios where the remote user agent (UA) resides behind a NAT server, it’s possible that
the device, if not configured for NAT traversal, will send the media (RTP, RTCP and T.38)
streams to an invalid IP address and UDP port. In other words, it will send the media to the
private IP address:port of the UA and not the public address (of the NAT server) and therefore,
the media will not reach the UA. When the UA is located behind NAT, although the UA sends its
private IP address:port in the original SIP message (INVITE), the device receives the media
packets with a source address of a public IP address:port (i.e., allocated by the NAT server).
Therefore, to ensure that the media reaches the UA, the device must send it to the public
address.

The device identifies whether the UA is located behind NAT by comparing the source IP address
of the first received media packet with the IP address and UDP port of the first received SIP
message (INVITE) when the SIP session was started. This is done for each media type--RTP,
RTCP and T.38--and therefore, they can have different destination IP addresses and UDP ports
than one another.

The device supports various NAT traversal methods, which you can configure using the 'NAT
Traversal' (NATMode) parameter. For more information on the different options provided by
this parameter, see NAT and STUN Parameters on page 1762.

➢ To enable NAT resolution using the First Incoming Packet mechanism:

1. Open the Media Settings page (Setup menu > Signaling & Media tab >Media folder >
Media Settings).

2. From the 'NAT Traversal' drop-down list (NATMode), select the required NAT option.

3. Click Apply.

No-Op Packets

The device can send No-Op packets to verify Real-Time Transport Protocol (RTP) and T.38
connectivity, and to keep NAT bindings and Firewall pinholes open.

The device can send No-Op packets in RTP and T.38 formats:
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■ RTP No-Op: The RTP No-Op support complies with IETF Internet-Draft draft-wing-avt-rtp-
noop-03 ("A No-Op Payload Format for RTP"). The IETF document defines a No-Op payload
format for RTP. The draft defines the RTP payload type as dynamic. You can configure the
payload type as described in the following procedure (default is 120).

■ T.38 No-Op: T.38 No-Op packets are sent only while a T.38 session is activated. Sent
packets are a duplication of the previously sent frame (including duplication of the
sequence number).

➢ To configure No-Op packet feature:

1. Enable the feature, using the [NoOpEnable] parameter. You can also enable this feature per
IP Profile (for SBC calls only), using the 'Generate No-Op Packets' parameter (see
Configuring IP Profiles on page 662).

2. Configure the interval between each No-Op packet sent by the device during the silence
period (i.e., no RTP or T.38 traffic), using the [NoOpInterval] parameter.

3. For RTP No-Op packets, configure the payload type of the No-Op packets, using the
[RTPNoOpPayloadType] parameter.

NOTE

● The device always accepts incoming No-Op packets.
● Use the device’s No-Op Packet feature when it communicates with another AudioCodes

device. You must configure the [RTPNoOpPayloadType] parameter to the same value
on both devices to ensure proper No-Op packet handling.
If the device uses the No-Op feature with a non-AudioCodes endpoint, the endpoint may
not recognize No-Op packets because no SDP negotiation occurs. As a result, the
endpoint may discard these packets.

Fax Transmission behind NAT

The device supports transmission from fax machines (connected to the device) located inside
(behind) NAT. Generally, the firewall blocks T.38 (and other) packets received from the WAN,
unless the device behind the NAT sends at least one IP packet from the LAN to the WAN
through the firewall. If the firewall blocks T.38 packets sent from the termination IP fax, the fax
fails. To overcome this problem, the device sends No-Op (“no-signal”) packets to open a pinhole
in the NAT for the answering fax machine. The originating fax doesn't wait for an answer, but
immediately starts sending T.38 packets to the terminating fax machine upon receipt of a re-
INVITE with T.38 only in the SDP, or T.38 and audio media in the SDP. This feature is configured
using the [T38FaxSessionImmediateStart] parameter. The No-Op packet feature is enabled
using the [NoOpEnable] and [NoOpInterval] parameters.

Implementing ICE for Media Sessions

The device supports Interactive Connectivity Establishment (ICE) for SBC calls. ICE is a
methodology for NAT traversal, enabling VoIP interoperability across networks to work better
across NATs and firewalls. It employs Session Traversal Utilities for NAT (STUN) and Traversal
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Using Relays around NAT (TURN) protocols to provide a peer with a public IP address and port
that can be used to connect to a remote peer. Therefore, for some applications such as when
the device operates in Microsoft Teams Direct Routing (media bypass) environments, ICE is
required.

NOTE

ICE is applicable only to the SBC application.

For clients behind NATs and/or firewalls to send media (RTP) between one another, they need
to discover each others IP address and port as seen by the "outside" world. If both peers are in
different private networks behind a NAT, the peers must coordinate to determine the best
communication path between them.

ICE first tries to make a connection using the client's private local address. If that fails (which it
will for clients behind NAT), ICE obtains an external (public) address using a STUN server. If that
fails, traffic is routed through a TURN relay server (which has a public address).

These addresses:ports (local, STUN, TURN and any other network address) of the client are
termed "candidates". Each client sends its' candidates to the other in the SDP body of the SIP
message (e.g., INVITE). Peers then perform connectivity checks per candidate of the other peer,
using STUN binding requests sent on the RTP and RTCP ports. ICE tries each candidate and
selects the one that works (i.e., media can flow between the clients).

The following figure provides a simple illustration of ICE:

The device supports ICE-Lite and ICE-Full (or ICE Full):

■ ICE-Lite:When configured for ICE-Lite, the device doesn't initiate the ICE process. Instead,
it supports remote endpoints that initiate ICE to discover their workable public IP address
with the device. Therefore, the device supports the receipt of STUN binding requests for
connectivity checks of ICE candidates and responds with STUN responses. Note that in the
response to the INVITE message received from the remote endpoint, the device sends only
a single candidate for its' IP address. This is the IP address of the device that the client uses.
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The following figure shows an example of using ICE-Lite when the device communicates
with a WebRTC client:

■ ICE-Full:When configured for ICE-Full, the device can play the role as ICE controlled or ICE
controlling. The device initiates STUN negotiation for all candidate pairs. The device sends
the candidates with its local IP address, and a public IP address if configured in the NAT
Translation table (see Configuring NAT Translation per IP Interface on page 169). The device
sends keep-alive messages to keep NAT bindings open for media sessions using ICE-Full.

The following figure shows an example of using ICE-Full, whereby the SBC device sends two
candidates, one with its local IP address and one with its public IP address, according to its
NAT Translation table.

To support ICE, the device's leg interfacing with the ICE-enabled client (SIP entity) must be
enabled for ICE. This is done by using the IP Profile parameter 'ICE Mode' (see Configuring IP
Profiles), which can be configured to Lite or Full.
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NOTE

As the ICE technique has been defined by the WebRTC standard as mandatory for
communication with the WebRTC client, ICE support by the device is important for
deployments implementing WebRTC. For more information on WebRTC, see WebRTC.
Once a WebRTC session (WebSocket) is established for SIP signaling between the device
and the WebRTC client, the client's IP address needs to be discovered by the SBC device
using the ICE technique.

Robust Receipt of Media Streams by Media Latching
The device's Robust Media feature (or media latching) filters out unwanted media (RTP, RTCP,
SRTP, SRTCP, and T.38) streams that are sent to the same port number of the device. Media
ports may receive additional multiple unwanted media streams (from multiple sources of
traffic) as result of traces of previous calls, call control errors, or deliberate malicious attacks
(e.g., Denial of Service). When the device receives more than one media stream on the same
port, the Robust Media mechanism detects the valid media stream and ignores the rest. Thus,
this can prevent an established call been stolen by a malicious attacker on the media stream.

For the involved voice channel, the device latches on to the first stream of the first received
packet. All packets (of any media type) received from the same IP address and SSRC are
accepted (for T.38 packets, the device considers only the IP address). If the channel receives
subsequent packets from a non-latched source, the device can either ignore this new stream
and remain latched to the first original stream (IP address:port) or it can latch on to this new
stream. The media latch mode is configured using the InboundMediaLatchMode parameter. If
this mode is configured to latch on to new streams, you also need to configure the following:

■ Minimum number of continuous media packets that need to be received from a different
source(s) before the channel can latch onto this new incoming stream.

■ Period (msec) during which if no packets are received from the current stream, the channel
latches onto the next packet received from any other stream.

Depending on media latch mode, if the device has latched on to a new stream and a packet
from the original (first latched onto) IP address:port is received at any time, the device latches
on to this original stream.

Latching on to a new T.38 stream is reported in CDR using the CDR fields, LatchedT38Ip (new IP
address) and LatchedT38Port (new port). In addition, the SIP PUBLISH message updates the
latched RTP SSRC, for example:

RemoteAddr: IP=10.33.2.55 Port=4000 SSRC=0x66d510ec

➢ To configure media latching:

1. Open the Media Settings page (Setupmenu > Signaling & Media tab >Media folder >
Media Settings), and then from the 'Inbound Media Latch Mode' drop-down list
(InboundMediaLatchMode), configure the media latch mode:
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2. If you configure Step 1 to Dynamic or Dynamic-Strict:

● Configure the minimum number of continuous media (RTP, RTCP, SRTP, and SRTCP)
packets that need to be received by the channel before it can latch onto this new
incoming stream:

◆ 'New RTP Stream Packets'

◆ 'New RTCP Stream Packets'

◆ 'New SRTP Stream Packets'

◆ 'New SRTCP Stream Packets'

● Configure a period (msec) after which if no packets are received from the current
media session, the channel can re-latch onto another stream:

◆ 'Timeout To Relatch RTP'

◆ 'Timeout To Relatch SRTP'

◆ 'Timeout To Relatch Silence'

◆ 'Timeout To Relatch RTCP'

◆ 'Fax Relay Rx/Tx Timeout'

3. Click Apply, and then save your settings to flash memory.

Configuring Static ARP Table
The Static ARP table lets you configure up to 30 static Address Resolution Protocol (ARP) entries
for mapping IP addresses to Media Access Control (MAC) addresses. Instead of dynamically
mapping the Layer-3 address to a Layer-2 address, the device uses this table for mapping
between these addresses.
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NOTE

● This table is for both IPv4 and IPv6 adresses. Neighbor Discovery Protocol (NDP) is the
IPv6 equivalent of ARP.

● To view the device's cached and static ARP entries, use the CLI command show
network arp. The command's output displays static ARP mappings as "permanent"
and dynamic ARP mappings as "reachable".

The following procedure describes how to configure the ARP table through the Web interface.
You can also configure it through ini file [StaticArp] or CLI (configure network >
static-arp-table).

➢ To configure static ARP table:

1. Open the Static ARP table (Setup menu > IP Network tab > Core Entities folder > Static
ARP).

2. Click New; the following dialog box appears:

3. Configure a static ARP entry according to the parameters described in the table below.

4. Click Apply.

Table 13-8: Static ARP Table Parameter Descriptions

Parameter Description

'Index' Defines an index number for the table row.

Note: Each row must be configured with a unique index.

'Destination Address'
dest-addr

[DestAddress]

Defines the IP address of the destination host or network.

By default, no value is defined.

Note:

■ The parameter is mandatory.

■ The IP address must be in the same subnet as the specified
'Ethernet Device' (below).

'MAC Address'
mac-addr

Defines the MAC address that is mapped to the IP address
specified in the 'Destination Address' parameter.
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Parameter Description

[MacAddr] The valid value is in hexadecimal bytes in the format
nn:nn:nn:nn:nn:nn (e.g., 00:90:8f:12:13:df). By default, no
value is defined.

Note: The parameter is mandatory.

'Ethernet Device'
eth-dev

[EthDev]

Assigns an Ethernet Device from the Ethernet Devices table
(see Configuring Underlying Ethernet Devices on page 146),
which is a VLAN associated with a specific IP interface in the IP
Interfaces table. The ARP mapping rule is for packets that the
device sends through this Ethernet Device to the specified
destination address.

Configuring Quality of Service
This section describes how to configure Layer-2 and Layer-3 Quality of Service (QoS).

Configuring Class-of-Service QoS

The QoS Settings page lets you configure Layer-3 Class-of-Service Quality of Service (QoS). This
configures Differentiated Services (DiffServ) values for each CoS. DiffServ is an architecture
providing different types or levels of service for IP traffic. DiffServ (according to RFC 2474),
prioritizes certain traffic types based on priority, accomplishing a higher- level QoS at the
expense of other traffic types. By prioritizing packets, DiffServ routers can minimize
transmission delays for time-sensitive packets such as VoIP packets.

You can assign DiffServ to the following class of services (CoS):

■ Media Premium: RTP packets sent to the LAN

■ Control Premium: Control protocol (SIP) packets sent to the LAN

■ Gold: HTTP streaming packets sent to the LAN

■ Bronze: OAMP packets sent to the LAN

The mapping of an application to its CoS and traffic type is shown in the table below:

Table 13-9: Traffic/Network Types and Priority

Application Traffic / Network Types
Class-of-Service

(Priority)

Debugging interface Management Bronze

Telnet Management Bronze

Web server (HTTP) Management Bronze
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Application Traffic / Network Types
Class-of-Service

(Priority)

SNMP GET/SET Management Bronze

Web server (HTTPS) Management Bronze

RTP traffic Media Media Premium

RTCP traffic Media Media Premium

T.38 traffic Media Media Premium

SIP Control Control Premium

SIP over TLS (SIPS) Control Control Premium

Syslog Management Bronze

SNMP Traps Management Bronze

DNS client Varies according to DNS settings:

■ OAMP

■ Control

Depends on traffic
type:

■ Control: Control
Premium

■ Management:
Bronze

NTP Varies according to the interface type
associated with NTP (see Assigning
NTP Services to Application Types):

■ OAMP

■ Control

Depends on traffic
type:

■ Control: Control
Premium

■ Management:
Bronze

➢ To configure DiffServ (Layer-3 QoS) values per CoS:

1. Open the QoS Settings page (Setup menu > IP Network tab > Quality folder > QoS
Settings).

2. Click New; the following dialog box appears:
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3. Configure DiffServ values per CoS according to the parameters described in the table
below.

4. Click Apply, and then save your settings to flash memory.

Table 13-10:QoS Settings Parameter Descriptions

Parameter Description

'Media Premium QoS'
media-qos

[PremiumServiceClassMediaDiffServ]

Defines the DiffServ value for Premium Media
CoS content.

The valid range is 0 to 63. The default is 46.

Note: You can also configure the parameter
per IP Profile ('RTP IP DiffServ' parameter) or
Tel Profile ('RTP IP DiffServ' parameter).

'Control Premium QoS'
control-qos

[PremiumServiceClassControlDiffServ]

Defines the DiffServ value for Premium Control
CoS content (Call Control applications).

The valid range is 0 to 63. The default is 24.

Note: You can also configure the parameter
per IP Profile ('Signaling DiffServ' parameter) or
Tel Profile ('Signaling DiffServ' parameter).

'Gold QoS'
gold-qos

[GoldServiceClassDiffServ]

Defines the DiffServ value for Gold CoS content
(streaming applications).

The valid range is 0 to 63. The default is 26.

'Bronze QoS'
bronze-qos

[BronzeServiceClassDiffServ]

Defines the DiffServ value for Bronze CoS
content (OAMP applications).

The valid range is 0 to 63. The default is 10.

Configuring DiffServ-to-VLAN Priority Mapping

The QoS Mapping table lets you configure up to 64 DiffServ-to-VLAN priority mapping for Layer
3 and Layer-2 Quality of Service (QoS). For each packet sent to the LAN, the VLAN Priority of the
packet is set according to the DiffServ value in the IP header of the packet.Layer-2 802.1Q
frames have a 2-byte field called Tag Control Information. The three most significant bits of this
2-byte field represents the Class of Service (CoS) value. Layer-2 QoS is represented by this CoS
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value which is from 0 to 7 (thus 8 values). Layer-2 QoS parameters define the values for the 3
priority bits in the VLAN tagaccording to the value of the DiffServ field in the packet IP header
(according to the IEEE 802.1p standard). Differentiated Services (DiffServ) is an architecture
providing different types or levels of service for IP traffic. DiffServ (according to RFC 2474),
prioritizes certain traffic types based on priority, accomplishing a higher- level QoS at the
expense of other traffic types. By prioritizing packets, DiffServ routers can minimize
transmission delays for time-sensitive packets such as VoIP packets.

The following procedure describes how to configure DiffServ-to-VLAN priority mapping through
the Web interface. You can also configure it through ini file [DiffServToVlanPriority] or CLI
(configure network > qos vlan-mapping).

➢ To configure DiffServ-to-VLAN priority mapping:

1. Open the QoS Mapping table (Setup menu > IP Network tab > Quality folder > QoS
Mapping).

2. Click New; the following dialog box appears:

3. Configure a DiffServ-to-VLAN priority mapping rule according to the parameters described
in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 13-11:QoS Mapping Table Parameter Descriptions

Parameter Description

'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

'Differentiated Services'
diff-serv

[DiffServToVlanPriority_DiffServ]

Defines a DiffServ value.

The valid value is 0 to 63. The default is 0.

'VLAN Priority'
vlan-priority

Defines the VLAN priority level.

The valid value is 0 to 7. The default is 0.
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Parameter Description

[DiffServToVlanPriority_
VlanPriority]

Configuring ICMP Message Handling
Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol
suite. It's used by network devices such as routers to send error messages indicating, for
example, that a requested service is unavailable.

You can configure the device to handle ICMP messages as follows:

■ Send and receive ICMP Redirect messages.

■ Send ICMP Destination Unreachable messages. The device sends this message in response
to a packet that cannot be delivered to its destination for reasons other than congestion.
The device sends these messages upon any of the following:

● Address unreachable

● Port unreachable

This feature is applicable to IPv4 and IPv6 addressing schemes.

➢ To configure ICMP message handling:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

2. Under the ICMP group, do the following:

● To enable sending and receipt of ICMP Redirect messages, configure the 'Send and
Received ICMP Redirect Messages' [DisableICMPRedirects] parameter to Enable.

● To enable sending of ICMP Destination Unreachable messages, configure the 'Don't
Send ICMP Unreachable Messages' [DisableICMPUnreachable] parameter to Disable.

3. Click Apply.
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DNS
If you are using fully qualified domain names (FQDN) instead of IP addresses for some of your
device configuration, the domain names need to be resolved into IP addresses by Domain
Name System servers. The device provides various ways to do this:

■ External, third-party DNS servers:

● DNS servers configured in the IP Interfaces table for the associated IP network
interface (see Configuring IP Network Interfaces on page 149)

● Default DNS servers (see Configuring Default DNS Servers on the next page)

■ Device's embedded DNS (and SRV) server:

● Internal DNS table (see Configuring the Internal DNS Table)

● Internal SRV table (Configuring the Internal SRV Table)

Device's Default DNS Fallback Sequence

The device has a default DNS fallback sequence which is used if you don't configure customized
DNS fallback policies in the DNS Fallback Policy table (see Configuring DNS Fallback Policy on
page 191).

The device's default DNS fallback sequence for choosing which DNS server to query for DNS
resolution depends on traffic type (IPv4 or IPv6) and is as follows:

■ IPv4 traffic:

a. (Call Routing Only) The device checks the Internal DNS table or Internal SRV table for a
matching FQDN and queries the corresponding DNS server (see Configuring the
Internal DNS Table on page 187). If no matching FQDN is found, the device proceeds to
the next DNS fallback priority (below).

b. The device queries the DNS server of the associated IP Interface configured in the IP
Interfaces table (see Configuring IP Network Interfaces on page 149).

c. If no DNS server is configured for the associated IP Interface (or DNS failure occurs),
the device queries the DNS server of the default IPv4 OAMP ("O+M+C") IP Interface.

d. If no DNS server is configured for the default OAMP IP Interface (or DNS failure occurs),
the device queries the default IPv4 DNS servers (see Configuring Default DNS Servers
on the next page).

■ IPv6 traffic:

a. The device queries the DNS server of the associated IP Interface configured in the IP
Interfaces table (see Configuring IP Network Interfaces on page 149).

b. If no DNS server is configured for the associated IP Interface (or DNS failure occurs),
the device queries the DNS server of the default IPv6 OAMP ("O+M+C_6") IP Interface.
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c. If no DNS server is configured for the default IPv6 OAMP IP Interface (or DNS failure
occurs), the device queries the DNS server of the default IPv4 OAMP ("O+M+C") IP
Interface.

d. If no DNS server is configured for the default IPv4 OAMP IP Interface, the device
queries the default IPv6 DNS servers (see Configuring Default DNS Servers below).

e. If there are no default IPv6 DNS servers, the device queries the default IPv4 DNS
servers (see Configuring Default DNS Servers below).

NOTE

The device uses the default DNS servers only for specific applications, for example, SBC
Configuration Wizard, CLI ping command, and Automatic Update. The device doesn't use
the default DNS servers for call routing.

Configuring Default DNS Servers

The device provides default DNS server addresses for IPv4 and IPv6 networks. Each IP address
scheme (IPv4 and IPv6) has a primary and a secondary default DNS server. The default DNS
servers ensure that applications (for example, Automatic Update feature or pinging a
destination) which may need DNS lookups, run seamlessly if you haven't configured any DNS
servers in the Internal DNS table and IP Interfaces table. In other words, the device uses the
default DNS server as the last resort. For more information on when the device uses these
default DNS servers for its default DNS fallback sequence, see Device's Default DNS Fallback
Sequence on the previous page.

The default IP addresses, which you can modify as described later in this section, of these
default DNS servers are listed in the following table:

IP Addressing
Scheme

Default Primary DNS Server
Default Secondary DNS

Server

IPv4 8.8.8.8 8.8.4.4

IPv6 2001:4860:4860::8888 2001:4860:4860::8844

NOTE

The device uses the default DNS servers only for specific applications, for example, SBC
Configuration Wizard, CLI ping command, and Automatic Update feature. The device
doesn't use the default DNS servers for call routing.

You can modify the IP addresses of the default DNS servers, as described below.

➢ To modify default DNS server addresses:

1. Open the DNS Settings page (Setupmenu > IP Network tab > DNS folder > DNS Settings).
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2. For IPv4 DNS servers:

a. In the 'Default Primary DNS Server IP' field, configure the IPv4 address of the default
primary DNS server.

b. In the 'Default Secondary DNS Server IP' field, configure the IPv4 address of the default
secondary DNS server.

3. For IPv6 DNS servers:

a. In the 'Default Primary DNS Server IPv6' field, configure the IPv6 address of the default
primary DNS server.

b. In the 'Default Secondary DNS Server IPv6' field, configure the IPv6 address of the
default secondary DNS server.

4. Click Apply.

Configuring the Internal DNS Table

The Internal DNS table, similar to a DNS resolution can translate up to 20 host (domain) names
into IP addresses. This functionality can be used when a domain name (FQDN) is configured as
an IP destination in a routing rule. For the Gateway application, this is typically used for
alternative Tel-to-IP call routing. Up to three different IP addresses can be assigned to the same
host name.

The device attempts to resolve a domain name into an IP address in the following order:

1. The device first checks the Internal DNS table for a matching domain name and if found,
resolves the domain name into the corresponding IP address(es).

2. If no matching domain name exists in the Internal DNS table, the device performs a DNS
query with an external third-party DNS server whose address is configured for the
associated IP network interface in the IP Interfaces table (see Configuring IP Network
Interfaces).

3. If the associated IP interface is not configured with a DNS server or DNS resolution fails,
DNS fallback is according to a configured DNS Fallback Policy (see Configuring DNS Fallback
Policy on page 191) or the device's default DNS fallback sequence (see Device's Default DNS
Fallback Sequence on page 185) if you haven't configured a DNS Fallback Policy.
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NOTE

The device uses the Internal DNS table only for call routing, for example:
● Call routing according to a SIP Request-URI that contains a hostname.
● Call routing by destination address that is configured as a hostname.
● Call routing by ENUM and the result of the ENUM query is a hostname.
● DNS resolution of proxy servers in a Proxy Set that are configured with an FQDN.
● Registering a user agent whose REGISTERmessage has a Contact header that is a

hostname.

The following procedure describes how to configure the DNS table through the Web interface.
You can also configure it through ini file [DNS2IP] or CLI (configure network > dns
dns-to-ip).

➢ To configure the device's DNS table:

1. Open the Internal DNS table (Setup menu > IP Network tab > DNS folder > Internal DNS).

2. Click New; the following dialog box appears:

3. Configure a DNS rule according to the parameters described in the table below.

4. Click Apply.

Table 13-12:Internal DNS Table Parameter Description

Parameter Description

'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Domain Name'
domain-name

[Dns2Ip_

Defines the host name to be translated.

The valid value is a string of up to 31 characters.
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Parameter Description

DomainName]

'First IP Address'
first-ip-
address

[Dns2Ip_
FirstIpAddress]

Defines the first IP address (in dotted-decimal format notation) to
which the host name is translated. The IP address can be
configured as an IPv4 and/or IPv6 address.

'Second IP Address'
second-ip-
address

[Dns2Ip_
SecondIpAddress]

Defines the second IP address (in dotted-decimal format notation)
to which the host name is translated.

'Third IP Address'
third-ip-
address

[Dns2Ip_
ThirdIpAddress]

Defines the third IP address (in dotted-decimal format notation) to
which the host name is translated.

Configuring the Internal SRV Table

The Internal SRV table lets you configure up to 10 SRV rows. The table is used to resolve
hostnames into DNS A-Records. You can assign three different A-Records per hostname, where
each A-Record includes the hostname, priority, weight, and port.

The device attempts to resolve a domain name into an IP address in the following order:

1. The device first checks the Internal SRV table for a matching domain name and if found,
resolves the domain name into the corresponding IP address(es).

2. If no matching domain name exists in the Internal SRV table, the device performs a DNS
query with an external third-party DNS server whose address is configured for the
associated IP network interface in the IP Interfaces table (see Configuring IP Network
Interfaces).

3. If the associated IP interface is not configured with a DNS server or DNS resolution fails,
DNS fallback is according to a configured DNS Fallback Policy (see Configuring DNS Fallback
Policy on page 191), or the device's default DNS fallback sequence (see Device's Default
DNS Fallback Sequence on page 185) if you haven't configured a DNS Fallback Policy.

The following procedure describes how to configure the Internal SRV table through the Web
interface. You can also configure it through ini file [SRV2IP] or CLI (configure network >
dns srv2ip).
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➢ To configure the device's SRV table:

1. Open the Internal SRV table (Setup menu > IP Network tab > DNS folder > Internal SRV).

2. Click New; the following dialog box appears:

3. Configure an SRV rule according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 13-13:Internal SRV Table Parameter Descriptions

Parameter Description

General

'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Domain Name'
domain-name

[Srv2Ip_
InternalDomain]

Defines the hostname to be translated.

The valid value is a string of up to 31 characters. By default, no value
is defined.

'Transport Type'
transport-
type

[Srv2Ip_
TransportType]

Defines the transport type.

■ [0] UDP (default)

■ [1] TCP

■ [2] TLS
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Parameter Description

1st/2nd/3rd Entry

'DNS Name (1-3)'
dns-name-
1|2|3

[Srv2Ip_Dns1/2/3]

Defines the first, second or third DNS A-Record to which the
hostname is translated.

By default, no value is defined.

'Priority (1-3)'
priority-
1|2|3

[Srv2Ip_
Priority1/2/3]

Defines the priority of the target host. A lower value means that it is
more preferred.

By default, no value is defined.

'Weight (1-3)'
weight-1|2|3

[Srv2Ip_
Weight1/2/3]

Defines a relative weight for records with the same priority.

By default, no value is defined.

'Port (1-3)'
port-1|2|3

[Srv2Ip_Port1/2/3]

Defines the TCP or UDP port on which the service is to be found.

By default, no value is defined.

Configuring DNS Fallback Policy

The DNS Fallback Policy table lets you configure up to two DNS fallback policies, each for a
different traffic type - IPv4 and IPv6. The policy defines a DNS fallback sequence (priority),
specifying which DNS server to use if a DNS server fails (unreachable). This table allows you to
fully customize the DNS fallback sequence.

Each DNS Fallback policy allows you to prioritize (rule) the sequence ("chain") of DNS fallback
between the following DNS servers:

■ DNS server configured for the OAM IPv4 interface in the IP Interfaces table (see Configuring
IP Network Interfaces on page 149).

■ DNS server configured for the OAM IPv6 interface in the IP Interfaces table (see Configuring
IP Network Interfaces on page 149).

■ Device's Default IPv4 DNS servers, configured in Configuring Default DNS Servers on page 
186.

■ Device's Default IPv6 DNS servers, configured in Configuring Default DNS Servers on page 
186.

- 191 -



CHAPTER 13 Network Mediant 800 Gateway & E-SBC | User's Manual

NOTE

● If you don't configure the DNS Fallback Policy table for a specific traffic type, the device's
default DNS fallback sequence is applied, as described in Device's Default DNS
Fallback Sequence on page 185.

● Currently, the DNS fallback Policy can't be configured per IP Interface; only to the IPv4
and IPv6 OAM interfaces.

● If the device is restored to factory defaults, the DNS Fallback Policy table doesn’t return
to default, but maintains its current configuration.

The following procedure describes how to configure DNS fallback policies through the Web
interface. You can also configure it through ini file [DnsFallbackPolicy] or CLI (configure
network > dns settings > dns-fallback-policy).

➢ To configure a DNS fallback policy:

1. Open the DNS Fallback Policy table (Setup menu > IP Network tab > DNS folder > DNS
Fallback Policy).

2. Select either the IPv4 or IPv6 pre-configured row, depending on the traffic type for which
you want to configure a DNS Fallback policy, and then click Edit; the following dialog box
appears (e.g., for IPv4 traffic):

3. Configure a DNS Fallback policy according to the parameters described in the table below.

4. Click Apply.

Table 13-14:DNS Fallback Policy Table Parameter Description

Parameter Description

'Index' (Read-only) Index number of the table row.

'Type' Defines the type of traffic (IP version) for which you want to apply the DNS

- 192 -



CHAPTER 13 Network Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

type

[Type]

Fallback policy.

■ [0] IPv4 (Default)

■ [1] IPv6

'Rule1'
rule1

[Rule1]

Defines the first DNS fallback rule.

■ [0] None (Default)

■ [1] OAM Interface IPv4

■ [2] OAM Interface IPv6

■ [3] Global DNS IPv4

■ [4] Global DNS IPv6

'Rule2'
rule2

[Rule2]

Defines the second DNS fallback rule if rule 1 fails (or configured to None).

■ [0] None (Default)

■ [1] OAM Interface IPv4

■ [2] OAM Interface IPv6

■ [3] Global DNS IPv4

■ [4] Global DNS IPv6

'Rule3'
rule3

[Rule3]

Defines the third DNS fallback rule if rule 2 fails (or configured to None).

■ [0] None (Default)

■ [1] OAM Interface IPv4

■ [2] OAM Interface IPv6

■ [3] Global DNS IPv4

■ [4] Global DNS IPv6

'Rule4'
rule4

[Rule4]

Defines the fourth DNS fallback rule if rule 3 fails (or configured to None).

■ [0] None (Default)

■ [1] OAM Interface IPv4

■ [2] OAM Interface IPv6

■ [3] Global DNS IPv4

■ [4] Global DNS IPv6
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Open Solution Network (OSN) Server
This section describes various networking settings for the OSN server.

NOTE

● The OSN is a customer-ordered item.
● For information on cabling the OSN, refer to the device's Hardware Installation Manual.

Configuring Native VLAN for OSN Server

You can configure a VLAN ID associated with any application type (Media, Control, or OAMP) to
access the Open Solution Network (OSN) server through the device's internal port switch. By
default, access to the OSN is from the OAMP interface VLAN ID 1. Configuring a Native VLAN is
useful, for example, to separate traffic within the device - between the OSN (i.e., application
traffic) and voice traffic.

This feature is applicable only if you connect to the OSN through one of the device's VoIP LAN
ports (on the front panel). If you are connecting to the OSN through the OSN's Gigabit Ethernet
port (on the rear panel), this feature is not applicable.

➢ To configure a Native VLAN for the OSN:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

2. Scroll down to the OSN group:

3. In the 'OSN Native VLAN ID' field, configure the VLAN ID, and then click Apply.

When configured to 0 (default), the OSN uses the OAMP VLAN ID. When set to any other value,
it specifies a VLAN configured in the Ethernet Devices table (see Configuring Underlying
Ethernet Devices), which is assigned to a Media and/or Control application in the IP Interfaces
table.

Disabling Internal Switch Port for OSN

You can enable or disable the Ethernet port of the device's internal switch, which interfaces
with the OSN server. If the port is not blocked, you can optionally access the OSN server
through any Ethernet port on the device's front panel (instead of through the OSN module's
Ethernet ports located on the rear panel). If you block the port, then you can access the OSN
server only through the Ethernet ports on the OSN module.

You can also view the status of the port (Up or Down), by running the following CLI command:
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# show network interface osn

➢ To enable / disable the internal switch's Ethernet port interfacing with OSN:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

2. From the 'Block OSN Port' drop-down list, select Enable or Disable:

3. Click Apply.
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14 Security
This section describes the VoIP security-related configuration.

Overview of GDPR
AudioCodes is committed to supporting the European Union's (EU) General Data Protection
Regulation (GDPR), by protecting and respecting personal data processed by the device.

To help you comply with GDPR, the device provides a tool as well as parameters that delete or
mask (hide) personally identifiable information (PII), as described in this section:

■ Masking PII from Syslog Files using PII Log Scrubber Tool below

■ Masking PII in CDRs on the next page

■ Masking Digits in Syslog Messages on page 200

■ Deleting Locally Stored CDRs on page 200

Masking PII from Syslog Files using PII Log Scrubber Tool

You can use the AudioCodes PII Log Scrubber tool (Python script) to remove (mask) all
personally identifiable information (PII) from syslog files created by the device. You can run the
tool on any laptop, PC, or server that has Python 3 installed.

A summary of the PII that the tool scrubs (masks) is listed below. For a full list, refer to the
history.txt file that is downloaded with the tool (see procedure below).

■ IP addresses

■ SIP URIs - hostnames, numbers, and display names

■ urn:uuid

■ Hostnames in Host header

■ Usernames in Authentication header

■ MAC addresses

■ Registration logs - AOR, URI, user-part, XML elements phoneNumber / extension / alias

■ tel: URIs

■ Gateway logs - caller and callee numbers, collected digits, and dialed digits

The tool replaces IP addresses with "0.0.0.0", user parts with "USER", host parts with "HOST",
authentication usernames with "USERNAME", numbers with "NUM", AORs with "VALUE", and
MACs with "MAC". An example of a scrubbed syslog file is shown below with some of these
masks (scrubbed data highlighted in yellow):

08:47:51.97
1 0.0.0.0

local3.notice [S=2850846] [SID=f124e3:49:83278] (N
1062346) ---- Outgoing SIP Message to 0.0.0.0:61694
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from SIPInterface #0 (IPP) TLS TO(#0) SocketID
(2669) ---- [Time:09-05@08:47:51.214]

08:47:51.97
1 0.0.0.0

local3.notice [S=2850847] [SID=f124e3:49:83278]
SIP/2.0 200 OK

Via: SIP/2.0/TLS
0.0.0.0:61694;branch=z9hG4bK64e15480A617E7F9

From: NAME sip:NUM@HOST;tag=8CD3F3E0-11A66CD9

To: sip:NUM@HOST;tag=1c2029910788

Call-ID: a916eeaec1214e3192dfcb30976b34b9

CSeq: 304 REGISTER

Contact:
sip:NUM@HOST:61694;transport=tls;expires=60;
methods="INVITE,ACK,BYE,CANCEL,OPTIONS,INFO,MESSAG
E, SUBSCRIBE,NOTIFY,PRACK,UPDATE,REFER"

Expires: 60

Content-Length: 0

[Time:09-05@08:47:51.214]

➢ To remove PII using PII Log Scrubber:

1. Make sure that you have Python 3 installed on your computer. For instructions on installing
Python, got to https://www.python.org/downloads.

2. Download the PII Log Scrubber tool from https://tools.audiocodes.com/install.

3. Locate the PII Log Scrubber tool in the same folder in which the syslog file that you want to
mask is located, and then run the Python script from the command line:

<Directory and folder> python log_scrub.py <syslog filename> <new masked
syslog filename>

Masking PII in CDRs

For GDPR compliance, you can configure the device to mask personally identifiable information
(PII) in CDRs that are created by the device. This includes CDRs that the device displays in the
Web interface and CLI, as well as CDRs that it sends to syslog, REST, RADIUS, Local Storage, or
OVOC (depending on configuration).

Depending on configuration, the PII that the device masks includes telephone numbers, URI
user parts, display names, IP addresses, hostnames, and URI host parts.
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Masking Digits in Syslog Messages

You can mask digits (typically, in-band DTMF) that are sent as events and detected by the
device, including SIP messages (INFO and NOTIFY) in syslog and Debug Recording (message
body) generated by the device.

➢ To mask digits:

1. Open the SIP Definitions General Settings page (Setup menu > Signaling & Media tab > SIP
Definitions folder > SIP Definitions General Settings).

2. From the 'Mask Digits' drop-down list, select Enable:

3. Click Apply.

Deleting Locally Stored CDRs

If you have enabled local storage of CDRs (see Storing CDRs Locally on the Device on
page 1514), you can delete them from storage at any time through the device's CLI:

■ To delete all stored CDR files:

# clear storage-history cdr-storage-history all

■ To delete all unused stored CDR files:

# clear storage-history cdr-storage-history unused

Concealing Configured Passwords
For security, the device offers you various methods to conceal configured passwords:

■ Password obfuscation using an encryption key - see Configuring Password Obfuscation in
CLI Script and ini Files below

■ Obscured passwords in CLI - see Enabling or Disabling Password Obscured for CLI on page 
204

Configuring Password Obfuscation in CLI Script and ini Files

You can enhance security by obfuscating passwords in the downloaded ini and CLI Script files,
using a strong encryption algorithm. The encryption is implemented using the AES- 256
algorithm with a 16-bit random CFB initialization vector (IV) cipher mode, using an encryption
key. This method provides robust protection for sensitive configuration data.
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(config-network)# security-settings
(network-security)# encryption-key clear

■ Configuration Package File:

a. Download the Configuration Package file and unzip it (described above for configuring
the key).

b. Open the encryption.key file, delete the key, and then save the empty file.

c. Compress all the files in the unzipped folder into a 7-Zip archive file, and then upload it
to the device encrypted.

NOTE

● Before you can downgrade the device to an earlier version that doesn't support this
password obfuscation feature, you must clear the encryption key.

● The encryption key remains unaffected even if the device is restored to factory defaults.
● If you configure password obfuscation by encryption key, the device automatically

disables the password obscured feature (if enabled).

Enabling or Disabling Password Obscured for CLI

You can enable the device to display passwords in encrypted (obscured) format instead of in
plain text for the following CLI areas:

■ Output of the show running-config CLI command.

■ Downloaded CLI Script file.

When passwords are displayed in the obscured mode, the string "obscured" is displayed after
the encrypted password, as shown in the following example:

password tIWHhYONjw== obscured

➢ To enable or disable password obscured for CLI:

(config-system)# cli-settings
(cli-settings)# password-obscurity on|off

NOTE

● The password obscured feature is enabled by default.
● If you configure password obfuscation by encryption key (see Configuring Password

Obfuscation in CLI Script and ini Files on page 200), the password obscured feature is
automatically disabled.
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Default Password Obscured in Ini File

By default, the device displays passwords obscured (encrypted) instead of in plain text in the
downloaded ini file. The passwords are displayed encoded in the ini file using the following
format: $1$<obscured password>

For example:

WSTunPassword = $1$tIWHhYONjw==

NOTE

● When you upload an ini file to the device containing obscured passwords, the
passwords are parsed and applied to the device.

● The View and Text modes in the INI Viewer & Editor utility display passwords in plain
text in parenthesis, as shown in the following example:

Configuring TLS Certificates
The TLS Contexts table lets you configure X.509 certificates which are used for secure
management of the device, secure SIP transactions, and other security applications.

NOTE

● The device is shipped with an active, default TLS setup (TLS Context ID 0, named
"default"). Therefore, configure certificates only if required.

● Since X.509 certificates have an expiration date and time, you must configure the device
to use Network Time Protocol (NTP) to obtain the current date and time from an NTP
server. Without the correct date and time, client certificates cannot work. To configure
NTP, see Configuring Automatic Date and Time using SNTP.

● Only Base64 (PEM) encoded X.509 certificates can be loaded to the device.
● Modifying TLS Contexts doesn't require a device restart and therefore is not service

affecting.

Configuring TLS Certificate Contexts

The TLS Contexts table lets you configure up to 12 TLS Contexts. A TLS Context defines
Transport Layer Security (TLS) settings (e.g., TLS certificates). The TLS protocol provides
confidentiality, integrity, and authenticity between two communicating applications over
TCP/IP.

You can use TLS for the following:

■ To secure device management communication, for example, HTTPS-based Web sessions,
Telnet sessions and SSH sessions.

■ To secure SIP signaling connections, referred to as SIP Secure (SIPS) or SIP over TLS.
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NOTE

● When creating a TLS Context, you should create a certificate as described in Creating
Self-Signed Certificates for TLS Contexts on page 222, and then check that the
certificate is "Ok" as described in Viewing Certificate Information on page 218.

● For secure SIP messaging (SIP Secure or SIPS) using TLS, see TLS for SIP Clients on
page 230 (two-way authentication) and Configuring TLS for Secured SIP on page 227.

● To map an SNI (hostname in 'server_name' extension of "client hello" message) to a
TLS Context, see Configuring SNI-to-TLS Mapping on page 229.

● To configure the device to periodically check the validation date of installed TLS server
certificates of TLS Contexts, see Configuring TLS Server Certificate Expiry Check.

The following procedure describes how to configure a TLS Context through the Web interface.
You can also configure it through ini file [TLSContexts] or CLI (configure network >
tls).

➢ To configure a TLS Context:

1. Open the TLS Contexts table (Setup menu > IP Network tab > Security folder > TLS
Contexts).

2. Click New to add a new TLS Context or Edit to modify the default TLS Context at Index 0;
the following dialog box appears:

3. Configure the TLS Context according to the parameters described in the table below.

4. Click Apply.

Table 14-1: TLS Contexts Parameter Descriptions

Parameter Description

General

'Index'
tls

[Index]

Defines an index number for the new table row.

Note:

■ Each row must be configured with a unique index.

■ Index 0 ("default") is the default TLS Context.
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Parameter Description

'Name'
name

[Name]

Defines a descriptive name, which is used when
associating the row in other tables.

The valid value is a string of up to 31 characters.

Note: The default TLS Context (Index 0) is named
"default".

'TLS Version'
tls-version

[TLSVersion]

Defines the supported TLS protocol version. Clients
attempting to communicate with the device using a
different TLS version are rejected.

■ [0] Any TLS1.x = TLSv1.0, TLSv1.1, TLSv1.2, and
TLSv1.3 are supported.

■ [1] TLSv1.0 = Only TLS 1.0.

■ [2] TLSv1.1 = Only TLS 1.1.

■ [3] TLSv1.0 and TLSv1.1 = Only TLS 1.0 and TLS 1.1.

■ [4] TLSv1.2 = Only TLS 1.2.

■ [6] TLSv1.1 and TLSv1.2 = Only TLS 1.1 and TLS 1.2.

■ [7] TLSv1.0 TLSv1.1 and TLSv1.2 = Only TLS 1.0, TLS
1.1, and TLS 1.2.

■ [8] TLSv1.3 = Only TLS 1.3.

■ [12] TLSv1.2 and TLSv1.3 = (Default) Only TLS 1.2 and
TLS 1.3.

■ [14] TLSv1.1 TLSv1.2 and TLSv1.3 = Only TLS 1.1, TLS
1.2, and TLS 1.3.

■ [15] TLSv1.0 TLSv1.1 TLSv1.2 and TLSv1.3 = Only TLS
1.0, TLS 1.1, TLS 1.2, and TLS 1.3.

'DTLS Version'

[DTLSVersion]

Defines the Datagram Transport Layer Security (DTLS)
version, which is used to negotiate keys for WebRTC calls.

■ [0] DTLSv1.0 and DTLSv1.2 (default)

■ [1] DTLSv1.0

■ [2] DTLSv1.2

For more information on WebRTC, see WebRTC.

Note: The parameter is applicable only to the SBC
application.
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Parameter Description

'Cipher Server'
ciphers-server

[ServerCipherString]

Defines the supported cipher suite for the TLS server (in
OpenSSL cipher list format) when the TLS version is 1.2 or
earlier.

For possible values and additional details, visit the
OpenSSL website. The default is "DEFAULT".

Note:

■ The parameter is applicable only to TLS 1.2 or earlier
(configured by the 'TLS Version' parameter above).

■ The valuemust be a standard OpenSSL cipher-list
string. This value is passed to OpenSSL as-is without
modification. For more information, refer to the
OpenSSL documentation.

■ The stringmust include at least one positive cipher
selector (e.g., DEFAULT or HIGH). A string that
contains only exclusions (!...) selects no ciphers, which
breaks TLS connectivity.

'Cipher Client'
ciphers-client

[ClientCipherString]

Defines the supported cipher suite for TLS clients when
the TLS version is 1.2 or earlier.

For possible values and additional details, visit the
OpenSSL website. The default is "DEFAULT".

Note:

■ The parameter is applicable only to TLS 1.2 or earlier
(configured by the 'TLS Version' parameter above).

■ The valuemust be a standard OpenSSL cipher-list
string. This value is passed to OpenSSL as-is without
modification. For more information, refer to the
OpenSSL documentation.

■ The stringmust include at least one positive cipher
selector (e.g., DEFAULT or HIGH). A string that
contains only exclusions (!...) selects no ciphers, which
breaks TLS connectivity.

'Cipher Server TLS1.3'
ciphers-server-tls13

[ServerCipherTLS13String]

Defines the supported cipher suite for the TLS 1.3 server
(in OpenSSL cipher list format).

For possible values and additional details, visit the
OpenSSL website. The default is "TLS_AES_256_GCM_
SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_
128_GCM_SHA256".

Note: The parameter is applicable only to TLS 1.3
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Parameter Description

(configured by the 'TLS Version' parameter above).

'Cipher Client TLS1.3'
ciphers-client-tls13

[ClientCipherTLS13String]

Defines the supported cipher suite for TLS 1.3 clients.

For possible values and additional details, visit the
OpenSSL website. The default is "TLS_AES_256_GCM_
SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_
128_GCM_SHA256".

Note: The parameter is applicable only to TLS 1.3
(configured by the 'TLS Version' parameter above).

'Key Exchange Groups'
key-exchange-groups

[KeyExchangeGroups]

Defines the groups that are supported for key exchange,
ordered from most preferred to least preferred.

The valid value is any combination of the following
strings:

■ X25519

■ P-256

■ P-384

■ X448

The default is "X25519:P-256:P-384:X448" (without
quotation marks).

When configuring the parameter with multiple values,
separate each with a colon. In addition, the order of the
values determines the group preference. For example,
the value "P-384:P-256:X25519" (without quotation
marks) gives preference to P-384. The TLS client uses the
first configured value (e.g., P-384) as its group trial, while
the TLS server uses the whole list to try and match the
client’s trial.

Note: The parameter is applicable to all TLS versions.

'Use Strict Certificate
Validation'
require-strict-cert

[RequireStrictCert]

Enables the validation of the extensions (keyUsage and
extendedKeyUsage) of peer certificates. The validation
ensures that the signing CA is authorized to sign
certificates and that the end-entity certificate is
authorized to negotiate a secure TLS connection.

■ [0] Disable (default)

■ [1] Enable

'DH Key Size'
dh-key-size

Defines the Diffie-Hellman (DH) key size (in bits). DH is an
algorithm used mainly for exchanging cryptography keys
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Parameter Description

[DHKeySize] used in symmetric encryption algorithms such as AES.

■ [1024] 1024 - Not Recommended

■ [2048] 2048 (default)

Note: 1024-bit key size is not recommended.

'TLS Renegotiation'
tls-renegotiation

[TlsRenegotiation]

Enables TLS renegotiations (handshakes) initiated by the
client (peer) with the device.

■ [0] Disable = The device blocks client-initiated TLS
renegotiations and allows only one TLS handshake
process. This is useful, for example, for preventing
Denial-of-Service (DoS) attacks on the device caused
by multiple TLS renegotiations per second by an
attacker.

■ [1] Enable (default)

'Use default CA Bundle'
trusted-root
default-ca-bundle

[UseDefaultCABundle]

Enables the use of the default list of trusted root
certificate authorities (CAs).

■ 0] Disable (default)

■ [1] Enable

To view the default list of CAs, see Viewing Default
Certificate Authorities on page 225.

Note:

■ You can only use the default CAs for TLS Context IDs 0
through 4.

■ This feature is applicable only to Mediant 800C.

'Security Level'
security-level

[SecurityLevel]

Defines the OpenSSL security level, which is the minimum
strength of cryptographic parameters (ciphers, key sizes,
protocol versions) that this TLS Context accepts for TLS
connections.

The valid value is 0 to 5, where 0 is the weakest security
level and 5 is the strongest. The default is 1.

For a description of each security level, refer to the
OpenSSL documentation.

Note: The device accepts SHA1 signature algorithms at
security level 1.

‘Allow Client Auth Key Usage’ Defines whether the device accepts or rejects client TLS
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Parameter Description

client-auth-key-
usage-mode

[AllowClientAuthKeyUsage]

certificates based on the presence of the 'clientAuth'
value in the Extended Key Usage (EKU) field.

■ [0] Always = The device accepts client certificates
regardless of whether the clientAuth EKU is present or
not.

■ [1] According to EKU extension rules = (Default) The
device accepts client certificates only if they include
the clientAuth EKU (and rejects certificates that lack
the value).

Note: Certificate Authorities (CAs) such as DigiCert and
GlobalSign are gradually discontinuing the issuance of TLS
certificates that include the clientAuth EKU.

OCSP

'OCSP Server'
ocsp-server

[OcspEnable]

Enables certificate checking using Online Certificate
Status Protocol (OCSP).

■ [0] Disable (default)

■ [1] Enable

'OCSP Interface'
ocsp-interface

[OcspInterface]

Assigns an IP Interface for communication with the OCSP
server.

By default, the OAMP interface is assigned (Index 0
"O+M+C").

To configure IP Interfaces, see Configuring IP Network
Interfaces on page 149.

Note: The addresses of the IP Interface and the OCSP
servers (see 'Primary OCSP Server' and 'Secondary OCSP
Server' parameters below) must be of the same IP version
(IPv4 or IPv6).

'Primary OCSP Server'
ocsp-server-primary

[OcspServerPrimary]

Defines the address (IPv4 or IPv6, or FQDN) of the
primary OCSP server.

The default is 0.0.0.0.

Note:

■ The address configured for the 'Primary OCSP Server'
parameter and the optional 'Secondary OCSP Server'
parameter must be of the same IP version (IPv4 or
IPv6).

■ An FQDN address is supported only by TLS Contexts
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Parameter Description

that are used for SIP connections. If you configure the
parameter with an FQDN and the TLS Context is used
for non-SIP connections, the certificate is not checked
by the OCSP server.

'Secondary OCSP Server'
ocsp-server-
secondary

[OcspServerSecondary]

Defines the address (IPv4 or IPv6, or FQDN) of the
secondary OCSP server (optional).

The default is 0.0.0.0.

Note:

■ The address configured for the 'Primary OCSP Server'
parameter and the 'Secondary OCSP Server'
parameter must be of the same IP version (IPv4 or
IPv6).

■ An FQDN address is supported only by TLS Contexts
that are used for SIP connections. If you configure the
parameter with an FQDN and the TLS Context is used
for non-SIP connections, the certificate is not checked
by the OCSP server.

'OCSP Port'
ocsp-port

[OcspServerPort]

Defines the OCSP server's TCP port number.

The default port is 2560.

'OCSP Default Response'
ocsp-default-
response

[OcspDefaultResponse]

Defines if the device allows or rejects peer certificates if it
cannot connect to the OCSP server.

■ [0] Reject (default)

■ [1] Allow

'OCSP HTTP Version'
ocsp-http-version

[OcspHttpVersion]

Defines the HTTP version for communicating with the
OCSP server.

■ [0] HTTP1.0 = (Default) HTTP/1.0

■ [1] HTTP1.1 = HTTP/1.1

Assigning CSR-based Certificates to TLS Contexts

You can request a digitally signed certificate from a Certification Authority (CA) for a TLS
Context. This process is referred to as a certificate signing request (CSR) and is required if your
organization employs a Public Key Infrastructure (PKI) system. The CSR contains information
identifying the device such as a Distinguished Name (DN) or subject alternative names in the
case of an X.509 certificate.
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➢ To assign a CSR-based certificate to a TLS Context:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context, and then click the Change Certificate link located below
the table; the Change Certificates page appears.

3. Under the Certificate Signing Request/ Generate Self-Signed Certificate Request group, fill
in the following fields according to your security provider's instructions:

a. Distinguished Name (DN) fields (uniquely identifies the device):

◆ In the 'Common Name [CN]' field, enter the common name. If you leave this field
empty, the device generates the CSR with the default CN "CN=ACL_<device's 6-
digit serial number>".

◆ In the 'Organizational Unit [OU]' field, enter the section of the organization.

◆ In the 'Company name [O]' field, enter the legal name of your organization.

◆ In the 'Locality or city name [L]' field, enter the city where your organization is
located.

◆ In the ' State [ST]' field, enter the state or province where your organization is
located.

◆ In the 'Country code [C]' field, enter the two-letter ISO abbreviation for your
country.
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b. If you want to generate a CSR for SAN (with multiple subject alternate names), then
from the 'Subject Alternative Name [SAN]' drop-down list, select the type of SAN (e-
mail address, DNS hostname, URI, or IP address), and then enter the relevant value.
You can configure multiple SAN names, using the 1st to 5th 'Subject Alternative Name
[SAN]' fields.

c. From the 'Subject Key Identifier' drop-down list, configure the subject key identifier
(SKI) X.509 field:

◆ User-defined hex value (max. 128 characters), without "0x, for example,
"00D06F00D4D06746"

◆ hash-SHA1 (sets SKI to 160 bits of SHA-1 digest on public key)

◆ hash-SHA1-60lsb (sets SKI to 0100 followed by least significant 60 bits of SHA-1
digest on public key)

d. From the 'Key Usage' drop-down list, select the key usage X.509 field values:

◆ Digital Signature (Certificate can be used to apply a digital signature)

◆ Non Repudiation (Certificate can be used to sign data as above, but the
certificate's public key may be used to provide non-repudiation services,
preventing the signing entity from falsely denying some action)

◆ Key Encipherment (Certificate may be used by the subject to encrypt a symmetric
key which is then transferred to the target, decrypted, and subsequently used to
encrypt and decrypt data sent between the two entities)

◆ Data Encipherment (Certificate can be used by the subject to encrypt and decrypt
actual application data)

◆ Key Agreement (Certificate's subject can use a key agreement protocol such as
Diffie-Hellman to establish a symmetric key with a target that may then be used to
encrypt and decrypt data sent between the two entities)

◆ Key Certificate Sign (Certificate's subject can use public key for verifying Digital
Signature on Public Key certificates)

◆ Certificate Revocation List Sign (Certificate's subject can use public key for
verifying signatures on Certificate Revocation List lists, e.g., CRLs)

◆ Encipher Only (Certificate's subject can use public key only for enciphering data
while performing Key agreement)

◆ Decipher Only (Certificate's subject can use public key only for deciphering data
while performing Key agreement)

You can define the key as critical (mandatory), by selecting the 'Critical' check box.

e. From the 'Extended Key Usage' drop-down list, select the extended key usage X.509
field values:

◆ Server Authentication

◆ Client Authentication
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You can define the key as critical (mandatory), by selecting the 'Critical' check box.

f. From the 'Signature Algorithm' drop-down list, select the hash function algorithm
(SHA-256 or SHA-512) with which to sign the certificate.

4. Click the Create CSR button; a textual certificate signing request is displayed below the
button:

5. Copy the text and then send it to your security provider (CA) to sign this request.

NOTE

Make sure that your copied text includes the "BEGIN CERTIFICATE REQUEST" and "END
CERTIFICATE REQUEST" lines.

6. When the CA sends you a server certificate, save the certificate to a file (e.g., cert.txt).
Make sure that the file is a plain-text file containing the "BEGIN CERTIFICATE" header.

7. Scroll down to the Upload Certificates Files From Your Computer group, and then select
and upload the cert.txt file, by clicking Load Device Certificate File:

8. Wait for the certificate to successfully upload to the device.

9. Save configuration.

10. Verify that the private key is correct:

a. Open the TLS Contexts table, and then select the TLS Context.

b. Click the Certificate Information link located below the table.

c. Make sure that the 'Status' field displays "OK"; otherwise, consult with your security
administrator:
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NOTE

● The certificate replacement process can be repeated whenever necessary (e.g., when
the new certificate expires).

● You can also upload the certificate through the device's Automatic Provisioning
mechanism, using the [HTTPSCertFileName] parameter.

TLS Context Parameters Relevancy per Application

The following table shows the parameters of the TLS Context table that are used when
establishing a TLS connection per SBC application.

Applicatio
n

TLS Contexts Table Parameter

'TLS
Versi
on'

'Ciph
er
Serv
er'

'Ciph
er
Clien
t'

'Ciph
er
Serv
er
TLS1
.3'

'Ciph
er
Clien
t

TLS1
.3'

'Key
Excha
nge
Group

s'

'Use
Strict
Certific
ate

Validat
ion'

'D
H
key
Siz
e'

'TLS
Renegoti
ation'

Web /
REST
Server

ü ü ü ü ü ü ü ü ü

Automatic
Update

ü - ü - ü - - - -

CLI copy
Com-
mands

ü - ü - ü - - - -

Sending
CDRs to
Remote
Server

ü - ü - ü - - - -

HTTPS
Proxy

ü ü ü ü ü ü ü ü -
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Applicatio
n

TLS Contexts Table Parameter

'TLS
Versi
on'

'Ciph
er
Serv
er'

'Ciph
er
Clien
t'

'Ciph
er
Serv
er
TLS1
.3'

'Ciph
er
Clien
t

TLS1
.3'

'Key
Excha
nge
Group

s'

'Use
Strict
Certific
ate

Validat
ion'

'D
H
key
Siz
e'

'TLS
Renegoti
ation'

Secure
Com-
munic-
ation with
OVOC

ü ü ü ü ü ü ü ü ü

WebSocke-
t Tunnel
with
OVOC

ü - ü - ü ü ü - -

Secured
LDAP Cli-
ent

ü ü ü ü ü ü ü ü ü

Secured
SCTP

ü ü ü ü ü ü ü ü ü

TR-069 ü ü ü ü ü ü ü ü ü

ZeroConf
Pro-
visioning

ü ü ü ü ü ü ü ü ü

Viewing Certificate Information

You can view information of TLS certificates installed on the device per TLS Context.

➢ To view certificate information:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select a TLS Context, and then click the Certificate Information link located below the
table; the Certificate Information page appears, showing certificate information, as shown
in the following example (cropped for convenience):
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Assigning Externally Created Private Keys to TLS Contexts

You can assign externally created private keys to TLS Contexts.

➢ To assign an externally created private key to a TLS Context:

1. Obtain a private key in either textual PEM (PKCS #7) or PFX (PKCS #12) format (typically
provided by your security administrator). The file may be encrypted with a short pass-
phrase.

2. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

3. Select the required TLS Context, and then click the Change Certificate link located below
the table; the Change Certificates page appears.

4. Scroll down to the Upload Certificate Files From Your Computer group.

a. (Optional) In the 'Private key pass-phrase' field, enter the password (passphrase) of the
encrypted private key file. If there is no passphrase, leave the field blank.

NOTE

● The passphrase can contain up to 32 characters, but can't contain wide characters.
● The default passphrase is "audc".

b. Select and upload the private key file (mentioned in Step 1), by clicking Load Private
Key File:

c. If your security administrator has provided you with a device certificate file, select and
upload it by clicking Load Device Certificate File:
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NOTE

The loaded private key file must match the loaded device certificate file.

5. After the files have successfully loaded to the device, save the configuration.

6. Verify that the private key is correct:

a. Open the TLS Contexts table.

b. Select the required TLS Context index row, and then click the Certificate Information
link located below the table.

c. Make sure that the 'Status' field displays "OK"; otherwise (i.e., displays "Does not
match certificate"), contact your security administrator:

Generating Private Keys for TLS Contexts

You can configure the device to generate private keys for TLS Contexts. You can generate the
private keys for certificate signing requests (CSR) or self-signed certificates. You can choose to
generate the keys in different formats - RSA or Elliptic Curve Digital Signature Algorithm
(ECDSA) encryption algorithm.

➢ To generate private keys for TLS Contexts:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context index row, and then click the Change Certificates link
located below the table; the Change Certificates page appears.

3. Scroll down to the Generate New Private Key group:

- 220 -



CHAPTER 14 Security Mediant 800 Gateway & E-SBC | User's Manual

4. From the 'Private Key Format' drop-down list, select the encryption algorithm for the
private key:

● RSA

● ECDSA

5. From the 'Private Key Size' drop-down list, select the size of the private key (in bits):

● RSA:

◆ 2048 (default)

● ECDSA:

◆ 256

◆ 384

◆ 521

6. Click Generate Private Key; the following confirmation message appears:

7. Click Yes to confirm key generation; the device starts generating a new private key (may
take a few minutes):

When the key is successfully generated, the following message appears (e.g., for 2048-bit
key):
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8. Click OK to close the message box.

9. Continue with certificate configuration by creating a CSR or generating a new self-signed
certificate.

10. On the toolbar, click the Save button to save your configuration to flash memory.

Creating Self-Signed Certificates for TLS Contexts

You can assign a certificate that is digitally signed by the device itself to a TLS Context (i.e., self-
signed certificate). In other words, the device acts as a CA. The Issuer (e.g., "Issuer: CN=ACL_
5967925") and Subject (e.g., " Subject: CN=ACL_5967925") fields of the self-signed certificate
have the same value.

NOTE

● The device is shipped with a default TLS Context (Index 0 and named "default"), which
includes a self-generated random private key and a self-signed server certificate. The
Common Name (CN or subject name) of the default certificate is "ACL_nnnnnnn", where
nnnnnnn denotes the serial number of the device.

● Creating a self-signed certificate is traffic affecting.

➢ To create and assign a self-signed certificate to a TLS Context:

1. Make sure that you have a unique DNS name for the device (e.g., dns_
name.corp.customer.com). The name is used to access the device and therefore, must be
listed in the server certificate.

2. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

3. Select the required TLS Context index row, and then click the Change Certificate link
located below the table; the Change Certificates page appears.

4. Under the Certificate Signing Request / Generate Self-Signed Certificate Request group, in
the 'Common Name [CN]' field, enter the fully-qualified DNS name (FQDN) as the certificate
subject. Alternatively (or in addition), if you want to generate a self-signed SAN certificate
(with multiple subject alternate names), then from the 'Subject Alternative Name [SAN]'
drop-down list, select the type of SAN (EMAIL, DNS, URI, or IP), and then enter the
corresponding value. You can configure multiple SANs, using the 1st to 5th 'Subject
Alternative Name [SAN]' fields.
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For a description of additional (optional) parameters that you can configure such as
'Subject Key Identifier', 'Key Usage', and 'Extended Key Usage', see Assigning CSR-based
Certificates to TLS Contexts on page 213. (The parameters under this group are applicable
to both self-signed and CSR certificates.)

5. Click Generate Self-Signed Certificate; the following confirmation message appears:

NOTE

The self-signed certificate overwrites the currently installed certificate for the specific TLS
Context.

6. Click Yes to confirm generation; the device generates a new self-signed certificate (with
new subject name) and the following message appears:

7. Click Close, and then quit your current web browser session and open a new browser
session with the device.

8. Save the configuration.

Importing Certificates into Trusted Root CA Certificate Store

The device provides its own Trusted Root Certificate Authority (CA) Certificate store. This lets
you manage certificate trust. Depending on certificate size, you can import up to approximately
150 certificates into the Trusted Root CA Certificate per TLS Context.

Instead of importing CA certificates into the Trusted Root CA Certificate store for a TLS Context,
you can enable the TLS Context to use the device's default list of CAs. To do this, configure the
'Use default CA Bundle' parameter to Enable in the TLS Contexts table (see Configuring TLS
Certificate Contexts on page 205). To view the default CAs, see Viewing Default Certificate
Authorities on page 225.
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NOTE

For TLS Contexts that you have enabled the use of the device's default CAs:
● The default CAs are not listed in the Trusted Root CA Certificate store of these TLS

Contexts (even though they are used).
● You can only enable the use of the default CAs for TLS Context IDs 0 through 4.
● In addition to using the default CAs, you can import other CAs into the Trusted Root CA

Certificate store. In this setup, the device uses both the default CAs and the ones that
you have imported.

The Trusted Root CA Certificate store can also be used for certificate chains. A certificate chain
is a sequence of certificates where each certificate in the chain is signed by the subsequent
certificate. The last certificate in the list of certificates is the Root CA certificate, which is self-
signed. The purpose of a certificate chain is to establish a chain of trust from a child certificate
to the trusted root CA certificate. The CA vouches for the identity of the child certificate by
signing it. A client certificate is considered trusted if one of the CA certificates up the certificate
chain is found in the server certificate directory. For the device to trust a whole chain of
certificates per TLS Context, you need to import them into the device's Trusted Root CA
Certificate, as described below.

You can also import multiple TLS root certificates in bulk from a single file. Each certificate in
the file must be Base64 encoded (PEM). When copying-and-pasting the certificates into the file,
each Base64 ASCII encoded certificate string must be enclosed between "- - - - - BEGIN
CERTIFICATE-----" and "-----END CERTIFICATE-----".

NOTE

You can import only Base64 (PEM) encoded X.509 certificates into the Trusted Root CA
Certificate store.

➢ To import certificates into Trusted Root CA Certificate store:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context, and then click the Trusted Root Certificates link located
below the table; the Trusted Certificates table appears.

3. Click the Import button, and then select the certificate file:
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4. Click OK; the certificate is imported into the Trusted Root CA Certificate store:

In addition to the Import button, the Trusted Root CA Certificate store provides the following
buttons:

■ Remove: Deletes the selected certificate.

■ Export: Downloads the selected certificate to your compuuter.

Viewing Default Certificate Authorities

The device provides a default list of trusted root certificate authorities (CA), which you can view
on the Default CA Bundle page, as described in this section. These default CAs are used only for
TLS Contexts whose 'Use default CA Bundle' parameter you have configured to Enable in the
TLS Contexts table (see Configuring TLS Certificate Contexts on page 205).

NOTE

● This feature is applicable only to Mediant 800C.
● The device's CA bundle is updated with every software release to align with the latest

Mozilla CA Certificate Program's list.

➢ To view default CAs:

1. Open the Default CA Bundle page (Setup menu > IP Network tab > Security folder
> Default CA Bundle). A partial screenshot is shown below:
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2. To view detailed information of a CA, select the CA; the detailed information is displayed
below the table (as shown above).

3. To download all the CAs to a file on your computer, click Export All.

Configuring TLS Server Certificate Expiry Check

You can configure the device to periodically check the validation date of installed TLS server
certificates of TLS Contexts (configured in Configuring TLS Certificate Contexts on page 205).
You can also configure the device to send an SNMP alarm (acCertificateExpiryAlarm) at a user-
defined number of days before the installed TLS server certificate is to expire. The alarm
indicates the TLS Context to which the certificate belongs.

NOTE

● When a TLS certificate expires, services using the certificate may be discontinued
(depending on the remote side's security configuration). Therefore, best practice is to
replace (renew) the certificate as soon as possible with a valid certificate.

● This feature applies to all TLS Contexts.

➢ To configure TLS certificate expiry checks and notification:

1. Open the Security Settings page (Setup menu > IP Network tab > Security folder > Security
Settings).

2. In the 'TLS Expiry Check Start' field, enter the number of days before the installed TLS
server certificate is to expire when the device sends an SNMP trap event to notify of this.
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3. In the 'TLS Expiry Check Period' field, enter the periodical interval (in days) for checking the
TLS server certificate expiry date. By default, the device checks the certificate every 7 days.

4. Click Apply.

Configuring TLS for Secured SIP

The device uses TLS over TCP to encrypt and optionally, authenticate SIP messages. This is
referred to as SIP Secure (SIPS). SIPS uses the X.509 certificate exchange process. For
configuring TLS (TLS Context), see Configuring TLS Certificates on page 205.

To use a TLS Context for SIPS, you need to assign it to a Proxy Set or SIP Interface (or both) that
is associated with the IP Group for which you want to employ TLS. When the device establishes
a TLS connection (handshake) with a SIP user agent (UA), the TLS Context is determined as
follows:

■ Incoming calls:

a. Proxy Set: If the incoming call is successfully classified to an IP Group based on Proxy
Set (i.e., IP address of calling party) and the Proxy Set is configured for TLS ('Transport
Type' parameter is set to TLS), the TLS Context assigned to the Proxy Set is used. To
configure Proxy Sets, see Configuring Proxy Sets.

b. SIP Interface: If the Proxy Set is either not configured for TLS (i.e., the 'Transport Type'
parameter is set to UDP) or not assigned a TLS Context, and/or classification to a Proxy
Set fails, the device uses the TLS Context assigned to the SIP Interface used for the call.
To configure SIP Interfaces, see Configuring SIP Interfaces.

c. Default TLS Context (Index #0): If the SIP Interface is not assigned a TLS Context or no
SIP Interface is used for the call, the device uses the default TLS Context.

■ Outgoing calls:

a. Proxy Set: If the outgoing call is sent to an IP Group associated with a Proxy Set that is
assigned a TLS Context and the Proxy Set is configured for TLS (i.e., 'Transport Type'
parameter is set to TLS), the TLS Context is used. If the 'Transport Type' parameter is
set to UDP, the device uses UDP to communicate with the proxy and no TLS Context is
used.

b. SIP Interface: If the Proxy Set is not assigned a TLS Context, the device uses the TLS
Context assigned to the SIP Interface used for the call.
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c. Default TLS Context (Index #0): If the SIP Interface is not assigned a TLS Context or no
SIP Interface is used for the call, the device uses the default TLS Context.

NOTE

● When a TLS connection with the device is initiated by a SIP client, the device also
responds using TLS, regardless of whether or not TLS was configured.

● The device regulates the number of new concurrent TLS connections that can be
established per second. This protects the device from flooding (avalanches) of new TLS
connections which may be caused from TLS-based malicious attacks or distributed
denial-of-service (DDoS) attacks.

● To configure two-way (mutual) TLS authentication, see TLS for SIP Clients on page 230.

➢ To configure SIPS:

1. Configure a TLS Context (see Configuring TLS Certificate Contexts).

2. Assign the TLS Context to a Proxy Set or SIP Interface (see Configuring Proxy Sets and
Configuring SIP Interfaces, respectively).

3. Configure the SIP Interface with a TLS port number.

4. Configure various SIPS parameters in the Security Settings page (Setup menu > IP Network
tab > Security folder > Security Settings). For a description of the below TLS parameters,
see TLS Parameters.

5. By default, the device initiates a TLS connection only for the next network hop. To enable
TLS all the way to the destination (over multiple hops), open the Transport Settings page
(Setup menu > Signaling & Media tab > SIP Definitions folder > Transport Settings), and
then configure the 'SIPS' [EnableSIPS] parameter to Enable:
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Configuring SNI-to-TLS Mapping

The SNI- to-TLS Context Mapping table lets you configure up to 12 rules for mapping the
'server_ name' (Server Name Indication or SNI) received in the (extended) "client hello"
message, to a specific TLS Context configured on the device (see Configuring TLS Certificate
Contexts on page 205).

TLS doesn't provide a mechanism for a client to tell a server (i.e., the device) the name of the
server it is contacting. It may be desirable for clients to provide this information to facilitate
secure connections, for example, to servers that host multiple virtual servers at a single
underlying IP network address. To provide any of the server names (hostnames or domain
names), clients may include an extension of type called 'server_name' in the (extended) "client
hello" message during the TLS handshake. The SNI-to-TLS Context Mapping table lets you map
this 'server_name' to a specific TLS Context, configured in the TLS Contexts table. In this way,
each hostname can have its own TLS certificate (TLS Context), which the device sends to the
client in the "server hello" message.

When a match is found between the 'server_name' extension in the "client hello" message and
a row in the SNI-to-TLS Context Mapping table, the TLS connection is established using the TLS
certificate (i.e., certificate and key) of the mapped TLS Context. However, the TLS connection
continues using the configuration settings (e.g., TLS version, ciphers, and key exchange groups)
of the TLS Context that was originally used to establish the connection. Any modification to the
mapped TLS Context or the original TLS Context triggers an online update of the TLS connection
according to the TLS Contexts modifications.

NOTE

It's recommended to configure the mapped TLS Context and the TLS Context that is used to
initially establish the connection with the same parameter settings, but different
certificates.

The following procedure describes how to configure SNI-to-TLS Context mapping rules through
the Web interface. You can also configure it through ini file [SNI2TLSMapping] or CLI
(configure network > sni-to-tls-mapping).

➢ To configure SNI-to-TLS Context mapping rules:

1. Open the SNI-to-TLS Context Mapping table (Setup menu > IP Network tab > Security
folder > SNI-to-TLS Context).

2. Click New; the following dialog box appears:
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1. Configure an SNI-to-TLS Context mapping rule according to the parameters described in the
table below.

2. Click Apply, and then save your settings to flash memory.

Table 14-2: SNI-to-TLS Context Mapping Rules Table Parameter Descriptions

Parameter Description

'Index'

[Index]

Defines an index number for the new table record.

'Host Name'
host-name

[HostName]

Defines the 'server_name' in the "client hello" message.

The valid value is a string of up to 255 characters (case-insensitive).

'TLS Context'
tls-
context

[TLSContext]

Assigns a TLS Context, listed in the TLS Contexts table, to this rule. If the
incoming "client hello" message includes a 'server_name' extension type
whose value is the same as configured in the 'Host Name' parameter
(above), then the device uses this TLS Context.

By default, no TLS Context is assigned.

Configuring Mutual TLS Authentication

This section describes how to configure mutual (two-way) TLS authentication.

TLS for SIP Clients

When Secure SIP (SIPS) is implemented using TLS, it is sometimes required to use two-way
(mutual) authentication between the device and a SIP user agent (client). When the device acts
as the TLS server in a specific connection, the device demands the authentication of the SIP
client’s certificate. Both the device and the client use certificates from a CA to authenticate
each other, sending their X.509 certificates to one another during the TLS handshake. Once the
sender is verified, the receiver sends its' certificate to the sender for verification. SIP signaling
starts when authentication of both sides completes successfully.

TLS mutual authentication can be configured for calls by enabling mutual authentication on the
SIP Interface associated with the calls. The TLS Context associated with the SIP Interface or
Proxy Set belonging to these calls are used.

NOTE

SIP mutual authentication can also be configured globally for all calls, using the 'TLS Mutual
Authentication' (SIPSRequireClientCertificate) parameter (see Configuring TLS for SIP).
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➢ To configure mutual TLS authentication for SIP messaging:

1. Enable two-way authentication on the specific SIP Interface: In the SIP Interfaces table (see
Configuring SIP Interfaces), configure the 'TLS Mutual Authentication' parameter to Enable
for the specific SIP Interface.

2. Configure a TLS Context with the following certificates:

● Import the certificate of the CA that signed the certificate of the SIP client into the
Trusted Certificates table (certificate root store) so that the device can authenticate
the client (see Importing Certificates into Trusted Root Certificate Store).

● Make sure that the TLS certificate is signed by a CA that the SIP client trusts so that the
client can authenticate the device.

TLS for Remote Device Management

For a description of secured device management by mutual TLS authentication, see Configuring
Secured (HTTPS) Web on page 74.

Reliable (TCP/TLS) Connections

For the maximum number of concurrent TLS connections supported by the device, refer to the
Release Notes.

Reliable connection reuse depends on the [EnableTCPConnectionReuse] parameter. For
incoming connections, reuse also depends on SIP message characteristics (presence of Via
header’s ‘alias’ parameter in initial request) and the [FakeTCPalias] parameter.

Persistent connections are determined by the [ReliableConnectionPersistentMode] parameter.
However, if the destination is a Proxy server (configured in the Proxy Sets table), the connection
is always persistent, regardless of the parameter's settings.

The device releases unnecessary persistent TLS connections to prevent them from accumulating
and reaching the device's maximum number of supported TLS connections. If the number of
incoming TLS connections exceeds 80% of the maximum, the device closes incoming TLS
connections that aren’t in use and that are kept open only because they are persistent.
Similarly, the device releases reliable (TCP/TLS) connections that aren’t in use (i.e., no active SIP
dialogs and not associated with a registered user) and are kept open only because they are
persistent, when exceeding 80% of the maximum number of supported reliable connections.

The device sends the SNMP alarm acTLSSocketsLimitAlarm (OID
1.3.6.1.4.1.5003.9.10.1.21.2.0.159) when the number of incoming TLS connections exceeds 95%
of the maximum TLS connections supported by the device.

Configuring Firewall Rules
The Firewall table lets you configure up to 50 firewall rules, which define network traffic
filtering rules (access list) for incoming (ingress) traffic. The access list offers the following
firewall possibilities:
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■ Blocking traffic from known malicious sources

■ Allowing traffic only from known "friendly" sources, while blocking all other traffic

■ Mixing allowed and blocked network sources

■ Limiting traffic to a user-defined rate (blocking the excess)

■ Limiting traffic to specific protocols and specific port ranges on the device

For each packet received on the IP network interface, the device searches the table from top to
bottom until the first matching rule is found. The matched rule can permit (allow) or deny
(block) the packet. Once a rule in the table is located, subsequent rules further down the table
are ignored. If the end of the table is reached without a match, the packet is accepted.
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NOTE

● Only Security Administrator users can configure firewall rules.
● The rules configured by the Firewall table apply to a very low-level network layer and

overrides all other security-related configuration. Thus, if you have configured higher-
level security features (e.g., on the Application level), you must also configure firewall
rules to permit this necessary traffic. For example, if you have configured IP addresses
to access the device's Web and Telnet management interfaces in the Management
Access List table (see Configuring Management Access List on page 76), you must
configure a firewall rule that permits traffic from these IP addresses.

● The device supports dynamic firewall pinholes for media (RTP/RTCP) traffic negotiated
in the SDP offer-answer of SIP calls. The pinhole allows the device to ignore its firewall
and accept the traffic on the negotiated port. The device automatically closes the pinhole
once the call terminates. Therefore, it is unnecessary to configure specific firewall rules
to allow traffic through specific ports. For example, if you have configured a firewall rule
to block all media traffic in the port range 6000 to 7000 and a call is negotiated to use the
local port 6010, the device automatically opens port 6010 to allow the call.

● Setting the 'Prefix Length' field to 0 means that the rule applies to all packets, regardless
of the defined IP address in the 'Source IP' field. Thus, it is highly recommended to set
the parameter to a value other than 0.

● It is recommended to add a rule at the end of your table that blocks all traffic and to add
firewall rules above it that allow required traffic (with bandwidth limitations). To block all
traffic, use the following firewall rule:
✔ Source IP: 0.0.0.0
✔ Prefix Length: 0 (i.e., rule matches all IP addresses)
✔ Start Port - End Port: 0-65535
✔ Protocol: Any
✔ Action Upon Match: Block

● When configuring firewall rules for Proxy Set hostnames that use SRV DNS resolution
(see Configuring Proxy Sets on page 619), you must specify the fully qualified SRV
domain names used by the SIP application (in accordance with RFC 3263). For
example, if the Proxy Set is configured with the proxy address "example.com", the
corresponding firewall entries must include the appropriate SRV records (depending on
supported transport protocol):
✔ _sips._tcp.example.com (TLS)
✔ _sip._tcp.example.com (TCP)
✔ _sip._udp.example.com (UDP)

● The Firewall table supports up to 500 IP addresses (manually configured IP addresses
or DNS-resolved IP addresses).

● If the device needs to communicate with AudioCodes OVOC, you must also add rules to
allow incoming traffic from OVOC. For more information, see Configuring Firewall Rules
to Allow Incoming OVOC Traffic on page 240.

The following procedure describes how to configure firewall rules through the Web interface.
You can also configure it through ini file [AccessList] or CLI (configure network >
access-list).

➢ To configure a firewall rule:

1. Open the Firewall table (Setup menu > IP Network tab > Security folder> Firewall).

- 233 -



CHAPTER 14 Security Mediant 800 Gateway & E-SBC | User's Manual

2. On the table's toolbar, click New to add the row at the next available index number, or
select a row before which you want to add the row and then click Insert; the following
dialog box appears:

3. Configure a firewall rule according to the parameters described in the table below.

4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Table 14-3: Firewall Table Parameter Descriptions

Parameter Description

Match

'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Description'
description

[AccessList_Description]

Defines an arbitrary name to easily identify the row.

'Source IP'
source-ip

[AccessList_Source_IP]

Defines the IP address (or DNS name) or a specific host
name of the source network from where the device
receives the incoming packet.

The default is 0.0.0.0.

'DNS Query Type'
dns-query-type

[AccessList_DnsQueryType]

Defines the DNS query (request) type used by the device
to query the DNS server to resolve the domain name into
an IP address(es). This is applicable only if you have
configured the 'Source IP' parameter with an FQDN.

■ [1] A = (Default) The device performs an A-record DNS
query, which is resolved into an IPv4 address(es).

■ [2] AAAA = The device performs an AAAA-record DNS
query, which is resolved into an IPv6 address(es).

■ [3] CNAME A = The device performs a canonical name
A-record query, which is resolved into an IPv4 address
(es). A CNAME query is followed by an A-record
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Parameter Description

address query and the resultant IP address is used.

■ [4] CNAME AAAA = The device performs a canonical
name query, which is resolved into an IPv6 address
(es). A CNAME query is followed by an AAAA-record
address query and the resultant IP address is used.

■ [5] SRV A = The device performs an SRV A-record
query, which is resolved into an IPv4 address(es). An
SRV query is followed by an A-record address query
and the resultant IP address is used. The firewall rule
is active only if all the hostnames received from the
SRV query were successfully resolved.

■ [6] SRV AAAA = The device performs an SRV AAAA-
record query, which is resolved into an IPv6 address
(es). An SRV query is followed by an AAAA-record
address query and the resultant IP address is used.
The firewall rule is active only if all the hostnames
received from the SRV query were successfully
resolved.

Note:

■ For DNS resolutions, you also need to configure a DNS
server:

✔ Third-party (external) DNS server: If you select an
IP Interface for the firewall rule (see the 'Interface
Name' parameter below), the device uses the DNS
server configured for the IP Interface.

✔ Device's integrated DNS server: You can configure
domain name to IP address mapping in the
device's Internal DNS table (see Configuring the
Internal DNS Table on page 187) and Internal SRV
table (see Configuring the Internal SRV Table on
page 189).

■ The device performs DNS resolution periodically (i.e.,
resolved addresses are not persistent).

■ You can do an nslookup to query the DNS server to
obtain domain name or IP address mapping, using the
CLI command nslookup.

'Source Port'
src-port

Defines the source UDP/TCP ports of the remote host
from where the device receives the incoming packet.
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Parameter Description

[AccessList_Source_Port] The valid range is 0 to 65535. The default is 0.

Note:

■ When set to 0, this field is ignored and any source port
matches the rule.

■ The source ports used for outgoing TCP and TLS
connections are not configurable and are dynamically
determined by the device in the range of 32,768-
61,000.

'Prefix Length'
prefixLen

[AccessList_PrefixLen]

Defines the IP network mask (prefix length) of the IP
address configured in the 'Source IP' parameter (above).

■ IPv4: 0-32. For example:

✔ A value of 8 corresponds to IPv4 subnet class A
(network mask of 255.0.0.0).

✔ A value of 16 corresponds to IPv4 subnet class B
(network mask of 255.255.0.0).

✔ A value of 24 corresponds to IPv4 subnet class C
(network mask of 255.255.255.0).

✔ A value of 32 represents a single host (i.e., the
specific IPv4 address configured in the 'Source IP'
parameter).

■ IPv6: 0-128. For example:

✔ A value of 64 corresponds to subnet
xxxx:xxxx:xxxx:xxxx::.

✔ A value of 128 represents a single host (i.e., the
specific IPv6 address configured in the 'Source IP'
parameter).

The default is 32. A value of 0 means that the rule applies
to all packets.

The IP address of the sender of the incoming packet is
trimmed in accordance with the prefix length (in bits) and
then compared to the parameter ‘Source IP’.

Note:

■ A value of 0 applies to all packets, regardless of the
configured IP address (in the 'Source IP' parameter).
Therefore, youmust configure the parameter to a
value other than 0.
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Parameter Description

■ The parameter is mandatory.

'Start Port'
start-port

[AccessList_Start_Port]

Defines the first UDP/TCP port in the range of ports on
the device on which the incoming packet is received.
From the perspective of the remote IP entity, this is the
destination port. To configure the last port in the range,
see the 'End Port' parameter (below).

The valid range is 0 to 65535. The default is 0.

Note:When the protocol type isn't TCP or UDP, the entire
range must be provided.

'End Port'
end-port

[AccessList_End_Port]

Defines the last UDP/TCP port in the range of ports on the
device on which the incoming packet is received. From
the perspective of the remote IP entity, this is the
destination port. To configure the first port in the range,
see the 'Start Port' parameter (above).

The valid range is 0 to 65535. The default is 65535.

Note:When the protocol type isn't TCP or UDP, the entire
range must be provided.

'Protocol'
protocol

[AccessList_Protocol]

Defines the protocol type (e.g., UDP, TCP, ICMP, ESP or
Any) or the IANA protocol number in the range of 0 (Any)
to 255.

The default is Any.

Note:

■ The parameter also accepts the string value "HTTP",
which implies selection of the TCP or UDP protocols
and the appropriate port numbers as defined on the
device.

■ To specify SIP ports, configure rules with the UDP and
TCP protocols for the required SIP Interfaces.

'Use Specific Interface'
use-specific-
interface

[AccessList_Use_Specific_
Interface]

Defines if you want to apply the rule to all IP interfaces or
only a specific IP interface, configured in the IP Interfaces
table (see Configuring IP Network Interfaces). In other
words, the rule applies to packets that are received from
the configured IP address ('Source IP' parameter) and
received on this IP interface(s).

■ [0] Disable = The rule applies to all IP Interfaces.

■ [1] Enable = (Default) The rule applies to a specific IP
Interface only, which you assign using the 'Interface
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Parameter Description

Name' parameter (below).

'Interface Name'
network-interface-
name

[AccessList_Interface_x]

Assigns an IP Interface (see Configuring IP Network
Interfaces) to the rule.

By default, no value is defined.

Note: The parameter is applicable only if you configure
the 'Use Specific Interface' parameter (above) to Enable.

Action

'Action Upon Match'
allow-type

[AccessList_Allow_Type]

Defines the firewall action if the rule is matched.

■ Allow = (Default) Permits the packets.

■ Block = Rejects the packets

'Packet Size'
packet-size

[AccessList_Packet_Size]

Defines the maximum allowed packet size.

The valid range is 0 to 65535. The default is 0.

Note:When filtering fragmented IP packets, this
parameter relates to overall (re-assembled) packet size
(and not to the size of each fragment).

'Byte Rate'
byte-rate

[AccessList_Byte_Rate]

Defines the expected traffic rate (bytes per second). This
is the allowed bandwidth for the specified protocol.

The default is 0.

In addition to this parameter, the 'Burst Bytes' parameter
provides additional allowance such that momentary
bursts of data may utilize more than the configured byte
rate, without being interrupted.

For example, if 'Byte Rate' is configured to 40000 and
'Burst Bytes' to 50000, then this implies the following: the
allowed bandwidth is 40000 bytes/sec with extra
allowance of 50000 bytes. If, for example, the actual
traffic rate is 45000 bytes/sec, this allowance would be
consumed within 10 seconds, after which all traffic
exceeding the allocated 40000 bytes/sec is dropped. If the
actual traffic rate then slowed to 30000 bytes/sec, the
allowance would be replenished within 5 seconds.

'Burst Bytes'
byte-burst

[AccessList_Byte_Burst]

Defines the tolerance of traffic rate limit (number of
bytes).

The default is 0.

Statistics
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Parameter Description

'Match Count'

[AccessList_MatchCount]

(Read-only) Displays the number of packets accepted or
rejected by the rule.

The table below provides an example of configured firewall rules:

Table 14-4: Configuration Example of Firewall Rules

Parameter Firewall Rule

1 2 3 4 5

'Source IP' 12.194.231.76 12.194.230.7 0.0.0.0 192.0.0.0 0.0.0.0

'Prefix
Length'

16 16 0 8 0

'Start Port
and End
Port'

0-65535 0-65535 0-65535 0-65535 0-65535

'Protocol' Any Any icmp Any Any

'Use
Specific
Interface'

Enable Enable Disable Enable Disable

'Interface
Name'

WAN WAN None Voice-Lan None

'Byte Rate' 0 0 40000 40000 0

'Burst
Bytes'

0 0 50000 50000 0

'Action
Upon
Match'

Allow Allow Allow Allow Block

The firewall rules in the above configuration example do the following:

■ Rules 1 and 2: Typical firewall rules that allow packets ONLY from specified IP addresses
(e.g., proxy servers). Note that the prefix length is configured.

■ Rule 3: A more "advanced” firewall rule - bandwidth rule for ICMP, which allows a
maximum bandwidth of 40,000 bytes/sec with an additional allowance of 50,000 bytes. If,
for example, the actual traffic rate is 45,000 bytes/sec, then this allowance would be
consumed within 10 seconds, after which all traffic exceeding the allocated 40,000
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bytes/sec is dropped. If the actual traffic rate then slowed to 30,000 bytes/sec, the
allowance would be replenished within 5 seconds.

■ Rule 4: Allows traffic from the LAN voice interface and limits bandwidth.

■ Rule 5: Blocks all other traffic.

Configuring Firewall Rules to Allow Incoming OVOC Traffic

If the device needs to communicate with AudioCodes OVOC, and you have configured at least
one rule in the device's Firewall table, you also need to add firewall rules that permit (allow)
incoming traffic from OVOC.

NOTE

These OVOC-related firewall rules are required only if have configured other firewall rules in
the Firewall table. If you haven't configured any rules, the device allows all incoming traffic
(including from OVOC) by default and the below firewall configuration is not required.

Table 14-5: Firewall Rules to Allow Traffic from OVOC
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Intrusion Detection System
The device's Intrusion Detection System (IDS) feature detects malicious attacks on the device
and reacts accordingly. A remote host is considered malicious if it reaches or exceeds a user-
defined threshold (counter) of specified malicious attack types.

If malicious activity is detected, the device can do the following:

■ Block remote hosts (IP addresses / ports) considered by the device as malicious. The device
automatically blocks the malicious source for a user-defined period, after which it is
removed from the IDS Active Blocked List (see Viewing IDS Active Blocked List on
page 1501).

■ Send SNMP traps to notify of malicious activity and/or whether an attacker has been added
to or removed from the IDS blocked list. For more information, see Viewing IDS Alarms.

IDS is an important feature as it ensures legitimate calls are not being adversely affected by
attacks, and prevents Theft of Service and unauthorized access.

There are many types of malicious attacks, the most common being:

■ Denial of service: This can be Denial of Service (DoS) where an attacker wishing to prevent
a server from functioning correctly directs a large amount of requests – sometimes
meaningless and sometimes legitimate, or it can be Distributed Denial of Service (DDoS)
where the attacker controls a large group of systems to coordinate a large scale DoS attack
against a system:

● Message payload tampering: Attacker may inject harmful content into a message, e.g.,
by entering meaningless or wrong information, with the goal of exploiting a buffer
overflow at the target. Such messages can be used to probe for vulnerabilities at the
target.

● Message flow tampering: This is a special case of DoS attacks. These attacks disturb the
ongoing communication between users. An attacker can then target the connection by
injecting fake signaling messages into the communication channel (such as CANCEL
messages).

● Message Flooding: The most common DoS attack is where an attacker sends a huge
amount of messages (e.g., INVITEs) to a target. The goal is to overwhelm the target’s
processing capabilities, thereby rendering the target inoperable.

■ SPAM over Internet Telephony (SPIT): VoIP spam is unwanted, automatically dialed, pre-
recorded phone calls using VoIP. It is similar to e-mail spam.

■ Theft of Service (ToS): Service theft can be exemplified by phreaking, which is a type of
hacking that steals service (i.e., free calls) from a service provider, or uses a service while
passing the cost to another person.

The IDS configuration is based on IDS Policies, where each policy can be configured with a set of
IDS rules. Each rule defines a type of malicious attack to detect and the number of attacks
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during an interval (threshold) before an SNMP trap is sent. Each policy is then applied to a
target under attack (SIP Interface) and/or source of attack (Proxy Set and/or subnet address).

Enabling IDS

By default, IDS is disabled. You can enable it, as described below.

➢ To enable IDS:

1. Open the IDS General Settings page (Setup menu > Signaling & Media tab > Intrusion
Detection folder >IDS General Settings).

2. From the 'Intrusion Detection System' drop-down list, select Enable.

3. Click Apply.

Configuring IDS Policies

An IDS Policy is configured using two tables with "parent-child" type relationship:

■ IDS Policies table ("parent"): Defines a name and provides a description for the IDS Policy.
You can configure up to 20 IDS Policies.

■ IDS Rules table ("child"): Defines the actual rules for the IDS Policy. Each IDS Policy can be
configured with up to 20 rules.

NOTE

A maximum of 100 IDS rules can be configured (regardless of how many rules are assigned
to each policy).

For your convenience, the device provides default IDS Policies which you can use in your
deployment if they meet your requirements:

■ "DEFAULT_FEU" - typically suited for far-end users in the WAN.

■ "DEFAULT_PROXY" - typically suited for proxy servers.

■ "DEFAULT_GLOBAL" - with global thresholds.

The following table shows the IDS rules per default IDS Policy:
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Default IDS Policies and
Rules

Default Values

'Threshold
Scope'

'Threshold Win-
dow'

'Minor-Alarm
Threshold'

DEFAULT_FEU

Connection abuse IP 30 5

Malformed message IP 30 15

Authentication failure IP 600 20

Dialog establish failure IP 300 30

Abnormal flow IP 30 15

DEFAULT_PROXY

Connection abuse IP 3 5

Malformed message IP 3 50

Authentication failure IP 5 30

Dialog establish failure IP 3 50

Abnormal flow IP 3 50

DEFAULT_GLOBAL

Connection abuse Global 3 15

Malformed message Global 3 50

Authentication failure Global 5 30

Dialog establish failure Global 3 50

Abnormal flow Global 3 50

NOTE

● You can edit and delete the default IDS Policies.
● If the IDS Policies table is empty (i.e., you have deleted all IDS Policies) and you want to

restore the default IDS Policies, disable and then enable the IDS feature (see Enabling
IDS on the previous page).
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The following procedure describes how to configure IDS Policies through the Web interface.
You can also configure it through ini file or CLI:

■ IDS Policy table: IDSPolicy (ini file) or configure voip > ids policy (CLI)

■ IDS Rules table: IDSRule (ini file) or configure voip > ids rule (CLI)

➢ To configure an IDS Policy:

1. Open the IDS Policies table (Setup menu > Signaling & Media tab > Intrusion Detection
folder > IDS Policies); the table displays the pre-configured IDS policies:

2. Click New; the following dialog box appears:

3. Configure an IDS Policy name according to the parameters described in the table below.

4. Click Apply.

Table 14-6: IDS Policies Table Parameter Descriptions

Parameter Description

'Index'
policy

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Name'
rule

[Name]

Defines a descriptive name, which is used when associating the row
in other tables.

The valid value is a string of up to 40 characters.

Note: The name must not be "Any" (case-sensitive). It's also
recommended to avoid using the string "any" in any letter case to
prevent confusion because some tables use the optional value Any
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Parameter Description

to reference any row in another table.

'Description'
description

[Description]

Defines a brief description for the IDS Policy.

The valid value is a string of up to 100 characters.

5. In the IDS Policies table, select the required IDS Policy row, and then click the IDS Rule link
located below the table; the IDS Rule table opens.

6. Click New; the following dialog box appears:

The figure above shows a configuration example: If 15 malformed SIP messages ('Reason')
are received within a period of 30 seconds ('Threshold Window'), a minor alarm is sent
('Minor-Alarm Threshold'). Every 30 seconds, the rule’s counters are cleared ('Threshold
Window'). If more than 25 malformed SIP messages are received within this period, the
device blocks for 60 seconds the remote IP host ('Deny Threshold') from where the
messages were received.

7. Configure an IDS Rule according to the parameters described in the table below.

8. Click Apply, and then save your settings to flash memory.

Table 14-7: IDS Rule Table Parameter Descriptions

Parameter Description

General

'Index'
rule-id

[IDSRule_RuleID]

Defines an index number for the new table record.
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Parameter Description

'Reason'
reason

[IDSRule_Reason]

Defines the type of intrusion attack (malicious event).

■ [0] Any = All events listed below are considered as
attacks and are counted together.

■ [1] Connection abuse = (Default) Connection failures,
which includes the following:

✔ Incoming TLS authentication (handshake) failure

✔ Incoming WebSocket connection establishment
failure

■ [2]Malformed message = Malformed SIP messages,
which includes the following:

✔ Message exceeds a user-defined maximum message
length (50K)

✔ Any SIP parser error

✔ Message Policy match (see Configuring SIP Message
Policy Rules)

✔ Basic headers not present

✔ Content length header not present (for TCP)

✔ Header overflow

■ [3] Authentication failure = SIP authentication failure,
which includes the following:

✔ Local authentication ("Bad digest" errors)

✔ Remote authentication (SIP 401/407 is sent if original
message includes authentication)

■ [4] Dialog establish failure = SIP dialog establishment
(e.g., INVITE) failure, which includes the following:

✔ Classification failure (see Configuring Classification
Rules).

✔ Call Admission Control (CAC) threshold exceeded
(see Configuring Call Admission Control on
page 1158)

✔ Routing failure (i.e., no routing rule was matched)

✔ Local reject by device (prior to SIP 180 response):
REGISTER not allowed due to IP Group's 'Registration
Mode' parameter, or SIP requests rejected based on
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Parameter Description

a registered users policy (configured by the SRD
parameter 'User Security Mode' or SIP Interface
parameter 'User Security Mode').

✔ No user found when routing to a User-type IP Group
(similar to a SIP 404)

✔ Remote rejects (prior to SIP 18x response). To specify
SIP response codes to exclude from the IDS count,
see Configuring SIP Response Codes to Exclude from
IDS on page 255.

✔ Malicious signature pattern detected (see
Configuring Malicious Signatures)

■ [5] Abnormal flow = SIP call flow that is abnormal, which
includes the following:

✔ Requests and responses without a matching
transaction user (except ACK requests)

✔ Requests and responses without a matching
transaction (except ACK requests)

'Threshold Scope'
threshold-scope

[IDSRule_ThresholdScope]

Defines the source of the attacker to consider in the device's
detection count.

■ [0] Global = All attacks regardless of source are counted
together during the threshold window.

■ [2] IP = Attacks from each specific IP address are counted
separately during the threshold window.

■ [3] IP+Port = Attacks from each specific IP address:port
are counted separately during the threshold window.
This option is useful for NAT servers, where numerous
remote machines use the same IP address but different
ports. However, it is not recommended to use this option
as it may degrade detection capabilities.

'Threshold Window'
threshold-window

[IDSRule_
ThresholdWindow]

Defines the threshold interval (in seconds) during which the
device counts the attacks to check if a threshold is crossed.
The counter is automatically reset at the end of the interval.

The valid range is 1 to 1,000,000. The default is 1.

Alarms

'Minor-Alarm Threshold' Defines the threshold that if crossed a minor severity alarm
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Parameter Description

minor-alrm-thr

[IDSRule_
MinorAlarmThreshold]

is sent.

The valid range is 1 to 1,000,000. A value of 0 or -1 means
not defined.

'Major-Alarm Threshold'
major-alrm-thr

[IDSRule_
MajorAlarmThreshold]

Defines the threshold that if crossed a major severity alarm is
sent.

The valid range is 1 to 1,000,000. A value of 0 or -1 means
not defined.

'Critical-Alarm Threshold'
critical-alrm-thr

[IDSRule_
CriticalAlarmThreshold]

Defines the threshold that if crossed a critical severity alarm
is sent.

The valid range is 1 to 1,000,000. A value of 0 or -1 means
not defined.

Deny

'Deny Threshold'
deny-thr

[IDSRule_DenyThreshold]

Defines the threshold that if crossed, the device blocks the
remote host (attacker).

The default is -1 (i.e., not configured).

To view the IDS blocked list, see Viewing IDS Active Blocked
List on page 1501.

Note: The parameter is applicable only if the 'Threshold
Scope' parameter is set to IP or IP+Port.

'Deny Period'

deny-period

[IDSRule_DenyPeriod]

Defines the duration (in sec) to keep the attacker on the
blocked list, if configured using the 'Deny Threshold'
parameter.

The valid range is 0 to 1,000,000. The default is -1 (i.e., not
configured).

To view the IDS blocked list, see Viewing IDS Active Blocked
List on page 1501.

Note: The parameter is applicable only if the 'Threshold
Scope' parameter is set to IP or IP+Port.

Assigning IDS Policies

The IDS Matches table lets you implement your configured IDS Policies. You do this by assigning
IDS Policies to any, or a combination of the following configuration entities:

■ SIP Interface: For detection of malicious attacks on specific SIP Interface(s). To configure
SIP Interfaces, see Configuring SIP Interfaces.
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■ Proxy Sets: For detection of malicious attacks from specified Proxy Set(s). To configure
Proxy Sets, see Configuring Proxy Sets.

■ Subnet addresses: For detection of malicious attacks from specified subnet addresses.

You can configure up to 20 IDS Policy-Matching rules.

The following procedure describes how to configure the IDS Match table through the Web
interface. You can also configure it through ini file [IDSMatch] or CLI (configure voip >
ids match).

➢ To configure an IDS Policy-Matching rule:

1. Open the IDS Matches table (Setup menu > Signaling & Media tab > Intrusion Detection
folder > IDS Matches).

2. Click New; the following dialog box appears:

The figure above shows a configuration example where the IDS Policy "SIP Trunk" is applied
to SIP Interfaces 1 and 2, and to all source IP addresses outside of subnet 10.1.0.0/16 and
IP address 10.2.2.2.

3. Configure a rule according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 14-8: IDS Matches Table Parameter Descriptions

Parameter Description

'Index'

[Index]

Defines an index number for the new table record.

'SIP Interface IDs'
sip-interface

[SIPInterface]

Assigns a SIP Interface(s) to the IDS Policy. This indicates the
SIP Interfaces that are being attacked.

The valid value is the ID of the SIP Interface. The following
syntax is supported:

■ A comma-separated list of SIP Interface IDs (e.g., 1,3,4)

■ A hyphen (-) indicates a range of SIP Interfaces (e.g., 3,4-7
means IDs 3, and 4 through 7)
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Parameter Description

■ A prefix of an exclamation mark (!) means negation of the
set (e.g., !3,4-7 means all indexes excluding 3, and
excluding 4 through 7)

'Proxy Set IDs'
proxy-set

[ProxySet]

Assigns a Proxy Set(s) to the IDS Policy. This indicates the
Proxy Sets from where the attacks are coming from. The
following syntax is supported:

■ A comma-separated list of Proxy Set IDs (e.g., 1,3,4)

■ A hyphen (-) indicates a range of Proxy Sets (e.g., 3,4-7
means IDs 3, and 4 through 7)

■ A prefix of an exclamation mark (!) means negation of the
set (e.g., !3,4-7 means all indexes excluding 3, and
excluding 4 through 7)

Note:

■ Only the IP address of the Proxy Set is considered (not
port).

■ If a Proxy Set has multiple IP addresses, the device
considers the Proxy Set as one entity and includes all its IP
addresses in the same IDS count.

'Subnet'
subnet

[Subnet]

Defines the subnet to which the IDS Policy is assigned. This
indicates the subnets from where the attacks are coming
from. The following syntax can be used:

■ Basic syntax is a subnet in CIDR notation (e.g., 10.1.0.0/16
means all sources with IP address in the range 10.1.0.0–
10.1.255.255)

■ An IP address can be specified without the prefix length to
refer to the specific IP address.

■ Each subnet can be negated by prefixing it with (!), which
means all IP addresses outside that subnet.

■ Multiple subnets can be specified by separating them with
"&" (and) or "|" (or) operations (without quotation
marks), for example:

✔ 10.1.0.0/16 | 10.2.2.2: includes subnet 10.1.0.0/16
and IP address 10.2.2.2.

✔ !10.1.0.0/16 & !10.2.2.2: includes all addresses except
those of subnet 10.1.0.0/16 and IP address 10.2.2.2.
Note that the exclamation mark (!) appears before
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Parameter Description

each subnet.

✔ 10.1.0.0/16 & !10.1.1.1: includes subnet 10.1.0.0/16,
except IP address 10.1.1.1.

'Policy'
policy

[Policy]

Assigns an IDS Policy (configured in Configuring IDS Policies).

Viewing IDS Alarms

The device sends the following SNMP traps for the IDS feature:

■ Traps that notify the detection of malicious attacks:

● acIDSPolicyAlarm: The device sends this alarm whenever a threshold of a specific IDS
Policy rule is crossed. The trap displays the crossed severity threshold (Minor or
Major), IDS Policy and IDS Rule, and the IDS Policy-Match index.

● acIDSThresholdCrossNotification: The device sends this event for each scope (IP
address) that crosses the threshold. In addition to the crossed severity threshold
(Minor or Major) of the IDS Policy-Match index, this event shows the IP address (or IP
address:port) of the malicious attacker.

If the severity level is raised, the alarm of the former severity is cleared and the device
sends a new alarm with the new severity. The alarm is cleared after a user-defined
timeout during which no thresholds have been crossed.

➢ To configure IDS alarm cleared timeout:

1. Open the IDS General Settings page (Setupmenu > Signaling & Media tab > Intrusion
Detection folder > IDS General Settings).

2. From the 'IDS Alarm Clear Period' field (IDSAlarmClearPeriod), enter the timeout (in
seconds) after which the alarm is cleared if no IDS thresholds have been crossed during the
timeout.

3. Click Apply.

This "quiet" timeout period must be at least twice the 'Threshold Window' value
(configured in Configuring IDS Policies). For example, if you configure 'IDS Alarm Clear
Period' to 20 sec and 'Threshold Window' to 15 sec, the 'IDS Alarm Clear Period' parameter
is ignored and the alarm is cleared only after 30 seconds (2 x 15 sec).

- 252 -



CHAPTER 14 Security Mediant 800 Gateway & E-SBC | User's Manual

The figure below displays an example of IDS alarms in the Active Alarms table (Viewing
Active Alarms). In this example, a Minor threshold alarm is cleared and replaced by a Major
threshold alarm:

■ acIDSBlacklistNotification event: The device sends this event whenever an attacker (remote
host at IP address and/or port) is added to or removed from the blocked list. To view the
IDS blocked list, see Viewing IDS Active Blocked List on page 1501.

You can also view IDS alarms through CLI:

■ To view all active IDS alarms:

# show voip ids active-alarm all

■ To view all IP addresses that have crossed the threshold for an active IDS alarm:

# show voip ids active-alarm match <IDS Match Policy ID> rule <IDS Rule ID>

The IP address is displayed only if the 'Threshold Scope' parameter is set to IP or IP+Port;
otherwise, only the alarm is displayed.

The device also sends IDS notifications and alarms in syslog messages to a syslog server. This
occurs only if you have configured syslog (see Enabling Syslog). An example of a syslog message
with IDS alarms and notifications is shown below:

The table below lists the syslog text messages per malicious event:

Table 14-9: Types of Malicious Events and Syslog Text String

Reason

Description Syslog String

Connection Abuse

TLS authentication failure abuse-tls-auth-fail

WebSocket establishment failure abuse-websocket-fail
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Reason

Description Syslog String

Malformed Messages

Message exceeds a user-defined maximum
message length (50K)

malformed-invalid-msg-len

Any SIP parser error malformed-parse-error

Message policy match malformed-message-policy

Basic headers not present malformed-miss-header

Content length header not present (for TCP) malformed-miss-content-len

Header overflow malformed-header-overflow

Authentication Failure

Local authentication ("Bad digest" errors) auth-establish-fail

Remote authentication (SIP 401/407 is sent if
original message includes authentication)

auth-reject-response

Dialog Establishment Failure

Classification failure establish-classify-fail

Routing failure (no matched routing rule) establish-route-fail

Other local rejects (prior to SIP 180 response) establish-local-reject

Remote rejects (prior to SIP 180 response) establish-remote-reject

Malicious signature pattern detected establish-malicious-signature-db-reject

CAC threshold exceeded establish-cac-reject

Abnormal Flow

Requests and responses without a matching
transaction user (except ACK requests)

flow-no-match-tu

Requests and responses without a matching
transaction (except ACK requests)

flow-no-match-transaction
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Configuring SIP Response Codes to Exclude from IDS

You can specify SIP response codes (reject reasons) that you want the IDS mechanism to ignore
in its' count as reasons for SIP-dialog establishment failures.

➢ To configure SIP responses to exclude from IDS:

1. Open the IDS General Settings page (Setup menu > Signaling & Media tab > Intrusion
Detection folder > IDS General Settings).

2. In the 'Excluded Response Codes' field, enter the SIP response codes that you want ignored
by IDS.

Figure 14-1: Configuring SIP Response Codes to Exclude from IDS

3. Click Apply.

NOTE

● The parameter applies only to rejected responses received from the upstream server;
not rejected responses generated by the device (except for 404).

● The response codes 401 and 407 are considered authentication failures and thus, are
not applicable to this parameter.

Configuring SIP Header Value Encryption
For enhanced security, you can configure the device to encrypt the value of a specific SIP
header. Encryption is done using the AES-256 key encryption algorithm.

This feature is typically used between two AudioCodes devices, where one encrypts the SIP
header value before sending the SIP message, while the other decrypts the value when it
receives the SIP message.

NOTE

This feature is intended for SIP headers that are not used by the device for classification or
routing. For example, you may want to encrypt the value of a proprietary SIP header called
"P-Access-Network-Info" that may contain sensitive information.

➢ To configure SIP header value encryption:

1. Configure the AES-256 encryption key:

a. Open the SIP Definitions General Settings page (Setup menu > Signaling & Media tab >
SIP Definitions folder > SIP Definitions General Settings).

b. In the 'AES-256 Encryption Key' parameter, enter the encryption key:
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NOTE

● The key must be 32 characters.
● Configure both devices with the same key.

2. Configure a Message Manipulation rule to specify the SIP header to encrypt:

a. Open the Message Manipulations table (see Configuring SIP Message Manipulation on
page 849).

b. Click New, and then configure the rule as follows:

◆ 'Name': Assign a name.

◆ 'Manipulation Set ID': Configure an ID.

◆ 'Message Type': Configure the type of SIP message (e.g., Invite).

◆ 'Action Subject': Configure the SIP header whose value you want to encrypt (e.g.,
P-Access-Network-Info).

◆ 'Action Type': SelectModify.

◆ 'Action Value': Use the Funct.Encrypt option to encrypt the SIP header (e.g.,
Funct.Encrypt(P-Access-Network-Info)).

NOTE

On the device that decrypts the SIP header value, configure the 'Action Value' parameter to
Funct.Decrypt(P-Access-Network-Info) for the relevant Message Manipulation rule.

3. Open the IP Groups table (see Configuring IP Groups on page 576), and then assign the
Manipulation Set ID (configured in the previous step) to the relevant IP Group.
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15 Media
This section describes media-related configuration.

Configuring Voice Settings
The section describes various voice- related configuration such as voice volume, silence
suppression, and DTMF transport type. For a detailed description of these parameters, see
Configuration Parameters Reference.

Configuring Voice Gain (Volume) Control

The device allows you to configure the level of the received (input gain) Tel-to-IP or IP-to-IP
signal and the level of the transmitted (output gain) IP-to-Tel or IP-to-IP signal. The gain can be
set between -32 and 31 decibels (dB).

➢ To configure gain control through the Web interface:

1. Open the Voice Settings page (Setup menu > Signaling & Media tab >Media folder > Voice
Settings).

2. Configure the following parameters:

● 'Voice Volume' (VoiceVolume): Defines the voice gain control (in decibels) of the
transmitted signal.

● 'Input Gain' (InputGain): Defines the PCM input gain control (in decibels) of the
received signal.

3. Click Apply.

Configuring Echo Cancellation

The device supports adaptive linear (line) echo cancellation according to G.168-2002. Echo
cancellation is a mechanism that removes echo from the voice channel. Echoes are reflections
of the transmitted signal.

In this line echo, echoes are generated when two-wire telephone circuits (carrying both
transmitted and received signals on the same wire pair) are converted to a four-wire circuit.
Echoes are reflections of the transmitted signal, which result from impedance mismatch in the
hybrid (bi-directional 2-wire to 4-wire converting device).

An estimated echo signal is built by feeding the decoder output signal to an RLS-like adaptive
filter, which adapts itself to the characteristics of the echo path. The ‘estimated echo signal’
(the output of this filter) is then subtracted from the input signal (which is the sum of the
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NOTE

● Unless otherwise specified, parameters mentioned in this section are available on this
page. For a detailed description of these fax and modem parameters, see Configuration
Parameters Reference.

● Some SIP parameters override these fax and modem parameters. For example, the
[IsFaxUsed] parameter and V.152 parameters in Section V.152 Support.

➢ To access the fax and modem parameters:

■ Open the Fax/Modem/CID Settings page (Setup menu > Signaling & Media tab >Media
folder > Fax/Modem/CID Settings).

Fax and Modem Operating Modes

The device supports two modes of operation:

■ Fax/modem negotiation that is not performed during call establishment.

■ Voice-band data (VBD) mode for V.152 implementation (see V.152 Support): Fax/modem
capabilities are negotiated between the device and the remote endpoint during call
establishment. During a call, when a fax/modem signal is detected, transition from voice to
VBD (or T.38) is automatically performed and no additional SIP signaling is required. If
negotiation fails (i.e., no match is achieved for any of the transport capabilities), fallback to
existing logic occurs (according to the parameter IsFaxUsed).

Fax and Modem Transport Modes

The device supports the following transport modes for fax per modem type
(V.22/V.23/Bell/V.32/V.34):

■ T.38 fax relay (see T.38 Fax Relay Mode)

■ G.711 Transport: switching to G.711 when fax/modem is detected (see G.711 Fax / Modem
Transport Mode)
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■ Fax fallback to G.711 if T.38 is not supported (see Fax Fallback)

■ Fax and modem bypass: a proprietary method that uses a high bit rate coder (see
Fax/Modem Bypass Mode)

■ NSE Cisco’s Pass-through bypass mode for fax and modem (see Fax / Modem NSE Mode)

■ Transparent with events: passing the fax / modem signal in the current voice coder with
adaptations (see Fax / Modem Transparent with Events Mode)

■ Transparent: passing the fax / modem signal in the current voice coder (see Fax / Modem
Transparent Mode)

■ RFC 2833 ANS Report upon Fax/Modem Detection (see RFC 2833 ANS Report upon
Fax/Modem Detection)

‘Adaptations’ refer to automatic reconfiguration of certain DSP features for handling
fax/modem streams differently than voice.

T.38 Fax Relay Mode

In Fax Relay mode, fax signals are transferred using the T.38 protocol. T.38 is the ITU standard
for sending fax across IP networks in real-time mode. The device currently supports only the
T.38 UDP syntax.

T.38 can be configured in the following ways:

■ Switching to T.38 mode using SIP re-INVITE messages (see Switching to T.38 Mode using SIP
Re-INVITE)

■ Automatically switching to T.38 mode without using SIP re-INVITE messages (see
Automatically Switching to T.38 Mode without SIP Re-INVITE)

When fax transmission ends, the reverse switching from fax relay to voice is automatically
performed at both the local and remote endpoints.

You can change the fax rate declared in the SDP, using the 'Fax Relay Max Rate' parameter
[FaxRelayMaxRate]. The parameter doesn't affect the actual transmission rate. You can also
enable or disable Error Correction Mode (ECM) fax mode using the 'Fax Relay ECM Enable'
parameter [FaxRelayECMEnable].

When using T.38 mode, you can define a redundancy feature to improve fax transmission over
congested IP networks. This feature is activated using the 'Fax Relay Redundancy Depth'
parameter [FaxRelayRedundancyDepth] and the 'Fax Relay Enhanced Redundancy Depth'
parameter [FaxRelayEnhancedRedundancyDepth]. Although this is a proprietary redundancy
scheme, it should not create problems when working with other T.38 decoders.

Switching to T.38 Mode using SIP re-INVITE

In the Switching to T.38 mode using the SIP re-INVITE, upon detection of a fax signal, the
terminating device negotiates T.38 capabilities using a re-INVITE message. If the far-end device
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doesn't support T.38, the fax fails. In this mode, the 'Fax Transport Mode' parameter
[FaxTransportMode] is ignored.

➢ To configure T.38 mode using SIP re-INVITE messages:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings), and then from the 'Fax Signaling Method' drop-down
list [IsFaxUsed], select T.38 Relay:

2. On the Fax/Modem/CID Settings page, configure the following optional parameters:

● 'Fax Relay Redundancy Depth' [FaxRelayRedundancyDepth]

● 'Fax Relay Enhanced Redundancy Depth' [FaxRelayEnhancedRedundancyDepth]

● 'Fax Relay ECM Enable' [FaxRelayECMEnable]

● 'Fax Relay Max Rate' [FaxRelayMaxRate]

NOTE

The terminating gateway sends T.38 packets immediately after the T.38 capabilities are
negotiated in SIP. However, the originating device by default, sends T.38 (assuming the T.38
capabilities are negotiated in SIP) only after it receives T.38 packets from the remote device.
This default behavior cannot be used when the originating device is located behind a firewall
that blocks incoming T.38 packets on ports that have not yet received T.38 packets from the
internal network. To resolve this problem, you should configure the device to send CNG
packets in T.38 upon CNG signal detection [CNGDetectorMode = 1].

Automatically Switching to T.38 Mode without SIP re-INVITE

In the Automatically Switching to T.38 mode without SIP re- INVITE, when a fax signal is
detected, the channel automatically switches from the current voice coder to answer tone
mode and then to T.38-compliant fax relay mode.

➢ To configure Automatic T.38 mode:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings), and then from the 'Fax Signaling Method' drop-down
list (IsFaxUsed), select No Fax:

2. On the Fax/Modem/CID Settings page, configure the 'Fax Transport Mode' parameter to
T.38 Relay [FaxTransportMode = 1].

3. Configure the following optional parameters:

● 'Fax Relay Redundancy Depth' [FaxRelayRedundancyDepth]
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■ Device initiates a call: The device always sends the SDP offer with the proprietary token
"AcUdpTl" in the 'fmtp' attribute. If the SDP answer includes the same token, the device
employs the proprietary T.38-over-RTP mode; otherwise, the standard mode is used.

■ Device answers a call: If the SDP offer from the remote party contains the 'fmtp' attribute
with "AcUdpTl", the device answers with the same attribute and employs the proprietary
T.38-over-RTP mode; otherwise, the standard mode is used.

NOTE

If both T.38 (regular) and T.38 Over RTP coders are negotiated between the call parties, the
device uses T.38 Over RTP.

G.711 Fax and Modem Transport Mode

In this mode, when the terminating device detects fax or modem signals (CED or AnsAM), it
sends a re-INVITE message to the originating device, requesting it to re-open the channel in
G.711 VBD with the following adaptations:

■ Echo Canceller = off

■ Silence Compression = off

■ Echo Canceller Non-Linear Processor Mode = off

■ Dynamic Jitter Buffer Minimum Delay = 40

■ Dynamic Jitter Buffer Optimization Factor = 13

After a few seconds upon detection of fax V.21 preamble or super G3 fax signals, the device
sends a second re-INVITE enabling the echo canceller (the echo canceller is disabled only on
modem transmission).

A ‘gpmd’ attribute is added to the SDP according to the following format:

■ For G.711 A-law:

a=gpmd:8 vbd=yes;ecan=on (or off for modems)

■ For G.711 µ-law:

a=gpmd:0 vbd=yes;ecan=on (or off for modems)

The following parameters are ignored and automatically set to Events Only:

■ 'Fax Transport Mode' [FaxTransportMode]

■ 'Vxx ModemTransportType' [VxxModemTransportType]
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list (IsFaxUsed), select Fax Fallback:

2. Click Apply.

Fax and Modem Bypass Mode

In this proprietary mode, when fax or modem signals are detected, the channel automatically
switches from the current voice coder to a high bit-rate coder, according to the 'Fax/Modem
Bypass Coder Type' parameter [FaxModemBypassCoderType]. The channel is also automatically
reconfigured with the following fax / modem adaptations:

■ Disables silence suppression

■ Enables echo cancellation for fax

■ Disables echo cancellation for modem

■ Performs certain jitter buffering optimizations

The network packets generated and received during the bypass period are regular voice RTP
packets (per the selected bypass coder), but with a different RTP payload type according to the
following parameters:

■ 'Fax Bypass Payload Type' [FaxBypassPayloadType]

■ [ModemBypassPayloadType]

During the bypass period, the coder uses the packing factor, configured by the 'Fax/Modem
Bypass Packing Factor' parameter [FaxModemBypassM]. The packing factor determines the
number of coder payloads (each the size of [FaxModemBypassBasicRTPPacketInterval]) that are
used to generate a single fax/modem bypass packet. When fax/modem transmission ends, the
reverse switching, from bypass coder to regular voice coder is performed.

➢ To configure fax / modem bypass mode:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings), and then from the 'Fax Signaling Method' drop-down
list [IsFaxUsed], select No Fax.

2. On the Fax/Modem/CID Settings page, do the following:

● Configure the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

● Configure the 'V.21 Modem Transport Type' parameter to Enable Bypass
[V21ModemTransportType = 2].

● Configure the 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

● Configure the 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

- 266 -



CHAPTER 15 Media Mediant 800 Gateway & E-SBC | User's Manual

a=rtpmap:100 X-NSE/8000

The Cisco gateway must include the following definition:

modem passthrough nse payload-type 100 codec g711alaw

➢ To configure NSE mode:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings), and then from the 'Fax Signaling Method' drop-down
list (IsFaxUsed), select No Fax.

2. On the Fax/Modem/CID Settings page, do the following:

● Configure the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

● Configure the 'V.21 Modem Transport Type' parameter to Enable Bypass
[V21ModemTransportType = 2].

● Configure the 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

● Configure the 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

● Configure the 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

● Configure the 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

3. Configure the [BellModemTransportType] parameter to [2] (Bypass).

4. Configure the [NSEMode] parameter to [1] (enables NSE).

5. parameter the [NSEPayloadType] parameter to [100].

Fax and Modem Transparent with Events Mode

In this mode, fax and modem signals are transferred using the current voice coder with the
following automatic adaptations:

■ Echo Canceller = on (or off for modems)

■ Echo Canceller Non-Linear Processor Mode = off

■ Jitter buffering optimizations

➢ To configure fax / modem transparent with events mode:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings), and then from the 'Fax Signaling Method' drop-down

- 268 -



CHAPTER 15 Media Mediant 800 Gateway & E-SBC | User's Manual

● Configure the 'V.34 Modem Transport Type' parameter to Disable
[V34ModemTransportType = 0].

3. Configure the [BellModemTransportType] parameter to [0] (transparent mode).

4. Configure the following optional parameters:

● Coders in the Coders table - see Configuring Coder Groups.

● 'Dynamic Jitter Buffer Optimization Factor' [DJBufOptFactor] - Configuring the Dynamic
Jitter Buffer.

● 'Echo Canceller' [EnableEchoCanceller] - see Configuring Echo Cancellation.

NOTE

This mode can be used for fax, but is not recommended for modem transmission. Instead,
use the Bypass (see Fax/Modem Bypass Mode) or Transparent with Events modes (see Fax
/ Modem Transparent with Events Mode) for modem.

RFC 2833 ANS Report upon Fax and Modem Detection

The device (terminator gateway) sends RFC 2833 ANS/ANSam events upon detection of fax
and/or modem answer tones (i.e., CED tone). This causes the originator to switch to
fax/modem. The parameter is applicable only when the fax or modem transport type is set to
bypass, Transparent-with-Events, V.152 VBD, or G.711 transport. When the device is located on
the originator side, it ignores these RFC 2833 events.

➢ To configure RFC 2833 ANS Report upon fax/modem detection:

1. Open the Gateway General Settings page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway General Settings), and then from the 'Fax Signaling Method' drop-down
list (IsFaxUsed), select No Fax or Fax Fallback.

2. On the Fax/Modem/CID Settings page, do the following:

● Configure the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

● Configure the 'V.xx Modem Transport Type' parameters to Enable Bypass
[VxxModemTransportType = 2].

3. Configure the [FaxModemNTEMode] parameter to [1] (enables this feature).

V.34 Fax Support

V.34 fax machines can transmit data over IP to the remote side using various methods. The
device supports the following modes for transporting V.34 fax data over IP:

■ T.38 Version 3 - V.34 fax relay mode

■ Bypass mechanism for V.34 fax transmission (see Bypass Mechanism for V.34 Fax
Transmission)

■ T.38 Version 0 relay mode, i.e., fallback to T.38 (see Relay Mode for T.30 and V.34 Faxes)
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To configure whether to pass V.34 over T.38 fax relay, or use Bypass over the High Bit Rate
coder (e.g. PCM A-Law), use the 'V.34 Fax Transport Type' parameter (V34FaxTransportType).

You can use the 'SIP T.38 Version' parameter (SIPT38Version) to configure:

■ Pass V.34 over T.38 fax relay using bit rates of up to 33,600 bps ('SIP T.38 Version' is set to
Version 3).

■ Use Fax-over-T.38 fallback to T.30, using up to 14,400 bps ('SIP T.38 Version' is set to
Version 0).

NOTE

● Interworking of T.38 Version 3 is supported only for Gateway calls. For SBC calls, the
device forwards T.38 Version 3 transparently (as is) to the other leg (no transcoding).

● The CNG detector is disabled in all the subsequent examples. To disable the CNG
detector, set the 'CNG Detector Mode' parameter (CNGDetectorMode) to Disable.

Bypass Mechanism for V.34 Fax Transmission

In this proprietary scenario, the device uses bypass (or NSE) mode to transmit V.34 faxes,
enabling the full utilization of its speed.

➢ To use bypass mode for T.30 and V.34 faxes:

1. On the Fax/Modem/CID Settings page, do the following:

● Set the 'Fax Transport Mode' parameter to Bypass [FaxTransportMode = 2].

● Set the 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].

● Set the 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

● Set the 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

● Set the 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

2. Configure the [V34FaxTransportType] parameter to [2] (Bypass).

➢ To use bypass mode for V.34 faxes, and T.38 for T.30 faxes:

1. On the Fax/Modem/CID Settings page, do the following:

● Set the 'Fax Transport Mode' parameter to T.38 Relay [FaxTransportMode = 1].

● Set the 'V.22 Modem Transport Type' parameter to Enable Bypass
[V22ModemTransportType = 2].
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● Set the 'V.23 Modem Transport Type' parameter to Enable Bypass
[V23ModemTransportType = 2].

● Set the 'V.32 Modem Transport Type' parameter to Enable Bypass
[V32ModemTransportType = 2].

● Set the 'V.34 Modem Transport Type' parameter to Enable Bypass
[V34ModemTransportType = 2].

2. Configure the [V34FaxTransportType] parameter to [2] (Bypass).

Relay Mode for T.30 and V.34 Faxes

In this scenario, V.34 fax machines are forced to use their backward compatibility with T.30
faxes and operate in the slower T.30 mode.

➢ To use T.38 mode for V.34 and T.30 faxes:

1. On the Fax/Modem/CID Settings page, do the following:

● Set the 'Fax Transport Mode' parameter to T.38 Relay (FaxTransportMode = 1).

● Set the 'V.22 Modem Transport Type' parameter to Disable (V22ModemTransportType
= 0).

● Set the 'V.23 Modem Transport Type' parameter to Disable (V23ModemTransportType
= 0).

● Set the 'V.32 Modem Transport Type' parameter to Disable (V32ModemTransportType
= 0).

● Set the 'V.34 Modem Transport Type' parameter to Disable (V34ModemTransportType
= 0).

2. Configure the [V34FaxTransportType] parameter to [1] (Relay).

➢ To allow V.34 fax relay over T.38:

■ Set the 'SIP T.38 Version' parameter to Version 3 (SIPT38Version = 3).

➢ To force V.34 fax machines to use their backward compatibility with T.30 faxes and oper-
ate in the slower T.30 mode:

■ Set the 'SIP T.38 Version' parameter to Version 0 (SIPT38Version = 0).

NOTE

Interworking of T.38 Version 3 is supported only for Gateway calls. For SBC calls, the device
forwards T.38 Version 3 transparently (as is) to the other leg (i.e., no transcoding).

- 272 -



CHAPTER 15 Media Mediant 800 Gateway & E-SBC | User's Manual

Call-ID: 193895529241200022331@10.8.6.55
CSeq: 1 INVITE
Contact: <sip:318@10.8.6.55:5060>
Supported: em,100rel,timer,replaces,path,resource-priority,sdp-anat
Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,INF
O,SUBSCRIBE,UPDATE
Remote-Party-ID:
<sip:318@10.8.211.250>;party=calling;privacy=off;screen=no;screen-
ind=0;npi=1;ton=0
Remote-Party-ID: <sip:2001@10.8.211.250>;party=called;npi=1;ton=0
User-Agent: AudioCodes-Sip-Gateway-/7.40A.604.077
Content-Type: application/sdp
Content-Length: 433

v=0
o=AudioCodesGW 1938931006 1938930708 IN IP4 10.8.6.55
s=Phone-Call
c=IN IP4 10.8.6.55
t=0 0
m=audio 6010 RTP/AVP 18 97
a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:97 telephone-event/8000
a=fmtp:97 0-15
a=ptime:20
a=sendrecv
m=image 6012 udptl t38
a=T38FaxVersion:3
a=T38MaxBitRate:33600
a=T38FaxMaxBuffer:1024
a=T38FaxMaxDatagram:122
a=T38FaxRateManagement:transferredTCF
a=T38FaxUdpEC:t38UDPRedundancy

V.152 Support

The device supports the ITU-T recommendation V.152 (Procedures for Supporting Voice-Band
Data over IP Networks). Voice-band data (VBD) is the transport of modem, facsimile, and text
telephony signals over a voice channel of a packet network with a codec appropriate for such
signals.
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➢ To configure invalid packet handling:

1. Open the RTP/RTCP Settings page (Setupmenu > Signaling & Media tab >Media folder >
RTP/RTCP Settings).

2. From the 'Forward Unknown RTP Payload Types' drop-down list, select the required
handling for RTP packets with unknown payload types.

3. From the 'Forward Invalid RTP Packets' drop-down list, select the required handling for
invalid RTP and RTCP packets.

4. Click Apply.

NOTE

Invalid packet handling configuration is applicable only to the SBC application.

Event Detection and Notification using X-Detect Header
The device can detect certain events in the media stream and notify of their detection to a
remote application server, using the SIP X-Detect header. The request for event notification is
done by the application server when establishing a SIP dialog (i.e., INVITE message) or during an
already established call using a re-INVITE message. The device can detect the following event
types:

■ Answering Machine Detection (AMD): Detects events that are related to the AMD feature.
AMD detects whether an answering machine or live voice has answered the call. It can also
be used to detect silence, or the beep sound played by an answering machine to indicate
the end of the greeting message after which a voice message can be left. For more
information on AMD, see Answering Machine Detection (AMD).

■ Call Progress Tone (CPT): Detects whether a specific tone, defined in the installed CPT file is
received from the call. It can be used to detect the beep sound played by an answering
machine (as mentioned above), Special Information Tones (SIT) which indicate call failure
with a recorded announcement describing the call failure (Gateway application only), and
the busy, reorder and ring tones.

■ (Gateway application only) Fax/modem machine: Detects whether a fax has answered the
call (preamble, CED, CNG, and modem).

■ (Gateway application only) PTT : Detects the start and end of voice.
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Special
Information
Tones (SITs)

Name

Description
First Tone
Frequency
Duration

Second Tone
Frequency
Duration

Third Tone
Frequency
Duration

IO* - 913.8 380 1428.5 274 1776.7 380

The following example shows a SIP INFO message sent by the device to a remote application
server notifying it that SIT detection has been detected:

INFO sip:5001@10.33.2.36 SIP/2.0
Via: SIP/2.0/UDP 10.33.45.65;branch=z9hG4bKac2042168670
Max-Forwards: 70
From: <sip:5000@10.33.45.65;user=phone>;tag=1c1915542705
To: <sip:5001@10.33.2.36;user=phone>;tag=WQJNIDDPCOKAPIDSCOTG
Call-ID: AIFHPETLLMVVFWPDXUHD@10.33.2.36
CSeq: 1 INFO
Contact: <sip:2206@10.33.45.65>
Supported: em,timer,replaces,path,resource-priority
Content-Type: application/x-detect
Content-Length: 28
Type= CPT
SubType= SIT-IC

Detecting Answering Machine Beeps

The device can detect the "beep" sound played by an answering machine that indicates the end
of the answering machine's greeting message. This is useful in that the device can then notify,
for example, a third-party, application server that it can now leave a voice message on the
answering machine. The device supports the following methods for detecting and reporting
beeps:

■ AMD-based Detection: The device uses its beep detector that is integrated in the AMD
feature. You can configure the beep detection timeout and beep detection sensitivity level
(for more information, see Configuring AMD). To enable the AMD beep detection, the
received INVITE message must contain an X-Detect header with the value "Request=AMD",

X-Detect: Request=AMD

and the [AMDBeepDetectionMode] parameter must be configured to [1] or [2]. If
configured to [1], the beep is detected only after the answering machine is detected. If
configured to [2], the beep is detected even if the answering machine was not detected.

■ Tone-based Detection (Call Progress Tone): The device detects the beep according to a call
progress tone (CPT). This is enabled if the device receives a specific beep tone (Tone Type
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Content-Type: Application/X-Detect
Content-Length: xxx
Type = CPT
Subtype = Beep

Answering Machine Detection (AMD)
The device's Answering Machine Detection (AMD) feature can detect if an outbound call has
been answered by a human (including fax) or an answering machine. It analyzes the sound
patterns (speech) received during the initial seconds of the call to determine what answered
the call. Typically, when a human answers, there is a brief "hello" followed by silence, waiting
for the other party's response. In contrast, when an answering machine answers the call, there
is constant speech (i.e., answering message) followed by a beep, indicating the start of
voicemail recording.

AMD is useful, for example, for outbound calling centers that implement automatic dialing
applications. When the calling center establishes a call with a specific target and an answering
machine is detected, the call is automatically connected to a recorded message. Once the
device detects what answered the call (human or machine), it can notify a third- party
application server used for automatic dialing applications. The X-Detect SIP header is used for
requesting event (live voice, answering machine, silence, or beep at the end of answering
machine message) detection and notification. For more information, see Event Detection and
Notification using X-Detect Header. For more information on detection of beeps at the end of
an answering machine's greeting message, see Detecting Answering Machine Beeps.

For the Gateway application, you can also configure the device to disconnect IP-to-Tel calls
upon detection of an answering machine on the Tel side. For more information, see Enabling IP-
to-Tel Call Disconnection upon Detection of Answering Machine.

Default AMD

By default, the device's AMD feature is based on voice detection for North American English
(see note below). It uses sophisticated speech detection algorithms that are derived from
hundreds of real-life recordings of answered calls by live voices and answering machines in
English. The algorithms detect whether it's human or machine, based on voice and silence
duration, as well as speech patterns. The algorithms of the language-based recordings are
compiled into an AMD Sensitivity file, which is pre-installed on the device.

NOTE

Because the main factor (algorithm) for determining if its human or machine is the voice
pattern and silence duration, the language on which the detection algorithm is based is in
most cases not important as these factors are similar across most languages. Therefore, the
default, pre-installed AMD Sensitivity file, which is based on North American English should
suffice for your deployment even if the device is located in a region where a language other
than English is used.
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AMD Detection Sensitivity Performance

15
(Best for Live Calls)

97% 46%

Configuring AMD

You can configure AMD for all calls using global AMD parameters, or for specific calls using IP
Profiles. The procedure below describes how to configure AMD for all calls. To configure AMD
for specific calls, use the AMD parameters in the IP Profiles table (see Configuring IP Profiles)

NOTE

For the Gateway application, you can configure AMD per call based on the called number or
Trunk Group. This is done by configuring AMD for a specific IP Profile and then assigning the
IP Profile to a Trunk Group in the IP-to-Tel Routing table (see Configuring IP-to-Tel Routing
Rules).

➢ To configure AMD for all calls:

1. Open the DSP Settings page (Setup menu > Signaling & Media tab >Media folder > DSP
Settings):

2. From the 'IPMedia Detectors' drop-down list (EnableDSPIPMDetectors), select Enable:

3. Scroll down to the Answer Machine Detector group:

NOTE

It’s highly recommended to use the device's default AMD settings, which is suitable for
most deployments.

4. Configure the detection sensitivity tradeoff between live voice over answering machine:
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a. In the 'Answer Machine Detector Beep Detection Timeout' field
[AMDBeepDetectionTimeout], configure the maximum duration that the device takes
to detect a beep played at the end of an answering machine message.

b. In the 'Answer Machine Detector Beep Detection Sensitivity' field
[AMDBeepDetectionSensitivity], configure the AMD beep detection sensitivity level for
detecting beeps at the end of an answering machine message. The higher the value,
the more sensitive.

6. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

For a complete list of AMD-related parameters, see IP Media Parameters.

Enabling IP-to-Tel Call Disconnection upon Detection of Answering
Machine

The device can disconnect an IP-to-Tel (ISDN) call upon detection of an answering machine on
the Tel side. Once detected, the device disconnects the call after the receipt of an ISDN Connect
from the Tel side and then sends a SIP BYE message to the IP side to disconnect the call. You
can enable this feature for all calls (globally) using the [AMDmode] parameter (see procedure
below) or for specific calls using IP Profiles where the IP Profile parameter 'AMD Mode' is
configured to Disconnect on AMD (see Configuring IP Profiles).

NOTE

This feature can also be used for SBC calls (e.g., when the device interfaces with VoiceAI
Connect ).

➢ To enable disconnection of IP-to-Tel call upon detection of answering machine:

1. Open the SIP Definitions General Settings page (Setup menu > Signaling & Media tab > SIP
Definitions folder > SIP Definitions General Settings).

2. From the 'AMD Mode' drop-down list, select Disconnect on AMD:

3. Click Apply.

Configuring the Answer Detector Feature
The device's Answer Detect (AD) feature detects voice activity in a call. The AD feature detects
the following events:

■ Speech - speech is detected.

■ End of speech - silence (no speech) for the configured duration (see below) is detected.
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➢ To configure AD:

1. Open the DSP Settings page (Setup menu > Signaling & Media tab >Media folder > DSP
Settings).

2. From the 'Enable Answer Detector' drop-won list, select Enable.

3. In the 'Answer Detector Activity Delay' field, enter the time (in 100-msec resolution)
between when the device activates the Answer Detector feature and when it actually starts
to detect. This delay may increase the device’s immunity to noises and non-speech signals
at the beginning of a conversation.

4. In the 'Answer Detector Silence Time' field, enter the silence duration from when no
speech input is detected until the device reports an End Of Speech event.

5. From the 'Answer Detector Redirection' drop-down list, select if the Answer Detector is
applied to the IP network side (1) instead of the PSTN side (0).

6. In the 'Answer Detector Sensitivity' field, enter the Answer Detector's sensitivity, where 0 is
the highest and 7 the lowest.

7. Click Apply.

Automatic Gain Control (AGC)
Automatic Gain Control (AGC) adjusts the energy of the output signal to a required level
(volume). This feature compensates for near-far gain differences. AGC estimates the energy of
the incoming signal from the IP or Tel side, determined by the 'AGC Redirection' parameter,
calculates the essential gain, and then performs amplification. Feedback ensures that the
output signal is not clipped. You can configure the required Gain Slope in decibels per second
using the 'AGC Slope' parameter and the required signal energy threshold using the 'AGC Target
Energy' parameter.

When the AGC first detects an incoming signal, it begins operating in Fast Mode, which allows
the AGC to adapt quickly when a conversation starts. This means that the Gain Slope is 8 dB/sec
for the first 1.5 seconds. After this period, the Gain Slope is changed to the user-defined value.
You can disable or enable the AGC's Fast Mode feature, using the 'AGC Disable Fast Adaptation'
parameter. After Fast Mode is used, the signal should be off for two minutes in order to have
the feature turned on again.
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Setting Up a Third-Party RADIUS Server

The following procedure provides an example for setting up a third- party RADIUS sever,
FreeRADIUS which can be downloaded from www.freeradius.org. Follow the instructions on this
Web site for installing and configuring the server. If you use a RADIUS server from a different
vendor, refer to its appropriate documentation.

➢ To set up a third-party RADIUS server (e.g., FreeRADIUS):

1. Define the device as an authorized client of the RADIUS server, with the following:

● Predefined shared secret (password used to secure communication between the device
and the RADIUS server)

● Vendor ID (configured on the device in Configuring the RADIUS Vendor ID)

Below is an example of the clients.conf file (FreeRADIUS client configuration):

#
# clients.conf - client configuration directives
#
client 10.31.4.47 {

secret = FutureRADIUS
shortname = my_device

}

2. If access levels are required, set up a Vendor-Specific Attributes (VSA) dictionary for the
RADIUS server and select an attribute ID that represents each user's access level. The
example below shows a dictionary file for FreeRADIUS that defines the attribute "ACL-Auth-
Level" with "ID=35". For the device's user access levels and their corresponding numeric
representation in RADIUS servers, see Configuring Management User Accounts.

#
# AudioCodes VSA dictionary
#
VENDOR AudioCodes 5003
ATTRIBUTE ACL-Auth-Level 35 integer AudioCodes
VALUE ACL-Auth-Level ACL-Auth-UserLevel 50
VALUE ACL-Auth-Level ACL-Auth-AdminLevel 100
VALUE ACL-Auth-Level ACL-Auth-SecurityAdminLevel 200

3. Define the list of users authorized to use the device, using one of the password
authentication methods supported by the server implementation. The example below
shows a user configuration file for FreeRADIUS using a plain-text password:
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Parameter Description

✔ 'Grant Type' parameter is Password.

■ The password is provided by your authentication
provider.

'REST API 'aud' Prefix'
rest-api-aud-
prefix

[RestApiAudPrefix]

Defines the REST API 'aud' prefix. This is used when validating
the 'aud' specified when the validation request is from the
REST API.

The default is "api://".

Note: The parameter is applicable only when the 'Server
Type' parameter is configured to Azure.

'TLS Context'
tls-context

[TLSContext]

Assigns a TLS Context from the TLS Contexts table (see
Configuring TLS Certificate Contexts on page 205).

By default, no value is defined (and TLS Context #0 is used).

'Verify Certificate'
verify-certificate

[VerifyCertificate]

Enables the verification of the TLS certificate that is used in
the incoming connection request from the OAuth server.

■ [0] Disable = (Default) No certificate verification is done.

■ [1] Enable = The device verifies the authentication of the
certificate received from OVOC. The device authenticates
the certificate against the trusted root certificate store
associated with the assigned TLS Context (see 'TLS
Context' parameter above) and if ok, allows
communication with the server. If authentication fails, the
device denies communication (i.e., handshake fails). The
device can also authenticate the certificate by querying
an Online Certificate Status Protocol (OCSP) server if the
certificate has been revoked. This is also configured for
the associated TLS Context.

'Network Interface'
network-interface

[NetworkInterface]

Assigns an IP network interface from the IP Interfaces table
(see Configuring IP Network Interfaces on page 149) for
communication with the OAuth server.

By default, no value is defined (and OAMP interface is used).

Note: The parameter is mandatory.

OAuth-based User Login Authentication and Authorization

You can use Microsoft Entra ID to authenticate and authorize users that are logging in to the
device. This can be implemented for the Web interface, CLI, and REST API management
interfaces.
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2. Configure the Remote Web Service:

a. Open the Remote Web Services table (see Configuring Remote Web Services below).

b. Add a new row, and in addition to your specific configuration, assign the OAuth 2.0
server that you configured above (Step 1) to this Remote Web Service, using the
'OAuth 2.0 Server' parameter.

c. Click Apply.

d. Click the HTTP Remote Hosts link located below the table, and then configure the
remote HTTP/S host with an address and other settings you require.

e. Click Apply.

Remote Web Services
This section describes configuration for remote Web services.

NOTE

To debug remote Web services, see Debugging Web Services.

Configuring Remote Web Services

The Remote Web Services table lets you configure up to seven Web-based (HTTP/S) services
(Remote Web Services) provided by third-party, remote HTTP/S hosts (HTTP Remote Hosts). The
following types of services can be offered by the remote hosts: Routing service, Call Status
service, Topology Status service, QoS service, General service, and Registration Status service.
For more information on these services, see the description of the 'Type' parameter below.

Remote Web Services are configured using two tables with "parent-child" relationship:

■ Remote Web Services table ("parent"): Defines the name of the Remote Web Service as
well as other settings (e.g., type of service). This table is described below.

■ HTTP Remote Hosts table ("child"): Defines remote HTTP hosts (e.g., IP address) per
Remote Web Service. For more information, see Configuring Remote HTTP Hosts on page 
431.

NOTE

● You can configure only one Remote Web Service for each of the following service types:
Routing, Call Status, Topology Status,QoS, Registration Status, and Remote
Monitoring.

● The Routing service also includes the Call Status and Topology Status services.
● The device supports HTTP redirect responses (3xx) only during connection

establishment with the host. Upon receipt of a redirect response, the device attempts to
open a new socket with the host and if this is successful, closes the current connection.

● To configure the device's maximum buffer size for HTTP responses received from
remote HTTP hosts, use the [RESTAPIBufferSize] parameter.
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Parameter Description

'Connection Cost'
connection-cost

[CostGroupTimebands_
ConnectionCost]

Defines the call connection cost during the time band. This is
added as a fixed charge to the call.

The valid value range is 0-65533. The default is 0.

Note: The entered value must be a whole number (i.e., not a
decimal).

'Minute Cost'
minute-cost

[CostGroupTimebands_
MinuteCost]

Defines the call cost per minute charge during the time band.

The valid value range is 0-65533. The default is 0.

Note: The entered value must be a whole number (i.e., not a
decimal).

Assigning Cost Groups to Routing Rules

To use your configured Cost Groups, you need to assign them to routing rules:

■ Gateway application: Tel-to-IP Routing table - see Configuring Tel-to-IP Routing Rules on
page 939

■ SBC application: IP-to-IP Routing table - see Configuring SBC IP-to-IP Routing Rules on page 
1181

HTTP-based Proxy Services
The device can be configured as an HTTP Proxy (or a non-HTTP Proxy) to intermediate between
clients (e.g., HTTP requests) and servers (hosts). The client sends an HTTP GET request
specifying the destination (URL), and the device (acting as an HTTP Proxy), forwards it to the
host, and vice versa.

This feature integrates the NGINX platform, which is an open source proxy server. When you
enable the HTTP Proxy application, the NGINX daemon is launched. When you then configure
the various HTTP Proxy tables, the configuration is reflected in the NGINX configuration file
(nginx.conf). Each parameter has its own NGINX Directive notation syntax, which is shown in
the nginx.conf file. For example, if you have configured an Upstream Host (discussed later in
this section), it is displayed in the NGINX file as "server host:port". You can also configure and
apply additional NGINX Directives that do not have any corresponding parameters in the
device's Web interface. For more information, see Configuring HTTP Directive Sets on page 472.

The device supports the following proxy services:

■ HTTP Reverse Proxy for managing equipment behind NAT: You can configure the device
to function as a Reverse HTTP Proxy server. You can use this for many HTTP-based
applications. For example, you can use it to intermediate between REST API clients and a
REST server.

Another example is to use the HTTP Proxy to intermediate between IP Phones and remote
servers for file download. The figure below illustrates this example where IP Phones
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(clients) retrieve their configuration and firmware files from remote file servers (Upstream
Hosts) and where the device (HTTP Proxy) intermediates between the two. The HTTP hosts
are located in the cloud and the clients are located behind NAT. The HTTP Proxy listens for
incoming HTTP requests (Listening Interface and HTTP/S Listening Port) from the clients
and then forwards the requests to the relevant HTTP host, based on the URL (HTTP
Location) in the incoming HTTP GET request. If the URL matches the pattern "/firmware/",
the HTTP Proxy sends the request to the firmware file server; if the URL matches the
pattern "/ipp/*.cfg", the requests are sent to the configuration file server. In addition,
customized NGINX directives have been configured for each HTTP Location to define the
maximum time to wait for an HTTP connection.

A summary of the required configuration for this example is listed below:

a. Enable the HTTP Proxy application (see Enabling the HTTP Proxy Application on the
next page).

b. Configure two Upstream Groups, where each is configured with an Upstream Host that
defines the IP address of the HTTP host (i.e., firmware and configuration file servers).
See Configuring Upstream Groups on page 468.

c. Configure two NGINX directives for proxy timeout connection (see Configuring HTTP
Directive Sets on page 472).

d. Configure a local, listening IP network interface for the leg interfacing with the HTTP
clients (see Configuring IP Network Interfaces on page 149) or use the default.

e. Configure a local, IP network interface for the outbound leg interfacing with the HTTP
hosts (or use the default).

f. Configure the HTTP Proxy server, by assigning it the listening IP network interface and
configuring a listening HTTP/S port (see Configuring HTTP Proxy Servers on page 456).
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g. Configure two HTTP Locations for the HTTP Proxy server, where each is configured with
a URL pattern to match the incoming HTTP requests for determining the destination
host (Upstream Group-Upstream Host). In addition, assign it the relevant HTTP
Directive Set. See Configuring HTTP Locations on page 459.

■ Non-HTTP Proxy (referred to as TCP/UDP Proxy Server): The device can serve as a proxy
for other applications that are not based on HTTP. For example, it can be used to
intermediate between clients and a DNS server for DNS lookup, or between clients and an
NTP server for clock synchronization. For more information, see Configuring TCP-UDP Proxy
Servers on page 463.

■ HTTP-based OVOC service for AudioCodes equipment located behind NAT that are
managed by the AudioCodes OVOC server: For more information, see Configuring an
HTTP-based OVOC Service on page 475

Enabling the HTTP Proxy Application

Before you can configure HTTP- based proxy services, you must enable the HTTP Proxy
application, as described in the following procedure. Once enabled, the Web interface displays
menus in the Navigation pane that are relevant to the HTTP Proxy application.

NOTE

The HTTP Proxy application is a license-based feature and is available only if it is included in
the License Key installed on the device. For ordering the feature, please contact the sales
representative of your purchased device. For installing a new License Key, see License Key.

➢ To enable the HTTP Proxy application:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings).

2. From the 'HTTP Proxy Application' drop-down list, select Enable.

3. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Debugging Remote HTTP Services

You can enable the device to generate debug messages for remote Web (HTTP) services and
have them sent to a syslog server.

➢ To enable debugging of HTTP services:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings):
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2. From the 'HTTP Proxy Debug Level' drop-down list, select a debug level.

3. Click Apply.

Configuring a DNS Server for HTTP Services

You can configure the DNS server (primary and secondary for redundancy) that you want to use
for your HTTP services. If you configure a proxy server with an FQDN, this is the DNS server that
the device uses for resolving the domain name into an IP address.

➢ To configure DNS servers for HTTP services:

1. Open the General Settings page (Setupmenu > IP Network tab > HTTP Proxy folder >
General Settings):

2. In the 'Primary DNS Server IP' field, enter the IP address of your main DNS server.

3. (Optional) In the 'Secondary DNS Server IP' field, enter the IP address of the secondary DNS
server.

4. Click Apply.

NOTE

● The DNS servers that are configured for IP Interfaces (see Configuring IP Network
Interfaces on page 149) are not used for HTTP services. Only the DNS servers
configured in this section are used for HTTP services. However, for OVOCWebSocket
tunneling (see Configuring WebSocket Tunnel with OVOC on page 114), if you
configure a domain name for the OVOC address, the device uses the DNS server of the
associated IP Interface.

● When generating the NGINX configuration file, the device includes the resolver
directive, specifying the primary and secondary DNS servers, as configured above.
However, NGINX supports optional parameters that allow you to fine-tune the behavior
of the DNS resolution. You can include these additional parameters using the ini file
parameter [NginxResolverParams), which is added to the resolver directive when the
device generates the NGINX configuration file. For more information on these optional
parameters, go to http://nginx.org/en/docs/http/ngx_http_core_module.html#resolver.
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Configuring HTTP Proxy Servers

The HTTP Proxy Servers table lets you configure up to 10 HTTP Proxy servers. Once configured,
you can configure HTTP Locations for the HTTP Proxy Server (see Configuring HTTP Locations on
page 459).

The following procedure describes how to configure HTTP Proxy Servers through the Web
interface. You can also configure it through ini file [HTTPServer] or CLI (configure
network > http-proxy > http-server).

➢ To configure an HTTP Proxy Server:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 454.

2. Open the HTTP Proxy Server table (Setup menu > IP Network tab > HTTP Proxy folder >
HTTP Proxy Servers).

3. Click New; the following dialog box appears:

4. Configure an HTTP Proxy server according to the parameters described in the table below.

5. Click Apply, and then save your settings to flash memory.

Table 16-23:HTTP Proxy Servers Table Parameter Descriptions

Parameter Description

'Index'

[Index]

Defines an index number for the new table row.

Note:

■ Each row must be configured with a unique index.

■ The parameter is mandatory.

'Name' Defines a descriptive name, which is used when associating
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Configuring HTTP Locations

The HTTP Locations table lets you configure up to 40 HTTP Locations. Locations are specified for
each HTTP proxy server to map the incoming requests received by that server. Mapping is
based on matching the URL in the request. Each location specifies the URL prefix or pattern to
match and the target Upstream Group to which the request is to be forwarded to.

The HTTP Locations table is a "child" of the HTTP Proxy Servers table (see Configuring HTTP
Proxy Servers on page 456), reflecting the nesting of Location contexts within Server contexts in
the NGINX configuration file. This may be used to specify unique handling of URLs by file type
(using a regex pattern) or by pathname (using a Prefix or Exact Match pattern).

The following procedure describes how to configure HTTP Locations through the Web interface.
You can also configure it through ini file [HTTPLocation] or CLI (configure network >
http-proxy > location).

➢ To configure an HTTP Location:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 454.

2. Open the HTTP Proxy Servers table (Setup menu > IP Network tab > HTTP Proxy folder >
HTTP Proxy Servers).

3. In the table, select the required HTTP Proxy Server, and then click the HTTP Locations link
located below the table; the HTTP Locations table appears.

4. Click New; the following dialog box appears:

5. Configure an HTTP Location according to the parameters described in the table below.

6. Click Apply, and then save your settings to flash memory.

Table 16-24:HTTP Locations Table Parameter Descriptions

Parameter Description

General

'Index'

[Index]

Defines an index number for the new table row.

Note:
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Parameter Description

■ The parameter is applicable only if the connection
protocol is HTTPS (configured in the 'Upstream Scheme'
parameter, above).

■ The NGINX directive for this parameter is "proxy_ssl_
verify".

'Verify Client Certificate'
verify-client-cert

[VerifyClientCertificate]

Enables the verification of the client TLS certificate, where
the client is the device or user that issues the HTTPS request.

■ [-1] Use Parent Settings= (Default) Client certificate
verification is according to the associated HTTP Proxy
Server's 'Verify Client Certificate' parameter settings (Yes
or No).

■ [0] No= (See Note below.) No certificate verification is
done.

■ [1] Yes = (See Note below.) The device verifies the
authentication of the certificate received from the HTTPS
client. The device authenticates the certificate against the
trusted root certificate store associated with the assigned
TLS Context (see 'TLS Context' parameter above) and if
ok, allows communication with the HTTPS client. If
authentication fails, the device denies communication
(i.e., handshake fails). The device can also authenticate
the certificate by querying with an Online Certificate
Status Protocol (OCSP) server whether the certificate has
been revoked. This is also configured for the associated
TLS Context.

Note: Options No and Yes can only be selected if you
configured the associated HTTP Proxy Server's 'Verify Client
Certificate' parameter to Optional. Otherwise, the parameter
must be configured to Use Parent Settings.

Configuring TCP-UDP Proxy Servers

The TCP/UDP Proxy Servers table lets you configure up to 10 TCP/UDP proxy servers. This table
allows you to configure the device as a proxy for other applications that are not based on HTTP.
For example, it can be used to intermediate between clients and a DNS server for DNS lookup,
or between clients and an NTP server for clock synchronization.

The following procedure describes how to configure a TCP-UDP Proxy Server through the Web
interface. You can also configure it through ini file [TcpUdpServer] or CLI (configure net-
work > http-proxy > tcp-udp-server).
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Parameter Description

configured for the associated TLS Context.

Note:

■ The parameter is applicable only if the 'Upstream Side
SSL' parameter is configured to Enable (see above).

■ The NGINX directive for this parameter is "proxy_ssl_
verify".

Configuring Upstream Groups

The Upstream Groups table lets you configure up to 10 Upstream Groups. Once configured, you
can configure Upstream Hosts for the Upstream Group (see Configuring Upstream Hosts on
page 470).

An Upstream Group is a set of one or more hosts (Upstream Host) that can serve a particular
set of data. The HTTP Proxy distributes the requests among the members (hosts) of the
Upstream Group according to the specified load balancing mode.

The Upstream Group may be made up of one or more primary hosts and zero or more backup
hosts. HTTP requests for the Upstream Group are distributed among all the primary hosts.
Backup hosts do not receive requests unless all the primary hosts are down.

The following procedure describes how to configure Upstream Groups through the Web
interface. You can also configure it through ini file [UpstreamGroup] or CLI (configure
network > http-proxy > upstream-group).

➢ To configure an Upstream Group:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 454.

2. Open the Upstream Groups table (Setupmenu > IP Network tab > HTTP Proxy folder >
Upstream Groups).

3. Click New; the following dialog box appears:

4. Configure an Upstream Group according to the parameters described in the table below.
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Parameter Description

[LoadBalancingMode] across all hosts. Every consecutive request is sent to the
next available host.

■ [1] IP Hash = All requests from a given client (by IP address)
is sent to the same host, regardless of current load.

■ [2] Least Connections = New requests are sent to the host
with the fewest active connections.

Note: The NGINX directive for this parameter is "ip-hash (1)",
"least-conn (2)", and "round-robin (0)".

'Max Connections'
max-connections

[MaxConnections]

Defines the maximum number of simultaneous active
connections to the proxied Upstream Host server. Configuring
the parameter to a non-zero value activates connection re-use
and limits the number of connections towards the upstream
server.

The default is 0, meaning unlimited connections (i.e., a new
upstream connection is opened for every incoming HTTP or
HTTPS request).

Note: To fully utilize the connection re-use capability, you must
also include the following directives at the HTTP Location level:

proxy_http_version 1.1;
proxy_set_header Connection “”;

For more information on adding directives, see Configuring
HTTP Directives on page 474.

Configuring Upstream Hosts

The Upstream Hosts table lets you configure up to 50 Upstream Hosts. The Upstream Hosts
table is a "child" of the Upstream Group table (see Configuring Upstream Groups on page 468)
and therefore, Upstream Hosts are configured per Upstream Group. Up to 5 Upstream Hosts
can be configured per Upstream Group.

The following procedure describes how to configure Upstream Hosts through the Web
interface. You can also configure it through ini file [UpstreamHost] or CLI (configure
network > http-proxy > upstream-host).

NOTE

The device activates a keep-alive mechanism to ensure that the hosts configured in the
Upstream Hosts table are accessible through HTTP. If an HTTP server goes offline, the
device raises an alarm. The device also notifies this event in syslog messages if you have
configured the 'HTTP Proxy Debug Level' parameter to Info or Notice.
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Parameter Description

■ The NGINX directive for this parameter is "server
ip:port". If not configured, NGINX defaults to 80
for HTTP and 443 for HTTPS.

'Weight'
weight

[UpstreamHost_Weight]

Defines the weight for the load balancer. The load
balancer distributes the requests among the hosts in
the Upstream Group based on the weight of each
host. For example, if host A is configured with a
weight of 3, host B with a weight of 1, and host C
with a weight of 1, then in each cycle, the load
balancer will send three requests to host A, one
request to host B and one request to host C.

The valid range is 1 to 100. The default is 1 (i.e., each
host in the Upstream Group has equal weight).

Note: The NGINX directive for this parameter is
"server ip:port weight=n".

'Backup'
backup

[UpstreamHost_Backup]

Enables the host to serve as a backup host. The
backup host doesn't receive any requests unless all
the primary hosts in the Upstream Group are down.

■ [0] Disable (default)

■ [1] Enable

Note: The NGINX directive for this parameter is
"server ip:port backup".

Configuring HTTP Directive Sets

The HTTP Directive Sets table lets you configure up to 30 HTTP Directive Sets. The table lets you
configure additional custom directives to HTTP Proxy server configuration. These directives are
reflected in the configuration file generated for the NGINX HTTP Proxy. The directives of each
HTTP Directive Set is configured in the HTTP Directives table (see Configuring HTTP Directives
on page 474), which is a "child" of the HTTP Directive Sets table.

Directives are grouped into Directive Sets, which you can then assign to HTTP Proxy Servers (see
Configuring HTTP Proxy Servers on page 456), HTTP Locations (see Configuring HTTP Locations
on page  459), and TCP/UDP Proxy Servers (see Configuring TCP- UDP Proxy Servers on
page 463), using the 'Additional Directive Set' parameter in their respective tables.

For example, to control behavior of specific encoding and communication parameters relating
to a particular location, you can configure the following NGINX directives:
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Table 16-28:HTTP Directive Sets Table Parameter Descriptions

Parameter Description

'Index'

[Index]

Defines an index number for the new table row.

Note:

■ Each row must be configured with a unique index.

■ The parameter is mandatory.

'Set Name'
set-name

[SetName]

Defines a descriptive name, which is used when associating the
row in other tables.

The valid value is a string of up to 40 characters. By default, no
value is defined.

'Description'
set-
description

[Description]

Defines a brief description for the HTTP Directive Set.

The valid value is a string of up to 100 characters. By default, no
value is defined.

Configuring HTTP Directives

The HTTP Directives table lets you configure up to 500 HTTP Directives. The table is a "child" of
the HTTP Directive Sets table (see Configuring HTTP Directive Sets on page 472).

NOTE

When generating the NGINX configuration file, the device includes the resolver directive,
specifying the primary and secondary DNS servers, as configured in Configuring a DNS
Server for HTTP Services on page 455. However, NGINX supports optional parameters that
allow you to fine-tune the behavior of the DNS resolution. You can include these additional
parameters using the ini file parameter [NginxResolverParams), which is added to the
resolver directive when the device generates the NGINX configuration file. For more
information on these optional parameters, go to theNGINX forum.

The following procedure describes how to configure HTTP Directives through the Web
interface. You can also configure it through ini file [HTTPDirectives] or CLI (configure
network > http-proxy > directives).

➢ To configure an HTTP Directive:

1. Enable the HTTP Proxy application, as described in Enabling the HTTP Proxy Application on
page 454.

2. Open the HTTP Directive Sets table (Setupmenu > IP Network tab > HTTP Proxy folder >
HTTP Directive Sets).
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3. In the table, select the required HTTP Directive Set index row, and then click the HTTP
Directives link located below the table; the HTTP Directives table appears.

4. Click New; the following dialog box appears:

5. Configure an HTTP Directive according to the parameters described in the table below.

6. Click Apply, and then save your settings to flash memory.

Table 16-29:HTTP Directives Table Parameter Descriptions

Parameter Description

'Index'

[HTTPDirectives_
RowIndex]

Defines an index number for the new table row.

Note:

■ Each row must be configured with a unique index.

■ The parameter is mandatory.

' Directive'
directive

[HTTPDirectives_
Directive]

Defines an NGINX directive.

Note:

■ The parameter is mandatory.

■ Make sure that you end the directive with a semicolon (;).

Configuring an HTTP-based OVOC Service

The OVOC Services table lets you configure a single HTTP- based AudioCodes One Voice
Operations Center (OVOC) service. You can configure the device to act as an HTTP Proxy that
enables OVOC to manage AudioCodes equipment (such as IP Phones) over HTTP when the
equipment is located behind NAT (e.g., in the LAN) and OVOC is located in a public domain (e.g.,
in the WAN). This setup resolves NAT traversal issues. The IP Phones register with the device to
allow communication between the IP Phones and OVOC. Once setup, the OVOC administrator
can access the Web-based management interfaces of each IP Phone .

A summary of the steps required to configure an HTTP Proxy for this OVOC service is listed
below:

1. Enable the HTTP Proxy application (see Enabling the HTTP Proxy Application).

2. Configure two local, listening IP network interfaces - one for OVOC and one for the IP
Phones (see Configuring IP Network Interfaces on page 149).
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■ temp_nginx.conf: This file is generated if you have invalid configuration (directive errors). It
is a temporary file and contains your new configuration, which is invalid. It is applied only if
the device is restarted.

■ nginx.errors: This file is generated if you have invalid configuration (directive errors). This
file contains all the error messages, indicating the line on which the error exists in the
temp_nginx.conf file.

If you have modified your configuration and errors occur, the device continues running with the
previous, valid NGINX configuration, unless the device is restarted, in which case it applies and
uses the modified configuration.

In addition, if an NGINX validation error exists during configuration or if the device restarts with
an invalid NGINX configuration, the device indicates this by the following:

■ Sends an alarm to the Active Alarms table ("NGINX configuration file is not valid")

■ Sends the error to syslog, which is marked with "http_app"

To send the NGINX files to a remote destination in tar fiel format (.tar), use the following CLI
command:

# copy nginx-conf-files to <Protocol>://<Address>/<filename>.tar

To view the NGINX files in CLI, use the following command:

show network http-proxy conf active|errors|new

Configuring a Public IP Address for NGINX NAT Traversal

When the device is located behind NAT, OVOC can only communicate with the device's
embedded NGINX HTTP-based proxy using the device's public static NAT address. However, by
default, the device sends its private address to OVOC. The device's address (private or public)
appears in the proprietary X-AC-Proxy-URL header in HTTP requests that the device sends to
OVOC.

➢ To configure a public IP address for HTTP Proxy:

1. Open the General Settings page (Setup menu > IP Network tab > HTTP Proxy folder >
General Settings).

2. In the 'HTTP Proxy Global Address' [HttpProxyGlobalAddress] field, enter the public IP
address.

3. Click Apply.
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contains more than one ELIN number, the device chooses the ELIN according to the following
logic:

■ If the first ELIN in the list is not being used by other active calls, it chooses this ELIN.

■ If the first ELIN in the list is being used by another active call, the device skips to the next
ELIN in the list, and so on until it finds an ELIN that is not being used and sends this ELIN.

■ If all the ELINs in the list are in use by active calls, the device selects the ELIN number as
follows:

a. The ELIN with the lowest count (i.e., lowest number of active calls currently using this
ELIN).

b. If the count between ELINs is identical, the device selects the ELIN with the greatest
amount of time passed since the original E9-1-1 call using this ELIN was terminated
with the PSAP. For example, if E9-1-1 caller using ELIN 4257275678 was terminated at
11:01 and E9-1-1 caller using ELIN 4257275670 was terminated at 11:03, then the
device selects ELIN 4257275678.

In this scenario, multiple E9-1-1 calls are sent with the same ELIN.

Location Based Emergency Routing

The device supports location-based emergency routing (E-911) in Teams / Skype for Business
environments. This ensures that E-911 calls from remote branches are routed to emergency
providers that are relevant to the geographical area in which the remote branch callers are
physically located. To support this, the device enables routing and SIP header / number
manipulation of such emergency calls based on the geographical location of the caller. The
device manipulates the received destination number (i.e., 911) from the remote branch callers,
into a destination number of an emergency provider that is relevant to the geographical area in
which the remote branch office is located.

For an example on location-based emergency call routing, see Configuring Location-Based
Emergency Routing.

NOTE

Location-based emergency routing is applicable only to the Gateway application.

Configuring AudioCodes ELIN Device

This section describes E9-1-1 configuration of the AudioCodes ELIN Gateway deployed in the
Microsoft Teams / Skype for Business environment.

Enabling the E9-1-1 Feature

By default, the ELIN device feature for E9-1-1 emergency call handling in a Microsoft Teams /
Skype for Business environment is disabled.
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To support this requirement, you can configure the ELIN device to send a 503 "Service
Unavailable" release cause code instead of SIP 4xx if an emergency call cannot be established.

NOTE

The feature is applicable only to the Gateway application and for digital interfaces.

➢ To enable SIP response 503 upon failed E9-1-1:

1. Open the Advanced Parameters page (Setup menu > Signaling & Media tab > Gateway
folder > Gateway Advanced Parameters).

2. From the 'Emergency Special Release Cause' drop-down list
[EmergencySpecialReleaseCause], select Enable.

3. Click Apply.

Configuring SBC IP-to-IP Routing Rule for E9-1-1

To route incoming Teams / Skype for Business E9-1-1 calls to the emergency service provider's
PSAP server, you need to configure routing rules in the IP- to- IP Routing table for routing
between the emergency callers' IP Group and the PSAP server's IP Group. The only special
configuration is to define the emergency number (e.g., 911) in the 'Destination Username
Pattern' parameter of the IP Group belonging to the E9-1-1 callers. The following example
shows IP-to-IP routing rules for E9-1-1:

NOTE

This feature is applicable only to the SBC application.

Configuring Location-Based Emergency Routing

The device identifies the geographical location of emergency callers by their ELIN numbers,
which is present in the PIDF-LO XML body of received SIP INVITE messages. Therefore, you need
to configure the device to route emergency calls to a destination (i.e., emergency center such
as the police) that is appropriate to the caller's ELIN number. As the destination of incoming
calls is the emergency number (e.g., 999), the device needs to manipulate the destination
number to a number that represents the caller's local emergency center (e.g., +4420999 for
London police).
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Parameter Description

'Number Of Media Session
Legs'

[MediaRealmExtension_
MediaSessionLeg]

Defines the number of media sessions for the port range. For
example, 100 ports correspond to 10 media sessions, since
ports are allocated in chunks of 10.

By default, no value is defined.

Note: The parameter is mandatory.

Configuring SRDs
The SRDs table lets you configure up to 20 signaling routing domains (SRD). The SRD is a logical
representation of an entire SIP-based VoIP network (Layer 5) consisting of groups of SIP users
and servers. The SRD is associated with all the configuration entities (e.g., SIP Interfaces and IP
Groups) required for routing calls within the network. Typically, only a single SRD is required
(recommended) for most deployments. Multiple SRDs are only required for multi- tenant
deployments, where the physical device is "split" into multiple logical devices. For more
information on multi-tenant architecture, see Multiple SRDs for Multi-tenant Deployments.

As the device is shipped with a default SRD ("DefaultSRD" at Index 0), if your deployment
requires only one SRD, you can use the default SRD instead of creating a new one. When only
one SRD is employed and you create other related configuration entities (e.g., SIP Interfaces),
the default SRD is automatically assigned to the new configuration entity. Therefore, when
employing a single-SRD configuration topology, there is no need to handle SRD configuration
(i.e., transparent).

You can assign SRDs to the following configuration entities:

■ SIP Interface (mandatory) - see Configuring SIP Interfaces

■ IP Group (mandatory) - see Configuring IP Groups

■ Proxy Set (mandatory) - see Configuring Proxy Sets

■ (SBC application only) Classification rule - see Configuring Classification Rules

As mentioned previously, if you use only a single SRD, the device automatically assigns it to the
above-listed configuration entities.

As each SIP Interface defines a different Layer-3 network (see Configuring SIP Interfaces for
more information) on which to route or receive calls and as you can assign multiple SIP
Interfaces to the same SRD, for most deployment scenarios (even for multiple Layer-3 network
environments), you only need to employ a single SRD to represent your VoIP network (Layer 5).
For example, if your VoIP deployment consists of an corporate IP PBX (LAN), a SIP Trunk (WAN),
and far-end users (WAN), you would only need a single SRD. The single SRD would be assigned
to three different SIP Interfaces, where each SIP Interface would represent a specific Layer-3
network (IP PBX, SIP Trunk, or far-end users) in your environment. The following figure provides
an example of such a deployment:
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Routing table and you select a Routing Policy, the 'Source IP Group' and 'Destination IP
Group' parameters list only IP Groups that re associated with the SRD to which the Routing
Policy is assigned (and IP Groups belonging to a Shared SRD, if exists).

■ If your configuration setup includes only a single SRD, the device automatically selects the
SRD when adding related configuration entities. For example, when adding an IP Group, the
single SRD is automatically selected in the Add Row dialog box.

Configuring SIP Interfaces
The SIP Interfaces table lets you configure up to 80 SIP Interfaces. A SIP Interface represents a
Layer-3 network in your deployment environment, by defining a local, listening port number
and type (e.g., UDP), and assigning an IP network interface for SIP signaling traffic. For example,
if your deployment consists of an IP PBX in the LAN, a SIP Trunk in the WAN, and remote far-
end users in the WAN, you would need to configure a SIP Interface for each of these SIP
entities. You can configure SIP Interfaces for the different types of applications (SBC and
Gateway). You can also configure various optional features for the SIP Interface such as
assigning it a Media Realm, blocking calls received on the SIP Interface from users not
registered with the device, and enabling direct media (media bypass).

Each SIP Interface can be associated with only one SRD. As the SRD configuration entity
represents your VoIP deployment SIP network (Layer 5), you need to associate your SIP
Interfaces with a specific SRD in order to represent your Layer- 3 networks. For most
deployments (except multi-tenant deployments), your SRD represents your entire network and
thus, only one SRD is required. The device provides a default SRD and in such scenarios where
only a single SRD is required, your SIP Interfaces are automatically assigned to the default SRD.
Therefore, there is no need to even handle SRD configuration entity.

Once configured, you can apply SIP Interfaces to calls, by assigning them to the following
configuration entities in their respective tables:

■ (Mandatory) Proxy Set to specify the SIP Interface for communication with the proxy server
(i.e., IP Group). For more information, see Configuring Proxy Sets.

■ Intrusion Detection System (IDS) for applying the IDS policy to a specific SIP Interface. For
more information, see Configuring IDS Policies.

■ (SBC application only) IP-to-IP Routing rules for specifying the destination SIP Interface to
where you want to route the call. For more information, see Configuring SBC IP-to-IP
Routing Rules.

■ (SBC application only) Classification rules for specifying the SIP Interface as a matching
characteristic of the incoming call. This is especially useful for the single SRD-configuration
topology, where each SIP Interface represents a Layer-3 network (SIP entity). Therefore,
classification of calls to IP Groups (SIP entities) can be based on SIP Interface.

The SIP Interface can also be used for tag-based classification of incoming SIP dialogs if the
SIP Interface is configured with a Call Setup Rule Set ID that determines the source tag. For
more information, see Configuring Classification Based on Tags on page 1178.

For more information on classification, see Configuring Classification Rules.
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Parameter Description

■ [0] Disable = The device rejects REGISTER
requests from new users that were not
authenticated by a proxy server.

■ [1] Enable = The device accepts REGISTER
requests from new users even if they
were not authenticated by a proxy
server, and registers the user in its
registration database.

Note:

■ Regardless of the parameter, the device
always accepts registration refreshes
from users that are already registered in
its database.

■ If configured to Disable or Enable, the
parameter overrides the 'Enable Un-
Authenticated Registrations' parameter
settings of the SRD (in the SRDs table)
that is associated with the SIP Interface.

■ The parameter is applicable only to the
SBC application.

'Max. Number of Registered Users'
max-reg-users

[MaxNumOfRegUsers]

Defines the maximum number of users
belonging to the SIP Interface that can
register with the device.

By default, no value is defined (i.e., the
number of allowed user registrations is
unlimited).

Note: The parameter is applicable only to
the SBC application.

Configuring IP Groups
The IP Groups table lets you configure up to 80 IP Groups. An IP Group represents a SIP entity in
the network with which the device communicates. This can be a server (e.g., IP PBX or ITSP) or a
group of users (e.g., LAN IP phones). For servers, the address of the IP Group is typically defined
by associating it with a Proxy Set (see Configuring Proxy Sets).

You can use IP Groups for the following:

■ (SBC Application ) Classifying incoming SIP dialog-initiating requests (e.g., INVITE messages)
to IP Groups based on Proxy Set. If the source address of the incoming SIP dialog is defined
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Parameter Description

■ The parameter is ignored if the parameter
[AlwaysSendToProxy] is set to [1].

'Always Use Route Table'
always-use-route-
table

[AlwaysUseRouteTable]

Defines the Request-URI host name in outgoing INVITE
messages.

■ [0] No (default).

■ [1] Yes = The device uses the IP address (or domain
name) defined in the Tel-to-IP Routing table (see
Configuring Tel-to-IP Routing Rules) as the Request-
URI host name in outgoing INVITE messages, instead
of the value configured in the 'SIP Group Name' field.

Note: The parameter is applicable only to Server-type IP
Groups.

GW Group Status

'GW Group Registered IP
Address'

(Read-only field) Displays the IP address of the IP Group
entity (gateway) if registered with the device; otherwise,
the field is blank.

Note: The field is applicable only to Gateway-type IP
Groups (i.e., the 'Type' parameter is configured to
Gateway). For User-type and Server-type IP Groups, the
field displays "NA".

'GW Group Registered Status' (Read-only field) Displays if the IP Group entity (gateway)
is registered with the device ("Registered" or "Not
Registered").

Note: The field is applicable only to Gateway-type IP
Groups (i.e., the 'Type' parameter is configured to
Gateway). For User-type and Server-type IP Groups, the
field displays "NA".

Configuring Proxy Sets
The Proxy Sets table lets you configure up to 80 Proxy Sets. A Proxy Set defines the address (IP
address or FQDN) and transport type (e.g., UDP or TCP) of a SIP server (e.g., SIP proxy and SIP
registrar server). The Proxy Set represents the destination of the IP Group configuration entity.
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NOTE

● For supported audio coders, see Supported Audio Coders.
● Some coders are license-based and are available only if included in the device's License

Key. For more information, contact the sales representative of your purchased device.
● Only the packetization time of the first coder listed in the Coder Group is declared in

INVITE/200 OK SDP even if multiple coders are configured. The device always uses the
packetization time requested by the remote side for sending RTP packets. If not
specified, the packetization time is assigned the default value.

● The value of some fields is hard-coded according to common standards (e.g., payload
type of G.711 U-law is always 0).

● The G.722 coder provides Packet Loss Concealment (PLC) capabilities, which ensures
higher voice quality.

● Opus coder:
✔ For SBC calls: If one leg uses a narrowband coder (e.g., G.711) and the other leg

uses the Opus coder, the device maintains the narrowband coder flavor by using the
narrowband Opus coder. Alternatively, if one leg uses a wideband coder (e.g.,
G.722) and the other leg uses the Opus coder, the device maintains the wideband
coder flavor by using the wideband Opus coder.

✔ Gateway calls always use the narrowband Opus coder.
● For more information on V.152 and implementation of T.38 and VBD coders, see

Supporting V.152 Implementation.
● The G.729 coder refers to G.729A if silence suppression is disabled, or to G.729AB if

silence suppression is enabled.

The following procedure describes how to configure Coders Groups through the Web interface.
You can also configure them through other management platforms:

■ Coders Groups table (parent): ini file [AudioCodersGroups] or CLI (configure voip >
coders-and-profiles audio-coders-groups)

■ Coders table (child): ini file [AudioCoders] or CLI (configure voip > coders-and-
profiles audio-coders-groups > audio-coders)

➢ To configure a Coders Group:

1. Open the Coders Groups table (Setup menu > Signaling & Media tab > Coders & Profiles
folder > Coders Groups).

2. Click New; the following dialog box appears:

3. Configure a name for the Coders Group according to the parameters described in the table
below.

4. Click Apply.
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Table 19-1: Coders Groups Table Parameter Descriptions

Parameter Description

'Index'

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Name'
coders-
group-name

[Name]

Defines a descriptive name for the Coder Group, which is used when
associating the row in other tables.

The valid value is a string of up to 40 characters.

5. Select the Coders Group that you configured, and then click the Coders Table link located
below the table; the Coders table appears:

6. Configure coders for the Coders Group according to the parameters described in the table
below.

7. Click Apply, and then save your settings to flash memory.

Table 19-2: Coders Table Parameter Descriptions

Parameter Description

[AudioCoders_
AudioCodersIndex]

Index row of the coder per Coders Group.

Note: The parameter is applicable only to the ini file.

'Coder Name'
name

[AudioCoders_Name]

Defines the coder type.

Note:

■ Each coder type (e.g., G.729) can be configured only
once per Coder Group.

■ For supported coders, see Supported Audio Coders.

'Packetization Time'
p-time

[AudioCoders_pTime]

Defines the packetization time (in msec) of the coder.
The packetization time determines how many coder
payloads are combined into a single RTP packet. For
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Parameter Description

ptime, see Supported Audio Coders.

'Rate'
rate

[AudioCoders_rate]

Defines the bit rate (in kbps) of the coder. For rates, see
Supported Audio Coders.

'Payload Type'
payload-type

[AudioCoders_PayloadType]

Defines the payload type if the payload type (i.e., format
of the RTP payload) of the coder is dynamic. For payload
types, see Supported Audio Coders.

'Silence Suppression'
silence-suppression

[AudioCoders_Sce]

Enables silence suppression for the coder.

■ [0] Disable (Default)

■ [1] Enable

■ [2] Enable w/o Adaptation = Enables silence
suppression using the proprietary noise adaptation
mechanism. This is applicable only when the call uses
the following coder:

✔ G.711: The device sends only one SID packet
during periods of silence.

Note:

■ If you disable silence suppression for G.729, the
device includes 'annexb=no' in the SDP of the
relevant SIP messages. If you enable silence
suppression, 'annexb=yes' is included. For the
Gateway application, an exception is when the
remote gateway is Cisco equipment
(IsCiscoSCEMode).

'Coder Specific'
coder-specific

[AudioCoders_CoderSpecific]

Defines additional settings specific to the coder.

■ [0] 0 = Bandwidth Efficient

■ [1] 1 = Octet Aligned (default)

Note:

■ The parameter is applicable only to the AMR coder
and is used to configure the payload format type.

■ The AMR payload type can be configured globally
using the [AmrOctetAlignedEnable] parameter.
However, Coders Group configuration overrides the
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Parameter Description

global parameter.

Supported Audio Coders

The table below lists the coders supported by the device.

Table 19-3: Supported Audio Coders

Coder
Name

Packetization
Time (msec)

[1] 10, [2] 20,
[3] 30, [4] 40,
[5] 50, [6] 60,
[8] 80, [9] 90,
[10] 100, [12]

120

Rate (kbps) Payload Type
Silence

Suppression

G.723.1
g723-1

[0]

30 (default),
60, 90, 120,
150

■ [7] 5.3
(default)

■ [11] 6.3

4 ■ [0] Disable
(default)

■ [1] Enable

G.711 A-
law
g711-
alaw

[1]

10, 20
(default), 30,
40, 50, 60, 80,
100, 120

[90] 64 8 ■ [0] Disable
(default)

■ [1] Enable

G.711 U-
law
g711-
ulaw

[2]

10, 20
(default), 30,
40, 50, 60, 80,
100, 120

[90] 64 0 ■ [0] Disable
(default)

■ [1] Enable

G.729
g729

[3]

10, 20
(default), 30,
40, 50, 60, 80,
100

[19] 8 18 ■ [0] Disable
(default)

■ [1] Enable

■ [2] Enable w/o
Adaptations

T.38
t-38

[4]

N/A N/A N/A N/A (Disabled)
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Coder
Name

Packetization
Time (msec)

[1] 10, [2] 20,
[3] 30, [4] 40,
[5] 50, [6] 60,
[8] 80, [9] 90,
[10] 100, [12]

120

Rate (kbps) Payload Type
Silence

Suppression

G.726
g726

[5]

10, 20
(default), 30,
40, 50, 60, 80

■ [43] 16

■ [57] 24

■ [64] 32
(default)

■ [70] 40

Dynamic (default
2)

■ [0] Disable
(default)

■ [1] Enable

AMR
amr

[14]

20 (default) ■ [4] 4.75

■ [6] 5.15

■ [9] 5.90

■ [14] 6.70

■ [16] 7.40

■ [18] 7.95

■ [27] 10.2

■ [30] 12.2
(default)

Dynamic ■ [0] Disable

■ [1] Enable

AMR-WB
amr-wb

[15]

20 (default) ■ [13] 6.6

■ [21] 8.85

■ [32] 12.65

■ [37] 14.25

■ [41] 15.85

■ [48] 18.25

■ [49] 19.85

■ [53] 23.05

■ [55] 23.8
(default)

Dynamic ■ [0] Disable

■ [1] Enable

iLBC 20 (default), [39] 15 Dynamic (default ■ [0] Disable
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Coder
Name

Packetization
Time (msec)

[1] 10, [2] 20,
[3] 30, [4] 40,
[5] 50, [6] 60,
[8] 80, [9] 90,
[10] 100, [12]

120

Rate (kbps) Payload Type
Silence

Suppression

ilbc

[19]

40, 60, 80, 100,
120

(default) 65) ■ [1] Enable

30 (default),
60, 90, 120

[34] 13

G.722
g722

[20]

10 (default),
20, 30, 40, 50,
60, 80, 100,
120

■ [90] 64
(default)

■ [74] 48

■ [80] 56

■ 9 (applicable
only to rate
64 kbps)

■ 66 (default
and
applicable
only to rate
48 kbps) -
payload can
be changed

■ 67 (default
and
applicable
only to rate
56 kbps) -
payload can
be changed

N/A (Disabled)

G.711A-
law_VBD
g711a-
law-vbd

[23]

10, 20
(default), 30,
40, 50, 60, 80,
100, 120

[90] 64 8 or Dynamic
(default 118)

N/A (Disabled)

G.711U-
law_VBD
g711u-
law-vbd

10, 20
(default), 30,
40, 50, 60, 80,
100, 120

[90] 64 0 or Dynamic
(default 110)

N/A (Disabled)
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Coder
Name

Packetization
Time (msec)

[1] 10, [2] 20,
[3] 30, [4] 40,
[5] 50, [6] 60,
[8] 80, [9] 90,
[10] 100, [12]

120

Rate (kbps) Payload Type
Silence

Suppression

[24]

SILK-NB
silk-nb

[35]

20 (default),
40, 60, 80, and
100

[19] 8 Dynamic (default
76)

N/A

SILK-WB
silk-wb

[36]

20 (default),
40, 60, 80, and
100

[43] 16 Dynamic (default
77

N/A

Opus
opus

[40]

20 (default),
40, 60, 80, 120

N/A Dynamic (default
111)

N/A

T.38 Over
RTP
t-38-
over-
rtp

[43]

N/A N/A Dynamic (default
106)

N/A

Configuring Various Codec Attributes

The following procedure describes how to configure various coder attributes such as bit rate.

➢ To configure codec attributes:

1. Open the Coder Settings page (Setup menu > Signaling & Media tab > Coders & Profiles
folder > Coder Settings).

2. Configure the following parameters:

● AMR coder:

◆ 'AMR Payload Format' (AmrOctetAlignedEnable): Defines the AMR payload format
type:
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groups <index>

[Index]

index.

'Name'
coders-group-name

[Name]

Defines a descriptive name, which is used when
associating the row in other tables.

The valid value is a string of up to 40 characters.

Note: Configure each row with a unique name.

Allowed Video Coders Table

'Index'
allowed-video-coders
<group index > coder
index>

[AllowedVideoCodersIndex]

Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

'User Define Coder'
user-define-coder

[UserDefineCoder]

Defines a user-defined coder.

The valid value is a string of up to 24 characters (case-
insensitive). For example, "HD.123" (without quotation
marks).

Note: Each coder can be configured only once per
Allowed Video Coders Group.

Configuring IP Profiles
The IP Profiles table lets you configure up to 20 IP Profiles. An IP Profile is a set of parameters
with user-defined settings relating to signaling (e.g., SIP message terminations such as REFER)
and media (e.g., coder type). An IP Profile can later be assigned to specific IP calls (inbound
and/or outbound). Thus, IP Profiles provide high-level adaptation when the device interworks
between different SIP user agents (UA), each of which may require different handling by the
device. This can include, for example, transcoding or even transrating (of packetization time).
For example, if a specific SIP UA uses the G.711 coder only, you can configure an IP Profile with
G.711 for this UA.

Many parameters in the IP Profiles table have a corresponding "global" parameter, whose
settings apply to all calls that are not associated with an IP Profile. The default value of these IP
Profile parameters is the same as the default value of their corresponding global parameters.
However, if you change a global parameter from its default value, the value of its corresponding
IP Profile parameter inherits its value for all subsequently created (new) IP Profiles. For
example, the IP Profile parameter for configuring maximum call duration is 'Max Call Duration'.
Its corresponding global parameter is [SBCMaxCallDuration]. The default of the global
parameter is "0" and therefore, the default of this IP Profile parameter is also "0". However, if
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'Local Held Tone Index'
local-held-tone-
index

[LocalHeldTone]

Defines the held tone that you want to play from the PRT
file.

To associate a user-defined tone, configure the
parameter with the tone's index number (1-80) as
appears in the PRT file. By default (value of -1), the device
plays the default held tone.

To play user-defined tones, you need to record your
tones and then install them on the device using a
loadable Prerecorded Tones (PRT) file, which is created
using AudioCodes DConvert utility. When you create the
PRT file, each recorded tone file must be added to the
PRT file with the tone type "acUserDefineTone<Index>".
When you want to specify the held tone for this
parameter, use the index number. For more information,
see Prerecorded Tones File.

Configuring Tel Profile
The Tel Profiles table lets you configure up to 9Tel Profiles. A Tel Profile is a set of parameters
with specific settings which can be assigned to specific calls. The Tel Profiles table includes a
wide range of parameters for configuring the Tel Profile. Each of these parameters has a
corresponding "global" parameter, which when configured applies to all calls. The main
difference, if any, between the Tel Profile parameters and their corresponding global
parameters are their default values.

Tel Profiles provide high- level adaptation when the device interworks between different
equipment and protocols (at both the Tel and IP sides), each of which may require different
handling by the device. For example, if specific channels require the use of the G.711 coder, you
can configure a Tel Profile with this coder and assign it to these channels.

To use your Tel Profile for specific calls, you need to assign it to specific channels (trunks or
endpoints) in the Trunk Groups table (see Configuring Trunk Groups).

The following procedure describes how to configure Tel Profiles through the Web interface. You
can also configure it through ini file [TelProfile] or CLI (configure voip > coders-and-
profiles tel-profile).

➢ To configure a Tel Profile:

1. Open the Tel Profiles table (Setup menu > Signaling & Media tab > Coders & Profiles folder
> Tel Profiles).

2. Click New; the following dialog box appears:
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✔ For A-law: 'a=gpmd:8 vbd=yes;ecan=on'

✔ For Mu-law: 'a=gpmd:0 vbd=yes;ecan=on'

■ When the parameter is set to 1, 2, or 3, the
parameter FaxTransportMode is ignored.

■ When the parameter is set to 0, T.38 might still
be used without the control protocol's
involvement. To completely disable T.38, set
FaxTransportMode to a value other than 1.

■ For more information on fax transport methods,
see Fax/Modem Transport Modes.

■ The corresponding global parameter is
[IsFaxUsed].

'Enable Digit Delivery'
digit-delivery

[EnableDigitDelivery]

Enables the Digit Delivery feature, which sends
DTMF digits of the called number to the phone line
(device's analog port or digital B-channel) after the
call is answered (i.e., line is off-hooked for FXS or
seized for FXO) for IP-to-Tel calls.

■ [0] Disable (default)

■ [1] Enable

Digital interfaces: If the called number in IP-to-Tel call
includes the characters 'w' or 'p', the device places a
call with the first part of the called number (before
'w' or 'p') and plays DTMF digits after the call is
answered. If the character 'w' is used, the device
waits for detection of a dial tone before it starts
playing DTMF digits. For example, if the called
number is '1007766p100', the device places a call
with 1007766 as the destination number, then after
the call is answered it waits 1.5 seconds ('p') and
plays the rest of the number (100) as DTMF digits.
Additional examples: 1664wpp102, 66644ppp503,
and 7774w100pp200.

Note:

■ Analog interfaces: The called number can include
characters 'p' (1.5 seconds pause) and 'd'
(detection of dial tone). If character 'd' is used, it
must be the first 'digit' in the called number. The
character 'p' can be used several times.

- 747 -



CHAPTER 19 Coders and Profiles Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

For example (for FXS/FXO interfaces), the called
number can be as follows: d1005, dpp699,
p9p300. To add the 'd' and 'p' digits, use the usual
number manipulation rules.

■ Analog interfaces: To use this feature with FXO
interfaces, configure the device to operate in
one-stage dialing mode.

■ Analog interfaces: If the parameter is enabled, it
is possible to configure the FXS/FXO interface to
wait for dial tone per destination phone number
(before or during dialing of destination phone
number). Therefore, the parameter
IsWaitForDialTone (configurable for the entire
device) is ignored.

■ Analog interfaces: The FXS interface send SIP 200
OK responses only after the DTMF dialing is
complete.

■ The corresponding global parameter is
[EnableDigitDelivery].

'Dial Plan Index'
dial-plan-index

[DialPlanIndex]

Defines the Dial Plan index to use in the external Dial
Plan file.

Note: The corresponding global parameter is
[DialPlanIndex].

'Digital Cut Through'
digital-cut-through

[DigitalCutThrough]

Enables PSTN CAS channels/endpoints to receive
incoming IP calls even if the B-channels are in off-
hook state.

■ [0] Disable (default)

■ [1] Enable = When enabled, the feature operates
as follows:

a. A Tel-to-IP call is established (connected) by
the device for a B-channel.

b. The device receives a SIP BYE (i.e., IP side
ends the call) and plays a reorder tone to the
PSTN side for the duration configured by the
CutThroughTimeForReOrderTone parameter.
The device releases the call towards the IP
side (sends a SIP 200 OK).
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c. The PSTN side, for whatever reason, remains
off-hook.

d. If a new IP call is received for this B-channel
after the reorder tone has ended, the device
“cuts through” the channel and connects the
call immediately (despite the B-channel being
in physical off-hook state) without playing a
ring tone. If an IP call is received while the
reorder tone is played, the device rejects the
call.

Note:

■ If the parameter is disabled and the PSTN side
remains in off-hook state after the IP call ends the
call, the device releases the call after 60 seconds.

■ A special CAS table can be used to report call
status events (Active/Idle) to the PSTN side during
Cut Through mode (see Configuring CAS State
Machines).

■ The corresponding global parameter is
[DigitalCutThrough].

'Call Priority Mode'
call-priority-mode

[CallPriorityMode]

Defines call priority handling.

■ [0] Disable (default).

■ [1]MLPP = Enables MLPP Priority Call handling.
MLPP prioritizes call handling whereby the
relative importance of various kinds of
communications is strictly defined, allowing
higher precedence communication at the
expense of lower precedence communications.
Higher priority calls override less priority calls
when, for example, congestion occurs in a
network.

■ [2] Emergency = Enables Preemption of IP-to-Tel
E911 emergency calls. If the device receives an
E911 call and there are unavailable channels to
receive the call, the device terminates one of the
channel calls and sends the E911 call to that
channel. The preemption is done only on a
channel belonging to the same Trunk Group for
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which the E911 call was initially destined and if
the channel select mode (configured by the
ChannelSelectMode parameter) is set to other
than By Dest Phone Number (0). The preemption
is done only if the incoming IP-to-Tel call is
identified as an emergency call. The device
identifies emergency calls by one of the following:

✔ The destination number of the IP call
matches one of the numbers configured by
the EmergencyNumbers parameter. (For
E911, you must configure the parameter to
"911".)

✔ The incoming SIP INVITE message contains
the “emergency” value in the Priority header.

Note:

■ The parameter is applicable to analog and digital
interfaces.

■ For FXO interfaces, the preemption is done only
on existing IP-to-Tel calls. In other words, if all the
current FXO channels are busy with calls that
were initiated by the FXO (i.e., Tel-to-IP calls),
new incoming emergency IP-to-Tel calls are
rejected.

■ For more information, see Pre-empting Existing
Call for E911 IP-to-Tel Call.

■ The corresponding global parameter is
[CallPriorityMode].

Behavior

'Disconnect Call on Detection of
Busy Tone'
disconnect-on-busy-tone

[DisconnectOnBusyTone]

Enables the device to disconnect the call upon
detection of a busy or reorder (fast busy) tone.

■ [0] Disable

■ [1] Enable (default)

Note:

■ The parameter is applicable only to FXO CAS.

■ The corresponding global parameter is
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[DisconnectOnBusyTone].

'Time For Reorder Tone'
time-for-reorder-tone

[TimeForReorderTone]

Defines the duration (in seconds) that the device
plays a busy or reorder tone before releasing the line.

Analog interfaces: Typically, after playing the busy or
reorder tone for this duration, the device starts
playing an offhook warning tone.

The valid range is 0 to 254. The default is 0 seconds
for analog interfaces and 10 seconds for digital
interfaces. Note that the Web interface denotes the
default value as "255".

Note:

■ The selected busy or reorder tone is according to
the SIP release cause code received from IP.

■ The parameter is also applicable to CAS.

■ The parameter is applicable to ISDN when the
[PlayBusyTone2ISDN] parameter is set to 2.

■ The corresponding global parameter is
[TimeForReorderTone].

'Enable Voice Mail Delay'
enable-voice-mail-delay

[EnableVoiceMailDelay]

Enables and disables voice mail services.

■ [0] Disable

■ [1] Enable (default)

The parameter is useful if you want to disable voice
mail services per Trunk Group to eliminate the
phenomenon of call delay on Trunks that do not
implement voice mail when voice mail is configured
using the global parameter, VoiceMailInterface.

'Swap Tel To IP Phone Numbers'
swap-teltoip-phone-
numbers

[SwapTelToIpPhoneNumbers]

Enables the device to swap the calling and called
numbers received from the Tel side (for Tel-to-IP
calls). The SIP INVITE message contains the swapped
numbers.

■ [0] Disable (default)

■ [1] Enable

Note: The corresponding global parameter is
[SwapTEl2IPCalled&CallingNumbers].
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'IP-to-Tel Cut-Through Call Mode'
ip2tel-cutthrough_call_
behavior

[IP2TelCutThroughCallBehavior]

Enables the Cut-Through feature, which allows
phones connected to the device’s FXS ports to
automatically receive IP calls (if there is no other
currently active call) even when in off-hook state
(and no call is currently active).

■ [0] Disable = Calls can only be received in on-
hook state.

■ [1] Cut-Through = (Enabled with tones) Calls can
be received in off-hook state. When the IP side
ends the call, the device can play a reorder tone
to the Tel side for a user-defined duration
(configured by the
CutThroughTimeForReorderTone parameter).
Once the tone stops playing, the FXS phone is
ready to automatically answer another incoming
IP call in off-hook state. A waiting call is
automatically answered by the device when the
current call is terminated (and if the
EnableCallWaiting parameter is configured to 1).

■ [2] Cut-Through and Paging = (Enabled and no
tones) Calls can be received in off-hook state, but
no tones are played (before or after the call) in
off-hook state. The option is useful for paging
calls, which provides a one-way voice path from
the paging phone to the paged phones (FXS
phones).

■ [3] Cut-Through and Streaming = Enabled and
allows playing music-on-hold (MoH) that is
received from an external media (audio) player.
For more information, see Configuring MoH from
External Audio Source on page 1028.

Note:

■ The parameter is applicable only to FXS
interfaces.

■ The corresponding global parameter is
[CutThrough]. this global parameter currently
doesn't support the CutThrough+Streaming
option.
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Voice

'DTMF Volume'
dtmf-volume

[DtmfVolume]

Defines the DTMF gain control value (in decibels) to
the Tel side.

The valid range is -31 to 0 dB. The default is -11 dB.

Note: The corresponding global parameter is
[DTMFVolume].

'Input Gain'
input-gain

[InputGain]

Defines the pulse-code modulation (PCM) input
(received) gain control level (in decibels), which is the
level of the received signal for Tel-to-IP calls.

The valid range is -32 to 31 dB. The default is 0 dB.

Note: The corresponding global parameter is
[InputGain].

'Voice Volume'
voice-volume

[VoiceVolume]

Defines the voice gain control (in decibels), which is
the level of the transmitted signal for IP-to-Tel calls.

The valid range is -32 to 31 dB. The default is 0 dB.

Note: The corresponding global parameter is
[VoiceVolume].

'Enable AGC'
enable-agc

[EnableAGC]

Enables the Automatic Gain Control (AGC) feature.
The AGC feature automatically adjusts the level of
the received signal to maintain a steady
(configurable) volume level.

■ [0] Disable (default)

■ [1] Enable

Note:

■ For more information on AGC, see Automatic
Gain Control (AGC).

■ The corresponding global parameter is
[EnableAGC].

Analog

'Enable Polarity Reversal'
polarity-rvrsl

[EnableReversePolarity]

Enables the Polarity Reversal feature for call release.

■ [0] Disable (default)

■ [1] Enable = Enables polarity reversal:

✔ FXS Interfaces: The device changes the line
polarity on call answer and then changes it
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back on call release.

✔ FXO Interfaces: The device sends a SIP 200
OK response when polarity reversal signal is
detected (applicable only to one-stage
dialing) and releases a call when a second
polarity reversal signal is detected.

Note:

■ The parameter is applicable to FXS and FXO
interfaces.

■ The corresponding global parameter is
[EnableReversalPolarity].

'Enable Current Disconnect'
current-disconnect

[EnableCurrentDisconnect]

Enables call release upon detection of a Current
Disconnect signal.

■ [0] Disable (default)

■ [1] Enable = Enables the current disconnect
service.

✔ FXO Interfaces: The device releases a call
when a current disconnect signal is detected
on its port.

✔ FXS Interfaces: The device generates a
'Current Disconnect Pulse' after the call is
released from the IP side.

Note:

■ The parameter is applicable to FXS and FXO
interfaces.

■ The current disconnect duration is configured by
the [CurrentDisconnectDuration parameter].

■ The current disconnect threshold (FXO only) is
configured by the
[CurrentDisconnectDefaultThreshold] parameter.

■ The frequency at which the analog line voltage is
sampled is configured by the
[TimeToSampleAnalogLineVoltage] parameter.

■ The corresponding global parameter is
[EnableCurrentDisconnect].
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'DID Wink'
enable-did-wink

[EnableDIDWink]

Enables Direct Inward Dialing (DID) using Wink-Start
signaling, typically used for signaling between an E-
911 switch and the PSAP.

■ [0] Disable (default)

■ [1] Single = The device can be used for
connection to EIA/TIA-464B DID Loop Start lines.
FXO (detection) and FXS (generation) are
supported:

✔ FXO Interfaces: The device dials DTMF (or
MF) digits upon detection of a Wink signal,
instead of a dial tone.

✔ FXS Interfaces: The device generates a Wink
signal upon detection of an off-hook state,
instead of playing a dial tone.

For example: (Wink) KP I(I) xxx-xxxx ST (Off Hook)
Where:

✔ I = one or two information digits

✔ x = ANI

Note: The FXO interface generates such MF digits
when the Enable911PSAP parameter is set to 1.

■ [2] Double Wink = Double-wink signaling. This is
applicable to FXS interfaces only. The device
generates the first Wink upon detection of an off-
hook state in the line. The second Wink is
generated after a user-defined interval
(configured by the TimeBetweenDIDWinks
parameter) after which the DTMF/MF digits are
collected by the device. Digits that arrive
between the first and second Wink are ignored as
they contain the same number. For example:
(Wink) KP 911 ST (Wink) KP I(I) xxx-xxxx ST (Off
Hook)

■ [3]Wink & Polarity =

✔ FXS Interfaces: The device generates the first
Wink after it detects an off-hook state. A
polarity change from normal to reversed is
generated after a user-defined time
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(configured by the TimeBetweenDIDWinks
parameter). DTMF/MF digits are collected by
the device only after this polarity change.
Digits that arrive between the first Wink and
the polarity change are ignored as they
always contain the same number. In this
mode, the device doesn't generate a polarity
change to normal if the Tel-to-IP call is
answered by an IP party. Polarity reverts to
normal when the call is released. For
example:
(Wink) KP 911 ST (Polarity) KP I(I) xxx-xxxx ST
(Off Hook)

✔ FXO Interfaces: For IP-to-Tel calls:
1) Upon incoming INVITE message, the FXO
interface goes off-hook (seizes the line).
2) Upon detection of a Wink signal from the
Tel side (instead of a dial tone), the device
dials the digits, "KP911ST" (denotes *911#).
3) The device waits for polarity reversal
change from normal to reverse for an interval
of 2,000 msec.
4) Upon detection of a polarity reversal
change, the device dials the DTMF (or MF)
digits of the calling party (number that dialed
911) in the format "KP<ANI>ST" (*ANI#),
where ANI is the calling number from the
INVITE. If no polarity reversal, the FXO goes
idle.
For example: (Wink) KP911ST (Polarity
Change) KP02963700ST
Note: The Enable911PSAP parameter must be
set to 1.

Note:

■ For FXS interfaces, the EnableReversalPolarity
and PolarityReversalType parameters must be
configured to 1.

■ The parameter is applicable to FXS and FXO
interfaces.

■ The corresponding global parameter is
[EnableDIDWink].
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20 SIP Definitions
This section describes configuration of various SIP-related functionality.

Configuring Registration Accounts
The Accounts table lets you configure up to 102 Accounts. An Account defines information for
registering and authenticating (digest) Trunk Groups (e.g., PBX) or IP Groups (e.g., IP PBX) with a
"serving" IP Group (e.g., ITSP).

The device initiates registration with a "serving" IP Group on behalf of the "served" Trunk
Group or IP Group. Therefore, Accounts are typically required when the "served" Trunk Group
or IP Group is unable to register or authenticate itself for whatever reason. Registration
information includes username, password, host name (AOR), and contact user name (AOR). The
device includes this information in the REGISTER message sent to the serving IP Group. Up to 10
Accounts can be configured per "served" Trunk Group or IP Group. A Trunk Group or IP Group
can register to more than one IP Group (e.g., multiple ITSPs). This is done by configuring
multiple entries in the Accounts table for the same served Trunk Group or IP Group, but with
different serving IP Groups, username/password, host name, and contact user values.

NOTE

You cannot configure more than one Account with the same "served" Trunk Group or IP
Group and "serving" IP Group combination. For example, only one Account can be
configured with the 'Served IP Group' parameter set to "Users-Boston" and the 'Serving IP
Group' parameter set to "ITSP".

Authentication is typically required for INVITE messages sent to the "serving" IP Group. If the
device receives a SIP 401 (Unauthorized) in response to a sent INVITE, the device checks for a
matching "serving" and "served" entry in the Accounts table. If a matching row exists, the
device authenticates the INVITE by providing the corresponding MD5 authentication username
and password to the "serving" IP Group.

If the Account is not registered and the device receives a SIP dialog request (e.g., INVITE) from
the Served IP Group, the device rejects the dialog and sends the Served IP Group a SIP 400 (Bad
Request) response. An Account that is not registered can be due to any of the following
reasons:

■ You have unregistered the Served IP Group by clicking the Register button (discussed later
in this section).

■ The Serving IP Group has rejected the registration.

However, if the Account is not registered and you have enabled the Registrar Stickiness feature
('Registrar Stickiness' parameter is configured to Enable) or dynamic UDP port assignment
feature ('UDP Port Assignment' parameter is configured to Enable) and the device receives a SIP
dialog request (e.g., INVITE) from the Served IP Group, the device rejects the dialog and sends
the Served IP Group a SIP 500 (Server Internal Error) response. In this scenario, the Account can
be not registered due to any of the reasons listed previously or for the dynamic UDP port
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Configuring User Information
This section describes User Information configuration.

Enabling the User Information Table

Before you can use the SBC User Information table (for SBC users) or GW User Information
table(for Gateway users), you need to enable the User Information functionality.

➢ To enable User Information functionality:

1. Make sure that your device's License Key includes the far-end user license ("Far End
Users"), which specifies the maximum number of supported users. To view the License Key,
see Viewing the License Key.

2. Open the Proxy & Registration page (Setup menu > Signaling & Media tab > SIP Definitions
folder > Proxy & Registration).

3. From the 'User-Information Usage' drop-down list [EnableUserInfoUsage], select Enable:

4. Restart the device with a save-to-flash for your settings to take effect; the User Information
table now becomes available in the Web interface.

Gateway User Information for PBX Extensions and "Global" Numbers

The GW User Information table contains information of Gateway users, which can be used for
the following Gateway-related features:

■ Mapping (Manipulating) PBX Extension Numbers with Global Phone Numbers:maps PBX
extension number, connected to the device, with any "global" phone number
(alphanumerical) for the IP side. In this context, the "global" phone number serves as a
routing identifier for calls in the "IP world" and the PBX extension uses this mapping to
emulate the behavior of an IP phone. This feature is especially useful in scenarios where
unique or non-consecutive number translation per PBX is needed. This number
manipulation feature supports the following call directions:

● IP-to-Tel Calls: Maps the called "global" number (in the Request-URI user part) to the
PBX extension number. For example, if the device receives an IP call destined for
"global" number 638002, it changes this called number to the PBX extension number
402, and then sends the call to the PBX extension on the Tel side.
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NOTE

● For the SBC User Information feature, the device's License Key must include the license
"Far End Users (FEU)", which specifies the maximum number of supported far-end
users. If no far-end users are licensed, then this feature cannot be used.

● If you configure the device to authenticate as a server, for incoming SIP requests from
users of a specific User-type IP Group, the device authenticates the users using the
username and password configured in the IP Group's 'Username As Server' and
'Password As Server' parameters. However, if the user appears in the SBC User
Information table and configured with a username and/or password, then the device
authenticates the user with the credentials in the table. To enable the device to
authenticate as a server, configure the IP Group's 'Authentication Mode' parameter to
SBC as Server.

● The maximum number of available rows (users) that you can add in the SBC User
Information table is according to the number of far-end users ("Far End Users") that is
specified in the device's License Key. However, the number of licensed users cannot
exceed the maximum rows supported by the device, as stated in the beginning of this
section. As an example and for simplicity sake, assume that the supported number of
rows is 10 and the number of licensed users is 20. In this scenario, the maximum
number of available rows will be 10. If the number of licensed users is 5, the maximum
number of available rows will be 5.

● This section is applicable only to the SBC application.

Configuring SBC User Information Table through Web Interface

You can configure the SBC User Information table with SBC users through the Web interface.

NOTE

● Before you can configure the SBC User Information table, you need to enable the SBC
users feature (see Enabling the User Info Table) so that it's available in the Web
interface.

● The maximum number of users (rows) that can be configured in the table is according to
how many far-end users ("Far End Users (FEU)") are defined in the device's License
Key (see Viewing the License Key on page 1356).

You can configure users in the table, by doing the following:

■ Manually adding users (described below).

■ Importing users from a file: From the Action drop-down list, choose Import. To configure
users in a file for import, see Configuring SBC User Information Table from a Loadable File
on page 797.

NOTE

When you import a file, all previously configured entries in the table are deleted and replaced
with the users from the imported file.

The table also allows you to do the following:
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■ To view all table entries:

(sip-def-proxy-and-reg)# user-info sbc-user-info display
---- sbc-user-info-0 ----
local-user (JohnDee)
username (userJohn)
password (s3fn+fn=)
ip-group-id (1)
status (not-resgistered)

---- sbc-user-info-1 ----
local-user (SuePark)
username (userSue)
password (t6sn+un=)
ip-group-id (1)
status (not-resgistered)

■ To view a specific entry (example):

(sip-def-proxy-and-reg)# user-info sbc-user-info <index, e.g., 0>
(sbc-user-info-0)# display
local-user (JohnDee)
username (userJohn)
password (s3fn+fn=)
ip-group-id (1)
status (not-resgistered)

■ To search a user by local-user:

(sip-def-proxy-and-reg)# user-info find <local-user, e.g., JohnDoe>
JohnDee: Found at index 0 in SBC user info table, not registered

NOTE

To configure the SBC User Information table, make sure that you have enabled the feature
as described in Enabling the User Info Table.

Configuring SBC User Information Table from a Loadable File

You can configure users in a file and then upload (import) it to the SBC User Information table.
The users must be configured in comma-separated value (CSV) file format. You can create the
file using any standard text-based editor such as Notepad, or alternatively a CSV-based program
such as Microsoft Excel. The file can have any filename extension (e.g., .csv or .txt).
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NOTE

For backward compatibility only: When configuring a User Information file to upload
through the Auxiliary Files page, use the following syntax:
[SBC]
FORMAT LocalUser,UserName,Password,IPGroupID
For example:
[SBC]
FORMAT LocalUser,UserName,Password,IPGroupID
John,johnd,2798,2
Sue,suep,1234,1

Configuring Call Setup Rules
The Call Setup Rules table lets you configure up to 100 Call Setup Rules.

Call Setup Rules define various script-like sequences that the device runs upon the receipt of an
incoming SIP dialog at call setup, before the device routes the call to its destination. You can
configure multiple Call Setup Rules and group them under the same Set ID. This lets you run
multiple Call Setup Rules for the same call setup dialog.

You can configure Call Setup Rules for any call direction - IP-to-IP (SBC), Tel-to-IP, or IP-to-Tel.

Call Setup Rules provide flexibility in implementing simple or complex script-like rules that you
can use for various functionality:

■ LDAP Queries: The device can be configured to use LDAP to query Microsoft’s Active
Directory (AD) server for specific user details needed for routing the call. For example, it
could query for the user's office extension number, mobile number, private number, or
display name. Call Setup Rules provides full flexibility in AD-lookup configuration to suit just
about any deployment requirement:

● Routing based on query results.

● Queries based on any AD attribute.

● Queries based on any attribute value (alphanumeric), including the use of the asterisk
(*) wildcard as well as the source number, destination number, redirect number, and
SBC SIP messages. For example, the following Call Setup rule queries the attribute
"proxyAddresses" for the record value "WOW:" followed by source number:
"proxyAddresses=WOW:12345*"

● Conditional LDAP queries, for example, where the query is based on two attributes (&
(telephoneNumber=4064)(company=ABC)).

● Conditions for checking LDAP query results.

● Manipulation of call parameters such as source number, destination number, and
redirect number and SBC SIP messages, while using LDAP query results.

● Multiple LDAP queries.
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Parameter Rule of Message Manipulation Set #1
Rule of Message

Manipulation Set #2

'Action Subject ' Header.Unkown_header Header.P-Asserted-Identity

'Action Type' Remove Modify

'Action Value' '<sip:200@212.3.216.1>'

NOTE

● For a detailed description of the syntax for configuring message manipulation rules, refer
to the document SIP Message Manipulation Reference Guide (click here).

● If you have configured call routing from the device's SBC application (IP-to-IP routing) to
the device's Gateway application for IP-to-Tel routing, the device uses the initial SIP
message as if it's a new call. Therefore, if any manipulations were done on the SIP
message by the SBC application, the device ignores them.

● For the SBC application: Inbound message manipulation is done only after the
Classification, inbound and outbound number manipulation, and routing processes.

● Each message can be manipulated twice - on the source leg and on the destination leg
(i.e., source and destination IP Groups).

● Unknown SIP parts can only be added or removed.
● SIP manipulations do not allow you to remove or add mandatory SIP headers. They can

only be modified and only on requests that initiate new dialogs. Mandatory SIP headers
include To, From, Via, CSeq, Call-Id, and Max-Forwards.

● The IP Group's 'SIP Group Name' parameter overrides inbound message manipulation
rules that manipulate the host name in Request-URI, To, and/or From SIP headers. If
you configure a SIP Group Name for the IP Group (see Configuring IP Groups) and you
want to manipulate the host name in these SIP headers, you must apply your
manipulation rule (Message Manipulation Set) to the IP Group as an Outbound Message
Manipulation Set ('Outbound Manipulation Set' parameter), when the IP Group is the
destination of the call. If you apply the Message Manipulation Set as an Inbound
Message Manipulation Set ('Inbound Manipulation Set' parameter), when the IP Group
is the source of the call, the manipulation rule is overridden by the 'SIP Group Name'.

● When configuring a message manipulation rule for manipulating a SIP header, the
maximum length (characters) of the header's value in the incoming SIP message that
can be manipulated is 4,096.

The following procedure describes how to configure SIP Message Manipulation through the
Web interface. You can also configure it through ini file and CLI:

■ Message Manipulation Sets table (parent):

● ini file: [MsgManSet]

● CLI: configure voip > message msg-man-set

■ Message Manipulations table (child):

● ini file: [MessageManipulations]
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● CLI: configure voip > message msg-man-set > message-
manipulations

➢ To configure SIP message manipulation:

1. Open the Message Manipulation Sets table (Setup menu > Signaling & Media tab >
Message Manipulation folder >Message Manipulation Sets).

2. Click New; the following dialog box appears:

3. Configure a Message Manipulation Set according to the parameters described in the
following table, and then click Apply.

Table 21-1: Message Manipulation Sets Table (Parent) Parameter Description

Parameter Description

'Index'

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Name'
name

[Name]

Defines a descriptive name, which is used when associating the row in
other tables.

The valid value is a string of up to 40 characters. By default, no value is
defined.

4. Select the index row of the Message Manipulation Set that you added, and then click the
Message Manipulations link located below the table; the Message Manipulations table
opens.

5. Click New; the following dialog box appears:
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6. Configure a Message Manipulation rule according to the parameters described in the
following below, and then click Apply.

Table 21-2: Message Manipulations Table (Child) Parameter Descriptions

Parameter Description

General

'Index'

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a
unique index.

'Name'
manipulation-name

[ManipulationName]

Defines a descriptive name, which is used when
associating the row in other tables.

The valid value is a string of up to 40 characters.

manipulation-set-id

[ManSetID]

Assigns the rule to a Message Manipulation Set
(by its ID).

The default is 0.

Note: This parameter is applicable only for CLI
and ini file configuration.

'Row Role'
row-role

[RowRole]

Determines which message manipulation
condition (configured by the 'Condition'
parameter) to use for the rule.

■ [0] Use Current Condition = (Default) The
condition configured in the table row of the
rule is used.

■ [1] Use Previous Condition = The condition
configured in the first table row above the
rule that is configured to Use Current
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Parameter Description

Condition is used. For example, if Index 3 is
configured to Use Current Condition and
Index 4 and 5 are configured to Use Previous
Condition, Index 4 and 5 use the condition
configured for Index 3. A configuration
example is shown in the beginning of this
section. The option allows you to use the
same condition for multiple manipulation
rules.

Note:

■ When configured to Use Previous Condition,
the 'Message Type' and 'Condition'
parameters are not applicable and if
configured are ignored.

■ When multiple manipulation rules apply to
the same header, the next rule applies to the
resultant string of the previous rule.

'Activate'
activate

[Active]

Enables (activates) or disables (deactivates) the
rule.

■ [0] Disable = The device ignores the rule.

■ [1] Enable (Default)

Match

'Message Type'
message-type

[MessageType]

Defines the SIP message type that you want to
manipulate.

The valid value is a string (case-insensitive)
denoting the SIP message. You can use the built-
in syntax editor to help you configure the field.
Click the Editor button located alongside the
field to open the Editor, and then simply follow
the on-screen instructions.

For example:

■ Empty = rule applies to all messages

■ Invite = rule applies to all INVITE requests and
responses

■ Invite.Request = rule applies to INVITE
requests
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Configuring SIP Message Policy Rules
The Message Policies table lets you configure up to 20 SIP Message Policy rules. You can use SIP
Message Policy rules to block (blocklist) unwanted incoming SIP messages or to permit
(allowlist) the receipt of desired SIP messages. You can configure legal and illegal characteristics
of SIP messages. SIP Message Policy rules are helpful against VoIP fuzzing (also known as
robustness testing), which sends different types of packets to its "victims" for finding bugs and
vulnerabilities. For example, the attacker might try sending a SIP message containing either an
oversized parameter or too many occurrences of a parameter.

You can also enable the Message Policy to protect the device against incoming SIP messages
with malicious signature patterns, which identify specific scanning tools used by attackers to
search for SIP servers in a network. To configure Malicious Signatures, see Configuring
Malicious Signatures.

Each Message Policy rule can be configured with the following:

■ Maximum message length

■ Maximum header length

■ Maximum message body length

■ Maximum number of headers

■ Maximum number of bodies

■ Option to send 400 "Bad Request" response if message request is rejected

■ Blocklist and allowlist for defined methods (e.g., INVITE)

■ Blocklist and allowlist for defined bodies

■ Malicious Signatures

The Message Policies table provides a default Message Policy called "Malicious Signature DB
Protection" (Index 0), which is based only on Malicious Signatures and discards SIP messages
identified with any of the signature patterns configured in the Malicious Signature table.

To apply a SIP Message Policy rule to calls, you need to assign it to the SIP Interface associated
with the relevant IP Group (see Configuring SIP Interfaces).

The following procedure describes how to configure Message Policy rules through the Web
interface. You can also configure it through ini file [MessagePolicy] or CLI (configure voip
> message message-policy).

➢ To configure SIP Message Policy rules:

1. Open the Message Policies table (Setup menu > Signaling & Media tab >Message
Manipulation folder >Message Policies).

2. Click New; the following dialog box appears:
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23 Digital PSTN
This section describes the configuration of the device's Gateway application for its' digital
interfaces (PSTN).

Configuring Trunk Settings
The Trunk Settings page allows you to configure the device's PSTN trunks. This includes
selecting the PSTN protocol and configuring related parameters. This page also lets you perform
the following maintenance procedures:

■ Taking a Trunk Out of Service: Some parameters can be configured when the trunk is in
service, while others require you to take the trunk out of service. To take a trunk out of
service, click the Stop Trunk button. Once a trunk is "stopped", all current calls are dropped
and no new calls can be made on the trunk.

■ Deactivating an E1/T1 Trunk: To deactivate a trunk, click the Deactivate button.
Deactivation temporarily disconnects (logically) the trunk from the PSTN network. Upon
trunk deactivation, the device generates an AIS alarm on the trunk to the far-end. As a
result, an RAI alarm signal may be received by the device. A subsequent trunk activation,
done by clicking the Activate button, reconnects the trunk to the PSTN network and clears
the AIS alarm. Trunk deactivation is typically used for maintenance such as checking the
trunk's physical integrity.

■ Creating a Loopback Line: You can create (and remove) remote loopback for DS1 lines. This
is done by clicking the Create Loopback button. To remove the loopback, click the Remove
Loopback button.
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3. Restart the device with a save-to-flash for your settings to take effect.

Configuring CAS State Machines
The CAS State Machine table lets you modify various timers and other basic parameters to
define the initialization of the CAS state machine without changing the state machine itself (no
compilation is required). The change doesn't affect the state machine itself, but rather the
configuration.

The CAS table used can be chosen in two ways (using the parameter CasChannelIndex):

■ Single CAS table per trunk

■ Different CAS table per group of B-channels in a trunk

NOTE

● CAS is applicable only to ISDN PRI interfaces.
● Prior to configuring CAS, you must enable the CASOrientedBoard ini file parameter (and

restart the device with a save-to-flash for your settings to take effect).

➢ To modify the CAS state machine parameters:

1. Open the CAS State Machine page (Setup menu > Signaling & Media tab > Gateway folder
> Trunks & Groups > CAS State Machines).

2. Ensure that the trunk is inactive. The trunk number displayed in the 'Related Trunks' field
must be green. If it is red, indicating that the trunk is active, click the trunk number to open
the Trunk Settings page (see Configuring Trunk Settings), select the required Trunk number
icon, and then click Stop Trunk.

3. In the CAS State Machine table, modify the required parameters according to the table
below.

4. Once you have completed the configuration, activate the trunk if required in the Trunk
Settings page, by clicking the trunk number in the 'Related Trunks' field, and in the Trunk
Settings page, select the required Trunk number icon, and then click Apply Trunk Settings.

5. Click Apply, and then restart the device.
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24 Trunk Groups
This section describes Trunk Group configuration.

Configuring Trunk Groups
The Trunk Groups table lets you configure up to 24 Trunk Groups. A Trunk Group is a logical
group of physical trunks and channels. A Trunk Group can include multiple trunks and a range
of channels. To enable and activate the channels, you need to configure the Trunk Group and
assign it telephone numbers. Channels that are not configured in this table are disabled.

Once you have configured your Trunk Group, you can use it for call routing. To configure IP-to-
Tel routing rules, see Configuring IP-to-Tel Routing Rules. To configure Tel-to-IP routing rules,
see Configuring Tel-to-IP Routing Rules.

The following procedure describes how to configure Trunk Groups through the Web interface.
You can also configure it through ini file [TrunkGroup_x] or CLI (configure voip >
gateway trunk-group).

WARNING

It's recommended notto configure a Trunk Group with Trunk Group ID 0. A Trunk Group with
ID 0 doesn't support some of the device's features (e.g., not counted in performance
monitoring).

➢ To configure a Trunk Group:

1. Open the Trunk Groups table (Setup menu > Signaling & Media tab > Gateway folder >
Trunks & Groups > Trunk Groups).

2. Configure a Trunk Group according to the parameters described in the table below.
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Parameter Description

'Tel Profile Name'
tel-profile-id

[ProfileName]

Assigns a Tel Profile to the Trunk Group.

To configure Tel Profiles, see Configuring Tel Profiles.

Configuring Trunk Group Settings
The Trunk Group Settings table lets you configure various settings per Trunk Group ID, which is
assigned to a Trunk Group in Configuring Trunk Groups. The main configuration includes the
following:

■ Channel select method, which defines how the device allocates incoming IP-to-Tel calls to
the channels of a Trunk Group.

■ Registration method for registering Trunk Groups to remote IP servers (Serving IP Group).

The Trunk Group Settings table also provides an Action drop-down button with commands that
let you perform various actions per configured Trunk Group:

■ Lock / Unlock: Locks (blocks) a Trunk Group in order to take its member trunks out-of-
service. For more information, see Locking and Unlocking Trunk Groups.

■ Register / Un-Register: Initiates a registration request for the Trunk Group with a Serving IP
Group. For more information, see the description of the 'Registration Mode' parameter of
the Trunk Group Settings table in this section.

The following procedure describes how to configure settings for Trunk Groups through the Web
interface. You can also configure it through ini file [TrunkGroupSettings] or CLI (configure
voip > gateway trunk-group-setting).

➢ To configure Trunk Group settings per Trunk Group ID:

1. Open the Trunk Group Settings table (Setup menu > Signaling & Media tab > Gateway
folder > Trunks & Groups > Trunk Group Settings).

2. Click New; the following dialog box appears:

3. Configure settings for a Trunk Group ID according to the parameters described in the table
below.

4. Click Apply.

- 931 -



CHAPTER 25 Routing Mediant 800 Gateway & E-SBC | User's Manual

25 Routing
This section describes the configuration of call routing for the Gateway application.

Configuring Tel-to-IP Routing Rules
The Tel-to-IP Routing table lets you configure up to 180 Tel-to-IP routing rules. Tel-to-IP routing
rules are used to route calls from the Tel side to an IP destination.

Configuration of Tel-to-IP routing rules includes two areas:

■ Match: Defines the characteristics of the incoming Tel call (e.g., Trunk Group on which the
call is received). You can configure routing rules with one or more of the following incoming
Tel characteristics:

● Source Trunk Group (from where the call is received)

● Source (calling) and destination (called) telephone number prefix and suffix

● Source and destination Dial Plan tags

■ Action: Defines the action that is done if the incoming call matches the characteristics of
the rule (i.e., routes the call to the specified IP destination). You can configure the IP
destination to one of the following:

● IP address or FQDN.

● E.164 Telephone Number Mapping (ENUM service).

● Lightweight Directory Access Protocol (LDAP). For more information, see LDAP-based
Management and SIP Services and AD-based Routing for Microsoft Skype for Business.

● IP Group. When an IP Group is selected, the device sends the call to the IP address
configured for the Proxy Set that is associated with the IP Group (configured in
Configuring IP Groups). The SRD associated with the IP Group determines the:

◆ SIP Interface (SIP port and control network interface) - important when using
multiple SIP control VLANs

◆ Media Realm (port and network interface for media / RTP voice)

◆ SRD-related features on which the call is routed

If you configure the routing rule to send the call to any destination other than an IP Group
(e.g., an IP address), you need to select a SIP Interface for the call. If no SIP Interface is
selected, the device uses the SIP Interface associated with the default SRD (Index 0). If you
have deleted this SRD or SIP Interface, for whatever reason, the device drops the call. The
SIP Interface determines many attributes for the destination:

● Device's logical SIP port and network interface through which the call signaling is sent

● Device's logical RTP port and network interface through which the media is sent (Media
Realm)

● Other features that can be configured for the SIP Interface
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port or trunk within the same Trunk Group is out of service (e.g., physically disconnected).
When the physical FXO port or trunk is disconnected, the device sends the SNMP trap,
GWAPP_TRAP_BUSYOUT_LINK notifying of the out-of-service state for the specific FXO line
or trunk number. When the FXO port or physical trunk is physically reconnected, this trap is
sent notifying of the back-to-service state.

NOTE

● Instead of using the table for IP-to-Tel routing, you can employ a third-party routing
server or ARM to handle the routing decisions. For more information, see Centralized
Third-Party Routing Server.

● You can configure up to three alternative routing rules per "main" routing rule in the
table.

● If your deployment includes calls of many different called (source) and/or calling
(destination) numbers that need to be routed to the same destination, you can employ
user-defined prefix tags to represent these numbers. Thus, instead of configuring many
routing rules, you need to configure only one routing rule using the prefix tag as the
source and destination number matching characteristics, and a destination for the calls.
For more information on prefix tags, see Dial Plan Prefix Tags for IP-to-Tel Routing.

● By default, the device applies destination telephone number manipulation (if configured)
only after processing the routing rule. You can change this and apply number
manipulation before processing the routing rule (see the [RouteModeIP2Tel]
parameter). To configure number manipulation, see Configuring Source/Destination
Number Manipulation.

The following procedure describes how to configure IP-to-Tel routing rules through the Web
interface. You can also configure it through ini file [PSTNPrefix] or CLI (configure voip >
gateway routing ip2tel-routing).

➢ To configure IP-to-Tel routing rules:

1. Open the IP-to-Tel Routing table (Setup menu > Signaling & Media tab > Gateway folder >
Routing > IP > Tel Routing).

2. Click New; the following dialog box appears:

3. Configure a routing rule according to the parameters described in the table below.

4. Click Apply.

The following table shows configuration examples of Tel-to-IP routing rules:
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Table 25-3: Example of IP-to-Tel Routing Rules

Parameter Rule 1 Rule 2 Rule 3

'Source Host Pattern' - - abcd.domain

'Destination Phone Pattern' 1x [501-502] -

'Source Phone Pattern' - 101 -

'Trunk Group ID' 3 2 4

'IP Profile' ITSP-A ITSP-B -

Below provides descriptions of each rule:

■ Rule 1: If the incoming IP call destination phone prefix is between 10 and 19, the call is
assigned settings configured for IP Profile "ITSP-A" and routed to Trunk Group ID 3.

■ Rule 2: If the incoming IP call destination phone prefix is between 501 and 502 and source
phone prefix is 101, the call is assigned settings configured for IP Profile "ITSP-B" and
routed to Trunk Group ID 2.

■ Rule 3: If the incoming IP call has a From URI host prefix as abcd.com, the call is routed to
Trunk Group ID 4.

Table 25-4: IP-to-Tel Routing Table Parameter Description

Parameter Description

General

'Index'

[Index]

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Name'
route-name

[RouteName]

Defines a descriptive name, which is used when associating
the row in other tables.

The valid value is a string of up to 40 characters. By default, no
value is defined.

Note:

■ Configure each row with a unique name.

■ The name must not be "Any" (case-sensitive). It's also
recommended to avoid using the string "any" in any letter
case to prevent confusion because some tables use the
optional value Any to reference any row in another table.

Match
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Parameter Description

'Source SIP Interface'
src-sip-
interface-name

[SrcSIPInterfaceName]

Defines the SIP Interface on which the incoming IP call is
received.

The default is Any (i.e., any SIP Interface).

To configure SIP Interfaces, see Configuring SIP Interfaces.

Note: If the incoming INVITE is received on the specified SIP
Interface and the SIP Interface associated with the specified IP
Group in the 'Source IP Group' parameter (in this table) is
different, the incoming SIP call is rejected. If the 'Source IP
Group' parameter is not defined, the SIP Interface associated
with the default SRD (Index 0) is used. If there is no valid
source IP Group, the call is rejected.

'Source IP Address'
src-ip-address

[SourceAddress]

Defines the source IP address of the incoming IP call.

The IP address must be configured in dotted-decimal notation
(e.g., 10.8.8.5); not as an FQDN. The default is the asterisk (*)
symbol, meaning any IP address.

Note:

■ The source IP address is obtained from the Contact header
in the INVITE message.

■ You can configure from where the source IP address is
obtained, using the SourceIPAddressInput parameter.

■ The source IP address can include the following wildcards:

✔ "x": denotes single digits. For example, 10.8.8.xx
represents all the addresses between 10.8.8.10 and
10.8.8.99.

✔ "*": denotes any number between 0 and 255. For
example, 10.8.8.* represents all addresses between
10.8.8.0 and 10.8.8.255.

'Source Phone Pattern'
src-phone-pattern

[SourcePrefix]

Defines the calling (source) telephone number.

The valid value can be up to 49 digits. You can use special
patterns to denote the number. For example, "[100-199]
(100,101,105)" denotes a number that starts with 100 to 199
and ends with 100, 101 or 105. To denote any number, use the
asterisk (*) symbol (default). To denote calls without a calling
number, use the dollar ($) sign. For available patterns, see
Dialing Plan Notation for Routing and Manipulation Tables.

Note: If the SIP P-Asserted-Identity header is present in the
incoming INVITE message, the value of the parameter is
compared to the URI user part in the P-Asserted-Identity
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26 Manipulation
This section describes configuration of various manipulation processes for the Gateway
application.

Configuring Redirect Reasons
You can manipulate call redirect (diversion) reasons between IP (SIP) and Tel (ISDN). The SIP
Diversion header contains the information on the redirection of the call, including the reason
(e.g., 'reason=user- busy'). The ISDN provides the Redirect Number and the Reason for
Redirection. You can configure the following redirect manipulations:

■ Redirect Number screening indicator (e.g., User Failed) in ISDN Setup messages for IP-to-Tel
calls. Configuration is done using the [SetIp2TelRedirectScreeningInd] parameter.

■ IP-to-Tel redirect reason for IP-to-Tel calls in the ISDN message if redirect information is
received from the IP side. Configuration is done using the [SetIp2TelRedirectReason]
parameter.

■ Tel-to-IP redirect reason in SIP messages for Tel-to-IP calls if redirect information is
received from the Tel side. Configuration is done using the [SetTel2IpRedirectReason]
parameter.

NOTE

The section is applicable only to digital interfaces.

➢ To configure redirect reason manipulation:

1. Open the Manipulations Settings page (Setup menu > Signaling & Media tab > Gateway
folder >Manipulation > Manipulations Settings).

2. Configure the parameters as required, and then click Apply.

Configuring Source-Destination Number Manipulation Rules
The number manipulation tables let you configure rules for manipulating source and
destination telephone numbers for IP-to-Tel and Tel-to-IP calls. Number manipulation include
the following tables:

■ Tel-to-IP calls:

● Source Phone Number Manipulation for Tel-to-IP Calls (up to 120 entries)

- 976 -



CHAPTER 28 Configuring Supplementary Services Mediant 800 Gateway & E-SBC | User's Manual

5. B calls D and establishes a voice path.

6. A ends call with C; A hears a held tone.

7. B ends call with D.

8. B retrieves call with A.

NOTE

For analog interfaces:
● If a party that is placed on hold (e.g., B in the above example) is called by another party

(e.g., D), then the on-hold party receives a call waiting tone instead of the held tone.
● While in a Double Hold state, placing the phone on-hook disconnects both calls (i.e. call

transfer is not performed).
● You can enable the device to handle incoming re-INVITE messages with 'a=sendonly' in

the SDP, in the same way as if 'a=inactive' is received in the SDP. This is configured
using the [SIPHoldBehavior] parameter. When enabled, the device plays a held tone to
the Tel phone and responds with a 200 OK containing 'a=recvonly' in the SDP.

Configuring MoH from External Audio Source
The device's Gateway application (FXS interfaces) can play Music on Hold (MoH) audio
originating from an external, third-party media (audio) player, to call parties that are placed on
hold. Implementing an external media source offers flexibility in the type of audio that you
want played as MoH (e.g., radio, adverts, or music). If you are not using an external media
source, the device plays its' local default hold tone or a hold tone from an installed PRT file
(depending on your configuration). The device can forward this audio stream to any external IP-
based system (for example, a softswitch, media gateway or SBC) or use it for SBC calls that it
processes (applicable only to the SBC application). Thus, the device functions like an IP media
server (audio streamer), except that the actual source of the media is from an external player.

The external media source is connected to the device's FXS port through a telephone adapter
(for FXS emulation). The FXS port is always in off-hook state, continuously receiving media
streams from the external media source. When the device receives a SIP INVITE for this port (IP-
to-Tel call), it responds with a SIP 200 OK and forwards the audio stream to the sender of the
INVITE.

Up to two FXS ports can be used for this feature, where each port can play media to up to 20
concurrent call sessions. In addition, each FXS port can play a specific media for MoH. For
example, one port can play music while the other port can play advertising messages.

The following figure provides an example of this feature where each FXS port receives different
audio from the external audio player, which the device forwards as music-on-hold to an
external call processing system. The device determines which audio to play based on the phone
number (destination) of the held call party.

- 1028 -







CHAPTER 28 Configuring Supplementary Services Mediant 800 Gateway & E-SBC | User's Manual

AddChannelIdTrace ALL-WITH-PCM <port number, which starts from 0>

Start

4. Make a call to the FXO.

5. To stop the DR recording, at the CLI prompt, type STOP.

Caller ID on IP Side

Caller ID for analog interfaces (Tel-to-IP calls) is provided by the SIP From header, containing
the caller's name and "number", for example:

From: “John” <SIP:101@10.33.2.2>;tag=35dfsgasd45dg

If caller ID is restricted (received from Tel or configured), the From header is set to:

From: “anonymous” <anonymous@anonymous.invalid>; tag=35dfsgasd45dg

The P-Asserted (or P-Preferred) headers present the originating party’s caller ID even when
caller ID is restricted. These headers are used together with the Privacy header.

■ If Caller ID is restricted:

● The From header is set to “anonymous” <anonymous@anonymous.invalid>.

● The ‘Privacy: id’ header is included.

● The P-Asserted-Identity (or P-Preferred-Identity) header contains the caller ID.

■ If Caller ID is allowed:

● The From header contains the caller ID.

● The ‘Privacy: none’ header is included.

● The P-Asserted-Identity (or P-Preferred-Identity) header contains the caller ID.

The caller ID (and presentation) can also be displayed in the Calling Remote-Party-ID header.

The Caller Display Information table (see Configuring Caller Display Information on page 1091)
is used for Tel-to-IP calls:

■ FXS interfaces: Defines caller ID per FXS port that is sent to IP.

■ FXO interfaces: Defines caller ID per FXO port that. The caller ID is sent to the IP side if
caller ID isn’t detected on the Tel side or when the [EnableCallerID] parameter is configured
to 0.

■ FXS and FXO interfaces: Defines the presentation of caller ID (allowed or restricted).
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■ To maintain backward compatibility: When the strings ‘Private’ or ‘Anonymous’ are set in
the Caller ID/Name field, the caller ID is restricted and the value in the Presentation field is
ignored.

The value of the ‘Presentation’ parameter in the Caller Display Information table can be
overridden by configuring the ‘Presentation’ parameter in the Source Phone Number
Manipulation for Tel-to-IP Calls table (see Configuring Source-Destination Number Manipulation
Rules on page 976). Therefore, this table can be used to configure the presentation for specific
calls according to source / destination prefixes.

The caller ID can be restricted/allowed (per port) using keypad features [KeyCLIR] and
[KeyCLIRDeact] (FXS only).

The [AssertedIdMode] parameter configures the header that is used (in the generated INVITE
request) to deliver the caller ID (P-Asserted-Identity or P-Preferred-Identity). Use the parameter
[UseTelURIForAssertedID] to configure the format of the URI in these headers (sip: or tel:).

The parameter [EnableRPIheader] enables Remote-Party-ID (RPI) headers for calling and called
numbers for Tel-to-IP calls.

NOTE

This section is applicable only to analog interfaces.

Three-Way Conferencing
The device supports three-way conference calls. Three-way conferencing occurs when an
endpoint connected to the FXS or BRI port initiates a call and invites two remote IP-based
participants. The device also supports multiple, concurrent three-way conference calls.

NOTE

The feature is applicable only to FXS and BRI interfaces.

The device supports the following three-way conference modes:

■ Conference Managed by External AudioCodes Conferencing (Media) Server: The
conference-initiating INVITE sent by the device uses the ConferenceID concatenated with a
unique identifier as the Request-URI. This same Request-URI is set as the Refer-To header
value in the REFER messages that are sent to the two remote parties. To enable this mode,
configure the [3WayConferenceMode] parameter to [0] (default.)

To join a conference, the Request-URI includes the Conference ID string preceded by the
number of the participants in the conference and terminated by a unique number. INVITE
messages with the same URI join the same conference. For example:

INVITE sip:4conf1234@10.1.10.10
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■ Conference Managed by External, Third-party Conferencing Server: Two optional modes
of operation:

● The conference-initiating INVITE sent by the device uses only the ConferenceID as the
Request-URI. The Conferencing server sets the Contact header of the 200 OK response
to the actual unique identifier (Conference URI) to be used by the participants. The
device includes this Conference URI in the SIP Refer-To header value in the REFER
messages sent by the device to the remote parties. The remote parties join the
conference by sending INVITE messages to the Conferencing server using this
conference URI. To enable this mode, configure the [3WayConferenceMode]
parameter to [1].

● The conference-initiating INVITE sent by the device uses only the ConferenceID as the
Request-URI. The Conferencing server sets the Contact header of the 200 OK response
to the actual unique identifier (Conference URI) to be used by the participants. The
Conference URI is included in the URI of the REFER with a Replaces header sent by the
device to the Conferencing server. The Conferencing server then sends an INVITE with
a Replaces header to the remote participants. To enable this mode, configure the
[3WayConferenceMode] parameter to [3].

When the device is used for Gateway and SBC applications, it can also support
conference calls initiated by third-party network entities (e.g., Skype for Business) that
use the same Conference server. To support these conference calls, you can do one of
the following:

◆ Configure the third-party network entity with a Conference ID that is different
from the Conference ID configured for the device.

◆ Configure the device with an Inbound Manipulation rule that is applied to calls
received from the third-party network entity so that the device considers
conference calls as regular calls and forwards them to the Conference server
without getting involved in the conferencing setup.

To join a conference, the Request-URI includes the Conference ID string preceded by the
number of the participants in the conference and terminated by a unique number. INVITE
messages with the same URI join the same conference. For example:

INVITE sip:4conf1234@10.1.10.10

NOTE

Three-way conferencing using an external conference server is applicable only to FXS
interfaces.

■ Local, On-board Conferencing: The conference is established on the device without the
need for an external Conferencing server. The device supports up to five simultaneous, on-
board, three-way conference calls. This feature supports local mixing and transcoding of
the three-way conferencing legs on the device and multiple codec conference calls. You can
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configure the maximum number of simultaneous, on-board conferences, using the
[MaxInBoardConferenceCalls] parameter.

The device uses resources from DSPs for on-board conferencing calls. However, if there are
no available resources from the device's pool of DSPs, the device obtains resources from
idle FXS ports to establish the conference call. You can specify ports that you don't want to
be used as a resource for conference calls that are initiated by other ports, using the
[3WayConfNoneAllocateablePorts] parameter.

To enable this mode, configure the [3WayConferenceMode] parameter to [2].

NOTE

● Three-way conferencing is applicable only to FXS and BRI interfaces.
● Instead of using the flash-hook button to establish a three-way conference call, you can

dial a user-defined hook-flash code (e.g., "*1"), configured by the HookFlashCode
parameter.

● Three-way conferencing support for the BRI phones connected to the device complies
with ETS 300 185.

● The device supports high definition, three-way conferencing using wideband codecs
(e.g., G.722 and AMR-WB). This allows conference participants to experience wideband
voice quality. Call conferences can also include narrowband and wideband participants.

The following example demonstrates three-way conferencing using the device's local, on-board
conferencing feature. In the example, telephone "A" connected to the device establishes a
three-way conference call with two remote IP phones, "B" and "C":

1. A establishes a regular call with B.

2. A places B on hold, by pressing the telephone's flash-hook button and the number "1" key.

3. A hears a dial tone and then makes a call to C.

4. C answers the call.

5. A establishes a three-way conference call with B and C, by pressing the flash-hook button
and the number "3" key.

➢ To configure three-way conferencing:

1. Open the Supplementary Services Settings page (Setup menu > Signaling & Media tab >
Gateway folder > DTMF & Supplementary > Supplementary Services Settings).
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2. From the 'Enable 3-Way Conference' drop-down list (Enable3WayConference), select
Enable.

3. From the '3-Way Conference Mode' drop-down list (3WayConferenceMode), select the
three-way conference mode (e.g, On Board).

4. For On Board mode:

● In the 'Max. 3-Way Conference' field (MaxInBoardConferenceCalls), enter the
maximum number of simultaneous, on-board three-way conference calls.

● In the 'Non Allocatable Ports' field (3WayConfNoneAllocateablePorts), enter the FXS
ports that you don't want to use to obtain resources for conference calls when there
are unavailable DSP resources.

5. In the 'Conference ID' field (ConferenceID), enter the Conference Identification string.

6. The valid value is a string of up to 16 characters. The default is "conf".

7. Configure one of the following for how the device recognizes a three-way conference
request:

● In the 'Establish Conference Code' field (ConferenceCode), enter the DTMF digit
pattern (e.g., hook flash) that upon detection generates the conference call.

● From the 'Flash Keys Sequence Style' drop-down list (FlashKeysSequenceStyle), select
Sequence 1 or Sequence 2 to use the flash + 3 key-combination to create the three
way conference call.

8. Click Apply and then restart the device with a save-to-flash for your settings to take effect.

Emergency E911 Phone Number Services
This section describes the device's support for emergency phone number services.

The device supports the North American emergency telephone number system known as
Enhanced 911 (E911), according to the TR- TSY- 000350 and Bellcore's GR- 350- Jun2003
standards. The E911 emergency system automatically associates a physical address with the
calling party's telephone number, and routes the call to the most appropriate (closest) Public
Safety Answering Point (PSAP), allowing the PSAP to quickly dispatch emergency response (e.g.,
police) to the caller's location.
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Typically, the dialed emergency number is routed to the appropriate PSAP by the telephone
company's switch, known as a 911 Selective Router (or E911 tandem switch). If the PSAP
receives calls from the telephone company on old- style digital trunks, they are specially
formatted Multi-Frequency (MF) trunks that pass only the calling party's number (known as
Automatic Number Identification - ANI). Once the PSAP receives the call, it searches for the
physical address that is associated with the calling party's telephone number (in the Automatic
Location Identification database - ALI).

FXS Device Emulating PSAP using DID Loop-Start Lines

The device's FXS interface can be configured to emulate PSAP (using DID loop start lines),
according to the Telcordia GR-350-CORE specification.

The call flow of an E911 call to the PSAP is as follows:

1. The E911 tandem switch seizes the line.

2. The FXS device detects the line seize, and then generates a wink signal (nominal 250 msec).
The wink can be delayed by configuring the parameter [DelayBeforeDIDWink] to 200 (for
200 msec or a higher value).

3. The switch detects the wink and then sends the MF Spill digits with ANI and (optional)
Pseudo-ANI (P ANI).

4. The FXS device collects the MF digits, and then sends a SIP INVITE message to the PSAP
with all collected MF digits in the SIP From header as one string.

5. The FXS device generates a mid-call wink signal (two subsequent polarity reversals) toward
the E911 tandem switch upon either detection of an RFC 2833 "hookflash" telephony
event, or if a SIP INFO message with a "hooflash" body is received from the PSAP (see the
example below). The duration of this "flashhook" wink signal is configured using the
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parameter [FlashHookPeriod] (usually 500 msec). Usually the wink signal is followed by
DTMF digits sent by PSAP to perform call transfer. Another way to perform the call transfer
is to use SIP REFER messages, as described below.

6. The FXS device supports call transfer initiated by the PSAP. If it receives a SIP REFER
message with the Refer-To URI host part containing an IP address that is equal to the
device's IP address, the FXS device generates a 500-msec wink signal (double polarity
reversals), and then (after a user-defined interval configured by the parameter
[WaitForDialTime]), plays DTMF digits according to the transfer number received in the SIP
Refer-To header URI userpart.

7. When the call is answered by the PSAP operator, the PSAP sends a SIP 200 OK to the FXS
device, and the FXS device then generates a polarity reversal signal to the E911 switch.

8. After the call is disconnected by the PSAP, the PSAP sends a SIP BYE to the FXS device, and
the FXS device reverses the polarity of the line toward the tandem switch.

The following parameters need to be configured:

■ [EnableDIDWink = 1]

■ [EnableReversalPolarity = 1]

■ [PolarityReversalType = 1]

■ [FlashHookPeriod = 500] - for 500 msec "hookflash" mid-call Wink

■ [WinkTime = 250] - for 250 msec signalling Wink generated by the FXS device after it
detects the line seizure

■ [EnableTransfer = 1] - for call transfer

■ [LineTransferMode = 1] - for call transfer

■ [WaitforDialTime = 1000] - for call transfer

■ [SwapTEl2IPCalled&CallingNumbers = 1]

■ [DTMFDetectorEnable = 0]

■ [MFR1DetectorEnable = 1]

■ [DelayBeforeDIDWink = 200] - for 200 msec and can be configured in the range from 0
(default) to 1000

NOTE

Modification of the [WinkTime] parameter requires a device restart.

The outgoing SIP INVITE message contains the following headers:

INVITE sip:Line@DomainName
From: <sip:*81977820#@sipgw>;tag=1c143
To: <sip:Line@DomainName>
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Where:

■ Line = as configured in the Endpoint Phone Number Table

■ SipGtw = configured by the [SIPGatewayName] parameter

■ From header/user part = calling party number as received from the MF spill

The ANI and the pseudo-ANI numbers are sent to the PSAP either in the From and/or P-
AssertedID SIP header.

Typically, the MF spills are sent from the E911 tandem switch to the PSAP, as shown in the table
below:

Table 28-1: Dialed MF Digits Sent to PSAP

Digits of Calling Number Dialed MF Digits

8 digits "nnnnnnnn" (ANI) "KPnnnnnnnnST"

12 digits "nnnnnnnnnnnn" (ANI) "KPnnnnnnnnnnnnSTP"

12 digits ANI and 10 digits PANI "KPnnnnnnnnnnnnSTKPmmmmmmmmmmST"

two digits "nn" "KPnnSTP"

The MF KP, ST, and STP digits are mapped as follows:

■ * for KP

■ # for ST

■ B for STP

For example, if ANI and PANI are received, the SIP INVITE contains the following From header:

From: <sip:*nnnnnnnnnnnn#*mmmmmmmmmm#@10.2.3.4>;tag=1c14

NOTE

It is possible to remove the * and # characters, using the device's number manipulation
rules.

If the device receives the SIP INFO message below, it then generates a "hookflash" mid-call
Wink signal:

INFO sip:4505656002@192.168.13.40:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.13.2:5060
From: port1vega1 <sip:06@192.168.13.2:5060>
To: <sip:4505656002@192.168.13.40:5060>;tag=132878796-1040067870294
Call-ID: 0010-0016-D69A7DA8-1@192.168.13.2
CSeq:2 INFO
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Content-Length: 17
event flashhook

Pre-empting Existing Calls for E911 IP-to-Tel Calls

If the device receives an emergency call (E911) from the IP network destined to the Tel and
there are unavailable channels (e.g., all busy), the device terminates one of the current calls
(arbitrary) and then sends the emergency call to that channel. The preemption is done only on
a channel belonging to the same Trunk Group for which the emergency call was initially
destined and if the 'Channel Select Mode' parameter (ChannelSelectMode) is configured with a
value other than By Dest Phone Number (0). Call preemption is done only if the incoming IP-to-
Tel call is identified as an emergency call.

➢ To configure call preemption for emergency calls:

1. Enable call preemption for emergency calls:

● For all calls: Open the Priority & Emergency page (Setup menu > Signaling & Media
tab > SIP Definitions folder > Priority and Emergency), and then from the 'Call Priority
Mode' drop-down list (CallPriorityMode), select Emergency:

● For specific calls: Open the Tel Profiles table (see Configuring Tel Profiles), and then for
the required Tel Profile, configure the 'Call Priority Mode' drop-down list to
Emergency.

2. (Optional) Configure emergency telephone numbers (e.g., 911). Open the Priority &
Emergency page (Setup menu > Signaling & Media tab > SIP Definitions folder > Priority
and Emergency), and then in the 'Emergency Number' fields (EmergencyNumbers),
configure the emergency numbers:

The device identifies the IP-to-Tel call as an emergency call if the destination number
matches one of these configured emergency numbers. For E911, you must configure the
parameter to "911".
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3. In the 'Analog TTX Voltage Level' field (AnalogTTXVoltageLevel), configure the metering
signal/pulse voltage level.

4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Configuring FXO Settings
The FXO Settings page lets you configure the device's specific FXO parameters. For a description
of these parameters, see Configuration Parameters Reference.

NOTE

The FXO Settings page is applicable only to FXO interfaces.

➢ To configure the FXO parameters:

1. Open the FXO Settings page (Setup menu > Signaling & Media tab > Gateway folder >
Analog Gateway > FXO Settings).

2. Configure the parameters as required.

3. Click Apply.

Configuring Authentication
The Authentication table lets you configure an authentication username and password per
analog port.

NOTE

● The feature is applicable only to the Gateway application - FXS and FXO interfaces.
● If authentication is configured for the entire device, configuration in the table is ignored.
● If the username or password is not configured in the table, the port's phone number

(configured in the Trunk Groups table) and global password (configured by the global
parameter, Password) are used instead for authentication of the port.

● After you click Apply, the password is displayed as an asterisk (*).
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Parameter Description

auto-dial-status

[Type]

■ [0] Disable = Automatic dialing for the specific port is
disabled.

■ [1] Enable = (Default) Automatic dialing is enabled and the
phone number configured in the 'Destination Phone
Number' field is automatically dialed if the following
occurs:

✔ FXS interfaces: The phone is off-hooked

✔ FXO interfaces: A ring signal (from a PBX/PSTN switch)
is detected on the FXO line. The device initiates a call
to the destination without seizing the FXO line. The
line is seized only after the SIP call is answered.

■ [2] Hotline = Automatic dialing is done after an interval
configured by the 'Hotline Dial Tone Duration' parameter:

✔ FXS interfaces: When the phone is off-hooked and no
digit is dialed within a user-defined time, the
configured destination number is automatically dialed.

✔ FXO interfaces: If a ring signal is detected, the device
seizes the FXO line, plays a dial tone, and then waits
for DTMF digits. If no digits are detected within a user-
defined time, the configured destination number is
automatically dialed by sending a SIP INVITE message
with this number.

'Hotline Dial Tone
Duration'
hotline-dial-
tone-duration

[HotLineToneDuration]

Defines the duration (in seconds) after which the destination
phone number is automatically dialed. This is applicable only
if the port has been configured for Hotline (i.e., 'Auto Dial
Status' is set to Hotline).

The valid value is 0 to 60. The default is 16.

Note: You can configure this Hotline interval for all ports,
using the global parameter [HotLineToneDuration].

Configuring Caller Display Information
The Caller Display Information table lets you configure caller identification strings (caller ID) per
analog port. The table also lets you enable the device to send the caller ID to the IP side for Tel-
to-IP calls. The device includes the caller ID in the From header of the outgoing SIP INVITE
message. For more information on Caller ID restriction according to destination/source prefixes,
see Configuring Source/Destination Number Manipulation.
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■ Interworking generation of held tone where the device generates the tone to the held
party instead of the call hold initiator. This is configured by the IP Profile parameter, 'SBC
Reliable Held Tone Source'.

To configure IP Profiles, see Configuring IP Profiles.

Interworking SIP Via Headers

The device supports the interworking of SIP Via headers between SIP entities. For the outgoing
message sent to a SIP entity, the device can remove or retain all the Via headers received in the
incoming SIP request from the other side. Employing IP Profiles, you can configure this
interworking feature per SIP entity, using the 'Keep Incoming Via Headers' parameter (see
Configuring IP Profiles).

Interworking SIP User-Agent Headers

The device supports the interworking of SIP User-Agent headers between SIP entities. For the
outgoing message sent to a SIP entity, the device can remove or retain all the User-Agent
headers received in the incoming SIP request/response from the other side. Employing IP
Profiles, you can configure this interworking feature per SIP entity, using the 'Keep User-Agent
Header' parameter (see Configuring IP Profiles).

Interworking SIP Record-Route Headers

The device supports the interworking of SIP Record-Route headers between IP entities. For the
outgoing message sent to a SIP entity, the device can remove or retain all the Record-Route
headers received in the incoming SIP request/response from the other side. Employing IP
Profiles, you can configure this interworking feature per SIP entity, using the 'Keep Incoming
Routing Headers' parameter (see Configuring IP Profiles).

Interworking SIP To-Header Tags in Multiple SDP Answers

The device supports the interworking of SIP To-header tags in call forking responses (i.e.,
multiple SDP answers) between IP entities. The device can either use the same To-header tag
value for all SDP answers sent to the SIP entity, or send each SDP answer with its original tag.
Employing IP Profiles, you can configure this interworking feature per SIP entity, using the
'Remote Multiple Early Dialogs' parameter (see Configuring IP Profiles).

Interworking In-dialog SIP Contact and Record-Route Headers

The device supports the interworking of in-dialog, SIP Contact and Record-Route headers
between SIP entities. Employing IP Profiles, you can configure this interworking feature per SIP
entity, using the 'Remote Representation Mode' parameter (see Configuring IP Profiles).
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31 Utilizing Gateway Channel Resources for SBC
The device can utilize resources of non-configured Gateway channels (analog and digital) for
SBC sessions, regardless of whether the device is licensed for SBC functionality. This feature, in
essence, allows "call" resources to be migrated from the Gateway application to the SBC
application, allowing you to migrate your Gateway deployment to an all IP-based voice network
with only a simple configuration change. One of the main advantages of the feature is that if
you purchased the device for deploying it initially as a Gateway for PSTN calls, you can at any
stage easily use the device for SBC calls without having to purchase an SBC license.

A Gateway channel is considered "not configured" if it is not associated with any Trunk Group
(see Configuring Trunk Groups). If all Gateway channels are configured, resources from these
channels cannot be used for SBC sessions. If the resources of a currently active SBC call is
obtained from a Gateway channel and you configure all Gateway channels during the call, the
device maintains the SBC call until it is terminated by the call parties, but obtaining resources
from Gateway channels for new SBC calls will not be made possible.

For every non-configured Gateway channel, one SBC session can be processed. For example:

A License Key licensing 1 E1 and 4 FXS and 1 BRI can support up to 37 SBC sessions (31 channels
for E1 + 4 channels for FXS + 2 channels for 1 BRI port) if all the Gateway channels are not
configured. If the License Key also provides a license for 5 SBC sessions, up to 42 SBC sessions
(31 channels for E1 + 4 channels for FXS + 2 channels for 1 BRI port + 5 sessions for SBC) can be
supported.

The number of SBC sessions that can be derived from using resources from Gateway channels
that are not configured is displayed in the Web interface's License Key page (see Viewing the
License Key), in the 'TDM-to-SBC Sessions' field.

NOTE

● To support the feature, the License Key installed on your device must include the "TDM-
to-SBC" (TDM2SBC) feature key; otherwise, to purchase the feature, contact the sales
representative of your purchased device to upgrade your License Key.

● The maximum number of SBC sessions that can be supported is according to the
device's maximum SBC capacity (see Channel Capacity).
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32 Configuring General SBC Settings
This section describes configuration of various SBC features.

Interworking Dialog Information in SIP NOTIFY Messages
You can enable the device to interwork dialog information (XML body) received in SIP NOTIFY
messages from a remote (WAN) application server. The NOTIFY message is sent by application
servers to notify a SIP client, subscribed to a service and located behind the device (LAN), of the
status of another SIP client in the LAN. For example, user B can subscribe to an application
server for call pick-up service, whereby if user A's phone rings, the application server notifies
user B. User B can then press a pre-configured key sequence to answer the call.

The NOTIFY message contains the XML body with call identifiers (call-id and tags). However, as
the application server is located in the external network WAN and the SIP clients behind the
device, the call dialog information sent by the application server reflects only the dialog
between the device and itself; not that of the involved SIP clients. This is due to, for example,
the device's topology hiding (e.g., IP address) of its LAN elements. The device resolves this by
replacing the call identifiers received from the application server with the correct call identifiers
(e.g., user A and user B). Thus, users subscribed to the service can receive relevant NOTIFY
messages from the device and use the service.

➢ To enable the feature:

■ Configure the 'SBC Dialog-Info Interworking' (EnableSBCDialogInfoInterworking) parameter
to Enable.

When the feature is disabled, the device forwards the NOTIFY message as is, without modifying
its XML body.

Below is an example of an XML body where the call-id, tags, and URIs have been replaced by
the device:

<?xml version="1.0"?>
<dialog-info xmlns="urn:ietf:params:xml:ns:dialog-info"

- 1156 -



CHAPTER 33 Configuring Call Admission Control Mediant 800 Gateway & E-SBC | User's Manual

33 Configuring Call Admission Control
You can implement Call Admission Control (CAC) to regulate the volume of voice traffic handled
by the device.

NOTE

Call Admission Control applies the same maximum concurrent call limit to all users
associated with it. If you want to apply a different maximum concurrent call limit to each user,
you need to use tags in Call Setup Rules and Dial Plans, as described in Configuring
Maximum Concurrent Calls per Specific User on page 1293.

CAC configuration is done using two tables with parent-child type relationship:

■ Call Admission Control Profile table: This is the parent table, which defines a name for the
CAC profile.

■ Call Admission Control Rule table: This is the child table, which defines the actual CAC rules
for the profile.

You can configure up to 102 CAC profiles and up to 102 CAC rules. In addition, a CAC profile can
be configured with up to 8 CAC rules.

Once you have configured a CAC profile with CAC rules, you need to assign it to any of the fol-
lowing SIP configuration entities (using the 'CAC Profile' parameter):

■ IP Group (see Configuring IP Groups on page 576)

■ SIP Interface (see Configuring SIP Interfaces on page 556)

■ SRD (see Configuring SRDs on page 543)

CAC rules define the maximum number of allowed concurrent calls (SIP dialog- initiating
requests) for the assigned SIP entity (listed above) and per registered user belonging to the SIP
entity. This can also include the maximum number of allowed concurrent SIP dialogs per second
(rate). The CAC rule can be defined for a specific SIP message type (e.g., only INVITEs) as well as
for a specific call direction (e.g., only outbound calls).

■ Token Bucket: This scheme is a SIP-dialog rate control using the token-bucket mechanism.
Token bucket is a control mechanism that determines the rate of SIP dialog processing
based on the presence of tokens in the bucket. Tokens in the bucket are removed ("cashed
in") for the ability to process each dialog. If there are no tokens, the device rejects the
dialog request with a SIP 480 (Temporarily Unavailable). Configuration of the token-bucket
mechanism involves the following:

● Configuring the number of tokens that are added to the bucket per second. This is
referred to as rate. To process (allow) a SIP dialog, the device needs a token from the
bucket.

● Configuring the maximum number of tokens that the bucket can hold and thus, the
maximum number of tokens that can be used for processing SIP dialogs that are
received at one time. This is referred to as burst.
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34 Routing SBC
This section describes configuration of call routing for the SBC application.

Configuring Classification Rules
The Classification table lets you configure up to 102 Classification rules. A Classification rule
classifies incoming SIP dialog-initiating requests (e.g., INVITE messages) to a "source" IP Group.
The source IP Group is the SIP entity that sent the SIP dialog request. Once classified, the device
uses the IP Group to process the call (manipulation and routing).

You can also use the Classification table for employing SIP-level access control for successfully
classified calls, by configuring Classification rules with whitelist and blacklist settings. If a
Classification rule is configured as a whitelist ("Allow"), the device accepts the SIP dialog and
processes the call. If the Classification rule is configured as a blacklist ("Deny"), the device
rejects the SIP dialog.

Configuration of Classification rules includes two areas:

■ Match: Defines the matching characteristics of the incoming IP call (e.g., source SIP
Interface and IP address). Classification is primarily based on the SIP Interface as the
matching characteristics on which the incoming dialog is received. As Classification rules
must first be assigned an SRD, the SIP Interface is one that belongs to the SRD. Therefore,
Classification rules are configured per SRD, where multiple SIP Interfaces can be used as
matching characteristics. However, as multiple SRDs are relevant only for multi-tenant
deployments, for most deployments only a single SRD is required. As the device provides a
default SRD ("Default_SRD"), where only one SRD is required, the device automatically
assigns it to the Classification rule.

■ Action: Defines the action that is done if the incoming call matches the characteristics of
the rule (i.e., classifies the call to the specified IP Group).

The device searches the table from top to bottom for the first rule that matches the
characteristics of the incoming call. If it finds a matching rule, it classifies the call to the IP
Group configured for that rule. If you are using source tags to classify incoming calls to IP
Groups, then once the device locates a matching rule (including a match for the source tag), the
device searches the IP Groups table for an IP Group with the matching tag. For more
information on classification based on tags, see Configuring Classification Based on Tags on
page 1178.
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associated with this specific SRD. For example, if IP Groups #3 and #4 belong to the
same SRD, the device classifies the call to IP Group #3.

3. Click Apply.

Configuring SBC IP-to-IP Routing Rules
The IP-to-IP Routing table lets you configure up to 615 SBC IP-to-IP routing rules.

Configuration of IP-to-IP routing rules includes two areas:

■ Match: Defines the characteristics of the incoming SIP dialog message (e.g., IP Group from
which the message is received).

■ Action: Defines the action that is done if the incoming call matches the characteristics of
the rule (i.e., routes the call to the specified destination).

The device searches the table from top to bottom for the first rule that matches the
characteristics of the incoming call. If it finds a matching rule, it sends the call to the destination
configured for that rule. If it doesn't find a matching rule, it rejects the call.

NOTE

Configure stricter rules higher up in the table than less strict rules to ensure the desired rule
is used to route the call. Strict refers to the number of matching characteristics configured for
the rule. For example, a rule configured with source host name and source IP Group as
matching characteristics is stricter than a rule configured with only source host name. If the
rule configured with only source host name appears higher up in the table, the device
("erroneously") uses the rule to route calls matching this source host name (even if they also
match the rule appearing lower down in the table configured with the source IP Group as
well).

The IP-to-IP Routing table lets you route incoming SIP dialog messages (e.g., INVITE) to any of
the following IP destinations:

■ According to registered user Contact listed in the device's registration database (only for
User-type IP Groups).

■ IP Group - the destination is the address configured for the Proxy Set associated with the IP
Group.

■ IP Group Set - the destination can be based on multiple IP Groups for load balancing, where
each call may be sent to a different IP Group within the IP Group Set depending on the IP
Group Set's definition.

■ Routing tag - the device sends the call to an IP Group (or IP Group Set) based on a
destination tag (determined by Dial Plans or Call Setup Rules).

■ IP address in dotted-decimal notation or FQDN. Routing to a host name can be resolved
using NAPTR/SRV/A-Record.
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8. Click Apply.

Table 34-4: Alternative Reasons Rules Table Parameter Descriptions

Parameter Description

'Index'
alt-route-reasons-
rules

[SBCAltRoutingReasonsList_
SBCAltRouteIndex]

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

'Release Cause Code'
rel-cause-code

[SBCAltRoutingReasonsList_
ReleaseCauseCode]

Defines a SIP response code that triggers the device's
alternative routing mechanism.

[4] 4xx; [5] 5xx; [6] 6xx; [400] 400 Bad Request; [402]
402 Payment Required; [403] 403 Forbidden; [404] 404
Not Found; [405] 405 Method Not Allowed; [406] 406
Not Acceptable; [408] 408 Request Timeout (Default);
[409] 409 Conflict; [410] 410 Gone; [413] 413 Request
Too Large; [414] 414 Request URI Too Long; [415] 415
Unsupported Media; [420] 420 Bad Extension; [421] 421
Extension Required; [423] 423 Session Interval Too
Small; [480] 480 Unavailable; [481] 481 Transaction Not
Exist; [482] 482 Loop Detected; [483] 483 Too Many
Hops; [484] 484 Address Incomplete; [485] 485
Ambiguous; [486] 486 Busy; [487] 487 Request
Terminated; [488] 488 Not Acceptable Here; [491] 491
Request Pending; [493] 493 Undecipherable; [500] 500
Internal Error; [501] 501 Not Implemented; [502] 502
Bad Gateway; [503] 503 Service Unavailable; [504] 504
Server Timeout; [505] 505 Version Not Supported; [513]
513 Message Too Large; [600] 600 Busy Everywhere;
[603] 603 Decline; [604] 604 Does Not Exist Anywhere;
[606] 606 Not Acceptable; [806] 806 Media Limits
Exceeded; [850] 850 Signalling Limits Exceeded.

Configuring SBC Routing Policies
The Routing Policies table lets you configure up to 20 Routing Policy rules. A Routing Policy
determines the routing and manipulation (inbound and outbound) rules per SRD in a multiple
SRD configuration topology. The Routing Policy also configures the following:

■ Enables Least Cost Routing (LCR), and configures default call cost (highest or lowest) and
average call duration for routing rules that are not assigned LCR Cost Groups. The default
call cost determines whether matched routing rules that are not assigned Cost Groups are
considered as a higher or lower cost route compared to other matching routing rules that
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Configuring IP-to-IP Inbound Manipulations
The Inbound Manipulations table lets you configure up to 205 IP-to-IP Inbound Manipulation
rules. An Inbound Manipulation rule defines a manipulation sequence for the source or
destination SIP URI user part of inbound SIP dialog requests. You can apply these manipulations
to different SIP dialog message types (e.g., INVITE or REGISTER) and SIP headers as follows:

■ Manipulated destination URI user part are done on the following SIP headers: Request-URI
and To

■ Manipulated source URI user part are done on the following SIP headers: From, P-
Asserted-Identity (if exists), P-Preferred-Identity (if exists), and Remote-Party-ID (if exists)

NOTE

Manipulated URI user part of the SIP From and Request-URI headers overwrite the user part
of other headers.

Configuration of Inbound Manipulation rules includes two areas:

■ Match: Defines the matching characteristics of an incoming SIP dialog (e.g., source host
name).

■ Action: Defines the action that is done if the incoming call matches the characteristics of
the rule. In other words, the device manipulates the source or destination SIP URI user part
of the SIP dialog (e.g., removes a user-defined number of characters from the left of the SIP
URI user part).

NOTE

Configure stricter classification rules higher up in the table than less strict rules to ensure the
desired rule is used to manipulate the incoming dialog. Strict refers to the number of
matching characteristics configured for the rule. For example, a rule configured with source
host name and source IP Group as matching characteristics is stricter than a rule configured
with only source host name. If the rule configured with only source host name appears higher
up in the table, the device ("erroneously") uses the rule to manipulate incoming dialogs
matching this source host name (even if they also match the rule appearing lower down in
the table configured with the source IP Group as well).

To configure and apply an Inbound Manipulation rule, the rule must be associated with a
Routing Policy. The Routing Policy associates the rule with an SRD(s). Therefore, the Routing
Policy lets you configure manipulation rules for calls belonging to specific SRD(s). However, as
multiple Routing Policies are relevant only for multi-tenant deployments (if needed), for most
deployments, only a single Routing Policy is required. As the device provides a default Routing
Policy ("Default_SBCRoutingPolicy"), when only one Routing Policy is required, the device
automatically assigns the default Routing Policy to the routing rule. If you are implementing
LDAP-based routing (with or without Call Setup Rules) and/or Least Cost Routing (LCR), you
need to configure these settings for the Routing Policy (regardless of the number of Routing
Policies employed). For more information on Routing Policies, see Configuring SBC Routing
Policy Rules.
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[Prefix2Add] and the user name is "john", the new user name is
"userjohn".

'Suffix to Add'
suffix-to-add

[Suffix2Add]

Defines the number or string that you want added to the
end of the user name. For example, if you enter '01' and
the user name is "john", the new user name is "john01".

Configuring IP-to-IP Outbound Manipulations
The Outbound Manipulations table lets you configure up to 205 IP- to- IP Outbound
Manipulation rules. An Outbound Manipulation rule defines a manipulation action for the SIP
Request-URI user part (source or destination) or calling name of outbound SIP dialog requests.
You can apply these manipulations to different SIP request types (e.g., INVITE) and SIP headers
as follows:

■ Manipulated destination URI user part are done on the following SIP headers: Request URI
and To

■ Manipulated source URI user part are done on the following SIP headers: From, P-Asserted
(if exists), P-Preferred (if exists), and Remote-Party-ID (if exists)

NOTE

Manipulated URI user part of the SIP From and Request-URI headers overwrite the user part
of other headers.

Configuration of Outbound Manipulation rules includes two areas:

■ Match: Defines the matching characteristics of an incoming SIP dialog (e.g., source host
name). As the device performs outbound manipulations only after the routing process,
destination IP Groups can also be used as matching characteristics.

■ Action: Defines the action that is done if the incoming call matches the characteristics of
the rule. In other words, the device manipulates the source or destination SIP URI user part
or calling name of the SIP dialog (e.g., removes a user-defined number of characters from
the left of the SIP URI user part).
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36 Configuring Malicious Signatures
The Malicious Signature table lets you configure up to 20 Malicious Signature patterns.
Malicious Signatures are signature patterns that identify SIP user agents (UA) who perform
malicious attacks on SIP servers by SIP scanning. Malicious Signatures allow you to protect SBC
calls handled by the device from such malicious activities, thereby increasing your SIP security.
The Malicious Signature patterns identify specific scanning tools used by attackers to search for
SIP servers in the network. The feature identifies and protects against SIP (Layer 5) threats by
examining new inbound SIP dialog messages. Once the device identifies an attack based on the
configured malicious signature pattern, it marks the SIP message as invalid and discards it or
alternatively, rejects it with a SIP response (by default, 400), configured in the Message Policies
table (see Configuring SIP Message Policy Rules on page 861). Protection applies only to new
dialogs (e.g., INVITE and REGISTER messages) and unauthenticated dialogs.

Malicious signatures can also be used with the Intrusion Detection System (IDS) feature (see
Configuring IDS Policies). You can configure an IDS Policy that is activated if the device detects a
malicious signature (when the 'Reason' parameter is configured to Dialog establishment
failure).

Malicious signature patterns are typically based on the value of SIP User-Agent headers, which
attackers use as their identification string (e.g., "User-Agent: VaxSIPUserAgent"). However, you
can configure signature patterns based on any SIP header. To configure signature patterns, use
the same syntax as that used for configuring Conditions in the Message Manipulations table
(see Configuring SIP Message Manipulation). Below are configured signature patterns based on
the User-Agent header:

■ Malicious signature for the VaxSIPUserAgent malicious UA:

header.user-agent prefix 'VaxSIPUserAgent'

■ Malicious signature for the scanning tool "sip-scan":

header.user-agent prefix 'sip-scan'

By default, the table provides preconfigured malicious signatures of known, common attackers.

NOTE

● Malicious Signatures do not apply to the following:
✔ Calls from IP Groups where Classification is by Proxy Set.
✔ In-dialog SIP sessions (e.g., refresh REGISTER requests and re-INVITEs).
✔ Calls from users that are registered with the device.

● If you delete all the entries in the table, when you next restart the device, the table is
populated again with all the default signatures.

You can export / import Malicious Signatures in CSV file format to / from a remote server
through HTTP, HTTPS, or TFTP. To do this, use the following CLI commands:
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➢ To enable emergency call routing using LDAP to obtain ELIN:

1. Configure a Call Setup rule in the Call Setup Rules table (see Configuring Call Setup Rules).
The following example shows a Call Setup rule that queries an Active Directory (AD) server
for the attribute "telephoneNumber" whose value is the E9-1-1 caller's number (source),
and then retrieves the user's ELIN number from the attribute "numberELIN":

2. Enable the E9-1-1 feature, by configuring the 'PSAP Mode' parameter to PSAP Server in the
IP Groups table for the IP Group of the PSAP server (see Enabling the E9-1-1 Feature).

3. Configure routing rules in the IP-to-IP Routing table for routing between the emergency
callers' IP Group and the PSAP server's IP Group. The only special configuration required for
the routing rule from emergency callers to the PSAP server:

● Configure the emergency number (e.g., 911) in the 'Destination Username Pattern'
field.

● Assign the Call Setup rule that you configured for obtaining the ELIN number from the
AD (see Step 1) in the 'Call Setup Rules Set ID' field (see Configuring SBC IP-to-IP
Routing Rule for E9-1-1).

Configuring Dual Registration for SIP Entity
Some SIP entities (e.g., IP Phones) are setup to register with two registrar/proxy servers
(primary and secondary). The reason for this is to provide call redundancy for the SIP entity in
case one of the proxy servers fail. When the SIP entity registers with the proxy servers, it sends
two identical REGISTER messages - one to the primary proxy and one to the secondary proxy.
When the device is located between the SIP entity and the two proxy servers, it needs to
differentiate between these two REGISTER messages even though they are identical. This is
crucial to ensure that the device forwards the two registrations to the proxy servers and that
the device performs correct call routing between the SIP entity and the two proxy servers.

To differentiate between these REGISTER messages, a unique SIP Interface needs to be used for
each REGISTER message. Each REGISTER message is registered in the registration database
using a unique "ac- int=<value>" string identifying the SIP Interface for the Contact user. In
addition, for SIP requests (e.g., INVITE) from the proxy servers, the device needs to search its
registration database for the contact user so that it can forward it to the user. In normal
registration, the host part of the Request-URI contains the IP address of the device and
therefore, there is no way of knowing which registered user the INVITE is intended for. To
overcome this issue, you can configure the device to use a special string with a unique value,
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"ac- feu=<value>" for each registration, allowing the device to differentiate between two
registrations from the same user (identical REGISTER requests). Each REGISTER message is
registered in the registration database using the unique "ac- feu=" string identifier for the
Contact user.

A summary of how the device registers the two REGISTER messages in its registration database
is as follows:

1. The addresses of the proxy servers that are configured on the SIP entity (IP Phone) must be
the device's IP address with a different SIP local port for each one, for example:

● Primary Proxy Server: 172.17.0.1:5060

● Secondary Proxy Server: 172.17.0.1:5080

2. When the device receives two identical REGISTER messages from the SIP entity, it
differentiates them by the SIP port on which they are received. The port allows the device
to associate them with a SIP Interface (5060 for "Interface-1" and 5080 for "Interface-2").

3. The device performs SIP message manipulation (Pre-classification Manipulation) on the
REGISTER messages to add a special parameter ("ac-int=<value>") to the Contact header to
identify the SIP Interface on which each message is received. For example:

● REGISTER for Primary Proxy received on SIP Interface "Interface-1":

REGISTER
To: <sip:100@example.com>
Contact: <sip:100@172.17.100.20;ac-int=1>

● REGISTER for Secondary Proxy received on SIP Interface "Interface-2":

REGISTER
To: <sip:100@example.com>
Contact: <sip:100@172.17.100.20;ac-int=2>

4. The device adds to the Contact header a special string with a unique value, "ac-
feu=<value>" for each registration (e.g., "Contact: <sip:100@172.17.100.20;ac-int=1;ac-
feu=x>").

5. The device saves the two contacts (100@172.17.100.20;ac-int=1;ac-feu=x and
100@172.17.100.20;ac-int=2;ac-feu=y) under the same AOR (100@example.com) in its
user registration database.

The SIP call flow for dual registration is shown below:
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The basic SIP call flow for INVITEs to and from the registered user is shown below:

➢ To configure support for dual registration:

1. On the SIP entity (IP Phone), configure the primary and secondary proxy server addresses
as the IP address of the device and where each address has a different SIP port number.

2. Open the SBC General Settings page (Setupmenu > Signaling & Media tab > SBC folder >
SBC General Settings), and then from the 'Keep Original User in Register' drop-down list,
select Keep user; add unique identifier as URI parameter.

3. In the Message Manipulations table, configure the following rules:

● Index 0:

◆ Manipulation Set ID: 1

◆ Action Subject: header.contact.url.ac-int

◆ Action Type:Modify
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◆ Action Value: '1'

● Index 1:

◆ Manipulation Set ID: 2

◆ Action Subject: header.contact.url.ac-int

◆ Action Type:Modify

◆ Action Value: '2'

4. In the SIP Interfaces table, configure the following SIP Interfaces:

● Index 0 (SIP Interface for IP Phone A):

◆ Name: Interface-1

◆ UDP Port: 5060

◆ Pre-classification Manipulation Set ID: 1

● Index 1 (SIP Interface for IP Phone B):

◆ Name: Interface-2

◆ UDP Port: 5080

◆ Pre-classification Manipulation Set ID: 2

5. In the Proxy Sets table, configure a Proxy Set for each proxy server (primary and
secondary):

● Index 0:

◆ Proxy Name: Primary

◆ SBC IPv4 SIP Interface: Interface-1

◆ Proxy Address: 200.10.10.1

● Index 1:

◆ Proxy Name: Secondary

◆ SBC IPv4 SIP Interface: Interface-2

◆ Proxy Address: 200.10.10.2

6. In the IP Groups table, configure the following IP Groups:

● Index 0:

◆ Type: Server

◆ Name: Primary-Proxy

◆ Proxy Set: Primary

◆ Classify By Proxy Set: Enable

● Index 1:

- 1255 -



CHAPTER 37 Advanced SBC Features Mediant 800 Gateway & E-SBC | User's Manual

◆ Type: Server

◆ Name: Sec-Proxy

◆ Proxy Set: Secondary

◆ Classify By Proxy Set: Enable

● Index 2:

◆ Type: User

◆ Name: IP-Phone-A

● Index 3:

◆ Type: User

◆ Name: IP-Phone-B

7. In the Classification table, configure rules to classify calls from the IP Phones based on SIP
Interface:

● Index 0:

◆ Source SIP Interface: Interface-1

◆ Source IP Group: IP-Phone-A

● Index 1:

◆ Source SIP Interface: Interface-2

◆ Source IP Group: IP-Phone-B

8. In the IP-to-IP Routing table, configure the routing rules:

● Index 0:

◆ Source IP Group: IP-Phone-A

◆ Destination IP Group: Primary-Proxy

● Index 1:

◆ Source IP Group: Primary-Proxy

◆ Destination IP Group: IP-Phone-A

● Index 2:

◆ Source IP Group: IP-Phone-B

◆ Destination IP Group: Sec-Proxy

● Index 3:

◆ Source IP Group: Sec-Proxy

◆ Destination IP Group: IP-Phone-B
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● The value "single,5" means that the device plays the acUserDefineTone5 tone (in the
PRT file) continuously to the configured party only.

NOTE

● If you want the device to play the tone only once, make sure that when you're converting
the recorded tone to a file (PRT) that's loadable to the device using the DConvert utility,
that you configure the 'Default' field to a non-zero value:

● For devices in HA, the device resumes playing the tone after a switchover.
● This feature is applicable only to the SBC application.

WebRTC
The device supports interworking of Web Real-Time Communication (WebRTC) and SIP-based
VoIP communication. The device interworks WebRTC calls made from a Web browser (WebRTC
client) and the SIP destination. The device provides the media interface to WebRTC.

WebRTC is a browser-based real-time communication protocol. WebRTC is an open source,
client-side API definition (based on JavaScript) drafted by the World Wide Web Consortium
(W3C) that supports browser-to-browser applications for voice calling (video chat, and P2P file
sharing) without plugins. Currently, the device's WebRTC feature is supported only by Mozilla
Firefox and Google Chrome Web browsers other browsers are still not fully compatible with
WebRTC). Though the WebRTC standard has obvious implications for changing the nature of
peer-to-peer communication, it is also an ideal solution for customer-care solutions to allow
direct access to the contact center. An example of a WebRTC application is a click-to-call button
on a consumer Web site (see following figure). After clicking the button, the customer can start
a voice and/or video call with a customer service personnel directly from the browser without
having to download any additional software plugins. The figure below displays an example of a
click-to-call application from a customer Web page, where the client needs to enter credentials
(username and password) before placing the call.
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Configuring Maximum Concurrent Calls per Specific User
You can configure a different maximum concurrent call limit (incoming or outgoing) for each
user. This is done using tags in Call Setup Rules and Dial Plans, which are assigned to the
relevant SIP Interface, IP Group, or IP-to-IP Routing rule.

This feature uses the device's hardcoded tag called cac. This tag has the format key|value,
where key identifies the call (SIP URL user-part or IP address) and value defines maximum
concurrent call. For example, ‘cac=+12345678|3’ (or ‘cac=10.4.4.4|3’) limits the user (or IP
address) with phone number +12345678 (or IP address 10.4.4.4) to a maximum of three
concurrent calls.

The following procedure describes how to configure maximum concurrent incoming calls for
each specific users.

➢ To configure maximum concurrent calls for each user:

1. Configure a Dial Plan with multiple rules, where each rule defines a user by prefix number,
and the maximum concurrent calls value by any user-defined tag. For example:

● 'Name': MyMaxCall

● 'Prefix': +123

● 'Tag': cacMax=3

2. Configure a Call Setup Rule to check the existence and value of your Dial Plan tag. For
example:

● 'Condition': SrcTags.cacMax exists And SrcTags.cac !exists

● 'Action Subject': SrcTags.cac

● 'Action Type': Modify

● 'Action Value': Header.From.URL.User + '|' + SrcTags.cacMax

3. Assign the Dial Plan and Call Setup Rule to the relevant SIP Interface, IP Group, or IP-to-IP
Routing rule.

If you want all users to have the samemaximum concurrent calls, you only need to use a Call
Setup Rule. For example, the below applies a maximum concurrent incoming call value of 3 to
every user (defined by SIP user-part or IP address):

■ 'Action Subject': SrcTags.cac

■ 'Action Type': Modify

■ 'Action Value': (one of following)

● Per IP address: Param.Message.Address.Src.IP + '|3'

● Per user: Header.From.Url.User + '|3'
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redundant device, the redundant device reboots to apply the new configuration and/or
software. This ensures that the two units are synchronized regarding configuration and
software.

Thus, under normal operation, one of the devices is in active state while the other is in
redundant state, where both devices share the same configuration and software. Any
subsequent configuration update or software upgrade on the active device is also done on the
redundant device.

In the active device, all logical interfaces (i.e., Media, Control, OAMP, and Maintenance) are
active. In the redundant device, only the Maintenance interface is active, which is used for
connectivity to the active device. Therefore, management is done only through the active
device. Upon a failure in the active device, the redundant device becomes active and activates
all its logical interfaces exactly as was used on the active device.

NOTE

● If the active device runs an earlier version (e.g., 7.0) than the redundant device (e.g.,
7.2), the redundant device is downgraded to the same version as the active device (e.g.,
7.0).

● You can delay the transition from HA non-operational state, which occurs during HA
synchronization between the active and redundant device, to HA operational state. This
is configured by the [HAOperationalStateDelayInSec] parameter. This may be useful, for
example, to delay HA switchover when using switches with spanning tree protocol (STP)
that take a long time until their ports (to which the redundant device is connected) is
ready.

Device Switchover upon Failure
When a failure occurs in the active device, a switchover occurs to the redundant device making
it the new active device. Whether a switchover is later done back to the repaired failed device,
depends on whether you have enabled the Preempt mode:

■ Enabled: The Preempt mode specifies one of the device's as the "preferred" device. This is
done by assigning different priority levels (1 to 10, where 1 is the lowest) to the two
devices. Typically, you would configure the active device with a higher priority level
(number) than the redundant device. The only factor that influences the configuration is
which device has the greater number; the actual number is not important. For example,
configuring the active with 5 and redundant with 4, or active with 9 and redundant with 2
both assign highest priority to the active device. Whenever the device with higher priority
recovers from a failure, it first becomes the redundant device but then initiates a
switchover to become the active device once again; otherwise, after recovery, it becomes
the redundant device and remains as redundant. If you change the priority level of the
redundant device to one that is higher than the active device and then restart the
redundant device, a switchover occurs to the redundant device making it the active device
and the "preferred" device. If both devices are configured with the same priority level,
Preempt mode is disabled. Please see note below when using priority level 10.

■ Disabled: A switchover is done only upon failure of the currently active device.
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■ For Geographical HA (both units are located far from each other), 2Rx/1Tx port mode
connected to a port aggregation switch is the recommended option:

NOTE

● When two LAN switches are used, the LAN switches must be in the same subnet (i.e.,
broadcast domain).

● Don't use port mode REDUN_1RX_1TX for the Maintenance interface where the
Ethernet cables are connected back to back between the two devices (as both sides
may choose different ports, resulting in disconnected traffic).

● To configure Rx/Tx modes of the Ethernet ports, see Configuring Ethernet Port Groups

Configuring the HA Devices

To initially configure the two devices comprising the HA system:

1. Configure the first device for HA (see Step 1: Configure the First Device)

2. Configure the second device for HA (see Step 2: Configure the Second Device)

3. Activate HA on the devices (see Step 3: Initialize HA on the Devices)

Step 1: Configure the First Device

The first stage is to configure the first device for HA.

NOTE

During this stage, make sure that the second device is powered off or disconnected from the
network.

- 1304 -



CHAPTER 39 HA Configuration Mediant 800 Gateway & E-SBC | User's Manual

b. In the 'HA Remote Address' field, enter the Maintenance IP address of the second
device.

c. Enable the HA Preempt feature by configuring the 'Preempt Mode' parameter to
Enable, and then setting the priority level of the device in the 'Preempt Priority' field.
Make sure that you configure different priority levels for the two devices. Typically, you
would configure the active device with a higher priority level (number) than the
redundant device. The only factor that influences the configuration is which device has
the greater number; the actual number is not important. For example, configuring the
active with 5 and redundant with 4, or active with 9 and redundant with 2 both assign
highest priority to the active device. Configuring the level to 10 doesn't cause a
switchover upon Ethernet connectivity loss. For more information on the feature, see
Device Switchover upon Failure.

6. Save configuration to flash without a restart.

7. Power down the device.

8. Configure the second device (see Step 2: Configure the Second Device).

Step 2: Configure the Second Device

Once you have configured the first device for HA, you can configure the second device for HA.
As the configuration of the second device is similar to the first device, the following procedure
briefly describes each step. For detailed configuration such as the path to the Web
configuration pages, refer to the section on configuring the first device (Step 1: Configure the
First Device).

NOTE

During this stage, ensure that the first device is powered off or disconnected from the
network.

➢ To configure the second device for HA:

1. Connect to the device in the same way as you did with the first device.

2. Configure the same OAMP, Media, and Control interfaces as configured for the first device.
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3. Configure a Maintenance interface for this device. The IP address must be different to that
configured for the Maintenance interface of the first device. The Maintenance interfaces of
the devices must be in the same subnet.

4. Configure the same Ethernet Groups and VLAN IDs of the network interfaces as configured
for the first device.

5. Configure the same Ethernet port Tx / Rx mode of the Ethernet Group used by the
Maintenance interface as configured for the first device.

6. Configure HA parameters in the HA Settings page:

a. In the 'HA Remote Address' field, enter the Maintenance IP address of the first device.

b. Enable the HA Preempt feature by configuring the 'Preempt Mode' parameter to
Enable, and then setting the priority level of the device in the 'Preempt Priority' field.
Make sure that you configure different priority levels for the two devices. Typically, you
would configure the active device with a higher priority level (number) than the
redundant device. The only factor that influences the configuration is which device has
the greater number; the actual number is not important. For example, configuring the
active with 5 and redundant with 4, or active with 9 and redundant with 2 both assign
highest priority to the active device. Configuring the level to 10 doesn't cause a
switchover upon Ethernet connectivity loss. For more information on the HA Preempt
feature, see Device Switchover upon Failure.

7. Save configuration to flash without a restart.

8. Power down the device.

9. Continue to Step 3: Initialize HA on the Devices.

Step 3: Initialize HA on the Devices

Once you have configured both devices for HA as described in the previous sections, follow the
procedure below to complete and initialize HA so that the devices become operational in HA.
This last stage applies to both devices.

➢ To initialize the devices for HA:

1. Cable the devices to the network.

NOTE

You must connect both ports (two) in the Ethernet Group of the Maintenance interface to the
network (i.e., two network cables are used). This provides 1+1 Maintenance port
redundancy.

2. Power up the devices; the redundant device synchronizes with the active device and
updates its configuration according to the active device. The synchronization status is
indicated as follows:
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● Active device: The Web interface's Monitor page displays "Synchronizing" in the 'HA
Status' field.

When synchronization completes, the redundant device restarts to apply the received
configuration and software.

When both devices become operational in HA, the HA status is indicated as follows:

● Both devices: The Web interface's Monitor page displays "Operational" in the 'HA
Status' field.

● Active device: The Status LED is lit green - slow-flash, steady on, and then slow flash.

● Redundant device: The Status LED is lit green - slow-fast flash.

3. Access the active device with its' OAMP IP address and configure the device as required.
For information on configuration done after HA is operational, see Configuration while HA
is Operational.

Quick-and-Easy Initial HA Configuration
You can quickly set up two stand-alone devices into an HA system, by loading the same ini
configuration file with special parameters to each device. This ini file contains basic
configuration that identifies the devices by MAC address and applies the configuration
accordingly.

➢ To quickly set up two devices for HA:

1. Make sure that the License Key installed on both devices includes the HA license (see
Viewing the License Key on page 1356).

2. Obtain the MAC address of each device. The MAC address is displayed on the Device
Information page (see Viewing Device Information on page 1438).

3. Prepare a single ini file with the following configuration:

● Parameters relating to the first device ("local"):

◆ HALocalMAC - specifies the MAC address

◆ (Optional) HAUnitIdName - defines a descriptive name

◆ (Optional) HARevertiveEnabled - enables the HA Preempt feature

◆ (Optional) HAPriority - defines the priority of the device if the HA Preempt feature
is enabled

● Parameters relating to the second device ("remote"):

◆ HARemoteMAC - specifies the MAC address

◆ HARemoteAddress - defines the HA Maintenance interface address

◆ (Optional) HARemoteUnitIdName - defines a descriptive name
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◆ (Optional) HARemotePriority - defines the priority of the device if the HA Preempt
feature is enabled

● InterfaceTable - defines the IP Interfaces table with two network interfaces for the
following Application Types:

◆ OAMP + Media + Control: This is the same for both devices.

◆ HA Maintenance: This is the Maintenance address of the device whose MAC
address is the value of the HALocalMAC parameter.

An example of a configured ini file is shown below:

HALocalMAC = '00908f737a89'
HAUnitIdName = 'Device_1'
HARevertiveEnabled = 1
HAPriority = 6
HARemoteMAC = '00908f594667'
HARemoteAddress = 1.1.1.2
HARemoteUnitIdName = 'Device_2'
HARemotePriority = 4

[ InterfaceTable ]
FORMAT Index = ApplicationTypes, InterfaceMode, IPAddress, PrefixLength,
Gateway, InterfaceName, PrimaryDNSServerIPAddress,
SecondaryDNSServerIPAddress, UnderlyingDevice;
InterfaceTable 0 = 6, 10, 10.33.45.40, 16, 10.33.0.1, "Voice", 0.0.0.0, 0.0.0.0,
"vlan 1";
InterfaceTable 1 = 99, 10, 1.1.1.1, 24, 0.0.0.0, "HA", 0.0.0.0, 0.0.0.0, "vlan 2";
[ \InterfaceTable ]

4. Upload the file to both devices (see Loading an ini File to Device on page 121).

5. To test your HA system, perform an HA switchover (see Initiating an HA Switchover on page 
1317).

NOTE

● If the HA Preempt feature is enabled, the device with the highest priority becomes the
active unit. If the HA Preempt feature is not enabled, the first device to upload the file
becomes the active unit, or if both upload the file simultaneously, the device with the
"highest" IP address becomes the active unit.

● When configuration is applied to the device whose MAC is the value of the
HARemoteMAC parameter, all HA configuration is swapped between local and remote
parameters, including the IP address of the Maintenance interface, which is swapped
with the address configured for the HARemoteAddress parameter.

Configuration while HA is Operational
When the devices are operating in HA state, subsequent configuration is as follows:
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Type Protocol Direction Source Port
Destination

Port

Alive (Active- Redundant) streams)

HA Control
and Data

TCP Redundant to Active Any 2442

HA Files TCP/TLS Redundant to Active Any 80/443

NOTE

● By default, the device's internal firewall keeps the above listed ports open. If you have an
external firewall located between the Active and Redundant devices, make sure that it
keeps these ports open as well (i.e., allows this traffic).

● If the device needs to communicate withAudioCodes OVOC, you must add rules to the
external firewall (if required) and also to the device's internal firewall to allow incoming
traffic from OVOC. For more information, see Configuring Firewall Rules to Allow
Incoming OVOC Traffic on page 240.

Enabling Secured TLS Communication between Active and
Redundant Devices
You can enable secure communication between the active and redundant devices in the HA sys-
tem. This ensures that all data exchanges, including file transfers and other packets, are encryp-
ted using TLS (HTTPS). This means that communication through the HA Maintenance interface,
which handles all maintenance operations between the active and redundant devices is secure.

To enable secure communication between active and redundant device, use the following para-
meter:

■ CLI: configure network > high-availability settings > ha-
secured-connectivity

■ ini file: [HASecuredConnectivityMode]

Configuring DiffServ for HA Maintenance Traffic
You can configure Differentiated Services (DiffServ) for HA Maintenance traffic which flows
between the active and redundant devices on the HA Maintenance network interface. The
default DiffServ value for this traffic is 46, which should be sufficient in most setups. However,
you may need to increase the DiffServ priority if you are also running non-HA traffic on this
network. Prioritizing HA Maintenance traffic ensures low latency for this critical network traffic.
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➢ To configure DiffServ for HA Maintenance traffic:

1. Upload an ini file with the [HAMaintenanceIFDiffServValue] parameter configured to the
required DiffServ value - 0 is the lowest priority (best effort) and 63 is the highest priority.

2. Restart the device with a save-to-flash for your settings to take effect.

Monitoring IP Entities and HA Switchover upon Ping Failure
The device's HA Network Monitor feature monitors the connectivity (reachability) with network
entities (destinations), by pinging them using Internet Control Message Protocol (ICMP) Echo
messages. This feature can be used, for example, to check connectivity with nearby routers (or
first hops) that the device uses to reach other destinations for sending calls.

The HA Network Monitor table lets you configure up to 10 monitored rows, where each row
can include up to 5 destinations to monitor, defined by IP address or hostname (FQDN). You can
then configure the device to perform an HA switchover if a user-defined number of monitored
rows whose destinations fail to reply to the device's sent pings (i.e., unreachable destinations)
is reached or exceeded.

NOTE

● The HA Network Monitor feature is a license-based feature (which is part of the general
HA license) and is available only if it is included in the device's License Key.

● Switchover decisions of the HA Network Monitor feature are non-functional under the
following conditions:
✔ HA is disabled (i.e., active device is in standalone mode).
✔ The HA Preempt Priority feature is used (enabled by the 'Preempt Mode' and

'Preempt Priority' parameters).
✔ The number of Ethernet Groups (Ethernet links) on the redundant device that are in

"up" status are less than on the active device.
● Destinations that have never replied to the device's pings are not used to determine

reachability status and the unreachability threshold for triggering a switchover. They
need to reply at least once to the device's pings in order to participate in the device's
logic for this feature.

● Once a switchover occurs, the device doesn't perform switchover loops due to continued
ping failures with the monitored row(s). Once a switchover occurs, the device changes
the status of the monitored row(s) to "Reachability Unverified". A second switchover
occurs only if the row(s) become reachable again and then unreachable.

● The following SNMP alarms are related to the HA Network Monitor feature:
✔ acHASystemFaultAlarm: This alarm is sent to indicate that you have configured the

HA Network Monitor feature, but switchover decisions are non-functional (see
above).

✔ acHANetworkMonitorAlarm: This alarm is sent to indicate that all destinations of a
specific row in the HA Network Monitor table that replied in the past to the device's
pings are now "unreachable".

✔ acHASystemSwitchOverAlarm: This alarm is sent to indicate that an HA switchover
has occurred due to the HA Network Monitor feature.
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40 HA Maintenance
This section describes HA maintenance.

Maintenance of Redundant Device
The only interface that is operational on the redundant device is the Maintenance interface.
The following protocols can be used for maintenance purposes for this interface:

■ Syslog: To receive syslog messages from the redundant device, make sure that you have
configured a valid VLAN and routing rule from the Maintenance network to the syslog
server.

■ Telnet: A Telnet server is always available on the redundant device (even if disabled by
configuration).

The active device runs the above maintenance protocols on its' OAMP interface.

Replacing a Failed Device
If you need to replace a faulty device, the new device must be configured exactly as the second
device, as described in Configuring the HA Devices.

Initiating an HA Switchover
You can initiate a switchover from the Active to Redundant device.

NOTE

When performing an HA switchover, the HA mode becomes temporarily unavailable.

➢ To perform a switch-over:

1. Open the High Availability Maintenance page:

● Toolbar: Click the Actions button, and then from the drop-down menu, choose
Switchover.

● Navigation tree: Setup menu > Administration tab >Maintenance folder > High
Availability Maintenance.

2. Click Switch Over; a confirmation box appears requesting you to confirm.

3. Click OK.
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41 Basic Maintenance
This section describes basic maintenance.

Restarting the Device
You can restart the device through the device's management tools. Device restart may be
required for maintenance purposes. Certain parameters require a device restart for their
settings to take effect. These parameters are displayed in the Web interface with the lightning
icon. In addition, whenever you make any configuration change that requires a restart, the

Restart button on the Web interface's toolbar is displayed with a red border, as shown below:

The Web interface also provides you with the following options when restarting the device:

■ Saving current configuration to the device's flash memory (non-volatile) prior to the restart.

■ Restarting the device only after a user-defined time (Graceful Restart) to allow current calls
to end (calls are terminated after this interval).

To restart the device (and save configuration to flash) through CLI, use the following command:

# reset now

➢ To restart device through Web interface:

1. Open the Maintenance Actions page:

● Toolbar: Click the Restart button.

● Navigation tree: Setup menu > Administration tab >Maintenance folder >
Maintenance Actions.

2. From the 'Save To Flash' drop-down list, select one of the following:
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➢ To unlock the device:

■ Click the UNLOCK button; the device unlocks immediately and accepts new incoming calls.
The 'Device Operational State' read-only field displays "UNLOCKED".

Saving Configuration
When you configure parameters and tables in the Web interface and then click the Apply
button, changes are saved to the device's volatile memory (RAM). These changes revert to their
previous settings when the device restarts (hardware or software) or powers off. Therefore, to
ensure that your configuration changes are retained, you must save them to the device's non-
volatile memory (i.e., flash memory).

To save your settings to flash, click the Save button located on the toolbar. To remind you to
save your settings to flash, the Save button is displayed with a red border, as shown below:

To save configuration to flash through CLI, use the following command:

# write
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Restarting a B-Channel
You can restart a specific B-channel belonging to an ISDN or CAS trunk, using the SNMP MIB
variable, acTrunkISDNCommonRestartBChannel. This may be useful, for example, for
troubleshooting specific voice channels.

NOTE

● If a voice call is currently in progress on the B-channel, it is disconnected when the B-
channel is restarted.

● B-channel restart can only be done if the D-channel of the trunk to which it belongs is
synchronized (Layer 2).

● B-channel restart doesn't affect the B-channel's configuration.

Locking and Unlocking Trunk Groups
You can lock a Trunk Group to take its trunks (and their channels) out of service. When you
initiate a lock, the device rejects all new incoming calls for the Trunk Group and immediately
terminates active calls (busy channels), eventually taking the entire Trunk Group out of service.

For digital interfaces: You can lock a Trunk Group “gracefully”, whereby the device rejects new
incoming calls, but terminates busy channels only after a user-defined graceful period if they
are still busy by the end of the period. When configured to 0, graceful lock is disabled.

For analog interfaces: For Tel-to-IP calls, the device plays a fast busy tone when the phone is
off-hooked on the Tel side. For IP-to-Tel calls, the device rejects the incoming INVITE message.

When you lock a Trunk Group, the method for taking channels out-of-service is determined by
the following parameters:

■ Digital interfaces: DigitalOOSBehaviorForTrunk parameter per trunk or DigitalOOSBehavior
parameter for all trunks.

■ FXS interfaces: FXSOOSBehavior parameter

If you have configured registration for the Trunk Group (see the 'Registration Mode' parameter
in the Trunk Group Settings table) and you subsequently lock the Trunk Group, it stops
performing registration requests (un-registers) with the Serving IP Group with which you have
configured it to register. When you unlock such a Trunk Group, it starts performing registration
requests (re-registers) with the Serving IP Group once its trunks return to service.

➢ To lock or unlock a Trunk Group:

1. (Digital Interfaces Only) Configure a graceful lock:

a. Open the Gateway Advanced Settings page (Setup menu > Signaling & Media tab >
Gateway folder > Gateway Advanced Settings).

b. In the 'Graceful Busy Out Timeout' (GracefulBusyOutTimeout) field, enter the period
after which the Trunk Group is locked:
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44 Uploading Auxiliary Files
You can upload Auxiliary files to the device using any of the following methods:

■ Web interface (see Loading Auxiliary Files through Web Interface)

■ CLI (see Loading Auxiliary Files through CLI)

■ Automatic Update mechanism (see Automatic Update Mechanism)

■ One Voice Operations Center (OVOC) – refer to the OVOC User’s Manual

The following table lists the different types of Auxiliary files.

Table 44-1: Auxiliary Files

File Description

INI Configures the device. The Web interface enables practically full device
provisioning. However, some features may only be configured by ini file
or you may wish to configure your device through ini file. For more
information, see INI File-Based Management.

CAS Contains CAS Protocol definitions for CAS-terminated trunks (for various
types of CAS signaling). You can use the supplied files or construct your
own files. Up to eight different CAS files can be installed on the device.
For more information, see CAS Files.

Call Progress
Tones

Region-specific, telephone exchange-dependent file that contains the
Call Progress Tones (CPT) levels and frequencies for the device. The
default CPT file is U.S.A. For more information, see Call Progress Tones
File.

Prerecorded
Tones

The Prerecorded Tones (PRT) file enhances the device's capabilities of
playing a wide range of telephone exchange tones that cannot be
defined in the CPT file. For more information, see Prerecorded Tones
File.

Dial Plan Provides dialing plans.

Note: Upload a Dial Plan file using the Auxiliary Files page only for
backward compatibility; otherwise, import Dial Plan files using the Dial
Plan table (see Configuring Dial Plans on page 815).

User Info Uploads a User Information file.

Note: Upload a User Information file using the Auxiliary Files page only
for backward compatibility (old file format); otherwise, upload the file
or configure users in the SBC User Information table for SBC users (see
Configuring SBC User Information Table through Web Interface on page 
793) and for Gateway users (see Configuring Gateway User Information
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45 License Key
The License Key determines the licensed features (e.g., Test Call and voice coders) and various
capacity figures (e.g., number of Test Calls and SBC call sessions) that you have ordered for your
device.

The local License Key, which is installed on the device through ini file (locally or through the
Automatic Update mechanism), contains all the licenses for the ordered features and capacity.

However, capacity licenses for WebRTC, SIPREC and SBC sessions (regular sessions, transcoding
sessions, and registered far-end users), you can use AudioCodes OVOC management tool to
provide and manage them. OVOC provides various SBC capacity licensing modes, as described
in OVOC-Managed Capacity Licenses on page 1366.

NOTE

● The availability of certain Web pages in the Web interface depends on the licensed
features in the License Key.

Viewing the License Key
The License Key is displayed on the License Key page, showing all the device's licensed features
and capacity.

➢ To view License Key through Web interface:

■ Open the License Key page:

● Toolbar: From the Actions drop-down menu, choose License Key.

● Navigation tree: Setup menu > Administration tab > License folder > License Key.

NOTE

● Ordered features are always licensed by the local License Key. In other words, even if
you are using OVOC to manage the device's WebRTC, SIPREC and SBC capacity
licenses, all the other features and capacity figures are licensed by the local License
Key.

● If you save the device's ini configuration file to a folder on your computer, the local
License Key is also included (see Downloading and Uploading ini Configuration File on
page 1381). If the device is in High-Availability mode, the saved ini file of the Active
device also includes the License Key of the Redundant device.

In addition to displaying the licensed features and capacity, the License Key page also displays
general information on a bar at the top of the page, as shown in the example below:
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46 Configuration File
This section describes how to download the device's configuration as a file to a folder on your
computer and how to upload a configuration file to the device.

Downloading and Uploading ini Configuration File
You can download the device's configuration as an ini file to a folder on your computer or
upload an ini file to the device. Downloading an ini file can serve as a backup of your
configuration and if needed, you can later upload the file to the device to restore your previous
configuration settings.

The file is downloaded as a .ini file with the file name "BOARD_SN<Serial>" (e.g., BOARD_
SN5967925.ini). The uploaded file must have a .ini extension (and any file name).

NOTE

● When uploading the file, the device restarts for the parameter settings to take effect.
● When uploading the file, parameters not included in the file are restored to default

settings. If you want to keep the device's current configuration settings and also apply
the settings specified in the ini file, upload the file through the Auxiliary Files page (see
Loading Auxiliary Files throughWeb Interface).

● The downloaded file includes only the following:
✔ Configuration tables that contain row entries (default and non-default).
✔ Standalone parameters whose values you changed from default. However, it also

includes parameters whose values you changed from non-default back to default
without subsequently restarting the device. If you changed from non-default back to
default but subsequently restart the device, then they’ll not be included.

✔ All SNMP performance monitoring MIBs whose threshold values (low or high) you
changed from default. (To apply these same threshold values to other devices,
upload the ini file to the devices.)

✔ The device's License Key. If the device is in High-Availability mode, the ini file of the
Active device also includes the Redundant device's License Key.

● To download the file to a USB device plugged into the device, use the following CLI
command: # write-and-backup to usb:///<file name>

➢ To download or upload an ini file through Web interface:

1. Open the Configuration File page:

● Toolbar: From the Actions drop-down menu, choose Configuration File

● Navigation tree:Setup menu > Administration tab >Maintenance folder >
Configuration File

The relevant buttons for downloading and loading an ini file are located under the INI File
group:
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47 Downloading and Uploading the Configuration
Package File
You can download and upload a bundle of files used by the device in a single, packaged file
called the Configuration Package file. This file is in 7-Zip archive file format (.7z) using the
LZMA2 compression algorithm. In addition, you can optionally password-protect the file and
encrypt it using the AES-256 algorithm.

You can use the Configuration Package file to fully back up the device's configuration. If needed,
you can later restore the device to this backup configuration for whatever reason (e.g.,
configuration failure). You can also upload the Configuration Package file to other devices that
need similar configuration.

The Configuration Package file can include the following files:

File Description

ini.ini INI configuration file.

cli-startup-
script.txt

CLI Startup Script file.

Note: This file is applicable only for uploading a Configuration
Package file.

<TLS Context
ID>.pkey

Private key of the TLS Context (by ID).

Note: You can only choose to include certificates in the
Configuration Package file if you enable the password-protect
(encrypt) option.

<TLS Context
ID>.crt

TLS certificate of the TLS Context (by ID).

Note: You can only choose to include certificates in the
Configuration Package file if you enable the password-protect
(encrypt) option.

<TLS Context
ID>.root

Trusted root certificate of the TLS Context (by ID).

Note: You can only choose to include certificates in the
Configuration Package file if you enable the password-protect
(encrypt) option.

LOGO.dat Image file used as the logo in the Web interface.

FAVICON.dat Favicon file used by Web browsers to represent the device's Web
interface.

CPT.dat Call Progress Tone file (CPT).

PRT.dat Pre-recorded Tone file (PRT).

- 1385 -



CHAPTER 48 Automatic Provisioning Mediant 800 Gateway & E-SBC | User's Manual

48 Automatic Provisioning
This chapter describes automatic provisioning of the device.

Automatic Configuration Methods
The device supports the following automatic provisioning methods:

■ DHCP (Option 66, Option 67, Option 160)

■ HTTP/S

■ TFTP

■ FTP

■ SNMP (AudioCodes OVOC)

DHCP-based Provisioning

You can use a third-party DHCP server to automatically provide each device (acting as a DHCP
client) with an IP address for the management interface so that individual MAC addresses are
not required. The DHCP server can provide additional networking parameters such as subnet
mask, default gateway, primary and secondary DNS servers, and two SIP server addresses.
These network parameters have a time limit, after which the device 'renews' its lease on the
addresses from the DHCP server.

The device can use a host name in the DHCP request. The host name is set to "acl_nnnnn",
where nnnnn denotes the device's serial number. The serial number is the last six digits of the
device's MAC address converted into decimal representation. In networks that support this
feature and if the DHCP server registers this host name to a DNS server, you can access the
device (through a Web browser) using the URL "http://acl_<serial number>" instead of the
device's IP address. For example, if the device's MAC address is 00908f010280, the DNS name is
"acl_66176".

NOTE

● This section is applicable to DHCP-based provisioning of the device's IPv4
management interface (OAMP) only (not to any other interfaces). For DHCP-based
provisioning of IPv6 interfaces (and any interface type), configure the IP Interface in the
IP Interfaces table with the 'Interface Mode' parameter set to IPv6 DHCP (see
Configuring IP Network Interfaces on page 149).

● When using DHCP to acquire an IP address, VLANs and other advanced configuration
options are disabled.

● For additional DHCP parameters, see DHCP Parameters.

➢ To enable the device as a DHCP client:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).
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Provisioning the Device using DHCP Option 160

You can provision the device using DHCP Option 160. DHCP Option 160 provides the device with
the URL address of the provisioning server from where it can download its software (.cmp) and
configuration (.ini) files. The URL can also include the names of the required files to download
and their folder location on the server.

If you enable DHCP client functionality with DHCP Option 160, upon a device restart or power
up, the device (as a DHCP client) sends a DHCP request to the DHCP server to obtain networking
information (device's IPv4 management IP address) and the URL address of the provisioning
server.

The following syntax is supported for defining the URL and configuration/firmware filenames in
DHCP Option 160 (on the DHCP server):

■ <protocol>://<server IP address or hostname>

■ <protocol>://<server IP address or hostname>/<software filename>

■ <protocol>://<server IP address or hostname>/;<configuration filename>

■ <protocol>://<server IP address or hostname>/<software filename>;<configuration
filename>

The protocol can be HTTP, HTTPS, FTP, or TFTP. As shown above, the URL can include both the
software and configuration filenames. In this case, they must be separated by a semicolon (;)
and without spaces.

If the URL doesn't specify a configuration filename or the file doesn't exist on the provisioning
server, the device requests from the server a "default" configuration file whose name includes
the device's product name and MAC address (<Product><MAC>.ini, for example,
"M800B00908f5b1035.ini"). If this "default" file also doesn't exist on the server, the device
attempts to retrieve another "default" configuration file whose name includes only the device's
product name (<Product>.ini, for example, "M800B.ini"). The device makes up to three
attempts to download the configuration file if a failure occurs (i.e., file not exist or any other fail-
ure reason). This applies to each of the configuration files, as mentioned previously.

If the URL specifies a software file, the device makes only one attempt to download the file
(even if a failure occurs). If the URL doesn't specify a software file, the device doesn't make any
attempt to download a software file.

Once the device downloads the file(s), it restarts to apply the configuration and/or software. In
addition, once the file(s) has been downloaded, the device ignores all future DHCP Option 160
messages. Only if the device is restored to factory defaults will it process Option 160 again (and
download any required files).

➢ To enable provisioning using DHCP Option 160:

1. Make sure that the DHCP server is configured with the appropriate information (including
the URL address of the provisioning server for Option 160).
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● Startup Script File: Contains only CLI commands and configures all the device's
functionality (except commands such as show, debug or copy). The file updates the
device's configuration according to the configuration settings in the file and sets all
other parameters that are not included in the file to factory defaults. The file causes
two device restarts to apply the settings. Therefore, the file typically contains the
Automatic Update settings and other configuration settings that require a device
restart.

To configure the URL of the server where the file is located, use the
[CLIStartupScriptURL] ini file parameter or CLI command configure system >
automatic-update > startup-script <URL>.

NOTE

● You can use any filename extension for the CLI script files.
● The CLI Startup Script file is not supported when the device operates in HA mode.

File Location for Automatic Update

The files for updating the device can be stored on any standard Web (HTTP/S), TFTP, or FTP
server. The files can be loaded periodically to the device using HTTP/S, TFTP, or FTP. This
mechanism can be used even when the device is installed behind NAT and firewalls. The
Automatic Update feature is done per file and configured by specifying the file name and URL
address of the provisioning server where the file is located. If the device needs to authenticate
itself with the server, you can use the same parameters to configure the authentication
username and password (for more information, see Access Authentication with HTTP Server on
page 1406). For a description of the parameters for configuring the URLs of the servers of the
files, see Automatic Update Parameters on page 1740.

Below are examples for configuring the file names and their URLs for Automatic Update:

■ ini File:

IniFileURL = 'http://www.corp.com/configuration.ini'
CptFileURL = 'http://www.corp.com/call_progress.dat'
AutoCmpFileUrl = 'http://www.corp.com/SIP_F7.20A.008.cmp
FeatureKeyURL = 'https://www.company.com/License_Key.txt'

■ CLI:

# configure system
(config-system)# automatic update
(auto-update)# cli-script https://company.com/cli/<MAC>
(auto-update)# startup-script https://company.com/startup/<MAC>
(auto-update)# ini-file http://www.company.com/configuration.ini
(auto-update)# call-progress-tones http://www.company.com/call_
progress.dat
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(auto-update)# feature-key http://www.company.com/License_Key.txt
(auto-update)# auto-firmware http://www.company.com/SIP_F7.20A.008.cmp

NOTE

● When using the Auto-Update mechanism to upload the Configuration Package file
(automatic update > configuration-pkg), if the file is password-protected
(encrypted), specify the password using the command automatic update > 
default-configuration-package-password.

● For configuration files, the file name in the URL can automatically contain the device's
MAC address for enabling the device to download a file unique to the device. For more
information, see MAC Address Placeholder in Configuration File Name.

● When using the [IniFileURL] parameter, parameters not included in the file are restored
to default settings. If you want to keep the settings of these parameters, use the
[IncrementalIniFileURL] parameter instead.

MAC Address Placeholder in URL and File Name

You can use the placeholder "<MAC>" or "<mac>" (case-sensitive) to include the device's MAC
address in the URL path (folders) and the filename when configuring the Auto-Update file
parameters (File Location for Automatic Update). The device automatically replaces the
placeholder with its MAC address.

For example, the following Auto-Update file parameters are configured with the placeholder for
a folder and for filenames:

IniFileURL = 'https://www.company.com/config_<MAC>.ini'
(auto-update)# cli-script https://company.com/files-<MAC>/cli_script.txt
(auto-update)# startup-script https://company.com/files/startup_<MAC>.txt

The device automatically replaces the string with its MAC address, resulting in a file name
request that contains the device's MAC address, for example, config_00908F033512.ini or
startup_00908F033512.txt. Therefore, you can configure all the devices with the same URL and
file name.

NOTE

If you write the MAC address placeholder string in lowercase (i.e., "<mac>"), the device
adds the MAC address in lowercase to the file name (e.g., config_<mac>.ini results in
config_00908f053736e); if in uppercase (i.e., "<MAC>"), the device adds the MAC address
in uppercase to the file name (e.g., config_<MAC>.ini results in config_00908F053736E).

Downloading TLS-Related Files for a Specific TLS Context

For downloading a TLS-related file through the Automatic Update mechanism, you can specify
the TLS Context for which you want to download the file. This is done by including the "#<TLS
Context index row>" placeholder in the URLs of the following file provisioning parameters:
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NOTE

● If the URL doesn't contain the <ID> meta-variable (e,g.,
"http://10.1.1.12/certs/cert.pem"), the device attempts to download the TLS-related file
for TLS Context #0 only.

● You can provision the device with a Configuration Package file that contains all the
device's certificates (automatic update > configuration-pkg). If this file
contains the certificates, it's password-protected (encrypted) and therefore, you need to
specify the password (automatic update > default-configuration-
package-password). For more information on this file, see Downloading and
Uploading the Configuration Package File on page 1385.

File Template for Automatic Provisioning

To facilitate automatic provisioning setup, you can use a single template to define the files to
download during automatic provisioning. The template uses special keywords to denote the
different file types to download and in the URL address of the provisioning server it uses a
placeholder for the file names which is replaced by hardcoded file names and extensions
according to file type, as described in more detail below.

NOTE

● Unlike the parameters that define specific URLs for Auxiliary files (e.g., [CptFileURL]),
the file template feature always retains the URLs after each automatic update process.
Therefore, with the file template the device always attempts to download the files upon
each automatic update process.

● If you configure a parameter used to define a URL for a specific file (e.g., [CptFileURL]),
the settings of the [TemplateUrl] parameter is ignored for the specific file type (e.g., CPT
file).

● Additional placeholders can be used in the file name in the URL, for example, <MAC> for
MAC address (see MAC Address Placeholder in Configuration File Name).

➢ To use a file template for automatic provisioning:

1. Define the file types to download by the file template, using the [AupdFilesList] parameter.
Use the keywords listed in the table below to specify each file type. For example, to specify
ini, License Key, and CPT files:

● ini File:

AupdFilesList = 'ini', 'fk', 'cpt'

● CLI:

# configure system
(config-system)# automatic update
(auto-update)# template-files-list ini,fk,cpt
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50 SBC Configuration Wizard
The SBC Configuration Wizard provides you with a quick- and- easy method for initial
configuration of your device. The SBC Configuration Wizard guides you through a sequence of
pages, assisting you in defining your device. Once the wizard is complete, your device is
sufficiently configured to successfully process and route calls in your deployment.

The SBC Configuration Wizard is based on partially and fully tested interoperability setups
between the device and a wide range of vendors, including SIP trunking providers, IP PBXs, and
contact centers. Once you have selected the involved vendors and defined basic settings in the
SBC Configuration Wizard, it then generates a configuration file based on the matching
interoperability configuration template. Alternatively, instead of basing your configuration on
specific vendors, you can use the SBC Configuration Wizard to generate a configuration file
based on a generic template for commonly used setups. In such cases, you may later need to
manually fine-tune your configuration to suit your setup needs.

The SBC Configuration Wizard can automatically load the generated configuration (with a
restart) to the device, or you can simply download the generated configuration file to a folder
on your PC and then upload the file to the device at a later stage.

The generated configuration is a good starting point to enable the successful establishment of
basic calls. For complete device configuration, you may need to manually configure additional
functionality. For example, you may need to configure security settings (e.g., firewalls and IDS)
to ensure that the device is protected from malicious activity and DoS attacks.

For AudioCodes full interoperability list, click here.

NOTE

● The SBC Configuration Wizard is not supported (and not available in the Web interface)
in the following cases:
✔ If the device is operating in High-Availability (HA) mode.
✔ If you have configured IPv6 interfaces in the IP Interfaces table (see Configuring IP

Network Interfaces on page 149).
✔ If you have configured WebSocket tunneling with OVOC (see Configuring

WebSocket Tunnel with OVOC on page 114).
● When the SBC Configuration Wizard applies the configuration template to the device, all

parameters configured by the SBC Configuration Wizard overwrite the device's existing
configuration of those parameter. Parameters not configured by the SBC Configuration
Wizard are restored to factory defaults, except basic device settings such as
management users (Web and CLI). Some of these basic settings also appear in the SBC
Configuration Wizard and their fields are automatically populated with their current
settings; if you do modify them in the SBC Configuration Wizard, their new settings are
used.

● On some wizard pages, the availability of certain fields depends on the selected
application.
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51 Restoring Factory Defaults
This section describes how to restore the device's configuration to factory defaults.

Restoring Factory Defaults through CLI
You can restore the device to factory defaults through CLI. You can restore all configuration to
factory defaults or you can restore all configuration to factory defaults except the current
network settings. Preserving network settings allows you to remotely connect to the device
using its current OAMP IP address even after the device has been restored to default settings.

➢ To restore factory defaults through CLI:

1. Access the CLI:

a. Connect the RS-232 serial port of the device to the communication port on your
computer. For serial cabling, refer to the Hardware Installation Manual.

b. Establish serial communication with the device using a serial communication program
(such as HyperTerminalTM) with the following communication port settings:

◆ Baud Rate: 115,200 bps

◆ Data Bits: 8

◆ Parity: None

◆ Stop Bits: 1

◆ Flow Control: None

2. At the CLI prompt, type the username (default is "Admin" - case sensitive), and then press
Enter:

# Username: Admin

3. At the prompt, type the password (default is "Admin" - case sensitive), and then press
Enter:

# Password: Admin

4. At the prompt, type the following, and then press Enter:

# enable

5. At the prompt, type the password again, and then press Enter:

# Password: Admin
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52 System Status
This section describes how to view system status.

Viewing Device Information
You can view hardware and software information about the device on the Device Information
page.

NOTE

You can also view device information through the device's other management interfaces:
● CLI - using the show ini-file command.
● ini file - displayed at the beginning of the file.

➢ To view device information:

■ Open the Device Information page (Monitor menu >Monitor tab > Summary folder >
Device Information).

Table 52-1: Device Information Page Description

Parameter Description

General

'MAC Address' Media access control (MAC) address.
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55 Viewing Management User Activity Logs
If you have enabled the reporting of management user activities performed in the device's
management interfaces (see Configuring Reporting of Management User Activities), you can
view the logged activities in the Web interface, as described in the procedure below.

➢ To view management user activity logs:

■ Open the Activity Log table (Monitor menu >Monitor tab > Summary folder > Activity
Log).

Table 55-1: Activity Log Table Description

Parameter Description

Time Date (DD/MM/YYYY) and time (hh:mm:ss) that the activity was
performed.

Description Description of the activity.

User Username of the user account that performed the activity.

Interface Protocol used for connecting to the device's management interface (e.g.,
Telnet, SSH, Web, or HTTP).

Client IP address of the client PC from where the user accessed the
management interface.
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57 Configuring PacketSmart Agent for Network
Monitoring
You can configure the device to send voice traffic data to BroadSoft’s BroadCloud™
PacketSmart™ solution for monitoring and assessing the network in which the device is
deployed. The support is offered by the PacketSmart management agent embedded in the
device. The PacketSmart embedded agent allows network operators and service providers to
remotely measure and manage network performance at the point of demarcation and simplify
the deployment of VoIP networks. By providing real-time monitoring of live traffic, PacketSmart
can identify any network issues as they arise that may impact VoIP quality, enabling service
providers to address issues prior to customer complaints.

NOTE

● The PacketSmart feature is a license-based feature and is available only if it is included
in the License Key installed on the device. For ordering the feature, please contact the
sales representative of your purchased device.

● Before configuring the PacketSmart agent, configure the following:
✔ Correct data and time of the device. It is recommended to use an NTP server to

obtain the date and time (see Configuring Automatic Date and Time using SNTP).
✔ IP network interface for communicating with the PacketSmart server. Typically, the

OAMP interface is used. To configure IP network interfaces, see Configuring IP
Network Interfaces.

✔ IP network interface for the VoIP traffic that you want monitored by PacketSmart.
● For detailed information on setting up the PacketSmart solution, refer to the document

Mediant Gateways and SBCs with BroadCloud PacketSmart Configuration Note.

The following procedure describes how to configure PacketSmart through the Web interface.
You can also configure it through ini file or CLI (configure system > packetsmart).

➢ To configure the PacketSmart agent:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

2. From the 'PacketSmart Agent Mode' drop-down list, select Enable to enable the feature.
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Column Name Description

■ The parameter is applicable only if the parameter 'Tel-to-IP Alt
Routing Mode' is set to QoS or Both (AltRoutingTel2IPMode = 2
or 3).

■ The parameter is reset if two minutes elapse without a call to
the destination.

Quality Info Displays QoS information: delay and packet loss, calculated
according to previous calls.

Note:

■ The parameter is applicable only if the parameter 'Tel-to-IP Alt
Routing Mode' is set to 'QoS' or 'Both' (AltRoutingTel2IPMode =
2 or 3).

■ The parameter is reset if two minutes elapse without a call to
the destination.

DNS Status DNS status:

■ "DNS Disable"

■ "DNS Resolved"

■ "DNS Unresolved"

Viewing Gateway CDR History
You can view historical Call Detail Records (CDR) of Gateway calls in the Gateway CDR History
table. The table displays the last 4,096 CDRs. CDR history information is stored on the device’s
memory. When a new CDR is generated, the device adds it to the top of the table and all
existing entries are shifted one down in the table. If the table has reached maximum capacity of
entries and a new CDR is added, the last CDR entry is removed from the table.

NOTE

● The CDR fields in the table cannot be customized.
● If the device restarts, all CDRs are deleted from memory and from the table.
● You can mask (hide) values of certain CDR fields, as described in Masking PII in CDRs

on page 197.

➢ To view Gateway CDR history:

■ Web: Open the Gateway CDR History table (Monitor menu >Monitor tab > VoIP Status
folder > Gateway CDR History).
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Field Description

Duration Displays the duration of the call, displayed in the format hh:mm:ss,
where hh is hours, mm minutes and ss seconds. For example, 00:01:20
denotes 1 minute and 20 seconds.

Termination
Reason

Displays the reason for the call being released (ended). For example,
"NORMAL_CALL_CLEAR" indicates a normal off-hook (hang up) of the
call party.

Session ID Displays the SIP session ID of the call.

Viewing CDR History of SBC and Test Calls
You can view historical Call Detail Records (CDR) of SBC calls and Test calls in the SBC CDR
History table. History CDRs are stored on the device’s memory. When a new CDR is generated,
the device adds it to the top of the table and all existing entries are shifted one down in the
table. The table displays the last 2,048 CDRs. If the table reaches maximum capacity of entries
and a new CDR is added, the last CDR entry is removed from the table.

NOTE

● The CDR fields in the table cannot be customized.
● If the device restarts, all CDRs are deleted from memory and from the table.
● You can mask (hide) certain values, as described in Masking PII in CDRs on page 197.

➢ To view SBC and Test Call CDR history:

■ Web: Open the SBC CDR History table (Monitor menu >Monitor tab > VoIP Status folder >
SBC CDR History).

■ CLI:

● All CDR history:

# show voip calls history sbc

● CDR history for a specific SIP session ID:

# show voip calls history sbc <session ID>
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60 Viewing Network Status
This section describes how to view network-related status.

Viewing Active IP Interfaces
You can view the device's active IP interfaces that are configured in the IP Interfaces table (see
Configuring IP Network Interfaces).

➢ To view active IP network interfaces:

■ Open the IP Interface Status page (Monitor menu >Monitor tab > Network Status folder >
IP Interface Status).

Viewing Ethernet Device Status
You can view the status of configured Ethernet Devices that have been successfully applied. To
configure Ethernet Devices, see Configuring Underlying Ethernet Devices.

➢ To view Ethernet Device status:

■ Open the Ethernet Device Status page (Monitor menu >Monitor tab > Network Status
folder > Ethernet Device Status).

Viewing Ethernet Port Information
You can view status information of the device's Ethernet ports. To configure Ethernet ports, see
Configuring Underlying Ethernet Devices.

NOTE

If the device is operating in High- Availability mode, you can also view Ethernet port
information of the redundant device, by opening the Redundant Ethernet Port Information
page (Monitor menu > Monitor tab > Network Status folder > Redundant Ethernet Port
Information).
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■ "Inactive": Static route is not used. When the destination IP address is not on the same
segment with the next hop, or the interface doesn't exist, the route state changes to
"Inactive".

➢ To view the status of static IP routing:

■ Open the Static Route Status table (Monitor menu >Monitor tab > Network Status folder
> Static Route Status).

Viewing IDS Active Blocked List
The IDS Active Blocked List table displays the remote hosts that are currently blocked by the
device's Intrusion Detection System (IDS).

For more information on IDS configuration, see Intrusion Detection System on page 242

NOTE

For devices in High-Availability (HA) mode, all the table's entries are deleted upon an HA
switchover.

The following procedure describes how to view the IDS Active Blocked List table through the
Web interface. You can also view the table through CLI using the command, show voip ids
blacklist active.

➢ To view the active IDS blocked list:

■ Open the IDS Active Blocked List page (Monitor menu >Monitor tab > Network Status
folder > IDS Active Blocked List).

Table 60-2: IDS Active Blocked List Table Description

Field Description

Remaining Time The duration left until the device deletes the attacker
(remote host) from the table and takes it off the IDS
blocked list. The blocked period is configured by the
'Deny Period' (IDSRule_DenyPeriod) parameter.

Network Interface The device's IP Interface on which the malicious attack
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RemoteMetrics:
Timestamps: START=2015-12-16T20:09:45Z STOP=2015-12-16T20:09:52Z
JitterBuffer: JBA=3 JBR=0 JBN=0 JBM=0 JBX=300
PacketLoss: NLR=0.00 JDR=0.00
BurstGapLoss: BLD=0.00 BD=0 GLD=0.00 GD=0 GMIN=16
Delay: RTD=65535 ESD=0
QualityEst:
DialogID: 20328634741612201520943@172.17.116.201;to-
tag=1c1690611502;from-tag=1c2032864069

➢ To send RTCP XR in SIP PUBLISH messages:

1. Open the RTP/RTCP Settings page (Setup menu > Signaling & Media tab >Media folder >
RTP/RTCP Settings).

2. Under the RTCP-XR Collection Server group, configure the following:

● 'Publication IP Group ID' (PublicationIPGroupID): Configures the IP Group to where you
want the device to send RTCP XR reports.

● (Gateway Application Only) 'Gateway RTCP XR Report Mode' (RTCPXRReportMode):
Enables the sending of RTCP XR reports and configures at what stage of the call they
are sent.

● (SBC Application Only) 'SBC RTCP XR Report Mode' (SBCRtcpXrReportMode): Enables
the sending of RTCP XR reports of QoE metrics at the end of each call session (i.e., after
a SIP BYE).

3. Click Apply.

Call Detail Records
Call Detail Records (CDR) contain vital statistics and information on calls processed by the
device. The device can generate and report CDRs at various stages of the call (e.g., start of call
or end of call). CDRs can be generated for SIP signaling and media.

You can configure the device to generate and report CDRs for the following call stages:
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■ Call start: The device sends a SIP INVITE request to the call leg.

■ Call connect: The call leg answers the call (SIP 200 OK).

■ Call end: An established call ends (SIP BYE message), or a call leg that never became
established ends, for example, because the call was routed to an alternate destination or
forked to multiple destinations.

The device generates a CDR for each call leg:

■ Incoming call leg

■ Outgoing call leg

If the outgoing leg includes multiple destinations (legs), for example, with alternate routing
or call forking, the device generates a CDR for each destination, even if the destination is
canceled or fails. For example, assume the device receives an incoming call from A, forks it
to destinations B and C, and establishes the call with C. The device generates the following
CDRs for these legs:

● Call Start CDRs are generated for A, B, and C.

● Call Connect CDRs are generated for A and C.

● Call End CDRs are generated for A, B, and C.

The device can send CDRs to any of the following:

■ Syslog server: The CDR Syslog message complies with RFC 3164 and is identified by Facility
17 ("local1") and Severity 5 (Notice).

■ RADIUS server: For CDR in RADIUS format, see Configuring RADIUS Accounting. To
configure RADIUS servers for CDR reporting, see Configuring RADIUS Servers.

■ REST server: The device can send signaling-related CDRs to a REST server using
AudioCodesREST API (see Configuring CDR Reporting to REST Server on page 1513).

■ Locally on the device: CDRs can be stored locally on the device (see Storing CDRs Locally on
the Device on page 1514).

NOTE

● To view Gateway CDRs stored in the device's memory, see Viewing Gateway CDR
History.

● To view SBC and Test Call CDRs stored on the device's memory, see Viewing SBC
CDR History.

Enabling CDR Generation and Configuring the CDR Server Address

For the device to generate CDRs, you need to enable the syslog feature and configure a
collecting server address. The collecting server can be a dedicated CDR server or the server
used for syslog messages.
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● From the 'CDR Report Level' [CDRReportLevel] drop-down list, select the stage of the
call at which you want signaling-related CDRs to be generated and sent.

● (SBC Application Only) From the 'Media CDR Report Level' [MediaCDRReportLevel]
drop-down list, select the stage of the call at which you want media-related CDRs to be
generated and sent.

4. Click Apply.

Configuring CDR Reporting to REST Server

You can configure the device to send signaling-related CDRs to a REST server using AudioCodes
REST API. The device sends the CDRs in JSON format.

NOTE

You can customize the CDRs that are sent to the REST server, by adding CDR fields or
changing their names. For more information, see Customizing CDRs for SBC Calls and Test
Calls on page 1576 for SBC calls and Customizing CDRs for Gateway Calls on page 1570
for Gateway calls.

➢ To configure CDR reporting to a REST server:

1. Enable the syslog feature for sending log messages (CDRs) generated by the device to a
collecting log message server. For more information, see Enabling Syslog.

2. Configure the REST server:

a. Open the Remote Web Services table (see Configuring Remote Web Services on page 
422).

b. Click New, and then configure an HTTP/S-based server to represent the REST server.
Make sure that you configure the 'Type' parameter to General. Configure the
remaining HTTP/S server parameters according to your requirements.

c. Click Apply.

3. Open the Call Detail Record Settings page (Troubleshoot menu > Troubleshoot tab > Call
Detail Record folder > Call Detail Record Settings), and then do the following:

a. From the 'REST CDR Report Level' drop-down list, select the stage of the call at which
you want the CDRs to be generated and sent.

b. From the 'REST CDR HTTP Server' drop-down list, select the REST server that you
configured in the Remote Web Services table (see Step 2) to where you want the
device to send the CDRs.
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c. Click Apply.

Miscellaneous CDR Configuration

Miscellaneous but important CDR configuration parameters are listed below:

■ To enable or disable the inclusion of the sequence number (S=) in CDR Syslog messages,
use the 'CDR Syslog Sequence Number' [CDRSyslogSeqNum] parameter.

■ The device sends CDRs only for dialog-initiating INVITE messages (call start), 200 OK
responses (call connect) and BYE messages (call end). For SBC calls only: If you want to
enable the generation of CDRs for non-call SIP dialogs (such as SUBSCRIBE, OPTIONS, and
REGISTER), use the [EnableNonCallCdr] parameter.

■ To configure the units of measurement for the call duration in CDRs ("Duration" CDR field),
use the [CallDurationUnits] parameter.

■ To configure the time zone (e.g., GMT+1) that is displayed with the timestamp in CDRs
("Connect Time", "Release Time", and "Setup Time" CDR fields), use the [TimeZoneFormat]
parameter

Storing CDRs Locally on the Device

CDRs generated by the device can be stored locally on the device (RAM).

You can specify the calls for which you wish to create locally stored CDRs. This is done using
Logging Filter rules in the Logging Filters table. For example, you can configure a rule to create
locally stored CDRs for traffic belonging only to IP Group #2.

Locally stored CDRs are saved in a comma-separated values file (*.csv), where each CDR is on a
dedicated row or line. An example of a CSV file with two CDRs are shown below :

■ CSV file viewed in Excel:

■ CSV file viewed in a text editor (Notepad):
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NOTE

If the CDR storage feature is enabled and you later change the maximum number of files
(using the [CDRLocalMaxNumOfFiles] parameter) to a lower value (e.g., from 50 to 10), the
device stores the remaining files (e.g., 40) in its memory as unused files.

CDR Field Description

This section describes the CDR fields that can be generated by the device. Some are generated
by default, while others are generated only if you customize the CDR to include them, as
described in Customizing CDRs for Gateway Calls and Customizing CDRs for SBC Calls.

■ For SBC calls, the device generates a signaling CDR and a media CDR:

● Media CDR: This CDR is published per active media stream. Each media CDR has a
unique call ID that corresponds to its signaling CDR. There are three different CDR
Report Types (CDRReportType), which the device sends to the CDR server at different
stages of the SIP dialog session:

◆ "MEDIA_START": This CDR is sent upon an INVITE message.

◆ "MEDIA_UPDATE": This CDR is sent upon a re-INVITE message (e.g., the
established call is placed on hold by one of the call parties).

◆ "MEDIA_END": This CDR is sent upon a BYE message (i.e., call ends).

The CDR Report Types for SBC media and the SIP dialog stages at which they are sent
are shown in the following figure:

Figure 61-1: CDR Report Types for SBC Media
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Field Description

■ The field is applicable to SBC signaling and media, and Gateway
CDRs.

■ The default field title is "h323-gw-id=" for RADIUS (A_ACCT_
SESSION_TIME).

■ The maximum number of characters for syslog tabular alignment is
16.

■ For more information on the global session ID, see Enabling Same
Call Session ID over Multiple Devices on page 1672.

H323 ID

[306]

Displays the device ID which can configured by the H323IDString
parameter. It is typically used for RADIUS CDRs. The field is a string.

Note:

■ The field is included in the default RADIUS CDR.

■ The field is applicable only to RADIUS SBC and GatewayCDRs (all
CDR Report Types).

■ The default field title is "h323-gw-id for RADIUS.

■ The maximum number of characters for syslog tabular alignment is
33.

IP Group ID

[416]

Displays the IP Group ID. The field is an integer.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

IP Group Name

[417]

Displays the IP Group name. The field is a string of up to 40 characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "IPG (name)" for Gateway syslog and Local
Storage, "IPGroup (name)" for SBC syslog and Local Storage, and "IP
Group" in the Web SBC CDR History table.
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Field Description

■ The maximum number of characters for syslog tabular alignment is
32.

IP Profile ID

[425]

Displays the IP Profile ID. The field is an integer.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

IP Profile Name

[426]

Displays the IP Profile name. The field is a string of up to 40 characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "IpProfileId (name)".

■ The maximum number of characters for syslog tabular alignment is
32.

Is Recorded

[822]

Displays if the SBC leg was recorded (SIPREC) or not.

The field is a string:

■ "yes"

■ "no"

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format tables.

■ The field is applicable only to SBC signaling CDRs ("CALL_END" CDR
Report Type; other Report Types will display "no").

■ The maximum number of characters for syslog tabular alignment is
5.

ISDN Line Type

[525]

Displays the ISDN line type. The field is an integer:

■ "10": E1
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Field Description

■ "11": T1

■ "12": BRI

■ "21": Unknown

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the Gateway CDR Format table.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

Latched RTP IP

[631]

Displays the remote IP address of the incoming RTP stream that the
device "latched" onto as a result of the RTP latching mechanism for NAT
traversal.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "LatchedRtpIp".

■ The maximum number of characters for syslog tabular alignment is
20.

Latched RTP
Port

[632]

Displays the remote RTP port of the incoming RTP stream that the
device "latched" onto as a result of the RTP latching mechanism for NAT
traversal. The field is an integer 0 to 0xFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "LatchedRtpPort".

■ The maximum number of characters for syslog tabular alignment is
15.

Latched T38 IP

[633]

Displays the latching of a new T.38 stream (new IP address).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
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Field Description

Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "LatchedT38Ip".

■ The maximum number of characters for syslog tabular alignment is
20.

Latched T38
Port

[634]

Displays the latching of a new T.38 stream (new port). The field is an
integer 0 to 0xFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC CDRs ("MEDIA_END" CDR Report
Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "LatchedT38Port".

■ The maximum number of characters for syslog tabular alignment is
15.

Leg ID

[310]

Displays the unique ID of the call leg within a specific call session. The
field is an integer.

A basic SBC call consists of two legs (incoming and outgoing) and thus,
two leg IDs are generated for the session, one for each leg.

A basic Gateway call consists of only one leg ID.

For each new call, the device assigns leg ID "1" to the first leg. The
device then increments the leg ID for subsequent legs according to the
leg sequence in the call session.

For example, the device generates leg ID "1" for the SBC incoming leg
and leg ID "2" for the SBC outgoing leg. If the call is transferred, the
device generates leg ID "3" for the leg belonging to the call transfer
target. Another example is a call forking session where the leg ID
sequence may be as follows: incoming leg is "1", outgoing leg to user's
office phone is "2" and outgoing leg to the user's mobile phone is "3". If
the call is then transferred, the leg ID for the transfer leg is "4".

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and media, and Gateway
CDRs ("CALL_START", "CALL_CONNECT" and "CALL_END" CDR
Report Types).

■ The default field title is "LegId".

■ The maximum number of characters for syslog tabular alignment is
5.
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Field Description

Local Input
Octets

[606]

Displays the local input octets (bytes).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is empty for RADIUS (ACCT_INPUT_OCTETS
standard ID 42).

■ The maximum number of characters for syslog tabular alignment is
10.

Local Input
Packets

[604]

Displays the number of packets received by the device. The field is an
integer from 0 to 0XFFFFFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "InPackets" for syslog and Local Storage, and
empty for RADIUS (ACCT_INPUT_PACKETS).

■ The maximum number of characters for syslog tabular alignment is
10.

Local Jitter

[610]

Displays the RTP jitter. The field is an integer from 0 to 40000 samples (-
1 if unavailable).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RTPjitter".

■ The maximum number of characters for syslog tabular alignment is
9.

Local MOS CQ

[627]

Displays the local MOS for conversation quality. The field is an integer
from 10 to 46 (127 if information is unavailable).

Note:

■ By default, the field is included in the CDR.
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Field Description

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "LocalMosCQ".

■ The maximum number of characters for syslog tabular alignment is
10.

Local Output
Octets

[607]

Displays the local output octets (bytes).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is empty for RADIUS (ACCT_OUTPUT_ OCTETS
standard ID 43).

■ The maximum number of characters for syslog tabular alignment is
10.

Local Output
Packets

[605]

Displays the number of packets sent by the device. The field is an
integer from 0 to 0XFFFFFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "OutPackets" for syslog and Local Storage,
and empty for RADIUS (ACCT_OUTPUT_PACKETS standard ID 48).

■ The maximum number of characters for syslog tabular alignment is
10.

Local Packet
Loss

[608]

Displays the number of packets lost of the entire stream. The field is an
integer from 0 to 0xFFFFFFFF (-1 if information is unavailable).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "PackLoss" for Gateway syslog and Local
Storage, and "LocalPackLoss" for SBC syslog.
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Field Description

■ The maximum number of characters for syslog tabular alignment is
10.

Local R Factor

[625]

Displays the local R-factor conversation quality. The field is an integer
from 0 to 120 (127 if information is unavailable).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "LocalRFactor".

■ If the RTCP XR feature is unavailable (not licensed or disabled), this
R-factor VoIP metric is not provided. Instead, the device sends the
CDR field with the value 127, meaning that information is
unavailable.

■ The maximum number of characters for syslog tabular alignment is
12.

Local Round
Trip Delay

[609]

Displays the average round-trip delay time of the entire RTP stream.
The field is an integer from 0 to 10000 ms (-1 if information is
unavailable).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RTPdelay".

■ The maximum number of characters for syslog tabular alignment is
9.

Local RTP IP

[620]

Displays the local RTP IP address.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_START" and
"MEDIA_END" CDR Report Types) and Gateway CDRs ("CALL_
CONNECT" and "CALL_END" CDR Report Types).

■ The default field title is "LocalRtpIp".

■ The maximum number of characters for syslog tabular alignment is
20.
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Field Description

Local RTP Port

[621]

Displays the local RTP port. This field is an integer from 0 to 0xFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_START" and
"MEDIA_END" CDR Report Types) and Gateway CDRs ("CALL_
CONNECT" and "CALL_END" CDR Report Types).

■ The default field title is "LocalRtpPort".

■ The maximum number of characters for syslog tabular alignment is
15.

Local SSRC
Sender

[611]

Displays the local RTP synchronization source (SSRC). The field is an
integer from 0 to 0XFFFFFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RTPssrc" for Gateway syslog  and Local
Storage, and "TxRTPssrc" for SBC syslog.

■ The maximum number of characters for syslog tabular alignment is
14.

Media List [819] Displays all the media types (e.g., "audio", "text", "msrp", and "video")
that was used for the call session. The field is a string.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table.

■ The field is applicable only to SBC signaling CDRs ("CALL_END" CDR
Report Type).

■ The maximum number of characters for syslog tabular alignment is
40.

Media Realm ID

[427]

Displays the Media Realm ID. The field is an integer.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
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Field Description

CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

Media Realm
Name

[428]

Displays the Media Realm name. The field is a string of up to 40
characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "MediaRealmId (name)".

■ The maximum number of characters for syslog tabular alignment is
32.

Media Type

[304]

Displays the media type (e.g., "audio", "text", or "video").

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media and GatewayCDRs ("CALL_
END" and "MEDIA_END" CDR Report Type).

■ The default field title is "MediaType".

■ The maximum number of characters for syslog tabular alignment is
10.

Metering Pulses
Generated

[504]

Displays the number of generated metering pulses.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs ("CALL_END" CDR
Report Types).

■ The default field title is "MeteringPulses".

■ The maximum number of characters for syslog tabular alignment is
20.

Module And
Port

[521]

Displays the module and port used.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the Gateway CDR Format table.
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Field Description

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "End Point" in the Web Gateway CDR History
table.

■ The maximum number of characters for syslog tabular alignment is
15.

Packet Interval

[602]

Displays the coder packet interval. The field is an integer from 10 to 200
ms.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRS ("MEDIA_START",
"MEDIA_UPDATE" and "MEDIA_END" CDR Report Types) and
Gateway CDRs ("CALL_CONNECT" and "CALL_END" CDR Report
Types).

■ The default field title is "Intrv".

■ The maximum number of characters for syslog tabular alignment is
5.

Payload Type

[603]

Displays the RTP payload type. The field is an integer, for example:

■ "0" for G.711 U-law

■ "8" for G.711 A-law

■ "18" for G.729

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRS ("MEDIA_START",
"MEDIA_UPDATE" and "MEDIA_END" CDR Report Types) and
Gateway CDRs ("CALL_CONNECT" and "CALL_END" CDR Report
Types).

■ The maximum number of characters for syslog tabular alignment is
5.

Proxy Set ID

[424]

Displays the Proxy Set ID.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
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Field Description

Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
10.

Proxy Set Name

[438]

Displays the Proxy Set name. The field is a string of up to 40 characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "ProxySetId (name)".

■ The maximum number of characters for syslog tabular alignment is
32.

PSTN
Termination
Reason

[520]

Displays the Q.850 protocol termination reason. The field is an integer
from 0 to 127.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs ("CALL_END" CDR
Report Types).

■ The default field title is "PstnTermReason".

■ The maximum number of characters for syslog tabular alignment is
14.

RADIUS Call ID

[307]

Displays the RADIUS call ID.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC and GatewayRADIUS CDRs (all
CDR Report Types).

■ The default field title is "h323-conf-id=" in RADIUS CDRs.

■ The maximum number of characters for syslog tabular alignment is
50.

Redirect Displays the redirect phone number before manipulation, if any.
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Field Description

Number Before
Manipulation

[514]

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the Gateway CDR Format table.

■ The field is applicable only to Gateway CDRs ("CALL_END" CDR
Report Types).

■ The default field title is "RedirectNumBeforeMap'.

■ The maximum number of characters for syslog tabular alignment is
20.

Redirect
Number Plan

[527]

Displays the redirect Numbering Plan Identification (NPI).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the Gateway CDR Format table.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

Redirect
Number Type

[526]

Displays the redirect Type of Number (TON).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the Gateway CDR Format table.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

Redirect
Number

[515]

Displays the original redirect number (before manipulation, if any).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs ("CALL_END" CDR
Report Types).

■ The default field title is "RedirectPhonNum".

■ The maximum number of characters for syslog tabular alignment is
20.

Redirect Reason

[414]

Displays the reason for the call redirection. The field is an integer of up
to 15 digits:
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■ "-1": Not relevant

■ "0": Unknown reason

■ "1": Call forward busy (CFB)

■ "2": Call forward no reply (CFNR)

■ "3": Call forward network busy

■ "4": Call deflection

■ "5": Immediate call deflection

■ "6": Mobile subscriber not reachable

■ "9": DTE out of order

■ "10": Call forwarding DTE

■ "13": Call transfer

■ "14": Call pickup

■ "15": Call systematic or call forward unconditional (CFU)

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs
("CALL_END" CDR Report Types).

■ The default field title is "RedirectReason".

■ The maximum number of characters for syslog tabular alignment is
15.

Redirect URI
Before
Manipulation

[805]

Displays the original call redirect URI (username@host) before
manipulation, if any. The field is a string of up to 150 characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling CDRs ("CALL_END" CDR
Report Types).

■ The default field title is "RedirectURINumBeforeMap".

■ The maximum number of characters for syslog tabular alignment is
41.

Redirect URI

[804]

Displays the original call redirect URI (username@host) after
manipulation, if any. The field value is a string of up to 150 characters.
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Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling CDRs ("CALL_END" CDR
Report Types).

■ The default field title is "RedirectURINum".

■ The maximum number of characters for syslog tabular alignment is
41.

Release Time

[413]

Displays the date and time the call ended (disconnected). The field is a
string of up to 35 characters and presented in the following format:
<hh:mm:ss:ms> UTC <DDD> <MMM> <DD> <YYYY>. For example,
"17:00:55.002 UTC Thu Dec 14 2017".

Note:

■ To configure the time zone string (e.g., "UTC" - default, "GMT+1"
and "EST"), use the TimeZoneFormat parameter.

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs
("CALL_END" CDR Report Types).

■ The default field title is "ReleaseTime" for syslog, "h323-disconnect-
time=" for RADIUS, and "Call End Time" in the Web SBC CDR History
table and Web Gateway CDR History table.

■ The maximum number of characters for syslog tabular alignment is
35.

Remote Input
Octets

[614]

Displays the remote input octets (bytes).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The maximum number of characters for syslog tabular alignment is
10.

Remote Input
Packets

[612]

Displays the number of packets that the remote side reported it
received. The field is an integer from 0 to 0XFFFFFFFF.

Note:
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Field Description

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The maximum number of characters for syslog tabular alignment is
10.

Remote IP

[404]

Displays the remote SIP IP address.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs
("CALL_START", "CALL_CONNECT", and "CALL_END" CDR Report
Types).

■ The field is applicable to syslog, RADIUS, Local Storage, and Web
History CDRs.

■ The default CDR title is "Remote IP" in the Web SBC CDR History
table and Web Gateway CDR History table.

■ The maximum number of characters for syslog tabular alignment is
20.

Remote Jitter

[618]

Displays the remote RTP jitter. The field is an integer from 0 to 40000
samples (-1 if unavailable).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The maximum number of characters for syslog tabular alignment is
9.

Remote MOS
CQ

[628]

Displays the remote MOS for conversation quality. The field is an
integer from 10 to 46 (127 if information is unavailable).

Note:

■ By default, the field is included in the CDR.
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Field Description

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RemoteMosCQ".

■ The maximum number of characters for syslog tabular alignment is
11.

Remote Output
Octets

[615]

Displays the remote output octets (bytes).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The maximum number of characters for syslog tabular alignment is
10.

Remote Output
Packets

[613]

Displays the number of packets received by the device. The field is an
integer from 0 to 0XFFFFFFFF.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The maximum number of characters for syslog tabular alignment is
10.

Remote Packet
Loss

[616]

Displays the number of packets lost of the entire remote stream. The
field is an integer from 0 to 0xFFFFFFFF (-1 if information is unavailable).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RemotePackLoss".

■ The maximum number of characters for syslog tabular alignment is
14.

Remote Port Displays the remote SIP port. This field is an integer from 0 to 0xFFFF.
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Field Description

[407] Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs
("CALL_START", "CALL_CONNECT", and "CALL_END" CDR Report
Types).

■ The maximum number of characters for syslog tabular alignment is
5.

Remote R
Factor

[626]

Displays the remote R-factor conversation quality. The field is an integer
from 0 to 120 (127 if information is unavailable).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RemoteRFactor".

■ If the RTCP XR feature is unavailable (not licensed or disabled), this
R-factor VoIP metric is not provided. Instead, the device sends the
CDR field with the value 127, meaning that information is
unavailable.

■ The maximum number of characters for syslog tabular alignment is
13.

Remote Round
Trip Delay

[617]

Displays the average round-trip delay time of the remote RTP stream.
The field is an integer from 0 to 10000 ms (-1 if information is
unavailable).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The maximum number of characters for syslog tabular alignment is
9.

Remote RTP IP

[622]

Displays the remote RTP IP address.

Note:

■ By default, the field is included in the CDR.
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Field Description

■ The field is applicable only to SBC media CDRs ("MEDIA_START",
"MEDIA_UPDATE" and "MEDIA_END" CDR Report Types) and
Gateway CDRs ("CALL CONNECT" and "CALL_END" CDR Report
Types).

■ The default field title is "RtpIp" for syslog Signaling and Local
Storage, "RemoteRtpIp" for syslog Media, and "h323-remote-
address=" for RADIUS.

■ The maximum number of characters for syslog tabular alignment is
20.

Remote RTP
Port

[623]

Displays the remote RTP port. This field is an integer from 0 to 0xFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_START",
"MEDIA_UPDATE" and "MEDIA_END" CDR Report Types) and
Gateway CDRs ("CALL CONNECT" and "CALL_END" CDR Report
Types).

■ The default field title is ""Port" for syslog Signaling and
"RemoteRtpPort" for syslog Media.

■ The maximum number of characters for syslog tabular alignment is
5.

Remote SIP
User Agent

[818]

Displays the remote SIP User-Agent header value.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table.

■ The field is applicable only to SBC signaling ("CALL_START", "CALL_
CONNECT" and "CALL_END" CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
41.

Remote SSRC
Sender

[619]

Displays the remote (sender) RTP synchronization source (SSRC). The
field is an integer from 0 to 0XFFFFFFFF.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC media CDRs ("MEDIA_END" CDR
Report Type) and Gateway CDRs ("CALL_END" CDR Report Type).

■ The default field title is "RemoteRTPssrc" for Gateway syslog and
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Field Description

"RxRTPssrc" for SBC syslog Media.

■ The maximum number of characters for syslog tabular alignment is
14.

Report Type

[303]

Displays the type of CDR report. The field is a string:

■ "CALL_START": The CDR is sent upon an INVITE message.

■ "CALL_CONNECT": The CDR is sent upon a 200 OK response.

■ "CALL_END": The CDR is sent upon a BYE message.

■ "DIALOG_START": The CDR is sent upon the start of a non-INVITE
session (only when enabled, using the EnableNonCallCdr
parameter).

■ "DIALOG_END": The CDR is sent upon the end of a non-INVITE
session (only when enabled, using the EnableNonCallCdr
parameter).

■ "DIALOG_CONNECT ": The CDR is sent upon establishment of a non-
INVITE session (only when enabled, using the EnableNonCallCdr
parameter).

■ "MEDIA_START": The CDR is sent upon 200 OK response or early
media

■ "MEDIA_UPDATE": The CDR is sent upon a re-INVITE message

■ "MEDIA_END": The CDR sent is upon a BYE message

Note:

■ By default, the field is included in the CDR.

■ The field is applicable to SBC media and signaling, and Gateway
CDRs.

■ The default field title is "GWReportType" for Gateway syslog and
Local Storage, "SBCReportType" for SBC syslog and Local Storage,
and "MediaReportType" for SBC syslog Media.

■ The maximum number of characters for syslog tabular alignment is
15.

RTP IP DiffServ

[624]

The field displays the RTP IP DiffServ. The valid value is an integer from
0 to 63.

Note:

■ By default, the field is included in the CDR.
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Field Description

■ The field is applicable only to SBC media CDRs ("MEDIA_START",
"MEDIA_UPDATE" and "MEDIA_END" CDR Report Types) and
Gateway CDRs ("CALL CONNECT" and "CALL_END" CDR Report
Types).

■ The default field title is "TxRTPIPDiffServ".

■ The maximum number of characters for syslog tabular alignment is
15.

Session ID

[302]

Displays the unique session ID. The field value is a string of up to 24
characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable to SBC media and signaling, and Gateway
CDRs (all CDR Report Types).

■ The default field title is "SessionId".

■ The maximum number of characters for syslog tabular alignment is
24.

Setup Time

[411]

Displays the date and time that the call was setup. The field value is a
string of up to 35 characters and presented in the following format:

<hh:mm:ss:ms> UTC <DDD> <MMM> <DD> <YYYY>. For example,
"17:00:49.052  UTC Thu Dec 14 2017"

Note:

■ To configure the time zone string (e.g., "UTC" - default, "GMT+1",
and "EST"), use the TimeZoneFormat parameter.

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "SetupTime"" for syslog and Local Storage,
and "h323-setup-time=" for RADIUS.

■ The maximum number of characters for syslog tabular alignment is
35.

Signaling IP
DiffServ

[422]

Displays the signaling IP DiffServ. The field value is an integer of up to
15 digits.

Note:

■ By default, the field is included in the CDR.
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■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "TxSigIPDiffServ".

■ The maximum number of characters for syslog tabular alignment is
15.

SIP Interface ID

[420]

Displays the SIP Interface table row index (integer).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
5.

SIP Interface
Name

[433]

Displays the SIP Interface name. The field value is a string of up to 40
characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).

■ The default field title is "SIPInterfaceId (name)".

■ The maximum number of characters for syslog tabular alignment is
32.

SIP Local Tag

[445]

Displays the 'tag' parameter of the SIP From / To headers that is
generated by the device in the outgoing SIP message. The field value is
a string of up to 100 characters.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable to all CDR Report Types, but it may not be
added to some Report Types in all call scenarios.

■ The field is applicable only to SBC signaling and GatewayCDRs.

■ The maximum number of characters for syslog tabular alignment is
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20.

SIP Method

[806]

Displays the SIP message type (method). The field value is a string of up
to 10 characters:

■ "INVITE"

■ "OPTIONS"

■ "REGISTER"

■ "NOTIFY"

■ "INFO"

■ "SUBSCRIBE"

■ "MESSAGE"

■ "BENOTIFY"

■ "SERVICE"

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling CDRs (all CDR Report
Types).

■ The default field title is "SIPMethod".

■ The maximum number of characters for syslog tabular alignment is
10.

SIP Remote Tag

[446]

Displays the 'tag' parameter of the SIP From / To headers that is
received by the device in the incoming SIP message. The field value is a
string of up to 100 characters.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table and Gateway CDR
Format table.

■ The field is applicable to all CDR Report Types, but it may not be
added to some Report Types in all call scenarios.

■ The field is applicable only to SBC signaling and GatewayCDRs.

■ The maximum number of characters for syslog tabular alignment is
20.

SIP Termination Displays the description of the SIP call termination reason. The field
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Description

[430]

value is a string of up to 70 characters and is set to one of the following:

■ SIP Reason header, if exists, for example: SIP ;cause=200 ;text="Call
completed elsewhere".

■ If no SIP Reason header exists, the description is taken from the
reason text, if exists, of the SIP response code, for example: "417
Unknown Resource-Priority".

■ If no reason text exists in the SIP response code, the description is
taken from an internal SIP response mapping mechanism. For
example, if the device receives a SIP response "422", it sends in the
CDR "422 Session Interval Too Small method" as the description.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs
("CALL_END" CDR Report Types).

■ The default field title is "SipTermDesc".

■ The maximum number of characters for syslog tabular alignment is
26.

SIP Termination
Reason

[429]

Displays the SIP reason for call termination. The field value is a string of
up to 12 characters and is set to one of the following:

■ "BYE"

■ "CANCEL"

■ SIP error codes (e.g., "404")

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs
("CALL_END" CDR Report Types).

■ The default field title is "SIPTrmReason".

■ The maximum number of characters for syslog tabular alignment is
12.

Source Host
Before
Manipulation

[814]

Displays the original source hostname (before manipulation, if any).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table.
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Field Description

■ The field is applicable only to SBC signaling CDRs (all CDR Report
Types).

■ The maximum number of characters for syslog tabular alignment is
20.

Source Host
Name Before
Manipulation

[516]

Displays the original source hostname (before manipulation, if any).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "SrcHostBeforeMap".

■ The maximum number of characters for syslog tabular alignment is
20.

Source Host
Name

[517]

Displays the source hostname (after manipulation, if any).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "SrcHost".

■ The maximum number of characters for syslog tabular alignment is
20.

Source Host

[812]

Displays the source hostname (after manipulation, if any).

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table.

■ The field is applicable only to SBC signaling CDRs (all CDR Report
Types).

■ The maximum number of characters for syslog tabular alignment is
20.

Source IP

[402]

Displays the source IP address. The field value is a string of up to 20
characters.

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to SBC signaling and GatewayCDRs (all
CDR Report Types).
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■ The default field title is "SourceIp".

■ The maximum number of characters for syslog tabular alignment is
20.

Source Number
Before
Manipulation

[506]

Displays the source number (before manipulation, if any).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "SrcNumBeforeMap" for syslog, and "Caller"
for Web CDR History.

■ The maximum number of characters for syslog tabular alignment is
20.

Source Number
Plan

[509]

Displays the source Numbering Plan Identification (NPI).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "NPI".

■ The maximum number of characters for syslog tabular alignment is
5.

Source Number
Type

[508]

Displays the source Type of Number (TON).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "TON".

■ The maximum number of characters for syslog tabular alignment is
5.

Source Number

[507]

Displays the source number (after manipulation).

Note:

■ By default, the field is included in the CDR.

■ The field is applicable only to Gateway CDRs (all CDR Report Types).

■ The default field title is "SrcPhoneNum" for syslog and Local
Storage, and "" for RADIUS (A_CALLING_STATION_ID).
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■ The field is applicable only to SBC signaling ("CALL_CONNECT" and
"CALL_END" CDR Report Types).

■ The maximum number of characters for syslog tabular alignment is
71.

Released From
IP

[824]

Displays if the call was terminated by the device (i.e., internal reason,
for example, register user not found), or by the callee or called party.
The field is a string:

■ "Yes" = Call was terminated by the callee or called party.

■ "No" = Call was terminated by the device.

Note:

■ The field is optional. You can include it in the CDR by CDR
customization using the SBC CDR Format table.

■ The field is applicable only to SBC signaling CDRs ("CALL_END" CDR
Report Type).

Customizing CDRs for Gateway Calls

The Gateway CDR Format table lets you configure CDR customization rules for Gateway-related
CDRs that are generated by the device for the following:

■ CDRs (media and SIP signaling) sent in syslog messages. For CDRs sent in syslog messages,
you can customize the name of CDR fields. You can configure up to 128 Syslog CDR
customization rules.

■ CDRs related to RADIUS accounting and sent in RADIUS accounting request messages. For
RADIUS accounting CDRs, you can customize the RADIUS Attribute's prefix name and ID, for
standard RADIUS Attributes and vendor-specific RADIUS Attributes (VSA). For example,
instead of the default VSA name, "h323-connect-time" with RADIUS Attribute ID 28, you
can change the name to "Call-Connect-Time" with ID 29. You can configure up to 40
RADIUS-accounting CDR customization rules. For more information on RADIUS accounting,
see Configuring RADIUS Accounting.

■ CDRs stored locally on the device. For local storage of CDRs, you can customize the name of
CDR fields. You can configure up to 64 locally-stored CDR customization rules. For more
information on local storage of CDRs, see Storing CDRs on the Device.

■ CDRs (signaling only) sent to the REST server in JSON format using the device's REST API.
You can configure up to 64 JSON CDR customization rules. For more information on CDRs
and REST, see Configuring CDR Reporting to REST Server on page 1513.

Customizing the CDR means the following:
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Parameter Description

parameter) listed below and then apply your rule (Click
Apply), the device automatically replaces the value with
the RADIUS Attribute's ID according to the RFC:

✔ Destination Number: 30

✔ Source Number: 31

✔ Accounting Status Type: 40

✔ Local Input Octets: 42

✔ Local Output Octets: 43

✔ Call Duration: 46

✔ Local Input Packets: 47

✔ Local Output Packets: 48

If you configure the value to 0 and the RADIUS Attribute
is not any of the ones listed above, the configuration is
invalid.

Customizing CDRs for SBC Calls and Test Calls

The SBC CDR Format table lets you customize CDRs for SBC calls and CDRs for Test Calls that are
generated by the device for the following CDR types:

■ CDRs for SIP signaling or media sent in syslog messages. For CDRs sent in syslog messages,
you can customize the name of the CDR field. You can configure up to 128 Syslog CDR
customization rules.

■ CDRs for RADIUS accounting and sent in RADIUS accounting request messages. For RADIUS
accounting CDRs, you can customize the RADIUS Attribute's prefix name and RADIUS
Attribute's ID, for standard RADIUS Attributes and vendor-specific RADIUS Attributes (VSA).
For example, instead of the default VSA name "h323-connect-time" with RADIUS Attribute
ID 28, you can change the name to "Call-Connect-Time" with ID 29. You can configure up to
70 RADIUS-Accounting CDR customization rules (i.e., maximum number of RADIUS
Attributes that the device can include in the CDR). For more information on RADIUS
accounting, see Configuring RADIUS Accounting.

■ CDRs stored locally on the device. For local storage of CDRs, you can customize the name of
the CDR field. You can configure up to 64 locally-stored CDR customization rules. For more
information on storing CDRs on the device, see Storing CDRs on the Device.

■ CDRs (signaling only) sent to the REST server in JSON format using the device's REST API.
You can configure up to 64 JSON CDR customization rules. For more information on CDRs
and REST, see Configuring CDR Reporting to REST Server on page 1513.

Customizing the CDR means the following:
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5. To customize call success or failure indication for the internal response 'RELEASE_
BECAUSE_CALL_TRANSFERRED' (807) before or after call connect (SIP 200 OK):

● From the 'Call Transferred before Connect' [CallTransferredBeforeConnectSuccess]
drop-down list, select Call Success if you want the device to consider the call as a
success when this response is received before call connect (SIP 200 OK).

● From the 'Call Transferred after Connect' [CallTransferredAfterConnectSuccess] drop-
down list, select Call Failure if you want the device to consider the call as a failure
when this response is received after call connect (SIP 200 OK).

Configuring RADIUS Accounting
The device supports RADIUS Accounting (per RFC 2866) and sends accounting data of SIP calls
as call detail records (CDR) to a RADIUS Accounting server. CDR-based accounting messages can
be sent upon call release, call connection and release, or call setup and release. This section
lists the CDR attributes for RADIUS accounting.

The following figure shows the interface between the device and the RADIUS server, based on
the RADIUS Accounting protocol. For each CDR that the device sends to the RADIUS server, it
sends an Accounting- Request Stop with all the CDR attributes. When the RADIUS server
successfully receives all the CDR attributes, it responds with an Accounting-Response Stop ACK
message to the device. If the device doesn't receive the Accounting-Response ACK message, it
can resend the Accounting-Request Stop with all CDR attributes again, up to a user-defined
number of re-tries (see Configuring RADIUS Packet Retransmission).

There are two types of data that can be sent to the RADIUS server. The first type is the
accounting-related attributes and the second type is the vendor specific attributes (VSA):

■ Standard RADIUS Attributes (per RFC): A typical standard RADIUS attribute is shown
below. The RADIUS attribute ID depends on the attribute.
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63 Syslog and Debug Recording
For debugging and troubleshooting, you can use the device's syslog and/or Debug Recording
capabilities:

■ Syslog: Syslog is an event notification protocol that enables a device to send event
notification messages across IP networks to event message collectors, also known as syslog
servers. The device contains an embedded syslog client, which sends error reports / events
that it generates to a remote syslog server using the IP / UDP protocol. This information is a
collection of error, warning, and system messages that records every internal operation of
the device.

■ Debug Recording: The device can send debug recording packets to a debug capturing
server. When the debug recording is activated, the device duplicates all messages that are
sent and/or received by it and then sends them to an external server defined by IP address.
The debug recording can be done for different types of traffic such as RTP/RTCP, T.38,
ISDN, CAS, and SIP. Debug recording is used for advanced debugging when you need to
analyze internal messages and signals. Debug recording is also useful for recording network
traffic in environments where hub or port mirroring is unavailable and for recording
internal traffic between two endpoints on the same device.

NOTE

You can include syslog messages in debug recording (see Configuring Log Filter Rules).

Configuring Logging Filter Rules
The Logging Filters table lets you configure up to 60 rules for filtering debug recording packets,
syslog messages, and Call Detail Records (CDR). The logging filter determines the calls for which
you want to generate the log. For example, you can add a rule to generate syslog messages only
for calls belonging to IP Groups 2 and 4, or for calls belonging to all IP Groups except IP Group 3.

You can also configure logging filters for generating CDRs only and saving them on the device
(local storage). Debug recording logging filters can include signaling information (such as SIP
messages), syslog messages, PSTN traces (ISDN and CAS), CDRs, media (RTP, RTCP, and T.38),
and pulse-code modulation (PCM) of voice signals from and to the TDM.

You can configure the following special logging filters for OVOC:

■ You can filter logged SIP messages that the device sends to OVOC so that OVOC can display
SIP call dialog sessions as SIP call flow diagrams (SIP ladder).

■ You can filter Quality of Experience (voice metrics in CDRs) reports that the device sends to
OVOC.

If you don't configure any rules in the Logging Filters table and you have globally enabled debug
recording (by configuring the Debug Recording server's address - see note below), syslog (global
parameter - see note below), and/or CDR generation (global parameter for enabling syslog - see
note below), logs are generated for all calls. Therefore, the benefit of logging filters is that it
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■ ip.dst==10.8.0.1/16

■ ip.addr==10.8.6.40

■ ipv6.addr==2001:0db8:85a3:0000:0000:8a2e:0370:7334

■ ipv6.src==2001:db8:abcd:0012::0/64

For conditions requiring the "or" / "||" expression, add multiple rows in the Logging Filters
table. For example, the Wireshark condition "ip.src == 1.1.1.1 or ip.src == 2.2.2.2" and "ip.dst ==
3.3.3.3" can be done by adding two rows in the table, where the 'Value' parameter of each row
has the following value:

■ Index #0: 'Value' parameter is configured to "ip.src == 1.1.1.1 and ip.dst == 3.3.3.3"
(without apostrophes)

■ Index #1: 'Value' parameter is configured to "ip.src == 2.2.2.2 and ip.dst == 3.3.3.3"
(without apostrophes)

NOTE

● If you leave the 'Value' parameter empty, the device records all IP traffic types.
● You can't configure the 'Value' parameter with both IPv4 and IPv6 addresses.
● You can't configure the 'Value' parameter with "ip.addr" or "udp/tcp.port" together with

"ip.src/dst" or "udp/tcp.srcport/dstport". For example, the following is invalid:
ip.addr==1.1.1.1 and ip.src==2.2.2.2

● You can't configure the 'Value' parameter with "ipv6.addr" or "udp/tcp.port" together with
"ipv6.src/dst" or "udp/tcp.srcport/dstport". For example, the following is invalid:
ipv6.addr==2001:0db8:85a3:0000:0000:8a2e:0370:7334 and
ipv6.src==2001:db8:abcd:0012::0/64

Filtering IP Network Traces by Ethernet Port or VLAN

By default, when you configure a log filter (in the Logging Filters table) for filtering syslog and
debug recording messages for IP network traces ('Filter Type' parameter configured to IP
Trace), the device records (traces) all the packets received and sent on all the device's physical
Ethernet ports. However, you can change this by selecting a specific port, or VLAN ID.

➢ To filter IP network traces by Ethernet port, Ethernet Group or VLAN:

1. Make sure that you have configured a log filtering rule for IP traces in the Logging Filters
table (see Configuring Logging Filter Rules on page 1600).

2. Open the Debug Recording page (Troubleshoot tab > Troubleshootmenu > Logging folder
> Debug Recording).
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If there is no AMD detection, the AMDSignal field is shown empty (i.e. AMDSignal = ).

For more information on the AMD feature, see Answering Machine Detection (AMD).

SNMP Alarms in Syslog Messages

SNMP alerts are sent to the syslog server using the following formats:

■ Raised Alarms: RAISE-ALARM: <Alarm Name>; Textual Description: <Textual Description>;
Severity <Alarm Severity>; Source <Alarm Source>; Unique ID: <Alarm Unique ID >.

If additional information exists in the alarm, then these are also added: Additional Info1:/
Additional Info2:/ Additional Info3

The Messages’ Severity is as follows:

Table 63-5: Syslog Message Severity

ITU Perceived Severity
(SNMP Alarm’s Severity)

AudioCodes Syslog Severity

Critical RecoverableMsg

Major RecoverableMsg

Minor RecoverableMsg

Warning Notice

Indeterminate Notice

Cleared Notice

■ Cleared Alarms: CLEAR-ALARM: <Alarm Name>; Textual Description: <Textual Description>;
Severity <Alarm Severity>; Source <Alarm Source>; Unique ID: <Alarm Unique ID >; If exists
Additional Info1:/ Additional Info2:/ Additional Info3:

Enabling Syslog

To use syslog, you first need to enable it.

➢ To enable syslog:

1. Open the Logging Settings page (Troubleshoot menu > Troubleshoot tab > Logging folder >
Logging Settings).

2. From the 'Enable Syslog' drop-down list, select Enable.
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3. Click Apply.

Configuring the Primary Syslog Server Address

This section describes how to configure the "primary" syslog server to where you want the
device to send its generated syslog messages.

NOTE

● To enable the device to send syslog messages, youMUST also configure the 'VoIP
Debug Level' parameter to Basic or Detailed (see Configuring Syslog Debug Level on
page 1631).

● In addition to configuring a "primary" syslog server, you can configure "secondary"
syslog servers (see Configuring Secondary Syslog Servers on the next page). The
device sends the syslog messages to all configured servers ("primary" and
"secondary").

● Unless you configure a dedicated CDR server address (see Enabling CDR Generation
and Configuring the CDR Server Address on page 1511), the syslog server is also used
as the CDR server. The syslog server's port number, transport protocol and IP Interface
settings then also apply to the CDR server.

➢ To configure the primary syslog server address:

1. Open the Logging Settings page (Troubleshoot menu > Troubleshoot tab > Logging folder >
Logging Settings).

2. Configure the syslog address parameters:

a. From the 'Syslog Interface' drop-down list, select the IP Interface from the IP Interfaces
table (see Configuring IP Network Interfaces on page 149) for communication with the
syslog server.

b. In the 'Syslog Server IP' field [SyslogServerIP], enter the address (IPv4 or IPv6 address,
or FQDN) of the syslog server.

c. In the 'Syslog Server Port' field, enter the port of the syslog server.

NOTE

The IP address version (IPv4 or IPv6) of the IP Interface ('Syslog Interface') and the syslog
server's address ('Syslog Server IP') must be the same.

- 1621 -



CHAPTER 63 Syslog and Debug Recording Mediant 800 Gateway & E-SBC | User's Manual

3. From the 'Syslog Protocol' drop-down list, select the transport protocol. By default, the
device uses the UDP transport protocol for communication with the syslog server. You can
change this to TCP or TLS.

4. If you selected TLS as the transport protocol in the previous step, you need to select a TLS
Context from the 'Syslog TLS Context' drop-down list:

To configure TLS Contexts, see Configuring TLS Certificate Contexts on page 205.

5. Click Apply.

Configuring Secondary Syslog Servers

In addition to (or instead of) configuring a "primary" syslog server (see Configuring the Primary
Syslog Server Address on the previous page), you can use the Syslog Servers table to configure
up to four "secondary" syslog servers to where you want the device to send syslog messages.
The device sends the syslog messages to all configured servers ("primary" and "secondary").

You can also configure the device's embedded syslog (Rsyslog) client to send event logs (syslog
messages) to Apache Kafka, an open-source platform for event streaming. As a Kafka producer,
the device transmits syslog messages to the remote Kafka broker. The broker can be on a local
server or hosted on the cloud.

The Kafka broker manages one or more topics, which act like categories for classifying syslog
messages. Multiple applications or services (Kafka consumers) can subscribe to these topics and
receive the syslog messages. When multiple Kafka topics exist, you would need to configure
multiple Kafka-based syslog servers with the same address for the Kafka broker in the Syslog
Servers table. However, each syslog server would be configured with a different Kafka topic
name, and different information type and / or severity level.

NOTE

● To enable the device to send syslog messages, youMUST also configure the 'VoIP
Debug Level' parameter to Basic or Detailed (see Configuring Syslog Debug Level on
page 1631).

● The syslog servers are also used as CDR servers, unless you configure a dedicated
CDR server address as described in Enabling CDR Generation and Configuring the
CDR Server Address on page 1511.

● Configuring duplicated secondary syslog servers with the same address and port is
invalid.

● Configuring duplicated secondary syslog servers with the same address and port as the
primary syslog server is invalid.

● The syslog sequence number resets if the device restarts.
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3. Click Apply.

Configuring Syslog Debug Level

You can configure the amount of information (debug level) to include in syslog messages. You
can also enable the device to send multiple syslog messages bundled into a single packet, and
enable a protection mechanism that automatically lowers the debug level when the device's
CPU resources become low, ensuring sufficient CPU resources are available for processing voice
traffic.

➢ To configure the syslog debug level:

1. Open the Logging Settings page (Troubleshoot menu > Troubleshoot tab > Logging folder >
Logging Settings).

2. From the 'VoIP Debug Level' [GwDebugLevel] drop-down list, select the debug level of
syslog messages:

● No Debug: Disables syslog and no syslog messages are sent.

● Basic: Sends debug logs of incoming and outgoing SIP messages.

● Detailed: Sends debug logs of incoming and outgoing SIP message as well as many
other logged processes.

3. From the 'Syslog Optimization' [SyslogOptimization] drop-down list, select whether you
want the device to accumulate and bundle multiple debug messages into a single UDP
packet before sending it to a syslog server. The benefit of the feature is that it reduces the
number of UDP syslog packets, thereby improving (optimizing) CPU utilization. The size of
the bundled message is configured by the [MaxBundleSyslogLength] parameter.

4. From the 'Syslog CPU Protection' [SyslogCpuProtection] drop-down list, select whether you
want to enable the protection feature for the device's CPU resources during debug
reporting, ensuring voice traffic is unaffected. If CPU resources drop (i.e., high CPU usage)
to a critical level (user-defined threshold), the device automatically lowers the debug level
to free up CPU resources that were required for the previous debug-level functionality.
When CPU resources become available again, the device increases the debug level to its'
previous setting. For example, if you set the 'Debug Level' to Detailed and CPU resources
decrease to the defined threshold, the device automatically changes the level to Basic, and
if that is not enough, it changes the level to No Debug. Once CPU resources are returned to
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normal, the device automatically changes the debug level back to its' original setting (i.e.,
Detailed). The threshold is configured by the [DebugLevelHighThreshold] parameter.

5. Click Apply.

Reporting Management User Activities

You can enable the device to log various operations (actions) done by management users in the
device's management interfaces (e.g., Web and CLI). The actions are logged in the Activity Log
and sent in syslog messages. You can also view these logged user activities in the CLI and Web
interface (see Viewing Web User Activity Logs).

The logged actions are indicated in syslog messages with the string "Activity Log":

14:07:46.300 : 10.15.7.95 : Local 0 :NOTICE : [S=3149] [BID=3aad56:32]
Activity Log: <Message>. User: <User>. Session: <Protocol> (<IP Address>)
[Time:dd-mm@hh:mm:ss.sss]

Where:

■ <Message> describes the performed action.

■ <User> is the username of the user (e.g., "Admin") that performed the action.

■ <Protocol> is the protocol that was used to access the management interface (e.g., Web or
Telnet).

■ <IP Address> is the IP address of the client PC from where the user accessed the device's
management interface.

■ Time is the date and time that the action was performed.

The device can report the following types of user activities:

■ Modifications of individual parameters, for example:

16:19:24.983 10.15.7.96 local0.notice [S=7] [BID=5b1035:7] Activity Log:
No Answer Timeout [sec] was changed from '600' to '550'. User: Admin.
Session: WEB (10.13.2.3) [Time:07-09@16:39:22.736]

■ Modifications of table fields, and addition and deletion of table rows, for example:

16:22:54.287 10.15.7.96 local0.notice [S=16] [BID=5b1035:7] Activity Log:
Classification - remove line 2. User: Admin. Session: HTTP (10.13.2.3)
[Time:07-09@16:39:22.736]

16:22:54.287 10.15.7.96 local0.notice [S=16] [BID=5b1035:7] Activity Log:
Local Users Table row 1 (MyUser) - 'User Level' was changed from
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Field Description

“Usage [%]” Percentage of time of monitored period that the task utilized
CPU.

“Total [ms  (%)]” Total time (in msec) and percentage that task utilized CPU
during entire period.

“peak [ms]” Maximum lasting time (msec) that the task utilized CPU during
the period.

“#Switch” Context switch time - number of consecutive periods that were
allocated for this task.

Statistics per CPU core

"CPU#" Index of the CPU core.

"User" Percentage of CPU utilization that occurred while executing at
the user level (application).

"Nice" Percentage of CPU utilization that occurred while executing at
the user level with nice priority (Linux systems).

"System" Percentage of CPU utilization that occurred while executing at
the system level (kernel).

"Idle" Percentage of time that the CPU was idle (%) during which no
tasks were using the CPU core.

"IOWait" Percentage of time that the CPU was idle (5) during which tasks
were using the CPU core.

"IRQ" IRQ time (in percentage).

"SoftIRQ" SoftIRQ time (in percentage%).

Packet Loss Indication in Syslog

The device reports packet loss (PL) of incoming (Rx) RTP media streams (calls) in 15-second
intervals. The device obtains packet loss statistics from the RTCP of the RTP streams. When
packet loss occurs in the 15-second interval, at the end of the interval the device sends a syslog
message with Warning severity level, indicating this packet loss. The syslog indicates the
number of calls that experienced packet loss per packet loss range (in percentage) during the
interval. It also indicates the number of calls that didn't have packet loss. If no packet loss
occurred in all the RTP streams in the 15-second interval, no syslog message is sent.
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Below shows an example of a syslog message sent when packet loss occurred in the 15-second
interval. This syslog indicates that 6 calls were active during the interval. One call had no packet
loss, 3 calls had 1 to 2% packet loss, and 2 calls had 5 to 100% packet loss:

16:47:13.921 192.168.8.70 local0.warn [S=2116] [BID=884772:92] Packets-Loss
report [PL range]=#media-legs: [No PL]=1, [up to 0.5%]=0, [0.5% - 1%]=0, [1% -
2%]=3, [2% - 5%]=0, [5% - 100%]=2 [[Time:28-12@00:40:18.550|time:28-
12@00:40:18.550]]

Below shows the default packet-loss ranges in the syslog:

■ [No PL]: Indicates the number of calls without packet loss.

■ [up to 0.5%]: Indicates the number of calls with up to 0.5% packet loss. This packet loss
typically has no effect on voice quality.

■ [0.5% - 1%]: Indicates the number of calls with 0.5 to 1% packet loss. This packet loss
typically has no effect on voice quality.

■ [1% - 2%]: Indicates the number of calls with 1 to 2% packet loss. This packet loss may
affect voice quality for calls using certain vocoders.

■ [2% - 5%]: Indicates the number of calls with 2 to 5% packet loss. This packet loss affects
voice quality and typically indicates a network problem.

■ [5% - 100%]: Indicates the number of calls with 5 to 100% packet loss. This packet loss
affects voice quality and typically indicates a network problem.

You can change these packet-loss ranges, using the [PLThresholdLevelsPerMille] parameter. For
more information, see Syslog, CDR and Debug Parameters on page 1774.

NOTE

● The packet loss report in the syslog message should be carefully considered. For
example, for calls that are opened and then closed during the 15-second interval, packet
loss statistics may be misleading due to insufficient packets for accurate calculation.
Therefore, if the syslog message shows very few calls in the high packet-loss ranges,
then you should probably ignore them as it might be due to this scenario. On the other
hand, if there is a large number of calls falling into these high packet-loss ranges, then it
probably indicates network problems.

Configuring Debug Recording
This section describes how to configure debug recording and how to collect debug recording
packets.

NOTE

For a detailed description of the debug recording parameters, see Syslog, CDR and Debug
Parameters.
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NOTE

● The IP version (IPv4 or IPv6) of the 'Destination IP Address' and 'Interface Name' fields
must be the same.

● You can configure the 'Interface Name' field with any IP Interface type (OAMP, Media, or
Control), as long as the IP version is the same as the address configured in the
'Destination IP Address' field. By default, the device uses the IPv4 OAMP interface.

● By default, if you configure an address in the 'Destination IP Address' field without
configuring the 'Interface Name' field, the device uses the OAMP interface with the same
IP version (IPv4 or IPv6) as the configured address. If no OAMP interface with the same
IP version exists, then no debug recording is sent.

Starting and Stopping Debug Recording

To activate debug recording of debug recoding rules configured in the Logging Filters table, you
need to manually start the debug recording process, as described in this section. By default,
debug recording runs for 60 minutes before automatically stopping (unless you manually stop it
before this time). You can modify this debug recording duration if needed.

NOTE

● The device does debug recording only for rules in the Logging Filters table with the
following settings:
✔ 'Mode' parameter is configured to Enable.
✔ 'Log Destination' parameter is configured to Debug Recording Server or File

Storage.
● If debug recording is currently running (i.e., was started), the device resets the debug

recording timer (to the configured maximum duration) upon the following:
✔ A new rule is added to, or an existing rule is modified in the Logging Filters table.
✔ A device restart.
✔ An HA switchover.

➢ To start debug recording:

1. Configure a debug recording rule(s) in the Logging Filters table and configure its 'Mode'
parameter to Enable (see Configuring Logging Filter Rules on page 1600).

2. Open the Debug Recording page (Troubleshoot tab > Troubleshootmenu > Logging folder
> Debug Recording).

3. Configure the maximum duration for debug recording:

a. In the 'Maximum duration' field, configure the maximum duration (in minutes) for the
debug recording process. When this timer expires, the device automatically stops
debug recording (unless you've explicitly stopped it before the timer expires).

b. Click Apply.

4. Click the Start button; the device starts debug recording and the following is displayed on
the Debug Recording page:

- 1642 -



CHAPTER 63 Syslog and Debug Recording Mediant 800 Gateway & E-SBC | User's Manual

NOTE

Make sure that you select the zipped plug-in folder that matches your computer's Windows
operating system (32-bit or 64-bit processor):
● plugins.zip: For 32-bit
● Plugins_x64.zip: for 64-bit

e. Unzip the downloaded plug-in folder; a folder containing all the plug-in files (.dll) is
created.

f. Copy all the .dll files to the plugin folder (or for Wireshark Version 3.0 or later, to
plugins\<Wireshark version>\epan) of the Wireshark installation. If the folder already
has existing .dll files with the same name, overwrite them.

3. Start your Wireshark program.

4. In the filter field, type "acdr" to view the debug recording messages.

The device adds the header "AUDIOCODES DEBUG RECORDING" to each debug recording
message, as shown below:

Storing Debug Recording Files on External Cloud Storage

You can configure the device to send and store debug recording files on an external cloud
storage platform. The external storage platform can be your Microsoft Azure Blob Storage
account (container) or AWS S3.

When you start debug recording, the device duplicates all sent and received messages. The
device writes these messages to debug recording files, which it creates and stores temporarily
in its RAM.

<Deployment ID>_<Prefix>_DR_<Serial Number>_<YYYY>_<Month>_<DD>_
<HH_MM_SS>_<Sequence>.gz

Where:
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64 Creating Core Dump and Debug Files upon Device
Crash
For debugging, you can configure the device to create a core dump file and a debug file. These
files may assist you in identifying the cause of the crash. The core dump can either be included
in or excluded from the debug file, or alternatively, sent separately to a TFTP server. You can
then provide the files to AudioCodes support team for troubleshooting.

Enabling Core Dump File Generation
You can enable the device to automatically generate a core dump file upon a device crash. The
core dump is a copy of the device's memory image at the time of the crash. The device
generates a new core dump file each time it crashes, replacing the previous core dump file (if
exists). The core dump file provides you with a powerful tool for determining the cause of the
crash.

You can also configure the device to send the core dump file to a TFTP server (defined by IP
address). If you don't configure an address, the core dump file is saved on the device's flash
memory (if it has sufficient memory). The core dump file is saved as a binary file, using the
following file name format: core_ <Device Name>_ ver_ <Firmware Version>_ mac_ <MAC
Address>_<Date>_<Time>. For example: "core_acDevice_ver_720-8-4_mac_00908F099096_1-
02-2015_3-29-29".

NOTE

● When downloading the debug file to your computer, you can also include the core dump
file, as described in Downloading the Debug (and Core Dump) File on the next page.

➢ To enable core dump file generation:

1. (Optional) Set up a TFTP server where you want the device to send the core dump file.

2. Open the Debug Files page (Troubleshoot menu > Troubleshoot tab > Debug folder >
Debug Files).

3. From the 'Enable Core Dump' drop-down list, select Enable.

4. (Optional) If you want the device to send the core dump file to a remote TFTP server, then
in the 'Core Dump Destination IP' field, enter the IP address of the remote server. If not
configured, the device saves the file on its storage memory.

5. Click Apply.
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Downloading the Debug (and Core Dump) File
You can download the debug file from the device (flash memory) and save it to a folder on your
local computer.

The device creates the debug file whenever an exception occurs. Each time the device creates a
new debug file, it overwrites the existing file. The debug file is saved as a TAR (Tape ARchive)
file (.tar), with the following filename format: debug_<Device Name>_ver_<Firmware Version>_
mac_<MAC Address>_<Date>_<Time>. For example, debug_SBC_ver_740-500-966_mac_5b-10-
35_13-3-2024_10-52-37.tar.

The debug file contains the following:

■ Exception information, indicating the specific point in the code where the crash occurred
and a list of up to 50 of the most recent SNMP alarms that were raised by the device before
it crashed.

■ Restart (reset) history, where each restart entry provides the reason of the restart (e.g.,
triggered by Web interface or was an exception), date and time the restart occurred, and
software version of the device. This information appears in the reset-history folder.

■ Latest syslog messages that were recorded prior to the crash.

■ Core dump file if all of the following conditions are met:

● You have enabled core dump generation (see Enabling Core Dump File Generation on
the previous page).

● You have not configured an IP address to send the core dump to a remote server (see
Enabling Core Dump File Generation on the previous page).

● The device has sufficient memory on its flash memory.

● You have enabled the inclusion of the core dump file in the debug file (see below
procedure).

■ Information on the Floating and Metering licenses (FloatLicense.lzma and
MeterLicense.lzma files, respectively, in the system_logs folder).

■ If the device is configured with a Client Defaults ini file, it's included in the debug file in the
Device folder (default.ini).

■ Configuration Package file (in the Device folder).

■ The debug file may include additional application-proprietary debug information.

➢ To download debug file:

1. Open the Debug Files page (Troubleshoot menu > Troubleshoot tab > Debug folder >
Debug Files), and then scroll down to the 'Save The Debug File To The PC' group:
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2. By default, the core dump file is included in the downloaded debug file. If you don't want to
include it, clear the 'Attach Core Dump File' check box.

3. Click the Save Debug File button; the device downloads the debug file to a folder on your
computer. For devices in HA mode, this button downloads the debug file of the active
device. To download the redundant device's debug file, click the Save Redundant Device's
Debug File button.

NOTE

● Downloading the debug file may take a few minutes. Depending on file size, it may even
take more than 10 minutes.

● Downloading through SFTP:
You can also download (Get) the debug file from the device through SFTP. The file is
located in the device's /debug folder. Your SFTP client needs to authenticate itself with
the SFTP server (i.e., the device). You can access the /debug folder only if you are a
Security Administrator user.
For downloading the debug file through SFTP, you need to enable SSH on the device.
The device may take a long time to prepare the debug file for SFTP transfer if it contains
much information. Some SFTP clients (for example, WinSCP and FileZilla) have a short
default connection timeout and if the file transfer is not started within this timeout, the
transfer attempt is aborted. Therefore, it's recommended to configure a longer timeout for
your SFTP client application.

Storing Debug Files on an External Cloud Storage Platform
You can store debug files generated by the device on an external cloud storage platform. The
storage platform can be one of the following:

■ Microsoft Azure Blob Storage

■ Amazon Web Services (AWS) S3

If an exception triggers a device restart, the device automatically sends the generated debug
file to the configured storage platform immediately after the restart. If the exception doesn't
trigger a restart, the device sends the debug file to the storage platform immediately after the
file is generated.
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65 Configuring External Cloud Storage for Debug
Recording and Debug Files
The External Storage table lets you configure up to two External Storage platforms for storing
the following types of files generated by the device:

■ Debug Recording files (see Configuring Debug Recording on page 1640)

■ Debug log files (see Creating Core Dump and Debug Files upon Device Crash on page 1656)

The device supports the following cloud storage platforms:

■ Microsoft Azure Blob Storage

■ Amazon Web Services (AWS) S3

After you configure the storage platform, you need to assign it to the file type you want to
store:

■ Debug Recording files: Assign the storage for Debug Recording files using the 'Debug
Recording External Storage'' parameter (see Storing Debug Recording Files on External
Cloud Storage on page 1646).

■ Debug log files: Assign the storage for Debug log files using the 'Debug File External
Storage' parameter (see Storing Debug Files on an External Cloud Storage Platform on page 
1658).

NOTE

● You can configure only one storage platform per storage type (i.e., one for Azure Blob
Storage and one for AWS S3).

● It's recommended to use separate storage platforms for Debug Recording files and
Debug log files.

● Before configuring Azure Blob Storage, make sure you have the following required
information:
✔ SAS token key
✔ URL of storage container
For more information, see Generating SAS Token for Azure Blob Storage on page 1664.

● Before configuring AWS S3 storage, make sure you have the following required
information:
✔ Bucket URL
✔ Access key ID
✔ Secret access key
For more information, see Obtaining Required Information for AWS S3 Storage on page 
1667.

● If you upgrade the device from a software version that doesn't support the External
Storage feature, any existing external storage parameter settings for Debug Recording
(i.e., parameters now obsolete) are automatically migrated to the External Storage table.
The storage entry is also automatically assigned to Debug Recording files.
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Parameter Description

[Type] ■ [1] AWS S3

'Url'
url

[Url]

Defines the URL address of the external storage
platform. The URL can include a specific directory and
folder if needed.

The URL depends on the storage type:

■ Azure Blob: The URL defines the Blob storage
container (e.g.,
https://example.blob.corewindows.net/debug).

■ AWS S3: The URL defines the bucket, region and
object (e.g., https://my-sbc-bucket.s3.eu-west-
1.amazonaws.com/debug/).

'Access Key'
access-key

[AccessKey]

Defines the access key for the external cloud storage.
The access key depends on the storage type:

■ Azure Blob: The access key defines the Shared
Access Signature (SAS) token key for the specific
Blob storage container.

■ AWS S3: The access key defines the Access Key ID.

'Secret Key'
secret-key

[SecretKey]

Defines the secret access key (private) for accessing
AWS S3.

Note: The parameter is applicable only to AWS S3.

'Network Interface Name'
network-interface-name

[InterfaceName]

Assigns an IP Interface from the IP Interfaces table
(see Configuring IP Network Interfaces on page 149)
for communication with the external cloud storage
platform.

By default, the device uses the default IPv4 OAMP IP
interface.

'TLS Context Name'
tls-context-name

[TLSContextName]

Assigns a TLS Context (certificate) for the TLS
connection with the storage platform.

By default, the device uses the default TLS Context (ID
0).

Generating SAS Token for Azure Blob Storage
If you want to use your Azure Blob Storage account as an external cloud storage platform for
debug recording or debug files generated by the device, you must generate a Shared Access
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Obtaining Required Information for AWS S3 Storage
If you want to use your AWS S3 account as an external cloud storage platform for debug files or
debug recording files generated by the device, you need to obtain the following information to
configure the device:

■ Storage URL

■ Access Key ID

■ Secret Access Key

Once you obtain this information, you can configure the storage platform in the External
Storage table. For more information, see Configuring External Cloud Storage for Debug
Recording and Debug Files on page 1662.

NOTE

This section assumes that you have an AWS S3 account and defined with a bucket.

➢ To obtain required information from AWS S3:

1. Sign in to the AWS Management Console.

2. Open the Amazon S3 console.

3. Select your bucket, and then copy the URL.
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67 Enabling SIP Call Flow Diagrams in OVOC
You can configure the device to send SIP messages (in XML format) of SIP call dialogs to
AudioCodes One Voice Operations Centers (OVOC) so that it can display the call dialog as a call
flow diagram (ladder). OVOC displays the call flow on the Call Flow page (Calls menu > Calls List
tab > select call > Show button > Call Flow tab). The call flow is displayed using vertical and
horizontal lines. The vertical lines represent the SIP entities (including the device itself) that are
involved in the dialog. The horizontal lines represent the SIP requests and responses. An
example of a SIP call flow diagram in OVOC is shown below. For more information on OVOC,
refer to the document One Voice Operations Center User's Manual.

SIP call flow diagrams may be useful for debugging and for better understanding of the SIP call.
The call flow displays all the SIP messages related to the call session, including requests (e.g.,
INVITEs) and responses (e.g., 200 OK). For SBC calls, the call flow reflects messages as sent
"over the wire" - incoming messages before manipulation and outgoing messages after
manipulation. For Gateway calls, the call flow reflects incoming messages after Pre-Parsing
Manipulation (if configured) but before general Message Manipulation, and outgoing messages
after manipulation.

➢ To configure SIP call flow support:

1. Enable the OVOC call flow feature:

a. Open the Logging Settings page (Troubleshoot menu > Troubleshoot tab > Logging
folder > Logging Settings).

b. From the 'Call Flow Report Mode' [CallFlowReportMode] drop-down list, select Enable.

2. To send call flow messages of specific calls only (e.g., for a specific IP Group), configure a
Log Filter rule:

a. Open the Logging Filters table (see Configuring Logging Filter Rules on page 1600
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68 Enabling Same Call Session ID over Multiple
Devices
You can enable the use of a Global Session ID to identify call sessions traversing multiple
devices.

The Global Session ID is a randomly assigned ID number that identifies each call session. The ID
is unique to the call session and remains the same throughout the session even if the call tra-
verses multiple devices.

The Global Session ID appears in SIP messages using the AudioCodes proprietary SIP header,
AC-Session-ID, as shown in the example below:

INVITE sip:2000@172.17.113.123;user=phone SIP/2.0
…
AC-Session-ID: 7f6941530b31d715
…

If the device receives an incoming SIP message containing the Global Session ID, it sends the
same Global Session ID in the outgoing SIP message. If the incoming SIP message doesn't con-
tain a Global Session ID or if a new session is initiated by the device, the device generates a
new, unique Global Session ID and adds it to the outgoing SIP message.

To enable the Global Session ID, use the ini file [SendAcSessionIdHeader] parameter or CLI
command configure voip > sip- definition settings > send-
acsessionid.

NOTE

● The Global Session ID is not included in syslog messages.
● By default, the device doesn't include the Global Session ID in CDRs. However, you can

customize CDRs to include it. For more information, see Customizing CDRs for Gateway
Calls on page 1570 and Customizing CDRs for SBC Calls and Test Calls on page 1576.

● The feature must be enabled on all devices through which the call traverses.
● If you disable this feature, the device sends outgoing SIP messages without a Global

Session ID (even if a Global Session ID was received in the incoming SIP message).
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74 Patterns for Denoting Phone Numbers and SIP
URIs
The table below lists the supported patterns (notations) that you can use in various
configuration tables for matching rules, based on source and/or destination phone numbers
and SIP URIs (user@host parts).

NOTE

● When configuring phone numbers in the Web interface, enter them only as digits without
any other characters. For example, if you wish to enter the phone number 555-1212,
type it as 5551212 without the hyphen (-). If the hyphen is entered, the entry is invalid.

● The comma (,) can only be used as a separator in the pattern and not as the special
comma character, in the following tables:
✔ IP-to-IP Routing table (see Configuring SBC IP-to-IP Routing Rules on page 1181)
✔ Inbound Manipulations table (see Configuring IP-to-IP Inbound Manipulations on

page 1226)
✔ Outbound Manipulations table (see Configuring IP-to-IP Outbound Manipulations on

page 1231)

Table 74-1: Supported Patterns for Phone Numbers and SIP URIs

Pattern Description

x (letter "x") Wildcard that denotes any single digit or character.

# (pound
symbol)

■ When located at the end of a pattern, it denotes the end of a
number. For example, 54324# denotes a 5-digit number that starts
with the digits 54324.

■ When located anywhere in the pattern except at the end, it is part of
the number (pound key). For example, 3#45 represents the prefix
number 3#45.

■ To denote the # key when it appears at the end of the number,
enclose it in square brackets. For example, 134[#] denotes any
number that starts with 134#.

* (asterisk
symbol)

■ When used on its own, it denotes any number or string.

■ When used as part of a number, it denotes the asterisk (*) key. For
example, *345 denotes a number that starts with *345.

$ (dollar sign) For incoming IP calls: Denotes a Request-URI that doesn't have a user
part.

For incoming Tel calls: Denotes a Tel-to-IP call that doesn't have a called
or calling number.

This pattern is used for the following matching criteria:
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75 Configuration Parameters Reference
The device's VoIP functionality configuration parameters, default values, and their descriptions
are documented in this section.

NOTE

Parameters and values enclosed in square brackets [...] represent ini file parameters and
their enumeration values.

Management Parameters
This section describes the device's management-related parameters.

General Parameters

The general management parameters are described in the table below.

Table 75-1: General Management Parameters

Parameter Description

'Web Server Name'
configure system > web >
web-hostname

[WebHostname]

Defines a hostname (FQDN) for the device's
Web interface. This can be used to access the
Web interface instead of the device's IP
address.

By default, no value is defined.

For more information, see Configuring a
Hostname for Accessing Web Interface on page 
66.

Note: If not configured, the device uses the
[Hostname] parameter.

'Enforce Web Host Name'
configure system > web >
enforce-web-host-name

[EnforceWebHostname]

Enables the enforcement of access to the
device's Web interface through a hostname
only, and blocks any attempt to access the Web
interface through the device's IP address.

■ [0] Disable = The Web interface can be
accessed through a hostname or an IP
address.

■ [1] Enable = (Default) Enforces access to the
Web interface only through a hostname if
you've configured a hostname. For more
information, see Configuring a Hostname
for Accessing Web Interface on page 66.

- 1708 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

[WebLoginBlockAutoComplete] Disables autocompletion when entering the
management login username in the 'Username'
field of the device's Web interface. Disabling
autocompletion may be useful for security
purposes by hiding previously entered
usernames and thereby, preventing
unauthorized access to the device's
management interface.

■ [0] Disable = (Default) Autocompletion is
enabled and the 'Username' field
automatically offers previously logged in
usernames.

■ [1] Enable = Autocompletion is disabled.

'Enforce Username Complexity'
configure system > users-
settings > enforce-
username-complexity

[EnforceUsernameComplexity]

Enables the enforcement of username
complexity.

■ [0] Disable (default)

■ [1] Enable

For more information, see Configuring
Username and Password Complexity on
page 62.

'Username Complexity Check By Regex'
configure system > users-
settings > username-
complexity-check-by-regex

[UsernameComplexityCheckByRegex]

Defines a username complexity policy by a
regular expression (regex).

By default, no regex is defined.

For more information, see Configuring
Username and Password Complexity on
page 62.

'Enforce Password Complexity'
configure system > users-
settings > enforce-
password-complexity

[EnforcePasswordComplexity]

Enables the enforcement of password
complexity.

■ [0] Disable (default)

■ [1] Enable

For more information, see Configuring
Username and Password Complexity on
page 62.

Note:When configuring the parameter through
the Web interface, you must refresh the Web
session by pressing the F5 key for the
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Parameter Description

is required.

'Dial Plan'

[CasTrunkDialPlanName_x]

Defines the Dial Plan name (up to 11-character strings)
per trunk.

For the ini file, the name must be enclosed by a single
quotation mark (e.g., 'dial_plan_2.dat').

Note: The x in the ini file parameter name denotes the
trunk number, where 0 is Trunk 1.

'Dial Plan File'

[DialPlanFileName]

Defines the name of the Dial Plan file.

For the ini file, the name must be enclosed by a single
quotation mark (e.g., 'dial_plan.dat').

Note: This parameter is used only for backward
compatibility. For loading (importing) Dial Plan files, use
the Dial Plan table instead (see Importing Dial Plan
Rules on page 827).

[UserInfoFileName] Defines the name of the file containing the User
Information data.

For the ini file, the name must be enclosed by a single
quotation mark (e.g., 'userinfo_us.dat').

Note: The parameter is only used for backward
compatibility.

Automatic Update Parameters

The automatic update parameters are described in the following table.

NOTE

Auxiliary file upload through TFTP is not supported in HA mode.

Table 75-8: Automatic Update of Software and Configuration Files Parameters

Parameter Description

General Automatic Update Parameters

configure system >
automatic-update > 
aupd-interface

[AUPDInterface]

Assigns an IPv4-based IP Interface (in the IP
Interfaces table - see Configuring IP Network
Interfaces on page 149) for the Auto-Update
mechanism.

By default, no value is defined (device uses the IPv4
OAMP interface).
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Parameter Description

[UserInfoFileURL] and password
('https://username:password@10.1.1.1/<file name>')
for access authentication with the server can also be
configured.

The maximum length of the URL address is 99
characters.

Example syntax:

'http://<server_name>/<filename>'
'https://<server_name>/filename>'

Note:

■ The parameter is used for backward
compatibility only. Use the [GWUserInfoFileUrl]
or [SBCUserInfoFileUrl] parameter (above)
instead.

■ When using the ini file, the value must be
enclosed by single quotation marks ('...').

configure system >
automatic-update > 
feature-key

[FeatureKeyURL]

Defines the name of the License Key file and the URL
address of the server where the file is located.
Optionally, the username and password
('https://username:password@10.1.1.1/<filename>')
for access authentication with the server can also be
configured.

Note:

■ You can use the placeholder string "<MAC>"
(case-sensitive) in the URL path and filename,
which the device replaces with its MAC address.
For more information, see MAC Address
Placeholder in Configuration File Name.

■ When using the ini file, the value must be
enclosed by single quotation marks ('...').

configure system >
automatic-update >
template-url

[TemplateUrl]

Defines the URL address in the File Template for
automatic updates, of the provisioning server where
the files to download are located. Optionally, the
username and password
('https://username:password@10.1.1.1/<filename>')
for access authentication with the server can also be
configured.
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Parameter Description

For more information, see File Template for
Automatic Provisioning.

Note:

■ You can use the placeholder string "<MAC>"
(case-sensitive) in the URL path and filename,
which the device replaces with its MAC address.
For more information, see MAC Address
Placeholder in Configuration File Name.

■ When using the ini file, the value must be
enclosed by single quotation marks ('...').

configure system >
automatic-update > 
template-files-list

[AupdFilesList]

Defines the list of file types in the File Template for
automatic updates, to download from the
provisioning server.

For more information, see File Template for
Automatic Provisioning.

configure system >
automatic-update > web-
favicon

[WebFaviconFileUrl]

Defines the name of the favicon image file and the
URL address of the server where the file is located.
This is used for the Automatic Update feature.

For more information, see Customizing the Favicon.

Note:

■ You can use the placeholder string "<MAC>"
(case-sensitive) in the URL path and filename,
which the device replaces with its MAC address.
For more information, see MAC Address
Placeholder in Configuration File Name.

■ When using the ini file, the value must be
enclosed by single quotation marks ('...').

[SBCWizardUrl]
configure system >
automatic-update > sbc-
wizard

Defines the name of the SBC Wizard configuration
template file and the URL address of the server
where the file is located. Optionally, the username
and password
('https://username:password@10.1.1.1/<filename>')
for access authentication with the server can also be
configured.

Note:

■ You can use the placeholder string "<MAC>"
(case-sensitive) in the URL path and filename,
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Parameter Description

which the device replaces with its MAC address.
For more information, see MAC Address
Placeholder in Configuration File Name.

■ When using the ini file, the value must be
enclosed by single quotation marks ('...').

[MatrixCsvFileUrl] Defines a configuration table as a Comma-Separated
Values (CSV) file and the URL address of the server
where the file is located.

The filename must include the name of the
configuration table, for example:

MatrixCsvFileUrl =
'http://www.corp.com/device_IPGroup.cvs'

You can also include in the filename the string
variable tag "MAC" (case-sensitive), which the device
automatically replaces with its MAC address, for
example:

MatrixCsvFileUrl =
'http://www.corp.com/device_<MAC>_
IPGroup.cvs'

Note:

■ The parameter is applicable only to tables that
support importing CSV files (e.g., Dial Plan table
and SBC User Information table).

■ The filename extension must be ".csv".

■ You can use the placeholder string "<MAC>"
(case-sensitive) in the URL path and filename,
which the device replaces with its MAC address.
For more information, see MAC Address
Placeholder in Configuration File Name.

■ When using the ini file, the value must be
enclosed by single quotation marks ('...').

[AUPDResetURLOnWebConfig] Determines if the URLs configured for the
[CmpFileURL] and [IniFileURL] parameters are
deleted when you restart the device with a save to
flash through the Web interface.
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Parameter Description

■ [0] = The URLs remain defined for the
parameters.

■ [1] = (Default) The URLs are deleted (as the device
assumes that you want to manually configure it
instead of using the Automatic Update
mechanism).

Note: If you have configured a URL for the
[IniFileURL] parameter, the default value of the Web
interface's 'Save to Flash' field changes to No instead
of Yes (see Restarting the Device on page 1323). This
is to make sure that you don't unintentionally save
configuration to flash when you restart the device
through the Web interface.

Networking Parameters
This subsection describes the device's networking parameters.

Ethernet Parameters

The Ethernet parameters are described in the table below.

Table 75-9: Ethernet Parameters

Parameter Description

configure voip >
media settings >
arp-manager-
timeout

[ArpManagerTimeout]

Defines the maximum duration or timeout (in seconds) that
the device waits for an Address Resolution Protocol (ARP)
reply. If no reply is received within this duration, the device
terminates the call.

The valid value is 1 to 20. The default is 3.

Note: The device first checks its internal ARP table for a MAC
address that matches the destination IP address. It only sends
an ARP request if no match is found.

Multiple VoIP Network Interfaces and VLAN Parameters

The IP network interfaces and VLAN parameters are described in the table below.
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Table 75-10:IP Network Interfaces and VLAN Parameters

Parameter Description

VLAN Parameters

[EnableNTPasOAM] Defines the application type for Network Time Protocol (NTP)
services.

■ [1] = OAMP (default)

■ [0] = Control

Note: For the parameter to take effect, a device restart is
required.

ICMP Parameters

The ICMP parameters are described in the table below.

Table 75-11:ICMP Parameters

Parameter Description

'Don't Send ICMP Unreachable Messages'
configure network > network-
settings > icmp-disable-unreachable

[DisableICMPUnreachable]

Defines if the device generates and
sends ICMP messages, if required.

■ [0] Disable = (Default) Device
sends ICMP Unreachable
messages.

■ [1] Enable = Device doesn't
send ICMP Unreachable
messages.

'Send and Receive ICMP Redirect Messages'
configure network > network-
settings > icmp-disable-redirec

[DisableICMPRedirects]

Enables sending and receiving
ICMP Redirect messages.

■ [0] Enable = (Default) Device
sends and accepts ICMP
Redirect messages.

■ [1] Disable = Device rejects
ICMP Redirect messages and
also doesn't send them.

Open Solution Network (OSN) Parameters

The OSN server parameters are described in the table below.
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Table 75-12:OSN Parameters

Parameter Description

'OSN Native VLAN ID'
configure
network >
interface osn
> native-vlan
<id>

[OSNAccessVlan]

Defines the OSN Native VLAN ID.

The valid value is 0 to 4000. The default is 0.

When configured to 0, the OSN uses the device's OAMP VLAN ID.
When configured to any other value, it specifies a VLAN ID
configured in the Ethernet Devices table and which is assigned to
a Media and/or Control application in the IP Interfaces table.

'Block OSN Port'
configure
network >
interface osn
> shutdown

[OSNBlockPort]

Enables or disables the Ethernet port of the internal switch that
interfaces with the OSN.

■ [0] Enable (default)

■ [1] Disable

configure
network >
network-
settings >
osn-internal-
vlan

[OSNInternalVLAN]

Enables a single management platform when the device is
deployed as a Survivable Branch Appliance (SBA) in a Microsoft
Skype for Business environment. It allows configuration and
monitoring of the Gateway/SBC device through the SBA
Management Interface.

■ [0] = Disable (default)

■ [1] = Enable

For more information, refer to the SBA Installation and
Maintenance Manual.

Quality of Service Parameters

The Quality of Service (QoS) parameters are described in the table below.

Table 75-13:QoS Parameters

Parameter Description

Layer-3 Class of Service (TOS/DiffServ) Parameters
CLI path: configure network > qos application-mapping

'Media Premium QoS'
media-qos

[PremiumServiceClassMediaDiffServ]

Global parameter defining the DiffServ value
for Premium Media CoS content.

You can also configure this feature per specific
calls, using IP Profiles ('RTP IP DiffServ'
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Parameter Description

parameter) or Tel Profiles ('RTP IP DiffServ'
parameter). For a detailed description of the
parameter and To configure the feature, see
Configuring IP Profiles or Configuring Tel
Profiles.

Note: If the feature is configured for a specific
profile, the device ignores this global
parameter for calls associated with the profile.

'Control Premium QoS'
control-qos

[PremiumServiceClassControlDiffServ]

Global parameter defining the DiffServ value
for Premium Control CoS content (Call Control
applications).

You can also configure the feature per specific
calls, using IP Profiles ('Signaling DiffServ'
parameter) or Tel Profiles ('Signaling DiffServ'
parameter). For a detailed description of the
parameter and To configure the feature in the
IP Profiles table, see Configuring IP Profiles or
Configuring Tel Profiles.

Note: If the feature is configured for a specific
profile, the device ignores this global
parameter for calls associated with the profile.

'Gold QoS'
gold-qos

[GoldServiceClassDiffServ]

Defines the DiffServ value for the Gold CoS
content (Streaming applications).

The valid range is 0 to 63. The default is 26.

'Bronze QoS'
bronze-qos

[BronzeServiceClassDiffServ]

Defines the DiffServ value for the Bronze CoS
content (OAMP applications).

The valid range is 0 to 63. The default is 10.

NAT and STUN Parameters

The Network Address Translation (NAT) and Simple Traversal of UDP through NAT (STUN)
parameters are described in the table below.

Table 75-14:NAT and STUN Parameters

Parameter Description

STUN Parameters

[EnableStunForward] Enables the device to forward incoming STUN packets
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(RFC 3849).

■ [0] = (Default) Disable. The device doesn't forward
received STUN packets.

■ [1] = Enable. The device forwards received STUN
packets.

Note: The parameter is applicable only to the SBC
application.

NAT Parameters

'NAT Traversal'
configure voip >
media settings >
disable-NAT-traversal

[NATMode]

Enables the NAT traversal feature for media when the
device communicates with UAs located behind NAT.

■ [0] Enable NAT Only if Necessary = NAT traversal is
performed only if the UA is located behind NAT:

✔ UA behind NAT: The device sends the media
packets to the IP address:port obtained from the
source address of the first media packet
received from the UA.

✔ UA not behind NAT: The device sends the
packets to the IP address:port specified in the
SDP 'c=' line (Connection) of the first received
SIP message.

Note: If the SIP session is established (ACK) and the
device (not the UA) sends the first packet, it sends it
to the address obtained from the SIP message and
only after the device receives the first packet from
the UA does it determine whether the UA is behind
NAT.

■ [1] Disable NAT = (Default) The device considers the
UA as not located behind NAT and sends media
packets to the UA using the IP address:port specified
in the SDP 'c=' line (Connection) of the first received
SIP message.

■ [2] Force NAT = The device always considers the UA
as behind NAT and sends the media packets to the IP
address:port obtained from the source address of
the first media packet received from the UA. The
device only sends packets to the UA after it receives
the first packet from the UA (to obtain the IP
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address).

■ [3] NAT by Signaling = The device identifies whether
or not the UA is located behind NAT based on SIP
signaling. The device assumes that if signaling is
behind NAT that the media is also behind NAT, and
vice versa.

✔ UA behind NAT: The device sends media
according to option Force NAT (2). If the 'Media
Latch Mode' parameter is configured to Strict,
the 'Media Latch Mode' parameter
automatically changes to Dynamic.

✔ UA not behind NAT: The device sends media
according to option Disable NAT (1).

Note: : This option is applicable only to SBC calls. If
the parameter is configured to this option, Gateway
calls use option Enable NAT Only if Necessary (0), by
default.

■ [4] NAT by Signaling Restricted IP = The device
identifies whether or not the UA is located behind
NAT based on SIP signaling. The device assumes that
if signaling is behind NAT that the media is also
behind NAT, and vice versa.

● UA behind NAT: The device sends media only
when the source of the media packets is the
signaling IP address (source of the INVITE). If the
'Media Latch Mode' parameter is configured to
Strict, the 'Media Latch Mode' parameter
automatically changes to Dynamic.

● UA not behind NAT: The device sends media
according to option Disable NAT (1).

Note: This option is applicable only to SBC calls.

For more information on NAT traversal, see First
Incoming Packet Mechanism.

'NAT IP Address'
configure voip > sip-
definition general-
settings > nat-ip-
addr

Defines the global (public) IP address of the device to
enable static NAT between the device and the Internet.
For more information, see Configuring a Static NAT IP
Address for All Interfaces on page 169.

Note: The parameter is applicable only to the Gateway

- 1764 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

[StaticNatIP] application.

[NATBindingDefaultTimeout] The device sends SNMP keep-alive traps periodically -
every 9/10 of the time configured by the parameter (in
seconds). Therefore, the parameter is applicable only if
you configure the [SendKeepAliveTrap] parameter to
[1].

The parameter is used to allow SNMP communication
with AudioCodes One Voice Operations Center (OVOC)
management platform, located in the WAN, when the
device is located behind NAT. It is needed to keep the
NAT pinhole open for the SNMP messages sent from
OVOC to the device.

The valid range is 0 to 2,592,000. The default is 30.

Note: For the parameter to take effect, a device restart
is required.

'SIP NAT Detection'
configure voip > sip-
definition advanced-
settings > sip-nat-
detect

[SIPNatDetection]

Enables the device to detect whether the incoming
INVITE message is sent from an endpoint located behind
NAT.

■ [0] Disable = Disables the device's NAT Detection
mechanism. Incoming SIP messages are processed as
received from endpoints that are not located behind
NAT and sent according to the SIP standard.

■ [1] Enable = (Default) Enables the device's NAT
Detection mechanism.

DNS Parameters

The Domain name System (DNS) parameters are described in the table below.

Table 75-15:DNS Parameters

Parameter Description

'Default Primary DNS Server IP'
configure network > dns settings > dns-
default-primary-server-ip

[DefaultPrimaryDnsServerIp]

Defines the address of
the default primary IPv4
DNS server.

The valid value is an IPv4
address in dotted-
decimal notation. The
default is 8.8.8.8.
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For more information,
see Configuring Default
DNS Servers on page 186.

'Default Secondary DNS Server IP'
configure network > dns settings > dns-
default-secondary-server-ip

[DefaultSecondaryDnsServerIp]

Defines the address of
the default secondary
IPv4 DNS server.

The valid value is an IPv4
address in dotted-
decimal notation. The
default is 8.8.4.4.

For more information,
see Configuring Default
DNS Servers on page 186.

'Default Primary DNS Server IPv6'
configure network > dns settings > dns-
default-primary-server-ipv6

[DefaultPrimaryDnsServerIpv6]

Defines the address of
the default primary IPv6
DNS server.

The valid value is an IPv6
address. The default is
2001:4860:4860::8888.

For more information,
see Configuring Default
DNS Servers on page 186.

'Default Primary DNS Server IPv6'
configure network > dns settings > dns-
default-secondary-server-ipv6

[DefaultSecondaryDnsServerIpv6]

Defines the address of
the default secondary
IPv6 DNS server.

The valid value is an IPv6
address. The default is
2001:4860:4860::8844.

For more information,
see Configuring Default
DNS Servers on page 186.

DHCP Parameters

The Dynamic Host Control Protocol (DHCP) parameters are described in the table below.
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Parameter Description

'Enable DHCP'

[DHCPEnable]

Enables DHCP client functionality.

■ [0] Disable (default)

■ [1] Enable

Note:

■ For the parameter to take effect, a device restart is
required.

■ For a detailed description of DHCP, see DHCP-based
Provisioning.

■ The parameter is a "hidden" parameter. Once defined
and saved to flash memory, its value doesn't revert to
default even if the parameter doesn't appear in the ini
file.

[DhcpOption160Support] Enables the use of DHCP Option 160.

■ [0] = (Default) Disable

■ [1] = Enable

For more information, see Provisioning the Device using
DHCP Option 160 on page 1394.

Note: For the parameter to take effect, a device restart is
required.

[DHCP120OptionMode] Enables the acceptance of DHCP Option 120 in DHCP
responses sent by a DHCP server.

■ [0] = DHCP Option 120 is not supported and ignored if
received in the DHCP response.

■ [1] = (Default) DHCP Option 120 is supported and if
received, the device adds the SIP server information to
the Proxy Set.

[DHCPSpeedFactor] Defines the device's DHCP renewal speed for a leased IP
address from a DHCP server.

■ [0] = Disable

■ [1] = (Default) Normal

■ [2] to [10] = Fast

When set to 0, the DHCP lease renewal is disabled.
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Otherwise, the renewal time is divided by this factor. Some
DHCP-enabled routers perform better when set to 4.

Note: For the parameter to take effect, a device restart is
required.

Clock (Date and Time) Synchronization Parameters

The device's clock synchronization parameters are described in the table below.

Table 75-17:Device Clock Synchronization Parameters

Parameter Description

NTP

Note: For more information on Network Time Protocol (NTP), see Simple Network Time
Protocol Support.

'Enable NTP'
configure system > ntp
> enable

[NTPEnable]

Enables the device (as an NTP client) to synchronize its
local clock (date and time) with an NTP server.

■ [0] Disable

■ [1] Enable (default)

'NTP Interface'
configure system > ntp
> ntp-network-
interface

[NTPInterface]

Assigns an IP Interface from the IP Interfaces table
(see Configuring IP Network Interfaces on page 149)
for NTP communication.

By default, the IPv4 OAMP interface is assigned.

Note: The IP address version (IPv4 or IPv6) of the
assigned IP Interface and the NTP server's address (see
'Primary NTP Server Address' and 'Secondary NTP
Server Address' parameters) must be the same.

'Primary NTP Server Address'
configure system > ntp
> primary-server

[NTPServerIP]

Defines the address (IPv4 or IPv6, or FQDN) of the
primary (main) NTP server. The benefit of using an
FQDN is that multiple IP addresses can be resolved
from the DNS server, providing NTP server
redundancy.

The default IP address is 0.0.0.0.

Note: The IP address version (IPv4 or IPv6) of the NTP
server's address and the assigned IP Interface (see
'NTP Interface' parameter) must be the same.

'Secondary NTP Server Address' Defines the address (IPv4 or IPv6, or FQDN) of the
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configure system > ntp
> secondary-server

[NTPSecondaryServerIP]

secondary NTP server. This NTP is used for
redundancy; if the primary NTP server fails, then this
NTP server is used.

The default IP address is 0.0.0.0.

Note: The IP address version (IPv4 or IPv6) of the NTP
server's address and the assigned IP Interface (see
'NTP Interface' parameter) must be the same.

'NTP Update Interval'
configure system > ntp
> update-interval

[NTPUpdateInterval]

Defines the time interval (in seconds) that the NTP
client requests for a time update.

The default interval is 86400 (i.e., 24 hours). The range
is 0 to 214783647.

Note: It is not recommend to set the parameter to
beyond one month (i.e., 2592000 seconds).

'NTP Authentication Key
Identifier'
auth-key-id

[NtpAuthKeyId]

Defines the NTP authentication key identifier for
authenticating NTP messages. The identifier must
match the value configured on the NTP server. The
NTP server may have several keys configured for
different clients; this number identifies which key is
used.

The valid value is 1 to 65535. The default is 0 (i.e., no
authentication is done).

'NTP Authentication Secret Key'
configure system > ntp
> auth-key-md5

[ntpAuthMd5KeyPassword]

Defines the secret authentication key shared between
the device (client) and the NTP server for
authenticating NTP messages.

The valid value is a string of up to 32 characters. By
default, no key is defined.

Note: The parameter cannot be configured with wide
characters.

Regional Clock and Daylight Saving Time

'UTC Offset'
configure system >
clock > utc-offset

[NTPServerUTCOffset]

Defines the Universal Time Coordinate (UTC) offset (in
seconds) from the local time.

The valid range is -86400 (i.e., -24 hours) to 86400
seconds (i.e., +24 hours). The default is 0.

For more information, see Configuring UTC Offset or
Time Zone on page 131.

Note: The offset setting is applied only on the hour.
For example, if you configure the parameter at 15:42,
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the device applies the setting only at 16:00.

'Daylight Saving Time'
configure system >
clock > summer-time >
summer-time

[DayLightSavingTimeEnable]

Enables daylight saving time (DST).

■ [0] Disable (default)

■ [1] Enable

For more information, see Configuring Daylight Saving
Time on page 132.

'Start Time / Day of Month Start'
configure system >
clock > summer-time >
start

[DayLightSavingTimeStart]

Defines the date and time when DST begins. This value
can be configured using any of the following formats:

■ Day of year - mm:dd:hh:mm, where:

✔ mm denotes month

✔ dd denotes date of the month

✔ hh denotes hour

✔ mm denotes minutes

For example, "05:01:08:00" denotes daylight sav-
ing starting from May 1 at 8 A.M.

■ Day of month - mm:day/wk:hh:mm, where:

✔ mm denotes month (e.g., 04)

✔ day denotes day of week (e.g., FRI)

✔ wk denotes week of the month (e.g., 03)

✔ hh denotes hour (e.g., 23)

✔ mm denotes minutes (e.g., 10)

For example, "04:FRI/03:23:00" denotes Friday,
the third week of April, at 11 P.M. The week field
can be 1-5, where 5 denotes the last occurrence of
the specified day in the specified month. For
example, "04:FRI/05:23:00" denotes the last Friday
of April, at 11 P.M.

For more information, see Configuring Daylight Saving
Time on page 132.

'End Time / Day of Month End'
configure system >
clock > summer-time >
end

Defines the date and time when DST ends. For a
description of the format of this value, see the
[DayLightSavingTimeStart] parameter.

For more information, see Configuring Daylight Saving
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[DayLightSavingTimeEnd] Time on page 132.

'Offset'
configure system >
clock > summer-time >
offset

[DayLightSavingTimeOffset]

Defines the DST offset (in minutes).

The valid range is 0 to 120. The default is 60.

For more information, see Configuring Daylight Saving
Time on page 132.

Note: The offset setting is applied only on the hour.
For example, if you configure the parameter at 15:42,
the device applies the setting only at 16:00.

Date Header Date and Time Synchronization

'Synchronize Time from SIP Date
Header'
configure system >
clock > date-header-
time-sync

[DateHeaderTimeSync]

Enables the device to obtain its date and time for its
internal clock from the SIP Date header in 200 OK
messages received in response to sent REGISTER
messages.

■ [0] Disable (default)

■ [1] Enable

For more information, see Synchronizing Date and
Time through SIP on page 130.

'Time Synchronization Interval'
configure system >
clock > date-header-
time-sync-interval

[DateHeaderTimeSyncInterval]

Defines the minimum time (in seconds) between
synchronization updates using the SIP Date header
method for clock synchronization.

The valid value range is 60 to 86,400. The default is
900.

For more information, see Synchronizing Date and
Time through SIP on page 130.

Debugging and Diagnostics Parameters
This subsection describes the device's debugging and diagnostic parameters.

General Parameters

The general debugging and diagnostic parameters are described in the table below.

Table 75-18:General Debugging and Diagnostic Parameters

Parameter Description

[LifeLineType] Defines the condition (i.e., loss of power to the device)

- 1771 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

upon which the device activates the Lifeline feature for
FXS interfaces. When the analog Lifeline is triggered,
the device automatically connects a specific FXS port,
which is connected to a "lifeline" POTS phone, to the
PSTN (or PBX). Therefore, this allows the FXS endpoint
user to continue making and receiving calls with the
PSTN despite the loss of power.

■ [0] = (Default) Lifeline is activated upon the loss of
power to the device, for example, due to a power
outage or the unplugging of the device's power
cable.

Note:

■ The parameter is applicable only to the FXS
interfaces.

■ The parameter has only one valid value.

■ For the parameter to take effect, a device restart is
required.

■ If the device is in Lifeline mode and the condition
that triggered it (e.g., a power outage) no longer
exists (e.g., power returns), the device exits Lifeline
mode and performs normal call routing.

■ For information on Lifeline cabling, refer to the
Hardware Installation Manual.

'Delay After Reset [sec]'
configure voip > sip-
definition advanced-
settings > delay-
after-reset

[GWAppDelayTime]

Defines the time interval (in seconds) that the device's
operation is delayed after a restart.

The valid range is 0 to 45. The default is 7 seconds.

Note: This feature helps overcome connection
problems caused by some LAN routers or IP
configuration parameters' modifications by a DHCP
server.

configure system > hw
> dual-powersupply-
supported

[DualPowerSupplySupported]

Enables the device to send an SNMP alarm
(acPowerSupplyAlarm) for one or both Power Supply
modules if a module is removed from the chassis or not
operating correctly (failure).

■ [1] = (Default) Disable. The alarm is applicable only
to the main Power Supply module (#1). The device
sends the alarm if this module is removed from the
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chassis or fails. The alarm is not sent for the
secondary Power Supply module (#2) even if it is
removed or fails.

■ [2] = Enable. The alarm is applicable to both Power
Supply modules. If any of the modules are removed
or fail, the device sends the alarm, indicating the
affected module.

Note:

■ For the parameter to take effect, a device restart is
required.

■ The parameter is applicable only to the Mediant
800 Gateway & E-SBC H/W Rev C.

■ If configured to [2], make sure that the device is
installed with two Power Supply modules. If only
one module is installed, the device will send an
alarm indicating a removed module.

■ If you want to use only one Power Supply module
for the device, make sure that the parameter is
configured to [1]; otherwise, an alarm will be raised
indicating a removed module.

[EnableAutoRAITransmitBER] Enables the device to send a remote alarm indication
(RAI) when the bit error rate (BER) is greater than
0.001.

■ [0] = Disable (default)

■ [1] = Enable

'Ignore BRI LOS Alarm'
configure voip >
gateway digital
settings > ignore-
bri-los-alarm

[IgnoreBRILOSAlarm]

Enables the device to ignore LOS alarms received from
the BRI user-side trunk and attempts to make a call
(relevant for IP-to-Tel calls).

■ [0] Disable

■ [1] Enable (default)

Note: The parameter is applicable only to BRI
interfaces.

SIP Test Call Parameters

The SIP Signaling Test Call parameters are described in the table below.
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Parameter Description

'Test Call DTMF String'
configure troubleshoot
> test-call settings >
testcall-dtmf-string

[TestCallDtmfString]

Defines the DTMF tone that is played for answered
test calls (incoming and outgoing).

The DTMF string can be up to 15 strings. The default is
"3212333". If no string is defined (empty), DTMF is not
played.

'Test Call ID'
configure troubleshoot
> test-call settings >
testcall-id

[TestCallID]

Defines the test call prefix number (ID) of the
simulated phone on the device. Incoming calls
received with this called prefix number are identified
as test calls.

This can be any string of up to 15 characters. By
default, no number is defined.

Note: The parameter is only for testing incoming calls
destined to this prefix number.

Syslog, CDR and Debug Parameters

The syslog, CDRand debug parameters are described in the table below.

Table 75-20:Syslog, CDR and Debug Parameters

Parameter Description

Syslog

'Enable Syslog'
configure troubleshoot > syslog >
syslog

[EnableSyslog]

Determines whether the device sends
logs and error messages (e.g., CDRs)
generated by the device to a syslog
server.

■ [0] Disable (default)

■ [1] Enable

Note:

■ If you enable syslog, you also need
to configure the syslog server's
address (IP address or FQDN), using
the [SyslogServerIP] parameter.

■ Syslog messages may increase the
network traffic.

■ To configure syslog SIP message
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logging levels, use the
[GwDebugLevel] parameter.

■ By default, logs are also sent to the
RS-232 serial port. On how to
establish serial communication with
the device, refer to the Installation
Manual.

'Syslog Interface'
configure troubleshoot > syslog >
syslog-interface

[SyslogInterface]

Assigns an IP Interface from the IP
Interfaces table (see Configuring IP
Network Interfaces on page 149) for
communication with the primary syslog
server.

By default, the OAMP interface is used.

Note: The IP address version (IPv4 or
IPv6) of the IP Interface and the syslog
server's address must be the same.

'Syslog Server IP'
configure troubleshoot > syslog >
syslog-ip

[SyslogServerIP]

Defines the address (IP address or
FQDN) of the computer on which the
primary syslog server is running. The
syslog server is an application designed
to collect the logs and error messages
generated by the device.

The default IP address is 0.0.0.0.

Note:

■ To configure secondary syslog
servers, see Configuring Secondary
Syslog Servers on page 1622.

'Syslog Server Port'
configure troubleshoot > syslog >
syslog-port

[SyslogServerPort]

Defines the UDP port of the primary
syslog server.

The valid range is 0 to 65,535. The
default port is 514.

Note: To configure secondary syslog
servers, see Configuring Secondary
Syslog Servers on page 1622.

'Syslog Protocol'
configure troubleshoot > syslog >
syslog-protocol

[SyslogProtocol]

Defines the transport protocol for
communicating with the primary syslog
server.
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■ [0] UDP (default)

■ [1] TCP

■ [2] TLS

Note: 

■ If you configure the parameter to
TLS, you also need to select a TLS
Context (certificate), as described in
Configuring the Primary Syslog
Server Address on page 1621.

■ To configure secondary syslog
servers, see Configuring Secondary
Syslog Servers on page 1622.

'Syslog TLS Context'
configure troubleshoot > syslog >
syslog-tls-context-name

[SyslogTLSContext]

Assigns a TLS Context when the TLS
transport protocol is used for
communication with the syslog server
(primary and secondary servers).

For configuring TLS Contexts, see
Configuring TLS Certificate Contexts on
page 205.

'Log Severity Level'
log-level

[SyslogLogLevel]

Defines the minimum severity level of
messages included in the syslog
message that is generated by the
device.

The specified severity level and all
higher severity levels are included in
the syslog message. For example, if you
configure the parameter to Alert, the
syslog will include messages with Alert
severity level and messages with
Emergency severity level. The severity
levels are listed below from highest to
lowest severity.

■ [0] Emergency

■ [1] Alert

■ [2] Critical

■ [3] Error
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■ [4]Warning

■ [5] Notice (default)

■ [6] Info [not recommended]

■ [7] Debug [not recommended]

Note:

■ It's recommended to leave the
syslog severity level at its default
setting (i.e., Notice) to prevent
excessive utilization of the device's
resources. Changing severity level is
typically done only by AudioCodes
Support for debugging.

■ If you configure the parameter to
Info [not recommended] or Debug
[not recommended], the
parameter returns to default value
(Notice) after a device restart or HA
switchover.

[EnableConsoleLog] Enables the device to send the syslog
messages to the serial console (over
the device's physical serial interface).
This may be useful, for example, if you
no longer have network access to the
device and you would like to perform
diagnostics.

■ [0] = (Default) Disable

■ [1] = Enable

Note:

■ For the parameter to take effect, a
device restart is required.

■ Even when enabled, the device
continues sending the syslog
messages to the configured remote
syslog server.

HTTP Client Requests and Response
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configure troubleshoot > logging
settings > enable-http-client-
dbg-msg

[EnableHttpClientDbgMsg]

Enables the device to log (syslog) HTTP
requests and responses (like CURL's
verbose data) received from HTTP
clients.

■ [0] = (Default) Disable

■ [1] = Enable

Note: To log only specific HTTP clients
(based on URL filters), see the
[HTTPLogFilter] parameter.

configure troubleshoot > logging
settings > http-log-filter

[HTTPLogFilter]

Defines the HTTP clients whose
requests and responses you want the
device to log, based on the presence of
specific strings within their URLs.

The valid value is a string of up to 256
characters. You can configure the
parameter with multiple strings, where
each string is separated by a space
(e.g., 'url1 url2 url3'). The value must
be enclosed by single quotation marks
(' '). The default is an empty string (' '),
which means that the device logs
requests and responses from all HTTP
clients.

Note: To enable the logging of HTTP
client requests and responses, see the
[EnableHttpClientDbgMsg] parameter.

CDR

'CDR Syslog Server IP Address'
configure troubleshoot > cdr >
cdr-srvr-ip-adrr

[CDRSyslogServerIP]

Defines the address (IPv4 or IPv6, or
FQDN) of the syslog server to where
the device sends the CDRs.

By default, no address is defined. If not
configured, the device sends the CDRs
(with the syslog messages) to the
syslog server configured by the
[SyslogServerIP] parameter. If you
configure an address for the
[CDRSyslogServerIP] parameter, the
device sends the CDRs only to this CDR
syslog server and not to the syslog
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server configured by the
[SyslogServerIP] parameter.

Note:

■ The CDRs are sent to UDP port 514
(default syslog port).

■ To enable the device to send CDRs,
you also need to enable syslog (see
Enabling Syslog on page 1620).

'Call-End CDR SIP Reasons Filter'
configure troubleshoot > cdr >
call-end-cdr-sip-reasons-filter

[CallEndCDRSIPReasonsFilter]

Defines SIP release cause codes that if
received for the call, the devicedoesn't
sent Call-End CDRs for the call.

The valid value is 300 through to 699.
You can configure the parameter with
multiple codes using a comma to
separate them (e.g., 301,400,404). You
can also use "xx" to denote a range
(e.g., 3xx).

'Call-End CDR Zero Duration Filter'
configure troubleshoot > cdr >
call-end-cdr-zero-duration-filter

[CallEndCDRZeroDurationFilter]

Enables the device to not send Call-End
CDRs if the call's duration is zero (0).

■ [0] Disable (default)

■ [1] Enable

'CDR Report Level'
configure troubleshoot > cdr >
cdr-report-level

[CDRReportLevel]

Enables media and signaling-related
CDRs to be sent to a syslog server and
defines the call stage at which they are
sent.

■ [0] None = (Default) CDRs are not
used.

■ [1] End Call = CDR is sent to the
syslog server at the end of each
call.

■ [2] Start & End Call = CDR report is
sent to syslog at the start and end
of each call.

■ [3] Connect & End Call = CDR
report is sent to syslog at
connection and at the end of each
call.
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■ [4] Start & End & Connect Call =
CDR report is sent to syslog at the
start, at connection, and at the end
of each call.

Note:

■ For the SBC application: The
parameter enables only signaling-
related CDRs. To enable media-
related CDRs for SBC calls, use the
[MediaCDRReportLevel] parameter.

■ The CDR Syslog message complies
with RFC 3164 and is identified by:
Facility = 17 (local1) and Severity =
6 (Informational).

■ This mechanism is active only when
syslog is enabled (i.e., the
parameter [EnableSyslog] is set to
[1]).

'Media CDR Report Level'
configure troubleshoot > cdr >
media-cdr-rprt-level

[MediaCDRReportLevel]

Enables media-related CDRs of SBC
calls to be sent to a syslog server and
defines the call stage at which they are
sent.

■ [0] None = (Default) No media-
related CDR is sent.

■ [1] End Media = Sends a CDR only
at the end of the call.

■ [2] Start & End Media = Sends a
CDR once the media starts. In some
calls it may only be after the call is
established, but in other calls the
media may start at ringback tone. A
CDR is also sent upon termination
(end) of the media in the call.

■ [3] Update & End Media = Sends a
CDR when an update occurs in the
media of the call. For example, a
call starts and a ringback tone
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occurs, a re-INVITE is sent for a fax
call and as a result, a CDR with the
MediaReportType field set to
"Update" is sent, as the media was
changed from voice to T.38. A CDR
is also sent upon termination (end)
of the media in the call.

■ [4] Start & End & Update Media =
Sends a CDR at the start of the
media, upon an update in the
media (if occurs), and at the end of
the media.

Note:

■ The parameter is applicable only to
the SBC application.

■ To enable CDR generation as well as
enable signaling-related CDRs, use
the CDRReportLevel parameter.

'REST CDR Report Level'
configure system > cdr > rest-
cdr-report-level

[RestCdrReportLevel]

Enables signaling-related CDRs to be
sent to a REST server and defines the
call stage at which they are sent.

■ [0] None = (Default) CDRs are not
sent.

■ [1] End Call = CDRs are sent at the
end (SIP BYE) of each call.

■ [2] Start & End Call = CDRs are sent
at the start (SIP INVITE) and end of
each call.

■ [3] Connect & End Call = CDRs are
sent at call connection (200 OK) and
end of each call.

■ [4] Start & End & Connect Call =
CDRs are sent at the start,
connection, and end of each call.

■ [5] Connect Only = CDRs are sent at
call connection.

Note:
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■ The device generates CDRs for each
call leg. A call may include multiple
legs, for example, in call forking or
alternative routing. For more
information, see Call Detail Records
on page 1510.

■ To specify the REST server, use the
[RestCdrHttpServer] parameter.

■ For the device to generate CDRs,
you must enable syslog messaging
(see the [EnableSyslog] parameter).

■ CDRs are sent in JSON format.

'REST CDR HTTP Server'
configure system > cdr > rest-
cdr-http-server

[RestCdrHttpServer]

Defines the REST server (configured in
the Remote Web Services table) to
where the device sends CDRs through
REST API.

The valid value is a string (i.e., name of
the REST server). By default, no value is
defined.

Note:

■ For the ini file and CLI command,
the parameter value is case
sensitive.

■ To enable CDR generation for the
REST server, see the
[RestCdrReportLevel] parameter.

■ The REST server is configured in the
Remote Web Services table (see
Configuring Remote Web Services
on page 422).

'Call Success SIP Reasons'
configure troubleshoot > cdr >
call-success-sip-reasons

[CallSuccessSIPReasons]

Defines the SIP response code that you
want the device to consider as a call
success, which is indicated by the
optional 'Call Success' field in the sent
CDR. This parameter overrides the
device's default behavior of how it
considers calls a success or failure
based on SIP responses.
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The valid value is string of up to 128
characters to represent SIP response
codes (e.g., 404). You can configure the
parameter with multiple response
codes, whereby each code is separated
by a comma without spaces before or
after (e.g., 404,408,406). You can also
configure a range of responses using
the "xx" wildcard (e.g., 4xx,502). By
default, no value is defined.

Note:

■ If an overlap of a SIP response
occurs between the configured 'Call
Success SIP Reasons' and 'Call
Failure SIP Reasons' parameters,
the device uses the parameter that
is configured with the specific
response code, instead of the
parameter configured with the
range ("xx"). For example, if you
configure the 'Call Success SIP
Reasons' parameter with "404,5xx"
and the 'Call Failure SIP Reasons'
parameter with "502", for 502
responses, the device uses the
settings of the 'Call Failure SIP
Reasons' parameter only. In other
words, a call with SIP response code
502 is considered as a call failure.

■ By default, the device considers
these SIP response codes as a call
success:

✔ No answer (452 and 487)

✔ Busy (486 and 600)

✔ Forwarded (300, 301, 302, 303,
and 305)

For all other SIP failure response
codes, the device considers them as
a call failure.
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'Call Failure SIP Reasons'
call-failure-sip-reasons

[CallFailureSIPReasons]

Defines the SIP response codes that
you want the device to consider as call
failure, which is indicated by the
optional 'Call Success' field in the sent
CDR. This parameter overrides the
device's default behavior of how it
considers calls a success or failure
based on SIP responses.

The valid value is string of up to 128
characters to represent SIP response
codes (e.g., 486). You can configure the
parameter with multiple response
codes, whereby each code is separated
by a comma without spaces before or
after (e.g., 486,408,406). You can also
configure a range of responses using
the "xx" wildcard (e.g., 4xx,502). By
default, no value is defined.

Note:

■ If an overlap of a SIP response
occurs between the configured 'Call
Success SIP Reasons' and 'Call
Failure SIP Reasons' parameters,
the device uses the parameter that
is configured with the specific
response code, instead of the
parameter configured with the
range ("xx"). For example, if you
configure the 'Call Success SIP
Reasons' parameter with "486,5xx"
and the 'Call Failure SIP Reasons'
parameter with "502", for 502
responses, the device uses the
settings of the 'Call Failure SIP
Reasons' parameter only. In other
words, a call with SIP response code
502 is considered as a call failure.

■ By default, the device considers
these SIP response codes as a call
success:

✔ No answer (452 and 487)
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✔ Busy (486 and 600)

✔ Forwarded (300, 301, 302, 303,
and 305)

For all other SIP failure response
codes, the device considers them as
a call failure.

'Call Success Internal Reasons'
call-success-internal-reasons

[CallSuccessInternalReasons]

Defines the internal response codes
(generated by the device) that you
want the device to consider as call
success, which is indicated by the
optional 'Call Success' field in the sent
CDR. This parameter overrides the
device's default behavior of how it
considers calls a success or failure
based on internally responses.

The valid value is string of up to 128
characters to represent internal
response codes (e.g., 851). You can
configure the parameter with multiple
response codes, whereby each code is
separated by a comma without spaces
before or after (e.g., 851,320). You can
also configure a range of responses
using the "xx" wildcard (e.g., 8xx,320).
By default, no value is defined.

Note:

■ For a list of the internal response
codes, see the 'Termination Reason'
[410] CDR field in CDR Field
Description on page 1517.

■ If an overlap of a SIP response
occurs between the configured 'Call
Success SIP Reasons' and 'Call
Failure SIP Reasons' parameters,
the device uses the parameter that
is configured with the specific
response code, instead of the
parameter configured with the
range ("xx"). For example, if you
configure the 'Call Success SIP
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Reasons' parameter with "320,8xx"
and the 'Call Failure SIP Reasons'
parameter with "851", for 851
responses, the device uses the
settings of the 'Call Failure SIP
Reasons' parameter only. In other
words, a call with response code
851 is considered as a call failure.

'Call Failure Internal Reasons'
call-failure-internal-reasons

[CallFailureInternalReasons]

Defines the internal response codes
(generated by the device) that you
want the device to consider as call
failure, which is indicated by the
optional 'Call Success' field in the sent
CDR. This parameter overrides the
device's default behavior of how it
considers calls a success or failure
based on internally responses.

The valid value is string of up to 128
characters to represent internal
response codes (e.g., 851). You can
configure the parameter with multiple
response codes, whereby each code is
separated by a comma without spaces
before or after (e.g., 851,320). You can
also configure a range of responses
using the "xx" wildcard (e.g., 8xx,320).
By default, no value is defined.

Note:

■ For a list of the internal response
codes, see the 'Termination Reason'
[410] CDR field in CDR Field
Description on page 1517.

■ If an overlap of a SIP response
occurs between the configured 'Call
Success SIP Reasons' and 'Call
Failure SIP Reasons' parameters,
the device uses the parameter that
is configured with the specific
response code, instead of the
parameter configured with the
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range ("xx"). For example, if you
configure the 'Call Success SIP
Reasons' parameter with "320,8xx"
and the 'Call Failure SIP Reasons'
parameter with "851", for 851
responses, the device uses the
settings of the 'Call Failure SIP
Reasons' parameter only. In other
words, a call with response code
851 is considered as a call failure.

'No User Response Before Connect'
no-user-response-before-connect

[NoUserResponseBeforeConnectSuccess]

Defines if the device considers a call as
a success or failure when the internal
response (generated by the device)
"GWAPP_NO_USER_RESPONDING"
(18) is received before call connect (SIP
200 OK).

■ [0] Call Failure

■ [1] Call Success (default)

'No User Response After Connect'
no-user-response-after-connect

[NoUserResponseAfterConnectSuccess]

Defines if the device considers a call as
a success or failure when the internal
response (generated by the device)
"GWAPP_NO_USER_RESPONDING"
(18) is received after call connect (SIP
200 OK).

■ [0] Call Failure (default)

■ [1] Call Success

'Call Transferred before Connect'
call-transferred-before-connect

[CallTransferredBeforeConnectSuccess]

Defines if the device considers a call as
a success or failure when the internal
response (generated by the device)
"RELEASE_BECAUSE_CALL_
TRANSFERRED" (807) is generated
before call connect (SIP 200 OK).

■ [0] Call Failure (default)

■ [1] Call Success

'Call Transferred after Connect'
call-transferred-after-connect

[CallTransferredAfterConnectSuccess]

Defines if the device considers a call as
a success or failure when the internal
response (generated by the device)
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"RELEASE_BECAUSE_CALL_
TRANSFERRED" (807) is generated after
call connect (SIP 200 OK).

■ [0] Call Failure

■ [1] Call Success (default)

'VoIP Debug Level'
configure troubleshoot > syslog >
debug-level

[GwDebugLevel]

Enables syslog debug reporting and
logging level.

■ [0] No Debug = (Default) Debug is
disabled and syslog messages are
not sent.

■ [1] Basic = Sends debug logs of
incoming and outgoing SIP
messages.

■ [5] Detailed = Sends debug logs of
incoming and outgoing SIP message
as well as many other logged
processes.

configure system > cdr > non-
call-cdr-rprt

[EnableNonCallCdr]

Enables creation of CDR messages for
non-call SIP dialogs (such as
SUBSCRIBE, OPTIONS, and REGISTER).

■ [0] = (Default) Disable

■ [1] = Enable

Note: The parameter is applicable only
to the SBC application.

'Syslog Optimization'
configure troubleshoot > syslog >
syslog-optimization

[SyslogOptimization]

Enables the device to accumulate and
bundle multiple debug messages into a
single UDP packet and then send it to a
syslog server. The benefit of this
feature is that it reduces the number of
UDP syslog packets, thereby improving
(optimizing) CPU utilization.

■ [0] Disable (default)

■ [1] Enable

Note: The size of the bundled message
is configured by the
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[MaxBundleSyslogLength] parameter.

configure voip > gateway digital
settings > mx-syslog-lgth

[MaxBundleSyslogLength]

Defines the maximum size (in bytes)
threshold of logged syslog messages
bundled into a single UDP packet, after
which they are sent to a syslog server.

The valid value range is 0 to 1220
(where 0 indicates that no bundling
occurs). The default is 1220.

Note: The parameter is applicable only
if the [GWDebugLevel] parameter is
enabled.

'Syslog CPU Protection'
configure troubleshoot > syslog >
syslog-cpu-protection

[SyslogCpuProtection]

Enables the protection of the device's
CPU resources during debug reporting,
ensuring voice traffic is unaffected. If
CPU resources drop (i.e., high CPU
usage) to a critical level (threshold), the
device automatically lowers the debug
level to free up CPU resources that
were required for the previous debug-
level functionality. When sufficient CPU
resources become available again, the
device increases the debug level. The
threshold is configured by the 'Debug
Level High Threshold' parameter (see
below).

■ [0] Disable

■ [1] Enable (default)

'Debug Level High Threshold'
configure troubleshoot > syslog >
debug-level-high-threshold

[DebugLevelHighThreshold]

Defines the threshold (in percentage)
for automatically switching to a
different debug level, depending on
CPU usage. The parameter is applicable
only if the 'Syslog CPU Protection'
parameter is enabled.

The valid value is 0 to 100. The default
is 90.

The debug level is changed upon the
following scenarios:

■ CPU usage equals threshold: Debug
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level is reduced one level.

■ CPU usage is at least 5% greater
than threshold: Debug level is
reduced another level.

■ CPU usage is 5 to 19% less than
threshold: Debug level is increased
by one level.

■ CPU usage is at least 20% less than
threshold: Debug level is increased
by another level.

For example, assume that the
threshold is set to 70% and the Debug
Level to Detailed (5). When CPU usage
reaches 70%, the debug level is
reduced to Basic (1). When CPU usage
increases by 5% or more than the
threshold (i.e., greater than 75%), the
debug level is disabled - No Debug (0).
When the CPU usage decreases to 5%
less than the threshold (e.g., 65%), the
debug level is increased to Basic (1).
When the CPU usage decreases to 20%
less than the threshold (e.g., 50%), the
debug level changes to Detailed (5).

Note: The device doesn't increase the
debug level to a level that is higher
than what you configured for the
'Debug Level' parameter.

configure troubleshoot > cdr >
time-zone-format

[TimeZoneFormat]

Defines the time zone that is displayed
with the timestamp in CDRs. The
timestamp appears in the CDR fields
"Setup Time", "Connect Time", and
"Release Time".

The valid value is a string of up to six
characters. The default is UTC. For
example, if you configure the
parameter TimeZoneFormat =
GMT+11, the timestamp in CDRs are
generated with the following time zone
display:
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17:47:45.411 GMT+11 Sun Jan 03 2018

Note: The time zone is only for display
purposes; it doesn't configure the
actual time zone.

configure troubleshoot > cdr >
call-duration-units

[CallDurationUnits]

Defines the unit of measurement for
call duration ("Duration" field) in CDRs
generated by the device.

■ [0] Seconds (default)

■ [1] Deciseconds

■ [2] Centiseconds

■ [3] Milliseconds

The parameter applies to CDRs for
syslog, RADIUS, local-device storage,
and CDR history displayed in the Web
interface.

'CDR Syslog Sequence Number'
configure system > cdr > cdr-seq-
num

[CDRSyslogSeqNum]

Enables or disables the inclusion of the
sequence number (S=) in CDR Syslog
messages.

■ [0] Disable

■ [1] Enable (default)

configure voip > sip-definition
settings > send-acsessionid

[SendAcSessionIDHeader]

Enables the use of the Global Session
ID in SIP messages (AC-Session-ID
header), which is a unique identifier of
the call session, even if it traverses
multiple devices.

■ [0] = (Default) Disables the feature.
The device sends outgoing SIP
messages without a Global Session
ID (even if a Global Session ID was
received in the incoming SIP
message).

■ [1] = Enables the feature. If the
device receives an incoming SIP
message containing a Global
Session ID, it sends the same Global
Session ID in the outgoing SIP
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message. If the incoming SIP
message doesn't contain a Global
Session ID or if a new session is
initiated by the device, the device
generates a new, unique Global
Session ID and adds it to the
outgoing SIP message.

For more information, see Enabling
Same Call Session ID over Multiple
Devices on page 1672.

'Activity Types to Report via Activity Log
Messages'
configure troubleshoot >
activity-log

[ActivityListToLog]

Defines the operations (activities)
performed in the Web interface that
are reported to a syslog server.

■ [PVC] Parameters Value Change =
Changes made on-the-fly to
parameters and tables, and
Configuration file upload. Note that
the ini file parameter,
EnableParametersMonitoring can
also be used to set this option.

■ [AFL] Auxiliary Files Loading =
Loading of Auxiliary files.

■ [DR] Device Reset = Restarting the
device from the Maintenance
Actions page.
Note: For this option to take effect,
a device restart is required.

■ [FB] Flash Memory Burning =
Saving configuration with save to
flash from the Maintenance Actions
page.

■ [SWU] Device Software Update =
Software updates (i.e., loading of
cmp file) through the Software
Upgrade Wizard.

■ [NAA] Non-Authorized Access =
Attempts to log in to the Web
interface with a false or empty
username or password.
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■ [SPC] Sensitive Parameters Value
Change = Changes made to
"sensitive" parameters:

✔ (1) IP Address

✔ (2) Subnet Mask

✔ (3) Default Gateway IP Address

✔ (4) ActivityListToLog

■ [LL] Login and Logout = Web login
and logout attempts.

■ [CLI] CLI Activity = CLI commands
entered by the user.

■ [AE] Action Executed = Logs user
actions that are not related to
parameter changes. The actions can
include, for example, file uploads,
file downloads, file delete, lock-
unlock maintenance actions, LDAP
clear cache, register-unregister, and
start-stop trunk. In the Web, these
actions are typically done by
clicking a button (e.g., the LOCK
button).

■ [INI] Incremental INI = Changes
made to parameters due to the
loading of an incremental ini file. If
you choose this option, you can
also define the maximum number
of lines of parameters to log from
the ini file, using the 'Incremental
INI Activity Logs Max Number'
parameter (see below).

Note: For the ini file parameter,
enclose values in single quotation
marks. To configure the ini file
parameter with multiple values, use a
comma-separated list, for example:
ActivityListToLog = 'PVC', 'AFL', 'DR'.

'Incremental INI Activity Logs Max Number' Defines the maximum number of lines
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configure troubleshoot > max-ini-
activity-logs

[MaxINIActivityLog]

of parameters from the loaded
incremental ini file to log for the
Activity Types to Report feature. The
parameter is applicable when you
configure the [ActivityListToLog]
parameter to also include the INI value.

The valid value is 0 to 2,000. The
default is 1,000.

Note: The maximum number of lines
doesn't count empty lines or lines
containing only comments.

[EnableParametersMonitoring] Enables the monitoring, through syslog
messages, of parameters that are
modified on-the-fly.

■ [0] = (Default) Disable

■ [1] = Enable

ISDN Facility Trace
configure voip > gateway digital
settings > isdn-facility-trace

[FacilityTrace]

Enables ISDN traces of Facility
Information Elements (IE) for ISDN call
diagnostics. This allows you to trace all
the parameters contained in the
Facility IE and view them in the syslog.

■ [0] Disable (default)

■ [1] Enable

Note:

■ For the feature to be functional,
configure the [GWDebugLevel]
parameter to at least level [1].

■ The parameter is applicable only to
digital interfaces.

'Destination IP Address'
configure troubleshoot > logging
settings > dbg-rec-dest-ip

[DebugRecordingDestIP]

Defines the IP address (IPv4 or IPv6) of
the server for capturing debug
recording.

'Destination Port'
configure troubleshoot > logging
settings > dbg-rec-dest-port

Defines the UDP port of the server for
capturing debug recording.

The default is 925.
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[DebugRecordingDestPort]

'Maximum duration'
configure troubleshoot > logging
settings > dbg-rec-timeout

[DebugRecordingTimeout]

Defines the maximum duration (in
minutes) for the debug recording
process. When this timer expires, the
device automatically stops debug
recording (unless you've explicitly
stopped it before the timer expires, as
described in Starting and Stopping
Debug Recording on page 1642).

The valid value is 1 to 10,080 (7 days).
The default is 60 (1 hour).

Note: If debug recording is currently
running (i.e., was started), the device
resets the debug recording timer upon
the following:

■ A new rule is added to, or an
existing rule is modified in the
Logging Filters table.

■ A device restart.

■ An HA switchover.

'Start' / 'Stop'
configure troubleshoot > logging-
settings > dbg-rec-status

[DebugRecordingStatus]

Starts or stops debug recording.

For more information on starting and
stopping debug recording, see Starting
and Stopping Debug Recording on page 
1642.

Note: The CLI command also displays
the current debug recording status
(Started or Stopped), and resets the
debug recording timer (configured by
the [DebugRecordingTimeout]
parameter).

'Interface Name'
configure troubleshoot > logging
settings > dbg-rec-int-name

[DebugRecordingIpInterfaceName]

Defines the IP Interface through which
the device sends captured traffic to the
debug server.

The valid value is the name of the IP
Interface, as configured in the IP
Interfaces table (see Configuring IP
Network Interfaces on page 149). The
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default is the OAMP interface.

'Call Flow Report Mode'
call-flow-report

[CallFlowReportMode]

Enables the device to send SIP call
messages to OVOC so that OVOC can
display SIP call dialog sessions as SIP
call flow diagrams.

■ [0] Disable (default)

■ [1] Enable

For more information, see Enabling SIP
Call Flow Diagrams in OVOC on page 
1670.

configure troubleshoot > syslog >
system-log-size

[SystemLogSize]

Defines the maximum size (in
kilobytes) of the system log file.

The valid value range is 10 to 2000 KB.
The default is 200 KB.

To view the logged information in this
file, use the CLI command show
system log.

[PLThresholdLevelsPerMille] Defines packet-loss percentage ranges
that are used in sent syslog messages
to report packet loss in incoming media
streams (RTP) in 15-second intervals.

The valid value range is 1 to 1,000. The
default is 5, 10, 20, 50.

The syntax for configuring the
parameter is:
PLThresholdLevelsPerMille = Level1,
Level2, Level3, Level4

Where the levels represent the
following ranges in the syslog:

■ [No PL]

■ [up to (Level1/10)% ]

■ [(Level1/10)% - (Level2/10)%]

■ [(Level2/10)% - (Level3/10)%]

■ [(Level3/10)% - (Level4/10)%]

■ [(Level4/10)% - 100%]
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For example (using default values):
PLThresholdLevelsPerMille
= 5,10,20,50

Therefore, the ranges are:

■ [No PL]

■ [up to 0.5% ]

■ [0.5% - 1%]

■ [1% - 2%]

■ [2% - 5%]

■ [5% - 100%]

For more information, see Packet Loss
Indication in Syslog on page 1639.

Debug File

'Enable Core Dump'
configure troubleshoot > debug-
file > enable-core-dump

[EnableCoreDump]

Enables the automatic generation of a
Core Dump file upon a device crash.

■ [0] Disable (default)

■ [1] Enable

'Core Dump Destination IP'
configure troubleshoot > debug-
file > core-dump-dest-ip

[CoreDumpDestIP]

Defines the IP address of the remote
server where you want the device to
send the Core Dump file.

By default, no IP address is defined.

'Debug File External Storage'
configure troubleshoot > debug-
file > external-storage-name

[DebugFileExternalStorage]

Assigns an External Storage cloud
platform from the External Storage
table for storing Debug files.

By default, no value is defined.

To configure External Storage
platforms, see Configuring External
Cloud Storage for Debug Recording and
Debug Files on page 1662.

CDR Local Storage

'File Size'
configure troubleshoot > cdr >
file-size

Defines the size (in kilobytes) of each
locally stored CDR file. When the
Current file reaches this size, the device
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[CDRLocalMaxFileSize] creates a CDR file containing all the
CDRs from the Current file.

The valid value is 100 to 10,000. The
default is 1024.

Note:

■ CDR file creation works together
with the 'Rotation Period'
parameter, whereby the file is
created as soon as one of the
parameter's ('File Size' or 'Rotation
Period') settings are fulfilled
(whichever is met earlier). For
example, if the 'File Size' parameter
is 100 and 'Rotation Period' is 60,
and the file size reaches 100 kbytes
after only 30 minutes has passed,
the device creates the CDR file.

■ The parameter is applicable only to
local storage of CDRs.

'Number of Files'
configure troubleshoot > cdr >
files-num

[CDRLocalMaxNumOfFiles]

Defines the maximum number of
locally stored CDR files. If the
maximum number is reached and a
new file is created, the oldest file is
deleted to make space for the new file
(i.e., FIFO).

The valid value is 2 to 4096 . The
default is 5.

Note: The parameter is applicable only
to local storage of CDRs.

'Rotation Period'
configure troubleshoot > cdr >
rotation-period

[CDRLocalInterval]

Defines how often (in minutes) the
device creates a new CDR file for locally
stored CDRs. For example, if configured
to 60, every hour it creates a CDR file
containing all the CDRs from the
Current file.

The valid value is 2 to 1440. The default
is 60.

Note:
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■ CDR file creation works together
with the 'File Size' parameter,
whereby the file is created as soon
as one of the parameter's ('File Size'
or 'Rotation Period') settings are
fulfilled (whichever is met earlier).
For example, if the 'Rotation Period'
parameter is 60 and 'File Size' is
100, and an hour has passed but
the file size is only 50 kbytes, the
device creates the CDR file.

■ The CDR file is created even if there
are no CDRs in the Current file.

■ The parameter is applicable only to
local storage of CDRs.

File Storage of Debug Recording Files

'File Storage'
configure troubleshoot > logging
settings > dbg-rec-local-storage

[DebugRecordingLocalStorage]

Enables file storage of debug recording
files (sending to Azure Blob Storage).

■ [0] Disable (default)

■ [1] Enable

'Recording'
configure troubleshoot > logging
settings > dbg-rec-local-storage-
recording

[DebugRecordingLocalStorageRecording]

Starts debug recording file creation for
sending to Azure Blob Storage.

■ [0] Disable (default) = The device
stops storing new debug recording
packets (but already stored files are
preserved).

■ [1] Enable = The device starts
storing debug recording packets.

'File Size'
configure troubleshoot > logging
settings > dbg-rec-local-storage-
file-size

[DebugRecordingLocalStorageFileSize]

Defines the maximum size (in
megabytes) of the debug recording file
(compressed) for sending to Azure Blob
Storage. When the Current file reaches
this size, the device creates a file.
However, if the 'Rotation Period'
parameter is reached before the file
has reached this maximum size, the file
is created.
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The valid value is 0 to 100. The default
is 50.

'Rotation Period'
configure troubleshoot > logging
settings > dbg-rec-local-storage-
rotation-period

[DebugRecordingLocalStorageRotationPeriod]

Defines the periodic duration (in
minutes) of how often a debug
recording file is created from the
Current file (even if empty) for sending
to Azure Blob Storage. For example, if
configured to 60, a file is created every
hour (or before if the maximum size is
reached).

The valid value is 1 to 1,440 (i.e., 24
hours). The default is 1.

'File Name Prefix'
configure troubleshoot > logging
settings > dbg-rec-local-storage-
filename-prefix

[DebugRecordingLocalStorageFilenamePrefix]

Defines a prefix for the debug
recording file name for sending to
Azure Blob Storage.

The valid value is a string of up to 20
characters. By default, no value is
defined.

For more information with Azure Blob
storage, see Storing Debug Recording
Files on External Cloud Storage on page 
1646.

'Storage Location'
configure troubleshoot > logging
settings > dbg-rec-local-storage-
location

[DebugRecordingLocalStorageLocation]

Defines the type of storage for debug
recording files.

■ [1] External Storage = The device
sends the debug recording files
from its local storage to an external
cloud storage (e.g., Azure Blob
Storage account). To configure
external storage platforms, see
Configuring External Cloud Storage
for Debug Recording and Debug
Files on page 1662. To select a
configured external storage
platform for debug recording files,
use the 'Debug Recording External
Storage' parameter.

External Storage of Debug Recording Files
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'Debug Recording External Storage'
configure troubleshoot > logging
settings > dbg-rec-external-
storage-name

[DebugRecordingExternalStorage]

Assigns an External Storage cloud
platform from the External Storage
table for storing Debug Recording files.

By default, no value is defined.

To configure External Storage
platforms, see Configuring External
Cloud Storage for Debug Recording and
Debug Files on page 1662.

IP Trace Filters (For more information, see Filtering IP Network Traces by Ethernet Port or
VLAN on page 1610.)

'Recording Mode'
configure troubleshoot > logging
settings > dbg-rec-ip-trace-
entity

[DebugRecordingIpTraceEntity]

Defines the filtering of IP traces for log
filtering rules (in the Logging Filters
table) whose 'Filter Type' parameter is
configured to IP Trace.

■ [0] All Physical Ethernet Ports =
(Default) The log filter for the IP
trace is applied on packets received
and sent (tagged and untagged) on
all the physical Ethernet ports.

■ [1] Physical Ethernet Port = The log
filter for the IP trace is applied on
packets received and sent on an
Ethernet port configured by the
'Physical Ethernet Port' parameter
(below).

■ [3]VLAN ID = The log filter for the IP
trace is applied on packets received
and sent on a VLAN ID (underlying
Ethernet Device) configured by the
'VLAN ID' parameter (below).

'Physical Ethernet Port'
configure troubleshoot > logging
settings > dbg-rec-ip-trace-phy-
port

[DebugRecordingIpTracePhysicalPort_
IpTracePhyPort]

Filters IP traces by a specific Ethernet
port.

'VLAN ID' Filters IP traces by a specific VLAN ID.
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configure troubleshoot > logging
settings > dbg-rec-ip-trace-vlan-
id

[DebugRecordingIpTraceVlanId_IpTraceVlanId]

PII Masking (GDPR)

'Mask Digits'
configure voip > sip-definition
settings > pii-mask-digits

[PIIMaskDigits]

Enables the masking of DTMF and
other digits detected by the device in
the generated syslog messages and
debug recording.

■ [0] Disable (default)

■ [1] Enable

For more information, see Masking
Digits in Syslog Messages on page 200.

'Mask PII in CDRs'
configure voip > sip-definition
settings > pii-mask-private-info-
in-cdrs

[PIIMaskPrivateInfoInCDRs]

Enables the masking of personally
identifiable information (PII) in CDRs
generated by the device.

■ [0] Disable = No masking is done.

■ [1]Mark PII in Web or CLI = The
device masks (by a single asterisk *
symbol) private information (caller
and callee) in the Web interface’s
SBC CDR History table (see Viewing
CDR History of SBC and Test Calls
on page 1492) and Gateway CDR
History table (see Viewing Gateway
CDR History on page 1490), and CLI
(e.g., show voip calls). For
example, the device masks the URI
"name@domain.com" as "*".

■ [2]Mask PII in Detailed Records =
The device masks (by multiple
asterisks *) private information in
CDRs and SDRs. This applies to all
destinations to where the device
sends these records (i.e., syslog,
REST, Local Storage, and RADIUS),
except ARM and OVOC. This option
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also affects PII in the Web
interface’s SBC CDR History table
Gateway CDR History table, and CLI
(e.g., show voip calls). For
URIs, only the user part is masked.

For more information, see Masking PII
in CDRs on page 197.

'Number of Unmasked Characters in PII'
configure voip > sip-definition
settings > pii-number-of-
unmasked-chars

[PIINumberOfUnmaskedChars]

Defines the number of characters in
the PII element to show when the
'Mask PII in CDRs' parameter is
configured toMask PII in Detailed
Records. The rest of the characters are
masked (each by an asterisk sign).

The valid value is 0 to 255. The default
is 0 (masks all characters).

For more information, see Masking PII
in CDRs on page 197.

'Location in PII of Unmasked Characters'
configure voip > sip-definition
settings > pii-unmasked-chars-
location

[PIIUnmaskedCharsLocation]

Defines from where in the PII element
to show the number of characters
specified by the 'Number of Unmasked
Characters in PII' parameters, when the
Mask Private Information in CDRs'
parameter is configured toMask PII in
Detailed Records.

■ [0] Last Characters = (Default) The
device shows the number of
characters specified by the
'Number of Unmasked Characters
in PII' parameter, starting from the
end of the PII element.

■ [1] First Characters = The device
shows the number of characters
specified by the 'Number of
Unmasked Characters in PII'
parameter, starting from the
beginning of the PII element.

For more information, see Masking PII
in CDRs on page 197.
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'Mask PII in QoE CDRs for OVOC'
configure voip > sip-definition
settings > pii-mask-private-info-
for-ovoc

[PIIMaskPrivateInfoForOVOC]

Enables the PII masking (with asterisks)
of phone numbers, URI user parts, and
display names in CDRs that the device
sends to OVOC.

■ [0] Disable (default)

■ [1] Enable

For more information, see Masking PII
in CDRs on page 197.

'Mask URI Host Part in CDRs'
configure voip > sip-definition
settings > pii-mask-host

[PIIMaskHost]

Enables the PII masking (with asterisks)
of URI host parts (including IP
addresses) in CDRs that the device
sends to Web, CLI, syslog, REST,
RADIUS, and Local Storage (depending
on which targets are anonymized by
the 'Mask PII in CDRs' parameter), or to
OVOC if the 'Mask PII in QoE CDRs for
OVOC' parameter is enabled.

■ [0] Disable (default)

■ [1] Enable

For more information, see Masking PII
in CDRs on page 197.

Heartbeat Packet Parameters

The Heartbeat packet parameters are described in the table below. The device sends a
heartbeat packet to ensure that the far-end is passing traffic.

Table 75-21:Heartbeat Packet Parameters

Parameter Description

[HeartBeatIntervalmsec] Defines the delay (in msec) between consecutive heartbeat
packets.

The parameter is used when the device operates in High-
Availability (HA) mode. The active and redundant devices
send heartbeat (keep-alive) messages to one another to
check reachability. They send the keep-alive messages "in
bulks" (from multiple local ports) every 100 msec to create
multiple flows in the network equipment (e.g., switches or
SDN network). If there is no reply from the active device to
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the sent heartbeat packets within this timeout (HA timeout),
the active device is considered unreachable, triggering an HA
switchover to the redundant device.

The parameter is measured in 10-msec units, meaning that
whatever value you define for the parameter, the timeout is
the value multiplied by 10. For example, if you configure the
parameter to 100 (i.e., 100 x 10 = 1,000 msec = 1 second), an
HA switchover happens after a 1-second loss of keep-alive
messages. You can increase it, for example, to 300 (i.e., 300
x 10 = 3,000 msec = 3 seconds), which means that a
switchover happens after a 3-second loss of keep-alive
messages

The valid value range is 100 to 6,000 (i.e., 1 minute). The
default is 100.

Note: For the parameter to take effect, a device restart is
required.

Resource Allocation Indication Parameters

The Resource Allocation Indication (RAI) parameters are described in the table below.

Table 75-22:RAI Parameters

Parameter Description

[EnableRAI] Enables Resource Available Indication (RAI) alarm generation if
the device's busy endpoints exceed a user-defined threshold,
configured by the RAIHighThreshold parameter. When enabled
and the threshold is crossed, the device sends the SNMP trap,
acBoardCallResourcesAlarm.

■ [0] = (Default) Disable

■ [1] = Enable

Note:

■ For the parameter to take effect, a device restart is required.

■ The parameter is applicable only to the Gateway application.

[RAIHighThreshold] Defines the high threshold percentage of total calls that are active
(busy endpoints). When the percentage of the device's busy
endpoints exceeds this high threshold, the device sends the
SNMP acBoardCallResourcesAlarm alarm trap with a 'major'
alarm status.
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The range is 0 to 100. The default is 90.

Note:

■ The percentage of busy endpoints is calculated by dividing the
number of busy endpoints by the total number of “enabled”
endpoints (trunks are physically connected and synchronized
without alarms and endpoints are defined in the Trunk Groups
table).

■ The parameter is applicable only to the Gateway application.

[RAILowThreshold] Defines the low threshold percentage of total calls that are active
(busy endpoints).
When the percentage of the device's busy endpoints falls below
this low threshold, the device sends an SNMP
acBoardCallResourcesAlarm alarm trap with a 'cleared' alarm
status.

The range is 0 to 100%. The default is 90%.

Note: The parameter is applicable only to the Gateway
application.

[RAILoopTime] Defines the time interval (in seconds) that the device periodically
checks call resource availability.

The valid range is 1 to 200. The default is 10.

Note: The parameter is applicable only to the Gateway
application.

PacketSmart Parameters

The PacketSmart parameters are described in the table below. For more information on
PacketSmart, see Configuring PacketSmart for Network Monitoring.

Table 75-23:PacketSmart Parameters

Parameter Description

'PacketSmart Agent Mode'
configure system >
packetsmart enable

[PacketSmartAgentMode]

Enables the embedded PacketSmart agent.

■ [0] Disable (Default)

■ [1] Enable

Note: For the parameter to take effect, a device
restart is required.

'PacketSmart Server IP Address' Defines the IP address of the PacketSmart server
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configure system >
packetsmart server
address

[PacketSmartIpAddress]

with which the PacketSmart agent communicates.

The default is 0.0.0.0.

'PacketSmart Server Port'
configure system >
packetsmart server port

[PacketSmartIpAddressPort]

Defines the TCP port of the PacketSmart server to
which the PacketSmart agent connects.

The default is 80.

'Monitoring Interface'
configure system >
packetsmart monitor voip
interface-if

[PacketSmartMonitorInterface]

Assigns an IP network interface (configured in the IP
Interfaces table) that handles the voice traffic.

Note: For the parameter to take effect, a device
restart is required.

'Network Interface'
configure system >
packetsmart network voip
interface-if

[PacketSmartNetworkInterface ]

Assigns an IP network interface (configured in the IP
Interfaces table) for communicating with the
PacketSmart server. This is typically the OAMP
interface.

Note: For the parameter to take effect, a device
restart is required.

HA Parameters
The High Availability (HA) parameters are described in the table below.

NOTE

When configuration is applied to the device whose MAC is the value of the HARemoteMAC
parameter, all HA configuration is swapped between local and remote parameters, including
the IP address of the Maintenance interface, which is swapped with the address configured
for the HARemoteAddress parameter. For more information, see Quick-and-Easy Initial HA
Configuration on page 1308.

Table 75-24:HA Parameters

Parameter Description

[HAMaintenanceIFDiffServValue] Defines the DiffServ value for HA Maintenance
traffic flowing on the HA Maintenance interface.

The valid value is 0 (lowest priority or best-effort
service) to 63 (highest priority). The default is 46.
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Note: For the parameter to take effect, a device
restart is required.

configure network > high-
availability settings >
operational-state-delay

[HAOperationalStateDelayInSec]

Defines the duration (in seconds) to delay the
transition from HA non-operational state, which
occurs during HA synchronization between active
and redundant devices, to HA operational state.
This feature may be useful, for example, to delay
HA switchover when using switches with
spanning tree protocol (STP) that take a long time
until their ports (to which the redundant device is
connected) is ready. In such a scenario, if this
feature were not enabled (i.e., 0), after
synchronization there would be no connectivity
between the redundant device's network
interface and the switch.

The valid value is 0 to 180. The default is 0.

[HALocalMAC] Specifies the MAC address of one of the two
devices in the HA system.

For more information, see Quick-and-Easy Initial
HA Configuration on page 1308.

Note:When downloading an ini file from a device
that is operating in HA mode, the parameter is
the MAC address of the active device.

[HARemoteMAC] Specifies the MAC address of one of the two
devices in the HA system.

For more information, see Quick-and-Easy Initial
HA Configuration on page 1308.

Note:When downloading an ini file from a device
that is operating in HA mode, the parameter is
the MAC address of the redundant device.

'HA Device Name'
configure network > high-
availability settings >
unit-id-name

[HAUnitIdName]

Defines a name for the active device, which is
displayed on the Home page to indicate the
active device.

The valid value is a string of up to 128 characters.
The default value is "Device 1".

Note: When the device sends alarms to OVOC,
this name is displayed at the beginning of the
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alarm description in OVOC, for example, "
(SBCSITE01): Proxy lost. looking for another
proxy". However, the name is not displayed for
the alarms retrieved (from the device's Active
Alarms table) when OVOC initially connects to
the device.

'HA Remote Device Name’
configure network > high-
availability settings >
redundant-unit-id-name

[HARemoteUnitIdName]

Defines a name for the redundant device, which
is displayed on the Home page to indicate the
redundant device.

The valid value is a string of up to 128 characters.
The default value is "Device 2".

Note: When the device sends alarms to OVOC,
this name is displayed at the beginning of the
alarm description in OVOC, for example, "
(SBCSITE02): Proxy lost. looking for another
proxy". However, the name is not displayed for
the alarms retrieved (from the device's Active
Alarms table) when OVOC initially connects to
the device.

'HA Remote Address'
configure network > high-
availability settings >
remote-address

[HARemoteAddress]

Defines the Maintenance interface address of the
redundant device in the HA system.

By default, no value is defined.

Note: For the parameter to take effect, a device
restart is required.

'Preempt Mode'
configure network > high-
availability settings >
revertive-mode

[HARevertiveEnabled]

Enables HA switchover based on HA priority.

■ [0] Disable = (Default) A switchover over to
the redundant device is done only if a failure
occurs in the currently active device.

■ [1] Enable = A switchover over to the
redundant device is done if a failure occurs in
the currently active device. However, a
switchover to the device with the highest
priority (configured by the HAPriority
parameter) occurs whenever the device
recovers from a failure. Therefore, whenever
possible, the highest priority device is the
active one.

For more information on the HA switchover
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mechanism, see Device Switchover upon Failure.

'Preempt Priority'
configure network > high-
availability settings >
priority

[HAPriority]

Defines the priority of the active device used in
the HA Preempt mechanism.

The valid value is 1 (lowest priority) to 10 (highest
priority). The default is 5.

Note:

■ The parameter is applicable only if you
configure the 'Preempt Mode' parameter to
Enable.

■ You must configure each device in the HA
system with different parameter values
(priorities).

'HA Remote Preempt Priority'
configure network > high-
availability > redundant-
priority

[HARemotePriority]

Defines the priority of the redundant device used
in the HA Preempt mechanism.

The valid value is 1 (lowest priority) to 10 (highest
priority). The default is 5.

Note:

■ The parameter is applicable only if you
configure the 'Preempt Mode' parameter to
Enable.

■ You must configure each device in the HA
system with different parameter values
(priorities).

configure network >
high-availability
settings > ha-secured-
connectivity

[HASecuredConnectivityMode]

Enables secure (TLS) communication (HA
Maintenance interface) between the active and
redundant devices in the HA system.

■ [0] Disable (default)

■ [1] Enable

For more information, see Enabling Secured TLS
Communication between Active and Redundant
Devices on page 1311.

Note: For the parameter to take effect, a device
restart is required.

HA Network Monitor Parameters

For more information, see Monitoring IP Entities and HA Switchover upon Ping Failure on
page 1312.

- 1810 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

'HA Network Monitor'
configure network > high-
availability settings >
network-monitor-enabled

[HAPingEnabled]

Enables the HA Network Monitor feature, which
checks connectivity with network destinations,
using pings. When a user-defined number of
destinations fail the connectivity test (see
'Network Monitor Threshold' parameter), an HA
switchover occurs.

■ [0] Disable (default)

■ [1] Enable

'Monitor Threshold'
configure network > high-
availability settings >
network-monitor-threshold

[HaNetworkMonitorThreshold]

Defines the minimum number of monitored rows
(configured in the HA Network Monitor table)
whose destinations are unreachable that are
required to trigger an HA switchover.

The valid value is 1 to 10. The default is 1.

Security Parameters
This subsection describes the device's security parameters.

General Security Parameters

The general security parameters are described in the table below.

Table 75-25:General Security Parameters

Parameter Description

Media Latching

'Inbound Media Latch Mode'
configure voip > media
settings > inbound-
media-latch-mode

[InboundMediaLatchMode]

Enables the Media Latching feature.

■ [0] Strict = The device is ready to receive (latch
on to) media packets, but only if they are from a
specific source IP address and UDP port,
according to the remote IP address and UDP port
in the negotiated SDP of the SIP message.

Note: If the SIP user agent is behind NAT and you
have configured the [NATMode] parameter to [4]
(NAT By Signaling Restricted IP), even if you have
configured the 'Inbound Media Latch Mode' para-
meter to Strict, the device automatically changes
it to Dynamic.
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■ [1] Dynamic = (Default) Device latches on to the
first stream. If it receives at least a minimum
number of consecutive packets (configured by
New<media type>StreamPackets) from a
different source(s) and the device has not
received packets from the current stream for a
user-defined period (TimeoutToRelatch<media
type>Msec), it latches on to the next packet
received from any other stream. If other packets
of a different media type are received from the
new stream, based on IP address and SSRC for
RTCP/RTP and based on IP address only for T.38,
the packet is accepted immediately.

Note: If a packet from the original (first latched
onto) IP address:port is received at any time, the
device latches on to this stream.

■ [2] Dynamic-Strict = Device latches onto the first
stream. If it receives at least a minimum number
of consecutive packets (configured by
New<media type>StreamPackets) all from the
same source which is different to the first stream
and the device has not received packets from the
current stream for a user-defined period
(TimeoutToRelatch<media type>Msec), it latches
on to the next packet received from any other
stream. If other packets of different media type
are received from the new stream based on IP
address and SSRC for RTCP and based on IP
address only for T.38, the packet is accepted
immediately.

Note: If a packet from the original (first latched
onto) IP address:port is received at any time, the
device latches on to this stream.

■ [3] Strict-On-First = Typically used for NAT, where
the correct IP address:port is initially unknown.
The device latches on to the stream received in
the first packet. The device doesn't change this
stream unless a packet is later received from the
original source.

Note: If you configure the parameter to Strict, the
device can't perform NAT traversal. In this setup,
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configure the [NATMode] parameter to [1].

'New RTP Stream Packets'

[NewRtpStreamPackets]

Defines the minimum number of continuous RTP
packets received by the device's channel to allow
latching onto the new incoming stream.

The valid range is 0 to 20. The default is 3. If set to 0,
the device is left exposed to attacks against multiple
packet streams.

'New RTCP Stream Packets'

[NewRtcpStreamPackets]

Defines the minimum number of continuous RTCP
packets received by the device's channel to allow
latching onto the new incoming stream.

The valid range is 0 to 20. The default is 3. If set to 0,
the device is left exposed to attacks against multiple
packet streams.

'New SRTP Stream Packets'

[NewSRTPStreamPackets]

Defines the minimum number of continuous SRTP
packets received by the device's channel to allow
latching onto the new incoming stream.

The valid range is 0 to 20. The default is 3. If set to 0,
the device is left exposed to attacks against multiple
packet streams.

'New SRTCP Stream Packets'

[NewSRTCPStreamPackets]

Defines the minimum number of continuous SRTCP
packets received by the device's channel to allow
latching onto the new incoming stream.

The valid range is 0 to 20. The default is 3. If set to 0,
the device is left exposed to attacks against multiple
packet streams.

'Timeout To Relatch RTP'

[TimeoutToRelatchRTPMsec]

Defines a period (msec) during which if no packets
are received from the current RTP session, the
channel can re-latch onto another stream.

The valid range is any value from 0. The default is
200.

'Timeout To Relatch SRTP'

[TimeoutToRelatchSRTPMsec]

Defines a period (msec) during which if no packets
are received from the current SRTP session, the
channel can re-latch onto another stream.

The valid range is any value from 0. The default is
200.

'Timeout To Relatch Silence' Defines a period (msec) during which if no packets
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[TimeoutToRelatchSilenceMsec] are received from the current RTP/SRTP session and
the channel is in silence mode, the channel can re-
latch onto another stream.

The valid range is any value from 0. The default is
200.

'Timeout To Relatch RTCP'

[TimeoutToRelatchRTCPMsec]

Defines a period (msec) during which if no packets
are received from the current RTCP session, the
channel can re-latch onto another RTCP stream.

The valid range is any value from 0. The default is
10,000.

'Fax Relay Rx/Tx Timeout'

[FaxRelayTimeoutSec]

Defines a period (sec) during which if no T.38 packets
are received or sent from the current T.38 fax relay
session, the channel can re-latch onto another
stream.

The valid range is 0 to 255. The default is 10.

HTTPS Parameters

The Secure Hypertext Transport Protocol (HTTPS) parameters are described in the table below.

Table 75-26:HTTPS Parameters

Parameter Description

'Secured Web
Connection
(HTTPS)'
configure
system >
web >
secured-
connection

[HTTPSOnly]

Defines the HTTP/S application protocol for accessing the device's
management interface (Web interface or REST API).

■ [0] HTTP and HTTPS = (Default) Access to the management
interface is allowed from HTTP and HTTPS (secured) requests.

■ [1] HTTPS Only = Access to the management interface is allowed
only from HTTPS requests (and unencrypted HTTP packets are
blocked).

■ [2] HTTPS Redirect = Access to the management interface is
allowed only from HTTPS redirect URLs. This is required when
using OAuth login authentication with Entra ID, which redirects the
user to a URI (device's address) upon successful authentication and
authorization.

Note: If you configure the parameter to HTTPS Redirect and you're
using Single-Sign On (SSO) to the device from OVOC, you must
configure OVOC to connect to the device using HTTPS
('Communication Protocol' field set to HTTPS).
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configure
system >
web >
https-port

[HTTPSPort]

Defines the local Secured HTTPS port of the device. The parameter
allows secure remote device Web- or REST-based management from
the LAN. To enable secure Web management from the LAN, configure
the desired port.

The valid range is 1 to 65535 (other restrictions may apply within this
range). The default port is 443.

Note: For the parameter to take effect, a device restart is required.

SRTP Parameters

The Secure Real-Time Transport Protocol (SRTP) parameters are described in the table below.

Table 75-27:SRTP Parameters

Parameter Description

'Media Security'
configure voip > media security >
media-security-enable

[EnableMediaSecurity]

Enables Secure Real-Time Transport
Protocol (SRTP).

■ [0] Disable (default)

■ [1] Enable

Note:

■ The parameter is not applicable
to WebRTC.

'Media Security Behavior'
configure voip > media security >
media-sec-bhvior

[MediaSecurityBehaviour]

Global parameter that defines the
handling of SRTP, when the
[EnableMediaSecurity] parameter is
configured to 1. You can also
configure this feature per specific
calls, using IP Profiles ('Gateway
Media Security Mode' parameter).
For a detailed description of the
parameter and for configuring this
feature in the IP Profiles table, see
Configuring IP Profiles.

Note:

■ If you configure this feature for a
specific IP Profile, the device
ignores this global parameter for
calls associated with the IP
Profile.

- 1815 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

■ The parameter is applicable only
to the Gateway application.

'Master Key Identifier (MKI) Size'
configure voip > media security >
srtp-tx-packet-mki-size

[SRTPTxPacketMKISize]

Global parameter that defines the
size (in bytes) of the Master Key
Identifier (MKI) in SRTP Tx packets.
You can also configure this feature
per specific calls, using IP Profiles
('MKI Size' parameter). For a detailed
description of the parameter and for
configuring this feature in the IP
Profiles table, see Configuring IP
Profiles.

Note: If you configure this feature for
a specific IP Profile, the device
ignores this global parameter for calls
associated with the IP Profile.

'Symmetric MKI Negotiation'
configure voip > media security >
symmetric-mki

[EnableSymmetricMKI]

Global parameter that enables
symmetric MKI negotiation. You can
also configure this feature per
specific calls, using IP Profiles
('Symmetric MKI' parameter). For a
detailed description of the parameter
and for configuring this feature in the
IP Profiles table, see Configuring IP
Profiles.

Note: If you configure this feature for
a specific IP Profile, the device
ignores this global parameter for calls
associated with the IP Profile.

'Offered SRTP Cipher Suites'
configure voip > media security >
offer-srtp-cipher

[SRTPofferedSuites]

Defines the offered crypto suites
(cipher encryption algorithms) for
SRTP.

■ [0] All = (Default) All available
crypto suites.

■ [1] AES-CM-128-HMAC-SHA1-80
= device uses AES-CM encryption
with a 128-bit key and HMAC-
SHA1 message authentication
with a 80-bit tag.
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■ [2] AES-CM-128-HMAC-SHA1-32
= device uses AES-CM encryption
with a 128-bit key and HMAC-
SHA1 message authentication
with a 32-bit tag.

■ [4] ARIA-CM-128-HMAC-SHA1-80
= device uses ARIA encryption
algorithm with a 128-bit key and
HMAC-SHA1 message
authentication with a 32-bit tag.

■ [8] ARIA-CM-192-HMAC-SHA1-80
= device uses ARIA encryption
algorithm with a 192-bit key and
HMAC-SHA1 message
authentication with a 32-bit tag.

■ [16] AES-256-CM-HMAC-SHA1-32
= AES-CM encryption with a 256-
bit key and HMAC-SHA1 message
authentication with a 32-bit tag.

■ [32] AES-256-CM-HMAC-SHA1-80
= AES-CM encryption with a 256-
bit key and HMAC-SHA1 message
authentication with an 80-bit tag.

Note:

■ For enabling ARIA encryption, use
the [AriaProtocolSupport]
parameter.

■ For the Gateway application, if
you configure the parameter to
All, the device sends only four
crypto lines ('a=crypto') in the
SDP Offer, which excludes the AES
256 crypto suites. Therefore, if
you want to offer an AES 256
crypto suite, you need to
configure the parameter to AES-
256-CM-HMAC-SHA1-32 or AES-
256-CM-HMAC-SHA1-80.

■ The parameter also affects the
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selection of the crypto in the
device's answer. For example, if
the device receives an offer with
two crypto lines ('a=crypto:')
containing HMAC_SHA1_80 and
HMAC_SHA_32, it uses the
HMAC_SHA_32 key in its SIP 200
OK response if the parameter is
configured to AES-CM-128-
HMAC-SHA1-32.

configure voip > sbc settings >
sbc-dtls-mtu

[SbcDtlsMtu]

Defines the maximum transmission
unit (MTU) size for the DTLS
handshake. The device doesn't
attempt to send handshake packets
that are larger than the configured
value. Adjusting the MTU is useful
when there are network constraints
on the size of packets that can be
sent.

The valid value range is 228 to 1500.
The default is 1400.

Note: The parameter is applicable
only to the SBC application.

configure voip > sbc settings >
dtls-time-between-transmissions

[DTLSTimeBetweenTransmissions]

Defines the minimum interval (in
msec) that the device waits between
transmission of DTLS packets in the
same DTLS handshake. The
configured value is applied in a "best-
effort" manner (i.e., time between
transmitted DTLS packets in the same
handshake may differ due to
constraints on the network layer and
load on the device).

The valid value is 0 (no forced delay
between DTLS packet transmissions)
to 100. The default is 5.

'ARIA Protocol Support'
configure voip > media security >
ARIA-protocol-support

[AriaProtocolSupport]

Enables ARIA algorithm cipher
encryption for SRTP. This is an
alternative option to the existing
support for the AES algorithm. ARIA is
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a symmetric key block cipher
algorithm standard developed by the
Korean National Security Research
Institute.

■ [0] Disable (default)

■ [1] Enable

Note:

■ To configure the ARIA bit-key
encryption size (128 or 192 bit)
with HMAC SHA-1 cryptographic
hash function, use the
SRTPofferedSuites parameter.

■ The ARIA feature is available only
if the device is installed with a
License Key that includes this
feature. For installing a License
Key, see License Key.

'Authentication on Transmitted RTP Packets'
configure voip > media security >
RTP-authentication-disable-tx

[RTPAuthenticationDisableTx]

Enables authentication on
transmitted RTP packets in a secured
RTP session.

■ [0] Enable (default)

■ [1] Disable

'Encryption on Transmitted RTP Packets'
configure voip > media security >
RTP-encryption-disable-tx

[RTPEncryptionDisableTx]

Enables encryption on transmitted
RTP packets in a secured RTP session.

■ [0] Enable (default)

■ [1] Disable

'Encryption on Transmitted RTCP Packets'
configure voip > media security >
RTCP-encryption-disable-tx

[RTCPEncryptionDisableTx]

Enables encryption on transmitted
RTCP packets (outgoing leg) in a
secured RTP session (i.e., SRTCP). The
device generates the cryptos.

■ [0] Enable (default)

■ [1] Disable

Note: The parameter is applicable
only if the IP Profile parameter
'Encryption on RTCP Packets' is
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configured to As Is for the outgoing
leg.

'SRTP Tunneling Authentication for RTP'
configure voip > media security >
srtp-tnl-vld-rtp-auth

[SRTPTunnelingValidateRTPRxAuthentication]

Enables validation of SRTP tunneling
authentication for RTP.

■ [0] Disable = (Default) The device
doesn't perform any validation
and forwards the packets as is.

■ [1] Enable = The device validates
the packets (e.g., sequence
number) and if successful,
forwards the packets. If validation
fails, it drops the packets.

Note:

■ The parameter is applicable only
to SRTP-to-SRTP calls and when
both endpoints use the same
authentication keys.

■ The parameter is applicable only
to the SBC application.

'SRTP Tunneling Authentication for RTCP'
configure voip > media security >
srtp-tnl-vld-rtcp-auth

[SRTPTunnelingValidateRTCPRxAuthentication]

Enables validation of RTP tunneling
authentication for RTCP.

■ [0] Disable = (Default) The device
doesn't perform any validation
and forwards the packets as is.

■ [1] Enable = The device validates
the packets (e.g., sequence
number) and if successful,
forwards the packets. If validation
fails, it drops the packets.

Note:

■ The parameter is applicable only
to SRTP-to-SRTP calls and when
both endpoints use the same
authentication keys.

■ The parameter is applicable only
to the SBC application.
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configure voip > sip-definition
settings > reset-srtp-upon-re-key

[ResetSRTPStateUponRekey]

Global parameter that enables
synchronization of the SRTP state
between the device and a server
when a new SRTP key is generated
upon a SIP session expire. You can
also configure this feature per
specific calls, using IP Profiles ('Reset
SRTP Upon Re-key' parameter). For a
detailed description of the parameter
and for configuring this feature in the
IP Profiles table, see Configuring IP
Profiles.

Note:

■ If you configure this feature for a
specific IP Profile, the device
ignores this global parameter for
calls associated with the IP
Profile.

■ This parameter resets the SRTP
stream on both legs. If you want
the device to reset only the SRTP
stream with the leg (call party)
that changed the crypto key,
enable this parameter and the
[SrtpResetTxRxSeparately]
parameter (below).

configure voip > media security >
srtp-reset-tx-rx-separately

[SrtpResetTxRxSeparately]

Enables the device to reset only the
SRTP stream (roll-over counter / ROC
index and other SRTP fields) with the
call party that changed the SRTP key
(‘a=crypto’ line in SDP body) during a
call. It doesn't reset the SRTP stream
with the other call party. The SRTP
key is sometimes updated by the call
party, using a SIP re-INVITE message
(for example, due to a session
refresh).

■ [0] = (Default) Disabled

■ [1] = Enabled

Note:
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■ For this functionality, you also
need to enable the 'Reset SRTP
Upon Re-key'
(ResetSRTPStateUponRekey)
parameter.

■ If the [SrtpResetTxRxSeparately]
parameter is disabled and the
'Reset SRTP Upon Re-key'
parameter is enabled, the device
resets the SRTP stream of both
call parties if the key is changed.

TLS Parameters

The Transport Layer Security (TLS) parameters are described in the table below.

Table 75-28:TLS Parameters

Parameter Description

'TLS Client Re-Handshake Interval'
configure network >
security-settings > tls-
re-hndshk-int

[TLSReHandshakeInterval]

Defines the time interval (in minutes) between TLS
Re-Handshakes initiated by the device.

The interval range is 0 to 1,500 minutes. The
default is 0 (i.e., no TLS Re-Handshake).

'TLS Mutual Authentication'
configure network >
security-settings > sips-
require-client-
certificate

[SIPSRequireClientCertificate]

Defines the device's mode of operation regarding
mutual authentication and certificate verification
for TLS connections.

■ [0] Disable = (Default)

✔ Device acts as a client: Verification of the
server’s certificate depends on the
[VerifyServerCertificate] parameter.

✔ Device acts as a server: The device doesn't
request the client certificate.

■ [1] Enable =

✔ Device acts as a client: Verification of the
server certificate is required to establish
the TLS connection.

✔ Device acts as a server: The device requires
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the receipt and verification of the client
certificate to establish the TLS connection.

Note:

■ You can configure this feature per SIP Interface
(see Configuring SIP Interfaces).

■ You can change the SIPS certificate files using
the [HTTPSCertFileName] and
[HTTPSRootFileName] parameters.

'Peer Host Name Verification Mode'
configure network >
security-settings > peer-
hostname-verification-
mode

[PeerHostNameVerificationMode]

Enables the device to verify the Subject Name of a
TLS certificate received from SIP entities for
authentication and establishing TLS connections.

■ [0] Disable = (Default) No certificate
verification is done.

■ [1] Server Only = The device verifies the
certificate's Subject Name only when it acts as
a client for the TLS connection.

■ [2] Server & Client = The device verifies the
certificate's Subject Name when it acts as a
server or client for the TLS connection.

If the device receives a certificate from a SIP entity
(IP Group) and the parameter is configured to
Server Only or Server & Client, it attempts to
authenticate the certificate based on the
certificate's address:

1. If the connection was classified to a Proxy Set,
the device compares the certificate's Subject
Alternative Names (SANs) with the Proxy Set's
addresses (IP address or FQDN). The device
checks the FQDN itself and not the DNS-
resolved IP addresses.

2. If a SAN matches an address, the device con-
siders the certificate as valid and establishes
the TLS connection and allows the call.

3. If there is no match and the SAN is marked as
"critical", the device rejects the call. If there is
no match and the SAN isn't marked as "critical",
the device compares the Proxy Set's 'TLS
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Remote Subject Name' parameter value (or
global [TLSRemoteSubjectName] parameter)
with the certificate's Common Name (CN). If
they match, the device establishes the TLS con-
nection and allows the call; otherwise, the
device rejects the call.

Note:

■ You can configure this functionality per Proxy
Set (see Configuring Proxy Sets on page 619). If
configured for a Proxy Set, the Proxy Set's
settings override this global parameter's
settings.

■ If you configure the parameter to Server &
Client, configure the
[SIPSRequireClientCertificate] parameter to
Enable.

■ For FQDN, the certificate may use wildcards (*)
to replace parts of the domain name.

'TLS Remote Subject Name'
configure network >
security-settings > tls-
rmt-subs-name

[TLSRemoteSubjectName]

Defines the Subject Name of the TLS certificate
received from the remote side when establishing
TLS connections.

When the device receives the certificate from the
remote side, it validates the certificate by
comparing the certificate's Subject Alternative
Names (SANs) with the Proxy Set's addresses (IP
address and FQDN). If a SAN matches an address,
the device considers the certificate as valid and
establishes the TLS connection.

If there is no match and the SAN is marked as
"critical", the device doesn't establish a TLS
connection and rejects the call. If there is no match
and the SAN isn't marked as "critical", the device
compares the parameter's value with the
certificate's Common Name (CN). If they match,
the device establishes a TLS connection; otherwise,
the device doesn't establish a TLS connection and
rejects the call.

The valid range is a string of up to 49 characters.

Note:
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■ You can configure this functionality per Proxy
Set (see Configuring Proxy Sets on page 619). If
configured for a Proxy Set, the Proxy Set's
settings override this global parameter's
settings.

■ If the CN uses a domain name, the certificate
can also use wildcards (‘*’) to replace parts of
the domain name.

■ The parameter is applicable only if you
configure the global parameter
[PeerHostNameVerificationMode] or Proxy Set
parameter 'Peer Host Name Verification Mode'
to Server Only or Server & Client.

'TLS Client Verify Server Certificate'
configure network >
security-settings > tls-
vrfy-srvr-cert

[VerifyServerCertificate]

Enables the device, when acting as a client for TLS
connections, to verify the Server certificate. The
certificate is verified with the Root CA information.

■ [0] Disable (default)

■ [1] Enable

Note: If Subject Name verification is necessary,
configure the [PeerHostNameVerificationMode]
parameter as well.

'TLS Expiry Check Start'
configure network >
security-settings > tls-
expiry-check-start

[TLSExpiryCheckStart]

Defines when the device sends an SNMP alarm
(acCertificateExpiryAlarm) to notify that the
installed TLS server certificate (of TLS Contexts) is
about to expire. This is defined by the number of
days before the certificate's expiration date. For
example, if configured to 5, the alarm is sent 5
days before the expiration date. For more
information on the alarm, refer to the SBC-
Gateway Series SNMP Alarm Reference Guide.

The valid value is 0 to 3650. The default is 60.

'TLS Expiry Check Period'
configure network >
security-settings > tls-
expiry-check-period

[TLSExpiryCheckPeriod]

Defines the periodical interval (in days) for
checking the TLS server certificate expiry date (of
TLS Contexts).

The valid value is 1 to 3650. The default is 7.

- 1825 -

[[[Undefined variable sbc_documents.SBCAalrms]]]
[[[Undefined variable sbc_documents.SBCAalrms]]]


CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

SSH Parameters

Secure Shell (SSH) parameters are described in the table below.

Table 75-29:SSH Parameters

Parameter Description

'Enable SSH Server'
configure system >
cli-settings > ssh

[SSHServerEnable]

Enables the device's embedded SSH server.

■ [0] Disable

■ [1] Enable (default)

'Redundant Device Server Port'
configure system >
cli-settings > ssh-
red-device-port

[SSHRedundantProxyPort]

Defines the proxy SSH port number on the active
device for accessing the redundant device's embedded
SSH server from the active device for downloading files
from the redundant device.

The valid value is any valid port number. The default
port is 0 (i.e., disabled).

Note:

■ The parameter is applicable only when the device is
in HA mode.

■ The port number must be different to the regular
SSH port number, which is configured by the
[SSHServerPort] parameter.

'Public Key'
configure system >
cli-settings > ssh-
require-public-key

[SSHRequirePublicKey]

Enables RSA or ECDSA public keys for SSH.

■ [0] Disable = (Default) RSA or ECDSA public keys are
optional if a public key is configured.

■ [1] Enable = RSA or ECDSA public keys are
mandatory.

Note:

■ Public keys are configured per management user in
the Local Users table (see Configuring Management
User Accounts on page 53).

■ To define the key size, use the [TLSPkeySize]
parameter.

'Max Payload Size'
ssh-max-payload-size

[SSHMaxPayloadSize]

Defines the maximum uncompressed payload size (in
bytes) for SSH packets.

The valid value is 550 to 32768. The default is 32768.
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'Max Binary Packet Size'
configure system >
cli-settings > ssh-
max-binary-packet-size

[SSHMaxBinaryPacketSize]

Defines the maximum packet size (in bytes) for SSH
packets.

The valid value is 582 to 35000. The default is 35000.

'Maximum SSH Sessions'
configure system >
cli-settings > ssh-
max-sessions

[SSHMaxSessions]

Defines the maximum number of simultaneous SSH
sessions.

The valid range is 1 to 5. The default 5.

'Enable Last Login Message'
configure system >
cli-settings > ssh-
last-login-message

[SSHEnableLastLoginMessage]

Enables message display in SSH sessions of the time
and date of the last SSH login. The message displays
the number of unsuccessful login attempts since the
last successful login.

■ [0] Disable

■ [1] Enable (default)

Note: The last SSH login information is cleared when
the device restarts.

'Max Login Attempts
configure system >
cli-settings > ssh-
max-login-attempts

[SSHMaxLoginAttempts]

Defines the maximum SSH login attempts allowed for
entering an incorrect password by an administrator
before the SSH session is rejected.

The valid range is 1 to 5. The default is 3.

Note: The new setting takes effect only for new
subsequent SSH connections.

'Kex Algorithms String'
configure system >
cli-settings > ssh-
kex-algorithms-string

[SSHKexAlgorithmsString]

Defines the SSH Key Exchange Algorithms.

The valid values include:

■ diffie-hellman-group-exchange-sha256

■ diffie-hellman-group14-sha1

■ diffie-hellman-group1-sha1

You can configure the parameter with multiple values,
using the colon (:) as a separator. For example, diffie-
hellman-group1-sha1:diffie-hellman-group-exchange-
sha256.

The default is diffie-hellman-group1-sha1:diffie-
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hellman-group-exchange-sha256.

'Ciphers String'
configure system >
cli-settings > ssh-
ciphers-string

[SSHCiphersString]

Defines the SSH cipher string.

The valid values include:

■ aes128-ctr

■ aes128-cbc

■ aes256-ctr

■ aes256-cbc

You can configure the parameter with multiple values,
using the colon (:) as a separator. For example, aes128-
ctr:aes128-cbc.

The default is aes128-ctr:aes128-cbc.

'MACs String'
configure system >
cli-settings > ssh-
macs-string

[SSHMACsString]

Defines the SSH MAC algorithms.

The valid value is hmac-sha1 or hmac-sha2-256. You
can configure the parameter with both values using
the colon (:) as a separator, for example, hmac-
sha1:hmac-sha2-256.

The default is hmac-sha1:hmac-sha2-256.

IDS Parameters

The Intrusion Detection System (IDS) parameters are described in the table below.

Table 75-30:IDS Parameters

Parameter Description

'Intrusion Detection System
(IDS)'
enable-ids

[EnableIDS]

Enables the IDS feature.

■ [0] Disable (default)

■ [1] Enable

'Alarm Clear Period'
alarm-clear-period

[IDSAlarmClearPeriod]

Defines the interval (in seconds) after which an IDS alarm
is cleared from the Active Alarms table if no thresholds are
crossed during this time. However, this "quiet" period
must be at least twice the Threshold Window value. For
example, if IDSAlarmClearPeriod is set to 20 sec and the
Threshold Window is set to 15 sec, the
IDSAlarmClearPeriod parameter is ignored and the alarm
is cleared only after 30 seconds (2 x 15 sec).
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The valid value is 0 to 86400. The default is 300.

'Excluded Response Codes'
excluded-responses

[IDSExcludedResponseCodes]

Defines the SIP response codes that are excluded form
the IDS count for SIP dialog establishment failures.

The valid value is 400 through to 699. The maximum
length is 100 characters. You can configure the parameter
with multiple codes, where each code is separated by a
comma (without spaces). The default is
408,422,423,480,481,486,487,500,501,502,503,504,505,6
00.

For more information, see Configuring SIP Response Codes
to Exclude from IDS on page 255.

Note:

■ The parameter applies only to rejected responses
received from the remote network; not rejected
responses generated by the device (except for 404).

■ The response codes 401 and 407 are considered
authentication failures and therefore, are not
applicable to this parameter.

OCSP Parameters

The Online Certificate Status Protocol (OCSP) parameters are described in the table below.

Table 75-31:OCSP Parameters

Parameter Description

'Enable OCSP Server'
configure network > ocsp > enable

[OCSPEnable]

Enables or disables certificate
checking using OCSP.

■ [0] Disable (default)

■ [1] Enable

For a description of OCSP, see
Configuring Certificate Revocation
Checking (OCSP).

'Primary Server IP'
configure network > ocsp > server-ip

[OCSPServerIP]

Defines the IP address of the OCSP
server.

The default IP address is 0.0.0.0.
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'Secondary Server IP'
configure network > ocsp >
secondary-server-ip

[OCSPSecondaryServerIP]

Defines the IP address (in dotted-
decimal notation) of the
secondary OCSP server (optional).

The default IP address is 0.0.0.0.

'Server Port'
configure network > ocsp > server-
port

[OCSPServerPort]

Defines the OCSP server's TCP port
number.

The default port number is 2560.

'Default Response When Server Unreachable'
configure network > ocsp > default-
response

[OCSPDefaultResponse]

Determines whether the device
allows or rejects peer certificates
when the OCSP server cannot be
contacted.

■ [0] Reject (default)

■ [1] Allow

Proxy, Registration and Authentication Parameters
The proxy server, registration and authentication SIP parameters are described in the table
below.

Table 75-32:Proxy, Registration and Authentication SIP Parameters

Parameter Description

configure voip > sip-
definition proxy-and-
registration > proxy-
keepalive-randomization

[ProxyKeepAliveRandomization]

Enables the device to send the first (initial) keep-
alive message (SIP OPTIONS or “fake” REGISTER
messages) of each Proxy Set at different times. This
feature is applicable only to Proxy Sets enabled for
the Proxy Keep-Alive feature in the Proxy Sets table
(see Configuring Proxy Sets on page 619). By
default, the device sends the initial keep-alive
messages of all Proxy Sets simultaneously.

The parameter defines a time window range (from
1 to N seconds) from which each Proxy Set
randomly chooses a time to start its keep-alive
mechanism with its proxy servers (IP addresses).
For example, if configured to 300 seconds with 10
Proxy Sets, each begins at a different random time
within this 5-minute window.

Only the first keep-alive message per Proxy Set is
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randomized; subsequent keep-alive messages of
each Proxy Set follow the normal interval
configured by the 'Proxy Keep-Alive Time'
parameter in the Proxy Sets table.

The valid value is 0 to 2000000 (seconds). The
default is 0 (i.e., the device sends the initial keep-
alive message of all the Proxy Sets at the same
time).

'Use Default Proxy'
configure voip > sip-
definition proxy-and-
registration > enable-
proxy

[IsProxyUsed]

Enables the use of Proxy Set ID 0 (for backward
compatibility).

■ [0] No = (Default) Proxy Set 0 is not used.

■ [1] Yes = Proxy Set ID 0 is used.

Note:

■ The parameter must be used only for backward
compatibility. If not required for backward
compatibility, make sure that the parameter is
disabled and use the Proxy Sets table for
configuring all your Proxy Sets (except for Proxy
Set #0).

■ If you are not using a proxy server, you must
configure routing rules to route the call.

■ The parameter is applicable only to the
Gateway application.

'Proxy Name'
configure voip > sip-
definition proxy-and-
registration > proxy-name

[ProxyName]

Defines the Home Proxy domain name. If specified,
this name is used as the Request-URI in REGISTER,
INVITE and other SIP messages, and as the host
part of the To header in INVITE messages. If not
specified, the Proxy IP address is used instead.

The valid value is a string of up to 49 characters.

Note: The parameter functions together with the
[UseProxyIPasHost] parameter.

'Use Proxy IP as Host'
configure voip > sip-
definition proxy-and-
registration > use-proxy-
ip-as-host

[UseProxyIPasHost]

Enables the use of the proxy server's IP address (in
dotted-decimal notation) as the host name in SIP
From and To headers in REGISTER requests.

■ [0] Disable (default)

■ [1] Enable
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If the parameter is disabled and the device
registers to an IP Group (i.e., proxy server), it uses
the string configured by the ProxyName parameter
as the host name in the REGISTER's Request-URI
and uses the string configured by the IP Groups
table parameter, SIPGroupName as the host name
in the To and From headers. If the IP Group is
configured with a Proxy Set that has multiple IP
addresses, all the REGISTER messages sent to these
proxies are sent with the same host name.

Note: If the parameter is disabled and the
ProxyName parameter is not configured, the
proxy's IP address is used as the host name in the
REGISTER Request-URI.

configure voip > sip-
definition proxy-and-
registration > use-rand-
user

[UseRandomUser]

Enables the device to assign a random string value
for the user part of the SIP Contact header in the
REGISTER message (generated by the device) for
new user Account registrations with the device.

The string includes letters and may include
numbers, but it always begins with a letter. The
string is unique to each Account. An example of a
randomly assigned user part is shown (in bold)
below:
Contact:
<sip:HRaNEmZnfX6xZl4
@pc33.atlanta.com>

■ [0] = (Default) Disable.

■ [1] = Enable. The device generates one unique
string for the user part per Account. Each
Account registers with its unique user part
string. All INVITE messages for this new
Account are sent with this unique user part.
This same unique user part string is also used
for registration refreshes and for un-registering
the Account.

■ [2] = Enable per registration. The device
generates a new string for the user part for
each REGISTER message sent for the Account,
including initial registration as well as
registration refreshes.
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The device stops using the random user part in the
following scenarios:

■ The user sends an unregister request.

■ The device sends a REGISTER request for the
user, but doesn't receive a SIP 200 OK in
response.

■ The parameter is disabled. When enabled
again, new random user parts are assigned to
the Accounts.

To configure Accounts, see Configuring
Registration Accounts.

'Redundancy Mode'
configure voip > sip-
definition proxy-and-
registration >
redundancy-mode

[ProxyRedundancyMode]

Determines whether the device switches back to
the primary Proxy after using a redundant Proxy.

■ [0] Parking = (Default) The device continues
working with a redundant (now active) Proxy
until the next failure, after which it works with
the next redundant Proxy.

■ [1] Homing = The device always tries to work
with the primary Proxy server (i.e., switches
back to the primary Proxy whenever it's
available).

Note: To use this Proxy Redundancy mechanism,
you need to enable the keep-alive with Proxy
option, by setting the parameter
EnableProxyKeepAlive to 1 or 2.

'Proxy IP List Refresh Time'
configure voip > sip-
definition proxy-and-
registration > proxy-ip-
lst-rfrsh-time

[ProxyIPListRefreshTime]

Defines the interval (in seconds) at which the
device performs DNS resolution for Proxy Sets that
are configured with an FQDN (host name) to
translate (resolve) it into IP addresses. The device
maintains a cache of DNS resolutions, and will use
cached responses as long as the TTL has not
expired. If the TTL is expired, a new DNS request is
sent to the DNS server.

For example, if configured to 60, the device queries
the DNS server every 60 seconds. If successful, the
device refreshes the Proxy Set’s list of DNS-
resolved IP addresses.

The valid value is 0, or 5 to 2,000,000. The default
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is 60. The value 0 disables periodic DNS queries
and DNS resolution is done only once - upon device
restart, device power up, or new and modified
configuration.

The device caches the DNS-resolved IP addresses
of the last successful DNS query of a Proxy Set,
which is used if the DNS server goes offline. This
functionality occurs regardless of the setting of the
[DNSCache] parameter.

configure network > 
network-settings > dns-
cache

[DNSCache]

Enables the device to cache (store) DNS-resolved IP
addresses of the last successful DNS query of
entities (e.g., for Remote Web Services, Access List,
and LDAP servers) that are configured with an
FQDN. The device clears every entry in the cache
30 minutes after their DNS time-to-live (TTL) value
expires.

When enabled and the DNS server doesn't respond
(for whatever reason) to the device's DNS query
request, instead of taking the entity offline, the
device reuses the cached DNS-resolved addresses,
thereby maintaining call service. In such a scenario,
the device continues to query the DNS server every
10 seconds. However, if the DNS server is still not
responding after the device has cleared the cached
DNS-resolved IP addresses, the device considers
the entity as offline.

■ [0] Disable

■ [1] Enable (default)

'Enable Fallback to Routing Table'
configure voip > sip-
definition proxy-and-
registration > fallback-
to-routing

[IsFallbackUsed]

Enables the device to fallback to the Tel-to-IP
Routing table for call routing when proxy servers
are unavailable.

■ [0] Disable (default)

■ [1] Enable = When proxy servers are
unavailable, the device uses the Tel-to-IP
Routing table for routing the call. When the
device falls back to the Tel-to-IP Routing table,
it continues scanning for an online Proxy. If the
device locates an online Proxy, it switches from
internal routing back to Proxy routing.
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Note: To enable the redundant Proxy mechanism,
configure the [EnableProxyKeepAlive] parameter
to 1 or 2.

'Prefer Routing Table'
configure voip > sip-
definition proxy-and-
registration > prefer-
routing-table

[PreferRouteTable]

Enables the device to route calls according to the
Tel-to-IP Routing table instead of Proxy server.

■ [0] No = (Default) Only a Proxy server is used to
route calls.

■ [1] Yes = The device checks the routing rules in
the Tel-to-IP Routing table for a match with the
Tel-to-IP call. Only if a match is not found is a
Proxy used.

'Always Use Proxy'
configure voip > sip-
definition proxy-and-
registration > always-
use-proxy

[AlwaysSendToProxy]

Enables the device to send SIP requests and
responses through a Proxy server.

■ [0] Disable = (Default) Uses standard SIP
routing rules.

■ [1] Enable = Sends all SIP requests and
responses to the Proxy server.

Note: The parameter is applicable only if a Proxy
server is used (i.e., [IsProxyUsed] parameter is
configured to 1).

'SIP ReRouting Mode'
configure voip > sip-
definition proxy-and-
registration > sip-
rerouting-mode

[SIPReroutingMode]

Defines the routing mode after call redirection (i.e.,
a 3xx SIP response is received) or call transfer (i.e.,
a SIP REFER request is received).

■ [0] Standard = (Default) INVITE messages that
are generated as a result of Transfer or
Redirect are sent directly to the URI, according
to the Refer-To header in the REFER message,
or Contact header in the 3xx response.

■ [1] Proxy = Sends a new INVITE to the Proxy. If
the INVITE sent to the Proxy fails, the device re-
routes the call according to Standard.
Note: This option is applicable only if a Proxy
server is used and the [AlwaysSendtoProxy]
parameter is configured to 0.

■ [2] Routing Table = The device uses the Routing
table to locate the destination and then sends a
new INVITE to this destination. If the INVITE
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fails, the device re-routes the call according to
Standard. If DNS resolution fails, the device
attempts to route the call to the Proxy. If
routing to the Proxy also fails, the
Redirect/Transfer request is rejected.

Note:

■ The parameter is applicable only to the
Gateway application.

■ If the parameter is configured to Routing Table,
you can use the [XferPrefix] parameter to
configure different routing rules for redirect
calls.

■ The parameter is disregarded if the
[AlwaysSendToProxy] parameter is configured
to 1.

'DNS Query Type'
configure voip > sip-
definition proxy-and-
registration > dns-query

[DNSQueryType]

Enables the use of DNS Naming Authority Pointer
(NAPTR) and Service Record (SRV) queries to
resolve Proxy and Registrar servers and to resolve
all domain names that appear in the SIP Contact
and Record-Route headers.

■ [0] A-Record = (Default) No NAPTR or SRV
queries are performed.

■ [1] SRV = If the Proxy/Registrar IP address
parameter, Contact/Record-Route headers, or
IP address configured in the routing tables
contain a domain name, an SRV query is
performed. The device uses the first host name
received from the SRV query. The device then
performs a DNS A-record query for the host
name to locate an IP address.

■ [2] NAPTR = An NAPTR query is performed. If it
is successful, an SRV query is sent according to
the information received in the NAPTR
response. If the NAPTR query fails, an SRV
query is performed according to the configured
transport type.

Note:

■ If the Proxy/Registrar IP address parameter, the
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domain name in the Contact/Record-Route
headers, or the IP address configured in the
routing tables contain a domain name with a
port definition, the device performs a regular
DNS A-record query.

■ If a specific Transport Type is configured, a
NAPTR query is not performed.

■ To enable NAPTR/SRV queries for Proxy servers
only, use the global parameter
ProxyDNSQueryType, or use the Proxy Sets
table.

'Proxy DNS Query Type'
configure voip > sip-
definition proxy-and-
registration > proxy-dns-
query

[ProxyDNSQueryType]

Global parameter that defines the DNS query
record type for resolving the Proxy server's
configured domain name (FQDN) into an IP
address.

■ [0] A-Record = (Default) A-record DNS query.

■ [1] SRV = If the Proxy IP address parameter
contains a domain name without port
definition (e.g., ProxyIP = domain.com), an SRV
query is performed. The SRV query returns up
to four Proxy host names and their weights.
The device then performs DNS A-record queries
for each Proxy host name (according to the
received weights) to locate up to four Proxy IP
addresses. Thus, if the first SRV query returns
two domain names and the A-record queries
return two IP addresses each, no additional
searches are performed.

■ [2] NAPTR = NAPTR query is done. If successful,
an SRV query is sent according to the
information received in the NAPTR response. If
the NAPTR query fails, an SRV query is done
according to the configured transport type. If
the Proxy IP address parameter contains a
domain name with port definition (e.g., ProxyIP
= domain.com:5080), the device performs a
regular DNS A-record query. If a specific
Transport Type is defined, a NAPTR query is not
performed.
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Note:

■ This feature can be configured per Proxy Set in
the Proxy Sets table (see Configuring Proxy
Sets).

■ When enabled, NAPTR/SRV queries are used to
discover Proxy servers even if the parameter
DNSQueryType is disabled.

'Use Gateway Name for OPTIONS'
configure voip > sip-
definition proxy-and-
registration > use-gw-
name-for-opt

[UseGatewayNameForOptions]

Defines if the device's IP address, proxy's IP
address, or device's name is used as the host part
for the Request-URI in keep-alive SIP OPTIONS
messages sent to the proxy (if enabled). The device
uses the OPTIONS messages as a keep-alive with its
primary and redundant SIP proxy servers. Proxy
keep-alive by SIP OPTIONS is enabled per Proxy
Set, by configuring the 'Proxy Keep-Alive'
parameter to Using OPTIONS (see Configuring
Proxy Sets).

■ [0] No = (Default) The device's IP address is
used in the keep-alive OPTIONS messages.

■ [1] Yes = The device's name, configured by the
[SIPGatewayName] parameter, is used in the
keep-alive OPTIONS messages.

■ [2] Server = The proxy's IP address is used in
the SIP From and To headers in the keep-alive
OPTIONS messages.

configure voip > sip-
definition proxy-and-
registration > failed-
options-retry-time

[FailedOptionsRetryTime]

Defines how long the device waits (in seconds)
before re-sending a SIP OPTIONS keep-alive
message to the proxy after the device considers
the proxy as offline. It considers the proxy as
offline after all the device's retransmissions
(configured by the Proxy Set parameter 'Failure
Detection Retransmissions') have failed.

The valid value range is 1 to 3600. The default is 1.

Note:

■ The parameter is applicable only if you enable
proxy keep-alive by SIP OPTIONS messages (i.e.,
'Proxy Keep-Alive' parameter configured to
Using OPTIONS in the Proxy Sets table).
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■ A failed SIP response is either no response, or a
response that is specified by the Proxy Sets
table parameter 'Keep-Alive Failure Responses'.

configure voip > sbc
settings > abort-retries-
on-icmp-error

[AbortRetriesOnICMPError]

When using UDP as the transport protocol, the
device retries failed transmissions to a proxy server
according to the Proxy Set parameter 'Failure
Detection Retransmissions'. However, when the
failed attempt receives an ICMP error (which
indicates Host Unreachable or Network
Unreachable) as opposed to a timeout, it may be
desirable to abandon additional retries in favor of
trying the next IP address (proxy server) in the
Proxy Set. This is often desirable when Proxy Hot
Swap is enabled.

■ [0] = Disable. The device retries the same proxy
according to the Proxy Set parameter 'Failure
Detection Retransmissions' (regardless of error
response type).

■ [1] = (Default) Enable. Upon the receipt of an
ICMP error response, the device doesn't try the
proxy again (i.e., ignores the Proxy Set
parameter 'Failure Detection Retransmissions'),
but instead tries the next proxy in the Proxy
Set.

'User Name'
configure voip > sip-
definition proxy-and-
registration > user-name-
4-auth

[UserName]

Defines the username for registration and
Basic/Digest authentication with a Proxy/Registrar
server.

The valid value is a string of up to 60 characters. By
default, no value is defined.

Note:

■ The parameter is applicable only to the
Gateway application.

■ The parameter is applicable only if single device
registration is used (i.e., 'Registration Mode'
parameter is configured to Per Gateway
[AuthenticationMode]).

■ Analog interfaces: Instead of configuring the
parameter, the Authentication table can be
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used (see Authentication).

'Password'
configure voip > sip-
definition proxy-and-
registration > auth-
password

[AuthPassword]

Defines the password for Basic/Digest
authentication with a Proxy/Registrar server. A
single password is used for all device ports.

The default is 'Default_Passwd'.

Note:

■ Analog interfaces: Instead of configuring the
parameter, the Authentication table can be
used (see Authentication).

■ The parameter cannot be configured with wide
characters.

'Cnonce'
configure voip > sip-
definition proxy-and-
registration > cnonce-4-
auth

[Cnonce]

Defines the Cnonce string used by the SIP server
and client to provide mutual authentication.

The value is free format, i.e., 'Cnonce = 0a4f113b'.
The default is 'Default_Cnonce'.

'Challenge Caching Mode'
configure voip > sip-
definition proxy-and-
registration > challenge-
caching

[SIPChallengeCachingMode]

Enables local caching of SIP message authorization
challenges from Proxy servers.

The device sends the first request to the Proxy
without authorization. The Proxy sends a 401/407
response with a challenge for credentials. The
device saves (caches) the response for further
uses. The device sends a new request with the
appropriate credentials. Subsequent requests to
the Proxy are automatically sent with credentials
(calculated from the saved challenge). If the Proxy
doesn't accept the new request and sends another
challenge, the old challenge is replaced with the
new one. One of the benefits of the feature is that
it may reduce the number of SIP messages
transmitted through the network.

■ [0] None = (Default) Challenges are not cached.
Every new request is sent without preliminary
authorization. If the request is challenged, a
new request with authorization data is sent.

■ [1] INVITE Only = Challenges issued for INVITE
requests are cached. This prevents a mixture of
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REGISTER and INVITE authorizations.

■ [2] Full = Caches all challenges from the
proxies.

Note:

■ Challenge caching is used with all proxies and
not only with the active one.

■ For the Gateway application: The challenge can
be cached per endpoint or per Account.

■ For the SBC application: The challenge can be
cached per Account or per user whose
credentials are configured in the SBC User
Information table.

Registrar Parameters

'Enable Registration'
configure voip > sip-
definition proxy-and-
registration > enable-
registration

[IsRegisterNeeded]

Enables the device to register to a Proxy/Registrar
server.

■ [0] Disable = (Default) The device doesn't
register to Proxy/Registrar server.

■ [1] Enable = The device registers to
Proxy/Registrar server when the device is
powered up and at every user-defined interval
(configured by the parameter
RegistrationTime).

Note:

■ The parameter is applicable only to the
Gateway application.

■ The device sends a REGISTER request for each
channel or for the entire device (according to
the 'Registration Mode' parameter).

'Registrar Name'
configure voip > sip-
definition proxy-and-
registration > registrar-
name

[RegistrarName]

Defines the Registrar domain name. If specified,
the name is used as the Request-URI in REGISTER
messages. If it isn't specified (default), the
Registrar IP address, or Proxy name or IP address is
used instead.

The valid range is up to 100 characters.

Note: The parameter is applicable only to the
Gateway application.
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'Registrar IP Address'
configure voip > sip-
definition proxy-and-
registration > ip-addrr-
rgstrr

[RegistrarIP]

Defines the IP address (or FQDN) and port number
(optional) of the Registrar server. The IP address is
in dotted-decimal notation, e.g.,
201.10.8.1:<5080>.

Note:

■ The parameter is applicable only to the
Gateway application.

■ If not specified, the REGISTER request is sent to
the primary Proxy server.

■ When a port number is specified, DNS
NAPTR/SRV queries aren't performed, even if
the parameter DNSQueryType is set to 1 or 2.

■ If the parameter RegistrarIP is set to an FQDN
and is resolved to multiple addresses, the
device also provides real-time switching
(hotswap mode) between different Registrar IP
addresses (the parameter IsProxyHotSwap is
set to 1). If the first Registrar doesn't respond
to the REGISTER message, the same REGISTER
message is sent immediately to the next Proxy.
To allow this mechanism, the parameter
EnableProxyKeepAlive must be set to 0.

■ When a specific transport type is defined using
the parameter RegistrarTransportType, a DNS
NAPTR query is not performed even if the
parameter DNSQueryType is set to 2.

'Registrar Transport Type'
configure voip > sip-
definition proxy-and-
registration > registrar-
transport

[RegistrarTransportType]

Determines the transport layer used for outgoing
SIP dialogs initiated by the device to the Registrar.

■ [-1] Not Configured (default)

■ [0] UDP

■ [1] TCP

■ [2] TLS

Note:

■ The parameter is applicable only to the
Gateway application.

■ When set to ‘Not Configured’, the value of the
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parameter SIPTransportType is used.

'Registration Time'
configure voip > sip-
definition proxy-and-
registration >
registration-time

[RegistrationTime]

Defines the time interval (in seconds) for
registering to a Proxy server. The value is used in
the SIP Expires header. The parameter also defines
the time interval between Keep-Alive messages
when the parameter EnableProxyKeepAlive is set
to 2 (REGISTER).
Typically, the device registers every 3,600 sec (i.e.,
one hour). The device resumes registration
according to the parameter
RegistrationTimeDivider.

The valid range is 10 to 2,000,000. The default is
180.

'Re-registration Timing [%]'
configure voip > sip-
definition proxy-and-
registration > re-
registration-timing

[RegistrationTimeDivider]

Defines the re-registration timing (in percentage).
The timing is a percentage of the re-register timing
set by the Registrar server.

The valid range is 50 to 100. The default is 50.

For example: If the parameter is set to 70% and the
Registration Expires time is 3600, the device re-
sends its registration request after 3600 x 70% (i.e.,
2520 sec).

Note: The parameter may be overridden if the
parameter RegistrationTimeThreshold is greater
than 0.

'Registration Retry Time'
configure voip > sip-
definition proxy-and-
registration >
registration-retry-time

[RegistrationRetryTime]

Defines the time interval (in seconds) after which a
registration request is re-sent if registration fails
with a 4xx response or if there is no response from
the Proxy/Registrar server.

The default is 30 seconds. The range is 10 to 3600.

Note: Registration retry time can also be
configured with the MaxRegistrationBackoffTime
parameter.

'Max Registration Backoff Time'
configure voip > sip-
definition proxy-and-
registration > max-
registration-backoff-time

[MaxRegistrationBackoffTime]

Defines a dynamic time-to-wait interval before the
device attempts to register the SIP entity again
after a registration failure. The parameter is
applicable only to registrations initiated by the
device on behalf of SIP entities (for example, User
Info, Accounts, Endpoints or the device itself) with
a SIP proxy server (registrar).
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The valid value is 0 to 3000000 (i.e., 3 million
seconds). The default is 0 (i.e., disabled).

In contrast to the RegistrationRetryTime
parameter, which defines a fixed time to wait
between registration attempts due to registration
failure, this parameter configures the device to
increase the time-to-wait interval for each
subsequent registration attempt (per RFC 5626,
Section 4.5) for a specific registration flow. In other
words, the interval changes between registration
attempts.

The parameter operates together with the
RegistrationRetryTime parameter. When the
MaxRegistrationBackoffTime parameter is
configured, the wait-time before another
registration attempt increases after each failed
registration (until it reaches the maximum value
specified by the parameter).

The device uses the following algorithm to
calculate the incremental augmented wait-time
between each registration attempt:
Wait Time = min (max-time, (base-
time * (2 ^ consecutive-
failures)))

Where:

■ max-time is the value configured by
MaxRegistrationBackoffTime

■ base-time is the value configured by
RegistrationRetryTime

For example, if max-time is 1800 seconds and
base-time is 30 seconds, and there were three
consecutive registration failures, then the upper-
bound wait time is the minimum of (1800, 30*
(2^3)), which is (1800, 240) and thus, the minimum
of the two values is 240 (seconds). The actual time
the device waits before retrying registration is
computed by a uniform random time between 50%
and 100% of the upper-bound wait time (e.g., for
an upper-bound wait-time of 240, the actual wait-
time is between 120 and 240 seconds). As can be
seen from the algorithm, the upper-bound wait
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time can never exceed the value of the
MaxRegistrationBackoffTime parameter.

'Registration Time Threshold'
configure voip > sip-
definition proxy-and-
registration >
registration-time-thres

[RegistrationTimeThreshold]

Defines a threshold (in seconds) for re-registration
timing. If the parameter is greater than 0, but
lower than the computed re-registration timing
(according to the parameter
RegistrationTimeDivider), the re-registration timing
is set to the following: timing set by the
Registration server in the SIP Expires header minus
the value of the parameter
RegistrationTimeThreshold.

The valid range is 0 to 2,000,000. The default is 0.

'Re-register On INVITE Failure'
configure voip > sip-
definition proxy-and-
registration > reg-on-
invite-fail

[RegisterOnInviteFailure]

Enables immediate re-registration if no response is
received for an INVITE request sent by the device.

■ [0] Disable (default)

■ [1] Enable = The device immediately expires its
re-registration timer and commences re-
registration to the same Proxy upon any of the
following scenarios:

✔ The response to an INVITE request is 407
(Proxy Authentication Required) without
an authentication header included.

✔ The remote SIP UA abandons a call before
the device has received any provisional
response (indicative of an outbound proxy
server failure).

✔ The remote SIP UA abandons a call and the
only provisional response the device has
received for the call is 100 Trying
(indicative of a home proxy server failure,
i.e., the failure of a proxy in the route after
the outbound proxy).

✔ The device terminates a call due to the
expiration of RFC 3261 Timer B or due to
the receipt of a 408 (Request Timeout)
response and the device has not received
any provisional response for the call
(indicative of an outbound proxy server
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failure).

✔ The device terminates a call due to the
receipt of a 408 (Request Timeout)
response and the only provisional response
the device has received for the call is the
100 Trying provisional response (indicative
of a home proxy server failure).

Note: The parameter is applicable only to the
Gateway application.

'ReRegister On Connection Failure'
configure voip > sip-
definition proxy-and-
registration > reg-on-
conn-failure

[ReRegisterOnConnectionFailure]

Enables the device to perform SIP re-registration
upon TCP/TLS connection failure.

■ [0] Disable (default)

■ [1] Enable

'Gateway Registration Name'
configure voip > sip-
definition proxy-and-
registration > gw-
registration-name

[GWRegistrationName]

Defines the user part in the From and To headers
in SIP REGISTER messages. If no value is specified
(default) for the parameter, the [UserName]
parameter is used instead.

Note:

■ The parameter is applicable only to the
Gateway application.

■ The parameter is applicable only for single
registration per device (i.e., 'Registration Mode'
parameter is configured to Per Gateway
[AuthenticationMode]). When the device
registers each channel separately (i.e.,
'Registration Mode' parameter configured to
Per Endpoint), the username is set to the
channel's phone number.

'Registration Mode'
configure voip > sip-
definition proxy-and-
registration >
authentication-mode

[AuthenticationMode]

Defines the device's registration and
authentication method.

■ [0] Per Endpoint = The device registers and
authenticates each endpoint (B-channel, FXS,
and FXO) separately with the endpoint's
authentication username and password.

■ [1] Per Gateway = (Default) Single registration
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and authentication is done for the entire
device. This is typically used for FXO interfaces
and digital interfaces.

■ [3] Per FXS = The device registers and
authenticates only endpoints that are FXS
endpoints.

Note:

■ The parameter is applicable only to endpoints
that are either not associated with any row
configured in the Trunk Group Settings table, or
are associated with a row and the row's
'Registration Mode' parameter is not
configured (see Configuring Trunk Group
Settings on page 931).

■ The parameter is applicable only to the
Gateway application.

'Set Out-Of-Service On Registration
Failure'
configure voip > sip-
definition proxy-and-
registration > set-oos-
on-reg-failure

[OOSOnRegistrationFail]

Enables setting the endpoint, trunk, or entire
device (i.e., all endpoints) to out-of-service if
registration fails.

■ [0] Disable (default)

■ [1] Enable

If registration is per endpoint (i.e., 'Registration
Mode' parameter is configured to Per Endpoint) or
per Account (see Configuring Trunk Group Settings)
and a specific endpoint/Account registration fails
(SIP 4xx or no response), then that endpoint is set
to out-of-service until a success response is
received in a subsequent registration request. If
registration is per the entire device (i.e.,
'Registration Mode' parameter is configured to Per
Gateway) and registration fails, all endpoints are
set to out-of-service. If all the Accounts of a
specific Trunk Group fail registration and if the
Trunk Group comprises a complete trunk, then the
entire trunk is set to out-of-service.

Note:

■ The parameter is applicable only to the
Gateway application.
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■ The out-of-service method is configured using
the [FXSOOSBehavior] parameter.

'Register By Served Trunk Group
Status'
configure voip > gateway
advanced > register-by-
served-tg-status

[RegisterByTrunkGroupStatus]

Defines if the device sends a registration request
(SIP REGISTER) to a Serving IP Group (SIP registrar),
based on the Trunk Group's status (in-service or
out-of-service).

■ [0] Register Only if In-Service = (Default) The
device sends a registration request only if the
Trunk Group's status is in-service.

■ [1] Register Always = The device sends a
registration request regardless of the Trunk
Group's status (in-service or out-of-service). For
example, even if the Trunk Group is configured,
but its E1/T1 PSTN cable has yet to be
connected to the device (i.e., out-of-service),
the device still sends a registration request.

Note:

■ The parameter is applicable only to the
Gateway application (ISDN PRI and CAS).

■ The parameter is applicable only if the Trunk
Group's 'Registration Mode' parameter in the
Trunk Group Settings table is configured to Per
Account (see Configuring Trunk Group Settings
on page 931).

configure voip > sip-
definition proxy-and-
registration > expl-un-
reg

[UnregistrationMode]

Enables the device to perform explicit unregisters.

■ [0] Disable (default)

■ [1] Enable = The device sends an asterisk ("*")
value in the SIP Contact header, instructing the
Registrar server to remove all previous
registration bindings. The device removes SIP
User Agent (UA) registration bindings in a
Registrar, according to RFC 3261. Registrations
are soft state and expire unless refreshed, but
they can also be explicitly removed. A client can
attempt to influence the expiration interval
selected by the Registrar. A UA requests the
immediate removal of a binding by specifying
an expiration interval of "0" for that contact
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address in a REGISTER request. UA's should
support this mechanism so that bindings can be
removed before their expiration interval has
passed. Use of the "*" Contact header field
value allows a registering UA to remove all
bindings associated with an address-of-record
(AOR) without knowing their precise values.

Note: The REGISTER-specific Contact header field
value of "*" applies to all registrations, but it can
only be used if the Expires header field is present
with a value of "0".

'Add Empty Authorization Header'
configure voip > sip-
definition settings >
add-empty-author-hdr

[EmptyAuthorizationHeader]

Enables the inclusion of the SIP Authorization
header in initial registration (REGISTER) requests
sent by the device.

■ [0] Disable (default)

■ [1] Enable

The Authorization header carries the credentials of
a user agent (UA) in a request to a server. The sent
REGISTER message populates the Authorization
header with the following parameters:

■ username - set to the value of the private user
identity

■ realm - set to the domain name of the home
network

■ uri - set to the SIP URI of the domain name of
the home network

■ nonce - set to an empty value

■ response - set to an empty value

For example:

Authorization: Digest username=alice_
private@home1.net, realm=”home1.net”, non-
ce=””, response=”e56131d19580cd833064787ecc”

Note: This registration header is according to the
IMS 3GPP TS24.229 and PKT-SP-24.220
specifications.

'Add initial Route Header' Enables the inclusion of the SIP Route header in
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configure voip > sip-
definition proxy-and-
registration > add-init-
rte-hdr

[InitialRouteHeader]

initial registration or re-registration (REGISTER)
requests sent by the device.

■ [0] Disable (default)

■ [1] Enable

When the device sends a REGISTER message, the
Route header includes either the Proxy's FQDN, or
IP address and port according to the configured
Proxy Set, for example:
Route:
<sip:10.10.10.10;lr;transport=udp>

or
Route: <sip: pcscf-
gm.ims.rr.com;lr;transport=udp>

configure voip > sip-
definition proxy-and-
registration > ping-pong-
keep-alive

[UsePingPongKeepAlive]

Enables the use of the carriage-return and line-
feed sequences (CRLF) Keep-Alive mechanism,
according to RFC 5626 “Managing Client-Initiated
Connections in the Session Initiation Protocol (SIP)”
for reliable, connection-orientated transport types
such as TCP.

■ [0] Disable (default)

■ [1] Enable

The SIP user agent/client (i.e., device) uses a
simple periodic message as a keep-alive
mechanism to keep their flow to the proxy or
registrar alive (used for example, to keep NAT
bindings open). For connection-oriented transports
such as TCP/TLS this is based on CRLF. This
mechanism uses a client-to-server "ping" keep-
alive and a corresponding server-to-client "pong"
message. This ping-pong sequence allows the
client, and optionally the server, to tell if its flow is
still active and useful for SIP traffic. If the client
doesn't receive a pong in response to its ping, it
declares the flow “dead” and opens a new flow in
its place. In the CRLF Keep-Alive mechanism the
client periodically (defined by the
PingPongKeepAliveTime parameter) sends a
double-CRLF (the "ping") then waits to receive a
single CRLF (the "pong"). If the client doesn't
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receive a "pong" within an appropriate amount of
time, it considers the flow failed.

Note: The device sends a CRLF message to the
Proxy Set only if the Proxy Keep-Alive feature
(EnableProxyKeepAlive parameter) is enabled and
its transport type is set to TCP or TLS. The device
first sends a SIP OPTION message to establish the
TCP/TLS connection and if it receives any SIP
response, it continues sending the CRLF keep-alive
sequences.

configure voip > sip-
definition proxy-and-
registration > ping-pong-
keep-alive-time

[PingPongKeepAliveTime]

Defines the periodic interval (in seconds) after
which a “ping” (double-CRLF) keep-alive is sent to a
proxy/registrar, using the CRLF Keep-Alive
mechanism.

The default range is 5 to 2,000,000. The default is
120.

The device uses the range of 80-100% of this user-
defined value as the actual interval. For example, if
the parameter value is set to 200 sec, the interval
used is any random time between 160 to 200
seconds. This prevents an “avalanche” of keep-
alive by multiple SIP UAs to a specific server.

'Max Generated Register Rate'
configure voip > sip-
definition proxy-and-
registration > max-gen-
reg-rate

[MaxGeneratedRegistersRate]

Defines the maximum number of user register
requests (REGISTER messages) that the device
sends (to a proxy or registrar server) at a user-
defined rate configured by the
[GeneratedRegistersInterval] parameter. The
parameter is useful in that it may be used to
prevent an overload on the device's CPU caused by
sending many registration requests at a given time.

The valid value is 30 to 300 register requests per
second. The default is 150.

For configuration examples, see the description of
the [GeneratedRegistersInterval] parameter.

'Generated Register Interval'
configure voip > sip-
definition proxy-and-
registration > gen-reg-
int

Defines the rate (in seconds) at which the device
sends user register requests (REGISTER messages).
The parameter is based on the maximum number
of REGISTER messages that can be sent at this rate,
configured by the [MaxGeneratedRegistersRate]
parameter.
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[GeneratedRegistersInterval] The valid value is 1 to 5. The default is 1.

Configuration examples:

■ If you configure the
[MaxGeneratedRegistersRate] parameter to
100 and [GeneratedRegistersInterval] to 5, the
device sends a maximum of 20 REGISTER
messages per second (i.e., 100 messages
divided by 5 sec; 100 per 5 seconds).

■ If you configure the
[MaxGeneratedRegistersRate] parameter to
100 and [GeneratedRegistersInterval] to 1, the
device sends a maximum of a 100 REGISTER
messages per second.

configure voip > sip-
definition proxy-and-
registration > reg-sync-
mode

[RegistrationSyncMode]

Enables the synchronization of the registration
process. This prevents the device from sending
multiple SIP REGISTER requests for multiple
Accounts and users in the SBC User Information
table registering to the same proxy server (serving
IP Group) that is currently offline.

These are Accounts that are configured in the
Accounts table (see Configuring Registration
Accounts on page 766) and users that are
configured in the SBC User Information table (see
Configuring SBC User Information Table through
Web Interface on page 793).

If an Account or user receives a response timeout
(see note below) or a response failure (e.g., SIP
403) for a sent SIP REGISTER request, the device
stops sending SIP REGISTER messages for all the
other Accounts and users that are associated with
the same proxy server (serving IP Group). The
Account or user that first detected the no response
(or failure) from the proxy is considered the lead
Account or user. The device continues sending
REGISTER requests to the proxy only for this lead
Account or user.

When the lead Account or user receives a
successful response from the proxy, the device
resumes the registration process for all the other
Accounts and users that are associated with this
same proxy.
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■ [0] = (Default) Disable

■ [1] = Enable

Note: You can configure the response timeout
using the [SipT1Rtx], [SipT2Rtx], or [SIPMaxRtx]
parameters.

configure voip > sip-
definition settings >
account-invite-failure-
trigger-codes

[AccountInviteFailureTriggerCodes]

Defines SIP response codes that if received for a
failed INVITE message sent for an Account, triggers
the device to re-register the Account. The
parameter is applicable only if the Account's 'Re-
Register on Invite Failure' parameter in the
Accounts table is configured to Enable (see
Configuring Registration Accounts on page 766).

The valid value is a SIP response code. Multiple
response codes can be configured, where each
value is separated by a comma. The default is
"403,408,480" (without quotation marks).

Note: SIP response code 408 also refers to an
INVITE timeout (i.e., no reply from server).
Therefore, if re-registration is needed for such a
scenario, make sure that you configure the
parameter with "408" as well.

configure voip > sip-
definition settings >
ignore-auth-stale

[IgnoreAuthorizationStale]

Enables the device to retry registering even if the
last SIP 401\407 response included "stale=false".

When the device initiates a REGISTER request with
an Authorization header (according to the relevant
configured credentials), and it receives a SIP
401\407 response with the stale parameter set to
"false", by default the device doesn't try to send
another REGISTER message. When the parameter
is enabled, the device retries registering even if the
last 401\407 response had "stale=false".

■ [0] = (Default) If the device receives a SIP
401\407 response with "stale=true" or no stale
parameter at all, it sends another REGISTER
message. If "stale=false", the device doesn't
send another REGISTER message.

■ [1] = If the device receives a SIP 401\407
response with "stale=false", it sends another
REGISTER message.
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Note: This parameter is applicable only to
REGISTER requests which the device initiates (e.g.,
for an Account or for Gateway endpoints); it's not
for REGISTER requests that the device forwards
from the user to the registrar server.

configure voip > sip-
definition proxy-and-
registration > account-
registrar-avoidance-time

[AccountRegistrarAvoidanceTime]

Defines a graceful time (in seconds) which is
intended to prevent the device from sending
REGISTER requests to a registrar server where the
device previously registered, if the device also
registered successfully to another server since the
last successful registration to the registrar server.
This can occur if the registrar server has been
offline for a brief time. For more information, see
the 'Registrar Search Mode' parameter in
Configuring Registration Accounts on page 766.

The valid value is 0 to 15.2 million. The default is 0.

configure voip > sip-
definition settings >
authenticated-message-
handling

[AuthenticatedMessageHandling]

Defines if a Message Manipulation Set is run again
on incoming authenticated SIP messages received
after the device sends a SIP 401 response for
challenging initial incoming SIP REGISTER requests.

Typically, this is not required and the rules of a
Message Manipulation Set that are configured to
run on incoming REGISTER requests are applied
only when the initial unauthenticated REGISTER
request is received. However, if the Message
Manipulation Set includes a Message Manipulation
rule that specifies that manipulation must be done
on the SIP Authorization header (i.e., 'Condition'
parameter value is "Header.Authorization !exists"),
which is present only in authenticated messages,
then configure the parameter to [1].

■ [0] = (Default) Disable - The Message
Manipulation Set is not run again on
authenticated messages and only applied to
initial unauthenticated messages. The device
uses this manipulated initial REGISTER request
for further processing (e.g., classification or
routing).

■ [1] = The Message Manipulation Set is run
again on authenticated messages (if it includes
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a rule whose condition is the Authorization
header). The device uses this manipulated
authenticated REGISTER request for further
processing (e.g., classification or routing).

Network Application Parameters
The SIP network application parameters are described in the table below.

Table 75-33:SIP Network Application Parameters

Parameter Description

configure voip > sip-definition settings
> tcp-keepalive-time

[TCPKeepAliveTime]

Defines the interval (in sec)
between the last data
packet sent and the first
keep-alive probe to send.

The valid value is 10 to
65,000. The default is 60.

Note:

■ Simple ACKs such as
keepalives are not
considered data
packets.

■ TCP keepalive is
enabled per SIP
Interface in the SIP
Interfaces table.

configure voip > sip-definition settings
> tcp-keepalive-interval

[TCPKeepAliveInterval]

Defines the interval (in sec)
between consecutive keep-
alive probes, regardless of
what the connection has
exchanged in the
meantime.

The valid value is 10 to
65,000. The default is 10.

Note: TCP keepalive is
enabled per SIP Interface in
the SIP Interfaces table.

configure voip > sip-definition settings Defines the number of
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> tcp-keepalive-retry

[TCPKeepAliveRetry]

unacknowledged keep-
alive probes to send before
considering the connection
down.

The valid value is 1 to 100.
The default is 5.

Note: TCP keepalive is
enabled per SIP Interface in
the SIP Interfaces table.

General SIP Parameters
The general SIP parameters are described in the table below.

Table 75-34:General SIP Parameters

Parameter Description

'Classify By Proxy Set
Mode'
configure voip >
sip-definition
settings >
classify-by-
proxy-set-mode

[ClassifyByProxySetMo
de]

Defines which IP address to use for classifying the incoming SIP
dialog message to a Server-type IP Group, based on Proxy Set.

■ [0] IP address = (Default) The device checks if the source IP
address (ISO Layer 3) of the incoming SIP dialog matches an
IP address in the Proxy Set that is associated with the IP
Group. If a match is found in the Proxy Set, the call is
classified to the IP Group.

■ [1] Contact Header = The device checks if the IP address in
the SIP Contact header of the incoming SIP dialog matches
an IP address in the Proxy Set that is associated with the IP
Group. This is only applicable if the header contains a SIP
URI that has an IP address (not hostname) in the host part. If
a match is found in the Proxy Set, the call is classified to the
IP Group. This option is useful, for example, when the source
IP address is an internal address.

■ [2] Both = The device first checks if the source IP address
(ISO Layer 3) of the incoming SIP dialog matches an IP
address in the Proxy Set that is associated with the IP Group.
Only if there is no match, does the device check if the IP
address in the SIP Contact header of the incoming SIP dialog
matches an IP address in the Proxy Set.

Note:

■ To enable classification by Proxy Set, configure the IP Group
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'Emergency RTP DiffServ'
configure voip > sbc
settings > sbc-emerg-
rtp-diffserv

[SBCEmergencyRTPDiffServ]

Defines DiffServ bits sent in the RTP for SBC
emergency calls.

The valid value is 0 to 63. The default is 46.

'Emergency Signaling DiffServ'
configure voip > sbc
settings > sbc-emerg-
sig-diffserv

[SBCEmergencySignalingDiffServ]

Defines DiffServ bits sent in SIP signaling messages
for SBC emergency calls. This is included in the SIP
Resource-Priority header.

The valid value is 0 to 63. The default is 40.

IP Media Parameters
The IP media parameters are described in the table below.

Table 75-71:IP Media Parameters

Parameter Description

'IPMedia Detectors'
configure voip > media ipmedia
> ipm-detectors-enable

[EnableDSPIPMDetectors]

Enables the device's DSP detectors for
detection features such as AMD.

■ [0] Disable (default)

■ [1] Enable

Note:

■ For the parameter to take effect, a
device restart is required.

■ The DSP Detectors feature is available
only if the device is installed with a
License Key that includes this feature.
For installing a License Key, see
License Key.

■ When enabled (1), the number of
available channels is reduced.

'Number of Media Channels'
configure voip > sbc settings >
media-channels

[MediaChannels]

Defines the maximum number of DSP
channels that can be used for features
requiring DSP resources, for example,
coder transcoding, DTMF transcoding, and
answer machine detection (AMD). This
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parameter limits the use of DSP channels
as specified in the device's License Key.

The default is -1, meaning that the
maximum number of DSP channels is
according to the License Key ('DSP
Channels'). For more information on the
License Key, see License Key.

Note:

■ Most SBC features that require DSP
resources use two DSP channels. For
example, if the device needs to
perform coder transcoding between
two endpoints where one uses the
G.711 coder and the other G.729, and
a maximum of 100 concurrent
transcoding sessions need to be
supported, the device uses 200 DSP
channels. For this scenario, you would
configure the parameter to 200.

■ If you modify the parameter to a value
that is less than the number of DSP
channels currently being used by the
device for active calls, the device
allows these calls to continue (doesn't
terminate them).

configure voip > media ip-
media-settings > http-
streaming-playback-requests-
timeout

[HttpStreamingPlaybackRequestsTimeout].

Defines a timeout for no packets received
(e.g., due to playback underruns) from the
text-to-speech (TTS) service provider can
now be configured.

Note: The parameter is for AudioCodes
internal use only and is applicable only
when the device operates with
AudioCodes VoiceAI Connect Enterprise.

Conferencing Parameters

'Conference ID'
configure voip > gateway dtmf-
supp-service supp-service-
settings > conf-id

[ConferenceID]

Defines the Conference Identification
string.

The valid value is a string of up to 16
characters. The default is "conf".

Note: To join a conference, the INVITE URI
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must include the Conference ID string
preceded by the number of the
participants in the conference and
terminated by a unique number. For
example:
INVITE
sip:4conf1234@10.1.10.10

INVITE messages with the same URI join
the same conference.

Automatic Gain Control (AGC) Parameters

'Enable AGC'
configure voip > media ipmedia
> agc-enable

[EnableAGC]

Global parameter enabling the AGC
feature.

You can also configure the feature per
specific calls, using Tel Profiles ('Enable
AGC' parameter). For a detailed
description of the parameter and for
configuring the feature in the Tel Profiles
table, see Configuring Tel Profiles.

Note: If the feature is configured for a
specific Tel Profile, the settings of the
global parameter is ignored for calls
associated with the Tel Profile.

For a description of AGC, see Automatic
Gain Control (AGC).

'AGC Slope'
configure voip > media ipmedia
> agc-gain-slope

[AGCGainSlope]

Determines the AGC convergence rate:

■ [0] 0 = 0.25 dB/sec

■ [1] 1 = 0.50 dB/sec

■ [2] 2 = 0.75 dB/sec

■ [3] 3 = 1.00 dB/sec (default)

■ [4] 4 = 1.25 dB/sec

■ [5] 5 = 1.50 dB/sec

■ [6] 6 = 1.75 dB/sec

■ [7] 7 = 2.00 dB/sec

■ [8] 8 = 2.50 dB/sec

■ [9] 9 = 3.00 dB/sec

- 2139 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

■ [10] 10 = 3.50 dB/sec

■ [11] 11 = 4.00 dB/sec

■ [12] 12 = 4.50 dB/sec

■ [13] 13 = 5.00 dB/sec

■ [14] 14 = 5.50 dB/sec

■ [15] 15 = 6.00 dB/sec

■ [16] 16 = 7.00 dB/sec

■ [17] 17 = 8.00 dB/sec

■ [18] 18 = 9.00 dB/sec

■ [19] 19 = 10.00 dB/sec

■ [20] 20 = 11.00 dB/sec

■ [21] 21 = 12.00 dB/sec

■ [22] 22 = 13.00 dB/sec

■ [23] 23 = 14.00 dB/sec

■ [24] 24 = 15.00 dB/sec

■ [25] 25 = 20.00 dB/sec

■ [26] 26 = 25.00 dB/sec

■ [27] 27 = 30.00 dB/sec

■ [28] 28 = 35.00 dB/sec

■ [29] 29 = 40.00 dB/sec

■ [30] 30 = 50.00 dB/sec

■ [31] 31 = 70.00 dB/sec

'AGC Redirection'
configure voip > media ipmedia
> agc-redirection

[AGCRedirection]

Determines the AGC direction.

■ [0] 0 = (Default) AGC works on signals
from the TDM side.

■ [1] 1 = AGC works on signals from the
IP side.

'AGC Target Energy'
configure voip > media ipmedia
> agc-target-energy

[AGCTargetEnergy]

Defines the signal energy value (dBm) that
the AGC attempts to attain.

The valid range is 0 to -63 dBm. The
default is -19 dBm.

- 2140 -



CHAPTER 75 Configuration Parameters Reference Mediant 800 Gateway & E-SBC | User's Manual

Parameter Description

'AGC Minimum Gain'
configure voip > media ipmedia
> agc-min-gain

[AGCMinGain]

Defines the minimum gain (in dB) by the
AGC when activated.

The range is 0 to -31. The default is -20.

Note: For the parameter to take effect, a
device restart is required.

AGC Maximum Gain
configure voip > media ipmedia
> agc-max-gain

[AGCMaxGain]

Defines the maximum gain (in dB) by the
AGC when activated.

The range is 0 to 18. The default is 15.

Note: For the parameter to take effect, a
device restart is required.

'AGC Disable Fast Adaptation'
configure voip > media ipmedia
> agc-disable-fast-adaptation

[AGCDisableFastAdaptation]

Enables the AGC Fast Adaptation mode.

■ [0] Disable (default)

■ [1] Enable

Note: For the parameter to take effect, a
device restart is required.

Answering Machine Detector (AMD) Parameters

For more information on AMD, see Answering Machine Detection (AMD).

'Answer Machine Detector Sensitivity
Parameter Suite'
configure voip > media ipmedia
> amd-sensitivity-parameter-
suit

[AMDSensitivityParameterSuit]

Global parameter that defines which AMD
Parameter Suite to use.

Each Parameter Suite contains a table
with sensitivity levels. Some Parameter
Suites are more sensitive to live voice
while others are more sensitive to
answering machines. The available
Parameter Suites depends on the installed
AMD Sensitivity file. The default, pre-
installed AMD Sensitivity file, which is
based on North American English,
includes two Parameter Suites:

■ Parameter Suite #0: Provides normal
sensitivity and has 8 sensitivity levels
(0-8). (See note below.)

■ Parameter Suite #1: Provides high
sensitivity and has 16 sensitivity levels
(0-15).

Note: You can also configure this feature
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per specific calls using IP Profiles ('AMD
Sensitivity Parameter Suite' parameter).
For a detailed description of the
parameter and for configuring this feature
in the IP Profiles table, see Configuring IP
Profiles. If you configure this feature for a
specific IP Profile, the device ignores this
global parameter for calls associated with
the IP Profile.

'Answer Machine Detector Sensitivity Level'
configure voip > media ipmedia
> amd-sensitivity-level

[AMDSensitivityLevel]

Global parameter that defines the
sensitivity level of the selected Parameter
Suite (see 'Answer Machine Detector
Sensitivity Parameter Suite' above) for
detecting live voice over answering
machine (tradeoff between them).

A lower sensitivity level favors detection
of answering machines while a higher
level favors detection of live voice. For
sensitivity levels and their tradeoff
between live voice and answering
machine detection, see the tables in
Answering Machine Detection (AMD) on
page 290.

You can also configure this feature per
specific calls, using IP Profiles ('AMD
Sensitivity Level' parameter). For a
detailed description of the parameter and
for configuring this feature in the IP
Profiles table, see Configuring IP Profiles.

Note:

■ This parameter is applicable to all
Parameter Suites other than #0. For
Parameter Suite #0, use the
[AMDDetectionSensitivity] parameter.

■ If you configure the parameter for a
specific IP Profile, the device ignores
this global parameter for calls
associated with the IP Profile.

'Answer Machine Detector Sensitivity'
[AMDDetectionSensitivity]

Defines the sensitivity level of the device’s
core voice answer detector (VAD) that is
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used by the AMD algorithm to distinguish
between voice and silence.

The valid value range is 0 to 7. The default
is 3.

A lower value increases sensitivity,
allowing detection of low-level speech
parts, but may also lead to more false
detections due to background noise.
Conversely, a higher value decreases
sensitivity and reduces the likelihood of
false detections caused by background
noise but may cause quieter speech parts
to go undetected.

Note: It’s recommended to keep the
parameter at its default (unless your
deployment requires a specific
adjustment).

'AMD Sensitivity File'

[AMDSensitivityFileName]

Defines the name of the installed AMD
Sensitivity file, which contains the AMD
Parameter Suites.

Note:

■ This file must be in binary format
(.dat). You can use the DConvert utility
to convert the original file format from
XML to .dat.

■ To install this file through the Web
interface, see Loading Auxiliary Files.

[AMDSensitivityFileUrl] Defines the URL path to the AMD
Sensitivity file for downloading from a
remote server for the Automatic Update
mechanism.

[AMDMinimumVoiceLength] Defines the AMD minimum voice activity
detection duration (in 5-ms units). Voice
activity duration below this threshold is
ignored and considered as non-voice.

The valid value range is 10 to 100. The
default is 42 (i.e., 210 ms).

[AMDMaxGreetingTime] Global parameter that defines the
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maximum duration that the device can
take to detect a greeting message.

You can also configure this feature per
specific calls, using IP Profiles ('AMD Max
Greeting Time' parameter). For a detailed
description of the parameter and for
configuring this feature in the IP Profiles
table, see Configuring IP Profiles.

Note: If you configure this feature for a
specific IP Profile, the device ignores this
global parameter for calls associated with
the IP Profile.

[AMDMaxPostGreetingSilenceTime] Global parameter that defines the
maximum duration of silence from after
the greeting time is over, configured by
[AMDMaxGreetingTime], until the
device's AMD decision.

You can also configure this feature per
specific calls, using IP Profiles ('AMD Max
Post Silence Greeting Time' parameter).
For a detailed description of the
parameter and for configuring this feature
in the IP Profiles table, see Configuring IP
Profiles.

Note: If you configure this feature for a
specific IP Profile, the device ignores this
global parameter for calls associated with
the IP Profile.

configure voip > gateway
digital settings > amd-timeout

[AMDTimeout]

Defines the timeout (in msec) between
receiving Connect messages from the Tel
side and sending AMD results.

The valid range is 1 to 30,000. The default
is 2,000 (i.e., 2 seconds).

'AMD Beep Detection Mode'
configure voip > sip-definition
settings > amd-beep-detection

[AMDBeepDetectionMode]

Enables the AMD beep detection mode.
This mode detects the beeps played at the
end of an answering machine greeting
message, by using the X-Detect header
extension. The device sends a SIP INFO
message containing the field values
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'Type=AMD' and 'SubType=Beep'. This
feature allows users of certain third-party
Application servers to leave a voice
message after an answering machine
plays the “beep”.

■ [0] Disabled (default)

■ [1] Start After AMD

■ [2] Start Immediately

Note: It's recommended to configure the
parameter to Start After AMD because it
reduces the probability of a false beep
detection caused by voice that may have
parts that sound similar to a beep.

'Answer Machine Detector Beep Detection
Timeout'
configure voip > media ipmedia
> amd-beep-detection-timeout

[AMDBeepDetectionTimeout]

Defines the AMD beep detection timeout
(i.e., the duration that the beep detector
functions from when detection is
initiated). This is used for detecting beeps
at the end of an answering machine
message.

The valid value is in units of 100
milliseconds, from 0 to 1638. The default
is 200 (i.e., 20 seconds).

'Answer Machine Detector Beep Detection
Sensitivity'
configure voip > media ipmedia
> amd-beep-detection-
sensitivity

[AMDBeepDetectionSensitivity]

Defines the AMD beep detection
sensitivity for detecting beeps at the end
of an answering machine message.

The valid value is 0 to 3, where 0 (default)
is the least sensitive.

configure voip > gateway
digital settings > early-amd

[EnableEarlyAMD]

Enables AMD detection to be activated
upon receipt of an ISDN Alerting or
Connect message.

■ [0] = (Default) Disable - AMD is
activated upon receipt of ISDN
Connect message.

■ [1] = Enable - AMD is activated upon
receipt of ISDN Alerting message.

Note: The parameter is applicable only to
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the Gateway application (digital
interfaces).

'AMD Mode'
configure voip > sip-definition
settings > amd-mode

[AMDmode]

Global parameter that enables the device
to disconnect the call (IP-to-Tel for the
Gateway application) upon detection of
an answering machine (on the Tel side for
the Gateway application). For more
information on the Gateway
implementation, see Enabling IP-to-Tel
Call Disconnection upon Detection of
Answering Machine on page 295.

For the SBC application: The parameter is
typically used when the device is deployed
with VoiceAI Connect.

For the Gateway application, you can also
configure this feature per specific calls,
using IP Profiles ('AMD Mode' parameter).
For a detailed description of the
parameter and for configuring this feature
in the IP Profiles table, see Configuring IP
Profiles.

Note: For the Gateway application, if you
configure this feature for a specific IP
Profile, the device ignores this global
parameter for calls associated with the IP
Profile.

Energy Detector Parameters

'Enable Energy Detector'
configure voip > media ipmedia
> energy-detector-enable

[EnableEnergyDetector]

Enables the Energy Detector feature. This
feature generates events (notifications)
when the signal received from the PSTN is
higher or lower than a user-defined
threshold, configured by the
[EnergyDetectorThreshold] parameter.

■ [0] Disable (default)

■ [1] Enable

'Energy Detector Quality Factor'
configure voip > media ipmedia
> energy-detector-sensitivity

Defines the Energy Detector's sensitivity
level.

The valid range is 0 to 10, where 0 is the
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NGINX NAT Traversal on page 481.
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76 Capacity for Signaling, Media and User
Registrations
For supported capacity (SIP signaling, media and user registrations), refer to the device's
Release Notes, which can be downloaded from AudioCodes website.
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77 Technical Specifications
For technical specifications, refer to the device's Datasheet, which can be downloaded from
AudioCodes website.
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