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Notice

Information contained in this document is believed to be accurate and reliable at the time
of publishing. However, due to ongoing product improvements and revisions, Audi-
oCodes cannot guarantee accuracy of published material after the Date Published nor
can it accept responsibility for errors or omissions. Updates to this document can be
downloaded from https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: May-20-2025

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Security Vulnerabilities

All security vulnerabilities should be reported to vulnerability@audiocodes.com.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
X flin & &
Notes and Warnings

& The device is an indoor unit and therefore, must be installed only INDOORS.


https://www.audiocodes.com/library/technical-documents
mailto:vulnerability@audiocodes.com
https://www.audiocodes.com/services-support/maintenance-and-support
https://online.audiocodes.com/documentation-feedback
http://www.twitter.com/audiocodes
http://www.facebook.com/audiocodes
http://www.linkedin.com/companies/audiocodes
https://www.youtube.com/c/AudioCodesMedia
http://blog.audiocodes.com/
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& Configuration and usage of this device must be in accordance with your local security
regulations, telephony regulations, or any other related regulations.

& The scope of this document doesn't fully cover security aspects for deploying the
device in your environment. Security measures should be done in accordance with
your organization’s security policies. For basic security guidelines, refer to the
Recommended Security Guidelines document.

& Throughout this manual, unless otherwise specified, the term device refers to your
AudioCodes product.

& Before configuring the device, ensure that it is installed correctly as instructed in the
Hardware Installation Manual.

& OPEN SOURCE SOFTWARE. Portions of the software may be open source software
and may be governed by and distributed under open source licenses, such as the
terms of the GNU General Public License (GPL), the terms of the Lesser General
Public License (LGPL), BSD and LDAP. If any open source software is provided in
object code, and its accompanying license requires that it be provided in source code
as well, the Buyer may receive such source code by contacting AudioCodes.

& e This device includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/).

e This device includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

& e Some of the features described in this document are licensed features and are
available only if the installed License Key contains these features.

Related Documentation

Document Name
SBC-Gateway Release Notes for Long Term Support (LTS) Versions
SBC-Gateway Series Release Notes for Latest Release (LR) Versions
Installation Manuals

Mediant 9000 Series SBC Hardware Installation Manual


http://www.openssl.org/
mailto:eay@cryptsoft.com
https://www.audiocodes.com/media/fi3a3kd3/sbc-gateway-release-notes-for-long-term-support-lts-versions-7-4.pdf
https://www.audiocodes.com/media/15543/sbc-gateway-series-release-notes-for-lr-versions-74.pdf
https://techdocs.audiocodes.com/session-border-controller-sbc/mediant-9000-sbc/hardware-manual/
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Document Name
Complementary Guides
Gateway and SBC CLI Reference Guide
SBC-Gateway Performance Monitoring Reference Guide
SBC-Gateway Series SNMP Alarm Reference Guide
SBC-Gateway SNMP Reference Guide
SBC-Gateway Recommended Security Guidelines
SIP Message Manipulation Syntax Reference Guide
REST API for SBC-Gateway Devices
Utility Guides
INI Viewer & Editor Utility User's Guide
CLI Wizard Utility User's Guide

Syslog Viewer User's Guide

Document Revision Record

LTRT Description
42012 Initial document release for Ver. 7.4.

42016 B Updated to Ver. 7.40A.005.313

B New sections: SDR Field Descriptions; Notations and Priority Matching for
Dial Plan Patterns; Upgrading Version 7.20A Stream to Version 7.4

B Updated sections: Configuring WebRTC ('SBC Media Security Mode'
added); Configuring Proxy Sets (capacity); Debugging PSTN Calls through
CLI (typo reset); Configuring Management User Accounts (typo);
Configuring Upstream Hosts (note); Collecting Debug Recording Messages
(PSTN plugin); Viewing Syslog Messages (note re acsyslog.dll removed);
Replacing Corporate Logo with Text; Configuring SNMP Community Strings
(read-only and read-write); Saving Configuration (traffic disruption
removed); Configuring Registration Accounts (served-serving
combination); Configuring Debug Recording (note re OAMP)

B New parameters: EnableConsolelog

-jv -


https://techdocs.audiocodes.com/session-border-controller-sbc/command-line-interface/version-740/Default.htm
https://techdocs.audiocodes.com/session-border-controller-sbc/performance-monitoring/version-740/Default.htm
https://techdocs.audiocodes.com/session-border-controller-sbc/snmp-alarms/version-740/Default.htm
https://techdocs.audiocodes.com/session-border-controller-sbc/snmp-reference/version-740/Default.htm
https://www.audiocodes.com/media/15590/sbc-gateway-recommended-security-guidelines-ver-74.pdf
https://www.audiocodes.com/media/15589/sip-message-manipulation-syntax-reference-guide-ver-74.pdf
https://techdocs.audiocodes.com/session-border-controller-sbc/rest-api/version-740
https://www.audiocodes.com/media/12798/ltrt-30543-ini-viewer-and-editor-utility-users-guide.pdf
https://www.audiocodes.com/media/14313/cli-wizard-utility-users-guide.pdf
https://techdocs.audiocodes.com/utilities/syslog-viewer
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LTRT Description

B Updated parameters: HTTPProxySyslogDebuglLevel (description);
LogoFileName (description); UseWebLogo (description);
EnableDiagnostics; Account_RegistrarSearchMode (option 1 note);
TelnetServerEnable (default); DisableSNMP (default)

42017 B Updated to Ver. 7.40A.100.011

B New sections: Configuring Registered User Voice Quality; Configuring SRTP
Crypto Suite Groups; Configuring LDAP Authentication for NGINX HTTP
Reverse Proxy; Configuring Wireshark Packet Capturing using RPCAP;
Storing Alarms History on Flash

B Updated sections: Configuring Malicious Signatures (max. 20); Configuring
Proxy Sets (SIP Interfaces and IPv4/IPv6 note); SIP-based Media Recording
(typo); Viewing SBC Registered Users (design and MOS); Configuring Call
Setup Rules (max. rows etc.); Configuring Registration Accounts (max.
rows); Configuring SIP Message Manipulation (max. Set IDs); TLS Context
Parameters Relevancy per Application (NGINX); Notations and Priority
Matching for Dial Plan Patterns (case); Viewing Debug (and Core Dump)
File Contents (status.tar.gz); Configuring Generation of SDRs
(Intermediate); SDR Field Description (Intermediate and new fields); Third-
Party Routing Server or AudioCodes Routing Manager (IP Profile);
Assigning CSR-based Certificates to TLS Contexts ('Subject Key Identifier',
'Key Usage', 'Extended Key Usage')

B New parameters: IgnoreAuthorizationStale;
RegUserMosObservationWindow; MosStoredTimeoutForNoCalls;
IPGroup_UserVoiceQualityReport; IpProfile_ RTCPEncryption; IpProfile_
SBCCryptoGroupName; CryptoSuitesGroups; SSHKexAlgorithmsString;
SSHCiphersString; SSHMACsString; HTTPServer_BindToDevice; DialPlan_
PrefixCaseSensitivity; AlarmsPersistentHistory;
SavePersistentHistorylnterval; SDRFirstintermediatelnterval;
SDRIntermediatelnterval; IpProfile_UsedByRoutingServer

B Updated parameters: LdapConfServerMaxRespondTime (note); ;
IncrementallniFileURL (no reset); ProxySet_IsProxyHotSwap;
QualityOfServiceRules_RuleMetric (new value); SNMPUsers_AuthProtocol
(new values - SHA-2); DisableSNMP (online); TLSContexts_TLSVersion
(default); IpProfile_SBCMediaSecurityBehaviour (new value 4);
DebugRecordingDestIP (IPv6); SDRRecordType (Intermediate);
SipDigestAuthorizationUriMode (CLI); UnRegisterOnStartup (CLI);
MaxSdpSessionVersionld (CLI); RegionsConnectivityDialPlan (CLI);
DenyAccessOnFailCount (CLI); DenyAuthenticationTimer (CLI);
UseRandomUser (CLI)
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LTRT

42019

42240

42242

Description

Updated to Ver. 7.40A.100.114
New sections: Using SIP INVITE to Specify Test Call Duration

Updated sections: Configuring Classification Rules ('Classify By Proxy Set
Mode'); SDR Field Description (MOS); CDR Field Description (Is Recorded);
Customizing CDRs for SBC Calls and Test Calls (Is Recorded); Reporting
MOS Triggered by WebRTC Client; Configuring IP-to-IP Outbound
Manipulations (headers); Configuring IP-to-IP Inbound Manipulations
(headers); Configuring IP Network Interfaces (Def Gateway); Configuring
Static IP Routes (note); Reporting MOS Triggered by WebRTC Client
(default duration); Configuring SIP Interfaces (TCP/TLS source ports
dynamic); Interworking SIP Early Media (drawing updated); Notations and
Priority Matching for Dial Plan Patterns (best match); Configuring Push
Notification Servers (typo); On-Demand SIPRec Sessions (note re INFO)

New parameters: ClassifyByProxySetMode; SBCTerminateOptions;
IPGroup_TeamsDirectRoutingMode; PreserveMultipartContentType;
CpMediaRealm_UsedByRoutingServer; IpProfile_SBCRenumberMID;
DTLSTimeBetweenTransmissions; PlayToneOnConnectFailureBehavior;
IpProfile_ReceiveMultipleDTMFMethods; AutoUpdateFreqgencySeconds;
TransparentPayloadType; ProxySet_AcceptDHCPProxyList;
DateHeaderTimeSync; DateHeaderTimeSyncInterval;
BlockingDurationFactor; DenyAccessCountingValidTime;
SBCTerminateOPTIONS

Updated parameters: WebUsers_Username (no spaces); IPProfile_
SBCSessionExpiresMode (description); SbcDtlsMtu (default); | IPGroup_
SIPSourceHostName (typo)

Updated sections: Notations and Priority Matching for Dial Plan Patterns;
G.711 Fax and Modem Transport Mode (typo gpmd); Viewing Overall
Status of Media Transcoding Cluster (fields); Configuring Pre-Parsing
Manipulation Rules (max rules)

New parameters: SBCTerminateOPTIONS
Updated parameters: SBCAlertTimeout (description)

Miscellaneous: Cross-references fixed

Updated to Ver. 7.40A.100.233

Updated sections: CDR Field Description (Tenant ID); Filtering IP Network
Traces using Wireshark-Like Expressions (example); Notations and Priority
Matching for Dial Plan Patterns

New parameters: SipSessionExpiresObserverMode

-Vi-
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LTRT Description

B Updated parameters: UseRandomUser (new value);
AUPDResetURLOnWebConfig; sbc-no-alert-timeout (typo)

42243 B Updated to Ver. 7.40A.200.005

B New sections: Configuring Secondary Syslog Servers; Downloading TLS-
Related Files for a Specific TLS Context; Downloading TLS-Related Files for
all TLS Contexts; Prerequisites for HA; Configuring OAuth Authentication;
Authenticating SIP Messages using Device's OAuth2.0 Server with Azure
AD; Configuring OAuth 2.0 Servers; Configuring OAuth Servers for User
Login Authentication; Enabling OAuth-based User Login Authentication;
Configuring a Hostname for Web Interface; Deleting All Users in Local
Users Table; Viewing Active Web Interface and CLI Users; Masking PIl in
CDRs and SDRs; Masking Digits in Syslog Messages; Masking PIl from
Syslog Files using PIl Log Scrubber Tool

B Updated sections: Configuring Syslog Message Severity Level (removed);
Call Detail Records (syslog severity); Using Dial Plan Tags for Routing
Destinations (CSR); Using Dial Plan Tags for Call Setup Rules; Viewing SBC
Registered Users (MOS); Configuring Registered User Voice Quality (MOS);
Computer Requirements (Edge); Third-Party Routing Server or ARM (no-
answer timeout); Saving and Loading a Configuration Package File (SNMP
backup); Configuring the Primary Syslog Server Address; Viewing Device
Status on Monitor Page (GW statistics); CDR Field Description (new
termination reason); Viewing Registration Status (server address);
Configuring WebSocket Tunnel with OVOC (status)

B New parameters: ; SystemPersistentLogPeriod; SyslogServers;
SyslogProtocol; SyslogTLSContext; QOESettings_FilterReports;
OAuthServers; LoginOAuthServers; OAuthWebLogin; WebHostname;
AllowRemovelocalUsersTable; AccountRegistrarAvoidanceTime;
PlIMaskDigits; PlIMaskPrivatelnfoInCDRs; PIINumberOfUnmaskedChars;
PllUnmaskedCharsLocation

B Updated parameters: UpstreamHost (Max Connections removed);
UpstreamGroup (Max Connections added); IPGroup_SourceUrilnput
(note); CDRHistoryPrivacy (removed); SIPInterface_ UDPPort (port
uniqueness); SIPInterface_TCPPort (port uniqueness); SIPInterface
TLSPort (port uniqueness); IPOutboundManipulation_SrcTags (max. tags);
IPOutboundManipulation_DestTags (max. tags); IP2IPRouting_SrcTags
(max. tags); IP2IPRouting_DestTags (max. tags); LoggingFilters_
LogDestination (Call Flow Server renamed OVOC); LoggingFilters_
CaptureType (Call Flow renamed SIP Ladder, CDR Only renamed CDR, new
IP Group Tag); SSHKexAlgorithmsString (diffie-hellman-group14-shal);
SSHCiphersString (aes256-ctr, aes256-cbc); HTTPSOnly (value 2);

- vii -
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LTRT Description

SNMPUsers_PrivProtocol (AES-192, AES-256); Account_
RegistrarSearchMode (new value 2)

42244 B Updated to Ver. 7.40A.100.366

B Updated sections: Establishing a CLI Session (failed login); Configuring
Management User Accounts (EnforcePasswordComplexity for CLI)

B New parameters: IpProfile_SBCAllowOnlyNegotiatedPT;
SIPServerDigestAlgorithm

B Updated parameters: IPProfile_LocalRingbackTone (range); IPProfile_
LocalHeldTone (range); EnableSIPREC (removed)

42245 B Updated to Ver. 7.40A.250.001

B New sections: Configuring SNI-to-TLS Mapping; Prerequisites for WebRTC;
On-Demand SIPRec using REST; Configuring SDR Reporting to REST Server

B Updated sections: Configuring OAuth 2.0 Servers (field name typos); SDR
Field Description (Ingress-Egress Call Orig / Is Success / Ingress-Egress SIP
Term Description / IsRecorded / Global Session ID / ReferredBy Tags);
Viewing Voice Channel Information; OVOC-Managed Capacity Licenses
(SIPRec / WebRTC); Configuring SIP Recording Rules (REST); Customizing
SDR Fields; Masking PIl in CDRs; Configuring Registration Accounts
(status); On-Demand SIPRec using SIP INFO Message (pause/resume);
Configuring Dial Plans (ReferredByTags); Direct Media Calls (X-AC-Action:
direct-media)

B New parameters: SNI2TLSMapping; AuthenticatedMessageHandling;
IP2IPRouting_ModifiedDestUserName; AllocationWebRTCSessions;
AllocationSIPRecStreams; LimitWebRTCSessions; LimitSIPRecStreams;
SIPRecRouting_RecordingTrigger; SIPRecRouting_SRSRole; SDRRest;
RESTSDRRecordType; RESTSDRHttpServers; SBCSDRFormat_SDRType;
PlIMaskPrivatelnfoForOVOC; PIIMaskHost; IPGroup_ValidateSourcelP;
EnableDNSEnvelop

B Updated parameters: SyslogLoglLevel (typo); DialPlanRule_Tag (valid
chars); EnableMediaSecurity (WebRTC); IPGroup_AuthenticationMode (3)

42246 B Updated sections: Storing SDRs Locally on the Device (access removed);
Upgrading the Device's Software (note re signed .cmp); Configuring and
Viewing Persistent Logging Storage

B New sections: Deleting Persistent Log Files

42247 B Updated sections: Configuring Classification Rules (validate IP); Rescue
Options using System Snapshots (hypervisor note)

- viii -
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LTRT Description

B New sections: Configuring User-Defined Performance Monitoring for SIP
Failure Responses

B Updated parameters: BrokenConnectionEventTimeout (def); ProxySet_
IsProxyHotSwap (typo in enable); AudioCoders_Sce (value 2)

B New parameters: UserDefinedFailurePM

42249 B Updated to Ver. 7.40A.250.255

B New sections: Configuring Syslog Message Severity Level; Configuring
Management Users for Media Cluster;

B Updated sections: ; Downloading and Uploading ini Configuration/CLI
Script/ Configuration Package File (buttons renamed); Configuring SNMP
Community Strings (pwd complexity); Reporting Management User
Activities (file upload/download); Configuring Management User Accounts
(user logged out upon edit / old passwords); Restoring Factory Defaults
through CLI (clear TLS files); Viewing Device Information (BID / UUID)

B Updated parameters: ; ProxySet_IsProxyHotSwap (typo in enable);
AudioCoders_Sce (value 2)]; AutoUpdatePredefinedTime;
AutoUpdateFregencySeconds; Account_ContactUser (note added);
RFC2833RxPayloadType (CLI); RFC2833RxPayloadType (CLI);
EnforcePasswordComplexity (SNMPv2 community strings); SyslogServers_
SeverityLevel (value names);

B New parameters: SysloglLoglevel; CheckPasswordHistory;
AbortRetriesOnICMPError.

42251 B Updated to Ver. 7.40A.260.007

B New sections: Detection of Weak Passwords; Configuring the Weak
Passwords List

B Updated sections: Installing License Key on HA Devices (WebRTC/SIPREC);
Configuring RTP Base UDP Port; Configuring Dual Registration for SIP
Entity (typo IP); Configuring TCP-UDP Proxy Servers (note re bind to
device); Computer Requirements; Customizing SNMP Alarm Severity
(EntityID); CDR Field Description ('Released From IP'); SDR Field
Description ('Call Type'); SBC Configuration Wizard (screens)

B New parameters: IPGroup_DedicatedConnectionMode;
WeakPasswordsList; WeakPasswordsCheck; IpProfile_ SBCRemoveCSRC

B Updated parameters: ProxySet_IsProxyHotSwap (values); IsUserPhone (CLI
typo); AuthPassword (replaced Password); HTTPServer_BindToDevice
(note); TLSContexts_ServerCipherString (OpenSSL URL); TLSContexts_
ClientCipherString (OpenSSL URL); TLSContexts_ServerCipherTLS13String

- X -
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LTRT Description

(OpenSSL URL); TLSContexts_ClientCipherTLS13String (OpenSSL URL);
UdpPortSpacing (2); GW Group Registered Status

42253 B Updated to LR Ver. 7.40A.300.012 (7.4.300-01)

B New sections: Configuring Web Interfaces; Configuring Telnet Interface;
Configuring SSH Interfaces; Displaying Referenced Document List; Viewing
Default Certificate Authorities; Uploading a Maintenance Script File;
Configuring SIP Header Value Encryption; Configuring Performance
Monitoring for Short and Long Calls

B Updated sections: Call Setup Rule Examples (AD Teams example); AD-
based Routing for Microsoft Teams or Skype for Business (CSR); Overview
of LCR (example typo); Creating a Login Welcome Message (typo);
Configuring Call Preemption for SBC Emergency Calls (note for resources);
Web Login Authentication using Smart Cards (removed); Dial Plan
Matching Priority (example typo); Downloading and Uploading a
Configuration Package File (certificates); Enabling SSH with RSA Public Key
for CLI; Digit Mapping; Configuring SNMPv3 Users (online); Storing CDRs
Locally on the Device (some file format specifiers removed); Computer
Requirements (screen resolution); Generating Private Keys for TLS
Contexts (Private Key Format); Configuring IP Network Interfaces (IPv6
and two OAMPs); Getting Help (document resources); Areas of Web
Interface (document resources); Configuring Coders Groups (table
redesign)

B New parameters: NetworkinterfaceStatusCheck; NATTranslation_
SrclPInterfaceName; TLSContexts_UseDefaultCABundle;
SNMPIPv6Interface; SNMPInterface; SNMPIPv6TrapManagerHostName;
NTPInterface; NTPEnable; RadiusServers_InterfaceName;
SDRRemoteServers_InterfaceName; CDRRemoteServers_InterfaceName;
Sysloglnterface; Telnetinterfaces; Weblnterfaces; Sshinterfaces;
EnablePortRedundancy; ExternalDocumentsBaseURL;
BackwardPTBehavior; HostHeaderProtection; EncryptKeyAES256;
AUPDInterface; RxT380verRTPPayloadType; LongCallMinutes;
InvalidLoginReport

B Updated parameters: InterfaceTable_InterfaceMode (IPv6 stateless and
DHCP); LoggingFilters_Value (ipv6); EnableWebAccessFromAllinterfaces
(removed); AdditionalManagementinterfaces (removed); TelnetServerPort
(removed); SSHServerPort (removed); SIPRecRouting_RecordingTrigger
(Media Start); AudioCodersGroups; AudioCoders;
[ModemBypassPayloadType; RxT380verRTPPayloadType (note);
RTPNoOpPayloadType (note); RFC2833RxPayloadType (note);
RFC2198PayloadType (note); IPGroup_DedicatedConnectionMode
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LTRT Description

(description); LoggingFilters_LogDestination (OVOC QoE);
PlIMaskPrivatelnfoForOVOC (Web name); DefaultNumber (description);
TLSContexts_DHKeySize (4096 removed);
EnableMgmtTwoFactorAuthentication (removed); SIPTCPTimeout
default); FakeTCPalias (web parameter); EnableCoreDump (default and no
restart); ReliableConnectionPersistentMode (description);
V1501SPRTPayloadTypeRx (ini); V1501SSEPayloadTypeRx (ini); Test_Call_
PlayTonelndex (range); IpProfile_SBCRemoteReferBehavior (description);
HeldTimeout (description); StaticRouteTable_
PreferredSourcelnterfaceName (removed); RadiusTrafficType (removed)

B Miscellaneous: "Reset" button renamed "Restart"

42254 B Updated to LTS Ver. 7.40A.250.528 (7.4.250-4)

B Updated sections: Downloading the Debug (and Core Dump) File (client
defaults file); Reporting Management User Activities (syslog format);
Configuring Logging Filter Rules (syslog and log type)

B New parameters: WSTunInterfaceName

B Updated parameters: RadiusLocalCacheTimeout (default); DisableRS232
(default)

42255 B Ver. 7.40A.260.152

B Updated sections: Filtering IP Network Traces using Wireshark-Like
Expressions (ip for all IPv4); Configuring WebSocket Tunnel with OVOC
(cloud platforms); Configuring Proxy Sets (max. DNS-resolved); Configuring
IP Profiles (max. for VAIC); Configuring Registration Accounts (max. for
VAIC); Configuring SDR Reporting to REST Server (START); SDR Field
Description (START / released from IP)

B Updated parameters: EnableDID; KeyCFDoNotDisturb; OSNAccessVlan (CLI
path); OSNBlockPort (CLI path); RESTSDRRecordType

42256 Updated to LTS Ver. 7.40A.250.609 (7.4.250-5)
New sections: Reliable (TCP/TLS) Connections
New parameter: RegistrationSyncMode

Updated parameters: ReliableConnectionPersistentMode

42258 Updated to LR Ver. 7.40A.400.023 (7.4.400-01)

New sections: Running Multiple Non-Interactive SSH Commands from
Command Line

-Xi -
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LTRT Description

B Updated sections: Configuring SIP Recording Rules (SRS max); Configuring
Ethernet Port Groups (active port display); Enabling SSH for Public Key
Authentication (Web path); Configuring Device for QoE Reporting to OVOC
(no secondary address); Configuring SNMP Trap Destinations with IP
Addresses (check box cleared); Configuring Wireshark Packet Capturing
using RPCAP (recommendations)

B New parameters: MSRPConnectionEstablishTimeout;
HeartBeatlIntervalmsec; SIPInterface_ MSRPTCPPort; SIPInterface_
MSRPTLSPort

B Updated parameters: CpMediaRealm_TCPPortRangeStart (removed);
CpMediaRealm_TCPPortRangeEnd (removed); MessagePolicy
MaxMessagelength (max); MessagePolicy_MaxHeaderLength (max);
MessagePolicy_MaxBodyLength (max); MessagePolicy_MaxNumHeaders
(max); MessagePolicy_MaxNumBodies (max); InvalidLoginReport;
Accesslist_Use_Specific_Interface (default); AccessList_PrefixLen
(default); MgmtUseLocalUsersDatabase (web name);
SSHRedundantProxyPort (web name); IPGroup_
DedicatedConnectionMode (value name change); RestCdrHttpServer (web
name and row pointer); MgmntLDAPGroups_Group (case-insensitive);
MgmntLDAPGroups_Level (note); IpProfile_SBCRemoteUpdateSupport
(description option 3); IP2IPRouting_DestType (description for all users)

42259 B Updated to LTS Ver. 7.40A.250.836 (7.4.250-7)

B Updated sections: Configuring Firewall Rules (defaults changed prefix
length); Configuring SIP Message Manipulation (max. header value
length); Dial Plan Notations (wildcard)

B New parameters: IpProfile_SBCPrecondition; ProxySet_
PeerHostNameVerificationMode; [ProxySet_TLSRemoteSubjectName;
Classification_TLSRemoteSubjectName

B Updated parameters: Accesslist_Use_Specific_Interface (default);
Accesslist_PrefixLen (default); ProxySet_EnableProxyKeepAlive (new
option fake); CallSetupRules_AttributesToGet (max)

42320 B Updated to LR Ver. 7.40A.400.063 (7.4.400-03) and LTS Ver.
7.40A.250.908 (7.4.250-8)

Updated sections: DHCP-based Provisioning (IPv4 and MAC)
New parameters: IPGroup_TeamsLocalMOSync

Updated parameters: ForkingDelayTimeForInvite (web parameter)

42321 Updated to LR Ver. 7.40A.500.010 (7.4.500)

- Xii -
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LTRT Description

B New sections: Sending SIP INFO Messages with DTMF to SRS; Configuring
Background Tones for SBC Calls

B Updated sections: Downloading and Uploading the Configuration Package
File; SIPREC SIP-based Media Recording (RTT); Reporting Management
User Activities (passwords hidden); Downloading and Uploading the
Configuration Package File (7-Zip); Configuring SBC User Information Table
through Web Interface (synchronization)

B New parameters: FwdSignalingToSIPRec; HostName (CLI path);
HeaderForTransfer; IpProfile_DisconnectOnBrokenConnection (reroute
with original SIP headers)

B Updated parameters: IPGroup_AuthenticationMode (description);
WebUsers_SessionLimit (description); RegistrationSyncMode (SBC User
Information)

42322 B Updated to LTS Ver. 7.40A.251.026 (7.4.250-9)

B Updated sections: Configuring Management User Accounts (plain text
passwords for shared settings); Configuring SNMP V3 Users (plain text
passwords for shared settings)

B New parameters: BackupSubscriptions; DisconnectSubscriptionsMode;
LimitiIncominglcmpEchoRequests

B Updated parameters: IPGroup_TeamsLocalMOSync (removed);
Classification_TLSRemoteSubjectName (description); ProxySet_
TLSRemoteSubjectName (description); ProxySet_
PeerHostNameVerificationMode (description); ProxylPListRefreshTime

42323 B Updated sections: Configuring the Primary Syslog Server Address (VolP
Debug Level parameter); Configuring Table ini File Parameters ($S
removed)

B Updated parameters: HeartBeatIntervalmsec (description); Account's
Password (question mark); InboundMediaLatchMode (description strict)

Miscellaneous: ini prefix removed from parameters

42324 Updated to 7.40A.251.147 (7.4.250-10)

New parameters: CallInfoListMode

Updated parameters: EnableCoreDump (default);
ClassificationFailureResponseType (CLI typo); EtherGroupTable_Mode
(restrictions)

42326 B Updated to 7.40A.500.357 (7.4.500-1)

- Xiii -
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LTRT

42328

42328

Description

New sections: Load Balancing SIPREC SRSs using IP Group Set; Configuring
Voice Quality for Unregistered User

Updated sections: ICE for Media; Configuring SIP Recording Rules;
Configuring Registered User Voice Quality (path to page); Configuring
Registration Accounts (max.); On-Demand SIPREC using SIP INFO Message
(multiple IP Groups); Accessing Files on Redundant Device from Active
through SSH (folder access per user level); Configuring Management User
Accounts (folder access per user level); Downloading CDRs through SFTP
(folder access per user level); Downloading Locally Stored SDRs through
SFTP (folder access per user level)

New parameters: SRSIPGroupSetName; SwitchCoderUponVoiceQuality;
BackupSubscriptions; DisconnectSubscriptionsMode

Updated parameters: SBClceMode (Full); SIPConnect (description);
DisconnectOnBrokenConnection; MSRPConnectionEstablishTimeout

Updated to 7.40A.251.283 (7.4.250-11)

Updated sections: Configuring Management User Accounts ("New" user in
CLI)

Updated parameters: EnableSIPRemoteReset (description);
RetryAfterMode (CLI command)

Updated to 7.40A.500.775 (7.4.500-2)
New section: Configuring Static ARP Table

Updated sections: Implementing ICE for Media Sessions (keepalive);
Configuring Message Session Relay Protocol (enable); Configuring
Maximum SBC Call Duration (Var.Call.Dst|Src.MaxDuration); Configuring
Secondary Syslog Servers (Kafka); Configuring Test Call Endpoints (note re
REST API); SDR Field Description (Is Route Attempt); Examples of Call
Setup Rules (Abort and destination tag); Configuring Call Setup Rules
(Abort and destination tag); Configuring SBC IP-to-IP Routing Rules
(PreRouteCallSetupRulesSetld); Configuring WebRTC (Enforce Media
Order); Configuring Management User Accounts (max. 10 sessions); SDR
Field Description (units of measurement); Configuring a Hostname for
Web Interface (recommended); Downloading and Uploading the
Configuration Package File (CLI Startup Script); Floating License Model
(usage note); Capacity for Signaling, Media and User Registrations (URL
link)

New parameters: EnableMSRP; VideoDiffServ; StaticArp;
KeeplnitiallncomingINVITE; PreRouteCallSetupRulesSetld; Topic (Syslog
Servers table); 'Kafka Connection String' (Syslog Servers table)
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42331

42332

Description

Updated parameters: WebHostname (web name renamed 'Web Server
Name'); ClassifyByProxySet (new value Enable for OPTIONS);
LDAPAuthFilter (max. chars); 'Transport Protocol' (KAFKA value - Syslog
Servers table); SystemLogSize (range and default); SBCEnforceMediaOrder
(Web parameter added); HostHeaderProtection (removed);
DNSrebindingProtectionEnabled (removed); HTTPSOnly (note re SSO
0OVOC); CmpFileURL (online); ; MediaChannel; NoRTPDetectionTimeout
(n/a MSRP note); DNSCache (description); ProxylPListRefreshTime (DNS
cache); DNSResolveMethod (DNS cache); Proxylp_lpAddress (DNS cache)

Updated to 7.40A.500.775 (7.4.250-14 / 7.4.250-13)

Updated sections: OAuth 2.0 Based SIP Message Authentication (path
updated); Configuring Firewall Allowed Rules (HA only firewalls); Syslog
Message Format (SUp/seq #); Configuring SIP Message Manipulation (max
chars for condition); Downloading the Debug (and Core Dump) File (TAR
file and licenses); Configuring Management User Accounts (New users and
LDAP/RADIUS)

New parameters: LDAPAuthFilter (S mandatory); SendAcSessionIDHeader
(CLI send-acsessionid); EtherGroupTable_Mode (note re HA);
HARemotePriority (new web name); HARemoteUnitldName (new web
name); LoggingFilters_FilterType (user is source and dest);
BellModemTransportType (def); SBCPrecondition (notes re requirement);
condition (max chars 200)

Updated parameters: UseWebLogo (CLI web-logo-enable); WebLogoText
(CLI web-logo-text); SyslogLoglLevel (return to default)
Updated to 7.40A.600.014 (7.4.600)

New sections: Configuring Interval for QoE Report Collection and
Generation

Updated sections: Viewing Default Certificate Authorities (updated list)

New parameters: QOEMediaStatisticTimer; InCallRouteMode (Proxy Set);
ConnectionReuse (Proxy Set); NoRTPMode

Updated parameters: DNSResolveMethod (NAPTR behavior);
FailedOptionsRetryTime (CLI command); CheckPasswordHistory (CLI
command); NoRTPDetectionTimeout

Updated to 7.40A.501.141 (7.4.500-3)

Updated sections: Configuring SIP Response Codes for Alternative Routing
Reasons (max. 4 proxies); Using Proprietary SIP X-AC-Action Header
(supported SIP methods); Upgrading the Device's Software (HA hitless
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software downgrade not supported)
Updated parameters: IsProxyHotSwap (max. 4 proxies for alt)

New parameters: EnableHttpClientDbgMsg; HTTPLogFilter;
InCallRouteMode (Proxy Set)

Updated parameters: InfoType (new Syslog value in Syslog Servers table);
WSTunServer (FQDN)

Updated to 7.40A.501.384 (7.4.500-4)
New sections: Starting and Stopping Debug Recording

Updated sections: Configuring Management Access List (table renamed /
management interface type); Configuring Alarm Thresholds for
Performance Monitoring (0 invalid for Clear Watermark); Configuring
Alarm Thresholds for Performance Monitoring (note re enabling SDR);
Enabling LDAP-based User Login Authentication (note re both LDAP and
RADIUS); RADIUS-based User Login Authentication (note re both LDAP and
RADIUS); Configuring Firewall Rules (insert)

New parameters: EnableHttpClientDbgMsg; HTTPLogFilter; SBCWizardUrl;
AupdMaxTransferTime; EnableSnmpAuthenticationTrap;
DebugRecordingTimeout; DebugRecordingStatus

Updated parameters: Prefix2ExtLine (CLI command); DisableSNMP
(description); CallSuccessSIPReasons (description); NoRTPMode
(description); SNMPSysOid (removed); SNMPTrapEnterpriseOid (removed)

Updated to 7.40A.600.203 (7.4.600-1)
New sections: On-Demand SIPREC using SIP 200 OK Responses

Updated sections: SNMP-Based Management (64-bit counter); Configuring
Message Session Relay Protocol (IPv6)

New parameters: ClassifyByRegDB; DisconnectinDialogSubscribeFailure

Updated parameters: InCallRouteMode; NoRTPMode (note re outgoing
leg); DisconnectOnBrokenConnection (note re outgoing leg);
MultiPtimeFormat (removed)

Updated to 7.40A.501.649 (SBC7.4.500-5)

New sections: Configuring Maximum Concurrent Calls per Specific User;
Securing RADIUS Messages with Message-Authenticator Attribute;
Terminating Ending Other Web Sessions of User

Updated sections: SDR Field Description (new field Termination Side);
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Configuring a Hostname for Accessing Web Interface (enforce hostname);
Configuring CLI over SSH using Public Key Authentication (SHA2 note);
Configuring Test Call Endpoints (incoming/outgoing); Configuring Basic
Test Calls (note); Configuring Username and Password Complexity (regex,
username, new parameters); Configuring Wireshark Packet Capturing
using RPCAP (second port configurable); Displaying Login Information
upon Login (no. current sessions); Viewing Currently Logged-In User
Information (no. current sessions); Configuring Default DNS Servers (IPv6
servers); Configuring Wireshark Packet Capturing using RPCAP (note for
media updated); SBC Manipulations (note ignores manipulation for IP2IP
to IP2Tel)

New parameters: EnforceWebHostname; EnforceUsernameComplexity;
PasswordComplexityCheckByRegex; UsernameComplexityCheckByRegex;
DisconnectOnBrokenSignalingConnection (IP Profile);
RadiusPapRequireMsgAuthTx; RadiusRequireMsgAuthRx;
DefaultPrimaryDnsServerlpv6; DefaultSecondaryDnsServerlpv6;
SDPSubsequentResponses (IP Profile); SrtpResetTxRxSeparately;
ArpManagerTimeout

Updated parameters: dflt-dest-nb (typo CLI command);
CallFailureSIPReasons (note); CallSuccessSIPReasons (note);
AUPDMaxTransferTime (values); EnforceMediaOrder (CLI path changed);
voice-IncrementallniFileURL (CLI changed to incremental-ini-file);
IniFileURL (CLI changed to ini-file); GenerateSRTPKeys (new value Keep
Original); DedicatedConnectionMode (remove limitation re Proxy Set
homing); LDAPDebugMode (max. value)

Miscellaneous: Mediant 9080C SBC added

Updated to 7.40A.501.841 (SBC7.4.500-6)

New sections: Sending Debug Recording Files to Azure Blob Storage;
Configuring Password Obfuscation in CLI Script and ini Files; Configuring
DNS Fallback Policy; Device's Default DNS Fallback Sequence; Accessing
Device's File System through SFTP for File Download

Updated sections: Configuring LDAP Servers (note re status); Configuring
Web Service for Automatic Provisioning (removed); Storing Debug
Recording Files Locally on Device

Updated parameters: ResetSrtpStateUponRekey (CLI path);
NTPServerUTCOffset (removed +); PM_EnableThresholdAlarms (removed);
ProvisionEnable (removed); ProvisionRetrylnterval (removed);
ProvisionMaxRetries (removed); ProvisionServerURL (removed);
ProvisionServerUsername (removed); ProvisionServerPassword (removed)
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B New parameters: DebugRecordinglocalStoragelocation;
DebugRecordinglocalStorageFilenamePrefix;
DebugRecordingBlobStorageUrl; DebugRecordingBlobContainer;
DebugRecordingBlobAccountKey; IpProfile_SBCRemoveEXTMAP

42338 B Updated to 7.40A.600.231 (7.4.600-1.03)

B New sections: Enabling Secured TLS Communication between Active and
Redundant Devices

B Updated sections: Configuring HTTP Locations (new parameter 'Verify
Client Certificate’); Configuring HTTP Proxy Servers (new Optional value
for 'Verify Client Certificate’); Configuring SBC User Information Table
through Web Interface (status changed); Centralized Routing by ARM
("third-party server" removed);Configuring Password Obfuscation in CLI
Script and ini Files (chars and procedure via Configuration Package file);
Patterns for Denoting Phone Numbers and SIP URIs (comma limitation)

B New parameters: DelayCallRelease;
DisconnectOnBrokenSignalingConnection; HASecuredConnectivityMode;
ReliableConnectionFailureRetries

B Updated parameters:LdapConfPassword (value S); DefaultAccessLevel;
SIPServerDigestAlgorithm (ini values) SIPServerDigestAlgorithm (ini
values); EnforceWebHostname (OVOC constraints)

- Xviii -



Content Mediant 90xx SBC | User's Manual

Table of Contents

1Introduction .. . 1
Product OVerview .. 1
Typographical Conventions ... .. 1
Configuration Concepts and Terminology ... ... 2

SB O AP A ON 2

Part | 8

Getting Started with Initial Connectivity ... . . ... 8

2 OVIVIOW 9

3Default IP Address ...l 10

4 Changing Default IP Address to Suit Network Addressing Scheme ... . . 11

Part Il 14

Management Tools ... . . . 14

B OVeIVIOW 15

6 Web-Based Management ... 16
Getting Acquainted with Web Interface ... .. 16

Computer Requirements ... . . 16
Accessingthe Web Interface ... ... . 16
Areas of Web Interface ... . 18
Accessing Configuration Pages from Navigation Tree ... 22
Configuring Stand-alone Parameters ... .. 24
Configuring Table Parameters ... ... . . 25

Adding New Table ROWS ... . 27

Inserting New Table ROWS ... . . 28

Assigning Rows from Other Tables ... . 29
Modifying Table ROWS ... . 30
Deleting Table ROWS ... 30
Invalid Value Indications ... 31
Viewing Table ROWS ... ... 33
Sorting Tables by Column ... 34
Changing Index Position of Table Rows ... . .. 35
Searching Table Entries ... . 35
Searching for Configuration Parameters ... .. . 36
Getting Help L. 37
Logging Outthe Web Interface ... ... . 38
Customizingthe Web Interface ... . 38
Replacing the Corporate Logo ... ... 39
Replacing the Corporate LogowithanImage ... ... ... ... ... 39
Replacing Corporate Logowith Text ... 40
Replacing Text with Corporate Logo ... .. 40

- XiX -



Content Mediant 90xx SBC | User's Manual

Customizing the Browser's Tab Title ... ... 41
Customizing Browser Tab to Display Device's IP Address ... 41
Customizing Browser Tab to Display User-Defined Text ............................................. 41

Customizing the Product Name ... .. . 42

Customizing the Browser Favicon ... .. 43

Creating a Login Welcome Message ... . 44

Displaying Referenced Document List ... 45

Configuring Web Interfaces ... . 46
Configuring Management User Accounts ... 48
Configuring Username and Password Complexity ... 56
Detection of Weak Passwords ... 58
Enabling Weak Password Detection ...................... 58
Configuring the Weak Passwords List ... ... ... . 59
User Login Authentication Methods ... 60
Configuring a Hostname for Accessing Web Interface ... 60
Deleting AllUsersin Local Users Table ... . ... 61
Customizing Access Levels perWeb Page ... 62
Displaying Login Information upon Login ... ... .. 66
Viewing Currently Logged-In User Information ... 67
Terminating Other Web Sessions of User ... ... ... 68
Configuring Web Session Timeouts ... ... 69
Configuring Deny Access for Failed Login Attempts ... 70
Changing Your Login Password ... 71
Configuring Secured (HTTPS)Web ... . 72
Enabling CSRF Protection ... . 74
Configuring Management Access List ... ... 74
Viewing Active Web Interface and CLIUsers ... 76
7 CLI-Based Management ... . . .. 78
Enabling CLl . 78

Configuring Telnet for CLI ... . 78

Configuring CLI over SSH using Public Key Authentication .............................................. 79
Enabling SSH for Public Key Authentication ... ... ... ... ... 80
Configuring SSH Public Key Authentication on Windows ............................................. 81
Configuring SSH Public Key Authentication on Linux ... 84

Configuring Telnet Interface ... 85
Configuring SSH Interfaces ... . 86
Establishinga CLI Session ... . 87
Configuring Maximum Telnet and SSH Sessions ... 88
Running Multiple Non-Interactive SSH Commands from Command Line ........................ 89
Viewing Current CLI SeSSIONS ... . 90
Terminating a User's CLI Session ... 91
Configuring CLICommand Ali@sSes ... 91
Configuring Displayed Output Lines in CLI Terminal Window ... 92

- XX -



Content Mediant 90xx SBC | User's Manual

Idle CLI Session Timeout for RS-232 Connections ... 93

8 SNMP-Based Management ... 94
Enabling or Disabling SNM P 94
Configuring SNMP Community Strings ... 94
Configuring SNMP Trap Destinations with IP Addresses ... 98
Configuring SNMP Trap Destinations with FQDNS ..., 101
Configuring SNMP INterfaces ... 102
Configuring SNMP Trusted Managers ... 102
Enabling SNMP Traps for Web Activity ... 103
Configuring SNIMPV3 USEIS ... 103
Customizing SNMP Alarm SevVerity ... 106
Configuring SNMP for OVOC Connectivity ... ... 109
Configuring WebSocket Tunnel with OVOC ... 111

9 INI File-Based Management ... 114
INLFile Format . 114
Configuring Individual ini File Parameters ... ... ... . . .. 114
Configuring Table ini File Parameters ... 114

General ini File Formatting Rules ... . 116
Configuring an ini File ... 117
Loadinganini File to DeVICE ... ... 117
Secured Encoded ini File ... . 118

INI' Viewer and Editor ULility ... 118

10 REST-Based Management ... 119
Part L 121
General System Settings ... 121
11 Date and Time ...l 122
Viewing Date and Time ... 122
Configuring Date and Time Manually ... 123
Synchronizing Date and Time through SNTP ... ... ... 124
Synchronizing Date and Time through SIP ... 126
Configuring UTC Offset or Time ZoNne ... 127
Configuring Daylight Saving Time ... 128

12 Configuring a Hostname for the Device ... 130
Part IV 131
General VoIP Configuration ... 131
13 Network . . 132
Building and Viewing your Network Topology ... 132
Configuring Physical Ethernet Ports ... 136
Configuring Ethernet Port Groups ... 139

- XXi -



Content Mediant 90xx SBC | User's Manual

Configuring Underlying Ethernet Devices ... 142
Configuring IP Network Interfaces ... 145
Networking Configuration EXamples ... 157
Configuring Static IP Routes ... . 160
Configuration Example of Static IPRoutes ... ... . 163
Troubleshooting the Static Routes Table ... ... .. .. 164
Network Address Translation SUPPOrt ... 164
Device Located behind NAT . 164
Configuring NAT Translation perIP Interface ... . 165
Remote UA behind NAT 167
SIP Signaling MESSAQES ... ..o 167

Media (RTP/RT CP T .38) oo 168
Implementing ICE for Media SeSSIONS ... ... 170
Robust Receipt of Media Streams by Media Latching ... 172
Configuring Static ARP Table ... 174
Configuring Quality Of SEIVICE ... .. . e 175
Configuring Class-of-Service QOS ... ... 175
Configuring DiffServ-to-VLAN Priority Mapping ... 178
Configuring ICMP Message Handling ... 179
DN S 180
Device's Default DNS Fallback Sequence ... 181
Configuring Default DNS SEIrVErs ... ... 182
Configuring the Internal DNS Table ... 183
Configuring the Internal SRV Table ... 185
Configuring DNS Fallback POlICY ... ... 187

P MU CASHING .. 189
Configuring SCTP MUlti-homing ... 189
14 S CUNIY 193
Overview of GDPR 193
Masking PII from Syslog Files using PIl Log Scrubber Tool ............................................. 193
Masking PIlin CDRs and SDRS ... ... 194
Masking Digits in SysIog MeSSAQES ... 196
Deleting Locally Stored CDRs and SDRS ... . 197
Deleting Persistent Log Files ... ... 197
Concealing Configured Passwords ... 198
Configuring Password Obfuscation in CLI ScriptandiniFiles ... 198
Enabling or Disabling Password Obscured for CLI ......................................................... 201
Default Password Obscuredin IniFile ... . . . 202
Configuring FIPS Security MOde ... 202
Configuring TLS Certificates ... 204
Configuring TLS Certificate Contexts ... ... ... 204
Assigning CSR-based Certificates to TLS Contexts ... 211
TLS Context Parameters Relevancy per Application ... . 214
Viewing Certificate Information ... ... ... . 216

- XXii -



Content Mediant 90xx SBC | User's Manual

Assigning Externally Created Private Keysto TLS Contexts ........................................... 216
Generating Private Keys for TLS Contexts ... 217
Creating Self-Signed Certificates for TLS Contexts .............................co 219
Importing Certificates into Trusted Root CA Certificate Store ... 221
Viewing Default Certificate Authorities ... . . . 222
Configuring TLS Server Certificate Expiry Check ... 223
Configuring TLS for Secured SIP ... .. 224
Configuring SNI-tO-TLS Mapping ... ...oooii 226
Configuring Mutual TLS Authentication ... ... .. . . 227
TLSTor SIP Clients ... 227

TLS for Remote Device Management ... ... . ... 228
Reliable (TCP/TLS) CONNECLIONS ... ... 228
Configuring Firewall RUIES ... ... 228
Configuring Firewall Rules to Allow Incoming OVOC Traffic .......................occ . 236
Intrusion Detection System ... . 238
ENnabling DS . 239
Configuring IDS POIICIES ... 239
Assigning IDS PoliCIeS ... . 246
Viewing IDS Alarms .. 248
Configuring SIP Response Codes to Exclude from IDS ... 251
Configuring SIP Header Value EnCryplion ... 251
1S Media .l 254
Configuring VoiCe SettiNgS ... . 254
Configuring Voice Gain (Volume) Control ... 254
Configuring Echo Cancellation ... ... . 254
Fax and Modem Capabilities ... 256
Faxand Modem Operating Modes ... 257
Fax and Modem Transport MOdes ... ... . . 257
T.38 Fax Relay Mode ... .. . 258

G.711 Faxand Modem Transport MOde ... 261
Faxand Modem Bypass Mode ... . 261
Faxand Modem NSE Mode ... ... 263

Fax and Modem Transparent with EventsMode ...................................................... 264
Fax/Modem Transparent MOAe ... .. ... 264

RFC 2833 ANS Report upon Fax and Modem Detection ........................................... 265

VB FaX SUP PO . 266
Bypass Mechanism for V.34 Fax Transmission ............................ccooo 266

Relay Mode for T.30 and V.34 FaXeS ... 267

V.34 Fax Relay for SG3 FaxMachines ... ... ... 268

VT2 SUP PO T 270
Configuring RTP/RTCP Settings ....oooo e 270
Configuring the Dynamic Jitter Buffer ... 271
Configuring RFC 2833 Payload ... 272
Configuring RTP Base UDP Port ... ... 272

- xxiii -



Content Mediant 90xx SBC | User's Manual

Configuring Invalid RTP/RTCP PacketHandling ........................................................ 274
Event Detection and Notification using X-DetectHeader ............................................ 274
Detecting Answering Machine Beeps ... ... 276
SIP Call Flow Examples of Event Detection and Notification ............................................ 277
Answering Machine Detection (AMD) ... 280
Configuring AM D . 283
Configuring the Answer Detector Feature ... 285
Automatic Gain Control (AGC) ... .. 286
Configuring Media SeCurity ... 287
ConfigUIING SR P 287
Configuring SRTP Crypto Suite GroUpS ... ..ot 289
SRTP using DTLS ProtocCol ... 291
16 SerVICeS 294
DHCP Server Functionality ... 294
Configuring the DHCP Server . . 294
Configuring the Vendor Class Identifier ... 300
Configuring Additional DHCP Options ... ... 301
Configuring Static IP Addresses for DHCP Clients ..., 304
Viewing and Deleting DHCP Clients ... ... .. 305
SIPREC SIP-based Media Recording ... 306
SIPREC OVEIVIEW ... . 306
SIP Message Flow for SIPREC ... .. 308
SIPREC for SRTP Calls ... . 312
SIPREC for Real-Time Text ... 313
Sending SIPREC to Multiple SRSS ... .o 313

Load Balancing SIPREC SRSsusing IP Group Set ... 315
Configuring SIP Recording RUIES ... .. ... 316
Using Message Conditions for Starting a SIPREC Session ............................................ 320
Configuring Format of SIPREC Metadata ..., 321
Configuring Video Recording Synchronization ... ... 322
On-Demand SIPREC using SIP INFO MESSAQES ..ot 322
On-Demand SIPREC using SIP 200 OK ReSpoNnses ... 325
On-Demand SIPREC using REST ... 328
Configuring SIP User Partfor SRS ... ... . . 330
Sending DTMF Digits Notifications using SIP INFO Messagesto SRS .............................. 331
Interworking SIP-based Media Recording with Third-Party Vendors ................................. 331
SIPREC with Genesys Equipment ... 331
SIPREC with Avaya Equipment .. .. 332
Customizing Recorded SIP Messages Sentto SRS ... 332
RADIUS-based ServiCes ... 335
Enabling RADIUS SEeIVICES ... o o 336
Configuring RADIUS Servers ... ... 336
Configuring RADIUS Packet Retransmission ... 340
Configuring the RADIUS Vendor ID .. ... 340

- XXiv -



Content Mediant 90xx SBC | User's Manual

Securing RADIUS Messages with Message-Authenticator Attribute .................................. 341
RADIUS-based User Login Authentication ... 341
Setting Up a Third-Party RADIUS Server ... 342
Configuring RADIUS-based User Authentication ..................................................... 344
Securing RADIUS Communication ... 345
RADIUS-based User Authenticationin URL ... .. ... .. ... .. 345
RADIUS-based CDR Accounting ... 345
LDAP-based ServiCes ... 345
Enabling the LDAP SErVICE ... ... 348
Enabling LDAP-based User Login Authentication ... 348
Configuring LDAP Server GrOUPS ... ... 349
Configuring LDAP SeIVEIS ... .o 352
Configuring LDAP DNs (Base Paths) per LDAP Server ... 359
Configuring the LDAP Search Filter Attribute ... 360
Configuring Access Level per Management Groups Attributes ......................................... 361
Configuring the Device's LDAP Cache ... ... 363
Refreshingthe LDAP Cache .. .. ... 366
Clearingthe LDAP CacChe ... ... 367
Configuring Fallback Optionsto Local Users Table ... .. 367
LDAP-based Login Authentication Example ... .. 368
Enabling LDAP Searches for Numbers with Characters ............................................... 372
AD-based Routing for Microsoft Teams or Skype for Business ........................................ 373
Querying the AD and Routing Priority ... 374
Configuring AD-Based Routing RUIES ... .. ... 377
OAuth 2.0 Based Authentication Services ... 379
Configuring OAuUth 2.0 Servers ... ... 380
OAuth-based User Login Authentication and Authorization ............................................. 383
Setting Up Azure AD for User Login OAuth Authentication ......................................... 383
Device Configuration SUMMaAry ... 389
Azure Login to Device's Web Interface ... ... ... 392
Azure Loginto Device's CLI ... .. 392
Azure Loginto Device's REST APl ... . 392
Configuring OAuth Servers for User Login Authentication .......................................... 395
Enabling OAuth-based User Login Authentication ... 396
OAuth 2.0 Based SIP Message Authentication ... . 398
Authenticating SIP Messages using Device's OAuth 2.0 Server with Azure AD .............. 398
Authenticating SIP Messages with External OAuth 2.0 Server ..................................... 399
Remote Web Services ... 403
Configuring Remote Web ServiCes ... 403
Configuring Remote HTTP Hosts ... ... 412
Enabling Topology Status SErviCes ... .. ..o 415
Enabling Registration Status Services ... .. 415
Centralized Routing by ARM (AudioCodes Routing Manager) .................................. 416
Configuring QoS-based Routing by ARM ... . 420
Configuringan HTTP GET Web ServiCe ... 421

- XXV -



Content Mediant 90xx SBC | User's Manual

Configuring HTTP POST Web Service ... . 423
Least Cost ROULING ... 425
Overview of LCR . . 425
ConfigUIING LR 429
Configuring COSt GrOUPS ... oo 429
Assigning Cost Groups to Routing Rules ... 432
HTTP-based Proxy ServiCes ... 432
Enabling the HTTP Proxy Application ... .. . ... 434
Debugging Remote HTTP ServiCes ... ... 434
Configuring a DNS Server for HTTP Services ... ... 435
Configuring HTTP Proxy SEeIrVErsS ... .o 436
Configuring HTTP Locations ... ... .. 439
Configuring TCP-UDP ProXy SErVErs ... ... 444
Configuring Upstream Groups ... 448
Configuring Upstream HOSES ... .. ... 451
Configuring HTTP Directive Sets ... . 453
Configuring HTTP DireCtives ... .. ... 455
Configuring an HTTP-based OVOC Service ... ... 456
Troubleshooting NGINX Configuration ... 461
Configuring a Public IP Address for NGINX NAT Traversal ............................................ 462
Configuring LDAP Authentication for NGINX HTTP Reverse Proxy .................................. 462
E9-1-1 Support for Microsoft Teams and Skype for Business ........................................ 464
ADBOULt EOQ-1-1 ServiCes ... ... 465
Microsoft Skype for Business and EQ-1-1 ... ... 466
Gathering Location Information of Skype for Business Clients for911 Calls .................. 466
Adding ELINs to the Location Information Server ... ... ... 468
Passing Location Information to the PSTN Emergency Provider .................................. 469
AudioCodes ELIN Device for Teams / Skype for Business E9-1-1 Callsto PSTN ................ 470
Detecting and Handling EQ-1-1 Calls ... ... 471
Pre-empting Existing Calls for EQ-1-1 Calls ..................... ... 474

PSAP Callback for Dropped EQ-1-1 Calls ... 474
Selecting ELIN for Multiple Calls withinSame ERL ... 475
Configuring AudioCodes ELIN DEVICE ... ... 475
Enablingthe EQ-1-1 Feature ... ... . . 476
Configuring the E9-1-1 Callback Timeout ... 476
Configuring SBC IP-to-IP Routing Rule for EQ-1-1 ... ... .. .. 476
Viewing the ELIN Table .. ... 476
Microsoft Skype for Business Presence of Third-Party Endpoints ................................ 477
Configuring Skype for Business Serverfor Presence ... 480
Configuring the Device for Skype for Business Presence ...............................oco. 481
Microsoft Teams with Local Media Optimization ... 483
17 Quality of EXperience ... 485
Reporting Voice Quality of Experience to OVOC ... 485
Reporting QOE t0 OV O C .. . 485

- XXVi -



Content Mediant 90xx SBC | User's Manual

Configuring Clock Synchronization between Deviceand OVOC ........................................ 489
Configuring Firewall Rules for OVOC Traffic ... 489
Enabling RTCP XR Reportingto OVOC ... . . 489
Configuring Interval for QoE Report Collection and Generation ..................................... 490
Configuring Quality of Experience Profiles ... ... 490
Configuring Bandwidth Profiles ... 497
Configuring Quality of Service RUIES ... ... 502
Configuring Voice Quality for Registered Users ... 506
Configuring Voice Quality for Unregistered Users ... 508
18 Core Entities ... . .l 510
Configuring Media Realms ... . 510
Configuring Remote Media Subnets ... . 514
Configuring Media Realm EXIENSIONS ... .. ... 517
Configuring SRS ..o 520
Filtering Tables in Web Interface by SRD ... . . 527
Multiple SRDs for Multi-tenant Deployments ... ... 528
CloNING SRS ... 531
Color-Coding of SRDs in Web Interface ... ... . .. 532
Automatic Configuration based on SRD ... . 532
Configuring SIP INterfaces ... 532
Configuring [P GrOUPS ... o 553
Configuring ProxXy Sets ... . 590
Building and Viewing SIP Entities in Topology View ... 611
19 Coders and Profiles ... 618
Configuring COAEIS GIOUPS ... 618
Supported AUdIo COAEIS ... 622
Configuring Various Codec Attributes ... 625
Configuring Allowed Audio Coder GroUPS ... 626
Configuring Allowed Video Coder GroUPS ... 629
Configuring IP Profiles ... . 631
20 SIP Definitions ... . 694
Configuring Registration ACCOUNTS ... ... 694
Regular Registration MOde ... .. ... . 706
Single Registration for Multiple Phone Numbers using GIN ... 706
Registrar StCKINESS .. 707
Configuring Proxy and Registration Parameters ... 708
SIP Message Authentication Example ... 709
Configuring User Information ... 711
Enabling the User Information Table ... ... 711
Configuring SBC User Information ... ... .. 712
Configuring SBC User Information Table through Web Interface ................................ 713
Configuring SBC User Information Table through CLI ............................................... 716
Configuring SBC User Information Table from a Loadable File ................................... 717

- XXVii -



Content Mediant 90xx SBC | User's Manual

Configuring Call SEtUP RUIES ... ... 718
Examples of Call Setup RUIES ... ... .o 729
Configuring Dial Plans ... . 734
Dial Plan Notations and Priority Matching ... ... . ... 739
Dial Plan Notations ... 740

Dial Plan Matching Priority ... ... 743
IMpPOrting Dial Plans ... 746
Creating Dial Plan Files ... .. . 748
EXporting Dial Plans ... . 749
Using Dial Plan Tags for SBC IP-to-IP Routing ... 749
Using Dial Plan Tags for Matching Routing Rules ................................................... 750

Using Destination Tags for Choosing Routing Destinations ......................................... 751

Dial Plan Backward Compatibility ... .. . 755

Using Dial Plan Tags for SBC Outbound Manipulation ... 757
Using Dial Plan Tags for Call Setup Rules ... 757
Using Dial Plan Tags for Message Manipulation ... 758
Using Dial Plans for Microsoft Local Media Optimization ................................................ 759
Configuring Push Notification Servers ... 760
21 SIP Message Manipulation ... 762
Configuring SIP Message Manipulation ... 762
Configuring Message Condition Rules ... 770
Configuring SIP Message Policy Rules ... 772
Configuring Pre-Parsing ManipulationRules ... ... ... ... 775
Part V 779
Session Border Controller Application ... ... 779
22 OVeIVIBW 780
Feature List .. 780
B2BUA and Stateful Proxy Operating Modes ... 782
Call Processing of SIP Dialog Requests ... 784
User Registration .. ... 787
Initial Registration Request Processing ... ... 788
Classification and Routing of Registered Users ... 789
General Registration Request Processing ... . 790
Registration Refreshes .. .. 790
Registration Restriction Control ... ... . . 791
Deleting Registered USers ... .. ... 791
Media Handling ... 792
Media ANCNO NG 793
Direct Media Calls ... ... ... 794
Restricting Audio COBIS ... . 797
Coder TransCodiNg ... .. .. 798
Transcoding MO ... 802
Prioritizing Coder Listin SDP Offer ... . 802

- XXViii -



Content Mediant 90xx SBC | User's Manual

Allocating DSPs on SDP Offeror ANSWer ... ... 803
SRTP-RTP and SRTP-SRTP TransCodiNg ............oooiiii 804
Multiple RTP Media Streams per Call Session ... . 804
Interworking Miscellaneous Media Handling ... ... 805
Interworking DTMF Methods ... .. . 805
Interworking RTP RedUNdanCy ... 805
Interworking RTP-RTCP Multiplexing ... ... 806
Interworking RTCP Attribute in SDP ... 806
Interworking Crypto Lifetime Field ... ... . 806
Interworking Media Security Protocols ... 806
Interworking ICE for NAT Traversal ... 806

Fax Negotiation and Transcoding ... 806
SBC Authentication ... . 807
SIP Authentication Server Functionality ... ... .. 807
RADIUS-based Authentication of SIP User Agents ... . 808
Interworking SIP Signaling ... ... 809
Interworking SIP 3xx RedireCt RESPONSES ... ... .o 809
Resultant INVITE Traversing Device ... . ... 809

Local Handling Of SIP XX ... ..o 811
Interworking SIP Diversion and History-InfoHeaders ... 811
Interworking SIP REFER MESSAQES .. ... 813
Interworking SIP PRACK Messages ... 814
Interworking SIP SessioN TiIMer ... 814
Interworking SIP Early Media ... ... . . 814
Interworking SIP re-INVITE MESSAQES ... 817
Interworking SIP UPDATE MEeSSaQes ... ... 817
Interworking SIP re-INVITE to UPDATE ... . 818
Interworking Delayed Offer ... . . 818
Interworking Call Hold ... 818
Interworking SIP Via Headers ... ... . 819
Interworking SIP User-Agent Headers ... ... ... 819
Interworking SIP Record-Route Headers ... . ... 819
Interworking SIP To-Header Tags in Multiple SDP ANSwers ... 819
Interworking In-dialog SIP Contact and Record-Route Headers ....................................... 819
23 Configuring General SBC Settings ... 820
Interworking Dialog Information in SIP NOTIFY Messages .......................................... 820
Optimizing CPU Cores Usage for a Specific Service ... 821
24 Configuring Call Admission Control ... 823
25 RoUuting SB C ... 833
Configuring Classification RUIES ... ... 833
Classification Based on URI of Selected Header Example ............................................... 844
Configuring Classification Based onTags ... ... 845
Configuring Action for Classification Failure ... . 847

- XXiX -



Content Mediant 90xx SBC | User's Manual

Configuring SBC IP-to-IP Routing Rules ... 848
Configuring Rerouting of Calls to Fax Destinations ... ... 867
Configuring Specific UDP Ports using Tag-based Routing ............................................... 869
Configuring a Routing Response TimeoUt ................. 875

Configuring SIP Response Codes for Alternative Routing Reasons ............................. 875

Configuring SBC Routing PoliCIES .. ... 879

Configuring IP Group Sets ... 884

26 SBC Manipulations ... 889

Configuring IP-to-IP Inbound Manipulations ... 892

Configuring IP-to-IP Outbound Manipulations ..., 897

Using Proprietary SIP X-AC-Action Header ... ... ... 905

27 Configuring Malicious Signatures ... 908
28 Advanced SBC Features ... . 910

Configuring Call Preemption for SBC Emergency Calls ................................................ 910

Configuring Message Session Relay Protocol ... 912

Emergency Call Routing using LDAP to Obtain ELIN ... 917

Configuring Dual Registrationfor SIP Entity ... . 918

Handling Registered AORs with Same Contact URIs ... 922

Enabling Interworking of SIP and SIP-l Endpoints ... 923

Configuring SBC MoH from External Media Source ............................ 925

Configuring Background Tones for SBC Calls ... 929

Wb R T C 930
SIP over WebSoCKet ... ... 933
Prerequisites for WebR T C . 935
Configuring WeEb R T C 935
Reporting MOS Triggered by WebRTC Client ... 940

Al FOTKING . 942
Initiating SIP Call FOrKing ... ... 942
Configuring SIP Forking Initiated by SIP Proxy ... ... 942
Configuring Call Forking-based IP-to-IP Routing Rules ................................................. 943

Call SUNVIVabIlity ... o 943
Enabling Auto-Provisioning of Subscriber-Specific Information of BroadWorks Server for
SUNVIVADII Y 944
Configuring BroadSoft's Shared Phone Line Call Appearance for Survivability ................... 945
Configuring Call Survivability for Call Centers ... 946
Enabling Survivability Display on Aastra IP Phones ... 948

Alternative Routing upon Detection of Failed SIP Response ......................................... 949

Configuring Push Notification Service ... . 949

VOIP e e Ct 953

Configuring Maximum SBC Call Duration ... 957

Configuring Maximum Concurrent Calls per Specific User ........................................... 958

Playing Tone upon Call CONNECT ... ... 959

- XXX -



Content Mediant 90xx SBC | User's Manual

Part VIl 961
High-Availability System ... ... 961
29 OV VIOW 962
Connectivity and Synchronization between Devices ... 962
Device Switchoverupon Failure ... 963
Viewing HA Status on MonitorWeb Page ... ... ... 964

30 HA Configuration ... . . 967
PrereqUISItES TOr HA e 967
Initial HA Configuration ... 967
Network Topology Types and Rx/Tx Ethernet Port Group Settings ................................... 967
Configuring the HA DEVICES ... . ..o 969

Step 1: Configure the First Device ... ... 969

Step 2: Configure the Second DevViCe ... 971

Step 3: Initialize HAonthe Devices ... 972
Quick-and-Easy Initial HA Configuration ... 972
Configuration while HA is Operational ... 974
Configuring Firewall Allowed RUIES ... ... . 975
Enabling Secured TLS Communication between Active and Redundant Devices ......... 975
Configuring DiffServ for HA Maintenance Traffic ... ... 976
Monitoring IP Entities and HA Switchover upon Ping Failure ... 976

31 HA MaINtenNancCe ... 982
Maintenance of Redundant Device ... .. 982
Replacinga Failed DeviCe ... 982
Initiating an HA SWItChOVEr ... 982
Restarting Redundant Device ... 983
Software Upgrade ... 983
Rescue Options using System Snapshots ... 983
Manual Recovery through GRUB ... . . 986
Returning to the Default Snapshot ... 986

Fixing the Current Installation ... .. . 987

Returning to an Arbitrary Snapshot ... 987

Returning to a Factory Snapshot ... . 987
Disconnecting and Reconnecting HA ... . 987
Accessing Files on Redundant Device from Active through SSH ... 989
Backing Up and Restoring HA Configuration ... 990
Part VIl 991
Media Transcoding Cluster Feature ... 991
32 Media Transcoding Cluster Overview ... 992
Network Topology and Cluster Interfaces ... 993

Pl eI QUISI S . o 996

- XXXi -



Content Mediant 90xx SBC | User's Manual

33 Configuring Media Transcoding Cluster ... 998
Initial Cluster Configuration ... 998
Enabling the Cluster Manager ... 998

Adding Media ComPONENES ... . 998
Configuring Cluster Redundancy Mode ... 998
Configuring Maximum Bandwidth for Cluster Interfaces ... 999
Configuring Allowed Firewall Rules for Media Transcoding Cluster .................................. 1000

Adding aMedia Component ... 1001
Step 1: Configure Device with Cluster Network Interface ............................................... 1001

Step 2: Initial Configuration of Media Component ... 1002
Changing OAMP Address for MC ... .. 1003

Step 3: Configure Media Component with Cluster Interface ........................................... 1004

Step 4: Cable Device to Media Component ... 1005

Step 5: Configure Media Component with Device's Cluster Address ............................... 1005

Step 6: Adding Media Component to Cluster Manager .................................................. 1006

34 Media Transcoding Cluster Maintenance ... 1008
Configuring Management Users for Media Cluster ... 1008
Configuring Graceful Timeout ... 1008
Locking and Unlocking Media Components ... 1009
Restarting Media Components ... 1009
Changing the Name of Media Components ... 1010
Changing OAMP Address of Media Components ... 1010
Deleting Media CompPONENtS ... ... ... 1010
Upgrading the Cluster Software Version ... 1011
Loading Auxiliary Files ... 1013
Syslog and Debug Recording for Media Components ... 1013

35 Media Transcoding Cluster Status and Monitoring ... . 1014
Viewing Cluster Activity Logged Messages ... 1014
Viewing Overall Status of Media Transcoding Cluster ... 1016
Viewing Status per Media Component on Cluster Manager ... 1017
Viewing Media Component Status ... .. 1021
Configuring Management Users for Media Cluster ... 1022
Part VIl 1024
Maintenance ... . . 1024
36 Basic Maintenance ... . 1025
Restartingthe DevVviCe ... 1025
Remotely Restarting Device using SIP NOTIFY .. 1026
Locking and Unlockingthe Device ... 1027
Saving Configuration ... 1028

37 Channel Maintenance ... . . 1030
Disconnecting Active Calls ... 1030

- XXXii -



Content Mediant 90xx SBC | User's Manual

Remotely Disconnecting Calls using SIP NOTIFY ... 1030

38 Upgrading the Device's Software ... 1032
Upgrading Version 7.20A Streamto Version 7.4 .. 1039

39 Uploading Auxiliary Files ... 1040
Uploading Auxiliary Files through Web Interface ... 1041
Uploading Auxiliary Files through CLI ... 1043
Deleting Auxiliary Files ... 1043
Uploading an ini File ... 1044

Call Progress Tones File ... 1044
Uploading a Prerecorded Tones File ... . 1048
Uploading an AMD Sensitivity File ... 1050
Uploadinga User INfO File ... e 1050
Uploading a Maintenance Script File ... 1051

40 License KeY ... 1052
Viewing the LiCense KeY ... 1052
Local License KeY 1054
Installing License Key through Web Interface ... ... ... ... .. ... 1054
Installing a License Key String ... 1055

Installinga License Key File ... . . 1057

Installing License Key String through CLI ... 1061
Verifying Installed License Key ... ... 1061

Backing up Local License KeY ... ... 1062
OVOC-Managed Capacity LICEBNSES ... 1062
Fixed License Pool Model ... ... . 1062

Floating License Model ... 1065

Flex License Model ... . 1067
Enabling Floating or Flex License ... . 1070

Viewing Flex License Utilizationand Status ... ... ... ... ... 1072
Configuring Floating or Flex License Allocation Profiles ... 1073

Viewing Floating or Flex License Reports ... .. . 1075
Viewing the Device's Product Key ... 1075

41 Configuration File ... 1077
Downloading and Uploading ini Configuration File ... 1077
Downloading and Uploading a CLI ScriptFile ... . 1078
Uploading a CLI Startup Script File ... 1079

42 Downloading and Uploading the Configuration Package File ................... .. 1081
43 Automatic Provisioning ... 1086
Automatic Configuration Methods ... ... 1086
DHCP-based Provisioning ... 1086
Provisioning from HTTP Server using DHCP Option 67 ...l 1088

Provisioning from TFTP Server using DHCP Option 66 ............................................. 1089

- Xxxiii -



Content Mediant 90xx SBC | User's Manual

Provisioning the Device using DHCP Option 160 ................................................... 1090
HTTP-based ProvisSiOning ... ... 1091
FTP-based Provisioning ... . 1092
Provisioning through OV O C ... 1092

HTTP/S-Based Provisioning using the Automatic Update Feature .......................... 1092
File ProVISIONING .. 1093

Files Provisioned by AutomaticUpdate ... 1093

File Location for Automatic Update ... 1094

MAC Address Placeholderin URLand FileName .................................................. 1095

Downloading TLS-Related Files for a Specific TLS Context ..................................... 1095

Downloading TLS-related Files for All TLS Contexts ... 1096

File Template for Automatic Provisioning ..., 1097
Triggers for Automatic Update ... ... 1099
Applying Downloaded ini File after Graceful Timeout ... 1100
Assigning IP Interface for Auto-Update Mechanism .................................................... 1101
Access Authentication with HTTP Server ... . ... 1101
Querying Provisioning Server for Updated Files ......................... . 1102
File Download SEQUENCE ... ... 1105
Cyclic Redundancy Check on Downloaded Configuration Files ...................................... 1106
Automatic Update Configuration Examples ................... 1107

Automatic Update for Single Device ... 1107

Automatic Update from Remote Servers ... 1109

Automatic Update for Mass Deployment ... ... 1111

44 SBC Configuration Wizard ... 1114
Starting the SBC Configuration Wizard ... 1115
General Setup Page ... 1116
SY S M PagE 1118
INterfaces Page ... 1119
PP BX PagE ... 1120
SIP TrUNK PAGE ..o 1122
Number Manipulation Page ... 1124
Remote Users or Users Page ... 1125
SUMMaAIY Page . 1126
Congratulations Page ... . 1127

45 Restoring Factory Defaults ... . 1129
Restoring Factory Defaults through CLI ... . 1129
Restoring Factory Defaults through Web Interface ... ... ... 1130
Restoring Defaults through ini File ... 1131

Part DX 1132

Status, Performance Monitoring and Reporting ... 1132

46 System Status ... 1133
Viewing Device Information ... 1133

- XXXIV -



Content Mediant 90xx SBC | User's Manual

Viewing Device Status on Monitor Page ... 1135

47 Reporting DSP Utilization through SNMP MIB ... 1138
48 Viewing Carrier-Grade Alarms ... 1139
VieWing ACtiVe Alarmis 1139
ViIieWing HiStOry AlGrmS e 1140
Deleting Alarm History Table ... . 1142

Storing Alarms History on Flash ... 1142

49 Viewing Management User Activity Logs ... 1144
49 Performance Monitoring ... 1145
Configuring Alarm Thresholds for Performance Monitoring ......................................... 1145
Configuring User-Defined Performance Monitoring for SIP Failure Responses .......... 1152
Configuring Performance Monitoring for Shortand Long Calls .................................... 1157
Performance Monitoring Graphis ... 1158
Configuring KPI Layouts ... ... . 1158

Adding Performance Monitoring Graphs to KPl Layouts ............................................... 1161

Editing Performance Monitoring Graphs ... .. 1168

Deleting Performance Monitoring Graphs ... 1168

Viewing Options for Performance Monitoring Graphs ... 1169

Printing Performance Monitoring Graphs ... 1171
Downloading Performance Monitoring Graphs ... 1171

51 Viewing VoIP Status ... . . . 1173
Viewing SBC Registered USers ... e 1173
Viewing Proxy Set Status ... . 1175
Viewing Registration Status ... 1177
Viewing CDR History of SBCand TestCalls ... ... 1178

52 Viewing Network Status ... 1181
Viewing Active [P Interfaces ... 1181
Viewing Ethernet Device Status ... ... . 1181
Viewing Ethernet Port Information ... 1181
Viewing Static Routes Status ... 1182
Viewing IDS Active Blocked List ... 1183

53 Viewing Hardware Status ... 1185
Viewing Hardware Components Status ... ... 1185

54 Reporting Information to External Party ... 1186
Configuring RTCP XR 1186

Call Detail ReCords ... 1193
Enabling CDR Generation and Configuring the CDR Server Address .............................. 1193
Configuring CDR Filters and ReportLevel ... . .. 1194
Configuring CDR Reporting to REST Server ... 1195
Miscellaneous CDR Configuration ... ... . 1195

- XXXV -



Content Mediant 90xx SBC | User's Manual

Storing CDRs Locallyonthe Device ... 1196
Sending Locally Stored CDR Files to Remote SFTP Server ...l 1201
Downloading CDRs through SFTP ... 1205
CDR FIeld DesCriplion ... o 1206
Customizing CDRs for SBC Callsand TestCalls ............................o 1250
CDR Customization using Call Variables Example ....................... . 1257
Customizing CDR Indication for Call Success or Failure based on Responses .................. 1258
Configuring RADIUS ACCOUNTING ... 1260
Session Detail Records ... 1269
Configuring SDR Reporting to REST Server ... . . 1269
Configuring SDR Reporting to Syslog Server ... 1271
Storing SDRs Locallyonthe Device ... .. . 1273
Downloading Locally Stored SDRs through SFTP ... .. 1277
Sending Locally Stored SDR Files to Remote Server ... ... 1278
Configuring Intervals for Intermediate SDRS ... 1282
SDR Field DeSCription ... ..o 1284
Customizing SDR Fielas ... 1314
SDR Customization using Call Variables Example ... 1316

55 Remote Monitoring of Device behind NAT ... 1318
Part X 1320
DIagNOStICS ... 1320
56 Syslog and Debug Recording ...l 1321
Configuring Logging Filter RUIES ... 1321
Filtering IP Network Traces using Wireshark-Like Expressions ....................................... 1328
Filtering IP Network Traces by Ethernet Port, Ethernet Group or VLAN ............................ 1330
CoNfIGUIING SYSIOQ .o 1331
Syslog Message Format ... 1331
Event Representation in SyslogMessages ... 1336
Syslog Fields for Answering Machine Detection (AMD) ... 1338

SNMP Alarms in Syslog Messages ... 1338
ENAbliNG Sy SI0g .o 1339
Configuring the Primary Syslog Server ADdress ......................cooooii 1339
Configuring Secondary Syslog SEIVErS ... ... 1340
Configuring Syslog Message Severity Level ... ... .. .. ... ... 1348
Configuring Syslog Debug Level ... 1349
Reporting Management User Activities ... ... 1350
Viewing Syslog MESSAgES ... 1353
Syslog Message Description for CPU Overload ........................oooco 1356
Packet Loss Indication in SyslOog ... ... 1357
Configuring Debug ReCOrding ... .. ... 1358
Configuring Debug Recording Server Address ... ... 1359
Starting and Stopping Debug Recording ... ... 1360
Collecting Debug Recording MESSAaQES ...........oouii e 1361

- XXXVi -



Content Mediant 90xx SBC | User's Manual

Storing Debug Recording Files Locallyon Device ..........................ccoooii 1364

Sending Debug Recording Files to Azure Blob Storage ... 1367
Generating SAS Token for Blob Storage Container ................................................. 1368

Configuring Device to Send Debug Recording Files to Azure Blob Storage ................. 1370

Debug Capturingon VolP Interfaces ... 1372
Configuring Wireshark Packet Capturing using RPCAP ... 1373

57 Creating Core Dump and Debug Files upon Device Crash ... 1379
Enabling Core Dump File Generation ... 1379
Downloading the Debug (and Core Dump) File ... 1380
Deleting the Debug (and Core Dump) File ... 1381
Viewing Debug (and Core Dump) File Contents ... 1382

58 Configuring and Viewing Persistent Logging Storage .............................. 1384
59 Debugging Web Services ...l 1386
60 Enabling SIP Call Flow Diagrams in OVOC ... 1387
61 Enabling Same Call Session ID over Multiple Devices ... 1389
62 Testing SIP Signaling Calls ... 1390
Configuring Test Call ENApoints ... ... 1390
Using SIP INVITE to Specify Test Call Duration ... 1401
Starting and Stopping Test Calls ... 1402
Viewing Test Call Status ... 1402
Viewing Test Call StatistiCs ... 1403
Configuring DTMF Tonesfor Test Calls ... 1405
Configuring Basic Incoming Test Calls ..., 1406
Test Call Rules Configuration Examples ... ... 1407

63 Pinging a Remote Hostor IP Address ... 1411
64 Accessing Device's File System through SFTP for File Download ............. 1412
Part Xl 1414
AP PN 1414
65 Patterns for Denoting Phone Numbers and SIPURIs ... 1415
66 Configuration Parameters Reference ... 1419
Management Parameters ... .. . 1419
General Parameters ... 1419

Web Parameters ... 1427
Telnetand CLI Parameters ... .. . 1434

SNMP Parameters ... 1436
WebSocket Tunneling with OVOC Parameters ... 1444

Serial Parameters . ... 1446
Auxiliary and Configuration File Name Parameters ... 1448
Automatic Update Parameters .. .. ... . 1449
Networking Parameters .. 1467

- XXXVii -



Content Mediant 90xx SBC | User's Manual

Ethernet Parameters ... .. 1467
Multiple VolP Network Interfaces and VLAN Parameters ............................................ 1468
ICMP Parameters ... 1468
Quality of Service Parameters ... ... 1470
NAT and STUN Parameters ... .. 1471
DNS Parameters .. . 1473
DHCP Parameters .. .. 1475
Clock (Date and Time) Synchronization Parameters ........................ . 1476
SCT P Parameters ... 1479
Debugging and Diagnostics Parameters ... 1481
General Parameters . 1481
SIP Test Call Parameters ... ... 1483
Syslog, CDR, SDR and Debug Parameters ... 1483
Heartbeat Packet Parameters ... ... 1521
HA Parameters oo 1522
SECUNLY Parameters ... ... 1526
General Security Parameters ... .. 1526
HTTPS Parameters ... . 1529
SR P Parameters .. . 1530
TS Parameters . 1536
SSH Parameters .. . 1539
DS Parameters . . 1542
FIPS Parameters . . 1543
OC S P Parameters ...l 1543
Media Cluster Parameters ... 1544
Proxy, Registration and Authentication Parameters ............................................... 1545
Network Application Parameters ... 1562
General SIP Parameters ... 1563
Channel Parameters ... 1592
VoiCe Parameters . 1592
Coder Parameters ... ... 1595
DTMF Parameters . . 1597
RTP, RTCP and T.38 Parameters ..., 1599
Answer and Disconnect Supervision Parameters ... 1605
SBC Parameters ... 1607
Supplementary ServiCes ... . 1638

IP Media Parameters ... 1639
S OIVIC S 1648
SIPREC Parameters ... . 1648
RADIUS and LDAP Parameters ... ... 1650
General Parameters ... . 1650
RADIUS Parameters ... .. 1652

LDAP Parameters ... ... . 1655
HTTP-based Services ... ... ... . 1658
HTTP Proxy Parameters ... ... 1660

- XXXViii -



Content Mediant 90xx SBC | User's Manual

67 Capacity for Signaling, Media and User Registrations ... . 1663
68 Technical Specifications ... 1664

- XXXiX -



CHAPTER 1 Introduction Mediant 90xx SBC | User's Manual

1 Introduction

This User's Manual describes how to configure and manage your AudioCodes Mediant 9000 SBC
Series (hereafter, referred to as device).

Product Overview

The Mediant 9000 SBC Series product line (based on HPE ProLiant DL360 Gen10) is available in
the following models:

B WMediant 9030 supporting up to 30,000 sessions
B Mediant 9080 supporting up to 70,000 sessions

B Mediant 9080C supporting up to 100,000 sessions

Mediant 9000 Rev. B has reached end-of-sales (EoS) status and is no longer
available for purchase.

The device provides a perfect solution for enterprises and large organizations such as contact
centers, large data centers, hosted service providers and government institutions where
security, reliability and high performance are critical.

The device includes comprehensive media security and SIP normalization capabilities. It offers
full interoperability with an extensive list of IP-PBXs, unified communications solutions and SIP
trunking provider networks.

The device provides robust protection for the IP communications infrastructure, preventing
fraud and service theft and guarding against cyber-attacks and other service impacting events.

The device offers active/standby high availability and maintains high voice quality to deliver
reliable enterprise VolP communications. Advanced call routing mechanisms, network voice
qguality monitoring and branch survivability capabilities result in minimum communications
downtime.

The device can be used for the following applications:
SIP trunking

Hosted PBX & UC as a Service

IP contact centers

Remote and mobile worker support

SIP mediation between UC and IP-PBX systems

Residential VolP

Typographical Conventions

This document uses the following typographical conventions:
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Table 1-1: Typographical Conventions

Convention Description Example
Text enclosed by a Indicates Web interface parameters. From the 'Debug
single quotation Level' drop-down
mark ('...") list, select Basic.
Boldface font Indicates one of the following Web-based Click the Add button.

management interface elements:
B A button
B A selectable value

B The navigational path to a Web page

Text enclosed by Indicates values that you need to enter In the 'IP Address'

double quotation (type) in the Web interface. field, enter

marks ("...") "10.10.1.1".

Courier font Indicates CLI commands or ini-based file At the CLI prompt,

configuration. type the following:

# configure
system

Text enclosed by Indicates ini file parameters and values. Configure the

square brackets [GWDebuglLevel]

[...] parameter to [1].

A Indicates a note bulletin providing -

important or useful information.

& Indicates a warning bulletin alerting you to -
potentially serious problems if a specific
action is not taken.

Configuration Concepts and Terminology

Before using your device, it is recommended that you familiarize yourself with the basic
configuration concepts and terminology. An understanding of the basic concepts and
terminology will help you configure and manage your device more effectively and easily.

SBC Application

The objective of your configuration is to enable the device to forward calls between telephony
endpoints in the SIP-based Voice-over-IP (VolP) network. The endpoints (SIP entities) can be



CHAPTER 1

Introduction Mediant 90xx SBC | User's Manual

servers such as SIP proxy servers and IP PBXs, or end users such as IP phones. In the SIP world,
the endpoints are referred to as SIP user agents (UA). The UA that initiates the call is referred to
as the user agent client (UAC); the UA that accepts the call is referred to as the user-agent
server (UAS).

The following table describes the main configuration concepts and terminology.

Table 1-2: Configuration Concepts and Terminology

Configuration

Description
Terms

IP Group An IP Group is a logical representation of the SIP entity (UA) with which
the device receives and sends calls. The SIP entity can be a server (e.g.,
IP PBX or SIP Trunk) or it can be a group of users (e.g., LAN IP phones).
For servers, the IP Group is typically used to define the address of the
entity (by its associated Proxy Set). IP Groups are used in IP-to-IP
routing rules to denote the source and destination of the call.

Proxy Set A Proxy Set defines the actual address (IP address or FQDN) of SIP
entities that are servers (e.g., IP PBX). As the IP Group represents the
SIP entity, to associate an address with the SIP entity, the Proxy Set is
assigned to the IP Group. You can assign the same Proxy Set to multiple
IP Groups (belonging to the same SRD).

SIP Interface A SIP Interface represents a Layer-3 network. It defines a local listening
port for SIP signaling traffic on a local, logical IP network interface. The
term local implies that it's a logical port and network interface on the
device. The SIP Interface is used to receive and send SIP messages with
a specific SIP entity (IP Group). Therefore, you can create a SIP Interface
for each SIP entity in the VolP network with which your device needs to
communicate. For example, if your VolP network consists of three SIP
entities -- a SIP Trunk, a LAN IP PBX, and remote WAN users -- a SIP
Interface can be created for each of these Layer-3 networks.

The SIP Interface is associated with the SIP entity, by assigning it to an
SRD that is in turn, assigned to the IP Group of the SIP entity.

Media Realm A Media Realm defines a local UDP port range for RTP (media) traffic on
any one of the device's logical IP network interfaces. The Media Realm
is used to receive and send media traffic with a specific SIP entity (IP
Group).

The Media Realm can be associated with the SIP entity, by assigning the
Media Realm to the IP Group of the SIP entity, or by assigning it to the
SIP Interface associated with the SIP entity.

SRD An SRD is a logical representation of your entire SIP-based VolP network
(Layer 5) containing groups of SIP users and servers. The SRD is in
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Configuration
Terms

IP Profile

Classification

Description

effect, the foundation of your configuration to which all other
previously mentioned configuration entities are associated. For
example, if your VolP network consists of three SIP entities -- a SIP
Trunk, a LAN IP PBX, and remote WAN users -- the three SIP Interfaces
defining these Layer-3 networks would all assigned to the same SRD.

Typically, only a single SRD is required and this is the recommended
configuration topology. As the device provides a default SRD, in a single
SRD topology, the device automatically assigns the SRD to newly
created configuration entities. Thus, in such scenarios, there is no need
to get involved with SRD configuration.

Multiple SRDs are required only for multi-tenant deployments, where it
"splits" the device into multiple logical devices. For multiple SRDs, the
SRD can be configured with a Sharing Policy. The Sharing Policy simply
means whether the SRD's resources (SIP Interfaces, IP Groups, and
Proxy Sets) can be used by other SRDs. For example, if all tenants route
calls with the same SIP Trunking service provider, the SRD of the SIP
Trunk would be configured as a Shared Sharing Policy. SRDs whose
resources are not shared, would be configured with an Isolated Sharing
Policy.

An IP Profile is an optional configuration entity that defines a wide
range of call settings for a specific SIP entity (IP Group). The IP Profile
includes signaling and media related settings, for example, jitter buffer,
silence suppression, voice coders, fax signaling method, SIP header
support (local termination if not supported), and media security
method. The IP Profile is in effect, the interoperability "machine" of the
device, enabling communication between SIP endpoints that "speak"
different call "languages".

The IP Profile is associated with the SIP entity, by assigning the IP Profile
to the IP Group of the SIP entity.

Classification is the process that identifies the incoming call (SIP dialog
request) as belonging to a specific SIP entity (IP Group).

There are three chronological classification stages, where each stage is
done only if the previous stage fails. The device first attempts to classify
the SIP dialog by checking if it belongs to a user that is already
registered in the device's registration database. If this stage fails, the
device checks if the source IP address is defined for a Proxy Set and if
yes, it classifies it to the IP Group associated with the Proxy Set. If this
fails, the device classifies the SIP dialog using the Classification table,
which defines various characteristics of the incoming dialog that if
matched, classifies the call to a specific IP Group. The main
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Configuration

Description
Terms

characteristics of the incoming call is the SIP Interface that is associated
with the SRD for which the Classification rule is configured.

IP-to-IP Routing IP-to-IP routing rules define the routes for routing calls between SIP
entities. As the SIP entities are represented by IP Groups, the routing
rules typically employ IP Groups to denote the source and destination
of the call. For example, to route calls from the IP PBX to the SIP Trunk,
the routing rule can be configured with the IP PBX as the source IP
Group and the SIP Trunk as the destination IP Group.

Instead of IP Groups, various other source and destination methods can

be used. For example, the source can be a source host name while the
destination can be an IP address or based on an LDAP query.

Inbound and Inbound and Outbound Manipulation lets you manipulate the user part
Outbound of the SIP URI in the SIP message for a specific entity (IP Group).
Manipulation Inbound manipulation is done on messages received from the SIP

entity; outbound manipulation is done on messages sent to the SIP
entity.

Inbound manipulation lets you manipulate the user part of the SIP URI
for source (e.g., in the SIP From header) and destination (e.g., in the
Request-URI line) in the incoming SIP dialog request. Outbound
manipulation lets you manipulate the user part of the Request-URI for
source (e.g., in the SIP From header) or destination (e.g., in the SIP To
header) or calling name, in outbound SIP dialog requests.

The Inbound and Outbound manipulation are associated with the SIP
entity, by configuring the rules with incoming characteristics such as
source IP Group and destination host name. The manipulation rules are
also assigned a Routing Policy, which in turn, is assigned to IP-to-IP
routing rules. As most deployments require only one Routing Policy, the
default Routing Policy is automatically assigned to the manipulation
rules and to the routing rules.

Routing Policy Routing Policy logically groups routing and manipulation (inbound and
outbound) rules to a specific SRD. It also enables Least Cost Routing
(LCR) for routing rules and associates an LDAP server for LDAP-based
routing. However, as multiple Routing Policies are required only for
multi-tenant deployments, for most deployments only a single Routing
Policy is required. When only a single Routing Policy is required,
handling of this configuration entity is not required as a default Routing
Policy is provided, which is automatically associated with all relevant
configuration entities.
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Configuration L.
Description
Terms
Call Admission Call Admission Control (CAC) lets you configure the maximum number
Control of permitted concurrent calls (SIP dialogs) per IP Group, SIP Interface,
SRD, or user.
Accounts Accounts are used to register or authenticate a "served" SIP entity (e.g.,

IP PBX) with a "serving" SIP entity (e.g., a registrar or proxy server). The
device does this on behalf of the "served" IP Group. Authentication (SIP
401) is typically relevant for INVITE messages forwarded by the device
to a "serving" IP Group. Registration is for REGISTER messages, which
are initiated by the device on behalf of the "serving" SIP entity.

The associations between the configuration entities are summarized in the following figure:
SRD <

Multiple SIP Interfaces Multiple IP Groups Multiple Proxy Sets  Multiple Classification Rules Multiple SRDs
per SRD per SRD per SRD per SRD per Routing Policy

SIP Interface IP Group Proxy Set Classification Rule Routing Policy

Mult|ple P Groups

per Proxy Set
| .
Multiple Routing Rules Multiple Manipulation Multiple Manipulation
per Routing Policy per Rnutmg Policy per Routmg Policy

IP-to-IP Inbound IP-to-IP Outbound
IP-to-IP Routing Tabl
( Manipulation TabID Manipulation TabI;

The main configuration entities and their involvement in the call processing is summarized in
following figure. The figure is used only as an example to provide basic understanding of the
configuration terminology. Depending on configuration and network topology, the call process

may include additional stages or a different order of stages.
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1. The device determines the SIP Interface on which the incoming SIP dialog is received and
thus, determines its associated SRD.

2. The device classifies the dialog to an IP Group (origin of dialog), using a specific
Classification rule that is associated with the dialog's SRD and that matches the incoming
characteristics of the incoming dialog defined for the rule.

3. IP Profile and inbound manipulation can be applied to incoming dialog.

4. The device routes the dialog to an IP Group (destination), using the IP-to-IP Routing table.
The destination SRD (and thus, SIP Interface and Media Realm) is the one assigned to the IP
Group. Outbound manipulation can be applied to the outgoing dialog.
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2 Overview

This part describes how to initially access the device's management interface and change its
default IP address to correspond with your networking scheme.
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3 Default IP Address

The device is shipped with a factory default networking address for operations, administration,
maintenance, and provisioning (OAMP), through its LAN interface, as listed in the table below.
You can use this address to initially access the device from any of its management tools
(embedded Web server, REST API, OVOC, or Telnet/SSH). You can also access the device
through the console CLI, by connecting the device's serial (RS-232) port to a PC.

Table 3-1: Default VolP LAN IP Address for OAMP

IP Address Value
IP Address 192.168.0.2
Prefix Length 24 (255.255.255.0)
Default Gateway 0.0.0.0
VLAN 1
Ethernet Group GROUP_1
Port B Mediant 9080 / Mediant 9000 Rev. B: GE_1

B Mediant 9030: GE_5

For Mediant 9030, Ethernet ports GE_1, GE_2, GE_3, and GE_4 cannot be used for
media traffic.
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Changing Default IP Address to Suit Network

Addressing Scheme

The device is shipped with the following default IP address:

IP Address: 192.168.0.2

B Subnet Mask: 255.255.255.0

You can change this default IP address to suit your network addressing scheme. Once done, you
can connect to the device’s Web-based management tool (Web interface) using this new IP

address.

The following procedure describes how to change the default IP address through the CLI. The
procedure uses the regular CLI commands. Alternatively, you can use the CLI Wizard utility to
set up your device with the initial OAMP settings. The utility provides a fast-and-easy method
for initial configuration of the device through CLI. For more information, refer to the document
SBC-Gateway CLI Reference Guide, by clicking here.

> To change the IP address through CLI:

1.

Establish a CLI session with the device using any of the following connection methods:
® RS-232 port: Connect the serial port to a PC COM port.

® VGA and USB ports: Connect the VGA port to a VGA monitor and the USB port to a
keyboard.

At the CLI prompt, type the username (default is "Admin" - case sensitive), and then press
Enter:

Username: Admin

At the prompt, type the password (default is "Admin" - case sensitive), and then press
Enter:

Password: Admin

At the prompt, type the following, and then press Enter:

# enable

At the prompt, type the password, and then press Enter:

Password: Admin

At the prompt, type the following commands to access the network interface configuration:
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# configure network

(config-network)# interface network-if 0

(network-if-0)#

To ensure that you type the correct command syntax, use the Tab key to auto-
complete partially entered commands

7. Atthe prompt, type the following commands to configure the IP address, prefix length and
default gateway:

(network-if-0)# ip-address <new IP address, e.g., 10.4.212.155>

(network-if-0)# prefix-length <prefix length, e.g., 16>

(network-if-0)# gateway <default gateway IP address, e.g., 10.4.0.1>

8. At the prompt, type the following command to apply the network interface configuration
and exit the table:

(network-if-0)# activate

(network-if-0)# exit

9. If the device is connected to an IP network that uses a VLAN ID, type the following
commands to configure it (otherwise, skip this step):

(config-network)# network-dev 0

(network-dev-0)# vlan-id 10

(network-dev-0)# activate

(network-dev-0)# exit

10. At the prompt, type the following command to exit configuration:
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(config-network)# exit

11. At the prompt, make sure that the default port (GE_1 for Mediant 9080 / Mediant 9000
Rev. B or GE_5 for Mediant 9030) is connected (i.e., link is UP) by typing the following
command:

# show network physical-port
The port is mapped to network-if-0, by default. For more information on mapping physical
ports to the logical configuration ports, see Configuring Ethernet Port Groups.

Once you have assigned an IP address that suits your network environment, you can connect
remotely with this IP address to the device's Web interface for management and configuration.
To access the Web interface, see Web-Based Management.

For initial setup, it is recommended to configure the following network settings:
B Modify and configure IP network interfaces, see Configuring IP Network Interface

B Configure the physical Ethernet ports (speed, and mode), see Configuring Physical Ethernet
Ports.

-13 -
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Overview

This part describes the various management tools that you can use to configure the device:

Embedded HTTP/S-based Web server - see Web-based Management
Embedded Command Line Interface (CLI) - see CLI-Based Management

Simple Network Management Protocol (SNMP) - see SNMP-Based Management
Configuration ini file - see INI File-Based Management

REST API - see REST-Based Management on page 119

& e Some configuration settings can only be done using a specific management tool.

e Foralist and description of all the configuration parameters, see Configuration
Parameters Reference.
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6 Web-Based Management

The device provides an embedded Web server (hereafter referred to as Web interface),
supporting fault management, configuration, accounting, performance, and security (FCAPS).
The Web interface provides a user-friendly, graphical user interface (GUI), which can be
accessed using any standard Web browser. Access to the Web interface can be controlled by
various security mechanisms such as login username and password, read-write privileges, and
limiting access to specific IP addresses.

& e The Web interface allows you to configure most of the device's settings.
However, additional configuration parameters may exist that are not available in
the Web interface and which can only be configured using other management
tools.

e Some Web interface pages and parameters are available only for certain
hardware configurations or software features. The software features are
determined by the installed License Key (see License Key).

Getting Acquainted with Web Interface

This section provides a description of the Web interface's graphical user interface (GUI).

Computer Requirements
The client computer accessing the device's Web interface requires the following prerequisites:
B A network connection to the device.
B One of the following Web browsers:
e Microsoft® Edge (Version 100.0.1185.50 or later)
e Mozilla Firefox® (Version 99.0.1 or later)

e Google Chrome (Version 100.0.4896.127 or later)

& The Web browser must be JavaScript-enabled.

B Recommended screen resolution: 1280 x 1024 pixels, or 1366 x 768 pixels

Accessing the Web Interface

The following procedure describes how to access the Web interface.

> To access the Web interface:

1. Open astandard Web browser.
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2. Inthe Web browser, enter the device's OAMP IP address (e.g., http://10.1.10.10); the Web
interface's Web Login window appears:

Web Login

Username

Password

[ ] Remember Username

3. Inthe 'Username' and 'Password' fields, enter your username and password, respectively.

4. If you want the Web browser to remember your username for future logins, select the
'Remember Username' check box. On your next login attempt, the 'Username’ field will be
automatically populated with your username.

5. Click Log In.

By default, autocompletion of the login username is enabled, whereby the 'Username’ field
predicts the rest of the username while you are typing, by displaying a drop-down list with
previously entered usernames, as shown in the example below. To disable autocompletion, use
the [WebLoginBlockAutoComplete] ini file parameter.
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Web Login

Username

A \

Previously Admin
Llogged-in ——
Usernames Andy

rrememuper ousemanme Lq ln

& e The default login username and password is Admin and Admin, respectively. To
change the login credentials, see Configuring Management User Accounts.

e The username and password is case-sensitive.

e You can only access the device's Web (and REST) interfaces through a
configured Web Interface (see Configuring Web Interfaces on page 46).

e Depending on your Web browser's settings, a security warning box may be
displayed. The reason for this is that the device's certificate is not trusted by your
PC. The browser may allow you to install the certificate, thus skipping the
warning box the next time you connect to the device. If you are using Windows
Internet Explorer, click View Certificate, and then Install Certificate. The
browser also warns you if the host name used in the URL is not identical to the
one listed in the certificate. To resolve this, add the IP address and host name
(ACL_nnnnnn, where nnnnnn is the serial number of the device) to your hosts
file, located at /etc/hosts on UNIX or C:\Windows\System32\Drivers\ETC\hosts
on Windows; then use the host name in the URL (e.g., https://ACL_280152).
Below is an example of a host file:
127.0.0.1 localhost
10.31.4.47 ACL_280152

Areas of Web Interface

The areas of the Web interface's GUI are shown in the figure below and described in the
subsequent table.
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[ Entiey, paramets, value 4—0

—

SHMP Communky Sectings
SMMP Trap Destinations

Table 6-1: Description of the Web GUI Areas
Item# Description

1 Company logo. To customize the logo, see Replacing the Corporate Logo. If you
click the logo, the Topology View page opens (see Building and Viewing SIP
Entities in Topology View on page 611).

2 Menu bar containing the menus.

3 Toolbar providing frequently required command buttons.

B Save: Saves configuration changes to the device's flash memory (without
restarting the device). If you make a configuration change, the button is
surrounded by a red border as a reminder.

B Restart: Opens the Maintenance Actions page, which is used for performing
various maintenance procedures such as restarting the device (see Basic
Maintenance). If you make a configuration change that takes effect only
after a device restart, the button is surrounded by a red border as a
reminder; otherwise, your changes revert to previous settings when the
device restarts or powers off.

B Actions menu:

v Configuration File: Opens the Configuration File page, which is used for
downloading the ini file to a folder on your PC, or for uploading an ini
file to the device (see Configuration File).

v Auxiliary Files: Opens the Auxiliary Files page, which is used for loading
Auxiliary files to the device (see Loading Auxiliary Files through Web
Interface).

v License Key: Opens the License Key page, which is used for installing a
new License Key file (see Installing License Key through Web Interface).
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Item# Description

v Software Upgrade: Starts the Software Upgrade Wizard for upgrading
the device's software (see Software Upgrade).

v Switchover: Opens the High Availability Maintenance page, which is
used for switching between Active and Redundant unit (see Initiating an
HA Switchover).

v Configuration Wizard: Opens the SBC Configuration Wizard, which is
used for quick-and-easy configuration of the device (see SBC
Configuration Wizard).

Note: If you have configured any IPv6 interfaces in the IP Interfaces
table, the SBC Configuration Wizard is not supported and the
Configuration Wizard command is not listed in the Actions menu.

4 Alarm bell icon displaying the number of active alarms generated by the device.
The color of the number indicates the highest severity of all the active alarms. If
you click the icon, the Active Alarms table is displayed. If the device is in HA
mode, the icon displays the number of currently active alarms raised by both
Active and Redundant devices as well as the highest severity of these active
alarms. For more information, see Viewing Active Alarms on page 1139.

5 Button displaying the username of the currently logged in user. If you click the
button, a drop-down box appears:

B Displays information of the currently logged-in user (see Viewing Logged-In
User Information)

B Change Password button to change your login password (see Changing Your
Login Password on page 71)

B Log Out button to log out the Web session (see Logging Off the Web
Interface)

Admin

Security Administrator

Session Time: 5 Hours 21 Min 58 Sec

Change Password
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Item#

10

11

12

Description

The 0 icon provides a drop-down list of document names (e.g., Release
Notes, Installation Manual and User's Manual) that if clicked, opens the
document (resource) from AudioCodes website. For private labeling
(customizing Web interface) when this icon is automatically removed from the
toolbar, see Displaying Referenced Document List on page 45.

Product name of your device.
Note:

B If you configure a hostname for the device (see Configuring a Hostname for
the Device on page 130), the hostname is displayed instead of the product

name.

B You can customize the product name, as described in Customizing the
Product Name on page 42.

Back and Forward buttons that enable quick-and-easy navigation through
previously opened pages. This is especially useful when you find that you need
to return to a previously accessed page, and then need to go back to the page
you just left.

| @ Back button: Goes back to the previously accessed page.

[ | @ Forward button: Opens the page that you initially left using the back

button. The button is available only if you have used the Back button.

Navigation pane displaying the Navigation tree containing the commands
(items) for opening the configuration pages (see Navigation Tree).

Tab bar containing tabs pertaining to the selected menu:
B Setup menu:

v IP Network tab

v Signaling & Media tab

v Administration tab
B Monitor menu: Monitor tab

B Troubleshoot menu: Troubleshoot tab

SRD filter, allowing you to filter configuration tables by SRD when your
configuration includes multiple SRDs. For more information, see Filtering Tables
in Web Interface by SRD.

Search box for searching parameter names and values (see Searching for
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Item# Description
Configuration Parameters).

13 Work pane where configuration pages are displayed.

Accessing Configuration Pages from Navigation Tree

Accessing configuration pages is a three-fold process that consists of selecting a menu on the
menu bar, a tab on the tab bar, and then a page item in the Navigation pane. The Navigation
pane provides the Navigation tree, which is a tree-like structure of folders and page items that
open configuration pages in the Work pane. The hierarchical structure and organization of the
items in the Navigation tree allow you to easily drill-down and locate the required item.

The Navigation tree consists of the following areas:

B Home &} : (Callout #1) First ("home") page displayed when a menu-tab combination is
initially selected. For example, the home page of the Setup menu - Administration tab
combination is the Time & Date page.

B Folders: (Callout #2) Folders group items of similar functionality. To open and close a
folder, simply click the folder name.

B Items: (Callout #3) Items open configuration pages. In some cases, an item may be listed
under a sub-item. An item can open a page containing stand-alone parameters or a table. If
it opens a page with stand-alone parameters, the item is displayed in italics. If it opens a
page with a table, the item is displayed in regular font, or bold font to indicate an item that

is commonly required.
°—> £3 TIME & DATE

WEB & CU

PR

SNMP Commiaily Seimings

SHMP Trap Destinations.

SHMP Trsted Managers o
SHMP V3 Users (1

MANTENANCE

The items of the Navigation tree depend on the menu-tab combination, selected from the
menu bar and tab bar, respectively. The menus and their respective tabs are listed below:

B Setup menu:
e IP Network tab
e Signaling & Media tab

e Administration tab
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B Monitor menu: Monitor tab
B Troubleshoot menu: Troubleshoot tab

When you open the Navigation tree, folders containing commonly required items are opened
by default, allowing quick access to their pages.

Items that open pages containing tables provide the following indications in the Navigation
tree:

B Number of configured rows. For example, the item below indicates that two rows have
been configured:

Ethernet Groups (2)

If you have filtered the Web interface display by SRD, the number reflects only the rows
that are associated with the filtered SRD.

M Invalid row configuration. If you have configured a row with at least one invalid value, a
red-colored icon is displayed next to the item, as shown in the following example:

Ethernet Groups (2) e

If you hover your cursor over the icon, it displays the number of invalid rows (lines).

B Association with an invalid row: If you have associated a parameter of a row with a row of
a different table that has an invalid configuration, the item appears with an arrow and a
red-colored icon, as shown in the following example:

Ethernet Devices (2) +3

If you hover your cursor over the icon, it displays the number of rows in the table that are
associated with invalid rows.

B Folder containing an item with an invalid row: If a folder contains an item with an invalid
row (or associated with an invalid row), the closed folder displays a red-colored icon, as
shown in the following example:

CORE ENTITIES »

If you hover your cursor over the icon, it displays the names of the items that are
configured with invalid values. If you have filtered the Web interface display by SRD, only
items with invalid rows that are associated with the filtered SRD are displayed.

> To open a configuration page:

1. Onthe menu bar, click the required menu.

2. Onthe tab bar, click the required tab; the Navigation tree displays the items pertaining to
the selected menu-tab combination.

3. Inthe Navigation pane, open the folder in which the required item is located. The folders
are opened and closed by clicking the title of the folder. When opened, the folder's arrow is
displayed as 4; when closed, the arrow is displayed as .
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4. Inthe folder, click the required item; the page is displayed in the Work pane.

You can also easily navigate through previously accessed pages, using the Back and Forward
buttons located above the Navigation pane:

| @ Back button: Click to go back to the previously accessed page or keep on clicking until
you reach any other previously accessed page.

| @ Forward button: Click to open the page that you just left as a result of clicking the Back
button.

These buttons are especially useful when you find that you need to return to a previously
accessed page, and then need to go back to the page you just left.

& Depending on the access level (e.g., Monitor level) of your Web user account, certain
pages may not be accessible or may be read-only (see Configuring Management
User Accounts). For read-only privileges:

e Read-only pages with stand-alone parameters: "Read Only Mode" is displayed at
the bottom of the page.

e Read-only pages with tables: Configuration buttons (e.g., New and Edit) are
missing.

Configuring Stand-alone Parameters
Parameters that are not contained in a table are referred to as stand-alone parameters.

B If you change the value of a parameter (before clicking Apply), the parameter's field is
highlighted, as shown in the example below:

6010

B If you change the value of a parameter from its default value and then click Apply, a dot

appears next to the parameter's field, as shown in the example below:
o 6010

B If you change the value of a parameter that is displayed with a lightning-bolt %icon (as
shown in the example below), you must save your settings to flash memory with a device
restart for your changes to take effect. When you change such a parameter and then click
Apply, the Restart button on the toolbar is encircled by a red border. If you click the

button, the Maintenance Actions page opens, which provides commands for doing this (see
Basic Maintenance).

6010 4

B Typically required parameters are displayed in bold font.

B If you enter an invalid value for a parameter and then click Apply, a message box appears
notifying you of the invalid value. Click OK to close the message. The parameter reverts to
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its previous value and the field is surrounded by a colored border, as shown in the figure

below:

IhIHI} |

B To get help on a parameter, simply hover your mouse over the parameter's field and a pop-
up help appears, displaying a brief description of the parameter.

The following procedure describes how to configure stand-alone parameters.

> To configure a stand-alone parameter:

1. Modify the parameter's value as desired.
2. Click Apply; the changes are saved to the device's volatile memory (RAM).
3. Save the changes to the device's non-volatile memory (flash):

e If adevice restart is not required:

i.  Onthe toolbar, click Save; a confirmation message box appears:

Configuration will be saved. Do you wish to
continue?

ii. Click Yes to confirm; the changes are save to flash memory.

e If adevice restart is required:
i.  Onthe toolbar, click Restart; the Maintenance Actions page opens.

ii. Click Restart; the device saves the changes to flash memory and then restarts.

& When you click Apply, your changes are saved only to the device's volatile memory
and thus, revert to their previous settings if the device later undergoes a hardware
reset, a software restart (without saving to flash) or powers down. Therefore, make
sure that you save your configuration to the device's flash memory.

Configuring Table Parameters

A typical configuration table is shown below and subsequently described:
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Table 6-2: General Description of Configuration Tables
Item# Button Description

1 - Page title (i.e., name of table). The page title also displays
the number of configured rows as well as the number of
invalid rows. For more information on invalid rows, see
Invalid Value Indications.

2 Adds a new row to the table (see Adding Table Rows).
Modifies the selected row (see Modifying Table Rows).

Adds a new row with similar settings as the selected row
(i.e., clones the row). For more information, see Cloning
SRDs.

Note: The button appears only in the SRDs table.

(] Deletes the selected row (see Deleting Table Rows).
v Changes the index position of a selected row (see
Changing Index Position of Table Rows).
Action Drop-down menu providing commands (e.g., Register

and Un-Register).

Note: The button appears only in certain tables (e.g.,
Accounts table).
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Item#

Button

Description

Added table rows displaying only some of the table
parameters (columns).

Detailed view of a selected row, displaying all
parameters.

Link to open the "child" table of the "parent" table. A link
appears only if the table has a "child" table. The "child"
table is opened for the selected row.

Navigation bar for scrolling through the table's pages
(see Viewing Table Rows).

Search tool for searching parameters and values (see
Searching Table Entries).

Modifies the selected row (see Modifying Table Rows).

Adding New Table Rows

The following procedure describes how to add table rows, using the table's New button. By

default, the row is added to the end of the table and assigned the next available index number

(see note in Step 2).

> To add a row using the New button:

1.

On the table's toolbar, click the Newbutton; a dialog box appears, displaying the

parameters of the table.

Configure the parameters as desired, and then click Apply; the row is added at the end of

the table.

& If you don't configure an index number ('Index' parameter), the row is automatically
assigned the next available index number in the table. If you configure an index
number, use the next available index number, or any subsequent number up to the
table's maximum index (capacity).

For example, assume the last existing row is at index 4 and the table's capacity is 10
rows (i.e., indices 0-9):

If you add a row without specifying an index number, the row is automatically
assigned index 5.

If you want to specify an index number, you can use 5 through 9.

If you added the row and assigned it index 8, the next time you add a row, it's
automatically assigned index 5 or you can specify one of the following the index
numbers: 5, 6, 7, or 9.
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3. If the Save button on the Web interfaces toolbar is surrounded by a red border (see figure
below), save your settings to flash memory. If you don't save to flash, your configuration is
discarded after the device restarts (without a save to flash) or powers off.

& e Commonly required parameters are displayed in bold font.
e If you change the value of a parameter (before clicking Apply), the parameter's
field is highlighted, as shown in the example below:

6010

e If you configure a parameter to an invalid value, the device indicates this using
special display properties, as described in Invalid Value Indications.

e  For configuring parameters that reference rows from other tables, see Assigning
Rows from Other Tables.

Inserting New Table Rows

Some tables (e.g., the Firewall table in Configuring Firewall Rules on page 228) allow you to
insert a new row anywhere in the table, using the table's Insert button. Unlike the table's New
button, which by default, adds the row at the next available index number (see Adding New
Table Rows on the previous page), inserting a row allows you to add the row anywhere in the
table.

> Toinsert a new row:

1. Click the 'Index' column header so that the table rows are sorted in ascending or
descending order; the Insert button on the table's toolbar becomes available.

2. Select an existing row in the table before which you want to insert the new row.

3. Onthe table's toolbar, click the Insert button; a dialog box appears, displaying the
parameters belonging to the table.

4. Configure the parameters as desired, and then click Apply; the row is added to the table
before the row that you selected in Step 2. The new row adopts the index number of the
selected row, and the index numbers of all the subsequent rows are incremented by one.
For example, inserting a new row at index 2 shifts the existing row at index 2 to index 3, the
previous index 3 to index 4, and so on.

5. If the Save button on the Web interfaces toolbar is surrounded by a red border (see figure
below), save your settings to flash memory. If you don't save to flash, your configuration is
discarded after the device restarts (without a save to flash) or powers off.
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Assigning Rows from Other Tables

Some tables contain parameters whose value is an assigned row (referenced-row) from another
table (referenced-table). For example, the IP Groups table contains the 'Proxy Set' parameter
whose value is an assigned Proxy Set, configured in the Proxy Sets table. These parameter types
provide a drop-down list for selecting the value and a View button, as shown in the example

below:
Proxy Set - E View

You can assign a referenced-row using one of the following methods:
Bl Selecting a referenced-row from the drop-down list:
e Scroll down to the desired item and click it.

e Search for the item by entering in the field the first few characters of the desired row,
and then clicking it. The figure below shows an example of searched results for items
(Proxy Sets) that begin with the letter "i":

Proxy Set - a | View
i
- R
#2 [IP-PBEX]

B Selecting an existing referenced-row directly from the referenced-table:

a. Click View; the table (e.g., IP Groups table) and dialog box in which the button was
clicked is minimized to the bottom-left corner of the Web interface and the
referenced-table (e.g., Proxy Sets table) opens.

b. Add a new row, if required; otherwise, skip this step.

c. Select the desired row in the row-referenced table, and then click Use selected row
located on the top-right of the table, as shown in the example below:

Proxy Sets (3) Use selected row
mm (] Page 1 of1 Show 10 w records per page o
GATEWAY PROXY
4 T
INDEX NAME SRD IPV4 SIP ;;:'II':EI:II:; ci”’ KEEP-ALIVE :fg::‘ DANCY :E’;Y HO
INTERFACE TIME [SEC]
0 ProxySet 0 B pefaultSRD - SiPinterface_0 60 Disable
1 ITSP W DefaultsRn - ITSP ] Disable
2 IP-PBX B pefaultsro - 1P-PBX 60 Disable

B Adding a new referenced-row:

a. From the drop-down list, select the Add new option; as shown in the example below:

-29-



CHAPTER 6 Web-Based Management Mediant 90xx SBC | User's Manual

3
3
)

#1[IT5P] & | View

#0 [ProxySet_0]
#1 [ITSP]

#2 [IP-PBX]

The table (e.g., IP Groups table) and dialog box in which the Add new option was
selected is minimized to the bottom-left corner of the Web interface and a dialog box
appears for adding a new row in the referenced-table (e.g., Proxy Sets table).

b. Configure the referenced-row and click Apply; the referenced-table (e.g., Proxy Sets
table) closes and you are returned to the dialog box in which you selected the Add new
option (e.g., IP Groups table), where the newly added row now appears selected.

You may want to access the referenced-table (e.g., Proxy Sets table) to simply view all its
configured rows and their settings, without selecting one. To do this, click the View button. To
return to the dialog box of the table (e.g., IP Groups table) in which you are making your
configuration, click the arrow #icon on the minimized dialog box to restore it to its previous
size.

Modifying Table Rows

The following procedure describes how to modify (edit) the configuration of an existing table
row. Remember that a gray-colored dot sicon displayed next to a parameter's value (as shown
in the example below), indicates that it was changed from its default value:

« | 6010

> To edit a table row:
1. Select the row that you want to edit.

2. Click the Edit button, located on the table's toolbar; a dialog appears displaying the
current configuration settings of the row.

3. Make your changes as desired, and then click Apply; the dialog box closes and your new
settings are applied.

4. If the Save
flash memory, otherwise they are discarded if the device restarts (without a save to flash)
or powers off.

button is surrounded by a red border, you must save your settings to

Deleting Table Rows

The following procedure describes how to delete a row from a table.
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> To delete a table row:

1. Select the row that you want to delete.

2. Click the delete micon, located on the table's toolbar; a confirmation message box appears
requesting you to confirm deletion, as shown in the example below:

Proxy Sets

Delete Proxy Serr #3 7

Cancel YES, DELETE

3. Click Yes, Delete; the row is removed from the table and the total number of configured
rows that is displayed next to the page title and page item in the Navigation tree is updated
to reflect the deletion.

& If the deleted row (e.g., a Proxy Set) was referenced in another table (e.g., IP Group),
the reference is removed and replaced with an empty field. In addition, if the
reference in the other table is for a mandatory parameter, the invalid « icon is
displayed where relevant. For example, if you delete a SIP Interface that you have
assigned to a Proxy Set, the invalid icon appears alongside the Proxy Sets item in
the Navigation tree as well as on the Proxy Sets page.

Invalid Value Indications

The Web interface provides the following indications of invalid values when configuring table
rows:

B Parameters configured with invalid values: An invalid value is a value that is not
permissible for the parameter. This can include incorrect syntax (string, numeral, or
character) or an out-of-range value. If you enter an invalid value and then click Apply, the
field is surrounded by a colored border, as shown in the example below.

‘ 60000000

If you hover your mouse over the field, a pop-up message appears providing the valid
values. If you enter a valid value, the colored border is removed from the field. If you leave
the parameter at the invalid value and click Apply, the parameter reverts to its previous
value.

B Mandatory parameters that reference rows of other configuration tables:

e Adding a row: If you do not configure the parameter and you click Apply, an error
message is displayed at the bottom of the dialog box. If you click Cancel, the dialog box
closes and the row is not added to the table. For example, if you do not configure the
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'SIP Interface' field (mandatory) for a Proxy Set (in the Proxy Sets table), the below
message appears:

RECOV:ProxySetCrossValidation- No SIP Interface is set RECOV:MATRIX ProxySet: Unable to Activate Line(0) since it is Invalid

e Editing a row: If you modify the parameter so that it's no longer referencing a row of
another table (i.e., blank value), when you close the dialog box, the Invalid Line sicon
appears in the following locations:

¢ 'Index' column of the row.

¢ Page title of the table. The total number of invalid rows in the table is also
displayed with the icon.

¢ Itemin the Navigation tree that opens the table.

For example, if you do not configure the 'SIP Interface' field (mandatory) for Proxy Set
#0, the Invalid Line sicon is displayed for the Proxy Sets table, as shown below:

Proxy Sets (1) |e1

m
INDEX * NAME SRD
®q ProxySet_0 Ep

B Parameters that reference rows of other configuration tables that are configured with
invalid values: If a row has a parameter that references a row of another table that has a
parameter with an invalid value, the Invalid Reference Line+sicon is displayed in the
following locations:

e 'Index' column of the row.

e Page title of the table. The total number of invalid rows in the table is also displayed
with the icon.

e Item in the Navigation tree that opens the table.

For example, if you configure IP Group #0 (in the IP Groups table) with a parameter that
references Proxy Set #0, which is configured with an invalid value, Invalid Reference Line+s
icons are displayed for the IP Groups table, as shown below:

IP Groups (1) »21
8

INDEX, = NAME

Proxy Sets (1) » R} IPGroup_0
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B Invalid icon display in drop-down list items of parameters that reference rows of other
tables:

e |If the row has an invalid line (see description above), the Invalid Line sicon appears
along side the item.

e |If the row has an invalid reference line (see description above), the Invalid Reference
Line+sicon appears along side it.

For example, when configuring an IP Group, the 'Proxy Set' parameter's drop-down list
displays items: Proxy Set #0 with e indicating that it has an invalid parameter value, and
Proxy Set #1 with +s indicating that it has a parameter that is referenced to a row of
another table that has an invalid value:

Prooty Set .| - 4 | View

o #0 [ProxySet_0]
+» #1 [ITSP]

#2[IP-PBX]

Add new

A If you assign a non-mandatory parameter with a referenced row and then later delete
the referenced row (in the table in which the row is configured), the parameter's value
automatically changes to an empty field (i.e., no row assigned). Therefore, make sure
that you are aware of this and if necessary, assign a different referenced row to the
parameter. Only if the parameter is mandatory is the Invalid Line sicon displayed for
the table in which the parameter is configured.

Viewing Table Rows

Tables display a certain number of rows per page. If you have configured more than this
number, you can use the table's navigation bar to scroll through the table pages, as shown
below and described in the subsequent table:

Page 1 of2 = =
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Table 6-3: Table Navigation Bar Description

Item Description
1 Navigation buttons to view previous table rows:
B ..Displays the previous table page
B .-Displays the first table page (i.e., page with at least the first index row)
2 Navigation buttons to view the next table rows:
Bl ..Displays the next table page

B .Displays the last table page (i.e., page with last index row)

3 Currently displayed table page. To open a specific table page, enter the page
number and then press the Enter key.

4 Total number of table pages.

Sorting Tables by Column

You can sort table rows by any column and in ascending order (e.g., 1,2 and 3 / a, b, and c) or

descending order (e.g., 3, 2, and 1 / ¢, b, and a). By default, most tables are sorted by the Index
column and in ascending order.

> To sort table rows by column:

1. Click the name of the column by which you want to sort the table rows; the up-down +
arrows appear alongside the column name and the up button is displayed in a darker shade
of color, indicating that the column is sorted in ascending order:

INDEX =

1]

2. To sort the column in descending order, click the column name again; only the down arrow
is displayed in a darker shade of color, indicating that the column is sorted in descending
order:
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IMNDEX

Changing Index Position of Table Rows

You can change the position (index) of rows in some tables. This is done by using the up-down
+ J#arrows located on the table's toolbar.

& e You can only change a row's position when the table is sorted by the 'Index'
column in ascending order; otherwise, the + & buttons are grayed out. For
sorting table columns, see Sorting Tables by Column.

e Changing row position is supported only by certain tables (e.g., IP-to-IP Routing
table).

> To change the position of a table row:

1. Click the 'Index' column header so that the rows are sorted in ascending order (e.g., 0. 1, 2,
and so on).

2. Select the row that you want to move, and then do one of the following:

e To move row one or more indexes up: Click the up tarrow; the row moves one index
up in the table (e.g., from Index #3 to #2) and the row that originally occupied the
index is moved one index down (e.g., from Index #2 to #3). Continue clicking the arrow
until the row has moved up to the desired position (index) in the table.

e To move row one or more indexes down: Click the down #arrow; the row moves one
index down in the table (e.g., from Index #3 to #4) and the row that originally occupied
the index is moved one index up (e.g., from Index #4 to #3). Continue clicking the
arrow until the row has moved down to the desired position (index) in the table.

Searching Table Entries

You can search for any parameter value (alphanumeric) in configuration tables, using the
Search tool. The Search tool, located above each table, is shown below and described in the
subsequent table:

Specify Columns ,D
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Table 6-4: Table Search Tool Description
Item# Description

1 'Specify Columns' drop-down list for selecting the table column (parameter)
in which to do the search. By default, the search is done in all columns.

2 Search box to enter your search key (parameter value).

3 Magnifying-glass icon which when clicked performs the search.

> To search for a table value:

1. If you want to perform the search on all table columns, skip this step; otherwise, from the
'Specify Columns' drop-down list, select the table column in which you want to perform the
search; the name of the drop-down list changes to the name of the selected column.

2. Inthe Search box, enter the value for which you want to search.

3. Click the magnifying-glass Dicon to run the search. If the device finds the value, the table
displays only the rows in which the value was found. You can then select any row and
modify it by clicking the Edit button. If the search is unsuccessful, no rows are displayed.

4. To quit the Search tool and continue configuring rows, click the xicon located in the Search
box.

Searching for Configuration Parameters

You can search in the Web interface for parameter names (standalone or table parameters) and
values. The search string can be the entire parameter name (Web or ini file) or part of the
parameter name. If you search for partial string, all parameters containing the string in their
names or in in their descriptions are listed in the search result.

For example, to search the parameter 'ldle Timeout' you can use any of the following search
strings:

B Web parameter name: "ldle Timeout"
M inifile parameter name: "TelnetServerldleDisconnect"
B Partial parameter name: "idle" or "time"

The search string for a parameter value can include alphanumeric characters and certain
characters (see note below). The string can be a complete value or a partial value. The following
are examples of search strings for searching values:

B "10.102.1.50"
B "10.15."
Bl "abc.com"
|

"ITSP ABC"
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When the device completes the search, it displays a list of found results based on the search
query. Each possible result, when clicked, opens the page on which the parameter or value is
located.

The search string can include only alphanumeric characters, periods, and spaces.
The use of other characters are invalid.

> To search for a parameter:

1. Inthe search box, enter the search string (parameter name or value).

2. Click the search 'icon; the Search Result window pops up, listing found parameters based
on your search query. Each searched result displays the following:

e Navigation path (link) to the page on which the parameter appears
® Parameter's name
e Parameter's value

e Description of parameter

Search by name:

Page Parameter Value Description

Administration->WEB & ClI-=Local Users Public Key RSA public key for ogin.

Administration->WEB & CLI->CLI Settings Allow WAN access 1o 0 Enables or disables WAN access to the
management interface via

Administration-=WEB & CLI-=CLI Settings Ciphers String aesl128-ctraesi28-chce cipher algorithms

Administration-=WEB & ClLI-=CL| Settings Enable Last Login Message 1 T2 B8 S T e L g2

sessions.

Close

3. Click the link of the navigation path corresponding to the required found parameter to
open the page on which the parameter appears.

Getting Help

The Web interface provides you with the following options for getting help:

B Context-sensitive pop-up help for standalone parameters: When you hover your mouse
over a parameter's field, a pop-up appears with a short description of the parameter, as
shown in the following example:

SIP Transport Type U[ Enable SIP secured URI usage]

B Technical documentation: If you click the 0 icon on the toolbar, a drop-down list of
document names appear (e.g., Release Notes, Installation Manual and User's Manual).
Simply click the required document to view it on AudioCodes website. For private labeling
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(customizing Web interface), this icon is hidden from the toolbar. However, you can display
it, as described in Displaying Referenced Document List on page 45.

Logging Out the Web Interface

The following procedure describes how to log out of the device's Web interface.

> To log out of Web interface:

1. Onthe menu bar, from the 'Admin' drop-down list, click Log Out; a confirmation message
box appears.

Admin

Security Administrator
Session Time: 2 Hours 15 Min 19 5ec

Mumber OF Other Sessions: 1 ]

;

2. Click Yes; you are logged out the Web session and the Web Login window is displayed,
enabling you to log in again if you want.

Customizing the Web Interface

You can customize the following elements of the device's Web interface (GUI):
B Corporate logo (see Replacing the Corporate Logo)

B Device's (product) name (see Customizing the Product Name)

B Web browser tab label (see Customizing the Browser's Tab Title on page 41)
B Web browser Favicon (see Customizing the Favicon)

B Login welcome message (see Creating a Login Welcome Message)

& e The product name also affects other management interfaces.
e In addition to Web-interface customization, you can customize the following to
reference your company instead of AudioCodes:
v SIP Messages: User-Agent header (see the UserAgentDisplaylnfo
parameter), SDP "0" line (see the SIPSDPSessionOwner parameter), and
Subject header (see the SIPSubject parameter).
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Replacing the Corporate Logo

You can replace the default corporate logo image (i.e., AudioCodes logo) that is displayed in the
Web interface. The logo appears in the following Web areas:

B Web Login screen:

|

QCaudiocodes

Web Login

B Menu bar:

OCaudiocodes

I

You can replace the logo with one of the following:
B A different image (see Replacing the Corporate Logo with an Image)

B Text (see Replacing the Corporate Logo with Text)

Replacing the Corporate Logo with an Image

You can replace the default corporate logo with a different image.

A e Thelogo image file type can be GIF, PNG, JPG, or JPEG.

e The logo image must have a fixed height of 24 pixels. The width can be up to 199
pixels (default is 145).

e The maximum size of the image file can be 64 Kbytes.

> To replace the logo:

1. Save your new logo image file to a folder on the same PC that you are using to access the
device's Web interface.

2. Invyour browser's URL address field, append the case-sensitive suffix "/AdminPage" to the
device's IP address (e.g., http://10.1.229.17/AdminPage).

3. Log in with your credentials; the Admin page appears.

4. On the left pane, click Image Load to Device; the right pane displays the following:
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Send "LOGO Image” file from your computer to the device

Browse... | No file selected. —

Important!
Use the "Save Configuration’ menu option to save loaded images to flash memory

5. Use the Browse button to select your logo file, and then click Send File; the device uploads
the file.

6. On the left pane, click Back to Main to exit the Admin page.

7. Restart the device with a save-to-flash for your settings to take effect.

Replacing Corporate Logo with Text

You can replace the logo that is displayed on the Web interface's toolbar with text, as shown in
the following example ("My Device"):

SETUP MONITOR TROUBLESHOOT

> To replace Web interface logo with text:

1. Create aninifile that includes the following parameter settings:

UseWeblLogo = 1
WebLogoText = <text to replace logo, for example, My Device>

N

Upload the ini file to the device as an incremental ini file, using the Auxiliary Files page (see
Loading Auxiliary Files).

3. Restart the device with a save-to-flash for your settings to take effect.

Make sure that the [LogoFileName] parameter is not configured to any value. If
[LogoFileName] is configured, it overrides [UseWebLogo] and an image will always
be displayed.

Replacing Text with Corporate Logo

If you have replaced the logo with text (as described in Replacing Corporate Logo with Text
above), you can return the logo as described below.

> To replace text with logo:

1. Create aninifile that includes the following parameter settings:
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UseWebLogo =0
2. Load the inifile as an incremental ini file, using the Auxiliary Files page (see Loading
Auxiliary Files).

3. Restart the device with a save-to-flash for your settings to take effect.

Customizing the Browser's Tab Title

By default, the title (name) of the tab of the web browser that you use to access the device's
Web interface displays "AudioCodes". However, you can customize this tab to display one of
the following:

B device's IP address - see Customizing Browser Tab to Display Device's IP Address below

B User-defined text - see Customizing Browser Tab to Display User-Defined Text below

Customizing Browser Tab to Display Device's IP Address
You can customize the tab of the web browser that you use to access the device's Web

interface to display the device's IP address.

You can customize the tab to display the device's IP address only if a logo image is
used in the Web interface (see Replacing the Corporate Logo with an Image on
page 39).

> To display device's IP address on browser tab:

1. Create an ini file that includes the following parameter settings:

UseWeblLogo = 1
WebLogoText =

If you have never configured the [WebLogoText] parameter, you can omit it from the
ini file. If you have configured it, then set it to an empty value, as shown above.

2. Upload the ini file as an incremental ini file, using the Auxiliary Files page (see Loading
Auxiliary Files).
3. Restart the device with a save-to-flash for your settings to take effect.

Customizing Browser Tab to Display User-Defined Text

You can customize the tab of the web browser that you use to access the device's Web
interface to display any user-defined text.
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& e [f you are using the default corporate logo image (AudioCodes) in the Web
interface, you can only customize the tab to display "AudioCodes" (default) or the
device's IP address (see Customizing Browser Tab to Display Device's IP
Address on the previous page).

e You can customize the tab to display text other than "AudioCodes" only if you are
using a non-AudioCodes logo image in the Web interface.

e Ifyou have replaced the corporate logo image with text (see Replacing Corporate
Logo with Text on page 40), the same text is used for the tab.

> To customize browser tab with title text:

1. Create aninifile that includes the following parameter settings:

e To replace the default text:

UseWeblLogo = 1
WebLogoText = <your text, for example, Hello>

e To restore the tab title to default (i.e., "AudioCodes"):

UseWebLogo =0

2. Upload the ini file as an incremental ini file, using the Auxiliary Files page (see Loading
Auxiliary Files).

3. Restart the device with a save-to-flash for your settings to take effect.

Customizing the Product Name

You can customize the device's product name. The name is displayed in various places in the
management interfaces, as shown below using the example of the customized product name
"Product™:

B Web Login screen:
-‘_

Web Login

Usemama

Password

B Web tab bar:
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- T

M inifile "Board" field:
;Board: Product
Bl CLI prompt:

Product(config-system)#

> To customize the device's product name:

1. Create anini file (*.ini) that includes the following parameter settings:

UseProductName = 1
UserProductName = < name >

2. Upload the ini file using the Auxiliary Files page (see Loading Auxiliary Files).

3. Click the Save button on the toolbar to save your settings to flash memory.

Customizing the Browser Favicon

You can replace the default favicon with your own personalized favicon. Depending on the
browser, the favicon is displayed in various areas of your browser, for example, in the URL
address bar, on the page tab, and when bookmarked.

}

/ oc AudioCodes X \\
' C () | @« |10157.97

OC AudioCodes T

e Thelogo image file type can be ICO, GIF, or PNG.
e The maximum size of the image file can be 16 Kbytes.
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> To customize the favicon:

1. Save your new favicon file in a folder on the same PC that you are using to access the
device's Web interface.

2. Invyour browser's URL address field, append the case-sensitive suffix "/AdminPage" to the
device's IP address (e.g., http://10.1.229.17/AdminPage).

3. Log in with your credentials; the Admin page appears.

4. On the left pane, click Image Load to Device; the right pane displays the following:

Send "FAVICON Image” file from your computer to the device

ol secss,  [SERAEIEN

5. Use the Browse button to select your favicon file, and then click Send File; the device
uploads the image file.

6. On the left pane, click Back to Main to exit the Admin page.

7. Restart the device with a save-to-flash for your settings to take effect.

Creating a Login Welcome Message

You can create a personalized welcome message that is displayed on the Web Login screen. The
message always begins with the title "Note" and has a color background, as shown in the
example below:

Note

** This is a \Welcome message! **

Web Login

Username

Password

[ remember Me
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> To create a login welcome message:

1. Using a text-based editor (e.g., Notepad) to create an ini file that includes only the
[WelcomeMessage] table parameter. Use the parameter to configure your message, where
each index row is a line in your message, for example:

[WelcomeMessage ]

FORMAT Index = Text;

We|comeMessage 1 — Wkdkokkokokkokokkokok ok kok ok kok ok ok kokkkok ok kok ok kk kI,
WelcomeMessage 2 = "** This is a Welcome message! **";
WelcomeMessage 3 = "****###kkkiiiiiiiihihihhhhhiiiian,
[\WelcomeMessage]

2. Upload the ini file to the device through the Auxiliary Files page (see Loading Auxiliary
Files).

3. Save your new configuration to flash.

& Uploading an ini file through the Auxiliary Files page doesn't require a device restart.

> To remove the welcome message:

1. Download the device's configuration as an ini file through the Configuration File page (see
Downloading and Uploading ini Configuration File on page 1077).

2. Open the file in a text-based editor, remove the [WelcomeMessage] table, and then save
the file.

3. Upload the file through the Configuration File page.

& After the file is uploaded, the device restarts to apply your new configuration.

Displaying Referenced Document List

By default, the question mark e icon is displayed on the Web interface's toolbar, and when

clicked provides a drop-down list of documents that can be referenced.
If you change the Web interface's logo to a non-default logo, the 0 icon isn't displayed on
the toolbar. However, you can make it re-appear, by adding a forward slash ("/") at the end of

the following parameter's value:

ExternalDocumentsBaseURL = 'https://acredirect.azurewebsites.net/api/'
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Configuring Web Interfaces

The Web Interfaces table lets you configure up to 20 Web interfaces, which are used for
accessing the device's Web and REST management interfaces. You can only access these
management interfaces through the configured Web Interfaces.

A Web Interface is associated with an IP Interface in the IP Interfaces table. The IP Interface can
be of any type (e.g., OAMP, Media, or Control). For each Web Interface, you can also configure
secure HTTPS-based remote access, using TLS certificates (TLS Contexts).

Before deleting any Web Interface in the Web Interfaces table, make sure that you
have configured at least one other Web Interface through which you can access the
device's Web / REST management interface. If you delete all the Web Interfaces, you
will not be able to access these management interfaces.

& e The Web Interfaces table is applicable only to the device's Web and REST
management interfaces.

e The device provides a default Web Interface (Index #0), which is assigned the
default IPv4 OAMP IP Interface ("O+M+C", Index 0).

e It's highly recommended to configure a hostname for accessing the device's Web
interface, as described in Configuring a Hostname for Accessing Web Interface
on page 60. Accessing the device with a hostname helps to protect the device
against HTTP Host header attacks and DNS rebinding attacks.

The following procedure describes how to configure Web interfaces through the Web interface.
You can also configure it through ini file [Weblnterfaces] or CLI (configure system >
web > web-1if).

> To configure Web interfaces:

1. Openthe Web Interfaces table (Setup menu > Administration tab > Web & CLI folder >
Web Interfaces).

2. Click New; the following dialog box is displayed:

GENERAL

naex

Interface Name #0[0+M+C] v | View
HTTP Port 80

HTTPS Port 443

TLS Context Name #0 [defaul] v | View
Require Client Cartificate Mo v
HTTPS Only Use global definition v
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3.

Configure a Web Interface according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 6-5:
Parameter

'Index'
[Index]

'Interface Name'

network-source

[InterfaceName]

'HTTP Port'
http-port
[HTTPPort]

'HTTPS Port'
https-port
[HTTPSPort]

'TLS Context Name'
tls-context—-name

[TLSContextName]

‘Require Client Certificate'
require-client-
certificate

[HTTPSRequireClientCertificate]

Web Interfaces Table Parameter Descriptions

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique
index.

Assigns an IP Interface (IPv4 or IPv6) from the IP Inter-
faces table (see Configuring IP Network Interfaces on
page 145) through which the Web / REST man-
agement interfaces can be accessed. The IP Interface
can be any Application Type (e.g., Media, Control, or
OAMP).

By default, the IPv4 OAMP interface is assigned.

Defines the device's HTTP port for remote
management access.

The valid range is 1 to 65535. The default is 80.

Defines the device's HTTPS port for secured remote
management access.

The valid range is 1 to 65535 (other restrictions may
apply within this range). The default is 443.

Assigns a TLS Context, which is configured in the TLS
Contexts table (see Configuring TLS Certificate
Contexts). A TLS Context provides secured TLS-based
management access.

By default, no value is defined.

Note: The parameter is applicable if you are using
HTTPS for remote management access.

Enables the requirement of client certificates for
HTTPS connection.

B [0] Disable = (Default) Client certificates are not
required.

B [1] Enable = Enables the requirement of client
certificates for HTTPS connection. This enables
two-way authentication whereby both
management client and server are authenticated
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Parameter

'HTTPS Only'
https-only-val
[HTTPSonly]

Description

using X.509 certificates.

For more information on implementing client
certificates, see TLS for Remote Device Management.

Note: The parameter is applicable if you are using
HTTPS for remote management access.

Defines the protocol required for accessing the
device's management interface.

B [0] HTTP and HTTPS = The management interface
can be accessed over a secured (HTTPS) and an
unsecured (HTTP) connection.

Bl [1] HTTPS Only = The management interface can
be accessed only over a secured (HTTPS)
connection.

Configuring Management User Accounts

The Local Users table lets you configure up to 20 management user accounts for the device's
management interfaces (Web interface, CLI, and REST API).

You configure each user account with login credentials (username and password) and a
management user level which defines the user's level of read and write privileges. The table

below lists the different types of user levels.

Table 6-6:

Management User Levels

User Level Representation in Privileges

RADIUS / LDAP

Security
Administrator

This user level has the following privileges:
B Read-write to all Web pages.

B Read-write (access) to the CLI's Basic mode
and Privileged User mode (> enable).

B Access to all the device's folders (e.g., /debug
and /configuration) through SFTP.

B Create all other user levels.

Note: At least one Security Administrator user
must exist.
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Numeric
User Level Representation in Privileges
RADIUS / LDAP

Administrator 100 This user level has the following privileges:

B Read-write to all Web pages, except security-
related pages (including Local Users table)
where this user has read-only privileges.

B Access to only the device's folders containing
the CDRs and SDRs (i.e., /cdr, /cdr-gw, and
/sdr) through SFTP.

B Access to only the CLI's Basic User mode.

Monitor 50 This user level has the following privileges:

M Read-only to all Web pages, except security-
related pages (including Local Users table and
Configuration Wizard) which are blocked to
this user.

B Access to only the CLI's Basic User mode.

B Access blocked to the device's folders through
SFTP.

& e Only Security Administrator users can configure users in the Local Users table.
For the device's REST API user levels, refer to the document REST API for SBC-
Gateway-MSBR Devices.

e Allusers, regardless of user level, can change their login password (see
Changing Your Login Password on page 71).

e You can change the read-write and read-only privileges per Web page for
Monitor, Administrator, and Security Administrator user levels. For more
information, see Customizing Access Levels per Web Page on page 62.

e Ifthe RADIUS/LDAP server response doesn'tinclude the access level attribute,
you can configure the device to assign the user with a default access level. For
more information, see the 'Default Access Level' parameter.

The device provides the following two default user accounts:

Table 6-7: Default User Accounts

Username Password
User Level . .
(case-sensitive) (case-sensitive)
Security Administrator Admin Admin
Monitor User User
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& e Forsecurity, it's recommended that you change the default username and
password of the default users.

e Torestore the device to the default users (with their default usernames and
passwords), configure the [ResetWebPassword] parameter to [1]. All other
configured accounts are deleted.

e |f you want to use the same Local Users table configuration for another device,
before uploading this device's configuration file (.ini) to the other device, you
must edit the file so that the passwords are in plain text.

e [f you modify any parameter in the Local Users table of an existing user or delete
the user, and the user is currently logged into the device's management interface
(i.e., active session), after clicking Apply the device immediately logs the user
out of the management interface.

e Ifyoudelete a user who is currently in an active Web session, the user is
immediately logged off the device.

e Web sessions capacity:

v The device supports up to 10 concurrent Web interface sessions (regardless
of which users are logged in). For example, if user "Sue" and user "Joe" are
each currently running 5 sessions (i.e., a total of 10), no more Web sessions
can be established with the device, by any user.

v Uptofive users can be concurrently logged in to the Web interface.

v You can define the maximum number of concurrent Web interface (and
REST) sessions allowed for a specific user, accessed from different
management stations / computers (IP addresses) or different Web browsers.
For more information, see the 'Web Session Limit' parameter below.

e You can set the entire Web interface to read-only (regardless of Web user access
levels), using the [DisableWebConfig] parameter (see Web and Telnet
Parameters).

e You can configure additional Web user accounts using a RADIUS server (see
RADIUS Authentication).

The following procedure describes how to configure user accounts through the Web interface.
You can also configure it through ini file [WebUsers] or CLI (configure system > user).

> To configure management user accounts:

1. Open the Local Users table (Setup menu > Administration tab > Web & CLI folder > Local
Users).

2. Click New; the following dialog box is displayed:

GENERAL SECURITY

Index 2 Password Age

Block Duration 60
SS5H Public Key

3. Configure a user account according to the parameters described in the table below.

-50-



CHAPTER 6 Web-Based Management Mediant 90xx SBC | User's Manual

4. Click Apply, and then save your settings to flash memory.

Table 6-8: Local Users Table Parameter Descriptions

Parameter Description
General
'Index’ Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique index.
'Username’ Defines a username for the user.
user The valid value is a string of up to 100 characters (without
[Username] spaces):

Alphanumeric characters (a-z, A-Z, and 0-9)

Period "."

|

|

B Underscore
B Hyphen"-"
|

At"@"

Note: You can enforce username complexity. For more
information, see Configuring Username and Password
Complexity on page 56.

'Password' Defines a password for the user.
password The valid value is a string of 8 to 100 ASCII characters, and can't
[Password] contain the following:

B Wide characters
B Spaces

B Backslashes "\"
Note:

B You can enforce password complexity (strong passwords).
For more information, see Configuring Username and
Password Complexity on page 56.

B To enforce password history policy so that users can't reuse
any of their four previous (old) passwords, see the
[CheckPasswordHistory] parameter.

B For security, the password is not displayed in the Web
interface or inifile. In the Web interface, passwords are
displayed as dots when you enter the password and then
once applied, they are displayed as an asterisk (*) in the
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Parameter

‘User Level'
privilege

[UserLevel]

'SSH Public Key'
public-key
[SSHPublicKey]

'Status'

Description

table. In the ini file, they are displayed as an encrypted
string.

To enforce obscured (encrypted) passwords when
configuring the Local Users table through CLI, see the
[CliObscuredPassword] parameter.

You can configure a list of weak passwords (in the Weak
Passwords List table) and if the user's password also
appears in this list, the device raises an SNMP alarm. For
more information, see Detection of Weak Passwords on
page 58.

Defines the user's access level.

Monitor = (Default) Read-only user. This user can only view
Web pages and access to security-related pages is denied.

Administrator = Read/write privileges for all pages except
security-related pages including the Local Users table
where this user has read-only privileges.

Security Administrator = Full read/write privileges for all
pages.

Note:

At least one Security Administrator user must exist. You
can't delete the last remaining Security Administrator user.

Only Security Administrator users can add, edit, and delete
Administrator and Monitor users.

Defines a Secure Socket Shell (SSH) public key for RSA or ECDSA
public-key authentication (PKI) of the remote user when
logging into the device's CLI through SSH. Connection to the CLI

is established only when a successful handshake with the user’s
private key occurs.

The valid value is a string of up to 512 characters. By default,
no value is defined.

Note:

For more information on SSH and for enabling SSH, see
Enabling SSH with RSA Public Key for CLI.

To configure whether SSH public keys are optional or
mandatory, use the [SSHRequirePublicKey] parameter.

Defines the status of the user.
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Parameter

status

[Status]

Security

'‘Password Age'

password-age

Description

New = (Default) The user is required to change the
password upon the next login. When the user logs in to the
Web interface or CLI, the user is immediately prompted to
change the current password (see the figure for the
'Password Age' parameter below).

Valid = User can log in to the Web interface as normal.

Failed Login = The state is automatically set for users that
exceed a user-defined number of failed login attempts, set
by the 'Deny Access on Fail Count' parameter (see
Configuring Web Session and Access Settings). These users
can log in only after a user-defined timeout configured by
the 'Block Duration' parameter (see below) or if their status
is changed (to New or Valid) by a Security Administrator
user.

Inactivity = The state is automatically set for users that
have not accessed the Web interface for a user-defined
number of days, configured by the 'User Inactivity Timer'
parameter (see Configuring Web Session and Access
Settings). These users can only log in to the Web interface if
their status is changed (to New or Valid) by a Security
Administrator user.

Note:

The Inactivity option is applicable only to Administrator
and Monitor users; Security Administrator users can be
inactive indefinitely.

If there is only one Security Administrator user, you cannot
configure it to Inactivity; at least one Security
Administrator must be Valid.

For security, it is recommended to configure the status of a
newly added user to New in order to enforce password
change.

If you have configured LDAP- or RADIUS-based user
authentication, users in the Local Users table whose 'Status'
is New are blocked from logging into the device.

Defines the duration (in days) of the validity of the password.
When the duration elapses (i.e., password expires), when
attempting to log in, the user is prompted to change the
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Parameter Description

[PwAgelnterval] password (shown below), and then log in with the new
password; otherwise, access to the Web interface is blocked.

Change Password

You must change your password to continue

Current Password

New Password

Confirm Password

=3 3

The valid value is 0 to 10000, where 0 means that the password
is always valid. The default is 90.

Note: After logging in with your new password, you must save
your settings, by clicking the Save button on the Web
interface's toolbar. If not, the next time you attempt to log in,
you will be prompted again to change the expired password.

'Web Session Limit' Defines the maximum number of concurrent Web interface
session-limit and REST sessions allowed for the specific user, from different
management stations / computers (IP addresses) or different
Web browsers.

[SessionLimit]

For example, if configured to 2, the user account can be logged
into the device’s Web interface (i.e., same username-password
combination) from two different management stations (i.e., IP
addresses), or from two different Web browsers (e.g., Google
Chrome and Microsoft Edge) at the same time.

Once the user logs in to the device, the session is active until
the user logs off or until the session expires if the user is
inactive for a user-defined duration (see the '"Web Session
Timeout' parameter below).

The valid value is 0 to 10. The default is 5. A value of 0 means
that no sessions are allowed (see note below regarding REST).

Note:

B If you configure the parameter, you're automatically logged
out of the Web session (and can log in again if configured to
any value other than 0) after you click Apply.

-54-



CHAPTER 6 Web-Based Management

Mediant 90xx SBC | User's Manual

Parameter

'CLI Session Limit'
cli-session-
limit

[CliSessionLimit]

'Web Session Timeout'
session-timeout

[SessionTimeout]

'Block Duration'

block-duration

[BlockTime]

Description

B Closing the Web browser's window (by clicking the
window's x button) doesn't end the session. Therefore,
whenever you finish using the Web interface, it's
recommended to log out of the Web interface to end your
session.

B If the number of concurrently logged-in users is at
maximum, the device allows an additional user to log in
through REST.

Defines the maximum number of concurrent CLI sessions
allowed for the specific user. For example, if configured to 2,
the same user account can be logged into the device’s CLI (i.e.,
same username-password combination) from two different
management stations (i.e., IP addresses) at any one time. Once
the user logs in, the session is active until the user logs off or
until the session expires if the user is inactive for a user-
defined duration (see the 'Web Session Timeout' parameter
below).

The valid value is -1, or 0 to 100. The default is -1, which means
that the limit is according to the global parameters, 'Maximum
Telnet Sessions' (TelnetMaxSessions) or 'Maximum SSH
Sessions' (SSHMaxSessions).

Defines the duration (in minutes) of inactivity of a logged-in
user in the Web interface, after which the user is automatically
logged off the Web session. In other words, the session expires
when the user has not performed any operations (activities) in
the Web interface for the configured timeout duration.

The valid value is 0, or to 100000. A value of 0 means no
timeout. The default value is according to the settings of the
[WebSessionTimeout] global parameter (see Configuring Web
Session and Access Settings).

Defines the duration (in seconds) for which the user is blocked
when the user exceeds the maximum number of allowed failed
login attempts, configured by the global parameter, 'Deny
Access On Fail Count' [DenyAccessOnFailCount] parameter (see
Configuring Web Session and Access Settings).

The valid value is 0 to 100000, where 0 means that the user
can do as many login failures without getting blocked. The
default is according to the settings of the global parameter,
'Deny Authentication Timer' [DenyAuthenticationTimer]
parameter (see Configuring Web Session and Access Settings).
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Parameter Description

Note: The 'Deny Authentication Timer' parameter relates only
to failed Web logins from specific IP addresses (management
stations), which configures the interval (in seconds) that the
user needs to wait before logging into the device from the
same |IP address after reaching the maximum number of failed
login attempts.

Configuring Username and Password Complexity

You can configure the device to enforce username or password complexity. When enforced, the
device checks that the configured username or password meets the complexity requirements. If
they don't, the device displays an error message indicating invalid configuration.

Username and password complexity is applicable to the following:

Local users (see Configuring Management User Accounts)

B SNMP Community Strings (see Configuring SNMP Community Strings on page 94)

B SNMPv3 users (see Configuring SNMPv3 Users on page 103)

The device's implementation of username and password complexity depends on configuration:

Username:

e 'Enforce Username Complexity' is Disable: The device enforces the default complexity
requirements: Can contain up to 100 alphanumeric characters (without spaces), and
can contain only the symbols "."," ", "-", and "@".

e 'Enforce Username Complexity' is Enable: The device enforces complexity depending
on the following configuration:

¢ 'Username Complexity Check By Regex' is configured: The device enforces
username complexity based on the configured regex.

¢ 'Username Complexity Check By Regex' is empty: The device enforces the default
username complexity requirements (see above 'Enforce Username Complexity' is
Disable).

Password:

e 'Enforce Password Complexity' is Disable: The device doesn't enforce any password
complexity and you can configure the password to whatever you want.

e 'Enforce Password Complexity' is Enable: The device enforces password complexity
depending on whether or not you've configured complexity using regex:

¢ 'Password Complexity Check By Regex' is configured: The device enforces
password complexity according to the configured regex.
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>

'Password Complexity Check By Regex' is empty: The device enforces the default
password complexity requirements:

At least eight characters

At least two uppercase letters (A to Z)

At least two lowercase letters (a to z)

At least two numbers (0 to 9)

At least two symbols (non-alphanumeric characters, e.g., S, #, %)

At least four new characters that weren't used in the previous password

If you enable password complexity, you can also configure the minimum length

(number of characters) of the password, using the [MinWebPasswordLen]

parameter.

To enforce password history policy so that users can't reuse an old password

(can't change password to any of the four previous passwords), see the

[CheckPasswordHistory] parameter.

You can configure a list of weak passwords (in the Weak Passwords List table)

and if the user's password appears in this list, the device raises an SNMP alarm.

For more information, see Detection of Weak Passwords on the next page.

For the device's CLI, password complexity applies to both Basic and Privileged

command mode (> enable). In addition to the default complexity rules listed

previously, password complexity for CLI also includes the following

requirements:

v The username and password must be different.

v The username and password can't be the opposite of each other (e.g.,
"admin" and "nimda").

> To configure username and password complexity:

1. Open the Local Users Settings table (Setup menu > Administration tab > Web & CLI folder
> Local Users Settings):

USERNAME COMPLEXITY

Enforce Username Complexity Disable "

Username Complexity Check By Regex

PASSWORD COMPLEXITY

Enforce Password Complexity Disable b

Password Complexity Check By Regex

2. To enforce username complexity by regex, do the following under the Username
Complexity group:
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a. From the 'Enforce Username Complexity' drop-down list
(EnforceUsernameComplexity), select Enable.

b. Inthe 'Username Complexity Check By Regex' field
(UsernameComplexityCheckByRegex), type a regex for username complexity.

3. To enforce password complexity, do the following under the Password Complexity group:

a. From the 'Enforce Password Complexity' drop-down list (EnforcePasswordComplexity),
select Enable.

b. Inthe 'Password Complexity Check By Regex' field
(PasswordComplexityCheckByRegex), either type a regex for password complexity or
leave this field empty to enforce the default password complexity policy (described
above).

4. Click Apply.

Detection of Weak Passwords

You can configure the device to detect if a management user in the Local Users table has been
configured with a weak password. The device detects this by checking if the user's password
also appears in the list of defined weak passwords in the Weak Passwords List table. If the
device finds a matching entry in the Weak Passwords List table, it raises the SNMP alarm
acWeakPasswordAlarm (OID 1.3.6.1.4.1.5003.9.10.1.21.2.0.156), which indicates the user
(username) for which the weak password was configured.

To configure this feature, you need to do the following:
1. Enable weak password detection - see Enabling Weak Password Detection below
2. Configure a list of weak passwords - see Configuring the Weak Passwords List on the next

page

Enabling Weak Password Detection

The following procedure describes how to enable the weak password detection feature. Once
you have enabled the feature, you can configure in the Weak Passwords List table (see
Configuring the Weak Passwords List on the next page) a list of passwords that you want the
device to consider as weak.

> To enable weak password detection:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. From the 'Check Weak Passwords' drop-down list, select Enable:

Check Weak Fasswords Enable A

3. Click Apply.
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Configuring the Weak Passwords List

The Weak Passwords List table lets you configure up to 150 passwords that you want the device
to consider as weak. If a user's password in the Local Users table also appears in the Weak
Passwords List table, the device raises the SNMP alarm acWeakPasswordAlarm (OID
1.3.6.1.4.1.5003.9.10.1.21.2.0.156), indicating that a weak password was configured for the
specific user (Username). The alarm is cleared if the user's password is reconfigured to a
password that is not considered weak (i.e., not in the Weak Passwords List table), or if the user
is deleted from the Local Users table (see Configuring Management User Accounts on page 48).

& e Before you can use the device's weak password detection feature, you need to
enable the feature (see Enabling Weak Password Detection on the previous
page.)

e By default, the Weak Passwords List table contains six weak passwords:
"Admin", "mindA", "password", "Password", "123456", and "12345678". You can
modify or delete these entries.

The following procedure describes how to configure the weak password list through the Web
interface. You can also configure it through ini file [WeakPasswordsList] or CLI (configure

system > web > weak-passwords-list).

> To configure a list of weak passwords:

1. Open the Weak Passwords List table (Setup menu > Administration tab > Web & CLI folder
> Weak Passwords List).

2. Click New; the following dialog box is displayed:

GENERAL

ndex 6
Weak Password
3. Configure a weak password according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 6-9: Weak Passwords List Table Parameter Descriptions

Parameter Description
‘Index’ Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique index.
'Weak Password' Defines a weak password.
weak-pass The valid value is a string of up to 39 characters.
[WeakPassword]
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User Login Authentication Methods

The device supports the following methods for the authentication (username-password com-
bination) and authorization (privilege level) of users when logging into the device:

B Locally, using the device's Local Users table (see Configuring Management User Accounts
on page 48)

B Externally, using any of the following protocols:

e RADIUS-based authentication, using a third-party RADIUS server (see RADIUS-based
User Login Authentication on page 341)

e LDAP-based authentication, using a third-party LDAP server (see LDAP-based Services
on page 345)

e OAuth 2.0 based authentication, using Microsoft Azure Active Directory (see OAuth-
based User Login Authentication and Authorization on page 383)

Configuring a Hostname for Accessing Web Interface

You can configure a hostname (FQDN) for the device's Web interface. This means that you can
access the Web interface using the device's hostname (e.g., http://mysbc.com) instead of its IP
address. You can also enforce (default) access only through the device's hostname, blocking any
access attempts using its IP address.

If you configure a hostname, you also need to define it on a DNS server. When you try to access
the Web interface with the hostname, a query is first sent to the DNS server to resolve the
hostname into the device's IP address.

If you access the device's Web interface using its hostname, the toolbar displays the hostname
(first 16 characters only) instead of the device type.

It's highly recommended to configure a hostname for accessing the device's Web
interface because it helps protect the device against HTTP Host header attacks and
DNS rebinding attacks.

> To configure hostname for device's Web interface:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Inthe 'Web Server Name' field [WebHostname], type a hostname.

3. To enforce access to the device's Web interface only through the hostname (instead of the
IP address), from the 'Enforce Web Host Name' drop-down list, select Enable (default):

Web Server Name http-//mysbc.com

Enforce Web Host Name Enable w

-60 -



CHAPTER 6 Web-Based Management Mediant 90xx SBC | User's Manual

4. Click Apply.

A Due to a known issue, the following OVOC features do not function when the
'Enforce Web Host Name' parameter is enabled:
e OVOC Single Sign-On (SSO)
e OVOC Performance Monitoring (PM)
e OVOC Service Availability
If you need to use any of these OVOC features, make sure that the 'Enforce Web
Host Name' parameter is disabled.

& e If you configure the 'Enforce Web Host Name' parameter to Disable, or you leave
the ‘Web Server Name’ parameter empty (regardless of the 'Enforce Web Host
Name' parameter's setting), the Web interface can be accessed through its
hostname or IP address.

e Ifyou're upgrading the device from version 7.4.500-2 (7.40A.500.775) or later to
version 7.4.500-5 or later and have configured the ‘Web Server Name’ parameter
and use the device’s IP address to access the Web interface, access to the
device through the IP address will be denied. If you want to retain such capability,
configure the ‘Enforce Web Host Name’ parameter to Disable.

e When the device operates in High-Availability mode, the active and redundant
units share the same hostname.

e To configure a hostname that is used for the CLI prompt name, SNMP interface's
SysName object value, filename of locally stored CDRs, and communication with
OVOC, see Configuring a Hostname for the Device on page 130.

Deleting All Users in Local Users Table

When using an external, third-party service (e.g., RADIUS, LDAP, or OAuth 2.0) to authenticate
and authorize users attempting to log in to the device, you may want to increase security by
ensuring that the device doesn't use its Local Users table to locally authenticate users. To do
this, you can remove all from the local Users table.

> To delete all users in Local Users table:

1. Open the Authentication Server page (Setup menu > Administration tab > Web & CLI
folder > Authentication Server), and then from the 'Local Users Table can be Empty' drop-
down list, select Enable:

Local Users Table can be Empty Enable i

2. Open the Local Users table (see Configuring Management User Accounts on page 48), and
then delete all the users.

A Only the Security Administrator can delete the last Security Administrator user.
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Customizing Access Levels per Web Page

The Customize Access Level table lets you configure up to 100 Customize Access Level rules.
These rules assign read-write (view and configure) and read-only (view) privileges to Web inter-
face pages based on management user levels (Monitor, Administrator, and Security Admin-
istrator).

The user level you assign for a page applies to that level and all higher levels. For example, if
you grant read-write access for the RADIUS Servers page to the Administrator user level, the
Security Administrator user level also inherits read-write access. You can restrict (block) access
for a page by specifying a high user level for read-only access. For example, if you grant read-
only access to the RADIUS Servers page to the Administrator user level, it means that Monitor
users won't be able to access this page.

If you try to open a page for which you don't have access privileges because of your user level,
the page displays the following message: "Your access level doesn't allow you to view this

page".

‘& e Customized Access Level rules override the default read-write and read-only
privileges assigned to the user levels (see Configuring Management User
Accounts on page 48).

e The highest user level is Security Administrator and the lowest is the Monitor
user level.
e Read-only access level must be the same or lower than the read-write access
level. For example:
v Read-Write Access Level = Security Administrator
v Read-Only Access Level = Administrator
e For parent-child tables, the access level of the child table must be the same or
higher than the parent table. For example:
v Parenttable:
Read-Write Access Level = Administrator
Read-Only Access Level = Administrator
v Child table:
Read-Write Access Level = Security Administrator
Read-Only Access Level = Administrator

The following table provides configuration examples to facilitate your understanding of assign-
ing read-write and read-only privileges to user levels per Web page.

Read-Write Read-Only L
Index Page Name Description
Access Level Access Level
0 RADIUS Monitor Monitor Assigns read-
Servers write (and read-

only) privileges
for the RADIUS
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Read-Write Read-Only

Index Page Name
Access Level Access Level

Description

Servers page to
Monitor users.
As this is the
lowest user
level, it means
that all higher
user levels (i.e.,
Administrator
and Security
Administrator)
also have read-
write access.

1 Firewall Security Monitor Assigns read-
Administrator write privileges

for the Firewall
page to Security
Administrator
users. As this is
the highest user
level, only
Security
Administrator
users have write
privileges for
this page. This
rule also assigns
read-only
privileges to
Monitor users,
which means
that all higher
user levels (i.e.,
Administrator)
also have read-
only privileges.

2 SNMP Security Administrator Assigns read-
Community Administrator write privileges
Strings for the SNMP
Community
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Read-Write Read-Only L
Index Page Name Description
Access Level Access Level

Strings page to
Security
Administrator
users. As this is
the highest user
level, only
Security
Administrator
users have write
privileges for
this page. This
rule also assigns
read-only
privileges to
Administrator
users, which
means that
Monitor users
can't access this

page.

3 TLS Contexts Security Security Assigns read-
Administrator Administrator write (and read-

only) privileges
for the TLS
Contexts page to
Security
Administrator
users. As this is
the highest user
level, no other
user level can
access (read) or
configure (write)
this page.

The following procedure describes how to configure customized access level rules through the
Web interface. You can also configure it through ini file [WebPagesAccessLevel].

> To customize access levels:

1. Open the Customize Access Level table (Setup menu > Administration tab > Web & CLI
folder > Customize Access Level).
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2. Click New; the following dialog box is displayed:

GENERAL

Index 3

Page Name - ~
Read-Write Access Level Administrator ~
Read-Only Access Level Monitor b

3. Configure the rule according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 6-10: Customize Access Level Table Parameter Descriptions

Parameter Description
‘Index' Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique
index.
'Page Name' Defines the Web page whose access level you want to
[PageNameFromTree] customize.

Note: For security reasons, some pages are not listed
under this parameter and therefore, cannot be

customized.
'Read-Write Access Level' Defines the minimum user level to which you want to
[RWAccessLevel] assign read-write access privileges for the selected
Web page.

B [50] Monitor
B [100] Administrator (default)

B [200] Security Administrator

‘Read-Only Access Level' Defines the minimum user level to which you want to
[ROAccessLevel] assign read-only access privileges for the selected
Web page.

B [50] Monitor (default)
B [100] Administrator
M [200] Security Administrator

Note: The user level must be the same or lower than
the user level you configured in the 'Read-Write
Access Level' parameter. For example, you cannot
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Parameter Description

assign read-only privileges to the Security
Administrator if you have assigned read-write
privileges to the Administrator.

Displaying Login Information upon Login

You can enable the device to display login information each time you log in to the device's Web
interface. This information is displayed in the pop-up Login Information window, as shown in
the example below. To close the window, click Close.

Last Login User Leve Security Administrator
Last Failed Login Time

Last Failed Login Date

Last Failed Login IP Address

Login Attemipts Since Last Successful Login

08:13:56

Last Successful Login Time

Last Successful Login Date 2211072024
Last Successful Login IP 101122
Mumber of Other Active Sessions 1

The window displays the following information:

Field Description

The user level (e.g., Security Administrator)
of the user that was last logged in to the

'Last Login User Level'

Web interface.

‘Last Failed Login Time'
'Last Failed Login Date'

‘Last Failed Login IP Address'

‘Login Attempts Since Last Successful Login'

‘Last Successful Login Time'

‘Last Successful Login Date'
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The time of the last failed login attempt.
The date of the last failed login attempt.

The remote management (client) station's
IP address of the last failed login attempt.

The number of failed login attempts since
the last successful login.

The time of the last successful login
attempt.

The date of the last successful login
attempt.
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Field Description
‘Last Successful Login IP' The remote management (client) station's
IP address of the last successful login
attempt.
‘Number of Other Active Sessions' The number of currently established Web

sessions of this same user (e.g., "John")
with the same user level (e.g., Security
Administrator). A value of "0" (zero) means
that there are no other such Web sessions.

Note: If there are other active sessions, you
can end them, as described in Terminating
Other Web Sessions of User on the next

page.

> To enable display of user login information upon login:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Under the Security group, from the 'Display Last Login Information' drop-down list, select
Enable:

Display Last Login Information [ Enable v]

w

Click Apply.
Viewing Currently Logged-In User Information
You can quick-and-easily view brief information about the currently logged-in user.

> To view information of currently logged in user:

B On the menu bar, click the displayed username (e.g., Admin); the following drop-down
window appears:
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Actions

Admin
Security Administrator
Session Time: 2 Hours 13 Min 19 5ec

Mumber OF Other Sessions: 1 mm

;

The following information is displayed:

B Username (e.g., "Admin") of the currently logged-in user.

M User level (e.g., Security Administrator) of the currently logged-in user.
B Session Time: Duration of the current Web session (starting from login).
|

Number Of Other Sessions: Number of other active Web sessions of the same user and
with the same user level. To end these other sessions, see Terminating Other Web Sessions
of User below.

The following buttons are also displayed:

B Change Password: Allows you to change your login password (see Changing Your Login
Password on page 71)

B Log Out: Logs you out of the Web session (see Logging Off the Web Interface)

Terminating Other Web Sessions of User

You can end other established (active) Web sessions belonging to the same logged-in user (e.g.,
"Admin") and with the same user level (e.g., Administrator Security). These other sessions may
be logged in from different computers or web browsers.

> To end other Web sessions of user:

1. Onthe menu bar, click the displayed username (e.g., Admin); the following drop-down
window appears, displaying the number of other active sessions of the user in the 'Number
Of Other Sessions' field (e.g., 1 other session):
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Actions &

Admin
Security Administrator
Session Time: 2 Hours 13 Min 19 5ec

Mumber OF Other Sessions: 1

;

2. Click the delete icon corresponding to the 'Number Of Other Sessions' field; the other
session(s) are immediately terminated and logged out of the Web interface.

Configuring Web Session Timeouts

You can configure various user timeouts for the device's Web interface:

B Session timeout: The user is automatically logged out of the Web interface if the user is
inactive for a user-defined duration.

B Logged-in timeout: The user is blocked from logging in if the user has not logged into the
Web interface within a user-defined duration.

Only Security Administrator users can perform the configuration described in this
section. For more information, see Configuring Management User Accounts.

> To configure Web user sessions and access security:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Under the Session group, configure the following parameters:

SESSION

Password Change Interval (minutes) 1440
User Inactivity Timeout (days) S0
Session Timeout (minutes) « | 60

e 'User Inactivity Timeout'": If the user has not logged into the Web interface within this
duration, the status of the user becomes inactive and the user can no longer access the
Web interface. The user can only log in to the Web interface if its status is changed (to
New or Valid) by a Security Administrator user (see Configuring Management User
Accounts).
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e 'Session Timeout': Defines the duration (in minutes) of inactivity (i.e., no actions are
performed in the Web interface) of a logged-in user, after which the Web session
expires and the user is automatically logged off the Web interface and needs to log in
again to continue the session. You can also configure the functionality per user in the
Local Users table (see Configuring Management User Accounts), which overrides this
global setting.

3. Click Apply.

For a detailed description of the above parameters, see Web Parameters.

Configuring Deny Access for Failed Login Attempts

You can configure the device to block users or management stations (IP addresses) from
accessing the web interface if the user enters incorrect login credentials for a user-defined
number of successive login attempts.

Only Security Administrator users can perform the configuration described in this
section. For more information, see Configuring Management User Accounts.

> To configure deny access upon failed login attempts:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings).

2. Under the Security group, configure the following parameters:

SECURITY
Deny Authentication Timer 60
Blocking Duration Factor 1
Valid time of Deny Access counting 60
Deny Access On Fail Count (0 = No Deny) 3 W

e 'Deny Authentication Timer' [DenyAuthenticationTimer]: Define the duration (in
seconds) for which login to the Web interface is denied from a specific IP address
(management station) for all users, when the number of failed login attempts has
exceeded the maximum. To configure the blocked duration per user, use the 'Block
Duration' parameter in the Local Users table (see Configuring Management User
Accounts).

e 'Blocking Duration Factor' [BlockDurationFactor]: Define the number to multiple the
previous blocking time for blocking the IP address or the user upon the next failed login
scenario.
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e 'Value time of Deny Access counting' [DenyAccessCountingValidTime]: Defines the
maximum time interval (in seconds) between failed login attempts to be included in
the count of failed login attempts for denying access to the user.

e 'Deny Access On Fail Count' [DenyAccessOnFailCount]: Define the maximum number of
failed login attempts, after which the requesting IP address (management station) for
all users is blocked.

& For a detailed description of the parameters mentioned above, see Web Parameters
on page 1427.

3. Click Apply.

Changing Your Login Password

Regardless of your user level (e.g., Monitor or Administrator), you can change your login
password through the Change Password dialog box, accessed from the Web interface's top bar.

‘& e Security Administrator users can also change passwords for themselves and for
other user levels in the Local Users table (see Configuring Management User
Accounts).

For valid passwords, see the 'Password' parameter in the Local Users table.

You can only change the password if the duration, configured by the 'Password
Change Interval' parameter (Web Settings page - Setup menu > Administration
tab >Web & CLI folder > Web Settings), has elapsed since the last password
change.

> To change the login password:

1. Onthe top bar of the Web interface, click the username that is displayed for the currently
logged-in user (e.g., "Admin"); the following appears:

Admin

Security Administrator
ession Time: 2 Hours 13 Min 19 Sec

Mumber OF Other Sessions: 1 m

=

2. Click Change Password; the following appears:
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Current Password

Mew Password

Confirm Password

Cancel

3. Inthe 'Current Password' field, enter your current login password.
4. Inthe 'New Password' field, enter your new password.
5. Inthe 'Confirm Password' field, enter your new password again.

6. Click Change; you are logged off the Web session and prompted to log in again with your
new password.

Configuring Secured (HTTPS) Web

By default, the device allows remote management (client) through HTTP and HTTPS. However,
you can enforce secure Web access communication by configuring the device to accept only
HTTPS requests.

By default, servers using TLS provide one-way authentication. The client is certain that the
identity of the server is authentic. However, when an organizational Public Key Infrastructure
(PKI) is used, two-way authentication (TLS mutual authentication) may be desired; both client
and server should be authenticated using X.509 certificates. This is achieved by installing a
client certificate on the management PC and loading the Certification Authority's (CA) root
certificate to the device's Trusted Certificates table (certificate root store). The Trusted Root
Certificate file may contain more than one CA certificate combined, using a text editor.

& e  For secure management through the device's default management network
interface (i.e., OAMP Application Type in the IP Interfaces table), the device uses
the default TLS Context (Index #0 and named "default"). However, for secure
Web and REST access using additional management interfaces configured in
the Web Interfaces table (see Configuring Web Interfaces on page 46), you can
use any TLS Context.

e The 'Secured Web Connection (HTTPS)' parameter (mentioned below) is also
applicable to REST-based management.

> To configure secure (HTTPS) Web access:

1. Open the Web Settings page (Setup menu > Administration tab > Web & CLI folder > Web
Settings), and then do the following.
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® From the 'Secured Web Connection (HTTPS)' drop-down list, select HTTPS Only.

e To enable two-way authentication whereby both management client and server are

authenticated using X.509 certificates, from the 'Require Client Certificates for HTTPS
connection' drop-down list, select Enable.

Secured Web Connection (HTTPS) HTTPS Only |4
Require Client Certificates for HTTPS connection | Enable IEI
2. If you want to configure secured management through a user-defined Web Interface (see

Configuring Web Interfaces on page 46) instead of the default management network
interface (OAMP in the IP Interfaces table), then make sure that you assign it a TLS Context
and enable it for HTTPS Only.

(TLS Mutual Authentication Only) In the TLS Contexts table (see Configuring TLS Certificate
Contexts), select the required TLS Context (see following note), and then click the Trusted
Root Certificates link located below the table; the Trusted Certificates table appears.

A If you are securing management through the default management network interface

5.

(i.e., OAMP in the IP Interfaces table), then you need to select the default TLS
Context (Index #0, which is named "default"). If you are securing management using
a configured Web Interface (see Configuring Web Interfaces on page 46), then select
the TLS Context that you assigned the Web Interface.

(TLS Mutual Authentication Only) Click the Import button, and then select the certificate
file that was issued by the CA and which you want to import into the device's Trusted Root
Certificates store.

Restart the device with a save-to-flash for your settings to take effect.

When a user connects to the secured Web interface of the device:

If the user has a client certificate from a CA that is listed in the device's Trusted Root
Certificate file, the connection is accepted and the user is prompted for the login password.

If both the CA certificate and the client certificate appear in the Trusted Root Certificate
file, the user is not prompted for a password. Therefore, this provides a single-sign-on
experience; authentication is performed using the X.509 digital signature.

If the user doesn't have a client certificate from a listed CA or doesn't have a client
certificate, connection is rejected.
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& e The process of installing a client certificate on your PC is beyond the scope of this
document. For more information, refer to your operating system documentation
and consult with your security administrator.

e The root certificate can also be loaded through the device's Auto-Update
mechanism, by using the [HTTPSRootFileName] parameter.

e You can enable the device to check whether a peer's certificate has been
revoked by an OCSP server per TLS Context (see Configuring TLS Certificate
Contexts).

Enabling CSRF Protection

The device's embedded Web server provides support for cross-site request forgery (CSRF)
protection. CSRF prevents malicious exploits of a website, whereby unauthorized commands
are transmitted from a user that the website trusts (i.e., authenticated user). Whenever a user
opens (i.e., GET method) one of the device's Web pages, the device automatically generates a
CSRF "token" (unique number). When the user performs actions (i.e., POST method) on that
page (e.g., configures parameters), the token is included to verify that the authenticated user is
the one performing the actions.

To enable CSRF protection, use the ini file parameter [CSRFProtection] or CLI command
configure system > web > csrf-protection.

Configuring Management Access List

The Management Access List table lets you control (allow) access to the device's management
interfaces (Web, REST API, SSH, and Telnet). You can define up to 50 rules, where each rule
defines a management station (client) by IP address (IPv4 or IPv6), and the management
interface that the client can access. You can select a specific management interface or you can
select the All option to allow access to all management interfaces.

By default (i.e., Management Access List table is empty), any client (IP address) can access all
the device's management interfaces. Once you configure access rules for a specific
management interface, the device blocks all undefined clients to that specific management
interface (rejects with an HTTP 403 Forbidden response).
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& e [f you want to configure management access list rules, the first rule must allow
access to the current management interface from the IP address of the computer
from which you are currently logged into the device. If you don't configure this
rule first, after you configure an access rule for any other IP address, the device
immediately blocks your access.

e If you configure network firewall rules in the Firewall table (see Configuring
Firewall Rules), you must configure a firewall rule that allows traffic from IP
addresses that you configured in the Management Access List table.

e If you have configured management access list rules and you no longer want to
restrict access to the management interfaces, you need to delete all the rules in
the table. However, make sure that you delete the rule last that allows access
from the computer (IP address) from which you are currently logged into the
device; otherwise, access from your computer will be immediately denied.

The following procedure describes how to configure the Management Access List table through
the Web interface. You can also configure it through ini file [WebAccessList] or CLI

(configure system > management-access-1ist).

> To restrict access to a management interface:

1. Open the Management Access List table (Setup menu > Administration tab > Web & CLI
folder > Management Access List).

2. Click New; the following dialog box is displayed:

GENERAL

ndex
IP Address 0.0.0.0

Type Al
3. Configure a management access list rule according to the parameters described in the table
below.
4. Click Apply, and then save your settings to flash memory.

Table 6-11: Management Access List Table Parameter Descriptions

Parameter Description
‘Index’ Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique index.
'IP Address' Defines the management station (client) as an IP address (IPv4 or IPv6)
ip- that is allowed to access the specified management interface (see the
address '"Type' parameter below) .
[IpAddress] Note:
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Parameter Description

B If you configure an IPv6 address, use the shortened address format
and without square brackets (e.g., 2010:31::2:56).

B You can configure multiple rules with the same IP address as long as
you configure each with a different management interface type.

Type' Defines the type of device's management interface that the client is
type allowed to access.
[Type] B [0] All (default)

B [1] Web

M [2] REST

B [3]SSH

B [4] Telnet

Viewing Active Web Interface and CLI Users

You can view all users that are currently logged in to the device's Web interface (or REST API)
and CLI.

> To view active users:

B Open the Active Users page (Setup menu > Administration tab > Web & CLI folder > Active

Users).
Web Users
# USERNAME IP ADDRESS LEVEL MODE STATUS SESSION TIME
0 Admin 10.13.23 Security Administrator WEB Active 220
1 Admin 10.13.23 Security Administrator WEB Active 360
CLI Users
# USERNAME IP ADDRESS
0 Admin 101323

The Active Users table is described below:

Parameter Description
Web Users
‘Username’ Displays the user's login username.
'IP Address' Displays the IP address of the management station from where

the user accessed the device's Web interface.
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Parameter

'Level'

'Mode'

'Status'

'Session Time

CLI Users

'Username’

'IP Address'

Description

Displays the user's privilege level (e.g., Security Administrator
or Monitor).

Displays the method of how the user accessed the device:

B "Web" = Accessed directly through the Web Login page or
REST API.

"OSN" = Accessed from the OSN server.
"CCE" = Accessed from Cloud Connector Edition (CCE).

"OVOC" = Accessed from OVOC (Single-Sign On).

"OAUTH" = Accessed through OAuth-based login
authentication (Azure AD).

Displays the status of the user (always "Active").

Displays the time remaining until the user's session expires due
to inactivity in the Web interface and is logged out of the Web
interface. To obtain the time in minutes, divide the displayed
time by three.

The timer starts counting down whenever the user is inactive.
As soon as the user becomes active, the timer resets to the full
session inactivity time, configured by the "Web Session
Timeout' parameter in the Local Users table (see Configuring
Management User Accounts on page 48).

Displays the user's login username.

Displays the IP address of the management station from where
the user accessed the device's CLI.
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7 CLI-Based Management

This chapter provides an overview of the CLI-based management and provides configuration
relating to CLI management.

& e By default, CLlI is disabled for security purposes.

e The CLI provides two access modes - Basic mode (basic commands) and
Privileged mode (all commands). Access to these modes depends on
management user level:

v Monitor user level: Basic mode only
v Administrator user level: Basic mode only
v Security Administrator user level: Basic and Privileged modes

e Fora description of the CLI commands, refer to the document SBC-Gateway CL/

Reference Guide by clicking here.

Enabling CLI

This section describes how to enable Telnet and SSH if necessary.

Configuring Telnet for CLI

The device provides an embedded Telnet server, which allows you to access its CLI from a
remote Telnet client using the Telnet application protocol. By default, the Telnet server is
disabled.

If you enable secured Telnet connectivity, the device uses the TLS security protocol, whereby
information is transmitted encrypted (instead of in clear text). For TLS, the device uses the TLS
settings of the TLS Context at Index #0 ("default"). A special Telnet client is required on your PC
to connect to the Telnet interface over the TLS connection, for example, C-Kermit for UNIX and
Kermit-95 for Windows. For more information on TLS, see Configuring TLS Certificates on
page 204.

For security, some organizations require the display of a proprietary notice upon starting a
Telnet session. To configure such a message, see Creating a Login Welcome Message.

To assign IP interfaces for Telnet sessions, see Configuring Telnet Interface on page 85.

> To configure Telnet:

1. Open the CLI Settings page (Setup menu > Administration tab > Web & CLI folder > CLI
Settings).
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GEMERAL

Default Terminal Window Height -1

ldle Timeout (minutes) s | GO

TELMNET

Enable Telnet Server Enable Unsecured w
Maximum Telnet Sessions 5

2. Inthe 'Default Terminal Window Height' field, enter the maximum number of output lines
to display in the CLI terminal window.

3. Inthe'ldle Timeout' field, enter the duration of inactivity in the Telnet session after which
the session is automatically terminated.

4. From the 'Enable Telnet Server' drop-down list, select Enable Unsecured or Enable Secured
(i.e., TLS) to enable Telnet.

5. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

For a detailed description of the Telnet parameters, see Telnet and CLI Parameters.

Configuring CLI over SSH using Public Key Authentication

When using a Secure Shell (SSH) connection for secure access to the device's CLI, the device
uses the username-password method for authenticating users, by default. To increase security,
you can use RSA or ECDSA public keys for user authentication instead of passwords. In this
setup, when establishing an SSH connection, the device checks that the SSH private key of the
client (user) matches the public key configured for the user on the device.

This section describes how to enable SSH for public key authentication (see Enabling SSH for
Public Key Authentication on the next page) and how to configure SSH public key authen-
tication on the following operating systems:

B Windows using PUTTY (see Configuring SSH Public Key Authentication on Windows on
page 81)

B Linux using OpenSSH (see Configuring SSH Public Key Authentication on Linux on page 84)
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The device's embedded SSH server supports SHA-256 (rsa-sha2-256) and SHA-512
(rsa-sha2-512) signature algorithms for public-key client authentication that utilizes
RSA keys:

e  Server host key algorithms (refer to RFC 4253 Section 7.1)

e  Algorithm for client authentication (refer to RFC 8303 Section 3.1, and RFC 8332
Section 3.2)

Enabling SSH for Public Key Authentication

This section describes how to enable SSH public key authentication for accessing the device's
CLI.

> To enable SSH for public key authentication:

1. Open the SSH Settings page (Setup menu > Administration tab > Web & CLI folder > SSH
Settings).

2. Configure the following:
a. From the 'Enable SSH Server' drop-down list, select Enable to enable SSH.

b. From the 'Public Key' drop-down list, select Enable to enforce SSH access with a
username and SSH public key (not username and password).

SECURE SHELL (SSH)
Enable SSH Server Enable v
Redundant Device Server Port 0
Max Payload Size 32768
Max Binary Packet Size 1400
Enable Last Login Message Enable v
Max Login Attempts 3
Maximum 55H Sessions 5
Public Key Disable hd
Kex Algorithms String +  diffie-hellman-groupl-shal:diffie-hellmi
Ciphers String e aesl28-ctr-aes] 28-che
MACs String s | hmac-shal:hmac-sha2-256

c. Click Apply, and then save your settings to flash memory.

For a description of the other SSH parameters shown in the figure above, see SSH Parameters.
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To configure IP network interfaces for the SSH application, see Configuring SSH

Interfaces on page 86.

Configuring SSH Public Key Authentication on Windows

This section describes how to configure SSH public key authentication on Windows, using

PuUTTY.

& The public key cannot be configured with wide characters.

> To configure SSH public key authentication on Windows using PuTTY:

1. Generate private-public keys using PuTTY:

a.

b.

Download the PuTTY application (free and open-source terminal emulator).
Start the PuTTYgen (PuTTY Key Generator) tool.

Under the Parameters group, do the following:

i. Select the RSA or ECDSA option.

ii. Inthe 'Number of bits in a generated key' field, enter the bit size.
Under the Actions group, do the following:

i. Click Generate and then follow the on-screen instructions to generate the public-
private key pair.

ii. Click Save private key to save the generated private key to a file (*.ppk) on your
PC.

Under the Key group, copy the generated public key string to your clipboard, from
after the first space to before the last space, for example:
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Q PuTTY Key Generator
Eile Key Conversions

Key
Public key for pasting into OpenS5H authorized_keys file:

Help

ecdsa-shaZ-nistp 256

G Up O bee 3g TKkw M2EW LmvCazbhicP0BoHTFBE

AAAAEIGZHND LMoY T tbmlzd HAy N T Y AAAAIbmIzd H Ay NTY AAABBBENEQISC
r92g 570 RkzxiMilo=

Hw EfhSEFPBealinFKcSivuD6ZR
ecdsakey-20220711

Keyy fingerprint:

|ecdsa-5ha2—nistp256 256 SHAZ56:nkOgshfCmU6sn0JjSFBzPb Ur1 F4Pgxc87sXc YrleQ

Key comment: |ecdsa4ce:.r-2ﬂ22ﬂ?11

Key passphrase: |

Canfirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
(ORSA (ODsA

Curve to use for generating this key:

(®) ECDSA

Save public key

() EdDSA

nistp 256 w

Generate I

Load

Save private key

() 55H-1 (RSA)

2. Configure the required user with the generated public key:

a. Open the Local Users table (see Configuring Management User Accounts).

b. Select the required user, and then click Edit.

c. Inthe 'SSH Public Key' field, paste the public key that you copied previously, as shown

in the following example:

GENERAL

Index
Username
Password

User Level

SSH Public Key

Status

| security Administrator M

SECURITY

Password Age [days] .0

o Admin Web Session Limit 5

CLI Session Limit El
Web Session Timeout [min] . 120

AAAAEDYZHNTLOOVTITOMIZOHANTARAAIBMIZCHAYNTIARABEENIOIEC
XWEMOEfPBeaQNFKCSTvUDGZRGUpOIXC3E7 KkwM2EWLmVCazbhicPOBOHT
FBEY92g57QPIRkzxiNiLo=

Block Duration [sec] 60

 Vaid v

d. Click Apply, and then save your settings to flash memory. If you are editing the user
that you are currently logged in as, then you are logged out of the Web interface after
clicking Apply and need to log in again.

3. Establish an SSH connection with the device:

a. Startthe PuTTY application.

b. Inthe navigation tree, drill down to Connection > SSH > Auth.
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c. Under the Authentication parameters group, click Browse to select the private key file
(*.ppk) that you generated and then saved in Step 1:

% PuTTY Configuration 7 X
Categony:
- Session | Options controling 55H authentication |
- Teminal
_, Viinckow Display pre-authentication banner (S5H-2 anly)
EI Connection [ ] Bypass authentication entirely (SSH-2 only)
- Data [ ] Disconnect f authentication succeeds trivially
EI grsu:_.' Authentication methods
o K Attempt authentication using Pageant
- Host keys [] Attempt TI5 or CryptoCard auth (SSH-1)
- Cipher Attempt "keyboard-interactive” auth (S5H-2)
- -
TTY Authentication parameters
X1 [ ] Allow agent forwarding
- Tunnels [ ] Allow attempted changes of usemame in S5H-2
- Bugs Private ey file for authentication:
+ More bugs C:\Users\miked \Downloads‘ecdsa ppk | | Browse...
- Seral
- Telnet
- Rlogin
- SUPDUP
About Help Cpen Cancel

d. Inthe navigation tree, click Session, and then establish an SSH connection with the
device.

& When defining the session in PUTTY, make sure that you don't select a saved session
that is not associated with the *.ppk key; otherwise, SSH with public key
authentication will fail.

e. Login with your username only (e.g., "Admin"); public-private key negotiation occurs
for user authentication and if successful, you are logged into the CLI, as shown in the
following example:
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E& 10.15.7.96 - PuTTY

Configuring SSH Public Key Authentication on Linux

This section describes how to configure SSH public key authentication on Linux, using OpenSSH.

& The public key cannot be configured with wide characters.

> To configure SSH public key authentication on Linux using OpenSSH 9.0:

1. Create a new key in the admin.key file and save the public portion to the admin.key.pub
file, using the following command:
ssh-keygen -f admin.key -t [ecdsa|rsa]
2.

Open the admin.key.pub file, and then copy the public key string to your clipboard from
after the first space to before the last space, for example:

ecdsa-sha2-nistp256
AAAAE 2V ZHNR L XNoYTItbmlzdHAYNTYAAAATbm] zdHAYNTYARABBBKEyWVKFUBaSY 3L

FHNEB5SkwlGbES fa5qfzncRRWiPd LIy 0zcHpmfQHW Ta /wjxmG /HuRXUeQpduTS5WPdt
WEENANE miked@au-miked-1p
3. Configure the required user with the generated public key:

a. Open the Web interface's Local Users table (see Configuring Management User
Accounts).

b. Select the required user, and then click Edit.

c. Inthe 'SSH Public Key' field, paste the public key that you copied previously, as shown
in the following example:

SECURITY

SSH Public Key
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d. Click Apply, and then save your settings to flash memory. If you are editing the user
that you are currently logged in as, then you are logged out of the Web interface after
clicking Apply and need to log in again.

4. Establish an SSH connection with the device, using the following command:
ssh -i admin.key <username>@<IP address>
For example:

ssh -i admin.key Admin@10.4.30.215

Key negotiation occurs for user authentication and if successful, you are logged into the
CLI.

Configuring Telnet Interface

The Telnet Interfaces table lets you configure up to 16 Telnet interfaces, which are used to

access the device's CLI over Telnet.

The device provides a default Telnet Interface (Index 0), which is assigned the IP
Interface for IPv4 OAMP ("O+M+C", Index 0).

The following procedure describes how to configure Telnet interfaces through the Web
interface. You can also configure it through ini file [Telnetinterfaces] or CLI (configure
system > cli-settings > telnet-if).

> To configure Telnet interfaces:

1. Open the Telnet Interfaces table (Setup menu > Administration tab > Web & CLI folder >
Telnet Interfaces).

2. Click New; the following dialog box is displayed:

GEMERAL
ndex
Name
Interface Name #1 [HA] w | View
Port 2

3. Configure the row according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.
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Table 7-1: Telnet Interfaces Table Parameter Descriptions

Parameter Description
‘Index’ Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique
index.
‘Name' Defines a descriptive name, which is used when
name associating the row in other tables.
[Name] The valid value is a string of up to 19 characters.

Note: Configure each row with a unique name.

‘Interface Name' Assigns an IP Interface (IPv4 or IPv6) from the IP
interface-name Interfaces table (see Configuring IP Network Interfaces
on page 145) for communication with the embedded
Telnet server. The IP Interface can be any Application
Type (e.g., Media, Control, or OAMP).

By default, the OAMP interface (Index 0 "O+M+C") is
assigned.

[InterfaceName]

Note: The parameter is mandatory.

'Port’ Defines the local port to use for Telnet application.
port The valid range is 1 to 65535. The default is 23.
[Port] Note: The parameter is mandatory.

Configuring SSH Interfaces
The SSH Interfaces table lets you configure up to 16 SSH interfaces, which are used to access

the device's CLI over SSH.

The device provides a default SSH Interface (Index 0), which is assigned the IP
Interface for IPv4 OAMP ("O+M+C", Index 0).

The following procedure describes how to configure SSH interfaces through the Web interface.
You can also configure it through ini file [Sshinterfaces] or CLI (configure system >
cli-settings > ssh-if).

> To configure SSH interfaces:

1. Open the SSH Interfaces table (Setup menu > Administration tab > Web & CLI folder > SSH
Interfaces).

2. Click New; the following dialog box is displayed:
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GEMERAL

ndex
Mame
Interface Name #1 [HA] v | View
Port 22
3. Configure the row according to the parameters described in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 7-2: SSH Interfaces Table Parameter Descriptions

Parameter Description
'Index' Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique
index.
'Name' Defines a descriptive name, which is used when
name associating the row in other tables.
[Name] The valid value is a string of up to 19 characters.

Note: Configure each row with a unique name.

'Interface Name' Assigns an IP Interface (IPv4 or IPv6) from the IP
interface-name Interfaces table (see Configuring IP Network Interfaces
on page 145) for communication with the SSH
application. The IP Interface can be any Application
Type (e.g., Media, Control, or OAMP).

By default, the OAMP interface (Index 0 "O+M+C") is
assigned.

[InterfaceName]

Note: The parameter is mandatory.

'Port’ Defines the local port to use for the SSH application.
port The valid range is 1 to 65535. The default is 22.
[Port] Note: The parameter is mandatory.

Establishing a CLI Session

You can access the device's CLI using any of the following methods:

B RS-232: The device's CLI can be accessed through its RS-232 serial port, by connecting a
VT100 terminal to it or using a terminal emulation program (e.g., HyperTerminal) with a PC.
For connecting to the CLI through RS-232, see CLI.

-87 -



CHAPTER 7 CLI-Based Management Mediant 90xx SBC | User's Manual

B Secure SHell (SSH): The device's CLI can be accessed through its Ethernet interface by the
SSH protocol using SSH client software. A popular and freeware SSH client software is
PuTTY, which can be downloaded from https://www.putty.org.

M Telnet: The device's CLI can be accessed through its Ethernet interface by the Telnet
protocol using Telnet client software.

The following procedure describes how to access the CLI through Telnet/SSH.

& e The CLllogin credentials are the same as all the device's other management
interfaces (such as Web interface). The default username and password is
"Admin" and "Admin" (case-sensitive), respectively. To configure login
credentials and management user accounts, see Configuring Management User
Accounts.
e After three consecutive failed login attempts because of incorrect credentials, the
device ends the CLI session and you will need to re-establish it.

> To establish a CLI session through Telnet or SSH:

1. Connect the device to the network.
2. Establish a Telnet or SSH session using the device's OAMP IP address.

3. Login to the session using the username and password assigned to the Admin user of the
Web interface:

a. Atthe Username prompt, type the username, and then press Enter:
Username: Admin

b. At the Password prompt, type the password, and then press Enter:
Password: Admin

c. Atthe prompt, type the following, and then press Enter:
> enable

d. Atthe prompt, type the password again, and then press Enter:

Password: Admin

Configuring Maximum Telnet and SSH Sessions

You can configure the maximum number of concurrent Telnet and SSH sessions permitted on
the device.
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& e Before changing the setting, make sure that not more than the number of
sessions that you want to configure are currently active; otherwise, the new
setting will not take effect.

e The device supports up to five concurrent Telnet and SSH sessions.

> To configure the maximum number of concurrent Telnet and SSH sessions:

e For Telnet:

i. Open the CLI Settings page (Setup menu > Administration tab > Web & CLI folder
> CLI Settings).

ii. Inthe 'Maximum Telnet Sessions' field, enter the maximum number of concurrent
sessions.

iii. Click Apply.
e For SSH:

i.  Open the SSH Settings page (Setup menu > Administration tab > Web & CLI folder
> SSH Settings).

ii. Inthe 'Maximum SSH Sessions' field, enter the maximum number of concurrent
sessions.

iii. Click Apply.

Running Multiple Non-Interactive SSH Commands from
Command Line

You can configure the device with multiple, non-interactive SSH (CLlI) commands from a
command-line connection, instead of using a terminal emulator program (e.g., PuTTY). Unlike
terminal emulator programs, the command line has no user prompts and is similar to Unix SSH.
This feature may be useful, for example, if you want to run a batch of SSH commands via
automated connections.

As an SSH client, you can run the command-line connection tool (e.g., PuTTY Link or Plink) from
a computer's command prompt. For computers running Windows, this can be done using the
Command Prompt command-line app. When you enter a command, it's executed on the device
instead of through a login shell.

You can enter multiple commands on the single command line, including standalone
commands and command sequences. Separate each command with a semicolon (;).

The command-line syntax depends on the command-line connection tool that you are using to
connect to the device. The following are examples using the Plink command-line connection
tool:

B To display network interfaces and CPU status (i.e., show commands):
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C:\projects\tftp>plink.exe -no-antispoof -ssh 10.4.30.11 - Admin -pwd Admin
"sh run ne int; sh sys util"

B To configure the syslog server's IP address:

C:\projects\tftp>plink.exe -no-antispoof -ssh 10.4.30.11 - Admin -pwd Admin
"conf tr; sys; syslog-ip 10.4.2.11; act"

B To configure commands that are located in two different CLI paths:

C:\projects\tftp>plink.exe -no-antispoof -ssh 10.4.30.11 - Admin -pwd Admin
"conf voip; sip-definition settings; 100-to-18x-timeout 100; exit; exit; show
system utilization"

A

This feature is applicable only to non-interactive commands.

This feature is not supported for async commands (e.g., ping).

You can enter up to 8,000 characters on the command line (input).

When using the command line, no other SSH connections (sessions) can be
established with the device.

e The device's Activity Log (see Reporting Management User Activities on

page 1350) also logs the commands executed from the command line (which are
indicated in syslog as "Activity Log: Executing multiple CLI commands").

Viewing Current CLI Sessions

You can view users that are currently logged in to the device's CLI. This applies to users logged
in to the CLI through RS-232 (console), Telnet, or SSH. For each logged-in user, the following is
displayed: the type of interface (console, Telnet, or SSH), username, remote IP address from
where the user logged in, and the duration (days and time) of the session. Each user is
displayed with a unique index (session ID).

> To view currently logged-in CLI users:

1. Establish a CLI session with the device.

2. Run the following command:

# show users

[0] console Admin local 0d00h03m15s

[1] telnet  John 10.4.21 0d01h03m47s

[2]* ssh Alex 192.168.121.234 12d00h02m34s

The current session from which this show command was run is displayed with an asterisk (*).
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The device can display management sessions of up to 24 hours. After this time, the
duration counter is reset.

Terminating a User's CLI Session

You can terminate users that are currently logged in to the device's CLI. This applies to users
logged in to the CLI through RS-232 (console), Telnet, or SSH.

> To terminate the CLI session of a specific CLI user:

1. Establish a CLI session with the device.

2. Run the following command:

# clear user <session ID>

Where <session ID> is a unique identification of each currently logged in user. You can view
the session ID by running the show users command (see Viewing Current CLI Sessions).

A The session in which the command is run cannot be terminated.

Configuring CLI Command Aliases

The CLI Aliases table lets you configure up to 100 CLI Alias rules. A CLI command alias is a
shortcut or abbreviation of a command. Instead of typing the command, you can type the alias
name.

Aliases may be useful for commands that you frequently use. For example, if you often use the
command copy firmware from, you can configure an alias called "CopyF" for it and then
whenever you want to type the command, you can simply type CopyF instead.

To use an alias, you must access the relevant CLI command path where the
command that it represents is loacted. Using the example above, to use the alias
"CopyF" forthe copy firmware fromcommand, you mustbe atthe root prompt.

The following procedure describes how to configure CLI command aliases through the Web
interface. You can also configure it through ini file [CliAlias] or CLI (configure system
> cli-settings > cli-alias).

> To configure CLI command aliases:

1. Open the CLI Aliases table (Setup menu > Administration tab > Web & CLI folder > CLI
Aliases).

2. Click New; the following dialog box appears:
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GENERAL

Index 0

Alias

Command

3. Configure a CLI Alias rule according to the parameters described in the table below.
4. Click Apply.

Table 7-3: CLI Aliases Table Parameter Descriptions

Parameter Description
'Index' Defines an index number for the new table row.
[Index] Note: Each row must be configured with a

unique index.

'Alias’ Defines the alias name for the CLI command.
alias-name The valid value is a string of up to 255 characters.
[AliasName] Note:

B The alias name must be unique.
B The alias name is case-sensitive.

B The alias name cannot contain spaces.

‘Command' Defines the CLI command (or command
alias-command sequence) for which the alias represents.
[AliasCommand] The valid value is a string of up to 500 characters.

Configuring Displayed Output Lines in CLI Terminal Window

You can configure the maximum number of lines (height) displayed in the terminal window for
the output of CLI commands (Telnet and SSH). The number of displayed lines can be from 0 to
65,535, or determined by re-sizing the terminal window by mouse-dragging the window's
border.

> To specify the number of displayed output lines:

1. Establish a CLI session with the device.

2. Access the System menu:

# configure system
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3. Atthe prompt, type the following command:

(config-system)# cli-terminal

4. Atthe prompt, type the following command:

<cli-terminal># window-height [0-65535]

If window-height is set to 0, the entire command output is displayed. In other words, even
if the output extends beyond the visible terminal window length, the --MORE-- prompt is
not displayed.

> To configure the number of displayed output lines by dragging terminal window:

1. Establish a CLI session with the device.

2. Access the System menu:
# configure system
3. At the prompt, type the following command:

(config-system)# cli-terminal
4. At the prompt, type the following command:
<cli-terminal># window-height automatic

When this mode is configured, each time you change the height of the terminal window using
your mouse (i.e., dragging one of the window's borders or corners), the number of displayed
output command lines is changed accordingly.

Idle CLI Session Timeout for RS-232 Connections

If you have established a CLI session (successfully logged in) with the device through an RS-232
serial interface and you don't perform any actions in the CLI session for five minutes, the device
automatically logs you out the session. In such a scenario, you need to log in to the CLI again if
you want to continue using the CLI. This idle session timeout is not configurable.
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8 SNMP-Based Management

The device provides an embedded SNMP agent that lets you manage it using AudioCodes One
Voice Operations Center (OVOC) or a third-party SNMP manager. The SNMP agent supports
standard and proprietary Management Information Base (MIBs). All supported MIB files are
supplied to customers as part of the release. The SNMP agent can send unsolicited SNMP trap
events to the SNMP manager.

A

The device supports SNMPv1, SNMPv2, and SNMPv3.

e SNMPv2 or SNMPvV3 is required to query 64-bit counters because SNMPv1
doesn't support 64-bit counters (per RFC 2233). Therefore, to ensure that your
SNMP Get requests (e.g., especially for performance monitoring parameters) are
successful, it's recommended to use SNMPv2 or SNMPV3.

e For more information on SNMP trap alarms, refer to the SBC-Gateway Series
SNMP Alarm Reference Guide.

e For more information on OVOC, refer to the OVOC User's Manual (click here).

Enabling or Disabling SNMP

By default, management of the device through SNMP is disabled.

> To enable or disable SNMP:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. From the 'Disable SNMP' drop-down list (DisableSNMP parameter), select one of the
following:

e Yes to disable SNMP.

e No to enable SNMP.

Disable SNMP Mo "
3. Click Apply.

If you want the device to be managed by the One Voice Operations Center (OVOC)
tool, you must enable SNMP.

Configuring SNMP Community Strings

SNMP community strings determine the access privileges (read-only and read-write) of SNMP
clients with the device's SNMP agent. You can configure up to five read-only SNMP community
strings and up to five read-write SNMP community strings. The device's SNMP agent accepts
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SNMP Get (read-only) and Set (read-write) requests only if the correct community string is used
in the request.

You can also configure a unique password-like community string used for sending SNMP traps.
The device sends the traps with the community string.

& e  SNMP community strings are applicable only to SNMPv1 and SNMPv2c.
SNMPv3 uses username-password authentication along with an encryption key
(see Configuring SNMP V3 Users).

e If you configure SNMPvV3 users (see Configuring SNMPv3 Users on page 103),
the device ignores all SNMP requests (Get and Set operations) from SNMPv2
users (sends the authenticationFailure trap).

e The read-only community strings must be different to the read-write community
strings.

e You can enhance security by configuring Trusted Managers (see Configuring
SNMP Trusted Managers). A Trusted Manager is an IP address from which the
SNMP agent accepts Get and Set requests.

For detailed descriptions of the SNMP parameters, see SNMP Parameters on page 1436

> To configure SNMP community strings:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Under the Read-Only Community Strings group, in the 'Read-Only' fields, configure read-
only community strings:

READ-ONLY COMMUNITY STRINGS

Read-Only 1 e
Read-Only 2 e
Read-Only 3 e
Read-Only 4 &
Read-Only 5 &

3. Under the Read-Write Community Strings group, in the 'Read-Write' fields, configure read-
write community strings:
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READ-WRITE COMMUNITY STRINGS

Read-Write 1

ATERERER #j

Fead-Write 2

Fead-Write 3

Read-Write 4

Fead-Write 3

4. Under the Misc. Settings group, in the 'Trap Community String' field, configure a

community string for SNMP traps:

Trap Community 5tring

(AR RRE qj

5. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

A You can hide (default) and show entered

community strings, by toggling the hide '#J

and show & buttons provided by each field.

To delete a community string, delete the configured string, click Apply, and then restart the
device with a save-to-flash for your settings to take effect.

Table 8-1: SNMP Community String Parameter Descriptions

Parameter

‘Read-Only'
configure system > snmp settings

> ro-community-string

[SNMPReadOnlyCommunityStringsPassword_x]
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Description

Defines read-only SNMP community
strings. Up to five read-only
community strings can be configured.
The valid value is a string of up to 30
characters that can include only the
following:

B Upper- and lower-case letters (a to
z,and Ato 2)

B Numbers (0to9)

Hyphen (-)

B Underline ()



CHAPTER 8 SNMP-Based Management

Mediant 90xx SBC | User's Manual

Parameter

'‘Read-Write'
configure system > snmp settings
> rw-community-string

[SNMPReadWriteCommunityStringsPassword_x]
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Description

For example, "Public-comm_string1".
The default is "public".
Note:

B The password can't be configured
with wide characters.

B The password can't contain spaces.

B To enforce the use of strong
passwords (password complexity),
configure the
[EnforcePasswordComplexity]
parameter to [1].

B The read-only community strings
must be different to the read-write
community strings.

B Forini file configuration, x is O for
the 'Read-Only 1' parameter.

Defines read-write SNMP community
strings. Up to five read-write
community strings can be configured.

The valid value is a string of up to 30
characters that can include only the
following:

B Upper- and lower-case letters (a to
z,and Ato 2)

B Numbers (0to9)
B Hyphen (-)
B Underline ()

For example, "Private-comm_string1".
The default is "private".
Note:

B The parameter can't contain wide
characters.

B The password can't contain spaces.

B To enforce the use of strong
passwords (password complexity),
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Parameter Description

configure the
[EnforcePasswordComplexity]
parameter to [1].

B The read-write community strings
must be different to the read-only
community strings.

M Forini file configuration, x is 0 for
the 'Read-Write 1' parameter.

"Trap Community String' Defines the community string for

configure system > snmp trap > SNMP traps.

community-string The valid value is a string of up to 30

[SNMPTrapCommunityStringPassword] characters that can include only the
following:

B Upper- and lower-case letters (a to
z,and Ato 2)

B Numbers (0to9)
B Hyphen (-)
B Underline ()

For example, "Trap-comm_stringl".
The default is "trapuser".

Note: The parameter cannot be
configured with wide characters.

Configuring SNMP Trap Destinations with IP Addresses

The SNMP Trap Destinations table lets you configure up to five SNMP Trap Managers for
receiving traps sent by the device. Trap Managers are defined by IP address and port (IPv4
and/or IPv6).

You can associate a trap destination with SNMPv2 users and specific SNMPv3 users. Associating
a trap destination with SNMPv3 users sends encrypted and authenticated traps to the SNMPv3
destination. By default, traps are sent unencrypted using SNMPv2.

The following procedure describes how to configure SNMP trap destinations through the Web
interface. You can also configure it through ini file [SNMPManager] or CLlI (configure
system > snmp trap-destination).

-08 -



CHAPTER 8 SNMP-Based Management Mediant 90xx SBC | User's Manual

> To configure SNMP trap destinations:

1. Open the SNMP Trap Destinations table (Setup menu > Administration tab > SNMP folder
> SNMP Trap Destinations).

| | NAME | IP ADDRESS | TrRapPORT TRAP USER | TRApEmmELE |
m SNMP Manager 1 0.0.0.0 162 vacearams| v Enable+ |
& SNMP Manager 2 0.0.0.0 162 vackarams|~] Enable[~
& SHMP Manager 2 0.0.0.0 162 vacparams| <] Enable[~ |
B SNMP Manager 4 0.000 162 vackarams| 7] Enable[~]
B SNMP Manager 5 0.000 162 vackarams| 7] Enable[~

2. Configure the SNMP Trap Manager according to the table below.

3. Select the row's corresponding check box (otherwise, your settings revert to default after
clicking Apply).

4. Click Apply.

& e [fyou clear the check box of a configured row, the row's fields revert to default

after you click Apply.
e Instead of configuring SNMP Trap Managers with IP addresses in the SNMP

Trap Destinations table, you can configure an IPv4-based SNMP Trap Manager
and an IPv6-based Trap Manager with FQDNs for DNS resolution into IP
addresses. If you use FQDNSs, all your manual configuration in the table is
ignored. The DNS-resolved IPv4 address is automatically added to the 'IP
Address' field for SNMP Manager 5 and the DNS-resolved IPv6 address is added
to the 'IP Address' field for SNMP Manager 4. For more information, see
Configuring an SNMP Trap Destination with FQDN.

Table 8-2: SNMP Trap Destinations Table Parameters Description

Parameter Description
(check box) Enables the SNMP manager to receive traps and
[SNMPManagerlsUsed_x] checks the validity of the configured destination

(IP address and port number).

M [0] (check box cleared) = (Default) Disables
SNMP manager

B [1] (check box selected) = Enables SNMP
manager

Note: If you clear the check box of a configured
row, the row's fields revert to default after you

click Apply.
'IP Address' Defines the IP address of the remote host used
[SNMPManagerTablelP_x] as the SNMP manager. The device sends its

-99 -



CHAPTER 8 SNMP-Based Management Mediant 90xx SBC | User's Manual

Parameter Description

SNMP traps to this IP address.

The valid value is an IPv4 address (in dotted-
decimal notation, e.g., 108.10.1.255) or an IPv6
address (colon-separated hexadecimal, e.g.,
3ffe:1900:4545:3:200:f8ff:fe21:67cf).

Note:

B Depending on IP version (IPv4 or IPv6), the
device uses the corresponding IP Interface (in
the IP Interfaces table), assigned in
Configuring SNMP Interfaces on page 102.

M If you are using a WebSocket tunnel
connection between the device and OVOC,
then configure the parameter to the IP
address mentioned in Configuring WebSocket
Tunnel with OVOC on page 111

‘Trap Port' Defines the port number of the remote SNMP
[SNMPManagerTrapPort_x] manager. The device sends SNMP traps to this
port.
The valid value range is 100 to 4000. The default
is 162.
‘Trap User' Associates a trap user (SNMPv2 or SNMPv3) with
[SNMPManagerTrapUser] the trap destination. This determines the trap

format, authentication level, and encryption
level.

B v2cParams = (Default) SNMPv2 user
community string

B SNMPv3 user configured in Configuring
SNMP V3 Users

‘Trap Enable' Activates the sending of traps to the SNMP
[SNMPManagerTrapSendingEnable_x] Manager.
B [0] Disable

B [1] Enable (default)
Configuring SNMP Trap Destinations with FQDNs

Instead of configuring SNMP trap destinations (Trap Managers) with IP addresses in the SNMP
Trap Destinations table (see Configuring SNMP Trap Destination with IP Addresses), you can
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configure the address of SNMP Trap Managers with FQDNs (hostnames). You can configure two
hostnames (i.e., two Trap Managers) - one for resolving into an IPv4 address and one for
resolving into an IPv6 address. The device sends traps to the Trap Managers using these DNS-
resolved IP addresses.

Depending on IP version, the device automatically adds the DNS-resolved IP addresses to the
following SNMP Managers in the SNMP Trap Destinations table:

Bl IPv4: The DNS-resolved IPv4 address is added to 'SNMP Manager 5' (last entry in the
snmpTargetAddrTable in the snmpTargetMIB), overwriting the existing address (if any).

B IPv6: The DNS-resolved IPv6 address is added to 'SNMP Manager 4', overwriting the
existing address (if any).

A e [f you configure an FQDN for an SNMP Trap Manager, the device ignores all
your manual configuration (if any) in the SNMP Trap Destinations table.
e The IP address version (IPv4 or IPv6) of the FQDN and IP Interface (in the IP
Interfaces table) must be the same. For assigning IP Interfaces for SNMP, see
Configuring SNMP Interfaces on the next page.

e Toresolve the FQDN into an IP address, the device uses the DNS server
configured in the IP Interfaces table of the corresponding IP Interface.

e Ifyou delete the FQDN, the device removes the corresponding DNS-resolved
address from the SNMP Trap Destinations table.

e Ifthe DNS response contains multiple DNS-resolved IP addresses, the device
uses only the first IP address in the list.

> To configure an SNMP trap destination with an FQDN:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Inthe 'Trap Manager Host Name for IPv4' field [SNMPTrapManagerHostName], enter the
FQDN for IPv4 address resolution. This address is used for Trap Manager 5.

3. Inthe 'Trap Manager Host Name for IPv6' field [SNMPIPv6TrapManagerHostName], enter
the FQDN for IPv6 address resolution. This address is used for Trap Manager 4.

Trap Manager Host Name for [Pvd Www example com

Trap Manager Host Name for [Pve 4 www exampleiove.com

4. Click Apply.

Configuring SNMP Interfaces

You can assign IP Interfaces (configured in the IP Interfaces table - see Configuring IP Network
Interfaces on page 145) to the device's SNMP application. You can assign an IPv4 IP Interface
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for SNMP over IPv4, and/or an IPv6 IP Interface for SNMP over IPv6. By default, the device uses
the IPv4 OAMP IP Interface for SNMP.

> To configure IP Interfaces for SNMP:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Inthe'IPv4 Interface Name' field, select an IP Interface from the IP interfaces table for

SNMP over IPv4.

3. Inthe 'IPv6 Interface Name' field, select an IP Interface from the IP interfaces table for

SNMP over IPv6.

IPvd Interface Mame

IPv6E Interface Name

4. Click Apply.

O+M+C

|Pvb-Interface

Configuring SNMP Trusted Managers

The SNMP Trusted Managers table lets you configure up to five SNMP Trusted Managers. By
default, the SNMP agent accepts SNMP Get and Set requests from any IP address as long as the
correct community string is used in the request (see Configuring SNMP Community Strings). You
can enhance security by configuring Trusted Managers, which is an IP address from which the
device's SNMP agent accepts and processes SNMP requests. If no SNMP Trusted Manager is

configured, any SNMP manager can access the device (as long as the community string is

correct).

The following procedure describes how to configure SNMP Trusted Managers through the Web
interface. You can also configure it through ini file [SNMPTrustedMgr_x] or CLI (configure

system > snmp settings > trusted-managers).

> To configure SNMP Trusted Managers:

1. Open the SNMP Trusted Managers table (Setup menu > Administration tab > SNMP folder
> SNMP Trusted Managers).

| DELeTe

TRUSTED MAMAGERS IP ADDRESS

O

A oo

SMNMP Trusted Manager 1
SMNMP Trusted Manager 2
SNMP Trusted Manager 3
SNMP Trusted Manager 4

SNMP Trusted Manager 5
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2. Configure an IP address (in dotted-decimal notation) for one or more SNMP Trusted
Managers.

3. Select the check boxes corresponding to the configured SNMP Trusted Managers that you
want to enable.

4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Enabling SNMP Traps for Web Activity

You can enable the device to send SNMP traps to notify of management users' activities in the
Web interface. A trap is sent each time an activity is done by a user. To configure the types of
Web activities that you want reported, see Configuring Reporting of Management User
Activities.

> To enable traps to SNMP manager for Web activity:

1. Open the SNMP Community Settings page (Setup menu > Administration tab > SNMP
folder > SNMP Community Settings).

2. Under the Misc. Settings group, from the 'Activity Trap' drop-down list
(EnableActivityTrap), select Enable.

Activity Trap Enable E

3. Click Apply.

Configuring SNMPv3 Users

The SNMPv3 Users table lets you configure up to 10 SNMPv3 users for authentication and
privacy.

The following procedure describes how to configure SNMPv3 users through the Web interface.
You can also configure it through ini file [SNMPUsers] or CLI (configure system > snmp

v3-users).

& e Ifyou delete an SNMPv3 user that is associated with a trap destination (see
Configuring SNMP Trap Destinations with IP Addresses), the trap destination
becomes disabled and the trap user reverts to default (i.e., SNMPv2).

e [f you configure an SNMPv3 user(s), the device ignores all SNMP requests (Get
and Set operations) from SNMPV2 users (sends the authenticationFailure trap).

e |[f you want to use the same SNMPv3 Users table configuration for another
device, before uploading this device's configuration file (.ini) to the other device,
you must edit the file so that the passwords (‘Authentication Key' and 'Privacy
Key' parameters) are in plain text.
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> To configure an SNMPv3 user:

1.

Open the SNMPv3 Users table (Setup menu > Administration tab > SNMP folder > SNMPv3

MNone |E|
Maone |Z|

Read-Write E|

SNMPv3 Users Table Parameters Description

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Name of the SNMPv3 user. The name must be unique.

Users).
Click New; the following dialog box appears:
GEMERAL
Index 1]
User Name
Authentication Protocol
Privacy Protocol
Authentication Key
Privacy Key
Group
Configure the SNMPv3 parameters according to the table below.
Click Apply.
Table 8-3:
Parameter
‘Index’
[Index]
‘User Name'
username
[Username]

'Authentication
Protocol'
auth-

protocol

[AuthProtocol]

Authentication protocol of the SNMPv3 user.

[1] MD5
[2] SHA-1
[3] SHA-2-224

[4] SHA-2-256

[5] SHA-2-384

[0] None (default)
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Parameter

'Privacy Protocol'

priv-

Description
B [6] SHA-2-512

Privacy (encryption) protocol of the SNMPv3 user.

M [O] None (default)
protocol
[PrivProtocol] W [1]DES

M [2]3DES

Bl [3] AES-128

Bl [4] AES-192

M [5] AES-256

'Authentication

Authentication key (password). Keys can be entered in the form of a

Key' text password or long hex string. Keys are always persisted as long
auth-key hex strings and keys are localized.
[AuthKey] The value must be at least six characters (preferably 8 characters).
Note:
B The parameter cannot be configured with wide characters.
B To enforce the use of strong passwords (password complexity),
configure the [EnforcePasswordComplexity] parameter to [1].
'Privacy Key' Privacy key (password). Keys can be entered in the form of a text
priv-key password or long hex string. Keys are always persisted as long hex
[PrivKey] strings and keys are localized.
Note: To enforce the use of strong passwords (password complexity),
configure the [EnforcePasswordComplexity] parameter to [1].
'‘Group' The group with which the SNMPv3 user is associated.
group B [0] Read-Only
[Group]

B [1] Read-Write (default)
B (2] Trap

Note: All groups can be used to send traps.

Customizing SNMP Alarm Severity

The Alarms Customization table lets you configure up to 150 Alarm Customization rules. The
table allows you to customize the severity levels of the device's SNMP trap alarms.
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The table also allows you to disable (suppress) specific alarms all together, suppress an alarm
with a specific severity level, or suppress a specific alarm sent from a specific entity (e.g., IP
Group 2).

For example, by default, when an alarm cannot be entered in the Active Alarms table due to it
being full, the device sends the acActiveAlarmTableOverflow alarm with major severity level. By
using this table, you can customize this alarm and change the severity level to warning.

& e When you add a rule to the table, it's immediately applied to all relevant active
alarms in the Active Alarms table (see Viewing Active Alarms on page 1139.

e |[fyou added arule and it affected currently active alarms (i.e., changed their
severity level) and you then later delete the rule, the customized severity level of
these active alarms remain.

e If you have customized an alarm that has subsequently been raised by the device
and you then delete the rule when the alarm is still active, the device doesn't send
the alarm again for that instance. For example, assume that you customize the
severity of the acBoardEthernetLinkAlarm alarm to Warning and the Ethernet
cable is subsequently disconnected. If you then delete the rule while this
condition still exists (i.e., cable still disconnected), the device doesn't re-send the
acBoardEthernetLinkAlarm alarm (with the default severity level -- Major or
Minor).

e If you configure multiple Alarm Customization rules for the same alarm, out of all
these same rules the device applies only the rule that you configured first (i.e.,
listed highest in the table -- with lowest index) and ignores the others.

e After an HA switchover, all disabled (Suppressed) alarms are restored (not
suppressed).

The following procedure describes how to customize alarm severity levels through the Web
interface. You can also configure it through ini file [AlarmSeverity] or CLI (configure

system > snmp alarm-customization).

> To customize SNMP alarm severity levels:

1. Open the Alarms Customization table (Setup menu > Administration tab > SNMP folder >
Alarm Customization).

ion [acACDThresholdAlarm]

GENERAL

ndex q

Name acACDThresholdAlarm v
Entity ID

Original Severity Default b
Customized Severity Indeterminate v

2. Configure a rule according to the parameters described in the table below.

3. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.
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Table 8-4: Alarms Customization Parameter Descriptions

Parameter Description
‘Index’ Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique index.
'Name' Defines the SNMP alarm that you want to customize.
name Note: The CLI and ini file use the last digits of the alarm's
[Name] OID as the name. For example, configure the parameter

to "12" for the acActiveAlarmTableOverflow alarm (OID is
1.3.6.1.4.15003.9.10.1.21.2.0.12). For more information
on alarm OIDs, refer to the document SBC-Gateway
Series SNMP Alarm Reference Guide.

‘Entity ID' Defines the specific entity (e.g., port number or IP Group
entity-id index) for which the alarm was sent. The entity ID
[EntitylD] appears in the alarm source after the hash (#) symbol. For

example, "2" in the Board#1/IPGroup#2 alarm indicates
that the alarm was sent for IP Group index 2 in the IP
Groups table.

The valid value can be a single number (e.g., 4), multiple
numbers separated by commas (e.g., 4,5,8), or a number
range (e.g., 4-8). The value can be a combination of single
numbers and ranges (e.g., 4,5,6-20).

Note: If not configured, the rule applies to all alarms of
the type specified using the 'Name' parameter (above),
regardless of entity.

'Original Severity' Defines the original severity level of the alarm, according
alarm-original- to the MIB.
severity B [0] Default = (Default) All supported severity levels of

[OriginalSeverity] the alarm. If you select this option, the alarm and its'
severity depends on the settings of the 'Original
Severity' parameter:

v If configured to Suppressed, the device doesn't
send the alarm at all.

v If configured to any value other than Suppressed,
the device always sends the alarm with the
configured severity (regardless of condition).

B [1] Indeterminate
B [2] Warning

B [3] Minor
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Parameter

'‘Customized Severity'
alarm-customized-

severity

[CustomizedSeverity]

Description

B [4] Major

M [5] Critical

Defines the new (customized) severity of the alarm. This
severity replaces the alarm's original severity that you
specified using the 'Original Severity' parameter. For
example, if you want to change the severity of the
acCertificateExpiryAlarm alarm from minor to major, then
configure the 'Original Severity' parameter to Minor and
the 'Customized Severity' parameter to Major.

M [0] Suppressed = Disables (suppresses) the alarm or a
specified severity, depending on the 'Original Severity'
parameter:

v To suppress an alarm: Configure the 'Original
Severity' parameter to Default, or if the alarm has
only one severity level, configure the 'Original
Severity' parameter to this severity. For example,
as the acBoardConfigurationError alarm is only
sent with critical severity, configure the 'Original
Severity' parameter to Critical.

v To suppress the sending of a specific alarm
severity: If the alarm has multiple severity levels
(based on conditions), configure the 'Original
Severity' parameter to the severity that you don't
want the device to send. For example, if you don't
want the device to send the
acProxyConnectionlLost alarm when its' severity is
minor, configure the 'Original Severity' parameter
to Minor.

[1] Indeterminate (default)
[2] Warning
[3] Minor

[4] Major

[5] Critical

Configuring SNMP for OVOC Connectivity

Connection between the device and OVOC is through SNMP. Once connected, the device can
send SNMP traps to OVOC, and OVOC can perform various operations on the device such as

-108 -



CHAPTER 8 SNMP-Based Management Mediant 90xx SBC | User's Manual

maintenance actions, and fault and performance management.

e Make sure that the SNMP settings on the device and on OVOC are identical.
e OVOC uses the following default settings:
v Trap port: 162 (configured in the SNMP Trap Destinations table, as
described below).
v SNMPv2: public for the read-community string, private for read-write
community string, and trapuser for the trap community string (configured on
the SNMP Community Settings page, as described below).

v SNMPv3: OVOCUser for user name; SHA-1 for authentication protocol;
AES-128 for privacy protocol; 123456789 for the 'Authentication Key' and
'Privacy Key' password (configured in the SNMPv3 Users table, as described
below).

e Ifthe device is located behind NAT and you have added it to OVOC by serial
number or by auto-detection, you also need to configure (through ini file) the
device to send NAT keep-alive traps to the OVOC port to keep the NAT pinhole
open for SNMP messages sent from OVOC to the device:

v [SendKeepAliveTrap] = [1]
v [KeepAliveTrapPort] = [1161]
v [NatBindingDefaultTimeout] = [30]

e When the device operates in High-Availability (HA) mode and it sends alarms to
OVOC, the name of the device as configured by the 'HA Device Name' parameter
is displayed at the beginning of the alarm description in OVOC, for example, "
(SBCSITEO1): Proxy lost. looking for another proxy". However, the name is not
displayed for the alarms retrieved (from the device's Active Alarms table) when
OVOC initially connects to the device.

> To configure SNMP for device-OVOC connectivity:

1. Make sure that SNMP is enabled, which it is by default (see Enabling or Disabling SNMP on
page 94).

2. Configure the local SNMP port (for Get/Set commands) on the device to 161, using the
[SNMPPort] parameter.

3. Configure an SNMPv2 or SNMPv3 user:
e For SNMPv2 user:

i. Open the SNMP Community Settings page (Configuring SNMP Community Strings
on page 94).

ii. Inthe 'Read-Only 1' parameter [SNMPReadCommunity), configure the SNMP read-
only community string.

iii. Inthe 'Read-Write 1' parameter [SNMPWriteCommunity], configure the SNMP
read-write community string.

iv. Inthe 'Trap Community String' parameter [SNMPTrapCommunityStringPassword],
configure the community string for SNMP traps.

e For SNMPv3 users:
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i. Open the SNMPv3 Users table (see Configuring SNMPv3 Users on page 103).
ii. Inthe'User Name' parameter, configure the name of the SNMPv3 user.

iii. From the 'Authentication Protocol' drop-down list, select the authentication
protocol.

iv. From the 'Privacy Protocol' drop-down list, select the privacy protocol.

v. Inthe 'Authentication Key' and 'Privacy Key' parameters, configure the password.

4. Configure the device to send its traps to OVOC (acting as an SNMP Manager), in the SNMP
Trap Destinations table (see Configuring SNMP Trap Destinations with IP Addresses on

page 98):

a. Inthe'IP Address' parameter, configure the OVOC IP address.

b. Inthe 'Trap Port' parameter, configure the OVOC port.

c. From the 'Trap User' drop-down list, select a trap user (SNMPv2 or SNMPv3) for this
trap destination.

d. From the 'Trap Enable' drop-down list, select Enable.

Below shows an example where OVOC is configured as an SNMP Manager with IP
address:port 172.17.118.219:162 and using an SNMPv3 user:

NAME | IP ADDRESS | TRAPPORT |  TRAPUSER | TRAPENABLE |

SNMP Manager 1 172.17.118.219 162 ovocC E Enable|Z|

& If the OVOC address is an FQDN, instead of configuring the SNMP Manager (OVOC)

above with an IP address in dotted-decimal notation, you can configure a single
SNMP trap manager with an FQDN, as described in Configuring an SNMP Trap
Destination with FQDN.

5. If the device is located behind NAT and you have added the device to OVOC by its serial
number or using auto-detection, you also need to configure (through ini file) the device to
send NAT keep-alive traps to the OVOC port to keep the NAT pinhole open for SNMP
messages sent from OVOC to the device:

a.

Enable the sending of NAT keep-alive traps to OVOC, by configuring the
[SendKeepAliveTrap] parameter to [1].

Define the OVOC port to where the device sends the NAT keep-alive traps, by using the
[KeepAliveTrapPort] parameter.

Define the interval between each sent NAT keep-alive trap, by using the
[NatBindingDefaultTimeout] parameter.

6. Restart the device with a save-to-flash for your settings to take effect.
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Configuring WebSocket Tunnel with OVOC

When OVOC is deployed in a public cloud environment (e.g., Amazon Web Services), it can
manage devices that are located behind NAT, by implementing WebSocket tunneling (over
HTTP/S). All communication and management traffic (e.g., HTTP-based file download, NTP,
syslog, debug recording, and SNMP) between the device and OVOC flows through this
WebSocket tunnel. In this tunneling application, the device is the WebSocket client and OVOC is
the WebSocket server.

WebSocket tunneling has many advantages over the alternative method for connecting OVOC
to the device when located behind NAT (refer to the document One Voice Operations Center
IOM Manual for more information). WebSocket tunneling easily resolves NAT traversal
problems and requires minimal amount of configuration (e.g., no need for port forwarding and
no need for firewall settings to allow certain traffic).

The WebSocket tunnel connection between the device and OVOC is secure (HTTPS). When the
device initiates a WebSocket tunnel connection, it verifies that the TLS certificate presented by
OVOC is signed by one of the CAs in the trusted root store of its default TLS Context (ID #0). The
deviceauthenticates itself with OVOC using a username and password. These must be the same
credentials as configured on OVOC.

By default, the device establishes theWebSocket connection through its default IPvd OAMP IP
interface, but if you want you can associate a different IP Interface. The device keeps the
WebSocket tunnel connection open (i.e., persistent), allowing it to send and receive future
management traffic through it. The connection only closes before the device (or OVOC)
restarts.

& e for Microsoft Azure, Amazon AWS, VMware, or Microsoft Hyper-V cloud
platforms To check if other cloud platforms are supported, refer to the OVOC
documentation.

e If you configure the address of the WebSocket tunnel server (see the 'OVOC
WebSocket Tunnel Server Address' parameter below) as a domain name, you
also need to configure the address of the DNS server that you want to use for
resolving the domain name into an IP address. This is configured in the IP
Interfaces table for the associated IP Interface (see Configuring IP Network
Interfaces on page 145).

e When the device is configured for WebSocket tunneling with OVOC, the SBC
Configuration Wizard (see SBC Configuration Wizard on page 1114) is not
supported (and not accessible from the Web interface).

e To configure WebSocket tunneling on OVOC, refer to the document One Voice
Operations Center IOM Manual.

The following procedure describes how to configure WebSocket tunneling on the device
through the Web interface. You can also configure it through CLI (configure network >

ovoc-tunnel-settings).
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> To configure WebSocket tunneling with OVOC on the device:

1. Open the SNMP Trap Destinations table (see Configuring SNMP Trap Destinations with IP
Addresses on page 98), and then configure an SNMP trap manager with IP address

169.254.0.1.
|| NAME | IP ADDRESS | TRAP PORT|  TRAPUSER | TRAP ENABLE
SNMP Manager 1 169.254.0.1 162 v2cParams |v Enable |v

IP address 169.254.0.1 represents the OVOC server in the WebSocket tunnel
overlay network.

2. For sending Quality of Experience (QoE) voice metric reports to OVOC, open the Quality of
Experience Settings table (see Reporting QoE to OVOC on page 485), and then configure
the 'Primary OVOC Address' parameter to IP address 169.254.0.1.

3. Obtain the OVOC server's default certificate (trusted root certificate) for Managed Devices,
and then import (see Importing Certificates into Trusted Root CA Certificate Store on
page 221) the certificate into the device's Trusted Root store of the default TLS Context (ID
#0).

4. Open the Web Service Settings page (Setup menu > IP Network tab > Web Services folder
> Web Service Settings), and then under the OVOC Tunnel group, configure the following
parameters (figure showing an example of an already configured tunnel):

OVOC TUMNMEL

OWOC WebSocket Tunnel Server Address o | sandbox1 finebak com ‘ 4
Path | tun ‘ 4
Username | veN ‘ 4
Password ‘ | e ‘ $
Secured (HTTPS) 4

Verify Certificate o4

Status Connected

IP Address 169.254.1.26

Interface Name ‘ y ‘ 4

e 'OVOC WebSocket Tunnel Server Address' [WSTunServer]: Configure the IP address or
hostname (FQDN) of the OVOC server. If you configure the parameter to a hostname,
the device uses the DNS server configured in Configuring a DNS Server for HTTP
Services on page 435 to resolve it into an IP address. If you use a hostname, the device
checks that the hostname matches the certificate's Subject Name.
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5.

e 'Interface Name' [WSTunlInterfaceName]: Select the device's IP Interface for the
WebSocket tunnel. If not specified, the device uses the default OAMP IP Interface.

e 'Path' [WSTunServerPath]: Configure to "tun" (without quotation marks) to match the
default OVOC configuration.

e 'Username' [WSTunUsername]: Configure it to match the WebSocket Tunnel username
configured on OVOC. The default username is "VPN" (without quotation marks).

e 'Password' [WSTunPassword]: Configure it to match the WebSocket Tunnel password
configured on OVOC. The default password is "123456" (without quotation marks).

e 'Secured (HTTPS)' [WSTunSecured]: Enable the parameter to use secure (HTTPS)
transport for the WebSocket tunnel connection.

e 'Verify Certificate' [WSTunVerifyPeer]: Enable the parameter so that the device verifies
the TLS certificate presented by OVOC during the establishment of the WebSocket
tunnel connection.

Restart the devicewith a save-to-flash for your settings to take effect.

You can view the status of the WebSocket connection in the following read-only fields on the
Web Service Settings page (see Step 4):

'Status': Displays the status of the WebSocket tunnel - "Not Configured", "Not Connected",
"Connected", or "Re-Connected".

'IP address': Displays the IP address allocated to the device by OVOC through the
WebSocket tunnel.
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9 INI File-Based Management

You can configure the device through an ini file, which is a text-based file with an *.ini file
extension name, created using any standard text-based editor such as Notepad. Once you have
created an ini file with all your configuration settings, you need to install (upload) it to the
device to apply the configuration. For a list of the ini file parameters, see Configuration
Parameters Reference.

INI File Format

There are two types of ini file parameters:
B Individual parameters - see Configuring Individual ini File Parameters

B Table parameters - see Configuring Table ini File Parameters

Configuring Individual ini File Parameters
The syntax for configuring individual inj file parameters in the ini file is as follows:

B An optional, subsection name (or group name) enclosed in square brackets "[...]". This is
used to conveniently group similar parameters by their functionality.

B Parameter name, followed by an equal "=" sign and then its value.

B Comments must be preceded by a semicolon ";".

[optional subsection name]
parameter name = value
parameter name = value

: this is a comment line

; for example:

[System Parameters]
SyslogServerlP = 10.13.2.69
EnableSyslog = 1

For general ini file formatting rules, see General ini File Formatting Rules.

Configuring Table ini File Parameters

Table ini file parameters allow you to configure tables, which include multiple parameters
(columns) and row entries (indices). The table ini file parameter is composed of the following
elements:

B Table title: The name of the table in square brackets, e.g., [MY_TABLE_NAME].
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B Format line: Specifies the columns of the table (by their string names) that are to be
configured.

e The first word of the Format line must be "FORMAT", followed by the Index field name
and then an equal "=" sign. After the equal sign, the names of the columns are listed.

e Columns must be separated by a comma ",".

e The Format line must only include columns that can be modified (i.e., parameters that
are not specified as read-only). An exception is Index fields, which are mandatory.

e The Format line must end with a semicolon ";".

B Data line(s): Contain the actual values of the columns (parameters). The values are
interpreted according to the Format line.

e The first word of the Data line must be the table’s string name followed by the Index
field.

e Columns must be separated by a comma

nun
) .

e A Data line must end with a semicolon ";".

B End-of-Table Mark: Indicates the end of the table. The same string used for the table’s
title, preceded by a backslash "\", e.g., [\MY_TABLE_NAME].

The following displays an example of the structure of a table ini file parameter:

[Table_Title]

: This is the title of the table.

FORMAT Index = Column_Name1, Column_Name2, Column_Name3;
: This is the format line.

Index O = valuel, value2, value3;

Index 1 = value1, value 2, value3;

: These are the data lines.

[\Table_Title]

: This is the end-of-the-table-mark.

B The table ini file parameter formatting rules are listed below:

B Indices (in both the Format and the Data lines) must appear in the same order. The Index
field must never be omitted.

B The Format line can include a subset of the configurable fields in a table. In this case, all
other fields are assigned with the pre-defined default values for each configured line.

B The order of the fields in the Format line isn’t significant (as opposed to the Index fields).
The fields in the Data lines are interpreted according to the order specified in the Format
line.

B The order of the Data lines is insignificant.
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Data lines must match the Format line, i.e., it must contain exactly the same number of
Indices and Data fields and must be in exactly the same order.

A row in a table is identified by its table name and Index field. Each such row may appear
only once in the ini file.

Table dependencies: Certain tables may depend on other tables. For example, one table
may include a field that specifies an entry in another table. This method is used to specify
additional attributes of an entity, or to specify that a given entity is part of a larger entity.
The tables must appear in the order of their dependency (i.e., if Table X is referred to by
Table Y, Table X must appear in the ini file before Table Y).

The table below displays an example of a table ini file parameter:

[ SNMPUsers |

FORMAT Index = Username, AuthProtocol, PrivProtocol, AuthKey, PrivKey,
Group;

SNMPUsers 0 ="John", 0, 0, "$1$rlE=", "$1$rlE=", 1;

SNMPUsers 1 ="Sue", 0, 0, "$1$rlE=", "$1$rlE=", 1;

[\SNMPUsers ]

Don'tinclude read-only parameters in table ini file parameters. This may cause an
error when uploading the file to the device.

General ini File Formatting Rules

The ini file must adhere to the following formatting rules:

The ini file name must not include hyphens "-" or spaces; if necessary, use an underscore "_
"instead.

Lines beginning with a semi-colon ";" are ignored. These can be used for adding remarks in
the ini file.

A carriage return (i.e., Enter) must be done at the end of each line.

The number of spaces before and after the equals sign is irrelevant.
Subsection names for grouping parameters are optional.
If there is a syntax error in the parameter name, the value is ignored.

Syntax errors in the parameter's value can cause unexpected errors (parameters may be set
to the incorrect values).

Parameter string values that denote file names (e.g., CallProgressTonesFileName) must be
enclosed with inverted commas, e.g., CallProgressTonesFileName = 'cpt_usa.dat'.

The parameter name is not case-sensitive.

The parameter value is not case-sensitive, except for coder names.
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B The ini file must end with at least one carriage return.

Configuring an ini File
There are different methods that you can use for configuring an ini file before you upload it to
the device.

B Modifying the device's current ini file: This method is recommended if you mainly need to
change the settings of parameters that you have previously configured.

a. Save the device's current configuration as an ini file on your computer, using the Web
interface (see Saving Configuration).

b. Open the file using a text file editor, and then modify the ini file as required.
c. Save and close the file.
d. Upload the file to the device.
B Creating a new ini file that includes only updated configuration:
a. Open atext file editor such as Notepad.
b. Add only the required parameters and their settings.
c. Save the file with the ini file extension name (e.g., myconfiguration.ini).
d. Upload the file to the device.

For uploading ini files to the device, see Loading an ini File to the Device.

& e If you save an inifile from the device and a table row is configured with invalid
values, the ini file displays the row prefixed with an exclamation mark (!), for
example:

ICpMediaRealm 1 ="ITSP", "Voice", ", 60210, 2, 6030, 0, ", "";

e Torestore the device to default settings through the ini file, see Restoring Factory
Defaults.

Loading an ini File to Device

You can upload an ini file to the device using the following methods:
W CL:
e Configuration:

¢ To apply the parameter settings of the file and restore parameters that are not
included in the file to default settings:

# copy ini-file from <URL>
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¢ To apply the parameter settings of the file and keep the current settings of
parameters that are not included in the file:

# copy incremental-ini-file from <URL>

B Web interface:

e Auxiliary Files page (see Loading Auxiliary Files): The device updates its configuration
according to the loaded ini file while preserving the remaining current configuration.

e Configuration File page (see Configuration File): The device updates its configuration
according to the loaded ini file and applies default values to parameters that were not
included in the loaded ini file.

When you upload an ini file, its configuration settings are saved to the device's non-volatile
memory (flash).

& Before you upload an ini file, make sure that the file extension name is *.ini.

Secured Encoded ini File

The ini file contains sensitive information that is required for the functioning of the device. The
file may be loaded to the device using HTTP. These protocols are not secure and are vulnerable
to potential hackers. To overcome this security threat, the AudioCodes DConvert utility allows
you to binary-encode (encrypt) the ini file before loading it to the device. For more information,
refer to the DConvert Utility User's Guide.

If you save an ini file from the device to a folder on your PC, an ini file that was loaded
to the device encoded is saved as a regular inifile (i.e., unencoded).

INI Viewer and Editor Utility

AudioCodes INI Viewer & Editor utility simplifies viewing and editing of the device's
downloaded Configuration file (*.ini). You can download the utility from AudioCodes website.
Once installed, every time you download the Configuration file (see Downloading and
Uploading ini Configuration File on page 1077), it's automatically opened by this utility.

For more information, refer to the INI Viewer & Editor User's Guide, by clicking here.
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REST-Based Management

You can manage the device through the Representational State Transfer (REST) architecture.
REST is a Web-based access service, allowing you to access the device's management interface
over HTTP/S. Developers can use the device's REST APl to integrate the device into their
solution and allow administrators to perform management and configuration tasks through
automation scripts. The REST API also displays performance monitoring counters.

The REST API relies on a simple pre-defined URL path (<device's OAMP IP address>/api/v1l)
through which device resources can be accessed. Each resource represents a specific device
management element (e.g., file upload), state object (e.g., alarms), or maintenance action (e.g.,
restart). The REST API uses the standard HTTP/1.1 protocol. Standard HTTP methods (GET, PUT,
POST and DELETE) are used to read the resource’s state and to create, update, and delete the
resources, respectively. Resource state is described in JSON format and included in the HTTP
request or response bodies. For security, it is recommended to secure REST traffic by using
HTTPS (see the [HTTPSOnly] parameter).

> To access the REST API:

1. Open astandard Web browser, and then in the URL field, enter the device's OAMP IP
address followed by "/api/v1" (e.g., 10.15.7.96/api/v1); you are prompted to enter your
login credentials.

2. Enter your login username and password, and then click Sign In; the device's REST interface
appears, showing the URL paths of the different resource items:

¢« C % A Notsecure | 10.15.7.96/api/v1 & @
{
items":[
{"id": "actions”,"description”: "Device actions”,"url™: "/fapi/vl/actions"},
{"id": "alarms","description”: "Device alarms”,"url™: "/api/vl/alarms"},
{"id": "files","description”: "Upload and download of configuration files","uwrl™: "/api/vl/files"},
{"id": "license","description”: "License management”,"url™: "/api/fvl/license"},
{"id": "status","description”: "Device status”,"url™: "/api/vl/status"},
{"id": "=ip","description™: "Sip actions","url": "Jfapi/vl/sip"},
{"id": "kpi","description™: "key indicators performance","url”: "/api/vl/kpi"}
1
¥
-

3. Access the required resource item using the shown URL. For example, to access the
device’s alarms resource, append "/alarms" to the URL (i.e. 10.15.7.96/api/v1/alarms).
Some items have sub-resources such as the alarms item. When you access the alarms item,
the URLs to the active and history alarms resources are shown.

<« C Y A Notsecure | 10.15.7.96/apifv1/alarms b4 @ H

{"alarms":[{"id": "active","description”:"Active alarms”,"url":"/api/vil/alarms/active"},{"id": "history", "description”: "History
alarms"”,"url”:"/api/vl/alarms/history"}]}

4. To access a sub-resource (e.g., active alarms) if exists, use the shown URL. For example, to
access the active alarms resource, append "/active" to the URL (i.e.
10.15.7.96/api/v1/alarms/active).
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&

{"alarms":[{"id":1,"description":"IP Group is temporarily blocked. IP Group (IPGroup_2) Blocked Reason: No Working
Proxy”,"url”:"/api/vl/alarms/active/1"},{"id":2,"description”:"IP Group is temporarily blocked. IP Group (Bruce) Blocked Reason:
No Working Proxy","url":"/api/vl/alarms/active/2"},{"id":3,"description”:"Ethernet link alarm. LAN port number 2 is

"i1"fapifvl/alarms/active/3"},{"id":4, "description”: "Ethernet link alarm. LAN port number 3 is
:"fapi/fvl/alarms/active/4"},{"1d":5,"description”:"Ethernet link alarm. LAN port number 4 is
:"fapifvi/alarms/active/5"},{"1d":6, "description”:"Rsa keys mismatch: CTX 4: Private key and Certificate do not
':"/apifvl/alarms/active/8"},{"id":7, "description”:"Rsa keys mismatch: CTX 5: Private key and Certificate do not
"/api/vl/alarms/active/7"}], "cursor”:{"after":7, "before":-1}}

down.™,"

down."
down . "

match"

»
»

match”,”
»

C A Notsecure | 10.15.7.96/apifv1/alarms/active b4 @

url

"url”
S
url”
"url™:

A\ e

If you know the URL of the resource, instead of accessing each resource menu,
you can access it directly using the full URL path (e.g., /api/v1/alarms/active).
For more information on REST API, refer to the document REST API for SBC-
Gateway-MSBR Devices.

When accessing the device's REST interface, you are prompted for your
management user credentials (username and password).
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11 Date and Time

The device's internal clock (date and time) can be set using one of the following methods:
B Manually (see Configuring Date and Time Manually on the next page)

B Automatically synchronized using a third-party, remote Simple Network Time Protocol
(SNTP) server (see Synchronizing Date and Time through SNTP on page 124)

B Automatically synchronized using the SIP Date header (see Synchronizing Date and Time
through SIP on page 126)

A For automatic synchronization, NTP takes highest preference, and then SIP Date
header. For example, if you enable NTP, the device ignores the SIP Date header
settings. If you do enable multiple synchronization methods, the device sends the
SNMP alarm acClockConfigurationAlarm to notify you of this configuration scenario.

Viewing Date and Time

You can view the date and time of the device and the method that it uses to obtain or
synchronize its date and time.

> To view date and time:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. Under the Time group, the following read-only fields are displayed:

TIME
Local Time 18 Dec, 2022 11:41:46
UTC Time 18 Dec, 2022 10:41:46
Time Synchronization Source Manua

e 'Local Time': Displays the date and time of the geographical location in which the

device is deployed.

e 'UTCTime'": Displays the UTC time (without offset time or daylight saving), or date and
time automatically synchronized through NTP or SIP Date header.

e 'Time Synchronization Source': Indicates the method used by the device to obtain and

synchronize its date and time:

¢ "Manual": Date and time is configured manually (see Configuring Date and Time

Manually on the next page).
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¢ "NTP": Date and time is automatically obtained and synchronized from an Simple
Network Time Protocol (SNTP) server (see Synchronizing Date and Time through
SNTP on the next page).

¢ "Date Header": Date and time is automatically obtained and synchronized from the
SIP Date header (see Synchronizing Date and Time through SIP on page 126).

Configuring Date and Time Manually

You can manually configure the date and time of the device instead of using an NTP server (as
described in Configuring Automatic Date and Time using SNTP).

> To manually configure date and time through Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. Under the Set Time group, click Set Local Time; the following calendar and time dialog box
appears:
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< Dec, 2022 >

Sun Mon Tue Wed Thu Fri Sat

11 12 13 14 15 16 17

m 19 20 21 22 23 24

25 26 27 28 29 30 31

Time, 10 :| 08 |: 17

Clear Today OK

3. If you want the current date and time, click Today; otherwise, select a specific date and
time (HH:MM:SS).

4. Click OK; the dialog box closes.

5. Click Apply; the date and time is displayed in the 'Local Time' read-only field under the
Time group.

If you do a hardware restart, the date and time are returned to default values and
therefore, you should update the date and time.

Synchronizing Date and Time through SNTP

The device's Simple Network Time Protocol (SNTP) client functionality generates requests and
reacts to the resulting responses using the NTP Version 3 protocol definitions (according to RFC
1305). Through these requests and responses, the device (acting as an NTP client), synchronizes
its date and time to a time source within the network, thereby eliminating any potential issues
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should the local clock "drift" during operation. The NTP client follows a simple process in
managing system time: 1) the NTP client requests an NTP update, 2) receives an NTP response
and then 3) updates the local clock based on an NTP server within the network. The client
requests a time update from the user-defined NTP server (IP address or FQDN) at a user-
defined update interval. Typically, the update interval is every 24 hours based on when the
device was restarted.

You can also configure the device to authenticate and validate NTP messages received from the
NTP server. Authentication is done using an authentication key with the MD5 cryptographic
hash algorithm. If you enable this feature, the device ignores NTP messages received without
authentication.

The following procedure describes how to configure SNTP through the Web interface. For
detailed descriptions of the configuration parameters, see NTP and Daylight Saving Time
Parameters.

> To configure SNTP through the Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the NTP Server group:

NTP SERVER
Enable NTP Enable w
NTP Interface e O+M+C w
Primary NTP Server Address (IP or FQDN) s 0000

Secondary NTP Server Address (IP or FQDN)
NTP Update Interval Hours: | 24 Minutes: | 0
NTP Authentication Key ldentifier 0

MNTP Authentication Secret Key

2. From the 'Enable NTP' drop-down list, select Enable to enable SNTP.

3. Inthe 'NTP Interface' field, select an IP Interface from the IP Interfaces table (see
Configuring IP Network Interfaces on page 145) that you want to use for NTP
communication. By default, the IPv4 OAMP interface is assigned.

4. Configure the NTP server address:

e Inthe 'Primary NTP Server Address' [NTPServerlP] field, configure the primary NTP
server's address (IPv4 or IPv6, or FQDN).

e (Optional) In the 'Secondary NTP Server Address' [NTPSecondaryServerlP] field,
configure the address of the backup NTP server.

5. Inthe 'NTP Updated Interval' [NTPUpdatelnterval] field, configure the periodic time to
synchronize the date and time with the NTP server.
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6. Configure NTP message authentication:

e Inthe 'NTP Authentication Key Identifier' field, configure the NTP authentication key
identifier.

e Inthe 'NTP Authentication Secret Key' field, configure the secret authentication key
shared between the device and the NTP server.

7. Click Apply.

8. Verify that the device has received the correct date and time from the NTP server. The date
and time is displayed in the 'UTC Time' read-only field under the Time group (see Viewing
Date and Time on page 122).

‘& e The IP address version (IPv4 or IPv6) of the assigned IP Interface and the NTP
server's address must be the same.

e Ifthe device doesn't receive a response from the NTP server, it polls the NTP
server for 10 minutes. If there is still no response after this duration, the device
declares the NTP server as unavailable and sends the SNMP alarm
acNTPServerStatusAlarm. The failed response could be due to incorrect
configuration.

e Synchronization by NTP takes highest preference, then by SIP Date header, and
only then by PTP. For example, if you enable NTP, the device ignores the SIP
Date header and PTP settings. If you do enable multiple synchronization
methods, the device sends the SNMP alarm acClockConfigurationAlarm to notify
you of this configuration scenario.

Synchronizing Date and Time through SIP

You can configure the device to synchronize its internal clock (date and time) with a remote SIP
endpoint (according to RFC 3261). When enabled, the device obtains the date and time from
the Date header in the incoming 200 OK message received in response to a REGISTER request
sent by the device. This can be any REGISTER request sent for normal SIP traffic handling (i.e.,
it's not a specific REGISTER message that is sent to a specific SIP server or endpoint). An
example of a SIP Date header with date and time is shown below:

Date: Sat, 12 Mar 2020 23:29:00 GMT

> To configure clock synchronization through SIP:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Date Header Time Sync group:

Synchronize Time from SIP Date Header « Enable ~

Time Synchronization Interval « 300
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2. Inthe 'Synchronize Time from SIP Date Header' [DateHeaderTimeSync] field, select Enable
to enable the feature.

3. Inthe 'Time Synchronization Interval' [DateHeaderTimeSyncinterval] field, enter the
minimum time (in seconds) between synchronization updates. For example, if configured to
8640 (24 hours) and the device receives within this 24-hour interval a SIP response to a
REGISTER with the Date header, it ignores the date. Only if it receives such a header after
this interval does it update its clock according to the header, and then does the next
update 24 hours later.

4. Click Apply. When the device receives a SIP response with the Date header, it updates its
clock and the date and time is displayed in the 'UTC Time' read-only field under the Time
group (see Viewing Date and Time on page 122).

& e The device only uses the date and time in the SIP Date header if its value is year
2016 or later.

e Ifyou have enabled clock synchronization using an NTP server (see
Synchronizing Date and Time through SNTP on page 124) and using the SIP
Date header, synchronization using the NTP server takes precedence (i.e.,
device ignores received Date headers). When both are enabled, the device
sends the SNMP alarm acClockConfigurationAlarm.

e Once a week, the device stores the clock's date and time in its flash memory. If
the device is restarted, its clock is set to this stored date and time, and updated
once it receives a Date header in a SIP response to a sent REGISTER message.

e Synchronization by NTP takes highest preference, and then by SIP Date header.
For example, if you enable NTP, the device ignores the SIP Date header settings.
If you do enable multiple synchronization methods, the device sends the SNMP
alarm acClockConfigurationAlarm to notify you of this configuration scenario.

Configuring UTC Offset or Time Zone

You can configure the time zone in which the device is deployed. This is referred to as the
Coordinated Universal Time (UTC) time offset and defines how many hours the device is from
Greenwich Mean Time (GMT). For example, Germany Berlin is one hour ahead of GMT
(UTC/GMT +1 hour) and therefore, you would configure the offset to "1". USA New York is five
hours behind GMT (UTC/GMT offset -5 hours) and therefore, you would configure the offset as
a minus value "-5".

>  To configure UTC time zone:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Time Zone group:

TIME ZONE

UTC Offset Hours: 2| Minutes: | 0
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2. Inthe 'UTC Offset' fields (NTPServerUTCOffset), configure the time offset in relation to the
UTC. For example, if your region is GMT +1 (an hour ahead), enter "1" in the 'Hours' field.

3. Click Apply; the updated time is displayed in the 'UTC Time' read-only field under the Time
group (see Viewing Date and Time on page 122).

Configuring Daylight Saving Time

You can apply daylight saving time (DST) to the date and time of the device. DST defines a date
range in the year (summer) where the time is brought forward so that people can experience
more daylight. DST applies an offset of up to 60 minutes (default) to the local time. For
example, Germany Berlin has DST from 30 March to 26 October, where the time is brought
forward by an hour (e.g., 02:00 to 03:00 on 30 March). Therefore, you would configure the DST
offset to 60 minutes (one hour).

> To configure DST through the Web interface:

1. Open the Time & Date page (Setup menu > Administration tab > Time & Date), and then
scroll down to the Time Zone group:

Daylight Saving Time Enable v
DST Mode Day of year v
Start Time lan w01 b 0 -0

End Time lan w01 v 0 -0

Offset [min] &0

Day of Month Start 0

Day of Month End )

2. From the 'Day Light Saving Time' (DayLightSavingTimeEnable) drop-down list, select Enable.

3. From the 'DST Mode' drop-down list, select the range type for configuring the start and end
dates for DST:

e Day of year: The range is configured by exact date (day number of month), for
example, from March 30 to October 30. If 'DST Mode' is set to Day of year, in the 'Start
Time' (DayLightSavingTimeStart) and 'End Time' (DayLightSavingTimeEnd) drop-down
lists, configure the period for which DST is relevant.

e Day of month: The range is configured by month and day type, for example, from the
last Sunday of March to the last Sunday of October. If 'DST Mode' is set to Day of
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month, in the 'Day of Month Start' and 'Day of Month End' drop-down lists, configure

the period for which DST is relevant.
4. Inthe 'Offset' (DayLightSavingTimeOffset) field, configure the DST offset in minutes.

5. If the current date falls within the DST period, verify that it has been successful applied to
the device's current date and time. You can view the device's date and time in the 'UTC
Time' read-only field under the Time group (see Viewing Date and Time on page 122).
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12

Configuring a Hostname for the Device

You can configure a hostname (FQDN) for the device, which affects the following:

B CLI: The device's CLI (remotely using Telnet/SSH) can be accessed (logged in) using the
hostname (instead of the OAMP IP address). The CLI prompt displays the hostname instead
of the device type.

B SNMP: The device's SNMP interface's SysName object (under MIB-2) is set to the
hostname.

B OVOC: TLS certificates used by the device for HTTPS-based communication with
AudioCodes OVOC are issued with a hostname (instead of an IP address). For certificate
signing requests (CSR) with a Certification Authority (CA), the hostname is used as the
Common Name (CN or Subject Name) and Subject Alternative Name (SAN). For configuring
CSRs, see Assigning CSR-based Certificates to TLS Contexts on page 211.

B CDR Local Storage: The name of the CDR file can include the device's hostname, by using
the format specifier (placeholder) "%<hostname>" when configuring the name using the
'CDR File Name' [CDRLocalFileName] parameter (see Storing CDRs Locally on the Device on
page 1196).

If you configure a hostname, you also need to define it on a DNS server so that when queried,
the DNS server can resolve the hostname into the device's OAMP IP address.

> To configure a hostname for the device:

1. Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

2. Inthe 'Hostname' field [Hostname], enter the hostname.
Hostname = Sitedd

3. Click Apply.

e To configure a hostname for accessing the device's Web interface, see
Configuring a Hostname for Accessing Web Interface on page 60.

e For HA systems, the device-pair share the same hostname.
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13 Network

This section describes network-related configuration.

Building and Viewing your Network Topology

The Network view lets you easily build and view your voice network topology entities, including
IP network interfaces, Ethernet Devices (VLANs), Ethernet Groups, and physical Ethernet ports.
The Network view graphically displays these entities and the associations between them, giving
you a better understanding of your network topology and configuration. You can use the
Network view as an alternative to configuring the entities in their respective Web pages or you

can use it in combination.

> To access the Network view:

B Click the Network View home 1=} icon (Setup menu > IP Network tab > Network View).

The areas of the Network view is shown in the example below and described in the subsequent
table.

(o]c]u]

IP Interfaces 0 [0
+| Add IP Interface 10.15.7.96

+| Add VLAN

#2 [GROUP_3] #3 [GROUP_4]

Ethernet Groups #0 [GROUP_1] [ =1 [GROUP_2]

Physical Ports

o

VLANS (Eth Devices VIANID =}
o— ( ) | el
00—
Qo

#1 [Userp...
GE4 2

4 LAN GE

Refresh Network View

!

The figure above is used only as an example; your device may show different
Ethernet Groups and Ethernet ports.
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Table 13-1: Description of Network View

Item Description

1 Displays IP Interfaces that you configured in the IP Interfaces table (see
Configuring IP Network Interfaces). IP Interfaces appear as icons, showing the
application type ("OCM" for OAMP, "C" for Control, and "M" for Media), row
index number, name, and IP address, for example:

ol clm]

#0 [O-M=C]

10.15.7.96

Edit
Show List

Delete

B Edit: Opens a dialog box in the IP Interfaces table to modify the IP Interface.

B Show List: Opens the IP Interfaces table, allowing you to configure IP
Interfaces.

B Delete: Opens the IP Interfaces table where you are prompted to confirm
deletion of the IP Interface.

To add an IP Interface:

1. Click = Add IP Interface; the IP Interfaces table opens with a new dialog box

for adding an IP Interface to the next available index row.

2. Configure the IP Interface as desired, and then click Apply; the IP Interfaces
table closes and you are returned to the Network View, displaying the newly
added IP Interface.

2 Displays configured Ethernet Devices (see Configuring Underlying Ethernet
Devices). The Ethernet Device appears as an icon, displaying the row index
number, name, VLAN ID and if its tagged or untagged. If you click the icon, a
drop-down menu appears, listing commands:
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Item

Description

#0 [vlan 1...

Edit
Show List

Delete '

B Edit: Opens a dialog box in the Ethernet Devices table to modify the Ethernet
Device.

B Show List: Opens the Ethernet Devices table, allowing you to configure all
Ethernet Devices.

B Delete: Opens the Ethernet Devices table where you are prompted to
confirm deletion of the Ethernet Device.

To add an Ethernet Device:

1. Click ' * Add VLAN; the Ethernet Devices table opens with a new dialog box
for adding an Ethernet Device to the next available index row.

2. Configure the Ethernet Devices as desired, and then click Apply; the Ethernet
Devices table closes and you are returned to the Network View, displaying
the newly added Ethernet Device.

Displays configured Ethernet Groups (see Configuring Ethernet Port Groups). The
Ethernet Groups appear as icons, displaying the row index number, and name.
Ethernet ports associated with Ethernet Groups are indicated by lines connecting
between them, as shown in the example below:

#1 [GROUP_Z]

‘ #0 [GROUP_1]

#1 [GROUP_2]

#1 [UserP...
GE_4.2

#3 [UserP...
GE_4 4
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Item Description

To edit an Ethernet Group:

1. Click the Ethernet Group icon, and then from the drop-down menu, choose
Edit; the Ethernet Groups table opens with a dialog box for editing the Eth-
ernet Group.

2. Configure the Ethernet Group as desired, and then click Apply; the Ethernet
Groups table closes and you are returned to the Network View.

To open the Ethernet Groups table, click any Ethernet Group icon, and then from
the drop-down menu, choose Show List. You can then view and edit all the
Ethernet Groups in the table.

4 Configures and displays the device's Ethernet ports.

To configure an Ethernet port:

1. Click the required port icon, and then from the drop-down menu, choose
Edit; the Physical Ports table opens with a dialog box for editing the Ethernet
port.

2. Configure the Ethernet Port as desired, and then click Apply; the Physical
Ports table closes and you are returned to the Network View.

For more information on configuring Ethernet ports, see Configuring Underlying
Ethernet Devices.

The Ethernet ports appear as icons, displaying the row index number,
description, and port string number, as shown in the example below:

The connectivity status of the port is indicated by the color of the icon:

B WG een: Network connectivity exists through port (port connected to
network).

| -Red: No network connectivity through port (e.g., cable disconnected).

To refresh the status indication, click the Refresh Network View button
(described below in ltem #5).

To open the Physical Ports table, click any port icon, and then from the drop-
down menu, choose View List. You can then view and edit all the ports in the
table.

5 If you keep the Network view page open for a long time, you may want to click
the Refresh Network View button to refresh the connectivity status display of
the Ethernet ports.

-135-



CHAPTER 13 Network Mediant 90xx SBC | User's Manual

Configuring Physical Ethernet Ports

The Physical Ports table lets you configure the device's Ethernet ports. This includes configuring
port speed and duplex mode (half or full), and a brief description of the port. The table also
displays the status of the port as well as the port group (Ethernet Group) to which the port
belongs. For more information on Ethernet Groups, see Configuring Ethernet Port Groups.

The names of the ports displayed in the device's management tools (e.g., Web interface) are
different to the labels of the physical ports on the chassis. The figure below shows the mapping
between the two:

Figure 13-1: Mediant 9000 Ethernet Port String Names

GE_12 | GE_11 | GE_10 | GE_S

GE_5 | GE_6 | GE_7 | GE_8 ‘

GE_ 4| GE_3 | GE_2 | GE_1 ‘

Figure 13-2: Mediant 9080 / Mediant 9000 Rev. B Ethernet Port String Names

10-GbE Ports
GE_8 | GE_7 | GE_6 | GES ‘ GE_12 | GE_11 | GE_10 | GE_9 |
1-GbE Ports
GE_9 | GE_10| GE_11 | GE_12 |
o | [TEee | © =i
o) a0  ——
=% E il ’ ;
@

GE_4 | GE_3 | GE_2 | GE_1 ‘
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Figure 13-3: Maediant 9030 Ethernet Port String Names

GE_12 | GE_11] GE_10 | GE_9

GE_1|GE_2 | GE_3 | GE_4

GE_8 | GE_7 | GE_6 | GE_S

You can also view the mapping of the ports, using the following CLI command:

# show network physical-port

& e Mediant 9080 / Mediant 9000 Rev. B: The figure above represents a
configuration with 12x1-GbE ports. If the device is configured with 10-GbE ports
(GE_9 until GE_12), then the correct port order is as follows: GE_12 | GE_11 |
GE_10| GE_9.

e Mediant 9030: GE_1, GE_2, GE_3, and GE_4 ports can be used only for
signaling (SIP), OAMP, and HA Maintenance. These ports must not be used for
media traffic.

e Each Ethernet Group must have a unique VLAN ID in scenarios where the ports
of multiple Ethernet Groups are connected to the same switch.

The following procedure describes how to configure Ethernet ports through the Web interface.
You can also configure it through ini file [PhysicalPortsTable] or CLI (configure network >

physical-port).

> To configure the physical Ethernet ports:

1. Open the Physical Ports table (Setup menu > IP Network tab > Core Entities folder >
Physical Ports).

2. Select a port that you want to configure, and then click Edit; the following dialog box

appears:

GEMERAL ETHERMET GROUP

Index Member of Ethernet Group
Mame Group Status

Drescription « | UserPort #0

Mode

Speed and Duplex Auto Megotiation IZI
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3. Configure the port according to the parameters described in the table below.

4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Table 13-2: Physical Ports Table Parameter Descriptions

Parameter
General
'Index'

'Name'

port
[Port]

'‘Description’
port-
description

[PortDescription]

'Mode'

mode
[Mode]

'Speed and Duplex
speed-duplex
[SpeedDuplex]

Ethernet Group

'Member of
Ethernet Group'

group-member

[GroupMember]

'‘Group Status'

group-status

Description

(Read-only) Displays the index number for the table row.

(Read-only) Displays the Ethernet port number. See the figure in the
beginning of this section for the mapping between the GUI port
number and the physical port on the chassis.

Defines a description of the port.
By default, the value is "User Port #i<row index>".

Note: Configure each row with a unique name.

(Read-only) Displays the mode of the port.
B [0] Disable
B [1] Enable (default)

Defines the speed and duplex mode of the port.
[0] 10BaseT Half Duplex

[1] 10BaseT Full Duplex

[2] 100BaseT Half Duplex

[3] 100BaseT Full Duplex

[4] Auto Negotiation (default)

[6] 1000BaseT Half Duplex

[7] 1000BaseT Full Duplex

(Read-only) Displays the Ethernet Group to which the port belongs.

To assign the port to a different Ethernet Group, see Configuring
Ethernet Port Groups.

(Read-only) Displays the status of the port:

B "Active": Active port. When the Ethernet Group includes two
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Parameter Description

[GroupStatus] ports and their transmit / receive mode is configured to REDUN_
2RX_1TX or REDUN_2RX_2TX, both ports show "Active".

B "Redundant": Standby (redundant) port.

Configuring Ethernet Port Groups

The Ethernet Groups table lets you configure Ethernet Groups. An Ethernet Group represents a
physical Ethernet port(s) on the device. You can assign an Ethernet Group with one, two, or no
ports (members). When two ports are assigned to an Ethernet Group, 1+1 Ethernet port
redundancy can be implemented in your network. This provides port redundancy within the
Ethernet Group, whereby if a port is disconnected the device switches over to the other port in
the Ethernet Group. If you configure an Ethernet Group with only one port, the Ethernet Group
operates as a single port (no redundancy).

The Ethernet Groups table lets you configure the transmit (Tx) and receive (Rx) settings of the
Ethernet ports per Ethernet Group. The Tx/Rx setting is applicable only to Ethernet Groups that
contain two ports. This setting determines if both ports or only one of the ports can receive and
transmit traffic.

The maximum number of Ethernet Groups that you can configure is the same as the number of
Ethernet ports provided by the device. Thus, the device supports up to 12 Ethernet Groups. You
can assign one or two ports to an Ethernet Group. By default, each Ethernet Group is assigned
one port (Ethernet Group 2 which is assigned only port 0/3). For default port assignment to
Ethernet Groups, see Configuring Physical Ethernet Ports.

You can assign Ethernet ports to IP network interfaces. This is done by first configuring an
Ethernet Device with the required Ethernet Group containing the port or ports (see Configuring
Underlying Ethernet Devices). Then by assigning the Ethernet Device to the IP network interface
in the IP Interfaces table (see Configuring IP Network Interfaces). This enables physical
separation of network interfaces, providing a higher level of segregation of sub-networks.
Equipment connected to different physical ports is not accessible to one another; the only
connection between them can be established by cross connecting them with media streams
(VolP calls).

& e If you wantto assign a port to a different Ethernet Group, you must first remove
the port from its current Ethernet Group. To remove the port, configure the
'Member' field so that no port is selected or select a different port.

e Mediant9030: GE_1, GE_2, GE_3, and GE_4 ports can be used only for
signaling (SIP), OAMP, and HA Maintenance. These ports must not be used for
media traffic.

e When implementing 1+1 Ethernet port redundancy, each port in the Ethernet
Group (port pair) must be connected to a different switch (but in the same
subnet).
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The following procedure describes how to configure Ethernet Groups through the Web
interface. You can also configure it through ini file [EtherGroupTable] or CLI (configure

network > ether—-group).

> To configure Ethernet Groups:

1. Open the Ethernet Groups table (Setup menu > IP Network tab > Core Entities folder >

Ethernet Groups).

2. Select the Ethernet Group that you want to configure, and then click Edit; the following

dialog box appears:

GEMERAL

Index

MName

Mode

Member 1

Member 2

Active Port

0
GROUP 1

+ Single []

[] view

[] view

o H#O[GE_1]

3. Configure the Ethernet Group according to the parameters described in the table below.

4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Table 13-3: Ethernet Groups Table Parameter Descriptions

Parameter
'Index'

‘Name'
group

[EtherGroupTable_
Group]

'Mode'

mode

[EtherGroupTable_Mode]

Description
(Read-only) Displays the index number for the table row.

(Read-only) Displays the Ethernet Group number.

Defines the mode of operation of the ports in the Ethernet
Group. This applies only to Ethernet Groups containing two
ports.

M [0] NONE = Select this option to remove all ports from the
Ethernet Group.

B [1] SINGLE = (Default) Select this option if the Ethernet
Group contains only one port.

M [3] REDUN_2RX_1TX = Both ports in the Ethernet Group
can receive packets, but only one port can transmit. The
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Parameter

'Member 1'

memberl

[EtherGroupTable_
Member1]

'Member 2!

member?

[EtherGroupTable_
Member2]

'Active Port'

Description

transmitting port is determined arbitrarily by the device. If
the selected port fails at a later stage, a switchover to the
redundant port is done, which begins to transmit and
receive.

M [4] REDUN_2RX_2TX = Both ports in the Ethernet Group
can receive and transmit packets. This option is applicable
only to the Maintenance interface when the device
operates in High-Availability (HA) mode. For more
information, see Network Topology Types and Rx/Tx
Ethernet Port Group Settings.

Note:
B When implementing High Availability:

v It's recommended to use REDUN_2RX_1TX for the
Maintenance interface.

v When the Ethernet cables are connected back-to-
back between the two devices, don’t use REDUN_
1RX_1TX for the Maintenance interface. This is
because both sides may choose different ports,
resulting in disconnected traffic.

For more information on Ethernet Group settings for HA,
see Network Topology Types and Rx/Tx Ethernet Port
Group Settings on page 967.

Assigns the first port to the Ethernet Group. To assign no port,
set this field to NONE.

Note: Before you can re-assign a port to a different Ethernet
Group, you must first remove the port from its current
Ethernet Group. To remove the port, either set this field to
NONE or to a different port.

Assigns the second port to the Ethernet Group. To assign no
port, set this field to NONE.

Note: Before you can re-assign a port to a different Ethernet
Group, you must first remove the port from its current
Ethernet Group. To remove the port, either set this field to
NONE or to a different port.

(Read-only) Displays the currently active port of the Ethernet
Group.

If the 'Mode' is SINGLE, the field displays the name of the
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Parameter Description

active port. If the 'Mode' is REDUN_2RX_1TX or REDUN_2RX_
2TX, the field displays

"Both". If there are no port members in the Ethernet Group,
the field displays "None".

Configuring Underlying Ethernet Devices

The Ethernet Devices table lets you configure up to 1,024 Ethernet Devices. An Ethernet Device
represents a Layer-2 bridging device and is assigned a VLAN ID and an Ethernet Group (Ethernet
port group). Multiple Ethernet Devices can be associated with the same Ethernet Group. The
Ethernet Device (VLAN) can be configured with a VLAN tagging policy, which determines
whether the Ethernet Device accepts tagged or untagged packets received on the Ethernet port
associated with the Ethernet Device.

Once configured, assign the Ethernet Device to an IP network interface in the IP Interfaces table
('Underlying Device' field) and/or with a static route in the Static Routes table ('Ethernet Output
Device' field). You can assign the same Ethernet Device to multiple IP network interfaces and
thereby, implement multi-homing (multiple addresses on the same interface/VLAN).

By default, the device provides a pre-configured Ethernet Device at Index 0 with the following
settings:

B Name: "vlan 1"
VLAN ID: 1
Ethernet Group: GROUP 1

Tagging Policy: Untagged

MTU: 1500

The pre-configured Ethernet Device is associated with the default IP network interface (ie.,
OAMP) in the IP Interfaces table. The Untagged policy of the pre-configured Ethernet Device
enables you to connect to the device using the default OAMP interface.

You can view configured Ethernet Devices that have been successfully applied to the device
(saved to flash) in the Ethernet Device Status table. This page is accessed by clicking the
Ethernet Device Status Table button located at the bottom of the Ethernet Devices table. The
Ethernet Device Status table can also be accessed from the Navigation tree (see Viewing
Ethernet Device Status).

You cannot delete an Ethernet Device that is associated with an IP network interface
(in the IP Interfaces table). You can only delete it after you've disassociated it from the
IP network interface.
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The following procedure describes how to configure Ethernet Devices through the Web
interface. You can also configure it through ini file [DeviceTable] or CLI (configure
network > network-dev).

> To configure an Ethernet Device:

1. Open the Ethernet Devices table (Setup menu > IP Network tab > Core Entities folder >
Ethernet Devices).

2. Click New; the following dialog box appears:

GEMNERAL

Index

Mame

VLAN ID

Underlying Interface

Tagging

MTU

Tagged E] E|

1500

3. Configure an Ethernet Device according to the parameters described in the table below.

4. Click Apply.

Table 13-4: Ethernet Devices Table Parameter Descriptions

Parameter Description
'Index' Defines an index number for the new table row.
[Index] Note: Each row must be configured with a unique index.
‘Name' Defines a name for the Ethernet Device. The name is used to

name

[DeviceName]

associate the Ethernet Device with an IP network interface in
the IP Interfaces table (‘Underlying Device' field - see
Configuring IP Network Interfaces) and/or with a static route in
the Static Routes table (‘Ethernet Output Device' field - see
Configuring Static IP Routing).

'VLAN ID' Defines a VLAN ID for the Ethernet Device.
vlan-id The valid value is 1 to 3999. The default is 1.
[VIanID] Note: You can use the same VLAN ID for multiple Ethernet

Devices.
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Parameter Description
‘Underlying Interface' Assigns an Ethernet Group to the Ethernet Device. To configure
underlying-if Ethernet Groups, see Configuring Ethernet Port Groups.
[Underlyinglnterface] Note: The parameter is mandatory.
‘Tagging' Defines VLAN tagging for the Ethernet Device.
tagging M [0] Untagged = (Default for pre-configured Ethernet Device)

[Tagging] The Ethernet Device accepts untagged packets and packets
with the same VLAN ID as the Ethernet Device. Incoming
untagged packets are assigned the VLAN ID of the Ethernet
Device. The Ethernet Device sends these VLAN packets
untagged (i.e., removes the VLAN ID).

M [1] Tagged = (Default for new Ethernet Devices) The
Ethernet Device accepts packets that have the same VLAN
ID as the Ethernet Device and sends packets with this VLAN
ID. For all Ethernet Devices that are associated with the
same Ethernet Group (see 'Underlying Interface' parameter
above) and configured to Tagged, incoming untagged
packets received on this Ethernet Group are discarded.

Note: Only one Ethernet Device can be configured as Untagged
per associated Ethernet Group. In other words, if multiple
Ethernet Devices are associated with the same Ethernet Group,
only one of these Ethernet Devices can be configured to
Untagged; all the others must be configured to Tagged.

'MTU' Defines the Maximum Transmission Unit (MTU) in bytes per
mtu VLAN (Ethernet Device).
[MTU] The valid value is 68 to 65,535 (subject to hardware NIC

limitations which depend on NIC manufacturer and model). The
default is 1,500.

Note:

B MTU is not applicable to SBC Direct Media traffic and to
debug recording traffic.

M If your first Ethernet Device is configured with an untagged
VLAN, its MTU value is the maximum MTU that can be
configured for all other Ethernet Devices that are associated
with the same Ethernet Group. In other words, if you
configure additional Ethernet Devices (tagged VLANSs) that
are associated with the same Ethernet Group, their MTUs
must be equal to or less than the MTU of the first Ethernet
Device (untagged VLAN). For example, if the untagged VLAN
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Parameter Description

is configured with MTU of 100 bytes, you can configure a
tagged VLAN with an MTU value of either 100 bytes or less.

M If your first Ethernet Device is configured with a tagged
VLAN and you later configure an additional Ethernet Device
with an untagged VLAN that is associated with the same
Ethernet Group, the MTU of the untagged VLAN must be
equal to or greater than the highest MTU value configured
out of all the Ethernet Devices (VLANSs) associated with the
Ethernet Group. For example, if VLAN 1 is configured with
the highest MTU (100 bytes) out of all your VLANSs, you can
configure an untagged VLAN with an MTU value of either
100 bytes or greater.

Configuring IP Network Interfaces

The IP Interfaces table lets you configure up to 1,024 IP Interfaces.

An IP Interface is a local network interface (IPv4 and IPv6) that is used by the device to
communicate with external network entities as well as internal embedded servers. External
network entities includes, for example, SIP proxy and registrar servers, SIP trunks, RADIUS
servers, LDAP servers, OVOC server, and Web (HTTP) based servers. Internal embedded servers
includes, for example, the device's management interfaces (Web interface, CLI, REST, and
SNMP) and NGINX server.

The device is shipped with a default IP Interface (Index #0 and named "O+M+C") that has an
IPv4 address (see Default IP Address). This default IP Interface can be used for all types of traffic
(Application Types) - Operations, Administration, Maintenance and Provisioning (OAMP), Media
(RTP or voice) and Control (SIP signaling).

The default IPv4 OAMP IP Interface is used by default by many of the device's
features. For example, access to the device's management interfaces (Web, REST,
CLI over Telnet, CLI over SSH, and SNMP) uses this default IP Interface. This default
IP Interface is also used by features if you don't specify an IP Interface (e.g., syslog).
For some features (e.g., WebSocket tunneling and OVOC-managed licensing such
as Floating License), you can't specify the IP Interface, and they use this default IP
Interface. In addition, the device uses this default IP Interface for DNS if the IP
Interface that you have associated with a feature is not configured with a DNS server
(see the 'Primary DNS' parameter in this section for more information).

Therefore, it's recommended NOT to delete this default IPv4 OAMP interface.
However, if you do need to delete it (for example, to deploy an all-IPv6 network
environment), then make sure that you have assigned valid IP Interfaces to all the
features that you are using.

You can configure IP Interfaces for specific traffic (Application Type):
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B OAMP: The default IP Interface is used for accessing the device's management interfaces -
Web, CLI (Telnet and SSH), REST, and SNMP. However, you can configure different IP
Interfaces for management interfaces (with any Application Type) and then assign them to
the relevant management interface:

e For Web- and REST-based management, use the Web Interfaces table (see Configuring
Web Interfaces on page 46).

e For Telnet-based management, use the Telnet Interfaces table (see Configuring Telnet
Interface on page 85).

e For SSH-based management, use the SSH Interfaces table (see Configuring SSH
Interfaces on page 86).

® For SNMP-based management, see Configuring SNMP Interfaces on page 102.

‘& e You can configure IP Interfaces for management interfaces with any Application
Type (OAMP, Media, Control, or any combination). However, at least one OAMP
IP Interface must be configured in the IP Interfaces table.
e By default, the Web Interfaces, Telnet Interfaces, and SSH Interfaces tables all
provide a pre-configured interface that is associated with the default IP Interface
(IPV4 OAMP).

B Media: This Application Type is used for media (RTP or voice) traffic.

Control: This Application Type is used for SIP signaling traffic (messaging).

B Cluster: This Application Type is used for interfacing between the Cluster Manager and
Media Components.

B MAINTENANCE: This Application Type is used for HA maintenance traffic when the device
operates in High-Availability (HA) mode.

You can configure the device with a single IP Interface (default) for all Application Types.
Alternatively, you can configure multiple logical, IP Interfaces for these applications. You may
need to logically separate network segments for these applications for administration and
security. This can be achieved by employing Layer-2 VLANs and Layer-3 subnets. The figure
below illustrates a typical network architecture where the device is configured with three IP
Interfaces, each representing the OAMP, Control, and Media applications. The device is
connected to a VLAN-aware switch for directing traffic from and to the device to the three
separated Layer-3 broadcast domains according to VLAN tags (middle pane).
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Prior to configuring your IP Interfaces, please adhere to the following guidelines:
M At least one OAMP interface must be configured (IPv4 or IPv6).

B Up to two OAMP interfaces can be configured, each with a different IP version (IPv4 or
IPv6).

B OAMP interfaces can be combined with Media and Control type interfaces.

B At least one Media interface must be configured (IPv4 or IPv6). The Media interface can be
combined with OAMP and/or Control type interfaces.

B At least one Control interface must be configured (IPv4 or IPv6). The Control interface can
be combined with OAMP and/or Media type interfaces.

B Multiple Control and Media interfaces can be configured and they can have overlapping IP
addresses and subnets.

B The prefix length replaces the dotted-decimal subnet mask presentation and must have a
value of 0-32 for IPv4 addresses, and a value of 64 for IPv6 addresses.

M IP Interface types (OAMP, Media, and Control) can be combined:
e Example 1:
¢ One combined OAMP-Media-Control interface with an IPv4 address.
¢ One combined OAMP-Media-Control interface with an IPv6 address.
e Example 2:
¢ One OAMP interface with an IPv4 address.
¢ One or more Control interfaces with IPv4 addresses.

¢ One or more Media interfaces with IPv4 addresses.
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e Example 3:
¢ One OAMP interface with an IPv4 address.
¢ One combined Media-Control interface with an IPv4 address.

¢ One combined Media-Control interface with an IPv6 address.

= Multiple IP Interfaces that are assigned to the same Ethernet Device can't be configured with
different Default Gateways. If you need to use a different Default Gateway for one of the
subnets defined on this Ethernet Device to reach a specific network (and not a default
destination route), configure a Static Route rule.

m The address of the Default Gateway can be in a different subnet as the associated IP
Interface. Additional static routing rules can be configured in the Static Routes table.

= The IP Interface name must be configured (mandatory) and must be unique for each
interface.

m  Each IP Interface must be assigned an Ethernet Device. You can assign the same Ethernet
Device to multiple IP Interfaces. However, for IP Interfaces that are assigned the same
Ethernet Device (VLAN), only one of the IP Interfaces can be configured for dynamic IPv6
addressing.

The following procedure describes how to configure IP network interfaces through the Web
interface. You can also configure it through ini file [InterfaceTable] or CLI (configure

network > interface network-if).

> To configure IP Interfaces:

1. Open the IP Interfaces table (Setup menu > IP Network tab > Core Entities folder > IP
Interfaces).

2. Click New; the following dialog box appears:

GENERAL 1P ADDRESS
Index 2 Interface Mode Pv4 Manua v
Name 1P Address 0000
Application Type OAMP + Media + Control v Prefix Length 16

Ethernet Device v | View Default Gateway 0000

Primary DNS 00.00

econdary DNS 0.0.00

3. Configure the IP network interface according to the parameters described in the table
below.

4. Click Apply.

5. On the toolbar, click Save to save your settings to flash memory.
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& e If you change the address of the OAMP interface through which you are currently
connected to the device and then click Apply, connectivity with the device is lost.
You then need to re-access the device with the new OAMP address, and then
click the Save button on the toolbar for the new address to take effect.

e |Ifyou edit or delete an IP Interface, current calls using the interface are
immediately terminated.

e Ifyoudelete an IP Interface, rows configured in other tables (e.g., Media Realms
table) that are associated with the deleted IP Interface, lose their association with
the IP Interface('Interface Name' field displays "None") and the rows become
invalid.

e The SBC Configuration Wizard isn't supported and isn't available in the Web
interface (see SBC Configuration Wizard on page 1114) if you configure any IPv6
interfaces in the IP Interfaces table.

e Toview currently active IP Interfaces, click the IP Interface Status Table link
located at the bottom of the table. For more information, see Viewing Active IP
Interfaces.

e Upon device start up, the IP Interfaces table is parsed and passes a
comprehensive validation test. If any errors occur during this validation phase,
the device sends an error message to the syslog server and falls back to a "safe
mode", using a single interface without VLANSs. it's recommended that you view
the syslog messages that the device sends at startup to see if any errors
occurred.

e Complementing the IP Interfaces table is the Static Routes table, which lets you
configure static routing rules for non-local hosts/subnets. For more information,
see Configuring Static IP Routing.

Table 13-5: IP Interfaces Table Parameters Description

Parameter Description
General
‘Index' Defines an index number for the new table row.
network-if Note: Each row must be configured with a unique
[Index] index.
'Name' Defines a name for the interface.
name The valid value is a string of up to 16 characters. The
[InterfaceName] default (if no name is configured) is "Interface_n",
where n is the row index number.
Note:
B Configure each row with a unique name.
B The parameter value cannot contain a forward
slash (/).
'Application Type' Defines the type of application (traffic) for which you
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Parameter Description
application-type want to use the IP Interface (see note below).
[ApplicationTypes] Bl [0] OAMP = This IP Interface type is the device's

Operations, Administration, Maintenance and
Provisioning (OAMP) management interface,
which is used for device management through
Web, CLI (Telnet and SSH), SNMP, and REST. The
device is shipped with a default OAMP (and
Media and Control) interface which has an IPv4
address (see Default IP Address). By default, this
IPv4 OAMP interface is also used for various
device applications such as syslog and debugging
(but you can configure the device to use different
IP Interfaces for these applications).

B [1] Media = This IP Interface type is typically used
for media (i.e., RTP streams of voice).

Bl [2] Control = This IP Interface is typically used for
the SIP call control application.

B [3] OAMP + Media = Combined OAMP and
Media applications.

B [4] OAMP + Control = Combined OAMP and Call
Control applications.

B [5] Media + Control = Combined Media and Call
Control applications.

B [6] OAMP + Media + Control = Combined All
application types are allowed on the interface.

B [23] Cluster = This IP interface is used for
interfacing between the Cluster Manager and
Media Components. For more information, see
Media Transcoding Cluster Overview.

B [99] MAINTENANCE = This IP Interface is used
when the device is in High-Availability (HA) mode
and is for HA maintenance traffic. This IP
Interface represents one of the LAN interfaces or
Ethernet Groups on each device in the HA
system, used for the Ethernet connectivity
between the two devices. For more information
on HA and the Maintenance interface, see
Configuring High Availability.
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Parameter Description

Note:

B You can configure up to two OAMP interfaces
(dedicated or combined with Media and/or
Control), but each must have a different IP
version (IPv4 or IPv6). At least one OAMP
interface must exist in the IP Interfaces table.

M If you edit or delete the MAINTENANCE interface
(for HA mode), you must restart the device for
your changes to take effect.

B Mediant 9030: GE_1, GE_2, GE_3, and GE_4
ports can be used only for signaling (Control),
OAMP, and HA Maintenance. These ports must
not be used for media traffic.

‘Ethernet Device' Assigns an Ethernet Device (see Configuring
underlying-dev Underlying Ethernet Devices) to the IP interface.
[UnderlyingDevice] An Ethernet Device is a Layer-2 bridging device,

which is a VLAN that is associated with a physical
Ethernet port (Ethernet Group). This is useful for
setting trusted and untrusted networks on different
physical Ethernet ports. You can assign the same
Ethernet Device to multiple IP Interfaces, providing
multi-homing IP configuration (i.e., multiple IP
addresses on the same interface / VLAN).

By default, no value is defined.

Note:
M The parameter is mandatory.

B For IP Interfaces that are assigned the same
Ethernet Device (VLAN), only one of the IP
Interfaces can be configured for dynamic IPv6
addressing (i.e., 'Interface Mode' parameter
below configured to IPv6 Stateless or IPv6

DHCP).
IP Address
‘Interface Mode' Defines the method to configure the IP address of
mode the IP Interface.
[InterfaceMode] B [0] IPv6 Stateless = This option dynamically

-151-



CHAPTER 13 Network Mediant 90xx SBC | User's Manual

Parameter Description

acquires an IPv6 address for the IP Interface,
using the IPv6 Stateless Address
Autoconfiguration (SLAAC) method. This auto-
configures the IP Interface with an IPv6 address
without the need for the device to manage a
DHCP server. The device generates the IPv6
address using local and non-local information.
The non-local information is the prefix advertised
by routers, which forms the first 64-bit segment
(network part) of the 128-bit address. The local
information is generated by the device using an
algorithm based on the device's MAC address,
which forms the second 64-bit segment (client
ID). The device ensures that a unique IPv6
address is generated for the IP Interface. This
option can also be used to acquire the addresses
for the DNS servers through DHCP (see 'Primary
DNS' and 'Secondary DNS' parameters below),
and the address for the Default Gateway through
Router Advertisement (RA) messages (see
'Default Gateway' parameter below).

Bl [3] IPv6 Manual Prefix = This option is used if
you want to manually configure an IPv6 prefix
(higher 64 bits) while the interface ID (the lower
64 bits) is derived from the device's MAC
address.

B [4] IPv6 Manual = This option is used if you want
to manually configure an IPv6 address (128 bits).

B [10] IPv4 Manual = (Default) This option is used if
you want to manually configure an IPv4 address
(32 bits).

B [13] IPv6 DHCP = This option dynamically
acquires an IPv6 address for the IP Interface,
using the Stateful (DHCPv6) Autoconfiguration
method. The device acts as a DHCP client to
obtain the IPv6 address(es) from an external
DHCP server. The device sends a DHCP request
once you have configured the IP Interface and
upon every device restart. The DHCP server can
also provide the addresses for the DNS servers
(see 'Primary DNS' and 'Secondary DNS'
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Parameter

'IP Address'

ip-address

[IPAddress]

'Prefix Length'
prefix-length
[PrefixLength]

Description

parameters below) and the address for the
Default Gateway (see 'Default Gateway'
parameter below). Based on the DHCP lease
time, the device renews its lease over the IP
address(es) with the DHCP server.

Note:

B When you configure the parameter to IPv6
Stateless or IPv6 DHCP, the following
parameters become read-only: 'IP Address',
'Prefix Length', 'Default Gateway', Primary DNS',
and 'Secondary DNS'.

B Dynamic IPv6 addressing (i.e., options IPv6
Stateless and IPv6 DHCP) doesn't support High-
Availability (HA) mode.

Defines an IP address.

The valid value is an IPv4 address (in dotted-decimal
notation) or an IPv6 address (see RFC 4291). By
default, no value is defined.

Note:

M If you configure the 'Interface Mode' parameter
(see above) to IPv6 Manual Prefix, IPv6 Manual,
or IPv4 Manual, the 'IP Address' parameter is
mandatory.

B For IPv6, instead of configuring a static address
using this parameter, you can use dynamic IPv6
addressing (stateless or stateful) to
autoconfigure the IP Interface with an IPv6
address (and optionally, with DNS addresses and
the Default Gateway address). Therefore, if you
configure the 'Interface Mode' parameter (see
above) to IPv6 Stateless or IPv6 DHCP, the 'IP
Address' parameter is read-only and
automatically populated with the dynamic IPv6
address after you apply your IP Interface settings.

Defines the prefix length of the related IP address.
This is a Classless Inter-Domain Routing (CIDR)-style
representation of a dotted-decimal subnet notation.
The CIDR-style representation uses a suffix indicating
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Parameter

'‘Default Gateway'

gateway

Description

the number of bits which are set in the dotted-
decimal format. For example, 192.168.0.0/16 is
synonymous with 192.168.0.0 and subnet
255.255.0.0. This CIDR lists the number of ‘1’ bits in
the subnet mask (i.e., replaces the standard dotted-
decimal representation of the subnet mask for IPv4
interfaces). For example, a subnet mask of 255.0.0.0
is represented by a prefix length of 8 (i.e., 11111111
00000000 00000000 00000000) and a subnet mask
of 255.255.255.252 is represented by a prefix length
of 30 (i.e., 11111111 11111111 11111111
11111100).

The prefix length is a Classless Inter-Domain Routing
(CIDR) style presentation of a dotted-decimal subnet
notation. The CIDR-style presentation is the latest
method for interpretation of IP addresses.
Specifically, instead of using eight-bit address blocks,
it uses the variable-length subnet masking technique
to allow allocation on arbitrary-length prefixes.

The valid value of the prefix length depends on the
IP address version:

B IPv4:0to 32

B IPv6:Depends on the settings of the 'Interface
Mode' parameter (above):

v IPv6 Manual Prefix: 64
v IPv6 Manual: Up to 126

Note:For IPv6, instead of configuring a static prefix
length using this parameter, you can use dynamic
IPv6 addressing (stateless or stateful) to
autoconfigure the IP Interface with an IPv6 address
and prefix (and optionally, with DNS addresses and
the Default Gateway address). Therefore, if you
configure the 'Interface Mode' parameter (see
above) to IPv6 Stateless or IPv6 DHCP, the 'Prefix
Length' parameter is read-only and automatically
populated with the dynamic IPv6 address after you
apply your IP Interface settings.

Defines the IP address of the Default Gateway for
the IP |nterface. When the device sends traffic from
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Parameter

[Gateway]

DNS

'‘Primary DNS'
primary-dns

[PrimaryDNSServerIPAddress]

Description

this IP Interface to an unknown destination (i.e., not
in the same subnet and not defined for any static
routing rule), it forwards the traffic to this Default
Gateway.

By default, no value is defined.

Note: For IPv6, instead of configuring a static
address using this parameter, you can use dynamic
IPv6 addressing (stateless or stateful) to
autoconfigure the IP Interface with a Default
Gateway IPv6 address. Therefore, if you configure
the 'Interface Mode' parameter (see above) to IPv6
Stateless or IPv6 DHCP, the 'Default Gateway'
parameter becomes read-only. However, it's not
populated with the obtained IPv6 address. To view
the obtained Default Gateway address, use the CLI
command show network route orviewitin
the Static Routes Status table (see Viewing Static
Routes Status on page 1182).

Defines the primary DNS server's IP address (IPv4 or
IPv6), which is used for translating (resolving)
domain names (FQDNs) into IP addresses for
applications that are associated with the IP
Interface.

By default, no IP address is defined.
Note:

B For IPv6, instead of configuring a static DNS
address using this parameter, you can use
dynamic IPv6 addressing (stateless or stateful) to
obtain the address through DHCP. Therefore, if
you configure the 'Interface Mode' parameter
(see above) to IPv6 Stateless or IPvé DHCP, the
'Primary DNS' parameter becomes read-only and
is automatically populated with the dynamic IPv6
address after you apply your IP Interface settings.
You can also manually overwrite the obtained
address, by using the 'Overwrite Dynamic DNS
Servers' parameter (below).

B If you assign an IP Interface to one of the device's
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Parameter Description

configuration entities (e.g., Proxy Set) or services
(e.g., LDAP) that require DNS functionality, but
the IP Interface is not configured with a DNS
server or the configured DNS server is
unreachable, the device performs DNS fallback.
The DNS fallback is according to a customized
DNS fallback policy (see Configuring DNS Fallback
Policy on page 187). If you haven't configured a
DNS Fallback Policy, the device's default DNS
fallback sequence is used (see Configuring
Default DNS Servers on page 182).

B The DNS servers that are configured for IP
Interfaces are not used for HTTP services (see
HTTP-based Proxy Services on page 432). To
configure DNS servers for HTTP services, see
Configuring a DNS Server for HTTP Services on

page 435.
'Secondary DNS' Defines the secondary DNS server's IP address (IPv4
secondary-dns or IPv6), which is used for translating domain names
[SecondaryDNSServerlPAddress] into IP addresses for applications that are associated

with the IP interface.
By default, no IP address is defined.
Note:

B ForIPv6, instead of configuring a static DNS
address using this parameter, you can use
dynamic IPv6 addressing (stateless or stateful) to
obtain the address through DHCP. Therefore, if
you configure the 'Interface Mode' parameter
(see above) to IPv6 Stateless or IPvé DHCP, the
'Secondary DNS' parameter becomes read-only
and is automatically populated with the dynamic
IPv6 address after you apply your IP Interface
settings. You can also manually overwrite the
obtained address, by using the 'Overwrite
Dynamic DNS Servers' parameter (below).

'‘Overwrite Dynamic DNS Servers' Enables you to overwrite the DNS addresses that are
overwrite-dynamic-dn- obtained through DHCP for the 'Primary DNS' and
servers 'Secondary DNS' parameters (above).
[OverwriteDynamicDNSServers] Bl [0] Disable = (Default) The DNS addresses that
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Parameter Description

are obtained from the DNS server and
automatically used as the values for the 'Primary
DNS' and 'Secondary DNS' parameters can't be
overwritten (i.e., read-only).

B [1] Enable = The DNS addresses that are
obtained from the DNS server and automatically
used as the values for the 'Primary DNS' and
'Secondary DNS' parameters can be overwritten
(i.e., you can manually configure the addresses
instead).

Note: This parameter is applicable only if you are
implementing dynamic IPv6 addressing (i.e.,
'Interface Mode' parameter configured to IPv6
Stateless or IPv6 DHCP).

Networking Configuration Examples
Examples of IP network interface configuration are listed below:
Bl Single IP network interface for all applications:

The IP Interfaces table is configured with a single interface for OAMP, Media and Control:

. Prefix
Applicatio Interfac IP Default

Index Name Etherne Lengt

n Type . e Mode Address Gateway
t Device h
0 mylnterfa OAMP + 1 IPv4 192.168.0 16 192.168.0.
ce Media + Manual 2 1
Control

Two routes are configured in the Static Routes table for directing traffic for subnet
201.201.0.0/16 to 192.168.11.10, and all traffic for subnet 202.202.0.0/16 to 192.168.11.1:

Index Destination Prefix Length Gateway
0 201.201.0.0 16 192.168.11.10
1 202.202.0.0 16 192.168.11.1

The NTP applications remain with their default application types.

B Multiple interfaces, one per application type:
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The IP Interfaces table is configured with three interfaces, each for a different application
type (one for OAMP, one for Call Control, and one for RTP Media), and each with a
different VLAN ID and default gateway:

Inde

0

1

2

Name

Manageme

ntlF

myControllF

myMedialF

Applicati
on Type

OAMP

Control

Media

Interfa
Ethern
ot ce
. Mode
Device
1 IPv4
Manual
200 IPv4
Manual
211 IPv4
Manual

IP Address

192.168.0.
2

200.200.85
.14

211.211.85
.14

Prefix
Lengt
h

16

24

24

Default
Gateway

192.168.0.
1

200.200.8
5.1

211.211.8
5.1

A routing rule in the Static Routes table is required to allow remote management from a
host in 176.85.49.0/24:

Index

0

Destination

176.85.49.0

Prefix Length

24

192.168.11.1

Gateway

All other parameters are set to their respective default values. The NTP application remains
with its default application types.

B Multiple interfaces with combined application types:

A single interface for OAMP.

Interfaces for Call Control and Media applications, where two of them are IPv4
interfaces and one is an IPv6 interface.

The IP Interfaces table is configured as follows:

Inde

Name

Mgmt

MediaCntrl
1

Applicat
ion Type

OAMP

Media +
Control

Interfa
Ethern
- ce
i Mode
Device
1 IPv4
Manua
|
201 IPv4
Manua
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1.

Prefi
. Interfa
Inde Applicat = Ethern X Default
Name . ce IP Address
X ion Type et Lengt Gateway
X Mode
Device h
2 MediaCntrl | Media + 202 IPv4 200.200.86.14 24 200.200.
2 Control Manua 86.1
|
3 VeCntriIMe | Media + 202 IPv6 2000::1:200:200 64
dia2 Control Manua :86:14

A routing rule in the Static Routes table is required to allow remote management from a
host in 176.85.49.0/24:

Index Destination Prefix Length Gateway
0 176.85.49.0 24 192.168.0.10

The NTP application is configured (through the ini file) to serve as OAMP applications:

EnableNTPasOAM = 1

Configure Layer-2 QoS mapping in the QoS Mapping table. Packets sent with the configured
DiffServ get the configured VLAN priority:

Index Differentiated Services VLAN Priority
0 46 6
1 40 6
2 26 4
3 10 2

Configure Layer-3 QoS in the QoS Settings table:

e 'Media Premium QoS' - the default DiffServ value is 46
e 'Control Premium QoS' - the default DiffServ value is 24
e 'Gold QoS' - the default DiffServ value is 26

e 'Bronze QoS'- the default DiffServ value is 10

IP Network Interfaces and Multiple Default Gateways:
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This example includes a different Default Gateway per IP network interface. The Default
Gateway of the OAMP interface is 192.168.0.1 and of the Media and Control is
200.200.85.1. The configuration in the IP Interfaces table is shown below:

Prefix
Applicati Ethern Interfac Default
Index Name IP Address Lengt
on Type et e Mode h Gateway
Device
0 Mgmt OAMP 100 IPv4 192.168.0.2 16 192.168.0.
Manual 1
1 CntriMed | Media & 200 IPv4 200.200.85. | 24 200.200.85
ia Control Manual 14 1

Configuring the following static routing rules in the Static Routes table enables OAMP
applications to access peers on subnet 17.17.0.0 through the Default Gateway 192.168.10.1
and Media + Control applications to access peers on subnet 171.79.39.0 through Default
Gateway 200.200.85.10 (which is not the default gateway of the interface).

L. Prefix Ethernet Output
Index Destination . Gateway
Length Device
0 17.17.0.0 16 100 192.168.10.1
1 171.79.39.0 24 200 200.200.85.10

Configuring Static IP Routes

The Static Routes table lets you configure up to 30 static IP routing rules. Static routes let you
communicate with LAN networks that are not located behind the Default Gateway that is
specified for an IP network interface in the IP Interfaces table, from which the packets are sent.
Before sending an IP packet, the device searches the Static Routes table for an entry that
matches the requested destination host/network. If an entry is found, the device sends the
packet to the gateway that is configured for the static route. If no explicit entry is found, the
packet is sent to the Default Gateway as configured for the IP interface in the IP Interfaces
table.

You can view the status of configured static routes in the IP Routing Status table. This table can
be accessed by clicking the Static Routes Status Table link located at the bottom of the Static
Routes table (see Viewing Static Routes Status).

The following procedure describes how to configure static routes through the Web interface.
You can also configure it through ini file [StaticRouteTable] or CLI (configure network >
static).
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> To configure static IP routes:

1. Open the Static Routes table (Setup menu > IP Network tab > Core Entities folder > Static
Routes).

2. Click New; the following dialog box appears:

GENERAL
ndex d
Destination 0.0.0.0
Prefix Length 16
Ethernet Output Device - - | View
Gateway 0.0.0.0

Description

3. Configure a static route according to the parameters described in the table below. The
address of the host/network you want to reach is determined by an AND operation that is
applied to the fields 'Destination' and 'Prefix Length'. For example, to reach network
10.8.x.x, enter "10.8.0.0" in the 'Destination' field and "16" in the 'Prefix Length'. As a result
of the AND operation, the value of the last two octets in the 'Destination' field are ignored.
To reach a specific host, enter its IP address in the 'Destination’ field and "32" in the 'Prefix
Length' field.

4. Click Apply, and then save your settings to flash memory.

& e You can only delete Static Route rules that are inactive.

e You can configure only one Static Route rule with the same 'Destination' and
'Ethernet Output Device'.

Table 13-6: Static Routes Table Parameter Descriptions

Parameter Description
'Index' Defines an index number for the new table row.
[Index] The valid value is 0 to 29.

Note: Each row must be configured with a
unique index.

'‘Destination’ Defines the IP address of the destination
destination host/network. The destination can be a single
[Destination] host or a whole subnet, depending on the prefix
length configured for this routing rule.
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Parameter

'Prefix Length'
prefix-length
[PrefixLength]

'‘Ethernet Output Device

device-name

[DeviceName]

'‘Gateway'

gateway
[Gateway]

'‘Description’
description

[Description]

Description

Defines the Classless Inter-Domain Routing
(CIDR)-style representation of a dotted-decimal
subnet notation of the destination host/network.
The CIDR-style representation uses a suffix
indicating the number of bits that are set in the
dotted-decimal format. For example, the value
16 represents subnet 255.255.0.0

The valid value depends on the IP address
version:

B [Pv4:0to 32

M [Pv6:0to 128

Associates an IP network interface through
which the static route's Gateway is reached. The
association is done by assigning the parameter
the same Ethernet Device that is assigned to the
IP network interface in the IP Interfaces table
('Ethernet Device' parameter). To configure IP
network interface, see Configuring IP Network
Interfaces. To configure Ethernet Devices, see
Configuring Underlying Ethernet Devices.

Defines the IP address of the Gateway (next hop)
used for traffic destined to the subnet/host
configured in the 'Destination' and 'Prefix Length'
parameters.

Note:

B The Gateway's address must be in the same
subnet as the IP address of the network
interface that is associated with the static
route (using the 'Ethernet Output Device'
parameter - see above).

B The IP network interface associated with the
static route must be of the same IP address
family (IPv4 or IPv6).

Defines a name for the rule.

The valid value is a string of up to 20 characters.
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Configuration Example of Static IP Routes

An example of the use for static routes is shown in the figure below. In the example, the device
needs to communicate with a softswitch at IP address 10.1.1.10. However, the IP network
interface from which packets destined for 10.1.1.10 is sent, is configured to send the packets to
a Default Gateway at 10.15.0.1. Therefore, the packets do not reach the softswitch. To resolve
this problem, a static route is configured to specify the correct gateway (10.15.7.22) in order to
reach the softswitch.

Note the following configuration:

B The static route is configured with a subnet mask of 24 (255.255.255.0), enabling the
device to use the static route to send all packets destined for 10.1.1.x to this gateway and
therefore, to the network in which the softswitch resides.

B The static route in the Static Routes table must be associated with the IP network interface
in the IP Interfaces table. This is done by configuring the 'Ethernet Output Device' field in
the Static Routes table to the same value as configured in the 'Ethernet Device' field in the
IP Interfaces table.

B The static route's Gateway address in the Static Routes table is in the same subnet as the IP
address of the IP network interface in the IP Interfaces table.

O )

Device

No Static Route:
The device sends packetsto 10.15.0.1, which is the Default Gateway defined for this |P network interface in the |P Interfaces table. Therefore,
the device will not succeed in reaching the softswitch.

IP Interfaces 2

e - e 5
R APPLICATION  INTERFACE PREFIX DEFAULT PRIMARY SECONDARY  ETHERNET

DX HaME TYPE MODE IPADDRESS | engTH GATEWAY  DNS DNS DEVICE
0 OMC OAMP + Media IPvéManual 1015795 16 7u1s01) 0000 0000 (vlan1)

Static Route Configured:

A static route with the correct gateway is needed for routing to the softswitch. The device communicates with the softswitch (10.1.1.0/24) using
the gateway 10.15.7.22_ Note that the device first searches for a matching route in the Static Routes table.

If not found, it usesthe default gateway defined in the IP Interfaces table.

Static Routes (1)

@ Poge ot o
INDEX = DESTINATION PREFIX LENGTH ETHERNET OUTPUT DEVICE  GATEWAY DESCRIPTION
{’__"\- ,,——--.._" ,-—'*-.‘ .
0 \1&1 ,t,?_ P 24 1 ?m A \1015323, Softswitch
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Troubleshooting the Static Routes Table

When adding a new static route to the Static Routes table, the added rule passes a validation
test. If errors are found, the static route is rejected and not added to the table. Failed static
route validations may result in limited connectivity (or no connectivity) to the destinations
specified in the incorrect static route. For any error found in the Static Routes table or failure to
configure a static route, the device sends a notification message to the syslog server reporting
the problem.

Common static routing configuration errors may include the following:

B The IP address specified in the 'Gateway!' field is unreachable from the IP network interface
associated with the static route.

B The same destination has been configured in two different static routing rules.

B More than 30 static routes have been configured.

& If a static route is required to access OAMP applications (for remote management, for
example) and the route is not configured correctly, the route is not added and the
device is not accessible remotely. To restore connectivity, the device must be
accessed locally from the OAMP subnet and the required routes be configured.

Network Address Translation Support

Network Address Translation (NAT) is a mechanism that maps internal IP addresses (and ports)
used within a private network to global IP addresses and vice versa, providing transparent
routing to end hosts. The primary advantages of NAT include (1) reduction in the number of
global IP addresses required in a private network (global IP addresses are only used to connect
to the Internet) and (2) better network security by hiding the internal architecture.

The design of SIP creates a problem for VolP traffic to pass through NAT. SIP uses IP addresses
and port numbers in its message body. However, the NAT server is unable to modify the SIP
messages and thus, can’t change local addresses to global addresses.

This section discusses the device's solutions for overcoming NAT traversal issues.

Device Located behind NAT

Two different streams of traffic traverse through NAT - signaling and media. A device located
behind NAT that initiates a signaling path has problems receiving incoming signaling responses,
as they are blocked by the NAT server. Therefore, the initiating device must inform the
receiving device where to send the media. To resolve this NAT problem, the device provides the
following solution:

B NAT Translation table, which configures NAT per IP network interface - see Configuring NAT
Translation per IP Interface.
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If NAT is not configured, the device sends the packet according to its IP address configured in
the IP Interfaces table.

The figure below illustrates the NAT problem faced by SIP networks when the device is located
behind a NAT:
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: SIP Message: : Signaling and media traverse SIP Message still has media

I Media source is 192.168.61.10:8000 | Firewall with NAT functionality source as 192.168.61.10:8000
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Actual media source is now
243.120.15.101:8000

Configuring NAT Translation per IP Interface

The NAT Translation table lets you configure up to 32 network address translation (NAT) rules
for translating source IP addresses into NAT IP addresses (global - public) when the device is
located behind NAT.

The device's NAT traversal mechanism replaces the source IP address of SIP messages sent
from a specific IP Interface (Control or Media) in the IP Interfaces table to a public IP address.
This allows, for example, the separation of VolP traffic between different ITSPs and topology
hiding of internal IP addresses from the “public” network. Each IP Interface (configured in the IP
Interfaces table) can be associated with a NAT rule, translating the source IP address and port
of the outgoing packet into the NAT address (IP address and port range).

The following procedure describes how to configure NAT translation rules through the Web
interface. You can also configure it through ini file [NATTranslation] or CLI (configure
network > nat-translation).

> To configure NAT translation rules:

1. Open the NAT Translation table (Setup menu > IP Network tab > Core Entities folder > NAT
Translation).

2. Click New; the following dialog box appears:
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SOURCE TARGET
1
Index 0 Target IP Address
Source Interface -- IZI View Target Start Port
Source Start Port Target End Port

Source End Port

3. Configure a NAT translation rule according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 13-7: NAT Translation Table Parameter Descriptions

Parameter Description
Source
'Index’ Defines an index number for the new table row.
index Note: Each row must be configured with a unique
[Index] index.
'Source Interface' Assigns an IP Interface (configured in the IP Interfaces
src-interface—-name table) to the rule. Outgoing packets sent from the

[SrcIPInterfaceName] specified network interface are NAT'ed.

By default, no value is defined.

To configure IP Interfaces, see Configuring IP Network

Interfaces.
'Source Start Port' Defines the optional starting port range (0-65535) of
src-start-port the IP interface, used as matching criteria for the NAT
[SourceStartPort] rule. If not configured, the match is done on the entire
port range. Only IP addresses and ports of matched
source ports will be replaced.
'Source End Port' Defines the optional ending port range (0-65535) of the
src-end-port IP interface, used as matching criteria for the NAT rule.
[SourceEndPort] If not configured, the match is done on the entire port
range. Only IP addresses and ports of matched source
ports will be replaced.
Target
'Target IP Address' Defines the global (public) IP address. The device adds
target-ip-address the address in the outgoing packet to the SIP Via

[TargetlPAddress] header, Contact header, 'o=' SDP field, and 'c=' SDP
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Parameter Description
field.
'Target Start Port' Defines the optional starting port range (0-65535) of
target-start-port the global address. If not configured, the ports are not
[TargetStartPort] replaced. Matching source ports are replaced with the

target ports. This address is set in the SIP Via and
Contact headers and in the 'o="and 'c=' SDP fields.

'Target End Port' Defines the optional ending port range (0-65535) of the
target-end-port global address. If not configured, the ports are not
[TargetEndPort] replaced. Matching source ports are replaced with the

target ports. This address is set in the SIP Via and
Contact headers and in the 'o='and 'c=' SDP fields.

Remote UA behind NAT

This section describes configuration for scenarios where the device sends signaling and media
packets to a remote UA that is located behind NAT.

SIP Signaling Messages

By default, the device resolves NAT issues for SIP signaling, using its NAT Detection mechanism.
The NAT Detection mechanism checks whether the endpoint is located behind NAT by
comparing the source IP address of the incoming UDP/TCP packet (in which the SIP message is
received) with the IP address in the SIP Contact header. If the packet's source IP address is a
public address and the Contact header's IP address is a local address, the device considers the
endpoint as located behind NAT. In this case, the device sends the SIP messages to the
endpoint using the packet's source IP address. Otherwise (or if you have disabled the NAT
Detection mechanism), the device sends the SIP messages according to the SIP standard (RFC
3261), where requests within the SIP dialog are sent using the IP address in the Contact header
and responses to INVITEs are sent using the IP address in the Via header.

If necessary, you can also configure the device to always consider incoming SIP INVITE
messages as sent from endpoints that are located behind NAT. When this is enabled, the device
sends responses to the INVITE (to the endpoint) using the source IP address of the packet
(INVITE) initially received from the endpoint. This is useful in scenarios where the endpoint is
located behind a NAT firewall and the device (for whatever reason) is unable to identify NAT
using its regular NAT Detection mechanism. This feature is enabled per specific calls using the
'Always Use Source Address' parameter in the IP Groups table (see Configuring IP Groups). If
this feature is disabled, the device's NAT detection is according to the settings of the global
parameter, 'SIP NAT Detection' parameter (see below procedure).
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> To enable the NAT Detection feature (global):

1. Open the Transport Settings page (Setup menu > Signaling & Media tab > SIP Definitions
folder > Transport Settings).

2. From the 'SIP NAT Detection' drop-down list (SIPNatDetection), select Enable:
GEMERAL

SIPMAT Detection Enable |E|
3. Click Apply.

Media (RTP/RTCP/T.38)

When a remote UA initiates a call and is not located behind a NAT server, the device sends the
media (RTP, RTCP, and T.38) packets to the remote UA using the IP address:port (UDP)
indicated in the SDP body of the SIP message received from the UA. However, if the UA is
located behind NAT, the device sends the RTP with the IP address of the UA (i.e., private IP
address) as the destination instead of that of the NAT server. Thus, the RTP will not reach the
UA. To resolve this NAT traversal problem, the device offers the following features:

B First Incoming Packet Mechanism - see First Incoming Packet Mechanism
B RTP No-Op packets according to the avt-rtp-noop draft - see No-Op Packets

The figure below illustrates a typical network architecture where the remote UA is located

behind NAT:
| [}
| 1 | |
| | 1
: I | 1
|
I | : I
I
! 192.168.61.10 | 24312015101 212.90.16.55 Private, Internal 10.13.4.12 :
| | IP Address
- T, |
: Device — = — +— «— !
| Global IP [
| | Address :
: : NAT Server IP Phones 1
|
I ! I |
| ! | |
1 | 7/
~ 4 \\ .

—— e

First Incoming Packet Mechanism

In scenarios where the remote user agent (UA) resides behind a NAT server, it’s possible that
the device, if not configured for NAT traversal, will send the media (RTP, RTCP and T.38)
streams to an invalid IP address and UDP port. In other words, it will send the media to the
private IP address:port of the UA and not the public address (of the NAT server) and therefore,
the media will not reach the UA. When the UA is located behind NAT, although the UA sends its
private IP address:port in the original SIP message (INVITE), the device receives the media
packets with a source address of a public IP address:port (i.e., allocated by the NAT server).
Therefore, to ensure that the media reaches the UA, the device must send it to the public
address.
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The device identifies whether the UA is located behind NAT by comparing the source IP address
of the first received media packet with the IP address and UDP port of the first received SIP
message (INVITE) when the SIP session was started. This is done for each media type--RTP,
RTCP and T.38--and therefore, they can have different destination IP addresses and UDP ports
than one another.

The device supports various NAT traversal methods, which you can configure using the 'NAT
Traversal' (NATMode) parameter. For more information on the different options provided by
this parameter, see NAT and STUN Parameters on page 1471.

> To enable NAT resolution using the First Incoming Packet mechanism:

1. Open the Media Settings page (Setup menu > Signaling & Media tab > Media folder >
Media Settings).

2. From the 'NAT Traversal' drop-down list (NATMode), select the required NAT option.

NAT Traversal « MNAT by Signaling Restricteq~

3. Click Apply.

No-Op Packets

The device can send No-Op packets to verify Real-Time Transport Protocol (RTP) and T.38
connectivity, and to keep NAT bindings and Firewall pinholes open. The No-Op packets can be
sent in RTP and T.38 formats:

B RTP No-Op: The RTP No-Op support complies with IETF Internet-Draft draft-wing-avt-rtp-
noop-03 ("A No-Op Payload Format for RTP"). The IETF document defines a No-Op payload
format for RTP. The draft defines the RTP payload type as dynamic. You can configure the
payload type as described in the following procedure (default is 120).

B T.38 No-Op: T.38 No-Op packets are sent only while a T.38 session is activated. Sent
packets are a duplication of the previously sent frame (including duplication of the
sequence number).

> To configure the No-Op packet feature:

1. Enable the feature, using the [NoOpEnable] parameter. You can also enable this feature per
IP Profile, using the 'Generate No-Op Packets' parameter (see Configuring IP Profiles on
page 631).

2. Configure the interval between each No-Op packet sent by the device during the silence
period (i.e., no RTP or T.38 traffic), using the [NoOplInterval] parameter.

3. For RTP No-Op packets, configure the payload type of the No-Op packets, using the
[RTPNoOpPayloadType] parameter.
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& The receipt of No-Op packets is always supported.

Fax Transmission behind NAT

The device supports transmission from fax machines (connected to the device) located inside
(behind) NAT. Generally, the firewall blocks T.38 (and other) packets received from the WAN,
unless the device behind the NAT sends at least one IP packet from the LAN to the WAN
through the firewall. If the firewall blocks T.38 packets sent from the termination IP fax, the fax
) packets to open a pinhole

I”

fails. To overcome this problem, the device sends No-Op (“no-signa
in the NAT for the answering fax machine. The originating fax doesn't wait for an answer, but
immediately starts sending T.38 packets to the terminating fax machine upon receipt of a re-
INVITE with T.38 only in the SDP, or T.38 and audio media in the SDP. This feature is configured
using the [T38FaxSessionlmmediateStart] parameter. The No-Op packet feature is enabled
using the [NoOpEnable] and [NoOplnterval] parameters.

Implementing ICE for Media Sessions

The device supports Interactive Connectivity Establishment (ICE) for SBC calls. ICE is a
methodology for NAT traversal, enabling VolP interoperability across networks to work better
across NATs and firewalls. It employs Session Traversal Utilities for NAT (STUN) and Traversal
Using Relays around NAT (TURN) protocols to provide a peer with a public IP address and port
that can be used to connect to a remote peer. Therefore, for some applications such as when
the device operates in Microsoft Teams Direct Routing (media bypass) environments, ICE is
required.

For clients behind NATs and/or firewalls to send media (RTP) between one another, they need
to discover each others IP address and port as seen by the "outside" world. If both peers are in
different private networks behind a NAT, the peers must coordinate to determine the best
communication path between them.

ICE first tries to make a connection using the client's private local address. If that fails (which it
will for clients behind NAT), ICE obtains an external (public) address using a STUN server. If that
fails, traffic is routed through a TURN relay server (which has a public address).

These addresses:ports (local, STUN, TURN and any other network address) of the client are
termed "candidates". Each client sends its' candidates to the other in the SDP body of the SIP
message (e.g., INVITE). Peers then perform connectivity checks per candidate of the other peer,
using STUN binding requests sent on the RTP and RTCP ports. ICE tries each candidate and
selects the one that works (i.e., media can flow between the clients).

The following figure provides a simple illustration of ICE:
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ICE Candidates of Client A:
Local = 10.10.10.10:7000
STUN =192.1.1.1:7000
TURN = 210.1.1.1:7000

TURN Server TURN Server

STUN Server STUN Server

210.1.1.1:7( 210.1.1.4:7002

Local = 10.10.10.11:7000
STUN =192.1.1.2:7000
TURN = 210.1.1.4:7002

\ ICE Candidates of Client B:

192.1.1.1:7000 192.1.1.2:7000

) g

. INVITE Sent by Client A: INVITE Sent by Client B: .
Client A Client B

0=INIP4 C o=INIP4 C

m=audio D RTP/AVP 0 m=audio D RTP/AVP 0
a=candidate: UDP 10.10.10.10:7000  a=candidate: UDP 10.10.10.11:7000
a=candidate: UDP 192.1.1.1:7000 a=candidate: UDP 192.1.1.2:7000

a=candidate: UDP 210.1.1,1:7000 a=candidate: UDP 210.1.1.4:7002
10.10.10.10:7000 (Local) 10.10.10.11:7000 (Local)

The device supports ICE-Lite and ICE-Full (or ICE Full):

ICE Candidates of Client:
Local = 10.10.10.10:7000
STUN = 192.1.1.1:7000
TURN = 210.1.1.1:7000

ICE-Lite: When configured for ICE-Lite, the device doesn't initiate the ICE process. Instead,
it supports remote endpoints that initiate ICE to discover their workable public IP address
with the device. Therefore, the device supports the receipt of STUN binding requests for
connectivity checks of ICE candidates and responds with STUN responses. Note that in the
response to the INVITE message received from the remote endpoint, the device sends only
a single candidate for its' IP address. This is the IP address of the device that the client uses.

The following figure shows an example of using ICE-Lite when the device communicates
with a WebRTC client:

TURN Server

STUN Server

ICE Candidates of SBC:
STUN =192.1.1.2:7000

WebRTC Client

@ INVITE Sent by Client: INVITE Sent by SBC: @

0=IN IP4 C 0=IN IP4 C E
m=audio D RTR/AVP 0 m=audio D RTR/AVP 0
a=candidate: UDP 10.10.10.10:7000 a=candidate: UDP 192.1.1.2:7000

a=candidate: UDP 192.1.1.1:7000
a=candidate: UDP 210.1.1.1:7000

ICE-Full: When configured for ICE-Full, the device can play the role as ICE controlled or ICE
controlling. The device initiates STUN negotiation for all candidate pairs. The device sends
the candidates with its local IP address, and a public IP address if configured in the NAT
Translation table (see Configuring NAT Translation per IP Interface on page 165). The device
sends keep-alive messages to keep NAT bindings open for media sessions using ICE-Full.
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The following figure shows an example of using ICE-Full, whereby the SBC device sends two
candidates, one with its local IP address and one with its public IP address, according to its
NAT Translation table.

TURN Server TURN Server

STUN Server TUN Server
: .
= =

ICE Candidates of ClientB
Local =10.10.10.10:7000
STUN =192.1.1.1:7000
TURN =210.1.1.1:7000

ICE Candidates of Client A
Local =10.10.1.10:6000

STUN =190.1.1.1:7000
JURN =220.1.1.1:7000

Client B cli A
INVITE Sent by Client B INVITE Sent by Client A ient
E o=INIP4 C o=INIP4C
m=audio D RTP/AVP 0 m=audio D RTR/AVP 0
a=candidate: UDP 10.10.10.10:7000 a=candidate: UDP 10.10.1.10:6000
a=candidate: UDP 192.1.1.1:7000 a=candidate: UDP 190.1.1.1:7000
a=candidate: UDP 210.1.1.1:7000 a=candidate: UDP 220.1.1.1:7000
INVITE Sent by SBC @
o=IN P4 C

m=audio D RTR/AVP 0
= candidate1: UDP 10.10.1.1:4000 host
a =candidate2: UDP 200.1.1.2:7000 srflx

To support ICE, the device's leg interfacing with the ICE-enabled client (SIP entity) must be
enabled for ICE. This is done by using the IP Profile parameter 'ICE Mode' (see Configuring IP
Profiles), which can be configured to Lite or Full.

& As the ICE technique has been defined by the WebRTC standard as mandatory for
communication with the WebRTC client, ICE support by the device is important for
deployments implementing WebRTC. For more information on WebRTC, see
WebRTC. Once a WebRTC session (WebSocket) is established for SIP signaling
between the device and the WebRTC client, the client's IP address needs to be
discovered by the SBC device using the ICE technique.

Robust Receipt of Media Streams by Media Latching

The device's Robust Media feature (or media latching) filters out unwanted media (RTP, RTCP,
SRTP, SRTCP, and T.38) streams that are sent to the same port number of the device. Media
ports may receive additional multiple unwanted media streams (from multiple sources of
traffic) as result of traces of previous calls, call control errors, or deliberate malicious attacks
(e.g., Denial of Service). When the device receives more than one media stream on the same
port, the Robust Media mechanism detects the valid media stream and ignores the rest. Thus,
this can prevent an established call been stolen by a malicious attacker on the media stream.

For the involved voice channel, the device latches on to the first stream of the first received
packet. All packets (of any media type) received from the same IP address and SSRC are
accepted (for T.38 packets, the device considers only the IP address). If the channel receives
subsequent packets from a non-latched source, the device can either ignore this new stream
and remain latched to the first original stream (IP address:port) or it can latch on to this new
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stream. The media latch mode is configured using the InboundMedialLatchMode parameter. If

this mode is configured to latch on to new streams, you also need to configure the following:

Minimum number of continuous media packets that need to be received from a different
source(s) before the channel can latch onto this new incoming stream.

Period (msec) during which if no packets are received from the current stream, the channel
latches onto the next packet received from any other stream.

Depending on media latch mode, if the device has latched on to a new stream and a packet

from the original (first latched onto) IP address:port is received at any time, the device latches
on to this original stream.

Latching on to a new T.38 stream is reported in CDR using the CDR fields, LatchedT38lp (new IP
address) and LatchedT38Port (new port). In addition, the SIP PUBLISH message updates the
latched RTP SSRC, for example:

RemoteAddr: IP=10.33.2.55 Port=4000 SSRC=0x66d510ec

> To configure media latching:

1.

2.

Open the Media Settings page (Setup menu > Signaling & Media tab > Media folder >
Media Settings), and then from the 'Inbound Media Latch Mode' drop-down list
(InboundMedialLatchMode), configure the media latch mode:

Inbound Media Latch Mode Dynamic |Z|

If you configure Step 1 to Dynamic or Dynamic-Strict:

e Configure the minimum number of continuous media (RTP, RTCP, SRTP, and SRTCP)
packets that need to be received by the channel before it can latch onto this new
incoming stream:

¢ 'New RTP Stream Packets'

¢ 'New RTCP Stream Packets'
¢ 'New SRTP Stream Packets'
¢ 'New SRTCP Stream Packets'

e Configure a period (msec) after which if no packets are received from the current
media session, the channel can re-latch onto another stream:

¢ 'Timeout To Relatch RTP'
¢ 'Timeout To Relatch SRTP'
¢ 'Timeout To Relatch Silence'

¢ 'Timeout To Relatch RTCP'

¢ 'Fax Relay Rx/Tx Timeout'
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ROBUSTMESS

Mew RTP Stream Packets 3

Mew RTCP Stream Packets 3

Mew SRTP Stream Packets 3

Mew SRTCP Stream Packets 3
Timeout To Relatch RTP (msec) 200
Timeout To Relatch SRETP (msec) 200
Timeout To Relatch Silence (msec) 10000
Timeout To Relatch RTCP (msec) 10000

3. Click Apply, and then save your settings to flash memory.

Configuring Static ARP Table

The Static ARP table lets you configure up to 30 static Address Resolution Protocol (ARP) entries
for mapping IP addresses to Media Access Control (MAC) addresses. Instead of dynamically
mapping the Layer-3 address to a Layer-2 address, the device uses this table for mapping
between these addresses.

& e This table is for both IPv4 and IPv6 adresses. Neighbor Discovery Protocol
(NDP) is the IPv6 equivalent of ARP.
e Toview the device's cached and static ARP entries, use the CLI command show
network arp. The command's output displays static ARP mappings as
"permanent" and dynamic ARP mappings as "reachable".

The following procedure describes how to configure the ARP table through the Web interface.
You can also configure it through ini file [StaticArp] or CLI (configure network >
static-arp-table).

> To configure static ARP table:

1. Open the Static ARP table (Setup menu > IP Network tab > Core Entities folder > Static
ARP).

2. Click New; the following dialog box appears:

GENERAL

ndex
Destination Address 0.0.0.0
MAC Address

Ethernet Device - - | View
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3. Configure a static ARP entry according to the parameters described in the table below.

4. Click Apply.

Table 13-8: Static ARP Table Parameter Descriptions

Parameter

'Index'

'Destination Address'
dest-addr

[DestAddress]

'MAC Address'

mac-addr

[MacAddr]

'Ethernet Device
eth-dev

[EthDev]

Description

Defines an index number for the table row.

Note: Each row must be configured with a unique index.

Defines the IP address of the destination host or network.
By default, no value is defined.

Note:
B The parameter is mandatory.

B The IP address must be in the same subnet as the specified
'Ethernet Device' (below).

Defines the MAC address that is mapped to the IP address
specified in the 'Destination Address' parameter.

The valid value is in hexadecimal bytes in the format
nn:nn:nn:nn:nn:nn (e.g., 00:90:8f:12:13:df). By default, no
value is defined.

Note: The parameter is mandatory.

Assigns an Ethernet Device from the Ethernet Devices table
(see Configuring Underlying Ethernet Devices on page 142),
which is a VLAN associated with a specific IP interface in the IP
Interfaces table. The ARP mapping rule is for packets that the
device sends through this Ethernet Device to the specified
destination address.

Configuring Quality of Service

This section describes how to configure Layer-2 and Layer-3 Quality of Service (QoS).

Configuring Class-of-Service QoS

The QoS Settings page lets you configure Layer-3 Class-of-Service Quality of Service (QoS). This
configures Differentiated Services (DiffServ) values for each CoS. DiffServ is an architecture
providing different types or levels of service for IP traffic. DiffServ (according to RFC 2474),

prioritizes certain traffic types based on priority, accomplishing a higher-level QoS at the

expense of other traffic types. By prioritizing packets, DiffServ routers can minimize

transmission delays for time-sensitive packets such as VolP packets.

You can assign DiffServ to the following class of services (CoS):
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Media Premium: RTP packets sent to the LAN

|
B Control Premium: Control protocol (SIP) packets sent to the LAN
B Gold: HTTP streaming packets sent to the LAN

|

Bronze: OAMP packets sent to the LAN
The mapping of an application to its CoS and traffic type is shown in the table below:

Table 13-9: Traffic/Network Types and Priority

Class-of-Service

Application Traffic / Network Types (Priority)
Debugging interface Management Bronze
Telnet Management Bronze
Web server (HTTP) Management Bronze
SNMP GET/SET Management Bronze
Web server (HTTPS) Management Bronze
RTP traffic Media Media Premium
RTCP traffic Media Media Premium
T.38 traffic Media Media Premium
SIP Control Control Premium
SIP over TLS (SIPS) Control Control Premium
Syslog Management Bronze
SNMP Traps Management Bronze
DNS client Varies according to DNS settings: Depends on traffic
H OAMP type:
B Control | Contr.oI: Control
Premium
B Management:
Bronze
NTP Varies according to the interface type Depends on traffic
associated with NTP (see Assigning type:

NTP Services to Application Types): B Control: Control
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Class-of-Service

Application Traffic / Network Types L
(Priority)
B OAMP Premium
M Control B Management:
Bronze

> To configure DiffServ (Layer-3 QoS) values per CoS:

1. Open the QoS Settings page (Setup menu > IP Network tab > Quality folder > QoS
Settings).

2. Click New; the following dialog box appears:

GEMERAL

Media Premium Qo5 46
Control Premium QoS 40
Gold Qo5 26
Bronze QoS 10

3. Configure DiffServ values per CoS according to the parameters described in the table
below.

4. Click Apply, and then save your settings to flash memory.

Table 13-10:QoS Settings Parameter Descriptions

Parameter Description
'Media Premium QoS' Defines the DiffServ value for Premium Media
media-qgos CoS content.
[PremiumServiceClassMediaDiffServ] The valid range is 0 to 63. The default is 46.

Note: You can also configure the parameter
per IP Profile ('RTP IP DiffServ' parameter) or
Tel Profile ('RTP IP DiffServ' parameter).

'Control Premium QoS' Defines the DiffServ value for Premium Control
control-gos CoS content (Call Control applications).
[PremiumServiceClassControlDiffServ] The valid range is 0 to 63. The default is 24.

Note: You can also configure the parameter
per IP Profile ('Signaling DiffServ' parameter) or
Tel Profile ('Signaling DiffServ' parameter).

'Gold QoS' Defines the DiffServ value for Gold CoS content
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Parameter Description
gold-gos (streaming applications).
[GoldServiceClassDiffServ] The valid range is 0 to 63. The default is 26.
'‘Bronze QoS' Defines the DiffServ value for Bronze CoS
bronze-gos content (OAMP applications).
[BronzeServiceClassDiffServ] The valid range is 0 to 63. The default is 10.

Configuring DiffServ-to-VLAN Priority Mapping

The QoS Mapping table lets you configure up to 64 DiffServ-to-VLAN priority mapping for Layer
3 and Layer-2 Quality of Service (QoS). For each packet sent to the LAN, the VLAN Priority of the
packet is set according to the DiffServ value in the IP header of the packet.Layer-2 802.1Q
frames have a 2-byte field called Tag Control Information. The three most significant bits of this
2-byte field represents the Class of Service (CoS) value. Layer-2 QoS is represented by this CoS
value which is from 0 to 7 (thus 8 values). Layer-2 QoS parameters define the values for the 3
priority bits in the VLAN tagaccording to the value of the DiffServ field in the packet IP header
(according to the IEEE 802.1p standard). Differentiated Services (DiffServ) is an architecture
providing different types or levels of service for IP traffic. DiffServ (according to RFC 2474),
prioritizes certain traffic types based on priority, accomplishing a higher-level QoS at the
expense of other traffic types. By prioritizing packets, DiffServ routers can minimize
transmission delays for time-sensitive packets such as VolP packets.

The following procedure describes how to configure DiffServ-to-VLAN priority mapping through
the Web interface. You can also configure it through ini file [DiffServToVlanPriority] or CLI

(configure network > gos vlan-mapping).

> To configure DiffServ-to-VLAN priority mapping:

1. Open the QoS Mapping table (Setup menu > IP Network tab > Quality folder > QoS
Mapping).

2. Click New; the following dialog box appears:

GEMERAL
Index 1
Differentiated Services 1]
VLAN Priority 0
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3. Configure a DiffServ-to-VLAN priority mapping rule according to the parameters described
in the table below.

4. Click Apply, and then save your settings to flash memory.

Table 13-11:QoS Mapping Table Parameter Descriptions
Parameter Description

'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique

index.
'Differentiated Services' Defines a DiffServ value.
diff-serv The valid value is 0 to 63. The default is 0.
[DiffServToVlanPriority_DiffServ]
'VLAN Priority' Defines the VLAN priority level.
vlan-priority The valid value is 0 to 7. The default is 0.
[DiffServToVlanPriority
VlanPriority]

Configuring ICMP Message Handling

Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol
suite. It's used by network devices such as routers to send error messages indicating, for
example, that a requested service is unavailable.

You can configure the device to handle ICMP messages as follows:
M Send and receive ICMP Redirect messages.

B Send ICMP Destination Unreachable messages. The device sends this message in response
to a packet that cannot be delivered to its destination for reasons other than congestion.
The device sends these messages upon any of the following:

e Address unreachable
e Port unreachable
This feature is applicable to IPv4 and IPv6 addressing schemes.

B Limit the number of incoming ICMP echo requests to 100 packets per second, or allow an
unlimited number of incoming requests. Limiting ICMP echo requests may be useful for
protecting the device against ping flooding (DDoS attacks).

B Block incoming ICMP timestamp requests.
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> To configure ICMP message handling:

1.

Open the Network Settings page (Setup menu > IP Network tab > Advanced folder >
Network Settings).

Under the ICMP group, do the following:

e To enable sending and receipt of ICMP Redirect messages, configure the 'Send and
Received ICMP Redirect Messages' [DisablelCMPRedirects] parameter to Enable.

e To enable sending of ICMP Destination Unreachable messages, configure the 'Don't

Send ICMP Unreachable Messages' [DisablelICMPUnreachable] parameter to Disable.

ICMP

Send and Receive ICMP Redirect Messages Enable o

Don't Send ICMP Unreachable Messages Disable w

e To enable or disable limiting the number of incoming ICMP echo requests, from the
'Enable ICMP Echo Requests Rate Limiting' drop-down list, select Enable or Disable,
respectively:

Enable ICMP echo requests rate limiting Enable hd

Click Apply.

To block incoming ICMP timestamp requests and therefore, prevent the device from
replying to these requests (for security reasons), configure the ini file parameter
[BlocklcmpTimeStamp] to 1.

DNS

If you are using fully qualified domain names (FQDN) instead of IP addresses for some of your
device configuration, the domain names need to be resolved into IP addresses by Domain
Name System servers. The device provides various ways to do this:

B External, third-party DNS servers:

e DNS servers configured in the IP Interfaces table for the associated IP network
interface (see Configuring IP Network Interfaces on page 145)

e Default DNS servers (see Configuring Default DNS Servers on page 182)

B Device's embedded DNS (and SRV) server:

e Internal DNS table (see Configuring the Internal DNS Table)

e Internal SRV table (Configuring the Internal SRV Table)
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Device's Default DNS Fallback Sequence

The device has a default DNS fallback sequence which is used if you don't configure customized
DNS fallback policies in the DNS Fallback Policy table (see Configuring DNS Fallback Policy on
page 187).

The device's default DNS fallback sequence for choosing which DNS server to query for DNS
resolution depends on traffic type (IPv4 or IPv6) and is as follows:

B IPv4 traffic:

a. (Call Routing Only) The device checks the Internal DNS table or Internal SRV table for a
matching FQDN and queries the corresponding DNS server (see Configuring the
Internal DNS Table on page 183). If no matching FQDN is found, the device proceeds to
the next DNS fallback priority (below).

b. The device queries the DNS server of the associated IP Interface configured in the IP
Interfaces table (see Configuring IP Network Interfaces on page 145).

c. If no DNS server is configured for the associated IP Interface (or DNS failure occurs),
the device queries the DNS server of the default IPvd OAMP ("O+M+C") IP Interface.

d. If no DNS server is configured for the default OAMP IP Interface (or DNS failure occurs),
the device queries the default IPv4 DNS servers (see Configuring Default DNS Servers
on the next page).

B IPv6 traffic:

a. The device queries the DNS server of the associated IP Interface configured in the IP
Interfaces table (see Configuring IP Network Interfaces on page 145).

b. If no DNS server is configured for the associated IP Interface (or DNS failure occurs),
the device queries the DNS server of the default IPv6 OAMP ("O+M+C_6") IP Interface.

c. If no DNS server is configured for the default IPvé OAMP IP Interface (or DNS failure
occurs), the device queries the DNS server of the default IPvd OAMP ("O+M+C") IP
Interface.

d. If no DNS server is configured for the default IPv4 OAMP IP Interface, the device
queries the default IPv6 DNS servers (see Configuring Default DNS Servers on the next
page).

e. If there are no default IPv6 DNS servers, the device queries the default IPv4 DNS
servers (see Configuring Default DNS Servers on the next page).

& The device uses the default DNS servers only for specific applications, for example,
SBC Configuration Wizard, CLI ping command, and Automatic Update. The device
doesn't use the default DNS servers for call routing.
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Configuring Default DNS Servers

The device provides default DNS server addresses for IPv4 and IPv6 networks. Each IP address
scheme (IPv4 and IPv6) has a primary and a secondary default DNS server. The default DNS
servers ensure that applications (for example, Automatic Update feature or pinging a
destination) which may need DNS lookups, run seamlessly if you haven't configured any DNS
servers in the Internal DNS table and IP Interfaces table. In other words, the device uses the
default DNS server as the last resort. For more information on when the device uses these
default DNS servers for its default DNS fallback sequence, see Device's Default DNS Fallback
Sequence on the previous page.

The default IP addresses, which you can modify as described later in this section, of these
default DNS servers are listed in the following table:

IP Addressing . Default Secondary DNS
Default Primary DNS Server
Scheme Server
IPv4 8.8.8.8 8.8.4.4
IPv6 2001:4860:4860::8888 2001:4860:4860::8844

The device uses the default DNS servers only for specific applications, for example,
SBC Configuration Wizard, CLI ping command, and Automatic Update feature. The
device doesn't use the default DNS servers for call routing.

You can modify the IP addresses of the default DNS servers, as described below.

> To modify default DNS server addresses:

1. Open the DNS Settings page (Setup menu > IP Network tab > DNS folder > DNS Settings).

Default Primary DNS Server IP 2888
Default Secondary DNS Server IP 2844
Default Primary DNS Server IPv6 2001:4860:4860::2888
Default Secondary DNS Server IPvE 2007:45860:4860::8344

2. For IPv4 DNS servers:

a. Inthe 'Default Primary DNS Server IP' field, configure the IPv4 address of the default
primary DNS server.

b. Inthe 'Default Secondary DNS Server IP' field, configure the IPv4 address of the default
secondary DNS server.

3. For IPv6 DNS servers:
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a. Inthe 'Default Primary DNS Server IPv6' field, configure the IPv6 address of the default
primary DNS server.

b. Inthe 'Default Secondary DNS Server IPv6' field, configure the IPv6 address of the
default secondary DNS server.

4. Click Apply.

Configuring the Internal DNS Table

The Internal DNS table, similar to a DNS resolution can translate up to 20 host (domain) names
into IP addresses. This functionality can be used when a domain name (FQDN) is configured as
an IP destination in a routing rule. Up to three different IP addresses can be assigned to the
same host name.

The device attempts to resolve a domain name into an IP address in the following order:

1. The device first checks the Internal DNS table for a matching domain name and if found,
resolves the domain name into the corresponding IP address(es).

2. If no matching domain name exists in the Internal DNS table, the device performs a DNS
qguery with an external third-party DNS server whose address is configured for the
associated IP network interface in the IP Interfaces table (see Configuring IP Network
Interfaces).

3. If the associated IP interface is not configured with a DNS server or DNS resolution fails,
DNS fallback is according to a configured DNS Fallback Policy (see Configuring DNS Fallback
Policy on page 187) or the device's default DNS fallback sequence (see Device's Default DNS
Fallback Sequence on page 181) if you haven't configured a DNS Fallback Policy.

& The device uses the Internal DNS table only for call routing, for example:
e Call routing according to a SIP Request-URI that contains a hostname.
Call routing by destination address that is configured as a hostname.
Call routing by ENUM and the result of the ENUM query is a hostname.
DNS resolution of proxy servers in a Proxy Set that are configured with an FQDN.

Registering a user agent whose REGISTER message has a Contact header that
is a hostname.

The following procedure describes how to configure the DNS table through the Web interface.
You can also configure it through ini file [DNS2IP] or CLI (configure network > dns
dns-to-1ip).

> To configure the device's DNS table:

1. Open the Internal DNS table (Setup menu > IP Network tab > DNS folder > Internal DNS).

2. Click New; the following dialog box appears:
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GEMNERAL

Index 1]
Domain Name

First IP Address 0.0.0.0
Second IP Address 0.0.00
Third IP Address 0.0.0.0

Configure a DNS rule according to the parameters described in the table below.

Click Apply.

Table 13-12:Internal DNS Table Parameter Description

Parameter

'Index'

‘Domain Name'
domain-name

[Dns2lp_
DomainName]

'First IP Address'
first-ip-
address

[Dns2lp_
FirstlpAddress]

'Second IP Address'
second-ip-
address
[Dns2lp_
SecondlpAddress]

'Third IP Address'
third-ip-
address

[Dns2lp_

Description

Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

Defines the host name to be translated.

The valid value is a string of up to 31 characters.

Defines the first IP address (in dotted-decimal format notation) to
which the host name is translated. The IP address can be
configured as an IPv4 and/or IPv6 address.

Defines the second IP address (in dotted-decimal format notation)
to which the host name is translated.

Defines the third IP address (in dotted-decimal format notation) to
which the host name is translated.
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Parameter Description

ThirdIpAddress]

Configuring the Internal SRV Table

The Internal SRV table lets you configure up to 10 SRV rows. The table is used to resolve
hostnames into DNS A-Records. You can assign three different A-Records per hostname, where
each A-Record includes the hostname, priority, weight, and port.

The device attempts to resolve a domain name into an IP address in the following order:

1. The device first checks the Internal SRV table for a matching domain name and if found,
resolves the domain name into the corresponding IP address(es).

2. If no matching domain name exists in the Internal SRV table, the device performs a DNS
qguery with an external third-party DNS server whose address is configured for the
associated IP network interface in the IP Interfaces table (see Configuring IP Network
Interfaces).

3. If the associated IP interface is not configured with a DNS server or DNS resolution fails,
DNS fallback is according to a configured DNS Fallback Policy (see Configuring DNS Fallback
Policy on page 187), or the device's default DNS fallback sequence (see Device's Default
DNS Fallback Sequence on page 181) if you haven't configured a DNS Fallback Policy.

The following procedure describes how to configure the Internal SRV table through the Web
interface. You can also configure it through ini file [SRV2IP] or CLI (configure network >
dns srv2ip).

> To configure the device's SRV table:

1. Open the Internal SRV table (Setup menu > IP Network tab > DNS folder > Internal SRV).

2. Click New; the following dialog box appears:
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-

GEMNERAL 2ND ENTRY
Index o DMNS Name 2
Domain Name Priority 2 o]
Transport Type upe IZI Weight 2 o]
Port2 0
15T ENTRY
DNS Name 1 3RD ENTRY
Priority 1 o DNS Name 3
Weight 1 v} Priority 3 o]
Port1 0 Weight 3 0
Port3 0

3. Configure an SRV rule according to the parameters described in the table below.
4. Click Apply, and then save your settings to flash memory.

Table 13-13:Internal SRV Table Parameter Descriptions

Parameter Description
General
'Index' Defines an index number for the new table row.

Note: Each row must be configured with a unique index.

‘Domain Name' Defines the hostname to be translated.
domain-name The valid value is a string of up to 31 characters. By default, no value
[Srv2lp_ is defined.

InternalDomain]

"Transport Type' Defines the transport type.
transport- B (0] UDP (default)
type

[Srv2lp_ m [1]TCP

TransportType] B [2]TLS

1st/2nd/3rd Entry

'DNS Name (1-3)' Defines the first, second or third DNS A-Record to which the
dns-name- hostname is translated.
11213 By default, no value is defined.

[Srv2lp_Dns1/2/3]
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Parameter

'Priority (1-3)'
priority-
11213
[Srv2ip_
Priority1/2/3]

‘Weight (1-3)'
weight-112|3
[Srv2lp_
Weight1/2/3]

'Port (1-3)'
port-11213
[Srv2lp_Port1/2/3]

Description

Defines the priority of the target host. A lower value means that it is
more preferred.

By default, no value is defined.

Defines a relative weight for records with the same priority.

By default, no value is defined.

Defines the TCP or UDP port on which the service is to be found.

By default, no value is defined.

Configuring DNS Fallback Policy

The DNS Fallback Policy table lets you configure up to two DNS fallback policies, each for a
different traffic type - IPv4 and IPv6. The policy defines a DNS fallback sequence (priority),
specifying which DNS server to use if a DNS server fails (unreachable). This table allows you to

fully customize the DNS fallback sequence.

Each DNS Fallback policy allows you to prioritize (rule) the sequence ("chain") of DNS fallback

between the following DNS servers:

B DNS server configured for the OAM IPv4 interface in the IP Interfaces table (see Configuring

IP Network Interfaces on page 145).

B DNS server configured for the OAM IPv6 interface in the IP Interfaces table (see Configuring
IP Network Interfaces on page 145).

B Device's Default IPv4 DNS servers, configured in Configuring Default DNS Servers on

page 182.

B Device's Default IPv6 DNS servers, configured in Configuring Default DNS Servers on

page 182.

& e Ifyou don't configure the DNS Fallback Policy table for a specific traffic type, the
device's default DNS fallback sequence is applied, as described in Device's
Default DNS Fallback Sequence on page 181.
e Currently, the DNS fallback Policy can't be configured per IP Interface; only to the
IPv4 and IPv6 OAM interfaces.
e |[fthe device is restored to factory defaults, the DNS Fallback Policy table doesn’t
return to default, but maintains its current configuration.
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The following procedure describes how to configure DNS fallback policies through the Web

interface. You can also configure it through ini file [DnsFallbackPolicy] or CLI (configure
network > dns-fallback-policy).

> To configure a DNS fallback policy:

1. Open the DNS Fallback Policy table (Setup menu > IP Network tab > DNS folder > DNS
Fallback Policy).

2. Select either the IPv4 or IPv6 pre-configured row, depending on the traffic type for which
you want to configure a DNS Fallback policy, and then click Edit; the following dialog box
appears (e.g., for IPv4 traffic):

GENERAL
Index
Type IPwd b
Rule1 Mone hd
Rule2 Mone b
Rule3 Mone hd
Ruled4 Mone w

3. Configure a DNS Fallback policy according to the parameters described in the table below.

4. Click Apply.

Table 13-14:DNS Fallback Policy Table Parameter Description

Parameter Description

‘Index’ (Read-only) Index number of the table row.

Type' Defines the type of traffic (IP version) for which you want to apply the DNS
type Fallback policy.

[Type] B [0] IPv4 (Default)

H [1]1IPv6

‘Rulel’ Defines the first DNS fallback rule.
rulel B [0] None (Default)

[Rulel]
Bl [1] OAM Interface IPv4

B [2] OAM Interface IPv6
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Parameter

'Rule2’

rule?

[Rule2]

'‘Rule3’

rule3

[Rule3]

'Ruled’

ruled

[Rule4]

Description

B [3] Global DNS IPv4

B [4] Global DNS IPv6

Defines the second DNS fallback rule if rule 1 fails (or configured to None).
B [0] None (Default)

[1] OAM Interface IPv4

[2] OAM Interface IPv6

[3] Global DNS IPv4

[4] Global DNS IPv6

Defines the third DNS fallback rule if rule 2 fails (or configured to None).
B [0] None (Default)

[1] OAM Interface IPv4

[2] OAM Interface IPv6

[3] Global DNS IPv4

[4] Global DNS IPv6

Defines the fourth DNS fallback rule if rule 3 fails (or configured to None).
M [0] None (Default)

[1] OAM Interface IPv4

[2] OAM Interface IPv6

[3] Global DNS IPv4

[4] Global DNS IPv6

IP Multicasting

The device supports IP Multicasting level 1, according to RFC 2236 (i.e., IGMP version 2) for RTP
channels. The device is capable of transmitting and receiving multicast packets.

Configuring SCTP Multi-homing

The device supports the Stream Control Transmission Protocol (SCTP) transport-layer protocol
(according to RFC 4960 "Stream Control Transmission Protocol"), which ensures reliable, in-
sequence transport of messages (data) between two endpoints. SCTP also provides multi-
homing support for SIP signaling (i.e., SIP over SCTP) of calls (according to RFC 4168 "The
Stream Control Transfer Protocol (SCTP) as a Transport for SIP").
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In SCTP with multi-homing, the device acts as the local SCTP endpoint while the SIP proxy
(Proxy Set) acts as the remote SCTP endpoint. These endpoints can provide one or a list of IP
addresses (and SCTP port) through which they can be reached (connection path) and from
which it will originate SCTP messages. The primary path is the destination and source address
that will be put into an SCTP packet outbound to the peer endpoint, by default. The device
supports up to two local IP addresses (IP Interfaces) per SIP Interface (i.e., local SCTP endpoint),
where one is configured as the primary address and the other as the secondary address. For the
remote SCTP endpoint (i.e., proxy), the device supports multiple IP addresses. A single SCTP
port number is used for all the addresses at the endpoint. Each SIP Interface creates its own
SCTP association (identified by an Association ID) with the proxy, which can include multiple
paths.

SCTP also provides path management functionality, which monitors reachability of the SCTP
endpoints (IP addresses), using heartbeats. For a list of the SCTP parameters, see SCTP
Parameters on page 1479.

The main benefit of SCTP with multi-homing is that it provides redundancy capabilities. It
prevents a single point of failure, by re-routing packets to an alternative path (address) in the
event of a network failure and thereby, maintaining SIP sessions between the endpoints.

Configuration of SCTP with mutli-homing is explained using the following example, where both
SCTP endpoints use two IP addresses:

Figure 13-4: SCTP with Multi-Homing (Example)

SBC SIP Proxy
(SCTP Local Endpaint) (SCTP Remote Endpoint)
10.55.2.254
10.55.2.20/16  Primary Path & _____ 10.169.0.50
VLAN 200
Default Gateways
10.55.3.21/16 E 10.169.1.51
VLAN 300 Secondary Path

10.55.3.254

> To configure SCTP with multi-homing (based on example):

1. Configure a SIP Interface (local SCTP endpoint) for SCTP multi-homing:
a. Open the SIP Interfaces table (see Configuring SIP Interfaces on page 532).
b. Inthe 'SCTP Port' field, enter the device's listening port for SCTP traffic (e.g., 5060).

c.  From the 'Network Interface' drop-down list, select an IP Interface for the primary
local SCTP address (e.g., 10.55.2.20).

d. (Optional) From the 'SCTP Secondary Network Interface' drop-down list, select an IP
Interface for the secondary local SCTP address (e.g., 10.55.3.21).

e. Configure the other parameters of the SIP Interface, as needed.

A Both IP addresses of the SIP Interface can reside in the same subnet.
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2. Configure a Proxy Set with the addresses and SCTP port of the SIP proxy (remote SCTP
endpoint). The device initiates SCTP association with these addresses.

a. Open the Proxy Sets table (see Configuring Proxy Sets on page 590), and then add a
Proxy Set.

b. Select the new Proxy Set in the table, and then click the Proxy Address link to open the
Proxy Address table.

c. Add two IP addresses with an SCTP port number (e.g., "10.169.0.50:5060" and
"10.169.1.51:5060"), and choose the SCTP transport protocol (‘Transport Type'
parameter configured to SCTP).

& You must configure all the addresses of the Proxy Set with the same SCTP port
number (e.g., 5060).

3. Configure a static route per address of the Proxy Set. In our example, you need to configure
the following static routes:

a. Open the Static Routes table (see Configuring Static IP Routes on page 160).
b. Add two static routes:

¢ 'Destination' = 10.169.0.0; 'Prefix Length' = 24; 'Ethernet Output Device' = VLAN
200; 'Gateway' = 10.55.2.254

¢ 'Destination' =10.169.1.0; 'Prefix Length' = 24; 'Ethernet Output Device' = VLAN
300; 'Gateway' = 10.55.3.254

You also need to configure a static route per address of the Proxy Set when SCTP is
the transport protocol even though multi-homing is not implemented.

4. Configure SCTP settings (see e SCTP Parameters on page 1479).
Once you have configured SCTP with multi-homing, you can use the CLI for the following:

M View the status of the local SCTP endpoint (i.e., device) and the SCTP association with the
remote endpoint (i.e., proxy):

show sctp connections

Association #1

Type: SERVER

State: LISTEN

Local Addresses: 10.55.3.80, 10.55.2.80
Local Port: 5060
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Association #2

Type: CLIENT

State: ESTABLISHED

Local Addresses: 10.55.3.80, 10.55.2.80

Local Port: 50226

Remote Addresses Configured State
10.55.1.100:5060 Yes INACTIVE - Primary
10.55.0.100:5060 Yes ACTIVE - Secondary

"Association #1" is the local SCTP endpoint and "Association #2" is the SCTP association
with the proxy. If the 'Configured' column for a remote address displays "No", add this
address to the Proxy Set and add a static route to the address.

B View statistics (e.g., SCTP packets) of all SCTP associations:

show sctp statistics

MIB according to RFC 3873:

discontinuity.sec = 1547641112, discontinuity.usec = 169612, currestab = 3,
activeestab = 2

restartestab = 0, collisionestab = 0, passiveestab = 1, aborted = 1

shutdown = 0, outoftheblue = 0, checksumerrors = 0, outcontrolchunks =
248438

outorderchunks = 1769, outunorderchunks = 349601, incontrolchunks =
243466, inorderchunks = 1769

inunorderchunks = 466146, fragusrmsgs = 0, reasmusrmsgs = 0, outpackets =
302051, inpackets = 306499

input statistics:

recvpackets = 306499, recvdatagrams = 306499, recvpktwithdata = 281264,
recvsacks = 241804, recvdata = 467915

recvdupdata = 6, recvheartbeat = 828, recvheartbeatack = 826, recvecne = 0,
recvauth = 1

recvauthmissing = 0, recvivalhmacid = 0, recvivalkeyid = 0, recvauthfailed = 0,
recvexpress = 467914

recvexpressm = 0, recv_spare = 0, recvswcrc = 301493, recvhwcrc = 5006

output statistics:

sendpackets = 302051, sendsacks = 246385, senddata = 351370,
sendretransdata = 75

sendfastretrans = 0, sendmultfastretrans = 0, sendheartbeat = 1210, sendecne
=0

sendauth = 0, senderrors = 0, send_spare = 0, sendswcrc = 297046,
sendhwcrc = 5005

-192 -



CHAPTER 14 Security Mediant 90xx SBC | User's Manual

14

Security

This section describes the VolP security-related configuration.

Overview of GDPR

AudioCodes is committed to supporting the European Union's (EU) General Data Protection
Regulation (GDPR), by protecting and respecting personal data processed by the device.

To help you comply with GDPR, the device provides a tool as well as parameters that delete or
mask (hide) personally identifiable information (Pll), as described in this section:

B Masking Pll from Syslog Files using Pll Log Scrubber Tool below
B Masking Pll in CDRs and SDRs on the next page

B Masking Digits in Syslog Messages on page 196

B Deleting Locally Stored CDRs and SDRs on page 197
B Deleting Persistent Log Files on page 197

Masking PIl from Syslog Files using Pll Log Scrubber Tool

You can use the AudioCodes PIl Log Scrubber tool (Python script) to remove (mask) all
personally identifiable information (PIl) from syslog files created by the device. You can run the
tool on any laptop, PC, or server that has Python 3 installed.

A summary of the Pl that the tool scrubs (masks) is listed below. For a full list, refer to the
history.txt file that is downloaded with the tool (see procedure below).

IP addresses
SIP URIs - hostnames, numbers, and display names

urn:uuid

|

|

|

B Hostnames in Host header

B Usernames in Authentication header
B MAC addresses

B Registration logs - AOR, URI, user-part, XML elements phoneNumber / extension / alias
B tel: URIs

The tool replaces IP addresses with "0.0.0.0", user parts with "USER", host parts with "HOST",
authentication usernames with "USERNAME", numbers with "NUM", AORs with "VALUE", and
MACs with "MAC". An example of a scrubbed syslog file is shown below with some of these
masks (scrubbed data highlighted in yellow):

08:47:51.97 local3.notice [S=2850846] [SID=f124e3:49:83278] (N
1 0.0.0.0 1062346) ---- Outgoing SIP Message to 0.0.0.0:61694
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08:47:51.97
1 0.0.0.0

from SIPInterface #0 (IPP) TLS TO(#0) SocketID
(2669) —--—-- [Time:09-05Q@08:47:51.214]

local3.notice [S=2850847] [SID=f124e3:49:83278]
SIP/2.0 200 OK

Via: SIP/2.0/TLS
0.0.0.0:61694;branch=2z9hG4bK64e15480A617E7F9

From: NAME sip:NUM@HOST; tag=8CD3F3E0-11A66CD9
To: sip:NUMQHOST;tag=1c2029910788

Call-ID: a9l6eeaecl214e3192dfcb30976b34b9
CSeqg: 304 REGISTER

Contact:

Ssip:NUMW@HOST:61694; transport=tls;expires=60;
methods="INVITE, ACK,BYE, CANCEL,OPTIONS, INFO,MESSAG
E, SUBSCRIBE,NOTIFY, PRACK,UPDATE, REFER"

Expires: 60

Content-Length: 0

[Time:09-05@08:47:51.214]

> To remove PIl using Pl Log Scrubber:

1.

Make sure that you have Python 3 installed on your computer. For instructions on installing

Python, got to https://www.python.org/downloads.

Download the PIl Log Scrubber tool from https://tools.audiocodes.com/install.

Locate the PIl Log Scrubber tool in the same folder in which the syslog file that you want to

mask is located, and then run the Python script from the command line:

<Directory and folder> python log_scrub.py <syslog filename> <new masked
syslog filename>

Masking PIl in CDRs and SDRs

For GDPR compliance, you can configure the device to mask personally identifiable information
(PI) in CDRs and SDRs that are created by the device. This includes CDRs that the device dis-
plays in the Web interface and CLI, as well as CDRs that it sends to syslog, REST, RADIUS, Local
Storage, or OVOC (depending on configuration).

Depending on configuration, the PII that the device masks includes telephone numbers, URI
user parts, display names, IP addresses, hostnames, and URI host parts.
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The device masks PIl in all CDR and SDR fields, except the following (based on

destination):

e OVOC: SrclP, DestlP, SigSrclP, SigDstIP, SigRmtIP, OldDestIP, and
NewRemlIP.

e Non-OVOC: Sourcelp, Destlp, IngressCallSourcelp, EgressCallDestlp,
EgressLocalRtplp, EgressRemoteRtplp, IngressLocalRtplp,
IngressRemoteRtplp, RemoteRtplp, LocalRtplp, LatchedRtplp, and
LatchedT38lIp.

> To mask PIl in CDRs and SDRs:

1. Open the SIP Definitions General Settings page (Setup menu > Signaling & Media tab > SIP
Definitions folder > SIP Definitions General Settings).

2. From the 'Mask PIl in CDRs' drop-down list, select one of the following:

e Disable: No PIl masking is done in management interfaces (Web and CLI), syslog, REST,
Local Storage, and RADIUS.

e Mark Pll in Web or CLI: The device masks (by a single asterisk * symbol) private
information (caller and callee) in the Web interface’s SBC CDR History table (see
Viewing CDR History of SBC and Test Calls on page 1178) and Gateway CDR History
table (see Viewing Gateway CDR History), and CLI (e.g., show voip calls). For
example, the device masks the URI "name@domain.com" as "*".

e Mask Pll in Detailed Records: The device masks (by multiple asterisks *) private
information in CDRs and SDRs. This applies to all destinations to where the device
sends these records (i.e., syslog, REST, Local Storage, and RADIUS), except ARM and
OVOC. This option also affects PIl in the Web interface’s SBC CDR History table and
Gateway CDR History table, and CLI (e.g., show voip calls). For URIs, only the
user part is masked when this option is selected.

Mask Pll in CDRs « | Mask Pll in Web or CLI e

If you configure the 'Mask URI Host Part in CDRs' parameter to Enable (see below),
the device also masks IP addresses, hostnames, and URI host parts.

3. If you configure the above parameter to Mask Pll in Detailed Records, you can configure
which characters in the masked element (e.g., phone number) to mask:

a. Inthe 'Number of Unmasked Characters in PIl' field, enter the number of characters to
show. The rest of the characters are masked. To mask all characters, configure the
parameter to "0".

b. Inthe 'Location in Pll of Unmasked Characters' field, define from where in the Pl
element to show (not mask):
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¢ Last Characters: The device shows the number of characters specified by the
'Number of Unmasked Characters in PIl' parameter (above) starting from the end
of the Pll element. For example, if the original number is 97216789 and the
'Number of Unmasked Characters in PIl' parameter is configured to "4", the device
masks the number as "****6789".

& First Characters: The device shows the number of characters specified by the
'Number of Unmasked Characters in Pll' parameter (above) starting from the
beginning of the PIl element. For example, if the original number is 97216789 and
the 'Number of Unmasked Characters in PII' parameter is configured to "4", the
device masks the number as "9721****"

Number of Unmasked Characters in Pl 4

Lacation in Pl of Unmasked Characters Last Characters W

4. From the 'Mask Pll in QoE CDRs for OVOC' drop-down list, select Enable to mask (with
asterisks) phone numbers, URI user part, and display names that appear in CDRs that the
device sends to OVOC:

Mask PIl in QoE CDRs for OVOC « [Enable v]

If you configure the 'Mask URI Host Part in CDRs' parameter to Enable, the device
also masks IP addresses and hostnames in CDRs sent to OVOC.

5. From the 'Mask URI Host Part in CDRs' drop-down list, select Enable to mask (with
asterisks) the host part of URIs (including IP addresses) in CDRs that the device sends to
Web, CLI, syslog, REST, RADIUS, and Local Storage (depending on the 'Mask PIl in CDRs'
parameter - see Step 2), or to OVOC if the 'Mask PIl in QoE CDRs for OVOC' parameter is
enabled (see Step 4):

Mask URI Host Part in CDRs Enakble W

The parameter is applicable only if you enable the 'Mask PIl in CDRs' or 'Mask Pl in
QoE CDRs for OVOC' parameters for the targets (i.e., this is an additional modifier of
PIl masking for these targets).

6. Click Apply.

Masking Digits in Syslog Messages

You can mask digits (typically, in-band DTMF) that are sent as events and detected by the
device, including SIP messages (INFO and NOTIFY) in syslog and Debug Recording (message
body) generated by the device.
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> To mask digits:

1. Open the SIP Definitions General Settings page (Setup menu > Signaling & Media tab > SIP
Definitions folder > SIP Definitions General Settings).

2. From the 'Mask Digits' drop-down list, select Enable:

Mask Digits Enable bl

3. Click Apply.

Deleting Locally Stored CDRs and SDRs

If you have enabled local storage of CDRs (see Storing CDRs Locally on the Device on page 1196)
or SDRs (see Storing SDRs Locally on the Device on page 1273), you can delete them from stor-
age at any time through the device's CLI:

B To delete all stored CDR files:
# clear storage-history cdr-storage-history all
B To delete all unused stored CDR files:
# clear storage-history cdr-storage-history unused
B To delete all stored SDR files:
# clear storage-history sdr-storage-history all
B To delete all unused stored SDR files:

# clear storage-history sdr-storage-history unused

Deleting Persistent Log Files

The device automatically saves logged system event messages in its storage memory, where
they persist even if the device restarts or powers off. To make sure that the device doesn't
store these logged files indefinitely, allowing personal information to always be available, it's
recommended that you configure an "age" period for file rotation (i.e., creation of new file and
deletion of oldest file).

If you configure an "age" period, the device creates a new file when either the configured file
size is reached ('Persistent Log Size' parameter) or the "age" is reached ('Persistent Log Period'
parameter), which ever occurs first. Therefore, even if the configured file size is not reached
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(even empty), when the period expires the device creates a new file, deleting the oldest
persistent log file from storage.

For configuring persistent logging, see Configuring and Viewing Persistent Logging Storage on
page 1384.

Concealing Configured Passwords

For security, the device offers you various methods to conceal configured passwords:

B Password obfuscation using an encryption key - see Configuring Password Obfuscation in
CLI Script and ini Files below

B Obscured passwords in CLI - see Enabling or Disabling Password Obscured for CLI on
page 201

Configuring Password Obfuscation in CLI Script and ini Files

You can enhance security by obfuscating password s in the downloaded ini and CLI Script files,
using a strong encryption algorithm. The encryption is achieved using the AES-256 algorithm
with a 16-bit random CFB initialization vector (IV) cipher mode, using an encryption key. This
method offers robust protection of sensitive data.

Obscured passwords are displayed in the following syntax:
B ini File: S25<obfuscated password>

For example:

WSTunPassword = $2$8EGYm+FG+JJT/p8Z0ytU64uplPMKcw==

B CLI Script File: <obscured password>== encrypted

For example:

password B550syLT1t7+oorwkaNB3bxEX4BI8g== encrypted

You can manually define the encryption key or you can trigger the device to automatically
generate a key. If you want to configure the encryption key, it must contain 32 characters, and
can contain a combination of the following characters:

B Letters (A-Z and a-z2)
B Numbers (0-9)

. SpeCIaI CharaCterS !I #I Sl %I &l (I )I *I +I 7Ry /I <I = >I ?I @I [I ]I Al — ‘I {I }I ~. A_ZI a-z, 0_9I
!I#I SI %I &I (I )I *I + 07 'l/f <502 ?I @I [I ]I AI_I \I {I }I~

The following procedure describes how to configure the encryption key using the different
methods.
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> To configure encryption key for password obfuscation:

B Configured Manually through CLI:

(config-network)# security-settings
(network-security)# encryption-key assign <your key>

B Generated by Device through CLI:

(config-network)# security-settings
(network-security)# encryption-key generate

B Configuration Package File (manually):

a. Download the Configuration Package file as password-protected (see Downloading and
Uploading the Configuration Package File on page 1081).

b. Unzip the downloaded file (you'll be prompted for the password).

c. Open the unzipped file folder, and then create a file with the name "encryption.key"
using any text editor (e.g., Notepad).

d. Add an encryption key to the encryption.key file, and then save the file. The following
shows an example of an unzipped Configuration Package file with a created encryption
file:

» ConfBackupPkg5967925

2 Mame

D encryption.key
" ini.ini

| | SBC_WIZARD.dat

e. Compress all the files in the unzipped folder into a 7-Zip archive file:

i. Select all the files in the unzipped folder, right-click, and then from the drop-down
menu, choose 7-Zip > Add to archive; the Add to Archive dialog box appears.

ii. Inthe'Enter password' and 'Reenter password' fields, enter the password that you
used to encrypt the downloaded Configuration Package file, and then select the
'Encrypt file names' check box:
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Add to Archive *
e Callsers = - - ~ ConfBackupPlkg5%67525"
ConfBackupPlkg55967525 7z ~
Archive fomat : i e LUpdate mode: Add and replace files g
Compression level: 5 - Normal o Path mode: Relative pathnames v
Compression method: = LZMAZ v| Options
[] Create SFX archive
Dictionary size: * 16 MB ~
[] Compress shared files
Word size: * 32 il [] Delete files after compression
Solid Block size: * 4GB e
Encryption
S 1
Number of CPU threads: B v /B : Enter password: :
[ e 1
Memaory usage for Compressing: i : | | :
- B -
952 MB # 12979 MB / 16223 MB : Reenter password: :
Memory usage for Decompressing: 18 MB : :
1 1
]

Split to volumes, bytes: Tjgh___F'____rd_ """""""""
ow Passwol
| V|

Parameters:

Encryption method: AES-256 L

Qptions

iii. Click OK; the Configuration Package file is compressed into a 7-Zip archive file.

f. Upload the zipped Configuration Package file to the device (you'll be prompted for the
password used to encrypt it). For more information, see Downloading and Uploading
the Configuration Package File on page 1081.

You can check if the device is configured with an encryption key, by running the following CLI
command:

(config-network)# security-settings
(network-security)# encryption-key display

The output of this command displays only part of the encryption key for security. It displays
only the first four characters followed by three asterisks (e.g., %3[-***).

If you want to remove password obfuscation, delete the encryption key using any of the
following methods:

B CL:
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(config-network)# security-settings
(network-security)# encryption-key clear

B Configuration Package File:

a. Download the Configuration Package file and unzip it (described above for configuring
the key).

b. Open the encryption.key file, delete the key, and then save the empty file.

c. Compress all the files in the unzipped folder into a 7-Zip archive file, and then upload it
to the device encrypted.

& e Before you can downgrade the device to an earlier version that doesn't support
this password obfuscation feature, you must clear the encryption key.

e The encryption key remains unaffected even if the device is restored to factory
defaults.

e If you configure password obfuscation by encryption key, the device
automatically disables the password obscured feature (if enabled).

Enabling or Disabling Password Obscured for CLI

You can enable the device to display passwords in encrypted (obscured) format instead of in
plain text for the following CLI areas:

M Output of the show running-config CLI command.
B Downloaded CLI Script file.

When passwords are displayed in the obscured mode, the string "obscured" is displayed after
the encrypted password, as shown in the following example:

password tIWHhYONjw== obscured

> To enable or disable password obscured for CLI:

(config-system)# cli-settings
(cli-settings)# password-obscurity on|off

& e The password obscured feature is enabled by default.

e If you configure password obfuscation by encryption key (see Configuring
Password Obfuscation in CLI Script and ini Files on page 198), the password
obscured feature is automatically disabled.
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Default Password Obscured in Ini File

By default, the device displays passwords obscured (encrypted) instead of in plain text in the
downloaded ini file. The passwords are displayed encoded in the ini file using the following
format: S15<obscured password>

For example:

WSTunPassword = $1$tIWHhYONjw==

& e When you upload an ini file to the device containing obscured passwords, the
passwords are parsed and applied to the device.

e The View and Text modes in the INI Viewer & Editor utility display passwords in
plain text in parenthesis, as shown in the following example:

|WSTunPa55wnrd = S1StIWHRYONiw== (1234%Zg8)

Configuring FIPS Security Mode

The device can operate in "FIPS Mode" to fully comply with Federal Information Processing
Standards (FIPS) 140-2 Level 1, which is a security standard specified by the United States
Government that is used to validate cryptographic modules (i.e., the device). The FIPS
standards specify best practices and security requirements for implementing crypto algorithms,
encryption schemes, handling important data, and working with various operating systems and
hardware, whenever cryptographic-based security systems have to be used to protect sensitive,
valuable data. FIPS also defines specific methods for encryption and specific methods for
generating encryption keys. For more information on AudioCodes FIPS certification, go to
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3708.

Before enabling the FIPS security mode, you must upgrade the device's software (.cmp file) with
an image file that includes authentication (2048-bit / SHA-256 digital signature). When you
have enabled FIPS, the device performs authentication on the .cmp image file every time it
restarts. If authentication fails, the device performs zeroization and disables the FIPS mode.

When you first enable the FIPS mode, the device automatically performs zeroization, which
finally causes a restart. Zeroization completely wipes out all sensitive content residing on the
device:

B Security secrets (e.g., private keys for SSH and TLS)
B Core dump files
B System Snapshot files

When operating in FIPS mode, the device removes all secret keys from generated syslog and
debug recording messages. It also performs many internal security tests during runtime. As
soon as any one of these tests fail, connection to the device is lost and the device automatically
performs zeroization, disables FIPS mode, and then restarts.
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& e FIPS is applicable only to Mediant 9080.

e After the device performs zeroization, it automatically generates new secrets
(private key) for the self-signed certificate. You can then use this certificate to
connect to the device over HTTPS, if needed.

e For detailed configuration of the device for compliance with FIPS, refer to the
document Mediant SBC for FIPS 140-2 Configuration Guide.

> To enable FIPS mode:

B Web Interface:

a. Open the Security Settings page (Setup menu > IP Network tab > Security folder >
Security Setting).

b. Click the Enable FIPS button.
FIPS

FIFS Mode is Disable

Enable FIPS

M CLI (privileged mode):
#fips on

If the device is operating in FIPS mode and you disable FIPS, the device automatically performs

zeroization.

> To check if the device is operating in FIPS mode (through CLI):

show system security status

You can also manually trigger zeroization. This is useful, for example, when taking the device
out of deployment for service (Return of Merchandise or RMA).

> To trigger zeroization (through CLI privileged mode):

# clear security-files
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Configuring TLS Certificates

The TLS Contexts table lets you configure X.509 certificates which are used for secure
management of the device, secure SIP transactions, and other security applications.

A\ e

The device is shipped with an active, default TLS setup (TLS Context ID 0O,
named "default"). Therefore, configure certificates only if required.

Since X.509 certificates have an expiration date and time, you must configure the
device to use Network Time Protocol (NTP) to obtain the current date and time
from an NTP server. Without the correct date and time, client certificates cannot
work. To configure NTP, see Configuring Automatic Date and Time using SNTP.
Only Base64 (PEM) encoded X.509 certificates can be loaded to the device.
Modifying TLS Contexts doesn't require a device restart and therefore is not
service affecting.

Configuring TLS Certificate Contexts

The TLS Contexts table lets you configure up to 100 TLS Contexts. A TLS Context defines
Transport Layer Security (TLS) settings (e.g., TLS certificates). The TLS protocol provides
confidentiality, integrity, and authenticity between two communicating applications over

TCP/IP.

You can use TLS for the following:

B To secure device management communication, for example, HTTPS-based Web sessions,
Telnet sessions and SSH sessions.

B To secure SIP signaling connections, referred to as SIP Secure (SIPS) or SIP over TLS.

B To secure various other network applications supported by the device, for example,
communication with a remote LDAP server used for LDAP-based user management
authentication and authorization.

The device is shipped with a default TLS Context (Index #0 and named "default"), which
includes a self-generated random private key and a self-signed server certificate. The Common
Name (CN or subject name) of the default certificate is "ACL_nnnnnnn", where nnnnnnn
denotes the serial number of the device.

A\ e

The default TLS Context cannot be deleted.

For secure management through the default management network interface
(i.e., OAMP Application Type in the IP Interfaces table), the device uses the
default TLS Context. However, for secure Web and REST access using the
additional management interfaces configured in the Web Interfaces table (see
Configuring Web Interfaces on page 46), you can use any TLS Context.

If a TLS Context for an existing TLS connection is changed during the call by the
user agent, the device ends the connection.

For more information on secured management, see Configuring Secured
(HTTPS) Web on page 72.
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You can configure each TLS Context with the following TLS settings:

TLS version (TLS 1.0, TLS 1.1, TLS 1.2, and TLS 1.3).
DTLS version (DTLS 1.0 and DTLS 1.2).
TLS cipher suites for server and client roles (per OpenSSL syntax).

Diffie-Hellman (DH) key size used by the device if it acts as a TLS server and DH is used for
key exchange.

Online Certificate Status Protocol (OCSP). Some Public-Key Infrastructures (PKI) can revoke
a certificate after it has been issued. You can configure the device to check if a peer's
certificate has been revoked, using OCSP. When OCSP is enabled, the device queries the
OCSP server for revocation information whenever a peer certificate is received (TLS client
mode, or TLS server mode with mutual authentication).

& e The device doesn't query OCSP for its own certificate.

e Some PKis do not support OCSP, but generate Certificate Revocation Lists
(CRLs). For such scenarios, set up an OCSP server such as OCSPD.

Private key - externally created and then uploaded to device.
Different levels of security strength (key size) per TLS certificate.

X.509 certificates - self-signed certificates or signed as a result of a certificate signing
request (CSR).

Trusted root certificate authority (CA) store (for validating certificates).

& e When creating a TLS Context, you should create a certificate as described in

Creating Self-Signed Certificates for TLS Contexts on page 219, and then check
that the certificate is "Ok" as described in Viewing Certificate Information on
page 216.

e Forsecure SIP messaging (SIP Secure or SIPS) using TLS, see TLS for SIP
Clients on page 227 (two-way authentication) and Configuring TLS for Secured
SIP on page 224.

e Tomap an SNI (hostname in 'server_name' extension of "client hello" message)
to a TLS Context, see Configuring SNI-to-TLS Mapping on page 226.

e To configure the device to periodically check the validation date of installed TLS
server certificates of TLS Contexts, see Configuring TLS Server Certificate
Expiry Check.

The following procedure describes how to configure a TLS Context through the Web interface.

You can also configure it through ini file [TLSContexts] or CLI (configure network >
tls).
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> To configure a TLS Context:
1. Open the TLS Contexts table (Setup menu > IP Network tab > Security folder > TLS
Contexts).

2. Click New to add a new TLS Context or Edit to modify the default TLS Context at Index O;
the following dialog box appears:

GENERAL

4. Click Apply.

OCSP Interface #01Vaice] - | view

v
v
v

3. Configure the TLS Context according to the parameters described in the table below.

Table 14-1: TLS Contexts Parameter Descriptions

Parameter Description
General
'Index’ Defines an index number for the new table row.
tls Note:
[Index] B Each row must be configured with a unique index.
M Index O ("default") is the default TLS Context.
'Name' Defines a descriptive name, which is used when
name associating the row in other tables.
[Name] The valid value is a string of up to 31 characters.
Note:
B The parameter value cannot contain a forward slash
(/).
B The default TLS Context (Index 0) is named "default".
‘TLS Version' Defines the supported TLS protocol version. Clients
tls-version attempting to communicate with the device using a
[TLSVersion] different TLS version are rejected.

B [0] Any TLS1.x = TLSv1.0, TLSv1.1, TLSv1.2, and TLSv1.3
are supported.
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Parameter Description

[1] TLSv1.0 = Only TLS 1.0.
[2] TLSv1.1 = Only TLS 1.1.
[3] TLSv1.0 and TLSv1.1 = Only TLS 1.0 and TLS 1.1.
[4] TLSv1.2 = Only TLS 1.2.

[6] TLSv1.1 and TLSv1.2 = Only TLS 1.1 and TLS 1.2.

[7] TLSv1.0 TLSv1.1 and TLSv1.2 = Only TLS 1.0, TLS 1.1,
and TLS 1.2.

[8] TLSv1.3 = Only TLS 1.3.

[12] TLSv1.2 and TLSv1.3 = (Default) Only TLS 1.2 and
TLS 1.3.

B [14] TLSv1.1 TLSv1.2 and TLSv1.3 = Only TLS 1.1, TLS
1.2,and TLS 1.3.

B [15] TLSv1.0 TLSv1.1 TLSv1.2 and TLSv1.3 = Only TLS
1.0, TLS 1.1, TLS 1.2, and TLS 1.3.

'DTLS Version' Defines the Datagram Transport Layer Security (DTLS)
[DTLSVersion] version, which is used to negotiate keys for WebRTC calls.

M [0] DTLSv1.0 and DTLSv1.2 (default)
B [1] DTLSv1.0
B [2] DTLSv1.2

For more information on WebRTC, see WebRTC.

‘Cipher Server' Defines the supported cipher suite for the TLS server (in
ciphers-server OpenSSL cipher list format) when the TLS version is 1.2 or

[ServerCipherString] earlier.

For possible values and additional details, visit the
OpenSSL website. The default is "DEFAULT".

Note: The parameter is applicable only to TLS 1.2 and

earlier.
‘Cipher Client' Defines the supported cipher suite for TLS clients when the
ciphers-client TLS version is 1.2 or earlier.
[ClientCipherString] For possible values and additional details, visit the

OpenSSL website. The default is "DEFAULT".

Note: The parameter is applicable only to TLS 1.2 and
earlier.
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Parameter

‘Cipher Server TLS1.3'
ciphers-server-
tlsl3

[ServerCipherTLS13String]

‘Cipher Client TLS1.3'
ciphers-client-
tlsl3

[ClientCipherTLS13String]

'Key Exchange Groups'
key-exchange-
groups

[KeyExchangeGroups]

'Strict Certificate Extension
Validation'

require-strict-cert

[RequireStrictCert]

Description

Defines the supported cipher suite for the TLS 1.3 server
(in OpenSSL cipher list format).

For possible values and additional details, visit the
OpenSSL website. The default is "TLS_AES 256 _GCM_
SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES _
128_GCM_SHA256".

Note: The parameter is applicable only to TLS 1.3.

Defines the supported cipher suite for TLS 1.3 clients.

For possible values and additional details, visit the
OpenSSL website. The default is "TLS_AES_256_GCM_
SHA384.TLS_CHACHA20_POLY1305_SHA256:TLS_AES_
128_GCM_SHA256".

Note: The parameter is applicable only to TLS 1.3.

Defines the groups that are supported for key exchange,
ordered from most preferred to least preferred.

The valid value is any combination of the following strings:
X25519

P-256

|

|

B P-384
B P-521
|

X448

The default is "X25519:P-256:P-384:X448" (without
guotation marks).

When configuring the parameter with multiple values,
separate each with a colon. In addition, the order of the
values determines the group preference. For example, the
value "P-384:P-256:X25519" (without quotation marks)
gives preference to P-384. The TLS client uses the first
configured value (e.g., P-384) as its group trial, while the
TLS server uses the whole list to try and match the client’s
trial.

Note: The parameter is applicable to all TLS versions.

Enables the validation of the extensions (keyUsage and
extendedKeyUsage) of peer certificates. The validation
ensures that the signing CA is authorized to sign
certificates and that the end-entity certificate is authorized
to negotiate a secure TLS connection.
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Parameter Description

B [0] Disable (default)

B [1] Enable
'DH Key Size' Defines the Diffie-Hellman (DH) key size (in bits). DH is an
dh-key-size algorithm used mainly for exchanging cryptography keys
[DHKeySize] used in symmetric encryption algorithms such as AES.

M [1024] 1024 - Not Recommended
B [2048] 2048 (default)
B [3072] 3072

Note: 1024-bit key size is not recommended.

'TLS Renegotiation' Enables TLS renegotiations (handshakes) initiated by the
tls-renegotiation client (peer) with the device.
[TIsRenegotiation] B [0] Disable = The device blocks client-initiated TLS

renegotiations and allows only one TLS handshake
process. This is useful, for example, for preventing
Denial-of-Service (DoS) attacks on the device caused by
multiple TLS renegotiations per second by an attacker.

B [1] Enable (default)

'Use default CA Bundle' Enables the use of the default list of trusted root
trusted-root certificate authorities (CAs).
default-ca-bundle

[UseDefaultCABundle]

B 0] Disable (default)
B [1] Enable

To view the default list of CAs, see Viewing Default
Certificate Authorities on page 222.

Note:

B You can only use the default CAs for TLS Context IDs O

through 4.
OCSP
'OCSP Server' Enables certificate checking using Online Certificate Status
ocsp-server Protocol (OCSP).
[OcspEnable] B [0] Disable (default)
B [1] Enable
'OCSP Interface' Assigns an IP Interface for communication with the OCSP
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Parameter

ocsp-interface

[Ocsplinterface]

'Primary OCSP Server'

ocsp-server-primary

[OcspServerPrimary]

'Secondary OCSP Server'

ocsp-server-

secondary

[OcspServerSecondary]

‘OCSP Port'
ocsp-port

[OcspServerPort]

Description

server.
By default, the OAMP interface is assigned (Index 0
"O+M+C").

To configure IP Interfaces, see Configuring IP Network
Interfaces on page 145.

Note: The addresses of the IP Interface and the OCSP
servers (see 'Primary OCSP Server' and 'Secondary OCSP
Server' parameters below) must be of the same IP version
(IPv4 or IPv6).

Defines the address (IPv4 or IPv6, or FQDN) of the primary
OCSP server.

The default is 0.0.0.0.
Note:

B The address configured for the 'Primary OCSP Server'
parameter and the optional 'Secondary OCSP Server'
parameter must be of the same IP version (IPv4 or
IPv6).

B An FQDN address is supported only by TLS Contexts
that are used for SIP connections. If you configure the
parameter with an FQDN and the TLS Context is used
for non-SIP connections, the certificate is not checked
by the OCSP server.

Defines the address (IPv4 or IPv6, or FQDN) of the
secondary OCSP server (optional).

The default is 0.0.0.0.

Note:

B The address configured for the 'Primary OCSP Server'
parameter and the 'Secondary OCSP Server' parameter
must be of the same IP version (IPv4 or IPv6).

B An FQDN address is supported only by TLS Contexts
that are used for SIP connections. If you configure the
parameter with an FQDN and the TLS Context is used
for non-SIP connections, the certificate is not checked
by the OCSP server.

Defines the OCSP server's TCP port number.
The default port is 2560.
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Parameter Description
'OCSP Default Response' Defines if the device allows or rejects peer certificates if it
ocsp-default- cannot connect to the OCSP server.
response B [0] Reject (default)

[OcspDefaultResponse]
B [1] Allow

Assigning CSR-based Certificates to TLS Contexts

You can request a digitally signed certificate from a Certification Authority (CA) for a TLS
Context. This process is referred to as a certificate signing request (CSR) and is required if your
organization employs a Public Key Infrastructure (PKI) system. The CSR contains information
identifying the device such as a Distinguished Name (DN) or subject alternative names in the
case of an X.509 certificate.

> To assign a CSR-based certificate to a TLS Context:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context, and then click the Change Certificate link located below
the table; the Change Certificates page appears.

3. Under the Certificate Signing Request/ Generate Self-Signed Certificate Request group, fill
in the following fields according to your security provider's instructions:

CERTIFICATE SIGNING REQUEST / GENERATE SELF-SIGNED CERTIFICATE REQUEST

Common Name [CM]
COrganizational Unit [OU]
Company name [O]
Locality or city name [L]
State [5T]

Country code [C]

1st Subject Alternative Name [SAN] EMAIL A

2nd Subject Alternative Name [SAN] EMAIL A

3rd Subject Alternative Name [SAN] EMAIL A

4th Subject Alternative Name [SAN] EMAIL A

5th Subject Alternative Name [SAN] EMAIL A

Subject Key ldentifier -
Key Usage Critical []
Extended Key Usage Critical []
Signature Algorithm SHA-256 hd

Generate Self-Signed Certificate

Create CSR

a. Distinguished Name (DN) fields (uniquely identifies the device):
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¢ Inthe 'Common Name [CN]' field, enter the common name. If you leave this field
empty, the device generates the CSR with the default CN "CN=ACL_<device's 6-
digit serial number>".

¢ Inthe 'Organizational Unit [OU]' field, enter the section of the organization.
¢ Inthe 'Company name [O]' field, enter the legal name of your organization.

¢ Inthe 'Locality or city name [L]' field, enter the city where your organization is
located.

¢ Inthe'State [ST]' field, enter the state or province where your organization is
located.

¢ Inthe 'Country code [C]' field, enter the two-letter ISO abbreviation for your
country.

b. If you want to generate a CSR for SAN (with multiple subject alternate names), then
from the 'Subject Alternative Name [SAN]' drop-down list, select the type of SAN (e-
mail address, DNS hostname, URI, or IP address), and then enter the relevant value.
You can configure multiple SAN names, using the 1st to 5th 'Subject Alternative Name
[SANT]' fields.

c. From the 'Subject Key Identifier' drop-down list, configure the subject key identifier
(SKI) X.509 field:

¢ User-defined hex value (max. 128 characters), without "0x, for example,
"00D06FO0D4D06746"

¢ hash-SHAL1 (sets SKI to 160 bits of SHA-1 digest on public key)

¢ hash-SHA1-60Isb (sets SKI to 0100 followed by least significant 60 bits of SHA-1
digest on public key)

d. From the 'Key Usage' drop-down list, select the key usage X.509 field values:
¢ Digital Signature (Certificate can be used to apply a digital signature)

¢ Non Repudiation (Certificate can be used to sign data as above, but the
certificate's public key may be used to provide non-repudiation services,
preventing the signing entity from falsely denying some action)

¢ Key Encipherment (Certificate may be used by the subject to encrypt a symmetric
key which is then transferred to the target, decrypted, and subsequently used to
encrypt and decrypt data sent between the two entities)

¢ Data Encipherment (Certificate can be used by the subject to encrypt and decrypt
actual application data)

¢ Key Agreement (Certificate's subject can use a key agreement protocol such as
Diffie-Hellman to establish a symmetric key with a target that may then be used to
encrypt and decrypt data sent between the two entities)

¢ Key Certificate Sign (Certificate's subject can use public key for verifying Digital
Signature on Public Key certificates)
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+ Certificate Revocation List Sign (Certificate's subject can use public key for
verifying signatures on Certificate Revocation List lists, e.g., CRLs)

¢ Encipher Only (Certificate's subject can use public key only for enciphering data
while performing Key agreement)

¢ Decipher Only (Certificate's subject can use public key only for deciphering data
while performing Key agreement)

You can define the key as critical (mandatory), by selecting the 'Critical' check box.

e. From the 'Extended Key Usage' drop-down list, select the extended key usage X.509
field values:

¢ Server Authentication
¢ Client Authentication
You can define the key as critical (mandatory), by selecting the 'Critical' check box.

f.  From the 'Signature Algorithm' drop-down list, select the hash function algorithm
(SHA-256 or SHA-512) with which to sign the certificate.

4. Click the Create CSR button; a textual certificate signing request is displayed below the
button:

Create CSR

After creating the CSR, copy the text below (incduding the BEGIN/END lines) and send it to your Certification Authority Tor signing.

CAQoCggEBALs

5. Copy the text and then send it to your security provider (CA) to sign this request.

Make sure that your copied text includes the "BEGIN CERTIFICATE REQUEST" and
"END CERTIFICATE REQUEST" lines.

6. When the CA sends you a server certificate, save the certificate to a file (e.g., cert.txt).
Make sure that the file is a plain-text file containing the "BEGIN CERTIFICATE" header.

7. Scroll down to the Upload Certificates Files From Your Computer group, and then select
and upload the cert.txt file, by clicking Load Device Certificate File:

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Load Device Certificate File
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8. Wait for the certificate to successfully upload to the device.

9. Save configuration.

10. Verify that the private key is correct:
a. Open the TLS Contexts table, and then select the TLS Context.
b. Click the Certificate Information link located below the table.

c. Make sure that the 'Status' field displays "OK"; otherwise, consult with your security
administrator:

PRIVATE KEY
Key size: 2048 bits
Status: OK

& e The certificate replacement process can be repeated whenever necessary (e.g.,
when the new certificate expires).

e You can also upload the certificate through the device's Automatic Provisioning
mechanism, using the [HTTPSCertFileName] parameter.

TLS Context Parameters Relevancy per Application

The following table shows the parameters of the TLS Context table that are used when
establishing a TLS connection per SBC application.

TLS Contexts Table Parameter
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‘Cioh  'Cioh  er or Key Certific D
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REST
Server
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Update
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TLS Contexts Table Parameter

. . 'Strict
'Ciph  'Ciph | . ,
o ‘Cioh | 'Cioh | er or Key  Certific 'D
Applicatiod oy, o 2 ; " Excha ate H TLS
n . er er Serv  Clien . .
Versi . nge Extensi key Renegoti
\ Serv | Clien er . .,
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er' t' TLS1 TLS1 .
s' Validat e'
.3 3 .,
ion
Com-
mands
Sending v - v - v - - - -
CDRs to
Remote
Server
HTTPS v v v v v v v v -
Proxy
Secure v v v v v v v v v
Com-
munic-
ation with
ovocC
WebSocke- v - v - v v v - -
t Tunnel
with
ovocC
Secured v v v v v v v v v
LDAP Cli-
ent
Secured v v v v v v v v v
SCTP
TR-069 v v v v v v v v v
ZeroConf v v v v v v v v v
Pro-
visioning
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Viewing Certificate Information

You can view information of TLS certificates installed on the device per TLS Context.

> To view certificate information:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select a TLS Context, and then click the Certificate Information link located below the
table; the Certificate Information page appears, showing certificate information, as shown
in the following example (cropped for convenience):

CERTIFICATE PRIVATE KEY
Certificate: Key size: 2048 bits
Data:
Version: 1 (0x0) sratus: oK
Serial Number: 0 {0x0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=ACL 5367925 CERTIFICATE (BASE64 ENCODING)
Validity
Not Before: Aug 13 12:23:58 2020 GMT

Not After - Aug 8 12:23:58 2040 GMT )
Subject: CN=ACL_5967925 MIICoDCCAYECAQAWDQYIKoZIhveNAQELBQAWFEUMBIGATUEAwWwWLQUNN

MjUwHRcNMjAWODEZMTIyMzU4WhcNNDAwWODAAMTIyMzU4WAWMRGQwI

Subject Public Key Info:
QOxfNTKk2NzkyNTCCASIWDQYKoZIhveNAQEBBQADggEPAD CCAQoCggEBAL

Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit) Z9pe808LadmApWuolZPLKabmGBSFcK3AUZ2c8)oLEAkymympR5+0ly1 uoe.1
Modulus: IMQx+n6LQKxpOc52fxHr5aHyzV]aRDzr 1 O0NpKMKZOPEmhua)OLghkubgie
00-34-ba-82:91-9b.67-da-5e F3.4f-0b-6b-83.80- TwLOxDbQ4fO/NF/zp/ql1 kuMYXZy)WoS2FwWal5cYI3Hp20TOZGXfo2KOEDjIng
35-6b:28:95:93-cb:2%-ae:36:18:12:45:70:ad-c0 3M1bzaSK3WBESYMUBRYBbagqneQLngPcSdu+vZ7uVPAXIWEESg00bFE/M/ 2y
£9E7.90E.87 AV AremEerm Em B onTom 3.0 lclvugInNV0AYs09555gG)kSIZxh++ERC25MSx4i 1 bl)LfkvSMr3wQugqEZsREP

Assigning Externally Created Private Keys to TLS Contexts

You can assign externally created private keys to TLS Contexts.

> To assign an externally created private key to a TLS Context:

1. Obtain a private key in either textual PEM (PKCS #7) or PFX (PKCS #12) format (typically
provided by your security administrator). The file may be encrypted with a short pass-
phrase.

2. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

3. Select the required TLS Context, and then click the Change Certificate link located below
the table; the Change Certificates page appears.

4. Scroll down to the Upload Certificate Files From Your Computer group.

a. (Optional) In the 'Private key pass-phrase' field, enter the password (passphrase) of the
encrypted private key file. If there is no passphrase, leave the field blank.

Private key pass-phrase (optional) sssssssse
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e The passphrase can contain up to 32 characters, but can't contain wide
characters.

e The default passphrase is "audc".

b. Select and upload the private key file (mentioned in Step 1), by clicking Load Private
Key File:

Send Private Key file from your computer to the device.
The file must be in either PEM or PFX (PKC5#12) format.

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

Load Private Key File

c. If your security administrator has provided you with a device certificate file, select and
upload it by clicking Load Device Certificate File:

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Load Device Certificate File

& The loaded private key file must match the loaded device certificate file.

5. After the files have successfully loaded to the device, save the configuration.
6. Verify that the private key is correct:
a. Open the TLS Contexts table.

b. Select the required TLS Context index row, and then click the Certificate Information
link located below the table.

c. Make sure that the 'Status' field displays "OK"; otherwise (i.e., displays "Does not
match certificate"), contact your security administrator:

PRIVATE KEY
Key size: 2048 bits
Status: OK

Generating Private Keys for TLS Contexts

You can configure the device to generate private keys for TLS Contexts. You can generate the
private keys for certificate signing requests (CSR) or self-signed certificates. You can choose to
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generate the keys in different formats - RSA or Elliptic Curve Digital Signature Algorithm
(ECDSA) encryption algorithm.

> To generate private keys for TLS Contexts:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context index row, and then click the Change Certificates link
located below the table; the Change Certificates page appears.

3. Scroll down to the Generate New Private Key group:

GENERATE NEW PRIVATE KEY

Private Key Format RSA W

Private Key Size 2048 A
Impartant: generation of private key is a lengthy operation during which the device service may be affected.

Generate Private Key

4. From the 'Private Key Format' drop-down list, select the encryption algorithm for the

private key:
e RSA
e ECDSA

5. From the 'Private Key Size' drop-down list, select the size of the private key (in bits):
e RSA:

¢ 2048 (default)

¢ 3072

+ 4096
e ECDSA:

¢ 256

* 384

¢ 521

6. Click Generate Private Key; the following confirmation message appears:

Warning: Generating a Private-Key will overwrite the currently installed private key. Are you sure you
Want to generate a new key?

Mo Yes
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7. Click Yes to confirm key generation; the device starts generating a new private key (may
take a few minutes):

Generating Private-Key.... this might take a while.

When the key is successfully generated, the following message appears (e.g., for 2048-bit
key):

A new 2048-bits Private-Key was generated for Context-1D: 0
Please save the configuration.

%

Click OK to close the message box.

©

Continue with certificate configuration by creating a CSR or generating a new self-signed
certificate.

10. On the toolbar, click the Save button to save your configuration to flash memory.

Creating Self-Signed Certificates for TLS Contexts

You can assign a certificate that is digitally signed by the device itself to a TLS Context (i.e., self-
signed certificate). In other words, the device acts as a CA. The Issuer (e.g., "Issuer: CN=ACL_
5967925") and Subject (e.g., " Subject: CN=ACL_5967925") fields of the self-signed certificate
have the same value.

& e The device is shipped with a default TLS Context (Index 0 and named "default"),
which includes a self-generated random private key and a self-signed server
certificate. The Common Name (CN or subject name) of the default certificate is
"ACL_nnnnnnn", where nnnnnnn denotes the serial number of the device.

e Creating a self-signed certificate is traffic affecting.

> To create and assign a self-signed certificate to a TLS Context:

1. Make sure that you have a unique DNS name for the device (e.g., dns_
name.corp.customer.com). The name is used to access the device and therefore, must be
listed in the server certificate.

N

Open the TLS Contexts table (see Configuring TLS Certificate Contexts).
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3.

4.

5.

Select the required TLS Context index row, and then click the Change Certificate link
located below the table; the Change Certificates page appears.

Under the Certificate Signing Request / Generate Self-Signed Certificate Request group, in
the 'Common Name [CN]' field, enter the fully-qualified DNS name (FQDN) as the certificate
subject. Alternatively (or in addition), if you want to generate a self-signed SAN certificate
(with multiple subject alternate names), then from the 'Subject Alternative Name [SAN]'
drop-down list, select the type of SAN (EMAIL, DNS, URI, or IP), and then enter the
corresponding value. You can configure multiple SANs, using the 1st to 5th 'Subject
Alternative Name [SAN]' fields.

For a description of additional (optional) parameters that you can configure such as
'Subject Key Identifier', 'Key Usage', and 'Extended Key Usage', see Assigning CSR-based
Certificates to TLS Contexts on page 211. (The parameters under this group are applicable
to both self-signed and CSR certificates.)

Click Generate Self-Signed Certificate; the following confirmation message appears:

6.

Warning: Generating a self-signed key will overwrite the currently installed
certificate. Are you sure you want to generate a new self-signed certificate?

Mo Yes

The self-signed certificate overwrites the currently installed certificate for the specific
TLS Context.

Click Yes to confirm generation; the device generates a new self-signed certificate (with

new subject name) and the following message appears:

7.

8.

LS Context ID: 3

Subject name:

To complete the certificate replacement process, close this current browser session and then open a

Mew session.

Close

Click Close, and then quit your current web browser session and open a new browser
session with the device.

Save the configuration.
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Importing Certificates into Trusted Root CA Certificate Store

The device provides its own Trusted Root Certificate Authority (CA) Certificate store. This lets
you manage certificate trust. Depending on certificate size, you can import up to approximately
150 certificates into the Trusted Root CA Certificate per TLS Context.

Instead of importing CA certificates into the Trusted Root CA Certificate store for a TLS Context,
you can enable the TLS Context to use the device's default list of CAs. To do this, configure the
'Use default CA Bundle' parameter to Enable in the TLS Contexts table (see Configuring TLS
Certificate Contexts on page 204). To view the default CAs, see Viewing Default Certificate
Authorities on the next page.

& For TLS Contexts that you have enabled the use of the device's default CAs:

e The default CAs are not listed in the Trusted Root CA Certificate store of these
TLS Contexts (even though they are used).

You can only enable the use of the default CAs for TLS Context IDs 0 through 4.

In addition to using the default CAs, you can import other CAs into the Trusted
Root CA Certificate store. In this setup, the device uses both the default CAs and
the ones that you have imported.

The Trusted Root CA Certificate store can also be used for certificate chains. A certificate chain
is a sequence of certificates where each certificate in the chain is signed by the subsequent
certificate. The last certificate in the list of certificates is the Root CA certificate, which is self-
signed. The purpose of a certificate chain is to establish a chain of trust from a child certificate
to the trusted root CA certificate. The CA vouches for the identity of the child certificate by
signing it. A client certificate is considered trusted if one of the CA certificates up the certificate
chain is found in the server certificate directory. For the device to trust a whole chain of
certificates per TLS Context, you need to import them into the device's Trusted Root CA
Certificate, as described below.

Self Signed

Root CA
Certificate

Client
Certificate

Child 1.1 CA
Certificate

Child 1 CA
Certificate

. J

~/

Root Certificate Store

You can also import multiple TLS root certificates in bulk from a single file. Each certificate in
the file must be Base64 encoded (PEM). When copying-and-pasting the certificates into the file,
each Base64 ASCIl encoded certificate string must be enclosed between "----- BEGIN
CERTIFICATE----- "and "----- END CERTIFICATE----- "
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You can import only Base64 (PEM) encoded X.509 certificates into the Trusted Root
CA Certificate store.

> To import certificates into Trusted Root CA Certificate store:

1. Open the TLS Contexts table (see Configuring TLS Certificate Contexts).

2. Select the required TLS Context, and then click the Trusted Root Certificates link located
below the table; the Trusted Certificates table appears.

3. Click the Import button, and then select the certificate file:
4. Click OK; the certificate is imported into the Trusted Root CA Certificate store:

(¥) TLS Context [#0] > Trusted Root Certificates

View Page 1 of 14 = w1 10 % View1-100f138
INDEX SUBJECT ISSUER EXFIRES
0 AnA Certificate Services AAA Certificate Services 12/31/2028

In addition to the Import button, the Trusted Root CA Certificate store provides the following
buttons:

B Remove: Deletes the selected certificate.

B Export: Downloads the selected certificate to your compuuter.

Viewing Default Certificate Authorities

The device provides a default list of trusted root certificate authorities (CA), which you can view
on the Default CA Bundle page, as described in this section. These default CAs are used only for
TLS Contexts whose 'Use default CA Bundle' parameter you have configured to Enable in the
TLS Contexts table (see Configuring TLS Certificate Contexts on page 204).

A e Thelist of CAs is aligned with Mozilla CA Certificate Program'’s list (January 1,
2024).

> To view default CAs:

1. Open the Default CA Bundle page (Setup menu > IP Network tab > Security folder
> Default CA Bundle). A partial screenshot is shown below:
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Page 1 of 15 w> w1 10 % View 1- 10 of 146

INDEX SUBJECT ISSUER EXPIRES

o AAA Cerfificate Services AAA Certificate Services 12/31/2028
1 AC RAIZ FNMT-RCM SERVIDORES SEG AC RAIZ FMNMT-RCM SERVIDCRES SEG 12720/2043
2 ACCVRAIZA ACCVRAIZT 12131/2030
3 Actalis Authentication Root CA Actalis Authenfication Root CA Q2272030
4 Affirm Trust Commercial AffirmTrust Commercial 121312030
5 Affirn Trust Metworking AffirmTrust Networking 12/31/2030
] Affirm Trust Premium AffirmTrust Premium 12731/2040
T AffirmTrust Premium ECC AffirmTrust Fremium ECC 1273172040
] Amazon Root CA 1 Amazon Roof CA 1 1172035
9 Amazon Root CA 2 Amazon Root CA 2 5/26/2040

Selected Row #0

Certificate:
Data:
Version: 3 (0x2)
Serial Mumber: 1 (0x1)
Signature Algorithm: shalWithRSAEncryplicn

Issuer: C=GB, 8T=Greater Manchester, L=Salford, O=Comodeo CA Limited, CM=AAA Cerificate Services
Validity

Mot Before: Jan 1 00:00:00 2004 GMT

Mot After - Dec 31 23:59:59 2028 GMT
Subject: C=GE, 5T=Greater Manchester, L=Salford, O=Comodo CA Limited, CH=AAA Cerlificate Services
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

2. Toview detailed information of a CA, select the CA; the detailed information is displayed
below the table (as shown above).

3. To download all the CAs to a file on your computer, click Export All.

Configuring TLS Server Certificate Expiry Check

You can configure the device to periodically check the validation date of installed TLS server
certificates of TLS Contexts (configured in Configuring TLS Certificate Contexts on page 204).
You can also configure the device to send an SNMP alarm (acCertificateExpiryAlarm) at a user-
defined number of days before the installed TLS server certificate is to expire. The alarm
indicates the TLS Context to which the certificate belongs.

& e When a TLS certificate expires, services using the certificate may be
discontinued (depending on the remote side's security configuration). Therefore,
best practice is to replace (renew) the certificate as soon as possible with a valid
certificate.

e This feature applies to all TLS Contexts.

> To configure TLS certificate expiry checks and notification:

1. Open the Security Settings page (Setup menu > IP Network tab > Security folder > Security
Settings).

2. Inthe 'TLS Expiry Check Start' field, enter the number of days before the installed TLS
server certificate is to expire when the device sends an SNMP trap event to notify of this.
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3. Inthe 'TLS Expiry Check Period' field, enter the periodical interval (in days) for checking the
TLS server certificate expiry date. By default, the device checks the certificate every 7 days.

TLS GENERAL

TLS Expiry Check Start (days) 60

TLS Expiry Check Period (days) 7
4. Click Apply.

Configuring TLS for Secured SIP

The device uses TLS over TCP to encrypt and optionally, authenticate SIP messages. This is
referred to as SIP Secure (SIPS). SIPS uses the X.509 certificate exchange process. For
configuring TLS (TLS Context), see Configuring TLS Certificates on page 204.

To use a TLS Context for SIPS, you need to assign it to a Proxy Set or SIP Interface (or both) that
is associated with the IP Group for which you want to employ TLS. When the device establishes
a TLS connection (handshake) with a SIP user agent (UA), the TLS Context is determined as
follows:

B Incoming calls:

a. Proxy Set: If the incoming call is successfully classified to an IP Group based on Proxy
Set (i.e., IP address of calling party) and the Proxy Set is configured for TLS (‘Transport
Type' parameter is set to TLS), the TLS Context assigned to the Proxy Set is used. To
configure Proxy Sets, see Configuring Proxy Sets.

b. SIP Interface: If the Proxy Set is either not configured for TLS (i.e., the 'Transport Type'
parameter is set to UDP) or not assigned a TLS Context, and/or classification to a Proxy
Set fails, the device uses the TLS Context assigned to the SIP Interface used for the call.
To configure SIP Interfaces, see Configuring SIP Interfaces.

c. Default TLS Context (Index #0): If the SIP Interface is not assigned a TLS Context or no
SIP Interface is used for the call, the device uses the default TLS Context.

B Outgoing calls:

a. Proxy Set: If the outgoing call is sent to an IP Group associated with a Proxy Set that is
assigned a TLS Context and the Proxy Set is configured for TLS (i.e., 'Transport Type'
parameter is set to TLS), the TLS Context is used. If the 'Transport Type' parameter is
set to UDP, the device uses UDP to communicate with the proxy and no TLS Context is
used.

b. SIP Interface: If the Proxy Set is not assigned a TLS Context, the device uses the TLS
Context assigned to the SIP Interface used for the call.
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c. Default TLS Context (Index #0): If the SIP Interface is not assigned a TLS Context or no
SIP Interface is used for the call, the device uses the default TLS Context.

‘& e When a TLS connection with the device is initiated by a SIP client, the device also
responds using TLS, regardless of whether or not TLS was configured.

e The device regulates the number of new concurrent TLS connections that can be
established per second. This protects the device from flooding (avalanches) of
new TLS connections which may be caused from TLS-based malicious attacks or
distributed denial-of-service (DDoS) attacks.

e To configure two-way (mutual) TLS authentication, see TLS for SIP Clients on
page 227.

> To configure SIPS:

1. Configure a TLS Context (see Configuring TLS Certificate Contexts).

N

Assign the TLS Context to a Proxy Set or SIP Interface (see Configuring Proxy Sets and
Configuring SIP Interfaces, respectively).

3. Configure the SIP Interface with a TLS port number.

4. Configure various SIPS parameters in the Security Settings page (Setup menu > IP Network
tab > Security folder > Security Settings). For a description of the below TLS parameters,
see TLS Parameters.

SIP OVER TLS

TLS Client Re-Handshake Interva 0

TLS Mutual Authentication Disable "
Peer Host Name Verification Mode Disable \
TLS Client Verify Server Certificate Disable v

TLS Remote Subject Name

5. By default, the device initiates a TLS connection only for the next network hop. To enable
TLS all the way to the destination (over multiple hops), open the Transport Settings page
(Setup menu > Signaling & Media tab > SIP Definitions folder > Transport Settings), and
then configure the 'SIPS' [EnableSIPS] parameter to Enable:

SIP5 Enable w
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Configuring SNI-to-TLS Mapping

The SNI-to-TLS Context Mapping table lets you configure up to 100 rules for mapping the
'server_name' (Server Name Indication or SNI) received in the (extended) "client hello"
message, to a specific TLS Context configured on the device (see Configuring TLS Certificate
Contexts on page 204).

TLS doesn't provide a mechanism for a client to tell a server (i.e., the device) the name of the
server it is contacting. It may be desirable for clients to provide this information to facilitate
secure connections, for example, to servers that host multiple virtual servers at a single
underlying IP network address. To provide any of the server names (hostnames or domain
names), clients may include an extension of type called 'server_name' in the (extended) "client
hello" message during the TLS handshake. The SNI-to-TLS Context Mapping table lets you map
this 'server_name' to a specific TLS Context, configured in the TLS Contexts table. In this way,
each hostname can have its own TLS certificate (TLS Context), which the device sends to the
client in the "server hello" message.

When a match is found between the 'server_name' extension in the "client hello" message and
arow in the SNI-to-TLS Context Mapping table, the TLS connection is established using the TLS
certificate (i.e., certificate and key) of the mapped TLS Context. However, the TLS connection
continues using the configuration settings (e.g., TLS version, ciphers, and key exchange groups)
of the TLS Context that was originally used to establish the connection. Any modification to the
mapped TLS Context or the original TLS Context triggers an online update of the TLS connection
according to the TLS Contexts modifications.

It's recommended to configure the mapped TLS Context and the TLS Context that is
used to initially establish the connection with the same parameter settings, but
different certificates.

The following procedure describes how to configure SNI-to-TLS Context mapping rules through
the Web interface. You can also configure it through ini file [SNI2TLSMapping] or CLI

(configure network > sni-to-tls-mapping).

> To configure SNI-to-TLS Context mapping rules:

1. Open the SNI-to-TLS Context Mapping table (Setup menu > IP Network tab > Security
folder > SNI-to-TLS Context).

2. Click New; the following dialog box appears:

GENERAL

ndex
Host Name

TLS Context - ¥ | View
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1. Configure an SNI-to-TLS Context mapping rule according to the parameters described in the

table below.

2. Click Apply, and then save your settings to flash memory.

Table 14-2: SNI-to-TLS Context Mapping Rules Table Parameter Descriptions

Parameter

'Index'

[Index]

'Host Name'

host-name

[HostName]

'TLS Context'
tls-

context

[TLSContext]

Description

Defines an index number for the new table record.

Defines the 'server_name' in the "client hello" message.

The valid value is a string of up to 255 characters (case-insensitive).

Assigns a TLS Context, listed in the TLS Contexts table, to this rule. If the
incoming "client hello" message includes a 'server_name' extension type
whose value is the same as configured in the '"Host Name' parameter
(above), then the device uses this TLS Context.

By default, no TLS Context is assigned.

Configuring Mutual TLS Authentication

This section describes how to configure mutual (two-way) TLS authentication.

TLS for SIP Clients

When Secure SIP (SIPS) is implemented using TLS, it is sometimes required to use two-way
(mutual) authentication between the device and a SIP user agent (client). When the device acts
as the TLS server in a specific connection, the device demands the authentication of the SIP
client’s certificate. Both the device and the client use certificates from a CA to authenticate
each other, sending their X.509 certificates to one another during the TLS handshake. Once the

sender is verified, the receiver sends its' certificate to the sender for verification. SIP signaling

starts when authentication of both sides completes successfully.

TLS mutual authentication can be configured for calls by enabling mutual authentication on the
SIP Interface associated with the calls. The TLS Context associated with the SIP Interface or

Proxy Set belonging to these calls are used.

SIP mutual authentication can also be configured globally for all calls, using the 'TLS
Mutual Authentication' (SIPSRequireClientCertificate) parameter (see Configuring

TLS for SIP).
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> To configure mutual TLS authentication for SIP messaging:

1. Enable two-way authentication on the specific SIP Interface: In the SIP Interfaces table (see
Configuring SIP Interfaces), configure the 'TLS Mutual Authentication' parameter to Enable
for the specific SIP Interface.

2. Configure a TLS Context with the following certificates:

e Import the certificate of the CA that signed the certificate of the SIP client into the
Trusted Certificates table (certificate root store) so that the device can authenticate
the client (see Importing Certificates into Trusted Root Certificate Store).

e Make sure that the TLS certificate is signed by a CA that the SIP client trusts so that the
client can authenticate the device.

TLS for Remote Device Management

For a description of secured device management by mutual TLS authentication, see Configuring
Secured (HTTPS) Web on page 72.

Reliable (TCP/TLS) Connections

For the maximum number of concurrent TLS connections supported by the device, refer to the
Release Notes.

Reliable connection reuse depends on the [EnableTCPConnectionReuse] parameter. For
incoming connections, reuse also depends on SIP message characteristics (presence of Via
header’s ‘alias’ parameter in initial request) and the [FakeTCPalias] parameter.

Persistent connections are determined by the [ReliableConnectionPersistentMode] parameter.
However, if the destination is a Proxy server (configured in the Proxy Sets table), the connection
is always persistent, regardless of the parameter's settings.

The device releases unnecessary persistent TLS connections to prevent them from accumulating
and reaching the device's maximum number of supported TLS connections. If the number of
incoming TLS connections exceeds 80% of the maximum, the device closes incoming TLS
connections that aren’t in use and that are kept open only because they are persistent.
Similarly, the device releases reliable (TCP/TLS) connections that aren’t in use (i.e., no active SIP
dialogs and not associated with a registered user) and are kept open only because they are
persistent, when exceeding 80% of the maximum number of supported reliable connections.

The device sends the SNMP alarm acTLSSocketsLimitAlarm (OID
1.3.6.1.4.1.5003.9.10.1.21.2.0.159) when the number of incoming TLS connections exceeds 95%
of the maximum TLS connections supported by the device.

Configuring Firewall Rules

The Firewall table lets you configure up to 500 firewall rules, which define network traffic
filtering rules (access list) for incoming (ingress) traffic. The access list offers the following
firewall possibilities:
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Blocking traffic from known malicious sources
Allowing traffic only from known "friendly" sources, while blocking all other traffic
Mixing allowed and blocked network sources

Limiting traffic to a user-defined rate (blocking the excess)

Limiting traffic to specific protocols and specific port ranges on the device

For each packet received on the IP network interface, the device searches the table from top to
bottom until the first matching rule is found. The matched rule can permit (allow) or deny
(block) the packet. Once a rule in the table is located, subsequent rules further down the table
are ignored. If the end of the table is reached without a match, the packet is accepted.

A

Only Security Administrator users can configure firewall rules.

e Therules configured by the Firewall table apply to a very low-level network layer
and overrides all other security-related configuration. Thus, if you have
configured higher-level security features (e.g., on the Application level), you must
also configure firewall rules to permit this necessary traffic. For example, if you
have configured IP addresses to access the device's Web and Telnet
management interfaces in the Management Access List table (see Configuring
Management Access List on page 74), you must configure a firewall rule that
permits traffic from these IP addresses.

e The device supports dynamic firewall pinholes for media (RTP/RTCP) traffic
negotiated in the SDP offer-answer of SIP calls. The pinhole allows the device to
ignore its firewall and accept the traffic on the negotiated port. The device
automatically closes the pinhole once the call terminates. Therefore, it is
unnecessary to configure specific firewall rules to allow traffic through specific
ports. For example, if you have configured a firewall rule to block all media traffic
in the port range 6000 to 7000 and a call is negotiated to use the local port 6010,
the device automatically opens port 6010 to allow the call.

e Setting the 'Prefix Length' field to 0 means that the rule applies to all packets,
regardless of the defined IP address in the 'Source IP' field. Thus, it is highly
recommended to set the parameter to a value other than 0.

e |tis recommended to add a rule at the end of your table that blocks all traffic and
to add firewall rules above it that allow required traffic (with bandwidth
limitations). To block all traffic, use the following firewall rule:

v Source IP:0.0.0.0

v Prefix Length: 0 (i.e., rule matches all IP addresses)
v Start Port - End Port: 0-65535

v Protocol: Any

v Action Upon Match: Block

e The Firewall table supports up to 500 IP addresses (manually configured IP
addresses or DNS-resolved IP addresses).

e |[fthe device needs to communicate with AudioCodes OVOC, you must also add

rules to allow incoming traffic from OVOC. For more information, see Configuring

Firewall Rules to Allow Incoming OVOC Traffic on page 236.
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The following procedure describes how to configure firewall rules through the Web interface.
You can also configure it through ini file [Accesslist] or CLI (configure network >

access-list).

> To configure a firewall rule:

1. Open the Firewall table (Setup menu > IP Network tab > Security folder> Firewall).

2. Onthetable's toolbar, click New to add the row at the next available index number, or
select a row before which you want to add the row and then click Insert; the following
dialog box appears:

MATCH ACTION
Index 0 Action Upon Match Alow v

Description Packe: Size
DNS Query Type A v Byte Burst

STATISTICS

cccccccc

erface Name - v | View

3. Configure a firewall rule according to the parameters described in the table below.
4. Click Apply, and then restart the device with a save-to-flash for your settings to take effect.

Table 14-3: Firewall Table Parameter Descriptions

Parameter Description
Match
'Index’ Defines an index number for the new table row.
Note: Each row must be configured with a unique index.
'‘Description’ Defines an arbitrary name to easily identify the row.
description

[AccessList_Description]

'Source IP' Defines the IP address (or DNS name) or a specific host
source-ip name of the source network from where the device
receives the incoming packet.

The default is 0.0.0.0.

[AccessList_Source_IP]

'DNS Query Type' Defines the DNS query (request) type used by the device
dns-query-type to query the DNS server to resolve the domain name into
an IP address(es). This is applicable only if you have
configured the 'Source IP' parameter with an FQDN.

[AccessList_DnsQueryType]
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Parameter Description

B [1] A = (Default) The device performs an A-record DNS
query, which is resolved into an IPv4 address(es).

B [2] AAAA =The device performs an AAAA-record DNS
query, which is resolved into an IPv6 address(es).

B [3] CNAME A = The device performs a canonical name
A-record query, which is resolved into an IPv4 address
(es). ACNAME query is followed by an A-record
address query and the resultant IP address is used.

B [4] CNAME AAAA = The device performs a canonical
name query, which is resolved into an IPv6 address
(es). ACNAME query is followed by an AAAA-record
address query and the resultant IP address is used.

B [5] SRV A = The device performs an SRV A-record
query, which is resolved into an IPv4 address(es). An
SRV query is followed by an A-record address query
and the resultant IP address is used. The firewall rule
is active only if all the hostnames received from the
SRV query were successfully resolved.

B [6] SRV AAAA = The device performs an SRV AAAA-
record query, which is resolved into an IPv6 address
(es). An SRV query is followed by an AAAA-record
address query and the resultant IP address is used.
The firewall rule is active only if all the hostnames
received from the SRV query were successfully
resolved.

Note:

B For DNS resolutions, you also need to configure a DNS
server:

v Third-party (external) DNS server: If you select an
IP Interface for the firewall rule (see the 'Interface
Name' parameter below), the device uses the DNS
server configured for the IP Interface.

v Device's integrated DNS server: You can configure
domain name to IP address mapping in the
device's Internal DNS table (see Configuring the
Internal DNS Table on page 183) and Internal SRV
table (see Configuring the Internal SRV Table on
page 185).
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Parameter

'Source Port'

src-port

[AccessList_Source_Port]

'Prefix Length'

prefixLen

[AccessList_PrefixLen]

Description

B The device performs DNS resolution periodically (i.e.,
resolved addresses are not persistent).

B You can do an nslookup to query the DNS server to
obtain domain name or IP address mapping, using the
CLI command nslookup.

Defines the source UDP/TCP ports of the remote host
from where the device receives the incoming packet.
The valid range is 0 to 65535. The default is 0.

Note:

B When set to 0, this field is ighored and any source port
matches the rule.

B The source ports used for outgoing TCP and TLS
connections are not configurable and are dynamically
determined by the device in the range of 32,768-
61,000.

Defines the IP network mask (prefix length) of the IP
address configured in the 'Source IP' parameter (above).
M IPv4: 0-32. For example:

v Avalue of 8 corresponds to IPv4 subnet class A
(network mask of 255.0.0.0).

v Avalue of 16 corresponds to IPv4 subnet class B
(network mask of 255.255.0.0).

v Avalue of 24 corresponds to IPv4 subnet class C
(network mask of 255.255.255.0).

v Avalue of 32 represents a single host (i.e., the
specific IPv4 address configured in the 'Source IP'
parameter).

B [IPv6: 0-128. For example:

v Avalue of 64 corresponds to subnet
XXXKEXXXK XXX XXX

v Avalue of 128 represents a single host (i.e., the
specific IPv6 address configured in the 'Source IP'
parameter).

The default is 32. A value of 0 means that the rule applies
to all packets.
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Parameter Description

The IP address of the sender of the incoming packet is
trimmed in accordance with the prefix length (in bits) and
then compared to the parameter ‘Source IP’.

Note:

B A value of 0 applies to all packets, regardless of the
configured IP address (in the 'Source IP' parameter).
Therefore, you must configure the parameter to a
value other than 0.

B The parameter is mandatory.

'Start Port' Defines the first UDP/TCP port in the range of ports on

start-port the device on which the incoming packet is received.

[AccessList_Start_Port] From the perspective of the remote IP entity, this is the
destination port. To configure the last port in the range,

see the 'End Port' parameter (below).
The valid range is 0 to 65535. The default is 0.

Note: When the protocol type isn't TCP or UDP, the entire
range must be provided.

‘End Port' Defines the last UDP/TCP port in the range of ports on the

end-port device on which the incoming packet is received. From

[AccessList_End_Port] the perspective of the remote IP entity, this is the
destination port. To configure the first port in the range,

see the 'Start Port' parameter (above).
The valid range is 0 to 65535. The default is 65535.

Note: When the protocol type isn't TCP or UDP, the entire
range must be provided.

'Protocol’ Defines the protocol type (e.g., UDP, TCP, ICMP, ESP or
protocol Any) or the IANA protocol number in the range of 0 (Any)
[AccessList_Protocol] to 255.

The default is Any.

Note:

B The parameter also accepts the string value "HTTP",
which implies selection of the TCP or UDP protocols
and the appropriate port numbers as defined on the
device.

M To specify SIP ports, configure rules with the UDP and
TCP protocols for the required SIP Interfaces.

'Use Specific Interface' Defines if you want to apply the rule to all IP interfaces or
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Parameter

use-specific-
interface
[AccessList_Use_Specific_
Interface]

'Interface Name'

network-interface-

name

[AccesslList_Interface_x]

Action

'‘Action Upon Match'
allow-type

[AccessList_Allow_Type]

'Packet Size'

packet-size

[AccessList_Packet_Size]

'‘Byte Rate'
byte-rate
[AccessList_Byte_ Rate]

Description

only a specific IP interface, configured in the IP Interfaces
table (see Configuring IP Network Interfaces). In other
words, the rule applies to packets that are received from
the configured IP address ('Source IP' parameter) and
received on this IP interface(s).

Bl [0] Disable = The rule applies to all IP Interfaces.

B [1] Enable = (Default) The rule applies to a specific IP
Interface only, which you assign using the 'Interface
Name' parameter (below).

Assigns an IP Interface (see Configuring IP Network
Interfaces) to the rule.
By default, no value is defined.

Note: The parameter is applicable only if you configure
the 'Use Specific Interface' parameter (above) to Enable.

Defines the firewall action if the rule is matched.
B Allow = (Default) Permits the packets.

B Block = Rejects the packets

Defines the maximum allowed packet size.
The valid range is 0 to 65535. The default is 0.

Note: When filtering fragmented IP packets, this
parameter relates to overall (re-assembled) packet size
(and not to the size of each fragment).

Defines the expected traffic rate (bytes per second). This
is the allowed bandwidth for the specified protocol.

The default is 0.

In addition to this parameter, the 'Burst Bytes' parameter
provides additional allowance such that momentary
bursts of data may utilize more than the configured byte
rate, without being interrupted.

For example, if 'Byte Rate' is configured to 40000 and
'Burst Bytes' to 50000, then this implies the following: the
allowed bandwidth is 40000 bytes/sec with extra
allowance of 50000 bytes. If, for example, the actual
traffic rate is 45000 bytes/sec, this allowance would be
consumed within 10 seconds, after which all traffic
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Parameter

'‘Burst Bytes'
byte-burst

[AccessList_Byte Burst]

Statistics

'Match Count'

[AccessList_MatchCount]

Description

exceeding the allocated 40000 bytes/sec is dropped. If the
actual traffic rate then slowed to 30000 bytes/sec, the
allowance would be replenished within 5 seconds.

Defines the tolerance of traffic rate limit (number of
bytes).
The default is 0.

(Read-only) Displays the number of packets accepted or
rejected by the rule.

The table below provides an example of configured firewall rules:

Table 14-4: Configuration Example of Firewall Rules

Parameter

'Source IP'

'Prefix
Length'

'Start Port
and End
Port'

'Protocol’
'Use
Specific

Interface’

'Interface
Name'

'‘Byte Rate'

'‘Burst
Bytes'

'‘Action
Upon

12.194.231.76

16

0-65535

Any

Enable

WAN

Allow

Firewall Rule

2 3 4 5
12.194.230.7 0.0.0.0 192.0.0.0 0.0.0.0
16 0 8 0
0-65535 0-65535 0-65535 0-65535
Any icmp Any Any
Enable Disable Enable Disable
WAN None Voice-Lan None
0 40000 40000 0
0 50000 50000 0
Allow Allow Allow Block
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Parameter Firewall Rule

Match'

The firewall rules in the above configuration example do the following:

B Rules 1 and 2: Typical firewall rules that allow packets ONLY from specified IP addresses
(e.g., proxy servers). Note that the prefix length is configured.

B Rule 3: A more "advanced” firewall rule - bandwidth rule for ICMP, which allows a
maximum bandwidth of 40,000 bytes/sec with an additional allowance of 50,000 bytes. If,
for example, the actual traffic rate is 45,000 bytes/sec, then this allowance would be
consumed within 10 seconds, after which all traffic exceeding the allocated 40,000
bytes/sec is dropped. If the actual traffic rate then slowed to 30,000 bytes/sec, the
allowance would be replenished within 5 seconds.

B Rule 4: Allows traffic from the LAN voice interface and limits bandwidth.

B Rule 5: Blocks all other traffic.

Configuring Firewall Rules to Allow Incoming OVOC Traffic

If the device needs to communicate with AudioCodes OVOC, and you have configured at least
one rule in the device's Firewall table, you also need to add firewall rules that permit (allow)
incoming traffic from OVOC.

& These OVOC-related firewall rules are required only if have configured other firewall
rules in the Firewall table. If you haven't configured any rules, the device allows all
incoming traffic (including from OVOC) by default and the below firewall configuration
is not required.

Table 14-5: Firewall Rules to Allow Traffic from OVOC

Act
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Intrusion Detection System

The device's Intrusion Detection System (IDS) feature detects malicious attacks on the device
and reacts accordingly. A remote host is considered malicious if it reaches or exceeds a user-
defined threshold (counter) of specified malicious attack types.

If malicious activity is detected, the device can do the following:

B Block remote hosts (IP addresses / ports) considered by the device as malicious. The device
automatically blocks the malicious source for a user-defined period, after which it is
removed from the IDS Active Blocked List (see Viewing IDS Active Blocked List on
page 1183).

B Send SNMP traps to notify of malicious activity and/or whether an attacker has been added
to or removed from the IDS blocked list. For more information, see Viewing IDS Alarms.

IDS is an important feature as it ensures legitimate calls are not being adversely affected by
attacks, and prevents Theft of Service and unauthorized access.

There are many types of malicious attacks, the most common being:

B Denial of service: This can be Denial of Service (DoS) where an attacker wishing to prevent
a server from functioning correctly directs a large amount of requests — sometimes
meaningless and sometimes legitimate, or it can be Distributed Denial of Service (DDoS)
where the attacker controls a large group of systems to coordinate a large scale DoS attack

against a system:

Message payload tampering: Attacker may inject harmful content into a message, e.g.,
by entering meaningless or wrong information, with the goal of exploiting a buffer
overflow at the target. Such messages can be used to probe for vulnerabilities at the
target.
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e Message flow tampering: This is a special case of DoS attacks. These attacks disturb the
ongoing communication between users. An attacker can then target the connection by
injecting fake signaling messages into the communication channel (such as CANCEL
messages).

e Message Flooding: The most common DoS attack is where an attacker sends a huge
amount of messages (e.g., INVITEs) to a target. The goal is to overwhelm the target’s
processing capabilities, thereby rendering the target inoperable.

SPAM over Internet Telephony (SPIT): VolP spam is unwanted, automatically dialed, pre-
recorded phone calls using VolP. It is similar to e-mail spam.

Theft of Service (ToS): Service theft can be exemplified by phreaking, which is a type of
hacking that steals service (i.e., free calls) from a service provider, or uses a service while
passing the cost to another person.

The IDS configuration is based on IDS Policies, where each policy can be configured with a set of
IDS rules. Each rule defines a type of malicious attack to detect and the number of attacks
during an interval (threshold) before an SNMP trap is sent. Each policy is then applied to a
target under attack (SIP Interface) and/or source of attack (Proxy Set and/or subnet address).

Enabling IDS

By default, IDS is disabled. You can enable it, as described below.

> To enable IDS:

Open the IDS General Settings page (Setup menu > Signaling & Media tab > Intrusion
Detection folder >IDS General Settings).

GEMNERAL

Intrusion Detection System (ID5) | Disable |E|

From the 'Intrusion Detection System' drop-down list, select Enable.

Click Apply.

Configuring IDS Policies

An IDS Policy is configured using two tables with "parent-child" type relationship:

IDS Policies table ("parent"): Defines a name and provides a description for the IDS Policy.
You can configure up to 20 IDS Policies.

IDS Rules table ("child"): Defines the actual rules for the IDS Policy. Each IDS Policy can be
configured with up to 20 rules.
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A maximum of 100 IDS rules can be configured (regardless of how many rules are
assigned to each policy).

For your convenience, the device provides default IDS Policies which you can use in your
deployment if they meet your requirements:

B "DEFAULT_FEU" - typically suited for far-end users in the WAN.
B '"DEFAULT_PROXY" - typically suited for proxy servers.
B "DEFAULT_GLOBAL" - with global thresholds.
The following table shows the IDS rules per default IDS Policy:
Default Values
