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Notices DR-SBA

Notice

Information contained in this document is believed to be accurate and reliable at the time of
publishing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of published material after the Date Published nor can it accept responsibility for
errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.

Date Published: March-02-2025

Security Vulnerabilities

All security vulnerabilities should be reported to vulnerability@audiocodes.com.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes

TN e e N /.Eu‘\ VN
(v ) (F)(in) (@) (B)
AN ) __,/" "\.___ __,/. I‘\__ ___f" \H_ __/I w'\..___../"

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Throughout this manual and unless otherwise specified, the term device refers to the Mediant 800C
and Mediant 1000B DR-SBA.

-Vi-
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Notes and Warnings

JAN

> D> B> B

The device is an INDOOR unit and thus, must be installed ONLY indoors. In addition,
Ethernet port interface cabling must be routed only indoors and must not exit the building.

Installation of this device must be in a weather protected location of maximum ambient
temperature of 40°C.

This device must be installed only in a restricted access location.

Service of the device must be made only by qualified service personnel.

The device must be connected only to a grounded AC mains power socket.

Related Documentation

Document Name

Microsoft Teams Direct Routing SBA Release Notes

Mediant SBC with Microsoft Teams Direct Routing Enterprise Model

Document Revision Record

LTRT
33440
33441
33442
33443
33444

33445
33446

33447

33448
33449

33480

Description
Initial document release.
Command typo CsTeamsSurvivableBranchAppliancePolicy; updated to Ver. 1.0.22.
Update for the DR-SBA Virtual Appliance installation for Ver. 1.0.112.
Update to Section “Application Secret” for Client Secret expiration settings.

Update to Sections: Package Contents-Virtual Appliance; Deploying DR-SBA Image
with VMware vSphere Hypervisor (ESXi); Firewall Chapter.

Update to Section: Running Anti-Virus Software.

Updated note in Available Mediant DR-SBA Models section; updated Add a
Permission figure; added a note to Teams DR-SBA Certificate.

Updated note in Teams DR-SBA Certificate section; updated note in Available Mediant
DR-SBA Models section.

Updated screenshots in Sections 4.4, 4.5 and 4.6; updated command in Appendix.

Supported Mediant 800 models; rear panel of Mediant 800C; OSNs; firewall; VMware;
miscellaneous editing.
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1. Introduction DR-SBA

1.1

PSTN

Introduction

This document provides step-by-step instructions on installing and configuring AudioCodes Direct
Routing Survivable Branch Appliances (DR-SBA) application running on AudioCodes Mediant 800C or
Mediant 1000B SBA, or as a Virtual Appliance DR-SBA with Mediant VE/CE SBC.

® This document is applicable only to Microsoft Teams.

Overview

Mediant SBA (referred to as the device in this document) is an essential element for multi/single-site
deployments of Teams and is fully certified by Microsoft. The device provides HQ/branch office site
voice calling resiliency during Wide Area Network (WAN) failure scenarios where loss of connectivity
occurs with Teams Cloud Service.

During survivability, the device maintains local call connectivity call (Dial a Number) among Microsoft
Teams users located at the site. It also provides call connectivity between users and the PSTN
(SIP/E1/T1 Trunk or FXS/FXO) during a WAN failure (E1/T1 if interfaces are ordered with the device).

Figure 1: DR-SBA at Branch Office in Teams Environment

Enterprise Site

DR Survivable Branch Appliances

QC audiocodes
SBC
*

é

OO 1]

BY Microsoft

Phone System
(Cloud PBX)

AudioCodes offers the follow DR-SBA devices:

m  Mediant 800C DR-SBA
®  Mediant 1000B DR-SBA
m  Virtual Appliance DR-SBA

Mediant 800C and Mediant 1000B are 1U chassis, providing Microsoft Teams resiliency as well as
optional, PSTN Gateway and Session Border Controller (SBC) capabilities. They also provide optional,
direct connectivity to Analog Devices through customer ordered FXS port interfaces.

The device provides an embedded, Web-based management tool called SBA Management Interface
for installing and configuring DR-SBA functionality. The tool also provides a setup wizard, allowing
quick-and-easy initial DR-SBA installation.

AudioCodes can also offer a UMP solution to manage the Users Teams Policies (as Teams Branch
Survivability Policy) as well as Lifecycle management.

The DR-SBA application is installed on a generic single-board computer module—Open Solution
Network (OSN)—housed in the device chassis. The OSN allows you to host multiple third-party
applications. The DR-SBA application runs on Windows Server 2019 operating system.
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The OSN provides the following network interface cards (NIC):

m  Up to four "external” NICs (RJ-45 connectors). Ethernet port #1 and #2 create a teaming
interface which is enabled by default (192.168.0.20). These NICs are used to connect the DR-
SBA application to your network. This connection also allows you to connect to the local
SBC/Gateway.

B One'"internal" NIC. This NIC connects to the internal chassis switch and is enabled, and DHCP-
client enabled. This NIC, like the external NICs, is used to connect the DR-SBA application to
your network. This connection also allows you to connect to the local SBC/Gateway.

Installation of any third-party software, except that which is included in the Mediant 800C
and Mediant 1000B DR-SBA package purchased from AudioCodes, on the device's OSN
server must first be approved by AudioCodes.

1.2 Main Benefits
The device offers the following main benefits:
B Ensure uninterrupted Teams voice calls for HQ and branch offices
B Secured SIP trunk connectivity with an embedded qualified E-SBC
B Hosting communications-enabled business processes (CEBP) applications such as call
recording and Fax Server (according to platform)
B PSTN connectivity in parallel and as fallback to SIP Trunk connectivity
®  Full modularity and interface flexibility, including digital spans, analog ports and BRI interfaces
m  Fully interoperability with AudioCodes SBC’s, supports emergency calling standards, including
E911/ ELIN and Local Media Optimization (LMO)
1.3 Specifications
This section lists the specifications of the available DR-SBA models.
m If you have a Mediant 800C or Mediant 1000B DR-SBA model with Lync/Skype for
@ Business Server or CCE (Mediant 800C), refer to the Product Notice for upgrading to
Microsoft Teams.
®  When upgrading from an existing Skype SBA (or earlier), we recommend you check
the SSD’s health and replace it with a new card if the total number of writes to the
SSD is greater than 30 TB.
13.1 Mediant 800C DR-SBA
Table 1: Mediant 800C DR-SBA Specifications
Item Description
Maximum PSTN Capacity (Channels) 120
Maximum Number of SBC Sessions 400
Ability to Host Additional Business Yes (Only for the EO model)
Applications
Modularity Fixed with software scalability options
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Item Description
Digital Interfaces Up to 4 E1/T1 spans
LAN 4 GE interfaces
OSN Platform OSN module:

m Standard model:

v Intel Atom C3558 4 cores
v 8GRAM
v’ 128 SSD

® EO model:

v Intel Atom C3758 8 cores
v 16G RAM
v’ 256 SSD

The OSN provides the following interfaces:
® 4 GEinterfaces

m 1USB3.0port

® 1 micro-USB port (console)

IPv6 Support Yes
Physical Dimensions 1RU
Power Supply Single or dual AC power supply
Storage options SSD

1.3.2 Mediant 1000B DR-SBA

Table 2: Mediant 1000B DR-SBA Specifications

Item Description
Maximum PSTN Capacity (Channels) 192
Maximum Number of SBC Sessions 150
Ability to Host Additional Business Yes
Applications (SBA v2)
Modularity Modular
Digital Interfaces m 1,2,4,6,8T1/J1spans

1,2,4,6E1spans
Optional 1+1 or 2+2 fallback spans
Analog FXO and FXS Interfaces m 4,8,12,16, 20, 24 FXS/FXO ports

4 ports per module
One lifeline port per FXS module

BRI Interfaces m 4,8,12,16,20 BRI lines
® 4 BRI lines (8 calls) per module S/T interfaces

LAN Up to 6 x 10/100 Base-TX Ethernet LAN ports configured
in 1+1 redundancy or as individual ports
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Item Description

OSN Platform m  OSN server (OISN4B):

v 16-GB RAM

v" USB 2.0 port for connecting peripheral devices
such as DR-SBA Dongle, USB hub (to which
keyboard and mouse can be connected)

v' 2 x Gigabit Ethernet interface (RJ-45) for
connection to the network

¥" Console (serial) port (micro-USB) for serial
communication

v HDMI interface (19-pin Type D, micro-HDMI
port) for connection to graphic display monitor

® HDMX module for solid-state drive (SSD)

IPv6 Support Yes

Physical Dimensions 1RU

Power Supply Single or dual AC power supply
Storage options SSD (supports dual SSD)

133 Virtual Appliance DR-SBA

Table 3: Minimum Virtual DR-SBA Specifications

Item Description
Platforms ®  Microsoft HyperV 2016 or 2019
® VMware ESXi 6.7 and later
CPU 2 cores
RAM 8-Gb RAM
Storage 50 Gb
LAN 1LAN

@ The SBC is not included in the Virtual DR-SBA and should be installed and purchased
separately according to Customer requirements.
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2. Verifying Package Contents DR-SBA

2.1

2.2

2.3

Verifying Package Contents
Mediant 800C DR-SBA

Ensure that your device package is shipped with the following items:

Four anti-slide bumpers for desktop installation

19-inch rack mounting kit (two flanges and six screws)

One AC power cable

(Optional) E1/T1 splitter cable adapter for T1 WAN interface (customer-ordered item)
USB dongle for DR-SBA software upgrade and recovery procedure (Teams image)

Microsoft Windows 2019 license (in envelope and label affixed to module)

(Optional) 1 x micro-USB to USB cable adaptor 1.5m for serial connections (for Mediant 800
without VGA connector in the rear panel)

Check, retain and process any documents. If any items are missing or damaged, please contact your
AudioCodes sales representative.

Mediant 1000B DR-SBA

Ensure that your Mediant 1000B DR-SBA package is shipped with the following items:

4 x Anti-slide bumpers for desktop installation

19-inch rack mounting kit (two flanges and six screws)

1 x micro-HDMI (Type D) to standard-HDMI (Type A) 1.5m cable adaptor for monitor
connections

1 x micro-USB to USB cable adaptor 1.5m for serial connections
1 or 2 AC power cables (depending on customer order)

1 x USB dongle for DR-SBA software upgrade and recovery procedure (Teams Image)

Microsoft Windows 2019 license (in envelope and label affixed to module)

Check, retain and process any documents. If any items are missing or damaged, please contact your
AudioCodes sales representative.

Virtual Appliance DR-SBA

Ensure that you have downloaded the virtual disk file (OVA) containing the DR-SBA image for
deploying a virtual appliance on VMware, or the VHDX file for deploying on Hyper-V from
AudioCodes download portal.

® The Microsoft Windows 2019 license for the virtual machine must be provided by the
Customer.

® The OVA package was officially tested on VMware Version 6.7 Update 03 and on VMware
Version 7.0 Update 02.



https://downloads-audiocodes.s3.eu-central-1.amazonaws.com/Download/Virtual_Teams_DR_SBA.html

3. Physical Description for OSN-Based Devices DR-SBA

3 Physical Description for OSN-Based Devices

This section provides a brief description of the front and rear panels of the device. For a detailed
description, refer to the following documents:

B Mediant 800 Gateway and SBC Hardware Installation Manual
B Mediant 1000B Gateway and SBC Hardware Installation Manual

3.1 Mediant 800C DR-SBA

3.11 Front-Panel Description

The front panel of the device provides various port interfaces for the optional SBC-Gateway
functionality.

Figure 2: Mediant 800C Front Panel

m The figure above is used only as an example. The number and type of interfaces

® ®m The telephony interfaces are customer-ordered items and not shipped by default.
depend on the ordered configuration.

Table 4: Front-Panel Description

Item # Label Description
1 POWER / STATUS | LEDs indicating the status of power and reboot/initialization.
2 FXS/FXO /BRI/ @ Telephony port interfaces that can include one or a combination of the
PRI following, depending on the ordered model:

FXS port interfaces (RJ-11)

FXO port interfaces (RJ-11)

®m ISDN BRI port interfaces (RJ-45)

®m ISDN PRI (E1/T1) port interfaces (RJ-48)

3 GE Up to four 10/100/1000Base-T (Gigabit Ethernet) LAN ports for connecting IP
phones, computers, or switches.

4 FE Eight Fast Ethernet (10/100Base-TX) RJ-45 LAN ports for connecting IP
phones, computers, or switches. The supported port features are the same
as the GE ports (see Item #6 above).

Note: The Fast Ethernet ports are available only on "pure"
SBC Mediant 800 (i.e., without PSTN / Gateway interfaces).




3. Physical Description for OSN-Based Devices DR-SBA

Item # Label Description

5 - Reset pinhole button for resetting the device and optionally, for restoring
the device factory defaults.

6 CONSOLE RS-232 port (RJ-45) for serial communication.

7 USB/WWAN Two USB ports used for various functionalities such as saving debug captures
to a USB storage device.

3.1.2 Rear-Panel Description

The rear panel of the device provides the interface to the OSN server on which the DR-SBA runs.

Figure 3: Mediant 800C Rear Panel

° o

Table 5: Rear-Panel Description

Item # Label Description
1 usB USB 3.0 port (Standard-A type) for connecting a USB storage device to
the OSN server.
2 OSN PWR LED indicating power status of the OSN server.
3 - Reset button for resetting the OSN server.
4 CONSOLE Micro-USB port for serial communication (CLI) with the OSN server.
5 GE 1-4 Four 10/100/1000Base-T Ethernet ports (RJ-45) for connecting directly to

the OSN server.

6 DCIN 12V 10A (Optional) DC power inlet for accepting a DC terminal block plug.

Note: Use only the AC/DC power adaptor supplied by AudioCodes to
connect the DC inlet.

7 J__ Protective earthing screw.
8 100-240V 3-Prong AC power supply entry.
50-60Hz Note: The device can be ordered with dual Power Supply entries.




3. Physical Description for OSN-Based Devices DR-SBA

3.2 Mediant 1000B DR-SBA

3.2.1 Front-Panel Description

The front panel of the device provides various port interfaces for the optional SBC-Gateway
functionality.

Figure 4: Front Panel

®e[I] eolIITleslIITleel 1]
® [ TTTlee[ TTT e LTI

J.&&&&H

‘ ® ®m The telephony interfaces are customer-ordered items and not shipped by default.

®m The figure above is used only as an example. The number and type of interface
modules depend on the ordered configuration.

Table 6: Front-Panel Description

Item # Label / Component Description
Module
1 FXS, (Optional) Telephony and DSP resource modules:
FXO, ®  FXS module
BRI, ®  FXO (or FXO G) module
TRUNKS, m BRI module
MPM ® TRUNKS (E1/TE/J1) module
®  MPM module (provides additional DSP resources)
Note: The modules are customer-ordered items.
2 CRMX CRMX module, providing the following:
®  Gigabit Ethernet ports
m RS-232 serial port
m Reset pinhole button
3 SWX (Optional) LAN Extension (SWX) module, providing four Gigabit Ethernet
pOI’tS.
Note: The module is a customer-ordered item.
4 Power 1 (Optional) Spare Power Supply module slot.
Note: The module is a customer-ordered item.
5 Power 2 Main Power Supply module.
6 - Extractable Fan Tray module with a schematic displayed on its front panel

showing the chassis' slot numbers.




3. Physical Description for OSN-Based Devices DR-SBA

3.2.2 Rear-Panel Description

The rear panel of the device provides the modules for the OSN server on which the DR-SBA runs.

Figure 5: Rear Panel

Table 7: Rear-Panel Description

Item # Label Description
1 J__ Protective earthing screw.
2 ESD Electrostatic Discharge (ESD) socket.
3 100-240V~1A Dual AC Power Supply Entries.
4 OSN OSN4B module:

m USB 2.0 port for connecting peripheral devices such as DR-SBA
Dongle, USB hub (to which keyboard and mouse can be
connected).

m 2 x Gigabit Ethernet interface (RJ-45) for connecting to the
network.

m Console (serial) port (micro-USB) for serial communication.

m HDMI interface (19-pin Type D, micro-HDMI port) for connecting
to graphic display monitor.

5 HDMX Main hard-disk drive (HDD) or Solid-State Drive (SSD) AMC module
for OSN server platform.

6 HDMX Slot for second (optional) HDD or SSD for OSN server platform.

7 - Unused and covered AMC module slots.

-10 -
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4. Introduction DR-SBA

4.1

4.2

4.3

4.4

Introduction

Before you can install and configure the device at your Site Office, you need to check the following
guidelines.

Ready and working Direct Routing SBC

The SBC needs to be configured for Media Bypass to ensure that media flows directly between the
Microsoft Teams client in the branch site and the SBC.

Refer to one of the following documents:
B Enterprise Solution: Connecting AudioCodes' SBC to Microsoft Teams Direct Routing
Enterprise Model

H  Service Provider Solution: Connecting AudioCodes SBC to Microsoft Teams Direct Routing
Hosting Model Configuration Note

DR-SBA FQDN and Certification

The FQDN for the DR-SBA is configured in the certificate (you can use a .pfx certificate file or use the
DR-SBA GUI to create a CSR). This certificate must be trusted by the end points that host the Teams
client and by the SBC.

DR-SBA allows you to upload and assign certificates with the DR-SBA FQDN in the SAN and not on
CN.

The DR-SBA certificate and FQDN must be trusted by the SBC and by the Teams clients. You
can also use a private CA for the certificate and a local DNS for the FQDN.

Although private certificate is supported from Version 1.0.22, it is recommended to use a
public certificate.

Admin User with Manage Roles

DR-SBA installation requires M365 users with Teams Administrator roles and role that allow to create
Azure App Registration.

Azure AD App Registration

Create App Registration in Azure AD and note applicationld and appSecret for the later install steps.
Customers can either use the same Azure App Registration for all the SBAs in the Tenant or create a
specific App Registration per DR-SBA.

To register and Azure AD App Registration:

1.  Sign-in to Azure portal with tenant administrator user and create new App registration (Azure
Active Directory B App registrations @ New registration) — the same App Registration can be
used for all the tenant DR-SBAs, add name for the new application and select “Accounts in
this organizational directory only — single tenant” under Supported account types. Select
Register and note the Application ID for the next steps.

-12 -
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Figure 6: App Register

Dashboard > audiocodes.be >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

SBA-Connector v

Supported account types

Who can use this application or access this API?

@' Accounts in this organizational directory only (audiocodes.be only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

L PR N PR

By proceeding, you agree to the Microsoft Platform Policies f

Figure 7: Application ID and Tenant ID

Dashboard > audiocodes.be >

B SBA-Connector =

£ Bearch (Ctri+) « [i] Delete @ Endpoints B Preview features

B Oveniew @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart ~
 Essentials

#" Integration assistant .
Display name : SBA-Connector Supported account types  : My organization only

Manage application (cient) 10 - | GG Redirect URls : Add a Redirect URI
& Branding oirecory tenan 10 [ Applcation 1D UK : Add an Application 1D U
D Authenticaion Object ID ] Managed application in I... : SBA-Connector

Certificates & secrets @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations {Legacy)? Learn more

Token configuration

9 API permissions @ starting June 30th. 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technicd
and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn

@ Bxpose an API

& App roles | Preview

B Owners Call APIs Documentation

w Roles and administrators | Pr... Microsoft identity platform

Authentication scenarios
Authentication libraries

B Manifest a @ ﬂ ¥ «
b Code samples
Support + Troubleshooting Q ~ E 2:';;?" Graph
Cy y

&2 Troubleshooting Help and Support
8 Build more powerful apps with rich user and business data

. Select the Authentication tab.
Select Add Platform.
Select Web.

Insert https://login.microsoftonline.com/common/oauth2/nativeclient into Redirect URIs

Select the “Access tokens” and “ID tokens” check boxes.

N o u s~ W N

. Select Configure.

“Add a Platform” is only required for the 1% URI. If a Web Platform has already been
created, select Add URI.

-13 -
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Figure 8: Add URI

Dashboard > audiocodes.be

| £ search (Ctrl+/)
B overview

& Quickstart
# Integration assistant
Manage

Branding

QT st >

Certificates & secrets

Token configuration

@

API permissions
Expose an API

App roles | Preview

a2 e 0

Owners

Roles and administrators | Pr...

Manifest

Support + Troubleshooting
& Troubleshooting

& New support request

SBA-Connector

3 SBA-Connector | Authentication =

« = X ord | O Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configi
redirect URIs, specific authentication settings, or fields specific to the platform.

OIS

Supported account types
Who can use this application or access this API?

(®) Accounts in this

directory only be only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide.

A\ Due to temporary differences in supported functionality, we don't recommend enabiing per
for an existing registration. If you need to enable personal accounts. you can do so using th
more about these restrictions.

Advanced settings

Allow public client flows ©

Enahln the Follousin mobile and dardetan fomes

©]

Conﬁgurew

<Al platforms Quidstart  Docs(f'

Redirect URIs

The URIs that we will accept as destinations when returning authentication responses
(tokens) after successfully authenticating users. Also referred to as reply URLS. Learn more
about Redirect URIs and their restrictions

2bo
[ inamicosofion ; \

Logout URL
This is where we send a request to have the application clear the user's session data. This is
required for single sign-out to work correctly.

e.g. https//myapp.com/logout

Implicit grant

Allows an application to request a token directly from the authorization endpoint. Checking
Access tokens and ID tokens is recommended only if the application has a single-page
architecture (SPA), has no back-end components, does not use the latest version of MSALjs
with auth code flow, or it invokes a web API via Javascript. ID Token is needed for ASP.NET
Core Web Apps. Learn more about the implicit grant flow

To enable the implicit grant flow, select the tokens you would like to be issued by the
authorization endpoint:

B Access tokens

B 0 tokens

@] - =T

<
8.  Adding application_access_custom_sba_appliance APl permissions:
e  C(Click Add a permission and then select the APIs my organization uses tab.
Figure 9: Add a Permission
Dashboard > TEST_TEST_AUDIOCODE Test » SBA-Connector

[ search icriep

B overview

&b Quickstart

& Integration assistant

Manage

B randing

D authentication
Certificates & secrets

I Token configuration

AP permissions

@ Expose an AP

& App roles | Preview

B owners

- SBA-Connector | AP| permissions  #

« () refresh | 7 Got feedback?

for the requested pe

Configured permissions

Applications are authorized to call APts when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the applicaticn needs. Learn more about permissions and consent

(- Add 3 permission D Grant admin consent for TEST_TEST_AUDIOCODE Test

AP/ Permissions name Type Description
v Microsot Graph (1)
Uer. Read Delegated  Sign in and read user profile

“Skype and Teams Tenant Adenin 2

Admin consent req...  Status

@ Granted for TEST_TEST_

9.

In the search box type: “Skype and Teams Tenant Admin API”

Figure 10: Add a Permission

Dashboard »

, Search (Cul+/)
B overview
& Quackstart
A integration assistant

Manage

2

granding
Authentication
Certificates & secrets
Il Token configuration
B AP permissions

& Expose an AP

Y Bas | Do

TEST_TEST_AUDIOCODE Test

-5 SBA-Connector | APl permissions

SBA-Connector

=
£ Got feedback?

() Retresh

Configured permissions

Request API permissions

Select an API

Micrasoft AP BICAPIs my organization uses ) My APls

Apps in your directony that éxpose APS are shown below

by

rmissions and consent

Aapplications are authorized to call APis when they are granted
2ll the permissions the apphication needs. Learn mone abow

4 Addapermission ' Grant admin consent for TEST_TEST_AUDIOCODE Test

AP Permissions name Type Description
~ Microsaft Geagh (1)
User.Read Delegated  Sign in and read user profile

Skype and Teams Tenant Admin £

ap

|

Hame
®
Skype for Business
Skype for Business Management Reporting and Analytics
Skype for Business Online
Skype Presence Senace
Skype Teams Firehose

SkypeForBusinessRematePowershel

10. Select this APl and on the next page select Application permissions, check
“application_access_custom_sba_appliance API” and then click Add permission.
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11. Add new Application permissions:

Figure 11: Add a Permission

aihboand » TESTTESTA €. Best » SBA-Connecior Request APl permissions -
5 SBA-Connector | APl permissions  #

t A0d2 permis

APS | Barmiision e Tree Description

12. Select the new permission you added, select the “Grant admin consent for...” and then select
yes.

Figure 12: Add a Permission

e Gl

Home > App registrations > DrSbaNew

- DrSbaNew | APl permissions  #

O search (Ctrl+/) « (D Refresh | & Gotfeedback?

i overview

& Quickstart
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value |
# Integration assistant organizations where this app will be used. Learn more
Manage L
Configured permissions
B2 eranding

Applications are autharized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

%) authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets + adda permission  ~/" Grant admin consent for Test_Test_Test_Audiocodes(R&D lab)
ili Token configuration API / Permissions name Type Description Admin consent requ... Status
O ETEETE “Micrasoft Graph (1)
@ Expose an AP User.Read Delegated  Sign in and read user profile No @ Granted for Test Test Te,,| »+=
Hi App roles Skype and Teams Tenant Admin AP
@ Owners application_access_custom_sba_ Application  application_access_custom_sba_appliance Ves @ Granted for Test Test T, ==
4, Reles and administrators |

Preview
M Manifest To view and manage permissions and user consent, try Enterprise applications.

Figure 13: Add a Permission

Home > App registrations > DrSbaNew

= DrSbaNew | APl permissions  #

P search (Ctrl+/) « () refresh 2 Got feedback?

i overview

& Quickstart
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value i
# Integration assistant organizations where this app will be used. Learn more
Manage X L.
Configured permissions
B2 eranding

Applications are autharized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

% authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets + adda permission  ~/ Grant admin consent for Test_Test_Test_Audiocodes(R&D lab)
{li Token configuration API / Permissions name Type Description Admin consent requ... Status
AP| permissions \Micrasoft Graph 1) s
Expose an API User.Read Delegated  Sign in and read user profile No @ Granted for Test Test Te,, ==
App roles Skype and Teams Tenant Admin AP
@ Owners application_access_custom_sba_ Application  application_access_custom_sba_appliance Ves @ Granted for Test Test T, *+=

4k, Roles and administrators |
Preview

B Manifest To view and manage permissions and user consent, try Enterprise applications.

-15-



4. Introduction DR-SBA

4.5 Application Secret
This section describes how to create an Application secret.

To create an Application secret:

1. Inthe Navigation pane, open Certificates & secrets.
2.  Select New client secret.

Figure 14: Add Application Secret

Dashboard > TEST_TEST_AUDIOCODE Test > SBA-Connector
SBA-Connector | Certificates & secrets =

[ 2 search (ctrl+n | « O cotfeedback?

B overview Credentials enable confidential to identify to the autk senvice when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart

# Integration assistant =
Certificates

Manage .
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B eranding

FS .
D Authentication T Upload certificate

tes & secrets Thumbprint Start date Expires D

Cet

m
Ml Token configuration No certificates have been added for this application.
-9~ AP permissions

@ Expose an API

28 App roles | Preview Client secrets
I Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
s Roles and | Preview

+ New client secret

H Manifest
Description Expires Value L]
Support + Troubleshooting

No client secrets have been created for this application.
&2 Troubleshooting

& New support request

Figure 15: Add Application

b lab) > SBA_Connector Test Add a client secret X
t | Certificates & secrets =
Description ‘ Enter a description for this client secret
R Expires | Recommended: 6 months ~

i i Recommended: 6 months
Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be refer

3 months
T Upload certificate 12 months
Thumbprint Start clate Expires 18 months

24 months

No certificates have been added for this application. @

Custom

Client secrets

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as

3. Select either 24 months or Custom years for expiration time and enter description.
4. Click Add.

5. Copy the new client secret value for the following steps.
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Figure 16: Copy Client Secret Value

Dashboard > TEST_TEST_AUDIOCODE Test » SBA-Connector

SBA-Connector | Certificates & secrets 2

« & Got feedback?

B Overview @ Copy the new client secret value. You won't be able to retrieve it after you perform snother operation of leave this blade,
& Quickstart
. Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
#  Integration assistant scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Manage
B erancing Certificates
D Authentication Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys

Certificates & secrets % Unioad certiica
pload certificate
Il Token configuration

Thumbprint Start date Expires D
© API parmissions

No certificates have been added for this application.
@ Expose an AP PP

& App roles | Preview
I owners ‘
Client secrets
& Roles and administrators | Preview
- A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Manifest

Support + Troubleshooting T New client secret

& Troubleshooting Description Expires

2 ewsuppor reques s e | —— -

=

@ Copy the new client secret value

Copy the new client secret value. You won't be able to retrieve it after you do another
operation or leave this page. If you forget to copy it, you need to add a new secret and
delete the old one if no DR-SBA devices use this secret.
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DR-SBA

5 Teams DR-SBA Setup

This chapter describes the Teams DR-SBA setup.

5.1 Deploying DR-SBA Image with VMware vSphere Hypervisor

(ESXi)

This section describes how to deploy the DR-SBA Image on the VMware vSphere hypervisor (ESXi)

virtual appliance.

To deploy DR-SBA image on VMware:

1. Download the OVA file containing the DR-SBA image to the virtual machine (see Section 2.3).

Figure 17: Select Creation Type

31 New virtual machine - 670rigOVA

R 1 Select creation type

2 Select OVF and VMDK files

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select creation type

How would you like to create a3 Virtual Machine?

Create a new virtual machine

‘DeplwavbtmlmchhetomanOVFofOVAle

Register an existing virtual machine

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files

Back } Next Finish | Cancel |
S—— AR

2. Select option Deploy a virtual machine from OVF or OVA file and then click Next.
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Figure 18: Select Files

31 New virtual machine - 670rigOVA

¥ 1 Select creation type Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 License agreements Enter a name for the virtual machine.
5 Deployment options
6 Additional settings
7 Ready to complete

| 670rigovA
Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance

Click to select files or drag/drop

Back Next Finish | Cancel |

Figure 19: Select File

731 New virtual machine - 670rigOVA

v 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 License agreements Enter a name for the virtual machine
5 De ment options
ploy ol | 670ngOVA |

6 Additional settings 4
7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance

X @ TeamsSba_1_0_16.0va

1 Back l| Next | Finish “ Cancel

3.  Enter the name of the Virtual machine to create, drag the file containing the installation
package and then click Next.
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Figure 20: Select Storage Type

#31 New virtual machine - 670rigOVA

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore
5 scetsiorage
4 License agreements T ——
‘ E rd | Memory
5 Deployment options
6 Additional settings Select a datastore for the virtual maching's configuration files and all of its’ virual disks

Access ol

Single

1 items

Back || Next |

7 Ready to complete
Name ~ Capacity - | Free ~  Type ~ | Thin pro... v
datastore1 151 TB 11TB VMFSE Supported
Finish

Cancel |

4. Select Standard datastore and then click Next.

Figure 21: Deployment Options

#31 New virtual machine - 670rigOVA

¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

bd 4 Deployment options .
Network mappings

5 Ready to complete

VM Network | VM Network

Disk provisioning @ Thin O Thick

Power on automatically

| sack |[ next ]

Finish

Cancel | |

5.  Configure the following options and then click Next:
° From the Network mappings drop-down list, select VM Network.
° For the Disk provisioning option, select Thick.
° Select the Power on automatically checkbox.

e  The following screen appears during the deployment process.
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Figure 22: Ready to complete

Sl Nn virtual machine - GTOﬁgO\IA
v 1 Select creation type 0 A required disk image was missing. i
¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage .
v 4 Deployment options = SBA
oduct J
VM Name 670ngOVA
Files TeamsSba_1_0_16-disk1 vmdk
Datastore datastore1
Provisioning type Thin
Network mappings VM Network: VM Network
Guest OS Name Unknown
' Do not refresh your browser while this VM is being deployed
lumii)
[ Back | Next Finish I | Cancel
The error message displayed in the figure above can be ignored.
Figure 23: Review Settings
751 New virtual machine - 670rigOVA
¥ 1 Select creation type Ready to complete
V' 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage
v 4 Deployment options = o
VM Name B870rgOVA
Files TeamsSba_1_0_16-disk1 vmdk
Datastore datastore1
Provisioning type Thin
Network mappings VM Network: VM Network
Guest OS Name Unknown
£ ' Do not refresh your browser while this VM is being deployed
(e
éaék Next Fmgh I | Vérancerl "

6. Review the settings and then click Finish.

The new virtual machine is created.
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Figure 24: New Virtual Machine Added
{50 Create / Register VM C Refresh | Q Search
(.. Virtual machine v Status v | Used space v | Guest 0S ~ | Host name v Host CPU ~ | Host memory v
0. @ 1801 @ Invaiid Unknown Unknown 0 MHz oms
O. & Tsvi1-105 @ Normal 29.84 GB Microsoft Windows Server 201...  Unknown 0 MHz omB
0. & vmaa-105 & Normal 3392GB Microsoft Windows Server 201 Unknown 48 MHz 4.06GB
0. & a2 @ Normal 408 GB Microsoft Windows Server 201 Unknown 23GHz 501 MB
O.. & 112master © Normal 3198GB Microsoft Windows Server 201 Unknown 60 MHz 404 GB
0. & oa112main @ Normal 3158 GB Microsoft Windows Server 201 Unknown 129 MHz 4.06 GB
O.. @ 4Test @ Normal 9.06 GB Microsoft Windows Server 201...  Unknown 0 MHz ome
0., & ovrF12exp @ Normal 3072GB Microsoft Windows Server 201 Unknown 51 MHz 407 GB
(. & SBAfomOVA & Normal 1326 GB Microsoft Windows Server 201 Unknown 12 MHz 4.06 GB
(.. & 670ngovA @ Normal 0B Microsoft Windows Server 201 Unknown 0 MHz oms
Quick filters 10 items
2] Recent tasks N - N N N - N - - - N N N N - - N N N
Task ~  Target v | Initiator ~ | Queued v Started v Result a ~__Completed v
§i00 Gisk - Taams Soa_1_0_18%gki.vmak (10f 1) (5] 670rgOVA root 072072021 15:03:13 0772072021 15:02:13 k 1® Ruming. 1%
| &) 670rigOvA 0772072021 16:05:14 077202021 16:05:14 @ Compiated Tr2iEoet 16:0514
import VABE Resources oot 077202021 18:05:14 077202021 16:05:14 [ ] @  Rumning. 1%

The progress of the running task is displayed in the lower pane of the above screen. Once the
virtual machine is created, it is added to the list in the top pane.

5.2 Deploying DR-SBA Image with Hyper-V Hypervisor

This section describes how to deploy the DR-SBA Image on the Hyper-V hypervisor virtual appliance.

To deploy the DR-SBA image with Hyper-V hypervisor:

1. Download the VHDX file containing the DR-SBA image to the virtual machine (see Section 2.3).

2.  Open the Hyper-V management console and then click Next.

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Before You Begin

Figure 25: New Virtual Machine

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the following:

« Click Finish to create a virtual machine that is configured with default values.
» Click Mext to create a virtual machine with a custom configuration.

["] Do not show this page again

< Previous | | Mext = | | Finish | | Cancel
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3.  Name the new virtual server.

Figure 26: Specify VM Name and Location

Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-v Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Spedfy Generation
Assign Memory Mame: |\c"|rmal Teams DR. SBA VHDX|
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,

Installation Options [[] store the virtual machine in a different location

Summary Location: |C:\ProgramDataWicrosoFt‘\Windows\,l—!yper—\c“\ | | Browse...

& If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

|<Prewot.|s||Next>|| Finish ||Cancel

4. Select the Generation 1 radio button and then click Next.

Figure 27: Specify Generation

Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location

(®) Generation 1
This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V.

() Generation 2

This virtual machine generation provides support for features such as Secure Boot, 5CSI boot, and
P¥E boot using a standard netwark adapter. Guest operating systems must be running at least

Configure Networking
Connect Virtual Hard Disk

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary A Once a virtual machine has been created, you cannot change its generation,
<Preuious||Ne)¢t>|| Finish ||Cance|
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5.  Assign memory (8G minimum).

o
ﬁ] Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32
MB thi h 2560 MB. To i form. i than the mini t ded
ify Name and Location v ﬂ‘IrEc»ug e svste:llllmprove performance, specify more than the minimum amount recommen:

fi & Startup memory: MB

[] Use Dynamic Memory for this virtual machine.

Figure 28: Assign Memory

Configure Networking
Connect Virtual Hard Disk
Installation Options

0 When you decide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

Summary

[<evo | [ next> | [ rrh | [ conct

6. Configure the available network interface:

Figure 29: Configure Networking

LS

‘..L.
ﬁ Configure Networking
Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
Specify Name and Location virtual switch, or it can remain disconnected.
Specify Generation Connection: |Mew Virtual Switch w
Assign Memory

Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary
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7. Chose to use an existing virtual hard disk and click Browse.

Figure 30: Connect Virtual Hard Disk

* e
7

L
ks
ﬁ Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
ST Voo, storage now or configure it later by modifying the virtual machine’s properties.

Specify Generation () Create a virtual hard disk
pssign Memary Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Netwarking Mame: |Virtual Teams DR SBA VHDX.vhdx |

Connect Virtual Hard Disk Location: |C:‘||Users‘lPublic\DommentS"l"'YDer-V\.\ﬂrtJal Hard Disks\, || Browse. ..

Size: GB (Maximum: &4 TB)

(® Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or YHDX format.

Summary

Location: |C:\Users\Puinc\DommentsWyper-M'MrtJal Hard Disks\, || Browse...

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| < Previous | | Mext = | | Finish | | Cancel |

8.  Navigate to the location of the vhdx file you downloaded and copied to the hypervisor server.

Figure 31: Navigate to VHDX File

+ |_h <« Hyper-V » Virtual hard disks » v O | | Search Virtual hard disks P ‘
Organize - Mew folder = - ﬁ 7]
o = -
ﬁ Microsoft Manage(— Mame Date modified Type
Lil] TeamsSba_1.0.110.zip 5/4/2021 1:01 AM Compressed (zipp...
. Favorites =] _1.0.112.0 ard Disk Image F...
5 Favorit |ET msSba_1.0.112.vhdx 5/20/2021 5:54 PM Hard Disk Image F
B Desktop Lil] TeamsSba_1.0.112_vhdx.zip 5/6/2021 515 PM Compressed (zipp...
j Downloads

“El Recent places

18 This PC
j Desktop
E Docurmnents
j Downloads
ﬂ Music
_El Pictures
W Videos V<] [ | >

File name: | TeamsSba_1.0.112.vhdx v| |Virtual hard disk files (*vhd:*. v|

‘ Open | | Cancel |
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9.  After the Hyper-v's new virtual server has been created, click Settings:

Figure 32: Settings
File Action View Help
e n
53 Hyper-V Manager
53 SBAEREZ2012R2 Virtual Machines
MNarme - State

I New Vitual Machine
@ Import Virtual Machine...

Hyper-V Settings...
wa Virtual Switch Manager...
ﬂl Virtual SAN Manager...

<[ m [N\

Checkpoints \

The selected virtual machine has no checkpoi

Edit Disk...

Inspect Disk...

Remove Server

Refresh

View »

v
&
@ Stop Service
x
G
E

Help

Connect...
MNew Virtual Machine (

Adapter Connection IP Addresses Status | @
Network Adapter (Dynami... New Virtual Switch % Checkpoint
=

10. Click ‘Processor’ and set the number of processor cores (minimum 2):

Figure 33: Number of Virtual Processors

|NewVirtua|Machine V| q b |

% Hardware - R PTDCE@

‘#ﬂ Add Hardware

& BIOS You can modify the number of virtual processors based on the number of processors on
Boot from €0 the physical computer. You can also modify other resource control settings.
5 Memory Number of virtual processors:

Processor
2 Virtual processors

|
You can use resource controls to balance resources among virtual machines.

[T = =

- — Virtual machine reserve (percentage):
[# =& Hard Drive

TeamsSba_1.0.112. vhdx Percent of total system resources:
= Ei IDE Controller 1
4% DVD Drive Virtual machine limit (percentage):
MNone

Percent of total system resources:
1 5CSI Controller

E2] [ﬂ] Metwork Adapter
Mew Virtual Switch

" com1

MNone

" com2
Mone

I Diskette Drive
Mare

Relative weight:

] lals] L]

A Management

Mame

Mew Virtual Machine
Integration Services
Some services offered

-26-



5. Teams DR-SBA Setup DR-SBA

11. This paragraph describes how to change MAC Addresses from 'Dynamic' to 'Static'. By default,
the MAC addresses of the SBC Virtual Machine are set dynamically by the hypervisor.
Consequently, they might be changed under certain circumstances — for example, after
moving the virtual machine between Hyper-V hosts. To prevent this, it's advisable to change
the MAC Addressees from Dynamic to Static.

12. This paragraph shows how to change the MAC address to Static in Microsoft Hyper-V.
i Turn-off the SBC virtual machine.
ii.  Enter the Settings of the selected SBC virtual machine.
iii. For each Network Adapter, do the following:
a. Choose Advanced Features
b. Change the 'MAC address' option to Static.

Figure 5-34: Advanced Features - Network Adapter — Static MAC Address

E] Settings for SBC_VE_NEW on QAHYPERV2 [ [= I
SBC_VE_NEW v 4 » @
2 Hardware - Advanced Features el
‘*i Add Hardware
& BIOS MAC address
Boot from CD () Dynarnic
9 fMemory ® Static
2045 MB -
@ [ Processor [00]-[15]-[so]-[se ]-[74]-[20]

= &I IDE Controller 0
# (& Hard Drive

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.

SBC_VE.vhdx [ ] Enable MAC address spoofing
= & IDE Controller 1
% DVD Drive DHCP guard _
MNone =

DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers.

[] Enable DHCP guard

1 SCSI Controller

= U nebwork Adapter
Yirtual Switch 1

Hardware Acceleration
Advanced Features Router guard
® O Metwork Adapter Router quard drops router advertisement and redirection messages from
w ksl Switch 2 unauthorized virtual machines pretending to be routers.
al >wWItch £
1-;7 COM 1 [ ] Enable router advertisement guard
Mone
Y com2 Protected network
None Mave this virtual machine to another cluster node if a network disconnection is
[l Diskette Drive detected,
MNone

[w] Protected network
A Management

L Mame
SBC_VE_NEW Port mirroring
Y- Integration Services Port mirroring allows the network traffic of a virtual machine to be monitored by
T Some services offered copying incoming and outgoing packets and forwarding the copies to another
L N virtual machine configured for monitoring.
' | Checkpoint File Location
C:\Ronen\Virtual Machines v Mirroring mode: lNone VI v
[ oo | concel |
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13. When the new virtual machine is ready, click Start to start the server.

Figure 35: Start Virtual Machine

File  Action
a5 2
Z3 Hyper-V Manager
B3 SBAEREZ2012R2 Virtual Machines

Mame - State

i New Virtual Machine Running .

i Virtual T DR SBA VHDX o @ Import Virtual Machine...
Hyper-V Settings...
g; Virtual Switch Manager...
n,l Virtual SAM Manager...

<] n ™ [ @4 Edit Disk..,

Y

Checkpoints \ E Inspect Disk...

@ Stop Service
The selected vitual machine has My checlkpoints. 7< Remove Server
34 Refresh
View b=
Help
S .ﬂ Connect.
Virtual Teams DR SBA VHDX
Adapter Connection IP Addresses Status
Network Adapter (Dynami..  MNew Virtual Switch Checkpoint
i’ Move...
,@ Export...
=] Rename..
S Delete...
|Strrrnay|Me1|ory|Nemoﬂgng|He;ﬁcajon| ==
EE Enable Replication...
< m B v

SBAEREZ2012R2: 1 virtual machine selected.
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5.3 Logging into DR-SBA and Enabling DR-SBA License
This section describes the initial login to the DR-SBA Web browser and DR-SBA license activation.

To login to DR-SBA and enable license:
1. Login via web browser to the DR- SBA IP with the following credentials:

° User: Administrator

° Password: Pass123

Figure 36: Login

Login to Direct Routing SBA Web Administration

Administrator ht

[J ¥es, 1accept the terms & condition

L
ag

‘@ The above user and password are the DR-SBA Windows local Administrator default
account.

The following screen is applicable only for the Virtual Edition:

Figure 37: License Settings

Q audiocodes *  Microsoft Teams

License Settings

Customer Name:

Type License Content

PO Number:
Order Number:

Product Key:

S/N:

o Upload License
Expiration Date:

Upon initial login, you are prompted to enter the DR-SBA license. The license is mandatory to install;
without the license you can't proceed to the next setup wizard page.

2.  Copy the Serial Number (S/N) from the License Settings screen (see figure above). Proceed to
Section 5.3.1 for Licensing activation.
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3. Load the license and proceed to the Welcome page.

4.  After login the Wizard opens. You can close the wizard by clicking cancel and returning to it
from a key on the top bar.

Figure 38: Welcome Page

Q audiocodes ¥y Microsoft Teams WIN-PIOHHH6UUJ1  \Administrator~ @

¥ Welcome to the Direct Routing Survivability Branch Appliance (SBA) Setup Wizard

This wizard will guide you through the Direct Routing Survivability Branch Appliance (SBA) installation.
Please follow the instructions from the installation manual.

Make sure you have all the information and needed credentials for the installation:
IP addresses, cerfificates and so on.

IS

5.  Click Next to continue.
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5.3.1 Licensing the Product

Once you have successfully completed DR-SBA Virtual Teams virtual machine deployment, you need
to obtain, activate and then install your purchased DR-SBA license key file.

m License activation is intended only for first-time software activation upon product

® ®m This license is only relevant for the DR-SBA Virtual Appliance.
purchase (or if your License Key is "lost", due to whatever reason).

To obtain and activate the License Key:

1. Open AudioCodes Web-based Software License Activation tool at
http://www.audiocodes.com/swactivation:

Figure 39: Software License Activation Tool

QX audiocodes

Home > Software License Activation

Software License Activation

Please enter your Product Key received from AudioCodes and the fingerprint (e.g. Serial Number or Server Machine ID) that was
generated as a result of your installation.
For technical assistance, please contact AudioCodes support at support@audiocodes.com.

Product Key *

8B0521934FF13DN8

Fingerprint *
For instructions on how to locate your product’s fingerprint, please read the documentation relevant
to your product

Email *

™

reCAPTCHA
Privacy - Tarms

I'm not a robot
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2.  Enter the following information:

e  Product Key: The Product Key identifies your specific DR-SBA purchase for the purpose
of subsequent communication with AudioCodes (for example, for support and software
upgrades). The Product Key is provided in the Order Confirmation e-mail sent to you by
AudioCodes upon your purchase, as shown in the example below:

Figure 40: Product Key in Order Confirmation E-mail

QC audiocodes

Direct Routing SBA for Microsoft Teams
Virtual SBA

Dear Customer,
Thank you for your recent purchase!

= Customer PO#: V_Customer_po
= Order #: V_order_number, Line # v_line_number
= Product Key: V_PRODUCT KEY TABLE

Please follow these instructions to install and activate your Virtual SBA

1] Obtain the software image
Select the relevant software installation option according to the platform
on which you wish to run your product:

= VMware: download

= Hyper-V: download

2] Download the Installation Manual: AudioCodes documentation library.

3] Install the product according to the instructions in the Installation Manual.

4] Obtain your product's Fingerprint (Serial Mumber 5/N)
according to the instructions in "Licensing the Product” section of the Installation Manual.

5] Activate your product through AudioCodes License Activation page at
http:/fwww audiocodes.com/swactivation.

You will need your Product Key and Fingerprint (S/M) for this activation process.
An e-mail will subsequently be sent to you with your Product License.

6] Install the Product License according to the instructions in "Installing the Product License”
section of the Installation Manual.

If you have any questions, please contact us

at https://www.audiocodes.com/services-support.

Thank you,
AudioCodes

e  Fingerprint: The fingerprint is the DR-SBA's Serial Number (S/N) which can be extracted
from the License Settings screen (see Section 5.3). This ID uniquely identifies the
software installation.

e  Email: Provide one or more e-mail addresses to where you want the License Key to be
sent.
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3. Click Send to submit your license activation request.

4. Once AudioCodes processes and completes your license activation, you will receive an e-mail
notification with the License Key file attached. Open the file with any text-based program
(such as Notepad) and make sure that the serial number ("S/N") in the License Key is correct
and reflects the Serial Number of your DR-SBA displayed in the License Settings screen.

Figure 41: Email Confirmation with new License Key

-_— - =
 Product License for Product Key mooccoocoooo ;

0 noreplytest

XRARRARPEM —n  AC_XEKX_XHHX AC_HXNN_IKRK
e v ) o v

QC audiocodes

Dear Customer,
You have successfully activated your product through AudioCodes License Activation toal.

Attached is your Product License for Product Key X00000000000K |, Purchase Order }O0XX [ AudioCodes
Sales Order X00000K

original recipients
Sincerely,

AudioCodes
www.audiocodes.com

‘ A Do not modify the contents of the DR-SBA License Key file.

5.  Proceed to Step 1.3 in Section 5.3.
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5.4 Network Setup

This section describes the Network Interface Setup.

To setup the network:

1. Disable the non-used NIC — Its recommended to have only one NIC enabled network card. (On
the Virtual Edition, there is only one NIC by default).

2.  Click Next.
3. Setthe IP address as required for the interface that is used (or do it directly via RDP)

You can skip this step if the network has been setup correctly.

Figure 42: Network Interface Setup (OSN-Based Setup)

Network Interface Setup

Network Adapters

It is recommended to disable all unnecessary Network Adapters.

External  Ethernet 4 (GE3) External  Ethernet 5 (GE4) External  External team Internal Internal network

Status: MediaDisconnected Status: Connected Status: MediaDisconnected Status: Connected

1P Address IPAddress  10.21.2.15 IP Address IPAddress  169.254.87.227

Figure 43: Network Interface Setup (Virtual Machine-Based Setup)

Metwork

MICROSOFT HYFE...
Connected
Externall

External Enabled
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Figure 44: Direct Routing DR-SBA LAN Setup

Direct Routing SBA LAN Setup

Wizard will be automatically reconnecSeiechexiernal networkl interiace - 5s.

Select a Network Interface Card card
GE1 w
Use the following IP address v
IP Address
Subnet Mask

Default Gateway

Use the following DNS server address v

Preferred DNS Server

Alternate DNS Server

After changing the Teams DR-SBA IP, you need to restart the Microsoft service. Restart the
service also when you update the current IP address of the server. There is no need to
restart the service while running the Setup through the initial setup wizard.

Whenever you change the IP address, you need to modify the same/new IP address in the
‘SIP Listen IP’ dropdown list, as described in Section 5.9.2 on page 40.
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5.5 Change Local Administrator Password

The default password is Pass123, which is recommended that you change.
‘ @ You can skip this step if you wish to retain the old password.

Figure 45: Change Local Admin Password

Change Local Administrator Password

Current Password

New Password

Confirm Password

5.6 Set Date and Time

1. Set the correct date/time/time zone. Make sure that you have access to NTP (by default,
global NTP is used for workgroup: time.windows.com).

When the DR-SBA is in the workgroup, the NTP can be set via cmd when you RDP to the
DR-SBA.

Set-ItemProperty -Path “HKLM:\SYSTEM\CurrentControlSet\Services\w32time\Parame

ters” -Name “NtpServer” -Value “ntp.server,0x8”

2. Restart # restart Windows Time service:

Restart-Service w32Tim

‘ @ You can skip this step if the date/time are already set.
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Figure 46: Set Date and Time Zone

Set Date And Time Zone

Time Zone

(UTC+02:00) Jerusalem

Date

B | 06-10-2020

Time

® 724PM

5.7 Join to Domain

You can join to the domain if its required. The Teams DR-SBA can run in Workgroup mode as well.

‘ @ This step is optional.

Figure 47: Change Local Admin Password

Join To Domain

Direct Routing SBA can be join to domain but it can work without joining to domain too.

Domain Name

New Computer Name

Current computer name: WIN-P1OHHHEUUM

User Name

User Password
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5.8

Log in to Teams
This section describes how to log in to Microsoft Teams.

To login to Microsoft Teams:
1. Enter Tenant (Teams) Admin/Password. You must use Teams Admin without MFA.

° Customers can alternatively supply Tenant ID as Teams Admin credentials (select the
‘Set DR-SBA without enter Teams Tenant Administrator’ check box to enable this mode).

e  To obtain the Tenant ID, enter the following Online PowerShell command:
Get-CsTenant

2. If you enter tenant Admin/Password, click Login credentials (this may take some time). Once
successfully logged in, a short message notification that you have logged in successfully is
displayed and tenant information is displayed in “Last Login tenant information” section (see
below) — click Next.

Figure 48: Login to Teams (User & Password)

Direct Routing SBA Tenant Credential

[CJ Set DR SBA without enter
Teams Tenant Administrator

Teams Administrator

Paszword

Last login tenant information
Account
Environment
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Figure 49: Login Direct Routing DR-SBA Tenant Credential (Set DR-SBA)
Direct Routing SBA Tenant Credential

Tenant Global Admin

Login
Password
Account T
Environment AzureCloud
Tenant Domain ]

5.9 Add or Select Teams DR-SBA

Define the Teams DR-SBA and add it to Microsoft Teams. You can add the new Teams DR-SBA or use
one that has already been defined on Teams directly via the PowerShell.

Don’t select the same Teams DR-SBA that is already used on different active hardware. If you logged
in without supplying the Teams admin username and password (see Section 5.8), you need to enter
the FQDN manually without the option to add/select directly from the tenant.

Whether you add it through PowerShell or through the wizard, DR-SBA’s FQDN should be
written in lowercase.

5.9.1 Add DR-SBA via PowerShell

Add the DR-SBA via PowerShell directly, by entering the following command:

New-CsTeamsSurvivableBranchAppliance -Fgdn <sba FQDN> -Description
“Description”
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5.9.2  Add DR-SBA via Login to Tenant

1. If you are logged into a tenant without supplying the tenant’s username and password, add
the new DR-SBA FQDN:

Figure 50: Direct Routing DR-SBA Tenant Credentials

@ LT g SBA(Create new FQDN)

o Existing Direct Routing SBA{FQDN pre-created)

FQDN:
Description:
SIP Listen IP
10.21.8.201 w

2.  Enter the Teams DR-SBA FQDN and description (optional), and then click Add (this operation
takes time due to the Teams connection).

3.  From the ‘SIP Listen IP’ drop-down list, select on which IP address the DR-SBA listens for SIP
transport.

Whenever you change the IP address, you need to modify the same/new IP address in the
‘SIP Listen IP’ dropdown list.

- 40 -



5. Teams DR-SBA Setup DR-SBA

5.9.3  Select Existing Teams DR-SBA FQDN

If you wish to select the Teams DR-SBA FQDN that has already been defined for this DR-SBA:

1.  Select the Existing Direct Routing SBA (FQDN pre-created) option.

2.  Select the FQDN from the drop-down list and if you wish to update related data, for example,
the SBA description, select the update key.

3. Proceed to step 6 below.

Figure 51: Existing Direct Routing DR-SBA

) New Direct Routing SBA(Create new FQDN)

@ Existing Direct Routing SBA(FQDN pre-created)

FQDN:

shaTeams.audctrunk aceducation.info v

Description:

AUDC SBA IL|

Update

SIP Listen IP

10.21.8.201 v

4.  From the ‘SIP Listen IP’ drop-down list, select the IP address on which the DR-SBA listens for
SIP transport.

When data has been updated, click Next.

6. If you selected to authenticate using the Tenant ID in Section (instead of logging with Tenant
Username and password), enter the FQDN manually.

Figure 52: Enter FQDN

Create or Select Direct Routing SBA FQDN

FQDN:

sbaTeams164.audctrunk.aceducation.info
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5.10 Teams DR-SBA Certificate

This section describes how to assign Teams DR-SBA certificates. Firstly, you must import a certificate,
which can be done by importing a pfx file or by generating a CSR via the DR-SBA Web, have it signed
and then imported.

5.10.1 Import PFXFile

To import PFX file:
m  Select Import Certificate and upload the PFX file (you must supply the private key password).

Figure 53: Import pfx file

Oudiocodes SETUP MONITOR TOOLS *y Microsoft Teams Resume Setup Wizard WIN-OIQPQOUC260

A DIRECT ROUTING SBA SETUP equest, Install or Assign Direct Routing SBA Certificates
his step starts the Certificate Wizard. Create certificate request for local system. Install, and assign Certificate for this system based on the topology definition.
4 SETUP

Network .
Import Certificate.
Change Admin Passward

Date & Time Select Certificate file (*.p7b, *.pfx, *.cer file)

SNMP Choose File | usethisAUDC3.pfx

Direct Routing SBA Certificate

Access List Type certificate’s I\I

5.10.2 Request CSR

To request CSR:
1. Ifyou If you need to generate a CSR, you can click Request CSR.
Figure 54: DR-SBA Certificate

(0.} audiocodes % MicrosoRt Teams WIN-PIOHHHSULJ1  A\Administrator- @

Request, Install or Assign Direct Routing SBA Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign Certificate for this system based on the topoloqy definition

Select a Skype for Business Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

[ | s |
2. Fill the CSR fields.

3. If a CSR was generated, download the file by clicking on download key, sign the certificate and
then import the signed certificate.
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5.10.3 Assign Certificate

To assign certificate:

1.  Click Assign, and then select the certificate you wish to use (DR-SBA looks for the certificate
with CN = SBA FQDN). You should have one certificate with the same CN. If there is more than
one certificate, delete those that are not relevant.

® The CA that is used must be trusted by the Teams clients and the SBC.

® If a Private CA is used, you need to verify that its CA is installed on the DR-SBA. Do
this by importing a .p7b/.pfx certificate file with full certificate chain or directly via
RDP.
Certificate must include the SBA FQDN in the certificate CN and in the SAN.
You can assign a Wildcard certificate.
The DR-SBA creates a certificate for internal communication (localhost). Do not
delete it. The certificate is unique to the system. Without it, the system will not work
correctly.

2.  Click Assign and select the certificate that you wish to use (the DR-SBA searches for the
certificate according to the DR-SBA FQDN that was set in the previous step in this certificate)
—you should have one certificate with the same common name (CN).

® After changing the certificate, you need to reset the SBA Microsoft service.

There is no need to restart the service while running the Setup through the initial setup
wizard. Restart the service only when you update the current server certificate.

5.11 Application ID and Application Secret

1. Enter the Application ID and application secret according to the App Registration that you
defined on Azure AD.

Figure 55: AD Application ID

AD Application ID

Application ID

Application Secret

2. Click Next to complete the setup of the DR-SBA.
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Figure 56: DR-SBA is Ready

Congratulations

You have successfully completed the Direct Routing Survivability Branch Appliance (SBA) Configuration Wizard.

3.  Click Finish to close the Wizard.
4. Due to a known issue, restart the “Microsoft Teams SBA service” after completing the wizard.
This can be done from the Tools menu:

Figure 57: Microsoft Teams SBA service Restart

Resume Setup Wizard

OUdiOCOdeS = SETUP MONITOR TOOLS 1y Microsoft Teams

DIRECT ROUTING SBA SERVICES

TOOLS
W Stop

@

@ Microsoft Teams SBA
4 TOOLS

=]

Direct Routing SBA Services @ TeamsSbaConfig
Direct Routing SBA Syslog
Web Admin Logs

Direct Routing SBA
Configuration Logs

RESTART

Direct Routing SBA Restore

Defaults
2 Restart SBA

Direct Routing SBA Alarm
Tester
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6 SBC Setup

Setup the SBC for Teams Direct Routing support with media bypass and validate that it works for
incoming and outgoing calls. For configuration guidelines, refer to one of the following documents:

[ ] Enterprise Solution: Connecting AudioCodes’ SBC to Microsoft Teams Direct Routing
Enterprise Model

m  Service Provider Solution: Connecting AudioCodes SBC to Microsoft Teams Direct Routing
Hosting Model Configuration Note

This chapter describes an example setup on how to configure the SBC setup to work with Teams DR-
SBA. The setup can vary between customers and depends on the customer network topology. It
represents common Enterprise topology. If you need to route calls via ARM or by using tagging, this
requires a different setup, in which case, please contact AudioCodes Professional services for
detailed guidelines.

® The CA that is used to assign to the DR-SBA must be trusted by the Teams clients and the
SBC. Add the Certificates on the SBC via the SBC Web interface.

® Please continue to the next step only after you confirm that SBC is configured correctly and
verify that Media bypass is enabled.
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6. SBC Setup DR-SBA
6.1 Add Proxy Set
This section describes how to add a Proxy Set for the DR-SBA.
Figure 58: Configuration Example Proxy Sets before the change
Index Name SBC IPv4 TLS Context Proxy Keep- Proxy Hot Proxy Load
SIP Name Alive Swap Balancing
Interface Method
1 SIPTrunk SIPTrunk Default Using Options - -
(arbitrary name)
2 Teams Teams Teams Using Options Enable Random
(arbitrary name) Weights
To add a Proxy Set:
1.  Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities > Proxy Sets).

a. Click the Add button to create a Proxy Set for DR-SBA Teams Calls.

b. Use the same TLS context used by the Teams proxy — in this case the SBC uses the
same certificate used on the Teams leg (the DR-SBA must trust the global CA that
signed the SBC certificate).

c.  From the ‘Proxy Keep-Alive’ drop-down list, select Using OPTIONS to discover
whether a particular Mediation Server in the cluster is available and set Proxy
Keep-Alive Time (secs) to 60 seconds.

d. Click Apply to apply your settings.

Figure 59: Configuration Example Proxy Sets in Proxy Sets Table

Index Name SBC Ipv4 TLS Context Proxy Keep- Proxy Hot Proxy Load
SIP Name Alive Swap Balancing
Interface Method
1 SIPTrunk SIPTrunk Default Using Options - -
(arbitrary name)
2 Teams Teams Teams Using Options Enable Random
(arbitrary name) Weights
3 Teams Teams Teams Using Options Enable -

(arbitrary name)
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6.1.1 Configure Proxy Addresses
This section shows how to configure a Proxy Address.

To configure a Proxy Address for DR-SBA Teams:

1.  Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder > Proxy
Sets), click the Proxy Set SBA Teams, and then click the Proxy Address link located below the
table; the Proxy Address table opens.

2.  Click +New; the following dialog box appears:

Figure 60: Configuring Proxy Address for Teams Direct Routing SBA Interface

GENERAL

Index 0

Proxy Address Teams SBAs FQDNs :5061

Transport Type TLS v
Proxy Priority 0

Proxy Random Weight 0

3. Configure the address of the Proxy Set according to the parameters described in the table

below:
Figure 61: Configuration Proxy Address for SIP Trunk
Index Proxy Address Transport Proxy Proxy Random
Type Priority Weight
0 Teams DR-SBA FQDN:5061 TLS 0 0

(DR-SBA FQDN / port)

4.  Click Apply.

® The proxy set should connect to SIP interface that must listen on TLS 5061 and must be
routable to DR-SBA.

® If the DNS used by the SBC can’t resolve the DR-SBA FQDN, add the DR-SBA FQDN to the
SBC local DNS.
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Setup

DR-SBA

6.1.2

6.2

Add IP Group

This step describes how to configure an SBC IP Group to the DR-SBA. The IP Group represents an IP
entity on the network with which the SBC communicates. Once IP Groups are configured, they are
used to configure IP-to-IP routing rules for denoting source and destination of the call.

In the SBC topology, IP Groups must be configured for Teams DR-SBA.

To create an IP Group for Teams DR-SBA:

1.  Open the IP Group table (Setup menu > Signaling & Media tab > Core Entities folder > IP

Groups).

2.  Click New to create an IP Group of Type ‘Server’ for the Teams SBAs:

a. Configure the DR-SBA Proxy Set that you created in Section 6.16.1

b. Select the same IP Profile as used for Teams IP Group. If you create a new IP Profile
pay attention and configure as set for Teams side with ICE Mode set to Lite.

c. Select Media Realm for the LAN side — media between the Teams clients and the

SBC.

d. Configure the SBC FQDN for the SIP Group Name (Local Host Name). Use the same
FQDN that is used for the SBC direct routing setup in Teams Tenant.

e. Enable Proxy Keep-Alive using IP Group settings.

Click Apply to apply your settings.

Parameter
Name
Type
Proxy Set
IP Profile
Media Realm

SIP Group Name

Local Host Name

Proxy Keep-Alive using IP
Group settings

Figure 62: Configured IP Group for Teams SBA

Value
DR-SBA
Server
DR-SBA
Teams (same profile as used for Teams IP Group)
MRLan (Select Media Realm for the LAN side)

<FQDN name of the SBC in the enterprise tenant>

Use the same FQDN that is used for the SBC direct routing setup
in Teams Tenant

<FQDN name of the SBC in the enterprise tenant>

Use the same FQDN that is used for the SBC direct routing setup
in Teams Tenant

Enable

All other parameters can be left unchanged with their default values.

Terminate SIP OPTIONS and Refer

Validate that the IP-to-IP Routing rules that were added for Microsoft Teams for SIP OPTIONS and
REFER are valid for Teams DR-SBA as well or add the same routing for the Teams SBA IP Group.
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6.3 Add IP-to-IP Routing from Teams DR-SBA to PSTN

Add IP-to-IP Routing from Teams DR-SBA to PSTN/SIP Trunk.

‘ ® A separate configuration is required per SIP Trunk.

6.4 Add Forking for PSTN Calls to Teams and Teams DR-SBA

This step describes how to configure forking IP-to-IP call routing rules for incoming PSTN calls.

To configure forking IP-to-IP routing for Teams:

1. Open the IP-to-IP Routing page (Setup menu > Signaling & Media tab > SBC folder > Routing >
IP-to-IP Routing).

2.  Click Edit to modify rule for routing from PSTN to Teams:
a. Set Group Policy to Forking.
b.  Click Apply to apply your settings.
3. Click New to create a new rule for routing from PSTN to Teams DR-SBA:
a Set Group Policy to Forking.
b. Set Alternative Route Options to Group Member Consider Inputs.
c.  Set destination IP Group as the DR-SBA IP Group
d. Set source IP Group as the PSTN IP Group
e Click Apply to apply your settings.

® A separate configuration is required per SIP Trunk.

Figure 63: IP-to-IP Call Routing Rules

Index Source IP Request Call ReRoute IP Dest Dest Dest
Group Type Triger Group Type IP Group Address
0 Terminate OPTIONS Any OPTIONS Dest internal
Address
1 Refer from Teams Any REFER Teams Request Teams
(arbitrary name) URI
2 Refer from DR-SBA Any REFER DR-SBA Request DR-SBA
(arbitrary name) URI
3 Teams to SIP Trunk Teams IP Group SIPTrunk

(arbitrary name)

4 DR-SBA to SIP Trunk DR-SBA IP Group SIPTrunk

(arbitrary name)

5 SIP Trunk to Teams SIPTrunk IP Group Teams
(arbitrary name)

6 SIP Trunk to DR-SBA SIPTrunk IP Group DR-SBA
(arbitrary name)

‘ ® For Index 5 & 6, set Group Policy to Forking
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7 Teams Branch Survivability Policy

The Teams Branch Policy contains one or more Teams DR-SBA devices. You need to create the
policies via PowerShell command New-CsTeamsSurvivableBranchAppliancePolicy in Skype for
Business Online PS. The parameters to the cmdlet are as follows:

m  Identity: Defines the identity of the policy
B BranchApplianceFqdns: Defines the FQDN of the DR-SBA(s) in the site
For example:

new-CsTeamsSurvivableBranchAppliancePolicy -Identity SbalPolicy -
BranchApplianceFqgdns “sbal.contoso.com”,”sba2.contoso.com”
Identity: Tag: SbalPolicy BranchApplianceFqgdns

{sbal.contoso.com, sba2.contoso.com}

You can add or remove DR-SBA’s from a policy by using the Set-CSTeamsSurvivableApplianceBranch
Policy as shown in the example below:

Set-CsTeamsSurvivableBranchAppliancePolicy -Identity SbalPolicy -
BranchApplianceFqgdns @{remove="sbal.contoso.com”}
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8 Assigning Teams Branch Survivability Policy to
Users

You assign the policy to individual users by using the “Grant-CsTeamsSurvivableBranch” cmdlet in
Skype for Business Online PS. The parameters to the cmdlet are:

m  Identity: Defines the identity of the user
B PolicyName: Defines the identity of the policy
For example:

Grant-CsTeamsSurvivableBranchAppliancePolicy -PolicyName
SbalPolicy -Identity userl@contoso.com

You can remove a policy from a user by granting the SNull policy:

Grant-CsTeamsSurvivableBranchAppliancePolicy -PolicyName $Null -
Identity userl@contoso.com

® AudioCodes’ can offer User Management Pack 365 (UMP 365). UMP365 is a software
@ application Web GUI that simplifies Microsoft 365 Users MACD and lifecycle
management of Microsoft Teams, SharePoint and OneDrive policies with Microsoft
Direct Routing capabilities. UMP 365 supports Teams Branch Survivability Policy.
m All DR SBA users should be licensed and must have an assigned phone number.

-51-



9. Firewall DR-SBA

9 Firewall

The following tables describe the firewall rules that need to be configured on the enterprise firewall.

Table 8: Firewall Rules

Traffic From To Source port Destination Flow
port Direction

Teams Client €= DR-SBA

TCP Teams DR-SBA Any 4444 Bi-directional
Client

TCP Teams DR-SBA Any 3443 Bi-directional
Client

TCP Teams DR-SBA Any 8443 Bi-directional
Client

DR-SBA €< -> Teams Client (Media) or SBC €-> Teams Client (Media)

SRTP DR-SBA Teams Client UDP: 50000 or UDP: -
or SBC higher configured on
SBC

DR-SBA <-> SBC

TCP DR-SBA SBC Any 5061 (or as -
configured on
SBC)

TCP SBC DR-SBA Any 5061 -

DR-SBA = NTP Server

UDP DR-SBA NTP UDP: Any (by UDP: 123 -
default DR-SBA uses
time.microsoft.com)

DR-SBA (Appliance/Virtual Appliance) 2 Microsoft 365 (Teams tenant)

HTTPS | DR-SBA Azure IP Ranges and Service Any 443 -
*ICMP | DR-SBA www.microsoft.com Any -
**TCP  DR-SBA | sip.pstnhub.microsoft.com = Any 5061

sip2.pstnhub.microsoft.com
sip3.pstnhub.microsoft.com

Admin Browser €= Teams DR-SBA Web

HTTP | Admin Teams DR-SBA Web Any 80
Browser

HTTPS | Admin Teams DR-SBA Web Any 443
Browser

Management PC Station (e.g., RDP) > DR-SBA

TCP Computer | DR-SBA Any 3389 Bi-directional

* For ICMP, see Known Issues on page 86. From version 1.1.008 no need for this rule on the firewall.

** This is needed from version 1.1.008 and above
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© ©

Azure IP Ranges and Service Tags for the Public Cloud should be defined according to the
guidelines described at Download Azure IP Ranges and Service Tags — Public Cloud from
Official Microsoft Download Center.

Pending receipt of specific IP address ranges from Microsoft.

For Firewall rules between the SBC and Teams client, refer to the Mediant SBC for Microsoft
Teams Direct Routing documents.

HTTP or HTTPS proxy is not supported.

-53-


https://www.microsoft.com/en-us/download/details.aspx?id=56519
https://www.microsoft.com/en-us/download/details.aspx?id=56519
https://www.audiocodes.com/library/technical-documents?productsSolutions=1&productFamily=1655&product=16718
https://www.audiocodes.com/library/technical-documents?productsSolutions=1&productFamily=1655&product=16718

10. Using DR-SBA Management Interface DR-SBA

10

Item #

2
3
4

10

Using DR-SBA Management Interface

Once you have initially set up the DR-SBA through the DR-SBA Management Interface’s DR-SBA Setup
Wizard, as described in Chapter 5, you can use the DR-SBA Management Interface for full
configuration, maintenance, and monitoring of the DR-SBA. In addition, if your DR-SBA device is also
employing gateway functionality (i.e., PSTN Gateway and/or SBC), you can use the DR-SBA
Management Interface for viewing basic monitoring of the gateway and for accessing the gateway’s
Web interface (single sign-on) for full gateway configuration.

The figure below shows the main areas of the DR-SBA Management Interface.

Figure 64: Main Areas of DR-SBA Management Interface

2 e

s Setug Whsmrd w E °

Table 9: Main Areas of DR-SBA Management Interface
Description
When clicked, displays the Dashboard.
Menu bar with menus (Setup, Monitor and Tools).
Switch to local SBC Web Interface (not applicable on Virtual Edition).

Resume Setup Wizard button. If you exit the DR-SBA Setup Wizard before its completion,
you can later resume from the same wizard page, by clicking this button.

Displays the DR-SBA computer name (defined when joining the domain). If clicked, a pop-up
appears displaying system information.

Displays the currently logged-in username. When clicked, a drop-down menu appears with
the Logout command, which if clicked, logs you out of the DR-SBA Management interface.

Displays the details of the DR-SBA for Skype for Business and dashboard statistics.

Navigation pane containing folders and page items, which depend on the menu selected
from the menu bar.

Opens AudioCodes website, displaying a page with additional DR-SBA applications (Fax
Server).
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10.1 Viewing General DR-SBA Details on Dashboard

The following procedure describes how to view general DR-SBA details, which are displayed on the
dashboard.

To view general DR-SBA details:

1.

Direct Routi

Status

A

0%

CPU Utilization

From the Monitor menu, select the Dashboard folder, and then click Dashboard:
Figure 65: Viewing Dashboard
ng Survivability Branch Appliance (SBA) for & Microsoft Teams Aug 9, 2022
Server Name Domain Last Boot UpTime Direct Routing SBA Version  License Expiration
WIN-LKJJHEGM2T1 No Domain 04/05/2022 13:49:38 1.0.130 Date
Sep 9, 2022

ACTIVE USERS TOTAL USERS
0 0

More info®

Available MBytes

More info® More info @

The following information is displayed:

Status:
e @ means that the DR-SBA is ready (can replicate data from Teams).

e A means that there is a problem. If you hover your mouse over the icon, a pop-up
appears displaying detailed information of the problem.

Server Name: Name of the DR-SBA server.
Domain: Domain name to which the DR-SBA is joined.
Last Boot UpTime: Date and time at which the DR-SBA server was last restarted.

Direct Routing SBA Version: Version of the DR-SBA service. If you hover your mouse over the
version, the OS and DR-SBA software components versions are displayed.

Active Users / Total Users: Number of active and total users. This is displayed even when the
internet is connected.

CPU Utilization: CPU utilization of DR-SBA server.
Available Mbytes: Free memory of DR-SBA server.

You can also view general DR-SBA details, by clicking the arrow next to the logged-in username, and
then choosing Info:
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Figure 66: System Info Window

System Info

Mame: AdministratorDomain: .
DMNS Host Mame: WIN-V1MJO0PPAKE
Last Boot UpTime: 05/06/2021 18:22:09

Version: 10.0.17763

BuildNumber: 17763

Direct Routing SBA Version: 1.0.109

Web Admin Version:

Direct Routing SBA Config Version: 1.0.109.45443

Close

The following information is displayed:

Name: Username of the currently logged-in user

Domain: Domain name to which the DR-SBA is joined

DNS Host Name: Name of the DR-SBA

Last Boot Up Time: Date and time at which the DR-SBA server was last restarted
Version: Version of the Windows Server 2019 operating system

Build Number: Build version of the Windows Server 2019 operating system

SBA Version: Software version of the DR-SBA

Web Admin Version: Version number of the DR-SBA Management Interface

SBA Config Version: Version of the Teams SBA Config service
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10.2 DR-SBA Configuration

This section describes DR-SBA configuration operations that can be performed through the DR-SBA
Management Interface (in addition to configuration through the DR-SBA Setup Wizard described in
Chapter 5).

10.2.1 Viewing and Configuring Network Interfaces

The device includes the following network interface cards (NIC):
m  OSN DR-SBA:
e  External Ethernet Ports:
e If there are two or four external interfaces, NIC teaming is used between the first two.
¢  External Team: By default, the NIC is enabled (192.168.0.20)
¢  GE 3: By default, the NIC is Disable.
¢ GE 4: By default, the NIC is Disable.
¢  GE 3 and GE 4 are available only for specific HW
° Internal Ethernet Port: By default, the NIC is enabled and enabled for DHCP
®  Virtual DR-SBA:

The virtual machine virtual network interface is listed

To view and configure network interfaces:
1. From the Setup menu, select the Setup folder, and then click Network:

Figure 67: Viewing Network Interfaces (OSN-Based DR-SBA)

Network

MICROSOFT NETWORK ADAPTER MUL...
Connected

MICROSOFT NETWORK ADAPTER MUL...
MediaDisconnected
Internal netwaork

Internal

External team

External

Figure 68: Viewing Network Interfaces (Virtual Appliance-Based DR-SBA)

Network

MICROSOFT HYPE...

Connected
Externall

External Enabled

2. To disable a network interface, click Disable; to enable a network interface, click Enable.

3. To configure a network interface, click the required network icon; the following appears:
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Figure 69: Configuring a Network Interface (e.g., External NIC Team)

MNetwork IP address and DNS address

Network Interface Card
DHCP Or IP
Obtain an IP address automatically w
IP Address
IP Mask
Default Gateway
DMS Address
Obtain DNS server address automatically e

Preferred DNS server

Alternate DNS server

Network configuration is explained in detail in the DR-SBA Wizard section (see Section 5.45.4).

FQDN tab and set the new IP to be used by the DR-SBA services. After this change, restart

® When the DR-SBA IP has changed, navigate to Configuring Teams Online > Teams SBA
the Microsoft SBA Service.
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10.2.2

Changing Login Password

The following procedure describes how to change the login password of the administrator who is
currently logged into the DR-SBA Management Interface.

To change the login password:

1. From the Setup menu, select the Setup folder, and then click Change Admin Password; the
following appears:

Figure 70: Changing Login Password

Change Admin Password

Current Password
Password

Confirm Password

In the 'Current Password' field, enter the current password.

In the 'New Password' field, enter the new password.
In the 'Confirm Password' field, enter the new password again.

Click Submit.

i & W N
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10.2.3 Configuring Date and Time

The following procedure describes how to configure the DR-SBA server's date and time.

To configure the date and time:

1. From the Setup menu, select the Setup folder, and then click Date & Time; the following
appears:

Figure 71: Configuring Date and Time

Date & Time

Date:

B | 17-01-2017

Time:

@  1213AM

Save Date & Time

Time zone

(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna hd

Save Time Zone

Click the 'Date' field, and then select the date using the pop-up calendar.

Click the 'Time' field, and then select the time using the pop-up time box.
Click Save Date & Time.

From the 'Time Zone' drop-down list, select the UTC time zone in which the DR-SBA is located,
and then click Save Time Zone; the date in the 'Date’ field is automatically adjusted according
to the selected time zone.

i W N
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10.2.4 Configuring SNMP

The following procedure describes how to configure SNMP-based communication between DR-SBA
and AudioCodes One Voice Operations Center (OVOC).

To configure SNMP:
1.  From the Setup menu, select the Setup folder, and then click SNMP.
Figure 72: Configuring SNMP

OVOC Settings

0OVOC Connection Access Settings
IP Address * 10.21.8.37 Login URL ‘ http:,"f’lO.l1.8.371’tenamtui ‘
Trap Port * 1161
Keep Alive Port * 162 “

@ SNMP v2 O sNMP v3

OVOC Public Cloud

() Use publicovoc Community Read * public
Community Write * private

System Info Settings

System Name * 66.66

2. Inthe'IP Address' field, type the OVOC address (FQDN or IP address).

‘ ® For ‘Public OVOC, the ‘IP Address' field is grayed out.

w

In the 'Trap Port' field, type the SNMP port number for sending traps.
4. Inthe 'Keep Alive Port' field, type the SNMP port number for sending keep-alive messages.

Under System Info Settings, in the 'System Name' and 'Location' fields, type the system name
and physical location, respectively.

6. Inthe 'Login URL' field, type the URL of the DR-SBA Web interface. OVOC uses this URL to
access the DR-SBA Web.

7. Under SNMP, do the following:

a. Select the SNMP v2 or SNMP v3 option.

b. Enter the SNMP authentication fields according to the protocol you selected.
8.  Click Save.
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10.2.4.1 OVOC in Public Cloud

When OVOC is deployed in the cloud, DR-SBA can connect to OVOC through a WebSocket tunnel
using port 443 (instead of opening incoming SNMP transport on the firewall from OVOC to DR-SBA).

This Public OVOC mode allows the OVOC administrator to access DR-SBA's Web Admin or access DR-
SBA by remote desktop, using this WebSocket tunnel. For more information on WebSocket tunneling
with OVOC, refer to the OVOC User's Manual.

To enable Public OVOC mode:

1.  From the Setup menu, select the Setup folder, and then click SNMP.
2.  Select the 'Use public OVOC' check box:

Figure 73: Enabling Public OVOC Mode

OVOC Settings

OUOC Connection

Login URL http://10.21.8.37/tenantui

Trap Port * 1161

@® SNMP v2 O SNMPv3
Use public OVOC Community Read * public
OVOC Public IP * ‘ | ‘ Community Write *  private

OVOC Public User *

OVOC Public Password *

In the 'OVOC Public IP' field, type the public address (FQDN or IP address) of OVOC.
In the 'OVOC Public User' field, type the username.
In the 'OVOC Public Password' field, type the password.

Click Save.

o v W
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10.2.5 Configuring Certificates
The following dialog is used to configure the DR-SBA certificate.

To configure certificates:

1. From the Setup menu, select the Setup folder, and then click Direct Routing SBA Certificate.

Figure 74: Configuring Certificates

audioccodes = | SEIUP | MONITOR  TOOLS 1 Microsoft Teams WIN-VIMJOOPPAKE  J\Administrator> @

A DIRECT ROUTING SBA SETUP Request, Install or Assign Direct Routing SBA Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign Certificate for this system based on

4 SETUP the topology definition.

Netwaork

Change Admin Password Select a Teams SBA Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced

certificate usage tasks.

Certificate Friendly Name Expiration Date Request CSR
]

Date & Time
SNMP

Direct Routing SBA Certificate

* audctrunk aceducation.info 05/04i2022 17:24:51 .
Access List Assign
Teams Online
_ Import Certificate
License

Certificate configuration is explained in detail in the DR-SBA Wizard section in Chapter 5.

2.  After the certificate has been changed, restart Microsoft SBA Service to load the new
certificate.

10.2.6 Access List

The following procedure describes how to configure which IP addresses are allowed to access the
DR-SBA Web and RDP. This setup limits access to the DR-SBA part only and not to the SBC/Gateway
part (for the SBC/Gateway access list, use the SBC/Gateway Web interface).

the DR-SBA. If this occurs, use the screen and keyboard to connect to the DR-SBA locally

® Pay attention to which IP address/subnet you specify. You can accidently block access to
and open the Web interface locally to fix the access list.
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To configure the Access List:
1. From the Setup menu, select the Setup folder, and then click Access List.

Figure 75: Access List

Access List

Select the Web and RDP access list:

Any — Web and RDP can be access from any IP.

Authorized IF/Subnet - Web and RDP can be access from the list of IE/Subnet that you define.
Adding 1P/Subnet can be done in one of the following formats:

Single IP4 address (e.g. "192.168.0.17")

Single P4 subnet by subnet mask (e.g. "192.168.0.17/255.255.255.0")

Single 1P4 subnet by network bits (e.q. "192.168.0.17/24")

O Any
) Authorized IP/Subnet

Save

2. By default, any IP address can access the Web and RDP (Any option).

3. To allow DR-SBA management from a specific IP/Subnet, select the Authorized IP/Subnet
option; the following appears:

Figure 76: Access List: Authorized IP/Subnet

Access List

Select the Web and RDP access list:

Any - Web and RDP can be access from any IP.

Authorized IP/Subnet - Web and RDP can be access from the list of IF/Subnet that you define.
Adding IP/Subnet can be done in one of the following formats:

Single IP4 address (e.g. "192.168.0.17")

Single IP4 subnet by subnet mask (e.g. "192.168.0.17/255.255.255.0")

Single IP4 subnet by network bits (e.g. "192.168.0.17/24")

) Any
® Authorized IP/Subnet

Add

Save

4. You can add an IP address/subnet in one of the following formats:
e  Single IPv4 address (e.g., "192.168.0.17")
° Single IPv4 subnet by subnet mask (e.g., "192.168.0.17/255.255.255.0")
° Single IPv4 subnet by network bits (e.g., "192.168.0.17/24")
Click Add.

6. Click Save to save your changes.
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10.2.7 Configuring Teams Online

The following dialog is used to configure the DR-SBA FQDN, SIP listen IP and Azure Application

ID/Secret.

To configure Tenant ID, SBA FQDN or SBA Application ID/Secret:
1. Select the Setup folder, and then click Teams Online.

Figure 77: Configuring Teams Online

Tenant Global Login S84 Teams FQDN SBA Teamiz Application |D

D Eat DR SB& without =nter
Teams Tenant Administrator

Teamns Administrator | mr@{ce.acacha:ian.irfc| ‘
Lagin
Password
Last login tenant information
Agcount ron{@cce-aceducation.info
Envirgnment Azurelloud
Tenant Domain audigcodesipprnd.onmicrosofcom

2.  For detailed information on Teams Online configuration,, see the DR-SBA Wizard section (see

Section 5.8, Log in to Teams).
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10.2.8 Configuring Voice Application

The Voice Application menu allows you to configure the DR-SBA Voice Application. This allows you
to configure where to redirect Teams Call queue or Auto attendant calls upon survivable mode:

B Redirect an incoming PSTN call to a Call queue or Auto attendant number, to a local agent.

m  Redirect an incoming PSTN call to a Call queue or Auto attendant number, to an alternative
Call queue or Auto attendant number.

The Tenant admin can configure on-prem agent (Teams wusers in the format
username@company.domain) or user’s number, or external PSTN numbers for each Call queue or
Auto attendant number.

Incoming calls to a Call queue or Auto attendant number via the PSTN or VolIP (from outside or within
the SBA site) are redirected to a predefined phone number or Teams user, based on the settings
defined by the Tenant Admin. If this Teams user doesn't answer, the call is forwarded to a fallback
number or a user.

® Simultaneous ringing is not supported. DR-SBA supports 1:1 mapping only — one agent
per Call queue or Auto attendant number.

To configure voice application:

1. From the Setup menu, expand the Setup folder, and then click Voice Application:

Figure 78: Configuring Voice Application

QX audiocodes SETUP  MONITOR  TOOLS Microsoft Teams

Voice Application
A DIRECT ROUTING SBA SETUP

A SETUP
PSTN Usages Call Queue Auto Attendant

Network

Change Admin Password
Date & Time

SNMP

Direct Routing SBA Certificate No PSTN Usage values
Access List

Teams Online

Voice Application
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2.  The PSTN Usages tab is for PSTN-to-PSTN calls, where a redirect of an incoming PSTN call to a
Call queue or Auto attendant number is redirected back to the PSTN:

a. Click Add New.
b. Click Save.

Figure 79: Configuring PSTN Usages

X audiocodes SETUP | MONITOR TOOLS  « Microsoft Teams

Voice Application

PSTN Usages Call Queue Auto Attendant
Date & Time
Direct Routing SBA Certificate

Access List 1 PSTNusageexample & 1

A DIRECT ROUTING SBA SETUP

4 SETUP

Metwork

Change Admin Password

Teams Online

Voice Application

3. To configure Call queue:
a. Select the Call Queue tab.
b.  Click Add New.
c.  Click Save.

Figure 80: Configuring Call Queue

SETUP MONITOR TOOLS T Microsoft Teams
Voice Application

PSTN Usages Auto Attendant

1 25

444444 5678
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4. To configure Auto attendant:
a. Select the Auto Attendant tab.
b. Click Add New:

Figure 81: Configuring Auto Attendant

Add Auto Attendant

Phone Number Fallback Interval

Enter phone number 25

SBA requires either an acent, a fallback number, or both to be configured.

Fallback Number

Enter fallback number
Agents o

o

b. Add an agent or simply add a fallback number. The fallback number can also be a Teams
user phone number connected to DR-SBA.

¢  Agent: This can be a phone number associated with a user or an external PSTN
number, or a username of a local Teams user.

¢+  FallbackCloudNumber: (Optional) This can be a Calling Plan, Operator Connect
number, or an external PSTN number. If the configured agent is unavailable (busy,
rejects the call, or doesn't answer within the Fallbackinterval duration — see
below), the call is forwarded to this number.

¢  Fallbackinterval: (Optional) Defines the duration (in seconds) before the call is
forwarded to the FallbackCloudNumber (see above). The value must be between
16 and 30 seconds. If you don't configure this parameter or configure it to a value
outside of the range, it defaults to 25 seconds. For optimal performance, it's
recommended to configure the parameter between 17 to 25 seconds.

For the Voice Application, DR-SBA requires that you configure at least an agent or a
FallbackCloudNumber, or both. If you configure only a FallbackCloudNumber, forwarding
is done immediately, regardless of the Fallbackinterval value.

c.  Click Apply, and then click Save.

® When simulating survivability mode, you must also simulate no internet for the SBA
server and not only for the Teams client, to allow the voice application to function.
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10.3 SBC/Gateway-Related Operations

If you are also using your device for SBC/Gateway functionality (i.e., PSTN Gateway and/ or SBC), you
can use the DR-SBA Management Interface for various Gateway-related operations, as described in
this section.

To enable communication between the DR-SBA Management Interface and the Gateway's
Web interface, ensure Internal VLAN is enabled (OSNInternalVLAN=1).

10.3.1 Viewing SBC/Gateway Information

The following subsections describe how to view various information relating to the SBC/Gateway.

10.3.1.1 Viewing SBC/Gateway Details
The following procedure describes how to view details about the SBC/Gateway.

To view gateway details:

1. From the Monitor menu, select the Dashboard folder, and then click Dashboard.

2. Scroll down the page to the SBC/Gateway section:

Figure 82: Viewing SBC/Gateway Details

SBC/Gateway # & 10216667

Product Name Product Version IP Address Serial Number MAC Address
Mediant 800B 7.10A.036.018 10.21.41.89 8952484 00908f889aa4

The following information is displayed:

Product Name: Name of the SBC/Gateway model

Product Version: Software version currently running on the SBC/Gateway
IP Address: IP address of the SBC/Gateway's OAMP interface

Serial Number: Serial number of the SBC/Gateway's CPU

MAC Address: MAC address of the SBC/Gateway
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10.3.2

10.4

104.1

Accessing the SBC/Gateway's Web Interface

If required, you can access the SBC/Gateway's Web interface from the DR-SBA Management
Interface. The Web interface allows you to fully configure SBC/Gateway functionality.

To access SBC/Gateway's Web interface:

1. From the Monitor menu, select the Dashboard folder, and then click Dashboard.

2. You can modify the SBC/Gateway IP address manually and only once, during initial setup.

3.  Scroll down the page to the SBC/Gateway section, and then click "’g; the Web interface
opens.

4. Type the SBC/Gateway IP address, and then click Save:
SBC/Gateway Web Admin IP

10.21.66.67

For more information on using the SBC/Gateway's Web interface, refer to the SBC/Gateway's User's
Manual.

Performance Monitoring

The DR-SBA Management Interface allows you to monitor the DR-SBA.

Viewing Registered Users Statistics

The following procedure describes how to view active registered user statistics, which includes users
and endpoints.

To view registered user statistics:

1. From the Dashboard menu, select the More Info link on Active Registered counter.
2. Click On to enable statistics or Off to disable.

Figure 83: Viewing Active Registered Users

On | OF

Ll Active Registered Users
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10.4.2 Viewing General DR-SBA Server Statistics

The following procedure describes how to view general statistics of the DR-SBA server.

To view DR-SBA server statistics:

1. From the Monitor menu, select the Performance folder, and then click Key Health Indicators.

2. Click On to enable statistics or Off to disable.

Figure 84: Viewing DR-SBA Server Statistics

On | OF

Ll Available Mbytes

General Server Health: Monitor on all Servers - Processor, Disk, Memory and Network

Ll cPu Utilization

100

R =0

Ll Avg, Disk sec/Read

time

Aio—-—o-__?—._o—u_‘_l_‘k_‘k—._o__.—AQ

22.314352206860633

Ll Avg, Disk sec/Write

15
10

time

00001 38R ER R AR AR

Graph

Available Bytes

CPU Utilization
Avg. Disk Sec/Read

Avg. Disk Sec/Write

Table 10: DR-SBA Server Statistics
Description
General Server Health

Available physical memory (in MBytes) for running
processes

Current utilization of CPU (in %)
Average time of disk-read latency

Average time of disk-write latency
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10.5 Maintenance

This section describes various maintenance operations.

10.5.1 Stopping and Starting DR-SBA Services
The following procedure describes how to stop and start DR-SBA services.

To stop and start DR-SBA services:
1. From the Tools menu, click Direct Routing SBA Services; the following screen appears:

Figure 85: Stopping and Starting DR-SBA Services

A DIRECT ROUTING SBATOOLS SERVICES -
4 TOOLS
@ 0vOC Alarms Agent Running W stop

Direct Routing SBA Services

Direct Routing 5BA Syslog @ OVOC Main Agent g B stop

Web Admin Logs

Direct Routing SBA Logs @ Microsoft Teams SBA Running W stop

Direct Routing 5BA Configuration Logs

Direct Routing 5BA Alarm Tester @ TeamsShaConfig Running

RESTART

2 Restart SBA

2. Do one of the following:
° To stop a service, click the corresponding Stop button; the service displays the
"Stopped" status message.

e  To start a service, click the corresponding Start button; the service displays the
"Running" status message.
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10.5.2 Restarting DR-SBA Server
The following procedure describes how to restart the DR-SBA.
To restart the DR-SBA:

1. From the Tools menu, click SBA Services; the following screen appears:

Figure 86: Restarting DR-SBA

RESTART

i Restart SBA

2. Click Restart SBA.
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10.5.3 Configuring Syslog

The following procedure describes how to enable the DR-SBA to send DR-SBA configuration logs (see
SBA Configuration Logs on page 77) to a Syslog server (for diagnostics).

To configure Syslog:
1. From the Tools menu, click Direct Routing SBA Syslog; the following screen appears:

Figure 87: Configuring Syslog

A DIRECT ROUTING SBATOOLS Syslog Settings
4 TOOLS
[JEenable
Direct Routing SBA Services
Direct Routing SBA Syslog Server
Web Admin Logs 127.0.0.1
Direct Routing SBA Logs
Direct Routing SBA Configuration Logs Port
Direct Routing SBA Alarm Tester
514

Select the Enable check box.
In the 'Server' field, enter the Syslog server's IP address.
In the 'Port’ field, enter the Syslog server's port.

Click Submit.

v e wnN
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10.5.4 Viewing Logged DR-SBA Management Interface Activities

The following procedure describes how to view logged activities performed in the DR-SBA
Management interface such as logging in and out of the GUI.

To view logged activities:
1.  From the Tools menu, click Web Admin Logs; the following screen appears:

Figure 88: Viewing Logged DR-SBA Management Activities

A DIRECT ROUTING SBA TOOLS Direct Routing SBA Web Admin Logs

4 TOOLS

Display last rows

Direct Routing SBA Services

Direct Routing SBA Syslog EilTE
‘Web Admin Logs

Direct Routing SBA Logs

Direct Routing 5BA Configuration Logs

Direct Routing SBA Alarm Tester
Archive

“_
2021/05/1320:14:29  logger_2021_05_18_ 9_21.txt

2021/05/0923:22:11  logger_2021_05_10_ 11 _28.txt

2. From the 'Display last' drop-down list, select the number of row records to display.

3. Click Show to view the contents of the logged file or Download to save the logged file to your
PC.
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10.5.5 Viewing Logged Teams DR-SBA Activities
The following procedure describes how to view Microsoft service logs for logged DR-SBA operations.

To view Microsoft Service Logs:
1. From the Tools menu, click Direct Routing SBA Logs; the following screen appears:

Figure 89: Viewing Microsoft DR-SBA Operations

A DIRECT ROUTING SBA TOOLS Direct Routing SBA Logs

4 TOOLS

Display last rows

Last Log
Web Admin Logs
e o
Direct Routing SBA Logs

Direct Routing SBA Configuration Logs

Direct Routing SBA Services

Direct Routing SBA Alarm Tester
Archive

“_
2021/05/18 11:50:12 SBA_2021_05_18_11_58_12.log

2021/05/18 10:5%:58  5BA_2021_05_18_10_59_58.log
2021/05/18 09:59:55 SBA_2021_05_18_09_58_55.log
2021/05/18 08:5%:51 SBA_2021_05_18_08_59_51.log
2021/05/18 07:59:46 SBA_2021_05_18_07_59_46.log

-76 -




10. Using DR-SBA Management Interface DR-SBA

10.5.6 Viewing Logged Teams DR-SBA Configuration Activities
This option displays logged AudioCodes DR-SBA configuration operations.

To view logged DR-SBA configuration:

1. From the Tools menu, click Direct Routing SBA Configuration Logs; the following screen
appears:

Figure 90: Viewing Logged SBA Configuration Operations

A DIRECT ROUTING SBA TOOLS Direct Routing SBA Configuration Logs

4 TOOLS

Display last rows
Direct Routing SBA Services
Direct Routing SBA Syslog Nt
Web Admin Logs
= teams-sba-config-log.txt
Direct Routing SBA Logs HIES B ]

Direct Routing SBA Configuration Logs

Direct Routing SBA Alarm Tester

Archive

2021/05/17 22:50:08  202105172359-teams-sba-config-log.txt

2021/05/1622:59:01  202105162359-teams-sba-config-log.txt
2021/05/1522:58:53  202105152358-teams-sba-config-log.txt
2021/05/1422:58:41  202105142358-teams-sha-config-log.txt
2021/05/12 22:58:35  202105132358-teams-sba-config-log.txt

2. From the 'Display last' drop-down list, select the number of rows to display.

3. Click Show to view the contents of the logged file or click Download to save the logged file to
your PC.
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10.5.7 Generating DR-SBA Test Alarms
This option generates tests alarms and sends them to OVOC.

To generate test alarms:
1. From the Tools menu, click Direct Routing SBA Alarm Tester; the following screen appears:

Figure 91: Direct Routing DR-SBA Alarm Tester

QCau diocodes SETUP  MONITOR | TOOLS | =5 Microsoft Teams

A DIRECT ROUTING SBA TOOLS JZ Send Test Alarm To The OVOC
4 TOOLS
Name
Direct Routing 5BA Services
Direct Routing SBA Syslog Direct Routing SBA Services Status Alarm ~

Web Admin Logs

Direct Routing SBA Logs Severity Name
Direct Routing 5BA Configuration Logs Warning »
Direct Routing SBA Alarm Tester

Source

Description

2. From the Name drop-down list, select the desired alarm to generate.
From the Severity Name drop-down list, select the desired severity.

4. Inthe Source field, enter the alarm source (free text field). For example, for the DR-SBA
Services Status alarm, enter "RtcSrv/ RTCMEDSRV/ REPLICA/ RTCCLSAGT". For details
regarding the Alarm Source formats, refer to the “SBA Alarms” section in the OVOC Alarms
Guide.

5. Inthe description field, enter the alarm description of the alarm (best to use the “Alarm Text”
field; refer to the “SBA Alarms” section in the OVOC Alarms Guide).

6.  Click the Test button; the alarm is generated and sent to OVOC.
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10.5.8 Restoring DR-SBA to Factory Defaults Remotely

This option does not appear for the Virtual Appliance. If the DR-SBA hosts a virtual machine,

® restoring the DR-SBA to factory defaults deletes the virtual machine. Therefore, if you need
the virtual machine, before restoring the DR-SBA to factory defaults, make a backup of the
virtual machine through Hyper-V and keep the backup on an external storage device (as
the C drive will be formatted).

You can restore the DR-SBA to factory defaults, by using the DR-SBA Management Interface to
remotely soft-burn the image of the DR-SBA. This is instead of using the USB. This uses the image
from the D:\ partition. By default, the same DR-SBA image is used; the image that was used to burn
the DR-SBA on the previous burn. If you want to burn a different DR-SBA image, then replace the
existing .wim file, located on the D:\ partition.

When updating an existing DR-SBA with the new DR-SBA Management Interface, the upgrade file
does not include the remote burn package. Therefore, you need to download the burn package
separately and install it on the DR-SBA through RDP. If the remote burn package is not installed on
the DR-SBA, the DR-SBA Management Interface displays a message with the download link.

® Remote soft-burn of the DR-SBA image restores only the DR-SBA OSN to factory
® defaults (not the SBC-Gateway).

m If the DR-SBA hosts a virtual machine, restoring the DR-SBA to factory defaults
deletes the virtual machine. Therefore, if you need the virtual machine, before
restoring the DR-SBA to factory defaults, make a backup of the virtual machine
through Hyper-V and keep the backup on an external storage device (as the C drive
will be formatted).

Figure 92: Restoring DR-SBA to Factory Defaults

QCaudiocodes = sEWP  MoNTOR | T00IS | @ SKYPEFORBUSINESS2015

Resume Setup Wizard Erez29120A cloudbond365B.com\Administrator= (7]
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5BA Syslog This option burn the SBA machine with the image that located at D:\. You may select a static IP address which be set to the new

Web Admin Logs image or DHCP option. Once you submit the option, the current SBA machine will no longer functioning. The burn process can

SBA Configuration Logs take about an hour and the machine is inaccessible during that period. Once the image bum is completed, the new SBA machine
is restarted with the selected network settings. You shell run the setup to configure the new image.

SBA Alarm Tester

Select SBA IP address to restore

® Static 10.21.29.120 ¥
DHCP

A Additional SBA Applicstions k
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Read More
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10.6 Logging Out

The following procedure describes how to log out the DR-SBA Management Interface.

To log out DR-SBA Management Interface:

1. Click the arrow adjacent to the logged-in username:

WIN-V1IM.JOOPPAKE JAdministrator - 2]

nfo

Logout

2. Choose Logout.
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Configuring Token Expiration Grace Period

You can configure the token expiration grace, which provides up to 7 days grace period after the 24-
hour Teams client-token expires. During this period, you can operate in survivability mode.

m  Currently, configuration is done through the DR-SBA configuration file (not through

® ® This feature is available from Version 1.1.017.
the DR-SBA Web interface).

To configure token expiration grace:

1. Make a backup of the sbasettings.json file (C:\Program Files\Microsoft\Microsoft
SBA\sbasettings.json).

2. Open the sbasettings.json file.
Add the voiceApps section after the logger section (keep existing section intact).

4. Configure Call queue or Auto attendant numbers with their respective fallback numbers or
users.

5. Restart the Microsoft Teams SBA service.

Below is a configuration example in the sbasettings.json file. The parameters related to token
expiration grace are displayed in bold:

{

"SbaBasic": {

"ServerCertificateCommonName": sbalab-xxx.com ",
"ClientCertificateThumbprints": ["XXXXXXXX-XXXX—XXXX—XXXX—
XXXXXXXXXXxXX"],
"LocalSipIPAddress": "0.0.0.0"
}y
"Sba": {
"Identity": " sbalab-xxx.com ",
"TenantId": "XXXXXXXX—XXXX-YYYYV~-VVYVYV-XXXXXKXXXXXXX",
"Logger": {
"Directory": "",
"Level": "Trace",

"MaxArchiveDays": 30
by
"VoiceApps":
{
by
"ConnectivityCheckIntervalSeconds": 10,
"ExpiredTokenAcceptancePeriodHours": 72,
"AcceptExpiredTokenAfterMinutes": 20,
"DeclareOutageAfterSeconds": 30
by
"SbaSecured": {

}
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B The ExpiredTokenAcceptancePeriodHours parameter is optional. It's valid value is an
@ integer in hours, ranging from 0 to 168. If you don't configure the parameter, the

default value of 72 hours is used. Configuring a value of 0 or less disables the
acceptance of expired tokens, and any request with an expired token will be rejected.

® The remaining parameters -- ConnectivityCheckintervalSeconds ,
AcceptExpiredTokenAfterMinutes and DeclareOutageAfterSeconds — are related to
the expired token acceptance functionality. However, it's strongly recommended to
use their default values (i.e., not configure them).
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To configure HTTPS for DR-SBA Web interface:

Configure DR-SBA Web to Work with HTTPS

This section describes how to configure the DR-SBA Web interface to work over HTTPS.

For configuring the DR-SBA Web interface to work over HTTPS, a certificate is required. — You

can use same certificate you selected for the DR-SBA (with the DR-SBA FQDN CN) or install a

1.

different certificate for the DR-SBA Web.
2. Open Microsoft Internet Information Services (IIS).
3. Open the” Default Web S

ite” site and then click Bindings:

Figure 93: Default Web Site
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The following appears:

Figure 94: Site Bindings
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4. If you don’t have a binding line for HTTPS, click Add. If you have the HTTPS lineg, click Edit; the

following screen appears:

Figure 95: Edit Site Bindings

Edit Site Binding

Mot selected
WMMSVC-SHAZ2

*.audctrunk.aceducation.info

Type: P address: Port:
https All Unassigned ~| |43
Host name:
] Require Server Mame Indication

(] Disable HTTPR/2

[] Disable OCSP Stapling

S5L certificate:

localhost i Select...

Cancel

Ll

From the 'Type' drop-down list, select https.

6.  From the 'SSL certificate' drop-down list, select the certificate created by the DR-SBA setup

(or use the certificate that you added for the Web interface).

7.  For the certificate created by the DR-SBA, use the DR-SBA FQDN as the Subject Name (When
you access the DR-SBA's Web interface using this Web certificate, you need to enter the DR-
SBA's FQDN as the URL —requiring local DNS resolving).

8. By default, binding to port 80 is available. If you want to enable access only through HTTPS
(and therefore block HTTP), you need to delete the HTTP binding. Before doing this, check

that HTTPS is functioning correctly.
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Running an Anti-Virus Software

To ensure that the antivirus scanner does not interfere with the operation of DR-SBA, you must
exclude specific processes and directories. The following processes and directories should be
excluded:

m  Directories (need to exclude subfolders too):
e  C:\Program Files\AudioCodes
e  C:\Program Files\Microsoft\Microsoft SBA
e  C:\AudioCodes
e  C:\PHP\log
] DR-SBA processes:
e  C:\Program Files\AudioCodes\TeamsSbaConfig\TeamsSbaConfig.exe
e  C:\Program Files\AudioCodes\SbaRecovery\SbaRecovery.exe
° C:\Program Files\AudioCodes\MainAgent\MainAgent.exe
e  C:\Program Files\AudioCodes\AlarmsAgent\AlarmsAgent.App.exe
e  C:\Program Files\Microsoft\Microsoft SBA\Sba\Microsoft.Teams.SBA.exe
[ ] IIS processes:
o %systemroot%\system32\inetsrv\w3wp.exe
o %systemroot%\SysWOW64\inetsrv\w3wp.exe
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14

Known Issues

B To view the list of updated known issues published by Microsoft, click here.

B When the Teams DR-SBA IP address is changed and the SIP listen IP address is updated, the
MSFT service needs to be restarted.

B When recovering from USB and the goRecover command fails, try to run goRecover again
without rebooting.

B The Microsoft APl returns a "503 Error" when there is no certificate that matches the DR-SBA
FQDN. When the basic API returns a "serverCertificateCommonName" that does not exist on
the server certificate list, the call to the general API returns a "503 Error".

B Asaworkaround, open "sbasettings.json" under C:\Program Files\Microsoft\Microsoft SBA,
and then change the "ServerCertificateCommonName" parameter to
"ServerCertificateCommonName": "localhost". You can then save the file and reset the
Microsoft SBA service.

B ATLS connectivity check to sip.pstnhub.microsoft.com, sip2.pstnhub.microsoft.com,
sip3.pstnhub.microsoft.com is required as part of the firewall requirements. If this check is
denied by the firewall, the DR-SBA doesn't function. A log is recorded every 30 seconds in the
sba.log file, showing "TcpClient did not manage to establish connection. No connectivity with
sip.pstnhub.microsoft.com".

m  If youinstall the SBA server and then change the name of the computer on which the SBA is
installed, an alarm is raised (even though it doesn't affect functionality). To resolve this issue
and clear this alarm, see Section 15.10, Clearing Alarm Due to Computer Name Change.

B DR-SBA doesn't support numbers with extensions. For example, if the outbound routing is
destined to "+xxxxxxxxxxx;ext=1000', it's routed without using the extension.
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15

15.1

15.2

15.3

15.4

DR-SBA Troubleshooting

This section describes DR-SBA troubleshooting issues.

Validate Tenant is Enabled for DR-SBA

Enter the following command to validate if new PowerShell commands are available:

Get-Command *TeamsSurvivableBranchAppliance*

Ensure User is Enabled for DR-SBA

You can use the following process to ensure that the Teams user has been enabled for DR-SBA
support:

1. Restart the Microsoft Teams client.

2. Immediately after restart, download the MSTeams Diagnostics Log (see here for instructions
on how to collect them).

3.  Open the file with a name like MSTeams Diagnostics Log 12_9 2019 10 58 11 AM.txt and
search for the string enableSurvivability

It should display a value of true like in the example below:

° "enableSurvivability": true,

e Ifit displays false validate that user was granted DR-SBA policy.

Verify which DR-SBA the Client Retrieves Based on Policy

Search the diagnostics log collected above for lines similar to below:

2020-09-22T701:04:37.595Z Inf SurvivabilityService:
[setAvailableAppliances] setting appliances to
[{"fgdn":"sbal.contoso.dk"}]

If you do not view lines similar to the above, this means that the user has not been granted the
correct policy or that the policy does not contain the expected DR-SBA.

Verify if Client can Send Keep-Alive Messages to DR-SBA

Search the diagnostics log collected above for lines similar to below:

2020-09-22T701:04:37.595Z Inf SurvivabilityService:
[setupAppliancelLivenessChecks] 1 appliances have been pinged
[appliances=[{"fgdn":"sbal.contoso.dk","lastCheck":1600736677529,"
isUp":true}]]

2020-09-22T01:04:37.582Z Inf SurvivabilityService:
[setupAppliancelLivenessChecks] appliance reached successfully
[status=200]

If you don’t see lines similar to above, this means that Keep-alive messages that are sent from the
Teams client reach the DR-SBA.
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15.5

15.6

15.7

15.8

If you see lines similar to below, this means that the Keep-alive messages that are sent from the
Teams client do not reach the DR-SBA. Check firewall settings on the SBC, name resolution and
general network connectivity issues between the Teams client and the DR-SBA.

2020-09-22T701:04:37.595Z Inf SurvivabilityService:
[setupAppliancelivenessChecks] 1 appliances have been pinged
[appliances=[{"fgdn":"sbal.contoso.dk","lastCheck":1600736677529,"
isUp":false}]]

DR-SBA to SBC SIP OPTIONS Not Responding

If you don’t see any response from DR-SBA to SBC SIP OPTIONS, make sure that the SBC was added
to Teams.

Collect Required Information to Report an Issue

To create a log for troubleshooting, set the trace level of MSFT service’s log file to ‘Trace’:

Browse to C:\Program Files\Microsoft\Microsoft SBA and edit the sbasettings.json file.
Change the trace level from ‘Info’ to ‘Trace’

Restart the MSFT service.

Wait 4-5 minutes before you make the test call.

Make the test call.

Collect the logs.

N o v e wbNRe

Revert the log level back to ‘Info’ and restart the MSFT service again.

To collect the information for AudioCodes technical support regarding the troubleshooting of
issues, Provide the following information:

Detailed description of the scenario.
Date & Time in UTC time zone for when the issue happened.
Traces files from Microsoft Teams immediately after you reproduced the issue.

SBC traces corresponding to the client-side traces.

For obtaining the necessary trace information from the Microsoft Teams client: Microsoft
Teams debug logs, click here.

One-Way Voice

Check that the ICE Mode is set to Lite d for the DR-SBA profile IP Profile on the SBC configuration.

LMO (Local Media Optimization) not Working

The DR-SBA SBC should be connected on the outbound leg to the main site SBC (the Proxy Set that
is paired as the Microsoft Teams Direct Routing interface) and not paired with the Teams SIP HUB.
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15.9

15.10

Validating Active Users

Connect through RDP and use the following link localhost:8081/api/v1/diagnostics/users to get a
list of activated users (with valuable information, e.g., “Last Active Time” and “Token Expiry Time”):

[{"userId":"110051a8-67b8-4£f41-9803~

1fbf49ed7fda", "sipUri":sip:sps2121l@cce.aceducation.info, "lastActiv
eTime":"2023-07-31T15:32:54.7590087", "lastSyncTime":"2023-07-
20T20:03:26.9582457", "tokenExpiresAt":"2023-08-

01T05:44:58"}, {"userId":"36198c46-8c34-462b-8489-
fc4df5ed71c5","sipUri"::sip:sps2119@cce.aceducation.info, "lastActiv
eTime":"2023-07-31T15:32:25.0898998","lastSyncTime":"2023-07~-
20T20:03:26.9582457", "tokenExpiresAt":"2023-07-31T17:56:51"}]

Clearing Alarm Due to Computer Name Change

If you deploy the SBA server and then change the name of the computer on which the SBA is
installed, the alarm acGaManEnvUnreachableAlarm is raised (even though it doesn't affect SBA
functionality).

To resolve this issue and clear this alarm, you need to delete the old computer name:

1. Open Swagger:
a. Perform a remote desktop to the SBA.

b. Open Chrome or Edge, and then go to
http://localhost:8862/swagger/ui/index#!/AppSysteminfoSettings/AppSystemInfoSettin
gs GetSystemComponents.

2. Navigate to GET /api/admininfo/systemComponents.
3.  Click Try it out!; the output looks something like this:

etpntent Type | application/json v

Hide Response

Request URL

http://localhost:8862/api/adminInfo/systemComponents

Response Body
L

{
"id": 31,
"name": "TeamsSba_EHG60FFICESBA",
~: "TeamsSba",
"EH6G0FFICESBA.CB5@7@. LOCAL™,
"ip_address™: "18.21.2.1, 169.254.108.2, 18.21.66.66",

"comp_version”: "Microsoft Windows NT 6.2.9200.@",
"status": "Minor",
"up_time": "@8/09/2823 11:15:33"

I
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4. Copy the FQDN to your clipboard (verify that it’s the old computer name).

Scroll down to the DELETE button for /api/admininfo/systemComponents/{fqdn}, and then
click the button.

6. Paste the FQDN from your clipboard into the 'Value' field for the fqdn parameter:

Wzl /api/admininfo/systemComponent/{fqdn}

Response Class (Status 200)
Model Schema

{3

Response Content Type | application/json v

Parameters

Parameter Value Description Parameter Type Data Type
fqdn (required) path string

I Try it out! |

7.  Click Try it out!.
8.  Verify that a 200 OK response is sent.

Scroll back up to GET /api/admininfo/systemComponents and verify that the old FQDN no
longer exists.
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16

16.1

16.2

Q&A

This section provides answers to frequently asked questions.

Multiple DR-SBAs per Site

You can deploy multiple DR-SBAs at a site and add Microsoft Teams clients to the policy associated
with the DR-SBAs.

DR-SBAs provide flexible deployment options for SBCs:

B One-to-Many: A single DR-SBA can work with multiple SBCs.
®  Many-to-Many: Multiple DR-SBAs can work with multiple SBCs.
®  Many-to-One: Multiple DR-SBAs can work with a single SBC.

Every SBC must send SIP OPTIONS keep-alive messages to all the DR-SBAs.
Call forking must be done for all DR-SBAs.

Teams clients send keep-alive messages to all DR-SBAs in the policy. For survivability, if the internet
goes down, the Teams clients choose one of the DR-SBAs (using round-robin).

Different Management and Media Interfaces

DR-SBA can have different network interfaces for management and media.

To have separate interfaces, you can use two NICs:

®  One NIC for external communication with the internet (i.e., interfacing with Microsoft Teams).
B  One NIC for internal communication (i.e., DR-SBA <-> SBC, and Teams clients -> DR-SBA).

When configuring (in the wizard) the DR-SBA, in the 'SIP Listen IP' field, you need to select the IP
address that is used for the DR-SBA <-> SBC, and Teams clients connection (see Add DR-SBA via Login
to Tenant).
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17

17.1

Re-image DR-SBA from USB

This Appendix describes the process, how to create a bootable USB dongle, loaded with the DR-SBA
for Teams image.

® This section is only relevant for OSN-based devices (Mediant 800C and Mediant 1000B
DR-SBAs) and is not relevant for the Virtual Appliance DR-SBA.

Burn DR-SBA via USB

1.  Plugthe USB into the USB port on the rear panel.

2.  Connect the console port (Mediant 800C and Mediant 1000B) or HDMI port (Mediant 1000B)
to your monitor (screen).

3. For COM Console connection: on your PC/Laptop, find the COM port via the Device manager
and use PuUTTY, for example, to open a console (115200, n8).

4. Reset the power.

Boot from the USB. Most of the hardware boots from the USB automatically if a USB is
detected. If this is not the case, access BIOS and select to boot from the USB, or access the
Boot menu and select to boot from USB.

6. Proceed to one of the following procedures:
e  COM Console (see below)
° KVM/VGA Systems (see Section 17.3)

-92 -



17. Re-image DR-SBA from USB DR-SBA

17.2

COM Console

1.

After booting from USB, the SAC console appears; wait to see the following message: “EVENT:
The CMD command is now available.”

Type the following:
cmd
Type the following:

ch -sn Cmd0001 (Cmd0001 the channel that is open for you see
the exact number on the screen)

To burn the SSD, type the following:

goRecovery.exe
when prompted, click ‘Yes’ to approve and continue

When completed, a text message is displayed to remove the USB and reset; remove the USB,
enter ‘exit’ and when the SAC console appears, type ‘restart’.

The system boots twice due to the sysprep.
After the second boot, connect the OSN (rear panel of the Mediant device) to the network.

Type “i” and then the IP address that was retrieved from the DHCP should be displayed.

Figure 96: Display the IP Address

17.3

If a static IP address needs to be set, use the following command:

i <#> <ip> <subnet> <gateway>

<#>is the interface number — the example above interface number 12 is connected and can
be set.

For example:i12 10.21.2.164 255.255.0.0 10.21.0.1

KVM/VGA Systems

After booting from USB, the cmd screen is displayed.

1.
2.

Type goRecovry.exe to burn the SSD.

When complete, a text message is displayed to remove the USB and reset. Remove the USB,
enter exit, and then validate that the system restarts.

The system boots twice due to the sysprep.

After the second boot, you can connect to Windows, set the IP address manually or see which IP
address was received from DHCP.
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17.4

17.5

Teams DR-SBA Update Procedure

To upgrade AudioCodes Teams DR-SBA:

1. Download the new GUI version from https://downloads-
audiocodes.s3.amazonaws.com/Download/AC Teams SBA upgrade.html.

2.  Stop the Microsoft Teams SBA service.

3.  Backup the DR-SBA settings by copy the sbasettings.json under C:\Program
Files\Microsoft\Microsoft SBA.

4. Open the Add Or Remove Programs menu, and uninstall service Microsoft Survivable Branch
Appliance.

5.  Validate if Microsoft Skype for Business Online PowerShell exists in the Add Or Remove
Programs menu. If it exists, uninstall Microsoft Skype for Business Online.

6. Upgrade Microsoft Teams PowerShell:
a. Start PowerShell.

b.  Atthe prompt, type the following:
Install-Module -Name MicrosoftTeams -force

c.  Atthe prompt, to check if an earlier version is installed, type the following:
Get-InstalledModule -Name MicrosoftTeams -AllVersions

If an earlier version exists, uninstall it:

Uninstall-Module -name MicrosoftTeams -RequiredVersion
<earlier PowerShell version>

7.  Run the upgrade files that you downloaded.
8. Copy sbasettings.json back to C:\Program Files\Microsoft\Microsoft SBA.

9. Restart the server.

Recovery USB Update (for OSN-based devices)

The recovery USB can be upgraded as follows:

1. Download the new WIM file from https://downloads-
audiocodes.s3.amazonaws.com/Download/AC Teams SBA Wim.html

2.  Copy the downloaded file to the root of the USB. (If there is no free memory, delete the old
WIM file.)

3. Inthe USB recoveryUtil.ini file, change the WIM file name to the same name as the
downloaded file.

® If you don’t have the original USB dongle and need to prepare one, see Creating a
Bootable USB Dongle.
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18  Survivability PSTN Calling using Cellular Backup

This section describes the required configuration to support DR-SBA backup connectivity through a
cellular network for survivability. This occurs when there is no internet and connectivity with Teams
cloud.

In normal operation (when there is connectivity), outgoing calls don't traverse the DR-SBA. Instead,
the Teams client directly contacts the Teams cloud through the main router.

In survivability mode, the Teams client has no connectivity to the Teams cloud. The Teams client
sends the traffic to the DR-SBA, which forwards the traffic to the PSTN using a unique backup channel
on its cellular interface.

only to the Mediant 800C DR-SBA model that provides an internal 3G/4G cellular modem

® PSTN calling survivability over a cellular network is a special application that is applicable
(CPN# M800C-4S-LA-SBA-TMS).

This feature is explained using the configuration example setup illustrated below.

Figure 97: Example Setup for PSTN Calling based on Cellular Backup
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In this example setup, DR-SBA needs to be configured with the following interfaces:
B interface osn: Layer-2 connection between SBC and DR-SBA
®  interface VLAN 1: Communication between SBC and DR-SBA

®  interface Cellular 0/0: WAN cellular interface (backup interface)
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®

Configure DR-SBA according to this manual.

The cellular interface must have a static IP address.

DR-SBA must support ICE.

The IP-to-IP Routing rule must operate in sequential mode and not forking ('Group
Policy' parameter in the IP-to-IP Routing table).

® ThelP hostis sba-br3424.audiocodesaas.com [DR-SBA IP address]

120.

Configuration is as follows:

configu
inte
ip
mtu
des
no
no
ip
no
no
no
no
exit
inte
des

re data

rface VLAN 1

address 192.168.77.1 255.255.255.248
auto

c "LAN switch VLAN 1"
ipv6 enable

service dhcp

dns server static

napt

firewall enable
link-state monitor
shutdown

rface Cellular 0/0
c "WAN Cellular"

mode dhcp

ip
fir
nap
mtu
pro
ap
us
ob
ex
no i
no
ip
exit
int

address auto
ewall enable

t

dhcp

file
n statreal

er user
scured-pass 8oKSh4aBmIqgd
it
pv6 enable
shutdown

dns server auto

erface osn

switchport mode trunk

switchport trunk native vlan 1

sw

no
exi

ip h

ip r

ip r
exit

itchport trunk allowed vlan add 1
shutdown
t
ost sba-br3424.audiocodesaas.com 192.168.77.5 120

oute 0.0.0.0 0.0.0.0 Cellular 0/0 1
oute 192.168.20.0 255.255.255.0 192.168.77.2 VLAN 1 1

-96-



18. Survivability PSTN Calling using Cellular Backup DR-SBA

Based on this example setup, the call flow for normal operation and survivability mode is as follows:

®  Normal Operation: Call traverses the main router.

e Incoming call: PSTN > Core SBC > Teams Cloud > Main Router > Teams client (DR-SBA
rejects the call with a SIP 480 as not in survivability mode)

Figure 98: Normal Operation — Incoming Call Flow

@ SIP Flow Diagram - 746f2e:141:109831 — O X

= SID Type Time From To

INVITE

2 Tabf2e... OPTIONS | 18:10:08 | +123456789212@81.218.2... | +1234567289212@81.218.208.50

18:10:02 INVITE (SDP)

3 T46f2er.. OPTIONS | 18:10:08 | 80.250.151.185 80.250.151.185

100

4 T46f2e:... OPTIONS | 18:11:08 | +123456789212@81.218.2... | +123456789212@81.218.208.50

INVITE (SDP}

P 5 T46f2er. OPTIONS | 18:11:08 | 80.250.151.185 80.250.151.185

480 6 T46f2e:... OPTIONS | 18:12:08 | +123456789212@81.218.2... | +123456789212@81.218.208.50

7 T46f2e.. OPTIONS |18:12:08 |80.250.151.185 80.250.151.185

ACK

18:10:03 INVITH (SDP)

1pe << Find | es Export *|  Refresh | show: [Al =] cals:1 other:

18:10:062.000 ---- Incoming SIP Message from 192.168.8.10:5060 to SIPInterface #12|

18:10:04

159 INVITE sip:+123456789111@192.168.0.11;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.158.0.10:5060:branch=z9hG4bKac36222252

Max-Forwards: 79

From: <sip:+123456789211@192.168.0.10>;tag=1c36213016

To: =sip:+123456789111@192.168.0.11;user=phone>

Call-ID: 36212409194201084323@192.168.0.10

CSeq: 1 INVITE

Contact: <sip:+123456789211@192.168.0.10:5060>

Supported: em,186rel, timer, replaces,path, resource-priority,sdp-a

Allow: REGISTER,OPTIONS, INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK, REFER INF[} SUBSCRIBE, U

—1|User-Agent: MP-118 FXS/v.6.G60BM.203.004

Content-Type: apphcauun/sdp

Content-Length: 1
. v=0

181008 28381 SE) diocodesGW 36193385 36193384 IN IP4 192.168.9.10 =

one-Call

IP4 192.168.0.10

]
dio 6000 RTP/AVP 8 96
ime:20 [ _,ﬂ

° Outgoing call: Teams client > Main Router > Teams Cloud > Core SBC > PSTN

180

18:10:05 183 [SDP)

180

200 (SDP}

ACK

Figure 99: Normal Operation — Outgoing Call Flow

@ SIP Flow Diagram - 746f2e:141:109858 - O X
INVITE
b e 2 |T4sf2e. OPTIONS | 12:01:06 | +123456720212@81.218.2..,| +123456729212@81.218.208.50
- 3| Tdbfen.. OPTIONS | 18:01:07 |80.250.151.185 £0.250.151.185
18:00:45 INVITE (SDP)
100
INVITE (SDP)
100
180
pLEe, << Find | s Export ~ Refresh | Show: |All B Calls: 1 Other: 2
18:00:45 200 (SDP)
18:00:45.000 ---- Incoming SIP Message from 52.114.76.76:31040 to SIPInterface #4]
200 (SDP)
INVITE sip:+123456789211gtomersfoley. audiocodesaas . com:5067;user=phone; transport=
ACK FROM: "Adele Vance"<sip:+123456789111@sip.pstnhub.microsoft. com:S061;user=phones;
T0: <sip:+123456789211@tomersfoley.audiocodesaas.con: 5067;user=phone>
ACK CSEQ: 1 INVITE
> CALL-ID: a176a2236d825d4b0e058a65628900F
18:00:54 BYE VAX-FORWARDS: 70
VIA: SIP/2.8/TLS 52.114.76.76:5061;branch=20hG4bKbG4Geeds =
BYE RECORD-ROUTE: <sip:sip-du-a-eu.pstnhub.microsoft.com:5061;transport=tls;lr=
CONTACT: <sip:api-du-b-euwe.pstnhub.microsoft.com:443;x-i=171e2e6c-dedf-4bod-BF86
200 CONTENT-LENGTH: 1167
VIN-SE: 300
200 SUPPORTED: histinfo, timer
» USER-AGENT: Microsoft.PSTNHub.SIPProxy v.2023.5.2.8 i.EUND.2
CONTENT-TYPE: application/sdp
ALLOW: INVITE, ACK, OPTIONS, CANCEL, BYE, NOTIFY
P-ASSERTED-IDENTITY: <tel:+123456789111>,<sip:adelevan365x69977812.onmicrosoft.co
PRIVACY: id
SESSION-EXPIRES: 3600
129361 0 IN IP4 127.0.0.1 | JLI
»
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®  Survivability Mode: Teams cloud and Main Router are not reachable.
° Outgoing call: Teams client > DR-SBA > Core SBC > PSTN

Figure 100: Survivability Mode — Outgoing Call Flow

€ SIP Flow Diagram - 746f2e:141:109906 - [m] x
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» Max-Forwards: 69 . .
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200 (SDF) Call-ID: 18909468872312020224@80.250.151.185 pu
CSeq: 1 INVITE
200 (SDP) Contact: <sip:88.250.151.185:5061:transport=tls:x-i=d93d9f80-1860-403d-aB87-99cB7
- Supported: sdp-anat
N Al%gw- INVITEPAEK OPTIONS, CANCEL, BYE, NOTIFY
LE:18:a3 20IRSE]) User-Agent: MBRAC/v.7.26A.356.074
ACK Privacy: id
» P-Asserted-Identity: <tel:+123456789111~
ACK Content-Type: application/sdp
» —I | Content-Length: 135©
. v=0
B StE 540480676 1300997018 IN IP4 £0.250.151.185
BYE ession
- N IP4 80.258.151.185
:19: 14880
18:19:48 200 N =l 4| | Ll_l

° Incoming call: PSTN > Core SBC > DR-SBA >Teams client

Figure 101: Survivability Mode — Incoming Call Flow

@ SIP Flow Diagram - 746f2e:141:109918 - [m] X

=l SID Type Time From To

746f2e.... INVITE 18:24:25

2 T46f2e... OPTIONS | 18:25:13 | +123456789212@81.218.2... | +123456789212@81.218.208.50

18:24:25 INVITE (SDP)

3 T46f2e:... OPTIONS | 18:25:13 | 80.250.151.185 80.250.151.185

100

A

INVITE (SDP)

100

18:24:30 260 (SDP)

18:24:31 200 (SOP)

ACK

ACK > . lﬁ - .
~ << frd | »» | Export Refresh show: [al ~] calsi1 Gther: 2

INVITE (SDP)

18:24:25.800 ---- Incoming SIP Message from 192.168.09.10:5060 to SIPInterface #1+|

HNVRERISG] INVITE sip:+123456789111@1%2.168.8.11;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.0.10:5060;branch=z0hG4bKac45445984
Max-Forwards: 70

From: <sip:+123456789211@192.168.0.10>; tag=1c45440986

To: <sip:+123456789111@192.168.0.11:user=phone>

Call-ID: 45440366194201085746@192.168.0.10

CSeq: 1 INVITE

Contact: =sip:+123456789211@192.168.0.10:5860=

Supported: em,100rel,timer,replaces,path, resource-priority,sdp-anat
Allow: REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK, REFER, INFO,SUBSCRIBE,U
User-Agent: MP-118 FXS/v.6.00BM.203.004

BYE Content-Type: application/sdp

Content-Length: 226

v=0

200 (SDP)

208 (SDP)

ACK

ACK

A

18:24:47 BYE

A 4

Eiaaas 5 udiocodesGN 45421431 45421420 IN P4 192.168.0.10

hone-Call
N IP4 192.168.9.10

udic 6840 RTP/AVP 8 96
time:20 _l;l
3

18:24:49 208

200

A
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Creating a Bootable USB Dongle

This section describes how to create a bootable USB dongle for DR-SBA.

To create a bootable USB dongle:

1. Prepare a new USB dongle that has a 32 GB storage size.
2.  Start a PowerShell or Command Prompt session.
3.  Enterdiskpart:
Commandline: diskpart
4.  List disks:
Commandline: list disk
5. Choose the USB Drive Number (where 0 is the number of the USB Drive):
Commandline: select disk 1
6. Clean the disk
Commandline: clean
7. Create a primary partition on the disk:
Commandline: create partition primary
8. Format the partition to NTFS:
Commandline: format fs=ntfs quick label="ACSSetup"
9.  Make the flash drive bootable:
Commandline: active
10. Assign a drive letter:
Commandline: assign
11. Exit diskpart:
Commandline: exit

12. Download the USB content from https://downloads-audiocodes.s3.eu-central-
1.amazonaws.com/SBA/TEAMS/Entire+USB+(zip)/DRSBA 1.1.001.zip

13. Unzip and copy all the files to the root directory of the newly created USB drive.

14. Continue according to Section Re-image DR-SBA from USB.
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