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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from

https://www.audiocodes.com/library/technical-documents.
This document is subject to change without notice.

Date Published: March 03-2022

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes

.r/. \.'. ."/.- \-.I I.'/.i .\\. Ilf. You .\'.I ,-"/- ‘.\ll
() (f)(in) (@) (B)
-.‘..- .-/- \_‘... -./_- '\.\-- .-..__.. ._\‘.- .--z_. \..- -../.
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Document Revision Record

LTRT Description

90558 Initial release for this version.

90559 Update to the OVOC capacities table.

90560 Update for Version 8.0.1000

90562 Update for Version 8.0.2000

90565 Update for Version 8.0.3000

90566 Update for Version 8.0.3000 fix1-removed support for Service Provider Cluster Node

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any comments
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form on
our Web site at https://online.audiocodes.com/documentation-feedback.
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Release Notes

1. Managed VolP Equipment

1 Managed VoIlP Equipment

Table 1-1: Managed VolP Equipment

Product
Gateway, SBC and MSBR Devices
Mediant 9000 SBC

Mediant 4000 SBC

Mediant 4000B SBC
Mediant 2600 E-SBC

Mediant 2600B E-SBC
Mediant Server Edition (SE) SBC

Mediant Virtual Edition (VE) SBC

Mediant Cloud Edition

Mediant 3000 Media Gateways (TP-8410 and TP-
6310)

Mediant 3100 SBC

Mediant 2000 Media Gateways
Mediant 1000 Gateway '

Mediant 1000B Gateway and E-SBC

Mediant 800B Gateway and E-SBC

Mediant 800C
Mediant 1000B MSBR
Mediant 800 MSBR
Mediant 500 MSBR
Mediant 500L MSBR
Mediant 500Li MSBR
Mediant 800Ci MSBR
Mediant 500 E-SBC
Mediant 500L E-SBC
Mediant 6002
MediaPack MP-11x series
MediaPack MP-124

Supported Software Version

Versions 7.4.200, 7.4.100, 7.4,
(including support for MTC), 7.0, 6.8

Versions 7.4.200, 7.4.100, 7.4, 7.2, 7.0 and
6.8

Version 7.4.200, 7.4.100,7.4,7.2,7.0

Versions 7.4.200, 7.4.100, 7.4, 7.2, 7.0 and
6.8

Version 7.4.200, 7.4.100, 7.4, 7.2 and 7.0

Versions 7.4.200, 7.4.100, 7.4, 7.2.2x ,7.2,
7.0 and 6.8

7.2

Versions 7.4.200, 7.4.100, 7.4, 7.2
(including support for MTC), 7.0 and 6.8

Version 7.4.200, 7.4.100, 7.4, 7.2
Versions 7.0 (SIP), 6.8 (SIP) and 6.6 (SIP)

Version 7.4.200, 7.4.0
Version 6.6
Version 6.6 (SIP)

Versions 7.4.200, 7.4.100, 7.4, 7.2., 7.0,
6.8 and 6.6

Versions 7.4.200, 7.4.100,7.4,7.2,7.0,6.8
and 6.6

Version 7.4.200, 7.4.100,7.4,7.2
Version 6.6

Versions 7.24.xx, 7.2, 6.8 and 6.6
Version 7.24.xx, 7.2 and 6.8
Versions 7.24.xx, 7.2 and 6.8
Version 7.24.xx, 7.20.x.x

Version 7.24.xx

Version 7.4.200, 7.4.100,7.4,7.2
Version 7.4.200, 7.4.100,7.4,7.2
Version 6.6

Version 6.6 (SIP)

Version 6.6 (SIP) Rev. D and E

' This product does not support Voice Quality Management.

2 As above
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Product
MP-1288
MP-202
MP-204
SBA?

Microsoft Lync

Microsoft Skype for
Business

CloudBond*

CloudBond 365 Pro
Edition

CloudBond 365
Enterprise Edition

CloudBond 365
Standard + Edition

CloudBond 365
Standard

User Management
Pack 365

User Management
Pack 365 ENT

CloudBond 365

User Management
Pack 365 SP

Product
Mediant 800B SBA

Mediant 1000B SBA

Mediant 2600B SBA

Mediant 800B SBA

Mediant 800C SBA

Mediant 1000B SBA

Mediant 2600B SBA

Supported Software Version

Version 7.4.200, 7.4.100, 7.4, 7.2.2x, 7.2

Version 4.4.9 Rev. B, D and R
Version 4.4.9 Rev. B, D and R

SBA Version 1.1.12.x and later and
gateway Version 6.8

SBA Version 1.1.12.x and later and
gateway Version 6.8

SBA Version 1.1.12.x and later and
gateway Version 6.8

SBA Version 1.1.12.x and later and
gateway Version 7.2

SBA Version 1.1.12.x and later and
gateway Version 7.2

SBA Version 1.1.12.x and later and
gateway Version 7.2

SBA Version 1.1.12.x and later and
gateway Version 7.0

Version 7.6 (with Mediant Server Version 7.2.100 and later)

Version 7.6 (with Mediant Server Version 7.2.100 and later)

Version 7.6 Version 7.6 (with Mediant 800B/Mediant 800C Version

7.2.100 and later)

Version 7.6 (with Mediant 800B Version 7.2.100 and later)

Version 7.8.100

Version 8.0.0

Version 8.0.0 (Skype for Business 2019 and Microsoft Teams)
Version 8.0.220, 8.0.200, 8.0.100

3 As above

4 To support Voice Quality Management for these devices, customers should add the SBC/Media
Gateway platform of the CloudBond 365 /CCE Appliances as standalone devices to the OVOC. Once
this is done, the SBC/Gateway calls passing through the CloudBond 365 /CCE Appliances can be
monitored.

Release Notes 10 Document #: LTRT-90566



Release Notes
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Product
Voice Al
SmartTAP 360° Live Recording

Voice Al Connect

Meeting Insights

Generic Devices

Microsoft Teams Direct Routing SBA
Mediant 800B DR-SBA

Mediant 800C DR-SBA

Mediant 1000B DR-SBA

Mediant 2600 DR-SBA

Mediant DR-SBA Virtual Appliance

Device Management

400HD Series Lync server

Generic SIP server

400HD Series Skype for Business

Native Teams (Android-based)

Supported Software Version

Ver 5.5, 5.4, Ver. 5.3, Ver. 5.2, Ver. 5.1,
Ver. 5.0, Version 4.3

Ver. 2.6
2.0.44.27

SBA Versions 1.0.1xx and later, 1.0.22
and 1.0.21 with SBC certified by Microsoft

SBA Versions 1.0.1xx and later, 1.0.22
and 1.0.21 with SBC certified by Microsoft

SBA Versions 1.0.1xx and later, 1.0.22
and 1.0.21 with SBC certified by Microsoft

SBA Version 1.0.1xx and later with SBC
certified by Microsoft

SBA Version 1.0.1x.x and later with SBC
certified by Microsoft

From Version 2.0.13: 420HD, 430HD
440HD

« From Version 2.2.2: 420HD, 430HD
440HD, 405HD and 405

o From Version 3.4.3: C450HD, 450HD,
445HD and RX50

From Version 3.0.0: 420HD, 430HD
440HD and 405HD

From Version 3.0.1: 420HD, 430HD
440HD, 405HD and 450HD

From Version 3.0.2: HRS 457 (with Jabra
firmware support)

From Version 3.1.0: 445HD, 430HD
440HD, 405HD, 450HD and HRS

From Version 3.2.0 C450HD

From Version 3.2.1: C450HD, 445HD,
430HD 440HD, 405HD,450HD, HRS
457D and HRS 458

« From Version 3.4.2: RX50 Conference
Phone

« From Version 1.5: C448HD and
C450HD

« From Version 1.12.33: C435HD
« From Version 1.8: C470HD

« From Version 1.9: RXV80 Video
Collaboration Bar

Version 8.0 11
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Product Supported Software Version

« From Version 1.15: C455HD
« From Version xxx: MTRfW/RXV90
meeting room solution

e From Version xxx: MTRfW/RXV100
meeting room solution

Device Management -Third-party Vendor
Products

Spectralink Spectralink 8440
Polycom Polycom Trio 8800
Polycom VVX
CCX 500/600 phones

Jabra Headset Support*® Jabra BIZ, Jabra Coach, Jabra DIAL,
Jabra Eclipse, Jabra Elite, Jabra Engage,
Jabra Evolve, Jabra Handset, Jabra LINK,
Jabra Motion, Jabra Pro, Jabra Pulse,
Jabra SPEAK, Jabra Sport, Jabra
STEALTH, Jabra Steel, Jabra SUPREME.
For a complete list of supported Jabra
phones, see document Device Manager
for Third-Party Vendor Products
Administrator's Manual.

EPOS For a list of supported devices, see the
following:

https://cdw-

prod.adobecgms.net/content/dam/cdw/on-
domain-cdw/brands/epos/fact-sheet-epos-

manager-en.pdf

Note:

A o All Versions VolP equipment work with the SIP control protocol.
e Bold refers to new product support and Version support.
e *Supported Jabra models interwork with the Jabra Integration Service.
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2 OVOC Requirements and Capacities

This chapter describes the OVOC requirements and capacities.

21 OVOC Requirements

Table 2-1: OVOC Requirements

Resources Virtual Platform Memory Recommended Minimum Processors
Disk Space Disk Space
Low Profile
VMWare e VMware: ESXi = 24 GiB 500 GB 320 GiB e 1 core
6.7 RAM with at
e VMware HA least 2.5
cluster: GHz
VMware ESXi e 2cores
6.5 with at
least 2.0
GHz
HyperV e Microsoft 24 GiB 500 GB 320 GiB e 1 core
Hyper-V RAM with at
Server 2016 least 2.5
e Microsoft GHz
Hyper-V e 2cores
Server 2016 with at
HA Cluster least 2.0
GHz
Azure Size: D8ds_v4 32 GiB 500 GB SSD 320 GiB 8 vCPUs
AWS InstanceSize: 32 GiB AWS EBS: 320 GiB 8 vCPUs
mb5.2xlarge General Purpose
SSD (GP2) 500
GiB
High Profile
VMWare e VMware: ESXi 40 GiB 1.2TB 520 GiB 6 cores with
6.7 RAM at least 2
e VMware HA GHz
cluster:
VMware ESXi
6.5
HyperV e Microsoft 40 GiB 1.27TB 520 GiB 6 cores with
Hyper-V RAM at least 2
Server 2016 GHz
e Microsoft
Hyper-V
Server 2016
HA Cluster
Azure Size: D16ds_v4 64 GiB 2 TB SSD 520 GiB 16 vCPUs
AWS InstanceSize: 64 GiB AWS EBS: 520 GiB 16 vCPUs
mb5.4xlarge General Purpose

SSD (GP2) 2TB

Version 8.0 13 One Voice Operations Center
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Resources Virtual Platform Memory Recommended Minimum Processors
Disk Space Disk Space

Bare Metal (HP DL360p Gen10)

- 64 GiB Disk: 2x 1.92 TB e CPU:
RAM SSD configured in Intel (R)
RAID 0 Xeon(R)
Gold
6126 (12
cores
2.60 GHz
each)
o CPU:
Xeon
Cascade
Gold
6226R
(16 cores
2.60 GHz
each)
SP Single Node
e VMware: ESXi 256 GiB Standalone ~1.25T SSD 24 cores at
6.7 mode: SSD 6TB 2.60 GHz
¢ VMware HA
cluster:
VMware ESXi
6.5
o Ethernet
ports: 10 GiB
ports

B All of the above platforms run on Linux CentOS Version 7.764-bit, Rev.19

B The OVOC server works with the Java Development Kit (JDK) Version 1.8 (JDK 1.8
for Linux™).

B The Oracle database used is Version 12.1.0.2.

B Supported browsers for Web client applications are as follows:
e  Microsoft Edge Browser Ver. 80+
e  Mozilla Firefox Version 56 and higher
e  Google Chrome Version 79 and higher

Note: The JDK and Oracle database component Versions mentioned above are provided
as part of the OVOC installation image.
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2.2 OVOC Capacities

The following table shows the performance and data storage capabilities for the OVOC
managed devices and endpoints.

Table 2-2: Capacities
Machine Low Profile High Profile Bare Metal Service Provider
Specifications .
Single Server
OVOC Management Capacity
Managed devices 100 5,000 5,000 10,000
Links 200 10,000 10,000 10,000
Concurrent 25
Operators
Device Manager Pro
Managed devices 1,000 o 30,000 Microsoft « 10,000 e 30,000 Skype
Lync/Skype for Business Microsoft for Business
and third-party vendor Lync/Skype devices
devices® for = 4,000 Teams
e 4,000 Microsoft Teams Business devices
devices and third-
party
vendor
devices®
e 4,000
Microsoft
Teams
devices
Disk space allocated 5 GB 10 GB 10 GB 10 GB
for firmware files
Alarm and Journal Capacity
History alarms Up to 12 months or 10,000,000

Journal logs Up to 12 months

5 In normal operation (when devices are remotely managed) 30,000 devices send Keep-alive
messages at five minute intervals; however, when managing devices behind a firewall or NAT using
the Device Manager agent, a 10% factor (3,000 devices) is deducted for the allocation for these
devices. In this case, 90% of the configuration (27,000) is checked every 15 minutes (for remotely
managed devices)and 10% is checked every five minutes (for devices managed behind a firewall or
NAT).

6 Including phones, headsets and Conference Suite devices.
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Machine Low Profile High Profile Bare Metal Service Provider
Specifications .
Single Server
Steady state 20 alarms per second 50 alarms per
second
Performance Monitoring
Polled parameters 50,000 100,000 100,000 500,000
per polling interval
per OVOC-
managed device
Polled parameters 50,000 500,000 500,000 « 1,000,000 for
per polling interval Version 7.4
per OVOC instance devices
(REST
interface)
o 500,000 for
Version 7.2
devices
(SNMP
interface)
Storage time One year
QoE Call Flow (for SBC calls only)
Maximum managed 10 100 100 300
devices with QoE
call flow.
CAPS (call attempts 6 25 100 300
per second) per
OVOC instance
Maximum number of 1,000,000 1,000,000 1,000,000 10,000,000
calls
Release Notes 16 Document #: LTRT-90566
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Machine
Specifications

Low Profile

OVOC QoE for Devices

QoE for managed
devices

CAPS (calls
attempts per
second) per device

CAPS (calls
attempts per
second) per OVOC
instance (SBC and
SFB/Teams and
RFC SIP Publish
6035)

QoE concurrent
sessions

100

30

30

Teams CAPS=307

3,000

Call Details Storage Up to one year or
- detailed information 6,000,000

per call

Calls Statistics
Storage - statistics

information storage

Up to one year or
12,000,000

High Profile

1,200

120

120

Teams CAPS=1208

12,000

Up to one year or
80,000,000

Up to one year or
150,000,000

QoE Capacity with SBC Floating License Capability

CAPS (calls
attempts per
second) per OVOC
instance with SIP
call flow.

5

22

Bare Metal

3,000

300

300

30,000

Service Provider

Single Server

10,000

1,000

1000

Teams CAPS?®

100,000

Up to one year  Up to one year or
or 80,000,000 250,000,000

Up to one year | Up to one year or
or 150,000,000 500,000,000

90

7 The TEAMS CAPS estimation is based on round trip delay of 500 milliseconds to Microsoft

Azure.

8As above.

9 Please contact AudioCodes OVOC Product Manager
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Machine Low Profile High Profile Bare Metal Service Provider

Specifications Single Server

CAPS (calls 27 108 270 -
attempts per

second) per OVOC

instance without SIP

call flow.

Managed devices 100 500 1,000 -
with floating license.

Lync and AD Servers— applicable for QoE license only

MS Lync servers Upto2
AD Servers for Upto2
Users sync

User’s sync Up to 150,000
TEAMS Customer Up to 710

10 For additional support contact AudioCodes Product Manager
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3

A

Centralized SBC Licenses

SBC calling capacity licenses can be managed using the One Voice Operations Center
(OVOC). The SBC license including the management of the following license features: SBC
sessions, SBC devices, SBC registrations, SBC transcoding and signaling sessions. Global
values are configured for these features in the OVOC license that is loaded to the OVOC
server using the OVOC Server Manager. Licenses can then be allocated to managed SBC
devices for the OVOC instance within the bounds of the OVOC license and the system
capacity of the SBC. This document discusses the different license models that can be
implemented for this purpose. The table below shows the different license modes and
features that can be enabled for each mode:

Note:

e The Version numbers shown in the table below refer to the product’s base version
support.

o All SBC Licenses are valid for 90 days from the date of purchase.

Table 3-1: License Features

License Feature Description Fixed Cloud Flex

SBC Sessions The maximum number of concurrent SBC \ \ V
call sessions.

SBC Registrations (also The maximum number of SIP endpoints that = \ \

referred to as Far-End can register with the SBC devices.

Users)

SBC Transcoding The maximum number of SBC transcoding v \ \
sessions.

SBC Signaling The maximum number of SBC signaling \ \ V
sessions

Managed Devices The maximum number of SBC devices that  x X \
can be managed. Default-1000

SBC Managed Devices The total number of devices that can be \ X X
managed by the Fixed License Pool.

Web RTC Sessions The total number of Web RTC sessions that  x \ X
can be managed.

SIP Rec Streams The total number of SIP Rec streams that X \ X

A

can be managed.

Note: The SBC Transcoding session license is applicable to the following products:

e Mediant Virtual Edition (VE)

o Mediant Cloud Edition (CE)

o Mediant Server Edition (SE) running on HP DL360p Gen10 platform
o Mediant 9000 SBC when running on HP DL360p Gen10 platform

¢ Mediant 4000 SBC

Version 8.0 19 One Voice Operations Center
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3.1

3.1.1

A

3.1.2

3.1.21

3.1.2.2

License Types

Fixed License

This license centrally distributes existing session licenses to multiple devices according to
capacity and site requirements without changing local License Key per device and
independently of AudioCodes. New session license can be purchased from AudioCodes
according to requirements.

Note: The Mediant 2000 and Mediant 3000 do not support the fixed license.

Floating License

Cloud Mode

This mode manages the license per tenant in the Cloud using the AudioCodes Floating
License Service. If customers exceed their licensed configuration limits incremental billing is
automatically enforced for excess usage. This mode requires that the managed SBCs are
loaded with Version 7.2.202 or later and OVOC Version 7.4.3000 or later is deployed.

FlexPool Mode

This mode manages the license at the system level. It supports a Floating License across a
network without the need to connect to a public cloud and enables service to continue
uninterrupted for a grace period once the license has expired. This mode is supported for
SBC devices loaded with firmware Version 7.2.256.3xx or later and OVOC Version 7.8 is
deployed.
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3.2 Product Support

The table below describes the support for different products for each license type. For each
type, it's indicated which product is supported and the base version from which this support
commences.

Table 3-2: Centralized SBC Licenses Product Support

Product Fixed License Floating License
Cloud FlexPool
Mode

Mediant 500 Gateway & E-SBC v 7.0 v | 7.2202 A 7.2.256.3xx
Mediant 500 Gateway & E-SBC v 7.0 v | 7.2202 A 7.2.256.3xx
Mediant 500L Gateway & E-SBC S 7.0 N 72202 N 7.2.256.3xx
Mediant 800 Gateway & E-SBC v 7.0 v | 7.2202 A 7.2.256.3xx
Mediant 1000B Gateway & E-SBC S 7.0 v 72202 N 7.2.256.3xx
Mediant 2600B E-SBC v 7.2.150 N | 7.2202 A 7.2.256.3xx

Mediant 3100 SBC S 7.4.200 \ | 7.4.200 7.4.200
Mediant 4000 SBC S 7.0 N | 72202 A 7.2.256.3xx
Mediant 9000/9030/9080 SBC S 7.0 N | 72202 A 7.2.256.3xx
Mediant Server Edition (SE) SBC v 7.0 N 7.2202 A 7.2.256.3xx
Mediant Virtual Edition (VE) SBC v 7.0 N 7.2202 A 7.2.256.3xx
Mediant Cloud Edition (CE) SBC v 7.2 N 72252 7.2.256.3xx

MSBR"

Mediant 500 MSBR \ 7.2.150 x - - -
Mediant 500L MSBR \ 7.2.150 x - - -
Mediant 500Li MSBR V 7.2A.202 x - - -
Mediant 800Ci MSBR N 7.24.xx x -

Mediant 800 MSBR S 7.0 x - - -

MP-1288 \ 7.2.150 x - - -

1 Not supported for IPv6 devices
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4 New Features in Version 8.0.3000

4.1 Quality of Experience

411 End-to-End Call Correlation: Management of Calls Traversing
Multiple Devices

OVOC is now able to correlate calls which traverse multiple devices (AUDC SBC-SBC calls
or TEAMS-SBC calls) into the same call record. The same correlation ID is assigned to these
calls which can be filtered to display all call legs assigned with this ID. When displaying Call
Details, it's possible to toggle between the call legs to display the details of each leg.

DASHEOARD ~ NETWORK  ALARMS  STATISTICS ALLS  USERS  SYSTEM Welcome acladmin
(QOE STATUS & ALARMS
CALLS LIST [ sove T Refresh
Y FuTERs < souRcE sTATUS QU DL L8 1 ATIONID START TIME ND T URATION | CALLTYPE  DEVIC K
LY ) s = Natan2 ~ Yacont 14D6c21 185020 14Dec21 185200 0ImdDs  Teams  teamssimulat
L] L L] T rand User «~ Cohavit Merchavi GSID. 30baadIedecd HoaddM0Sic7c3ad 14Dec 21 18:5020 14Dec21 185200 01m40s Teams teams-simulat..
09 rem e o L] L] - T Marina Risner ~~ randl GID: 647153aDa0604ba49 500000060262 102 14Dec 21 165020 14Dec21 185200 O1m40s Teams teams-simulat
. % o e . = Marinaz ~ Baz CEID: 369727803067A00303TOADS1 340342 140021 185020 140ec21 1BS200 OTm4Ds  Teams feamssimulat
W & e - T Yacov Sokolovsky ~ Marinaz GEID: ca36242be0a0cHI9 1 6c250e5e3ed) 14Dec21 185020 14Dec2! 1B5200 OIm4ds  Teams leamssimulal
% o e - T M2 ~ rang User GSID: 4312f6362c6043008ICEO0EDIaDERT 14Dec21 185020 140ec21 IBS200 OIm4ds  Teams teamssimulst.
L] L] L ] - T Cohavit Merchavi o Gald GSID: SE96bSS54432424Bae4143964 167205 140ec21 185020 14-Dec21 185200 OTm40s Teams teams-simulat-
L] L - T el ~ Ga GEID. D7e84ca06773432845001 0CDC550021 14Dec7) 185070 14DecZ] 1B5200 0Im4ds  Teams teams simulat.
- L] L ) T Yossil o Marina2 GSID. Zec2cfelM574e069eaTcde0MON deb 140ec 21185020 14Dec21 18:5200  01m 40 Teams teame-simulaL.
o L] L] I T Yossi3 #~ Arik Kabessa GSID: ed616686000148e9872361 a848beebed 14Dec21 185020 14Dec21 185200 O1mdos Teams teams-simulat..
% © e ' m % Yacov Sokolovsky ~ Yacort GSID: 3160401 0068548190295405901965% 1406071 185070 1406c21 IES200 0ImADs  Tesms teamssimuist
% o e L T Conaviz ~ g2 14Dec21 185020 1406071 185200 OImdbs  Teams  feamssimulat
W e e - T Natan2 ~ Marina2 GSID; FEBELbIBes8433895a07 9081 2066606 14Dec21 185020 14Dec21 185200 01m40s  Teams teams-simulat
% ° e ' T fonz ~ Yacod G510 5N31693395040eDelebOc8N21e22313 140021 185020 140ec21 IBS200 OTmdds  Teams tesmssimulet
o L] L ] I m T Mme2 % rang User LCHiD. 431216ae2cbedddeqdicsotenIabee? T 140ec 2] 185020 14Dec2] 185200 O1m 408 Teams teams-simulat.
L L] L P T Badd ~ GalErez G0, bofd08ca 166640CC8BI3CoTecalaerBa 140ec-21 185020 14Dec-21 185200  01m 408 Teams teams-imulat.
o L] L] - T Yarnd o~ Yacov2 GSID. 67728ce07b60ACI20b7aebSOM040f3cE 14Dec 21 18:5020 14Dec21 185200 01m40s Teams teams-simulat..
% o e 't m = o ~ Marna Risher GSID: 61000475ca0247 718656705 50083302 140021 185070 1406021 IES200 0Im4Ds  Teams  teamssimulat
“ © e s ~ Conowtz CEID: eI ocAEIABS IS0 206D 140ecZ1 185020 140ec21 1B5200 0Im4ds  Teams feamssimulat
L e e L - ~ Marina2 14Dec21 185020 14Dec2l 185200 01m40s  Teams
% o e - ~ Gan CSID: CO158BA4804ACTS01 2456854951585 140ec21 185020 140ec2! 185200 OImdds  Teams  tsamssimulsi.
L L] L] - T Natan Merfisn ~ Yarivd GSID: 57a39800419e410680807e] Daebecadd 140ec 21 165020  14Dec2] 185200 OIm40s Teams teams-simulat.
% o e s = o ~ vanz GSID: S490416711c040 1490014385001 12 140ec21 165070 1406c71 IESZ00 OImals  Teams teamssmulst
L L] L] - T Natanl «~ Ron2 GSID. cddded] eSea74bof99M23alGasatcT! 14Dec 21 185020  14Dec21 185200 01m 40 Teams teame-simulat..

The call details preview provides the overall status of all the call contributors and each one
of these calls including the report source (SBC or Teams) and call status, allowing to focus
on the exact source of the problem.

CALL DETAILS

CORRELATED CALLS DETAILS <

< = CLM_10.36.473 =™

i teams-simulator =

CALL SUMM| & CLM_10.36.473 =
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41.2 Calls Table and Call Details User Interface Improvements

The Calls Table and Call Details screens have been redesigned for an enhanced user
experience including layout changes, columns renaming and new icons. The Calls table also
displays Teams call media types and their severities and the number of participants in group
calls. On the top of previously added caller / callee network type it completes the high-level
view of the call with full control and quality information summary set of data including
distinctive icons for each call type (Voice, Video and Desktop Sharing) and corresponding
quality metric:

B Voice: MOS, PLoss, Jitter, Delay and Echo
B Video: Video Frame RATE and Frame LOSS

Desktop Sharing: VBSS Frame RATE and Frame LOSS (FRATE, FLOSS)

ocC

DASHBOARD NETWORK ALARMS STATISTICS CALLS USERS SYSTEM
one Voica oparatians Contor
cAl E THRESHOLDS E STATUS & ALARMS
CALLS LIST
Y FILTERS ¢ SOURCE STATUS QUALITY MEDIATYPE CALLER CALLEE CORRELATIONID ~ START TIME END TIME DURATION  CALL TYPE
L] 9 e & T Yariv Miloer 4 ConfiD (3 sps2113 150ec21113720 150021113725 058 Teams Group Call
y— L] o e 4 o~ GalErez ConfiD (3 sps2113 15Dec2111:3720  15Dec:2111:37:25 055 Teams Group Call
A=A (B W [ [} & “F Marina Risher ConfID (3) sps2113 15Dec-2111:3720  15Dec-2111:37:25 055 Teams Group Call
To:  22Dec2123%9
L] © @ VideoFRATE - T Yacov Sokolovsky 28t ConfiD (3 sps2113 15-Dec2111:3720  15Dec-2111:3725 055 Teams Group Call
L © @ VideoFRATE & m ~~ Mike Dubb sps2113 15Dec21113720 15Dec2111:3725 05s Teams Group Call
L] © @ VideoFRATE & m T Variv Milber + ConfiD (31 sps2113 15Dec2111:3720  15Dec:2111:37:25 055 Teams Group Call
% © @ VideoFRATE - T ArikKabessa o sps2113 15-Dec2111:3720  15Dec-2111:37:25 055 Teams
L] o [ ] 4 o~ GalErez 221 ConfiD (3). sps2113 15Dec2111:3720  15-Dec2111:37:25 055 Teams Group Call
= o e & 2 auto9user+12345671009@s.. & Cl User +97235475000@a..  GSID: 140744151 15Dec21 112241 15Dec21 112246 055 sBC
= o e L3 2 autoduser+12345671009@s.. & C1 User +97235475000@a..  GSID: 140744151  15Dec2111:2241 15Dec2111:22:46 058 sBC
[ o e & «~ Bl User B1 User@ailogics... « C1_User C1_User@trunkpac. 15Dec2111:22:41  15Dec2111:22:46 053 Teams
L [ ] 4 o~ +97235473000 o~ Cl_User C1_User@trunkpac... 15Dec21 11:22:41  15Dec21 11:22:46  05s Teams
= o e & 2 BlUser +97235473000@si.. & +97235475000@aillogics.cu.  GSID: 178822954  15Dec2] 112241 15Dec21 112246 055 sBC
& o e & & BlUser +97235473000@si.. & +97235475000@ailogics.cu. GSID: 178822954  15Dec21 112241 15Dec21 112246 055 86
[ © @ VBSSFLOSS =] F Yariv Miloer ConfiD (31 sps2113 15-Dec2111:22:41  15Dec-2111:22:46 055 Teams Group Call
L L ] & @~ ArkKabessa sps2113 15Dec2111:2241 15Dec2111:2246 05s Teams Group Call
L] © @ Delay & G T RonMiller sps2113 15Dec2111:2241  15D2c:2111:2246 055 Teams Group Call
L] © @ Ploss 4w T Brad Brzezinski ConfiD (4). sps2113 15Dec2111:2241  15Dec:2111:2246 055 Teams Group Call
L] © @ VideoFRATE - F Natan Merfish 8% ConfiD (4). sps2113 15Dec2111:2241  15Dec2111:2246 055 Teams Group Call
L © @ VideoFRATE & m ~~ Yossi Zadah ConfiD (4). sps2113 15Dec2111:2241 15Dec2111:2246 05s Teams Group Call
& o e 4 2 Marina Risher ConfiD (4) spsa112 15Dec2111:2241 1502021112246 055 Teams Group Call
L] © @ VideoFRATE - T Yacov Sokolovsky ConfiD (3) sps2113 15-Dec2111:2241  15Dec-2111:2246 055 Teams Group Call

CALL DETAILS
CALL SUMMARY
16:22:55- 152435 M:172.17.113.65:6010 M:172:17.114.21:6000 M:172:17.11421:6000 M:172.17.113.65:6010 (
\‘ Caller
/) 21788382 B4 MAN@SICVQMG com D 7217142115060 €17217.112.65:5060 M 1036.47.4 €17217.11421:5060 ©:17217.11365:5060 21789383@DSVOMG.
° Callee
) 21789383@DstvaMG.com
MEDIA SIGNALING TRENDS
n 1D 10893692
Call Status © Successful - - ) -
) ~ , o~
( —_ =) — pn 7
Call Quality \' v =) N \.; &)
Cause Echo 21780382 CLM.1036.47.4 CLM_10.36.47.4 21780382 CLM_1036.47.4 21769383@DSIVOM..  21789383@DSIVAM CLM_1036.47.4
Call Type # seC Media IP Address 1721711421 17217.113.65 17217.11365 1721711821
Media Type Media Port 6000 6010 6010 6000
Call Flow SIP messages do surst Duration | T T s
not exist
RxRate 162151 72308 72208 162151
Quality 600D 600D
Call Date and Time ) 7 ™
Start 12-Dec-211522:55 Jitter (msec) B - .
End 12Dec2115:24:35 Packet Loss (%) 039 17 078
Connect 12-Dec-211522:55 Delay (msec) 2 106 1 o
Duration 00:01:40 Media Cluster
Media IF
Call Termination Network 17
Inttiator Unknown Coder GSME10MS GSMe10MS
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4.1.3 Metrics Graph Enhancements

This feature enables you to easily compare the minimum and maximum metric scores in the
filtered time period with the average scores. A moving average trend line is calculated for
each metric. For MOS and Echo, the minimum values are compared to the average values
and for Delay, Jitter and Packet Loss, the maximum values are compared to the average
values.

o = M ow s o

2. Dec 4. Dec 6. Dec 8 Dec 10. Dec 12. Dec 14 Dec 16. Dec 18. Dec 20. Dec 22 Dec 24 Dec 26. Dec 28 Dec 30. Dec 1_Jan 3 Jan
& Min MOS (0-5) ~ Avg MOS (0-5)

PACKET LOSS *

35 s
0
2. Dec 4. Dec 6. Dec 8. Dec 10. Dec 12. Dec 14. Dec 16. Dec 18. Dec 20. Dec 22. Dec 24. Dec 26. Dec 28. Dec 30. Dec 1. Jan 3. Jan
© Avg Packet Loss (%) ~ Max Packet Loss (%)

JITTER i

1,190
1,071

952

833

714

595

476

357

238 / F
1ns9

5 =~ =

2_Dec 4 Dec 6. Dec 8 Dec 10. Dec 12_ Dec 14 Dec 16. Dec 18. Dec 20. Dec 22 Dec 24_Dec 26 Dec 28 Dec 30. Dec 1_Jan 3 Jan

® Avg Jitter (Msed)  Max Jitter (Msec)

DELAY t
3,790
3411
3,032
2,653
2,274
1,895
1516
1,137
758

379 — — - -
0
2. Dec 4. Dec 6. Dec 8. Dec 10.Dec  12.Dec  14.Dec  16.Dec  18.Dec  20.Dec  22.Dec  24.Dec  26.Dec  28.Dec  30.Dec 1.Jan 3.Jan
@ Avg Delay (Msec) Max Delay (Msec)

ECHO ‘

2. Dec 4. Dec 6. Dec 8 Dec 10. Dec 12 Dec 14. Dec 16. Dec 18. Dec 20. Dec 22 Dec 24 Dec 26. Dec 28. Dec 30. Dec 1_Jan 3 Jan
@ Min Echo (DB) ~ Avg Echo (DE)
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4.1.4

OVOC Data Masking

The new 'Masked Digits Number' field defines the number of digits that will be masked from
the phone number when OVOC ‘Privacy Mode’ is enabled. By default, OVOC conceals the
last four digits from users' phone numbers, usernames and URIs. Masking can be performed
both at the global level or per tenant. When configured at both levels, the configuration with
the highest number of masked digits takes priority.

GEMERAL SETTINGS

OVOC Hostname
ovoc-high-44

Description

Audiocode:
SBC Devices Communication
IP Based -
Privacy Mode
globalLogo png - ‘1'
QC audiocodes
One Voice Operation Center
Masked Digits Number
n T

TENANT DETAILS

General SNMP HTTP Operators License
Tenant Name De
Teams
s Defaul HTTP Operator (License Pool
False e -
Us URI R Azure tID
Subnet (CIDR Notation
None h II.
Masked Digits Number
4 +
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41.5 New Call Filters

The following new Call filters have been added in this release:

B CallD

B Correlation ID

B Caller Connection Types (WiFi, Wired, Mobile, Tunnel, Unknown)
B Callee Connection Types (WiFi, Wired, Mobile, Tunnel, Unknown)

41.6 Enhanced Links Details

A new Category type for Links Details “Tenant” has been added. This value must be
configured on the SBC (Tenant ID CDR Field) and is obtained from the SIP message (header
data) using Message Manipulation rules. It can be included in the CDR using the SBC CDR
Format table. The field is applicable only to SBC signaling ("CALL_CONNECT" and
"CALL_END" CDR Report Types). This allow customers to add the Tenant ID CDR Field
value in the SIP leg so OVOC then calculates QoE statistics aggregated by this calls legs
obtaining this value.
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41.7 Resize the Message Info Windows in Call Flow Layout Page

The SIP Call Flow tab is displayed in the Call Details page when a SIP Ladder (Call Flow) is
available or partially available and found for a specific call over an SBC device. Clicking the
message indication of a SIP message to display MESSAGE DETAILS in the right pane.

You can click the icon in the upper right corner of the MESSAGE DETAILS pane to expand
the page.

DASHBOARD NETWORK ~ ALARMS STATISTICS CALLS USERS SYSTEM

Q autoduser+123. @ Welcome acladmin v/

CALLFLOW
SIP CALL FLOW [ pcapFile X DebugFile
CALL SUMMARY ) (&) MESSAGE DETALLS
X/ 7/
130433-130501 521147524 customers Message Infg
NviTE ‘SEQUENCE NUMBER 7
~ 1206021130433 N
(@) cater- Autos ser 00 Trying MESSAGE TIME 12-Dec-2113:04:33
\ ) +12345671009@sip.pstahub.micros. 12-Dec:2113:04:33 ke Y e
1200021 130433 INVITE SDP SIP IF NAME eams
—~  Dec ’
(Q) Satee 100 Trying SIP REMOTE P
\® ) +97222228augio00codes.customer 1200021 130633 L
0 Rnang SIP REMOTE PORT
1208021130433 4
< S TRANSPORT TYPE s
12.0ec21 130433 e N S Message
200 0K SDP
1206021130433 [+ INVITE sip:audi io-code.co. sIP/2.0
200 0K SDP
120021130433 e FROM "au
cause ACK @sip.pst! icrosoft.com:5061;user=phones
Cause 1208021 130433 @sip pstnhudmicrosof com S06 T user-phon
ACK 11b14220544202bcd6
: 1206021130433 ) o .
N 12 13:04 { code.co.il:5061>u
SIP messages exist INVITE SDP
& 12:Dec21 130433 o WVTESP © cseq 2INVIT
200 0K SDP
12Dec21 130633 L 200 0K SD! CALLID eec31d15bc905dbdas3be5c0213f9bf3
Call Date and Time 200 OK SDP
12-Dec-2113:04:33 I« MAX-FORWARDS
start 12-Dec-21 13:04:33 ACK via
12-Dec-21 13:04:33
End 12-Dec-21 13:05.01 ACK CONTACT tnhub.micros .
1208021 130633 tnhub.microsoft com:44
Connect 12-Dec-21 13:04:33 BYE ec31d
120021130501 6ascee0f13f201332>
Duration 00:00:28 BYE b
1206021130501 o5
- 120021130501 e = MiKse %
Call Termination 2000k
12-Dec-21 13:05:01 [ ‘SUPPORTED
Initiator Caller
USER AGENT Soft PSTNHub.SIPPrOXy v.2021.12.1.4 L EUWE.S
Reason Normal Call Clear
CONTENTTYPE pplication/sdp
SIP/PSTN (SIP)7/Q.850 atow R .
Reason cause=16 K,OPTIONS,CANCEL,BYENOTIF
text="fe781a6b- SESSION-EXPIRES 3600;refresher=uac
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4.2

4.2.1

4.2.2

4.2.3

Management

Features Pane

The Dashboard is constantly updated with marketing snippets describing the latest OVOC
features. Clicking the “Discover More” link opens a Web page that describes the relevant
feature. In order to receive dynamic updates, the OVOC Web Client should have access to
the AudioCodes portal. If this is not possible, customers will be presented with the latest
features released in the version.

QoE data can be retrieved from the Microsoft Teams environment for Teams peer-to-peer/conference calls and network calls. Retrieved data is based on Audio,
Video, Video Based Screen Sharing, Screen Sharing and data. OVOC's built-in alerts mechanism allows admins to rapidly identify and fix QoE issues for Teams Audio >
and Video calls.

Discover More

Integrating VocaNOM into OVOC

VOCA is now monitored by OVOC. All its alarms are reported to OVOC and can be filtered,
summarized, forwarded as part of the Alarm Forwarding feature.

Support for Cloud Architecture Mode for SmartTAP 360° Live

Support has been added for securing Cloud Architecture Mode (WebSocket) connection with
SmartTAP 360° Live. This mechanism binds a secure HTTPS tunnel through a generic
WebSocket server connection to OVOC. Single Sign-on from the SmartTAP Device page is
not supported in this release.
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4.24 Floating License Support for SIPREC and WebRTC

The Cloud License Manager and Flex Pool License now support SIP Rec Streams and

WebRTC Sessions.

FLOATING LICENSE

CLOUD LICENSE MANAGER

License Status: Disable

FLEX POOL LICENSE

License Status: Enable

Managed Devices: 100
SBC Shutdown on Failure(days): 90

Flex pool size:

SBC Media Sessions: 100 SBC Registrations: 100
SBC Signaling: 100 SBC Transcoding: 100
Web RTC Sessions: 50 SIP Rec Streams: 50

Release Notes
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oUOC Server 8.8.38098 Management
Menu> Application Maintenance?> License

License Configuration Hanag
Server Machine ID: DEEEBFEEBC41
Product Key: DS2BBFB58C41
License Status:

QUOC Advanced:

Expiration Date: B1-81-2148

Total Devices: 188,080, 806808 Status:

Total Endpoints: 306,004,800 S£BC Media: 10,808

Total Sessions: 180.80d.H008008 SBC Registrations: 16,0688

Total Users: 388,000, 000 SBC Transcoding: 18,008

Total Reports: 1,000, 000 SBC Signaling: 16,088

Analytics Stats: WEB RIC Sessions: 1668688
Streamsz: 10,8068

Managed Devices: 108,006,000 Status:

SBC Sessions: 18,800,080 Managed Devices: 188

SBC Registrationz: 10.60600,.088 Hedia:- 1608

SBC Transcoding: 18.860.H0808 Registrations: 188

SBC Signaling: 18,000,000 Tranzcoding: 188

CB Users: 18,.086008,00808 SBC Sdonalino: 1AA

CB PEX Users: 10,860,880 A RIC Sessions: 58

CB Analog Devicesz: 10.60600,.088 Rec Streams: 58

CB Voicemail Accounts: 16,888,008 B Shutdown Un Failure +<Dawvs>: 98

Managed Endpoints: 380.0688,8080
biMload License]

h.Back

g-Quit to main Menu
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425 System Profiles

When adding a new tenant with an HTTP profile, a System profile can be used, including a
default system password which prevents the user-defined password being sent over the
network in plain text. Likewise, when adding an SNMPv3 Profile, a System profile includes
default system strings for the Authentication and Privacy keys.

TENANT DETAILS

General SNMP

Use System HTTP Profile
Device Admin User

Admin

Device Admin Password

Communication Protocol

HTTP

HTTP

Operators License

TENANT DETAILS
SNMP

General

UUse System SNMP Profile

HTTP

Operators License
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4.2.6 Device Backup

4.2.6.1 Backup of Device Configuration Package

Until now, OVOC supported the downloading and uploading of device INI files. OVOC now
additionally supports the downloading and uploading of the full device CONFIGURATION
PACKAGE. This feature us is supported for device versions SBC/GW 7.4.200 and later.

ADD AUXILIARY FILE

[) System File

frﬁcﬁc;com hl

File Type

JNI hd
CLI

CLI SCRIPT LOG
CONF
LOGO (PNG, JPEG)

JSON

ZIP (VAIC)

‘| Configuration Package (ZIP)

4.2.6.2 Device Backup with .Zip Files

All devices Version 7.4.200 and later are now backed up with a .zip file. Up to five backup
files can be stored for each managed device (both for .zip and existing formats). When a
Device is backed up in OVOC from the Actions menu, the following applies:

AudioCodes SBC / Gateway Version is 7.4.200 and later: zip (Configuration Package).
MSBR: CLI script file

MP-202 or MP-204: Conf file

VoiceAl Connect: zip file

Stack Manager: JSON file

For all other AudioCodes devices (except CloudBond, UMP and SmartTAP) ini files
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4.3

4.3.1

4.3.2

Server Manager

Configuration of Multiple OVOC Server Interfaces for
Multitenancy Deployments

A new option has been added for supporting multi-tenancy deployments. This option can be
configured when OVOC is deployed behind a different NAT to customer tenants. A new
option in the OVOC Server Manager Networking menu allows the configuration of an
applicative level NAT interface for each tenant domain; Devices’ incoming communication
like SNMP traps, license reports and file upload/download will communicate via the tenants’
NAT interface. Until now, NAT could be configured only at OVOC network interface level.

Web Application Firewall (WAF)

A new option has been added to the OVOC Server Manager HTTP Security Settings menu
“Disable Client's IP Address Validation”. This option controls whether the OVOC server
validates the WebSocket IP address and client's logged in IP address (REST connection) for
connection requests from the OVOC Web client. This feature has been implemented to avoid
scenarios where a Web Application Firewall (WAF) may randomly change the Client IP
address in the packets and therefore the OVOC server receives the WebSocket packet from
an |IP address that is different to the client's logged in IP address (REST IP address). As a
result, the Client-Server WebSocket connection cannot be established and the operator is
logged out.
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4.4 Device Manager

441 MTRfW OVOC Support

This feature provides OVOC support for the AudioCodes MTRfW/RXV100 meeting room
solution. The RXV100 bundles act as Microsoft Teams Rooms on Windows devices to bring
on-site meetings to life and deliver the optimal collaboration experience to a greater number
of participants. It also delivers effective video and audio collaboration in larger rooms,
including factors such as voice pickup range, visual coverage, and integrated unified
communications to ensure productive meetings.

fersion 10114 # Update software
Status Registered C Restart

e f?k‘_"f‘A”‘“MGE“"g Last Status Update Time  21.11.2021 14:01:05 2 Refresh details
site AutoDetection

il - -

A Audio Device O Display O Display
Intel(R) Display Audio Output 3 (Intel(R)
.enovo Hub 500 Audio) Generic PnP Monitor Generic Non-PnP Monitor
Display Audio)
Health Status Health St

CCaudiccodes
RXV100

PERIPHERALS

Health Status

44.2 Firmware Update Alerts

Devices Status page displays T in the 'Firmware' column adjacent to a listed device to
indicate that firmware updates are available for this device; clicking 1 uploads the latest
firmware to the device.
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443 EPOS Devices Management

The Device Manager utilizes the EPOS Manager API to enable new EPOS customers to
create a new EPOS tenant and for existing EPOS customers to import their EPOS tenant
from the EPOS Manager. For the latter option, the Tenant ID must be extracted from the
EPOS Manager. In previous versions, EPOS tenants needed to be created directly from the
EPOS Manager.

Note: The Device Manager supports all the EPOS devices supported by the EPOS
Manager. For a list of supported EPOS devices, see link in Chapter 1.

£ Tenant
SOFTWARE LOGIN CONFIGURATION ADVANCED
Tenant ID ab64fa7b-9c7a-43e0-a614-b11bcddf11f6

Tenant Name

Tenant Company Mame
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S
5.1

NETWORK SUMMARY

® & ®

5.1.1

5.1.2

5.1.3

514

New Features in Version 8.0.2000

New Managed Products

2 0 0

Devices Links Sites Endpoints UMP MS Teams & S4B Voice.Al Solution Generic

& VAIC Application

Support for New Device Versions

This version includes support for the following new versions:
B SBC Version 7.4.200

Stack Manager

This version supports Stack Manager for Mediant VE-CE SBC that is used for managing
'software stacks' deployed in virtual environments.

Voice Al Solutions

A new product has been created “Voice.Al Solution” which includes the following products
(the below products have been renamed to Voice.Al Solution):
B SmartTAP 360° Live

B Meeting Insights

Generic Applications

The following products are now managed as Generic Applications:
B Microsoft Teams Direct Routing SBA (DR-SBA)
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5.2

5.21

Management

Configuring Operator Authentication with SAML

OVOC supports Security Assertion Markup Language (SAML) based authentication of a
carrier operators .SAML is an XML-based open-standard for identity management between
an identity provider (IdP) and an OVOC service provider tenant . The IdP performs operator
authentication and passes the operator's identity and authorization level to the tenant; the
tenant trusts the IdP and authorizes operator access. This authentication method can be
applied at system or tenant level for all operator types. The attributes shown in the figure
below are default attribute names that point to customer fields defined on the SAML client
including the configured values.

SAML

ADMINISTRATION < SAML CONFIGURATION

Identity Provider Certificate File* -
SECURITY ~

LICENSE A Identity Provider Name*

configuration Description

lenanisiiiocations Is Identity Provider Enabled O

System Allocations

Identity Provider URL*
Floating License

ATTRIBUTES
Authentication
Operator Type* operatorType
Operators P yp P e
SAML Operator Security Level* securityLevel
OVOC SERVER v Tenants List* tenantsList
Tenants Links List* tenantsLinksList
Endpoint Group User*® endpointGroupUser
Endpoint Group List* endpointGroupsList
Default Security Level* Reject -
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5.2.2

523

5.3

5.3.1

Support for Voice Al Gateway Backup and Restore

Support Voice Al Gateway manual and periodic device backup and restore

UMP 365 Web Socket Tunnel RDP Connection

Support for opening an RDP Remote Desktop connection via the Apache Guacamole
application to the Windows server residing the UMP application. The Tomcat Apache server
is used as the Web server for this application. This feature is applied in the UMP Device
page in Live Cloud for Teams from the drop-down Maintenance menu. It supports 10
simultaneous Remote access sessions where the Administrator can view the list of active
sessions and close (stop) sessions manually.

MAINTENANCE »

OPEN RDP SESSION

MOVE

Quality of Experience

Control Storage of Call Flows

This feature allows customers who are specifically interested in call flow analysis to increase
the maximum number of calls with Call Flow that are saved in the OVOC database relative
to the Maximum Number of Calls. This action is performed in the Call Storage screen; when
the Max Calls with Call Flow parameters is increased, the Max Calls value is decreased and
vice-versa.

AudioCodes

DASHBOARD NETWORK ALARMS STATISTICS CALLS USERS SYSTEM Welcome acladmin =~ Vv

CONFIGURATION TASKS

ADMINISTRATION

CALLS STORAGE
ADMINISTRATION < CALLS STORAGE
= ® Fair / @ Poor - v o -
LICENSE pepel [ @] %
Configuration @ Unknown Quality () o
Tenants Allocations 10ay 6 Months 1 Year
ailed Call
System Allocatt Statistics
TR E sl save Calls Include Call Flow Include Call Trend
Floating License
! ® Good Quality O [m]
SECURITY ~ ’ |
® Fair / @ Poor
aualiy O 108y & Months 1 Yea
OVOC SERVER ~ = i
N ... © o @ i st -
360
Status =
MAX CALLS STORAGE (LONG TERM)
info 1
Max Calls 1Day 6 Months 1 Year
configuration
65850
! " Locations Statistics
Calls Storage =
308
Calls Status | 3
2,706,015 12,177,060 21,648,106
Max Calls With Call Flow 1Dy & Months 1 vear
(o108 )
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5.3.2 URI and Location Statistics

Customers can control the storage capacities for URI Statistics and User Location Statistics.
In addition, it's possible to disable the storage of these statistics entirely.

@OVOC  oasisomro NETWORK ALARMS STATISTICS CALLS USERS SYSTEM Welcome acladmin
ne veics operaions Cantar —
ADMINISTRATION CONFIGURATION TASKS
CALLS STORAGE
ADMINISTRATION < CALLS STORAGE
LICENSE ~ ‘CALLS STORAGE SETTINGS MAX STORAGE PERIOD (DAYS)
Calls Storage level: | Recommended - Total Calls
Configuration —
Tenants Allocations Successul Calls -
Save Calls Include Call Fiow Incude Call Trend
System Allocations i 1 i
® Good Quality ) 102y & Manths vear
Floating License © o o
Fair /@ Poor Quaity © [u] Calls with Call Flow .
SECURITY ~ 39)
© Unknown Quaity © [a] o
Authentication | | |
1 0ay 6 Manths vear
Operators Failed Galls
save Calls Include Call Flow Include Call Trend Statistics
SAML —
® Good Quality [ @) o ey
OVOC SERVER ~
Fair / @ Poor Quality © | ' |
102y & Manths 2 vear
Status
@ Unknown Quality ( ) [m]
Info of URI Statistics
)
Configuration MAX CALLS STORAGE (LONG TERM) "y
Calls Storage Max Calls | . ,
. (Gossosz) 102y 6Manths v
Locations Statistics
1 ] 1 )
()]
1,301,565 5857002 10412520 —
Max Calls With Call Flow ! . ,
) by S Months e
Submit

5.3.3 Call Details Page - PCAP File

Details of calls made through AudioCodes devices and for which the OVOC displays a SIP
Call Flow screen can be exported to a Packet Capture (PCAP) file. The PCAP file format
specifically stores the SIP Ladder displayed in the SIP Call Flow screen.

5.4 OVOC Server

541 OVOC Server Certificate Expired Alarm

A new alarm has been implemented for managing the expiration time of the OVOC Server
Certificate.
54.2 Upgraded Bare Metal Hardware Specifications

The Bare Metal dedicated platform now supports the Xeon Cascade Gold 6226R (16 cores).
This enhances the currently used HP G10 Intel Xeon Gold 6126 CPU (12 cores, 2.60 GHz)
which was declared EOL at the end of 2020. OVOC currently supports both platforms.

543 WebSocket Tunnel Password Updates

An option has been added to the OVOC Server Manager to change the WebSocket Tunnel
default password.
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54.4

5.5

Downsized Disk Space Specifications

Support for provisioning of downsized minimum disk space allocations for all platforms.
Existing minimum requirements for each specification are now the recommended
requirements. For example, the recommended disk space for the VM low specification is 500
GiB and the minimum disk space requirements are 320 GiB including 250 GiB provisioning
for Linux Operating System and 70 GiB for data storage. For all specifications, see Section
2.1.

Device Manager Pro Integration with EPOS
(Sennheiser) Headset Devices (Beta)

EPOS Manager is a powerful IT management solution that enables IT managers to manage,
update and configure settings for EPOS headsets and speakerphones within an organization
from any location.

The partnership between EPOS and AudioCodes enables IT administrators to manage
EPOS devices directly in the AudioCodes One Voice Operations Center (OVOC) solution for
a premium and seamless user experience. The full-fledged integration includes the following:

B Remote deployments of firmware and configurations

B Data insights to track EPOS device UC adoption progress through dashboard and
reports.

B View active and inactive devices

DDevice Manager DASHEOMRD  MONTOR  SETUP  TROUBLESWOOT  Epos™ Q2 =0

Users & Groups

HH : ‘K
i

Dashboard

Active Devices Firmware Version Software Version Call Activity

\ *. Total calls
0

@ Total call time
00:00:00

Deployments

- + 8 &

testgroup
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ODevice Manager DASHBOARD ~ MONITOR  SETUP  TROUBLESHOOT  EPOS =™

Devices Status

Q

Dashboard

Device Status

" Zhenhao (Alex) Liv ADAPT 660 Q 1419 1419 May 6 2021, 0959 May 6 2021,09.59 10.100.139.66 10.100.139.66 EPOS
Devices Configuration -

Kairat Ziman ADAPT 660 @ 1419 1419 Jul 142021, 11:20 Aug 162021, 01:39 1038219 1038219 £POS

Kairat Ziman BT0 800 @ 2121 2121 Jul 14 2021, 1116 Aug 16 2021, 01:39 1038219 1038219 EPOS

Zhenhao (Alex) Liv BTD 800 USS for Lync 2135 2135 May 6 2021, 0943 Jun 24 2021,02:59 10.100.139.66 10.100.140 62 EPOS
Device Adoption Zhenhao (Alex) Liu BTD 800 USB for Lync (0] 2135 2135 May 62021, 0943 Jun 24 2021,02:59 10.100.139.66 10.100.140.62 EPOS
Zhenhao (Alex) Liu 8TD 800 USE for Lyne © 2167 2167 May 32021, 1042 Aug 162021, 0127 192168016 192168016 £pos
i o
Fhsile e Zhenhao (Alex) Liv 60 MS (] 240 240 May 32021, 1042 Aug 162021, 01:58 192166016 192.168.0.16 P0S
Update Status Overview
Zhenhao (Alex) Li SOW 5BS EU @ 1660 1660 May 62021,09:43 Jun242021,0250 10.100.139.66 10100140 62 P08
Zhenhao (Alex) Liu SDW 60HS 1660 1650 May 62021, 0943 Jun242021,02:59 10.100.139.66 10.100140.62 £Pos
Znenhao (Alex) Liu Ul 20 BL USB (0] 102 102 May 6 2021, 09:43 Jun 24 2021, 02:59 10.100.139.66 10.100.140.62 EPOS

ODevice Manager DASHBOARD ~ MONITOR  SETUP  TROUBLESHOOT  EPOS W™ ‘Q

Device Adoption Reports

Dashboard
Start Date End Date

0810812021 # | |oense021 L o
Devices Configuration

Updates @ Aciive Speakerphones @ Active Wired Usb Headsets @ Active Wireless Bt @ Active Wireless Dect @ Other

System DEVICE STATISTICS
Reports ~

Device Adoption 3

Call Activity Data

Firmware Overview 5

Update Status Overview b

VICE COUNT

Monday Tuzsday

Saturday Sunday
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5.6 Device Manager Pro

5.6.1 New Look and Feel

The Device Manager Pro has a new look and feel with enhancements to dashboard,
navigation, tables, graphs, and layout.

O Device Manager

1]
[

DASHBOARD MONITOR SETUP TROUBLESHOOT EPOS e€TA

Q@ STATISTICS

DEVICE MANAGER PRO

. Sites

. Tenants

y

Models

Firmware

4 T 4

1 MA_SITE [MA_REGION] (3) MA_TENANT (4) « 420HD (2) «UC_3.0.1.399 (2)
@ AutoDetection [AutoDetecti. °12(1) © C448HD (2) «UC_3.4.6.140.EMS.16 (1)
» AutoDetection [AutoDetecti. « IPPSupport (1) 445HD (1) «UC_3.1.3.144.15 (1)
« AutoDetection [AutoDetecti. o 440HD (1)
&7 estis 12.00.2021 08:23:43 00008f3bbady 420HD 172.17.18891 UC_3.0.1.309
5 ® onlinel @audiocodesipprnd.onmicrosoft.com 05.09.2021 14:55:23 00908f9ceb66 C448HD 1016211 TEAMS_1.10.143
N
[\
& esti3 02.00.2021 01:29:05 00008f48679¢ 420HD 10.21.2.30 UC_3.0.1.309
ol device esti2 24.08.2021 17:28:29 0090860009 440HD 10.21.2.147 UC_3.1.3.144.15
& sps2121@cce.aceducation.info 09.08.2021 16:08:35 009089d1dd7 C448HD 102126 TEAMS_1.14.218
o 02.08.2021 07:37:54 00908FOAEAFB 445HD 10.16.2.144 UC_3.4.6.140.EMS.16

5.6.2 Enhanced Teams Device Information

The following information is displayed for the Teams device under OVOC Device details:

B Full version information (similar to today device Ul - main version and any other sub-
version application for example Teams Admin Agent Version, company portal, main
version)

B Detailed network status including whether Wi-Fi is enabled.

B Indication whether the BT interface enabled, if so, a list of connected devices are
displayed.

B Filtering capabilities. For example per user, phone #, MAC, IP address, model,
version, status
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= @

D Device Manager DASHBOARD MONITOR SETUP TROUBLESHOOT

_ Fvteiale Dantauisfion: L2 I i) ]

< QC audiocodes
C448HD

DASHBOARD " Version TEAMS_1.14.218 @ collect logs
Devices Status Status Disconnected # Update software
Alarms ° Sﬁ‘f:'?’ Last Status Update Time  09.08.2021 16:08:35 C Restart
Site MA_SITE & Refresh details
SUMMARY NETWORK INFO VERSION INFO ALARMS ACTIONS LIST ADVANCED
Status Disconnected Phone Number
Teams kg Username Sps2121@cce.aceducation,info
Last Report Time 09.08.2021 16:08:35
Device Type C448HD
Serial Number SC10296791
Hardware Description CA448HD, 1 GB RAM

Netwark Connection Method

BT Connection @
Site MA_SITE
Tenant MA_TENANT

5.6.3 New Phone Model Support

B Polycom CCX 500/600 phones
B RxV80

5.6.4 Provisioning of Android-based Teams Phones

Device Manager Pro version 8.0.2000 and later supports the provisioning of Android-based
Teams devices in a similar manner to UC phones.

5.6.5 Android-based Peripheral Device Live Monitoring

Peripheral devices that are connected to Android-based devices deployed for meeting room
solutions can be monitored to determine whether they have an active connection including:

B Camera
B Keyboard
B Mouse

B Display
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O Devlce Manager DASHBOARD MONITOR SETUP TROUBLESHOOT EPOS =74 ‘o = @
Generate Configuration ¥ I Network Topology ]
< OC oudiocodes
RXV80
DASHBOARD N TEAMS_1.14.210 @ Collect logs
Devices Status offline # Update software
Alarms Dyorea e 16.08.202115:1041 C Restart
Site AutoDetection T Refresh details
PERIPHERALS SUMMARY NETWORK INFO VERSION INFO ALARMS ACTIONS LIST ADVANCED
Ty .
= Camera @ Keyboard @ Mouse 3 Display
Microsoft® LifeCam HD-3000 USB NetVista Full Width Keyboard USB Optical Mouse: PHL 2319 PHL 24357
Health Status Health Status. Health Status Health Status
Connected Connected Connected Connected

5.6.6 Log Collection

The Device Manager enables network administrators to retrieve logs for debugging purposes

without the need to access the phone.

Devices Status  statusuregistered Q
<
VIP BTOE v USER NAME
O LY & Show Info % ® esti3
O Actions = % @ estis

Check Status
. Update Firmware
M Open Web Admin
< Reset Device

Generate Configuration

@ Change Group

W Delete Devices Status

More..

This option is also available in the phone’s dashboard.

4 PHONE NUMBER

+0725554453

+0725554455
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DASHBOARD ~ MONITOR  SETUP  TROUBLESHOOT  EPOSE = @

Generate Configuration I I Network Topology ]

@ Device Manager

< OCoudiocodes
C448HD
DASHBOARD ~ Version TEAMS_1.10.143  Collect logs
Devices Status Stas Registered # Update software
Alarms P[‘j'ﬂﬁf Last Status Update Time 12.09.2021 19:34:26 C Restart
Site AutoDetection T Refresh details
SUMMARY  NETWORKINFO  VERSIONINFO  ALARMS  ACTIONSLIST  ADVANCED
Status Registered Phone Number
Teams i Usemame Online1@ desipprnd onmicrosoft com
Last Report Time 14.09.2021 19:28:35
Deviee Type Cc4a8HD
Serial Number SC10283878
Hardware Description C448HD, 1 GB RAM
Network Connection Method
BT Connection @
site AutoDelection
Tenant MA_TENANT
Template Name C488HDTeamsAnotherPass

Files can then be downloaded from the Device Status page.

5.6.7 About Device Manager

The About screen has been added to the Toolbar menu.

o

acladmin

(= Logout

O About

ABOUT

@ Device Manager

Device Manager of the One Voice Operations Center
VERSION: 8.0.2503

© 2003-2021 AudioCodes Limited. All rights reserved. Trademarks and SEC MNotice of
AudioCodes Limited.

QC audiocodes

0K
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6

6.1
6.1.1

6.1.2

New Features in Version 8.0.1000

Management

Support for MSBR Management with IPv6

This release provides support for managing MSBR devices (version 7.24A.356.069 (M4) and
later) configured with IPv6. IPv6 links can be added for the Media and Control IP category
types. Alarm forwarding rules can be defined for an IPv6 destinations (SNMP and Syslog).
Network search and Topology filters support IPv6 and details are displayed in the Network
Info and Call Details.

The configuration of IPv6 Ethernet Interfaces and IPv6 Static Routes on the OVOC server is
now supported. The relevant menu options have been added to the OVOC Server Manager.

OVOC supports configuration of multiple IPv4/IPv6 ethernet interfaces. This feature allows
SBC devices to connect to OVOC from different subnets to the respective interfaces on
OVOC. Each IPv4 interface can be configured for NAT and one of the IPv4 interfaces can
be configured to work in the Cloud Architecture mode.

Saving Operator Workspace

A new option is available from the Welcome menu to save the operator workspace which
includes working Ul contexts e.g. filters, map zoom positions, column widths. This feature
can be enabled either manually or automatically. When the user logs out or the browser is
closed, the next login all saved Ul contexts are retrieved.

Welcome acladmin
acladmin / Lezal Aunbensicarion
'B

Debug Mode Workspace Manager
Download Logs About
Change Password

Lock

Logout

WORKSPACE MANAGER

Operator Workspace (Active)
Workspace saved by operator

[ Auto save Save Activate

Version 8.0 47 One Voice Operations Center



QC audiocodes

One Voice Operations Center

6.1.3  Support for Voice Al Gateway
This version includes support for management of AudioCodes Voice Al Solution and VAIC.
These devices can establish connection with OVOC using either Auto-detection or the Cloud
Architecture mode (WebSocket Tunnel) and communication is established using HTTP/S
(highlight below).
NETWORK SUMMARY
'f,": l_*‘ @ \&"1 ( P) f/;‘ i ) )
@ © @ © © © @
De':"lnces Li:ﬁs S'I‘l]es Endp‘:x‘nts U:RP Ms Taar?!s &S4B Voic!‘.‘A:.:Il:!utiDn
6.1.4 Support for Mediant MSBR 800Ci
This release includes management support for the Mediant MSBR 800Ci module device with
an OSN server for running 3-party applications.
6.1.5 Support for Mediant 3100 SBC
This release includes management support of the Mediant 3100 SBC.
6.1.6 Support for Multiple TLS Contexts (Device Upload)

A new option when uploading an auxiliary file “X509 Private Key” to a device allows users to
choose from a list of TLS Contexts to load to the device. For example, this may be required
when the device uses a different certificate to authenticate with an additional OAMP interface
or with Microsoft Teams. Until now Context #0 was by default assigned when uploading a
private key to a device without the option to assign a different context.

TYPE

INI

X509 CE
INI

X509 TR..

1

Device TLS Context

UPDATE AUXILIARY FILE

NAME

Reporti_le..

repomav

License_..

SAML_SS..

Default (Index: 0)

System
System
Tenant: zalepet

System

Items 1-4 items of 4
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6.2

QoE Teams Video Metrics

QoE thresholds have been extended to support Microsoft Teams video metrics. As a result
overall call quality and related legs are now determined by both voice and video metrics.

Threshold-based alarms are now affected by both voice and video quality. All the default
values in Teams Threshold sets are based on Microsoft CQD recommended values, and can
be customized by the operator per each Teams device (teams tenant).

QOE THRESHOLDS DETAILS

Threshold Name MS Teams Thresholds
Description
Tenant tenant_1
Atftachments: 0 Devices, O Links, 0 Endpoints
View
Defaults: ALL | NOME | INVERT
[ Device [JLink [] Endpoint
VOICE VIDEO
VIDED
Avg Video Frame Loss Percentage (%) =+ |50 k4 50 = =
Avg Video Frame Rate (fps) -+ |7 b 7 callil g
Post Forward Error Correction Packet Loss Rate B | 015 :,l | 0.15 :J -+
SCREEN SHARING
Avg Video Frame Loss Percentage (%) = |50 : 50 ol
Avg Video Frame Rate (fps) + |2 : 2 = -
Post Forward Error Correction Packet Loss Rate + 018 B 015 5+
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6.3 Device Manager

6.3.1 New Look and Feel

The Device Manager interface has a new look and feel with including new color schemes,
new designation icon sets, increased spacing, magnification of screen elements and quick
feature summaries.

1 DASHBOARD MONITOR SETUP TROUBLESHOOT EPOS ™™ Welcome Acladmin v @
evice Ivianager .
DEVICE MANAGER PRO STATISTICS

She e i P AN
* Rtcosect )
« AutoDetection o
Total » AutoDetection [2 ‘

Wy

« 440HD (2)

UseR ™E MAC MODEL " FIRMWARE
7 @ @  Onlinel@audiocodesipprnd.onmicrosoft.com 26.05.2021 18:49:46 00808fc8b24e CATOHD 192168.1.30 TEAMS 1.13.205
> @ rgarcim@e1zcOMcom e o Ak e e A
@  amiz@audiocadesipprd onmicrosoft.com 26.05.2021 18:09.02 00908f3dbca7 C435HD 1016227 Must use _system._preperty.read. callback() to read
g o winakgaudiocodes.com 26052021 180732 oosoafadasde G450HD 1921680162 TEAMS.1 8298
5
& tesmsdevicaa@aPIPonmicrasoft com 26052071 180534 0030484833 c470HD 192188015 TEAMS1.10.139
o thomas schisbach@CABAG onmicrasoft.com 26062021 180210 00908feab239 C470HD 103268 TEAMS 1.10.120
@  Cnine2@audiocodssipomd onmicrosaftcom 26,05.2071 17:303% 0090afsdbcsn C435HD 1016222 TEAMS 1.1242
@  Amil@autiocodes com 26.05.202117:21:09 00808fcababf C470HD 1016212 TEAMS.1.13.67
@  Eiezerd@audiocodes com 26.08.2021 171616 Q0avafddbct C435HD 102166021 TEAME.1.12.113_forcoRec14
@  nyunas@ucproductiest onmicrosoft com 26052021 17.1032 0090Bicabz3C C470HD 10101235 TEAMS.1.10.120

6.3.2 Enhanced Device Information in Monitor Dashboard

The information displayed in the monitor dashboard for each phone has been enhanced.

ODevice Manager DASHPOARD  MONITOR  SETUP  TROUBLESHOOT  EPOS SO ‘B ST RTI——

Generate Configuration £F I NelwcrkToWloﬂi]

< g@Coudiocodes
ca70HD

Version TEAMS.15.288 & Updale software

Devices Status

status Registered & Restart
Alarms © e
- Ls e Time 26052021 181224 @ Refresh detalls
sne AutoDetzction

SUMMARY NETWORK INFO aarvs @ ACTIONS LIST

Status Registered Phone Number

Teams & Usemame Rgarcia@G12c0M.Com

CATOHD Last Repert Time 26.05.2021 18:56:14
Serlal Numbsr 009087cBb220

site AutoDetection
Tenant L
Template Name Audiocodes_C470HD_TEAMS
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6.3.3 Applying Configuration Files per Model

Device Configuration files can be easily configured according to configuration set with the
corresponding Configuration keys and values displayed with auto-fill capabilities according
to model selection. This enhancement is relevant for all configuration levels. See example
for the Tenant Configuration in the figure below.

ODeVice Manager DASHECARD  MONTTOR  SETUP  TROUBLESHOOT  EPOS SV p Welcome Acladmin v ©
Generate Configuration KX I Mem(\rkmpnlog‘,‘]

<
selectTenant  Dema v

B T
cotnuatomst: [ s Toms somwE <)@
Templates.

Configuration Key:
Polycom Configuration
Template Placeholders Configus
Tenant Configueation
Group Configuration
Site Configuration =

2 &
User Configuration
Devices Placenolders 0200 b/
Generated Config Files =
system/syslogicomponenticontrol_center v
|= Tenant Place s - Replacing the ders{%ITCS_%) in the Template.

e ] 8 Copy Tewant Blaceholders From AG New Placebolder
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6.34 Configuration File Notation
Comments indicating the source of the configuration have been to the configuration files.
This includes an easy and clear understanding of the template source for each parameter:
B Device Specific

Tenant Level

Group Level

Site Level

User Level

system/daylight_saving/start_date/day=26
system/daylight_saving/start_date/day_of week=0
system/daylight_saving/start_date/hour=
system/daylight_saving/start_date/minute=
system/daylight_saving/start_date/month=3

system/daylight_saving/start_date/week=1

system/hw_type = 3

system/user_name = admin
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New Features in Version 8.0

QoE for Microsoft Teams

This release includes support for retrieval of QoE data (Subscription Notifications service)
from the Microsoft Teams environment (Microsoft Graph APl database) on Office
365/Microsoft 365/Microsoft Azure. Permissions for data access is granted for the managed
Microsoft Tenant.

Calls data (subscriptions notifications) can then be retrieved for users managed by this
tenant including Teams peer-to-peer or Conference calls and network calls. Call quality data
from Teams devices is retrieved based on Audio, Video, Video Based Screen Sharing
(VBSS), Screen Sharing and data.

Note: Microsoft Graph API currently does not support QoE reports for PSTN streams. In
order to assess PSTN calls quality refer to SBC <-> Teams reports from the SBC.

The following enhancements to the OVOC Web have been implemented:

B A new Teams QoE Threshold Profile has been defined with default values to match
Microsoft CQD poor / good calls classification (Audio, Video, VBSS, Screen Sharing
and data).

B New Filters for Teams Calls (Device and Device Family Type)

B The Show Calls Details includes the ability to display information for each media type
(Audio, Video, VBSS, Screen Sharing and data). The radio button color indicates the
call quality based on the audio for the worst status of all legs.

B Clicking the Conf ID in a record in the Calls List automatically adds a filter to the
current filter set with the “Conf ID” text under “Callee” and filter calls in the same
conference.

B The Teams device can be set as a destination for SBC links defined by any rule.

SHEOARD NETWOR LARMS TA LLS JSERS SYSTEN s Welconne acladmin v

QOETHRESHOLDS QOE STATUS & ALARMS

&

EEEEREECEEREREEEERERE N
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|®ovoc

DETAILS

DASHBOARD

CALL DETAILS

CALL SUMMARY

12:59:03 - 12:59:43

e ;\‘ Caller
\ 4/ i#noname

Callee
ConfiD: #identifier

Call Status Successful

Call Quality Good

call Type Team Group Call
Media Type Audio

Call Date and Time

Start 01-Feb-2112:59:03
End 01-Feb-2112:59:43
Duration 00:00:40

Call Termination

Initiator Unknown

NETWORK

ALARMS

= MediaType @ Main Audio

(&)
-

1001@52.143.14.26

QUALITY NETWORK DEVICE

|/;‘\|
=/
caller
Avrg Ratio Of Concealed .
Max Ratio Of Concealed ...

Stream Quality Cause NONE
Avrg Bandwidth Est
Mos
Max Delay
Max Audio Network Jitter
Jitter (msec)

Delay (msec)
Packet Loss (%)
Max Jitter
Avrg Audio Network Jitter
Stream Quality UNDEFINED
Max Packet Loss Rate

Packet Utilization 0

STATISTICS CALLS USERS

M: UNKNOWN

SYSTEM

—

Teams

Q #noname

M: 10.0.39 49:3480

Welcome acladmin v

5220006436685434@ .

Debug File

D
- (&)

Teams caller

NONE

GOOD

250

Note: Skype for Business customers upgrading to Teams need to define a new Teams

Customer device. If they wish to retain Skype for Business calls, existing Skype for
Business devices should not be deleted from OVOC.

The License used for Skype for Business users monitoring, is valid to be used for Teams
users monitoring.
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7.2 Management

7.21 New “Look and Feel” Web Interface

The Web layout has been improved including new color schemes, new designation icon sets,
increased spacing, magnification of screen elements and quick feature summaries.

@ OVOC  oasHsoarD  NETWORK  ALARMS STATISTICS ~ CALLS USERS  SYSTEM Welcome acladmin v
ome veics Gperations Comey | —————

NETWORK SUMMARY OVOC EXTERNAL APPLICATIONS
Powertul and intutive ifecycle
management for IP phanes, Headsets
and Foom Experience (RX) sute

1 1 0 0 4 [} Discover more
Devices Links Sites Endpoints MS Teams And SmartTAP
ACTIVE ALARMS DEVICES CALLS STATISTICS (REAL TIME)
Simpitying voice networks to deiiver
- - SUCCESSFUL/FAILED CALLS - QUALITY DISTRIBUTION F s
2 - Discover more
W critical 31447
¥ —_— —T
Routing Manager o
A Msjor . I T
Delay (msec) s12
s (rasac) ] Data layer network monitoring and
& Waming i s S o analytics solution
Discover more
31,452 11,561 @ Failed @ Successful ® Poor ® Fair ® Good
Totsl active slerms Totsl caln
~
QoE for Teams
o V O C Q0E data can be retrieved from the Microsoft tor Teams peert and network calls. Refrieved data is based on Audio, Video, Video
Based Screen Sharing (VBSS), Screen Sharing and data
Latest Highlights
. >

@OVOC  oaskeoamn NETWORK ALARMS STATISTICS CALLS USERS SYSTEM welcome acladmin v
‘o veics Opsratiens Caraat —_—

DEVICES = LINKS SITES ENDPOINTS PM PROFILES REPORTS =

AGGREGATED QOE

STATISTICS SUMMARY >
SUCCESSFUL/FAILED CALLS 4

Y FILTERS <

414

ADD FILT 368 TOTAL CALLS: 12K
322

276 @
€O REsLTIE 23 MAX CONCURRENT CALLS: 143
184
weTaies L= wos mer Delay Ploss
SUCCESSFULFALED CaLLS Aa 48 43 508 06
0

MAX CONCURRENT CALLS 1515 1530 15:45 1500 1615 1630 1645 17:00 1715 1730

e e SUCCESSFUL/FAILED CALLS -
caLLS QUALTY ® Successful Calls (Calls % @ Failed Calls (Calls )
Failed .
MAX CONCURRENT CALLS &

170
153
136
119
102

a5

&8 Successful

51

34

(5 8

o QUALITY DISTRIBUTION e

1515 1530 1545 1500 1513 1830 1845 1700 s 1730 1745 1500
® Max Concurrent Calls Poor 3
Fair
CALLS QUALITY -

50
414
368
22

sege2Sgugoge . ] =
H ge=t®m@ as= [ ] [ ] [ ] [ L] s ® sespe® =8y >
2%
151 =
138
%
s
o
1515 15:30 15.45 16.00 1615 1630 16.45 17:00 1715 17:30 17.4!
® Cood (Calls #) Fair (Calls #) @ Poor (Calls #) @ Unknown (Calls #)

5 18:00
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7.2.2 Group Entity

A new “Group” entity provides a logical entity which contains devices, links and sites with the
ability to filter all application topics, topology, calls, statistics and alarms.

GROUP DETAILS
Group Name* London-east
Description
Tenant Londan gt
Aftachments:

6 Devices, 1 Links, 0 Sites

View

@OVOC  ctasioomd  NETWORK  ALARMS  STATISTICS  CALLS

TOPOLOGY MAP DEVICES + LINKS SITES ENDPOINTS =

USERS SYSTEM Welcome acladmin v

GROUPS

TOPOLOGY < NAME 4 DESCRIPTION TENAN ATTACHED TOPOLOGY ENTITIES TOPOLOGY GROUP DETAILS
France-west Londan 4
Q searcn by name NAVE
Londor-east London 1
g Bzl STATUS
8 France TENANT 1 1
4 @ London ELEMENTS COUNT DEVICES: 1, LINKS: 0,
9 SITES: 0
8 NorthvAmerica ®Menagement @ QoE
FILTERS
ADD FILTER
¥ oroues
270P0L0GY GROUPS
a [Z5_~] ntems per page Items 1-2 items of 2

7.2.3 Support for New SBC Versions

This release supports SBC versions 7.2.300 and 7.4.100 (see Chapter 1 for a list of
supported products).
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7.3

Performance Monitoring

7.3.1 WebRTC Gateway Session
The following Performance Monitoring parameters have been added for managing the SBCs’
WebRTC application:
B Media Stats: Media Web RTC Streams Standalone PM (Gauge with Max, Average)
B System Stats: License Web RTC Usage (Gauge with Max, Average)
7.3.2 New Trunk DS1 PM Parameters
The following DS1 Performance Monitoring parameters have been added for SBC devices,
version 7.4.100 and later:
B Trunk Burst Errored Seconds
B Trunk Path Coding Violations
B Trunk Controlled Slip Seconds
B Trunk Errored Seconds
7.3.3 Performance Monitoring Enhancements
The ability to filter between the SNMP-based (until Version 7.2) and REST-based (Version
7.4 and later) Performance Monitoring parameters has been added to the PM Profiles and
filters.
TIME RANGE >
TOPOLOGY >
GROUPS >
METRICS v
[] Parameters (0) SW 7.4 & above [ Mame Min Max Avg WVal
IP Group (SW 7.4 & above) (0) [ SBC User Defined
- User Defined Failures In 1 O
Interface (SW 7.4 & above) (0)
User Defined Failures Out 1 O
SBC (SW 7.4 & above) (0) User Defined Failures In 2 O
EE User Defined Failures Qut 2 O
SRD (SW 7.4 & above) (0) )
User Defined Failures In 3 O
System (SW 7.4 & above) (D) 8 User Defined Failures Qut 3 [
User Defined Failures In 4 O
U (T 2w (I EE User Defined Failures Out 4 O
User Defined Failures In 5 O
MORE FILTERS >
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7.4

741

A

74.2

OVOC Server

Enhanced Specifications for the Virtualization and Cloud
Platforms

The memory and processor specifications for the Virtualization and Cloud platforms have
been enhanced (see Section 2.1).

Note: Customers who are upgrading to Version 8.0 on a Virtual Platform (both VMware
and HyperV) are required to change the Memory parameter for the Hardware
configuration on their virtual machine before performing the software upgrade. For more
information, refer to the /OM manual.

Service Provider - Enhanced Specifications for Virtual Platform

New Service Provider specifications for the Virtual Platforms (see Section 2.1).
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7.5 Device Manager

7.51 Android-based Teams Management Support

Support for Android-based Microsoft Teams devices (Device Manager Pro version 7.8.2000
and later) including the C435HD and C470HD phones and the RXV80 Standalone Video
Collaboration Bar . The Device Manager manages the Android-based Teams phones in a
similar way to Skype for Business/Microsoft Lync and Generic phones. Management actions
include the provisioning of configuration and firmware and device reset.

= c435HD

MAC: D0908f9daes1

UTH: 0K

ExternaliF: 141.226.162.216

: Audiocodes_415HD_TEAMS

UserName: elic@audiocodes.com

Back

There are no Journal Activities for this device
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8 Issues Resolved in this Release

The table below lists the issues resolved in this release.

Incident Index

Management

OVvOC-9010

OVOC-8831
OVOC-8457
OVOC-9388
OVOC-9431

Security
OVOC-9274
OVO0C-9182
OVOC-9361
QoE

OVO0C-9340
OVO0C-9214

OVO0C-8823
Infra
OVOC-9116

OVOC-8806

Device Manager

Table 8-1: Issues Resolved in Release

Incident Description

AWS: SBC automatic backup is not working on mixed network interfaces
(WS + LAN).

OVOC floating license supports hostname length more than 15 characters.
Slow Ul tables performance.
Device details description field text is cleared upon Device edit.

Connectivity problem for auto-detected devices behind NAT with non-default
SNMP port to OVOC (not 161).

Several REST paths experienced CSS vulnerability.
Apache security fix CVE-2021-40438.

Updates to NSS package nss-3.67.0-4 with vulnerability fix.

Call SIP ladder PCAP export displays malformed packets.

Analytics API is missing columns under Calls view.

OVOC upgrade failed due to insufficient diskspace under /var partition.

On the AWS/Azure platform, static routes are removed after reboot.

OVOC-8825 Generated configuration files do not display the correct time in the UL.

OVvVOC-9123 Configuration set parameter switches to NONE after performing an Add
operation.

OVOC-8950 Delete User configuration Action buttons are not displayed in the Manage
Multiple Users screen.

OVvVOC-9123 Configuration set parameter switches to NONE after an add operation.

OVOC-8950 Delete User configuration Action buttons are not displayed.

OVOC-6240 IP Phone Manager report is missing columns.

OVOC-7933 Device Manager sends incorrect passwords to IP phones.
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9. Known Limitations and Workarounds

9 Known Limitations and Workarounds

The table below lists the Known Limitations and Workarounds for this release.

Issue

OVOC Server
Clean
Installation or
Upgrade on HP
DL G8 machine.

Upgrade from
EMS to OVOC.

High Availability
on OVOC Bare

Table 9-1: Known Limitations and Workarounds

Problem/Limitation

A clean installation or upgrade from Infra
OVOC Version 7.8 is not supported on

HP DL G8 machines. This installation

or upgrade will fail if attempted on this
platform. See Product Notice - EOS
Announcement of HP ProLiant DL360

G8 Server.

An upgrade from EMS Version 7.2 to | Infra
OVOC Version 7.8 is not supported.

High Availability is not supported for Infra
OVOC servers on the Bare Metal

Component

Comments and
Workaround

Perform installation
or upgrade of the
OVOC server on HP
DL G10 machines or
on one of the
supported Virtual
machine platforms
to Version 8.0.

-Make sure the EMS
is version 7.2

- First upgrade to
Version 7.4 (refer to
document Migration
from EMS and SEM
Ver. 7.2 to One
Voice Operations
Center) and then
upgrade to Version
7.8.

Metal platform | platform.
Backup and When running a backup on the Bare- | Infra -
Restore metal or the Virtual server-based
platforms, it's not possible to restore
the backed-up data to Cloud-based
server platforms.
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Issue Problem/Limitation G GRS 200G
Workaround
Browser cache | Cache memory browser overload Infra See the following
causes performance degradation. link for information
In addition, after upgrade to the new on improving
OVOC Version its recommended to browser
clear your browser cache. performance.
https://7labs.io/tips-
tricks/clear-site-
specific-cookies-
cache.html
AWS/Azure OVOC background disk extends Infra This functionality will
Storage process sometimes fails during second be supported in a
extends extend operation. future release.
operations
Cloud The Cloud architecture feature for

Architecture

IPv6
Networking

binding SBC communication to a
dedicated tunnel is only supported on
the AWS, Azure, VMware and HyperV
platforms.

o AWS, Azure platforms with a
maximum of 500 connected devices
and 120 CAPS.

e VMware, HyperV platforms with a

maximum of 100 connected devices
and 30 CAPS.

The Cloud Architecture feature is not Infra
supported for an IPv6 connection.

Public Cloud Networking with AWS and | Infra
Azure ethernet interfaces are not
supported over IPv6.
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9. Known Limitations and Workarounds

Issue

Problem/Limitation

OVOC Main Management interface
only supports IPv4.

IPv6 MSBR Device Management:

License actions (Fixed/Floating/Flex
license) are not supported for IPv6
MSBR devices.

External Server Multi-tenancy is not supported for the

Authentication

RADIUS server.

o The option “Use LDAP Credentials
for Device Page Opening” is not
supported for operators when the
LDAP “Level” parameter is set to
Admin (1)

« The option “Use RADIUS
Credentials for Device Page
Opening” is not supported for

operators when the RADIUS “User

Level” parameter is set to
Administrator (100)

o Tenant operators with Tenant

Monitor Links security level are not

supported for RADIUS
authentication.

Component Comments and
Workaround

Infra

Management

Management -

Management This functionality will
be supported in a
future release.

Management -
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Issue

Certificates

MS Kerberos

Single Sign-on

Problem/Limitation

If you have installed SSL certificates for Management
Microsoft Active Directory, MS-SQL

Server or for LDAP User authentication

and you then run the Server

Certificates Update procedure in the

EMS Server Manager, these Microsoft

certificates are overwritten.

If you are configuring the connection to | Management
the MS-SQL server with SSL using a

certificate file, and then one of the

following occurs:

o Reload of a different certificate file
for this SQL server.

« Adding of an additional SQL server
with a different certificate file.

The connection between the OVOC
Server and the MS SQL server may
fail.

MS Kerberos-based authentication on ' Management
OVOC (including OVOC/Lync/Tenant

users AD) is not supported.

Single Sign-on is not supported for Management

devices with firmware versions prior to
Version 7.0 and for CloudBond,
SmartTAP and MP2XX (all versions).

Component

Comments and
Workaround

Before running the
Server Certificates
Update procedure,
ensure that you
have backed up the
Microsoft
Certificates to an
external location.

After running the
Server Certificates
Update procedure,
reload the Microsoft
Certificates in the
OVOC Web.

After reloading the
new certificate file,
restart the OVOC
server using the
EMS Server
Manager.

This issue will be
fixed in a future
release.

This issue will be
fixed in a future
release.

Release Notes

66

Document #: LTRT-90566



Release Notes

9. Known Limitations and Workarounds

TR Component Comments and
Issue Problem/Limitation Workaround
Alarms The Overflow alarm is not cleared if Management This issue will be
Forwarding raised during OVOC shutdown. resolved in a future
release.
OVOC supports a maximum of 10 Management Contact AudioCodes
alarm forwarding rules for SNMP trap support to change
rule destination for the entire system. this number per
customer scenario.
Mass Mass operations on AudioCodes Management -
Operations devices such as reset or firmware
upgrade can be done for a maximum of
500 devices (or maximum devices in a
single table page).
Floating The Floating License does not support | Management -
License multi-tenancy.
Device When OVOC is operating at its Management Customers who
Manager Pro- | maximum specifications for call wish to use more
storage, limit the Device Manager Pro (up to the limit
allocated disk for firmware storage to defined) must
1.5GB. configure the call
storage settings (#
of days) so that it
will only use 95% of
the max storage
capacity.
Alarms When managing more than 5,000 Management This functionality will
Suppression devices (gateway/SBC/MSBR), alarms be supported in a
suppression must be disabled. future release.
User Opening the UMP device page from Management Upgrade to Version
Management  OVOC is not possible for UMP versions 8.0.100.
Pack (UMP) prior to Version 8.0.100.
Voice Al The following features are not Management These features will
Connect supported for this release: be supported in a
backup/restore and Single Sign-on future release
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Issue

SBC Privacy
Mode (Pl
Masking)

QoE for
AudioCodes HA
Devices

When SBC PIl masking is enabled on

Problem/Limitation

SBC devices, Pll masking is applied to
the following data (according to the
number of masked digits configured on
the SB):

Usernames/hosts displayed in the
Calls Table/Call Details/SIP ladder
screens are masked.

Calls correlation for calls between
SBC and Teams is based on URI
and will not be operational.

User data is not expected to be
operational for all the users for
which calls are passed via SBC that
report masked data (Operators
should ignore all the user statistics
when **** appears in the
username).

Links defined based on phone
prefixes will not be operational.

Users/URI statistics will not be
operational for masked users/hosts.

Users/URI statistics Reports will
also contain masked users/hosts
and therefore operators should also
ignore all data when **** appears in
the username .

When there is active call traffic on QoE
AudioCodes HA devices during HA
switchover, the OVOC QoE application

does not recognize this traffic and

therefore does not display and

calculate the QoE data for this traffic.

Applicable for all AudioCodes HA
devices.

Management

Component Comments and

Workaround

This issue will be
resolved in a future
release.
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Issue

Calls
Correlations

Active Directory
for user

s sync

Voice Quality
Package

Device
Manager Pro

Problem/Limitation

= SBC-TEAMS failed calls are not QoE
correlated if the TEAMS notification
is received less than five minutes
after the call has ended.

= SBC-TEAMS calls are correlated if
the reported time difference
between the SBC and TEAMS call
is more than two seconds.

= SBC-TEAMS calls are not
correlated if Azure Active Directory
is not defined as the Users Sync
source.

Test Connectivity is successful even QoE
though the password is incorrect.

Forked calls are NOT supported by QoE
OVOC QoE.

Real time information, for example, in | QoE
the Network/Statistics screens is only
supported for the last three hours.

SBC calls more than the pre-configured QoE
maximum monitored call duration of

three hours (e.g., the session of a

participant in a Skype for Business
conference call over an SBC) or an

SBC call that is incompletely reported

to the OVOC server are not displayed

in the Calls List.

Adobe has stopped supporting Flash | QoE
Player beginning December 31, 2020

(“EOL Date”). Version 7.6 and below
versions will no longer support QoE

reports.

Compatibility with Polycom devices:

Username is not displayed for
registered user and firmware upgrade
requires template to be applied
manually.

Irrelevant information is displayed in
the Version Info when selecting menu
action “More Info”.

Component

Polycom CCX

IPPUC devices

Comments and
Workaround

This issue will be
fixed in a future
release.

This functionality will
be supported in a
future release.

This functionality will
be supported in a
future release.

This limit can be
extended at the
request of
AudioCodes
support.

New HTML5-based
reports module are
available in OVOC
Version 8.0.
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Component Comments and

Issue Problem/Limitation Workaround

On rare occasions pictures of devices | All devices -
are not always displayed in the Device
Status screen.

e When choosing “Collect logs” Device Manager
option, a confirmation message is | cannot distinguish
displayed even though this feature | between device
is only supported for Native Teams | types in context to
devices from version 1.14.x and their relative
later. supported features.

o NAT Management:

v IP Phones can only be
managed behind NAT for
Native Teams devices and for
IPPUC devices (only from
version 3.4.6 and later).

v Specific actions are not
supported for specific device
types.

v' Alarms details display the public
IP address of the devices’
network instead of its private IP
address.

« BT and WiFi statuses are not
displayed for all devices.
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