QX audiocodes

Configuring Certificates

For AudioCodes MediaPack™ Series

This document describes how to configure certificates on the AudioCodes MediaPack Series
VolP Analog Gateways to enable secured management (HTTPS).

The procedure below describes how to exchange a certificate with the AudioCodes Certificate
Authority (CA). The certificate is used by the MediaPack device to authenticate the connection
in secured mode using HTTPS.

The procedure involves the following main steps:
1. Generating a Certificate Signing Request (CSR)
2. Requesting to sign Device Certificate by AudioCodes CA
3. Obtaining Trusted Root Certificate from AudioCodes CA
4. Deploying Device and Trusted Root Certificates on the MediaPack

To configure a certificate on MP-1xx devices:

1. Open the Certificates page (Configuration tab > System > Certificates).

Figure 1: Certificates Page - Creating CSR

w Certificate Signing Request
Subject Name [CN] 002081 3c2Ta
Organizational Unit [OU] (eptional)
Company name [O] {(optional)
Locality or city name [L] (optional)
State [ST] (opbional)
Country code [C] (optional)

Create CSR

After creating the CSR. copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

----- BEGIN CERTIFICATE REQUEST-----
MIIBV]CEWATBADAXMRUWEWYDVQQDDAWWMD kWOGY XM2MyN2EWEZBWDQY JKoZThveN
AQEEEQADZYBAMIGIACGEANMI sTESEBUIYLPI®ZNCL/ / kBKFMYbxVWVCQgg2ydpet
bxpItSMikQEIOSHAL 1947exr hpQePCHAdGy FaOUGGSXNZpPRZ XxPy+hAhXk 2 F35ApT
uk01jQIrHpIIhskBdPCTcaaz 1j+ehyUHL7DIqz shECKB+nvKml7NyUshrrives3p
AgMBAAGEADANEZkqhkiGIWRBAQUFAADBEQCT+zpesxxaihEXxHcbjxGSZeeinDnis
SDtNYkSFS3dELICZIUELqupKdKa3kdZYRA+Z IXGY XOJPNr4EKEOXdrlPsoTME1Eg
SmiaQLIpENSYEMTISSIPCUBYHVHIZ+rFEnqqMIUMNEHHBOMY 18 IgI7ZBIFBRLOE
FLrEnSOM7ECUSE==

----- END CERTIFICATE REQUEST-----

2. Inthe 'Subject Name' field, enter the MediaPack's MAC address (e.g., 00908f13c27a).

3. Click Create CSR; a certificate request is generated.
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4. Copy the CSR from the line "----BEGIN CERTIFICATE" to "----END CERTIFICATE
REQUEST----" to a text file (such as Notepad).

5. Enter the MediaPack's MAC address on the first line of the text file and then save the
file to a folder on your computer with the file name <MediaPack MAC>.txt (e.g.,
00908f13c27a.txt).

Figure 2: Certificate Request (CSR) Text File

e '
| 00908F13c27a.txt - Notepad =]

File Edit Format WView Help

[p0908F13c27a -
————— BEGIN CERTIFICATE REQUEST-----
MIIBVjCBwAIBADAXMRUWEWYDVQQDDAWWMDRWOGYHMEMENZEWQZBWDQYJKOZIhVEN
AQEBBQADQYOAMIGIAOGEBANMASTIESERBUIYLPIOZNC T/ /kBkPMYbxViwvCQgg2ydpbt
bxpltsmi QEIn9H3L194?exrhpqePcHdefGOUGGstZanszv+hAthZF3SApf
uk01jQIrHpIdhskBdPCTcaazZ Jj+ehyUHLY DIgzshEOXB+nvKm] 7 NyUshrrwves 3p
AgMEAAGOADANEgkghk1GOwWOBAQUFAAOBQQCT+2zp+sxxaihEXHCbjXGSZ00inDnid
9DTNYk5Fs3dBLICZiUBLqupXdKa3kdZyR4+zIXGYx0jPNr4EKBOXdr1Ps0TME1T By
5mjagL 9pENSYEM7 955IPcuByWvH3Z+r ftnggM1lUMNEHHBOMY 1 8IQI7ZzBIFBRLQO:
FLren>0m/Ecubg==

L T T Tl ) A

6. Send the saved CSR (00908f13c27a.txt file) to the AudioCodes Certificate Authority
(CA) Administrator for signing.

7. You will receive a zip file from the AudioCodes Certificate Authority Administrator,
containing two files: the signed certificate (in our example, 00908f13c27a.crt) and the
root certificate (trust.pem). Save these files to a folder on your computer.

8. In the MediaPack's Web interface, return to the Certificates page (see Step 1), scroll
down to the ‘Upload certificate files from your computer’ group, and then do the
following:

a. Inthe 'Send Device Certificate file..." field, click Choose File, and then select the
00908f13c27a.crt certificate file that you saved on your computer in Step 7.
Click Send File to upload the certificate to the MediaPack.

Confirm that the file was successfully loaded to the device.

d. Inthe 'Send Trusted Root Certificate Store file..." field, click Choose File, and then select
the trust.pem certificate file that you saved on your computer in Step 7.

e. Click Send File to upload the certificate to the MediaPack.
f.  Confirm that the file was successfully loaded to the device.
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Figure 3: Certificates Page (Uploading Certificate)

w Upload certificate files from your computer

Private key pass-phrase (optional) |em |

Send Private Key file from your computer to the device.
The file must be in either PEM or PFX (PKCS£12) format.
Cheose File | Mo file chosen Send File
Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose File | No file chosen Send File

Send "Trusted Root Certificate Store” file from your computer to the device.
The file must be in textual PEM format.

Choose File | No file chosen Send File

9. To avoid connectivity issues of the different browsers, it is recommended to change
the default value of the ‘HTTPS Cipher String’ parameter to RC4:ALL:

a. Open the Web Security Settings page (Configuration tab > System > Management >
WEB Security Settings).

b. Change the value of the ‘HTTPS Cipher String’ parameter to RC4:ALL.
Figure 4: HTTPS Cipher String

Welh = SR - -\
w General
Voice Menu Password |12345 |
% Secured Web Connection (HTTPS) | HTTP and HTTPS v |
Requires Client Certificates for HTTPS connection | Disable v |
% HTTPS Cipher String [RC4:ALL |
10. Reset the MediaPack device with a burn to flash for your settings to take effect.
!
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To verify that an MP-1xx device has the correct signed certificate:
1. Open the Certificates page (Configuration tab > System > Certificates).
2. Inthe ‘Certificate information’ group, check that the certificate values are correct:
e 'Certificate subject' should be equal to the device’s MAC address only
'Certificate issuer' should be different than the Certificate subject

'Time to expiration' and 'Key size' values are per requirements

'Private key' status value is OK

Figure 5: Certificates Page — Example of the Correct Signed Certificate Information

¥ .
- Certificates

w+ Certificate information
Certificate subject; SO=ACL/CN=00908f13c27a
Certificate issuer: JO=ACL/CN=CA_1B
Time to expiration: 7259 days
Key size: 1024 bits
Private key: (n] 34

If the values of the Certificate subject and Certificate issuer are identical and the
format is ACL_<Serial Number> (which indicates that the device is loaded with the
default, self-signed certificate), the device does not include a signed certificate by

AudioCodes.
Figure 6: Certificates Page — Example of the Default Certificate Information
y .
- Certificates
w» Certificate information
Certificate subject: SCN=ACL_1294970
Certificate issuer: JCN=ACL_1294970
Time to expiration: 4737 days
Key size: 1024 bits
Private key: QK
!
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To configure a certificate on MP-1288 devices:

1. Open the TLS Contexts table (Setup menu > IP Network tab > Security folder > TLS
Contexts).

2. On the TLS Contexts page, select the default TLS Context index (0) row, and click the
Change Certificate link located below the table; the Context Certificates page appears.

Figure 7: Certificates Page - Creating CSR

CERTIFICATE SIGNING REQUEST

Common Mame [CN] 00908fEhd529
QOrganizational Unit [OU] {optional)

Company name [CQ] {optional)

Locality or city name [L] {optional)

State [ST] {optional)

Country code [C] (oprional)

1st Subject Alternative Name [SAN] EMAIL »
2nd Subject Alternative Name [SAN] EMAIL »
3rd Subject Alternative Name [SAN] EMAIL »
4th Subject Alternative Name [SAN] EMAIL »
5th Subject Alternative Mame [SAN] EMAIL »
Signature Algorithm SHA-256 hd

Press the "Generate Self-Signed Certificate” button to create self-signed certificate.
Note that the certificate will use the subject name configured in "Certificate Signing Request” box.

Generate Self-Signed Certificate
Create CSR

After creating the C5R, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

-----BEGIN CERTIFICATE REQUEST-----

Npbpef4txpkNgd0J311
HY1rX/ksCPp

CopfNeF3Drz3efPALKTFti
Gagrgzajxdjv/BHOAFIAENEKBpP

In the 'Common Name' field, enter the MP-1288's MAC address (e.g., 00908f8bd529).
Click Create CSR; a certificate request is generated.

Copy the CSR text (from "----BEGIN CERTIFICATE" to "----END CERTIFICATE REQUEST--
--" to a text file (such as Notepad).

6. Enter the MP-1288's MAC address on the first line of the text file, and then save the
file to a folder on your computer with the file name <MediaPack MAC>.txt (e.g.,

00908f8bd529.txt).
!
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Figure 8: Certificate Request (CSR) Text File

| DD908fELA529.txt - Notepad - O e

File Edit Format View Help

pe9esfabds29

————— BEGIN CERTIFICATE REQUEST-----
MIIBV]CBwAIBADAXMRUWEWYDVQQDDAWMMDkwOGY4YmQ1M] kwgZ 8wDQY JKoZIhwcll
AQEBBQADgYRAMIGIA0GBAPQiak3vGsPBbBmgxqSipbpefdtxpkiqd0]311bjN15m
1FAXEFVT cEXCUxTx6WP+9XuPzDDzw@1WbgsSAmILNHY 1rX,/ksCPptzhelzdfwFf5
SABYFql+va2 7kKZHPnmOu9s7t83qevlbds+VQX4dpzRcRoc JowiGViscQgbg+7jB5
AgMBAAGEADANBgkghk1G9wEBAQsFAADBEQCis8b77RkGaln7uF1PSmRbtxa9Llavr
SW1UvBMeyQuQWACYYNsrFg2rgSy9Ym/t+ibyxoPVHCCopfNeF3Drz3efPAIKTFE1
OXFUWSN/pFbERPAPc+N5mGV gD 7wz IvLXFTRKIGagrgzajxdjv/8HOAF IASNBKBpP
D3QXBTXUKIVT Yiw==

----- EMD CERTIFICATE REQUEST-----

Ln1, Col1 100%  Windows (CRLF) UTF-8

7. Send the saved CSR (00908f8bd529.txt file) to the AudioCodes Certificate Authority
(CA) Administrator for signing.

You will receive a zip file from the AudioCodes Certificate Authority Administrator,
containing two files: the signed certificate (in our example, 00908f8bd529.crt) and the
root certificate (trust.pem).

Unzip and save the two files to a folder on your computer.

On the MP-1288's Web interface, return to the TLS Contexts page (see Step 1) and do

the following:

a. Inthe TLS Contexts page, select the default TLS Context index (0) row and click the
Change Certificate link located below the table; the Context Certificates page appears.

b. Scroll down to the Upload certificates files from your computer group.

Click the Choose File button corresponding to the 'Send Device Certificate...' field.

d. Navigate to the certificate file obtained from the CA (in our example, 00908f8bd529.crt)
and saved on your computer in Step 8 and click Load File to upload the certificate to the
MP-1288 device.

Figure 9: Uploading the Certificate Obtained from the Certification Authority

o

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER

Private key pass-phrase (optional) e

Send Private Key file from your computer to the device.
The file must be in either PEM or PEX [PKC5#12) format.

Choose File | Mo file chosen Load File

Mote: Replacing the private key Is not recommended but if It's done, It should be over a physically-secure network link.

Send Device Certificate filz from your computer to the device.
The file must be in textual PEM farmat.

Choose File | Mo file chosen Load File <«
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10. Confirm that the certificate was uploaded correctly. A message indicating that
the certificate was uploaded successfully is displayed in blue in the lower part
of the page.

11. Onthe MP-1288's Web interface, return to the TLS Contexts page.

a. Onthe TLS Contexts page, select the default TLS Context index (0) row, and
click the Trusted Root Certificates link, located at the bottom of the TLS
Contexts page; the Trusted Certificates page appears.

b. Click the Import button, and then select the frust.pem certificate file saved on
your computer in Step 8.

12. Click OK; the certificate is loaded to the device and listed in the Trusted

Certificates store:
Figure 10: Example of Configured Trusted Root Certificates

@ TLS Context [#0] > Trusted Root Certificates

[impor [ por Jremoe

INDEX  SUBJECT ISSUER EXPIRES
0 CA_B8 RootCA 1/01/2030
1 RoOOTCA RoOOICA 1/01/2030
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To check that the MP-1288 device has the correct signed certificate:

1. Open the TLS Contexts table (Setup menu > IP Network tab > Security folder > TLS
Contexts).

2. In the TLS Contexts page, select the default TLS Context index (0) row, and then click
the Certificate Information link located at the bottom of the TLS.

3. Validate the certificate Status and Common Name:

Figure 11: Certificate Information Example

@ TLS Context [#0] = Certificate Information

PRIVATE KEY

Key size: 2048 bits

Status:

CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 95 (0x5f)
Signature Algarithm: sha236WithRSAEnCryption
Issuer: O=ACL, CN=CA_BS

Walidity
Mot Before: Jan 1 00:00:00 2000 GMT
Mot After - Jan 1 00-00- 030 GMT

Subject: O=AC
Subject Public ke .
Public Key Algorithm: rsaEncryption
R5A Public-Key: (2048 bit)

AudioCodes Inc. International Headquarters Contact
200 Cottontail Lane, Suite A101E 1 Hayarden Street, Airport City, Lod 7019900 www.audiocodes.com/contact
Somerset, NJ 08873 Tel: +972-3-976-4000 Fax: +972-3-976-4040 Website

Tel: +1-732-469-0880 Fax: +1-732-469-2298 www.audiocodes.com


http://www.audiocodes.com/contact

