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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility for
errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.

Date Published: January-30-2025

Security Vulnerabilities

All security vulnerabilities should be reported to vulnerability@audiocodes.com.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any comments
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form
on our website at https://online.audiocodes.com/documentation-feedback.
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1. Introduction Extend Service

1 Introduction

This document is intended for the Microsoft Teams IT administrator of the subscribers belonging to
the end-customer.
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2 Microsoft Teams Administrator

This section describes the procedures that the Microsoft Teams administrator needs to perform.
These procedures are done in the Teams Admin Center.

The Teams Admin must make sure that the following are fulfilled prior to end user onboarding of the
Mobile Connect service:

m  Verify user access to Microsoft SIP Gateway. The Calling Policy assigned to users must have
SIP devices can be used for calls enabled.

m  Verify users have Teams calling plan and DID.
m  Configure access to the Tango Extend Provisioning app in Teams:
° Ensure that the Extend app is set to Allowed.
° Review app permissions and provide consent.
° Define Permissions policies to control access to the Extend app.
° (Optional) Setup policy to control installed and pinned apps.
B Verify that the end-user has a compatible mobile device that is carrier unlocked:

See Supported Phones - Tango Networks for supported devices.

2.1 Verifying User Access to Microsoft SIP Gateway

The following procedure describes how to verify that Microsoft SIP Gateway is available for your
organization.

To verify user access to Microsoft SIP Gateway:

1. Signinto the Teams admin center.

2. Inthe navigation pane, expand Teams devices and check if the SIP devices item is listed under
it. If yes, the SIP Gateway service is enabled for your organization. If no, continue to Step 3 to
enable SIP Gateway for Teams users.

H | dhcontoso Electromics  McrmaotTooms s corer .

SIP devices

Devices summary Hewtn summenary

2.1.1 Enabling SIP Gateway for Teams Users
The following procedure describes how to enable SIP Gateway for your Teams users.

To enable SIP Gateway for Teams users:

1. Inthe navigation pane of Teams admin center, expand Voice, and then click Calling policies.

2. Select Manage policies, and then select the appropriate calling policy assigned to users or, if
necessary, create a new calling policy and assign it to the required users.

Click the toggle button to turn on the SIP devices that can be used for calls.
4. Click Save.
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Assigning a Specific Teams Calling Policy to Users

The following procedure describes how to assign a specific Teams Calling Policy to a user.

To assign Calling Policy to Teams users:

1.

2
3.
4

In the navigation pane of Teams admin center, expand Users, and then click Manage users.
On the page, select the user to update.
Select the Policies tab, and then click Edit.

Select the appropriate Calling Policy, and then click Apply.
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2.2

Verifying Users have Teams Calling Plan and DID

Verify that users have an Operator Connect or Direct Routing number type and DID.

To verify users have Calling Plan and DID:

1. Inthe navigation pane of Teams admin center, expand Users, and then click Manage users.
2.  Onthe page, select the user to update.

3. Select the Account tab, and then verify that there is an assigned phone number and that the
phone number type is one of the following:

° Operator Connect

m Teams Voice

General information

° Direct Routing

Assigned phone number

+146¢

Phone number type

Operator Connect
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2.3

23.1

2.3.2

Configuring Access to Tango Extend Provisioning App

Ensuring Extend App is "Allowed"

To ensure Extend app is "Allowed":

1. Inthe navigation pane of Teams admin center, expand Teams apps, and then click Manage
apps.

2. Inthe 'Search by name' box on the right side of the page, type "Extend".
From the resultant search list, click the Extend app.

4.  Verify that the 'Status' field is switched to Allowed.

Manage apps \ Extend

Extend
Publisher attested
Tango Networks
Version
Status (O 1.0.0
@D Alowed Customizable
Install for everyone Yes

By using this app, you and your users agree to the Privacy policy and Terms of use

Do NOT install the Extend app for everyone, unless the entire organization will be using
the service and there are enough resources (eSIMs) available. Instead, follow the
instructions in the next section to control which users are entitled to the Extend service

Control Entitlement to Extend for Teams Service
You can control which users can access the Extend app, as described in the following procedure.

To control access to Extend:

1. Inthe navigation pane of Teams admin center, expand Teams apps, and then click Manage
apps.

2. Select the Users and groups tab.

3. Under the Available To group, click the Edit availability button; a dialog box appears on the
right pane.

4. From the ‘Available to’ drop-down list, select Specific users and groups to control entitlement
to the Extend for Teams service.

5.  Select the users and/or groups, and then click Apply.
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Edit availability

Extend

Tango Metworks

Manage who can install this app

Available to

@ Everyone R

@ Everyone
Everyone can install and use this app,
including people in my org, guests, and

external users.

1
: @ Specific users or groups 1
: Only selected users and groups can install and :
1 use this app. :
1

. Mo one Specific users or groups

MNobody can install or use this app.

Apply Cancel

2.3.3  Consenting to Extend App Permissions

To consent to app permissions:

1. Inthe navigation pane of Teams admin center, expand Teams apps, and then click Manage
apps.
In the 'Search by name' box on the right side of the page, type "Extend".

From the resultant search list, click the Extend app.

Select the Permissions tab.

Click the Review permissions and consent button.

Provide or select your Teams admin user credentials; a pop-up dialog box appears.

N o v s wN

Review the required permissions and then click the Accept button.

About Settings Plans and pricing

A rmissions
i e B Microsoft

* Receive messages and data that | provide ! mixenishop@tango-networks.com
® Access my profile information such as my 1

preferred language. Permissions requested
Review for your organization
Extend
Org-wide permissions Tango Networks &
This app has been granted consent for some g This app would like to:
details. \/ Sign in and read user profile

v Read all users' full profiles
As an admin you can review and accept the perm
i ization. is 50 1 I you accept, this app will get access to the specified resources for al
users_m .your orgamzano_n Yo.u would do this so kotis stk sy rsueipprab iy ety
permissions for the app individually when the ap; permissions.
Accepting these penmissions means that you aliow this app to use your

. data as specified in their terms of service and statement. You can
Use the below button to grant admin consent. Le cnange these pamwo:\sn :npsw/mynpps mictosf.com. Show
details

Review permissions and cons...

Does this app look suspicious? Report it here

Cancel
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23.5

Defining Permissions Policies for Access to Extend App

To control user access to the Extend service, it is required that access to the Extend app be limited
to only those users requiring the service. Therefore, use Permission policies to control access to the
Extend app.

The following procedure uses an example that restricts access using the "Global (Org-wide default)"
policy.

To define access permissions to Extend app:

1.

N o v e wN

In the navigation pane of Teams admin center, expand Teams apps, and then click Permission
policies.

Select Global (Org-wide default).

From the 'Third-party apps' drop-down list, select Block specific apps and allow all others.
Click the Block apps button.

In the 'Search by name' field, type "Extend", and then click Add.

Click the Block button to confirm the app(s) to block.
Click the Save button.

Add third-party apps

Search for apps you want to add or to see a list
of apps go to Manage apps.

Extend x

Apps to add (1)

ﬂ Extend %
Tango Metworks

Creating and Assign App Setup Policies

To create app setup policies:

1.
2.

Move up.
Click the Save button.
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In the navigation pane of Teams admin center, expand Users, and then click Manage users.
Select the user whose policies you need to update.

Select the Policies tab, and then click the Edit button.

Select the Teams user with e-Sim.

Click the Apply button.

N o v s Ww
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