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This Product Notice announces an important Microsoft security update that affects 
the authentication token requirements for integration of AudioCodes User 
Management Pack 365 (for various AudioCodes services) with Teams PowerShell 
Module.  

We are reaching out to inform you of an important security and authentication update 
that may impact your integration with Microsoft Teams PowerShell Module. As part of 
Microsoft’s ongoing commitment to strengthening security across Microsoft 365 services, 
Microsoft is updating the authentication requirements for application-based 
authentication with Administrative Units in the Teams PowerShell Module. For full details, 
go to Microsoft documentation. 

These changes are designed to ensure that Entra applications with Administrative Units 
used for backend access to Teams PowerShell are properly scoped and secured. 

 

If your organization uses Entra applications (Application Registration Token) to automate or 
manage Teams through PowerShell, action is required to avoid service disruption: 

• RoleManagement.Read.Directory: Required for all Entra applications to verify association with 
an Administrative Unit. 

• GroupMember.Read.All: Required if your application with Administrative Units uses the following 
cmdlets: 

✓ *-CsGroupPolicyAssignment 

✓ *-CsGroupPolicyPackageAssignment 

No changes are required for delegated permissions. 

 

1. Review your Entra applications: 

✓ Go to Microsoft Entra ID > Roles and administrators. 

✓ Check the Teams Administrator roles for any Entra applications or service principals, 
under the scope of Administrative Units, used with Teams PowerShell. 
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2. Update API permissions: 

✓ Navigate to Microsoft Entra ID > App registrations. 

✓ Locate the relevant application under the scope of Administrative Units and add the 
following permissions: 

▪ GroupMember.Read.All 

▪ RoleManagement.Read.Directory 

 
For any enquiries or support, please contact AudioCodes Maintenance and Support. 

 

Service will be restored for the Application Registration Token UMP 365. 

 

• Standalone UMP 365: 

✓ Direct Routing Hosted Essentials Plus 

✓ Direct Routing Hosted Pro 

• Live Platform Services: 

✓ Direct Routing Hosted Essentials Plus 

✓ Direct Routing Hosted Pro 

✓ Operator Connect Hosted Essentials Plus 

✓ Operator Connect Hosted Pro Tenant 
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