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Product Notice #0233
EMS Client Operation for Java Versions 7 and 8

Notice Subject

The EMS client, running on Microsoft™ Windows™, displays the EMS GUI that allows operators to
configure AudioCodes products through its Element Management System (EMS). If you have installed
Java Versions 7 or 8 on your PC, you need to perform an update, as described in this
Product Notice, in order for your EMS client to function correctly.

http://EMS-IP/jaws) and is irrelevant when installing the EMS client using the AudioCodes-supplied
Installation DVD.

: Note: This Product Notice is applicable only when connecting to EMS using Java Web Start (i.e.,
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Notice Details

This Product Notice describes the procedures needed to update the Java security level on your PC so
that the Java Web Start EMS client will function correctly. This notice is relevant for Java Versions 7
and 8.

Using Java Version 7

If you have installed Java Version 7 on your EMS client, do the following:

1. Open the Java Control Panel (Start > Program Files > Control Panel > Java).
2. Click the Security tab, and then set the 'Security Level' to Medium.

[

| General I Update | Java | SECUFit\"El Aduancedl

Enable Java contentin the browser

Security Level

@| - - Very High

High {minimum recommended)

[ Medium

Least secure setting - All Java applications will be allowed to run after presenting a security prompt.

Exceplion Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts,

Click Edit Site List...
to add items to this list.

Edit Site List...

Restore Security Prompts ] [ Manage Certificates. .. ]

[ OK ] l Cancel Apply

3. Click OK.
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Using Java Version 8

If you have installed Java Version 8 on your EMS client, do the following:

1. Open the Java Control Panel (Start > Program Files > Control Panel > Java).

2. Click the Security tab and set the Security Level to High.

& Java Control Panel =

General | Update | Java | Security || Advanced

Enable Java contentin the browser

Security level for applications not on the Exception Site list

(") Very High - Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

(@) High - Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
hitp://10.3.180.2 -
http://10.3.180.6 y Edit Site List...
Restore Security Prompts Manage Certificates...
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3. Click Edit Site List..., and then click Add.

.
| % Exception Site List e

Applications launched from the sites listed below will be allowed to run after the appropriate security prompts.,

Location

"l http:/f10.3.180.10
Uly htip:/f10.3. 180.34
Uy htip:/f10.3. 180.4
Yl http:/f10.3.180.7
i htip:/f10.3.180.8

Add Remove
'-'Ih FILE and HTTP protocols are considered a security risk. ‘We recommend using HTTPS sites where available.

o] [ cm

4. Enter the server IP address in http://<server IP> format.
5. Click OK to close the Exception Site List window.
6. Click OK to close the Java Control Panel.
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