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Configuration Note Notices

Disclaimer

This MSBG Configuration Note is designed to be a general guide reflecting AudioCodes in
configuring our system. These notes cannot anticipate every configuration possibility, given the
inherent variations in hardware and software products. Therefore, if you experience a problem
not detailed in this document, please notify AudioCodes’ Technical Support at
support@audiocodes.com, and if appropriate, we will include it in our next document revision.
AudioCodes Ltd. accept no responsibility for errors or omissions contained herein.

This document is subject to change without notice.
Date Published: March-22-2009

Version Information

Version Date of Modification Details of Modification
01 March 2009 Initial version by AudioCodes
Overview

This document describes the configuration required to setup Check Point Firewall and
AudioCodes’ MSBG active IPSec tunnel.

Targeted Audience

This document is intended for Engineers or Business Partners who are installing
AudioCodes MSBG in a Check Point environment.

Version 01 5 March 2009
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Configuration Note 1. Components Information

1.1

IP Phone

Components Information

Introduction

This configuration note provides step-by-step procedures on how companies can create a
secure VPN connection between a headquarters office and one of its branch offices using
the Check Point Firewall product. This solution includes all the branch required services,
routing and Firewall connectivity.

AudioCodes Multiservice Business Gateway (MSBG) provides multiple services included in
a single device such as firewall, access router, LAN switch, Session Border Control (SBC),
and a Voice-over-IP (VolP) media gateway. AudioCodes MSBG provides enterprises, on
one hand, with Local Area Network (LAN) connectivity that includes switching and
telephony capabilities such as VolIP, digital and analog telephony connectivity. On the other
hand, the MSBG also provides Wide Area Network (WAN) connectivity, where it is
implemented as the main branch office router that includes a superior Firewall solution with
Quality of Service (QoS) and Virtual Private Network (VPN) support.

This document focuses on the VPN settings and not on all other aspects that are involved
in setting up the MSBG (such as WAN interface, routing issues, NAT etc.).

Figure 1-1: Example Layout of an Interoperability Test Environment
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1.2 Check Point

Vendor Check Point
Model Firewall
Software Version R65 HFA2
Additional Notes None

1.3 AudioCodes MSBG

MSBG Vendor AudioCodes
Model MSBG
Software Version 4.9.2.5.50AL.028.

Additional Notes

Check Point Firewall 8 AudioCodes Interoperability Lab



Configuration Note 2. Check Point Setup Notes

2 Check Point Setup Notes
2.1 Check Point Configuration

Step 1: Create a New Community

B From the ‘'VPN’ menu, right-click and then select ‘New Community’ and ‘Star’.

b Security] :-é NAT l 1@1 SmartDeFense! {-R Conkent Inspection! Z SmartDefense Services @ YPN | Qo3 l ?ﬂ Deskbop |
[A]

m-@\,—m Mew Community
6l @ v RN Communities view
MSBG_TO_APC
Sort by 3
View 3

Print

Step 2: Create a New Community — General

B Provide a name and Comment for this ‘Star Community’ (e.g. MSBG_TO_APC).

Star Community Properties - MSBG_TO_APC

Satelite Gatewaps Mlemiiz: IMSEG_T 0_APC
- VPN Properties
i Tunnel M anagement Caomment: I

- Advanced Settings
Color:

Community Traffic Security Palicy

[T &ccept all encypted traffic Sdvanced... |

Mate: The ile applies for all Internally tanaged commurity members.

Log Traffic az defined in Global Properties, Logging T ab: IL.;.Q

(] I Cancel Help

Version 01 9 March 2009
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Step 3: Create New Community — Center Gateways

B In ‘Center Gateways’, click Add.

Star Community Properties - MSBG_TO_APLC

- General Center Gateways

i 5 atellte G atevsays Al the connections between the Gatewaysz below and the Satellite
WPN Properties [Fateways will be encrypted.

Tunnel Management Participant Gateways:
- Advanced Settings

dod. | Edi. | Bemove |

[ tesh center gatevsays

Check Point Firewall 10 AudioCodes Interoperability Lab



Configuration Note 2. Check Point Setup Notes

Step 4: Create a New Community — Add Center Gateway

Add Center Gateways [ x|
E foay o

The candidates muzt be defined as;

1. WPHM ingtalled.
2 erzion MG FP3 and above [Only for Internally managed].
3. Host, Gateway, Gateway Cluster or Interoperable Device

k. I Cancel | Help

B Select your object from the list (e.g. fw-sys) and then click OK.

Star Community Properties - MSBG_TO_APC

- General Center Gateways

All the connectiong between the Gatewans below and the S atelite
PN Properties [ ateways will be encrypted.

Turnnel Management Farticipant G ateways:
- &dvanced Setings
[ o

tdd. | Edi. | Bemove |

[T Mesh center gateways

Version 01 11 March 2009
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Step 5: Create a New Community - Satellite Gateways

B Click Add.

Star Community Properties - MSBG_TO_APC

— General Satellite Gateways

Al the connections between the G ateways below and the Center
G ateways will be enciypted.

Turnel M anagerment Participant Gateways:
- Advanced Settings

add.. | Edt. | Bemove |

Check Point Firewall 12 AudioCodes Interoperability Lab
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2. Check Point Setup Notes

Step 6: Create New Community — Add Satellite Gateways

Add satellite Gateways =

[]] F-msBG -

The candidates must be defined as:
1. VPM ingtalled.

2 Vergion MG FP3 and above [Only for Intermally managed].
3. Host, Gateway, Gateway Cluzter ar Interoperable Device

] I Cancel | Help |

B Select your object from the list (e.g. FW-MSBG) and then click OK.

Star Community Properties - MSBG_TO_APLC

WPH Froperties
- Tunnel Management
- &dvanced Setings

Satellite Gateways

All the connections bebween the Gatewayps below and the Center
(3 atewayz will be encrvpeed.

Participant G ateways:

[T PMsBc

tod. | Edt. | Remove |

Version 01
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Step 7: Create a New Community - VPN Properties

Star Community Properties - MSBG_TO_APC

Center Gateveays
Satelite Gateways
‘P Properties
Turnel Management
- Advanced Settings

¥PH Properties

IEE [Phaze 1] Propertiez

Ferform key exchange enciption with: IHDES -

L

Perform data integrity with; I MD5 -

Le

IPzec [Phaze 2] Properties

Perform IPsec data encroption with: |3DES j

Perfarm data integrity with: I MOE ;‘

From the ‘Perform key exchange encryption’ drop-down list, select ‘3DES’.
From the ‘Perform data integrity’ drop-down list, select ‘MD5’.

From the ‘Perform IPsec data encryption with’ drop-down list, select ‘3DES’.
From the ‘Perform data integrity with’ drop-down list, select ‘MD5’.

Check Point Firewall

14 AudioCodes Interoperability Lab



Configuration Note 2. Check Point Setup Notes

Step 8: Create a New Community — Tunnel Management

B Select the ‘One VPN tunnel per subnet pair’ option.

Star Community Properties - MSBEG_TO_APC

- General Tunnel Management

Center Gateways
Satellite Gateways
WPH Properties
Tunrel Managerment
- Advanced Sethings

Permanent Tunnels

[T Set Permanent Tunnels;

= O all tunmels in the community

£ O allturnels of specific Gateways Select Gateways... |

€ O specific unnels in the community Select Permanent Tunnels... |

[T Enatle Boute riection Mecharizm (B Sethings... |
Turrel dovr tracks ILDEI j
Tunne! up track: ||_.;.g j

WEM Tunnel Sharing
Contral the number of %PH tunnels opened between peer Gateways
" One WPM turnel per each pair of hosts
¥ One WPM tunnel per subnet pair
" OneYPM tunnel per Gateway pair

Thiz community containg member
V' Gateways that uze custom settings bare Informatiar,..
u 3 M

for WPM tunnel sharing.

k. I Cancel Help

Version 01 15 March 2009
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Step 9: Create a New Community — VPN Routing

B Select the ‘To center only’ option.

Star Commmunity Properties - MSBG_TO_APC

- General

- Center Gateways

- Satelite Gateways
PN Properties

- Tunrel Management
=8 .-'f-._dvanced Settings

{MEF (Multiple Entry Points]

¥PH Routing

Excluded Services
Shared Secret

- Advanced YPN Pr
L i Mode

Enable YPM routing for satellites:
% Tocenter only

™ To center and to other zatelites through center

" To center, of through the center ta ather satellites, ta intermet

and ather WP targets

o]

Help

Check Point Firewall
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2. Check Point Setup Notes

Step 10: Create a New Community — Excluded Services

B Click Add and then add IPsec.

Star Community Properties - MSBG_TO_APLC

- [@eneral
- Center Gateways
o Satellte G ateways
PN Froperties
o Tunrnel b anagement
- Advanced Settings
PN Rlouting
- MEP [Multiple Ent
L cluded Ser
- Shared Secret
- Advanced VPH P
L ire Made

I

T

Excluded Services

The following services are excluded from the commmunity.
Connections with theze services will nat be enciypted
and will nat match riles specifving the community in

the WM column.

Add.. Edit... Rermove

Version 01
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Step 11: Create a New Community — Shared Secret

B Select the ‘Use only Shared Secret for all External members’ check box.

Star Community Properties - MSBG_TO_APC

- General

Center Gateways
Satellite Gateways
WPN Properties

=- Advanced Settings
PN Routing

% Shared Secret

wiire Mode

Tunnel Management

- MEP [Multiple Entr,

Excluded Services

- Advarced WPN Pr

Shared Secret

¥ Usze only Shared Secret for all External members

Each Exsternal member will have the following

zecret with all internal members in thiz community,

Feer Mame

| Shared Secret

F-MESBGE

Edi... |

HEHE

Remove |

Check Point Firewall

18

AudioCodes Interoperability Lab



Configuration Note 2. Check Point Setup Notes

Step 12: Create a New Community — Insert Secret

B In the ‘Shared Secret’, click Edit.
B Enter the secret (e.g. ‘secret’).

Star Community Properties - MSBG_TO_APC

— General Shared Secret

. Center Gateways

. Batelite G ateways
- WPN Properties

‘- Tunnel ki anagement

¥ Use only Shared S=cret for all External members

ad J St E ach Esternal membszr will have the following
E- Oyanee et.tmgs zecret with all internsl members in this community.
i WPM Routing

- MEP [Multiple Entr,
- Eucluded Services
Shared Secret

- Advanced VPN Pr Peer Name | Shared Secret |
L Wire Mode Pi-MSEG s

Edi... | Bemove |
Insert Secrekt E |

Enter zecrat; |uuuu

OE. C |
ok | ancel | =

Version 01 19 March 2009
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Step 13: Create a New Community — Advance VPN Properties

B Fill as below.

Star Community Properties - MSBG_TO_APC

— Gereral Advanced ¥YPN Properties
- Center Gateways

- Satellite G ateways IKE [Phase 1]
PN Properties

Tunnel Management Uze Diffie-Helmat group: IG":'”F' 2 (1024 bit) j
= Advanced Settings
i WPN Routing
MEP [Multiple Entr Renegatiate [KE secunty associations every |1 440 3: rnintes
i Encluded Services ru ]
5 e aggressive mode
- Shared Secret 2
& dvanced VPN Pr IPzec [Phasze 2|
o wine Mode
¥ Use Perfect Forward Secrecy
Use Diffie-Helman aroup: [Group 2 (1024 bit) > |
Reneqotiate [Psec zecurity azzociations every |3|3|:||:| 3: seconds

[ Support IP compression

Reset AllWVPN Properties |

W Disable MAT inside the VPN communiyy  Sdvanced... |

MNAT

Check Point Firewall 20 AudioCodes Interoperability Lab



Configuration Note 2. Check Point Setup Notes

Step 14: Create a New Community — Shared Secret

B Ensure that ‘Allow uninspected encrypted traffic between Wire mode interfaces of this
Communities members’ is unchecked.

Star Community Properties - MSBG_TO_APC

- General Wire Mode
Center Gateways
- Satelite Gateways Bypass the Firewall
YPM Properties
Tunnel Managernent [ Allow uninzpected encrupted haffic between YWire mode interfaces
= Advanced 5ettings af thiz Community'z members
VPN Routing
MEP [Multiple E ntr I wire mode ru:uu_tin_g - Al mgml:uers i route Lninzpected
Eotludad Ciineod encrypted fraffic in Y PN routing configurations
Shared Secret
- Advanced WPN Pr

B \fire Mode

Version 01 21 March 2009
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Step 15: Add Secret Password

1. In the VPN, open the ‘Traditional mode IKE properties’ dialog box.
2. Click Edit Secrets.

3. In the “Shared Secret List” select your created ‘Peer Name’ and in the ‘Enter secret:
area, enter the password. (e.g. Secret).

Gateway Cluster Properties - fw x

-

- Logz and M asters
- Capacity Optimization
- Cooperative Enfarcen

- General Properties ¥PN
- Cluster Members ; e ; : pe
- Cluster<l Thiz module participates in the following WPM Communities:
- Topology MSBG_TO
o NAT i
- SmatDeferse Traditional mode IKE properties Eq |
; V:PN General |
WM Advanced
“ Link Selection — Support kep exchange enciyption with: Support data integrity with:
- Remote Access =] -
- Authentication = IV MD5
; AES-256
- SmartDirectory [LDAP] par [ SHA1
2 P [
Smartyfiew b onitor sl ;I

— Support authentication methods;

Advanced W Pre-Shared Secret Edit Secrets. .

i

v Public Key Signatures Specify...

v Exportable for SecuRemotesS ecureClient

e Y | - orcci |

— Shared Secrets List;
Peer Mame | Shared Secret | :l
Fui-MSEG i E dit

ik

Remove

=
Eriter secret: ISecreﬂ Set

)4 | Cancel | Help

Check Point Firewall 22 AudioCodes Interoperability Lab



Configuration Note 2. Check Point Setup Notes

Step 16: Interoperable Device — Setup

B Right-click the ‘Interoperable Devices’, and select ‘NEW Interoperable device’.

E| Interoperable Devices

Step 17: Interoperable Device — General Properties

B Name: Clearly name.
B [P Address: MSBG WAN IP address.

Interoperable Device - ¥PN_IPSec_Name E

- General Properties Interoperable Device - General Properties
Topalogy
- WPN Name: [¥PH_IPSec_Hame
IP &ddress: |<MSBG Wit Addressy Get address | [ Dynamic Address
LCormnrment: I
coo: [ -]
Version 01 23 March 2009
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Step 18: Interoperable Device — Topology

B In the VPN Domain, select the ‘Manually defined’ option, and then from the drop-down
list, select ‘MSBG LAN'.

Interoperable Device - FWY-MSBG E

¢ [ieneral Properties Topology
T |:||:||:|||:|g_l,l
- WPM Get...
Mame | IP Address | Metwork task | IP Addrezses behi
4] |
add. | Edi Remove
X
YWPM Domain
™ Al IP Addresses behind Gateway bazed on Topology infarmation.
@+ Manually defined |1rl- MSEG_Lan_vPN_17217.0 |  Mew.. |

Step 19: Interoperable Device — VPN

B Select the Community that you created before (e.g. MSBG_TO_APC).

Interoperable Device - FW-MSBG E

General Properties ¥FPN

i Topalogy : .. . . -

= VPN This module participates in the following YPH Communities:
VPN Advanced

i MEBG_TO_APC =
i Link, Selection T

LI Matching Criteria... |

Add... Remoyve |

Traditional mode configuration. .. |

Check Point Firewall 24 AudioCodes Interoperability Lab
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2. Check Point Setup Notes

Step 20: Interoperable Device — VPN (Cont...)

B Click Traditional mode configuration.

Traditional mode configuratiorn... |

Step 21: Interoperable Device — VPN (Cont...)

B Clear the ‘'SHA1’ check box.
B Select the ‘Pre-Share Secret’ check box.

Traditional mode IKE properties Ed

eneral |

~ Support kew exchange encryphion with; Support data integrity with:

3DES e F MO
AES-256
DES I~ SHa1
| ) |t W R ;I

~ Support authentication methods:

¥ Pre-Shared Secret Edit Secrets... |

[ Public Key Signatures Set [ atching Crtena in the WEH page

Advanced ..

] I Cancel Help

Step 22: Interoperable Device — VPN (Cont...)

H Click Advanced.

Advanced ... |

Version 01
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Step 23: Interoperable Device — VPN (Cont...)

B In ‘Support Diffie-Hellman groups for IKE...’ , select ‘Group 2 (1024 bit)'.

Traditional mode advanced IKE properties

Support Diffie-Hellman groups for [KE [phaze 1] Secunty azsociations

[Group 1 (768 bit] i
[ Group 14 [2048 bit) [
[w] Group 2 [1024 bit) ;I

Rekeping Parameters

Fenegotiate IKE [phaze 1] Security aszociations every |1 440 3: Minutes
Feneqotiate |Psec [IKE phase 2] Security associations every |3EU|:| 3: Seconds
[T Renegotiate IPsec [IKE phase 2] Security associations every IEEIEIEIEI 3: FBytes

i [F:ed

[T Support agoressive mode

k. I Cancel Help

Step 24: Add New Rule — Connection between the VPN LAN to the Local LAN.

m SOURCE DESTIMATION PN ACTION

[ Lan_192468.15.0 4 MSBG_Lan_VPN_17247.170.0
Ak MEBG_Lan_vPn_172474700 | O Lan_192.168.15.0 he MSBG_TO_ARC

2

% Any ‘ @ accept

For creating a connection between the LANs, add a rule like in the above example.

Check Point Firewall 26 AudioCodes Interoperability Lab
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2. Check Point Setup Notes

Step 25: Install the New Configuration

B Go to ‘Policy’ >> ‘Install’, and install the configuration to the relevant Devices.

i SMARTDASHBOARD

Edit Wiew Manage Rules

Policy Search  Window Help

2| &

Merify, ..

slakla|6]

L Metwork Objects

-- Check Paint

-- Nodes

Inkeroperable Devices
Netwarks

Graups

-- Address Ranges
Por= Lo

—— —
= Jlﬁlﬁllﬁﬁ

Wiew, ..

Access Lisks, .,

Install Database. .,

Paolicy Installation Targeks. .,

Migw Palicy aof ...

Convert Eo »
Urinstall. ...

|

Managerment High fsvailabilit., ..

;lobal Properties. ..

2.2 Special Instructions for Check Point Configuration
None.

2.3 Other Comments
None.

Version 01 27 March 2009
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Configuration Note 3. MSBG Setup Notes

3

3.1

Mediant 1000

MSBG Setup Notes

This section describes the configuration of the AudioCodes’ MSBG required for integration
with the Check Point Firewall System.

Configuring AudioCodes MSBG

This section provides step-by-step procedures for configuring the AudioCodes’ MSBG
using the Web interface. Ensure that you configure the MSBG according to the
configuration settings displayed in the screenshots provided in this section.

The procedures below describe how to setup a VPN between the AudioCodes MSBG and
the Check Point Firewall.
Note the following Web interface guidelines:

B When making configuration changes for each procedure, ensure that you click the
Submit button to save your changes; unless otherwise instructed.

B Some of the changes may require a gateway reset for these changes to take effect.
Therefore, (and to save time), reset the gateway only after you complete all of the
gateway configurations.

B For switching to the Data Web management, select ‘Data Home’, as shown below:
vﬁ it @ Burn Device Actions - .\i“ Woice .\F‘ Dita @/ Help &= Log oif

.. Home ... Home

Version 01
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Step 1: Trunk Setting Setup

B Open the ‘Network Connections' page (System > Network Connections).

¢ 3 AudioCodes @
Voice Home ™SS

Welcome to MSBE admin | Sits Map | Logou
| Home WAN Access Local Network Services System

Overview  Sefings  Users Monitor  Routing  Configuration File  Diagnostics  Objects and Rules

ystem

L
S

:’g Network Connections

Name Status Action
% LAN Hardware Ethernet Switch 1 Ports Connected Ay
% WAN Ethernet Connected LY
VPN IPSec- APC Connected R 4
VPN IPSec - Emea Connected 3 \ “
VPN IPSec - Allogix Connected 3 \ “
WEN IPSec- TX Connected * " “
VPN IPSec - 51 Connected R
VPN IPSec - RAL Connected : N 3@
R
R

VPN IPSec Incoming Connection Waiting for Connection
L2TP Server Waiting for Incoming Connections
New Connection

[ Guick Setup ][ Status k

B Click the New Connection link.

Check Point Firewall 30 AudioCodes Interoperability Lab
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Configuration Note

Step 2: Connection Wizard

£ S AudioCodes

Voice Home '“-E""

‘Welcome to MSBG admin | Site Map | Logout

| Home | WAN Aocess Local Network Services System
Monitor Routing Corfiguration File Diagnostics Objects and Rules

Owerview Settings Users

[
System
=

Connection Wizard

Choose the type of network connection you want to create, based on your network
configuration and your networking needs.

O Internet Connection
Connect to the Internet using your external DSL modem, Cable modem or

Ethernet connection so you can browse the Web and read ermail.

‘@ Connect to a ¥irtual Private Network over the Internet
Connect M3BG to a business network using a Virtual Private Network (MPR)
sa you can work from home, workplace or anather location.

[ ¥ Hext H.xCancel|

B Select the ‘Connect to a Virtual Private Network over the Internet’ option, and then click

Next.

March 2009
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Step 3: Connect to a Virtual Private Network over the Internet

€ S AudioCodes @
Voice Home S

Wialcoma to MESBE admin | Site Map | Logout

| Home I WAN Access | Local Metwork I Services System

| Orverviaw Settings Users

éystem
f\ Connect to a Virtual Private Network over the Internet

2

Maoriter  Routing  Corfigurstion File  Disgnestios  Objects and Rulas

Choose your WPN connection type:

¥PN Client or Point-To-Point
Connect to vour business netwark from home or another location, using a
Virtual Private Metwaork (WPN) over the Internet.

(9] ¥PN Server
Enable Virtual Private Metwork (PN} connections to MSBG from other
locations,

[._ &= Back ][ -’ Nesd H x Cancsl 1

B Select the ‘'VPN Client or Point-To-Point’ option, and then click Next.

Check Point Firewall 32 AudioCodes Interoperability Lab
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Step 4: VPN Client or Point-To-Point

€ 3 AudioCodes
WVoice Home
ifelcome to MESBG admin | Site Map | Logout
[ Home WAN Access [ Local Network [ Services System
| Déardiaw Settings Users it Reuting Configuration File Diagnostics Objects and Rules ) .|
Systerm

‘% VPN Client or Point-To-Point

Choose one of the following protocols to connect to a remote WPN server:

© Point-to-Point Tunneling Protocol Yirtual Private Network {PPTP
YPN)
Enable secure transfer of data to another location over the Internet, using
user name/password authentication,

O Layer 2 Tunneling Protocol over Internet Protocol Security {(L2TP
IPSec ¥PN)
Enable secure transfer of data to another location over the Internet, using
private and public keys for encryption and digital certificates and user
narme/password for authentication.

@ Internet Protocol Security (IPSec)
Enable secure transfer of data to another location aver the Internet, using
private and public keys for encryption and digital certificates or shared
secret for authentication,

[ &= Bk ]l =% Met H 32 cancal J

B Select the ‘Internet Protocol Security (IPSec)’ option, and then click Next.

Version 01 33 March 2009
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Step 5: Internet Protocol Security (IPSec)

Welcome to MSBG admin | Site Map | Logout
| Home | WAN Access | Local Network | Services System

Overview  Seftings  Users Monitor  Routing  Configuration File  Diagnostics  Objects and Rules

p"'\ Internet Protocol Security (IPSec)

Configure your IPSec connection prop

Host Name or IP Address of Destination PP
Gateway:

Remote IP: Same as Gateway
Encapsulation Type: Tunnel .

Shared Secret: KEY Secret name

| €Back || Fuext || $cance |

B Host Name or IP Address of Destination Gateway: Check Point Firewall IP
address (e.g. 192.168.15.1)

B Remote IP: Select ‘Same as Gateway’

Encapsulation Type: Select ‘Tunnel’

B Shared Secret: enter same Secret password as you provided in the Check Point
Firewall. (e.g. ‘Secret’)

Check Point Firewall 34 AudioCodes Interoperability Lab
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Step 6: Connection Summary

¢ S AudioCodes @
Voice Home S8

Walcome to MSBG admin | Site Map | Logout

| Home | WAN fAocess Local Netwaork Services System
Overview Settings Users 1= | tonitor Routing Corfiguration File Dimgnostics Objects and Rules
System
-
~. Connection Summary
“fou have successfully completed the steps needed to create the following connection:

* IPSec connection with 192,168,15.1

Edit the Mewly Created Connection

Press Finish to create the connection,

| "¢' Back ” QyFinish H xCancel ]

B Mark the ‘Edit the Newly Created Connection’ check box, and then click Finish.
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Step 7: VPN IPSec Properties

General tab.

l Home WAN Access [
Owverview Seftings Users onnections Monitor

Lecal Network [

Routing

C: ion File Di.

Services

Welcome to MSBG admin | Site Map | L
System

Objects and Rules

System
> VPN IPSec Properties
[setinge Fouing e

eral

Name:

Device Name:
Status:

Network:
Connection Type:
Download Rate:
Upload Rate:

IP Address:
Subnet Mask:
Remote Tunnel Endpoint Address:
Local Subnet:

N

VPN IPSec - Name

ips?

Waiting for Connection
WAN

VPN [PSec

100 Mbps

100 Mbps
§1.218.9.210
255.255.255.248
25.2.2.2
172.17.170.0/255.255.255.0

Lo

a
@

Apply J[ xCannel ]

B Enter a name for the connection.

Check Point Firewall
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Step 8: Trunk Group Setup

Setting tab. Do not configure this setting.

£ AudioCodes Q
Yoice Home

Welcoma to MSBE admin | Sits Map | Logout

[ Haome WAN Access I Local Hetwork Services System

| Owarview  Seftings  Users Monitor  Routing  Corfigurstion File  Dizgnostios  Objects and Rules |

yStem . )
&VPN IPSec Properties

| eeneral |Settings i Routing | IPSec|

Device Mame: ips0
Status: Waiting for Connection

Schedule: Alays .

Network: AR vl

Connection Type: VPN IPSec

2R ErD =D

Step 9: Voice Mail Settings

Routing tab. Do not configure this setting.

¢ & AudioCodes Q
Woice Home

felcome to MSBG admin | Site Map | Logout

[ Home WAN Aocess I Local Metwork Services Systemn

| Orreriew Settings Usars Metwark Conmections | Monitor Routing Corfiguration File Dimgnostics Objects and Rules |

System

{al IPSec Properties

b

IGeneraI I Settings!RDuling I IPSec‘

Device Metric: D
[] Default Route

[] Multicast - IGMP Proxy Default

[] Routing Information Protocol (RIP)

(Lo J( B J(Heoes ]
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Step 10: TDM BUS Settings
Routing tab.

| Home | WAN Access Local Nebwork

Overview Users Hed Monitor Routing Configuration File

VMSec Prope

Genaral | Sattings | Routing | IPSec

Settings

rties

Host Name or IP Address of Destination Gateway:

Encapsulation Type:

Local Subnet:
Local Subnet IP Address:
Local Subnet Mask:
Remote Subnet:
Remote Subnet IP Address:
Remote Subnet Mask:

4

Protect Protocol:

|
Key Exchange Method: |Lulcmarici\q

[] Enable Dead Peer Detection

N

Services System

Diagnostics Ohbjects and Rules

B From the ‘Remote Subnet’ drop-down list, select ‘IP Subnet'.

B Enter in ‘Remote Subnet IP Address:’ the IP address of the Check Point LAN. (e.g.
192.168.15.0).

B Enter in ‘Remote Subnet Mask:’ the subnet of the Check Point LAN. (e.g.
255.255.255.0).

B Clear the ‘Enable Dead Peer Detection’ check box.
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Step 11: VPN IPSec Properties (Cont...)

IPSec Automatic Phase 1

Mode: \ Main Mode |js

Life Time in Seconds (1-28800): 1440

Rekey Margin (start negotistion prior to expiration: 1- E~‘-l|3

Rekey Fuzz Percent jcan b -_1GI3

Peer Authentication: IPSec Shared Secret |VJ
IPSec Shared Secret: Secret

Encryption Algorithm
|:| DES-CBC

3DES-CBC
[] AES128-CBC
[] AES192-CBC
[[] AES256-CBC
Hash Algorithm
Allow Peers to Use MDS

] Allow Peers to Use SHAL
Group Description Attribute
[JDH Group 1

DH Group 2
[JDH Group 5

B Set the ‘Life Time in Seconds (1-28800):" to 1440.
B Clear the ‘Allow Peers to Use SHA1’ check box.
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Step 12: VPN IPSec Properties (Cont...)

IPSec Automatic Phase 2 \

Life Time in Seconds (1-55400):

ra
(=7}
=
=]

Group Description Attribute
(&) Same group as phase 1
) DH Group 1
) DH Group 2
) DH Group 5

Encryption Algorithm
[J allow ESP Protocol with DES-CBC Encryption

Allow ESP Protocol with 3DES-CBC Encryption
[] Allow ESP Protocol with AES-CBC 1238-bit Encryption
[J allow ESP Protocaol with AES-CBC 192-bit Encryption

[] allow ESP Protocol with AES-CBC 256-bit Encryption
Authentication Algorithm [for ESP protoco

Allow Peers to Use MD5

[] Allow Peers to Use SHAL

N (P ox )8 rowr )( 3 cmen ]

B Set the ‘Life Time in Seconds (1-86400):’ to 3600.
B Clear the ‘Allow Peers to Use SHA1’ check box.

Step 13: Network Connections

B Check that the new VPN connection appears.

(A ]
€ 3 AudioCodes
| Home | WAN Aocess | Local Hetwork Services System
I_ Dwerview Seﬂings Users § Manitor Routing_ Corvfig_uration File Diagnosﬁcs
System

i':, Network Connections

Hame
% LAN Hardware Ethernet Switch 1 Ports Connected
% WAN Ethernet onnected

VPN IPSec - Mame waiting for Connection
MNew Connection

Yoice Home S

Wifalcams to MEBE admin | Sits Map | Logout

Objects and Rules

Status Action

!

[ Quick Setup . ” Status 1

After several seconds the new connection changes to “Connected”. (If the configuration on

the Check Point VPN has already been performed)
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4. Troubleshooting

£ Troubleshooting

The tools used for debugging include network sniffer applications (such as Wireshark) and

AudioCodes' Syslog protocol.

4.1 Online Monitor

Open the ‘System Setting' page (System > Monitor).
B Network: displays online connections status

e lcome to MSBG admin | Site Map | Logaut

| Home | WAN Aooess | Local Hetwaork | Services System
Owerview Settings Users Metwior k Connections Routing Configuration File Diagnostics Objects and Rules
honitor
| cPU | Lag
' Network Connections
Marne LAN Hardware Ethernet Switch WAk Ethernet VPN IPSeC - Name
Dievice Mame ethd ethl ips0
Status 1 Ports Connected Connected Witaiting for Connection
Metwork LAN WA WA
Connection Type Hardware Ethernet Switch Ethernet VPN IPSec
Download Rate 100 Mbps 100 mMbps 100 Mbps
Upload Rate 100 Mbps 100 Mbps 100 Mbps
MaC Address 00:90:6f1e: 7165 00:90;8f i 1e: 7166
IP Address 10.15.7.21 111.1.1 111.1.1
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Default Gateway 11.1.1.10
DHE Server 101111 i1.1.1.10
i0.1.1.10
IF Address Distribution Disabled Disabled
Rernate Tunnel Endpoint Address 192165151
Local Subnet 10.15.7.0/255.255.255.0
Remote Subnet 172.17.1.0/255.255.255.0
Received Packets 1309212 5087
Sent Packets 168265 74
Received Bytes 114524522 705037
Sent Bytes 515584593 14263
Receive Errors i} 1]
Receive Drops o 1}
Tirme Span 173:04:30 173:04:30
| @l ciose || Automatic Refresh of || Reset statistios || ) Refresn |
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B CPU: displays online CPU status.

LS
& AudioCodes
Woice Home

Welcome to MSBG admin | Site Map | Logout

\‘ Horme WAN Ancess Local Metwor k Services System
I Overview Settings Users Nebwork Connection= Routing Corfiguration File Diagnostics Objects and Rules |
Monitor
' Network (BRI Log
Systern Has Been Up For: 7 days, 5 hours
Load Average {1/ 5/ 15 mins.): 0,00/ 0.00/0.00
Processes
Process Total Wirtual Memory (WmData) Heap size (VmSize)

init 2072 kB 2660 kB
sh 1060 kB 1796 kB
wdg 7220 kB 2648 kB
openrg 12368 kB 19996 kB
|2tpd 3096 kB 3684 kB
pluto 4208 kB 5360 kB
portmap 1068 kB 1564 kB
_pluta_adns 4104 kB 45852 kB
acrm_sync_server 1044 kB 1528 kB

[ Qi] Close ]L‘Automatic Refresh Off ” _g Refrash |

B Log: displays online Syslog.

(A
€ 3 AudioCodes
Woice Home

Wfelcome to MSBG admin | Site Map | Logout

[ Hams | WAN Aocess Lacsl Network Sarvices System

| Chearwiew  Seftings  Users  Netwerk Conmections Routing  Corfigurstion File  Diagnostics  Objects and Rules |

Ionitar

‘1' System Log

Hetwork | cPU (TR

[ @l cioss ][ Clear Log -J[Down\oad Log][ €74 Refrazh

Press the Refresh button to update the data.

Filters
Component Severity Action
all
New Filter ]
(" apply Filtars J[_ResetF\Itars ]
Time == Component Severity Details
Jan 8 04:08:14 2003 IPSec W arning pluta[44]: "ips0" #6: max number of retransmissions (2} reached STATE_MAIN_I1. No
acceptable response to our first IKE message
Jan & 04:08:14 2003 IPSec Information  pluto[44]: RATELIMIT: 2 messages of type IPSec IKE packet reported 70 secondis) ago
Jan & 04:07:04 2003 IPSec Warning pluto[44]: "ips0" # nax number of retransmissions {(2) reached STATE_MAIN_I1, No
acceptable response to our first IKE message
Jan & 04:07:04 2003 IPSec Information  pluto[d4]: RATELIMIT: 2 messages of type IPSec IKE packet reported 70 second(s) ago
Jan & 04:05:54 2003 IPSec Warning pluto[44]: "ips0" #4: max number of retransmissions {2} reached STATE_MAIN_I1. Mo
acceptable response to our first IKE message
Jan 8 04:05:54 2003 IPSec Information  pluto[44]: RATELIMIT: 6 messages of type IPSec IKE packet reported 70 second(s) ago
Jan § 04:04:44 2003 [PSec Information  pluto[44]: RATELIMIT: 2 messages of type IPSec IKE packet reported 1 second(s) ago

You can filter the log by choosing a specific filter from the drop-down list or by creating a
‘New Filter’ .
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4.2 Configuring AudioCodes MSBG for Syslog Server

The Syslog client, embedded in the AudioCodes MSBG sends error reports/events
generated by the gateway application to a Syslog server, using the IP/UDP protocol.

» To activate the Syslog client on the AudioCodes MSBG:
1. Open the ‘System Setting' page (System > Settings).
2. Set the parameter ‘Remote System Notify Level:’ to “Information”.

3. Use the parameter ‘Remote System Host IP Address:’ to define the IP address of the
Syslog server you use.

4. Set the parameter ‘Remote System Notify Level:’ to “Information”.

5. Use the parameter ‘Remote System Host IP Address:’ to define the IP address of the
Syslog server you use.

Note: The Syslog Server IP address must be one that corresponds with your network
environment in which the Syslog server is installed (for example, 10.1.1.1).

felcome to MSBG admin | Site Map | Logout

| Home | WAN focess | Local Network | Services Systemn
Dverview Users Metwaork Connections Monitar Routing Corfiguration File Diagnostics Objects and Rules
Settings
A | Date and Time
. .
2= System Settings
=

Systemn Logging
System Log Buffer Size: 16 KE
Remote Systern Motify Level: Information |+ h
[ Persistent System Lag
Remote Systern Host IP Address: 10 |1 L1 W1 h

Security Logging
Security Log Buffer Size: 16 KB
Remote Security Motify Level: Informtion | w| hstep 3
[ Persistent Security Log
Remote Security Host IP Address: 10 Al W1 |1 hsqep 4

Outgoing Mail Server
Server:
From Ernail Address:
Port: 25
[] server Requires Authentication

eI D
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