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Configuration Note Notices

Notice

This document describes how to connect the Microsoft Lync Server 2010 and Alteva SIP
Trunk using the AudioCodes Mediant E-SBC product series.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published, nor can it accept
responsibility for errors or omissions. Updates to this document and other documents as well
as software files can be viewed by registered customers at
http://www.audiocodes.com/downloads.
© Copyright 2013 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.

Date Published: March-21-2013

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?3, CTI Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners. Product specifications are subject to change without
notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.

Note: Throughout this manual, unless otherwise specified, the term E-SBC refers
to the AudioCodes device.

Microsoft Lync & Alteva 7 AudioCodes Mediant E-SBC
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Configuration Note 1. Introduction

1 Introduction

This Configuration Note describes how to set up AudioCodes Enterprise Session Border
Controller (hereafter, referred to as E-SBC) for interworking between Alteva's SIP Trunking
and Microsoft's Lync Communication platform (Lync Server 2010).

1.1 Intended Audience

The document is intended for engineers, or AudioCodes and Alteva Partners who are
responsible for installing and configuring Alteva's SIP Trunking and Microsoft's Lync
Communication platform for enabling VolP calls using AudioCodes E-SBC.

1.2 About AudioCodes E-SBC Product Series

AudioCodes' family of E-SBC devices enables reliable connectivity and security between
the Enterprise's and service provider's VolP networks.

The E-SBC provides perimeter defense as a way of protecting Enterprises from malicious
VolP attacks; mediation for allowing the connection of any PBX and/or IP-PBX to any
service provider; and Service Assurance for service quality and manageability.

Designed as a cost-effective appliance, the E-SBC is based on field-proven VolP and
network services with a native host processor, allowing the creation of purpose-built
multiservice appliances, providing smooth connectivity to cloud services, with integrated
quality of service, SLA monitoring, security and manageability. The native implementation
of SBC provides a host of additional capabilities that are not possible with standalone SBC
appliances such as VolP mediation, PSTN access survivability, and third-party value-
added services applications. This enables Enterprises to utilize the advantages of
converged networks and eliminate the need for standalone appliances.

AudioCodes E-SBC is available as an integrated solution running on top of its field-proven
Mediant Media Gateway and Multi-Service Business Gateway platforms, or as a software-
only solution for deployment with third-party hardware.

Microsoft Lync & Alteva 9 AudioCodes Mediant E-SBC
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2. Component Information

2 Component Information

The section below describes component information for connecting the Microsoft Lync
Server 2010 and Alteva SIP Trunk using AudioCodes Mediant E-SBC.

2.1 AudioCodes E-SBC Version

The table below describes the AudioCodes E-SBC Version.
Table 2-1: AudioCodes E-SBC Version

SBC Vendor
Models

Software Version

Protocol

Additional Notes

AudioCodes

= Mediant 800 Gateway & E-SBC

= Mediant 1000B Gateway & E-SBC
= Mediant 3000 Gateway & E-SBC
= Mediant 4000 E-SBC

SIP_6.60A.014.007

= SIP/UDP (to the Alteva SIP Trunk)
= SIP/TCP or TLS (to the Lync FE Server)

None

2.2  Alteva SIP Trunking Version

The table below describes the Alteva SIP Trunking Version.
Table 2-2: Alteva SIP Trunk Version

Vendor/Service Provider
SSW Model/Service
Software Version
Protocol

Additional Notes

Alteva
BroadSoft

SIP

None

2.3  Microsoft Lync Server 2010 Version

The table below describes the Microsoft Lync Server 2010 Version.

Table 2-3: Microsoft Lync Server 2010 Version

Vendor

Model

Software Version
Protocol

Additional Notes

Microsoft

Microsoft Lync

Release 2010 4.0.7577 CU6
SIP

None

Microsoft Lync & Alteva
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2.4  Deploying the E-SBC - Typical Topology
The procedures in this document describe how to deploy the E-SBC using the following
example scenario:

B The Enterprise is deployed with Microsoft Lync Server 2010 in its private network for
enhanced communication within the Enterprise.

B The Enterprise wants to offer its employees enterprise-voice capabilities and to
connect the Enterprise to the PSTN network using Alteva's SIP Trunking service
(Internet telephony service provider / ITSP).

B AudioCodes E-SBC is implemented to interconnect between the Enterprise LAN and
the SIP Trunk.

e  Session: Real-time voice session using the IP-based Session Initiation Protocol
(SIP).

e  Border: IP-to-IP network border between Lync Server 2010 network in the
Enterprise LAN and Alteva's SIP Trunk located in the public network.
The figure below illustrates E-SBC interworking between Lync Server 2010 and Alteva's
SIP Trunking site.

Figure 2-1: E-SBC Interworking Microsoft Lync and Alteva SIP Trunk Topology Example

G
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2. Component Information

2.5 Environment Setup

The example scenario includes the following environment setup:

Area

Network

Signaling
Transcoding

Codecs
Transcoding

Media Transcoding

Table 2-4: Environment Setup

Setup

Microsoft Lync Server 2010 environment is located on the
Enterprise's LAN

Alteva SIP Trunk is located on the WAN

Microsoft Lync Server 2010 functions with SIP-over-TLS
transport type

Alteva SIP Trunk operates with SIP-over-UDP transport type
Microsoft Lync Server 2010 supports G.711A-law and G.711U-
law coders

Alteva SIP Trunk supports G.711U-law coder

Microsoft Lync Server 2010 operates with the SRTP media type
Alteva SIP trunk operates with the RTP media type

2.6 Known Limitations

There were no limitations observed in the Interoperability tests done for the AudioCodes
E-SBC interworking between Microsoft Lync Server 2010 and Alteva SIP Trunk.

Microsoft Lync & Alteva
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Configuration Note 3. Configuring Lync Server 2010

3

3.1

Configuring Lync Server 2010

This section shows how to configure the Lync Server 2010 to operate with the E-SBC
device. Follow this procedure:

1.
2.
3.

Configure the device as ‘IP/PSTN Gateway’ (see Section 3.1 on page 15).
Associate IP/PSTN Gateway with the Mediation Server (see Section 3.2 on page 19).

Configure a ‘Route’ to utilize the SIP Trunk connected to the E-SBC device (see
Section 3.3 on page 25).

Note: Dial Plans, Voice Policies and PSTN usages are also necessary for
enterprise voice deployment but they're beyond the scope of this
Configuration Note.

Configuring the E-SBC Device as IP/PSTN Gateway

This section shows how to configure the E-SBC device as an IP/PSTN Gateway.

» To configure the E-SBC device as an IP/PSTN Gateway and associate it with the

Mediation Server:

On the server where the Topology Builder is located, start the Lync Server 2010
Topology Builder (click Start, select All Programs and select Lync Server
Topology Builder).

Figure 3-1: Opening the Lync Server Topology Builder

@ Inkernet Explorer —1

@ Internet Explorer (64-bit) | J

[5=] Windaws Contacts L

= windows Update I
| Arcessoties .

, Adrninistrative Tools ATl

| Extras and Upgrades

Documents
, Maintenance
| Microsoft Lync Server 2010 (RC)
Compuker
I Lync Server Contral Panel
]E Lvnc Server Deployment Wizard Netwark

23:.}; Lvnc Server Lagaing Taoal
{EF Lync Server Management Shel

Control Panel

:":v: Lync Setver Topology Builder

. Microsoft Silverlight
| Microsoft SOL Server 2008

, Startup Help and Suppark

Adrinistrative Tools »

Rur. ..

Windows Security

4 Back

Skark Search @ GE | = |>|
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The following screen is displayed:

Figure 3-2: Topology Builder Options

Topology Builder | x| |

Welcome to Topology Builder. Select the source of the Lync Senver 2010 (RC)

topology document.

deployment,

~  Open Topology from 2 local file

Open an existing Topology Builder file. Use this option if you have work in
progress or if you have exported a topology from Planning Toal.

= Mew Topology

Create a blank topology and save it to a local file. Use this option for defining

new deployments from scratch.

QK I

Retrieve & copy of the current topology from the Central Management Store
databass and save it as a local file. Use this option if vou are editing an existing

Cancel

2. Select the option ‘Download Topology from the existing deployment' and click OK.
You're prompted to save the Topology.
Figure 3-3: Saving the Topology
(_:}(_:) |Fr = Administrator ~ Documents - lﬁ_‘]] ISearch @J
Organize * = Views o+ | Mew Folder (7]
Eavorite Links Mame = |v| Date modified |v| Type : |v| Size |v| Tac
l_.Interop.tbme 10/7/2010 5:53 PM TEXML File 101 KE
BE Desktop | Interopl.thaml 10/12/2010 15,  TEEML Filz 101 KB
1M Compuker
Fr Docurmnents
FE Pickures
FB‘ Music
4 Recently Changed
FE]’ Searches
, Public
Folders | _;I
File name: j
Save as bype: ITopology Builder Files (*, thexml} j
& Hide Foldersl Save I Cancel |
4
3. Enter the new File name and Save. This action enables you to roll back from any
changes you make during the installation.
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3. Configuring Lync Server 2010

The Topology Builder screen with the topology downloaded is displayed.

Figure 3-4: Downloaded Topology
[GLincserver 2010, TopologyBulder |

File  Action Wiew Help

€= |=H=

B [ Interop
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[ Director pools
[ A Conferencing pools
[ 5L stores
[ File stores
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[ PSTN gateways
[ Monitoring Servers
[ Archiving Servers
1 Edge pools
[ Trusted application servers
[ Branch sites

SIP domain
Default SIP domain: FE-Lync.Lync.local
Additional supported SIP Not configured
domains:
Simple URLs
Phone access URLs: Activel Simple URL |
J hittps://{dialin.FE-Lync.Lync.local
Meeting URLs: Active | Simple URL | ste domain
FE-
v hittps:/fmeet.FE-Lync.Lync.local e
Administrative access https:/ fadmin.Lync.local
URL:

Central Management Server

Central Management FE-Lync.Lync.local (Intsrop)
Server:

4. Expand the Site; right-click the IP/PSTN Gateway and choose ‘New IP/PSTN

Gateway'.

Figure 3-5: Choosing New IP/PSTN Gateway

B8 Lync Server 2010 (RC), Topology Builder —=Tx

File  Action  Wiew Help

w | %= EE

B Lync server 2010 (RC)
= (L Interop
[ Standard Edition Frant End Servers
(23 Enterprise Edition Front End pools
3 Director pools
[ A Conferencing pools
[ SGL stores
3 File stares
[ Mediation pools

- Monitoring
3 Archiving 5
[ Edge pools
3 Trusted ap
3 Branch site:

Topolagy
Wiew

Help

The properties for this item are unavailable for editing. Actions

PSTN gateways -

U New IPJPSTN Gatemay...
Topology 3
Wigl 3

H e

frstan| | & Zom |[GEiyncserverzotore.

Elte il
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5. Enter the IP address or FQDN of the E-SBC, i.e., 10.15.9.118, and click OK.

TCP.

Note: The 'Listening port' for the device is 5068 and 'SIP Transport Protocol' is

Figure 3-6: Defining New IP/PSTN Gateway

Define Mew IP/PSTN Gateway E3 |

Gateway FQDN or IP Address *

|1I}.15.5|.118

Listening port for IF/PSTN gateway: *

| s068

Sip Transport Protocol:
= TCP

C TS

Help QK I Cancel

The E-SBC device is now added as an 'IP/PSTN Gateway'.

Figure 3-7: Adding the device as IP/PSTN Gateway

T Lync Server 2010, Topology Builder

File  Action Wiew Help

o [=] B3

L Al Eall 2N

Lé Lync Server 2010
B i Interop PSTN Gateway -
|4 Standard Edition Front End Serwers
[ Enterprise Edition Front End pools
3 Directar pools
[ AJ¥ Conferencing pools L
[ 5L stores LS ae=s L2
[ File stares SIP Transport Protocol: TCP
3 Mediation pools Alternate media IP
[=1 [ PSTN gateways
ACEW. byne Jocal
10.1! :
3 Monitoring Servers
3 archiving Servers
[ Edge pools
3 Trusted application servers
[ Branch sites

Gateway FQDM or IP 10.15.9.118
Address:

Not configured
address:

Mediation Server FE-Lync.Lync.local (Interop)

Actions

10.159.118 -
Edit Properties. ..
Topology »
View »

K Delete

E Help
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3.2

Associating the IP/PSTN Gateway with the Mediation

Server

This section shows how to associate the ‘IP/PSTN Gateway’ with the Mediation Server.

» To associate the IP/PSTN Gateway with the Mediation Server:

1. Right-click the Mediation Server that uses the E-SBC device, i.e., FE-Lync.Lync.local,

and select Edit Properties.

Figure 3-8: Associating the IP/PSTN Gateway with the Mediation Server

File  Action  View Help

= s[EdE

Lé Lync Server 2010
= ] Interop

3 Standard Edition Fronk End Servers
3 Enterprise Edition Front End pools
[ Director paols

L3 A Conferencing poals

3 56L stores

[ File stores

=) [ Mediation pools

Topology

[ Manitoting Ser Ui u

3 Archiving Serv
[ Edge pools
[ Trusted spplication servers
[ Branch sites

Help

B8 Lync Server 2010, Topology Builder _[O[X
Actions
Mediation Server PSTN gateway -
FE-Lync.Lync.local -
TLS listening port: 5067 Edit Properties...
TCP listening port: 5068 Topalagy »
PSTN Gateways: Defauit | Gateway site view ,
ACGW.hynclocal Interop
10.15.9.118 Interop H ek
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The following screen is displayed:
Figure 3-9: Editing PSTN Gateway Properties

Edit Properties
PSTN gateway Mediation Server PSTN gateway -
Listening ports: * TLS: | 5067 TCP: | 5068
¥ Enable TCP port

The TCP port of this Mediation Server must be enabled becauss a TCP gateway depends on it

The following gateways are not associated with any Mediation Server. Click Add to assodiate them with this Mediation

Server.
Gateway I Site |_|

10.15.9.118 Interop Add...

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to
the list. Click Remove to remove a gateway from the list.

| Gateway I Site | I
ACGW.lync.local Interop Newi...
Remove
Make Default
Help CK I Cancel

2. Inthe uppermost left corner, choose PSTN gateway.

In the pane listing gateways not associated with any Mediation Server, select the
device, i.e., 10.15.9.118, in this example, and click the Add button to associate it with

this Mediation Server.

Note: The screen shows two panes - a pane listing gateways not associated with
any Mediation Server and below it, a pane listing gateways associated with
this mediation server.
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Figure 3-10: After Associating IP/PSTN Gateway to Mediation Server
Edit Properties =]

PSTN gateway Mediation Server PSTN gateway -

Listening ports: * TLS: | 5067 1CP: | 5088

¥ Enable TCP port
The TCP port of this Mediation Server must be enabled becauss a TCP gateway depends on it

The following gateways are not associated with any Mediation Server. Click Add to associate them with this Mediation
Server.

Gateway Site | |

Add... |

The following gateways are associated with this mediation server. Click New to define a2 new gateway and add it to
the list. Click Remove to remove a gateway from the list.

| Gateway | Site | |
ACGW. ynclocal Interop New...

10.15.9.118 Interop T
Remove
Make Default |

Help OK I Cancel

3. Click OK.
Figure 3-11: Displaying Media Server PSTN Gateway Association Properties

T8 Lync Server 2010, Topology Builder M[=] E3

Fle Action View Help
le= | #[F|H
[ Lyne Server 2010 Actions
B ] Inkerop Mediation Server PSTN gateway - S —— N
(L3 Standard Edition Front End Servers E :

[ Enterprise Edition Front End pools TLS listening port: 5067

[ Director pools )

o e pocls TCP listening port: 5088 Topology N

L3 0L stores

[ File stares

= [ Mediation pools
Iig\ FE-Lyn

= [ PSTH gateways
ACGW lync.local

10.15.5.118

(23 Manitoring Servers

[ Archiving Servers

| Edge pools

3 Trusted application servers

L@ Branch sites

Edit Properties...

PSTN Gateways: Default | Gateway Site View »
ACGW.lync local Interop
10.159.118 Interop [ rer
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4. Inthe Lync Server main menu, choose Action > Publish Topology.
Figure 3-12: Publishing Topology
WLync server 2010, TopologyBuibder ______________________________ HE=E

File  Action View Help
+ = [[=]

New Central Site..
Edit Propetties. ..

Actions

sIP domain -
Lync Server 2010 -

] Mew Central Site...

Mew Topalagy. .. Default SI? domain: FE-Lync.Lync.local
©Open Topolagy... Additional supported SIP ync.local Edit Properties...
Dawnload Topaology. .. domains: New Topalogy. .
Save a copy of Topology As... Gpen Topology...
Install Database. .. simple URLs - Download Topology..
Merge 2007 or 2007 R2 Topology. .. Save a copy of Topology As...
Remove Deployment. .,

Phone access URLs: A;:hvel Simple URL I Publish Topology...
i L3 =

EZD ,' https://dialin.FE-Lync.Lync local Install Database, ..
Help Meeting URLs: Af:hvel Simple URL | SIP doma Merge 2007 or 2007 RZ Tapology...
[ Trusted application servers ’ . 5=
[ Branch sites v https:/{meet.FE-Lync.Lync.local LrEle Remove Deployment. .
,’ https:/{meet.lync.local lynclocal g »
4 |
Hel
Administrative access https://admin.Lync.local =P
URL:
Central Management Server -
Central Management FE-Lync.Lync.local (Intsrop)

Server:
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The Publish Topology screen is displayed:
Figure 3-13: Displaying Publish Topology Confirmation

Publish the topology

In order for Lync Server 2010 to correctly route messages in your deployment, you must publish your topology.
Before you publish the topology, ensurs that the following tasks have been completed:

» A validation check on the root node did not return any emmors,

+ A file share has bean created for all file stores that you have configurad in this topology.

+ Al simple URLs have been defined.

+ For Enterprise Edition Front End pools and for Monitoring Servers and Archiving Servers: All S0L stores are
installed and accessible remately; firewall exceptions for remote access to SOQL Server are configurad,

+ For a single Standard Edition server: The task "Prepare first Standard Edition server” was run.,

» You are currenthy logged on as a SQL administrator, for example, as a member of the 3L sysadmin role.

« If you are removing a Front End pool, all users, comman area phones, analog devices, application contact
objects, and conference directories have been removed from the pocl.

When you are ready to proceed, dlick Next,

Help Back | Met | Cancel

5. Click Next. The Topology Builder attempts to publish your topology.

Figure 3-14: Publishing Topology Progress

Publishing in progress

Pleass wait while Topology Builder tries to publish your topology.

Publishing topology ...

Downloading topology ...

Downloading topology ...

Succesded

Downloading global simple URL settings.

Enabling topology...

Enabling topology...

Back Medt C

ncel

B
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6. Wait until the topology publishing process ends successfully.
Figure 3-15: Displaying Publish Topology Successfully Completed

Publish Topology

Publishing wizard complete

Your topology was successfully published,

| Step I Status I
" Publishing topology ... Success
" Downloading topology ... SuCcess
/' Downloading global simple URL ssttings.  Success
" Enabling topology... SuCCess

To close the wizard, dlick Finish.

Help Back | Finish I Cancel

7. Click Finish.
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3.3 Configuring the ‘Route’ on the Lync Server 2010

This section shows how to configure a ‘Route’ on the Lync server and to associate it with
the E-SBC (now defined in the Microsoft Lync environment as a 'PSTN gateway").

» To configure the 'route' on the Lync server:

1. Open the Communication Server Control Panel (CSCP), click Start, select All
Programs and select Lync Server Control Panel.

Figure 3-16: Opening the Lync Server Control Panel

& Internet Explorer
@ Internet Explorer {G4-hit)
E| Windows Conkacks
=7 Windows Update
| ACcessories
| Adrinistrative Tools
| Extras and Upgrades
, Maintenance
| Microsoft Lync Server 2010

ES Lync Server Control Panel

]E Lync Server Deployment wWizard
g@l) Lync Server Lagging Toal

{EF Lyne Server Management Shell
% Lync Server Topology Builder

|| Resource kit Tools Documentakion

Adrninistratar

Dacuments

Compuker

etk

Control Panel

Administrative Tools 3

In the credentials prompt; enter your domain 'User name' and 'Password'.

Figure 3-17: Entering Lync Server Credentials

Conneck to FE-Lync.Lync.local K E3

1 E'1 I!I :\L‘l -

2

Connecting ta FE-Lync. Lync.local.

User name:

I 7 Lync\Administrator

Passward: I TTYTITIITL)

¥ Remember ry password:

K, I Cancel

= .
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The CSCP Home page is displayed:

Figure 3-18: Displaying CSCP Home Page

Server 2010 Control Panel

I Topology

& IM and Presence
@2  Voice Routing

%, Voice Features

% Response Groups

BB Conferencing

Clients

o, External User

E

=7 Access

= Mom‘tor\rjg.
and Archiving

G security
Network

Lo

Configuration

User Information

Welcome, Administrator
P View your roles

Top Actions
Enable users for Lync Server
Edit or move users

View topology status

¥ View Monitoring Server reports

Resources

Getting Started
First Run Checklist
Using Control Panel

Getting Help
Downloadable Documentation
Online Documentation on TechNet Library
Lync Server Management Shell
Lync Server Management Shell Script Library
Lync Server Resource Kit Tools

Community
Forums
Blogs

3. Inthe Navigation pane, select the Voice Routing option.

Figure 3-19: Selecting Voice Routing Option

B8 Microsoft Lync Server 2010 Control Panel

[ (O] x]

£ Home
R Users
¥4 Topology

Z IM and Presence

=
04

Voice Routing

%, Voice Features

73 Response Groups
B Conferencing
Clients
= External User
=
Access
™ Moniturivg.
and Archiving
% Security
@ Network

Configuration

Microsoft
Lync Server2o10

I Voice Policy mm Trunk Configuration Test Voice Routing
Cr oice routing test ca ormation

armatiol

% New ¥ 7 Edit ¥ Action ¥
MName -
& Globa

Commit ¥
Scope State
Global Committed

Normalization rules Description

3

r | Sign out

¥
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4. Select the Route tab:

Figure 3-20: Selecting Route Tab

%‘Micrusuﬂ: Lync Server 2010 Control Panel

Microsoft-

~ LyncServerzo10

Im fee el ::
Create voice rou

0 outing test case information

"’-:\ nome

R Users

¥ Topology

G IM and Presence
% \oice Routing
%, Voice Features Name State PSTN usage
2?3  Response Groups

EB  Conferending

@ Clients I

External User
Access

Monitoring
and Archiving

s

Security

MNetwork
Configuration

L]

g PSTN Usage Trunk Configuration Test Voice Routing _

& New 7 Edit ¥ Action ¥  Commit ¥ [7]
Pattern to match

UsA Committed Internal, Local.. M\+1

Israe Committed  Internal, Local.. *\+972

=13

Administrater | Sign out

¥

o

% New

5. Click

6. Inthe New Voice Route screen, define a Name for this route, e.g., SIP Trunk Route.

7. Under 'Build a Pattern to Match', add the starting digits you want this route to handle,

e.g., *, which means 'to match all numbers', and click Add.

Figure 3-21: Defining New Voice Route

Mew Voice Route
ok | X cancel

Mame:*

5IP Trunk Route

Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by dicking Edit.

Starting digits for numbers that you want to allow:

P

Match this pattern:*

Edit ?
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8. Associate the route with the E-SBC IP/PSTN gateway you created above: Scroll down
to the Associated Gateways pane and click Add.

Figure 3-22: Adding the New Device
Mew Voice Route
JOK K cancel (7]

* Exceptions

Remaove

Match this pattern:*

Edit ?

|| Suppress caller ID

Alternate caller 1D:

Associated gateways:

A list of all gateways deployed is displayed:
Figure 3-23: Displaying List of Deployed Devices

Select Gateway W x
o

Service Site

PstnGateway:ACGW.hynclocal Interop

PstnGateway:GW1. Lync.loca SBAl

PstnGateway:GW2. Lync.loca SBAZ

PstnGateway:GW3.Lync.loca SBA3

PstnGateway:GW4.Lync.loca SBad

PstnGateway:GW3.Lync.loca SBAS

PstnGateway:GWE.Lync.loca SBAE

PetniGateway:GW7 Lyncloca SBAT

PstnGateway:GWS Lync.loca SBAB

PstnGateway:10.15.9.118 Interop

Cancel |
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9.

Select the device you created above and click OK.

Figure 3-24: Selecting the Device

New Voice Route

+ ok

mame,

K cancel

SIP Trunk Route

Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by dlicking Edit.

Starting digits for numbers that you want to allow:

Add
* Exceptions
Remove
Match this pattern:*
Edit ?
|__| Suppress caller ID
Alternate caller ID:
Associated gateways:
PstnGateway:10.15.9.118

10. Associate a PSTN Usage with this route. In the Associated PSTN Usages toolbar,

click Select and add the associated PSTN Usage.

Figure 3-25: Associating PSTN Usage with the Device

Mew Voice Route

JOK I} A Cancel

|| Suppress caller ID

Alternate caller ID:

Associated gateways:

PstnGateway:10.15.9.118

Associated PSTN Usages

“—Select...

PSTN usage record

Associated voice policies

€ Glaba
Long Distance -

2 Interop

€\ Globa
Internal -

24 Interop
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11. Click the OK button in the toolbar at the top of the New Voice Route pane. The New
Voice Route (Uncommitted) is displayed.

Figure 3-26: Confirming New Voice Route

| P

& New 7 Edit ¥ 4l Movedown Action ¥ Commit ¥ (7]
Name State PSTHN usage Pattemn to match
SIP Trunk Route ; Uncommitted  Local Internal.. M\*

12. From the Commit drop-down menu, select the Commit All option.

Figure 3-27: Committing Voice Routes

yel

o New .f Edit ¥ J\}Muvedown Action ¥ | Commit ¥ '@'
Name State PSTN US3 peview uncommitted changes
SIP Trunk Route 5 Uncommitted  Local, Inte  Commit all L\@

13. In the Uncommitted Voice Configuration Settings window, click the Commit button.

Figure 3-28: Configuring Uncommitted Voice Configuration Settings

Uncommitted Voice Configuration Settings ® x
Routes A
Identity Action New value (pattern to match) Old value {(pattern to match)
SIP Trunk Route Added g
Commit | | Cancel
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The following message is displayed:

Figure 3-29: Confirming Voice Routing Configuration

Microsoft Lync Server 2010 Control Panel ®W x

@ Successfully published voice routing configuration.

14. In the Microsoft Lync Server 2010 Control Panel prompt, click Close. The new
committed Route is now displayed in the Voice Routing screen.

Figure 3-30: Displaying Committed Routes

8 Microsoft Lync Server 2010 Control Panel Bi= B

Microsoft*

Lync Server2010 R

n Im VeicePoky PSTN kg | TruncConiuration | Test Vol Routing _
- Home

joice 1 = o= info o e
B Users Create voice routing test case information ¥

- | Sign out

4 Topology
& IM and Presence ad
g

Voice Routing & New ,//' Edit ¥ Action ¥ Commit ¥ (7]

% Voice Features Name State PSTNusage Patter to match
?3  Response Groups UsA Committed  Internal, Local. Ay+1
Conferenci ng Israel Committed Internal, Local.. M\+972

I SIP Trunk Route Committed Internal, Local.. Ay
@ Clients
External User
Access

Monitoring
and Archiving

B

i

Security

Network
Configuration

L]
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Reader's Notes
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4 Configuring AudioCodes E-SBC

This chapter provides step-by-step procedures on how to configure AudioCodes E-SBC for
interworking between Microsoft Lync Server 2010 and Alteva SIP Trunk:

B E-SBC WAN interface: Alteva SIP Trunking environment
B E-SBC LAN interface: Lync Server 2010 environment

This configuration is done using the E-SBC's Web-based management tool (embedded
Web server).

Notes:

o The scope of this document does not cover security aspects for connecting
the SIP Trunk to the Microsoft Lync environment. Security measures should
be implemented in accordance with your organization’s security policies. For
basic security guidelines, refer to the Recommended Security Guidelines
Technical Note document.

o Before you begin configuring the E-SBC, ensure that the E-SBC's Web
interface Navigation tree is in Full-menu display mode. To do this, select the

j Full option, as displayed below:
|Cmﬂgw$i0n Maintenance | SLatus

, &_Di_ag_n_eaﬁ_cs

Scenarios Search

Basic @ EFuII

"’ejsvstem\

+@volp

When the E-SBC is reset, the Web GUI reverts to Basic-menu display.
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4.1  Step 1: Network Interface Configuration

This step describes how to configure the E-SBC's network interfaces. There are several
ways to deploy the E-SBC. However, the example scenario in this document uses the
following deployment method:

B The E-SBC interfaces are between the Lync servers located on the LAN and the
Alteva SIP Trunk located on the WAN.

B The E-SBC connects to the WAN through a DMZ network.

The type of physical LAN connection depends on the method used to connect to the
Enterprise's network. In this example, E-SBC connects to the LAN and WAN using
dedicated LAN ports (i.e., two ports and network cables).

In addition, the E-SBC uses two logical network interfaces; one to the LAN (VLAN ID 1)
and one to the WAN (VLAN ID 2).
Figure 4-1: Configuring Network Interfaces

LAN Port LAN Port
N Ve
N 7

\ Id
10.15.9.1184 b 63.98.198.35
. Vian D 1 Vian ID 2
LT
Management 63.98.198.33
Station (OAMP)
WAN
10.15.9.117
Edgt_e Router / ITSP
Firewall
B —— Alteva

MS Lync Server
10.15.9.11

_

DC+DNS+Certificate Server
10.15.9.10
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4.1.1 Step la: Configure IP Network Interfaces
The procedure below describes how to configure the IP network interfaces for each of the
following interfaces:
H LAN VolIP (“Voice")
WAN VolIP ("Public*)
» To configure the IP network interfaces:
1. Open the Multiple Interface Table page (Configuration tab > Network Settings > IP
Settings).
Figure 4-2: Configuring IP Network Interfaces
( Multiple Interface Table W

Note: Select row index to modify the relevant row

I Add Index Done

— Frefix WLAN Primary DNS Server IP | Secondary DNE
Index Application Type IF Address Length Gateway ) Interface Name Address IF Addres
0 O |OAMP + Mediz + Cortro 10.15 16 10.15 1 \oice 10.15.9.10 0.0.0.0
1 O Media = Control 16 2 198.6.1 198.6.1

- |

| IP Interface Status Table u |

2. Modify the existing LAN network interface:

a. Select the 'Index’' radio button corresponding to the Application Type, "OAMP +
Media + Control", and then click Edit.

b. Setthe interface as follows:

Parameter Settings
IP Address 10.15.9.118
Prefix Length 16
This is the subnet mask in bits for 255.255.0.0.
Gateway 10.15.9.117
VLAN ID 1
Interface Name Voice
This is an arbitrary descriptive name.
Primary DNS Server IP Address 10.15.9.10
Underlying Interface GROUP_1

This is the Ethernet port group.
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3. Add another network interface for the WAN side:
a. Enter "1", and then click Add Index.

b. Setthe interface as follows:

Parameter

Application Type
IP Address

Prefix Length

Gateway

VLAN ID

Interface Name

Primary DNS Server IP Address
Secondary DNS Server IP Address

Underlying Interface

4. Click Apply, and then Done.

Settings
Media + Control
63.98.198.35
This is the WAN IP address.
16
This is the subnet mask in bits for 255.255.0.0.
63.98.198.33

This is the default gateway - router’s IP
address.

2

Public

This is the arbitrary descriptive name of the
WAN interface.

198.6.1.2
198.6.1.3

GROUP_2
This is the Ethernet port group.
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4.1.2 Step 1lb: Configure the Native VLAN ID
The procedure below describes how to configure the Native VLAN ID for the two network
interfaces (LAN and WAN).
» To configure the Native VLAN ID for the IP network interfaces:
1. Open the Physical Ports Settings page (Configuration tab> VolP > Network >
Physical Ports Settings).
2. In the GROUP_1 member ports, set the ‘Native Vlan’ field to "1". This VLAN was
assigned to network interface "Voice".
3. In the GROUP_2 member ports, set the ‘Native Vlan’ field to "2". This VLAN was
assigned to network interface "Public".
Figure 4-3: Configuring Native VLAN ID
Index Port Mode Mative Vlan Speed&Duplex Description Group Member Group Status
1 O JGE_0 1 Enablz 1 Auto Megotiation User Port #0 GROUP_1 Redundant
2 O |GE 0.2 Enzble 1 Auto Megotiation User Port #1 GROUP_1 Redundant
3 O |GE_7.1 Enzble |2 Auto Megotiation User Port #2 GROUP_2 Active
a € |GE_72 Enable |é Auto Negotiation User Port #3 GROUP_2 Redundant
5 0 |GE_7_2 Enable |1 Auto Megotiation User Port #4 GROUP_3 Active
g O |GE 7 4 Enzble |1 Auta Megatiation User Port 55 GROUP_3 Redundant
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4.2  Step 2: Verify Software Enabled Features

This section shows how to verify the configuration of the supplied Feature Key. The
minimum software version installed on your device must be SIP_F6.60A.014.007.

The following features must be enabled on your device:

Data features: Eth-Port = 6
Coders: G711

Control Protocols: SIP
Microsoft compatible: MSFT
SBC enabled: SBC=120

Note: If the required features specified above are not configured on the supplied
Feature Key, contact your AudioCodes Sales Representative to verify that
all required features were ordered and purchased correctly.

To verify software enabled features:

Open the Software Upgrade Key Status page (Management tab > Software Update
menu > Software Upgrade Key). The configured features are displayed.

Figure 4-4: Verifying Software Enabled Features

( Software Upgrade Key Status

——> [DATL features: Eth-Port=s

—— |Control Protocols: MGCE SIF 5BC=120 MSFT TRANSCCDING=30 FEU=30

——> |Coders: G711 G728 |

Current Key |okRTi5topD4PbB126zgiubtbnyhDd058Xs 7LZdXha3r8RicNXY53ail9n263401c80MyehgpHblQalNe4R

-

ICCDER GSM-FR GSM-EFR AMR EVRC-QCELP G727 ILBC EVRC-B

TA NB M5 RTA WB SILK NB SILK WS SPEEX NB SPEEX WB

v: IPSEC MediaFncryption StrongEncryption EncryptControlProtocol
1 Type: DspCh=240 IPMediaDspCh=240

Default features: e

Add a Software Upgrade Key

Add Key |

Load "Upgrade Key" file from your computer to the device

Browse.. | LoadFile

Reset with flash burn is required after file is loaded.
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4.3  Step 3: Verify the Firmware Version

This section shows how to verify the firmware version.

» To verify the firmware version:

B Open the Home page, by using Internet Explorer with the device's IP address in your
Web browser's URL field, e.g., http://10.15.9.118.

B Verify that 'Firmware Version' is at least 6.60A.014.007.

Figure 4-5: Verifying Firmware Version

1 |2 Digital | [z I CPU |
[« 1 [T &

4 |[s |8 /[ GB Eth |

General Information Trunk (Digital Modules)
P Address 10.158.113 Disahle: Ly

Subnet Mask 255.255.0.0
ubnet Has Active - OK I}

Default Gateway 10159117
Digital Port Number 1 LTI Lyt
Firmware Versien 6.60A.014.007 LOS / LOF Alarm -
Protocol Type sip AIS Alarm -
Gateway Operational State UNLOCKED D-Channel Alarm w
NFAS Alarm ™)
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4.4  Step 4: Enable the SBC Application

This step describes how to enable the SBC application.

Note: To enable the SBC capabilities on the E-SBC, it must be installed with the SBC
Feature Key.

» To enable the SBC application:

1. Open the Applications Enabling page (Configuration tab > VolP > Applications
Enabling > Applications Enabling).

Figure 4-6: Enabling the SBC Application

-

& SAS Application Disable -
% SBC Application Enable -
% 1P to IP Application Disable -

2. From the 'SBC Application’ drop-down list, select Enable.

3. Reset the E-SBC with a burn to flash for this setting to take effect (see Section 4.20
on page 80).
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4.5  Step 5: Signaling Routing Domains

This step describes how to configure Signaling Routing Domains (SRD). An SRD is a set of
definitions comprising Media Realms, IP interfaces, E-SBC resources and SIP behaviors.

451  Step 5a: Configure Media Realms

A Media Realm represents a set of ports, associated with an IP interface, which are used
by the E-SBC to transmit or receive media (RTP or SRTP). Media Realms are associated
with SRDs or IP Groups.

The simplest configuration is to create one Media Realm for internal (LAN) traffic and
another for external (WAN) traffic, which is described in the procedure below for our
example scenario.

» To configure Media Realms:

1. Open the Media Realm Table page (Configuration tab > VolP > Media > Media
Realm Configuration).

2. Add a Media Realm for the LAN traffic:
a. Click Add.
b. Configure the Media Realm as follows:
Parameter Settings

Index 1

Media Realm Name MRLan
This is an arbitrary name.

IPv4 Interface Name Voice

Port Range Start 6000
This number is the lowest UDP port number used for
media on the LAN.

Number of Media Session 10

Legs This is the number of media sessions that are assigned
with the port range.

Figure 4-7: Configuring LAN Media Realms

Add Record

Index 1

Media Realm Mame MRLan

IPv4 Interface Name Vaoice -
IPvE Interface Name None -
Port Range Start 6000

Number Of Media Session Legs 10

Port Range End 6090

Default Media Realm Yes -

B Submit x Cancel

c. Click Submit.
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3. Add a Media Realm for the external traffic (WAN):
a. Click Add.
b. Configure the Media Realm as follows:

Parameter Settings

Index 2

Media Realm Name MRwan
This is an arbitrary name.

IPv4 Interface Name Public

Port Range Start 7000

This number is the lowest UDP port number used for
media on the WAN.

Number of Media Session 10

Legs This is number of media sessions assigned with the port
range.
Figure 4-8: Configuring WAN Media Realms
Add Record
Index 2
Media Realm Name MRwan
1Pv4 Interface Mame Public -
IPvE Interface Mame Mene -
Port Range Start 7000
MNumber Of Media Session Legs 10
Port Range End 7090
Default Media Realm Ho -

B Submit | ® Cancel

c. Click Submit.
The configured Media Realm table is shown below:

Figure 4-9: Displaying Configured Media Realms

( Media Realm Table ]
Add +
Index Media Realm Hame IPv4 Interface Hame IPv6 Interface Hame
1 MRLan Voice None
2 MRwan Public None
= Page . of 1 Show 0 » records per page View1l-2of 2

AudioCodes Mediant E-SBC 42 Document #: LTRT-12240



Configuration Note 4. Configuring AudioCodes E-SBC

452  Step 5b: Configure SRDs

The procedure below describes how to configure the SRDs.

» To configure SRDs:

1. Open the SRD Table page (Configuration tab > VolP > Control Network > SRD
Table).

2. Add an SRD for the E-SBC's internal interface (towards the Lync Server 2010):
a. Configure the following parameters:

Parameter Settings
SRD Index 1
SRD Name LanSRD
Media Realm MRLan

This associates the SRD with a Media Realm.

Figure 4-10: Configuring LAN SRDs

( SRD Settings w 1
-
SRD Index |1-LansRD =|
w Common Parameters
SRD Name ILanSRD
Media Realm |I'u1RLan
a SBC Parameters
a [P Group Status Table | | a Proxy Sets Status Table
X
Remove  Submit

b. Click Submit.
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3. Add an SRD for the E-SBC's external interface (toward the Alteva SIP Trunk):
a. Configure the following parameters:

Parameter Settings
SRD Index 2
SRD Name WanSRD
Media Realm MRwan

This associates the SRD with a Media Realm.

Figure 4-11: Configuring WAN SRDs

——SRE

b
SRD Index |2-WanSRD |

w Common Parameters
SRD Name |WanSRD
Media Realm |MRwan

a S5SBC Parameters
a [P Group Status Table | | a Proxy Sets Status Table

x» @

Remove  Submit |

b. Click Submit.
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4.5.3

Step 5c: Configure SIP Interfaces

A SIP interface consists of a combination of ports (UDP, TCP, and TLS) associated with a
specific IP network interface. The SIP interface is associated with an SRD.

The procedure below describes how to add SIP interfaces. In our example scenario, you
need to add an internal and external SIP interface for the E-SBC.

>
1.

To configure SIP interfaces:

Open the SIP Interface Table page (Configuration tab > VolP > Control Network >
SIP Interface Table).

Add a SIP interface for the LAN:

a. Click Add.
b. Configure the following parameters:

Parameter Settings
Index 1
Network Interface Voice
Application Type SBC
TLS Port 5067
TCP and UDP 5068 & 5060

UDP is left as default.

SRD 1

c. Click Submit.
Add a SIP interface for the WAN:

a. Click Add.
b. Configure the following parameters:

Parameter Settings
Index 2
Network Interface Public
Application Type SBC
UDP Port 5060
TCP and TLS Left as default
SRD 2

c. Click Submit.

The configured SIP Interface table is shown below:

Figure 4-12: Displaying Configured SIP Interfaces

SIP Interface Table

Add + Edit

Index

0
1

Delete — ShowiHide &

Network Interface Application Type UDP Port TCP Port TLS Port SRD Message Policy
Voice SBC 5060 5068 5067 1 None
Public SBC 5060 5060 5061 2 None
Page [;— | of1 Showm records per page View 1
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4.6  Step 6: Configure Proxy Sets

This step describes how to configure the Proxy Sets. A Proxy Set is a group of Proxy
servers defined by IP address or fully qualified domain name (FQDN). In the example
scenario, you need to configure two Proxy Sets for the following entities:

B Microsoft Lync Server 2010
B Alteva SIP Trunk

These Proxy Sets will later be associated with IP Groups.

» To configure Proxy Sets:

1. Open the Proxy Sets Table page (Configuration tab > VolP menu > Control

Network > Proxy Sets Table).

2. Add a Proxy Set for Lync Server 2010:
a. Configure the following parameters:

Parameter

Proxy Set ID
Proxy Address

Transport Type

Enable Proxy Keep Alive
Proxy Load Balancing Method

Is Proxy Hot Swap

SRD Index

Settings

1

10.15.9.11:5068 or FE-Lync.Lync.local:5067
This is the Lync Server 2010 SIP Trunking IP
address or FQDN and destination port. FQDN is
required to support TLS.

TCP

Select TLS when TLS is required. TLS is the
preferred method.

Using Options

Disable

Select Round Robin if you are using more than one
Proxy Address or the FQDN resolves to more than
one |IP Address.

No

Select Yes if you are using more than one Proxy
Address or if the FQDN resolves to more than one IP
Address.

1
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Figure 4-13: Configuring Proxy Set for Microsoft Lync Server 2010

-

Proxy Set ID |1 ;I
Proxy Address Transport Type
1 [10.15.9.11:5068 [fer =]
2 | [ =]
3 | | =
4 | | =
s | | =l
-
Enable Proxy Keep Alive IUzing Optionz LI
Proxy Keep Alive Time g0
Proxy Load Balancing Method Dizable ;I
I= Proxy Hot Swap Mo 3
Proxy Redundancy Mode Mot Cenfigured ;l
4 SRD Index 1
Classification Input IIP onhy LI

b. Click Submit.
3. Add a Proxy Set for the Alteva SIP Trunk:

Parameter Settings
Proxy Set ID 2
Proxy Address 4.78.147.153:5060 and 4.79.132.201:5060 or

sip.altevaip.com
Alteva IP address or FQDN and destination port

Transport Type UDP
Is Proxy Hot Swap Yes
SRD Index 2

This enables classification by Proxy Set for this SRD in
the IP Group belonging to the Alteva SIP Trunk.
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Figure 4-14: Configuring Proxy Set for Alteva SIP Trunk

-

Proxy Set ID |2 =l
Proxy Address Transport Type
1 I4.?8.14?.153:5050 |UDPL|
2 I4.?9.‘|32.2E|‘|:5EPED |UDPL|
3 | e
4] | =l
5 | [ =
-
Enable Proxy Keep Alive lUzing Options :I
Proxy keep Alive Time &0
Proxy Load Balancing Method Dizable :I
Iz Proxy Hot Swap ez j
Proxy Redundancy Mode Mot Configured j
&ISRD Index 2
Classification Input IIP only j
c. Click Submit.
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4.7  Step 7: Configure IP Groups

This step describes how to create IP Groups. An IP Group represents a SIP entity behavior
in the E-SBC's network. In our example scenario, you need to create IP Groups for the
following entities:

B Lync Server 2010 (Mediation Server) on the LAN
B Alteva SIP Trunk on the WAN
These IP Groups are later used by the SBC application for routing calls.

» To configure IP Groups:

1. Open the IP Group Table page (Configuration tab > VoIP menu > Control Network
> |P Group Table).

2. Add an IP Group for the Lync Server 2010 Mediation Server:

a. Click Add.
b. Configure the parameters as follows:

Parameter Settings
Index 1
Type Server
Description Lync
Proxy Set ID 1
SIP Group Name 10.15.9.118
Media Realm Name MRLan
IP Profile ID 2

c. Click Submit.
3. Add an IP Group for the Alteva SIP Trunk:

a. Click Add.
b. Configure the parameters as follows:

Parameter Settings

Index 2

Type Server

Description Alteva

Proxy Set ID 2

SIP Group Name sip.altevaip.com

Media Realm Name MRwan

IP Profile ID 1

c. Click Submit.
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The configured IP Group table is shown below:

Figure 4-15: Displaying Configured IP Groups

F IF Group Table

]

Add + Edit »* Delete —
Index Type Description Proxy Set D SIP Group
Name
1 Server Lync 1 10.15.9.118
2 Server Llteva 3 zip.altevaip.com
Page [ of 1

Local Host
Name

Contact User

ra

Showl 10 = | records per page

SRD

ShowiHide [
Media Realm IP Profile ID
Name
MRLan 2
MRwan 1
View 1
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4.8  Step 8: Configure IP Profiles

This step describes how to configure IP Profiles. In our example scenario, the IP Profiles
are used to configure the specific associated parameters that enable each of the entities to
be supported by the device while allowing interworking of functionality that differ between
the two entities - Lync Server 2010 and Alteva SIP Trunk. This enables the interworking
between the two separate and distinct architectures. Note that the IP Profiles were
assigned to the relevant IP Group in the previous step (see Section 4.7 on page 49).

In our example, you need to add an IP Profile for each entity:
B Microsoft Lync Server 2010 — IP Profile 2

Alteva SIP trunk — IP Profile 1

Open the IP Profile Settings page (Configuration tab > VolP > Coders and Profiles

» To configure IP Profiles:
1.
> |P Profile Settings).
2. Add an IP Profile for Lync Server 2010:

a. Configure the parameters as follows:

Parameter

Profile ID

Transcoding Mode
Extension Coders Group ID
Allowed Coders Group ID

Media Security Behavior

SBC Remote Early Media RTP

SBC Early Media Response Type
SBC Remote Update Support
SBC Remote Re-Invite Support

SBC Remote Refer Behavior

Settings

2

Only if Required
Coders Group 2
Coders Group 1

RTP

The preferred method is to select SRTP when
using TLS.

Delayed

This is required when Lync Server 2010 sends a
SIP 18x response. It does not send an RTP
immediately to the remote side.

183

Supported Only After Connect
Supported Only With SDP
Handle Locally
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Figure 4-16: Configuring IP Profile for Lync Server 2010

Profile ID

Profile Name

2

lan users

Common Parameters

Gateway Parameters

SBC

Transcoding Mode

Extension Coders Group ID
Allowed Coders Group ID
Allowed Coders Mode

SBC Preferences Mode
Diversion Mode

History Info Mode

Media Security Behavior

RFC 2833 Behavior

Alternative DTMF Method
P-Asserted-Identity

SBC Fax Coders Group ID

SBC Fax Behavior

SBC Fax Offer Mode

SBC Fax Answer Mode

SBC Session Expires Mode

SBC Remote Early Media RTP
SBC Remote Can Play Ringback
SBC Remote Supports RFC 3960
SBC Multiple 18x Support

SBC Early Media Response Type
SBC Remote Update Support
SBC Remote Re-Invite Support
SBC Remote Refer Behavior
SBC Remote Early Media Support
SBC Remote 3xx Behavior

SBC Remote Delayved Offer Support
SBC PRACK Mode

SBC Enforce MKI Size

Only if Required
Coders Group 2
Coders Group 1
Restiction and Preference
Include Extensions
Daon't Care

Dont Care

Al SRTP
Daont Care

Daont Care

MNaone

0

0

1

Transparent
Delayed

Mo

Mot Supported
supported

183

Supported Only After Connect

Supported only with SDP
Handle Locally
supported

Handle Locally

Mot Supported
Transparent

do-not-enforce

b. Click Submit.

AudioCodes Mediant E-SBC

52

Document #: LTRT-12240



Configuration Note

4. Configuring AudioCodes E-SBC

3.

Add an IP Profile for the Alteva SIP Trunk:

a. Configure the parameters as follows:

Parameter Settings
Profile ID 1
Transcoding Mode Force

Extension Coders Group ID
Allowed Coders Group ID
Allowed Coders Mode
Media Security Behavior

P-Asserted-ldentity

SBC Remote Can Play Ringback

SBC Remote Refer Behavior

This is required as the Lync Server 2010 does
not send RTP packets immediately when the
codec is negotiated on G.711.

Coders Group 1
Coders Group 0
Restrict and Preference
RTP

Add
This is required for anonymous calls.

Yes

This is required as Lync Server 2010 does not
provide a Ringback tone for incoming calls, while
Alteva does.

Handle Locally

E-SBC handles the incoming REFER request
itself without forwarding the REFER. It generates
a new INVITE to the alternative destination

Figure 4-17: Configuring IP Profile for Alteva SIP Trunk

Profile ID

Profile Name

1 -

wan users

| & Commen Parameters

| a Gateway Parameters

SBC

Transcoding Made

Extension Coders Group 1D
Allowed Coders Group 1D
Allowed Coders Mode

SBC Preferences Mode
Diversion Mode

History Info Mode

Media Security Behavior

RFC 2833 Behavior

Alternative DTMF Method
P-Asserted-Identity

SBC Fax Coders Group 1D

SBC Fax Behavior

SBC Fax Offer Mode

SBC Fax Answer Mode

SBC Session Expires Mode

SBC Remate Early Media RTP
SBC Remote Can Play Ringback
SBC Remote Supports RFC 3960
SBC Multiple 18x Support

SBC Early Media Response Type
SBC Remote Update Support
SBC Remote Re-Invite Support
SBC Remote Refer Behavior
SBC Remote Early Media Suppart
SBC Remote 3xx Behavior

SBC Remote Delayed Offer Support
SBC PRACK Mode

SBC Enforce MKI Size

Force

Coders Group 1
Coders Group 0
Restiction and Preference
Include Extensions
Don't Care

Don't Care

RTP

Asls

Dont Care

Add

None

0

0

1

Transparent

44 e

Delayed

Yes

Not Supported
supported
Transparent
Supported
Supported
Handle Locally
supported
Transparent
Supported

Transparent

A4 e

donot-erforce

Click Submit.
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4.9  Step 9: Configure the Coders Group

This step shows how to configure the voice Coders Group Settings table. Since the
Mediation Server supports both G.711U-law and G.711A-law voice coders while Alteva SIP
trunk service supports the G.711U-law voice coder, configuration of multiple coder table
references for both services are required in utilizing the device to support correct

transcoding.

The Coders Group Settings are associated with the following IP Profiles.

B |P Profile Index 1 (see Section 4.7 on page 49) references ‘Coder Group 1’ (see
Figure 4-18) which is associated with the IP Group 2 (see Section 4.7 on page 49).

B |P Profile Index 2 (see under Section 4.7 on page 49) references ‘Coder Group 2’ as
discussed in Section 4.9 (see Figure 4-19), which is associated with IP Group 1(see

under Section 4.7 on page 49).

» To configure Coders Group for Alteva SIP Trunk service:

1. Open the Coders Group Settings page (Configuration tab > VolP menu > Coders

And Profiles > Coders Group Setting).

Figure 4-18: Configuring Coders Group — Alteva SIP Trunk Service

( Coder Group Settings

-

—> Coder Group ID

Coder Name

Packetization Time

Rate

Fayload Type

Silence Suppression

—> [c7tiU-aw

|20

[

| Disabled

Ll e o e e e e L ) e

Ll e o e e e e ) e

L Ll L L e e e e e e

=
u

(KN [ KN\ RN ER(YEA [ ER (I EA W ER I ET T EY

2.  From the ‘Coder Group ID’ drop-down, select Index 1.

3. From the ‘Coder Name’ drop-down, select G.711U-law.
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» To configure Coder Group for Mediation Server usage:

1. Open the 'Coders Group Settings' page (Configuration tab > VolP menu > Coders
And Profiles > Coders Group Settings).

Figure 4-19: Configuring Coder Group - Mediation Server

( Coder Group Settings

-

e Coder Group 1D z -
Coder Name Packetization Time Rate Payload Type Silence Suppression
—  GTiU-aw - 20 - 64 - Enable " -
<
> <
G711A-law - 20 - 54 - Enable _J -

- - - -

- - - -

2. From the ‘Coder Group ID’ drop-down list, select Index 2. Index 2 is referenced by the
datafill of field 'Coders Group Index' of IP Profile Index ‘2’. This allows a user to list the
allowed vocoders in a supported grouping to be available for utilization. As shown
above, Coder Group 2 is declared to support G.711U-law and G.711A-law.

3. Select G.711U-law and G.711A-law coders.
4. From ‘Silence Suppression’ drop-down list, select Enable.
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4.10 Step 10: Configure the SBC Allowed Coders Group

This step shows how to configure the SBC Allowed (Voice) Coders Group Settings table.
Since the Mediation Server supports G.711 A-law and G.711 U-law voice coders, while
Alteva SIP trunk service supports G.711 U-law voice coders, configuration of multiple coder
table references for both services are required in utilizing the device to support correct
transcoding.

The Coder table is associated with the following IP Profiles.

B [P Profile Index 2 (under Section 4.7 on page 49) references Allowed Coder Group ID
‘Coder Group 1’ (see Figure 4-18) which is associated with interworking with the
Microsoft Lync environment.

B [P Profile Index 1 (under Section 4.7 on page 49) references Allowed Coder Group ID
‘Coder Group 0’ (see Figure 4-19), which is associated with interworking with Alteva
SIP trunk service.

» To configure the Allowed Coders Group for Alteva SIP Trunk service:

1. Open the Coders Table page (Configuration tab > VoIlP menu > SBC > Allowed
Coders Group).

Figure 4-20: Configuring Allowed Coders Group — Alteva SIP Trunk

( Allowed Coders Group W

-

—_— Allowed Coders Group ID 0=l

Coder Name

— e 711w

I} O O | K

2. From the ‘Allowed Coders Group ID’ drop-down, select Index O.
3. Select G.711U-law coder.
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» To configure the Allowed Coders Group for Mediation Server usage:

1. Open the Allowed Coders Group page (Configuration tab > VolP menu > SBC >
Allowed Coders Group).

Figure 4-21: Configuring Allowed Coders Group Setting - Mediation Server

( Allowed Coders Group

-

—>

Allowed Coders Group ID

Coder Name

GT11U-law

—

G711 A-law

N 0 O R K

2. From the ‘Allowed Coders Group ID’ drop-down list, select Index 1.

3. Select G.711U-law and G.711A-law coders.
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4.11 Step 11: SIP TLS Connection

This step describes how to configure the E-SBC for using a TLS connection with the Lync
Server 2010 Mediation Server. This is essential for a secure SIP TLS connection.

4.11.1 Step 1lla: Configure the NTP Server Address

This step describes how to configure the NTP server's IP address. It is recommended to
implement an NTP server (Microsoft NTP server or third-party server) to ensure that the E-
SBC receives accurate and current date and time. This is necessary for validating
certificates of remote parties.

» To configure the NTP server address:

1. Open the Application Settings page (Configuration tab > System > Application
Settings).

2. In the 'NTP Server IP Address' field, enter the IP address of the NTP server (e.g.,
"10.15.9.10").

Figure 4-22: Configuring NTP Server Address

w NTP Settings

NTF Server IF Address 10.15.8.10
NTP UTC Offset Hours: 2 Minutes: |0
NTF Updated Interval Hours: |24 Minutes: [0

MNTF Secondary Server IF

3. Click Submit.
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4.11.2 Step 11b: Configure a Certificate

This step describes how to exchange a certificate with the Microsoft Certificate Authority
(CA). The certificate is used by the E-SBC to authenticate the connection with the MS Lync

2010 environment.

» To configure a certificate:
1. Open the Certificates page (Configuration tab > System > Certificates).
Figure 4-23: Configuring a Certificate

w Certificate Signing Request

Subject Name [CN] ACGW hync local
Organizational Unit [OU] {optional) Headquarters
Company name [O] {optional) Comorate
Locality or city name [L] {optional) Poughkeepsie
State [ST] (optional) New York
Country code [C] {optional) s

Create CSR

After creating the CSR, copy the text below (including the BEGIN/EMND lines) and send it to your Certification Authority for signing.

----- BEGIN CERTIFICATE BEQUEST-----
MIICwICCAakCAQAWEIDEYMBYGAIUEARMEOUNHVyS5eWs j LmvY 2 FsMRUwEwYDV QL
EwxIZWFkcVhenRlenMxEjAQBgNVBRoTCUNvenBvemE 0 ZTEVMEBMGE 1UEBxMMUGES 1
ZZhrZWlVweZllMREwDWYDVROIEWhOZE cgiW 9 yazELMAKGALIUEBRMCVVMwggEiMADG
CS5gESIb3DQERBRQUAR 4 IBDwAWggERR0 IBAQCzO00 FEDWnxTTux 8BS rBViFHIZRJalhv
g2 2EpEBwngTEvRANS gHl cBrlkahH4kE4EqgsbLlusHEV+HONEUi Bnr I ¥dk5Ei Cod
£3uz JQTMEepabICxhENAY N4 in6RsNES+aEkWIKCpLVERKXE a+8qMuBuxFglS4Pi
Z72G0pfdH,/UnkELexkfgTjtCBBCUTzEL /X1 GLCZDRYT PxI7LT¥ T4 JeFSmEBFbriEw
YEYVI3£5g0FPEjCsanmTUolMZeBSUBPEpRel9Hus4FIVESvIm3KCVO/EjwRyejga
tlpjveyF4tBQgexzkgH9c8 1vSnz RdEkDnVHrQVSBzlu3 0 FE5whaSmInAgMBR AEg
ADANBgkghkiGOwiBAQQFAROCAQEAVZ SMJuR/ 74uQahukaFpCnkEBULKYCAE 2B 9nnt
yi+gl4lez/2ahgéZoVSbquBlUvgiizwENQREuBEystOevC] IMdzRvr ZPhorButJil
ROQrAmhEM00s+]gBLzCylHFps0yiT7/ TIDu¥plj twiwTZnEtkteW s /HgMIollald
SE+creFSP548kt+VatdVeMuQzDgRwSv4EosCyuECINPELggY+T£JA1F3Z3A1DTEX
615Gx0w/ sWFwCi+rY JR3c0 THSVENgrlde+ASCCEcIUThvE70gqrFnySSDbCiETtZE
2U4TaF1HugKLQZ /3Ke SpSFT2gELEVE TvmFVAE 6ApH/ BMi i mi yw==

————— END CERTIFICATE REQUEST———-—

In the Subject Name field, enter the media gateway name (e.g., "ACGW.Lync.local").
This name must be equivalent to the gateway name configured in the Topology
Builder for Lync Server 2010 (see Section 3.1 on page 15).

Click Create CSR; a certificate request is generated.

Copy the CSR (from the line “----BEGIN CERTIFICATE” to “END CERTIFICATE
REQUEST----") to a text file (such as Notepad), and then save it to a folder on your
computer with the file name, certreq.txt.
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5. Open a Web browser and navigate to the Microsoft Certificates Services Web site at
http://<certificate server>/CertSrv.

Figure 4-24: Navigating to Microsoft Certificate Services Web Site

a Microsoft Certificate Services - Microsoft Internet Explorer

=181 x|
‘ e

Fle Edt View Favorites Took Help

Qe - ) - (=] 2] ;h‘/'__) Search ¢ Favores {7}

Address [{€] http:/j10.15.4.201 fcertsr]

2 =EBLUE S

j Go “L\nks >

B
s - Demolab

Welcome

Use this Web site to request a certificate for your Web browssr, e-mail client, or other program. By using a certificate, you can verify your

identity to peaple you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks

‘You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list {CRL), ar to
wiew the status of a pending request

Far more information about Certificate Services, see Certificate Services Documentation

Select atask:
Reguest a certificate
Yiew the status of a pending certificate request
Dovinload a CA cerificate, certificate chain, or CRL

L]
& 0T T [ 4 mtemet

6. Click Request a certificate.

Figure 4-25: Requesting a Certificate

a Microsoft Certificate Services - Microsoft Internet Explorer

SLIES
I

| Ble Edt View Favortes Tooks  Help

Jeﬁatk - e - @ @ ;h /Jsear(h *Favur\tes &

| Address [{€] http:/j10.15.4 201 fcertsrvfcertrqus.asp

Q- - LJE S

| B “Lmks =

B
s - Demolab

Request a Certificate

Selectthe certificate type
Web Browiser Certificate
E-MWail Protection Certificate

Qr, submit an advanced certificate request.

=
[ S I e T a—
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7. Click advanced certificate request, and then click Next.

Figure 4-26: Submitting Advanced Certificate Request

a Microsoft Certificate Services - Microsoft Internet Explorer

mEIES
File Edt Vew Favortes Took Help ‘ a
@Ba:k - \) - \ﬂ @ ;h /'_7) Search *Favur\tes & E’f{v :_\; ] - _J i 3
Adress [{€] http:/j10.15.4.201 fcertsrjcertrasd.asp R = = HLmks e
=
- Demaolab
Advanced Certificate Request
The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA
Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-B4-encoded
PRCS #7 file
]
&7 pone

T memee
8. Click Submit a certificate request ..., and then click Next.

Figure 4-27: Submitting Certificate Request or Renewal Request

& Microsoft Adive Directory Certificate Services - Windows Internet Explorer (=] ®=
&5\ &) hitpr05. 420 certsrufcertrept asp RIS

File Edit View Favorites Tools Help

i .ﬂ Micosoft Adive Directory Certificate Services

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 ceificate request or PRCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

A8 xePBSymy Ex+2EusBEzEh4 ¥RIL «
Base-fd-encoded rrdcotrnsPOCAvERRaLANAOGC 3G TRIDOEREATL
ceilificate requesl MnkMAkx8xMq9gaigolFruch BolutgEcOGAF THok

[CHC ar SESEc 4B I8 1b+REFVI+0st 572 TOD ZNg S Y p4G+0H -
PHCS #0 or i EOUTEEBsVET? 1a083 Ho b
PrCs#y mmeee END CERTIFICATE REQUEST----- -

‘ [T | r

Certificate Template:
Web Server -

Additional Atiributes:

Attributes: -

Submit >

Done € Internet | Protected Mode: OFf #n v Ri0w -

9. Open the certreq.txt file that you created and saved in Step 4, and then copy its
contents to the ‘Base64 Encoded Certificate Request’ field.

10. From the 'Certificate Template' drop-down list, select Web Server.
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11. Click Submit.

Figure 4-28: Displaying Certificate Issued Page

Certificate Issued

The certificate you requested was issued to you.

© DER encoded or @ Base 64 encoded

Download certificate
== Download certificate chain

12. Select the Base 64 encoded option for encoding, and then click Download CA
certificate.

13. Save the file with the name gateway.cer to a folder on your computer.

14.

Click the Home button (or navigate to the certificate server at

http://<Certificate
Server>/CertSrv).

15. Click the Download a CA certificate, certificate chain, or CRL.

Figure 4-29: Downloading a CA Certificate

a Microsoft Certificate Services - Microsoft Internet Explorer

_i&]x
JE\|E Edit “iew Favorites Tools Help

| &
J @Back - ‘\L;l - lj @ 7;‘ /:) Search '?:ﬂ:'(Favurites £‘3| <~ :f - J ﬂ '5

| address [ &) bttp: 110.15.4.201jcertsrv/certcarc.asp

j Go HLlnks »
|
85 - Demolab

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain.

To dowvinload a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

& DER

¢ Base 64
Doninload CA cedificats
Download CA cerificate chain
Download latest base CRL

=l
EJoore DU @

16. Under the 'Encoding method' group, select the Base 64 option for encoding.
17. Click Download CA certificate.
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18. Save the file with the name certroot.cer to a folder on your computer.
19. Inthe E-SBC's Web interface, return to the Certificates page and do the following:

a. Inthe ‘Device Certificate’ field, click Send File and select the gateway.cer
certificate file that you saved on your computer in Step 13, and then click Send
File to upload the certificate to the E-SBC.

b. Inthe 'Trusted Root Certificate Store' field, click Send File and select the
certroot.cer certificate file that you saved on your computer in Step 18, and then
click Send File to upload the certificate to the E-SBC.

Figure 4-30: Uploading Certificates

w Upload certificate files from your computer

Private key pass-phrase (optional) audc

Send Private Key file from your computer to the dewice.
The file must be in either PEM or PFX (PKCS#12) format.

Choose File | Mo file chosen Send File

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

Send "Trusted Root Certificate Store” file from your computer to the device.
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

20. Reset the E-SBC with a burn to flash for your settings to take effect (see Section 4.20
on page 80).
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4.12 Step 12: Configure Media Security

This step describes how to configure media security. If you configure the Microsoft
Mediation Server to use Secure Real-Time Transport Protocol (SRTP), you need to
configure the E-SBC to operate in the same manner.

Note: SRTP was enabled for Lync Server 2010 when you added an IP Profile for
Lync Server 2010 (see Section 4.8 on page 51).

» To configure media security:
1. Open the Media Security page (Configuration tab > Media > Media Security).
Figure 4-31: Configuring Media Security

w General Media Security Settings
& Media Security Enable El
4 Aria Protocol Support Dizable El
Media Security Behavior Mandatory El
& SRTF Tunneling Authentication for RTF Dizable El
& SRTF Tunneling Authentication for RTCPE Dizable El
w SRETP Setting
Master Key Identifier (MKI) Size 1
Symmetric MEI Megotiation Enable El
| ¢ SATP offered Suites
2. Configure the parameters as follows:
Parameter Settings
Media Security Enable
Media Security Behavior Select one of the following:

= Mandatory
(if Mediation Server is configured to SRTP
Required)

= Preferable
Single media (if Mediation Server is
configured to SRTP Optional)

Master Key Identifier (MKI) Size 1
Symmetric MKI Negotiation Enable

3. Click Submit.

4. Reset the E-SBC with a burn to flash for your settings to take effect (see Section 4.20
on page 80).
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4.13 Step 13: Configure IP Media

This step describes how to configure the number of media channels for IP-based media.
To perform coder transcoding, define digital signaling processors (DSP) channels. The
number of media channels represents the number of DSP channels that the E-SBC
allocates to sessions.

This is required for coder transcoding, where two IP media channels are used per call.

A Note: This step is required only if transcoding is required.

» To configure IP media:

1. Open the IP Media Settings page (Configuration tab > VoIP > IP Media > IP Media

Settings).
Figure 4-32: Configuring IP Media

-
% Number of Media Channels 30
& ‘Joice Streaming Disable El

NetAnn Announcement ID annc

MSCML ID iwr

Transcoding ID trans

w» Conference

Conference ID conf

Beep on Conference Enable El
Enable Conference DTMF Clamping Enable El
Enahle Conference DTMF Reparting Disable El

2. Inthe 'Number of Media Channels' field, enter "30".
3. Click Submit.
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4.14

Step 14: Configure IP-to-IP Call Routing Rules

This step describes how to configure IP-to-IP call routing rules (which are done in the IP-to-
IP Routing table). These rules define the route for forwarding SIP messages (e.g., INVITE)
received on one IP interface to another.

The SIP message is routed according to a rule whose configured input characteristics (e.g.,
Source IP Group) match those of the message. If the characteristics of an incoming
message do not match the first rule in the table, they are then compared to the second
rule, and so on, until a matching rule is located. If no rule is matched, the message is
rejected.

In our example scenario, you need to add the following IP-to-IP routing rules to route calls
between Lync Server 2010 (LAN) and Alteva SIP Trunk (WAN):

B Calls from LAN to WAN
B Calls from WAN to LAN

The routing rules use IP Groups to denote the source and destination of the call. IP Group
ID 1 was assigned to Lync Server 2010, and IP Group ID 2 to Alteva SIP Trunk as shown
in Section 4.7 on page 49.

» To configure IP-to-IP routing rules:

1. Open the IP2IP Routing Table page (Configuration > VolP > SBC > Routing SBC >
IP to IP Routing Table).
2. Add arule to route calls from LAN to WAN:

a. Click Add.
b. Configure the parameters as follows:

Parameter Settings
Index 0
Source IP Group ID 1
Destination Type IP Group
Destination IP Group ID 2
Destination SRD ID 2
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Figure 4-33: Configuring IP-to-IP Routing Rules for LAN to WAN

Add Record x®

Index |IJ |
—> Source IP Group ID 1

Source Username Prefix *

Source Host *

Destination Username Prefix *

Destination Host P

Request Type All -

Message Condition None -

ReRoute IF Group ID -1

Call Trigger Any -
—> Destination Type IP Group -
—> Destination IP Group ID 2
—> Destination SRD ID 7 -

Destination Address
Dec=tination Port 0

Destination Transport Type
Alternative Route Options Route Row

Cost Group Mone

L

c. Click Submit.
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3. Add arule to route calls from WAN to LAN:

a. Click Add.
b. Configure the parameters as follows:

Parameter Settings
Index 1
Source IP Group ID 2
Destination Type IP Group
Destination IP Group ID 1
Destination SRD ID 1

Figure 4-34: Configuring IP-to-IP Routing Rules for WAN to LAN

Add Record

Index |1 |
—> Source IP Group ID 2

Source Username Prefix .

Source Host w

Destination Username Prefix .

Destination Host x

Request Type Al -

Message Condition None -

ReRoute IP Group ID 1

Call Trigger Any -
—> Destination Type IP Group -
—> Destination IP Group ID 1
—> Destination SRD ID 1 -

Destination Address

Destination Port 0

Destination Transport Type -
Alternative Route Options Route Row -
Cost Group None A

L
c. Click Submit.
The figure below shows the above configured routing rules in the IP-to-IP Routing Table:

Figure 4-35: Displaying Configured IP-to-IP Routing Rules

( IF-to-IF Routing Table \]
Add +
Index Source IP Destination Destination Request Type ReRoute IP Call Trigger Destination Destination IP D ion D i 1
Group 1D Username Host Group ID Type Group ID SRDID Port
Prefix
o & & . All -1 Any IP Group 2 None o
1 2 * * All -1 Any IP Group i None o
Page ¢ of 1 Show 10 w records per page View 1-2of 2

Note: The routing configuration may change according to the local deployment
topology.
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4.15

A

Step 15: Configure IP-to-IP Inbound Manipulation
Rules

This step describes how to configure inbound IP-to-IP manipulation rules. These rules
concern number manipulation of the source and / or destination number. The manipulation
rules use IP Groups to denote the source and destination of the call. As configured in
Section 4.7 on page 49, IP Group ID 1 was assigned to Lync Server 2010 and

IP Group ID 2 to the Alteva SIP Trunk.

Note: Adapt the manipulation table according to you environment dial plan.

The procedure below provides an example of configuring a manipulation rule that removes
the plus sign "+1" from the source number for calls to IP Group 2 (Alteva SIP Trunk)
originated from IP Group 1 (i.e., Lync Server 2010), when the source number is prefixed
with a (“+1").

» To configure IP-to-IP Inbound Manipulation Rules:

1. Open the IP to IP Inbound Manipulation page (Configuration > VolP > SBC >
Manipulation SBC > IP to IP Inbound).

2. Click Add.
3. Click the Rule tab, and then configure the parameters as follows:

Parameter Settings
Index 1
Source IP Group ID 1
Source Username Prefix +1
Manipulated URI Source
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Figure 4-36: Configuring IP-to-IP Inbound Manipulation Rules — Rule Tab

m Action

Index 1

Additional Manipulation Mo -

Manipulation Purpose Mormal -
—> Source IP Group ID 1
—> Source Username Prefix +

Source Host %

Destination Username Prefix :

Destination Host *

Request Type All hi
—> Manipulated URI Source -

B Submit % Cancel

4. Click the Action tab, and then configure the parameters as follows:
Parameter Settings
Remove From Left 2

Figure 4-37: Configuring IP-to-IP Inbound Manipulation Rules - Action Tab

Rule

Index 1
—> Remove From Left 7

Remove From Right 0

Leave From Right 255

Prefix to Add

Suffix to Add

B Submit | % Cancel
5. Click Submit.

The IP to IP Inbound table displayed below includes three manipulation rules for calls
between IP Group 1 (i.e., Lync Server 2010) and IP Group 2 (i.e., Alteva SIP Trunk):
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Figure 4-38: Displaying IP to IP Inbound Manipulation Rules

( IF to IF Inbound Manipulation W
Add + Insert + Edit »* Delete — Down 4 ShowlHide [
Index Source IP Source Source Host | Destination Destination Request Manipulated Prefix to Suffix to
Additional Manipulation Group ID Username Username Host Type URI Add Add
Manipulation Purpose Prefix Prefix
1 No Normal 1 +1 * * * All Source
2 No Normal 2 * All Destination  +1
3 No Normal 1 5 = +1 = All Destination
Page[[— | of1 Showl 10 = | records per page View 1 -3 of 3
Rule Index Description
1 Calls received from IP Group 1 and that have any source prefix (+1), remove 2 left digits
(“+1") from the source number.
2 Calls received from IP Group 2 add a prefix of “+1” to the destination number.
3 Calls received from IP Group 1 and that have a destination prefix (+1), remove 2 left

digits (“+1”) from the destination number.
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4.16

A

Step 16: Configure IP-to-IP Outbound Manipulation
Rules

This step describes how to configure IP-to-IP manipulation rules. These rules concern
number manipulation of the source and / or destination number. The manipulation rules
use IP Groups to denote the source and destination of the call. As configured in
Section 4.7 on page 49, IP Group ID 1 was assigned to Lync Server 2010 and IP Group ID
2 to the Alteva SIP Trunk.

Note: Adapt the manipulation table according to you environment dial plan.

The procedure below provides an example of configuring a manipulation rule that changes
the presentation of the source number to a restricted state for all calls to IP Group 2 (Alteva
SIP Trunk) originated from IP Group 1 (i.e., Lync Server 2010). This rule can be further
enhanced for setting a specific Source number rather than all by populating the Source
Username Prefix with the appropriate source number to be manipulated.

» To configure IP-to-IP Outbound Manipulation Rules:

1. Open the IP to IP Outbound Manipulation page (Configuration > VolP > SBC >
Manipulation SBC > IP to IP Outbound).

2. Click Add.
3. Click the Rule tab, and then configure the parameters as follows:

Parameter Settings

Index 1
Source IP Group ID 2
Destination IP Group ID 1

Source Username Prefix *
This will manipulate all calls.

Manipulated URI Source

AudioCodes Mediant E-SBC 72 Document #: LTRT-12240




Configuration Note

4. Configuring AudioCodes E-SBC

Index

Additional Manipulation
Source IP Group ID
Destination IP Group ID
Source Username Prefix
Source Host

Destination Username Prefix
Destination Host

Request Type

ReRoute IP Group ID

Call Trigger

— Manipulated URI

Figure 4-40: Configuring IP-to-IP Outbound Manipulation Rules — Rule Tab

No -
1

2

*

-

*

*

All -
-1

Any -
Source -

B Submit x Cancel
&
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4. Click the Action tab, and then configure the parameters as follows:
Parameter Settings
Privacy Restriction Mode Restrict

Figure 4-41: Configuring IP-to-IP Outbound Manipulation Rules - Action Tab

Rule F-'.H'.'.Iq

Index 1
Remove From Left 0
Remove From Right 0
Leave From Right 255

Prefix to Add
Suffix to Add

—> Privacy Restriction Mode Restrict

-

B Submit | ® Cancel

5. Click Submit.

The IP to IP Outbound table displayed below includes the manipulation rule for calls
between IP Group 1 (i.e., Lync Server 2010) and IP Group 2 (i.e., Alteva SIP Trunk):

Figure 4-42: Displaying Configured IP to IP Outbound Manipulation Rules

( 1P to IP Qutbound Manipulation W
Add + Insert + Edit Delete — Down 4 ShowiHide [
Index Source IP Destination Source Source Host | Destination Destination Request Manipulated Prefix to Suffix to
Additional Group ID IP Group ID Username Username Host Type URI Add Add
Manipulation Prefix Prefix
i Mo i 2 * * e all Source
Page[;— | of1 Shcwl':_d records per page View 1
Rule Index Description
1 Calls received from IP Group 1 and destined to IP Group 2 will have the Privacy

Restriction Mode set to Restrict.
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4.17 Step 17: Configure SIP Message Manipulation Rules

This step describes how to configure SIP message manipulation rules (done in the
Message Manipulations table). SIP message manipulation rules can include insertion,
removal, and/or modification of SIP headers. Multiple manipulation rules can be configured
and grouped together for the same SIP message by the usage of the Manipulation Set ID.
Once you have configured the SIP message manipulation rules, you need to assign them
to the relevant IP Group (in the IP Group table) and determine whether they must be
applied to inbound or outbound messages.

In our example scenario, SIP message manipulation is required for messages sent to the
Alteva SIP Trunk (IP Group 2) for the Call Transfer / Forward feature of Lync Server 2010.
» To configure SIP message manipulation rules for Index 3:

1. Open the Message Manipulations page (Configuration > VolP > SIP Definitions >
Msg Policy & Manipulation > Message Manipulations).

2. Add the following manipulation rules for Manipulation Set ID 1:

Rule Index Setting
Index 3
Manipulation Set ID 1
Message Type any.Request
Condition header.referred-by exists
Action Subject header.Diversion
Action Type Add
Action Value '<"+header.referred-by.URL+'>'

Figure 4-39: Configuring SIP Message Manipulation — Index 3

Edit Record
Index 3
—> Manipulation Set ID 1
—> Message Type any Request
—> Condition header.referred-by exizts
—> Action Subject header. Diversion
—> Action Type Add -
— 3 Action Value ‘'+header.referred-by URL+""
Row Role Lze Current Condition -

B Submit x Cancel
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» To configure SIP message manipulation rules for Index 4:

1. Open the Message Manipulations page (Configuration > VolP > SIP Definitions >
Msg Policy & Manipulation > Message Manipulations).

2. Add the following manipulation rules for Manipulation Set ID 1:

Rule Index Setting
Index 4
Manipulation Set ID 1
Message Type
Condition
Action Subject Header.Diversion
Action Type Remove Prefix
Action Value +1'
Row Role Use Previous Condition

Figure 4-40: Configuring SIP Message Manipulation — Index 4

Edit Record
Index 4
—> Manipulation Set ID 1

Mes=age Type
—> Condition

—_ : :
Action Subject Header Diversion

—> Action Type Remove Prefic -
— Action Value 41"
Row Role Use Previous Condition -

B Submit | ® Cancel

The figure below includes SIP message manipulation rules which are bound together by
commonality via the Manipulation Set IDs (Manipulation Set ID 1) which are executed for
messages received from the Lync Server 2010 (IP Group 1) prior to being sent to the
Alteva SIP Trunk service (IP Group 2). Refer to the User's Manual for further details
regarding the full capabilities of header manipulation. Manipulation Set IDs are indexed and
utilized from within the IP Group table.

Figure 4-43: Configuring SIP Message Manipulation Rules

| ( Message Manipulations W
Add 4 Insert + Edit #* Delete — Up t Down 4 ShowiHide [
[ Index Manipulation Set ID Message Type Condition Action Subject Action Type Action Value Row Role
3 1 any.Request header.referred-by e: header.Diversion Add '<'+header.referred-t Use Current Condition
4 1 Header.Diversion Remove Prefix +1' Use Previous Conditio
‘ Page[;— | of1 Showm records per page View 1 - 4 of 4
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3. Review the newly created manipulation rules for Manipulation Set ID 1:
Rule Index Description

3 SIP messages that contain a Referred-By header and are destined to
the Alteva SIP Trunk are modified as follows: A Diversion header
added with the user part provided from the Referred-By header.

4 If the manipulation rule Index 3(above) is executed, then the following
rule is also done on the same SIP message: the prefix "+1" is removed
from the user part of the Diversion header.

4. Assign the Manipulation Set ID 1 to IP Group 1:

a. Open the IP Group Table page (Configuration > VolP > Control Network > IP
Group Table).

Select the row of IP Group 1, and then click Edit.
. Click the SBC tab.
d. Setthe ‘Inbound Message Manipulation Set’ field to "1".

Figure 4-44: Configuring SIP Message Manipulation Rules to IP Group 1

Common Gateway '———|

Index 1
Classify By Proxy Set Enable -
Max Mumber Of Registered Users K
Source URI Input Mot Configured -
Destination URI Input Mot Configured -

—> Inbound Message Manipulation Set 1

Outbound Message Manipulation Set 4

Registration Mode User initigtes registrations -

Authentication Mode User Authenticates -

Authentication Method List

Enable SBC Client Forking Mo -

B Submit | ® Cancel

e. Click Submit.
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4.18 Step 18: Configure SIP Registration Accounts

This step describes how to configure SIP registration accounts (in the Account table). This
is required so that the E-SBC can register with the Alteva SIP Trunk on behalf of Lync
Server 2010. The Alteva SIP Trunk requires registration and authentication to provide
service.

In this example, the Served IP Group is Lync Server 2010 (IP Group 1) and the Serving IP
Group is Alteva SIP Trunk (IP Group 2).

» To configure SIP registration accounts:

1. Open the Account Table page (Configuration > VolP > SIP Definitions > Account
Table).

Figure 4-46: Configuring SIP Registration Accounts

( Account Table W
I Add Edit | Compact Delete |
Served Serving
Index Served Trunk Group IF 1P User Name Pas=word Host Name Register Contact User Application Type
Group | Group
R Cl B I IQ audiocodes ) sip attevaip.com [Tes 2157854052 SBC
Un-Register |

2. Enter an index number (e.g., "0"), and then click Add.
3. Configure the account according to the provided information from Alteva, for example:

Parameter Settings

Served IP Group 1

This is the Lync Server 2010.
Serving IP Group 2

This is the Alteva SIP Trunk.
Username Set username as provided by Alteva
Password Set password as provided by Alteva
Host Name sip.altevaip.com
Register Yes
Contact User 2157894052

Set to trunk main line.
Application Type SBC
4. Click Apply.
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4.19 Step 19: Configure Forking Mode

This step describes how to configure the E-SBC's handling of SIP 18x responses received
due to call forking of an INVITE. In our example scenario, if a SIP 18x response with SDP
is received, the E-SBC opens a voice stream according to the received SDP. The E-SBC
reopens the stream according to subsequently received SIP 18x responses with SDP, or
plays a ringback tone if a SIP 180 response without SDP is received. It's mandatory to set
this field for the Lync Server 2010 environment.

» To configure call forking mode:

1. Open the General Settings page (Configuration tab > VolP > SBC > General
Settings).

2. From the 'SBC Forking Handling Mode' drop-down list, select Sequential.
Figure 4-48: Configuring Call Forking Mode

-
Transcoding Mode Only f Reguired -
SBC No Answer Timeout 600
SBC GRUU Mode AsProgy -
Minimum Session-Expires [sec] 50
BroadWaorks Survivability Feature Disahle -
Bye Authentication Dizable -
SBC User Registration Time 0
SBC Prowy Registration Time 0
SBC Survivability Registration Time 0
SBiC Forking Handling Made Sequential -
Allow Unclassified Calls Reject -
SBC Session-Expires [sec) 180
SBC Direct Media Disable -

3. Click Submit.
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4.20 Step 20: Reset the E-SBC

After you have completed the E-SBC configuration as described in the previous steps, you
need to save ("burn") the configuration to the E-SBC's flash memory with a reset for the
settings to take effect.

> To reset the E-SBC:

1. Open the Maintenance Actions page (Maintenance tab > Maintenance >
Maintenance Actions).

Figure 4-49: Resetting the E-SBC

Configurstion | Malrtenance ggtlgsgnnsﬂcs ( I s

Seatch

w Reszet Configuration

© Basic U Full Reset Board
Smaint
aintenance Burn To FLASH Yes =
Maintenance Actions
B software Update Graceful Option Ne E
+ LOCK/ UNLOCK
Lock LOCK
Graceful Option Ho
Gateway Operational State UNLOCKED
w Save Configuration

2. Ensure that the 'Burn to FLASH' field is set to Yes (default).
3. Click the Reset button.
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A AudioCodes INI File

The ini file configuration of the E-SBC, corresponding to the Web-based configuration as
described in Section 4 on page 33, is shown below:

I = o
El

;** Ini File **

I = o
El

;Board: Mediant 1000

;Serial Number: 2967088

;Slot Number: 1

;Software Version: 6.60A.014.007

;DSP Software Version: 620AE3 => 660.03
;Board IP Address: 10.15.9.118

;Board Subnet Mask: 255.255.0.0

;Board Default Gateway: 10.15.9.117
;Ram size: 512M Flash size: 64M

;Num of DSP Cores: 8 Num DSP Channels: 40
;Profile: NONE

;Key features:;Board Type: Mediant 1000 ;Coders: G723 G729 G728
NETCODER GSM-FR GSM-EFR AMR EVRC-QCELP G727 ILBC EVRC-B AMR-WB
G722 EG711 MS_RTA_NB MS_RTA _WB SILK_NB SILK_WB SPEEX_NB SPEEX_WB
;DSP Voice features: ;E1Trunks=4 ;T1Trunks=4 ;Security: IPSEC
MediaEncryption StrongEncryption EncryptControlProtocol ;Channel
Type: DspCh=240 IPMediaDspCh=240 ;DATA features: Eth-Port=6
;Control Protocols: MGCP SIP SBC=120 MSFT TRANSCODING=30 FEU=30
;Default features:;Coders: G711 G726;

Slot # : Module type : # of ports : # of DSPs
Empty
FALC56 : 1 : 2
Empty
Empty
Empty
Empty

[SYSTEM Params]

[BSP Params]

PCMLawSelect = 3
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[Voice Engine Params]
ENABLEMEDIASECURITY = 1
SRTPTxPacketMKISize = 1
CallProgressTonesFilename =

[SIP Params]
MEDIACHANNELS = 30

MEDIASECURITYBEHAVIOUR = 1
DNSQUERYTYPE = 1
ENABLESBCAPPLICATION = 1
ENABLESYMMETRICMKI = 1
SBCFORKINGHANDL INGMODE = 1

[SCTP Params]

[VXML Params]

[IPsec Params]

[Audio Staging Params]

[SNMP Params]

[ PhysicalPortsTable ]

FORMAT PhysicalPortsTable Index

PhysicalPortsTable_ SpeedDuplex,

"usa_tones_13.dat"

PhysicalPortsTable_Port,
PhysicalPortsTable_Mode, PhysicalPortsTable NativeVlan,

PhysicalPortsTable_ PortDescription,
PhysicalPortsTable_GroupMember, PhysicalPortsTable GroupStatus;

PhysicalPortsTable O = "GE_0O_1",

“"GROUP_1", "Active';

PhysicalPortsTable 1 = "GE_0_2",

"GROUP_1", "Redundant';

PhysicalPortsTable 2 = "GE_7_1",

"GROUP_2', "Active';

PhysicalPortsTable 3 = "GE_7_2",

"GROUP_2", "Redundant';

PhysicalPortsTable 4 = "GE_7_3",

“"GROUP_3", "Active";

PhysicalPortsTable 5 = "GE_7_4",

"GROUP_3", "Redundant'';

[ \PhysicalPortsTable ]

1, 4,

"User

"User

"User

"User

"User

"User

Port #0",
Port #1",
Port #2",
Port #3",
Port #4",

Port #5',
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[ EtherGroupTable 7]

FORMAT EtherGroupTable Index = EtherGroupTable Group,
EtherGroupTable_Mode, EtherGroupTable Memberl,
EtherGroupTable Member2;

EtherGroupTable 0 = "GROUP_1", 2, GE_0 1, GE 0 2;
EtherGroupTable 1 = "GROUP_2", 2, GE 7 1, GE 7 2;
EtherGroupTable 2 = "GROUP_3", 2, GE_7 3, GE_7 _4;

[ \EtherGroupTable ]

[ InterfaceTable ]

FORMAT InterfaceTable _Index = InterfaceTable ApplicationTypes,
InterfaceTable_ InterfaceMode, InterfaceTable IPAddress,
InterfaceTable_ PrefixLength, InterfaceTable_ Gateway,
InterfaceTable VI1anlD, InterfaceTable_ InterfaceName,
InterfaceTable_ PrimaryDNSServerlPAddress,
InterfaceTable_SecondaryDNSServerlIPAddress,
InterfaceTable_Underlyinglnterface;

InterfaceTable 0 = 6, 10, 10.15.9.118, 16, 10.15.9.117, 1,
"Voice', 10.15.9.10, 0.0.0.0, GROUP_1;

InterfaceTable 1 = 5, 10, 63.98.198.35, 16, 63.98.198.33, 2,
"Public™, 198.6.1.2, 198.6.1.3, GROUP_2;

[ \InterfaceTable ]

[ DspTemplates ]

*** TABLE DspTemplates ***
This table contains hidden elements and will not be exposed.
This table exists on board and will be saved during restarts.

[ \DspTemplates ]

[ CpMediaRealm 7]

FORMAT CpMediaRealm_Index = CpMediaRealm_MediaRealmName,
CpMediaRealm_IPv4IlF, CpMediaRealm_IPV6IF,
CpMediaRealm_PortRangeStart, CpMediaRealm MediaSessionLeg,
CpMediaRealm_PortRangeEnd, CpMediaRealm_IsDefault;

CpMediaRealm 1 = "MRLan', Voice, , 6000, 10, 6090, 1;
CpMediaRealm 2 = "MRwan', Public, , 7000, 10, 7090, O;

[ \CpMediaRealm ]

[ SRD ]
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FORMAT SRD_Index = SRD Name, SRD MediaRealm,
SRD_ IntraSRDMediaAnchoring, SRD BlockUnRegUsers,
SRD_MaxNumOfRegUsers, SRD_EnableUnAuthenticatedRegistrations;

SRD 1 = "LanSRD", "MRLan™, O, O, -1, 1;
SRD 2 = "WanSRD", 'MRwan', O, O, -1, 1;

[ \SRD ]

[ Proxylp ]

FORMAT Proxylp_Index = Proxylp_ IpAddress, Proxylp TransportType,
Proxylp_ProxySetld;

Proxylp 0 = "10.15.9.11:5068", 1, 1;
Proxylp 1 = "4.78.147.153:5060", 0, 2:
Proxylp 2 = "4.79.132.201:5060", 0, 2;

[ \Proxylp ]

[ IpProfile ]

FORMAT IpProfile_Index = IpProfile_ProfileName,
IpProfile_IlpPreference, IpProfile_CodersGrouplD,
IpProfile_IlsFaxUsed, IpProfile_JditterBufMinDelay,
IpProfile_JditterBufOptFactor, IpProfile IPDiffServ,
IpProfile_SiglPDiffServ, IpProfile SCE,
IpProfile_RTPRedundancyDepth, IpProfile_ RemoteBaseUDPPort,
IpProfile_CNGmode, IpProfile VxxTransportType, IpProfile_NSEMode,
IpProfile_IsDTMFUsed, IpProfile PlayRBTone2lP,
IpProfile_EnableEarlyMedia, IpProfile_ Progressindicator2lP,
IpProfile_EnableEchoCanceller, IpProfile_CopyDest2RedirectNumber,
IpProfile_MediaSecurityBehaviour, IpProfile_CallLimit,
IpProfile_DisconnectOnBrokenConnection,
IpProfile_FirstTxDtmfOption, IpProfile_SecondTxDtmfOption,
IpProfile RxDTMFOption, IpProfile EnableHold, IpProfile_ InputGain,
IpProfile_VoiceVolume, IpProfile AddIEInSetup,
IpProfile_SBCExtensionCodersGrouplD,
IpProfile_MedialPVersionPreference, IpProfile_TranscodingMode,
IpProfile_SBCAllowedCodersGrouplD, IpProfile_ SBCAllowedCodersMode,
IpProfile_SBCMediaSecurityBehaviour, IpProfile SBCRFC2833Behavior,
IpProfile_SBCAlternativeDTMFMethod, IpProfile_ SBCAssertldentity,
IpProfile_AMDSensitivityParameterSuit,
IpProfile_AMDSensitivitylLevel, IpProfile_AMDMaxGreetingTime,
IpProfile_AMDMaxPostSilenceGreetingTime,
IpProfile_SBCDiversionMode, IpProfile_SBCHistorylnfoMode,
IpProfile_EnableQSIGTunneling, IpProfile_ SBCFaxCodersGrouplD,
IpProfile_SBCFaxBehavior, IpProfile_SBCFaxOfferMode,
IpProfile_SBCFaxAnswerMode, IpProfile_SbcPrackMode,
IpProfile_SBCSessionExpiresMode, IpProfile_SBCRemoteUpdateSupport,
IpProfile_SBCRemoteReinviteSupport,
IpProfile_SBCRemoteDelayedOfferSupport,
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IpProfile_SBCRemoteReferBehavior, IpProfile_SBCRemote3xxBehavior,
IpProfile_SBCRemoteMultiplel8xSupport,
IpProfile_SBCRemoteEarlyMediaResponseType,
IpProfile_SBCRemoteEarlyMediaSupport,
IpProfile_EnableSymmetricMKl, IpProfile MKISize,
IpProfile_SBCEnforceMKISize, IpProfile_SBCRemoteEarlyMediaRTP,
IpProfile_SBCRemoteSupportsRFC3960,
IpProfile_SBCRemoteCanPlayRingback, IpProfile EnableEarlyl183,
IpProfile_EarlyAnswerTimeout, IpProfile SBC2833DTMFPayloadType;

IpProfile 1 = "wan users™, 1, 1, 2, 10, 10, 46, 40, 0O, 0, 0, 0, 2,

6, 0,0,1,-1,1,0,2, -1,0, 4,-1,1,1,60,0,"™,1,0, 0,0,
2, 2,0 0, 0, O, 8, 300, 400, 1, 2, 0, -1, 0, O, 1, 3, 0, 2, 1,
0,3,0,1,2,1,0, 0,0, 0, 0,1, 0, 0, O3

IpProfile 2 = "lan users™, 1, 2, 2, 10, 10, 46, 40, 0O, 0, 0, 0, 2,
6, 0,0,1,-1,1,60,3, -1, 0, 4, -1, 1,1, 0, 0, "™, 2,0, 1, 1,
2,1, 0, 0, 0, O, 8, 300, 400, 0, 0, O, -1, 0, O, 1, 3, 0, 1, 1,
0, 3,2,1,2,1,1,1,60,1, 0,0, 0, 0, O3

[ \IpProfile ]

[ ProxySet ]

FORMAT ProxySet Index = ProxySet EnableProxyKeepAlive,
ProxySet_ ProxyKeepAliveTime, ProxySet ProxylLoadBalancingMethod,
ProxySet_IsProxyHotSwap, ProxySet SRD,
ProxySet_Classificationlnput, ProxySet ProxyRedundancyMode;
ProxySet 0 = 0, 60, 0, O, O, O, -1;

ProxySet 1 1, 60, 0, O, 1, O, -1;

ProxySet 2 1, 60, 0, 1, 2, 0, -1;

[ \ProxySet ]

[ 1PGroup ]

FORMAT IPGroup_Index = IPGroup_Type, IPGroup_Description,
IPGroup_ProxySetld, IPGroup_SIPGroupName, IPGroup_ContactUser,
IPGroup_EnableSurvivability, IPGroup_ServinglPGroup,
IPGroup_SipReRoutingMode, IPGroup AlwaysUseRouteTable,
IPGroup_RoutingMode, IPGroup SRD, IPGroup_MediaRealm,
IPGroup_ClassifyByProxySet, IPGroup_ Profileld,
IPGroup_MaxNumOfRegUsers, IPGroup_InboundManSet,
IPGroup_OutboundManSet, IPGroup RegistrationMode,
IPGroup_AuthenticationMode, IPGroup MethodList,
IPGroup_EnableSBCClientForking, IPGroup_SourceUrilnput,
IPGroup_DestUrilnput, 1PGroup_ContactName;

IPGroup 1 = 0, *Lync', 1, "10.15.9.118", **, 0, -1, O, O, -1, 1,
“vMRL&N"", 1, 2, -1, 1, -1, 1, 1, **, O, -1, -1, "*;

IPGroup 2 = 0, "Alteva", 2, "sip.altevaip.com™, ", 0, -1, 0, 0, -
1, 2, "MRwan*, 1, 1, -1, -1, -1, o0, O, ™, O, -1, -1, "*;

[ \IPGroup ]
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[ Account 7]

FORMAT Account_Index = Account_ServedTrunkGroup,
Account_ServedlPGroup, Account_ServinglPGroup, Account_Username,
Account_Password, Account HostName, Account_Register,
Account_ContactUser, Account ApplicationType;

Account 0 = -1, 1, 2, "audiocodes"™, *, "sip.altevaip.com™, 1,
"'2157894052", 2;

[ \Account ]

[ 1P21PRouting ]

FORMAT IP21PRouting_Index = IP21PRouting_ SrclPGrouplD,
IP21PRouting_SrcUsernamePrefix, IP21PRouting_SrcHost,
IP21PRouting DestUsernamePrefix, IP2IPRouting DestHost,
IP21PRouting RequestType, IP2IPRouting MessageCondition,
IP21PRouting_ReRoutelPGrouplD, IP2IPRouting_Trigger,
IP21PRouting_DestType, IP2IPRouting DestlPGrouplD,
IP21PRouting DestSRDID, IP21PRouting DestAddress,
IP21PRouting_DestPort, IP2IPRouting DestTransportType,
IP21PRouting_AltRouteOptions, IP21PRouting CostGroup;

IP21PRouting O = 1, ', ™*", w2 w*m 0, , -1, 0, 0, 2, , "™, O,
-1, 0, ;
IP21PRouting 1 = 2, ', "m*w, w*r w*e 0, , -1, 0, 0, 1, , ™, O,
-1, 0, ;

[ \IP2IPRouting ]

[ SIPInterface ]

FORMAT SIPInterface_Index = SIPInterface Networklnterface,
SIPInterface_ApplicationType, SIPInterface_ UDPPort,
SIPInterface_TCPPort, SlIPInterface TLSPort, SIPInterface SRD,
SIPInterface_MessagePolicy, SIPInterface TLSMutualAuthentication;

SIPInterface 0 = "Voice'", 2, 5060, 5068, 5067, 1, , -1;
SIPInterface 1 = "Public™, 2, 5060, 5060, 5061, 2, , -1;

[ \SIPInterface ]

[ 1PInboundManipulation ]

FORMAT IPInboundManipulation_Index =
IPInboundManipulation_IsAdditionalManipulation,
IPInboundManipulation_ManipulationPurpose,
IPInboundManipulation_SrclPGrouplD,
IPInboundManipulation_SrcUsernamePrefix,
IPInboundManipulation_SrcHost,
IPInboundManipulation_DestUsernamePrefix,
IPInboundManipulation_DestHost, IPInboundManipulation_RequestType,
IPInboundManipulation_ManipulatedURI,
IPInboundManipulation_RemoveFromLeft,
IPInboundManipulation_RemoveFromRight,
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IPInboundManipulation_LeaveFromRight,
IPInboundManipulation_Prefix2Add,

IPInboundManipulation_ Suffix2Add;

IPInboundManipulation 1 = 0, 0, 1, "+1', "', """ “x_ 0, 0, 2,
0, 255, ", "

IPInboundManipulation 2 = 0, 0, 2, ", 'x", w_ wx2_ 0, 1, 0, O,
255, "+1', U
IPInboundManipulation 3
0, 285, ", "*;

O, O, 1, "*"’ "*"’ "+l"1 "*"1 01 11 21

[ \IPInboundManipulation ]

[ 1POutboundManipulation ]

FORMAT I1POutboundManipulation_Index =
IPOutboundManipulation_IsAdditionalManipulation,
I1POutboundManipulation_SrclPGrouplD,
I1POutboundManipulation_DestlPGrouplD,
IPOutboundManipulation_SrcUsernamePrefix,
IPOutboundManipulation_SrcHost,
IPOutboundManipulation_DestUsernamePrefix,
IPOutboundManipulation_DestHost,
IPOutboundManipulation_RequestType,
I1POutboundManipulation_ReRoutelPGrouplD,
IPOutboundManipulation_Trigger,
IPOutboundManipulation_ManipulatedURI,
IPOutboundManipulation_RemoveFromLeft,
IPOutboundManipulation_RemoveFromRight,
IPOutboundManipulation_LeaveFromRight,
IPOutboundManipulation_Prefix2Add,
IPOutboundManipulation_Suffix2Add,
IPOutboundManipulation_PrivacyRestrictionMode;
IPOutboundManipulation 1 = 0, 1, 2, ™", "', " v+ 0, -1, O,
0, 0, 0, 255, ", ", 2;

[ \IPOutboundManipulation ]

[ CodersGroupO ]

FORMAT CodersGroupO_Index = CodersGroupO_Name, CodersGroupO_pTime,
CodersGroupO_rate, CodersGroupO_ PayloadType, CodersGroupO_Sce;

CodersGroup0 0 = ""g7liulaw64k™, 20, 0, -1, O;
CodersGroupO 1 = "g7l1l1Alaw64k™, 20, 0, -1, O;

[ \CodersGroup0O ]

[ CodersGroupl ]

FORMAT CodersGroupl_Index = CodersGroupl Name, CodersGroupl pTime,
CodersGroupl_rate, CodersGroupl PayloadType, CodersGroupl Sce;

CodersGroupl 0 = "g7liulaw64k™, 20, 0, -1, O;
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[ \CodersGroupl ]

[ CodersGroup2 ]

FORMAT CodersGroup2_Index = CodersGroup2_Name, CodersGroup2 pTime,
CodersGroup2_rate, CodersGroup2_PayloadType, CodersGroup2_Sce;

CodersGroup2 0 = "g7liUlaw64k™, 20, 0, -1, O;
CodersGroup2 1 = "g711Alaw64k™, 20, 0, -1, O;

[ \CodersGroup2 ]

[ AllowedCodersGroupO ]

FORMAT AllowedCodersGroupO_Index = AllowedCodersGroupO_Name;
Al lowedCodersGroup0 0 = "g711Ulaw64k';

[ \AllowedCodersGroupO ]

[ AllowedCodersGroupl ]

FORMAT AllowedCodersGroupl Index = AllowedCodersGroupl Name;
Al lowedCodersGroupl 0 = "g711Ulaw64k';
AllowedCodersGroupl 1 = "g711Alaw64k';

[ \AllowedCodersGroupl ]

[ MessageManipulations ]

FORMAT MessageManipulations_Index = MessageManipulations_ManSetlID,
MessageManipulations_MessageType, MessageManipulations_Condition,
MessageManipulations_ActionSubject,
MessageManipulations_ActionType, MessageManipulations ActionValue,
MessageManipulations_RowRole;

MessageManipulations 3 = 1, "any.Request', "header.referred-by
exists", "header.Diversion"”, 0, ""<"+header.referred-by.URL+">"",
0;

MessageManipulations 4 = 1, ", """, "Header.Diversion”, 6, ""+1°",
1;

[ \MessageManipulations ]
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