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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document and other documents as well
as software files can be downloaded by registered customers at
http://www.audiocodes.com/downloads.

© Copyright 2017 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.
Date Published: Feb-20-2017

Trademarks

©2017 AudioCodes Ltd. All rights reserved. AudioCodes, AC, HD VolP, HD VolP Sounds
Better, IPmedia, Mediant, MediaPack, What's Inside Matters, OSN, SmartTAP, User
Management Pack, VMAS, VolPerfect, VolPerfectHD, Your Gateway To VolP, 3GX,
VocaNom, AudioCodes One Voice and CloudBond are trademarks or registered
trademarks of AudioCodes Limited. All other products or trademarks are property of their
respective owners. Product specifications are subject to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
Document Revision Record

LTRT Description

26317 Initial release of this document.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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1 Introduction

This document describes the following subjects:

B Part I:The administration of the AudioCodes User Management Pack 365 (UMP 365)
for Skype for Business (see page 13).

B Part Il: The procedures for changing the AudioCodes CloudBond 365 Administrator
password (see page 77).

B Part lll: The various methods of connecting to the server desktops within AudioCodes
CloudBond 365 (see page 103).

B Part IV: The IP Phones management module (see page 127).
Part V: The Management of the CloudBond 365 devices using EMS (see page 183).

B Part VI: The configuration and use of the CloudBond backup and restore functionality
(see page 201).
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Administration and Maintenance Manual 2. Introduction (UMP 365)

2 Introduction (UMP 365)

This part describes the administration of the AudioCodes User Management Pack 365
(UMP 365) for Skype for Business. It also describes the Management Suite interface
(SysAdmin) as well as day-to-day user administration procedures (moves, adds, changes).
It is intended for System Administrators, to carry out day-to-day maintenance activities.

The User Management Pack 365 is a software application for managing Skype for Business
users on premises or in Cloud PBX environment and is also part of the AudioCodes
CloudBond 365 solution and applies to all CloudBond 365 editions - Standard, Standard+,
Pro, Enterprise and Virtualized Edition.

Version 7.4.0 15 CloudBond 365
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3 User Management Pack 365 and Skype for
Business Administration

In a typical Skype for Business installation, day-to-day administration tasks can be quite
complex to carry out. Skype for Business relies on user accounts being created using
Active Directory utilities, then, for user accounts and other Skype for Business settings to
be modified using the Skype for Business control panel, and for further tasks to be carried
out within the Skype for Business Management Shell environment.

UMP 365 maintains the availability of all these Microsoft tools, but also provides a much
simpler web based administration utility. UMP 365 does not attempt to remove or re-write
these Microsoft tools, and they remain available for more advanced configuration items, or
more experienced users.

UMP 365 provides a simplified web based administration utility with a strong focus on
telephony and Hybrid Office 365 features that allows System Administrators to carry out
day to day activities, without the need for complicated access to multiple Microsoft Tools.

The UMP 365 SysAdmin utility is a series of Web pages, which can carry out various tasks
within the Skype for Business environment, such as adding and changing Skype for
Business users, modifying user Call forwarding settings, and monitoring the status of Skype
for Business and its component services.

The UMP 365 SysAdmin utility also provides an integrated tool for managing the
AudioCodes IP Phones such firmware upgrades, generate IP Phones configuration files
and monitor phone status.

Version 7.4.0 17 CloudBond 365
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4 Getting Started

This chapter describes how to access the SysAdmin utility and how to obtain and install the
license file.

4.1  Accessing SysAdmin for the First Time

On a new UMP 365 system, the first time the SysAdmin utility is accessed, you are required
to upload and install a License file or obtain the license online from EMS license server.
AudioCodes will supply either a demonstration, time limited, trial license, or a full license,
with each system.

Figure 4-1: Sysadmin License Required

- | O -
G@| & http://172.17.230.45/5ys4 O ~ &

@ 172.17.220.45 | | ft Xk 1

To start workang with this environment, a license is required.
You can acquire a license by any of the following means:

- Follow the documentation to obtain a license file and upload it to start working.

- Configure a license in License Manager.

Current server time: 12/21/2016 12:25:58 PM
Current server time zone: (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
Please use the folowing System ID to generate the license file: 323293a0-1864-4273-8bcé-0cb3857592b4

Upload license file: (e EGN T BR8] k0]

Configure License in License Manager

Note: The System ID required for Licensing is displayed on this “First Time” screen,
and is also available on the System Configuration > Licensing Information if a
License has already been installed.

license, it is important to ensure all CloudBond 365 servers (DC, FE, and Edge) all
have the correct time zone and date / time set.

f Warning: For CloudBond 365 installations, before applying a CloudBond 365
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4.2  Installing the UMP 365 License

You can obtain the UMP 365 license in the following ways:
B Installing the UMP 365 License from a File
B Installing the UMP 365 License from the EMS License Server

421 Installing the UMP 365 License from a File

This section describes how to obtain the UMP license from a file.

» Toinstall the UMP 365 license from a file:

1. Install the product according to the instructions in the Installation Manual.

2. Obtain your product's Fingerprint (Serial Number) according to the instructions in
“Licensing the Product" section of the Installation Manual.

Activate your product through AudioCodes License Activation tool at
http://www.audiocodes.com/swactivation.

You need your Product Key and Fingerprint (Serial Number) for this activation process.
An e-mail will subsequently be sent to you with your Product License.

3. Install the Product License according to the instructions in "Installing the Product
License" section of the Installation Manual.

The “Product Key” is a unique key that represents the UMP 365 / CloudBond 365 initial
order and is used for online license generation. The “Product Key” is used for future orders
for the same system, such as a license upgrade.

4.2.2 Installing the UMP 365 License from the EMS License Server

In order to obtain the license from the AudioCodes Element Management Server (EMS)
license server, the CloudBond server must connects to the EMS via SNMP.

Follow the instructions below to retrieve your UMP 365 license from EMS:

> Toinstall the UMP 365 license from the EMS license server:

1. Click the Configure License in License Manager button (see figure 3-1). The
following screen is displayed:

Figure 4-2: Set EMS Configuration

Set EMS confiquration

License Manager EMS Settings
System Name * Connection

Location IF Address
Trap Port* 162

Keep Alive Port* 1161

SNMP

® SNMPv2 SNMPv3
Community Read * Public

Community Write * Private

Managed Components

SBC
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2. System Info Settings:

e  System Name — The name of the system. In an environment with multiple
CloudBond devices, this value must be unique.

e Location — Optional field to describe the system location.
3. Configure the following connection settings:
e |IP Address — the IP address of the EMS server
e  Trap Port — Destination port to which to send traps (default value is 162)

e Keep Alive Port — Destination port to send Keep-alive requests over SNMP
(default is 1161)

4. Configure the SNMP user settings:

All the settings of the SNMP protocol must be identical to the settings of the current
CloudBond system in the EMS (to support connecting the CloudBond devices to the
EMS using Auto detection, you should configure the default values in parenthesis).

e SNMP V2
¢ Community Read — Access string for SNMP get requests (‘public’)
¢ Community Write — Access string for SNMP set requests (‘private’)
e SNMP V3:
¢  Security Name — Identify the SNMP user (‘OVOCUser’)

¢ Authentication Protocol - Protocol type that used to encrypt the Security
Name field ('SHA").

¢ Authentication Key — Security Name encryption key. The field is valid only if
Authentication Protocol selected (‘123456789’).

¢ Private Protocol — Protocol type that is used to encrypt the SNMP message
(‘AES-128).

¢ Private Key — SNMP message encryption key. The field is valid only if Private
Protocol selected (‘123456789").

5. If you would like the EMS to monitor the SBC in your CloudBond system, select the
SBC button.

When you choose this option, the SBC in the CloudBond system is monitored in the
EMS as part of the CloudBond system. SBC alarms will be displayed in the EMS as
part of the CloudBond system.

6. Click Apply.
The CloudBond 365 system connects to the EMS server.

7. Once the system is successfully detected in the EMS server, follow the instructions in
the EMS User’s manual to allocate a license from the EMS license pool.

8. After you have completed the license configuration in the EMS, the CloudBond system
will retrieve the license from the EMS and you may login to the system.
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4.3  General Access to SysAdmin

The UMP 365 SysAdmin utility is Web-based, and can be accessed via any Web browser.
There is also an icon on the desktop for accessing SysAdmin.

from the SysAdmin Utility, is also web based, but requires MS Silverlight to be
installed. For this reason, the Skype for Business Control Panel prefers to run in Internet

f Warning: The MS Skype for Business Control Panel (CSCP), which can be accessed
Explorer, although it can be made to run adequately in Firefox.

The UMP 365 SysAdmin utility is installed on the CloudBond 365 Management Server.
To access the SysAdmin utility, enter the following URL:

http://<CloudBond 365 ManagementServer>.<CloudBond 365 FQDN>/SysAdmin

where <CloudBond 365 ManagementServer> is the name of the CloudBond 365
Management Server, and <CloudBond 365 FQDN> is the domain specified for the
CloudBond 365 Skype for Business Appliance.

For example, http://UC-DC.cloudbond365.com/SysAdmin.

You can also use the IP address of the CloudBond 365 Management Server.
For example, http://192.168.0.100/SysAdmin.

When accessing the SysAdmin utility, you will be prompted to enter the user ID and
password of the UMP 365 / CloudBond 365 administrator before proceeding. The user who
administers the UMP 365 environment should be a member of the following UMP 365
Active Directory Domain Local security groups:

B acs-admin

B super-Admin

B acs-FullAccess allows the user to perform every aspect of management.
]

acs-ReadOnly only allows the user to view management pages. Customization can be
performed, but it is outside the scope of this document. Contact AudioCodes for your
special access levels.

Figure 4-3: SysAdmin Authentication

Microsoft Edge

Microsoft Edge

Connecting to 10.0.0.150.

cloudbond365\administrator

Domain: cloudbond365
Choose another option

Connect a smart card

(You may be prompted a second time by the Skype for Business Monitoring and
Reporting Tool for the same credentials).
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4.4  SysAdmin Home Page

The SysAdmin Home page provides quick and convenient access to the Skype for
Business Monitoring and Reporting tools, as well as Menu access to the remaining
functions of the SysAdmin screens.

Figure 4-4: SysAdmin Home page

€3 AudicCodes

CLOUD 868 Standard Row Edition

Use of the Skype for Business Monitoring and Reporting tool is not covered in further detail.
Refer to http://technet.microsoft.com/en-au/library/gg558662.aspx for further information.

The SysAdmin utility provides very simple administration for Skype for Business users.
It allows:

B User Management

Edit a user

Remove user from Skype for Business

Creating new local users

Importing individual users from the Enterprise domain
Bulk Edit of users

Bulk Import of users

Group Replication of users

Distribution Lists

Create Devices (Common Area Phones)
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4.5  Properties of a Skype for Business User

Users of Skype for Business have corresponding entries within the CloudBond 365 Active
Directory. These AD users have various properties, including generic AD properties, as
well as Skype for Business specific properties created through the Skype for Business
Schema additions. Microsoft accesses these properties through various tools, including
the Active Directory Users and Computers utility, and the Skype for Business Control Panel.

The UMP 365 SysAdmin utility presents these properties in a single utility. The properties
which may be assigned to a Skype for Business user in the SysAdmin utility are as follows:

45.1 Individual User Properties

B AccountInformation
Account information generally corresponds to standard Active Directory fields.

First Name

The users first or given name

Initials

The user's initials (optional)

Last Name

The user's last name

Full Name

Full name of user account, usually constructed from first name, initials, last name
Sign-In Name

Forms the first part of the user Skype for Business sign-in account. E.g. Sign-in
Name @ Domain name

Domain Name

Forms the last part of the user Skype for Business sign-in account. E.g. Sign-in
Name @ Domain name

Registrar Pool

The Skype for Business registrar server the users signs in to. May have additional
option when High Availability or Resiliency options are deployed.

Mail

User email address for MS Exchange integration
Preferred Language

Informative only

Fax

Allows maintenance of the Fax number associated with the user within the UMP
365. Fax applications uses this AD field to route faxes correctly to the
corresponding email address.

Password
Sets the login password for CloudBond 365 Local users.

B Telephony Settings
Telephony Settings control how voice calls are controlled within Skype for Business

PCto PC

Skype for Business client to Skype for Business client direct calls are supported
only. This corresponds to the lowest CAL provided by Microsoft.
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Enterprise Voice

Enterprise Voice calls allow users to make and receive calls from the PSTN,
usually through a gateway or SIP trunk. This requires the highest CAL
combination provided by Microsoft.

Voice Policy

Enterprise voice requires a voice policy and a dial plan to control which calls are
permitted and how they are handled.

¢ Description
¢+ Features
v' Enable Call Forward
User is allowed to forward calls to another number or user
v' Enable Delegation
Other users may send and receive calls for this user
v' Enable Call Transfer
User may transfer calls to other users
v' Enable Team Call
User may answer calls for other members on same team
v' Enable Call Park
User may park a call and retrieve from another device
v' Enable Simultaneous Ringing of phones
Incoming calls may be set to ring on multiple devices
Dial Plan
A dial plan controls which phone numbers can be entered and how they are
translated for dialing.
¢ Description
Line URI
Enter a unique, normalized E.164 number for this user. Format — TEL :+XXXXXX
CloudPBX Voice Routing Policy

Used by the Office 365 Hybrid Cloud PBX feature. Can be created in the UMP
365 management suite's System Configuration pages.

Office365 Unified Messaging (UM) Policy
User Pin reset

A Note: Voice policies and Dial Plans are configured in Skype for Business' Control Panel.

Group Management

CallPickupGroup ID

Allows users to pick up calls within the specified group. Refer to System
Configuration > CallPickup Groups

GroupingID
Allows restricting which contact groups a Skype for Business user can see. Refer
to System Configuration > Grouping IDs
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e Response Groups and Membership
+ Response Group
A response group defined within Skype for Business
¢ sipUser
Appears when user is selected as a member of that response group
¢ ServerPool
The server pool the response group runs on.

A Note: Response Groups are configured in the Skype for Business Control Panel.

B Call Forwarding

These settings are normally configured independently in each end users Skype for
Business Client. The options are identical to those presented in the Skype for
Business client.

e  Turn off call forwarding:
A traditional PBX would describe this as “Call Forward No Answer”
e Ring for this many seconds before redirecting:
Add a delay before the call is redirected
e Unanswered calls will go to:
¢ Voicemail:
Direct the call to Exchange UM Voicemall

* Tel
Direct the call to a specified number
¢ User:

Direct the call to a specified user
e  Turn on call forwarding:
A traditional PBX would describe this as “Call Forward All”
¢+ Forward calls to:
v' Voicemail:
Direct the call to Exchange UM Voicemalil

v Tel
Direct the call to a specified number
v’ User:

Direct the call to a specified user
e  Simultaneousring:

¢ Tel

Simultaneous ring this number
¢ User Delegates:

Simultaneous ring for the users Delegated group
¢ User Team-Call group:

Simultaneously ring for the users Team-Call group
¢ Ring for this many seconds before redirecting

Add a delay before the call is redirected
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¢ Unanswered calls will go to:
v' Voicemail:
Direct the call to Exchange UM Voicemalil

v Tel
Direct the call to a specified number
v’ User:

Direct the call to a specified user
B |P Phones

e The IP Phones tab lists all AudioCodes IP phones registered for this particular
user.

B External Access Policy
Select an external access policy:
e Enable Federation Access:
Enable communications with Federated (other external enterprise) users
e  Enable Public Cloud Access:

Enable IM communications with Windows Live, Yahoo and AOL users. (Requires
special configuration and licensing)

. Enable Public Cloud Audio/Video Access:

Enable Voice communications with Windows Live, Yahoo and AOL users.
(Requires special configuration and licensing)

° Enable Outside Access:

Enable communications with External users (from this enterprise, but outside
company network)

B Conferencing Policy
Select a Conferencing policy.

Note: External Access and Conferencing policies are defined in the Skype for Business
Control Panel.
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4.6

O Accounts Management

L O

3 AudioCodes
CLOUD

User Management

The User Management page lists all users currently defined within the UMP 365. From
this list, you can select a user for editing, or to remove them from Skype for Business. You
can also modify the Call Forwarding settings for Enterprise Voice users.

Figure 4-5: User Management List

il
ol |
o a

choudbond365.com, b e g
R MANAGEMENT

868 Standard Box Edition

On this User Management List:

B Enter a user to search for, then click Go.

B Enter data in the search boxes to filter the displayed list.

B Click a user to highlight for Edit or Delete.

B Click in the Call Forward column to change Call Forward Settings for that user
Change the page viewing options:

B Setthe list refresh method to 'Auto’ or ‘Manual' in the Settings area.

B Change the number of entries displayed per page.
B Move forward and backward through multiple pages.
B Change the columns displayed or reset to default view.
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4.6.1 Call Forward Settings

When users are enabled for Enterprise Voice, a ... link in the Call Forward column may be
selected to alter that users Call Forward and Simultaneous ring settings.

Figure 4-6: User list with Enterprise Voice call forwarding

AC Users [UsersiLicenses-count: 311000
Status Full Name Call Forward
= | = | el
Offline Hon@cloudbond365.com nfa
Offline 2GR @cloudbond 365 com nfa
Offline Winnie the Pooh P
View 1-30of 3 PageEIof

The following show the various screens for entering call forwarding settings:
B Simultaneous Ring

Figure 4-7: Setting a User for Simultaneous Ring

€

Winnie the Pooh's call fowarding settings

CALL FORWARDING SETTINGS

(") Tum off call forwarding

onward calls to:
imultanecusly ring:

®r [ ]
) users Delegates
) Users Team-Call Group

Ring for this many seconds before redirecting -

Unanswered call will go to:
©®m@ [ ]
Oueer [ ]

Save | Cancel

B Call Forward (Call Forward All)

Figure 4-8: Setting a user for call forwarding

Winnie the Pooh's call fowarding settings

CALL FORWARDING SETTINGS

) Tumn off call forwarding

() Simultaneously ring:

Save  Cancel
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B Turn off Call Forward (Call Forward No Answer)

Figure 4-9: Setting a user for No Answer

Winnie the Pooh's call fowarding seftings

CALL FORWARDING SETTINGS

(® Tum off call forwarding

Ring for this many seconds before redirecting :
Unanswered call will go to:

O user: .
() Tum on call forwarding
() Simultaneously ring:

Save | Cancel

4.6.2 Editing an Individual User

When a user is selected, more details about that user are displayed at the bottom of the
page, along with buttons to Edit or Remove from Skype for Business.

Figure 4-10: Selecting an Existing Skype for Business User for Modification

) Accounts Managiment. = |

“ £ choudbond365.com, b e g

il
W 1
0 a

€3 AvdioCodes . Lo

CLOUD 868 Standard Box Edition

Note: If Edit is selected, the individual user details are displayed on a new page, and
can be modified. The general Account Information is displayed on top of the screen. In
A the lower section of the page, you may select individual sub-tabs to modify Telephony
(Enterprise Voice), Group Management, Call Forwarding, and Policies. You can also
Reset the user's password if it was a locally created user.
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Figure 4-11: Enabling
72| x

Internet Options

| General | Security |Pri\raq-I | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v

Internet  Localintranet  Trusted sites

o

Restricted
sites

Internet

Sites
q This zone is for Internet websites, =

except those listed in trusted and
restricted zones,

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level.
-To use the recommended settings, dick Default level.

Enable Protected Mode {requires restarting Internet Explorer)

| Custom level... || Default level |

| Reset all zones to default lavel |

[ ok ][ cancd || apoly

Settings

Font Download

Security Settings - Internet Zone

<

,93 Downloads
|&® File download

[#® Font download

,9-3 Enable .NET Framework setup
(® Disable
O Enable

|| Miscellaneous

O Prompt -~

@ Disable
O Enable

O Disable
(® Enable
@] Prompt

Access data sources across domains
@ Disable
() Enzhla
m >

*Takes effect after you restart your computer I

Reset custom settings

Reset to:

|High (default) v| | Reset... |

Cancel |

The Edit window as shown in Figure 4-10 is a floating window that might pop-up over the
user-list if a full list is shown. Depending on the Internet security settings, the “X” character
for closing the window might not be visible. To resolve this issue, please change the
Internet security settings for the particular zone, by enabling the Font download, which is

disabled by default on servers.
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4.6.2.1 Editing an Individual User (Telephony Settings)

Within Telephony tab, you can choose between PC-to-PC (Skype for Business peer to
peer calls), or Enterprise Voice (full PSTN access).

If Enterprise Voice is selected, then you may select a Voice Policy and Dial Plan from
those already defined within Skype for Business. Details of the selected Voice Policy will be
displayed.

If Enterprise Voice is selected, you must also allocate a Line URI in E.164 format.
i.e., Tel:+xxxxx.
You can set/reset the user PIN using the “User PIN Set/Reset” field.

For users with Office 365 Unified Communication, you can enable/disable their Voicemail
using the “Office365 Exchange UMPolicy” check box.

Figure 4-12: Editing an Individual User (Telephony)

£ 3 AudioCodes HOME USER MANAGEMENT

CLOUD 365 Standard Box Edition

Office 45 Exchange UldPulicy: =]

EEEIEETCRE] %] [Check Number Vst P Seeset [ [(matses Unerin

H7% -

4.6.2.2 Editing an Individual User (Group Management)

The Group Management tab allows you to allocate a user to existing CallPickup Groups,
GroupingIDs, and Response Groups defined within Skype for Business. For example, if you
already have a Sales group defined, you can tick the appropriate selection box, and add
the user to the group, without needing to use the Skype for Business control panel.
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Figure 4-13: Editing an Individual User (Groups Management)

€38 AudioCodes
CLouD

8 Standard Box Edition

4.6.2.3

The CallPickupGroup allows you to select from groups already defined on the System
Configuration - CallPickup Groups page. Callers within a pickup group can pick up a call
which is ringing on another user's extension within the group.

The GroupinglD allows you to select from a User Group already defined on the
System Configuration = Grouping IDs page. Users within a GroupID are restricted to
search results within that group when locating contacts using the Skype for Business client.

Editing an Individual User (Call Forwarding)

The Call forwarding tab allows you to set or change the call forwarding options for a user.
Similar functionality is available from the User Management list by clicking the ... link in the
Call Forwarding column.

Typically a Skype for Business User would set their own call forwarding option from
their Skype for Business Client. However, there are frequent times when a user cannot
perform this task themselves, so the facility has been added to the SysAdmin web pages.

Figure 4-14: Editing an Individual User (Call Forwarding)

388 Standard Box Edition

After completing any changes to the Users settings, click Apply Changes or Cancel.
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4.6.2.4 Editing an Individual User (Policies)
The Policies tab allows you to determine which existing Skype for Business policies
cover this user's External access and Conferencing features.
These External Access and Conferencing policies are defined in the Skype for Business
Control Panel.
Figure 4-15: Editing an Individual User (Policies)

£ 3 AudioCodes
CLOUD 388 Standard Box Edition

[ —— [ - I e — Fratisouncesccn

Once you have completed any changes to the Users settings, click Apply Changes or
Cancel.
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4.6.2.5 Individual User IP Phone Settings

The IP Phone tab allows you to see the AudioCodes IP Phone settings registered for the
specific user such phone model, MAC address, firmware version, status and more.

This is very useful for remote management and troubleshooting when needed.
Figure 4-16: IP Phone User Settings

Account information

Tehphony | Group Mansgemest | Call Forwaiding | Policies |

® U MAC  STATUS

4.6.3 Deleting an Individual User

Figure 4-17: Removing a Skype for Business user

B dccourns Maragerient ¥ +
72 o T % = 2 & -

If you remove a user from Skype for Business, a popup confirmation box is displayed.
Click Yes to confirm removal, or No to cancel. Removing a user from Skype for Business

does not remove them from the Enterprise Active Directory.
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4.6.4 Resetting alLocal User Password

When editing an individual Local user, it is possible to reset their password. The reset
password button at the bottom of the page allows entry of a new password.

Figure 4-18: Resetting a Local User Password

)

Reset Password

New Password: |

Confirm Password:

Reset Password

(Hit Escape or click x to close)

Note: Resetting passwords is possible for Local CloudBond 365 users only.

policy. Failure to meet the complexity requirements will result in an error.

ﬁ Note: The password selected must comply with the domain password complexity group
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4.7

> P

4.7.1
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Create User (Local user)

Selecting Create User allows you to enter details for a user not in the Enterprise Active
Directory. This allows you to create temporary accounts, accounts for visitors and
contractor who do not need network privileges, or even accounts for external parties.
These users are Local to the CloudBond 365 domain only.

The Create User page has several sub tabs for different attributes of the CloudBond 365
user, e.g., Telephony, Response Group, Call Pickup, Call Forwarding, User Permissions,
and Policies. An account is created for these users within the CloudBond 365 Active
Directory, but not within the Enterprise Active Directory.

To create an account for an Enterprise Active Directory user, use the Import user pages.

Enter details for the user, and then click Create User at the bottom of the page.

Note: Sign-in Name, Mail, and passwords are mandatory fields.

Note: Some fields (e.g., the Registrarpool, PSTN Gateway and (Sip-)domain
information) are stored in a Web cache, which is refreshed every few minutes. This
means that some recent changes in the Skype for Business or Active Directory backend
environment are not directly visible within the administration pages, but will
automatically show up after a maximum of 10 minutes. If immediate access is required,
an IISRESET needs to be performed on the CloudBond 365 management server
hosting the administration Web pages.

Create User (Telephony)
Figure 4-19: Create a User (Telephony)

USER MAAGEMTHT

A

See Section 4.6.2 on page 30 for more details.

Note: The password selected must comply with the domain password complexity group
policy. Failure to meet the complexity requirements will result in an error.
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4.8 Import User

The Import User page allows Active Directory users from the Enterprise Domain to be
imported into the CloudBond 365 Domain and configured for use within Skype for Business.
Use the Remote Domain and Search User fields to locate an Enterprise User, then click
corresponding Import action link to import the user to CloudBond 365.

Figure 4-20: Import User: Select Source Domain

78 _
H OM
£ & AudioCodes HOME USER: MANAGEMENT

CLOUD 365 Standard Box Edition

USER MANAGEMENT Search

User Management Remote demain:

Create User cloudbond365.com

Enterpriselsers local
Bulk Edit | |
Bulk Import m

Figure 4-21: List of Enterprise Users to Import

3 AudioCaodes ok s Wt
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Note: The mail attribute is required for User Import. If it is not set in the user Active
Directory, it can temporarily be added on the User Import page, to be able to continue the
import. However, once the ACSUserReplication scheduled task runs, it overwrites the
CloudBond Active Directory mail attribute again with the empty entry from the user forest.
This causes the Skype for Business client's inability to contact the Exchange Web Service
(EWS) for features like Calendar Integration and Conversation History. This implies that for
a full-featured client experience, the mail attribute should be populated after import as well,
within the user Active Director environment.

Note: Some fields (like the Registrarpool, PSTN Gateway and (Sip-)domain information
for example) are stored in a web cache, which will be refreshed only every few minutes.
This means that some recent changes in the Skype for Business or Active Directory
A backend environment are not directly visible within the administration pages, but will
automatically show up after maximum 10 minutes. If immediate access is required, an

IISRESET needs to be performed on the CloudBond 365 management server hosting
the administration web pages.

An individual User Import page will appear with settings for this user. Modify the individual
settings to meet requirements, then click Import Now to add the user to CloudBond
365, or Back to cancel the import. Individual user settings are discussed in Section 4.6.2 on
page 30.
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Figure 4-22: Import an Individual User

SR MAMATTMENT

388 Standard Box Edition

sign in on Skype for Business clients, and usually matches the customer external

f Note: Remember to change the Domain Name field if appropriate. This field is used for
domain.

49  Bulk Edit

The Bulk Edit page allows you to make changes to multiple Skype for Business users,
or even delete multiple users.

Figure 4-23: Bulk Edit

¢ 3 AudioCodis o er——

CLOUD 985 Standard Box Edition

> To make bulk edits:

1. Enter any search criteria if required.

2. Click Get Users.

3. The Local UMP 365 Users list will be populated from users already in CloudBond 365.
4. Tick the desired users and click Add to Select List.
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5. The Selected Users list will be populated. You may unselect users if desired.
6. Make any desired changes to the Directory Properties & Policies.
7. Click Apply Changes.

Figure 4-24: Bulk Edit Selected Users

€3 AudioCodes = S
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8. If you select Delete, the following confirmation will be displayed
Figure 4-25: Bulk Delete
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4.10 Bulk Import

Bulk import allows multiple user accounts to be imported from the Enterprise Active
Directory in one action. The common Skype for Business properties for all imported users
can be set.

already have an email address assigned. Email address is a mandatory field for

f Note: It is not possible to Bulk Import users from the Enterprise Domain unless they
CloudBond 365, and the bulk import utility will not allow setting of individual user values.

Note: Some fields (e.g., the Registrarpool, PSTN Gateway and (Sip-)domain
information) are stored in a Web cache, which is refreshed every few minutes. This
means that some recent changes in the Skype for Business or Active Directory backend
A environment are not directly visible within the administration pages, but will
automatically show up after a maximum of 10 minutes. If immediate access is required,
an IISRESET needs to be performed on the CloudBond 365 management server
hosting the administration Web pages.

Figure 4-26: Bulk Import of Selected Users

U WA

#88 Standard Box Edition

T e ieportent Esterpring Dimaen Users

DIRECTORY PROPERTIES & POLICEES.

To perform a bulk import:

Select an Enterprise domain.
Apply search criteria if required.
Click Get Users.

In the Enterprise Domain Users list, tick those users to be imported, and click Select
Users. The selected users will be moved to the To Be Imported list. (You can
unselect users from this list).

5. Set any Directory Properties and Telephony Settings for these users. N.B. You
cannot set individual setting for users here, such as Line URI. Line URI must be
unique per user.

AW P Yy
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6. Click Import at the bottom of the page.

corporate standards employed. The Directory Properties and Policies allow you to

combine the appropriate prefix with the selected domain suffix, to determine the Skype

j Note: The Userld field may or may not match the email prefix, depending upon the
for Business SIP address / sign-in address.

The To Be Imported list will be updated with the results of the import.
Figure 4-27: Results of bulk import

To Be Imported Enterprise Domain Users

Userid 4 Full Name Mail Notes
Daisy.Duck

Minnie Mouse
mickey. mouse
View 1-30f3

Daisy Duck daisy.duck@acs-unified-communications.net User was successfully imparted!

minnie ified net

User was successfully imported!
mickey. ified- i net

Page[i Jof0 »» m[10 v| B @

User was successfully imported!
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4.11 Bulk Import CSV

The Bulk Import CSV feature allows an administrator to import a large number of users into
the local Active Directory and Skype for Business environment where the UMP is installed.
This feature is especially useful when Skype for Business is installed as a legacy PBX
replacement and in green field deployments, where no existing users exist within an Active
Directory environment.

» To use the Bulk Import from CSV feature:

1. Select User Management > Bulk Import CSV.

2. Use the choose file users.csv button to browse for a CSV file containing the users.
Once you have selected a file, the name of the file is appended in the button text.

Figure 4-28: Bulk Import CSV

a v q oM SYSTEM CONFIGURATIOR > PHONES
{ qAUdIOCOdﬁS HOME USER MANAGEMENT SYSTEM CONFIGURATION IP PHONES

User Management Pack 365

USER MANAGEMENT Bulkimport csv
Uszer Management
Upload CSV file: {8 TR TERTET A
Create User
Import User Default password
Bulk Edit _"@“““er
Baulk Import [[Juser must change password at next sign on
Bulk Import CSV Registrar Pool:-*
|ac5-54h. ocshost.nl £
Lifecycle Management
Distribution List

Create Device

3. In the “Default password” box, set the default password for all users to be added and
specify whether the users should change their passwords at next sign-on by selecting
the checkbox.

4. Select a registrar pool in the “drop-down” box and click the Upload button to start the
import process.

The imported CSV file should contain a header row with at least the following three
attributes:

B Given name, representing the users first name
B Surname, representing the users last name

B Mail, representing the users email address that will be used to generate the
SIP-address.

Additional attributes (representing Active Directory attributes) can be added to the csv file.
To do this, you need to append the header row with the particular attribute that you wish to
add. For example, the attribute “msrtcsip-line” can be added to the csv file and the import
will also set the Skype for Business telephone number on user import.

On completion, a status message will appear at the top of the page indicating the number
of successfully imported and failed users. To correct the import failures, the administrator
can click the “here” link to open a csv file indicating the import errors. This csv file can be
corrected and then reused for the next import session.
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£ 3 AudioCodes

In the example shown below, the error indicates an incorrect email address, which in this
case was caused by the fact that the email address domain name space is not one of the
supported SIP domain name spaces within this Skype for Business environment.

Figure 4-29: Bulk Import CSV Error

User Management Pack 365

USER MANAGEMENT

Use Management
Creats User
Wmport User

Fulk Frn

Uhuilk kmport

Lifecyche Managemant

Distribartion List

Create Duvice

4.12

Bulkimport €5V

Sucoeusiuly imporied § usen.
Fadied (0 ampon 11 wsers. Chek hers in dowsinad e weh emes seaenpbions

[CT= T Croose e users.csv - Natepad

,mail,msrtesip-line, countrycode, error
i “jhartog@emslabl . net”, "tel:+120644710017°,°31" , "Invalid mail address”
. lanning@emslabl.net”, "tel:+12064471006", "test™, "Invalid mail address™
Rsgiskiar Poot * “cloudbond2”, “user” , "hrijkgenslabl.net”, “tel:+12064471012 Invelid mail sddress”
"cloudbondd® , "user” , "bgoverdofemslabl. n. ¢1:+12064471
m “eloudbandd”,™ "y "Jwissergenslabl
“eloudbonds™, "user”, “sales@ens labl. net”, “tel ;412064471037
"eloudbondé” , "u ", "nschlagengenslabl. ", tel:e1206447103 "Invalid mail address”
“cloudbond 7™ *, “purchase@emslabl.net”, “tel:+12864471841 Invalid mail address”
"t loudbond®” , "user”, " thoermangic loudbond 36, com™ , “tel : + 1286447 " "Invalid mail address”
"cloudbondd”, ™ ", "iboermangenslabl.net”, "tel:+12064471054","", "Invalid mail address”
“eloudbond1d”, “user”, “abaasgenslabl.net”, “tel:+120644710577, 7", "Invalid mail address”

"Invalid mail addréss”
s "Invalid mail address”

Invalid mail address™

Ty

Lifecycle Management

Lifecycle Management allows automated management of users from the Enterprise Active
Directory to Skype for Business. Any users who are members of the specified Enterprise
AD security groups will be automatically imported as Skype for Business users.

This will allow the Enterprise domain admin to import users into Skype for Business,
simply by adding the users to the security group within the Enterprise AD.

Note: The Lifecycle management feature supports nested security groups, where users
belonging to a specific group which is a group that is a member of the replicated
security group, will also be automatically administered.

The groups will be assigned templates. A scheduled task will apply the policies according to
these templates. The list is read top-down so if a user is a member of multiple security
groups, the policies from the lowermost group will be applied and will overwrite any policies
that would have been assigned by a group above.

Note: Group replication takes place as a scheduled task. An administrator can alter the
frequency of replication be changing the Scheduled Task.

Warning: The Group replication scheduled task should only run on one Management
server in a multi-server environment. If multiple Management servers are installed for
redundancy, the scheduled tasks on the redundant servers should be disabled and only
enabled if the Primary server fails to prevent Stale objects from being created in the
Active Directory.

Note: Users imported through import or bulk import will not be part of group replication,
even if they are added at a later stage to the user active directory forest.
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To enable Lifecycle Management:

Have the Enterprise Domain Administrator create one or more universal security
groups, and add Enterprise domain users to those groups.

e Inthe SysAdmin Lifecycle Management page, tick Enable Lifecycle Management

» Add Group

e Click the Add Group link

Select an Enterprise Domain and Enterprise Group from the drop down lists to add to
the Select Enterprise Group list.

Add further security groups if required.

to add a new group to the list

Ensure the check box of the required groups is selected.
Select a template to use for Importing Users.

Reorder the groups as required using the up and down arrow buttons .

Figure 4-30: Lifecycle Management page

Enable/Disable Lifecycle Management

Enable Lifecyc le Management

Select Enterprise Group

Enterprise Domain Users

Group DN

CN=Test, OU=EDCusers Dt

CN=Replicate, OU=ED

CN=DL OU=EDCusers DC=AC

Import Template

default

Remote Domain Replication Status Last Replication Time Last Syncronization Result Actions TemplateName
CEACB Local New oK L b Test v
CB.Local New OK Lt } Replicate ¥

ACB.Local ToBeDeleted OK ] i v

~ Add Group - Delete Group(s

v

LIFECYCLE MANAGEMENT TEMPLATE

Templatehame

Sign in Domain

» To add additional templates:

1. Inthe template section, click the Edit button; the page in which templates can be
added or changed opens.

2. From the dropdown, select the template whose policies can be changed.

3. To save the changes as a new template, change the content of the 'Name' field and
click Apply changes.

4. Click the Back button to return to the group replication page. Changes on the group
replication page are saved instantaneously and will not require a Save action.
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Figure 4-31: Add a New Template File

Edit Lifecycle Management Template

Template: | default ¥
Mame: |default
DIRECTORY PROPERTIES & POLICIES TELEPHONY SETTINGS
. PCto PC
Email Account
® Enterprise “oice
User @[ casyyne.com v Woice Policy: Internal Only Policy v
3 & v
Registrar Pook* 1JC-FE ¢ loudbond385.com v Dial Fian b=
External Access Policy All v
Conferencing Policy: Application v
Grouping: Global r

5. You can remove a security group from replication by selecting it and then Clicking
Delete Group(s).

Figure 4-32: Deleting a Security Group from Group Replication

Delete Group(s)?

Waming: Removing the group(s} from the list

will result in users beeing removed from

Lync. Are you sure you want remove the
group(s)?

Delete item(s) | Cancel

Warning: Removing a security group from Group Replication will also remove the
corresponding users from Skype for Business.

Warning: If you remove a user from a security group in the customer forest, this user will
be automatically removed from Skype for Business if the following entry is added to the
<appSettings> section in the
C:\acs\AcsGroupReplication\AcsGroupReplication.exe.config file:

A <add key="DeleteEnabled” value="True" />.

The default System Settings is to not delete the user.
This implies that the Buddy List and Skype for Business Scheduled Meetings will be
deleted for these users as well. Consequently if such a user was deleted by mistake and

then later re-added to the security group, the Buddy List and previously scheduled
meetings will also be removed.
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4.13 Distribution List

The distribution list option replicates mail enabled distribution groups from the Enterprise
AD. A mail enabled group can then be searched for in the Skype for Business client and
added to the buddy list. The buddy list shows the members of the group. This way it is
easy to pre- populate buddy lists.

Adding and deleting Distribution Lists is performed identically to that for Group Replication
(see the previous section).

Figure 4-33: Distribution List

£ 3 AudioCodes " VRRMMAITENT,

CLOUD M8 Standard Box Edition

Sedect Distribution Group

4.14 Create Device

The Create Device option allows the creation of Analog Devices or Common Area Phones
in the Skype for Business environment, without the need to use the Skype for Business
Server Management Shell, or manually create AD contact objects.

Common Area Phones are objects within Skype for Business that represents physical
handsets. These devices are typically not associated with an individual user.

Analog Devices are objects within Skype for Business that represent analog devices
connected to Skype for Business through a media gateway. These objects include analog
handsets, fax machines etc.

Note: Some fields (like the Registrarpool, PSTN Gateway and (Sip-)domain information
for example) are stored in a web cache, which will be refreshed only every few minutes.
This means that some recent changes in the Skype for Business or Active Directory
& backend environment are not directly visible within the administration pages, but will
automatically show up after maximum 10 minutes. If immediate access is required, an
IISRESET needs to be performed on the CloudBond 365 management server hosting
the administration Web pages.
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Figure 4-34: Creating Common Area Phone

;‘5 AudioCodes HOME USER MANAGEMENT

CLoOuUD 365 Standard Box Edition

USER MANAGEMENT Create Analog Device or Common Area Phone
User Management Device Type® =
Create User LineUri* |mel'+991234557890 |
import User RegistrarPool* [UC-FE2 cloudbond365.com ~]
Bulk Edit DisplayName:* - [reception ]

Bulk import

Group replication

Disfribution List

Figure 4-35: Creating Analog Device

o | I OME
£ o AudioCodes HOME USER MANAGEMENT

CLOUD 365 Standard Box Edition

tecHNcHoR M Create Analog Device or Common Area Phone
User Management Device Type®: ‘Analng Device Vl
Create User Analog Fax : D
import User Gateway*: [192.168.02 ~|
Bulk Edit LineUri* - [te1:+991234567890 |
Bulk Import RegistrarPool® : [UC-FE2.cloudbond365.com ~]
Group replication DisplayMame™ ‘leceptlun| x |

Distribution List =

Administration and Maintenance Manual 48 Document #: LTRT-26317



Administration and Maintenance Manual 5. System Configuration

5 System Configuration

The UMP 365 Utility contains several System Configuration pages which provide a large
amount of information about the current state of the CloudBond 365 Skype for Business
Appliance. These information pages are very useful for determining the configuration of
CloudBond 365, as well as diagnosing any faults.

Some of the System configuration pages also contain settings which can be updated.

5.1  System Configuration

The System Configuration page contains general information about the CloudBond 365
Skype for Business Appliance and uptime. It also allows settings for the Self Service
password reset page to be configured.

Figure 5-1: System Configuration page

raw. - - .
[ & AudioCodes HOME USE! L SYSTEM CONFIGURATION

CLOUD 865 Standard Box Edition

SYSTEM CONFIGURATION ActiveDirectory o
System Configuration DC in use: UC-MGR.cloudbond365.com
Server Management
DOMAIN CONTROLLER NAME COMPUTER TIME (GMT) IP ADDRESS
Grouping IDs
. UC-MGR cloudbond365.com 0610212016 20:08:20 1e50::a5:434b:dcod:c444% 19
CallPickup Groups
Office 365 Configuration AC-DC.cloudbond365.com 06/0212016 20:08:20 10.0.0.50
Office365 Unified Messaging &
CloudPBXPolicies Self Service
Music on Hold Enable Password Reset ¥}
User Authorization Max number of attempis:
Licensing info Rows per page: 0 v
“Skype" Control Panel ) 5
Email Settings
| setect a webserver v
Send nofification emails from:
sheigateway: |
[Select a PSTNGateway ~|

Send mail for admin requests to

Use this smip server to route messages:
[r1s2.168.100 5] |

SMTP Port
25

=n i
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5.2 Self Service

The UMP 365 contains a Self Service password reset feature for CloudBond 365 users.

Note: This feature is intended for CloudBond 365 when deployed in Standalone mode,
or for use of Local CloudBond 365 users. Users imported or replicated from the

customer domain via forest trust should not use this feature.

Note: For this feature to work, it must be enabled as described on the previous page,
and also have the Email configuration completed, as described in the following section.

This web page will generate an email with password reset instructions.

Figure 5-2: Self Service Password Reset

o - ===
||£|ACS User Self Service x |Upgrade Successfull | ¥marks I + | -
€ ‘ ‘ 10.253.0.153/selfservice | |B- Google Al & O B- B3- 9

User Self Service Portal Password management
Request Reset Password

Sign in ID:

Please insert
number:

Regquest a new password.

Select Language: English Romanian

Administration and Maintenance Manual 50 Document #: LTRT-26317



Administration and Maintenance Manual 5. System Configuration

The Self Service password reset page can be accessed by Skype for Business users. The
Web URL is http://<CloudBond 365 Controller>.<CloudBond 365 FQDN>/Selfservice

e.g., http:/luc-dc.ac-onebox.com/SelfService or http://192.168.0.100/SelfService

A Note: To make this feature more useful, make the Self Service page available to
external users via a Reverse Proxy.

Figure 5-3: Self Service Password Request

Grouping ID * | ACS User Self Service x |\ +

(- 10.253.7.200/5elfService/Home/RequestStatus/0 N C E- dbo.RicClearTimeZonelnfo fa S) ‘ ‘ﬁ ﬁ E

System Administrator was notified regarding your request!

Select Language: Enalish Romanian
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5.3

A

5.4

Email Configuration

You can configure email server settings on the System Configuration page, to be used by
the Self Service application. UMP 365 will only send email message by means of a server
that is configured for relaying.

Note: If an IP address is entered in the “Use this SMTP server to route messages”
instead of a Fully Qualified Domain Name, it needs to be between the “[* and “]” brackets.

Server Management

The server management pages provide a quick method to change the Network IP settings
for each server within the CloudBond 365 system. The page is designed for simple IP
Networks. These networks require the CloudBond 365 Controller, Front End, and Edge
internal network interfaces to be on a common subnet.

Note: Server Management pages are only available in the 'Co-Located DC and Hyper-V
Host' deployment model. These pages are therefore typically only available to
CloudBond 365 Standard Box Edition. For CloudBond 365 Pro and Enterprise Box
Editions, see AudioCodes CloudBond 365 Manual IP Address Configuration Guide.

The Server Management master page allows you to quickly set the IP addresses of the
CloudBond 365 servers.

Enter the required IP addresses and click Update. The system will validate the new IP
addresses, then update each server in the correct sequence, along with the topology and
DNS records.

Figure 5-4: Server Management (Master)

S - oM SER MANAGEME RPN
f w AudioCodes HOME USER MANAGEMENT SYSTEM CONFIGURATION IP PHONES

CLOUD

Grouping 105

Licensing info

SYSTEM CONFIGURATION

System Configuration Front End.

CallPickup Groups
Office 365 Configuration
CloudPBX Policies

Skype Control Panel

1365 Standard Box Edition

Internal Network
Domain coniroller 0.0.0.50

Email Configuration Edge Internal: 10.0.0.52

Internal default gateway: 0.0.0.254

External Network
Edge extemal IP: 234
External subnet:

Extemal default gateway .2.35

®| =] [B] [F =B B|[E

& o H
B I °
o GG
& o]

o o

i o

&

| Select a webserver ~]

Public DNS: .8.8.8

socigateway

[Select 2 PSTNGateway ~]

Here you can see the IP seflings for the system.

A\

Warning: If you have already deployed the CloudBond 365 system to an enterprise
network, you may need to adjust the DNS settings used in the Enterprise network to
match the changes. e.g., Stub Zones used to provide Forest Trust.
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55 Grouping IDs

Grouping IDs allow Skype for Business contacts to be separated and segregated into

groups. This allows you to restrict which Skype for Business users can see which contacts
within the Skype for Business environment.

Grouping IDs defined on this page are available to be applied to individual users in the
User Management pages.

Figure 5-5: CloudBond 365 Grouping IDs

€3 AudicCodis

CLOUD %8 Standard Box Edition

To add a new Grouping ID:
Click the + icon.

Enter Text (hame) and Description.
Click Submit.

w NP Yy

Figure 5-6: Adding a Grouping
Add Record

Text |

Description
M Submit || ® Cancel

» To Edit a Grouping ID:

B Click the Pencil icon.

Figure 5-7: Editing a Group Record

Edit Record
Text kest
Description test group id
4 B Submit || ¥ Cancel
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» To Delete a Grouping ID:
B Click the Trash icon.

Figure 5-8: Deleting a Record
Delete

Delete selected record(s)?

XK Delete @& Cancel

5.6 CallPickup Groups

CallPickup Groups are a feature of Skype for Business which allows members of the group
to pickup calls ringing on another extension within the group.

To make configuration of CallPickup Groups easier, the feature has been added to the
SysAdmin Web pages.

Figure 5-9: Defining CallPickup Groups

3 AudicCaodes Hou £ pANA LY THTEM COMFEASATION

CLOUD 365 Standard Box Edaion

CallPiekLP Groups

L o

» To configure a CallPickup group:

1. Create a new call park orbit in the top section (CallPickupGroups). The orbit should
contain enough extensions to support the number of simultaneous calls for the group.
Click the + to create a new orbit.

Figure 5-10: Defining the CallPickup Orbit

UC-FE.cloudbond385.com UC-FEZ.cloudbond3&h.com uc-fed.cloudbond365.com - Add .
CallPickupGroup

Identity European Pool
NumberRangeStart *100
NumberRangeEnd %] ggl x

CallParkService Fadn  JC-FE_cloudbond 365 com
Type GroupPickup

B Submit | X Cancel

2. Create a group id and assign it to the orbit. The Call Pickup Group ID is allocated to all
users within the group. As part of the ID, you must select a pickup code from one of
the orbit numbers.
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Figure 5-11: Defining the Call Pickup Group ID

Edit GroupDescriptions x
Orbit European Pool -

Dial 2101«

Description Supporl:] 5

B Submit @ ® Cancel

3. Edit the selected Skype for Business users, and assign them to the CallPickupGroup ID
under the Group Management tab.

Figure 5-12: Assigning the Call Pickup ID to a User

¢ 3 AudioCodes wane [ R AT

CLOUD 388 Standard Box Edition

e Managemans
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5.7  Office 365 Configuration

Refer the AudioCodes CloudBond 365 Installation Manual document for details on how to
configure Office 365 integration with UMP 365. This document also contains information on
how to obtain values required for the Office 365 Configuration screen within the UMP 365.

After completing the pre-requisite setup steps for Office 365 Integration, the process can be
completed by supplying the following information on the SysAdmin page:

B User Name:

e  Thelogin name of your Office 365 Administrator
H Host:

e  The location where your Office 365 environment is hosted
B Migration Override URL:

e Refer to the document AudioCodes CloudBond 365 Installation Guide
B Override Admin Domain:

e Your original Office 365 domain prior to applying vanity domain names
B Password:

e  The Office 365 Administrator password
Figure 5-13: Office 365 Connector Settings

0 . oM JSER MAMAGEMEN P PHOMES
£ 9 AudioCodes HOME USER MANAGEMENT SYSTEM GONFIGURATION IP PHONES
CLOUD 865 Standard Box Edition
SYSTEM CONFIGURATION Office 365 Settings
System Configuration [r—
Email Configuration [ i frsl-sip-domain.onmi .com ]
Server Management Host
[—— [sipted.online.lync.com |
CallPickup Groups MigrationOverideUrl:
e o= e ' o ‘
Office 365 Configuration
- OverideAdminDomain:
CloadbEX flelicies [my-frst-domain onmicrosot com ]
Licensing info PRy
Skype Control Panet:  [=s=essssses
[Select a Webserver v Confim passwiord
e
\Salecl a PSTNGateway v|

Once the Office 365 connector is fully configured and the first synchronization has been
performed, it is possible to assign users to each system (CloudBond 365 or Office 365).
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To change auser's assigned system:
Select the user in the User Management List.
Click Edit.

Change the users Registrar Pool.

Save your changes.

Ao DdPE Y

Assigning a destination Frontend pool to a user:

Figure 5-14: Assigning a user to a FE pool

Account type: Enterprize; Remote account: COMTOSO\testuserl
MARKED FOR REPLICATION Cancel Replication

Account Information

First Name™: |test |
Last Name™: |user1 |
Sign-in Name™: |testuser1 |
Registrar Pool: UC-FE.ac-onebox.com

Preferred Language: | |

5.7.1 Office 365 Unified Messaging (UM) and Cloud PBX Policies

To be able to support the Office 365 Unified Messaging (UM) and Cloud PBX feature, Voice
Routing Policies need to be created to hold the PSTN Usage records that are allowed to be
called by Cloud PBX users with On-Premise PSTN breakout.

The Voice Routing Policies are created in the CloudPBX VoiceRoutingPolicies
Management screen. Once created, they can be assigned to the PSTN Usage Records.

means of an intuitive interface. Once the prerequisites of Office 365 integration as
outlined in the AudioCodes CloudBond 365 Office 365 Integration Configuration Note
Ver. 7.2 are configured, you can use this capability.

f Note: UMP 365 provides native integration to Office 365 Unified Messaging (UM) by

Do the following:

Select / create a Voice Routing Policy.
Select the check boxes for the PSTN Usage records to bind to this policy.

Click Save VRP/PstnUsages settings to save the settings to the backend
environment.

w NP Y
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Figure 5-15: Voice Routing Policies and PSTN Usages
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System Configuration
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“Skype" Control Panel: Office365 UM
[select a websarver v]
Enable Office365 UM []
sheigateway:
i ~
[Select a PSTNGateway ~] = ‘ |
sipDomain [ M

Check Number

Save Office365 UM settings

After the Voice Routing Policies have been created, they can be assigned to the user on
the Telephony tab in User Edit mode (see Section 4.6.2 on page 30 for more information):

Figure 5-16: Voice Routing Policies Assigned to User

L AT
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> To enable the Office 365 UM feature:

=

Open the Office 365 Unified Messaging & CloudPBX Policies page under the System
Configuration menu.

Select the 'Enable Office 365 UM' check box.

From the 'RegistrarPool' drop-down list, select a Registrar pool.
From the 'sipDomain’ drop-down list, select a sipDomain.

In the 'Displaynum* field, enter the telephone number to be used.

Figure 5-17: Office365 UM
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Once enabled, users can be assigned Office 365 UM capabilities in the User Edit screen by
enabling the 'Office365 Exchange UM policy' checkbox.

Figure 5-18: Office365 Exchange UMPolicy
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5.8 Music on Hold

Musi

¢ on Hold (MoH) files can be centrally administered using the Music on Hold page

under the System Configuration menu in the sysadmin web pages:

Befo

re you start managing MoH, create a new share [lyncMOH'] with read permissions for

everyone on your selected Skype for Business Front End Server.

>
1

;‘ 5 AudioCodes

To configure MoH (refer to the corresponding numbers in Figure 5-13):

Select the 'Enable Client Music on Hold policy' check box.

When selected, the global client policy entry EnableClientMusicOnHold is enabled. If
this option is cleared, the EnableClientMusicOnHold entry is disabled. If a
MusicOnHoldAudioFile entry is present and this option is disabled, then the file will not
be removed from the policy.

From the 'Set ApplicationServer to upload MOH-files' drop-down list, select the Front
End Application server that will be used to store the MoH file.

Use the button to browse for and upload a MoH file to the server.

In the WorkFlows table, select the check box for the WorkFlow entry to set a custom
MOH file.

Use the browse button to browse to a MoH file to upload for the selected workflow.
Displays the current assigned MoH file for response groups.
Allows changing the default MoH file for response groups.

Figure 5-19: Music on Hold
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Select a workflow row to set a Custom Music on Hold file to

WorkFlows -]
O WorkFlow Appiication Server MusicOnHoldFile
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[ support Group ACS-UC-FE fied- net Jarmo:

| Set Custom Music On Hold File to WorkFlow| 5

ResponseGroups Default Music On Hold Configuration
Set Default Music on Hold file for ResponseGroups

Select ApplicationServer from the dropdown to get Current Default MOH-file on RGS
Current Default Music on Hold file on ResponseGroups:

Alarm09.wav
‘Sel Default Music On Hold File to ResponseGroup [l
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59 User Authorization

Access to the Management Pack application (SysAdmin) can be given to users from the
CloudBond 365 or Enterprise Forests in the User Authorization page.

Figure 5-20: User Authorization
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By default, the following security groups are created:

B ACS-FullAccess — allows the administrator to perform any change using the UMP 365
Web Admin

B ACS-ReadOnly — allows the administrator view only capabilities with no ability to set
any changes.

+

To edit a user’s authorization, select the user (group) and then click the Pencil icon “in
the Status bar at the bottom of the screen. A popup allows you to select the appropriate
level of access:

Figure 5-21: Edit Record

Edit Record

FullUserid cloudbond 365%acs-Re
Fulliccess

ReadCnly
Restrictions

SystemOperator

0O Od& O

L B Submit | | ® Cancel

When the Restrictions check box is selected, another selection box is displayed, where
you can limit the administration based on sipDomains or RegistrarPools.

When selecting the SystemOperator check box, access is only given to the
System Configuration pages by default.
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5.10 Skype for Business Control Panel (Quick Access)

The Skype for Business Control Panel is one of the many administration and configuration
tools provided by Microsoft to manage the Skype for Business environment. The Skype
for Business Control Panel is based on Silverlight, so is best run from Internet Explorer.

A quick link to the Control Panel is available within UMP 365, should you need to perform
some detailed or advanced configuration.

A Note: The Skype for Business Control Panel is available from each FE server in your
CloudBond 365 system. Choose an FE Server from the drop down list.

Figure 5-22: Select a FE Server for Skype for Business Control Panel
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Figure 5-23: Skype for Business Control Panel
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5.11 SBC/ Gateway Administration Panel (Quick Access)

The SBC / Gateway Administration Panel allows you to set and manage the AudioCodes
SBC/GW configuration for setting PSTN or SIP trunk connectivity. A quick link to the
Administration Panel is available within UMP 365, should you need to perform some
detailed or advanced configuration. Choose the SBC/GW Server from the drop-down list.

Figure 5-24: Select an SBC/GW Server for SBC/Gateway
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5.12 Licensing Information

The Licensing Information page displays information about your system license,
including:

B Number of users
B Number of servers
B When the license will expire

This page also allows the installation of a new license, by simply browsing to the new
license file, then clicking Upload. A system without a license file installed will not operate.
UMP 365 will cease to operate once the license date expires.

Figure 5-25: UMP 365 License
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5.13 Monitoring CloudBond 365 in EMS

The CloudBond 365 system can be monitored remotely by the EMS server. This monitoring
includes the following features:

Display the CloudBond system info and status:
e  The type of the CloudBond system

e  Health status of the system

e Name of the system

e Location of the system

e  Skype for Business version

e  Sip domains

e  Number of users

Display the CloudBond system components

The CloudBond 365 status screen in the EMS contains all the components of the
CloudBond environment with the following information:

° Name

e  Component health status
e Type

e FQDN

e |P Addresses

Serial number (if applicable)

e  OSversion

e SfB CU version (if applicable)
e  Component up time

The following types of alarms and events are raised on the CloudBond 365 system
and displayed in the EMS alarm browser:

e Alarms about services that down in the components

e  Alarms about performance counter threshold exceed in the components
e Events from components event log

e  Alarms about license problems

e  Alarms from SBC — (if monitored)

Note:. To increase the efficiency of the alarm reporting, the monitoring parameters may
be manual configured according to system activity.

Obtain the license from EMS license pool:

This option replaces the need for a file license. The CloudBond system retrieves its
license from a license pool in the EMS. All the license management is done from the
EMS server.
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5.13.1 Configuring the CloudBond 365 and EMS Server Connection

This section describes how to manage the connection settings between the CloudBond
devices and the EMS server. If you initially obtained your CloudBond license from the EMS
server, you already initially configured most of these settings in Section 4.2.2.

» To configure the CloudBond 365 EMS server connection:

1. Openthe EMS Settings screen (System Configuration > EMS Settings).
2. Configure the following connection settings:

e |IP Address — the IP address of the EMS server

e  Trap Port — Destination port to which to send traps (default value is 162)

e Keep Alive Port — Destination port to send Keep-alive requests over SNMP
(default is 1161)

3. Configure the SNMP user settings:

All the settings of the SNMP protocol must be identical to the settings of the current
CloudBond system in the EMS. Note that if you wish to connect the CloudBond 365
devices to the EMS with auto detection, then you must use the default settings shown
below in parenthesis:

e  SNMPv2:
¢ Community Read — Access string for SNMP get requests (default ‘public’)
¢ Community Write — Access string for SNMP set requests (default ‘private’)
e  SNMPV3:
¢  Security Name — Identify the SNMP user (‘OVOCUser’)

¢ Authentication Protocol - Protocol type that used to encrypt the Security
Name field ('SHA").

¢ Authentication Key — Security Name encryption key. The field is valid only if
Authentication Protocol selected (‘123456789’).

¢ Private Protocol — Protocol type that is used to encrypt the SNMP message
(‘AES-128").

¢+ Private Key — SNMP message encryption key. The field is valid only if Private
Protocol selected (‘123456789").

4. If you would like the EMS to monitor the SBC in your CloudBond system, select the
SBC button.

When you choose this option, the SBC in the CloudBond system is monitored in the
EMS as part of the CloudBond system. SBC alarms will be displayed in the EMS as
part of the CloudBond system.

5. Configure the System Info settings:

e System Name — The name of the system. In an environment with multiple
CloudBond devices, this value must be unique.

e Location — Optional field to describe the system location.

6. Enter the Login URL — the URL of the CloudBond admin login page. When you enter
this URL, you can access the CloudBond management login page from the EMS. The
link from the EMS is valid only when the Admin user has HTTP/S access to the
CloudBond Management Admin.
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Figure 5-26: EMS Settings-SNMPv2
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6 IP Phones

The UMP 365 contains several IP Phones Configuration pages which allows the system
administrator to monitor and manage AudioCodes Skype for Business IP Phones. The IP
Phone manager is very useful for managing IP Phones and as well as diagnosing any
faults.

6.1 Dashboard

The Dashboard page lets you quickly identify the following:

Which phones in the network are registered

Which phones in the network are non-registered

The number of registered and non-registered phones (in terms of SIP registration)
The percentage of registered phones

The MAC and IP address of each phone

The time the information was reported

The firmware version
See Introduction to the IP Phone Manager Admin on page 129 for more information.

Figure 6-1: IP Phones Dashboard
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6.2 Status

The Devices Status page lets you check a phone's status.

Refer to the Introduction to the IP Phone Manager Admin on page 129 for more information.

Figure 6-2: IP Phones Status

& Devices Status & Export & Reload

Shawing 110 43 of 43 enlries

L o User v 1 Report Tir
L] Ban Kazn 2062015150197

C Acton: B Banyamin Zax 2906 2075 150116
& Sharon Spwak 29.04.2015 15,0115
w Roman Gar Am 20.06.2015 150100
B I Domn 2906 2015 150011
B Newm Danger 29082018 150009
Guy Getter 20.06.2015 145057
& GaMLew 29.00.2018 14,4957

MAC >

et

0090342450

00903258208

OO Hass

00S0814244c

0090382

A ERES

00908M8mcd

[
AEFATREER[] -]
REFRERIEL T -]
022090
M7 MNE
RIS TRIERTIE-]
\LF-RIRLN -]
wazwwa

022100910

AATHD

24040

240H0

D

440H0

2400

D

240HD

UC_20.17.193
UC 201194
UG_20.11.194
UC.20.17.104
UC_2041.104
UC_2.0.11.194

o
s
AudiocesasProny

AuiocosesProy
AutiocosesProxy
AutintneasPoy
AliOcoses Py
AudiocodesPiony
AUDILESIPIONY

AuiocosesPioxy

Subnel -

252552050

245 265 265 0

295255 2650

TS5 2552950

45 746 255 0

295 245 2650

TEEE 2550

245265 2650

5, Filter]

VLAN ID

6.3 Alarms

The Alarms page displays the following information:

Each phone alarm in the network
A description of each alarm

The MAC address of the phone (source)
The alarm severity
The IP address of the phone
The last action time
The date and time of receipt of the alarm

Refer to the Introduction to the IP Phone Manager Admin on page 129 for more information.

& Alarms

Showing 1 to 3 of 3 entries

Ll Names

[1 [|PPhone Lync Login Failure1 2342342342342 234324
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Figure 6-3: IP Phones Alarms
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6.4 IP Phone Management Server

The IPP Manger opens in a new browser tab the entire IPP Manger admin with all
advances features and capabilities.

Refer to the Introduction to the IP Phone Manager Admin on page 129 for more information.

Figure 6-4: IP Phones Manager
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About

The UMP 365 About page supplies debug information about various UMP 365 / CloudBond
365 components and their build numbers.

Figure 7-1: About Page
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Note: When placing a support call, you must supply the Application Version number
of your system. e.g., CloudBond 365 v5.5.1626.585.
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8

Scheduled Tasks

The User Management Pack 365 application creates six scheduled tasks that can be

managed using the Windows “Task Scheduler” application.

Figure 8-1: Scheduled Tasks
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This chapter explains the purpose of these scheduled tasks.

AcsGroupReplication

AcsGroupReplication is part of the Lifecycle Management feature and takes care of the
automatic creation and removal of user objects in the local Active Directory resource forest.

AcsLogCleanup

AcsLogCleanup is a scheduled task that removes log files in the c:\acs\logs folder that are
older than 14 days.

AcsMoveUsers

When a users registrarpool is changed in the User Management Pack 365, the move to the
destination pool is cached. The scheduled task ‘AcsMoveUsers’ takes care of the actual
user move between the pools for moves both between two pools on premises or between
Office365 and on premises in a hybrid deployment.

AcsO365Sync

Acs0O365Sync should only be enabled in hybrid (Split-Domain) deployments with Office365.
This scheduled task reads all Office 365 Skype enabled user objects and creates
corresponding identities for them in the resource forest where the UMP is installed.

AcsPolicyReplication

AcsPolicyReplication is part of the Lifecycle management feature and takes care of the
policy assignment defined in the group replication templates. If enabled, it will undo all
manual changes on an account and restore the settings to what is defined in the template.

AcsUserReplication

AcsUserReplication is part of the AD Connector and takes care of user attribute replication
between all connected user forests and the resource forest where the User Management
Pack 365 is installed. It replicates the following user attributes from the customer user
forest(s) to the UMP resource forest:;

B c (countrycode like NL for Netherlands)
B co (country in full like Netherlands)
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company

countryCode

department

description

displayName
facsimileTelephoneNumber
givenName (first name)
homePhone

initials

ipPhone

| (city)

mail

manager

mobile

pager
physicalDeliveryOfficeName
proxyAddresses (only the EUM and SMTP entries)
sAMAccountName

sn (Last Name)

st (State)
telephoneNumber

title

thumbnailPhoto
userPrincipalName

If write permissions in the customer user forest(s) are given to the service account that is
used to run the scheduled task named AcsUserReplication, the following attributes will be
synchronized back from the UMP resource forest towards the customer user forest(s):

msRTCSIPUserEnabled
msRTCSIPOptionFlags
msRTCSIPDeploymentLocator
msRTCSIPLine
mMsRTCSIPPrimaryUserAddress
proxyAddresses (only the sip entry)

Note: The msRTCSIP attributes are only required in Office365 Hybrid deployments,
where DirSync or AzureADSync are used for account synchronization from the user
forest to Office 365. With the release of Microsoft's AzureADConnect in October 2015,
the resource forest model is fully supported and if configured correctly, there is no
longer the need to populate the msRTCSIP attributes.
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9 Introduction

This part describes the procedures for changing the AudioCodes CloudBond 365
Administrator password. If you decide to change this password, keep in mind that this
account is also used as a service account in the background. Therefore, if you change this
password, you must also change the password in the following locations:

Domain Controller

Internet Information Services (IIS) Manager
Domain Controller Windows Services

Front End Windows Services

Edge Windows Services

Branch Pool Appliance (BPA)

Version 7.4.0 79 CloudBond 365



Fa Wl

f & AudioCodes CloudBond 365

This page is intentionally left blank.

Administration and Maintenance Manual 80 Document #: LTRT-26317



Administration and Maintenance Manual 10. Changing Password on Domain Controller

10 Changing Password on Domain Controller

The procedure below describes how to change the AudioCodes CloudBond 365
Administrator password on the Domain Controller for the following:

B CloudBond 365 Standard/Standard+ Box Edition
B CloudBond 365 Pro and Enterprise Box Editions

10.1 CloudBond 365 Standard/Standard+ Box Edition

For CloudBond 365 Standard/Standard+ Box Edition installed on the AudioCodes Mediant
800 server, the domain controller resides on the Host server. The password change
applies to the host server and the domain controller's Administrator's account.

» To change the CloudBond 365 Standard/Standard+ Box Edition Administrator
password on the domain controller:

1. Press Ctrl-Alt-Delete.

2. Select the Change a password...option.

3. Inthe appropriate fields, enter the following:
e Old Password
e New Password
e  Confirm Password

4. Press Enter.
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10.2 CloudBond 365 Pro and Enterprise Box Editions

For CloudBond 365 Pro and Enterprise Box Editions installed on HP servers, the domain
controller is configured as a separate virtual server. The domain Administrator's password
should therefore be changed on the domain controller's virtual server first.

» To change the CloudBond 365 Pro and Enterprise Box Editions Administrator
password on the Domain Controller:

1. Open Hyper-V Manager.

2. Select the domain controller.

Figure 10-1: Changing Password on Domain Controller - Pro and Enterprise Box Editions
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3. Press Ctrl-Alt-Delete
Select the Change a password option.

5. Inthe appropriate fields, enter the following:

Old Password
New Password

Confirm Password

6. Press Enter.

Help

Controller on WIN-NRETLEUZFLIR - Virtual Machine Connection
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11 Changing Password on IIS Manager

The procedure below describes how to change the CloudBond 365 Administrator password
on the Internet Information Services (lIS) Manager.

» To change CloudBond 365 Administrator password on the IS Manager:

1. On the CloudBond 365 domain controller, open the IIS management console
(Yowindir%\system32\inetsrv\inetMgr.exe)

2. Under the Server node, select Application Pools; the following page appears:

Figure 11-1: Changing Password on IIS Manager

€ Internet Information Services (1IS) Manager [= ==
@0 |,‘3 » UC-DC » Application Pools |m SRl 7
File View Help
Connections Actions
= : || @: A~ |
Q- |# |8 3' Application Pools 3 Add Application Pool...
€5 Start Page Set Application Pool Defaults...

485 UC-DC (ac-onebox\Adrministi This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes,

. contain ene or more applications, and provide isolation among different applications. Application Pool Tasks
-2} Application Pools -
b -[@] Sites Filter: = W Go - (g Show All | Group by: Mo Grouping M /
Name “ Status MET CLRV... Managed Pipel.. Identity Applications ., ;:: de
(D NET V20 Started 2.0 Integrated ApplicationPoolldentity 0 y i
L2} NET v2.0 Classic Started V2.0 Classic ApplicationPoolidentity 0 _ Edit Application Pool
L NET w5 Started w0 Integrated ApplicationPoolldentity 0 Z| Basic Settings...
L3 NET v 5 Classic Started w0 Classic ApplicationPoolidentity 0 Recycling..
& )Classic -NET AppPoel Started v2.0 Classic ApplicationPoolldentity 0
L) DefaultAppPool Started w40 Integrated ApplicationPoolidentity 1 _/ Rename
{4 SysAdminAppPool Started w40 Integrated ac i 2 - X Remove

View Applications

& Help
3. Select SysAdminAppPool.
4. Inthe 'Actions' pane, click Advanced Settings; the following page appears:

Figure 11-2: Advanced Settings

Advanced Settings |L-

4 (General) ~
MET CLR Version v4.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Mame SysAdminAppPool =5
Cueue Length 1000
Start Mode OnDemand
4 CPU
Limit (percent) ]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 42094967295

Processor Affinity Mask (64-bit ¢ 4294967293
4 Process Model

[- Generate Process Model Event L

Identity ac box\administrator D<

Idle Time-out (minutes) 20
Idle Tirme-out Action Terminate ~
Identity

[identityType, username, password] Configures the application pooel to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

oK | | Cancel
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5. Click the Browse button (...) corresponding to the 'ldentity’ account; the following
screen appears:

Figure 11-3: Application Pool Identity

Application Pool Identity [ 2 ]

) Built-in account:

® Custom account:

ac-onebox\administrator

oK ‘ ‘ Cancel |

6. Click the Custom account option and then click Set...."; the following screen appears:

Figure 11-4: Set Credentials

Set Credentials \L-

User names;

|ac-nnehu:ux‘-ladministratnr |

Password:

Confirm password:

(] Cancel

7. Inthe 'User name' field, enter the account in <domain>\administrator format.

8. Enter the new password in the 'Password' and 'Confirm password' fields, and then click
OK.

9. Click OK on the previously opened screens (Application Pool Identity and Advanced
Settings).
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12 Changing Password on Domain Controller
Windows Services

The procedure below describes how to change the AudioCodes CloudBond 365
Administrator password in Domain Controller Windows Services.

» To change the CloudBond Administrator password on Domain Controller
Windows Services:

1. Inthe CloudBond Domain Controller, open the Services Management console.

Change the password in the following services:

SQL Server (MSSQLSERVER)

SQL Server Agent (MSSQLSERVER)

SQL Server Reporting Services (MSSQLSERVER)
SysAdmin.UCMA Service

Figure 12-1: SysAdmin.UCMA Service
SysAdmin.UCMA Service Properties (Local Computer) -

General | Log On |Recovery| Dependencies |

Log on as:

() Local System accourt
Allow service to interact with desktop

(®) This account: |ac*:lneb0x"-}-\clrninist|ator | | Browse...

Password:

Cnnﬁm passwnrd: SEERRRRRRNRRRRN |

QK | | Cancel Apphy
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3.

Run the 'Lync Server Deployment Wizard'.

Figure 12-2: Lync Server Deployment Wizard

Fi |

- Lync Server 2013
'* Welcome to Lync Server deployment. -

Deploy -
-
Prepare Active Directory Prepare first Standard Edition server —
Prepares the Active Directory schema, forest, and domain for Lync Server, Prepares a single Standard Edition server to
host Central Management Service.
Help » ag
° o Complete ot This task requires local administrator
rights. This task does not apply to Standard
Install or Update Lync Server System Edition Servers that are not planned to hast
Install or update a Lync Server Server deployment member system, the Central Management Service, or for
This option installs Lync Server core components, and a local replica deployments that include Enterprise Edition.
configuration store. . .
i . . Install Administrative Tools o
Neote: Bef_are installing a server, you need to have a valid topology created Installs the Administrative Tools ko the
and published.
current system. =
Help » Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to el d 5L
Server Reporting Services (S5RS) instanges

First Run Videos

Click to view getting started videos.
Documentation

Click to view the Latest Lyne Server
documentation online for deployment,
planning, and operations.

Tools and Resources

Click to access tools and other resources

| Back Exit I

W

a. From the Welcome to Lync Server deployment page, click Deploy Monitoring

Reports; the following screen appears:

Figure 12-3: Deploy Monitoring Reports Wizard

% Specify Monitoring Database

Specify a Monitoring database and SOL Server Repaorting Services (SSRS) instance,

Meonitoring database:

| UC-DC.ac-onebox.com | L |

SQL Server Reporting Services (S5RS) instance:
UC-DC.ac-onebox.com
Example: sqlserver\Rtc (Namedlnstance) or sglserver (Defaultinstance)

WARNING: The monitoring reports will overwrite existing reports already deployed in the specified SQL
Server Reporting Services (35R5) instance,

Back || Next |[ Cancel
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b. Click Next; the following screen appears:

Figure 12-4: Specify Credentials

a) Specify Credentials

Specify the credentials to be used by SQL Server Reporting Services (S5R5) to access the Monitoring
database.

User name (domain\user name);
ac-onebox\Administrator

Password:

[ Becc || MNew || Cancel |

c. Inthe 'User name' field, enter the account in <domain>\administrator format.

d. Inthe'Password' field, enter your password, and then click Next; the following
screen appears:

Figure 12-5: Specify Read-Only Group

a) Specify Read-Only Group

Specify a user group that has read-only access to SOL Server Reporting Services (SSRS). Members of this
group can access Maonitoring Reports on S5R5.

User group:

Example: contosohaccessgroup or RTCUniversalReadOnlyAdmins

[ 8ok J[ Net [[ Cancel |
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e. Inthe'User group' field, enter a user group that has read-only access to SQL
Server Reporting Services (SSRS); and then click Next; the following screen
appears:

Figure 12-6: Executing Commands

(& Deploy Monitoring Reports wizard -

i) Executing Commands

e L o Lo h L
Report: Conference Diagnostic Report published successfully with ne wamings

Report: Call Admission Control Report published successfully with no warnings

Report: P2P Summary SubReport published successfully with no wamings

Report: Conference Summary SubReport published successfully with no warnings

Report: Call Diagnostic Summary Report published successfully with no warnings

Report: IP Phone Inventory Report published successfully with no warnings

Report: Response Group Usage Report published successfully with ne wamings

Report: Response Group Call List Report published successfully with no warnings
“http://UC-DC:80/ReportServer/Pages/ReportViewer.aspx T 3E2fLyncServerReports %6 2fReports+ Home
+Page" has been added to ReportingConfiguration.

Monitoring Reports have been successfully deployed.

Task status: Completed.

f.  Click Finish.
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4. Open the Task Scheduler; the following screen appears:

Figure 12-7: Task Scheduler

File Action View Help
« = 2@ B
@ Task Scheduler (Loca_l] Mame Status Triggers Mext Run Time Last Run Time Actions
b [ Task Scheduler Library ||| 5 pymrmprspermrems Ready At 11:00 AM every day 2/17/2015 11:00:00 AM  2/16/2015 11:00:00 AM A
(] AcsUserReplication Ready At 12:00 PM every day  2/17/2015 12:00:00 PM  2/16/2015 12:00:00 PM -g Creste B
% Optimize Start Menu Cach... Disabled When computer is idle 2/10/20157:31:21 AM ]
= Create T..
Import T...
Display ...
| [T [ |>| | & Disable...
General | Triggers | Actions | Conditions | Settings | Histol £ NewFol..
99 = y
Narne: |AGGmupRepIication [l View 4
i Refresh =
Location:  \
Author: Administrator _ ﬂ Help
Description: | Start replication at 11:00PM daily - _
I Run
= ® End
& Disable
Export...
Security options pol
X L = Properties
When running the task, use the following user account: - L
[<] [ HEE K Delete |
L I i

5. Right-click on the ACSGroupReplication rule and select Properties.

Figure 12-8: ACSGroupReplication Rule - Properties

File Action View Help

= 2

@ Task Scheduler (Local)

Mame Status Triggers
B E Task Scheduler Library AcsGmupF!.Eplication Ready At 11:00 AM every day
5 AcsUserReplication Run M every day
% Optimize Start Menu C End mnputer is idle
Disable
Export..
| Properties |
< I | Delete :l

General | Triggers | Actions I Conditions | Settings | History

Version 7.4.0 89 CloudBond 365



ra .
I & AudioCodes CloudBond 365

6. Click Change User or Group.

Figure 12-9: ACSGroupReplication Properties

General |Triggefs | Actions | Conditions ] Settings I History |

Mame: |AcsGroupReplicatiun |

Location: %

Author: Administrator

gl o e Start replication at 11:00PM daily

Security options

When running the task, use the following user account:

ac-onebox\ Administrator — | Change User or Group...

() Rum only when user is logged on

® Run whether user is logged on or not
[ | Do not store password. The task will only have access to local computer resources.

[| Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008 v |

ok || Ccancel |

7. In the 'Enter the object name to select' field, enter "Administrator", and then click
Check Names:

Figure 12-10: Select User, Service Account, or Group

Select this object type:

|L.|ser, Service Account, or Buitt4n securty principall | | Object Types... |

From this location:
|Enh're Directory | | Locations... |

Enter the object name to select (zxamples):

Administrator | Check Mames

ok ] [ ]
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8. Click OK; the following screen appears:

Figure 12-11: ACSGroupReplication Properties (Local Computer)
()

General |Triggers | Actions | Conditicns | Settings | History |

Marme: |AtsGruupReplicatiun |
Location: \
Author: Administrator

Description: | Start replication at 11:00PM daily

Security options

When running the task, use the fellowing user account:

AC-OMEBOX\Administrator Change User or Group...

) Run only when user is logged on
® Run whether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

[ ] Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2002 W |

oK | | cancel |

9. Click OK.
10. Inthe 'Password' field, enter the new administrator password, and then click OK:

Enter user account information for running this task.

User name: '€ \c-onEBOX\Administrator | |...|
Password: | sssssssnsnnnsl |
ok || concel |

11. Repeat steps 5 - 10 for the AcsUserReplication rule, by first right-clicking on the
AcsUserReplication rule and selecting Properties (see Figure 12-7: Task
Scheduler).
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13 Changing Password on Front End

The procedure below describes how to change the AudioCodes CloudBond 365
Administrator password in the Front End Windows Services.

» To change the CloudBond Administrator password in the Front End Windows

Services:

1. From the CloudBond Front End windows services, open the Services Management

console.

S e

Click OK.

Click SysAdmin.RemotingSvr.
Click the Log On tab.
Click the This account option.

Figure 13-1: SysAdmin.RemotingSrv Properties (Front End)

In the 'Password' and 'Confirm password' fields, enter the new password.

T Services = [ =] =
File Action View Help
esEEoz Bm >enn
L, Services (Local) < Services (Local)
SysAdmin.RemotingSvr MName Description Status Startup Type Log On As “ -~
. SysAdmin.RemotingSvr SysAdmin R.. Running  Automatic ac-onebox.com\Administrator

Stop the service
Restart the service

Description:
SysAdmin Remoting service

SysAdmin.RematingSvr Properties (Local Computer)

| General | Log On | Recovery I Dependencies |

Log on as:

() Local System accourt
AMlow service to interact with desktop

() This account: |acﬂnebmc.com"-Adminislmtor || Erowse...

Password

Corfim passward

Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service

Local Service
Lamal Camsieen

\ Extended /(Standard /
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14

Changing Password on Edge Server

The procedure below describes how to change the AudioCodes CloudBond 365
Administrator password in Edge Windows Services.

Please note that the Edge Administrator account is a local user as the Edge server is not
part of the Domain. This means that changing the default password for the Administrator in
the domain, does not automatically change the password for the Administrator on the Edge
machine. Both administrator accounts can have different passwords.

However, if you would like to adapt local administrator’'s password with the new domain
Administrator’s password you need to:

Change local administrator's password by pressing CTRL+Alt+Del and then ‘Change
Password’ and then correlate the credentials of Edge Windows services with the new
Administrator’'s password.

» To change the CloudBond Administrator password on the Edge Windows
Services:

From the CloudBond Edge Services, open the Services Management Console.
Click SysAdmin.RemotingSvr.

Click the Log On tab.

Click the This account option.

In the 'Password' and 'Confirm password' fields, enter the new password.

Click OK.

o0k~ wnNPE

Figure 14-1: SysAdmin.RemotingSrv Properties (Edge Windows)

Services -

File Action View Help

= [FEEc= HBmE »u 0w

. Services (Local)

. Services (Local)
SysAdmin.RemotingSvr Mame Description Status Startup Type Log On As - ~
i Syshdmin.RemotingSur SysAdmin R... Running  Automatic ac-onebox.com\Administrator

SysAdmin.RemotingSvr Properties (Local Computer) -

Stop the service
Bestart the service

Local Service

Local Service

| General | Lo On | Recovery | Dependencies | Local Service
Description: Local Service
Sysidmin Remoting service Log onas: Local Service

() Local System account Local Service

AMlow service to interact with desktop Local Service

. — Local Service
(®) This account: |ac-0nebux.cum'-Admln|shamr | | Browse. .. .
Local Service

Password Local Service

Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service

Local Service

Local Service

Apply Local Service o

Loeal Comicn

\ Extended /(Standard /
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15 Changing Password on BPA

In a CloudBond 365 Branch Pool Appliance (BPA) deployment, there is one primary domain
controller and a secondary domain controller. To change the Administrator's password on
the primary domain controller, perform the procedures in Sections 10 to 14.

If you need to change the Administrator's password on the paired CloudBond 365 server,
perform the procedures in Sections 10 to 14.

Note: Not all components on the secondary CloudBond 365 server are mandatory and
therefore do not require a password change.

In the following screenshot, the CloudBond server (DC3) server does not have an Edge
server:

Figure 15-1: Paired Domain Controllers with No Edge Server

34 Hyper-¥ Manager
File  Action View Help

«< 7= BE

25 Hyper-V Manager
Zapce Virtual Machines

-

State CPU Usage Assigned Memory Uptime
|-QFE Funning 2% f:3

On a paired CloudBond 365 installed on a Mediant 800 server, the Edge server is not
mandatory. paired CloudBond 365 may use the Edge server of the primary CloudBond 365
server). In this case, Edge server adjustments described in Section 14 are not relevant.

Figure 15-2: Paired Domain Controllers with an Edge Server

g8 Hyper-¥ Manager
File  Action View Help

&= = B

23 Hyper-¥ Manager

Haoca Virtual Machines
Marpe “ State CPU Usage Assigned Memory 1]
Funning 0% 2072 ME 1
é FE Running 1% 7168 MB 11

On a paired CloudBond 365 installed on a Mediant 800 server, there is no database and
therefore SQL services described in Section 12 - 2 are not relevant.

On a paired CloudBond 365 installed on a Mediant 800 server, there is no database and
therefore SQL services described in Section 12 - 3 are not relevant.
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16 Changing EMS Agent Password

In case your AudioCodes CloudBond 365 is managed by the AudioCodes Element
Management System (EMS) you will need to update the password that is used by the EMS
Agent.

» To change the EMS Agent password:

1. Connect to the CloudBond 365 Domain Controller (DC) server
2.  Open the command shell from the Start menu.
3. Run the command:

C:\Program
Files\Audiocodes\MainAgent\Scripts\change_user_and_password.bat
<new_username> <new_password>
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17 Verifying Password Change

When verifying a password change:
B Ensure that you can successfully log in to CloudBond's sysadmin tool.
B Verify that you can successfully create a new user

B Ensure that you can successfully log in to CloudBond's domain controller through
Remote Desktop Connection.

For BPA setup, verify that any change you perform on one server is successfully replicated
on the secondary server.
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18 Introduction

This part describes various methods of connecting to the server desktops within
AudioCodes CloudBond 365™.

This process is necessary to perform some Skype for Business specific tasks, such as
Adding or Changing a SIP domain via Skype for Business Topology Builder.

This guide provides information such as:

How to use the rear KVM ports on AudioCodes CloudBond 365 Standard/Standard+
Box Editions

How to use the rear KVM ports on AudioCodes CloudBond 365 Pro and Enterprise
Editions

How to access virtual machine desktops via Hyper-V

How to enable RDP on each server

How to start an RDC session on your local PC

How to connect to the AudioCodes CloudBond 365 Controller server
How to end your RDP session
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19

CloudBond 365 Desktop Access

CloudBond 365 will occasionally require access to the Desktop / Console environment of
the various components servers (Host, Controller, Front-End, Edge, Reverse Proxy, SBC).

CloudBond 365 provides a Web based management suite (SysAdmin) to reduce the need
for such access on a day to day basis. However, there are still times when access to
desktop utilities are required. For example:

B Setting time and time zone on each server

Initial Deployment of CloudBond 365

Accessing Skype for Business Topology Builder

Accessing Skype for Business Management Shell

Accessing Skype for Business Deployment Wizard

Debugging activities

The above activities are infrequently carried out, and are usually associated with initial
installation, or with major configuration changes.

The most common, infrequent, tasks can usually be carried out on the Controller server
alone.

The Deployment Wizard must be run on the FE and Edge servers independently. It cannot
be run remotely.

The Co-Located Hyper-V / Domain Controller with Virtual Machines installs the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard/Standard+ Editions (e.g., AudioCodes
Mediant 800B OSN server).

Note: The SBC is a Linux based server. Hyper-V can be used to view its console, but an
RDP connection cannot be established to this server.
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20

20.1

Rear KVM Ports

One method of accessing the CloudBond 365 server Desktops is by using the rear KVM
(Keyboard, Video, Mouse) ports on the physical CloudBond 365 device. The KVM device
may be a specific KVM appliance within a server rack servicing several devices, or it may
be a dedicated monitor, keyboard and mouse. Each customer will have different
requirements.

Depending upon where the device is located, this may or may not provide convenient
access. During initial installation and deployment, it may be more convenient to enable
Remote Desktop (RDP) Access, as described in the following chapter. To enable RDP, you
will first need to use the rear KVM ports. After enabling RDP, the rear KVM equipment can
then be disconnected.

CloudBond 365 Standard/Standard+ Editions

Figure 20-1: CloudBond 365 Standard/Standard+ Editions Rear View

Local

Workstation Connection {optional)

/ (F =]
s

The CloudBond 365 Standard Edition device uses the Co-Located Hyper-V / Domain
Controller with Virtual Machines deployment model. This deployment model installs the
CloudBond 365 Controller (DC) and Hyper-V within the host machine, with the remaining
CloudBond 365 Servers (FE and Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard Edition (e.g. AudioCodes Mediant 800B
OSN server).

With this Deployment model, the rear KVM ports connect directly to the CloudBond 365
Controller (UC-DC). The controller runs Hyper-V, so Hyper-V manager can be used to
provide access to the Front-End (FE) and Edge server desktops.

Figure 20-2: Co-located DC and Hyper-V

@ediant 8000SN \
(Windows 2012 R2)

Active Directory

Hyper-V
Ve Standard Edition Server

=

Consolidated Edge Server

=
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20.2 CloudBond 365 Pro-Enterprise Edition

Figure 20-3: Rear View

‘ Local Workstation Connection {optional) J

The CloudBond 365 Pro and Enterprise Edition devices will typically use the Hyper-V Host with
Virtual Machines deployment model. This deployment model installs Hyper-V on the selected host
machine, and the three CloudBond 365 Servers (Controller, FE, and Edge) as three separate virtual
machines within Hyper-V.

This option is suitable for CloudBond 365 Pro, and CloudBond 365 Enterprise (e.g., AudioCodes HP
Servers).

With this deployment model, the rear KVM ports provide access to the Hyper-V host only. To access
the CloudBond 365 server Desktops, the Hyper-V Management Utility must be used.

Figure 20-4: Hype-V Host with Virtual Machines

@ediant 9000 Server N
(Windows 2012 R2 Hyper-V Host)

myper-v \

Active Directory
Standard Edition Server
F )
Consolidated EdgeServer
=G
&
Optional SBC

Optional Reverse Proxy

=,

il
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21 Remote Desktop Protocol (RDP)

21.1 What is RDP?

Remote Desktop Protocol is a Microsoft desktop remote control protocol that allows you to
connect with the desktop of a remote server or workstation, and operate the desktop as
though you were physically present at the remote machine. A similar but independent
protocol is also used to allow Desktop connection to Hyper-V guest Virtual Machines on the
Host computer.

The client and server components, collectively known as Remote Desktop Services are
supplied with recent versions of Windows, including Windows Vista, Windows 7, Windows
8, Windows 2003, Windows 2008, and Windows 2012.

The client for the RDP protocol is Remote Desktop Connection (mstsc.exe). This is a
descendant of Microsoft Terminal Services Client, and can still be seen in the client
executables name. RDC allows you to connect to another computer running the RDP
Server role. RDC can connect to multiple servers simultaneously.

The server (host) component for the RDP protocol is configured through properties of the
local computer or server. Typically these settings are found under Remote -> Remote
Desktop, and specify whether RDP is enabled, and who can connect.

Remote Desktop Services also allow several other features beside just controlling the
Desktop. Local resources, such as hard drives, sound devices, printers, the clipboard etc.
can be made available to the remote host whilst the RDP session exists.

There are also some restrictions in place during an RDP session. These are typically
minor, but in some circumstances may impact your work.

For example, RDP starts a new login session per user on the remote server. It does not let
you view the physical console.

Console level access is not exactly the same as being at the physical console. (System
tray icons may behave differently).

You cannot access the power button, or eject and insert CD’s etc.
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21.2 Access Virtual Machine Desktops using Hyper-V

If the server is acting as a Hyper-V host, then the Hyper-V Virtual Machine Connection
or Hyper-V Manager utilities can be used to gain RDP like access to the guest Virtual
Machine consoles. No further configuration is required to access this facility.

Figure 21-1: Hyper-V Host Desktop

FRoeoRa@ A Fasnl

21.2.1 Hyper-V Virtual Machine Connection
Hyper-V Virtual Machine Connection is the simplest method to use. Simply locate the

utility in the start menu, Select the Host Server, then select the virtual machine. You will
then be presented with the VM's login screens.

Figure 21-2: Hyper-V Virtual Machine Connection
i Virtual Machine Connection .

Virtual Machine

Connection

Server: ||Dc:a|hu:ust W |

Virtual Machine: || W
oc ]
= (oot |
=

ReverseProgy

- sbc_6.80A.234 004 -
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21.2.2 Hyper-V Manager

You can also use the Hyper-V Manager utility to access a virtual machine Desktop.

Locate the Hyper-V Manager in the start menu, then, in the list of virtual machines, either
right click and choose Connect, or just double click the appropriate Virtual Machine.

Figure 21-3: Virtual Machines

EE
File Action View Help

@« 2=

Hyper-V Manager

B

=3 Hyper-V Manager
3 MASTERDUMMY

Turns off the selected virtual machine.

Virtual Machines

Name
B oc
5 Edge
g
B Settings.
| Turn Off...
<
; Shut Down.
| Ch Save
l Pause
Reset
Checkpoint
Move...
Export..
Rename...
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21.2.3 Login Process

Once the connection to the VM is established, you will see the usual login screens. Tip: In
full screen mode, use Ctrl-Alt-End, not Ctrl-Alt-Del.

Figure 21-4: Full screen Mode - Login Screen

= DC on MASTERDUMMY - Virtual Machine Connection ===
File Action Medis Clipboard View Help
@O0 n :

Press Ctrl+Alt+Delete to sign in.

11:48

Monday, March 23

e

Figure 21-5: Login Screen — Username/Password
= DC on MASTERDUMMY - Virtual Machine Connection [= 1o =

File Action Media Chpboard View Help

w3 @@ nik i

&= Windows Server 2012R2

Shatus Funning =T
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21.3

A\

Enable RDP on Each Server

The RDP Server component is typically disabled by default on most windows versions for
security reasons. If you wish to allow remote Desktop access directly to a server, you will
need to enable and configure remote desktop services.

You may also need to modify the servers default firewall configuration.

Warning: Special care should be taken when enabling RDP on servers exposed to an
external (untrusted) network, such as the Edge server which is connected to the DMZ.

Microsoft defaults for Windows Firewall rules typically split RDP access into two security
sets based on network Profile. The first set of rules cover Domain and Private networks,
the second set covers Public Networks. When enabling RDP Services, typically only the
first set is enabled through the firewall. The public network access through the firewall is
disabled by default.

Depending upon your network configuration, you may need to enable Public network profile
access.

The Edge server is not a domain Member Server, so its internal network profile is usually
classed as Public.

You should consider the following items prior to enabling RDP:

B [T policies and procedures
B Convenience of access to physical KVM ports
B Deployment model used: (Co-Located Hyper-V / Domain Controller with Virtual

Machines or Hyper-V Host with Virtual Machines)
B Frequency of using Desktop access to perform tasks

You may elect to:

B Restrict desktop access to physical KVM ports only

B Allow RDP access to Hyper-V host server only

B Allow RDP access to the Controller server only (UC-DC)
B Allow RDP access to each individual server

B A combination of the above.
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22 Configuring Remote Desktop
This chapter describes the easiest method to configure the Remote Desktop Services.

» To configure Remote Desktop Services:

1. Locate and start Server Manager.

Figure 22-1: Server Manager Icon on Desktop

== Windows Server 2012R2

2. Select Local Server.

Figure 22-2: Server Manager Dashboard

L Server Manager | = | o=
Server Manager * Dashboard
B Dashboard WELCOME TO SERVER MANAGER
i Local Server
EE Al Servers o T SV
e Configure this lc
i ADDS CANCK START =
& ONS
#8 File and Storage Services b
ious
WHATS NDW
Hide
LEARN MOHRE
ROLES AND SERVER GROUPS
% apcs 1 W apos 1
(@ Manageability (@ Manageability
Evenite Fuents
Services Services
Parformance Perfarmance
BPA results BPA resulls
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3.

4,

Find the Remote Desktop entry and click on Disabled link.

Figure 22-3: Server Manager - Local Server
S-\m;lﬂluw

I PROPERTIES
I Dashboard For UC-D

All Servers

ADCS
ADDS

[N ] -

B§ File and Storage Services P

o ns

EVENTS

(s 058 Wammg M 5 1208:22 PM

[Far. 1058 Wairmg M 5 120577 9

(X, 106 Erree NET Runtime Appheaton 377372015 10:4501 AM

Select Allow Remote connections to use this computer.

Figure 22-4: Enable Remote Desktop

TASKS =

TASKS w

System Properties

Computer Name | Hardware | Advanced | Remote |

Remote Assistance

Allow Remote Assistance connections to this computer

Remate Desktop

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
(#) Allow remote connections to this computer

[ ] Mlow connections only from computers running Remote
Desltop with Networs Level Authentication (recommended)

Advanced...

Help me choose

OK || Cancel ||

Aoply |
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5. Click OK.
6. In Server Manager, find Windows Firewall, and then click on itslink.

Figure 22-5: Server Manager - Windows Firewall

K& Allservers

" aDcs

i aDDs

o DNS

B File and Storage Services P
o ns

Pod enakied

w

EVENTS

All events TAGKE
P - @ =

ue-od 1058 et -Security-SPF 2015 121144 BM -

ue-oe 1058 Wa erosoft-Windaws-Security-5PP 232015 L20REA B

(L r 1056 Wa

7. Click Advance Settings.

g Microwah-¥

diwa-Security-SPF

Figure 22-6: Windows Firewall Settings
4 Windows Firewall - [o[=]

T |ﬂ b Control Panel » System and Security » Windows Firewall v O |

Search Control Panel » |

Control Panel Home Help protect your PC with Windows Firewall |

‘Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network. |
through Windows Firewall

'@‘ Change notification settings . '@ Domain networks Connected @

B Tum Windows Firewall on or

T off Networks at a workplace that are attached to a domain |

B Restore defaults

Windows Firewall state: On |
¢ Advanced settings . .
Incoming connections: Block all connections to apps that are not on the |
Troubleshoot my network list of allowed apps

Active domain networks: B ac-onebox.com

Motification state: Do not notify me when Windows Firewall blocks a |
new app X
. [@ Private networks Not connected (%)
. [@ Guest or public networks Not connected (%)

See also
Action Center

Network and Sharing Center
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8. Click Inbound

Rules.

o b
8 Connection Security Rules
© &, Monitoring

Wirsdows Fieewall with Advanced Security on Local Computer

‘ Winciows Frewall wih

Overview o
Domain Profile is Active
@ Virms Frewsl is on
o) o e bk
a i are prnt
Private Profile
& Windows Feewsll s on
(D) rbound connections that 4a ot malch & e are iocked
& 8 rm mlowed.
Public Profile
@ Vircom Frewalnon
o) o are bk
@ Oubound o d o lwed
B Viraiorms Frewal Propedios
Getting Started -
»d
L " Lo Pratacal (IFeec).
B Cormaction Sacarty Fues
View and create irewall nules
¥nesomn shen.
*

|| 1mpest policy...

g8 Export Pohcy..
Restare Defall Poley
Diagnerse / Repau
View v

o Refresh

[ Propedties

B e

9.

File Action View MHelp

Scroll down until you locate the Remote Desktop Rules.

Figure 22-8: Inbound Rules - Remote Desktop
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L] e Deskacp - Shadow (T & Deskaop Comain, Prie, Yes Al
[} . e Deshtop - Us LE & Desitop e b Allg
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v [FPCEPM... Remote .r.l Ha Aoy ®
| @ bound Rule for Remote Shitdown (RP_  Remobe Shutdaun & Na Allen)
:l P inbound Rule for Remote Shutdown (TC..  Remote Shutdown - [ Ao |
| @ Remote Vehume Management - Virtual D... Remote Velume Manageme... Al Ha Ao
| @ Remote Volume Management - Vimual D.. Remote Velume Menageme... AN [ Aoy
| @ Remote Volume Management (RPC-EPRA. Remote Velume Manageme... A8 [ Al
| @ Eouting and Rernate Azcess (GRE-In) Fouting and Remaote Access AN N anon |
| @ Fouting and Remote Access (LTPn)  Routng and Remote Access Al ™ Vaoe |
| @ Roting and Remote Access (PPTR4n)  Routing and Remote Access Al Ha Aoy~ |
< - <] L] * 1l

T Fater by Profile
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10.

Note the current settings for each Profile. By default, if Remote Desktop Services are

enabled, the Domain and Private profiles will be enabled, but Public profile will be
disabled. Remember that the Edge server is not a Domain Member server. Its internal
network connection will likely be a public profile.

11.
12.
13.

Close all windows.

Select the Rules you wish to change. (You can select multiple rules.)
Click Enable Rule or Disable Rule in the right hand panel, as required.
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23

Starting RDC

You can start RDC from the Start button. On Windows 7, it is located in Start >
Programs > Accessories > Remote Desktop Connection. On other Windows versions in
may be located in slightly different locations. You can also Search for and Run mstsc.exe.

Figure 23-1: Starting RDC

. Accessories
9 Bluetooth File Transfer
Calculator
BN Command Prompt
@2 Connect to a Network Projector Darren Millett
B2 Connect to a Projector 3
1 Getting Started
j Motepad
&1 Paint
B Remote Desktop Connection
15] Run

Documents

Pictures

Music

% Snipping Tool Computer

'_, Sound Recorder

: E"ti'::ll‘-.llII Motes Control Panel
@ Sync Center

4 Windows Explorer Devices and Printers
@ Windows Mobility Center

@ WordPad Default Programs

; Commurnications

. Ease of Access Adrministrative Tools #

. System Tools
Tablet PC Help and Support

Back

Search programs and files = | m

When RDC starts, you will be prompted to enter the destination computer. You can enter
either an IP address, or computer DNS name. You can also select form a saved list of
computers you have previously connected to.

Enter the IP Address of your UC-DC server. For a default installation, this is
192.168.0.100, if you have changed this or specified a different address during the
CloudBond 365 build.

If you have not used RDP to connect to the UC-DC before, take time to set the RDC
Options before pressing Connect.
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Figure 23-2: RDC Connection Prompt

'@ Remote Desktop Connection = = |£ﬁ

| Remote Desktop
“>¢) Connection

Computer: 152.168.0.100 -

Username: Mone specified
You will be asked for credentials when you connect.

{> | Show Options Connect ] [ Help

23.1 Setting RDC Options

Figure 23-3: Setting RDC Options
"@ Remote Desktop Connecticn EI = @1

| Remote Desktop
<>¢) Connection

| General | Display | Local Resources I Programs I Experience I Advanced

Display corfiguration
Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small [ | Large

Full Screen

[T Use all my monitors for the remote session

Colors
Choose the color depth of the remote session.

h’ | Highest Quality (32 bit) -

Digplay the connection bar when | use the full screen

[ Connect ][ Help

]

[~ Hide Options

If you click Show Options you will see various settings you can change to control your

connection settings with the remote computer.

We recommend you set your Display Configuration to Full Screen and share your C:\ drive

and clipboard as a local resource, for the best experience.
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23.2

Figure 23-4: Sharing Local Cdrive

B, Remote Desktop Connection

Remote Desktop
») Connection

General | Display | Local Resources | Programs | Experience | Advanced

Remote audio
B Corfigure remote audio settings

ST

Keyboard
Apply Windows key combinations

%, Remote Desktop Connection

[on the remote computer -
Example: ALT=TAB

Remote Desktop
»¢) Connection
Local devices and resources -

/  Choose the devices and resources that you want to use

L Local devices and resources
#80d|  yourremate session

Choose the devices and resources on this computer that you want to

[Clpremier12 (WACAPMELDE) (3:)
[CIRECOVERY (Z)
[ Drives that | plug in later

[T Printers [T Clipboard use in your remate session,
& Mones 2
[¥los )
[CIData (D7) b
= ven Comll] | ZoBmome _

[]Other supported Plug and Play (PnF) devices

Connecting

After clicking the Connect button, you will be presented with an Authentication screen. For
the CloudBond 365 Controller (UC-DC), it is simplest to log in as the CloudBond 365

Administrator. The default account is shown below.
Figure 23-5: RDC Authentication
Windows Security

Enter your credentials
These credentials will be used to connect to 10.21.57.45.

cb106\administrator

[ Password

‘ .
|
| Use another account

[] Remember my credentials

| ok

| l Cancel

After entering you credentials successfully, you may see the following warning. It is normal
for the CloudBond 365 domain CA certificate not to be installed on end user workstations.
You can optionally check the box “Don’t ask me again..” to avoid displaying this warning in

future.
Click Yes to proceed.
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Figure 23-6: CloudBond 365 Certificate

& Remote Desktop Connection @

/ﬁ The identity of the remote computer cannot be verified. Do
/' you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty certificate. tt may be unsafe to proceed.

Certificate name

5] MName in the certificate from the remote computer:
ALCS-UC-FE ACS-Unified-Communications net

Certificate emors

The fallowing emors were encountered while validating the remote
computer's certificate:

/0 The cedificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[”] Don't ask me again for connections to this computer

(e ) CE

You will next be presented with the desktop of the selected server. From here, you can
carry out most tasks as if you were physically present in front of the server, including mouse
control and keyboard input.

Figure 23-7: RDP Session Established

B8 Windows Server2012

L T DG
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24 Ending an RDC Session

There are two ways to end an RDC session with a remote computer.

Performing a Windows Logout (not a Shutdown) is the preferred way. This ends your login
session, and leaves the remote server at its login screen, ensuring any users must re-enter
their credentials to login to the server.

Alternatively, you may need to leave your current login session running for a long running
task etc. You can simply end the RDC session by pressing the X on the connection bar.
This will leave your login session running, but lock the remote computer. Your login
session can be re-established by reconnecting using RDC.

Figure 24-1: Ending RDC Session

Administrator &

snager
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25 Introduction to the IP Phone Manager
Admin

AudioCodes CloudBond 365 can manage AudioCodes IP Phones that are deployed in the
same Microsoft Skype for Business environment, using the CloudBond 365 management

suite. For managing the IP Phones, the CloudBond 365 management suite includes the IP
Phones management module.

The main screen of the IP Phones management module provides basic IP Phone
management and monitoring capabilities. For advanced configuration, such as loading
configuration files and firmware files to multiple IP Phones, a link to the IP Phone
management suite client is provided from the CloudBond 365 management interface.
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26 Deploying the IP Phones

This section shows how to deploy AudioCodes IP phones in the enterprise.

26.1 Planning the Deployment

Before deploying the phones:

1.

List the configurations specific to your phone network, e.g., language per region,
speed dials, etc.

List the phone features and parameter configurations you want in each region.
Log in to the IP Phone Management Server (see Section 26.3).

Configure a 'system user' whose username is system and whose password is system
(see Section 26.4).

Before plugging phones into the network, define parameter placeholders values for
criteria such as region and phone model, to maintain an automatic provisioning
scheme (see Section 29.2.80).

26.2 Preparing the Enterprise Network

This section shows how to prepare the enterprise network for IP phones.

>
]

To prepare the enterprise network:

Obtain the phones' latest firmware files from AudioCodes and upload them to the IP
Phone Management Server - see under Section 29.4 for detailed information:

e Inthe Phone Firmware Files screen, click the Upload firmware button.
e Navigate to the img file and upload to the IP Phone Management Server.
Configure your enterprise's DHCP server with DHCP Option 160 to point to the

CloudBond Provisioning server's URL - if your phones are not behind a NAT.
In addition to DHCP Option 160, DHCP Option 66/67 can also be used.

If your phones reside behind a NAT and an HTTP proxy is available, configure your
enterprise's DHCP Server with DHCP Option 160 to point to the HTTP proxy. Phone-
IP Phone Management Server communications will then be performed via the HTTP
proxy rather than directly.

As DHCP clients, AudioCodes IP phones will then automatically be provisioned with
the cfg and img files located on the IP Phone Provisioning server.
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The figure below shows the default dhcpoption160.cfg file.

Figure 26-1: Default cfg File Located on the IP Phone Management Server

€« C # [} 10.1.8.23/ipp/dhcpoption160.cfg

ems_server/keep alive period=60
»ems_server/provisioning/url=http://1©.1.8.23:8881/
pprovisioning/method=5TATIC
pprovisioning/configuration/url=http://18.1.8.23/configfiles/
wprovizioning/firmware/url=http://18.1.8.23/firmwarefiles/
PEMs_server/user_name=system
pems_server/fuser_password={"VvlZ0p5/5pM=""}

Legend Description
Pointing to the URL of the IP Phone Management Server.

STATIC provisioning method, so the cfg and img files are automatically retrieved from the
IP Phone Management Server rather than from the DHCP server.

Location of the cfg file, pulled by the phones when they're plugged into the network, on
the IP Phone Management Server.

Location of the img file, retrieved by the phones when they're plugged into the network,
on the IP Phone Management Server.

Name of the 'system user’, necessary for basic REST API authentication when the
phones are plugged in to the network for the first time.

(Encrypted) Password of the 'system user', necessary for basic REST API authentication
when the phones are plugged in to the network for the first time.

Note:

e The dhcpoption160.cfg file is created when logging in for the first time to the IP
A Phone Management Server.

e After installation, the first, second and third lines in the file are automatically
updated.
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26.2.1 Deployment

This section describes how to deploy IP phones in a Skype for Business environment.

A\

Note:

e |If your phones communicates directly with the CloudBond server, make sure you
defined http://< Server IP address>/firmwarefiles;ipp/dhcpoption160.cfg for
DHCP Option 160 in the enterprise's DHCP server. See the previous section for
details.

e If your phones will communicate with an HTTP proxy rather than directly with the IP
Phone Management Server, make sure you have defined http://<Proxy SBC IP
address><Proxy SBC Port>/firmwarefiles;ipp/httpproxy for DHCP Option 160 in
the enterprise's DHCP server. See the previous section for details.

» To deploy IP phones:

Plug in the phone (see Section 26.5).

The cfg file includes default values and overwritten values according to configured
placeholders. If no placeholder was configured, the cfg file will include only default
values. See Section 29.2.8 for details on how to configure parameters placeholders.
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26.3 Logging in to the Management Server

This section shows how to log in to the IP Phone Management Server Ul. The Ul is a
secured web client that runs on any standard web browser supporting HTMLS5: Internet
Explorer version 11 and later, Chrome or Firefox. Before logging in, you need to run the
CloudBond Management Server.

Note: To access the IP Phone Management Server Ul without running the CloudBond
A Management Server, point your web browser to
https://<CloudBond_IP_Address>/ipp and then in the login screen that opens, log in.

» To log in to the IP Phone Management Server via the CloudBond Management
Server:

1. Open the CloudBond Management server and click IP Phones in the main screen
toolbar.

Figure 26-2: CloudBond Management Server - IP Phone Management Server button

E‘E AI.I di OC odes HOME USER MANAGEMENT SYSTEM CONFIGURATION IP PHONES ABOUT

The Welcome to the IP Phone Management Server screen opens:

Figure 26-3: Welcome to the IP Phone Management Server

Welcome to the

AudioCodes® IP Phone Management Server

Username: |ac|admin |

Password: |io|ooooa| - |

Note: The 'Username' and 'Password' used to log in to the IP Phone Management
Server are the same as the windows OS.
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2. Enter your Username and Password and click Login; the application is launched and
the homepage displayed.

Figure 26-4: IP Phone Management Server User Interface - Homepage

CLLUDBONDE IP Phone Management Server @ Home @1 Help @ Log aff 10239993
&Y P W} 4 0 A 0 X 41
- - /|\>
© .
Navigation Tree . Registered Non Registered Disconnected ""H;'BB:/:“
Devices Devices Devices
Dashboard
Regions
Devices Status [ Devices Status ] Devices Status [}

4
4
Users +
Phones Configuration  +

4

System Diagnostics

& Recent Reports

v User# Report Time ¢ MAC Addr 2 Pz FW Version ¢
1<) Shay Harel 2015-10-15 10:55:26 009051484510 10221343 uc_20993
? B 4720 - shay harel o 2014-11-03 12:41:20 DOS08F484733 1111
? ] User1s 2014-11-03 12:41:20 563653465630 1114
? B User17 2014-11-03 12:41:20 563653465666 1114
? 3 User20 2014-11-03 12:41:20 098877665544 1111 333

1 = Navigation pane

2 = Network registration status

3 = Network health status

4 = List of users and their current status

A Note: After first-time login, no users and devices are displayed in the Home page.

26.4 The 'System User'

During the installation the system creates a 'system user' whose user name is system and
whose password is system. This is necessary for basic REST API authentication, after the
phones are plugged in to the network for the first time.

B Make sure in the Manage Users screen that the System user has been added.

Figure 26-5: Manage Users Screen Displaying Added User

om0 | s » &3

P < Firgt | Prev | Next | Last >  Showing 1 to 1 of 1 users
| | Dcvices| Registered Devices [ Login Name | Display Name | Region | Line URI Action
ESETH | system | sptem | oeme [ |

Note: The system is now ready for monitoring and managing phones.
All you need to do is to plug in the phones.
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26.5 Plugging Phones into the Network

Once you have configured the 'system user’, you can plug the phones into the network.

The following describes possible user action scenarios that occur when the IP Phones are
connected to CloudBond (these scenarios usually occur in the order described below):

B Scenario 1: Initial IP Phone connection to the CloudBond:
The phone is reported as offline and is displayed in the dashboard as follows:
T Q 0090814845688 103828 uUc_20993
B Scenario 2: Phone sign-in:
The phone is reported as registered/unregistered and is displayed in the dashboard as
follows:
=1 Alex Agranav 16.11.2015 15:15:53 00906f45464d 1022116 Uc_2.011.194.102
If the sign-in was successful, a user and device are automatically created and a new
<MAC>.cfq file is generated for this phone.
The user is created in the default region.
You can configure the default region in the System settings:
Figure 26-6: System Settings
Mavigation Tree System Settings
Default Phone Configuration
Dashboard +
Regions +
Users +
PP Bind IP Address (%
Phones Configuration
Templates IP Phanes Default Region regiont v

e IP Phones Language English T (5

Default Placeholders Values

NTP Server IP Address (%

Phone Model Placeholders | | | | ----=---—-==--=- =

Region Placeholders Voice Mail Number 1000 (%

Devices Placeholders
Phone Configuration Files

Phone Firmware Files

System Diagnostics +

Scenario 3: Phone sign-out and sign-in with a different user:

If the user signs-out and signs-in with a different user, the endpoint along with the old
<MAC>.cfg are deleted and a new endpoint with a new <MAC>.cfg are created for the
sign-in user.

You can view this information in real time on the Homepage or in the Device status
page.
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26.5.1 Devices Status

After the phones are plugged in, they send updates to the IP Phone Management Server;
however, the user names are not displayed in the interface until either sign-in is performed
on the phone or until users are approved in the interface (if the user signs-in on the phone,
then its automatically approved in the interface).

B Inthe IP Phone Management Server, open the Devices Status page (Dashboard >
Devices Status).

Figure 26-7: Devices Status

# Davices Stalus & Export & Reload

- o @ e . Filter

Showing 110 4 of 4 enines

v User v 1 Rsport Time MAC - (L% Model + iremware Version = Region + Location =

o o 11.01.2015 13:06:35 WrRAnieeet 172.17.180.88 ATWD U 20950 RivkaRegisn 255.255.255.0

Action L1 07012015 09.54.45 009081487914 10.13.2.2 A20m0 2207 295.295.0.0
o o Apgitve o Shary Harel 03.01.2015 13:52.00 002084404653 10 Ia 44080 UC_ 20985 255.255.0.0

Appeove Ty Shay Harelh 0401 20405 135338 O0%081484638 13329 44060 BC_ 20965 266, 255.0.0

1= Device actions: refresh, reset, download files, open web page, delete, send text
message to the phone

2 = Device approval

3 = Device status: User, MAC, IP Address, SIP URI, and Location
4 = Search option

5= Smart filters
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27 Monitoring and Maintaining the Phone
Network

This section shows how to monitor and maintain the phone network in the enterprise.
The following Dashboard and Users pages let you monitor and maintain the phone network:

Figure 27-1: Dashboard and Users

Navigation Tree

= Slpashboard
|=|pashboard
|| pevices Status
E|Alarms

Bt;iﬂUsers
=users
|=/Manage Multiple Users
|£|Manage Multiple Devices
|=|Import Users & Devices

The sections below shows the functionality of each page.

27.1 Monitoring the Network from the Dashboard

The Dashboard page lets you quickly identify the following:

H v HE B H B EEBE

CLEZUDBOND®

Which phones in the network are registered

Which phones in the network are non-registered

# of registered and non-registered phones (in terms of SIP registration)
% of registered phones

The MAC and IP address of each phone

The time the information was reported

The firmware version

To open the Dashboard page:
In the navigation tree, click Dashboard > Dashboard.
Figure 27-2: Dashboard

IP Phone Management Server (i, Home @, Help @ Log aff 10239993

Navigation Tree

Dashbeard

Regions

Users

Phones Configuration

System Diagnostics

TEaEE o' A 0SS 41 O

+ o+ o+ o+t

Disconnected

Registered Non Registered Disconnected 100.00%

Devices Devices Devices

Devices Status Q Devices Status o Devices Status 2]

& Recent Reports

v User# Report Time & MAC Addr = P FW Version 3
Shay Harel 2015-10-15 10:55:26 009081484510 10221343 uc_20993
=] 4720 - shay harel 2014-11-03 12:41:20 D0S08F484733
User1s 2014-11-03 12:41:20 563653465630
Useri? 2014-11-03 12:41:20 563653465666

User20 2014-11-03 12:41:20 0D08877665544 1111 333
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If a Skype for Business Desktop phone is signed out (offline, or not registered), you'll
see a grey circle icon with an x inside, and the 'User' column will be blank, as shown in
the figure below.

It will be counted as a Non-Registered Device.

Figure 27-3: Dashboard - Not Registered

& o A 1SS 0

Regrstined Devices Non Regislened Devices Disconnecied Devices

o evices St o Devices Status o
T4 User & Report Time £ MAC Addr & P
I O_L:_J I 26,08 2014 151659 00S0S1484cHD 10221318
us €
Point your mouse over the icon to view the 'offline' indication (see the figure above).
If the phone is a generic model, a red triangle enclosing an exclamation mark will be
displayed, as shown in the figure above.
View the following status thumbnails on the Dashboard:
Table 27-1: Dashboard — Status Thumbnails
Status Thumbnail Description
B 259 The number of registered devices.
Click the Devices Status link to quickly access the Devices Status
i page.
L+]
ﬂ 1 The number of non-registered devices.
Click the Devices Status link to quickly access the Devices Status
Deces page.
(+]
Qe The number of disconnected devices.
S 125

Click the Devices Status link to quickly access the Devices Status
Devices pag e .

The percentage of registered devices.
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27.2 Checking Devices Status

The Devices Status page lets you check a phone's status

» To check aphone's status:

1. Open the Devices Status page (Dashboard > Devices Statuses).

Showing 110 45 of 49 enlries

O

e
H

Ooooooaoon
[
H

CRIC RS R B A A Y
H
L

Figure 27-4: Devices Status

1 Report Time MAC = LR g Model ~ Firmware Vession + Region ~

2062015 150117 ORI Sced REFRERRERT ] AA0HD UC_2011.104 AudiocesasPraxy
2906 2005 150118 DO908ME4ET LEFREREEL ] -] A40H0 UG 2091154 AudiocodesPracy
29.08.2015 150115 DO903mEL05 0221099Q 2a0H0 UC_20.91.193 AudiocosesProny
20.06.2015 150100 Lonbiet g LLFSEARREL] -] MO UC_2011.14 AudiocesesProxy
29.06 20015 150011 DOSOAMELCT mairnama 440M0 UG 2011194 AutiocosesProxy
29.00.201% 15.00.09 D0903mSM \LF-RIRET~] A40H0 UC_2.0.11.504 Audiocodes Proxy
20.06.2015 145057 WSS Sred nxzaa A0HD UC_2041.104 AudiocesasPraxy
29.08.2018 148957 0S08mSmcY 10.22.10.191 @ 440HD UC_20.01.194 Audiocoses Proxy

Location ~

& Export & Reload

Subnet ~

52552550
245 266 2660
T2 2660
52552550
T4 256 2850
2942452650
52552550

244 265 2550

VLAN ID

2. Click the Filter; the filter lets you quickly access specific information in the page.

Figure 27-5: Devices Status Filter

Filter
user ki

MAC Address MAC Address
IP Address IP Address

Model .
420HD

440HD

Version S
2207

uc_2.0965
uc_2.0950

Status

Approve

User With Multiple Devices D

Region -
sha region
riv region

Max Devices In Page _|
Filter Clear Filter

3. You can filter per user, MAC, IP address, model, and version, status (offline,
registered, disconnected, approved or pending approval, or users with multiple
devices.

4. The format of 'User Agent' for Skype for Business Desktop phones is AUDC-IPPhone-
430HD_UC_2.0.7.70/1.0.0000.0.
The ‘Location’ is displayed if was configure correctly in the Skype for Business server.

Version 7.4.0

141

CloudBond 365



ra .
I & AudioCodes CloudBond 365

5. You can click an individual user's Actions link; the following menu is displayed:

Figure 27-6: Actions Menu - Single User

Check Status

@ Change Region

X, Update Firmware

@ Open Web Admin

< Reset Phone

£# Update Configuration
# Send Message

W Delete

Table 27-2: Actions Menu

Action Description
Check Status Select the 'Check Status' option; the status is displayed:
Status
SIP User:
Register: @
User Name: Alan Roberts
User Agent: AUDC-IPPhone-430HD_UC_2.0.7.70/1.0.0000.0
MAC: 00503f484cf0
IPP Model: 430HD
Vlan ID: 213
Firmware Version: UC_2.0.7.70
SIP Proxy: audiocodes-affiliate.com
0Ok
Change Region Select the 'Change Region' option:
Change Region
Please select a region:
Region |Sha Region
Ok Cancel

From the dropdown, select the region, and then click Ok.

Update Firmware You can update firmware per device, or for multiple selected devices
(see step 6 below). Select the 'Update Firmware' menu option:

Update Firmware

Please select a firmware:
W Update IP phone configuaration file and restart the
phone

Ok Cancel

From the dropdown, select the firmware file, and then click Ok.; the
firmware file is updated.
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Action

Open Web Admin

Reset Phone

Update configuration

Send Message

Delete

Description

Opens the Web interface (see the Administrator's Manual).

Sends a reset command to the selected device/s. Note that some
phone models wait for the user to finish an active call, while others
may perform an immediate restart.

Sends a command to the phone to check whether there is a new
configuration file to upload and updates the phone after a configurable
'‘Delay Time' (Default = 2 seconds).

Let's you send a message to the LCD/s of the selected device/s. Enter
the message in the "Text' field. You can configure for how long the
message will be displayed in the LCD/s.

Deletes the devices from the Status table.

6. You can select multiple users and then click the Selected Rows Actions link; the
following menu is displayed:

Figure 27-7: Actions Menu - Selected Rows

@ Change Region
X Update Firmware

2 Reset Phone

¥ Update Configuration

 Send Message

W Delete

See the table above for descriptions. Any action you choose will apply to all selected
rows. For example, select rows, click the Selected Rows Actions link, and then
select the Update Firmware option; all selected devices will be updated with the
firmware file that you select.
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27.3 Monitoring Alarms

AudioCodes IP phones send alarms via the REST protocol.

The Alarms page (Dashboard > Alarms) displays the following information:
Each phone alarm in the network

A description of each alarm

The MAC address of the phone (source)

The alarm severity

The IP address of the phone

The last action time

The date and time of receipt of the alarm

Figure 27-8: Alarms

CLEUDBONDE IP Phone Management Server |, Home \g Help 8= Log o 1.0.2.39893

TasE s
Navigation Tree k ! n

Dashboard

Showing 1 to 3 of 3 entries
Dashboard

Devices Status
Regions
Users

Name ¢ Description 2 Source & Severity # Remote Host# LastActionTime®  Receiv

Phones Configuration

+ o+ o+ o+

System Diagnostics

| Delete Selected

The management server displays active alarms, not historical alarms.
Red indicates a severity level of "Critical"
indicates a severity level of "Major"
After an alarm is cleared, it disappears from the Alarms screen.
The table below shows the alarms that users can receive.

Table 27-3: Alarms

Alarm Name IP Phone Type Severity

Login Failure Skype for Business Critical

Survivable Mode Start Skype for Business Major
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27.3.1 Registration Failure Alarm

The table below describes the Registration Failure alarm. The alarm is issued if SIP
registration, with the PBX, fails.

Table 27-4: IP Phone Registration Failure Alarm

Alarm IPPhoneRegisterFailure

OID 1.3.6.1.4.1.5003.9.20.3.2.0.39 is the OID used in the IPP Manager to forward the
IPPhoneRegisterFailure alarm.

Description This alarm is activated when a registration failure occurs

Alarm Title Registration Failure

Alarm Type communicationsAlarm(1)

Probable Cause communicationsProtocolError(5)

Severity Critical

The problem is typically not related to the phone; however, to the server. The
user/phone may not be defined, or may be incorrectly defined, or may previously
have been defined but the username (for example) may have been changed, causing
the registration to fail. Make sure the username and password credentials are the
same in both the server and phone, and weren't changed; server-phone credentials
must be synchronized. Make sure the server is responsive.

Corrective Action

27.3.2 Survivable Mode Start Alarm

The table below describes the Survivable Mode Start alarm.
Table 27-5: IP Phone Survivable Mode Start Alarm

Alarm IPPhoneSurvivableModeStart

OID 1.3.6.1.4.1.5003.9.20.3.2.0.40 is the OID used in the IPP Manager to forward the
IPPhoneSurvivableModeStart alarm

Description This alarm is activated when entering survivable mode state with limited services

Alarm Title Survivable Mode Start

Alarm Type Other(0)

Probable Cause other (0)

Severity Major

Additional Info

The problem is typically not related to the phone; however, to the server or network.
Corrective Action Make sure all servers in the enterprise network are up. If one is down, limited service
will result.
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27.3.3 Lync Login Failure Alarm

The table below describes the Lync Login Failure alarm.

Table 27-6: IP Phone Lync Login Failure Alarm

Alarm IPPhoneLyncLoginFailure

OID 1.3.6.1.4.1.5003.9.20.3.2.0.41 is the OID used in the IPP Manager to forward the
IPPhoneLyncLoginFailure alarm

Description This alarm is activated when failing to connect to the Skype for Business server
during sign in

Alarm Title Lync Login Failure

Alarm Type communicationsAlarm(1)

Probable Cause communicationsProtocolError(5)

Severity Critical

TIsConnectionFailure
NtpServerError

Additional Info

This alarm may typically occur if the user is not registered - or is registered incorrectly
- in the Skype for Business server. Make sure in the server that the username,
password and PIN code are correctly configured and valid. Try resetting them. Try
redefine the user.

Corrective Action

27.3.3.1 Searching for Alarms

You can search for alarms in the Alarms page. The 'Search’ field enables the functionality.
You can search by the following parameters:

B alarm name
B aphone's MAC address
B aphone's IP address

27.4 Maintaining Regions

The Manage Regions page lets you maintain regions. You can perform the following
actions:

B add aregion
B edit region
B delete a region
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Figure 27-9: Maintain Regions

CLEZUDBONDH IP Phone Management Server @ Heme \Q/ Help P Loy off 1.0.2.40075
b

e

Regions List

Navigation Tree

Q) Filter:

Dashboard . Name Description
1 MNew York Mew York Region
Regions N N
2 Operation Group Operation
.
3 regionl regionl

Users

A\

27.5

>

Phones Configuration +

System Diagnostics +

EY

Note: The main purpose of the Region/s is to group users in order to control the IP
Phones.

Maintaining Users

The Manage Users page lets you maintain users. You can perform the following actions:
Add a user

Add a device to a user

Edit user/device

Delete a user/device

Search for a device by region
Search for a device by name

Note: In most cases adding users and devices is done automatically by the system,
therefore you should not add a user or device on a regular basis
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27.5.1 Adding a User

» To add a user to the Management Server:

1. Access the ‘Manage Users’ page (Management > Users > Users):

Figure 27-10: Manage Users

CLLIUDBONDE IP Phone Management Server @ Heme @‘ Help @ Log off 10239883
N
,, e v Search > D ‘

Navigation Tree

< First | Prev | Next | Last >  Showing 1 to 8 of 8 us

Devices | Devices Status

Login Name Display Name | Region Line URI Action
Dashboard + 1 Yuval Yosha44 + asdf Yuval Yoshass | regiont [ Add Device | Edit | delete ]
- p aten syotm | regiont (G ] oo
Gez= 3 Shay Harel2 Shay Harel2345 | region1 [ Add Device | Edit | delete |

[ womageusers | 3 T e | oot a8 pevice ] caie | detee

Manage Multiple Users 5 (2) 3 Shay Harel Shay Harel 001 test Device \ﬁ_‘
Manage Multiple Devices =
5 (3) Rivka Shneider Rivka Shneider | test [ Add Device | Edit | delete |
Import Users & Devices
7 (1) i3 Malka Michaeli Malka Michaeli | test [ Add Device | Edit | delete |
Phones Configuration  + 8 1) i3 Haim Melamed Haim Melamed | regiont  Add Device | Edit | delete ]
System Diagnostics +

2. Click the Add User button (before adding phones to the IP phone management server

you must add users); the following screen is displayed:

Figure 27-11: Add User

User Name

IPP phone

3. Define a name and password for the user.

4. Define the 'Display Name' and select a region from the 'Region’ dropdown.

Figure 27-12: Add User Definitions

User Name

Password Strong

John Smith

John Smith

Region1

5. Click the Submit button; you're returned to the Manage Users page; locate the listed

added user.
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27.5.2 Adding aPhone

You can manually add a single phone to the server.

» To add aphone:

1. Inthe Manage Users page, click the Add Device button in the row of the listed added
user; the following screen opens:

Figure 27-13: Add New Device to User

Add new device to John Smith

Add new device to John Smith

X

Display Name m

Sudiocodes_420HD v

MAC Address D0908F

2. Enter the 'Display Name'. This is the name that will be displayed in the management
server interface.

3. Click the Submit button.
Click Add Device (to associate the employee's name/line with the IP phone).

5. Enter the remaining characters of the 'MAC Address'. The prefix characters are
displayed by default.

6. Click the Submit button; the following screen is displayed:

Figure 27-14: Prompt: Do you want to generate configuration files?

Do you want to generate John Smith IP-Phone configuration

files?

Note: If IP-Phone files exist, they will be overridden.

Lo [ e

7. Click Yes.
Figure 27-15: Prompt: Do you want to update the device file?

Create IP-Phone configuration files

Generated files on:
Local server EMS/10.59.0.200

/data/NBIF/ippmanager/generate - 00908f55fa30.cfg

Do you want to update the device file?

8. Click Yes.
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27.5.3 Editing a User

You can edit a user.

» To edit auser:

1. Click the Edit button in the row adjacent to the user; the Edit User screen opens,
identical to that shown in Figure 27-11.

2. Edit the same fields as when adding the device (see Section 27.5.2).

27.5.4 Deleting a User

You can delete a user.

> To delete a user:

B Click the Delete button in the row adjacent to the user; the user and device are
removed.
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27.6 Managing Multiple Users

The Manage Multiple Users page lets you easily perform a single operation on all or on
many users simultaneously:

Reset passwords

Delete users

Restart devices

Generate IP phones configuration files
Update configuration files

Send a message to multiple phones

To manage multiple users:

~ Yy B H B E BN

Access the ‘Manage Multiple Users’ page (Management > Users > Manage Multiple
Users):

Figure 27-16: Manage Multiple Users

Manage Multiple Users

Region | Marketing-Application ﬂ Search W

Available Users Selected Users

Avi Smimov (Avi Smimov)

David Rozmaryn (David Rozmaryn)

Eran Hagay (Eran Hagay)

Erez Gabbay (Erez Gabbay)

Gilad Moyal (Gilad Moyal)

Ido Hershkovitz (Ido Hershkovitz)

Kairat Ziman (Kairat Ziman)

Ron Miller (Ron Miller) =
Shay Harel (Shay Harel App)
Yacov Alster (Yacov Alster)
Yacov Kouris (Yacov Kouris)

Yael Golan (Yael Golan) =
Yoram Maim (Yoram Naim) e
Alan Roberts

< First | Prev | Next | Last >
Showing 1 to 14 of 14 users

Action j
Delay Time  —— ﬂ

2. Inthe Available Users pane, select the users on which to perform the operation.

3. Click the right arrow (>) to add new users to the Selected Users pane. Click the left
arrow (<) to remove selected users.

4. From the Action dropdown, select the required action.
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Set Users Region

Delete Users
Restart Devices

Update Configura
Send Message

Reset Users Passwords

Generate |P Phones Configuration Files

tion Files

Use the table below as reference.

Table 27-7: Managing Multiple Users - Actions

Action

Set Users Region

Reset Users Passwords

Delete Users

Restart Devices

Generate IP Phones
Configuration Files

Update Configuration
Files

Description

s Rasglon

Note: To load new user(s) password, please:

1. Generate IPP Configuration File is necassary.

2. Restart/Update the IPP

Resets user’s passwords. A random password is generated for each
user. To generate a single password for all users selected, select the
Set the same password to all users option.

To load the new user passwords:

= Generate the phone's configuration file
= Restart/Update the phone

Deletes users and applies a configurable 'Delay Time' (Default = 2
seconds) after each delete is performed.

Restarts devices. A reset command is sent to all selected devices.
The commands are sent in batches; where each batch contains five
devices with a delay of two minutes between each batch.

From the dropdown, choose the type of restart:
= Graceful (default)

= Force

= Scheduled

Before restarting, some models wait for the user to finish an active call
while others may perform an immediate restart.

Generates new configuration files. Updates each phone with the newly
generated configuration files after a configurable 'Delay Time' (default
= 2 seconds) - if you select the Updating IP Phones after generating
files option. You can generate a private configuration file per user
group, device group, or specific regions.

Updates each phone after a configurable 'Delay Time' (default = 2
seconds).
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Action Description

Send Message Let's you send a message to the LCDs of all user phones selected.
Enter the message in the 'Text' field. You can configure the length of
time the message will be displayed in the LCD. Phones beep to alert
users whenever there is an incoming message.

Display Time | 10 sec ﬂ

The page also lets you do the following:
W filter per region, before selecting the users on which to perform an action.
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27.7 Maintaining Multiple Devices

The Manage Multiple Devices page lets you perform a single operation on all or on many
user devices. The page lets you do the following:

Delete multiple devices

Change IP phone type

Change language

Restart multiple devices

Generate IP phones configuration files
Update configuration files

Send a message to multiple phones

To manage multiple devices:

F Yy B B B B D HBE

Access the ‘Manage Multiple Users’ page (Management > Users > Manage Multiple
Devices):

Figure 27-17: Manage Multiple Devices

Manage Multiple Devices

Region ﬂ Search ﬁ
Available Devices Selected Devices

3002 - device 3002 1

7000 - device 7000 1 ~

TT77 - device 7777 1

Abraham Goldfrid - device Abraham Goldfrid

Adi Goldberg - device Adi Goldberg

Adva Ambar - device Adva Ambar

Alberto Castro - device Alberto Castro

Alex Agranov - device Alex Agranov 1 >
Alex Orta - device 1

Alex Shlachter - device Alex Shlachter 1

Alexander Kruglov - device Alexander Kruglo
Alexander Steingold - device Alexander Steir S5
Aliya Peretz - device Aliya Peretz 1

Alon Rozen - device Alon Rozen 1

Alon Steiner - device Alon Steiner

Alon Yzhak - device Alon Yzhak

Amir Kagan - device Amir Kagan

Amir Klein - device Amir Klein 1

Amir Natan - device Amir Natan 1 v
Amir Raanan - device Amir Raanan 1

<

< First | Prev | Next | Last >
Showing 1 to 275 of 275 devices

Action | - ﬂ
Delay Time - ﬂ

The devices are displayed in the following format:

1. You can search for devices by entering a string in the 'Search' field and then clicking
Go.

2. You can filter the devices per region, before selecting those on which to perform an
action.

3. Inthe Available Devices pane, select the devices on which to perform the action.

4. Click the right arrow — to add new devices to the Selected Devices pane, or use the
left arrow <« to remove selected devices.
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5.  From the Action dropdown, select an action. Use the table below as reference.

Action

Delete Devices

Change IP Phone
Type

Change Language

Restart Devices

Generate IP Phone
Configuration files

Update
Configuration Files

Send Message

Table 27-8: Managing Multiple Devices - Actions
Description

Deletes selected devices from the server applying a configurable 'Delay
Time' (default = 2 seconds) in the process.

You can change the phone model:

Audiocodes_430HD
Audiocodes_440HD
Audiocodes_420HD_LYNC
Audiocodes_430HD_LYNC
Audiocodes_440HD_LYNC
To view the usage of a model, click View Usage.
To load a new phone model:

1 Generate the phone's configuration file.

2 Restart/update the phone.

Changes the phone language. Select the language from the Language
dropdown and click Change. To view the usage of a language, click View
Usage.

To load a new language:
1 Generate the phone's configuration file.
2 Restart/update the phone.

Restarts online devices. Before restarting, some models wait for the user
to finish an active call while others may perform an immediate restart.

From the dropdown, choose the type of restart:
= Graceful (default)

= Force

= Scheduled

Generates new configuration files. Updates each phone with the newly
generated configuration files after a configurable 'Delay Time' (default = 2
seconds) - if you selected the Updating IP Phones after generating files
option.

Updates each phone after a configurable 'Delay Time' (default = 2
seconds).

Let's you send a message to the LCDs of all user phones selected. Enter
the message in the 'Text' field. You can configure the length of time the
message will be displayed in the LCD. Phones beep to alert users
whenever there is an incoming message.

» To update all existing configuration files according to the new template:

B Use the Generate IP Phones Configuration Files option in the Manage Multiple
Devices page.
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28 Troubleshooting

You can display log files to help troubleshoot problems and determine the cause of the
problem.

28.1 Displaying Log Files
This section describes how to display log files.

» Todisplay log files:
1. Access the System Logs page (System Diagnostics > System Logs):
Figure 28-1: System Logs

System Logs

System Logs

@@  web Admin

&

(@  Activity

2. Click the Web Admin arrow or the Activity arrow link.

Note:

A e The Web Admin log displays recent actions performed in the user interface.

e The Activity log displays recent activities performed with the IPPhone Management
server.

28.2 Displaying Web Admin Log Files

This section describes how to display Web Admin log files.

» To display Web Admin log files:
1. Click the Web Admin arrow link; the System Logs — Web Admin page opens:
Figure 28-2: System Logs — Web Admin Level Log

System Logs

Web Admin

@ Archive Files [

1IPP_|ERRCR (24-07-2014 15:26:16) 8.36 KB [
WARN Show last 10 log lines
INFO Show last 20 log lines
DEBUGING Shaow last 30 log lines
Log Level Save Show last 40 lag lines
Show last 50 log lines
Show last 100 log lines

2. From the 'Log Level' dropdown list, select one of the following:

e ERROR
e WARN
e INFO

e DEBUGGING
e VERBOSE (default) — All Levels (Detailed)
3. From the 'Hide log lines' dropdown list, select one of the following:
e Hide log lines
e  Show last 10 log lines
e  Show last 20 log lines
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e  Show last 30 log lines
e  Show last 40 log lines
e  Show last 50 log lines
e  Show last 100 log lines
4. View the generated IPP_web_admin_log.txt file.
Figure 28-3: System Logs — Web Admin Level txt Log File Displayed

System Logs

Web Admin

i@  Archive Files

0 [T TNITEE(24-07-2014 15:39:59) 8.52 KB

14:12:29 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
14:13:59 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4
14:17:04 10.37.2.1 INFO: Logout successfully user name= server=10.37.2.1
14:17:06 10.37.2.1 acladmin INFO: Login successfully name=acladmin server=10.37.2.1
14:34:02 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
15:14:03 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4
15:26:11 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
15:26:16 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4
15:39:52 10.13.2.4 INFO: Logout successfully user name= server=10.13.2.4
15:39:59 10.13.2.4 acladmin INFO: Login successfully name=acladmin server=10.13.2.4

o ——— 9

ol

Log Level VERBOSE j —

5. Click Save to save the file and share it with others.

28.3 Displaying Activity Log Files
This section describes how to display activity log files.
» To display Activity log files:
1. Click the Activity arrow; the System Logs — Activity page opens:
Figure 28-4: System Logs — Activity Log

System Logs

Activity

i Archive Files

ol

|1 IPP_activity_log.csv (24-07-2014 15:52:08) 10.55 KB
Show last 10 log lines
Show last 20 log lines
Show last 30 log lines
Show last 40 log lines
Show last 50 log lines
Show last 100 log lines

2. From the 'Hide log lines' dropdown list, select one of the following:

e Hide log lines

e  Show last 10 log lines

e  Show last 20 log lines

e  Show last 30 log lines

e  Show last 40 log lines

e  Show last 50 log lines

e  Show last 100 log lines

Figure 28-5: System Logs — Activity Level txt Log File Displayed

System Logs

Activity

@  Archive Files

I —

PE

[]  IPP_activity_log.csv (24-07-2014 15:52:08) 10.55 KB

acladmin,2014-07-24 15:14:03,10.13.2.4,L OGIN,ADMIM, 0K, acladmin,Success login user name=acladmin
,2014-07-24 15:26:11,10.13.2.4,LOGIN ADMIN,ERROR, ,Fail login user name=

,2014-07-24 15:26:16,10.13.2.4,LOGIN,PASSWORD, 0K, acladmin,Correct current password: ===,
acladmin,2014-07-24 15:26:16,10.13.2.4,L OGIN,ADMIM, 0K, acladmin,Success login user name=acladmin
,2014-07-24 15:39:52,10.13.2.4,LOGIN ADMIN,ERROR,,Fail login user name=

,2014-07-24 15:39:59,10.13.2.4,LOGIN,PASSWORD, 0K, acladmin,Correct current password: ===,
acladmin,2014-07-24 15:39:59,10.13.2.4,L OGIN,ADMIM, 0K, acladmin,Success login user name=acladmin
,2014-07-24 15:50:02,10.13.2.4,LOGIN ADMIN,ERROR,,Fail login user name=

,2014-07-24 15:52:08,10.13.2.4,LOGIN,PASSWORD, 0K, acladmin,Correct current password: ===,
acladmin,2014-07-24 15:52:08,10.13.2.4,L OGIN,ADMIM, 0K, acladmin,Success login user name=acladmin
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29 Preparing a Configuration File

You can prepare a configuration file from a template in the IP Phone Management Server
Ul. The template defines how a phone's configuration file is generated. The phones retrieve
the cfg file from the Provisioning server.

for criteria such as region and phone model, to maintain an automatic provisioning

C Note: Before plugging phones into the network, define parameter placeholder’s values
scheme.

29.1 Selecting a Configuration Template

Configuration templates are available as follows:
B Per phone model
B Per model for Microsoft ® Skype for Business Desktop phones

Depending on the models and the server in the enterprise, select a template for the
following phone models:

B AudioCodes 420HD Skype for Business Desktop phone
AudioCodes 430HD Skype for Business Desktop phone
AudioCodes 440HD Skype for Business Desktop phone

To select a configuration template:

E Yy E N

In the navigation tree, access the IP Phones Configuration Templates page
(Phones Configuration > Templates):

Figure 29-1: IP Phone Models Configuration Templates

Audiocodes 405 ]

Audiocodes 420HD The 420HD SIP IP Phone is a high-definition IP phone with an affordable price. i)

Audiocodes 430HD The 430HD SIP IP Phone is an advanced, mid-range enterprise IP Phone. _I)

Audiocodes 440HD

Audiocodes 420HD LYMC

Audiocodes 430HD LYNC

Audiocodes 440HD LYMC

EEEEEER
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29.2 Editing a Configuration Template

You can edit a phone model's template, however typically it's unnecessary to change it.

» To edit atemplate:

1. Inthe IP Phones Configuration Templates page, click the link of the IP phone model,
or its Edit icon; this dialog is displayed:

Figure 29-2: IP Phone Configuration Template
P Pl Audi jes_430HD Confi tion T at
IP Phone Audiocodes_430HD Configuration Template

Model: Audiocodes_430HD

Description:  The 430HD SIP IP Phone is an advanced, mid-range enterprise IP Phone.

Edit: Edit configuration template
Download: Download configuration template
Upload: Upload configuration template e

Generate Global Configuration Template Show Place Holders

Advanced

1 = generic templates can be modified and generated per phone model

2. Click the Edit configuration template button; the template opens in an integral editor:
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29.2.2

29.2.3

Figure 29-3: Edit Template

Edit Template

E?xml version="1.0" encoding="130-8859-1"7>
<ipphonetamplate>

<type=audiocodes_430HD<ftype>

<description >AudioCodes 430HD LYNC</description>

<file_config=

<type>global_file<ftype>
<profile>global</profile>
<encrypt_mode>0</encrypt_mode>
<name>Audiocodes_430HD_global_LYNC cfg</name>
<destinationDir>%ITCS_destination%</destinationDir>
<data>

<I[CDATA[managementitelnet/'enabled=0

ems_server/keep_alive_period=60

ems_server/provisioning/uri=http:/(%ITCS_ServerlP%:3081/

lync/BToE/CheckMNetwork=0

lync/BToE/name=AudioCodes 400HD Phone

lync/moh/url=

network/lan/dhcp/domain_name/enabled=1 v

network/lan/dhcp/gateway/enabled=1

3. Edit the template and then click Save; the modified template is saved in its URL
location on the server, for example, http://10.59.0.200/ipp/admin/AudioCodes.php

See the phone's Administrator's Manual for parameter descriptions.
See also Section 29.2.8.

About the Template File

The template is an xml file. It defines how a phone's configuration file will be generated.
The template shows the following sections:

B The upper section defines the global parameters that will be in the global configuration
file.

B The lower section defines the private user parameters that will be in the device
configuration file.

Global Parameters

Global parameters apply to all phones in the enterprise network. The
ems_server/provisioning/url parameter, for example, is a global parameter because all
phones in the enterprise network point to the same Provisioning server.

Only one file is generated for each template, so every change in the global file will
automatically impact all the phones from this template.

User-Specific Parameters

Private user parameters apply to specific phones. They can pull global parameters using
the template's ‘include’ function. The network/lan/vlan/mode=%ITCS_VLANMode%
parameter, for example, is a user parameter because each user in an enterprise is defined
in a user-specific VLAN.

These parameters will be stored in the MAC.cfg file for each device.
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29.2.4 Restoring a Template to the Default

You can restore a template to the factory default at any time.

» To restore a template to the default:

B Click the Restore to default button (displayed only if a change was made); the phone
model and its description are displayed.

29.2.5 Downloading a Template

You can download a template, for example, in order to edit it in a PC-based editor.

» To download a template:

B Click the Download configuration template button and save the xml file in a folder
on your PC.

29.2.6 Uploading an Edited Template

You can upload a template, for example, after editing it in a PC-based editor.

» To upload an edited template:

B Click the Upload configuration template button and browse to the xml template file
on your PC. The file will be the new template for the phone model.

29.2.7 Generating an Edited Template

After editing a template if necessary, you must generate the edited template.

» To generate an edited template:

1. In the IP Phone Configuration Template page, click the Generate Configuration
Template button; this prompt is displayed:

Figure 29-4: Generate Configuration Template — 'Global files' Prompt

Global files

The Global files will be generated to the location defined in the

template (destinationDir).

Yes Cancel

2. Click Yes; the generated template reflecting the edit/s is available in the IP Phone
Models Configuration Templates page.
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29.2.8 Defining Template Placeholders

Templates include placeholders whose values you can define. After defining values, the
placeholders are automatically resolved when you generate the template, for example, the
placeholder %ITCS_TimeZoneLocation% is replaced with the local time zone in a globally
distributed enterprise's phones. Placeholders can be defined per system, region, IP phone
model, and devices.

» To show placeholders:

1. Inthe IP Phones Configuration Templates page (Phones Configuration >
Templates), click the Edit button adjacent to the phone model; this screen opens:

Figure 29-5: Configuration Template
: hocodes.. E— .

IP Phone Audiocodes_420HD Configuration Template

Model: Audiocodes_420HD

Description: The 420HD SIP IP Phone is a high-definition IP phone with an affordable price.

Edit: Edit configuration template

Download: Download configuration template

Upload: Upload configuration template

Generate Global Configuration Template Show Place Holders

Advanced

2. Click Show Placeholders button.
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Figure 29-6: Show Placeholders

Lol

Templates Place Holders

Template Model Placeholder IPP Parameter
Audiocodes_420HD_LYMC | =ITCS_destination®: configuration files location on the disk
Audiocodes_420HD_LYNC % ITCS_ServerIP% provisioning/configuration/url
Audiocodes_420HD_LYNC %ITCS_macs The IP Phone MAC Address
Audiocodes_420HD_LYNC | %ITCS_LinelAuthName®: ems_server/user_name The IP Phone authentication name - user M
Audiocodes_420HD_LYNC %ITCS_LinelAuthPassword®: ems_server/user_password The IP Phone authentication password
Audiocodes_420HD_LYNC % ITCS_FirmwareFile%: provisioning/firmware/url
Time Zone - Default is 00:00 )
Audiocodes_420HD_LYNC | ®%ITCS_TimeZoneLocation® system/ntp/gmt_offset [Eg]ag'igggr: NTP server from which the phor
[1] Enable - obtains the time information fro
e D o ) £ VLAN ID - Only displayed when the "VLAN
Audiocodes_420HD_LYMNC L ITCS_VLANID®: network/lan/vlan/id The valid range is 0 to 4096. The default VL
WLAN Discovery Mode - etermines the VLAD
[Disable] Disable
. D o ) [Manual] Manual Configuration of LAN - Stat
Audiocodes_420HD_LYNC % ITCS_VLANMode®: network/lan/vlan/mode [CDP] Automatic Configuration of VLAN - VL
[LLDP] Automatic Configuration of VLAN - VL
[CDP_LLDP] Automatic Configuration of VLAI
WLAN Priority - Only displayed when the "\
Audiocodes_420HD_LYNC | =ITCS_VLANPriority%s network/lan/vlan/priority Defines the priority of traffic pertaining to th
The valid range is 0 to 7 (where 7 is the higl
Phone Display Language - Determines the L
[Enalish] English (default)
[Spanish] Spanish
[Russian] Russian
[Portuguese] Portuguese. Displayed only if i
[German] German

Placeholders for file Audiocodes_430HD_LYNC.cfg

<destinationDir>%:1TCS_destination¥z</destinationDir>
ems_server/provisioning/url=http://3:ITCS_ServerlP%:8081/
provisioning/configuration/url=http://%:1TC5_ServerIlP%:/confi
provisioning/firmware/url=http://%ITCS_ServerlP%/firmware
<name>%ITCS_macts.cfg</name=
«destinationDir=%:ITCS_destination%:</destinationDir>

ems_server/user_name=%ITC5_LinelauthNamea

ems_server/user_password="%ITC5_LinelauthPassword%:

system/ntp/gmt_offset=2%ITCS_TimeZonelLocation% v
networle/lan/vlan/id=:I1TCS_VLANID%
<| | >
Ok

The figure above shows placeholders that are currently defined in the xml
Configuration Template file for the 430HD Skype for Business Desktop phone phone
model.

There are four kinds of placeholders: (1) System (2) Phone Model (3) Region (4)
Devices.

e To manage an available placeholder, see Section 29.2.8.1

e To add/edit/delete a phone model placeholder, see Section 29.2.8.1.3
e  To add/edit/delete a region placeholder, see Section 29.2.8.2

e To add/edit/delete a device placeholder, see Section 29.2.8.3
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29.2.8.1 Default Placeholders Values

You can define placeholders. Before defining values for placeholders, you can view the
default placeholders values defined.

» To view default placeholders values defined:

B Access the Default Placeholders Values page (Phones Configuration > Default
Placeholders Values):

Figure 29-7: Default Placeholders Values

Placeholder

Value

Description

%ITCS_ServerIP% 10.38.2.9

%ITCS_TimeZoneName: FET The IP CloudBond 365 TimeZone/Country name
%ITCS_TimeZonelocation®: +03:00 The IP CloudBond 365 TimeZone offset format is +/-xx:xx
%ITCS_DayLightSwitch: 0

%ITCS_MwiVmNumber: 1000 The Voice Mail number

%ITCS_Version® 1447689670

2%ITCS_Languages English Determines IPP display user interface language: English, Spanist
%ITCS_SRTP% V)

%ITCS_IPPhoneUsername®: admin The IPPhone administration user name
%ITCS_IPPhonePassword®: 1234 The IPPhone administration password

%ITCS_destination®:

C:/audiocodes/Onebox4IPP/ipp_files/generate/

configuration files location on the disk
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» To define a placeholder value:

1. Access the System Settings page (Phones Configuration > System Settings).

Figure 29-8: System Settings

System Settings

IPP Bind IP Address

Default Phone Configuration

(ITCS_ServerIP%)

tettt v

English ¥ (%ITCS_Languages)
(%%ITCS_Primary_NTP%:)

1000 (%6ITCS_MwivmNumberss)

2. Define values for available placeholders according to your enterprise IP phone
configuration requirements, and then click the Submit button. Use the table below as
reference. Except for the ‘IP Phones Language’ parameter.

Parameter

Server FQDN

Default Region

IP Phones Language

NTP Server IP
Address

Voice Mail Number

DHCP Option
Configuration

Table 29-1: System Settings
Description

[Recommended] Point phones to the CloudBond server using the server’'s
name instead of its IP address. If phones are pointed to the CloudBond
server’s IP address, then if the server is moved due to organizational
changes within the enterprise, all phones are disconnected from it.
Pointing using the server’s name prevents this from occurring.

The system uses this region when creating a user after the phone sign-in
and the user does not exist.

From the dropdown select the language you want displayed in the phones'
LCD screens: English (default), French, German, Hebrew, Italian,
Polish, Portuguese, Russian, Spanish or Ukraine.

Enter the IP address of the Network Time Protocol (NTP) server from
which the phones can retrieve the time.

Enter the number of the enterprise's exchange.

Configuration depends on the enterprise environment, specifically, on
which exchange the enterprise has setup. If the enterprise has a Skype for
Business environment, ignore this parameter. Default=1000.

Click this button if your phones are operating directly with a DHCP server
without the mediation of an HTTP proxy which is required when the
phones are behind a NAT. See Section 29.2.8.1.1.

3. View newly defined placeholder values in the IP Phone Placeholders page (Phones
Configuration > System Placeholders).
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29.2.8.1.1Configuring DHCP Option

Users can opt to edit the initial DHCP Options 160 cfg file. Choose the DHCP Option
Configuration button if your phones are communicating directly with a DHCP server
without the mediation of an HTTP proxy, which is required when the phones are located
behind a NAT.

» To configure DHCP Option:

1. Access the System Settings page (Phones Configuration > System Settings).
2. Click the DHCP Option Configuration button; the DHCP Option Template dialog

opens.
Figure 29-9: DHCP Option Template
| DHCP Option Template
DHCP Option Template
Edit: Edit configuration template
Download: Download configuration template
Upload: Upload configuration template

Advanced

3. Click the Edit configuration template button.
Figure 29-10: Edit DHCP Option

Edit DHCP Option

ems_serverkeep_alive_period=60
ems_server/provisioning/url=http://<IP_ADDRESS>:8081/
provisioning/method=STATIC
provisioning/configuration/url=http://<IP_ADDRESS>/configfiles/
provisioning/firmware/uri=http://<IP_ADDRESS>firmwarefiles/
ems_server/user_name=system
ems_serverfuser_password={"VvIZOp5/5pM="}

4. Configure the DHCP option using the table below as reference.
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Parameter

Keep alive period

Provisioning URL

Provisioning
Method

Provisioning
Configuration
URL

Provisioning
Firmware URL

User Name

User Password

Table 29-2: DHCP Option
Description

You can configure how often the phones generate a Keep-alive trap towards
the IP Phone Management Server. Default: Every 60 minutes. It's advisable to
configure a period that does not exceed an hour. The management system
may incorrectly determine that the phone is disconnected if a period of more
than an hour is configured.

Defines the URL (including IP address and port) of the Provisioning server.

Defines the provisioning method, i.e., STATIC or Dynamic (DHCP). Do not
change this setting. The setting must remain STATIC. If not, the phone will
continuously perform restarts.

Defines the URL of the location of the configuration files (including IP address
and port) in the Provisioning server.

Defines the URL of the location of the firmware files (including IP address and
port) in the Provisioning server.

Defines the user name for the REST API. Default: System. Later, each phone
receives its own unique user name. See Section 26.4.

Encrypted. Defines the user password for the REST API. Default: System.
Later, each phone receives its own unique user password.

A\

Note: You can always restore these settings to their defaults if necessary, however it's
advisable to leave these settings unchanged.

5. Click Save.

29.2.8.1.2Configuring the HTTP Proxy

Users can opt to edit the initial DHCP Options 160 cfg file. Choose the HTTP Proxy
Configuration button if your phones are communicating with an HTTP proxy, which is
required when the phones are located behind a NAT.

» To configure the HTTP proxy:

1. Access the System Settings page (Phones Configuration > System Settings).

2. Click the HTTP Proxy Configuration button; the Proxy DHCP Option Template
screen opens.

Figure 29-11: Proxy DHCP Option Template

Proxy DHCP Option Template

Proxy DHCP Option Template

Edit: Edit configuration template
Download: Download configuration template
Upload: Upload configuration template

Advanced
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3. Click the Edit configuration template button; the same Edit DHCP Option screen
shown in the previous section opens. Edit as described in the previous section.

4. Click Save.

29.2.8.1.3Phone Model Placeholders
You can edit the values defined for an existing phone model placeholder and/or you can
add a new model placeholder.

29.2.8.1.4Editing Phone Model Placeholders

You can edit the values for existing phone model placeholders.

» To edit values for existing phone model placeholders:

B Open the Phone Model Placeholders page (Phones Configuration>Phone Model
Placeholders):

Figure 29-12: Phone Model Placeholders

ayLightEndHanih®
ayLightStartDay ™ 2%
ayLightStartMonth®

rwarerilets

WiTCS_SipbigitHapts

The page shows the placeholders and their values defined for a phone model.

» To edit avalue of an existing phone model placeholder:
1. Click the Edit button; the 'Edit placeholder' screen is displayed:
Figure 29-13: Edit Phone Model Placeholder

Edit placeholder

IP Phone Model - Audiocodes_420HD

Name: {DayLightActivaig X |
Value: Disable
Description: Day Light Activate - Enable/Disable

In the 'Name' field, you can edit the name of the placeholder.

In the 'Value' field, you can edit the value of the placeholder.

In the 'Description’ field, you can edit the placeholder description.
Click Submit; the edited placeholder is added to the table.

ok~ wnDn

29.2.8.1.5Adding a New Phone Model Placeholder

You can add a new phone model placeholder. A new placeholder can be added and
assigned with a new value.

» To add a new phone model placeholder:

1. Open the Phone Model Placeholders page (Phones Configuration > Phone Model
Placeholders):

2. From the IP Phone Model dropdown in the Phone Model Placeholders page, select
the model, e.g., IP Phone Model — Audiocodes_420HD.

3. Click the Add new placeholder button.
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Figure 29-14: Add New Phone Model Placeholder
Add new placeholder

IP Phone Model - Audiocodes_420HD

Name: [

Value:

Description:

In the 'Name' field, enter the name of the new placeholder.

In the 'Value' field, enter the value of the new placeholder.

In the 'Description’ field, enter a short description for the new placeholder.
Click Submit; the new placeholder is added to the table.

N o g A

29.2.8.2 Region Placeholders
You can edit values for existing region placeholders and/or you can add new region
placeholders.

29.2.8.2.1Editing Region Placeholders

You can edit the values for existing region placeholders.

» To edit values for existing region placeholders:

B Access the Manage Region Placeholders page (Phones Configuration > Region
Placeholders):

Figure 29-15: Manage Region Placeholders

CISABLE Regionl

Maira Ragion]

A008 Ragion]

EE3
e B3
B
el 23
el (23
e 23
[ vic | o-iee |

» To edit avalue of an existing region placeholder:
1. Click the Edit button; the 'Edit placeholder' screen is displayed:

Figure 29-16: Edit Region Placeholder
Edit placeholder

Region Overwrite

Name: l ghtActivatel o

Value: DISABLE

Region Region1 ﬂ

In the 'Name' field, you can edit the name of the placeholder.
In the 'Value' field, you can edit the value of the placeholder.
From the 'Region’ dropdown, you can select another region.

Click Submit; the edited placeholder is added to the table.

o kM~ wD
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29.2.8.2.2Adding a New Region Placeholder

You can add a new region placeholder.

» To add a new region placeholder:

1. Access the Manage Region Placeholders page (Phones Configuration > Region
Placeholders):

2. From the Region dropdown, select a region, and then click the Add new placeholder
button.

Figure 29-17: Add New Region Placeholder
Add new placeholder

Region Overwrite

Mame:
Value:
Region | GGG - |

In the 'Name' field, enter the name of the new placeholder.
In the 'Value' field, enter the value of the new placeholder.
From the 'Region’ dropdown, select a new region.

Click Submit; the new placeholder is added to the table.

L

29.2.8.3 Devices Placeholders

You can change placeholder’s values for specific phones, for example, you can change
placeholder’'s values for the CEOQO's phone. You can also edit a phone's placeholder’s
values.
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29.2.8.3.1Changing a Device Placeholder Value

» To change adevice placeholder value:

1. Access the Manage Devices Placeholders page (Phones Configuration > Devices

Placeholders):

Figure 29-18: Manage Devices Placeholders

- - 0.2 3999
CLEUDBONDE IP Phone Management Server (i, Hore @, Help 3= Log ot 10239993
‘TI‘O o j ﬂ j | & Manage Devices Placeholders
7 Q
Navigation Tree : Freveus - =
Dashboard +
Showing 1 to € of & entries
Regions +
Users +
O @i Placeholder Value Device Name User Name
Templates 1 %ITCS_testswithplus% 44 device 1 Rivka Shneider =
System Settings
e 2 SITCS_FirmwareFile% kutak device Haim Melamed Haim Melamed Eat | Delete
Phene Modsl Placeholders 3 %ITCS DayLightEndMonth% 7 device Malka Michaeli Malka Michaeli Edit | Delete
Region Placeholders
4 %ITCS_DayLightEndDay% 6 device Malka Michaeli Malka Michaeli Edit | Delete
Phone Configuration Files
5 %ITCS_FirmwareFile% 12345 device Malka Michaeli Malka Michaeli it [Deiel
Phone Firmware Files
&  %ITCS_DayLightEndDay% 4 Shay Harel 003087484510 Shay Harel (Shay Harel 001) Edt | Delete
System Diagnostics +

Tip: Use the 'Filter' field to quickly find a specific device if there are many devices
listed. You can search for a device by its name or by its extension.

A\

2. Click the Change placeholder value button; the Change IP Phone Device
Placeholder screen opens.

Figure 29-19: Change IP Phone Device Placeholder

Change IP Phone Device Placeholder

Device (]

(IP Phone Model )

Key v

(Default Value )

Overwrite Value

3. From the Device dropdown, select the device.
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Figure 29-20: Change IP Phone Device Placeholder — Selecting the Device

Ghillgﬂ 1P Bhnnn Oewvice Placeholder

Change IP Phane Device Placehaolder

Please select a device

First | - - » | Last

Showing 1 to 7 of 7 entries
Name

Rivka Shneider

Rivka Shneider

Haim Melamed

Malka Michaeli

Rivka Shneider

Shay Harel (Shay Harel 001)

Shay Harel (Shay Harel 001)

Enter device name

Display Name

device 1

device 2

device Haim Melamed
device Malka Michaeli
Rivka - device 3

Shay Harel 00908f484510

Shay Harel 00908f484510(1)

MNote: Click on the table row to select device
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Figure 29-21: Edit IP Phone Device Placeholder

Showing 1 to 7 of 7 entries

Name Display Name

Rivka Shneider device 1

Rivka Shneider device 2

Haim Melamed device Haim Melamed

Malka Michaeli device Malka Michaeli

Rivka Shneider Rivka - device 3

Shay Harel (Shay Harel 001) Shay Harel 00908f484510
Shay Harel (Shay Harel 001) Shay Harel 00903f484510(1)

Mote: Click on the table row to select device

Device

¥ device 2 - Rivka Shneider

(IP Phone Model Audiocodes_420HD_LYNC )

Key

SipDigitMap v

(Default Value **xwoooc )

Overwrite Value |*123|

4.
5.

From the Key dropdown, choose the phone configuration key.

Enter the device's overwrite value in the 'Overwrite Value' field, and then click the
Submit button.

29.2.8.3.2Editing a Device Placeholder Value

You can edit a device placeholder value.

>
1.

To edit a device placeholder value:

Access the Manage Devices Placeholders page (Phones Configuration > Devices
Placeholders).

Click the Edit button; the 'Edit placeholder' screen is displayed, as shown above.
In the 'Overwrite Value' field, you enter a new value.
Click Submit; the edited device placeholder is added to the table.
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Note: The new overwrite value is not automatically generated in the device IP phone
configuration file. To generate the new device in the IP phone configuration template
file, click the Generate Configuration Template button in the Templates page
(Phones Configuration > Templates).

29.3 Managing Configuration Files

You can manage IP phones configuration files. All cfg files are created and located on the
CloudBond server. You can view and manage storage and upload and delete files from
storage. To avoid network congestion, a delay feature enables an interval between each
installation.

» To manage IP phone configuration files:

B Access the Manage Configuration Files page (Phones Configuration > Phone
Configuration Files).

Figure 29-22: Manage Configuration Files

Harags Conbigurabion Fies

Downingd

In this page you can do the following:

e  Filter by filename the cfg configuration files listed.

e  Browse to a location on your PC and upload a cfg configuration file.
e Select and delete any or all of the cfg configuration files listed.

e  Open any of the cfg configuration files listed in an editor.

e  Save any of the cfg configuration files listed.

e Download any of the cfg configuration files listed.

e View all configuration files currently located on the server (global configuration
files, company directory configuration files, and IP phone configuration files).
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29.4 Managing Phone Firmware Files

You can manage the phones' img firmware files.

» To manage the img firmware files:

B  Access the Phone Firmware Files page (Phones Configuration > Phone Firmware
Files).

Figure 29-23: Phone Firmware Files

In this page you can do the following:
e View all img firmware files currently located on the server

e Add a new IP phone firmware file. Note that if default names are used (e.g.,
420HDimg ), all devices of this type will automatically use it.

e  Filter the img firmware files listed by filename. img .

B Determine from the phone's name if it does not have firmware loaded — it will be red-
coded. If so, you must upload the phone's img firmware file that you obtained from
AudioCodes, to the CloudBond Provisioning server:

a. Click the name of the phone; this screen opens:

Figure 29-24: img Firmware File Download/Upload

IP Phone 420HD_test Firmware

IP Phone 420HD_test Firmware

Name: 420HD_test

Description: test

Version: 420HD220.7

File Name: 420HD_test.img

Download: Download configuration firmware

Upload: Upload configuration firmware

b. Click the Upload firmware button, and then navigate to the img file you received
from AudioCodes and save it on the CloudBond Provisioning server. You can
perform this part of the installation procedure before or after configuring your
enterprise's DHCP server with DHCP Option 160 (see also Section 26.2).

B Download a phone's img firmware file to the PC. Click the phone's Name; the screen
shown in Figure 29-23 opens. Click the Download firmware button.

B Edit a phone's img firmware file. Click the name or click the Edit button in the row.
B Delete any img firmware file listed. Click the Delete button in the row.
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B Manage img firmware files by grouping them.
a. Click the Add new IP Phone firmware button.

Figure 29-25: Add IP Phone Firmware

Add new IP Phone firmware

Add new IP Phone firmware

MName: New York 440HD

Description: 440HD phones in NY

Version: [

b. Define an intuitive 'Name' and 'Description’ to facilitate easy identification. You
can leave the 'Version' field empty, and then click the Submit button; this screen
is displayed:

Figure 29-26: Upload Configuration Firmware

B Phone Hew Tork $30H0 Firmware

c. Click Upload firmware; this screen is displayed:

Figure 29-27: Browse to Firmware

Upload IP Phone Firmware New York 440HD

Press the Browse button to locate the file and then press the Submit button. When file upload is complete The file has been uploaded st fully will be shown.

Browse...

d. Click Browse, navigate to the img file, and then click the Submit button; the
‘Version' field is populated and the img file is uploaded to the phone.
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30 Provisioning Flows

This chapter illustrates the provisioning flows between phones and IP Phone Management

server.

30.1 Skype for Business Desktop Phones

The figure below shows the provisioning flow between the Skype for Business Desktop
phone and the IP Phone Management server.

Figure 30-1: Skype for Business Desktop Phone

Set a firewall that supports the IP b
Phone Management Server and v —
configure the phone 1o connect g —
to the server osTER L
] Skype for Business
TR FE Server

DHCP Server
-
* =]
Get firewall and COFG file if -
configured in the Management
server for this MAC addre
Fruerinriins WAL address IP Phone Management Server
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31 Ports Required for IP Phone Management

The table below shows the firewall ports configuration required for IP phone management
to set up, configure, and maintain AudioCodes IP phones in an enterprise network, from a
single centralized point.

Table 31-1: Ports Required for IP Phone Management

Connection Port Port Purpose Port Side /

Type Number Flow Direction

CloudBond TCP 80 HTTP connection between the CloudBond 365
< IP Phone = (1TP) CloudBond server and the IP Phone server side / Bi-
Management Manager Web browser that is used for | Directional
Server Web management, for downloading

firmware and for REST requests sent
from the IP Phone Manager to the

phones.
TCP 443 HTTPS connection between the CloudBond 365
(HTTPS) CloudBond 365 server and the IP server side / Bi-
Phone Manager Web browser that is Directional

used for Web management and for
downloading firmware.
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32 Introduction

The CloudBond 365 product series can be managed remotely using AudioCodes Element
Management System (EMS). The EMS supports the management of the following product
configurations:

B CloudBond 365 Standard Edition (Mediant 800B platform)
B CloudBond 365 Standard Plus Edition (Mediant 800B platform)
B CloudBond 365 Pro Edition (Mediant Server platform)
B CloudBond 365 Enterprise Edition (Mediant Server platform)
B CloudBond 365 Virtualized Edition
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33 Status Monitoring and Navigation

The EMS Status pane shows the CloudBond 365 devices front panel with the regular
redundant alarm status color coding. The following actions can be performed on the device:
Switchover; Reset whole chassis or Reset Redundant chassis (executable actions are not
supported for this product series).

The figures below display the CloudBond 365 Status panes.
Figure 13-1: CloudBond 365 Pro Edition

— I ETInICIRK

Status and configuration

12 [I] DomainController  DomainControlier UC-MGR4 cloudbonds com 159.253.100.2, 10. WicrosoftWindo 5.0.9319.259 2016-2-11,15.9-16.0
15 [ FrontEnd FrontEnd UC-FE4.cloudbond4.com 10.21.50.42 MicrosoftWindo...  5.0.§315.255 2016-2-11,17:4:57.0
18 i Edge Edge UC-Edges.cloudbond4.com 10.21.50.43,17.18... MicrosoftWindo...  5.0.8315.0 2018-2-11,17.42.44.0
17 R ¥ R ¥ UC-RP2 17.168.254.44, 10, Microsoft Windo 2015-2-11,16:1%: 10.0
12 [ Host Host UC-Hosts 10.21.50.90

20 [ SBC SBC SBC 169.254.100.1

Location: Lab

LyncVersion:

SIP Domains: cloudbond4.com

Users:

HW:

URL: hitps. 7w w . google.co.il
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Figure 13-2: CloudBond 365 Standard Edition

m Status and configuration

™ Management Management UC-MGRs.CBé.com 169.254.211.238, 1... Microsoft Wind... &.0.9319.259 2016-11-13,17:54:5.0
2 i FrontEnd FrontEnd UC-FE&.CBé.com 10.21.50.61 MicrosoftWindo...  &£.0.9319.259 2016-11-13,17.54.5.0
3 i Edge Edge UC-Edges.CBs.com 10.21.50.63,172.1.. MicrosoftWindo...  5.0.§315.0 2014-11-13,17.5%:5.0
Location:
Lync Version:
SIP Domains: CBés.com
Users: L]
HWV:
Additional Information:
lyncver: 'skype’
CCE_Site: "APCH

Figure 13-3: CloudBond 365 Enterprise Edition

B METWiR ee———

1 i Management Management UC-DC3.cloudbond3.com 168.254.100.2, 10... MicrosoftWindo...  8.0.8315.102
2 [ FrontEnd FrontEnd UC-FE3.cloudbond3.com 10.21.50.32 MicrosoftWindo...  £.0.9315.0

3 [E Edge Edge UC-Edge3.cloudbond3.com  10.21.50.33,17.16.. MicrosoftWindo...  6.0.§315.0

5 [ R ToXy R roxy UC-RP3 17.158.254.34, 10. . Microsoft Windo...

£ i Host Host WIN-§5KUGA512V ] 169.254.100.3, 10... MicrosoftWindo... 2016-9-11,16.40.53.0
s [Essc SBC SBC 159.254.100.1

Location: Location

Lync Version: SkypeforBussiness

SIP Domains: sip.cloudbond3.com

Users: 200 Managed Users

HWV: QOSNis

For more information, refer to the EMS User’s Manual.
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The following table describes the components that are displayed:

Table 33-1: CloudBond 365 Component Statuses

Detail Description
Name The name of the Microsoft Windows (Skype for Business Server) component.
Component The type of the Microsoft Windows (Skype for Business Server) component.
FQDN The components FQDN in the Enterprise’s network.
IP Address The IP address of the component.
Serial The serial number of the component.
Number
OS Version The Microsoft Windows Operating system of the component.
CU Version The Microsoft Windows Cumulative Update version.
Up Time The time that the component is active.
Status andl configuration
For accessing the CloudBond 365 Web interface, click the link in the

status screen.

A\

Note: Single Sign-on is not supported for the CloudBond 365 product. Consequently
when you click the above link, the CloudBond 365 Login screen is displayed and you
must then enter your login credentials.

Version 7.4.0

189 CloudBond 365




Fa Wl

I & AudioCodes CloudBond 365

This page is intentionally left blank.

Administration and Maintenance Manual 190 Document #: LTRT-26317



Administration and Maintenance Manual

34. CloudBond 365 Alarms

34 CloudBond 365 Alarms

This chapter describes the CloudBond 365 alarms that are raised on the CloudBond 365
platform and sent to the EMS server. These alarms are displayed in the Alarm Browser
pane in the Status screen (see Chapter 33). Double-click the alarm whose details you wish

to display.
34.1 Commit License Failed
Table 34-1: Commit License Failed
Description This alarm is raised when the EMS Main Agent is unable to store the license
in the Active Directory.
SNMP Alarm acCbManLicenseCommitAlarm
SNMP OID 1.3.6.1.4.1.5003.9.80.3.2.0.1

Alarm Source
Alarm Title
Alarm Type
Probable Cause
Alarm Severity

Major

Cleared

Commit License Failed

Other

Other

Condition <text>

Unable to Unable to commit the
store the license in Active
license in the | Directory.

Active

Directory

The license
has been
successfully
stored in the
Active
Directory.

Corrective Action
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34.2

Description

SNMP Alarm
SNMP OID
Alarm Source
Alarm Title
Alarm Type
Probable Cause
Alarm Severity

Major

Cleared

34.3

Description
SNMP Alarm
SNMP OID
Alarm Source
Alarm Title
Alarm Type
Probable Cause
Additional Info
Alarm Severity

Major

Cleared

Component Unreachable

Table 34-2: Component Unreachable

This alarm is raised when the EMS Main Agent is unable to connect to one of
the client agents in the CloudBond environment.

acCbManEnvUnreachableAlarm

1.3.6.1.4.1.5003.9.80.3.2.0.2

<n> (where n is the component hame)

Component Unreachable

Other

Other

Corrective Action

<text>

Unable to connect to the
client agent on
<CloudBond component
name>.

Client agent is
unavailable

Client agent is
available
again.

Component Restart

Table 34-3: Component Restart

This alarm is raised when a CloudBond component has restarted.
acCbManEnvRestartEvent
1.3.6.1.4.1.5003.9.80.3.2.0.3

<n> (where n is the component name)

Other
Other
The restart reason
<text> Corrective Action

Indeterminate  CloudBond component
<component name>
restarted
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34.4 Component Performance Counter General

Table 34-4: Component Performance Counter General

Description This alarm is raised when the generic performance counter has reached a pre-
defined threshold for memory/CPU/disk.

SNMP Alarm acCbCompPcGenAlarm

SNMP OID 1.3.6.1.4.1.5003.9.80.3.2.0.11

Alarm Source <n>\<g>\<p> (where n is the component name, g is the performance group
and p is performance counter name)

Alarm Title Component Performance Counter General

Alarm Type QualityOfServiceAlarm

Probable Cause @ Other
Additional Info
Alarm Severity Condition <text> Corrective Action

Critical Pre-defined <Performance counter>
severity per high level <x>.
counter type.

Major Pre-defined <Performance counter>
severity per high level <x>.
counter type.

Warning Pre-defined <Performance counter>
severity per high level <x>.
counter type.

Cleared When counter
returns below
the threshold

level.
34.5 Component Performance Counter Service
Table 34-5: Component Performance Counter Service
Description This alarm is raised when the service-related performance counter has
reached a pre-defined threshold. Related to activity of SfB/Lync services.
SNMP Alarm acCbCompPcServAlarm
SNMP OID 1.3.6.1.4.1.5003.9.80.3.2.0.12
Alarm Source <n>\<g>\<p> (where n is the component name, g is the performance group
and p is performance counter name)
Alarm Title Component Performance Counter Service
Alarm Type QualityOfServiceAlarm

Probable Cause
Additional Info

Alarm Severity Condition <text> Corrective Action
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Critical

Major

Warning

Cleared

34.6

Description
SNMP Alarm
SNMP OID
Alarm Source
Alarm Title
Alarm Type
Probable Cause
Additional Info
Alarm Severity

Critical

Major

Warning

Cleared

Pre-defined
severity per
each counter
type

Pre-defined
severity per
each counter
type

Pre-defined
severity per
each counter

type

When counter
returns below

the threshold
level.

<Performance counter>
high level <x>

<Performance counter>
high level <x>

<Performance counter>
high level <x>

Component Service Status

Table 34-6: Component Service Status

This alarm is raised when a component service is down.

acCbCompsSrvAlarm
1.3.6.1.4.1.5003.9.80.3.2.0.13

<n>\<sn> (where n is the component name and sn is the service hame)

Component Service Status

Other
Other

Condition

Service is
down

Service is
down

Service is
down

Service is
running

<text>

SERVICE_STOPPED
(indicates which service
is down)
SERVICE_STOPPED
(indicates which service
is down)
SERVICE_STOPPED.

(indicates which service
is down)

Corrective Action

Note: the severity is determined according to the service’s importance to system functionality.
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34.7 Component Event Viewer
Table 34-7: Component Event Viewer

Description This alarm is raised when report is generated in the Event Viewer for a
component error.

SNMP Alarm acCbCompEventViewer

SNMP OID 1.3.6.1.4.1.5003.9.80.3.2.0.14

Alarm Source <n>\<e> (where n is the component name and e is Type of event
(System/Security..))

Alarm Title Component Event Viewer

Alarm Type Other

Probable Cause @ Other

Additional Info Contains the original severity of the event. This event is displayed in the EMS
as type “Info”.

Alarm Severity Condition <text> Corrective Action

Indeterminate The text of the event

34.8 Component Event Viewer Past Hours
Table 34-8: Component Event Viewer Past Hours

Description This alarm is raised when an error is generated in the Event Viewer in the past
24 hours.

SNMP Alarm acCbCompEventLogAlarm

SNMP OID 1.3.6.1.4.1.5003.9.80.3.2.0.15

Alarm Source <n> (where n is the component hame)

Alarm Title Component Event Viewer Past Hours

Alarm Type Other

Probable Cause @ Other
Additional Info
Alarm Severity Condition <text> Corrective Action

Critical Event Log has The event log has errors
a Critical
alarm.

Major Event Log has The event log has errors
a Major alarm.

Warning Event Log has The event log has errors
a Warning
alarm.

Cleared No errors have
occurred in the
past hours.
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34.9

Description

SNMP Alarm
SNMP OID
Alarm Source
Alarm Title
Alarm Type
Probable Cause
Additional Info

Alarm Severity

34.10

Description

SNMP Alarm
SNMP OID

Alarm Source

Component Event Viewer Dropped

Table 34-9: Component Event Viewer Dropped

This alarm is raised when events from the Event Viewer are dropped and not
sent to the EMS after the sending rate threshold has been exceeded.

acCbCompEventViewerDropped
1.3.6.1.4.1.5003.9.80.3.2.0.16

Other
Other

Indeterminate

Admin License Expired

Table 34-10: Admin License Expired

This alarm is raised by the CloudBond administrator when the CloudBond user
license is invalid.

acCbAdminLiclnvalidAlarm

1.3.6.1.4.1.5003.9.80.3.2.0.21

Alarm Title
Alarm Type Other
Probable Cause @ Other
Additional Info
Alarm Severity Condition <text> Corrective Action
Major License is = License expired on
invalid/expired <Data of the license>
= Invalid license or
missing license in
Active Directory
Cleared License is
valid
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34.11 Admin License Violation

Description

SNMP Alarm
SNMP OID
Alarm Source
Alarm Title
Alarm Type
Probable Cause
Additional Info

Alarm Severity

Table 34-11: Admin License Violation

This alarm is raised when the CloudBond administrator attempts to define
users exceeding the maximum capacity set by license.

acCbAdminLicViolationEvent

1.3.6.1.4.1.5003.9.80.3.2.0.22

Other
Other

Indeterminate

34.12 Admin Create User Failed

Description

SNMP Alarm
SNMP OID
Alarm Source
Alarm Title
Alarm Type
Probable Cause
Alarm Text
Additional Info

Alarm Severity

Table 34-12: Admin Create User Failed

This alarm is raised when the CloudBond administrator fails to create a user in
Skype for Business.

acCbAdminOpsUsrFailedEvent
1.3.6.1.4.1.5003.9.80.3.2.0.23

Other
Other

Failed to create user in the SfB environment

Indeterminate
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34.13 Admin Backup Failed

Table 34-13: Admin Backup Failed

Description This alarm is raised when the system backup fails.
SNMP Alarm acCbAdminOpsBackupEvent
SNMP OID 1.3.6.1.4.1.5003.9.80.3.2.0.24

Alarm Source

Alarm Title

Alarm Type Other

Probable Cause @ Other

Alarm Text System backup failed
Additional Info

Alarm Severity  Indeterminate
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35 License Management

The "License Pool Manager" enables operators to centrally manage and distribute session
licenses for multiple CloudBond 365 devices using a flexible license pool. The operator can
allocate and de-allocate the licenses for the devices in the pool according to their capacity
requirements.

» To access the License Pool Manager:

B Inthe EMS Main Menu, select Tools > License Pool Manager. The License Pool
Manager screen is displayed:

Figure 22-1: License Pool Manager - CloudBond Devices
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S Lo ool Mao i e T e e— e ==

R it e i o A S0 | Licara P Contgaaton

» Pl Cousliond et Sncend La x wanzr Managed Devices : 3
v I tet AL % 12 11 E““
x . x s

[ Cousfod) . CloudBond Ja! Blandard B 18513838 A =
= ad pos-ahmad Uediant s00 ESBC * 203848
= - MEDWNT 100 £58C * R Wi CO LSS TL
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The following license parameters can be managed for CloudBond 365 devices:
B The number of CB user sessions

B The number of CB PBX users (for future use)

B The number of CB analog devices (for future use)

B The number of CB voicemail accounts (for future use)

For more information, refer to the EMS User’s Manual.
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36 Introduction

This part describes how to configure and use the CloudBond backup and restore
functionality.

The functionality uses two third-party components:

B Veeam Endpoint Backup (VEB): A designated tool installed on the host server to
back up the host itself, without its virtual machines (i.e., Front End and Edge servers).

B Veeam Backup and Replication (VBR): A designated tool installed on the
CloudBond host server or on an external server, to back up the CloudBond virtual
machines (VM) only.

CloudBond products are divided to two main topologies, and two different hardware types:
B Main Topologies:

e  Standalone configuration

e  Pool-paired branch - Branch Pool Appliance (BPA)
B Hardware:

e  Mediant 800

e  HP Server (host)

Some procedures require a different setup, depending on hardware and topology. If a
different setup is required, the correct hardware and topology is noted.

described in the procedures in this document. Do not skip any steps when performing

f Note: Backup and restore are critical functions. It is important to follow all steps
Backup or Restore.
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37

Backup Architecture

This section describes the different backup architecture options and components which are
used for CloudBond 365. Veeam components consist of the following:

B VEB
B VBR Manager
B Backup Repository

One of the important issues regarding backup and restore procedures is the location of
CloudBond 365 — whether it is at the Service Provider or at the customer premises. The
backup and restore infrastructure must be on the same local network as the CloudBond
365.

This document does not distinguish between the different locations of the CloudBond 365.
The setup is similar for both locations You must design your architecture with the limitation
that the backup and restore infrastricture must be on the same LAN as the CloudBond 365
(except for the cloud repository that is always on the cloud).

Figure 37-1: Backup Architecture on Premises

Service Provider

= Remote
Management
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[
¢
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Figure 37-2: Backup Architecture on Service Provider
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37.1 Using Veeam Products

3711 VEB

VEB software is installed on every CloudBond 365. This software only backs up the Host
server. For standalone configurations, the system volume and extra volume/files are also
backed up. For BPA topology, there is usually no database for the paired CloudBond 365
server and therefore the system volume and extra volume/files are not backed up.

37.1.2 VBR

VBR is a distributed system. CloudBond uses only part of the available components. The
Veeam Backup Server is the VBR management component and can be run on the
CloudBond Host or it can be run on external server. If the Backup Repository is external
and it is a Windows server, it is recommended to run the VBR Manager so that it can
backup several CloudBond systems on the same branch.

37.2 Using VBR Components

37.2.1 VBR Manager

The VBR manager can be run on the CloudBond 365 host or on an external server. The
external server can run the backup repository and the VBR Manager. To run the VBR
Manager on an external server, refer to the server requirements in the Veeam Backup &
Replication User Guide under Planning and Preparation > Requirements > System
Requirements > Veeam Backup Server.

37.2.2 Backup Repository
The Backup Repository can be external. There are several types of Backup Repositories
which are supported and can be used:
B Microsoft Windows server with local or directly attached storage
B Linux server with local, directly attached storage or mounted NFS
B Common Internet File System (CIFS)

For more information, refer to the Veeam Backup & Replication User Guide under
Overview > Solution Architecture > Components > Backup Repository.

Note: The repository can be a local disk connected to CloudBond 365. However, this
document does not describe this topology in details.
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37.2.2.1 Backup Repository Size

The following lists backup repository size requirements per CloudBond 365 type:

B Standard Box Edition: 150 GB
B Standard Plus Box Edition: 200 GB
B Pro Box Edition: 300 GB
B Enterprise Box Edition: 300 GB

Note: It is not intended for the Backup tool to back up the CloudBond 365 SBC. To
back up the CloudBond 365 SBC, it is recommended to manually backup the SBC
A Settings INI files and VM. The VM can also be found on the CloudBond 365 USB. For
more information, refer to the Saving Configuration sub-section of the AudioCodes SBC
User’'s Manual.

37.3 Firewall

There are several ports used between the CloudBond 365 server and the Veeam
components that must be open if the Firewall is used on the network. Refer to the list of
ports requirements in the Veeam Endpoint Backup User Guide under System
Requirements > Used Ports.
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38 Installing VEB and VBR

This section describes how to install and configure VEB and VBR. Version 7.0 backup
setup files can be downloaded from: https://s3.eu-central-1.amazonaws.com/downloads-
audiocodes/CB365Backup/CB365 Backup 7.0.0.zip

When selecting this hyperlink, the following files appear in the WinZip window:
B Endpoint Backup 1.1.2.119.zip

B Backup & Replication 8.0.0.817.iso

B Veeam Backup & Replication_8.0.0.2084 Update3.zip (patch file)

38.1 Installing VEB on the Host Server

A Note: This document is applicable to VEB version 1.1.2.119.

The VEB should be installed on the host server. If you already have the current version
1.1.2.119 installed, skip this procedure.

If you have an older version, install the new one and follow the upgrade instructions. This
requires two re-boots.

To confirm that VEB has been installed, search for Veeam Endpoint backup on the Start
window.

To confirm which version is installed on your system, open Veeam Endpoint Backup and
navigate to the Update menu.
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Figure 38-1: Search Menu

Search

Everywhere -
Veeam Endpoint Backud E

S| Configure Backup

&,
File Level Restore
Wolume Restore

Create Recovery Media

‘Veeam Endpoint Backup

> Toinstall VEB on the host server:

1. Unzip EndpointBackup.1.1.2.119.zip file
2. Run the EndpointBackup.1.1.2.119.exe file.

Figure 38-2: WinZip Security Warning

WinZip - Security Warning | g2 |
Do you want to run this file?

@ Mame: EndpointBackup.1.0.0.1954, exe
Publisher: Veeam Software AG

Type: Application

Run ] [ Cancel

| | While files from the Intemet can be useful, this file type can
| 1!. potentially harm your computer. Onby run software from publishers
= you trust. What 's the risk?
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3. Click Run.
Figure 38-3: Do you want to run this file?

Open File - Security Warning E i

Do you want to run this file?

@ MName: ..alhTemp\wzl307\EndpointBackup.1.0.0,.1954, exe
Fubligher: Veeam Software AG
Type: Application
From: Ch\Users\baruchg\ippDatailocalTempwzl307,.,

an ] oo )

While files from the Intemet can be useful, this file type can
potentially ham your computer. Onby run software from publishers
you trust. What's the risk ?

4. When the following screen appears, select the 'l agree...' checkbox.

Figure 38-4: Veeam Endpoint Backup

]
=)

With Veeam Endpoint Backup, you can easily back up wour
maching to an external hard drive, MNAS (netwaork-attached
storage) share or a Veeam backup repository. And if you ever
need to get you data back, there are multiple easy recovery
optians available.

| agree to the Meeam End User License Agreement

Install
5. Click Install.

6. Select the 'Skip this, I will..." checkbox.
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7. Click Next.
Figure 38-5: Veeam Endpoint Backup - Next

[2a] USB drive is connected
,I; We will configure backup to this storage device automatically
fou will be able to tweak the default configuration later.

Location: H:\,

209 GB free of 14.91 GB

Schedule: Cnece 3 day st 12:30:00 AM
Mext backup: N/30/2015 12:30:00 AM
Centents: Al existing volumes
Selected data size: 34524 GE

Skip this. | will configure backup later

8. Clear the 'Run Veeam Advanced Recovery creation wizard' check box.
9. Click Finish.
Figure 38-6: Veeam Endpoint Backup - Finish

Installation completed successfully
We recommend that you create Vieeam Recovery Media now

Why is this important?

If you ever need to recovery your computer, Veeam Recovery
Media will allow you to boot into the recovery environment
and initiate the recovery process (sa called Bare Metal
Recovery). To ensure smooth recovery, we will include all the
device drivers we find on your computer, and even your
Windows license key. Thus, it is recommendad that you create
the Recovery Media on your own computer, and keep it safe.

[} Run Veeam Advanced Recovery crestion wizard

10. Click Cancel.
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Figure 38-7: Create Recovery Media
24 Create Recovery Media
" Recovery Media
I@ :I Specify bare metal recovery media options.
./’

_ Awailable bootable media types:

Image Path Name e
Readyto Apply SIEN DVD RW Drve (E)

=qImage 150 image file
Progress

Capacity

<Linknown>

Include hardware drivers from this computer (recommended)

[T Include the following storage and network hardware drivers:
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38.2 Installing VBR

The VBR can be installed on every CloudBond 365 Host or on the recommended external
server (the same server that can be used as the backup repository).

Before you begin the installation process, check the following prerequisites:

B The computer on which you plan to install Veeam Backup & Replication must meet the
system requirements. Refer to the server requirements in the Veeam Backup &
Replication User Guide under Planning and Preparation > Requirements > System
Requirements > Veeam Backup Server.

B Communication between components requires a number of ports to be open. Refer to
the Requirements > Used Ports section in the Veeam Endpoint Backup User Guide.

A Note: The VBR installation requires a server restart.

Figure 38-8: Veeam Endpoint Backup - Finish

close

Veeam Backup & Replication

Veeam® Veeam®
Backup & Replication” Backup Enterprise
Manager-

@ install @ install

Documentation Training

& |earn more ¥ start training

> Toinstall the VBR:

1. Select Install in the 'Veeam Backup & Replication' window.
2.  Onthe Welcome step of the wizard, click Next to start the installation.
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3. Read the license agreement and then accept it, by clicking the | accept the terms in
the license agreement option, and then click Next.

Figure 38-9: Veeam Backup and Replication Setup

iy Veeam Backup & Replication Setup = || = -

License Agreement N

Please read the Following license agreement carefully. F ] N

Veeamn Software ("Weeam") ~
End User Software License Agreement ("EULA™)

IMPORTANT - READ CAREFULLY

This ELILA is a legally hinding agreement hetween licensee end user ('End Lsat") and

Yeeam setting forth the terms and conditions governing the use and operation of Weeam's
proprietary computer sofbware products {he "Software™ and the written technical

specifications forthe use and operation ofthe Software the "Cocumentation™. Where the
sense and context permit, references in this ELILA to the Software include the

Documentation. By downloading and installing, copying ar otherwize using the Software,
andior otherwise accepting this EULA, End User agrees to be hound by the terms and hd

(®) I accept the terms in the license agreement

() 1donot accept the terms in the license agreement

< Back || Mext = || Cancel

Note: You must have a valid trial license or full paid license for Veeam Backup &
Replication.

4. Select the three features to be installed and then click Next.

Figure 38-10: Program Features

e Veeam Backup & Replication Setup = || = -

Program features Sy
Select the program features you want to be installed. A .N
=l ~ | Veeam Backup & Replication Component description
(=2~ | Veeam Backup Catalog Powershell snap-in.
[= M| Veeam Badkup & Replication PowerShell SDK

Install to:  |C:\Program Files\Veeam'\Backup and Replicationy

< Back ” Mext = || Cancel |
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5. The setup checks your system for potential installation problems. Click Next; the
missing components are installed.

Figure 38-11: System Configuration Check

il Veeam Backup & Replication Setup =a -
System Configuration Check N
Please wait while setup is checking your system for potential installation problems. F ] N

Reguirement Status

Microsoft Visual C++ 2010 Service Pack 1 Redistributable Package L Passed
Microsoft SQL Server System CLR Types k) Passed
Microsoft SQL Server 2012 Management Objects & Passed
Microsoft PowerShell v2.0 ) Passed

Re-run

| < Back || Mext = || Cancel |

6. Select the 'Let me specify different settings' checkbox, and then click Next.

Figure 38-12: Default Configuration
= Veeam Backup & Replication Setup -lofx|

Default Configuration N

Click Install to deploy Veeam Backup & Replication with the default configuration settings, or select - N
the check box below to customize them on the following wizard steps.

Configuration settings:

Installation folder: C:'\Program Files\Veeam'Backup and Replication’,
vPower cache folder: C:'\ProgramData\Veeam \Backup\NfsDatastore),
Guest catalog folder; D:\WEBRCatalog

Catalog service port: 9393

Service account: LOCAL SYSTEM

Service port: 9392

S0QL Server: WIN-MR ILEL2FL IR \WEEAMSQL2012

Database name: VeeamBackup

Let me specify different settings

< Back || Mext = || Cancel
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7. For the 'Catalog folder', click Browse to select "C:\VBRCatalog".

Note: You first need to create this folder.

8. Click Next.
Figure 38-13: Data Locations
= Veeam Backup & Replication Setup - |ofx
Data Locations N
Specify where guest file system catalog (persistent data), and vPower NF5 write cache r| N
(non-persistent data) should be stored.

vPower NFS

Write cache folder:

C:\ProgramData\Weeam'Backup\MfsDatastore),

Dedicated volume is recommended. The write cache temporarily stores data written to virtual disks of
WMz running from backup file. Make sure the selected volume has sufficent free disk space, otherwize
instantly recovered YMz will stop due to being unable to perform a disk write.

Guest file system catalog

Catalog folder:

C:\WBRCatalog

< Back || Mext = || Cancel |

9. Click Install.
Figure 38-14: Ready to Install

&= Veeam Backup & Replication Setup - | o =
Ready to Install N
The wizard iz ready to begin the installation. F N

Veeam Backup & Replication will be installed with the following configuration:

Installation folder: C:\Program Files\Weeam\Backup and Replication’,
vPower cache folder: C:\ProgramData\Veeam\Backup\MfsDatastore’,
Guest catalog folder: C:\WBR.Catalog

Catalog service port: 0393

Service account: LOCAL SYSTEM

Service port: 9392

SGL Server: WIN-MR 1ILEL2FL 1R WEEAMSQL2012

Database name: VeeamBackup

Check for updates ance the product is installed and periodically

< Back || Install || Cancel
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10. Click Finish, and then close the above screen.
Figure 38-15: Completing Veeam Backup and Replication Wizard

Completing Veeam Backup &
Replication Setup Wizard

VEEAIMN

Modern Data Protection

Setup has finished installing Veeam Backup & Replication on your
computer.

Click Finish to exit the wizard.

Administration and Maintenance Manual 218 Document #: LTRT-26317



Administration and Maintenance Manual 38. Installing VEB and VBR

38.2.1 Installing Patch File

The following procedure describes how to install the patch file update VBR Update3:
VeeamBackup&Replication_8.0.0._Update3.
» Toinstall the patch file:

1. Run the patch file with an Administrator login.
2. Click Next.

Figure 38-16: Welcome Update Installation Wizard

Welcome to Veeam Backup
AY a & Replication 8.0 Update 3
A | Installation Wizard

=

AVAILABILITY"

for the Modern Data Center

This wizard will install Backup & Replication 8.0 Update 3 on your computer.

3. Click Install; the following screen appears.

Figure 38-17: Ready to Install

Ready to Install
Click Install to apply the update.

This wizard installs Update 2 for Veeam Backup & Replication &.0.

Once the update is installed, you must open Veeam Backup & Replication user interface, and
follow the Upgrade wizard to update all remote components.

Click Install to apply the update.

T
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4. Click Finish when the installation has finished.
5. Open the VBR Console from the desktop by double-clicking the Veeam Backup icon.
6. Click Next.

Figure 38-18: Components Update

Servers
= Select servers to update product’s componerts on. Consider remaving servers which are cumently down or unireachable from
selection. Update process will not reboot the updated server.
PSR etz
Server Upgrade required Details...
Update [#] This server Installer, Transport, vPower NFS
Clear Al
| < Previous | Next > | | Finish | | Cancel |

7.  When the components have been updated, click Finish.
Figure 38-19: Components Update - Finish

Update
7 Please wait while product’s components are updated on the selected servers. This will take a few minutes.

Servers Managed servers:

Server Status
_ OThis SErver All components have been upgraded.

<Pevious | | Ned- | [ Fmsh || Cancel
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39 Configuring License and Credentials

The following procedure describes how to configure the license and credentials.

39.1 Installing the License

If the license was not supplied during the Installation step, you must install a license.

» Toinstall the license:

1. Open the VBR Console from the desktop by double-clicking the Veeam Backup menu
icon.

2. Open the Help menu and navigate to the License sub-menu.

Figure 39-1: Help — License Menu

= Veeam Back
- —|
L= B
2 o
e -@ Open the built-in help
) Online Help
PuTTY Open the online help web site in the

default browser

E PowerShell License

—| Open license management dialog

'8 Users and Roles Support Information
Launch the support info collection wizard
S
E‘g} Manage Plug-ins About
Show additional information about this

\:’)i product
| Manage Credentials
% e

@ Manage Passwords

Configuration Backup

Options
View 4
Help 4
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3. From the License sub-menu, click License.
4. Click Install License and select the license file.

Figure 39-2: License Information

Veeam®

Backup™ Free Edition

Take your backups to the next levell Try the FULL version
simply install a license key and you are ready to gol

GET FREEKEY (3)

[] Update license key automatically
[Licensed Hosts | [ InstallLicense |
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39.2

Assigning VBR Console Credentials and VBR Roles

The account used to start the VBR console must have the Local Administrator permissions
on the Veeam backup server.

You can assign one of the following roles to users or groups of users:
B Veeam Backup & Replication
B Veeam Restore Operator

B Veeam Backup Viewer

B Veeam Backup Operator

B Veeam Backup Administrator

A role assigned to the user defines the user activity scope and what operations in Veeam
Backup & Replication the user can perform. Role security settings affect the following
operations:

B Starting and stopping jobs
B Performing restore operations

By default, during installation the Veeam Backup Administrator role is assigned to users in
the Local Administrators group. If you change the default settings, make sure that you
assign the Veeam Backup Administrator role to the necessary user account. Changing the
role is done through the Users and Roles menu option accessible from the main menu.

By default, the Local Administrators group is defined as the Veeam Backup Administrator.
You can confirm this by following this procedure.

» To confirm the Veeam Backup Administrator:

1. From the VBR main console screen, click the Menu icon (in the top-left corner of the
screen); the following menu options appear:

Figure 39-3: Users and Roles

e

= -

PUTTY

B % »

PowerShell
—> 8 Usersand Roles

LT3R

é";ﬁi? Manage Plug-ins
)
I

|g‘% Manage Credentials
']

(R
(s
mi.  Manage Passwords

Configuration Backup

Options

View 4
Help 4
x Exit
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2. Select Users and Roles; the following screen appears.

Note: On the Mediant 800, where the host is the Domain Controller (DC), this is the
CloudBond 365 domain Administrator group and not the local server Administrator group.

3. Select the User or Group, and then click Edit.

4, Confirm that the role is correct.
Figure 39-4: Security

Security 25
|1zer or group Fole Add.
,@. BUILTIMM&drniniztrators Yeeam Backup &dminiztrator
.5. OBbackupHWwh4 Weeam Backup Administrator
Edit User -
ser or group: E=|_|ILTIH"-.-'l'-.n:lrruir'ui:i:tr-ﬂtn:nr:i: | | Browse. .. |
Role: |\-’eeam Backup Adrinistrator W |
k. | | Cancel
ok | | Cancel
224 Document #: LTRT-26317
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39.2.1 Adding a User and Role for VEB

You need to add a user for the VEB and assign a role to it.

Notes:

e Every CloudBond 365 must have a different user (with a different user name) for the
VEB because the name of the user is part of the directory path on the backup file
system. Add a user that has local Administrator credentials e.g., CloudBondVEBL1.

¢ If you have several CloudBond 365 devices that use the same backup repository,
even if they are standalone, you must allocate different user names for the VEB.

39.2.1.1 For CloudBond 365 Pro Box / Enterprise Box Editions (or VBR on
External Server)

The following procedure describes how to add a new user for CloudBond 365 Pro Box /
Enterprise Box Editions.
» To add anew user for CloudBond 365 Pro Box / Enterprise Box Editions:

1. Create the user as a local Administrator that belongs to the Local Server
Administrators group.

2. Open the Local User and Groups using Microsoft Management Console (MMC).

Figure 39-5: Local User and Groups

= Console1 - [Console Root\Local Users and Groups (Local)\Users] - o[
File Action View Favorites Window Help !EH
% #E 6= B
~| Console Root Mame Full Mame Description Actions
4 B Local Users and Gro|| & Administrator Built-in account for administering... Users "
| Users #, Guest Built-in account for guest access t... i
“| Groups More Actions »
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3. Enter the new user details on the New User screen.
4. Click Create.

Figure 39-6: Creating a New User

User name: |DnudBnr1d"u’EE1 |
B |Duud Bond VEET| |
Description: |DuudBar1d Backup 1 |
Password: EREREREE |
Confirm password: |llliiiil |

[ | User must change password at next logon
[ ] User cannot change pazsword

[w] Password never expires

[ Account is disabled

cose ] [ e

5. On the CloudBondVEB1 Properties screen, click the Member of tab.
6. Add the new user to the Local Administrators Group, and then click Add.
7. Click OK.

Figure 39-7: Adding to Administrators

Remote control I Remote Desktop Services Profile Dialin
General | Member Of | Profile Environment Sessions
Member of

P Administrators
Bl Users

Changes to a user's group membership
Add. || Remove | arenot effective unilthe next time the
userlogs on.

ok || Coned [[ ey [[ Heb |
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39.2.1.2 For CloudBond 365 Standard Box Edition

The following procedure describes how to add a new user for CloudBond 365 Standard Box

File

adia = I

Edition.

>
1

CloudBond 365 domain Administrators group.

Figure 39-8: Active Directory Users and Computers

Action  View Help

Open the Active Directory User and Computers tool.

Active Directory Users and Computers

ek

a2

T |

3

p=ai

To add a new user for CloudBond 365 Standard Box Edition:

Create the new user on the CloudBond 365 domain which belongs to the

_I:I-

I+
F]

Active Directory Users and Com
| Saved Queries

4 cloudbondA365.com
| acs

Mame
d] acs
| Builtin

| Computers

Type
Organizational Unit
builtinDornain

Container

Description

Default container for up...

- Builtin 21 Domain Controllers Organizatienal Unit Default container for do..
- Comp.uters “| ForeignSecurityPrincipals Container Default container for sec...
- Eorﬁamsl.font.m::lle_rs inal | Managed Service Accounts Container Default container for ma...
b = roreign ecurlt;,r MNP 2 Users Container Default container for up...
> || Managed Service Accour
| Users
< m >
3. Select the Users folder and create a new user.
4. Onthe New Object — User screen, enter the name details, and then click Next.
Figure 39-9: New Object — Name Details
E Active Directary Users and Comnuters \_—
File Action View Help New Object - User [x]]
o« 2F 48| XE
T Active Directory Users and Com N '-33 Createin:  cloudbondA365.com/Users I
B || Saved Queries
4 53 cloudbondA365.com
57 acs First name: |GoudEondVEE1 | Initizls: I:I
~1 Builtin Last name: | | unt
| Computers thic
2| Domain Controllers Full name: |C1°L'E|B'3“d'\'rEB1 | this
I [ | ForeignSecurityPrincipal: thi:
I | Managed Service Accour Userlogon name: fthi-
7| Users |CloudBondVEB1| | [@cloudbondA365.com vl hie
User logon name {pre-Windows 2000): this
|cloudbondA365' | |CloudBondVEB1 | thi
this
< m > i
] e
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5. Enter the password credentials, and then click Next.
Figure 39-10: New Object — Password Details

& Creagtein:  cloudbondA365.com/Users

Password: ‘........ |

Confirm password: ‘.....o.. |

[ ] User must change password at next logon

[] User cannot change password

[w|Fassword never expires!
[] Account is disabled

<Back | Ne¢> | | Cancel

6. Click Next.
Figure 39-11: New Object — Finish

& Createin:  cloudbondA265.com/Users

When you click Finish, the following object will be created:

Full name: CloudBondVEB1 ~
User logon name: CloudBondVEE1@cloudbondA365.com

The password never expires.

7. Click Finish.
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39.2.2 Assigning a Role for the VEB User

The following procedure below describes how to assign a role for the VEB user.

» To assign arole for the VEB user:

1. From the VBR main console screen, click the Menu icon (in the top-left corner of the
screen); the following menu options appear:

Figure 39-12: Users and Roles

ﬁ PUTTY
E PowerShel

—_— 8 Users and Roles

@
E{Ez? Manage Plug-ins

Manage Credentials
N e

@ Manage Passwords

Configuration Backup

Options

View L4
Help 4
x Exit

2. Select Users and Roles; the following screen appears.

Figure 39-13: Security

Security ILI
User or group Role -m
,m.Administlators Veeam Backup Administrator
Add User
IUser or group: || | | Browse... |
Fole: |‘u"eeam Restore Operator v |
0K || Cancel |
oK || Canedl

3. Click Add.
4. In the 'user or group' field, enter the user that was created before for the VEB or use
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Browse to select it.
5. From the 'Role' drop-down list, select Veeam Backup Administrator.

Figure 39-14: Add User

Useror group: | WIN-NR1LEUZFL1R\CloudBondVEB1 | [ Browse... |

Role: |‘u’eeam Backup Administrataor W |

oK || Cancel |

6. Click OK; the new role has been added.
Figure 39-15: Security —with Added Role

|User or group Role
| 3 Administrators Veeeam Backup Administrator |
3 WIN-MRILEUZFL1RCloudBaon...  Vesam Backup Administratar

Femove

7. Click OK.
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40

40.1

Backing up the Repository

The following procedures describe how to setup the backup repository.

Adding Backup Repository

The following procedure describes how to add a backup repository in VBR.

» To add a backup repository:

1. Open the VBR main console screen.

2. From the menu options on the left-side of the screen, select Backup Infrastructure

and navigate to Repository Tools > Backup Repository.

3. Right-click on the repository and then, select Add Backup Repository.

Figure 40-1: VBR Backup Repository

B Repasitory Tools Veeam Backup & Replication == B
Home | Backup Repository (7]
5 X 882
s = A B 5
Add
Repository
Manage Repository Tools
Backup Infrastructure Type in an object name to search for
| Backup Reposi Mame Type Host Path Capacity Free De
4 {§y Managed servers 27 Befalit Backup Reposit... Windows This server B:Backup 1678 378G
B Microsoft Windows
[Fh. Missing updates (1)
% Add Backup Repository...
[j:i Backup & Replication
(47 BackupInfrastructure
virtual Machines
\E-ﬁ Tape Infrastructure
(3] Files
[%} History
G [T >
1 repository Enterprise Plus Edition Evaluation: 3 days remaining IVEEAM
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4. On the New Backup Repository screen, enter the Name and Description of the

repository, and then click Next.

5. Select the backup repository type that you want to create, and then click Next.

o Type

Figure 40-2: New Backup Repository - Name

- -4 Name
.:i Type in a name and descrption for this backup repository
;

Name

Type

Server
Repostory
vPower NFS
Review

Apply

MNew Backup Repository -

Name
‘ Extemal Repositary

Description:

Created by WIN-NR1LEUZFL1RAdministrator at 11/30/2015 €:37 PM.
CloudBond Repository]

o>

Figure 40-3: New Backup Repository - Type

New Backup Repository -

§
pd Choose type of backup repository you want to create.
F

Name ® Microsoft Windows server (recommended)
Microsoft Windows server with intemal or directly attached storage. Data mover process running
Type directly on the server allows for improved backup efficiency, especially over slow links.
Senver ) Linux server (recommended)
Repositary Linux server with intemal, directly attached, or mourted NFS storage. Data mover process running
directly on the server allows for more efficient backups, especially over slow links.
vPower NFS
) Shared folder
Review CIFS {SMB}) share. When backing up over slow links, we recommend that you specify a gateway
server located in the same site with the shared folder.
Apply
) Deduplicating storage appliance
Advanced integration with EMC Data Domain, BxaGrid and HP StoreOnce. For basic integration,
use the Shared folder option above.
<o ] [ o>
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6. Onthe New Backup Repository - Server screen, click Add New.
Figure 40-4: New Backup Repository - Server

+ Server
& Choose server backing your repository. You can select server from the list of managed servers added to the console.

Name Repository server:
|This server Vl | Add New... |

Type

_ Path “ Capacity Free Fopulate

Repository

vPower NF5
Review

Apply

[ <Previoss | [ MNed> || Frsn || Cancel |

7. Inthe 'DNS name or IP address' field, enter the IP address/DNS Name, and then click

Next.
Figure 40-5: New Windows Server
-4 Name
Specify DMNS name or |IP address of Microsoft Windows server.
R
[192.168.11.104

Credertials

) Description:
Review Created by WIN-NR1LEU2FL1R \Administrator at 11/30/2015 6:40:43 PM |
Apply
Summary

[ Net> || Frsn || Cancd |

| < Previous

8. Select the Repository Credentials (which must be a local Administrator on the
Repository) and then click Next.

9. If you do not have the credentials and you wish to add the credentials, click Add.
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Figure 40-6: New Windows Server - Credentials
New Windows Server ]

=  Credentials
ri Specify server credertials
=g

Select an account with local administrator privileges on the server you are adding. Use

teme : DOMAIN\USER format for domain accounts, or HOSTAUSER for local accounts.
Credentials

Apply Manage accounts

Summary

Click Ports to customize netwaork ports to be used by individual components
=

10. Enter the Username and Password, and then click OK.
Figure 40-7: Credentials

Credentials -

Usemame: |Lou:|1-HP"-.Hepu:us‘rtu:ur'_.rLlser || Browse. .. |
= Password: seessses| -
Description:
Lod1-RP"RepositonyUzer
| ok || Cancel |

11. The Repository server is analyzed to see if you need to install the agent. You are
informed which agents are going to be installed on the Repository.

Note: The required ports must be open between the VBR server and the Repository
{ j 5 server.
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12. Click Next.

Figure 40-8: New Windows Server - Review

==  Review
? Please review your settings and click Next to continue.
=4

MName Due to these modifications the following components will be installed or removed on the target host
Credentials Transport will be installed

Apply

Summary

Mteryou click Nesd missed components will be installed on the target host

[ <Pevious | [ MNed> || Fnsh || cancel |

13. Please wait while the required operations are being performed. When the installation
has completed, click Next

Figure 40-9: New Windows Server - Apply

==  Apply
? Please wait while required operations are being peformed. This may take a few minutes. ..

::

MName Log:
. Message Duration
Credentials OCoIIecting hardware info
Review 0 Detecting operating system
0 Detecting OS5 version 0:00:18
_ OCreating temporary folder
0 Uploading package Veeam Transport.msi 0:00:03
Summary 0 Installing package Veeam Transport. msi 0:00:14
0 Deleting temporary folder

0 Registering cliernt WIN-NRI1LEUZFL1R for package Transport
0 Discovering installed packages
ONI required packages have been successfulty installed

OCreating database records for server 0:00:01
0 Detecting server configuration

OCreating corfiguration database records for installed packages

OCoIIecting disks and volumes info 0:00:05

0 Microsoft Windows server saved successfully

< Previous | Mext = | | Finish | | Cancel
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14. Click Finish.

Figure 40-10: New Windows Server - Summary

==  Summary
? You can copy the configuration information below for future reference.
_'“J

MName Summary:
Microsoft Windows Server *192.168.11.104' was successfully creat

Credentials 05 version: Microsoft Windows Server 2012 R2 Standard 64-bit (6. 3 !H]] build:5600).
User: Lod1-RP"\Repositorylser
Review Hardware info:
Chassis type: Virtual (Hyper-V)
Cores count: 4
Apply Components:

Transport using port 6162
Csewmay istalle using por 616D

| < Previous | | Next = | | Finish | | Cancel |

15. Click Populate to select the volume for the repository, and then click Next.
Figure 40-11: New Backup Repository - Server

<+ Server
g Choose server backing your repository. You can select server from the list of managed servers added to the console.
Name Repository server:
. [ 152.168.11.104 (Created by WIN-NR1LEU2FL1R\Administrator at 11/30/20156 v | | Add New... |
ype
PSR ) e Fee | L Papdate
Repository
vPower NFS
Review
Apply
<Previous || Ned> || Fmsh | [ Cancel
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16. In the 'Path to folder field, select the path to be used as the root for the repository.

Figure 40-12: New Backup Repository — Server C:\ Path
MNew Backup Repository -

- -+ Server

5

.:1 Choose server backing your repository. You can select server from the list of managed servers added to the console.
K

Name

Type

Server
Repository
vPower NFS
Review

Apply

Bepository server:
192.168.11.104 (Created by WIN-NR1LEUZFL1R"\Administrator at 11/30/2015 & V| | Add New... |

Path - Capacity Free Populate

LI 49.7GB 416GE

| < Previous || Next >

17. Click Populate to see available free space.

18. You can limit the number of concurrent tasks to the Repository, depending on the
hardware resources, or limit the data rate, if needed. If you are running the repository
on the CloudBond 365, you need to limit concurrent tasks to 1.

19. Click Next.

Figure 40-13: New Backup Repository - Repository
MNew Backup Repository =N

r_ _+ Repository

3
L

Mame

Type

Server
PRepository
vPower NFS
Review

Apply

Type in path to the folder where backup files should be stored, and set repository load control options.

Location
Path to folder:
|C:"-.Backups || Browse... |

a Capacity: 497 GB

Free space: 416 GB

Load control
Running too many concument jobs against the same repository reduces overall performance, and
may cause storage |/0 operations to timeout. Control repository saturation with the following

Limit madmum concument tasks to: 4 2
[] Limit combined data rate to: “| MBE/s

Click Advanced to customize repository settings
< Previous | | Nead >

20. Clear the 'Enable vPower NFS server' check box to disable vPower NFS.
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21. Click Next.

Figure 40-14: New Backup Repository - vPowerNFS

=+ vPower NFS
Specify vPower NF5 settings. vPower NFS enables running virtual machines directhy from backup files, allowing for advanced
functionality such as Instant VM Recovery, SureBackup, on-demand sandbox, U-AIR and multi-05 file level restore.

Name: vPower NFS
T ["] Enable vPower NFS server frecommended)
| 152.168.11.104 (Created by WIN-NR1LEUZFL 1R \Administrator at 11/30,/2015 6:40:43 Ph + |
i Specify wPower NFS root folder. Write cache will be stored in this folder. Make sure the
Repository selected volume has at least 10GB of free disk space available.

(o

ZALLUSERSPROFILER \Veeam \Backup \MsDatastore

|| Browse... |

Review

Apply

Click Manage to change vPower NFS management port

Click Ports to change vPower NFS service ports

<Previous | [ Net> || Fosh

22. Click Next.

Figure 40-15: New Backup Repository - Review

&= Review
a Flease review the settings, and click Mext to continue.

Name Backup repository properties:
Repositary type:
Type
Mount host:
Server Account:
Repositary Backup folder:
White th hput:
vPower NFS = frouahpt
Max parallel tasks:
Apply

[] Import existing backups automatically
[ Import quest file system index

[ <Peviss | [ nNet> || Fnsn

| [ canesl
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23. Click Finish.
Figure 40-16: New Backup Repository - Apply

4 Apply
g Please wait while backup repository is created and saved in corfiguration. This may take a few minutes. ..

Name Log
Message Duration
Type QCreaﬁng repository folder

QCreEﬂing database records for repository

Server
& Backup repository has been added successfully

Repository
vPower NF5

Review

| < Previous | | Next = | | Finish | | Cancel

24. Set the new Repository as the default for configuration backup, and then click Yes.
Figure 40-17: VBR — Change Backup Location

@ Change the configuration backup location to the newly created repositony?
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25. If the VBR is installed on the CloudBond 365, disable the configuration backup by
doing the following:

a. From the VBR main console screen, click the Menu icon (in the top-left corner of
the screen).
b. Select the Configuration Backup menu.

Figure 40-18: Configuration Backup

ﬁ PUTTY
E PowerShell

‘& Users and Roles
MNetwork Traffic

728
E@} Manage Plug-ins

‘112% Manage Credentials

Manage Passwords
Configuration Backup
Options
Help 4

x Exit

c. Clear the 'Enable configuration backup to the following repository' check-box.
Figure 40-19: Configuration Backup Settings

Configuration Backup Settings -

Backup
[ Enable configuration backup to the following repository:

BExtemal Repository (Created by WIN-NR1LEU2FL1R\Administrator &

10 B
124242015 10:00 AM
Y iy Manage passwords
FiN
Restore

Restore the configuration backup to this server:

ok || cancel || Aoy |
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26. Delete the old local repository by right-clicking it as shown in the screen below.

27. Select Remove.

Figure 40-20: Removing Old Repository

‘/D Type in an object name to search for

Mame Type Host Path
,_?'-r Default Backup Reposit. .. Windows = g == D:\Backup
3'_'; External Repository Windows = escan repository 4 C:\Backups
Upgrade...
¥ Remove
“f  Properties...
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40.2 Configure Backup Repository Permissions

The following procedure describes how to configure Backup Repository permissions.

» To configure Backup Repository permissions.

1. Open the VBR main console screen.
2. Press Ctrl and right-click on the External Repository that was previously added.
3. Select Permissions.

Figure 40-21: Backup Infrastructure

ey Repository Toals Veeam Bacl
C 1
E - Home Backup Repository
- f
i S= x 4 -
] “6’ ~= “"/l_,\
Edit Remove Rescan
Repository Repository | Repository

Manage Repository Tools
Backup Infrastructure | Type in an object name to search for
E Backup Repositories MName Type
4 ([} Managed servers T O —

=7 Microsoft Windows 1

B_ Missing updates (1) Upgrade...
3 Remove
Permissions...
“f  Properties...

4. By default, the Repository is blocked for everyone. However, you can change the
permissions to allow access to everyone as shown in the example below. Alternatively,
you can define which users or groups can have access. For more information, refer to
the Veeam Endpoint Backup User Guide.

Figure 40-22: Endpoint Backup Permissions

Endpoint Backup Permissions -
Repository access:
O Denyto everyone
® Allow to everyone

O Allow to the following users or groups only:

User or group

[ Encrypt backups stored in this repository

M Lo Manage passwords

ok || Ccancel
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5. Select the 'Encrypt backup stored in this repository’ check-box to define that all the
data on the repository should be encrypted. If you want to do this, you need to define a
password for the encryption. For more information, refer to the Veeam Endpoint
Backup User Guide Version.

6. Click OK.
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41 Adding CloudBond 365 Hyper-V to VBR

The following procedure describes how to add CloudBond 365 Hyper-V to VBR.

» To add CloudBond 365 Hyper-V to VBR:

1. From the VBR main console screen, select Virtual Machines.
2. Select Add Server.
3. Select Microsoft Hyper-V.

Figure 41-1: Add Server

Veeam Backup & Replication =) x
%
Virtual Machines .
Ul et e Add Server
(B Vv viohere |8 Before usng Veeam| Add Server -]
B Microsclt HyperV process, cick the Ad
o g
O VMWEE VSRR g pect the type of server you want to register P All regh
vienter SENENSl B yarvers can be found under the Mansged servers node on the lnfrastructure tab.,
For Mirosaft Myper
V clusters, or indmid)
o YMware vSphere
¢ Adds vCenter Server T e il - {ESHESXT)
£ Create Job Jvm|
WY vesam Backup & R =
stomge réqurement v vloud Di
R tecyy. [ Adds Vivbware vCloud Director Sux server
while providing the . "

To creste & new ba

. comaspandng buttd
'i_'i Rchoup & Replication g Microsoft Hyper-V
" 1‘ Addds SCYMM server, Hyper-V cluster, or dandalone host (2008 B2 or later].
(47| Backup Infrastrocture A Regore —
E==F To restore 3 virtual

] virtual Machines chck this text). — Microsoft SMB3

\ ou gan aksa browsd t‘ Adds SMB3 server cluster, or standalone SMES server.
v et VM to see 2 It of @ -4

You Gan ako start 3
Explocer. ~dF Microsoft Windews
Adds Microsoft Windows server (Windows XP/2003 o lates]. ~

3| Fles

By sty

:,!i;“

Ll am

Adds Linux server (must have SSH and Per). —

0 wirtual machines

'““:r

K

tse-Filtering-Engine-Resource- |

b Dnrtboir Brshoras

Service Name: ReFu201 Driver

4. Inthe 'DNS name or IP address' field, enter the CloudBond 365 Host IP address.
5. Inthe 'Description’ field add a description of the new Hyper-V server.
Figure 41-2: New Hyper-V Server

New Hyper-V Server -

= Name
B‘ Specify DNS name or IP address of Microsoft Hyper-V server.

=8
Hyper-/

 Name DNS name or IP address:
[10.21.2.2

Type
Description:
Created by WIN-NR1LEUZFL1R \Administrator at 12/2/2015 1:47:30 PM.

Credentials

Apply

Results

Summany

s>

6. Click Next.
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7.

Click the Microsoft Hyper-V Server (standalone) option, and then click Next.

Figure 41-3: New Hyper-V Server - Type
MNew Hyper-V Server [x]

=+ Tvpe
E{' Select the type of server you want to add.
HyperV
Name () Microsoft System Center Wirtual Machine Manager (SCVMM)

If you are using SCYMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
Type clusters information from SCYMM, and add them to managed servers automatically.

Credentials .

() Microsoft Hyper-V cluster
Apply Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V'
cluster instead of individual cluster nodes provides for Live Migration awareness
Results

® Microsoft Hyper-V server (standalone)
Use this option to register standalone Hyper-V server that is not a part of a cluster, and not
managed by SCVMM

Summary

o>

You must have local Administrator credentials on the server.

From the 'Credentials' drop-down list, select an existing or add credentials to access

the Hyper-V host.

Figure 41-4: New Hyper-V Server - Credentials
Mew Hyper-V Server =]

===  Credentials

_-’i' Select server administrator credentials.
=

Hyper-¥

Select an account with local administrator privileges on the server you are adding. Use

Mame
DOMAINAUSER format for domain accounts, or HOSTWUSER for local accounts.

Type

Credertials Credentials -F | Ad. |

l;' Usemame: | WIN-NR1LEUZFL1R\Administrator || Browse... |

_
zﬁ Password: essssses| -

Description:
WIN-NR1LEUZFL1R\Administrator

Summary

Click Ports to customize network ports to be used by individual components
<Fese | [t

Notes:

If CloudBond 365 is backed up, the host can be a Domain Controller. If so, use a
User which belongs to the Domain Administrators (e.g., CloudBond
365/Administrator).

If the HyperV host is not a Domain Controller, use the following format for the user
name: <computer Name>\<user>

10.

On the Credentials screen, click OK, and then click Next. The VBR examines the
Target server, which can take several minutes.
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11. In the 'Max concurrent tasks' field, select 1, and then click Next.

Figure 41-5: New Hyper-V Server - Apply

Hyper-V
Name
Type
Credentials
Results

Summary

= Apply
? Please review your settings and click Next to continue.

Due to these modffications the following components will be installed or removed on the target host:

Transport already exists
Hyper-V Integration will be installed

This Hyper-V server will act as the backup proxy for jobs running in the on-host backup mode.
Max concurrent tasks:

(.-

After you click Next missed components will be installed on the target host.

[ <Previos | [ Nea> || Fusn || Cancel |

12. The missing components are installed on the CloudBond 365. This takes several

minutes.

13. On the Results screen, click Next.

Figure 41-6: New Hyper-V Server - Results

Hyper-f
Name
Type
Credertials

Apply

=4 Results
@ The following servers have been processed.

Log:

Message

& Detecting opersting system

OCollecting hardware info

OCreating temporary folder

& Uploading package VesamHvintegration msi

& Installing package VesamHvIntegration.msi

0 Deleting tempaorary folder

0 Registering client WIN-MR1LEUZFL1R for package Transport
OF{egistering client WIN-MR1LEUZFL1R for package Hyper-V Integration
& Discovering installed packages

& All required packages have been successfully installed
ODetecting 05 version

OCreating configuration database records.

& Collecting disks and volumes info

& Server has been saved successfully, but missing updates

| < Previous | Mend > | | Finish | | Cancel

14. Onthe Summary screen, click Finish.
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Figure 41-7: New Hyper-V Server - Summary

New Hyper-V Server -
== Summary

Py You can copy the configuration information below for future reference.

=
Hyper-V/
MName Summary:
Microsoft Hyper-V Server "10.21.2 22 was successfully created.
Type 05 version: Microsoft Windows Server 2012 R2 Standard &4-bit (6.3.9600 build:9600).
User: WIN-NR1LEUZFL1R \Administratar
Credertials Hardware info:
Chazsis type: Physical
N Cores count: 12
Apply Components:
wPower NFS using port 6161
Resutts Installer using port 6160
Transport using port 6162
Summary Hyper-V Integration using port 6163

[ ]

15. The VBR informs you which Windows updates are missing and need to be installed.
16. The Microsoft Hyper-V server with its Virtual Machines appears on the screen.

Figure 41-8: Microsoft Hyper-V Server

B Server Tooks Veeam Backup & Replication \;IES

Home  View Server 7]
F¥X G2

Edit Remove Rescan Upgrade

er Server Server

Mznage Server

Virtual Machines

4 £l Infrastructure UsedSize  Provisioned Size  Host Guest OS
[Ea VMware vSphere G Controller 80.0 GB 80.0GE 1021222 Windows Server 2012R2 ...
4 v Microsoft Hyper-V = 50.0GB S0.0GE 10.21.2.22 Windows Server 2012R2. ..
3 02122 ZpFrontEnd 80.0G5 80.0GB 10.21.2.22 Windows Server 2012R2 ...
- ZpReverseProxy 50.0GB S.0GE 10.21.2.22 Windows Server 2012R2 ...
Jpsbe_6.80A.234.004 2.468 100G 10.21.2.22

[;'i Backup & Replication
(47) BackupInfrastructure

Virtual Machines
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42  Configuring Backup Jobs

The following procedures describe how to configure backup jobs.

42.1 Configuring VEB Host Backup
The following procedure describes how to configure the backup for the host server.

» To configure the backup for the host server:
1. From the Notifications Area icons, double-click on VEB.

Figure 42-1: Notifications Area Icons

Custdmize...

3:23 PM
EI ":@ @ i 12/29/2015

2. Run Configure Backup.
Figure 42-2: Configure Backup

Veeam®
Endpoint Backup

STATUS | | |
Last backup: Backup Mow —_ Configure backup
15 hours ago

348

24132
1a:24
1216

(0]

7 days B days 5 days 4 days 3 days 2 days 15 hours
ago ago ago ago ago ago ago
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3. Click the File level backup (slower) mode option, and then click Next.

Figure 42-3: Configure Backup

&) Configure Backup [
Backup Mode
Choose what data you want to backup from this computer.

Backup Mode Backup mode
Files ) Entire computer (recommended)
! Back up your ertire computer imags for fast recovery on any level. Deleted, temporary and
Destination page files are automatically excluded from the image to reducs the backup size
Local Storage

©) Volume level backup
Schedule Back up images of selected volumes, for example only data velumes. Deleted. temparary
and page files are automatically excluded from the image to reduce the backup size

Summary

File level backup (slower)

Back up individu fles and folders by mask. This mode produces an image-based backup
with orly selected fies included in the image

=

4. Select the 'Operating system' check box (automatically checks Volume C and personal
files),

5. Select 'Volume D'.
Clear the Hyper-V folder check box under Volume D.
7. Click Next.

Figure 42-4: Configure Backup - Files

=3 Configure Backup -

Files

%, Choose individual files and folders to back up. For best perfformance when backing up thousands of files, select the entire
E] volume, then uncheck all unnecessary tems.

Backup Mode Objects to backup: Total size:  34.5GB ]
£+ Operating syst

Files

Destination [ Windows (&) > volume level backup
= Data (D) > volume level backup
Local Storage ! pIVlic SRECYCLEBIN
¢ b VI Backup
Schedule b 153 Hyper
¢ V]IS System Volume Information
Summary [ -l_,,', Recowvery (E:) > volume level backup

To specify file inclusion and exclusion settings, click Advanced
<P | [ et

Note: Volume E: is used only when installing the CloudBond 365. All its information
exists on the CloudBond 365 USB. If you want to back it up, select the Volume E check
box as well.
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8. Select the Veeam Backup & Replication repository option as the Destination, and
then click Next.

Figure 42-5: Configure Backup - Destination

=3 Configure Backup -

Destination

F ', Choose where you want to backup your data to. We highty recommend that you do not store your backups on the same
! computer that you are protecting

Backup Mode ) Local storage
Choose this option to back up to a locally attached storage device such as USB, Firewire or
Files eSATA extemal hard drive. Backing up to intemal hard drives is not recommended.
Destination .
() Shared folder
Backup Server Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (NAS)

device, or on a regular file server
Backup Repository

Schedule © Bl I= i
Choose this option to back up to a backup repository managed by Veeam Backup & Replication
FTED 8.0 Update 2 or later server.

et

9. On the Backup Server screen, enter the VBR IP address that runs on the
CloudBond 365 host or on the external one (if you selected to run it on an external
server).

10. Enter the VEB credentials that you defined in Section 39.2.1, and then click Next.
Figure 42-6: Configure Backup — Backup Server

£=3 Configure Backup [

Backup Server
C ' Specify a Veeam Backup & Replication server to query for backup repositories available to you

Backup Mode Veeam backup server name or IP address:
[1021222
Files
Destination Specify your personal credentials:
Backup S e Usemame: |CloudBond\«"EB1 |

Password: |"“"“| ’a|

Backup Repostory
Port: 10001 |5
Schedule

Summary

>
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11. Select the Backup Repository from the drop-down list.
12. In the 'backups to retain' field, select how many backups should be retained, and then
click Next
Figure 42-7: Configure Backup — Backup Repository

& Configure Backup =

Backup Repository

', Choose backup repository to backup to. You can only select between backup repositories you were granted access to. Please
Ej contact your Veeam Backup & Replication administrator for in case of disk space and backup repository availability issues

Backup Mod

ecop Hode Backup repository: E
Files |Bdema| Repositary v|
Destination 416 GBfres of 49.7GB

kg Backups to retain

Backup Repository Keep restore points forthe last  |30( 5 days when computer was used

Schedule

Summary

=

13. Set the time to perform the backup. (The preferred time is at night when the system is

less loaded.)
14. Click Next.
Figure 42-8: Configure Backup — Schedule
£=3 Configure Backup =
Schedule

%, Choose when you want backup job to be started automatically.

| =i
Backup Mode Periodically

We wil wake your computer from sleep to take a backup unless the connected standby power

Files model is enabled. Nomally, this model is onfy enabled on mobile devices, such as tablets
Destination Daiyat |12:30AM [

Backup Server Once backup is taken, computer should

At the following events

[ Lock
Schedule [ Log off

Backup Repasitory

[_] When backup target is connected i)

Back up no more often than every B e

Summary

< Previous | | Next = | | Finish ‘ | Cancel
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15. You can check the 'Run the job when | click Finish' check box, to perform a full backup
now. This is recommended so you can check that the backup is correctly set.

16. Click Finish.
Figure 42-9: Configure Backup — Summary

£=3 Configure Backup =1

Summary
g %, Mew seftings have been saved successfully. Click Finish to ext the wizard.

Backup Mode [Backup job was modffied successfully.

Files R
Backup mode: file level backup

Destination Included items:

Windows (C:)
Backup Server e s S —
'Weeam Endpeirt Backup repository
Backup Repaository Backup server: 10.21.2.22
Backup repository: Extemal Repository
Schedule Schedule
Daity at 12:30 AM
Summary Back up no more often than every 2 Hours

["] Run the job when | click Finish

17. If you selected to perform a backup now, you can monitor the backup from:
e VEB Control Panel: Navigate to Start > Control Panel.

Figure 42-10: Monitoring Backup with VEB Control Panel

Backup

Restore
Control Panel

Exit

Customize...

BEEG o
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Figure 42-11: Monitoring Backup with VEB Control Panel - Status

SETTINGS

SUPPORT UPDATE

Last backup:
2 minutes ago

Backup Mow

O,

2:48
220
1:52
1:24
056

28

000

2 minutes
ago

& minutes
ago

e VBR Jobs: Click Running to view display.
Figure 42-12: Monitoring Backup with VBR Jobs

View

£k Configure backup

H SRl S o

Backup Replication | Backup VM File

Failower
Plan

Restore Import

Job Job Copy~ Copy Copy ~  Backup

Primary Jobs Auxiliary Jobs | Restore Failover Plans

Backup & Replication | O Type in an object name to search for

Job Name
[ Backup Job WIN-NR ILEUZFL 1R

4 4k Jobs
4 Endpoirt Backup
a [Fp Backups
A Disk
4 [Ey Last 24 hours
Running (1)
[ Success

% Backup & Replication

() Backup Infrastructure
5] virtual Machines

% Tape Infrastructure
(3] Files

(g wstory

Session Type
Endpaint Backup

Status

Running

Start time ~
12/2/2015 4:34 PM

1 session

| Enterprise Plus Edition

veeam .|

|Evaluation: 1 day remaining
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42.2 Configuring VBR VMs Backup

The following procedure describes how to configure the VBR backup for the VMs.

» To set the backup for the Virtual Machines on the CloudBond 365 server:

1. Run Veeam Backup and Replication (VBR).
2. Create a backup job from the Home menu or by right-clicking the Jobs window.

Figure 42-13: VBR Jobs - Backup

s Veeam Backup & Replication = o=
Home | View @
% 49 SRR S8 [
Backup Replication | Backup VM File | Restore Import  Failover
Job Job Copy~ Copy Copy . Badup Flan
Primary Jobs Auxiiary Jobs Restore Failover Plans
Backup & Replication O Type in an object name to search for
a §5¢ Jobs Name - Type Status Last result Next run Target
4 Endpoint Backup Fd0 Backup Job WINTNRILED... EndpointBackup  Stopped Success 13j3/3015 13:30:0,..  External Repasitor:
a [ff Backups
2 Disk
a [3 Last 24 hours
[% Suscess
£ Backup..
53] Replication...
Backup Copy  »
& VM Copy..
[ File Copy...
[% Backup & Replication
Eijl Backup Infrastructure
Virtual Machines
ié Tape Infrastructure
Dj Files
[{%‘} History
< n >
1job Enterprise Plus Edition Evaluation: 1 day remaining VEEAM

3. Enter the name and description and then click Next.

Name

Figure 42-14: New Backup Job

MNew Backup Job

& Type in a name and description for this backup job.
=l;"

MName

Virtual Machines
Storage

Guest Processing
Schedule

Summary

Name:

[CloudBond385 NY

Description:

Created by WIN-NR1LEU2FL1R \Administrator at 12/2/2015 4:43 PM.
CloudBond365 at NY]

4. Select Add to add VMs to the job.
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5. Select all the VMs except the SBC. The VMs list is according to the CloudBond 365

model and setup that was selected. The number of VMs that are allowed to be backed
up is calculated according to your license.

f Note: To back up the SBC, it is recommended to manually back up the SBC Settings

INI file. For more information, refer to the Saving Configuration sub-section of the
AudioCodes SBC User’s Manual.

6. Click Add.
Figure 42-15: Add Objects
MName - Type Status Last result Next run Target
Backup Job WIN-NR.
Hieadup 10 New Backup Job £
Virtual Machines
& Select vitual machines to process via container, or granulary. Container provides dynamic selection that automatically changes
'=r" as you add new VM into container.
Name Virtual machines to backup:
Name Type Size Add...
TEATE Add Objects 3
Guest Processin
=
Schedule Select objects: BjCHE +
4 @ Hosts and VMs

Sy 2 F 1021222 a

B Controller

B Edge

B Front-End

B ReverseProxy

5 sbc_6.80A.234.004

Total size
0.0
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7. Click Next.
Figure 42-16: New Backup Job — Virtual Machines

Virtual Machines
é Select vitual machines to process via container, or granulary. Container provides dynamic selection that automatically changes
S as you add new VM into container.

MName Virtual machines to backup:
Pian['l:m Type Size Add..
_ E raller VM 80.0GB
Stoage :E e 0 008
Guest Processing ;_‘D ReverseProxy VM 51]:1] GB
Schedule
Summary

Total size:
260.0 GB

[ <Pevius | [ Nemt> || Fosn | [ Canedl

8. Confirm that the correct repository has been selected and that the number of restore
points to keep is correct.

9. Click Next.
Figure 42-17: New Backup Job — Storage

Storage
& Specify processing prowgy server to be used for source data retrieval, backup repository to store the backup files produced by this
i job and customize advanced job settings if required.

MName Backup proxy:
|D\"H105t backup (automatic proxy selection) | | Choose... |

Vitual Machines
Backup repository:
| Extemal Reposttory (Created by WIN-NR1LEU2FLIR \Administrator at 11/30/201 v |

Guest Processing
E 331 GE free of 45.7GB Map backup

Schedule
Retention policy

Summary Restore points to keep on disk: Y

[] Corfigure secondary destinations for this job

Use the backups produced by this job to satisfy backup requirement by archiving backups to tape.
or efficientty creating remote backups and replicas over WAN.

Advanced job settings include backup mode, compression and deduplication,
block size, notfication settings, automated post{ob activity and other settings.

<Prvious | | Ned> || Frsn || Cancel |
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10. Click Next.
Figure 42-18: New Backup Job — Guest Processing

New Backup Job -

Guest Processing

Choose guest OS5 processing options available for running Wis.
=:4|'

MName [] Enable application-aware processing

Quiesces applications using Microsoft VS5 to ensure transactional consistency, performs

Virtual Machines transaction logs processing, and prepares application-specific V5SS restore procedure.

Storage Customize application handiing options for individual VMs and applications
(Guest Processing [] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Schedule Indexing is optional, and is not required to perform instant file level recovernes.
Customize advanced guest file system indexing options for individual ViMs
Summary

Manage accounts

< Previous | | Next =

11. Select the 'Backup window' check box to terminate the job if it exceeds the allowed
backup window.

Note: If the job does not complete within the allocated backup window, it is terminated
to prevent a snapshot commit during production hours.
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12. Define the schedule for the job and click Create.

Note: It is recommended to schedule this backup job at least 60 minutes later than the
VEB backup scheduled time.

Figure 42-19: New Backup Job — Schedule
New Backup Job =

Schedule
% Specify the job scheduling options. f you do not set the schedule. the job will need to be controlled manualty.
— "
[ Y

o

Name Bun the job automatically

Virtual Machines (@ Daily at this time: 200 AM 5 | Evenyday v
() Monthly at this time:  |10:00 PM 2= | Fourth Saturday

Storage
) Periodically every: 1 Hours

Guest Processing

Schedule
= Automatic retry
Retry failed VMs processing: 3 o times
Wait before each retry attempt for: 10 }&-| minutes

Backup window

[] Teminate job f it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
teminated to prevent snapshot commit during production hours.

B ] (e
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13. Click Finish.

14. Itis recommended to select the 'Run the job when | click Finish' check box, so that you

can run the job immediately to test the backup.

o
Name
Virtual Machines
Storage
Guest Processing

Schedule

Summary
The job’s settings have been saved successfully. Click Finish to exit the wizard.

Figure 42-20: New Backup Job — Summary

Summary:

Name: CloudBond365 NY

Target Path: C:*\Backups

Type: Hyper-V' Backup

Source items:
Cortroller (10.21.2.22)
Edge (10.21.2.22)
Front-End (10.21.2.22)
ReverseProvy (10.21.2.22)

Target repository: Bxtemal Repository

Target repository host: 192.168.11.104

Target repository path: C:\Backups

Command line: "C:\Program Files\Weeam"Backup and ReplicationBackup
“Weeam Backup Manager exe" backup Sc2ea7c?-4daS-4455-5f43-1f090=672700

[#] Run the job when | click Finish

| < Previous | MNead | | Finish | | Cancel
15. You can monitor the job using the VBR.
Figure 42-21: VBR - Monitoring
' Veeam Backup & Replication
[=RRl Home  View Job
Start Stop Retry Active | Statistcs SQL Report 50U Edit Clone Dissble Delete
Full Statistic Report
Job Contral | Details | Manage Job
Backup & Replication p Type in an object name to search for
b 4ok Jobs Name - Type Status Last result Next run Target
4 [§g Backups {kBackup Job WINMR1LEUZFLIR Endpoint Backup  Stopped Success 12/3/2015 12:30:0...  External Repository
2 Dk | {0 CloudBond3ss NY HyperVBackup 0% completed at0 ... 12/3/2015 2:00:00 ... External Repository
4 [ Last 24 hours
[ Running (1)
[ Success
<] [ >
Job progress: 00f0VMs
I
| % Backup & Replication Summary Data Status Throughput (ast 5 min)
ﬁl . Infra Duration: 0:00:11 Processed: 0.0 KB (0%) Success: 1]
¥ Processingrate: 0 KBJs Read: 0.0KB Warnings: o
Virtual Machines Bottleneck: Detecting Transferred: 0.0KB Errors: 0
Gy Taventr v
name Status Action Duration
oo @ ob started at 12/2/2015 5:32:15PM
= (B)Building ¥M list 0:00:06
[& History
1 job selected Enterprise Plus Edition Evaluation: 1 day remaining VEEAM ..
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42.3 Monitoring Backup

You can monitor the backup process using either:
B Emall
m SNMP

The setup is done using the VBR: Refer to Veeam Backup & Replication User Guide. You
can receive notification on the status of backup jobs and on system parameters.

42.4 Using the 3-2-1 Backup Rule

In making back up files, use the 3-2-1 rule:

B Have at least three copies of your data.
B  Store the copies on two different media.
B Keep one backup copy offsite.

The above procedure provides the ability to create one local backup. Creating another two
copies and one offsite is not described in this document. The VBR tool can be used for
creating extra jobs to copy the backup to another place and to store the backup offsite
using the Veeam cloud. For more information, contact AudioCodes.

42.5 Backing up the SBC

The SBC (software and hardware SBC) can be backed up by saving its ini files. For more
information on how to save the ini files, refer to the SBC User Manual.

For Pro Box and Enterprise Box editions, where software SBC is used, you must restore
the SBC VM first and then configure it with the ini files. We recommend you export the SBC
VM after setting it to the C: drive, so that the VEB will back it up.
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43 Keeping Information after Defining the

Backup

A restore can be done years after you defined the backup. It is recommended to enter the
following information per CloudBond 365, so it will be available if needed for recovery.

B Location of the recovered USB: It is recommended to update the USB using your
server as explained in Chapter 45 to keep your system drivers.

Architecture used: Note what architecture is used for VBR on the CloudBond 365 or
on an external server. Either the repository is external or on the CloudBond (attached
USB Disk)

Password used: Note the password used if you encrypt the backup.

CloudBond 365 topology: (with Domain Controller or without).

D: and E: drive/files: If you backed up D: and E: drives, you will need to restore them.
IP address: Note the IP address of the Repository server.

Network Settings: Note the network settings, IP address and which virtual network is
associated with a physical network card.

Username and Password of the Repository server:
Username and Password of the VEB: (for every CloudBond 365 it is a different user)

The full network path of the VEB backup: This can be seen after you perform one
backup from the VBR console. The full local path is displayed in the 'Folder field.

Figure 43-1: Backup and Replication

Veeam Backup & Replication

[z Backup Tools
Home Backup

Al X

Guest Files Export  Remove  Properties

(Windows) Disk from «

Restore Actions | Properties

Backup & Replication

PR

4 Backup

4 Endpoint Backup
4 [ Backups

A% Disk
4 [ Last 24 hours

&y Failed

‘ Type in an object name to search for

Job name
4 ZCloudBond365 NY
3 ReverseProxy
4 [ Endpoint Badaips
H winr 1 EUZRL 1R

Creation time
12/2/2015 6:42 PM
12/2/2015 6:50 PM 1

Restore points Repository

External Reposito

12/3/2015 12:30 AM 4 External Reposito

Endpoint Backup Properties

Object
[WIN-NRILEU2FL1R |

Repostory

|Edema\ Repositary |
Folder:
[I=:\Backups\WIN-NRTLEU2FL1R_CloudBondVEB 1\Backup J|

Owner;
[CloudBondVEBT |
Fies

Name

Backup Job WIN-MR1LEUZFL1R2015-
Backup Job WIN-NR1LEUZFL1R2015-...
Backup Job WIN-NR1LEUZFL1R2015-...
Bachup Job WIN-NR1LELZFL1R2015-

Data Size
3953 MB
536.3MB
2263 MB
438GB

Date

12/3/2015 12:30:33 AM
12/2/20156:12:04 PM
12/2/2015 4:34:43 PM
12/2/2015 4:31:22 PM

Backup Size
167.6 MB
267.9MB
101.0 MB
8.1GB

[% Backup & Replication

{'ﬂ Backup Infrastructure

Virtual Machines

{2y Tape Infrastructure
D_[ Files
E%D:} History

Network setup for all Network interfaces — Host and VM
Hyper-V Virtual Network switch configuration.
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44  Restoring a CloudBond 365 Backup

The Restore procedure is for a full system restore and not one for a virtual machine, even
though that the Backup system supports it. When restoring to different hardware, a new
license is required. The basic system functionality works without the new license. If you
change your hardware, you need a new license for CloudBond 365 SysAdmin, because the
license is based on the device's hardware IDs.

A Note: Please contact AudioCodes to obtain this license.

Before you begin the restore process, check that the date and time on the CloudBond 365
server BIOS are correct.

Note: The Restore procedure is divided into several Restore tasks. It is recommended
that when restoring, the same Restore date for all tasks is used.

44.1 Booting the CloudBond 365

The following procedures describe two different ways of how to boot the CloudBond 365:
B From Veeam Recovery Media USB
B Remotely from .iso using HP iLO

44.1.1 Booting CloudBond 365 from Veeam Recovery Media USB

The following procedure below describes how to boot the CloudBond 365 from a Veeam
Recovery Media USB.

» To boot the CloudBond 365 from a Veeam Recovery Media USB:
1. Plug the Veeam Recovery Media USB into the CloudBond 365.

Notes:

e The Veeam Recovery Media USB comes with the CloudBond 365. If you don't have
: the Veeam Recovery Media USB, see Chapter 45 for instructions on how to create it.

o If the Veeam software was updated on your server, it is recommended to update the
USB. See Chapter 45 for more information.

e The Veeam Recovery Media USB is a different USB than the CloudBond 365
Recovery USB. The CloudBond Recovery USB is used for a clean system re-install
using the CloudBond 365 Installation wizard.
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2. Start the server and boot from the USB:

° On CloudBond Standard and Standard+ Editions: From the BIOS, select Save
and Exit Menu and select to boot from USB.

e On CloudBond 365 Pro Box and Enterprise Box Editions: While booting, click
F11. Select Option 3 to boot once from the USB

44.1.2 Booting CloudBond 365 Remotely from .iso using HP iLO

The recovery can be performed remotely using HP Integrity Integrated Lights-Out (iLO)
management for CloudBond 365 Pro Ent (HP server). You need to boot the CloudBond 365
from an iso file, instead of a USB.

The .iso file can be downloaded from https://s3.eu-central-1.amazonaws.com/downloads-
audiocodes/CB365Backup/VeeamRecoveryMedia.iso.

Another option is to put the USB with the .iso file and set the iLO to boot from the .iso on
the USB. This .iso file can be prepared the same way as preparing the USB in Chapter 45,
but you need to select .iso boot type.
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44.2 Restoring Volume C: Using VEB

The procedure below describes how to restore Volume C using the VEB.

» To restore Volume C: using VEB:

1. Boot the system using either a USB or .iso file.
2. From the main menu, select Tools, and then select the Load Driver menu option.

Figure 44-1: Hardware Drivers

,© Tools

H

et
= TOSHIBA Ftemial USE 3 0 LS Device

i Stnclord Dusnd Channel PCI IDE Contller
s Semart Arary PA20) Controlier (Media Driver]
i Microscht Storage Spaces Contoller

= K USHE.0 HashiZisk, USE Denioe

= HF LOGICAL VOLUME SCS1 Disk Denvice
a = ATA Charnel 1
i ATA Chirred
ki

FEREREES

FPEEE

ala

3. Clear the 'Inject these drivers..." check box, and click OK.
4. Return to the main screen
5. Onthe Veeam Endpoint Recovery screen, select the Bare Metal Recovery option.

Figure 44-2: Veeam Endpoint Recovery — Bare Metal Option

Veeam Endpoint Recovery

Windows Recovery
Environment

6. Click the Network storage option.
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Figure 44-3: Veeam Endpoint Recovery — Backup Location
) Veeam Endpoint Recovery |3

Network Storage
m ' Specify the network storage type holding the backup files you want to restore from.
|

Backup Location () Shared folder
Select this option i your endpoint backups are stored in @ shared folder jon a network drive),
Network Storage for example on a Network Attached Storage (NAS) box, or on a file server.
Backup Server (®) Veeam backup repository
Select this option if your endpoint backups are stored in Veeam backup repositary.
Backup
Restore Paint

Restore Mode

Summary
Progress
Configure network settings
< Previous Cancel
Notes:

e |tis possible to perform a restore by using the Local Storage (USB Disk) option. To

do so, copy the appropriate directory from the backup repository to the USB Disk.
A Connect it to the CloudBond 365, and then select Local Storage on the Backup

Location screen.

o |f the backup topology is connecting the local USB disk to the CloudBond 365, select
the Local storage option (Shared folder option) and browse to the relevant directory to
select the vbm file. In this case, the steps below are not relevant.
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7. Setthe IP address for the recovery session by selecting Configure Network Settings.

Figure 44-4: Network Settings

MNetwork settings @
Available networks:
Local Area Connection Properties
UM Ethemet 4
Ud Ethemet 3
U Bthemet 2
mahﬂmﬂ Properties
Connect using:
|Broadcom Met¥treme Gigabit Ethemet
(") Obtain an IP address automatically
(@ Use the following P address
IP address: |10 . 21 . 61 . 161 |
Subnet mask: | 25 . 255 . 0 . 0 |
Defauit gateway: 10 .21 .0 .1 |
Load netwarkc adapter d
Obtain OMNS server address automatically It
(@ Use the following DMS ssrver address |
Prefered DNSserver: | 10 . 1 . 1 .11 | | |
Altemate DMS server: | . . . |

8. Select the correct network adapter with the valid IP address, and then click OK.
9. Click Next.
10. On the Network Storage screen:

e Ifthe VBRis running on a CloudBond 365 host, click the Shared folder because
the VBR cannot be accessed.

e If the VBR is running on an external server, click the Veeam backup repository
option.
11. Click Next.
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12. The Veeam backup repository option is selected.
Figure 44-5: Veeam Endpoint Recovery — Network Storage

EF Veeam Endpoint Recovery =1

Network Storage
y ! ' Specify the network storage type holding the backup files you wart to restore from

Backup Location ) Shared folder
Select this option if your endpont backups are stored in a shared folder (on a network drive),
Network Storage for example on a Metwaork Attached Storage (MAS) box, or on = file server.
Backup Server ®) Veeam backup repository
Select this option if your endpoint backups are stored in Vieeam backup repository.
Backup
Restore Point
Disk Mapping
Summary
Progress

=

13. Provide the VEB credentials that you defined when you configured the backup, and
then click Next.

Figure 44-6: Veeam Endpoint Recovery — Backup Server

) Veeam Endpoint Recovery =1

Backup Server
m \,  Specify Veeam Backup & Replication server name and your Windows credentials using DOMAIN'ISERNAME format

Backup Location Veeam backup server name or IP address:
[10.21.224]

Network Storage
Backup 5 Specify your personal credentials:

4 Usemame: |.'O0udBondVEB1 |
Backup -

Password: |"""" |
Restore Paint
Port: (10001

Disle Mapping
Summary
Progress

=

14. The Shared Folder option is selected; click Next.
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Figure 44-7: Veeam Endpoint Recovery — Network Storage

= Veeam Endpoint Recovery -

@ Network Storage
/I Specify the network storage type: holding the backup files you want to restore from

Backup Location

e is opt\oﬁ if your endpont backups are stored in a shared folder {on a network drive),
Metwork Storage for example on a Network Attached Storage (NAS) box. or on a file server.

Shared Folder ) Veeam backup repository
Select this option if your endpoint backups are stored in Vieeam backup repository.
Backup
Restore Poirt
Disk Mapping

Summary

Progress

=

15. You need to provide the full shared folder path to the VEB backup that is on the
repository server. The name of the directory of the VEB backup is a combination of the
server name and the VEB user name. Browse to the backup repository using another
server to see what the full path name is.

16. Enter the credentials of the backup repository, and then click Next.
Figure 44-8: Veeam Endpoint Recovery — Shared Folder

Iy

4 Veeam Endpoint Recovery -

Shared Folder
f‘} Specify SMB (CIFS) shared folder UNC path and credentials
]

Backup Location Shared folder:
|1 92.168.11.104'c$\Backups\WIN-NR1LEUZFL1R_CloudBondVEB 1| | | Browse...
Network Storage
Shared Folder
Backup This share requires access credentials:
Usemame: |RepostoryUser
Restore Point B | |

Passward: |"”"" |

Disk Mapping
Summany

Progress

=

17. You should only see one computer name because only the VEB backup is done
through the specific VEB user. One VEB user is defined per CloudBond 365 for the
VEB backup.
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18. Select the computer to recover from, and then click Next.
Figure 44-9: Veeam Endpoint Recovery — Backup

Backup
é Specify a backup to restore from. *ou can type in a few letters of your computer name in search to quickly locate the required
backup.
Backup Location Selected computer: WIN-NRI1LEUZFL1R
Mame Last backup Restore points
Network: Storage 4 [ Backup Job WIN-NRILEUZFLIR 12/3/2015 12:30 AM
Backup S [ E WINNRILEUZFLIR 12/3/2015 1230 AM 4
Restore Point
Disk Mapping
Summary
Progress
|E- Type in an object name to search for p|
[ <Pevious | [ Net> || Fush || Cancel |

19. From the Restore Point screen, select the appropriate restore point, and then click
Next.

Figure 44-10: Veeam Endpoint Recovery — Restore Point

Restore Point
é Select a desired restore point.
Backup Location Computer name: WIN-NR1LEU2FL1R Volumes included: C
Disks included:  Disk 0
MNetwork Storage
Operating system: Windows Server 2012 R2 Standard
Shared Folder Restore points:
o Date Type
B |5 12/3/2015 Thursday 12:30 AM Increment
_ @ 12/2/2015 Wednesday 6:12 FM Increment
@ 12/2/2015 Wednesday 4:34 PM Incremert
Disk Mapping @ 12/2/2015 Wednesday 4:31 FM Full
Summary
Progress
<Previous | [ Ned> || Frsh || Cancel
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20. Select the Manual restore (advanced) option, to choose what computer volumes you

want to restore and manually allocate disk space on the restored volumes, and then
click Next. (To view the current disk allocations settings on your computer, click View
automatically detected disk mapping on the bottom of the screen. Delete unwanted
volumes on that screen.)

Figure 44-11: Veeam Endpoint Recovery — Restore Mode

Yeeam Endpaint Recoveny
Restare Mode
Gl & tnlinn midia
==
Backun Location Erire compader
Matark 2 :ﬂﬁﬁmﬂmiﬂﬁ ;:‘e“a o esisting volumes of this computer will be
Hemtwnds Shorage Cymlem volumes orly
Pestores only spsiem wolumes reguinsd {or the opersiing systes 1o funcion. Recommendad in
Sared Fodder sluaiaons whin your Compulesr Joes not boot up
Backm & Marwal nesiore {advanced)
' Flasiores selacied volumes only, with [he sbiy io e-slocate pafon o volumes, Tha
Rt Peard resions mode should be used by adwancsd uses only
Fesiorn Made
s
H € Pravious M = Carcal
21. can map volumes that you want to restore from the backup to disks on the target
computer. To map volumes:

a. Select the check box of the volume that you want to restore from the backup.

b. By default, VEB restores all volumes to their initial location. To map the restored
volume to another computer disk, at the bottom of the wizard click Customize
disk mapping. In the Disk Mapping window, specify which volumes must be
restored:

c. Right-click the target disk on the left side of the screen and select the necessary
disk layout.
¢ Apply Backup Layout: Select this option if you want to apply to the disk, the

settings that were used on your computer when you performed the backup.
¢ Apply Disk Layout: Select this option if you want to apply to the current disk
settings of another disk.
¢+ Erase - Select this option if you want to discard the current disk settings.
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22. Click OK, and then Next.
Figure 44-12: Veeam Endpoint Recovery — Disk Mapping

Vesam Endpoint Recowery =
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Metwiik: Setegs Vg Laen Type Capmciy Fingiors Lovoud

Hetwiak: Soage ] A Dk (B) g Basic 8068 Automatic

Disk Mapping ===
D ol
Dk . |
800 68 System Reserved (D =1
i 35040 MB NTFS 557 068 NTFS
Hieakr Lluctioe. Prirmae Pai || Healily [Primary Pasitios)
, Disk 1 ipply Disk Layaut v [E. 1

0008 s
o 9.8 GB NTFS

Healhy (Prienary Fartieon}

5 Dink 2 o ]

0GB Laoezarl Dishe OF40
R 9.9 /GE NTFS -
B Eairg voluree Fesiored woiume B Uralocabed

B Edensed voume B Unicnown paviion B Extended wolime free space

23. Click Restore to start the recovery.
24. When the Restore process ends, restart the server.

Figure 44-13: Veeam Endpoint Recovery — Summary

EX Veeam Endpoint Recovery -

Summary
! ', Review the restore settings and click Mext to start the restore process.
|

Backup Location Restored computer name: WIN-NR1LEUZFLIR
Restore point: 12/2/2015 11:30 PM
Network Storage Restore mode: Manual

Backup Server
Backup
Restore Point
Disk Mapping
Summary

Frogress

< Previous || Restore
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44.3 Performing Post-Restore — Exiting Domain Controller
Safe Mode

If the host is a Domain Controller, log in with Safe boot mode. If the host is not a Domain
Controller, skip this procedure.

After performing a full Virtual Machine restore, the Domain Controller computer boots up in
what appears to be Safe mode. When the Domain Controller boots for the first time, it is
actually in Active Directory Services Restore mode as you are booting from a backup file.
However it should automatically re-boot.

> To exit the Domain Controller in Safe mode:

1. Log in with the Directory Services Restore mode account (typically.\administrator).
2. Open a command prompt and run the following:

bcdedit /set safeboot dsrepair
bcdedit /deletevalue safeboot
shutdown -t 01 -r

3. CloudBond 365 should then re-boot in Normal mode.
Log in to the Domain Controller as the Domain Administrator

5. For more information, refer to the Microsoft Knowledge Base article in
http://technet.microsoft.com/en-us/library/cc816897(WS.10).aspx.
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44.4 Validating Network Settings

You need to confirm that all network cards are valid and have the correct IP addresses.
(You can only check the host network and not the VM in this step). Compare it to the
information you saved when you defined the backup (See Chapter 43 on page 263).

Validate that the Hyper-V virtual network switch is set correctly. Every virtual network is
connected to a real physical card. Compare it to the information you saved when you
defined the backup.

Ere Virtual Switch Manager for WIN-MDIHCANSLOM = | = -
% _Virtual Switches oy Virtual Switch Properties
A Mew virtual network switch
,;'?,; DMZ MName:
HP Ethernet 1Gb 4-port 331FLR A... oMz
o LAN
HP Ethernet 1Gb 4-port 331FLR A... Notes:
% Global Hetwork Settings -

',"J: MAC Address Range
00-15-50-45-2C-00 to 00-15-50-4...

Connection type
What do you want to connect this virtual switch to?

(@ External network:

|HP Ethernet 1Gb 4-port 331FLR Adapter £2 W

[] Allow management operating system to share this network adapter

O Internal network

() Private network

VLAN ID

Remove

I@I SR-ICV can only be configured when the virtual switch is created. An external
virtual switch with SR-I0V enabled cannot be converted to an internal or private
switch.

| oK | | Cancel |

1. If the Network cards are not functioning correctly, refer to the Troubleshooting
(Chapter 47).
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44.5 Preparing Volume D: for Restoring VMs from the
VBR

The following procedure describes how to prepare Volume D: for restoring the VMs from
the VBR, as described in Section 44.8 on page 283.

» To prepare Volume D: for restoring the VMs from the VBR:

1. Login to the host in Normal mode.

2. Open the Disk Management screen and create Volume D:, if it does not exist. Volume
D: should use all the free disk size. and it depends on the CloudBond 365 type.

Figure 44-14: Disk Management
= Disk Management = I:'-

File  Action ‘iew Help

e @ HE B E

Wolurme | Layout | Type File Systern | Status | Capacity | Free Spa.. | % Free
Caindows (C) Simple Basic MNTFS Healthy (5., 48,83 GB 2298GB  4T7%
i

CaDisk 0 - |
Basic Windows (C:)
233-_4? GE 48,83 GB MTFS ) ) 189,64 GB | Mew Sirmple Yalurre.. |
Online Healthy (Systern, Boot, Page File, Active, Crash Dun | Unallocated

Mew Spanned Yaolume..,

Mew Striped Wolume,.,

Mew bdirrored YVaolume..,

Mew RAID-5 Wolurme..,

. . Properties

B Unallocated [ Primary partition

Help

Notes:

o Ifthe D: drive is already assigned to USB storage, change the drive letter to
A something else before you continue.

e If you wish to also restore Volume E:, make sure you have 32 GB of available disk
space.
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Figure 44-15: Disk Management — Change Drive Letter and Paths

ﬁ Disk Management - | O
le Action View Help
&=
Yelume | Layout | Type File System | Status | Capacity | Free Spa... | % f
CaTOSHIBAEXT (F:)  Simple Basic NTFS Healthy (A.. 46576 GB 155.97GB 33
VEEAMRE (D:)} Ciommenl Flmsi CATan Healthy (4. 3.71GB 3.32 GB 89
aWindows (C:) Open Healthy (5. 4883 GB 201G 45
Explore
Mark Partition as Active
Change Drive Letter and Paths...
Format...
£ >
Extend Velume... A'
CaDisk 0 Shrink Volume... I
Basic . =
558,08 GA Add Mirror... 05 GB =
Online Delete Yolume... llocated
Properties
=Disk 1 Help _
Removable UFFARMEF 1151 h
B Unallocated [l Primary partition

3. Right-click on the disk.

4. Select New Simple Volume; the Welcome New Simple Volume Wizard .
5. Click Next.

Figure 44-16: New Simple Volume Wizard - Welcome

Mew Simple Wolume Wizard -

Welcome to the New Simple
Yolume Wizard

This wizard helps you create a simple volume on a disk.

A gimple volume can only be on a single disk.

To continue, click Mest.

< Back | Mest > | | Cancel

6. Click the Assign the following drive letter option.
7. From the drop-down list, select the drive letter, and then click Next.
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Figure 44-17: New Simple Volume Wizard — Assign Drive Letter or Path

8.
9.

New Simple Yolume Wizard -

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(®) &szign the following drive letter:

() Maunt in the follawing erpty HTFS folder:

() Dot azsign a drive letter or diive path

| < Back || Mest > || Cancel |

Click the Format this volume with the following settings option.
Enter the appropriate values as shown in the screen below, and then click Next.

Figure 44-18: New Simple Volume Wizard — Format Partition

New Simple Yolume Wizard -

Format Partition
To store data on this partition, you must format it first,

Choose whether wou want to format this volurne, and if so, what settings you want to use.

(2 Do ot format this volure

(®) Format this volume with the following zeftings:

File spstem: | NTF5 v |
Allocation urit size: | Default W |
Yolume |abel: | Mew Yaolume |

Perform a quick format

[]Enable file and falder compression

< Back || Mext > || Cancel
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10. Click Finish.

Figure 44-19: New Simple Volume Wizard — Finish

New Simple Yolume Wizard -

Completing the New Simple
Yolume Wizard

“You have successfully completed the New Simple Yalurme
‘wiizard.

Disk selected: Disk 0
Wolumne size: 194195 MB
Drrive letter or path: D

File systerm; NTFS
Allocation urit size: Default

Wolurne label Mew Yolume "
Quick format Yes

To cloge this wizard, click Finish.

< Back || Finizh | | Cancel

Administration and Maintenance Manual

280 Document #: LTRT-26317



Administration and Maintenance Manual 44, Restoring a CloudBond 365 Backup

44.6 Updating Host Virtual NIC MAC Address After
Restore

When CloudBond 365 is working correctly, its vEthernet (VLAN) NIC interface receives one
of the physical MAC addresses of the server and uses it. After a Restore, the vEthernet NIC
interface receives a unique MAC address, which needs to be updated. After a Restore, the
MAC addresses appear as follows:

Figure 44-20: MAC Addresses After Restore

Name InterfaceDescription ifIndex Status Machddress LinkSpeed
vEr.hemed (LAN) Hyper-V Virtual Ethernet Adapter #2 19 Up 00-90-FB-50-9B-D9 10 Gbps
Ethernet 3 Intel(R) 82574L Gigabit Network Co...#2 14 Disconnected 00-30-8F-5F-03-C2 0 bps
Ethernet 2 Intel (R) 82579LM Gigabit Network Con... 13 Up 00-90-FB-4F-AA-2B 100 Mbps
Ethernet Intel (R) 82574L Gigabit Network Conn... 12 Disconnected 00-%0-8F-5F-03-C3 0 bps

» To update the Host Virtual NIC MAC Address After Restore
Open the Hyper-V Manager.

1
2. Navigate to the Virtual Switch Manager.
3

Under Connection type, clear the 'Allow management operating system to share this
network adapter' check box, and then click Apply.

Figure 44-21: Hyper-V Manager

ga Hyper-V Manager [=]B] x |
Virtual Switch Manager for WIN-NRILEUZFLIR [= o |
& Virtual Switches Yy ¥rbuasl Savdich Properes
P Mew vl rerwerk switch L i :'mh“
il oz P | WIN-NRILEUZFLIR =~
= Lan Hew »
Wy L
Braadcom letitreme Gigakit - Hotes: & Impest Virual Mac
wy Extenmors . ¥ Hyper\ Setings...

#_Global letwork Settings

¥ MAC Address Range S5 Virtual Swdtch Man.

Cannection hype
Wt dlo you want to conmect this virtual switch 1n?

®) External network: pect Dk
Broaccom NeDireme Gatet Efemet w = W) Stop Service
T o gt o abreg systen b share e retrrk sdete WP Remove Server
3 Refresh 5
interral netwerk View L
Frivaite network H hep
D | sbe 6604234004 +
wi Connect
i Seting
®) Tum Off..
@ ShuaDown
pravan asr O St
Remave bration par I Pause

i 5R-10V can oniy be configured when the virtual switch i created, A extermal ¥ fosel
il switch with SR-0Y enabled cannat be converted 1o 0 nbernal o private F Checks
e fa Checkpeint

3 Move.

o | cwen | iy

4. Click OK.
5. After the update, the MAC address should look like 00-90-FB-50-9B-D9.

Figure 44-22: MAC Addresses After Update
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44.7 Clearing Old Virtual Machine Data
The procedure below describes how to clear old Virtual Machine (VM) data.

» To clear old Virtual Machine data:

1. Open the Hyper-V Manager.

2. From the Hyper-V main page, delete all the VMs including checkpoints.
Figure 44-23: Hyper-V Manager — Virtual Machines

EF] Hyper-V Manager
Action View Help
= 7= B

33 Hyper-V Manager

Ha WIN-NRILEUZFLIR Virtual Machines
Mame “ State CPU Usage Assigned Memory  Uptime Status
é Controller Running 0% 8192 MB 6.19:46:36
3 Edge Running 0% 16384 MB 6.19:44:36
g Fromt-End Runining 0% 24576 MB 6.19:4536
é Reverse Praxy Running 0% 2048 MB 6.19:43:36
é sbc_6.80A.234.004 Running 0% 2048 MB 02:43:00
< m
Checkpoints

The selected vitual machine has no checkpoints.

sbc_6.80A.234.004

Adapter Connection IP Addresses Status
Network Adapter (Dynamic MAC: 0... LAN Degraded (Integr
Network Adapter (Dynamic MAC: 0... LAN Degraded (Integr

Summary | Memuryl Networking | Replication

3.  You need a clean Hyper-V Manager without any VMs before restoring the VMs.
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44.8 Restoring all VMs from the VBR

The procedure below describes how to restore all VMs from the VBR.

> Torestore all VMs from the VBR:

1. Openthe VBR console.
2. Launch the Restore wizard (Home tab > Restore menu > Hyper-V - Restore).
Figure 44-24: VBR — Hyper-V
il Yeeam Backup & Replication
Hame Wigw
549 Sl be &
Backup Replication = Backup WM File Restore| Import Failover
Job Job Copy ~ Copy Copy = Backup Flan
Primary Jobs Auxiliary Jobs Ié_’\. Hyper-V... er Plans
Backup & Replication Ty Enpl-imt—— R —aramsch for
- - |: @ r‘ Restore
4 ik dabs Marne Launches the Restore wizard. Status
@ Backup @Backup Job TR DT Stopped
ﬁ Endpoint Backup @DC‘?—HVS Hyper-¥ Backup Stopped
A E'_'g Backups
A& Disk
#= Disk (imported)
4 [3 Last 24 hours
[y Failed
[% Backup & Replication
uj_l Backup Infrastructure
¥irtual Machines
1 Tann Trfuncbuckboun
3. Select Restore from backup and then click the Entire VM option.
4. Click Next.
Figure 44-25: Hyper-V — Restore Type
Hyper-¥ Restore Wizard -
p Restore Type
fj Select restore type and click Mext,
Restore Type - =
(é,-l.. Restore from backup 6‘; Restore from replica
) Instant ¥M recavery () Failover now
® Entire \M O Pertorm planned failover
) WM files [VHD, WS, BIN. XML] O Undao previously performed Failover
O Guest files [Windows) () Failhack to production
() Guest files [other 05] O Commit failback
() Application items () Application items
5. Click Add VM, and then select the From backup option.
6. Click Next.
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Figure 44-26: Full VM Restore Wizard — Virtual Machines

¥irtual Machines
Select virtual machines to be restored. You can add individual witual machines from backup files, or containers from live
environment [containers will be automatically expanded to plain list]

‘,O Tipe ina A mame for imsfant fookup |

Restore Mode

Marne Size  Restore point | Add Wi | —

Reason
From infrastruc
Summary From backup..

i3]

| < Previous | | Next » | ‘ Firish | ‘ Cancel ‘

7. Select the server you wish to restore (e.g., DC4-HVs), and then click Add.

Figure 44-27: Backup Browser

Select virtual machine:

Jab name Last restare point Wi count Restore points count
b EADC3 11,/24/2015 50034 P 1
a 25 DC4HYs 11/30/201510:45: 26 A 2
2 FE 11,/30/2015 10:45:50 Ak i
2 Edge 11,/30/2015 10:45:56 Ak 1Al
Pl E:gﬁm-HVs 121205 10:00:37 P 2 i
2 FE 121205 10:01:01 PM 2
2 Edge 12/1/205 10:01:08 PM 2
| 3 + Typein an ohject name to search for ,D|

pdd || Cancel |
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8.

9.

Click Next.

Figure 44-28: Full VM Restore Wizard — Virtual Machines

Full ¥M Restore Wizard -

virtual Machines

= Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
enwironment [containers will be autamatically expanded to plain list)

Wirtual Machines Wirtual machines to restore:

i VM s o imstant fouk
Restore Mode Qe i1 8 Vi name for aken |

Mame Size Restare paint Add WM
Reason = Edge A0.0GE 124142015 Tuesday 10:01 PM
2 FE B0.0GE  12/1/2015 Tuesday 10:01 PM

Summary

Click the Restore to the original location option, and then click Next.

Figure 44-29: Full VM Restore Wizard — Restore Mode

Full ¥M Restore Wizard .
Restore Mode

Specify the desired restore mode.

Virtual Machines

Restore to the original location

Quickly initiafe restore of selected VM to the original location, and with the original name
Restore Mode: and settings. This option minimizes the chance of user input erar

Fleason ) Hestore to a new location. or with different settings

Customize restored Y location, and change its settings. The wizard will autoratically
Sumimary populate all controls with the original i settings as the default settings.

[] Quick rollback [restore changed blacks only)

Allows for quick WM recovery in case of guest 05 software problem, or user enor, Do not use this
option when recovering from disaster caused by hardware of storage issue, of power loss.
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10. Add the Restore reason, and then click Next.
Figure 44-30: Full VM Restore Wizard — Reason

Reason
Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later
teference.

Wirtual Machines Restare reason

Restore Made

Surmmary

[ Do not show me this page again

[ <Pevious | [ Mews || Fuen | [ Cancel |

11. Make sure the 'Power on VM after restoring' check box is cleared.
12. Click Finish, and then wait for the Restore process to end.
Figure 44-31: Full VM Restore Wizard — Summary
. mrkssecEn ]

Summary
‘You can copy this corfiguration information for the future reference

Vitual Machines Summary:
Original YM name: Edge
Restore Mode New VM name: Edge
Restore point: 12/6/2015 Sunday 5:38 PM
Host Target host: localhost
| Target folder: C:\ProgramData\Microsoft \Windows\Hyper-V
Network mapping:
DZEEnE DMZ -> DMZ
LAN -> LAN
Network
Name
Reason

[] Power on WM after restoring

<Previoss || Nec- | [ Fmsh | [ Cancel

13. Click Close.
Figure 44-32: VM Restore

VM name: Edge Status: In progress (0%)
Restore type:  Full VM Restore Start time:  12/7/2015 10:10:23 AM
Intiated by: WIN-NR1LEUZFL1 R Administrator Cancel restore task

| Statistics I Reason | Parameters | Log |

Message Duration
°Stamng restore job

& Locking required backup files 0:00:03
& 4files to restore (50.0 GEB)

0 Restoring VS5 metadata

& Removing VM snapshots

& Connecting to Hyper-V/ VS5 writer

0 Restoring WM configuration file

(1) Restored 0% of disk Edge vhdx (50 0 GB) 0:00:09
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44,9 Restoring D: and E: Drives and Files
If the D: and E: drives were backed up, you need to restore them.

» Torestore D: and E: Drives and files:
1. From the Veeam main screen, run the File Level Restore menu option.

Figure 44-33: File Level Restore

Search

Everywhere
File Level Restore| E

n Backup & Replication

Volume Restore

I 1
fijd

Configure Backup

=
&,

n Endpoint Backup

[l
]

File Level Restore

T
sk

-|
a4

Create Recovery Media

I:-
L

n Explorer for Microsoft
Active Directory

\

Configuration Restore

o

Configuration Database
Connection Settings

r

VEK Extract

2. Select the restore point, and then click Next.

Figure 44-34: File Level Restore — Restore Point

o File Level Restore [x]
Restore Point
ﬁ Select a restore point to restore files to.
Backup Location Computername: WIN-NR1LEU2FL1R  Volumes included: C. E

Disks included:  Disk 0

Remote St
emale slarage Operating system: Windows Server 2012 R2 Slandard

Backup Server Restore points:
Date Type
badap 5 12/7/2015 Monday 4:46 PM Incremert
(‘5 12/6/2015 Sunday 11:30 FM Incremert
Restore Point
(‘5 12/6/2015 Sunday 2:51 PM Incremert
Summary (‘5 127242015 Wednesday 11:30 FM Incremert
(& 12/2/2015 Wednesday 512 PM Increment
Qif 12/2/2015 Wednesday 3.34 FM Increment
@ 1222015 Wednesday 3:31 PM Full

=

3. Click Finish.
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Figure 44-35: File Level Restore - Summary

l Summary

Please review the restore settings you have selected. Once you click Finish, we will mourt the selected restore point, and open

!
i
f l|* the Backup Browser window where you will be able to select files to restore.

Backup Location [Restored computer name: WIN-NRILEUZFL1R
Restore point: 12/7/2015 5:46 PM

Remote Storage

Backup Server

Backup

Restore Point

[<Prvioss || ted- |[ Fmsh | [ Concel |

On the Backup Browser, select the drive you wish to restore.
Right-click on the appropriate drive.
Select Restore > Overwrite.

Figure 44-36: Backup Browser
‘Bach:-p'smmer(\le—NRuEuzFuTaat12/7/20155:45% - ﬂq

Home:

GOl I

Back Forward Folder View | Openin
Up - | Explorer

Navigation ‘ Actions ‘
) H Name Type Size Creation Date Modified Date
L —
bk ©) Folder 12/7/2015 5:40...  12{7/2015 5:40...
& Restore  » | Ovenwite
3
Copy To.. Keep
= Explore
Properties...

1 object 00KB .
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44.10 Starting the Virtual Domain Controller

If the Domain Controller is a Virtual Machine, it automatically starts in Safe mode. If it does
not, skip this procedure.

When the Domain Controller boots for the first time, it is actually in Active Directory
Services Restore mode as you are booting from a backup file. However it should
automatically re-boot.

>

1.
2.

To Start the Virtual Domain Controller:

Login with the Directory services restore mode account (typically .\administrator)
Open the command prompt and run the following:

bcdedit /set safeboot dsrepair
bcdedit /deletevalue safeboot

Re-boot the virtual Domain Controller. It should re-boot in Normal mode.
Login to the Domain Controller with the domain administrator.

For more information, refer to the Microsoft Knowledge Base Article below for further
details http://technet.microsoft.com/en-us/library/cc816897(WS.10).aspx.
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44.11 Restarting the CloudBond 365 Server and Testing
the Restore

The procedure below describes the tests the need to perform to validate the restoreLog in
and perform the following tests to confirm successful restore. These tests must be done to
check that the restore process successfully completed.

>

1.
2.

10.

11.

12.

13.

14.
15.

16.

To confirm that the restore process was successful:

Restart the CloudBond 365 server.

If the Virtual Machine belongs to the domain, log in to every Virtual Machine as the
Domain Administrator. If not, log in as the local Administrator. If a Trust error message
appears, reset the computer account using the Active directory.

Check that all services are running.
Confirm that the date and time are correct and if necessary update them..

Check that the Windows License has been activated. If not activate it according to the
instructions on the sticker.

Log in to SysAdmin and confirm that SysAdmin is working.
From the Server Manager, select the AD DS menu option.

From the 'TASKS' drop-down list, run the Best Practices Analyzer by selecting Start
BPA Scan. Confirm that there are no errors which are as a result of the recovery.

Figure 44-37: Server Manager
e Server Manager L'_’..LE.-

I Dashboard

i Local Server

B Al Servers

W aDCs

& Dns

By File and Storage Services b
B Hyper-v

io s

should be protected from accidental deletion

st LC-D0 A eloudband A 365 com m thic bt sheuld be canfiguriss

PERFORMANCE
A ot TASKS v

From the command line, run the dcdiag command on the Domain Controller. All tests
should pass (ignore if the MSDFS test fails).

One day after the Restore process has completed, confirm that the backup process
still works automatically.

For BPA / Pool Pairing, run repadmin /showreps from the command line and then
confirm that the DC was replicated.

If the system was installed in Resource Forest mode, confirm that the trust with the
company forest is valid.

Confirm that the VBR Job has been enabled. If not, re-scan the repository (right click
on the repository — and select Re-scan) when finishing enabling the job.

Run the backup job and confirm that you are able to backup.

One day after the restore, confirm that the backup is still working automatically for the
VEB.

Validate that all VMs don't have Checkpoints — in case they have need to delete it.
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45 Creating the Veeam Recovery Media USB

It is recommended to update the Restore Recovery USB that you get with the system,
according to the following procedure. It keeps several settings which are relevant for your
server (Drivers/IP). The USB minimum required size 4 GB.

This chapter describes how to create a Veeam Recovery Media USB.

» To create a Veeam Recovery Media USB:

1. Insertthe USB in to the CloudBond 365 device.
2. From the Start menu, run the Veeam Create Recovery Media.

Figure 45-1: Create Recovery Media

Search

Everywhere

[BA| Create Recovery Media
]
==y

3.  On the Recovery Media screen, select the USB drive.

Figure 45-2: Create Recovery Media — Recovery Media
v Create Recovery Media =

Recovery Media
@ | Specify bare metal recovery media options.

Recovery Media Available bootable media types: E3|
Ready to Apply MName Type Capacity

amHN Local Disk (H:) 145GE
Progress aImage 150 image file

Include hardware drivers from this computer frecommended)

[] Include the following storage and network hardware drivers:

et

4. Click Next until the Progress step is displayed.
5. When the process has completed, click Finish.
6. Remove the USB from the device.
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46 Preparing for Veeam’s Software
Installation on CloudBond 365 Server

The following must be done before installing Veeam's software on the CloudBond 365
server.

A Note: Installing backup may require a server restart.

Before installing Veeam’s Software on CloudBond 365 Server, do the following:
1. Decide which backup architecture is required according to the available options.
2. Confirm that all servers are working (up and running).

3. To install Veeam software, you must use the Remote Desktop Connection to the
CloudBond 365 and to the Backup server (VBR).

4. Download the software on the VBR server.
5. CloudBond 365 may require Windows updates to support the backup.
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47 Troubleshooting

The following provides information to assist you in troubleshooting issues.

47.1 Restoring Host Server using VEB if no or some
Network Cards are Available

Make sure that when you are restoring the Host server using VEB, you first clear the 'Inject
these drivers..." checkbox. If you didn't do this, perform the restore procedure again
correctly.

Figure 47-1: Hardware Drivers — Clear Check Box

Al storage and network adapters for which drivers are available are shown below. If your recovery media does not include drivers for
some adapters. click Load Driver below to supply the driver manually.

C ommand Storage and network adapters:

Name State
Disk drives
= TOSHIBA Extemal USE 3.0 USE Device Onine
&= Standard Dual Channe! PCI IDE Controller Onine
= Smatt Array P420i Controller (Media Driver} Oniine
= Microsaft Storags Spaces Controller Oniine
= Kingmax USE2.0 FlashDiske USE Device Onine
= HP LOGICAL VOLUME SCSI Disk Device Oniine
= ATA Channel 1 Oniine
&= ATA Channel 0 Onine

Network adapters -
[ Wicrosoft Kemel Debug Network Adapter Oriline
! Broadcom NetXtreme Gigabit Ethemet 54 Online
3 Broadcom Netireme Gigabit Ethemet #3 Online
3 Broadcom Net¥ireme Gigabit Ethemet #2 Online
3 Broadcom NetXrsms Gigabit Ethemet Oriline

[] Inject these drivers inta operating system while peforming bare metal recovery

» To restore the Host Server using VEB if no or some network cards are available:

=

Open the device manager and enable the 'Shown hidden device' option from the View
menu.

Delete all the network cards which are marked with an error flag.
From Action menu select the Scan option.

Ensure that all networks are available now.

Restart the server.

o Uk~ W

Define the HyperV virtual switch again, using the same names as was done previously
(e.g., LAN and DMZ).
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47.2 No Boot Device Error — Setting Boot Priority

If a USB (Key or Disk) is connected to the server, confirm that the boot order in the BIOS is
correct and that the hard disk is set as the first priority, as shown in the figure below.

Figure 47-2: Hardware Drivers — Setting Boot Priority

tup NumLock State

[Upon Request]
[Force BIDS]
[Immediate]

—_ [Hard Disk: PLEXTOR...]
[USB KEY:ADATA USB e}
[USE Floppuy]l

[uUSB cDs/DVD]

[USB Hard Disk]
[CD/DVD]

[Network]

[UEF 1]

Priorities
LTI
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47.3

No Boot Device Error - How to Define Logical Drive
and Selecting Boot Volume

This section is relevant only for CloudBond 365 Pro Box and Enterprise Box editions.

» To define the logical drive and select the boot volume:

1. Re-boot the CloudBond 365 server, and then press F8; the following screen appears:

Figure 47-3: Defining a Logical Drive

Option ROM Configuration for Arrays, version 8.50.66.00
Copyright 2012 Hewlett-Packard Development Company, L.P.
Controller: HP Smart Array P420i, slot O

ain Menu

Create Logical Drive

UView Logical Driwve
Delete Logical Drive
Select Boot Volume
Manage License Keys
Cache Settings

{Enter> to create a new logical drive
<UP-DOWN ARROW> to select main menu option: <{ESC> to exit

From this menu you can:

B View a logical drive. For the Pro Box edition, the name of the drive should be RAID 1.
For the Enterprise Box edition it should be RAID 5.

B Delete the current logical Drive
B Create a logical drive
B Select the boot volume

If the RAID setup is incorrect, delete the current one and define the correct one. If you see
a Boot Error message, select the boot volume as the logical drive that attaches to the
server.
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