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Configuration Note Notices

Notice

This document describes the AudioCodes CloudBond™ 365 integration with Office 365.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document and other documents as well as software
files can be downloaded by registered customers at http://www.audiocodes.com/downloads.

© Copyright 2016 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.
Date Published: Oct-26-2016

Trademarks

AudioCodes Ltd. All rights reserved. AudioCodes, AC, HD VolP, HD VolP Sounds Better,
IPmedia, Mediant, MediaPack, What's Inside Matters, OSN, SmartTAP, User Management
Pack, VMAS, VolPerfect, VolPerfectHD, Your Gateway To VolP, 3GX, VocaNom,
AudioCodes One Voice and CloudBond are trademarks or registered trademarks of
AudioCodes Limited. All other products or trademarks are property of their respective
owners. Product specifications are subject to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Document Revision Record

LTRT Description
26512 Initial document release for Version 7.0.
26514 Minor formatting issues.

26516 The following sub-sections were updated: Office 365 and Voice; What is Skype for
Business Federation?; Skype for Business Hybrid Deployment; DirSync; Deploy Skype
for Business Schema Attributes; Prepare CloudBond 365 for Skype for Business Hybrid
and Exchange UM; Create a Hosting Provider for Skype for Business Online; Using
Exchange Online for Voicemail.

26517 Removed hybrid deployment restrictions and an instruction to confirm certificates.
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Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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Configuration Note 1. Introduction

1

Introduction

This guide describes the deployment of the AudioCodes CloudBond Office 365 Connector
in a multi-forest model and provides information for System technicians to perform on-site
installation of the AudioCodes CloudBond Server.

This guide provides:

B Guidelines for preparing the customer enterprise network

B The AudioCodes CloudBond 365 Office 365 connector installation procedure
B Basic system and site configuration information

In build 5.5.1578.566 and later, AudioCodes CloudBond 365 has introduced a new method
for Office 365 Integration. The new Office 365 connector simplifies some aspects of the
Office 365 integration requirements.

Version 7.2
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Configuration Note 2. Overview

2 Overview

Figure 2-1: CloudBond 365 and Office 365
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2.1 What is Office 3657

Office 365 is a Software as a Service (SaaS) offering from Microsoft.

A subscription to Office 365 gives users the ability to use traditional office applications over
the internet through a web browser interface.

Besides access to Word, Excel and Outlook, Office 365 can also provide access to
backend office services, such as Active Directory (AD), Exchange Online, Skype for
Business Online, and SharePoint Online.

Office 365 also has many other features and facilities, including download of office
products, and is tightly integrated with other Microsoft offerings, such as OneDrive for
online storage.

Microsoft web sites have much information about Office 365: http://office.microsoft.com

A reasonable, non-Microsoft, overview of Office 365 can be found at
http://en.wikipedia.org/wiki/Office 365.

Version 7.2 9 CloudBond 365


http://office.microsoft.com/
http://en.wikipedia.org/wiki/Office_365

/A

f & AudioCodes Office 365 Integration
2.2  Office 365 and Voice
Office 365 Skype for Business Online currently provides two ways for PSTN breakout /
Enterprise Voice capabilities, being:
B Cloud PBX with PSTN Calling (only available in limited countries)
B Cloud PBX with on-premises PSTN connectivity.
In addition to a full hybrid deployment, which will be covered in Section 2.5.1 on page 12,
CloudBond 365 can also be used in the Cloud PBX with on-premises PSTN connectivity
scenario, by providing full administration capabilities for the Cloud PBX users homed in
Office 365.
2.3 How does Skype for Business use Office 3657

A Skype for Business on-premises deployment, such as CloudBond 365, can take
advantage of several features of Office 365.

B Office 365 can provide the Exchange Unified Messaging component to Skype for
Business, allowing voicemail facilities, and some Automated Attendant facilities.

B Office 365 can provide the Outlook Client for Skype for Business, showing Skype for
Business presence information for contacts, for calendar items, and allowing the
scheduling of Conferences.

B Skype for Business Online and Skype for Business On-premises can share a SIP
domain, allowing users who require limited Enterprise Voice features to be hosted
entirely in the cloud, while still being part of your larger Skype for Business
environment.

Note: You cannot have a spilt UM in cloud and Exchange mailbox on premise, or vice
versa. If you do have Exchange On-premises, and also Office 365 Exchange Online,
then a specific users Exchange mailbox must be wholly within the cloud, or wholly within
the on-premises server.

For more information about Exchange Hybrid deployments, see:
https://technet.microsoft.com/en-us/library/jj200581%28v=exchg.150%29.aspx. For more
information about Skype for Business Hybrid deployments, see:

http://technet.microsoft.com/en-us/library/jj204805.aspx.
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2.4

What is Skype for Business Federation?

Skype for Business Federation is feature which allows Microsoft Skype for Business users
to communicate with other Skype for Business users outside their organization. When
enabled, federation allows you to add users from other organizations to your Contacts list,
send instant messages to your federated contacts, invite contacts to audio calls, video
calls, or conferences, and exchange presence information.

Skype for Business federation is performed over the internet through the Skype for
Business Edge server of each organization. Skype for Business external connectivity
requires the consent and correct configuration of both parties of the federation relationship.
After the federation is set up by the administrators of both sides, Skype for Business users
in each company can see presence and communicate with users in the other company.

Skype for Business on-premises deployments can also federate with Skype for Business
Online deployments. For example, federation allows users in your on-premises deployment
to communicate with Office 365 users in your organization.

Skype for Business federation has various security mechanisms included. Federation can
be open (connect to anyone) or closed (connect to only allowed domains), and also
includes block lists. User information can be limited to users buddy lists, or available to
anyone, etc.

Version 7.2
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2.5 Domain Names and Shared Name Spaces
When you first subscribe to Office 365, you can create a Domain name in the format
XXXXX.0nmicrosoft.com. e.g. contoso.onmicrosoft.com
Whilst you can use this domain name for all further Office 365 activity, it is more common
to add your own domain name to Office 365 i.e., contoso.com. These are referred to as
vanity domain names in some documentation. Microsoft will verify you have the appropriate
ownership of such a domain before adding it.
As these domain names can then be used for Office 365 sign-on, email addresses, and
Skype for Business Online SIP domains, it is recommended you configure these before
replicating users to Office 365.
See the following link for more details:
http://office.microsoft.com/en-au/Office 365-suite-help/work-with-domain-names-in-office-
365-HA102818560.aspx
251 Skype for Business Hybrid Deployment

A Skype for Business Hybrid Deployment allows Skype for Business online and Skype for
Business on-premises to co-exist. The two environments share the same SIP domain
space in what is known as a splitdomain.

In a Skype for Business Hybrid deployment:

B Skype for Business Online users can use most Skype for Business features, such as
presence, IM, and limited voice calls.

B Skype for Business On-premises users can enjoy all the same features as Skype for
Business Online users, with the addition of full Enterprise Voice features.
https://technet.microsoft.com/en-us/library/jj205403.aspx.

Figure 2-2: CloudBond 365 Skype for Business Hybrid Deployment
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With CloudBond 365, a user can be switched from Skype for Business online to Skype for
Business on premises simply by changing their assigned FE Registrar pool in the
SysAdmin web pages.

2.6 Replicating Users

Whilst Office 365 and CloudBond 365 users can be administered completely
independently, significant benefits can be achieved by replicating users from one directory
system to the other.

Azure Active Directory Sync Services (a.k.a. DirSync) is a Microsoft tool that allows the
replication of users from an on-premises Active Directory deployment to the Office 365
Azure Active Directory. This means that the process of user administration can be
simplified by automatically replicating user data.

There are multiple deployment options now available within DirSync, including selective
replication, and replication with password hashes. DirSync can also be deployed with
Active Directory Federation Services (ADFS) to provide even more features.

Some good background information on DirSync is available at the following links:
http://blogs.office.com/2014/04/15/synchronizing-your-directory-with-office-365-is-easy/

https://blogs.office.com/2013/07/26/password-hash-sync-simplifies-user-management-for-
office-365/

2.6.1 DirSync

Deploying DirSync following Microsoft best practice requires a separate, Windows 2008 or
2012, domain member, and server. This server must either be located On-premises with
the existing Active Directory (AD) server, or could be deployed in the cloud using Microsoft
Azure.

DirSync server requirements: http://technet.microsoft.com/en-us/library/jj151831.aspx DirSync
on Azure:

http://technet.microsoft.com/en-us/library/dn635310%28v=office.15%29.aspx

The DirSync server, once configured, will automatically replicate user information from the
on-premises AD, to the Office 365 AD, making those user details available to Office 365.

Note: This replication is one-way. Changes or new accounts created in Office 365 are
not replicated back to the on-premises AD by DirSync.

A recently added option within DirSync allows hashed passwords to also be synchronized
from on-premises AD to Office 365 AD. This is the recommended configuration. With this
option selected, a user may sign in to Office 365 and on-premises applications, such as
Skype for Business, using the same user id and password. With the October 2015 release
of DirSync, now named AADConnect, there is also full supportability for resource forest
environments, bypassing the need to extend the enterprise user forest(s) with the Skype
for Business schema extensions.

and password in Office 365, even if they are already signed in to the on-premises

f Note: This is not Single Sign on. A user logging in will still be prompted for User ID
network.
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2.7

Active Directory Federation Services

Active Directory Federation Services (ADFS) provides, amongst other features, the
capability of single sign on between two separate networks, including Office 365 and the
on-premises AD. It essentially brings control of the sign on authentication process back to
the on-premises environment.

A user signed on to the on-premises AD will be automatically signed in to the Office 365
environment.

ADFS is optional, and requires significant extra configuration.

Figure 2-3: ADFS Single Sign On
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3.2

Pre-Requisites

Infrastructure Prerequisites

You must have the following available in your environment in order to implement and
configure a Skype for Business Server 2013 hybrid deployment.

B An Office 365 tenant with Skype for Business Online enabled.

B Optionally, if you want to support Single Sign-on with Office 365, an Active Directory
Federation Services (AD FS) Server either on-premises or using Microsoft Azure. For
more information about AD FS, see Active Directory Federation Services (AD FS) 2.0,
or Configure Active Directory Federation Services for Windows Azure Pack.

B An on-premises deployment of Skype for Business Server 2013 or Skype for Business
Server 2010 with Cumulative Updates for Skype for Business Server 2010: March
2013 or later applied.

B Skype for Business Server 2013 administrative tools.

B Directory Synchronization. For details about Directory Synchronization, see Hybrid
Identity Management.

Full details can be found at https://technet.microsoft.com/en-us/library/jj205386.aspx

Install DirSync

The Directory Synchronization tool will synchronize the customer’'s users from the local
forest towards Office 365, where they can be licensed and enabled for Skype for Business
Online using the Office 365 management portal. Only users “Synced with Active Directory”
will work in a hybrid model.

Figure 3-1: Office 365 Users

“« (3 ttps://portalofice.comydefault asp®: 2 - @ C|[ B integrating Business Processes | T& ACS:: SysAdsin > Overview --..| [ E pipbit Belint et S | 1|

ACTIVE USERS

Synced with Active Directory

“In Cloud” users (those users created directly in Office 365) do not support hybrid
deployments and should be mapped to on premise Active Directory users first, by following
the steps in the following blog article for example: http:/blogs.4ward.it/how-to-map-
onprem-active-directory-users-to-existing-office365-users/

Following Microsoft best practice, DirSync should be installed on a member server of the
domain you wish to replicate users from. You will need to provide this server, as it is not
included with CloudBond 365.

http://technet.microsoft.com/en-us/library/jj151800.aspx#BKMK InstallDirSyncTool

The Setup Wizard will offer you the chance to run the Configuration Wizard after install
completes.

The configuration wizard will prompt you to “Synchronize your directories now”.
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3.3

3.4

34.1

A\

Ensure DirSync is Functioning

Make sure DirSync is deployed and all users have been replicated through DirSync and
are present in Office 365.
Figure 3-2: DirSync Working
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Deploy Skype for Business Schema Attributes

As the hybrid model with Office 365 relies on directory synchronization with the users
Active Directory forest, it is required to prepare the user forest with the Skype for Business
Schema Attributes when older DirSync applications then AADConnect are installed. The
Active Directory schema can be prepared either through the Skype for Business wizard or
by using LDIF as described below:

Prepare the user forest with the Skype for Business Schema Attributes (through the Skype
for Business wizard or LDIF as below) (http://technet.microsoft.com/en-
us/library/gg398607.aspx) :

The Prepare Schema step in the Skype for Business Server Deployment Wizard and the
Install-CsAdServerSchema cmdlet, extend the Active Directory schema on domain
controllers running a 64-bit operating system. If you need to extend the Active Directory
schema on a domain controller running a 32-bit operating system, you can run the Install-
CsAdServerSchema cmdlet remotely from a member server (recommended approach). If
you need to run schema preparation directly on the domain controller, however, you can
use the Ldifde.exe tool to import the schema files. The Ldifde.exe tool comes with most
versions of the Windows operating system.

Using LDIFDE

If you use Ldifde.exe to import the schema files, you must import all four files, regardless of
whether you are migrating from a previous version or performing a clean installation. You
must import them in the following sequence:

1. ExternalSchema.ldf

2. ServerSchema.ldf

3. BackCompatSchema.ldf
4. VersionSchema.ldf

Note: The four .Idf files are located in Skype RTM\Support\Schema directory of your
installation media or download.

Configuration Note 16 Document #: LTRT-26517


http://technet.microsoft.com/en-us/library/gg398607.aspx
http://technet.microsoft.com/en-us/library/gg398607.aspx

Configurati

on Note 3. Pre-Requisites

To use Ldifde.exe to import the four schema files on a domain controller that is the schema
master, use the following format:

Copy

Idifde -i -v -k -s <DCName> -f <Schema filename> -c DC=X
<defaultNamingContext> -j logFilePath -b <administrator account>
<logon domain> <password>

For example:

Copy

Idifde -1 -v -k -s DC1 -f  ServerSchema.ldf -c  DC=X

"DC=contoso,DC=com'™ -j C:\BatchlmportLogFile -b Administrator
contoso password

Note: Use the b parameter only if you are logged in as a different user. For details
about the required user rights, see the "Administrator Rights and Roles" section earlier
in this topic.

To use Ldifde.exe to import the four schema files on a domain controller that is not the
schema master, use the following format:

Copy

Idifde -i -v -k -s <SchemaMasterFQDN> -f <Schema filename> -c DC=X
<rootDomainNamingContext> -j logFilePath -b <administrator account>
<domain> <password>

For details about using Ldifde, see Microsoft Knowledge Base article 237677, "Using
LDIFDE to import and export directory objects to Active Directory,” at
http://go.microsoft.com/fwlink/p/?linkld=132204.

Version 7.2
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3.5 Deploy CloudBond 365

If you have not already done so, you should now install and deploy the CloudBond 365
system. Connect CloudBond 365 and set up the trust by following the LTRT-26320
AudioCodes CloudBond 365 Deployment Guide.

later. If you have an older CloudBond 365 unit, please discuss upgrading with your

f Note: This document applies to CloudBond 365 v6.2 with SysAdmin version 646 and
AudioCodes dealer.

3.6  Prepare the User Forest Active Directory for Write
Access

Prepare the User Forest Active Directory for write access from the Resource forest
(CloudBond) administrator account.

The easiest configuration is to use the cloudbond365\administrator account as the user-id
to perform updates to the User forest. If you wish to use a different account, see
Appendix E on page 47.

In the screenshots below:

B CloudBond 365 Administrator is OCSHOST\Administrator instead of AC-
CloudBond\Administrator

B Customer corporate Domain is LyncDev.acs

To prepare the User Forest Active Directory for Write Access:

On the Customer Corporate DC, open the Active Directory Users and Computers tool.
Right-click on the top level domain, and select Delegate Control.

NPy

Figure 3-3: Delegate Control
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3. Click Next.

Figure 3-4: Delegate Control Wizard
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4. Click Next.

Figure 3-5: Delegate to CloudBond 365 Administrator
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5. Select the 'Create, delete, and manage user accounts' check box, and then click Next.

Figure 3-6: Delegate Rights
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[ Reset user passwords and force pazsword change at next logon

O FRead all user infarmation

O tdodify the membership of & group

O Join a computer ta the domain

O Manage Group Policy links

O Generate Resultant Set of Policy [Flanning) i
| »

<

{~ Create a custom task to delegate

¢ Back I Mest » I Cancel Help

6. Click Finish.

Figure 3-7: Complete the Wizard
Delegation of Control Wizard

Completing the Delegation of
Control Wizard

s
"?\T\}, 'ou have succezsfully completed the Delegation of Contral
LE' \E wizard.
Y
"o choge to delegate conbtrol of objects .

in the: following Active Directory folder:
LyncDev. acs/

The groups, users, or computers to which pou
have given cantrol are:

Adminiztrator [QCSHOST WAdministrator)

"r'ou choze to delegate the following tasks:

To cloge this wizard, click Finish.

¢ Back I Finigh I Cancel | Help |
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411

41.2

Configure Office 365 Integration

Prepare CloudBond 365 for Skype for Business
Hybrid and Exchange UM

To enable a Skype for Business hybrid deployment, you will need to follow the instructions
below. You can also use the following TechNet article as a guide.

http://technet.microsoft.com/en-us/library/dn689117.aspx

These instructions will:

Enable shared address space in Office 365

Allow Federation in CloudBond 365

Create a Hosting Provider for Office 365 in CloudBond 365

Perform initial replication

Change users in the corporate AD so they replicate to Office 365 correctly
Update some DNS records to direct all SIP traffic to CloudBond 365

Start a Skype for Business Online PowerShell Session

On the CloudBond 365 Controller, open the Skype for Business Management Shell, then
enter the following commands. (This assumes the Controller has internet access. If not,
use PowerShell on a workstation that does have internet access.)

Import-Module SkypeOnlineConnector

$cred = Get-Credential

$CSSession = New-CsOnlineSession -Credential $cred

Import-PSSession $CSSession -AllowClobber

For more information about how to establish a remote PowerShell session with Skype for

Business Online, see Connecting to Skype for Business Online by using Windows
PowerShell.

For more information about using the Skype for Business Online PowerShell module, see
Using Windows PowerShell to manage Skype for Business Online.

Note: You may need to update the Skype for Business Online PowerShell Module as
Microsoft frequently updates Office 365. Check Microsoft for the latest version, or, you
may also apply the latest Skype for Business Cumulative Update. See:
http://www.microsoft.com/en-us/download/details.aspx?id=39366
https://support.microsoft.com/en-us/kb/2809243

Configuring Shared SIP Address Space

Your Skype for Business Online must be configured for Shared SIP Address Space. To do
this, first start a remote PowerShell session with Skype for Business Online. Then run the
following cmdlet:

Set-CsTenantFederationConfiguration -SharedSipAddressSpace $True
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Allow Federation

In your On-premises deployment, in Skype for Business Server Management Shell, type
the following cmdlet to allow federation:
Set-CSAccessEdgeConfiguration -AllowOutsideUsers $true

-AllowFederatedUsers $true -UseDnsSrvRouting -
EnablePartnerDiscovery $true

Remove Existing Hosting Provider

On your On-premises deployment, in the Skype for Business Server Management Shell,
type the following cmdlet to remove the existing Hosting Provider for Skype for Business
Online:

Get-CsHostingProvider | where ProxyFqdn -eq
"sipfed.online.lync.com™ | Remove-CsHostingProvider

Create a Hosting Provider for Skype for Business Online

On your on-premises deployment, in Skype for Business Server Management Shell, type
the following cmdlet to create the hosting provider for Skype for Business Online:
New-CSHostingProvider -ldentity LyncOnline -ProxyFqdn
“sipfed.online.Lync.com™ -Enabled $true -EnabledSharedAddressSpace
$true

-HostsOCSUsers $true -VerificationLevel UseSourceVerification -
IsLocal $false

-AutodiscoverUrl
https://webdir.online.Lync.com/Autodiscover/AutodiscoverService.svc/r

oot
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4.2  Obtain the Customer Specific Office 365 Information

Obtain the customer specific Office 365 information, to be saved in Office 365
Configuration under System Configuration in the CloudBond management suite (SysAdmin
web pages).

See AudioCodes CloudBond 365 Administrator Guide.

B User Name:
e  The login name of your Office 365 Administrator
B Host:
e  The location where your Office 365 environment is hosted
B Migration Override URL:
e  Explained further in this document
B Override Admin Domain:
e Your original Office 365 domain prior to applying vanity domain names
B Password:
e  The Office 365 Administrator password

Figure 4-1: CloudBond - Office 365 Connector Information

SYSTEM CONFIGURATION

Office 365 Settings

User Name:
|admin@ocshued.ernea.micmsoﬂﬂnline.l:orn |

Host:
|5ipfed.un|ine.lync.com |

MigrationOwverrideUrl:
| hitps.ffadminle_online lync.com/HostedMigration/hostedmigrationservice . svc |

OverrideAdminDomain:
|o::shnstonrnicrosuﬂ.cum |

Passward:

Confirm password:
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421 Determining Hosted Migration Service Override URL

» To determine the Hosted Migration Service Override URL for your Office 365
tenant:

1. Log in to your Office 365 tenant as an administrator.
Open the Skype for Business admin center..

Figure 4-2: Office 365 Skype for Business Admin Center

e':: \"|E? https://adminle.online.lync.ct

Office 365 Adm

Lync admin center

USers
organization

dial-in conferencing

l_ll_ll_ll_l_‘

meeting invitation

tools

3. With the Skype for Business admin center displayed, select and copy the URL in
the address bar up to .com. An example URL looks similar to the following:
https://webdirOe.online.lync.com/Iscp/?language=en-US&tenantID=

Replace "webdir" in the URL with "admin"”, resulting in the following:
https://adminOe.online.Lync.com

4.  Append the following string to the URL:
/HostedMigration/hostedmigrationservice.svc

5. The resulting URL, which is the value of the HostedMigrationOverrideUrl, should
look like the following:

https://adminOe.online.lync.com/HostedMigration/hostedmigrationservice.svc

4.2.2 Determining Override Admin Domain

The Override Admin Domain is usually the default signup domain
“something.onmicrosoft.com”. Your Office 365 Administrator can supply this value.
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4.3

43.1

4.3.2

Using Exchange Online for Voicemail

Prepare Office 365 For Unified Messaging

To enable Office 365 Unified Messaging you need to first create a dial plan in Exchange
Online to enable users to access their mailbox for configuration and message retrieval.
Further information about Dial Plans can be found here:
http://technet.microsoft.com/en-us/library/bb125151%28v=exchg.150%29.aspx

Appendix A on page 33 shows an example of creating a UM Dial Plan for Exchange Online.
Once the dial plan is created, you can enable the Office 365 users for Unified Messaging.

Detailed information can be found at https://technet.microsoft.com/en-
us/library/jj673527(v=exchg.150).aspx

Next, you need to connect to Office 365 using Exchange Online PowerShell and run the
following Cmdlet:

Set-UMmailboxpolicy -identity “Policy Name in O365" -SourceForestPolicy “ACS-
0365UM”

Then finally on your on premise Exchange 2010 SP3 server (Note this is only if Unified
Messaging is already configured on premise so that when you migrate a UM mailbox it
doesn't fail otherwise if you don't run this step the remote move request will fail)

Set-UMmailboxpolicy -identity “On Premise UM Policy” -SourceForestPolicy “Policy
Name in O365”

Allow Users to Dial-in to Access Exchange Online Voicemail

CloudBond 365 provides native integration to Office 365 Unified Messaging by means of
an intuitive interface. Once the pre-requisites as outlined in the earlier chapters 4.1 till 4.3.1
are configured, there is no further need for PowerShell cmdlets and administration can be
performed using the System Configuration pages.

> To enable the Office 365 UM feature:

1. Under the System Configuration group, select the Office 365 Unified Messaging &
Cloud PBX Policies option.

2. Select the Enable Office 365 UM checkbox.
3. Select a registrar pool and SIP domain and specify the telephone number to be used.
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Figure 4-3: Office 365 UM
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4. Once enabled, users can be assigned Office 365 UM on the user edit page by
enabling the Office 365 Exchange UM policy checkbox.
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Figure 4-4: Office 365 Exchange UM Policy
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5

Initial Replication

An initial replication cycle needs to be started to have the CloudBond 365 resource forest
learn all Skype for Business enabled users from the Office 365 environment.

Once the Office 365 Skype for Business enabled users are replicated over to the
CloudBond 365 resource forest, they will be mapped to the original User accounts homed
in one of the customer forests that CloudBond 365 has a trust with by the objectGUID
attribute, which is a standard unique object identifier in Office 365 directory
synchronization. If mapping to the standard objectGUID fails, the CloudBond 365 Office
365 connector will try to map the Office 365 Skype for Business user against the user’s
mS-DS-ConsistencyGuid  attribute, as described in Paul Wiliams’ blog article:
http://blog.msresource.net/2014/03/10/windows-azure-active-directory-connector-  part-3-
immutable-id/, to support more complex and custom build environments as well.

When replication and user mapping has finished (those two tasks are run as a single
process), the users Active Directory forest needs to be updated with the Skype for
Business Online attributes.

On completion, check one of the user objects in the customer Active Directory forest that is
enabled for Skype for Business Online for the presence of values in the user attributes. If
the AcsUserReplication task succeeded in writing the values back into the user forest, you
can continue with the final step in the replication cycle, being a manual directory
synchronization cycle with Office 365.

There are several components to the user replication process.

B On the CloudBond 365 Controller, there is a scheduled task which runs 0365sync —s
0365. This will take account information from Skype for Business Online to
CloudBond 365, and perform the mapping to original user accounts.

B There is another scheduled task on the CloudBond 365 Controller which runs
ACSUserReplication. This will replicate the msRTCSIP attributes from CloudBond 365
to the customer AD.

B Finally, DirSync will replicate information from the customer AD to Skype for Business
Online.

Before users can be moved between Skype for Business Online and CloudBond 365, all
three replication steps must be completed.

1. Start the initial replication for all Office 365 users through:
C:\acs\OFFICE365Sync\SysAdmin.0365.Sync.exe —S 0365

2. Match the objects with the user forest through:
C:\acs\AcsUserReplication\AcsUserReplication.exe

3. Perform a manual DirSync replication cycle on the DirSync server through:

C:\Program Files\Windows Azure Active Directory
Sync\SYNCBUS\Synchronization Service\UIShell\miisclient.exe
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Figure 5-1: DirSync
el synchronization Service Manager on DIRSYNCX64

File Tools Actions Help
/ .
Operations Management Agents @ Metaverse Designer & Metaverse Search @ Joiner
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€1 Refresh Fs
Ty Creste. Ctrl+h
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% Delete,. Del
% Configure Run Profiles...
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= Export Management Sgent...
[Total number of management agents: 2 = Import Management Agent...
[Prof Name: Delta lmport Dl Sy User Name: ACTIVEVOICE adminisirater 0 2 Update Mansgement Agent.. e —
StepType:  Delta Import and Delta Synchronization Partition: DC=ActiveVoi -
StartTime:  12/18/2014 9:57:06 AM EndTime:  12/18/20149 <4 Refresh Schema..,
Synchronization Statistics | I Connection Status % Sgarch Connector Space..
Staging COOKIEMONSTER. Active Vi
Unchanged 0 8 Create Extension Projects... 3
Adds 0
Updates 0 i =

The manual DirSync operation should be completed in the following order:
1. Active Directory Connector Delta Import Delta Sync

2. Windows Azure Active Directory Connector Delta Import Delta Sync
3. Windows Azure Active Directory Connector Export
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5.1

5.1.1

5.1.2

After Initial Replication

Now the initial replication cycle has been performed, the environment is ready to be
brought into production. This step requires the public DNS records to be changed, where
the specific Skype for Business SRV and A records need to be pointed to the on premise
Edge server instead of to the Office 365 environment. From now on all users will register
against the local Edge environment and eventually be redirected to Office 365 if their
Skype for Business account is still homed there.

Update DNS Records

Update appropriate DNS records to direct all SIP traffic to Skype for Business on-premises:

B Update the lyncdiscover.contoso.com A record to point to the FQDN of the on-
premises reverse proxy server.

B Update the _sip._tls.contoso.com SRV record to resolve to the public IP or VIP
address of the Access Edge service of Skype for Business on-premises.

B Update the _sipfederationtls._tcp.contoso.com SRV record to resolve to the public
IP or VIP address of the Access Edge service of Skype for Business on-premises.

B If your organization uses split DNS (sometimes called “split-brain DNS”), make sure
that users resolving names through the internal DNS zone are directed to the Front
EndPool.

Assigning User Registrar Pool

After initial replication, all systems will be synchronized, including the correct Skype for
Business Registrar (home system). Users can now be moved back and forth from Office
365 to CloudBond 365 by using the User Management Edit page.

Assigning the Registrar Pool in the Edit User page assigns a user to that Front-End pool as
their home system.

Figure 5-2: User List

USER MANAGEMENT MENU

[T — seachUser[ | Go ||Reser

Create User
Import User
Bulk Edit

Bulk Import

AC Users |UsersiLicenses-count:1 21/10000

Status Full Name Call Forward

Group replication Offline fedfsdf fdsfsdf nfa
Distribution List Unavailable Xerox Workcentre M123 Unavailable

Create Device

Unavailable LyncDev 1228 Unavailable
Unavailable analog 151028 Unavailable
Unavailable Vergaderzaal Unavailable
Offline AA Dummy User -

Cffline Alex Champness n/a

Offline Administrator nfa

Offine Adrian Radu lovescu Ofi .
Offline alert service nfa

View 1-10 of 123 Page[1 Jof13 =
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Assign a destination Frontend pool:

Figure 5-3: Editing a User Registrar Pool

USER MMM Account Information

User Management Account type: Enterprize; Remote account ACTIVEVOICEVO365HV (Office 365)
MARKED FOR REPLICATION Cancel Replication

Create User

Import User First Name™*

Bulk Edit
Last Name*

Bulk Import

Group replication Sign-in Name*

Distribution List Registrar Pool: Office 365 —

Create Device
Fax

Note that the change to a user's Registrar Pool will be cached, and performed later by
several back round scheduled tasks. It may take some time for all tasks to complete.
Though the screenshots show a move from Skype for Business online to Skype for
Business on premise, the opposite direction is obviously also possible. For this to happen,
Office 365 should be selected as the destination Registrar Pool.

After the move is performed, the Skype for Business online address book environment
needs to be updated for which a full replication cycle is needed again.

As both the ACSUserReplication and Office 365 Directory Synchronization tasks run in a
scheduled interval though, there is no need to perform a manual action, unless you would
like to force replication to happen.
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6 Ongoing Replication
There are a series of scheduled tasks which will keep all servers synchronized with each
other on an ongoing basis.
You may need to adjust the frequency of such tasks to meet your requirements.

B A Scheduled task occurs at a regular interval (once every 24 hours) The task will
retrieve all information from Office 365 to CloudBond 365.

C:\acs\0365Sync\SysAdmin.0365.Sync.exe —S 0365

B A Scheduled task occurs at a regular interval (once every 15 minutes) The task will
update all user Registrar information.

C:\acs\0365Sync\SysAdmin.0365.Sync.exe
B A Scheduled task occurs at a regular interval (daily)

The task will synchronize all Skype for Business and Active Directory information
between CloudBond 365, and the customer Active Directory.

C:\acs\0365Sync\ACSUserReplication.exe

B Scheduled tasks (DirSync) occurs at a regular intervals to replicate all Active Directory
information from the customer Active Directory to Office 365

Figure 6-1: Synchronization Tasks

DIRSYMC

LY | TP E P NE( 1IN

£ o355 }

SysAdmin,0365.5ync -5 OI65 4
Petriw e 0365 users det ik to One Box 365 i h,

SysAdmin, 0365, 5y nc '
Mave usars batwesn Pagistar pook

f) ’ User Forest

m"" ACSUserReplication

Synchronize Users info between
CloudBond 365 Forest Customer AD and CloudBond 365

on the redundant servers should be disabled and enabled only if the primary server goes

f Warning: If multiple management servers are installed for redundancy, the scheduled tasks
down, thereby preventing stale objects from being created in the Active Directory.
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Configuration Note A. Adding a Dial Plan to Exchange Online

A  Adding a Dial Plan to Exchange Online

1. Log onto the Office 365 Wave 15 tenant using a Web browser and your Office 365
Administrator account.

2. In the Exchange admin center, under Unified Messaging, you can view and edit any
existing UM dial plans, or create new dial plans as needed.

Figure A-1: Exchange Online - UM Dial Plans

m—
e@ ik hitps /outlookoff.. O ~ & © || g UM dial plans - MicrosoftE.. || Ak
] Office 365 Outlook  Calendar ... Admin ~ e 9
Exchange admin center
dashboard UM dial plans UM IP gat
recipients
permissions Unified Messaging dial plans define the format for telephone numbers in your arganization. For UM to answer calls for your
users, you have to set up at least one dial plan. Learn more
compliance management )
+/7sme -
organization NAME EXTENSION LENGTH URI TYPE
protection ACS-0365 3 SIP URI
mail flow
mobile
public folders
1 selected of 1 total
3. Navigate to Unified Messaging > UM Dial Plans > New.
Figure A-2: New Dial Plan
] A kA 1 o
ew UV dlal Dlan
Use UM dial plans to manage the UM features for a group of users who
are enabled for voice mail.
Learn more
*Marne:
test
*Extension length (digits):
5
*Dial plan type:
SIP URI v
*Audio language:
English {(United States) W
*Country/Region code:
4 <
@ Afteryou click Save, select this dial plan and click Edit to configure
dial codes, Outlock Voice Access, voice mail settings, and dialing
rules,
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4. After saving the dial plan, select the Dial Plan > Configure. For this you should try
and match the company’s on premise configuration. Below is an example:

» dial codes

Figure A-3: Edit the Dial Plan

UM dial plans are groups of users who are enabled for UM. They share common
settings for greetings, prompts, audio language, and dialing codes for incoming
and outgoing calls.

Jame:

BF Voicemail
digits): 4

SIPURI

English (United Kingdom)

st the ou cecs code, country/region code, and other dial codes for
sers in th
codesfo call
Clutside line

International access code

National number prefix

*Country/Region code

ad

Mumber formats for dialing between dial plans
Country/Region number farmat

International number format:

Mumber formats for incoming calls within the same dial plan:
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Voicemai

» Qutlook Voice Access
seftings
dialing rules
dialing authorization

transfer & search

¢ settings

dia
ala

(48

ng authonzabion

transfer & search

Figure A-5: Voice Access

Add greetings and access numbers for Qutlook Voice Access.

Welcome greeting:
Default greeting
change

Informational announcement:
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change |
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Figure A-6: Settings
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Figure A-7: - Dialing Rules
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Figure A-8: Dialing Authorizations

Voicemail Dial Plan

Select the types of calls to authorize for users of this UM dial plan.

E Callz in the same UM dial plan

IE Allow calls to any extension
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Figure A-9: Transfer and Search

Dial Plan

Specify how callers to users in this dial plan can dial and search for users.

Allow callers to:
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Version 7.2 37 CloudBond 365



ra e .
f & AudioCodes Office 365 Integration

This page is intentionally left blank.

Configuration Note 38 Document #: LTRT-26517



Configuration Note B. Skype for Business PowerShell

B Skype for Business PowerShell

PowerShell is a command line interface for managing a Windows 2008 or 2012 server. It is
a similar, but much more powerful, environment than the DOS prompts included in
previous Windows releases.

The Skype for Business Server Management Shell is a PowerShell environment with a
Skype for Business specific command extension module added, which enables you to
manage the Skype for Business environment from the command line. Similar modules are
available for other products, such as Exchange.

There are numerous ways to access the PowerShell and Skype for Business PowerShell
environments, either remotely or via a locally attached console and keyboard.

The easiest method is as follows:

1. Use Remote Desktop to access the CloudBond 365 Controller (UC-DC).
2. Open the charms bar on the Windows desktop.

3. Use the search facility to look for 'Skype for Business'.

4. Select 'Skype for Business Server Management Shell'.

Figure B-1: Windows Server 2012 R2

== Windows Server 2012R2

= '] O . O 5 Monday
* October 27

Fﬁl %] = s Rl 1

5. Open the charms bar.

Version 7.2 39 CloudBond 365



¢ S AudioCodes

Office 365 Integration

6. Use the Windows + C key combination, or hover the mouse in the top or bottom right

corners of the desktop.

Figure B-2: Searching for Skype for Business
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Configuration Note C. PowerShell for Skype for Business Online

C PowerShell for Skype for Business Online

This appendix provides a sample PowerShell script which connects to Skype for Business
On-Line to allow entering PowerShell command line configuration items. You will need to
satisfy the pre-requisites detailed in the following links, prior to using PowerShell for online
components:

B for Azure AD http://aka.ms/aadposh

B for Skype for Business Online
http://www.microsoft.com/en-us/download/details.aspx?id=39366

C.1 Connecting to Office 365 using PowerShell:

# Configurable parameters

# The OverrideAdminDomain property needs to be set to the default
domain that was included with your Office 365 subscription.

$O0verrideAdminDomain=""ocshost.onmicrosoft.com"

# Script starts here - No configuration required Import-Module
Skype for BusinessOnlineConnector

import-module msonline

$credentials=Get-Credential

Connect-MsolService -Credential $credentials
$OnlineSession=New-CsOnlineSession -Credential $credentials
—OverrideAdminDomain

$OverrideAdminDomain

$ExchangeSession = New-PSSession -ConfigurationName
Microsoft.Exchange - ConnectionUri
https://ps.outlook.com/powershell/ -Credential $Credentials -
Authentication Basic -AllowRedirection

Import-PSSession $0OnlineSession -AllowClobber Import-PSSession
$ExchangeSession -AllowClobber

Sample execution of the PowerShell script.

(Note that the Microsoft Online Service Module is out of date, and
a newer version should be downloaded.)
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Figure C-1: Windows PowerShell
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The script will prompt you for login credentials. Use your Office 365 administrator account.

Figure C-2: Login Credentials

Windows PowerShell credential req\_-
f*}
the N

Enter your credentials,

User name: |ﬁ Admin@ocshost. emea. mic vl
Password: |u sssnsns |
| oK | | Cancel |

When the script completes, you can enter Skype for Business Online PowerShell
commands to configure your Skype for Business Online environment.
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D  Troubleshooting

As the multi-forest environment relies on multiple replication processes here are some
general guidelines for troubleshooting the environment.

1. Verify the administrator account in the Office 365 configuration settings is a global
administrator in Office 365 by signing in to the portal:
https://portal.microsoftonline.com/ with those credentials and verifying the settings
under the users section for the particular account.

Figure D-1: Admin Settings

I Mitps//portil office com/default spudictivellcertPage £+ & ¢ 0] portal.ckice.com

Admin

Settings

. Leam mone about recovering your ket paitword

2. Verify the ACSUserReplication scheduled task can write back the Skype for Business
specific attributes into the customer forest by opening Active Directory Users and
Computers for the user forest, with the credentials used in the scheduled task (default:
resource forest\administrator). Navigate to a user and try to manually set one of the
attributes:

Figure D-2: String Attribute Editor

File Action View Help

o | rE LB RE = BHE (e 7%
: Active Directory Users and Computers [COOKIEMOR | ee—-- - __

| saved Queties String Attribute Editor [ %]

=l 53 Activevoice.lan
= (2] AC-Mo-Policy

. alue:
o Walter van Schaik Properties _

SRV

Attribute: mzRTCSIP-Deploymentlocator

Published Certificates | Member Of | Pa:

7 7 Clear | oK I Cancel
 Secuity I Environment I

General I Address I Account I P T - T o T

Terminal Services Profile I COM+ Attribute Editar

Abtributes:

Altribute | Walug :I

msRTCSIP-&rchiving...  <not set>

msATCSIP-Deployme... SEV:

msRTCSIP-Federatio..  TRUE
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3.  On the CloudBond 365 controller (or any other customer server or workstation that
has the Office 365 PowerShell prerequisites installed), start a PowerShell session and
use the following cmdlets to verify that Office 365 directory synchronization has
populated the on premise data to the cloud:
$0verrideAdminDomain=""<the OverRideAdminDomain as in the 0365
settings page>"
$WarningPreference="silentlycontinue® $credential = Get-
Credential

$CSSession=New-CsOnlineSession -Credential $credential —
OverrideAdminDomain $0verrideAdminDomain

Import-Module SkypeOnlineConnector
Import-PSSession $CSSession -AllowClobber| Out-Null

Get-CsOnlineUser | Where-Object {$_.sipaddress -match "<a sip
address to check>"}
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An example output for the Get-CsOnlineUser cmdlet looks like the following:

Figure D-3: Get-csOnlineUser Attributes

Windows PowerShell = &

710ed,0U=c524b5F5-fd18-43c0-964c-becs

ey
: {3

1003BFFDBC120B4C

rporatead@activecommunications. eu

We are specifically interested in the following attributes:

B OnPremHostingProvider: SRV:

B OnPremOptionFlags 257

B OnPremSIPEnabled : True

B OnPremSipAddress . sip:corporatead@activecommunications.eu

This tells us that directory synchronization with Office 365 was successfully completed and
that the msRTCSIP attributes from the CloudBond 365 resource forest where brought to
Office 365.

When a user is homed in Skype for Business Online, the OnPremHostingProvider attribute
will hold the value of the Host entry on the Office 365 settings page in the CloudBond 365
Management suite, defaulting to sipfed.online.lync.com.

If those attributes are showing up empty, perform the manual steps as described in Initial
Replication chapter for the particular user and make sure that the Office 365 Directory
Synchronization agents replicate those values by right-clicking those properties and
verifying the Properties.z.
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Figure D-4: Windows Azure AD Properties
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Figure D-5: DirSync AD Connector properties

Active Directory Connector
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A default installation of the Office 365 Directory Synchronization environment will have
those attributes checked by default.
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E

E.1l

Custom User IDs for Cross Domain
Updates

Updating the User Forest AD

It is possible to use a different account to perform updates to the User forest if there is a
reason to avoid using cloudbond365\administrator.

You will first need to manually create a new account within the cloudbond365 AD.
This account should be made an administrator as a member of the

B cloudbond365\Administrators
or
B cloudbond365\Domain Admins
This account will also need to be a member of the Skype for Business administrators
groups:
csAdministrator
acs-Admin
rtcComponentUniversalServices
rtcUniversalServerAdmins

rtcUniversalUserAdmins

The updates to the User forest are performed by a scheduled task. The scheduled task
runs C:\acs\AcsUserReplication\AcsUserReplication.exe. This task will need to be modified
to execute as the new user you have created.

The AcsUserReplication.exe process updates the following attributes within the User
forest:

B SIP entry in proxyAddresses

B msRTCSIP-DeploymentLocator
B msRTCSIP-OptionFlags

B msRTCSIP-PrimaryUserAddress
B msRTCSIP-UserEnabled

If you wish to tighten security, you may restrict the newly created admin user to only have
write access to the above fields within the User forest AD.

Version 7.2 47 CloudBond 365



/%
f & AudioCodes Office 365 Integration

E.2 Retrieving User Data from Office 365

The updates to the cloudbond365 directory from Office 365 are performed by a scheduled
task. The scheduled task runs the following:

C:\acs\OFFICE365Sync\SysAdmin.0365.Sync.exe —S 0365

This task will use the User ID you have created within Office 365. The user will need to be
granted rights within Office 365.

With regards to the “Global Administrator Rights” in Microsoft Online, Microsoft has made
changes in its latest release, where now the Skype for Business administrator role will be
sufficient (see screenshot below):

Figure E-1: Administrator Roles

Choose the admin role that you want to assign to this user

and save changes Learn more about administrator roles
() User (no administrator access)
() Global administrator
(® Customized administrator
O Billing administrator
O] Exchange administrator
[ Password administrator
Skype for Business administrator
L] service administrator
[] SharePoint administrator

User management administrator

This role is required when moving users from Office 365 to on premise and vice versa,
which move is performed by the O365 connector.

The newly created Office 365 User ID and password needs to be specified within the
SysAdmin web pages, on the 0365 Connector settings.
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Figure E-2: Office 365 Settings

SYSTEM CONFIGURATION

Office 365 Settings

User Mame:

|admin@ocshusl.ernea.micrusoﬂunline.l:orn |

Host:
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[oeshost onmicrosoft com |

Password:

Confirm password:
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