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Configuration Note Notices

Notice

This document describes how to install AudioCodes CloudBond 365 Software Version 7.2.5.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document and other documents as well as software
files can be downloaded by registered customers at http://www.audiocodes.com/downloads.

© Copyright 2016 AudioCodes Ltd. All rights reserved.

This document is subject to change without notice.
Date Published: October-10-2016

Trademarks

AudioCodes, AC, HD VolP, HD VolP Sounds Better, IPmedia, Mediant, MediaPack, What's
Inside Matters, OSN, SmartTAP, User Management Pack, VMAS, VolPerfect,
VolPerfectHD, Your Gateway To VolP, 3GX, VocaNom, AudioCodes One Voice and
CloudBond are trademarks or registered trademarks of AudioCodes Limited. All other
products or trademarks are property of their respective owners. Product specifications are
subject to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
Related Documentation

Document Name

CloudBond 365 Deployment Guide
Product Notice 0252 BIOS Update
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Document Revision Record

LTRT Description

26583 Initial document release for Version 7.0.
26584 Co-located Hyper-V / Domain Controller with Virtual Machines section update.
26585 User Management Pack, Software Install

26586 Updates for Version 7.2.5

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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Configuration Note 1. Introduction

1 Introduction

This document describes how to install CloudBond 365 Software Version 7.2.5. It is
intended primarily for AudioCodes staff and dealers, but may also be used as a guide for
re-loading software onto existing AudioCodes hardware, such as for system recovery.

The Software Install Wizard described in the guide is capable of installing software for:

B CloudBond 365 Standard Box Edition
B CloudBond 365 Standard+ Box Edition
B CloudBond 365 Pro Box Edition

B CloudBond 365 Enterprise Box Edition
B CloudBond 365 Virtualized Edition

The Software Install Wizard can optionally install:

B Skype for Business Consolidated Edge Server on Branch / Paired Pool Deployment
B AudioCodes SBC software

B A Reverse Proxy Server

The Software Install Wizard can also deploy CloudBond 365 in two forms:
B Standalone Deployment
B Branch / Paired Pool Deployment

1.1 Software Installer

The software installer consists of several components:

B A bootable USB drive containing a WinPE environment

B AnISO image of the CloudBond 365 Software

B A Software Configuration Wizard to gather data for installation
|

An automated software installer to install the CloudBond 365 software to match a
requested configuration

1.2  Configurations

The Software installer and Configuration Wizard allow for installation of multiple
configurations of the CloudBond 365 software.

The Software installer and Configuration Wizard allow the CloudBond 365 software to be
installed onto a Bare Metal hardware platform, or onto one with Windows 2012 R2
operating system already installed.

The software installer supports only the approved AudioCodes hardware.

Version 7.2.5 9 CloudBond 365 All Editions
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1.2.1  Hyper-V Host with Virtual Machines

The Hyper-V Host with Virtual Machines deployment model installs Hyper-V on the
selected host machine, and the three CloudBond 365 Servers (Controller, Fe, and Edge)

as three separate virtual machines within Hyper-V.

This option is suitable for CloudBond 365 Pro Box and Enterprise Box Editions. (e.g.,
AudioCodes HP Servers).

Figure 1-1: Hyper-V Host with Virtual Machines
CLEZUDBOND#

@dioCodes HP Server
(Windows 2012 R2 Hyper-V Host)

@per—v

Active Directory

Standard Edition Server

Y

Consolidated Edge Server

Optional SBC

Optional Reverse Proxy

\
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Configuration Note 1. Introduction

1.2.2 Co-located Hyper-V / Domain Controller with Virtual Machines

The co-located Hyper-V / Domain Controller with Virtual Machines install the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard / Standard+ Box Editions (e.g.
AudioCodes Mediant 800B OSN server).

Figure 1-2: Co-Located DC and Hyper-V

CLEZUDBOND
Mediant 800 OSN \
(Windows 2012 R2)
Active Directory
Hyper-V
Standard Edition Server
Consolidategge Server
E
S
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1.2.3 Standalone Deployment

A standalone deployment is typically used for the first CloudBond 365 system installed for
a customer.

Figure 1-3: Standalone Deployment
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1.2.4 Branch/Paired Pool Deployment

A Branch / Paired Pool Appliance Deployment (BPA) is used where the customer already
has an existing CloudBond 365 system deployed. A BPA deployment is used for the
second and subsequent CloudBond 365 Deployments within the same customer
environment.

There are many possible configurations and reasons for installing a BPA. Typically, it is to
provide either:

B Continuous service to a Branch site with slow or unreliably WAN links. This is similar
to a Skype for Business Survivable Branch Appliance, but with more features.

B Failover capability within the corporate site using Skype for Business Paired pools.

Figure 1-4: BPA Deployment
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2. Software Media

2.1

Software Media

CloudBond 365 software is normally supplied on a specially prepared USB key. The key is
bootable and must be inserted into the device as part of the installation procedure. It allows
CloudBond 365 software to be installed onto the following:

B Bare Metal server hardware
B Windows 2012 R2 operating system already installed on the hardware

Warning: If booting from the USB key, all data will be wiped from the hardware device
during installation. The software presents a warning and prompts for permission to
continue before wiping data.

USB Drive

The USB Drive directory structure should be as shown in the image below. The drive
contains:

B WinPE environment files

B Windows 2012 R2 directory

B ACS-7.2.x1SO image

B sbc X.X.X.zip file containing the AudioCodes Software SBC

The USB drive is formatted as NTFS and is bootable. Additionally, the label of the USB
Drive must be ‘ACSSetup’.

Figure 2-1: USB Drive Contents

=5 e X
» ACSSetup (H:) » ~ | 42| [ Search AcsSetup (H:) o
Burn Mew folder = Al @
i Name ‘ Date modified Type Size i
sk-sk 15/04/20155:25 PM  File folder
sl-si 15/04/2015 525 PM  File folder
a9 = sources 15/04/2015 5:25 PM  File folder
sr-latn-cs 15/04/2015 5:26 PM  File folder
sv-se 15/04/2015 5:26 PM  File folder
tr-tr 15/04/2015 5:26 PM  File folder
uk-ua 15/04/2015 5:26 PM  File folder
Windows2012R2 15/04/20155:31 PM  File folder
zh-cn 15/04/2015 5:26 PM  File folder
zh-hk 15/04/2015 5:26 PM  File folder
zh-tw :26 PM  File folder
&) ACS5-6.3.3-622-lync-RTM-sql-5TDuiso ISO File 5,851,766 KB =
L | bootmgr File 416 KB
| bootmgr.efi EFIFile 1,568 KB
- g sbe_6.80A.234.004.zip WinRAR ZIP archive 747,840 KB -

/N

Warning: Under no circumstances must any .ISO image, file or folder containing the
letters ‘sbc’ be present besides the zip file, as shown in the figure above (the exact
version might differ from the figure above).

Version 7.2.5
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on Note 3. Preparation

3

Preparation

The CloudBond 365 Software may only be loaded onto hardware certified by AudioCodes.
This will primarily be:

B AudioCodes HP Server for CloudBond 365 Pro and Enterprise Box Editions

B AudioCodes Mediant 800B with OSN for the CloudBond 365 Standard / Standard+
Box Edition

The hardware device must be prepared for the new software prior to installation. The
preparation steps include:

B Ensuring no Ethernet cables are attached

Warning: If booting from the USB key, all data will be wiped from the device during
installation. The software presents a warning and prompts for permission to continue
before wiping data.

3.1  Partitioning
If performing a ‘bare metal’ installation, the following partitions will be automatically
configured on the machine as part of the installation:
Table 3-1: Configured Partitions
Drive Label File System Size (GB)
C Windows NTFS 80
D Data NTFS At least 215
+ 5 for Session Border Controller
+ 55 for Reverse Proxy
E Recovery NTFS 15
3.2 General Server Hardware
Do not connect any network cables during installation!!
Version 7.2.5 17 CloudBond 365 All Editions
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Configuration Note 4. Bare Metal Install

4

/N

4.1

Bare Metal Install

This section describes the process for installing the CloudBond 365 software without a pre-
installed Operating System on the server hardware (also known as Bare Metal Install).

The process boots into a Windows 2012 R2 Pre-installation Environment (WinPE) on the
connected server hardware.

Warning: All data will be wiped from the hardware device during installation. The
software presents a warning and prompts for permission to continue before wiping data.

The Installation program then partitions and formats the HDD storage of the hardware
devices, installs Windows 2012 R2, and copies the contents of the USB key to the
Recovery partition.

Once Windows 2012 is installed on the host, you can remove the USB Key, and continue
with the installation as described in the next chapter.

Bare Metal Install — AudioCodes HP Server

This section describes how to install the software on the AudioCodes HP Server platform.

The CloudBond 365 Pro and Enterprise Box Editions are shipped with the software pre-
installed.

If installing on an AudioCodes Mediant 800, see Section 4.2 on page 22.
1. Insert the USB Drive in the front USB port.

2. Power on the server.

3.  When the HP Splash screen appears, click F11 for Boot Menu.

Figure 4-1: HP Splash Screen

HP Proliant

3)
Dave|op ment Company, L.P.

enabled, Hyperthreading is enabled

erlormance

p system ROM,
ient lemperature: 2

Press any key to view Option ROM messages

F11 = Boot Menu
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4. Select a manual One Time Boot to USB.

Figure 4-2: One Time Boot

This opt : o choose weific boot override
option fo 1is boot . : your nornal boot
order settings

5. After selecting the USB key to boot from, the WinPE Splash screen appears.

Figure 4-3: WinPE Splash Screen

Configuration Note 20 Document #: LTRT-26586
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6. After WInPE starts, you will see a command line window, asking if you wish to
Continue with installation. Click <Enter>, or <Y> followed by <Enter>, to continue the
installation process.

Figure 4-4: Continue with installation

Administrator: X\windows\system32\cmd.exe - startnet.cmd

4 while it

ation

[N]1 Mo

Warning: All data will be wiped from the device during installation.

The installer software will now partition and format the HDD storage of the hardware
platform, and copy the contents of the USB key to the recovery partition. The software will
install Windows 2012 R2 as the operating system and may reboot several times.

Figure 4-5: Copying files from USB to Recovery

Administrator: X\windows\system32\cmd.exe - startnet.cmd
DiskPart succeeded in creating the specified partition.

Copying files...
€1 of 3838>
L
Copying ACS—6.3.3-622-1ync-RTM-sql-5TD.iso
I: —> E:iny
Looooooooooooooo

(DI SKPART >
DiskPart successfully assigned the drive letter or mount point.

DISKPART >
DiskPart succeeded in creating the specified partition.

DISKPART >
1@@ percent completed

DiskPart successfully formatted the volume.

DISKPART >
DiskPart successfully assigned the drive letter or mount point.

DISKPART >

Once Windows 2012 R2 has been installed, you may remove the USB key.

Version 7.2.5 21 CloudBond 365 All Editions
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4.2 Bare Metal Install — Mediant 800 OSN

This section describes how to install or re-install the software on the AudioCodes Mediant
800 OSN platform. The CloudBond 365 Standard Box / Standard+ Box Edition is normally
supplied with the software already installed.

Warning: You may need to upgrade the BIOS on older Mediant 800 OSN models before
proceeding. See the latest Product Notice — AudioCodes CloudBond 365 BIOS Update.
A The minimum required BIOS version for Standard Box Edition is now American
Megatrends Inc. 60104T00. The minimum required BIOS version for Standard+ Box
Edition is now American Megatrends Inc. 51214TOQO.

To perform a Bare Metal install:

Insert the USB Drive in the rear USB port.

Power on the server.

When the AMI BIOS Splash screen appears, click F2 for Setup Menu.

w NP Yy

Note: The BIOS version is displayed on the splash screen. In the example below, the
version is (41112T00), and requires updating.

Figure 4-6: AMI BIOS Splash Screen

American
Megatrends

Configuration Note 22 Document #: LTRT-26586
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4. Navigate to the Configuration page, and then ensure that SATA mode is set to AHCI.

Figure 4-7: SATA Mode

5. Navigate to the Boot page, and then ensure the internal HDD (usually PLEXTOR) is
set as the first boot device.

Figure 4-8: M800 First boot device

Aptio Setup Utility - Copyright (C) 2011 American Mega

ist Boot [Hard Disk:PLEXTOR ...]

6. Navigate to the Save & Exit page, and then select Save Changes and Exit; the
Mediant 800 OSN reboots.

Version 7.2.5 23 CloudBond 365 All Editions
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7. When the AMI BIOS Splash screen appears, click F2 for the Setup Menu.

Figure 4-9: AMI BIOS Splash Screen

American
Megatrends

8. Navigate to the Save & Exit page. This time move the cursor down to Boot Override,
and select the USB key. In the example below, the USB device appears as
MultipleCard Reader.

9. Click Enter; the Mediant 800 OSN restarts.

Main Configu

Save Changes and Reset
Discard Changes and Reset

Restore Defaults

Boot Override

UEFI: Built-in EFI Shell
FLEXTOR PX¥-256M5Pro

SPI Flash HWrite Protect Application
Control SPI Write Protect

+: Select Screen

Tl: select Item

Enter: Select

+/-: Change 0Opt.

Fl: General Help

F2: Previous values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

Yersion 2.14.1219. Copyright (C) 2011 American Megatrends,

the server performing an endless loop, constantly rebooting from USB (partitioning,

f Warning: Failure to set the First Boot device and Boot Override correctly can result in
formatting, and installing Windows each time.).
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Configuration Note 4. Bare Metal Install

10. After restarting, the Mediant 800 OSN boots from the USB key (one time only) and the
WinPE Splash screen appears:

Figure 4-11: WIinPE Splash Screen

11. After WIinPE starts, you will see a command line window, asking if you wish to
Continue with installation. Click Enter, or Y followed by Enter to continue the
installation process.

Figure 4-12: Continue with Installation

Administrator: X\windows\system32\cmd.exe - startnet.cmd

STENEW

on Ethernet 4 while it

ontinue with installation
h lation will wipe a da the hard d do you want to

[N]1 No [7] Help {default is "

Warning: All data will be wiped from the device during installation.
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12. The installer software will now partition and format the HDD storage of the hardware
platform, and copy the contents of the USB key to the recovery partition. The software
will install Windows 2012 R2 as the operating system and may reboot several times.

Figure 4-13: Copying Files from USB to Recovery

Administrator: X\windows\system32\cmd.exe - startnet.cmd

DiskPart succeeded in creating the specified partition.

Copying Files...
<1 of 30838>
Copying ACS—-6.3.3-622-1ync-RTM-sql-8TD_iso
Iz —> E:ns
Looooooooooooooo

DISKPART >
DiskPart successfully assigned the drive letter or mount point.

DISKPART >

DickPart succeeded in creating the specified partition.

(DISKPART >
1688 percent completed

DiskPart successfully formatted the volume.

DISKPART >

DicskPart successfully assigned the drive letter or mount point.

(DISKPART >

13. Once Windows 2012 R2 has been installed, you may remove the USB key.
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Configuration Note 5. Installing from Windows 2012 R2

5 Installing from Windows 2012 R2

If performing a Bare Metal installation by booting from the USB key, Windows 2012 R2 will
be installed for you and the contents of the USB key copied to the Recovery partition.

Once the Windows 2012 R2 operating system has been installed, you can continue the
software installation with the steps in the following sections.

Before continuing, make sure:

B The HDD storage has been partitioned and formatted correctly

B The contents of the USB Key have been copied to the Recovery partition
B The date, time, and time zone are set correctly within Windows

Note: After Windows 2012 R2 is installed, drive letters for the various partitions are
randomly assigned and may vary from those in the following screenshots. The
CloudBond software installer standardizes the drive letters during installation.

Warning: Failure to set the date, time, and time zone correctly prior to software
installation will result in issues which may only become apparent sometime after
installation.

> P

Warning: If you choose to install a Branch / Paired Pool Appliance deployment type, you
will need to prepare the existing CloudBond 365 environment before installing the
additional BPA server. These steps are detailed in Section 8 on page 47. Do not start the
Configuration Wizard before completing these steps.

>

To commence the remaining installation steps, mount the 1SO image from the Recovery
partition and start the Configuration Wizard, as described below.
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5.1

Recovery Partition

The Recovery partition should have a copy of selected contents from the USB key. The
Recovery partition contains the following:

B Windows 2012 R2 directory

B ACS-7.0.x ISOimage

B sbc x.x.x zip file containing the AudioCodes Software SBC

The directory structure of the ‘Recovery’ Partition should appear as in the image below.

Figure 5-1: USB Drive Contents

= P Trer TErRTET S Recovery (E) |- [o|msa
“ Home Share View Manage 0
:(-:' - 1 |\J » This PC » Recovery (E:) v & | | Search Recovery (E:) p-] |
N
¢ Favorites Mame Date modified Type Size
B Desktop Windows2012R2 File folder
& Downloads |4 ACS-7.0.0.5-796-skype-RTM-sql-5TD.iso Disc Image File
| Recent places EY sbec_6.804.234.004.zip Compressed (zipp...
M This PC

2 Con DESKTOP-PRIF
# D on DESKTOPR-PR1F
m Desktop
| Documents
& Downloads
W Music
= Pictures
& Videos
fé Windows (C:)
s Data (D:)
mly Recovery (E:}

ei.i Network

Jitems  1item selected 8.00 GB

Warning: Under no circumstances, should there be any files or folders containing the
letters ‘sbc’ present besides the zip file as shown in the image (the exact version might
differ from the image).

If the Configuration Wizard has been previously run, you may find the following additional
files in the root of the recovery partition:

B configuration.xml
B Host.xml
B identities.txt
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5.2

Mounting the ISO Image

If you have not already done so, remove the USB key from the system.

1. Open the Windows File Explorer.
2. Open the Recovery partition (double click).
Figure 5-2: Open the Recovery partition
= This PC - | = [
Computer  view - @
@ - o[ Thisec s v & [[SearchThisPc 2]
.t Favorites 4 Folders (6)
B Desktop -
& Downloads Desktop [ & Documents
i Recent places i -
8 This PC IJ‘ Dewnloads u@ Music
f Desktop
&/ Documents ictures ideos
i Downloads : Pres ! e
_'" “‘7”“ 4 Devices and drives (3)
-; :f;"”e; gm Windows (C) Data (D)
iy Windows (C) S 335 GE free of 42.2 G5 S 219 GB free of 155 GB
(- Data (D) Recovery (E)
i Recoveny (£) 2 20,6 GE free of 34.1 GE
€l Network
9items EE
3. Locate the ACS-7.x.x ISO image.
4. Mount the image by double clicking, or right-click and select mount.
Figure 5-3: Mounting the ISOimage
ol AL Disc Image Tools Recovery (E) I;li-
Home Share View Manage v 0
G) © 1 [cs ¥ THisPC v Recovery ) » v & | [[Seerch Recovery () A
A Favorites Name - Date modified Type Size
B Desktop Windows2012R2 1/14/2016 2:33 AM File folder
& Downloads || ACS-7.0.0.5-796-skyp Disc Image File 8,392,380 KB
. “4 Mount — -
=l Recent places i sbec_6.80A.234.004.zip = Compressed (zipp... 1,767,823 KB
Open with...
188 This be Restore previous versions
 Desktop Send to 3
| Documents Cut
i Downloads Eony
& Music Create shortcut
= Pictures
Delete
H Videos
- Rename
iy Windows (C:)
< Data (D) Properties
mla Recovery (Ex)
€ Netwark
3items  1item selected 8.00 GB =
5. The ISO image will be mounted and assigned an available drive letter.
6. Windows File Explorer will automatically open a window showing the contents of the

mounted ISO image.
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5.3

Starting the Configuration Wizard

Warning: Do not start the Configuration Wizard before reading the following chapter
regarding Deployment Types.

1.
2.

Figure 5-4: Starting the Configuration Wizard

Locate the Setup application within the mounted 1SO image.
Double Click, or right click and select open, to start the Configuration Wizard.

T

Application Tools

View Manage

DVD Drive (F:) ACS-R7005726

B

& M

%% » ThisPC » DVD Drive (F:) ACS-R7003726 »

v & | [ search 0VD Drive () ACS-RT... 2 |

I Favorites
B Desktop
1% Downloads

=1 Recent places

/8 Thiz PC
i Desktop
| Documents
% Downloads
W Music
= Pictures
H Videos
E Windows (C:)
5 Data (D;)
iy Recovery (E:)
&% DVD Drive (F:) ACS-I

€ Network

13 items.

1item selected 3.79 MB

Name

bin
HP
Html
Images
Skype RTM
sources
| ThirdParty
Updates
o Utils
WebApplications
J WindowsServices
[ ManagementSuite.exe
"] ManagementSuite.exe.config
Ag¥ Setup.exe

Date modified

J Setpereconig | OPem

Send to

Copy

Create shortcut

P

) Run as administrator
Troubleshoot compatibility
Pin to Start

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Application
CONFIG File
Application
CONFIG File

Size

62 KB
1KB
3,883 KB
1KB
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6 Software Configuration Wizard

The Software Configuration Wizard will guide you through the options available for
installing the CloudBond 365 software product.

When completed, the Wizard will store your configuration choices in a configuration file on
the local HDD storage, in both the Recovery partition, and the c:\acs\installtmp directory.

Each time the Configuration Wizard is started, it will search for an existing configuration
file. If one is located, the Configuration Wizard will proceed straight to the final summary
page in readiness to perform the software installation.

6.1 Deployment Type

Shortly after starting the configuration wizard, you must choose from two deployment
types:

B Standalone

B Branch/ Paired Pool Appliance (BPA)

The two deployment types have completely different installation results, and are detailed in
separate sections.

Warning: Once a Deployment Type is chosen, it is not possible to change the
Deployment Type without restarting the Configuration Wizard.

6.1.1 Standalone Deployment Type

A Note: A Standalone Deployment creates the first CloudBond 365 system for a customer.

A Standalone deployment type is for a standalone, CloudBond 365 Skype for Business
deployment.

This is generally the first Skype for Business install for a site, and uses the Resource
Forest model. It will automatically install a Domain Controller (DC) with the CloudBond 365
Management Suite (SysAdmin), Front-End server, and Edge Server, all within the
Resource Forest.

The customer can then either operate the CloudBond 365 system by itself in standalone
mode, or, follow the AudioCodes CloudBond 365 Deployment Guide to join the Resource
Forest to their existing Domain using a forest trust.

If performing a Standalone Deployment Type, continue with the Section 7 on page 33.
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6.1.2 Branch /Paired Pool DeploymentType

Note: A Branch / Paired Pool deployment can only be added to an existing CloudBond
365 system or any other Microsoft Skype for Business customer deployment.

A Branch / Paired Pool Appliance deployment type is for adding a CloudBond 365 Skype
for Business device to an existing CloudBond 365 or Microsoft Skype for Business
environment. It will create an additional SysAdmin Management Server, which can
optionally be deployed as an additional full domain controller for resiliency / branch
authentication and an FE server within the existing Skype for Business Topology.
Optionally other components, like consolidated Edge server, SBC and Reverse Proxy can
also be installed in the BPA depending on the hardware used.

If performing a Branch / Paired Pool Deployment Type, skip to Section 8 on page 47.
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7 Standalone Deployment Type

A Standalone deployment type is for a standalone, CloudBond 365 Skype for Business
deployment.

This is generally the first Skype for Business installation for a site and will automatically
install a Domain Controller (DC) with the CloudBond 365 Management Suite, a Front-End
server and an Edge Server in the Resource Forest model.

The customer can then either operate the CloudBond 365 system in standalone mode by
itself, or, follow the AudioCodes CloudBond 365 Deployment Guide to join the Resource
Forest to their existing Domain using a forest trust.

7.1  License Agreement

If you are running the Configuration Wizard for the first time, or an existing configuration file
is not found, a license agreement page is presented. You must agree to the license terms
before proceeding with the software installation.

This page offers a short copy write text, a link to the full license agreement, and a QR code
which contains said link. Click | Agree to continue setup, or Exit to abort.

Figure 7-1: License Agreement

CloudBond 365™ Universal Installer
TERMS

Before continuing, make sure that the time and timezone for this computer are accurate

End-User License Agreement

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution
of this program, or any portion of it, may result in severe civil and criminal penatties, and wil be prosecuted to the
maximum extent possible under the Bw.

For the full license terms, please visit

hitp:/fwww.audiocodes.com/objects/HTML/iorder/ AudioCodes-CloudBond-365-End-User-License-Agreement. pdf

| Agree Exit
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7.2 Hardware Check

The Configuration Wizard will first verify the hardware platform that it is running on. The
hardware detected will influence the options presented within the Configuration Wizard.
When the system running the setup does not meet the hardware requirements, the

following message is shown.

Figure 7-2: Hardware Check

€
I management suite

TERMS CONFIGURATION

DEPLOYMENT TYPE

COMPUTER SAYS NO!

Your system does not meet the hardware requirements for this installation

ok

7.3 Deployment Type

You must choose the Standalone deployment type, for the first CloudBond 365 system for

a customer.
This page also shows which hardware level was detected.

Figure 7-3: Choosing Deployment Type

(¢) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE

Please choose the type of installation

= Standalone
Branched/Paired Pool Appliance

Hardware Detected: Standard (16Gb)

g Warning: After pressing Next, You cannat sher the Instalation Type without restarting Setup

Previous Next
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7.4  Deployment Model

There are currently three Deployment Models on the Configuration Wizard to choose from:
B Virtual Edition

B Hyper-V Host with Virtual Machines

B Co-Located Hyper-V / Domain Controller with Virtual Machines

If you're not installing the Virtual Edition, you can optionally install:

B Session Border Controller (SBC)

B Reverse Proxy Server (RP)

Note:

e The hardware detected by the Configuration Wizard determines which Deployment
Models are available, e.g., on a Mediant 800 OSN with 16/32GB RAM, only the Co-
Located Hyper-V / Domain Controller with Virtual Machines is offered.

e The Skype for Business Consolidated Edge server is mandatory for a Standalone

Deployment Type, but optional for a BPA Deployment Type.

e The optional SBC and RP are not available on CloudBond 365 Standard Box Edition
(Mediant 800 OSN).

e If both the SBC and RP additional machines are checked, the Front-End Server will
start with reduced memory to accommodate the two extra machines.

7.4.1 Virtual Edition

The Virtual Edition allows you to install the CloudBond 365 application onto your own
(virtual) hardware. The installer must run the installation file on three individual Windows
Server 2012 R2 Operating System environments, in this order:

1. Onthe server that'll be hosting the CloudBond 365 management server
2. On the server that'll be hosting the CloudBond 365 FrontEnd server
3.  On the server that'll be hosting the CloudBond 365 Edge server

7.4.1.1 Virtual Machine Specification

When CloudBond 365 is deployed as Virtualized Edition, you need to prepare the following
Virtualized environment. Its minimum specification is shown in the table below.
Virtualization is supported on Hyper-V or VMware.

Table 7-1: Minimum Specification of the Virtualized Environment

Server Use OS*** CPU (Virtual Core) RAM* in GB HDD in GB = NIC**
1 Domain Controller & Win 2012 R2 4/4/4 4/8/8 80 1
Management
2 Front End Win 2012 R2| 6/12/16 10/20/24 80 1
3 Edge Win 2012 R2| 4/6/6 8/16/16 50 2

* RAM assigned according to number of users: 500/2000/5000
** NIC can be shared
*** \Windows Server 2012 R2 must be licensed
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Figure 7-4: Deployment Model — Virtual Edition

<) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Deploy as: Hyper-V Host with Virtual Machines

This deplq Virtual Edition
machines| Hyper-V Host with Virtual Machines

- Fully Aut) Colocated Hyper-V/Domain Controller with Virtual Machines
= SUPPDI’tE preparatlon of @ Session Border Lontroller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install
SBC

Management Server
Reverse Proxy

Front-End Server

/| Edge Server

Previous Mext

7.4.2 Hyper-V Host with Virtual Machines
The Hyper-V Host with Virtual Machines installs Hyper-V on the selected host machine,
and the three CloudBond 365 Servers (Controller, FE, and Edge) as three separate virtual

machines within Hyper-V.
You may also choose to add an SBC server and Reverse Proxy server.
This option is suitable for CloudBond 365 Pro, and CloudBond 365 Enterprise. (e.g.,

AudioCodes HP Servers)

Configuration Note 36 Document #: LTRT-26586



Configuration Note

7. Standalone Deployment Type

Figure 7-5: Deployment Model - Pro and Enterpr

ise

S)]
<) CloudBond 365™ Universal Installer

TERMS ~ CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Deploy as: Hyper-V Host with Virtual Machines

- x

This dEplI Hyper-V Host with Virtual Machines

machmﬂs‘ Colocated Hyper-¥/Domain Cantroller with Virtual Machines

- Fully Automated installation
- Supports preparation of a Session Barder Controller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install

lanagement Serve SBC

ront-End Server Reverse Proxy

Previous MNext

7.4.3 Co-located Hyper-V / Domain Controller with Virtual Machines

The Co-Located Hyper-V / Domain Controller with Virtual Machines installs the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and Edge) as Hyper-V virtual machines.
This option is suitable for CloudBond 365 Standard Box Edition (e.g., AudioCodes Mediant
800B OSN server).

Figure 7-6: Deployment Model - Mediant 800

=y = x
\8)
. ™ H +
€) CloudBond 365™ Universal Installer
TERMS CONFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Deploy as: | Colocated Hyper-v/Domain Controller with Virtual Machines -
This deployment colocates the domain controller role with a hyper-v server
- Fully automated installation
- Colocation allows for lower hardware requirements
- If chesen on a high-end machine, allows for additional machines
Servers to Install
lan
Previous MNext
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7.5 Credentials for Standalone Deployment

If performing a Standalone Deployment, you will be asked to confirm or change the login
credentials for the CloudBond 365 Administrator.

The credential page requires you to enter the credentials of an Administrator account to
verify you have the required permissions to continue the installation process.

If the configuration is being entered for a Bare Metal install, the entered username and
password will be created.

If running the installer from pre-installed Windows2012 R2, the entered credentials must
already be present on the system.

Click Validate to verify the information you entered is correct.

Figure 7-7: Credentials

(@
1
x

€ CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE

BEROTHENT MG TE During the installation Administrator credentials will be needed, please enter the

credentials of such an account below. Use the check button to confirm that the
account has all the neccessary permissions

Username: Administrator /

Password: R - /

Confirm Paszword: ki - /

User is Admin: J

Validate

Previous MNext
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7.6  Domain Information (Standalone Deployment)

If you selected a Standalone Deployment Type, you will be prompted to confirm or change
the new Domain information, including NetBIOS domain name, the Domain FQDN, and the
default SIP Domain within Skype for Business. You may leave these values at their default

settings, or modify them as required.

Figure 7-8: Standalone Deployment Domain

® - *
€) CloudBond 365™ Universal Installer
TERMS CONFIGURATION
DEPLOYMENT TYPE i 3
DEPLOYMENT MODEL Domain Information
CREDENTIALS
NetBIOS Domain  doudbond365
Domain FQDN cloudbond365.com
SIP Domain cloudbond365.com
Modify Settings
Previous Next
Figure 7-9: Modifying Domain Details
@ - #
€) CloudBond 365™ Universal Installer
TERMS COMNFIGURATION
DEPLI
DEPL
aes. ADD DOMAIN INFORMATION
[_ow|
NetBIOS Domain cloudbond36s
Domain FODN cloudband365.com
SIP Domain cloudband365.com
QK cancel
Previous Next
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7.7 Domain Controller

If you selected a Standalone Deployment Type, you will be asked to verify or change the
Management Server information. The wizard will automatically create a new Forest and
Domain controller with the information specified, and install the SysAdmin suite and
Archiving and Monitoring database on the controller.

Figure 7-10: Specify the DC (Standalone)

@ - x
‘€) CloudBond 365™ Universal Installer
TERMS CONFIGURATION
DEPLOYMENT TYPE
DEPLOIIENT MODEL Management Server
CREDENTIALS
DOMAIN INFORMATION
Compliterbome Ll Change settings.
Internal Interface
IP Address 192.162.0,100
Subnet Address 255.255.235.0
Default Gateway 192.168.0.100
Previous MNext

Figure 7-11: Changing the Controller Settings

ey =
\8) B
€) CloudBond 365™ Universal Installer
TERMgEaisa
MANAGEMENT SERVER
Computer Name uc-Dc
g -]
Internal Interface
IP Address 192.168.0.100
Subnet Address 255.255.255.0
Default Gateway 192,168.0.100
oK cancel
Previous hext
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7.8 Front-End Server

For all deployment types, you will be asked to confirm or change the details for the
Front-End server.

Figure 7-12: Front-End server

&y e x
\8)
«) CloudBond 365™ Universal Installer
TERMS COMNFIGURATION
DEPLOYMENT TYPE
Front-End Server
CREDEMNTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER Computer Mame UC-FE Change setfings..
Internal Interface
IP Address 192.168.0.101
Previous Next

Figure 7-13: Changing the FE settings

- x

) ( Universal Installer

{ FRONT-END SERVER

- Computes Name UC-FE
Internal Interface
1P Adddress 1921680101
oK cancel
Provious
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7.9 Edge Server

For Standalone Deployment Type, you will be asked to confirm or change the details of the
Edge Server.

Figure 7-14: Edge Server (Standalone)

€) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL Edge Server

CREDENTIALS

DOMAIN IMFORMATION

MANAGEMENT SERVER. Computer Name UC-Edge
FRONT-END SERVER
EDGE SERVER.

Change settings..

Internal Interface
1P Address 192,168.0,103

External Interface

IP Address 192.168.254.103
Subnet Address 255.255.255.0
Default Gateway 192.168.254.254
Previous Next

Figure 7-15: Changing the Edge Settings

(¢ Clo

TERM:

EDGE SERVER

Computer Name UC-Edge

Internal Interface
IP Address 192.166.0.103

i

K External Interface
1P Address 192.168.254.103
Subnet Address 255.255.255.0

Default Gateway 192.168.254.254

oK cancel
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Note: To prevent complex networking scenarios during installation, the wizard only
allows for a single public Edge IP Address and requires the Edge internal leg to be on
the same subnet as the other servers installed. If different deployment scenarios are
needed, it is just a small change to be made in Skype for Business Topology Builder
after the installation wizard has finished.

For more information see LTRT-26443 CloudBond 365 Certificates Configuration Note
Ver. 7.0 Section 6.1.4 Edge Services and LTRT-26531 Connecting the CloudBond 365
Edge Server to a Full DMZ Deployment Configuration Note.
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7.10 Session Border Controller

This option installs the AudioCodes SBC software on the nominated server. See the
AudioCodes Mediant Virtual Edition SBC Installation Manual for more information.

Figure 7-16: SBC Settings

(o) = x
\s)
€) CloudBond 365™ Universal Installer
TERMS CONFIGURATION
DEPLOYMENT TYPE I”
EPLOIMENT MODEL Session Border Controller
CREDENTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER Name Gateway Change settings..
FRONT-END SERVER
EDGESERVER Internal Interface
1o Address 1218001
Subnet Address 255.255.255.0
Previous Next

Note: The optional SBC is not available on CloudBond 365 Standard / Standard+ Box
Edition (Mediant 800 OSN).

Figure 7-17: Changing the SBC settings

& - %
<) CloudBond 365™ Universal Installer
SESSION BORDER CONTROLLER

‘

1 HMame Gateway E

i E

1 Internal Intertace

E 1P Address 192.168.0.1
Subnet Address TS5.255.255.0
oK cancel
Previous MNext

Note: There are many possible network configurations for the SBC. You may need to
modify the Hyper-V network adapter requirements after software installation to meet your
requirements.
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7.11 Reverse Proxy Server

This option creates a Windows 2012 R2 virtual machine suitable for use as a Reverse
Proxy using Internet Information Server and Application Request Routing (IIS + ARR).
Further details on this Reverse Proxy solution can be found in the AudioCodes CloudBond
365 Reverse Proxy using 11IS & ARR document.

Figure 7-18: Reverse Proxy Settings

= = at

€) CloudBond 365™ Universal Installer

DEPLCYMIENT THPE

DEPLOYMENT MODEL Reverse Proxy

Camputer Name uc-Ap Change <etime

FOGE SERVER

Internal Interface

SESSION BORDER CONTROL 1P Address 1921680104

REVERSE PROXY

External Intertace

1P Address 192168254, 104
Subnet Address 2552552550
Default Gateway 192168254254

Previous Mext

Note: The optional RP is not available on CloudBond 365 Standard Box Edition (Mediant
800 OSN), or if the Branch / Paired Pool deployment type is chosen.

Figure 7-19: Changing the RP Settings

S = =
=

. REVERSE PROXY

UC-RP

cancel

modify the Hyper-V network adapter requirements after software installation to meet your

f Note: There are many possible network configurations for the RP. You may need to
requirements.
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7.12 Summary

The Summary page shows details of the selections made during the Wizard, as well as
various pre-checks performed on the hardware.

If all information meets requirements, an Install button will appear below.

The summary page allows you to manually save the entered configuration by clicking on
the Save Configuration button. This will prompt you for a location to save thefile.

Click the Install button to begin the Software Install process only once the checks show
Pass. The OS Check specifically will sometimes need more time to be validated. The
rotating wheel above the Install Button gives a time indication when the next validation
check will be performed.

Figure 7-20: Wizard Summary

Meaw: e x
\S)
1 ™ H +
€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TYPE
DEPLOVMENT MODEL Summary = HOS‘t
CREDENTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER
ERONT-END SERVER Diskspace Check Pass
05 Check Pass
EDGE SERVER
Management Server =
ComputerMame uc-DC

Internal Interface
IP Address
Subnet Address
Default Gateway

Front-End Server =

Save Configuration Install
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8 Branch / Paired Pool Deployment Type

A Branch / Paired Pool Appliance (BPA) deployment type is for adding a CloudBond 365
Skype for Business device to an existing CloudBond 365 or Microsoft Skype for Business
deployment. It will create a Management Server with the SysAdmin suite, which can
optionally be enabled as an additional DC. It will also install an FE server within the existing
Skype for Business Topology, and optionally install an additional Edge server.

If you choose to install a Branch / Paired Pool Appliance deployment type, you will need to
prepare some items before starting the configuration wizard.

B During the Configuration Wizard, the software must be able to contact the existing
CloudBond 365 installation, and specifically the existing domain controller. You must
ensure that the Host IP address, gateway, and DNS settings are correct before
proceeding.

Note: If multiple Active Directory Sites exist within the environment, make sure that the
correct IP Subnet information is configured to prevent installation failures. Active
Directory assigns a domain controller for domain-based actions by checking the IP
Subnet information and if a wrong domain controller is assigned (in a different subnet)
you might experience Active Directory replication issues.

In such a case, one domain controller will know about the computer object that is
currently being installed, but another domain controller does not know that computer
object yet. Actions like join domain or promote to domain controller will fail due to the

fact that the computer object is not found, or there are no logon servers to process the

logon request.

By default, all domain controllers will replicate every 15 minutes within an Active
Directory site and every 180 minutes between sites. More information on Active
Directory replication can be found at:
https://technet.microsoft.com/en-us/library/cc961788.aspx.

B |n addition to setting the correct IP information, an Ethernet cable must be connected
to the front GE1 port of the Mediant 800 gateway, or to the Corporate LAN NIC of the
HP Server when using Pro / Enterprise hardware.

B The configuration wizard will also ask you to supply a copy of the existing Topology as
a zip file, created using the Export-csConfiguration command. It is a much smoother
process if this Topology file is prepared ahead of time.
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8.1  Planning Your BPA

There are many possible configuration combinations for CloudBond 365 BPA
Deployments, depending upon network layout, WAN links, and desired outcomes.

Configurations can vary from the relatively simple, such as a Management Server with
local FE at a branch location, to a Full DC with paired pool FE and alternate Edge
connector at a remote site.

Exact details for each configuration are not covered in this guide. See the Microsoft Skype
for Business Planning information for further details.

For a BPA install to be successful, you should plan ahead, at a minimum allowing for new
server names and IP addresses for the Management Server and FE. If planning an
additional Edge Server, consideration must be given to many aspects of Skype for
Business External connectivity, including internet domain names, public geographic based
DNS servers, hardware load balancers, federation requirements, etc.

Notes:

e The default server names and IP addresses presented by the Wizard are the same
as those used for a Standalone Deployment Type. Rarely are these values suitable
for a BPA deployment. You should be prepared to enter new values for Server
A Names and IP addresses, according to your planned configuration.

e As the BPA will be joined into an existing Active Directory forest topology, the server
running the CloudBond 365 Hyper-V host will need to have a DNS IP address
assigned that is capable of resolving a domain controller for the domain to which the
BPA will need to be joined. The same DNS will need to be used in the Wizard on the
Management Server Configuration page.
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8.2  Preparing the Topology

Within the existing CloudBond 365 Topology, there will be a single site defined, containing
the existing FE and Edge Servers.

To add a BPA system, it is necessary to add another FE server, and optionally, an Edge
server definition within the Topology.

You may also wish to add the new servers to the existing Site, or create a new Site.

MS Exchange Sites. You may optionally wish to update your AD Sites and Services to

f Note: Skype for Business Topology Sites are not related to AD Sites and Services, or to
match Skype for Business Sites for consistency.

8.2.1 Editing the Topology
To prepare the Topology file:
1. Logon to the existing CloudBond 365 Controller (or Skype for Business FE Server).

2.  Open Topology Builder.
3. Download the current topology (and save it when it prompts you to).

Figure 8-1: Downloading Existing Topology

be Lync Server 2013, Topology Builder

File Action Help

B Lync Server Define & new deployment from the Actions pane

S Topology Builder [x]]

Welcome to Topalogy Builder. Select the source of the Lync Server topalogy
document.

®) Downlozd Topalagy from existing deployment
Retrieve  copy of the current topalogy from the Central Management
store and save it as a local file. Use this option if you are editing an
existing deployment.

) Open Topolagy from a local file
Open an existing Topology Builder file. Use this option if you have work
in progress.

O Mew Topology
Create a blank topology and save it to a local file. Use this option for
defining new deployments from scratch.
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8.2.2 Adding a New Site (Optional)

Adding a new site to the Skype for Business topology is optional. You must add a new FE
server to the existing topology, but that FE server may be within an existing site, or within a
newsite.

Typically, you would add a new site for a “Branch” install, but add to an existing site for a
central Paired Pool.

Note: The Skype for Business Topology uses “Branch Sites” for definition of Survivable
Branch Appliances (SBAs). A BPA is not a SBA, and is defined within a Central Site, not
within the Branch Sites area.

» To Add a new site:
1. Right-click the ‘Lync Server’ node and select ‘New Central Site’.

Figure 8-2: Existing Topology
o Lync Server 2013, Topology Builder = I:'-

File Action Help

4 [ Lync Server § -
?Jy ACS-2013 Site -
(3 Lync Server 2010
[0 Lyne Server 2013 Ramss ACS-2013
3 Shared Components Description: ACS 2013 Default
(3 Branch sites City: Almere
State/Province: Flevoland

Country/Region Code:  The Netherlands

‘Call Admission Control setting -
Call Admission Control: UC-FEac-onebox.com

Site federation route assignment a
SIP federation: UC-Edge.ac-onebox.com (ACS-2013) (Edge)
XMPP federation: UC-Edge.ac-onebox.com (ACS-2013) (Edge)

Persistent Chat setting -
Default Persistent Chat Disabled

Figure 8-3: Adding New Central Site
P Lync Server 2013, Topology Builder - |o

File Action Help

e S

4 (] ACS
7] Edit Properties... [y [
Ay |
b Eay New Topology... -oneboxcom
b East Open Topalogy: ot configured
L3 Download Topology...

Save a copy of Topology As..
Publish Topology...
Install Database... ‘
Merge Office Communications Server 2007 R2 Topology. | .
ctive Simple URL
Femove Beployment— ‘ /' hitpsi//mest.ac-onebox.com/dialin
_ive Simple URL SIP dome
/' httpsif/mestac-onebox.com/meet  ac-onebox

Help

Administrative access Not configured

Central Management Server

Central Management Active Front End Site

Senze UC-FEsc-oneboxcom ACS-2013
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2. Give the new site a name (and optionally a description).

Figure 8-4: Defining a Central Site

Identify the site

Give your site a name and a description.

Mame: *

Site2

Description:

Branch Sitel

3. Enter the City, State/Province and Country/Region Code details.

Figure 8-5: Defining a Central Site

Specify site details

Provide additional location details for your site.
City:

State/Province:

Country/Region Code:
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4. Leave the Open the New Front End Wizard.... check-box selected and then click
Finish.

Figure 8-6: Defining a Central Site

fe Define New Central Site -

Central site was successfully defined

You have successfully completed the New Topalogy wizard, Before you publish the topclegy, you must
define at least one Front End poal. If you are ready to do that now, select the check box below, and then
click Finish.

Open the New Front End Wizard when this wizard closes

To close the wizard, click Finish.

Back | | Finish | | Cancel
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8.2.3 Adding a New Front-End Server

You must add a new Front-End server to the existing topology. As CloudBond 365 uses
Skype for Business Standard Edition FE Servers, this means adding a new FE Pool to a
site.

If you did not define a new site, you can add a new FE Pool by navigating to Lync Server
2013 - Standard Edition Front End Servers within an existing site, right clicking, and
selecting New Front End Pool.

Figure 8-7: Creating New FE Pool
e Lync Server 2013, Topology Builder = | =] -

File Action Help

4 B Lync Server The properties for this item are not available for editing.
4 (] ACs-2013
b & Lync Server 2010
4 [ALync Server 2013
I 3 Standard Fdition Frant Fnd Senvers
(3 Enten |
[ 3 Direct Topolegy 3
b [ Media Help
[ Persistermorarpoors
I [ Edge pools
(3 Trusted application servers
I [3 Shared Components
3 Branch sites

Figure 8-8: Creating New FE Pool

e Define New Front End Pool -

d Define the New Front End pool

This wizard helps you to create and configure a Front End pool for your site,

Before you begin, ensure that you have the following information:
* Do you plan to use the Front End pool for conferencing or voice?
* How much scalability will you need now or in the future?
* What is the FQDN for the pool and for each computer in the pool?
* |f you are using conferencing, what is the external web address?

When you are ready to proceed, click Next.

Back MNext | | Cancel
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> To define the new FE server:

1. Define a new front-end server FQDN (example: uc-fe2.ac-onebox.com).

2.

Make sure that the Standard Edition Server option is selected.

Figure 8-9: FE Server FQDN

e Define New Front End Pool

ﬂ Define the Front End pool FQDN

You may deploy your Front End Server as either an Enterprise Edition pool or a Standard Edition server.

FQDN: *

uc-fe2.ac-onebox.com

) Enterprise Edition Front End Poal
An Enterprise Edition Front End pool can contain as many as 20 computers for large scale
deployments that require load balancing or high availability. The SQL Server instance that hosts the
user store and the application store for this pool must be on a server or pool that is running Microsoft
SQL Server.

®) Standard Edition Server
A Standard Edition server is a single computer for smaller deployments that do not require high
availability. The SQL Server instance that hosts the user store and the application store for this
Standard Edition server is an instance of SQOL Server Express Edition, which is automatically installad.

|| Cancel |

(o [ e

Select the features you want to use on this Front-End Server (we usually select all.

Call Admission Control requires separate sites)

Figure 8-10: FE Server Features

s Define New Front End Pool

u Select features

Instant messaging and presence are always enabled. Select the additional features that you want this
Front End pool to handle.

Conferencing (includes audio, video, and application sharing)
Dial-in (PSTN) conferencing

Enterprise Voice

Call Admission Control

Call admission control (CAC) is an optional component that manages the bandwidth used by unified
communications traffic within the deployment. Only one Front End pool per site can enable CAC.

Archiving
To enable Exchange Server integration, use Lync Server Control Panel.

Monitoring (COR and QoE metrics)

| | Cancel

Back | | MNext
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4. Leave the ‘Collocate Mediation Server’ check box enabled.

Figure 8-11: FE and Mediation Server

E Select collocated server roles

The Mediation Server can be collocated on a Front End poel. Collocation requires fewer computers, but in
larger deployments a stand-alone Mediation pool can provide better voice quality and greater scalability.

Select which server roles and services you want te collocate on this Front End poal.

Collocate Mediation Server

You can collocate the Madiation Server on the Front End Server if your IP/PSTN gateway or your IP-
PEX supports media bypass and if Enterprise Voice is not mission-critical for your organization.

5. Leave the ‘Enable and Edge pool to be used...’ check box enabled.

Figure 8-12: FE and Edge

E Associate server roles with this Front End pool

Some features are carried out by other server roles. You can enable those features by associating them
with the Front End pool that you are creating now.

Enable an Edge pool to be used by the media component of this Front End pool.
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6. Leave the SQL Server store page as it is (it cannot be edited anyway).

Figure 8-13: FE SQL Store

E Define the SQL Server store

For a Standard Edition Front End pool, user information must be stored locally. SOL Server Express
Edition will be installed automatically.

SQL Server store:

| uc-fe2.ac-onebox.comirtc |'| | MNew...

|:| Enable SQL Server store mirraring
Mirrering SQL Server store:

| | '| | New...

I:‘ Use SOL Server mirroring witness to enable automatic failover

| |'| | New...

7. Leave the file store on default settings.

Figure 8-14: FE Local Store

E Define the file store

Select an existing file store, or define a new one, to be used by the server. For this Standard Edition Front
End Server, the file store can be collocated, or it can be on another single-server pool. The file store must
be created manually before you can install it.

) Use a previously defined file store.
| M

(® Define a new file store.
File server FOQDN: *

uc-fe2.ac-onebox.com

File share: *

share
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8. Define an ‘External Base URL’ (example: ews2.contoso.com).

Figure 8-15: FE External Web Access

E Specify the Web Services URL

You can specify an alternate fully qualified domain name (FQDN) for the external side of the Web
Services. For a Standard Edition Front End Server, the internal FQDN is fixed.

[[] Override internal Web Services pool FQDN
Internal Base URL:

uc-fed.ac-onebox.com

External Base URL: *

ewsZ.contoso.com

[ ][ e ] [ G ]

9. Clear the ‘Associate pool with an Office Web Apps Server’ check box.

Figure 8-16: FE OWA server

E Select an Office Web Apps Server

Associate this Front End pool with an Office Web Apps Server to enable users to share and view
PowerPoint presentations during meetings with enhancements including animations, slide transitions,

embedded video, and the ability for users to independently navigate slides. If no Office Web Apps Server
has been defined, click New.

[[] Associate pool with an Office Web Apps Server

| |'| | New...

Mote: We strongly recommend that you deploy Office Web Apps Server. Without an Office Web Apps
Server, PowerPoint presentation sharing capabilities are not available during meetings.
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10. Either use the Archiving SQL Store already defined or define a new one (we usually
use the existing one).

Figure 8-17: Archiving SQL Server

E Define the Archiving SQL Server store

Archiving SQL Server store:
| UC-DC.ac-onebox.com\Default | A | | New... |

D Enable SOL Server store mirroring

Archiving SQL Server store mirror:
| [ [ New.. |

[[] Use SQL Server mirroring witness to enable automatic failover

| ] [

11. Same for the Monitoring SQL Server Store.

Figure 8-18: Monitoring SQL Server

E Define the Monitoring SQL Server store

Monitoring SQL Server store:
| UC-DC.ac-onebax.com’\Default | A | | New...

[[] Enable SOL Server store mirraring

Monitoring SQL Server store mirror:
| | ~ | | New...

[[] Use SQL Server mirroring witness to enable automatic failover

| ] [ ]
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12. Select the Edge pool to be used (Select the existing Edge Server, or click New to start
the wizard for defining a new Edge Server).

Figure 8-19: Assigning Edge to FE

o Define New Front End Pool x|
| Select an Edge Server
Select an Edge pool to be used by media components on this Front End Pool. If no Edge pool has been
defined, click Mew.
Edge pool:
UC-Edge.ac-onebox.com ACS-2013 | A | | MNew...
Back | | Finish | | Cancel

13. Click Finish.
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8.3  Defining an Edge Server

You can optionally add a new Edge server to the existing topology.

If you did not define a new Edge Pool when defining the FE Server, you can add a new
Edge Pool by navigating to Lync Server 2013 > Edge Pools within an existing site, right
clicking, and selecting New Edge Pool.

Figure 8-20: Defining a New Edge Pool
i Lync Server 2013, Topology Builder = E -

File Action Help

4 B Lync Server The properties for this item are not available for editing.
4[] acs-2013
b [d Lync Server 2010
4 [ Lync Server 2013
I [ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[ Director pools
b [3 Mediation pools
[ Persistent Chat poals

G
b L3 Truste

P [ Shared CLJI Topology 3 ‘
[3 Branch sit| | Help ‘
a7 g L . =

Figure 8-21: Defining a New Edge Pool
s Define New Edge Pool Lx]

l:“:g Define the New Edge Pool

Specify Edge pool configuration and supported services.

Before you begin, ensure that you have made the following decisions and have the necessary information:

* How much scalability do you need? Will this be a single-server or multi-server pool?

* Do you want to use the same or different FODNs and IP addresses for the Access Edge, Web
Conferencing Edge, and A/V Edge services?

Will this Edge pool be used for federation?

* Fully qualified domain names

* Ports for the pool and IP addresses, both internal and external, for the servers

When you are ready to proceed, click Next.

Back Mext | | Cancel
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» To define the New Edge Server:
1. Specify the Edge server internal FQDN.

Figure 8-22: Define Edge Internal FQDN

% Define the Edge pool FQDN

Define the fully qualified domain name (FQDN) for the Edge pool, and indicate whether this should be a
single computer or multi-computer pool,

FQDN: *

uc-edge2.ac-onebox.com

O Multiple computer pool
Select this option if you want this pool to support lead balancing and high availability.
® Single computer pool

Select this option if you have a small deployment and you do not need load balancing or high
availability.

T

2. Select the features required.

Figure 8-23: Select Edge Features

% Select features

Select the features of this Edge pool.

Use a single FQDN and IP address.

Choose this option if you would like the Access Edge, Web Conferencing Edge, and A/V Edge services
to share a single FODN and IP address. Mote: The combination of IP address and port number for
each Edge service must be unique.

[[] Enable federation (port 5061).

Wamning: The topology contains other federation-enabled Edge pools. This may be expected during
migration. Only one Edge pool will be actively used for federation. Ensure that the external DNS SRV
record points to the correct Edge pool.

[[] Enable XMPP federation (port 3269).

Warmning: The topology contains other XMPP federation-enabled Edge pools. Only one Edge pool will

be actively used for XMPP federation. Ensure that the external DNS SRV record points to the correct
Edge pool.

i ] [ G At
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3. Select the IP Options required.

Figure 8-24: Select Edge IP options

% Select IP options

Select the IP options of this Edge poal.
Enable IPv4 on internal interface
[[] Enable IPv6 on internal interface

Enable IPv4 on external interface

[[] Enable IPv6 on external interface

[ The external IP address of this Edge pool is translated by MAT.
If the external IP address of this pool is translated by NAT, we will ask for the NAT IP address later.

4. Specify the External FQDN.

Figure 8-25: Define Edge External FQDN

% External FQDNs

Specify the external FQDNs and ports for the Access Edge, Web Conferencing Edge, and A/V Edge
services, Note: The combination of FQDN and port number for each Edge service must be unique.

External FQDNs : Ports

Access Edge service: *

sip2.contoso.com

Web Conferencing Edge service:

sip2.contoso.com

A/V Edge service:

sip2.contoso.com
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5. Specify the internal IP address.

Figure 8-26: Define Edge Internal IP address

% Define the internal IP address

Specify the internal IP address for the computer.

Internal IPv4 address: *
192.168.0.123

Mext | | Cancel AJ\_j

6. Specify the external IP address.

Figure 8-27: Define Edge external IP address

% Define the external IP address

Specify the external IP address that will be used for Access Edge, Web Conferencing Edge, and A/V Edge
services,

External IPv4 address: *
192.168.254.123
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7. Specify the FE pool for this Edge server.

Figure 8-28: Specify the Associated FE Server

e Define New Edge Pool [x]
‘”*é:; Define the next hop server
Select the Front End pool or Director that will be used as the next hop for the Edge pool.
Next hop pool:
uc-fe2.ac-onebox.com Site2 | 5 |
Back | | Finish | | Cancel

8. Click Finish.

Note: To prevent complex networking scenarios during installation, the wizard only
allows for a single public edge IP Address and requires the Edge internal leg to be on
the same subnet as the other servers installed. If different deployment scenarios are
needed, it is just a small change to be made in Skype for Business Topology Builder
after the installation wizard has finished.

For more information see LTRT-26443 CloudBond 365 Certificates Configuration Note
Ver. 7.0 Section 6.1.4 Edge Services and LTRT-26531 Connecting the CloudBond 365
Edge Server to a Full DMZ Deployment Configuration Note.
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8.3.1 Publish the Topology

1. Click Action at the top of Topology Builder.
2. Open the Topology sub-menu.
3. Click Publish, and then click Next in the wizard that pops up.

Figure 8-29: Publish the Topology

e Lync Server 2013, Topology Builder = = -
File | Action | Help
4 Edit Properties... | . ~
o | Topology » New...
Delete Qp=nzt L
i Download Current Topology...
Help I ured IPv4 addresses

Save A Copy..
B uc-Feac-onebo EY

[ Enterprise Edition Fr

(3 Director pools
» [ Mediation pools

[ Persistent Chat pool
4 [1Edge pools

[* UC-Edge.ac-onebox.com
I [0 Trusted application servers
b [ Shared Components

Install Database...

Merge Office Communications Server 2007 R2...

Remove Deployment...

PSTN conferencing: Enabled

Enterprise Voice: Enabled

Associations

SQL Server store: uc-fe2.ac-onebox.comrtc

(3 Branch sites
- pru— ey
4 [l Site2 Archiving SQL Server UC-DC.ac-onebox.com\Default
store:
b [ Lync Server 2010 e
K Monitoring SQL Server UC-DC.ac-onebox.com\Default
4 [dlync Server 2013 s
4 Standard Edition Front End S
B Standard Edrhon Frontbnd Sernvers File store: Wuc-fed.ac-onebox.com\share
ij uc-fe2.ac-onebox.com
Office Web Apps Serverr  Not associated

[(3 Enterprise Edition Front End pools

Edge pool (for media): uc-edge2.ac-onebox.com (Site2

[3 Director pools
b [ Mediation pools

(3 Persistent Chat poals
4 [3 Edge pools

[ uc-edge2.ac-onebox.com

Note: To view the federation route, use the site property page.

Resiliency

[ Trusted application servers

b [3Shared Components Associated backup pool:  Not configured
[ Branch sites Automatic failover and Disabled
failback for Voice:
< [ >

4. You will receive a warning that the machine(s) you just defined cannot be found in
Active Directory, Click Yes to All.

Figure 8-30: Warning - Servers do not Exist

The following machines from the topology you are publishing were not found in Active Directory and will result in errors
during Enable-CsTopology when it tries to prepare Active Directory entries for the topology machines. If you choose to
publish this topology, you must run Enable-CsTopology again after you join the missing machines to the domain:

o Missing Computer

uc-fe2.ac-onebox.com

[ Yes [ Yeswoan |[ no |[ motomu |

5. During ‘Enabling topology’ it will encounter errors, the summary screen will show
status: Completed with warnings.

6. If you view logs for publishing you will find that the warning generated comes from the
fact that the machines do not exist yet. This warning can be safely ignored.
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7.

Click Finish; You now have a second Central Site defined in your topology and are

ready to export the file.

Figure 8-31: Finished Topology Changes

i Lync Server 2013, Topology Builder

File Action Help

4 B Lync Server
4 [f] Acs-2013
I+ 3 Lync Server 2010
4 [Alync Server 2013
4 [ Standard Edition Front End Servers
[ uc-FEac-onebox.com
[ Enterprise Edition Front End pools
3 Director pools
b [d Mediation pools
[ Persistent Chat pools
4 [ Edge pools
|} UC-Edge.ac-onebox.com
b [A Trusted application servers
I [3 Shared Components
(3 Branch sites
4 (] site2
b [ Lync Server 2010
4 [dlync Server 2013
4 [A Standard Edition Front End Servers
[ uc-fe2.ac-onebox.com
[ Enterprise Edition Front End pools
[3 Director pools
3 Mediation pools
[ Persistent Chat pools
4 [3 Edge poals
[ uc-edge2.ac-onebox.com
[ Trusted application servers
b [ Shared Components
[ Branch sites

General

FQDN:
IPv4 addresses:

Features and functionality

Instant messaging (IM)
and presence:

Conferencing:
PSTN conferencing:

Enterprise Voice:

Associations
SQL Server store:

Archiving SQL Server
store:

Maonitoring SQL Server
store:

File store:
Office Web Apps Server:

Edge pool (for media):

Note: To view the federation route, use the site property page.

Resiliency

Associated backup pool:

Automatic failover and
failback for Voice:

uc-fe2.ac-onebox.com

Use all configured IPv4 addresses

Enabled

Enabled
Enabled
Enabled

uc-fe2.ac-onebox.comrtc

UC-DC.ac-onebox.com\Default

UC-DC.ac-onebox.com\Default

Yhue-fe2.ac-onebox.com\share

Not associated

uc-edge2 ac-onebox.com (Site2

Not configured

Disabled

[ [= [55T]
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8.4  Exporting the Topology

» To prepare the Topology file:

1. Log on to the existing CloudBond 365 Controller (or Skype for Business FE Server).
2. Open the Skype for Business Management Shell.
3. Enter the command Export-CsConfiguration —Filename c:\mytopology.zip.
4. Copy the mytopology.zip file to a convenient location on the new host operating
system.
Figure 8-32: Exporting the Topology
) Administrator: Lync Server Management Shell
P re\Administrator? export—csconfiguration —FileMame c:“mytopology.zip
s re\Administrator> _

8.5 Commencing the BPA Configuration

To commence the remaining installation steps, mount the 1ISO image from the Recovery
partition, and start the Configuration Wizard as described in Section 5 on page 27.

Ensure that there is network connectivity between the new BPA Hardware, and the existing
CloudBond 365 servers.
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8.6 License Agreement

If you are running the Configuration Wizard for the first time, or an existing configuration file
is not found, a license agreement page is presented. You must agree to the license terms
before proceeding with the software installation.

This page offers a short copy write text, a link to the full license agreement, and a QR code
which contains said link. Click | Agree to continue setup, or Exit to abort.

Figure 8-33: License Agreement

CloudBond 365™ Universal Installer
TERMS

Before continuing, make sure that the time and timezone for this computer are accurate

End-User License Agreement

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution
of this program, or any portion of it, may result in severe civil and criminal penalties, and will be prosecuted to the
maximum extent possible under the kw.

For the full license terms, please visit

http:/fwww.audiocodes.com/objects/HTML/iorder/ AudioCodes-CloudBond-365-End-User-License-Agreement. pdf

| Agree Exit
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8.7 Hardware Check

The Configuration Wizard will first verify the hardware platform that it is running on. The
hardware detected will influence the options presented within the Configuration Wizard.
When the system running the setup does not meet the hardware requirements, the

following message is shown.

Figure 8-34: Hardware Check

(',
I management suite
TERMS CONFIGURATION

DEPLOYMENT TYPE

COMPUTER SAYS NO!

Your system does not meet the hardware requirements for this installation

ok

8.8 Deployment Type

You must choose the Branch / Paired Pool Appliance (BPA) Deployment Type. This page
also shows which hardware level was detected.

Once a Deployment Type is chosen, it is not possible to change the Deployment Type
without restarting the Configuration Wizard.

Figure 8-35: Deployment Type

e CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYMENT TYPE

Please choose the type of installation

Standalone
= Branched/Paired Pool Appliance

Hardware Detected: Standard (16Gh)

g Warning: After pressing Next, You £annat sher the Instaiation Typs without restarting Setup

Previous Next
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8.9 Deployment Model

There are currently three Deployment Models on the Configuration Wizard to choose from:
B Virtual Edition

B Hyper-V Host with Virtual Machines

B Co-Located Hyper-V / Domain Controller with Virtual Machines

Notes:

Models are available. For example, on a Mediant 800 OSN with 16/32GB RAM, only
the Co-Located Hyper-V / Domain Controller with Virtual Machines is offered.

e The optional SBC and RP are unavailable on CloudBond 365 Standard Box Edition
hardware.

j e The hardware detected by the Configuration Wizard determines which Deployment

8.9.1 Virtual Ediion

The Virtual Edition allows you to install the CloudBond 365 application onto your own
(virtual) hardware. This installation should be started three times on individual Windows
Server 2012 R2 Operating System environments, in the following order:

B On the server that will be hosting the CloudBond 365 management server
B On the server that will be hosting the CloudBond 365 FrontEnd server
B On the server that will be hosting the CloudBond 365 Edge server

Figure 8-36: Deployment Model — Virtual Edition

fé“\l e [ b4
—f
) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TYPE
Deploy as: | Hyper-V Host with Virtual Machines -

DEPLOYMENT MODEL

This depl{ ¥irtual Edition
machines| Hyper-V Host with Virtual Machines

- Fully Aut| Colocated Hyper-V/Domain Controller with Virtual Machines
- Supports preparation of a Session Border Controller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install

Management Server SBC

Front-End Server Reverse Proxy

Previous Mext
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8.9.2 Hyper-V Host with Virtual Machines

The Hyper-V Host with Virtual Machines installs Hyper-V on the selected host machine,
and the three CloudBond 365 Servers (Controller, FE, and optional Edge) as three

separate virtual machines within Hyper-V.
This option is suitable for CloudBond 365 Pro, and CloudBond 365 Enterprise. (e.g.
AudioCodes HP Servers).

Figure 8-36: Deployment Model - Pro and Enterprise

o -
®

€) CloudBond 365™ Universal Installer

TERMS  COMFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Deploy as: | Hyper-V Host with Virtual Machines

This dgpll Hyper-\ Host with Virtual Machines |
mﬂchlﬂ25| Colocated Hyper-V/Domain Controller with Virtual Machines |

- Fully Autemated installation
- Supports preparation of a Session Border Controller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install
SBC

Front-End Server Reverse Proxy

Previous Mext
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8.9.3 Co-located Hyper-V/ Domain Controller, with Virtual Machines

The Co-Located Hyper-V / Domain Controller with Virtual Machines installs the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and optional Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard / Standard+ Box Edition (e.g.
AudioCodes Mediant 800B OSN server).

Figure 8-37: Deployment Model - Mediant 800

[ e x
®

€) CloudBond 365™ Universal Installer

TERMS CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Deploy as: ‘ Colocated Hyper-\/Domain Controller with Virtual Machines A\

This deployment colocates the domain cantroller role with a hyper-v server

- Fully automated installation
- Colocatien allows for lower hardware requirements
- If chosen on a high-end machine, allows for additional machines

Servers to Install

Previous MNext
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8.10

Domain Information and Credentials (Branch / Paired

Pool Deployment)

If performing a Branch / Paired Pool deployment, you will be asked to change and verify

process.

the domain, and, administrator login credentials for the existing CloudBond 365
Administrator, to verify you have the required permissions to continue the installation

The configuration wizard uses a multistep process to verify first, the domain details, and
secondly the administrator credentials in that domain. The wizard will validate the

information provided, and also that the user is a member of specific Skype for Business

security groups with sufficient privileges to perform the installation.

Click Validate to verify the Domain Information you entered is correct.

Figure 8-38: Validate Domain

DM ue.cloudbondiés.com

Domain Information and Credentials

If the domain validation is successful, it will be highlighted in green.
Click Validate to confirm the Administrator Credentials you entered.

Figure 8-39: Domain and Credentials Validated

) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOVMENT MODEL

Domain Information and Credentials

Domain FQDN

Change

Domain NetBIOS

User Logon Name

Password

Active Directory Site Default-First-Site-Name

Retrieving NetBIOS from Domain

Previous

If the credential validation is successful, it will be highlighted in green and the NetBIOS field

will be populated. Click Next to continue the installation.
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8.11

A

Management Server

If you selected a Branch / Paired Pool Deployment Type, you will be asked to specify the
new Management Server information. If installed as a second Domain Controller, it
provides resiliency within the Branch, should the WAN link to the existing CloudBond 365
system belost.

You will also need to select whether the Domain Controller is a:
B No Domain Controller (Management Suite only)
B Full Domain Controller (Read / Write)

The wizard will automatically create a new Domain controller with the information specified,
and insert it into the existing Active Directory Resource Forest. It will also install the
SysAdmin suite onto the Controller.

Figure 8-40: Domain Controller (BPA)

s - *
=
) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TVPE
I—— Management Server
DOMAIN INFORMATION
Computer Name uc-ne Change settings..
Internal Interface
IP Address. 192,162.0.100
Subnet Address 255.233.255.0
Default Gateway 192.168.0.100
Primary DNS Server 192.168.0.100
Role
Full omain Controller (Regular) e
Full Demain Controller (Regular)
No DC - Management Suite Only
Previous MNext

Figure 8-41: Changing the Controller Settings

MANAGEMENT SERVER

Note: As the BPA will be joined into an existing Active Directory forest topology, the
Management Server DNS Server IP address needs to be a DNS server that is capable
of resolving a domain controller for the domain to which the BPA will need to be joined.
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8.12 Front-End Server

For all deployment types, you will be asked to specify the details for the Front-End server.

Figure 8-42: Front-End server

«) CloudBond 365™ Universal Installer

TERMS  COMFIGURATION

DEPLOYMENT TYPE

Front-End Server
CREDENTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER Computer Name UC-FE
Internal Interface
1P Address 192.168.0.101
Previous

Change settings..

Universal Installer

FRONT-END SERVER

Coemputer Mame ULC-FE

Internal Interface

1P Adelmss 182.1680.101

Previow

Figure 8-43: Changing the FE Settings

\8

cancel

Hext
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8.13 Edge Server

For Branch / Paired Pool deployment type, installation of the additional Edge server is
optional.

Figure 8-44: Edge Server (BPA)

f
%

€) CloudBond 365™ Universal Installer

TERMS  COMFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL Edge Server

CREDENTIALS

DOMAIN INFORMATION

MAMAGEMENT SERVER Computer Name UC-Edge
FROMT-END SERVER

Internal Interface

IP Address 192.168.0.103

Change settings..

External Interface

IP Address 192.168.254.103
Subnet Address 255.255.255.0
Default Gateway 192.168.254.254
Previous Mext

Figure 8-45: Changing the Edge Settings

I/é*\l S x
& Clo
< . EDGE SERVER
Computer Name UC-Edge
Internal Interface
IP Address 192.168.0.103 3
E External Interface
1P Address 192.168.254.103

Subnet Address 255.255.255.0

Default Gateway 192.168.254.254

oK cancel
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Note: To prevent complex networking scenarios during installation, the wizard only
allows for a single public edge IP Address and requires the Edge Internal leg to be on
the same subnet as the other servers installed. If different deployment scenarios are
needed, it is just a small change to be made in Skype for Business Topology Builder

after the installation wizard has finished. For more information see LTRT-26443
CloudBond 365 Certificates Configuration Note Ver. 7.0 section 6.1.4 Edge Services

and LTRT-26531 Connecting the CloudBond 365 Edge Server to a Full DMZ

Deployment Configuration Note.
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8.14 Topology

If installing a Branch / Paired Pool deployment, you will be asked to provide a copy of the
existing topology in a zip file.

This can be retrieved from the existing CloudBond Controller using the Skype for Business
Management Shell command Export-csConfiguration as describer at the start of this
chapter.

Figure 8-46: Loading the Topology

@

«) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL Top0|ogy

DOMAIN INFORMATION In LyncServerManagementshell execute the command Export-CsConfiguration to

MANAGEMENT SERVER create a zip-file of the current topology [topolagy.zip]. Add this file to [Chacs\installtmp].
Browse to this file by clicking the ‘Browse..' button .
FROMT-EMD SERVER Then a check will be performed on the entered DC/FE/Edge-values and the
EDGE SERVER current topology.
TOPOLOGY
Browse.,

Result Loading TopologyFile

Previous Next

The wizard will scan the topology for information and report results.
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8.14.1 Topology Scan Results

The Wizard will scan the supplied topology file and attempt to match the required FE and
Edge servers against the data you have entered so far.

If it fails to find matching entries, it will highlight the results in Red. You may need to return
to the existing CloudBond 365 installation, and modify the topology, or change the data you
have entered in the BPA wizard by going to previous screens.

If the wizard is able to match your entries against the topology, the results will be
highlighted in green, and you may proceed with the installation.

Figure 8-47: Topology Scan Results — Pass

<) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL TOPOIOgy

DOMAIN INFORMATION In LyncServerManagementshell execute the command Export-CsCanfiguration to

MAMAGEMENT SERVER create a zip-file of the current topology [topology.zip]. Add this file to [Chacshinstalltmp].
Erowse to this file by dicking the 'Browse.," button .
FRONT-END SERVER Then a check will be performed on the entered DC/FE/Edge-values and the

EDGE SERVER current topology.

TOPOLOGY

Result Loading TopologyFile
Found: uc-fe2.cloudband365.com

Found: uc-edge2.cloudbond365.com

Previous MNext
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8.15 Summary

The Summary page shows details of the selections made during the Wizard, as well as
various pre-checks performed on the hardware.

If all information meets requirements, an Install button will appear below.
The summary page allows you to manually save the entered configuration by clicking the

Save Configuration button. This will show display a standard “Save As” dialog, allowing you
to specify where the file is saved.

Click the Install button to begin the Software Install process only once the checks show
Pass. The OS Check specifically will sometimes need more time to be validated. The
rotating wheel above the Install Button gives a time indication when the next validation
check will be performed.

Figure 8-48: Wizard Summary

(E’;‘\I. =4 x
f ™ : +
€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYIENT TYPE

DEPLOVIMENT MODEL Summary = HOS't

CREDENTIALS

DOMAIN INFORMATION

MANAGEMENT SERVER

FRONT.END SERVER Diskspace Check Pass
0OS Check Pass

EDGE SERVER
Management Server ad
ComputerMame UC-DC

Internal Interface
IP Address
Subnet Address
Default Gateway

Front-End Server

Save Configuration Install

Warning: After the installation is finished, scheduled tasks will have been created on
the management server. If multiple management servers are installed in the environment
A for redundancy, the scheduled tasks on the redundant servers should be disabled and only
enabled if the primary server goes down to prevent duplicated objects from being
created in the Active Directory.
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9 Software Install

When all Configuration Wizard options are completed, the installation program starts
installing the Skype for Business software components according to the inputted settings.

9.1 Deployment Model using Hyper-V

If you selected a Deployment Model of Hyper-V Host with Virtual Machines or

Co-Located Hyper-V / Domain Controller with Virtual Machines, installation will
continue automatically on the current hardware platform, requiring minimal intervention.
Software installation can take between 3-8 hours, depending on the options chosen.

9.2 Deployment Model using the Virtual Edition

If you perform a Deployment Model of Virtual Edition, Hyper-V and Windows operating
systems will not be installed. You'll be required to create your own Windows Server 2012
R2 virtual servers and assign to them IP addresses that will match the IP addresses you'll
specify in the installation wizard.

You'll be required to log on to each of the three servers (DC, FE, and Edge) and perform
the configuration on each. Once configured on the DC, the configuration can be saved and
loaded for re-use on the FrontEnd and Edge servers:

Figure 9-1: Configuring DC, FE, and Edge Servers

) CloudBond 365™ Universal Installer

TERMS  COMFIGURATION

DEPLOYMENT TYPE
DEPLOYMEMNT MODEL

Step 1: Which server is this? Front-End Server -
| Management Server
Step 2 Load Existing Configuratiileuinale b=l )
The configuration file can b Edge Server finstalitmp

\configuraticnxml

Browse For Configuration
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Figure 9-2: Configuring DC, FE, and Edge Servers

@ = o

(¢) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMEMNT MODEL

Step 1: Which server is this? hManagement Server M

Step 2: Create New Configuration / Load Existing Configuration

Mote: If you are not surs, select 'Create New Configuration’

Create New Configuration Browse For Configuration

The installation wizard checks the machine IP with the IP defined in the wizard, to
determine which server role will be installed. If there's an IP address mismatch between the
wizard and the virtual machine, the Install button will be grayed out and the server role is
displayed as 'Unknown Server' on the Summary page.

Figure 9-3: Summary — Unknown Server

TERMS  COMFIGURATION

DEFLOVYMENT TYPE
DEPLOYMENT MODEL Summary - Unknown Server
START

CREDENTIALS

DOMAIN INFORMATION
MANAGEMENT SERVER
FRONT-END SERVER,

EDGE SERVER Edge Server

ET et uc-£dge

Internal Interface
IP Address 162.168.0.103

External Interface
IP Address 192.168.
Subnet Address 255.2
Default Gateway 192,168

Save Configuration
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9.3 Installation Steps

The software installer will perform many steps on each server to build the CloudBond 365
system. The steps will vary depending upon the options chosen in the Configuration
Wizard. The major steps include:

Creating Hyper-V Virtual machines as required

Installing Windows 2012 R2 on each VM where needed

Creating a Domain Controller

Installing a Skype for Business Standard Edition Front End Server
Installing a Skype for Business Consolidated Edge Server
Installing Skype for Business utilities on the DC

Installing SysAdmin and other CloudBond 365 components
Installing the SBC software if required

The order of building each server VM is important. For example, the FE cannot be installed
before the DC build is complete. The servers will be installed in the following order:

DC
FE
Edge
SBC
RP

The Host waits for all VMs to complete before continuing. Each individual server waits for
the previous server to complete before continuing.
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9.4

Installation Progress

The following screenshots provide examples of the progress visible

component of the CloudBond 365 system.

Figure 9-4: Typical Automated Installer screen

on each server

@

€) CloudBond 365™ Universal Installer

TERMS COMFIGURATION PROGRESS

08:38:48 Normal: 38:
08:38:48 Normal: 39:
08:38:48 Normal: 40: Step-Configure-DC-Roles-Features
08:38:48 Normal: 41: Step-S4B-Care

08:38:48 Normal: 42: Step-WaitForOs180

08:38:48 Normal: 43: Install-UCMA-Runtime
Step-DC-FirewallRules
Step-Sy=Admin

: Step-S4BServerUpdates

: Install-AdditionalUpdates

: Step-O365-Prerequisites

08:38:48 Normal: 49: Step-Registry-Updates

08:38:48 Normal: 50: Step-Win2k12R2-RegistryFix
08:38:48 Normal: 51: Step-CopyUtils

08:38:48 Naormal: 52: Step-ClearAutologon

08:38:48 Normal: 53: Step-WindowsActivation

08:38:48 Normal: 54: Step-Cleanup

08:38:48 Normal: 55: Step-Start-VMs

08:38:48 Normal: 56: Step-WaitFor-Servers
08:38:49 Normal: Total number of steps is 57
08:38:49 Normal: Number of steps to execute: 57
08:38:49 Normal: Set-AdminPassword: OK
08:38:49 Normal: Create-LocalAdministrator:

Step-DC-Roles-Features
Install-Updates

08:38:48 Normal: 44:
08:38:48 Normal: 45:
08:32:48 Normal:

Figure 9-5: Setup has been completed on one of the VMs

) CloudBond 365™ Universal Installer

TERMS CONFIGURATION PROGRESS

SUL3 UL T UGl E IVIVURL Didliudiu
:23 Normal: Deployment Model: ColHostVMs
56:23 Normal: Deployment Type: Standalone
: Using Fi\bin\Scripts\Host-Colocated.ps1
: Using Fi\bin\Scripts\Management__Server-Standalone.ps1
: Previous execution was detected, the last succesfuly executed step index is 48
: Total number of steps is 60
: Number of steps to execute: 11
Install-AdditionalUpdates: Installing F:\ThirdParty\SkypeUpdates\5QLServer20125P2-
KB2958429-x64-ENU.exe
147 Normal: OK
: Step-0365-Prerequisites: OK
; Step-Registry-Updates: OK
; Step-Win2k12R2-RegistryFix: OK
; Step-CopyUtils: OK
: Step-ClearAutologon: OK
: Step-SetUserPasswordNeverExpire: OK
56:52 Normal: Step-WindowsActivation: OK
3 Normal: Step-Cleanup: OK
: Step-Start-VMs: OK
: Step-WaitFor-Servers: OK

23uz41 normal: Setup has Completed

FEs x
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10

Setup Complete

When the Hyper-V Host server installation is finished and it can communicate to the virtual
servers over IP, it will report Setup has Completed on the install screen.

You should now proceed with the post-install steps, which include:
B Installing a license code into the CloudBond 365 management suite web pages
B Completing any configuration steps for the SBC and reverse proxy

B Following the AudioCodes CloudBond 365 Deployment Guide to connect to the
customer domain.

Perform any local customer Skype for Business configuration required.
Activating Windows 2012 R2 licenses

Update Windows and Skype for Business updates

B Update HP servers latest service pack updates

If you installed a Branch / Paired Pool Appliance, and wish to configure a paired pool,
proceed to the next chapter.

Note: After the CloudBond 365 software has been installed as a BPA or Software Only
installation, the Edge server computer IP address is not registered into DNS dynamically
as the Edge server role is installed on a computer that is not domain joined. This means
that you will need to add the Edge internal IP address to the internal DNS servers
manually.

Note: After CloudBond 365 software has been installed, you may need to adjust DNS
settings to match your network environment. You may either follow the deployment guide
to set up DNS, or set the DNS server on the CloudBond 365 Controller (UC-DC) to
forward requests to the internet. See Appendix G on page 109 for more detalils.
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11

Paired Pools — Post Install

After the BPA software install completes, you may wish to modify the topology so that each
FE server has resiliency by Pairing with the other FE server.

A paired pool of servers should only be established after both servers and installed and

functioning.

To pair FE servers, they must be of the same type. For CloudBond 365, this means both
FE servers must be Skype for Business Standard Edition FE Servers. You cannot pair a
Skype for Business Standard Edition FE Pool with a Skype for Business Enterprise Edition

FE Pool.

There is a good article about Paired Pool setup at:
http://www.gecko-studio.co.uk/dont-play-with-fire-play-with-pool-pairing-configuring-testing/

11.1

Pairing Pools in Topology

» To pair two FE servers:
1. Logontoa CloudBond 365 DC.
2. Open the Skype for Business Topology Builder.
3. Right-click an existing Standard Edition FE Server, and select properties.
4. Navigate to the Resiliency section.
5. Enable an Associated backup pool, and select the paired FE server.
6. Select Automatic failover and failback for Voice.
7. Click OK.
Figure 11-1: Edit Properties
o] Lync Server 2013, Topology Builder = [CT [
File Action Help
4 [3 Lync Server e
| ACS-2013
4[] Site2
[ Lync Server 2010 FQDN: uc-fe2.ac-onebox.com
4 [EllLync Server 2013 1Pv4 addresses: Use all configured IPv4 addresses L
4 [AStandard Edition Front EndServers | [ e i
LH e F S baxoges Instant messaging (M) Enablad
_JEr_merpmse Edition Front End pools it s :
j;:.; ot Edit Properties
3 Persisty] s
CaEdger | Eeera\ | Resiliency .
= YR | Resiiency o Associsted backup posl
G srard o | Wensmaces | [ucre b ACs-2013 [~ ]
Seranchsi| | Mediation Server | SO O O £ |
| [¥] Automatic failover and failback for Voice:
| | Voice failure detection interval (sec): *
| | 200
| Vaice failback interval (sec): *
| ‘ 600
| Note: If you want to invoke failover and failback between two pools for services other than Voice, you
| must do so manually.
| ‘
| Web services -
| |

8. Publish the topology.
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9. On each FE server, run the Skype for Business Deployment Wizard.

Figure 11-2: Publish Topology
Pubalish Topology -

-

Publish the topology

In order for Skype for Business Server 2015 to correctly route messages in your deployment, you must
publish your topology. Before you publish the topology, ensure that the following tasks hawve been
completed:

* Avalidation check on the root node did not return any errors. -~

* A file share has been created for all file stores that you have configured in this topology.

* All simple URLs have been defined.

* For Enterprise Edition Front End pecls and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SQL Server stores are installed and accessible remotely, and firewall
exceptions for remaote access to SQL Server are configured.

For a single Standard Edition server, the "Prepare first Standard Edition server” task was

completed.

* You are currently logged on as a SOL Server administrator (for example, as a member of the SQL
sysadmin role).

* If you are removing a Front End pool, all users, common area phones, analog devices, application >

rentact Ahiactc and canfaranca diractaniac have haan ramsuad fram tha naal

When you are ready to proceed, click Next.

Back Mext | | Cancel

10. Click Install or update database.

Figure 11-3: Install or Update Database

. Skype for Business Server 2015, Topology Builder
File | Action | Help
4 [ Mew Central Site...
. . SIP domain
Edit Properties...
New Topology...
Oew :PO Tg}*‘ Default SIP domain: S4B.interop
pen Topology...
Additional supported Mot configurad

Download Topalogy.. SIP domains:

Save a copy of Tepology As...

| Publish Topology...

1 | .
[ Install or upgrade a database... Simple URLs
J

| Remove De
Install or upgrade databases (other than the Central Management Store), |
Help I o T e T Ve
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11. With the Get-CsManagmentReplicationStatus command, make sure the CMS is
updated on all servers.

Figure 11-4: Making Sure the CMS is Updated on all Servers

catronstatus

T s~ ETENT

12. On each FE server (not in parallel), run the Skype for Business Deployment Wizard.
13. In the Skype for Business Deployment Wizard, Run 'Step 2' as shown in the figure
below.

Figure 11-5: Install or Update Database
Skype for Business Server 2015 - Depioyment Wizard [=]

Inetall or update member systesm
s » mgtal or Lpiabe =

Step 1 Inetall Local Comfigueation Store

nstall kocal confguration ston and pogalates with data trem Cenbral Massgemest Stom.
Prerequaes
o Comglete | Run Again

Step 2: Setup oo Remove Skype for Busineis Seres Components

rlall snd sclwate, oF Sebvale bivd Unesaiall Soppe for Busnedd Server Components based on Th lopakay
[l

Fisti

Shep 1 Requeest lnatall or Assign Certificates
Thes step starts the Certficane Wizard. Creabe cervicate request for local system. Install, and assgn certiacates for
hes fyvies baded on the topalagy definition

o Comglete | Run Agass

Shep A: Start Services

Mbaminal Aftes you've mstaled Seype for Business Server o ol of the serverns i the paal
¥ou can st the sereces 0 o pool with the Soype for Buseers Server omdiets.
To siart the services v a user pool, connect bo one of the serve in the pool srd nan the Stert-Cofool omalet, 45
fhee perers in She ol phiossld e nynning Skoype for Business Server befiore you wie the Sies-CrPool omdlet
To #iart the sereices in & nan-user pocl, run the Start-CilindowiSenicos cmadiet on every server in the poo

o T e 1o S the Servales

Back Ext
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Figure 11-6: Executing Install or Update Database

] Set Up Skype for Busingss Server Componeants -
1 I‘"S“* Executing Commands
# L)

REECOT=Realyiuppress INSTALLDIR="C: "Prngram Files\Skype for Business Server 200547 success
Ins*..!limg BackupSenice msiADDMLOCAL = Feaku !¢_L:,-1-.cE.u:'mp REROOT= Ru!'}&-. DOTEES
INSTALLDIR = "CAProgram Files\Skype for Business Server 201507 success

Instalfing any collocated databases

Executing PowerShell command: Install-C5Database -Confinmelfalse -Verbose -LocaliDatabases -
Report “CAlsersveumoadmin DAYCOAAppData\Local Temp' \install-CSDatabase-[2016_05_15]
[11_46_18) heml”

Enabling mew roles.

This step will configure servoes, apply penmissions, create firewall rubes, ste

Exeeiiting Powarihal command: Enable-CSComputer -Confirrm:$falee -Viarbots -Repast "C\Usar
e lynesdrmin DAYCOVA ppDiata\Local Ternp\ 1\Enable-CS Computer- [2016_05_18][11_46_26).htmi®

Tazk status: Completed

Bootstrap local machine e View Log

Help k Firigh

14. With the Get-CsManagmentReplicationStatus command, make sure the CMS is
updated on all servers.

Sure the CMS is Updated on all Servers

3 &L= SH.ar Cd atLs

15. Run the Invoke-CsBackupServiceSync cmdlet on each server to make sure
conferencing data is replicated. The following commands are listed in the to-do list
after publishing the topology:

Figure 11-8: Commands Listed in the To-Do List after Publishing the Topology

NextSteps - Notspad (== |

Update Skype for Buslness Server wlth the changes deflned ln the topology by running local Setup on each server
in the followlng List.

Important: Server changed aasde Lo Topology Bullder must repllcate to the servers Lo your topology. Please
conflrm that repllcatlon has been successful before procesding setup.

Server FODN: TE-SRWFREN,IFqdni LOCAL, Pool FODN: TR-SEVFREN.Fqdni, LOCAL

Servee FODN: IV-SRWAREN.IFQan . LOCAL, Pool FQDM: IV-SRVFREN.IFqdni. LOCAL

Fide Edit Foamat View Help

Eun the Invoke-CsBackupServiceSynce ondlet to ensure conferencing data s repllcated.
Irvake-CaBackupServiceSyne -PoalFgdn TR-SRVEREN. IFqdn, LOCAL
Irwoke -CsBackupSerwviceSync -PoolFqdn IW-SRVFREN. IFqan. LOCAL
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16. Check the Pool-Pairing status (FinalState) with Get-CSBackupServicesStatus:

Figure 11-9: Checking the Pool-Pairing Status (FinalState)

PaglFgdn tr-grvfren. dayca, Tecal

5 eu, Tyncade ne
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11.2 Pairing Pools in DNS

To complete the setup of a paired pool, the DNS records will need to be reviewed and
modified so that users can locate the surviving Front End pool in the event of afailure.

The most common way to do this is to add a weighted SRV record pointing to the second
FE server. When this method is used, all Skype for Business clients will initially contact the
first FE pool indicated by the SRV records. The first FE pool will redirect clients homed on
the second FE to that FE Pool, thus some minor additional traffic is encountered by the
First FE pool. During a failure, the clients will use the second weighted SRV record to
locate the surviving FE Pool.

You may choose other methods to control client logins, such as geographic DNS records.
These will redirect client logins to their local FE pool and minimize traffic.
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11.3

11.3.1

11.3.2

11.3.3

Failing Over

Paired pools offer automatic failover for Enterprise Voice traffic, but not for other features of
Skype for Business. Failover between servers is a manual process. After a server fails, and
before manual failover is completed, clients will experience restrictions and limited
functionality.

Microsoft documentation for the failover process can be found at:
https://technet.microsoft.com/en-us/library/jj204678%28v=0cs.15%29.aspx

In the following command examples, it is assumed that uc-fe.ac-onebox.com has failed,
and must be switched to the surviving uc-fe2.ac-onebox.com

Edge Pool Next Hop

If an Edge server uses the failed FE pool as the next hop, and that edge server has not
failed and is still available, you will have to change the Edge server to use a surviving FE
pool as the next hop.

Set-CsEdgeServer -ldentity EdgeServer:uc-edge.ac-onebox.com -
Registrar Registrar:uc-fe2.ac-onebox.com

Central Management Store

If your CMS is located on the failed FE server, you will need to fail it over to the remaining
server. You can check the CMS location with Get-CsManagementConnection.

In the Skype for Business Management Shell on the surviving FE server, enter the
commands:

Get-CsManagementConnection

Invoke-CsManagementServerFailover —BackupSqlServerFQDN uc-fe2.ac-
onebox.com —BackupSqlServerinstance rtc -force

Users

To failover the users, enter the command:
Invoke-CsPoolFailOver -PoolFqgdn uc-fe.ac-onebox.com -DisasterMode
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11.4

114.1

11.4.2

11.4.3

Failing Back

Once the failed server has been recovered and brought back online, you can fallback the
users and CMS as required.

Note that the CMS location does not need to be changed and can remain in its current
location if desired.

Edge Pool Next Hop

If an Edge server next hop pool was changed, you can optionally change the Edge next
hop value back to its original location. For a paired pool within the same site, this may not
be required, but if the FE and Edge are now on separate sites, the next hop should be
returned to minimize cross WAN traffic.

Set-CsEdgeServer -ldentity EdgeServer:uc-edge.ac-onebox.com -
Registrar Registrar:uc-fe.ac-onebox.com

Central Management Store

To return the CMS to its original location, in the Skype for Business Management Shell on
the repaired a FE server, enter the commands:

Get-CsManagementConnection

Invoke-CsManagementServerFailover —BackupSqlServerFQDN uc-fe.ac-
onebox.com

—BackupSqglServerlinstance rtc -force

Users

To return users to their original home pool, on the repaired FE server, enter the command:
Invoke-CsPoolFai lBack -PoolFqdn uc-fe.ac-onebox.com
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A

Installing the Product License

CloudBond 365 uses an Enterprise License model i.e. a single CloudBond 365 license is
used for one or more CloudBond 365 servers that are installed in the same company
domain and share the same Active Directory (AD). The Enterprise License will store the
total number of users of all CloudBond 365 servers that share the same AD.

The Enterprise License is based on a unique “System ID” (Fingerprint) which is based on
an AD contact field. The “System ID” key is available the first time you try to login to the
CloudBond 365 using the CloudBond 365 sysadmin.

Figure A-1: Uploading License File

The “System ID” is also available in the CloudBond 365 management tool System
Configuration -> Licensing Info page.

The first time a CloudBond 365 system is ordered for an enterprise the AudioCodes system
generated a unique “Product Key” that represents the customer enterprise system. The
Product key is sent to the customer/channel upon system ordering via email.

To activate your CloudBond 365 system you will need both a “Product Key” and a “System
ID” (Fingerprint). Once you have both keys you can activate your product through
AudioCodes License Activation tool at http://www.audiocodes.com/swactivation.

An e-mail will subsequently be sent to you with your Product License.
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B  Activating Windows

CloudBond 365 is supplied with Windows 2012 R2 Standard Edition OEM licenses, with
the Microsoft Product License code stickers attached to the server hardware.

If you are performing a Bare Metal installation, or rebuilding an existing CloudBond 365
system, you may need to activate windows when the software installation is complete.

You will need to Activate the Host server, as well as each Virtual Machine.

To activate windows, you may start the Activation process by running slui.exe, or opening
the Sever Manager utility and clicking the Product ID field.

Note: Make sure your host server and all virtual machines have Internet access when
activating the Windows license.

The Windows activation key is a 25 character key available on the Windows license sticker
attached to the server and named 'Product Key' e.g., abcd-12345-efghi-6789-jkimn.

Each Windows 2012 R2 OEM sticker is allowed to activate one physical server (i.e., Host)
and two additional virtual machines running on the same physical sever. In the case of
CloudBond 365 Pro with three stickers, it allows to activate the host and six virtual
machines.

The CloudBond 365 Standard Box Edition contains one Windows 2012 R2 OEM license
that allows you to license the Host, FE and Edge servers.

Figure B-1: CloudBond 365 Standard Box Edition
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The CloudBond 365 Standard+ Box Edition contains two Windows 2012 R2 OEM license
stickers that allows you to license the Host, FE and Edge servers with the first sticker
product key. The second sticker product key is for licensing the Reverse Proxy server.

The CloudBond 365 Pro and Enterprise Box Editions contain three Windows 2012 R2 OEM
license stickers that allows you to license the Host, DC and FE servers with the first sticker
product key. The second sticker product key is for licensing the Edge and Reverse Proxy
servers. The third sticker is available for licensing additional verified applications to be
installed on the server.
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Figure B-2: CloudBond 365 Pro and Enterprise Box Editions

g

EVENTS

Figure B-4: Entering the Product Key

Deshes will be sdded automatically

Note: It is recommended that you photograph or copy the Windows product key slickers

and save them in a safe place to be used in the future, for a system re-installation or if
your server is physically placed in a rack where it may be difficult to access the Windows

sticker during installation.
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C

A

Running Windows Updates

Microsoft periodically releases new hotfixes for the Windows operating system to solve
security issues and bug fixes.

It is recommended to follow the Microsoft recommendation and have your CloudBond
Windows operating system up-to-date with the latest hotfixes.

Refer to the Microsoft best practice guidelines regarding Windows Update:
https://technet.microsoft.com/en-us/library/dn518337%28v=0cs.15%29.aspx

Note: If any unsupported or unapproved hotfix is found by the AudioCodes team,
AudioCodes will officially publish a Product Notice regarding this issue.

Windows updates are configured to “automatically download updates” on all Windows
Servers (Controller, Front End, and Edge) installed as part of a CloudBond 365 system.

Note: Downloaded updates are not automatically installed. The Administrator should
manually run the update at a convenient time e.qg., after working hours.

You may modify these Windows Update settings to suit your requirements, or manually
install updates at a convenient time.

To manually install updates, open the Server Manager Utility, then select the Last Installed
Updates field.

Note: Ensure that DNS forwarding has been set correctly prior to attempting a Windows
Update. See Appendix G on page 109 for more details.

Figure C-1: Accessing Windows Updates
£ Server Manager |= 1o N

Server Manager * Local Server

i PROPERTIES

EVENTS
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Figure C-2: Checking for new updates

1 [# » Control Panel » System and Security » Windows Update v @] [ search Control Panel 2]

Centrol Panel Home

Windows Update

ange settings .
) You're set to automatically download updates
View update history
No updates are available.
Restore hidden updates
Most recent check for updates:  Never
Updates were installed: Never
You receive updates: Managed by your system administrator

Check online for updates from Windows Update

See also

Installed Updates

Figure C-3: Checking for New Updates

(8 » Control Panel » System and Security » Windows Update v & [ Search Control Panel 2]

Control Panel Home

Windows Update
Check for updates
Change settings
View update history @ Checking for updates...

Restore hidden updates

Most recent check for updates:  Never
Updates were installed: Never
You receive updates: Managed by your system administrater
Check online for updates from Windows Update

See also

Installed Updates
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Figure C-4: New Updates found

1+ |% » Control Panel » System and Security » Windows Update v C.| | Search Control Panel » |

Control Panel Home

Windows Update

Check for updates
Change settings .
You're set to automatically download updates
View update history ﬂ
Restore hidden updates 60 important updates are
available
Most recent check for updates:  Today at 10:08 AM
Updates were installed: Never
You receive updates: Managed by your system administrator

Check online for updates from Microsoft Update

See also

Installed Updates

Figure C-5: Selecting and Installing Update

®© = 1 |8 « Windows Update » Select updates to instal v @] [ search Control Panel o]

Select the updates you want to install

¥l Name - Size | Security Update for Microsoft
: 5 Silverlight (1) ~ Silverlight (KB3056819)
rtant
Lo s ] Security Update for Microsoft Sitverlight (KB30... 12,5 MB This security update to Silverlight
Mi ft SOL S 012 (2 includes fixes outlined in KB
erosoft SQL Server @ . 3056819, This update is backward
[¥] Microsoft SQL Server 2012 Service Pack 2 (KB2...  1,015.2 MB. compatible with web applications
[w]  Security Update for SOL Server 2012 Service Pa.., 1564 MB built using previous versions of
. . Silverlight.
Visual Studio 2010 (4) ~
[w]  Security Update for Microsoft Visual Studio 20... 1.7 MB =D IS
[ Update for Microsoft Visual Studio 2010 Servic..  1.5MB i Update is ready to download

[l Update for Microsoft Visual Studio 2010 Servic.. 9.1 MB.
[l Update for Microsoft Visual Studio 2010 Servic., 6.6 MB
‘Windows Server 2012 R2 (52) ~
[l Curmulative Security Update for ActiveX Killbit... 33 KB
[ Cumulative Security Update for Internet Explor...  33.8 MB
[¥l Microsoft MNET Framework 4.5.2 for Windows ...  71.6 MB
[¥] Rules Update for RRAS Best Practice Analyzer f.. 373 KB
[l Security Update for Microsoft .NET Framewor... 9.9 MB
[w]  Security Update for Microsoft NET Framewor.. 3.3 MB
[l Security Update for Microsoft .NET Framewor... 322 KB
[l Security Update for Microsoft NET Framewor...  33.3 MB
[l Security Update for Microsoft NET Framewor... 4.9 MB. >

Total selected: 60 important updates (1,907.8 MB - 1,907.9 ME)

More information

Support information

Unless you wish to avoid a specific update, it is generally easiest to accept the default
selections and click Install.
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Configuration Note D. CloudBond Infrastructure Updates

D

D.1

CloudBond Infrastructure Updates

The CloudBond 365 system is built on top of different infrastructure modules such as
Mediant 800, HP server, server BIOS and firmware, Windows OS, hardware and software
drivers, Hyper-V, CloudBond 365 applications, etc. CloudBond was fully tested to operate
and best perform with all infrastructure modules and together with CloudBond software
applications.

It is not allowed to self-upgrade any of the CloudBond infrastructure or application modules
without AudioCodes official instruction or without consulting an official AudioCodes
representative.

Skype for Business Cumulative Update

Microsoft periodically releases a Cumulative Update (CU) of fixes for the Skype for
Business different roles. AudioCodes periodically tests and verifies each released CU and
publishes its recommendation, whether or not a new CU is approved for the CloudBond
system.

It is recommended not to install a CU on the CloudBond 365 unless it has been approved
by AudioCodes.
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Configuration Note E. Antivirus Application

E  Antivirus Application

No antivirus application is installed with CloudBond 365. To protect your CloudBond 365
system, it is advised to install an antivirus application. Make sure you install a Microsoft-
verified antivirus application for Skype for Business.

Antivirus applications may influence and degrade system performance. Refer to Microsoft
instructions for installing the antivirus application on Skype for Business severs at
https://technet.microsoft.com/en-us/library/mt629173.aspx.
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Configuration Note F. Running the Skype for Business Deployment Wizard

F Running the Skype for Business
Deployment Wizard

Normally, the Software Install Wizard will perform all Skype for Business Deployment steps
for you automatically.

If creating a paired pool for resiliency purposes, this can only be done after the software
install has been completed. For Paired Pools, it is hecessary to run the Skype for Business
Deployment wizard on each server, so that Topology Changes (paired pools) take effect.
To run the deployment wizard (on each FE and Edge server), locate the Skype for
Business Deployment Wizard on the Start menu, and open the Utility.

Figure F-1: Skype for Business Deployment Wizard

& Lync Server 2013 - Deployment Wizard il
,Lync Server 2013
" i Welcome to Lync Server deployment.
Deploy ‘:«
A~
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server. Prepares a single Standard Edition server to

host Central Management Service.

Help » ! 5 i
Mote: This task requires local administrator
rights. This task does not apply to Standard

Install or Update Lync Server System Edition Servers that are not planned to host

Install or update a Lync Server Server deployment member system, the Central Management Service, or for

This option installs Lync Server core components, and a local replica deployments that include Enterprise Edition.

i ti tore. .o .
SONId MARION: SEOne ! all Administrative Tools

:J:;EF"E:E:;: stalling a server, ymy ills the Administrative Tools to the
i Determining deployment state... =nt system.
Help » r deployment requires at least one
Miation of the Topology Builder,

[

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SOL
Server Reporting Services (S5RS) instances,

First Run Videos
Click to view getting started videos.

Documentation

Click to view the latest Lync Server
documentation online for deployment,
planning, and operations.

Tools and Resources
Click to access tools and other resources

Sk

v

Figure F-2: Setup or Remove Components

@ Lync Server 2013 - Deployment Wizard i
Ilym: Server 2013
Welcome to Lync Server deployment.
Deploy > Lync Server 2013 ':;
A
Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.
Prerequisites »
Help » Run =
Determining deployment state...
Step 3: Request, Install or Assign Certific
This step starts the Certificate Wizaro-creon e reguea ror oo sycorswistall, and assign certificates for
this system based on the topology definition.
Prerequisites »
Help » Ru
Step 4: Start Services
Initiates a start request for all Lync Server services,
Note: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status™ step in the Deployment UL
Prerequisites »
Help » R
v
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Figure F-3: Updating the Skype for Business Deployment

% Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definitien,
This step may take several minutes.

Figure F-4: Skype for Business Deployment Results

% Executing Commands

TR g T T A 3 WY TP TS T ¥ 1 S IS S Tess
Checking prerequisite M55peech_SR_zh-HK_TELE...prerequisite satisfied.

Checking prerequisite M5Speech_SR_zh-TW_TELE...prerequisite satisfied.

Checking prerequisite UecmaWarkflowRuntime...prerequisite satisfied.

Installing any collocated databases...

Executing PowerShell command: Install-C5Database -Confirm:3false -Verbose -LocalDatabases -
Report "C\Users\Administrator.Hostlync\AppData\Local\Temp\Install-CSDatabase-[2015_07_25]
[11_01_32].htmI*

Enabling new roles...

This step will configure services, apply permissions, create firewall rules, etc,

Executing PowerShell command: Enable-CSComputer -Confirm:3false -Verbose -Report "C\Users
\Administrator.Hestlync\AppDatatLocalhTemp\Enable-CSComputer-[2015_07_25][11_01_38]html" E

|> ]

Task status: Completed.

buotslmpiocal machine |'|| View Log |

Back || Fnish || Cancel |
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G Forwarding DNS Requests

The CloudBond 365 controller (UC-DC) acts as the DNS master for the CloudBond 365
system. It can resolve all necessary DNS lookup requests within the CloudBond 365
system. However, the DNS server on UC-DC is unable to resolve external DNS requests
by itself. The DNS server must forward any unknown request to another, more authoritative
DNS server.

If following the deployment guide, and establishing a forest trust with your corporate
domain, DNS requests would normally be forwarded to the corporate DNS server as the
more authoritative server.

If you are deploying the CloudBond 365 system in a standalone mode, with no forest trust,
DNS requests would normally be forwarded to the Internet (DNS specified by your ISP), as
the more authoritative server.

1. Log onto UC-DC using remote desktop

2. Open the Administrative tools and DNS mmc

3. Right click the DNS server name and select properties

4. One the Forwarders tab, add the IP address of the more authoritative DNS server
5. Close the DNS mmc

DNS requests from the CloudBond 365 servers will now be passed to the CloudBond
Controller (UC-DC) as normal. If the request is for an external name, the UC-DC DNS
server will be unable to resolve the request, and will relay the request to the more
authoritative DNS server for resolution.

A Note: Failure to set DNS forwarding correctly will cause Windows Updates to fail.

Figure G-1: Start -> Administrative Tools

Start Administrator &

= T G

Adrunistrative
Tooh

-

e

Irternet Explorer
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Figure G-2: DNS MMC Tool

File Home Share View Manage Manage A 0
L |@ « System and Security » Administrative Tools » v & | | Search Administrative Tools @ ‘
X Favorites Name “ Date modified Type Size L&
Bl Desktop . Terminal Services 8/23/2013 1:39 AM File folder
j Downloads Ei Active Directory Administrative Center 8/22/2013 9:50 AM Shortcut 2KB
] Recent places % Active Directory Domains and Trusts 8/22/2013 4:55 PM Shortcut 2KB
Active Directory Module for Windows Po...  8/22/2013 4:55 PM Shortcut 2KB
1% This PC [ Active Directory Sites and Services 8/22/2013455PM  Shortcut 2KB
(2] Active Directory Users and Computers 8/22/2013 4:55 PM Shortcut 2KB =
€ Network [ ADSI Edit 8/22/2013 455 PM  Shortcut 2KB K
[ Certification Autharity 8/22/2013 456 PM  Shortcut 2KB
@- Component Services 8/22/20134:57PM  Shortcut 2KB
@ Computer Management 8/22/2013 434 PM Shortcut 2KB
f# Defragment and Optimize Drives 8/22/2013 447 PM  Shortcut 2KB
|ﬂ DNS 8/22/2013 455 PM  Shortcut 2KB
{&l Event Viewer 8/22/2013 4:55 PM Shortcut 2KB 1
[# Group Policy Management 8/22/2013 4:56 PM Shortcut 2KB
ﬁ Internet Information Services (1IS) 6.0 Ma...  8/22/2073 4:50 PM Shortcut 2KB
@ Internet Information Services (IIS) Manager  £/22/2013 4:50 PIM Shortcut 2KB
[k, iSCS! Initiator 8/22/2013 457 PM  Shortcut 2KB
én Local Security Policy 8/22/20134:54PM  Shortcut 2KB
ODBC Data Sources (32-bit) 8/22/2013 %:36 AM  Shortcut 2KB
ODBC Data Sources (64-bit) 8/22/2013 4:59 PM Shortcut 2KB
Performance Monitor 8/22/2013 4:52 PM Shortcut 2KB 1
3items 1 item selected 1.20 KB

Figure G-3: Setting DNS Server Properties

File Action View Help

i EE

|| MName
5 Enrmard Lanlun Zanac

Configure a DINS Server...

Create Default Application Directory Partitions...
New Zone...

Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records

Update Server Data Files

Clear Cache

Launch nslockup

All Tasks 3

View 3

Delete
Refresh
Export List...

Help

Opens the properties dialog box for the current selection.
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Figure G-4: Adding Corporate DNS to Forwarders

Debug Logging I Event Logging I Monitaring I Security
Intefaces |  Forwarders | Advanced | Root Hinis

Forearders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resalve.

IP Address Server FQDN
fec:0:04f::1 <Unable to resolve
fec:0:0fff .2 <Unable to resolve
fec:.0:04f.:3 <lnable to resolve:
152.168.0.10 Contoso-DC

[#] Use root hints if no forwarders are available

MNote: F conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

foply || Help
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