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Configuration Note Notices

Notice

This document describes the preventative maintenance and health check procedures to be
performed by administrators of the SPS system.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee the accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document and other documents can be
viewed at http://www.audiocodes.com/downloads.

© Copyright 2013 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.

Date Published: May-7-2013

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?>, CTI Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What’s Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.

Related Documentation

Manuals Name

SPS for Microsoft Lync Server 2010 Administrator's Guide Ver. 3.00
SPS Backup Restore Configuration Note Ver. 1.0
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Configuration Note 1. Introduction

1 Introduction

This document describes the preventative maintenance and health check procedures to be
performed by administrators of the SPS system.

The procedures consist of checking the following:
B Free Disk Space

CPU Usage

Memory Usage and Handles Count
SPS Log Files

CDR Files

Windows Events Logs

Virtual Machine Logs and Events
Antivirus Software

System Backup

SPS License Check

Database Synchronization Status
SPS Diagnostics
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Configuration Note 2. Free Disk Space

2 Free Disk Space

The following procedure checks the hard drive to ensure there is sufficient disk space.

2.1 Procedure

1. Open the SPS Web interface; the MobilityPLUS For Microsoft® Lync™ Server Home
Page appears.

2. Under the System Status group, check C free disk space.

2.2 Expected Results

B You should expect a minimum free disk space of 10 GB.

Version 1.0 9 May 2013
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Configuration Note

3. CPU Usage

3 CPU Usage

The following procedure checks the system CPU usage during both idle time and busy

hour.

3.1 Procedure

1.  Open the SPS Web interface.

2. Open the System Status page (Status & Diagnostics > System Status > System
Status).

3. Check the CPU usage in the 'CPU' column for the following services:

SPS Core
SPS Switch
SPS Manager
TFTP Server
FTP Server

3.2 Expected Results

B Inidle mode, expect a CPU usage of less than 5%.
B Make sure that during busy hour, the system CPU does not exceed 80%.

B Check the total server CPU load. Make sure other services installed on the same
operating system are not performing high CPU loads.

A

Note: Other services may influence system stability and service reliability.

Version 1.0
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Configuration Note 4. Memory Usage and Handles Count

4 Memory Usage and Handles Count

The following procedure checks memory usage and handles count.

4.1 Procedure

1.
2,

Open the SPS Web interface.

Open the System Status page (Status & Diagnostics > System Status > System
Status).

Check the memory usage in the 'Private Memory/Working Set' column for the
following services:

e SPS Core

e  SPS Switch

e  SPS Manager
e TFTP Server

o FTP Server

Check the 'Handles' column for the following services:
e SPS Core

e  SPS Switch

e  SPS Manager
e TFTP Server
° FTP Server

4.2 Expected Results

The maximum memory usage depends on the number of simultaneous calls.

Compare the memory usage in idle state with the memory usage during busy hour, in
order to verify that the memory usage in idle state returns to its normal value.

In idle state, you should expect the following usage values:
e  SPS Core should be less than 2000

e  SPS Switch should be less than 2000

e  SPS Manager should be less than 500

In normal state, the number of handles depends on the number of calls but should not
exceed the following values:

e  SPS Core should be less than 5000
e  SPS Switch should be less than 30000
e  SPS Manager should be less than 1000

Check the total server memory and 'Handles' usage. Make sure other services
installed on the same operating system are not using high memory/handles usage,

Note: Other services may influence system stability and service reliability.

Version 1.0
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Configuration Note 5. SPS Log Files

5 SPS Log Files

The following procedure checks the size of the log files and verifies if there are any
errors/warnings in the log files.

5.1 Procedure

1.
2,

Open the SPS Web interface.

Open the Application Logs page (Status & Diagnostics > Logs & Alarms >
Application Logs).

Click the button on the right side of the appropriate application, to see the contents of
the log file; the Application Logs Activity page appears.

From the 'activity_log CSV' drop-down list, select Show last 100 log lines.
Inspect the log file and check for errors and warnings.

5.2 Expected Results

B Make sure there are no special errors or exceptions.

B [f there are errors or exceptions, the system tries to provide additional information
about the problem cause.

B If a recurring error or exception occurs, contact your Customer Support.

B The system automatically deletes old log files from the system.

B Periodically monitor the system log file size and verify that the log files are not larger
than 100 MB.

Version 1.0 15 May 2013
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Configuration Note 6. CDR Files

6 CDR Files

The following procedure checks the CDR files.

6.1 Procedure

Open the SPS Web interface.

Open the SPS CDR Files page (Status & Diagnostics > CDR > SPS CDR Files).
Click Download to display the CDR file.

Check the CDR records that appear in the spreadsheet.

Ao nN-=

6.2 Expected Results

B The CDR records should match the actual calls made (Call Duration, Time of Day).
B Make sure the CDR folder includes no more than 30 records.
B The system automatically deletes old CDR files from the system.

Version 1.0 17 May 2013
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Configuration Note 7. Windows Events Logs

7 Windows Events Logs

The following procedure checks the Windows events logs and searches for critical issues.

71 Procedure

P obd =

® N o o

Connect to the SPS server using Remote Desktop.
Start the Windows Event Viewer.
Click Windows Logs > Application.

Check the level of events for the SPS task under the 'Source' column. Check for
errors, warnings etc.

Click on Windows Logs > System.
Check for exceptions.
Click Applications & Service Logs > Lync.

Check the level of events for the SPS task under the 'Source' column. Check for
errors, warnings etc.

7.2 Expected Results

B No errors and exceptions during normal operation.
B [f recurring errors or warnings events appear, contact your Customer Support.
B Check the Event Viewer for warnings or errors of other services installed on the same
operating system.
B Other services may influence system stability and service reliability.
Version 1.0 19 May 2013
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Configuration Note 8. Virtual Machine Logs and Events

8 Virtual Machine Logs and Events

The following procedure checks the Virtual Machine (VM) logs and events.

8.1 Procedure

Use your virtualization software to check virtual machine logs and events. Use one of the
following:

B Microsoft Hyper-V Server
B VMware

8.1.1  Microsoft Hyper-V Server

Microsoft Hyper-V Server logs useful information to diagnose a problem. All Hyper-V event
logs are stored in the Event Viewer under 'Applications and Services Logs', 'Microsoft',
'Windows'.

There are then 10 categories of Hyper-V events to look at. First check the Hyper-V-VMMS
category.

8.1.2 VMware

If you are using a VM other than HyperV, such as VMware, monitor the VM according to
the VM tools. You should have these tools at the data center.

8.2 Expected Results

B There should be no errors or exceptions during normal operation.
B [f there are recurring errors or warnings events, contact your Customer Support.

Version 1.0 21 May 2013
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Configuration Note 9. Antivirus Software

9

Antivirus Software

The following procedure checks that the antivirus program is up to date and doesn’t block
the SPS operation.

9.1 Procedure
1. Make sure your antivirus program is up-to-date with the latest updates.
2. Make sure that if the antivirus program is setup to perform a massive scan on all
computer folders, it is scheduled for non-working hours or when the system is idle.
3. Verify that the antivirus program installed on the system does not block access to SPS
files or main folders.
4. Make sure the antivirus program does not affect the SPS process or slow the
performance of the server.
9.2 Expected Results
The antivirus program should consume minimum of CPU resources.
Version 1.0 23 May 2013
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Configuration Note 10. System Backup

10 System Backup

The following procedure describes how to perform the system backup. The backup copy is
useful if the system needs to be restored due to a hardware malfunction or as a result of a
system settings restore.

10.1 Procedure

1. Perform the system backup according to the procedure detailed in the SPS Backup
Restore Configuration Note Ver.1.0 document.

Perform the backup operation once week if constant changes are made to the system.
The backup file should be stored in a safe external storage.

Save several historical backup copies (e.g. last 4 backups).

If the SPS is installed on a VM, perform a full backup of the VM system.

o0 s wN

Schedule the backup operation during non-working hours or when the system is in idle
mode.

7. If a change is made to the system configuration, perform the backup operation before
starting the new change.

10.2 Expected Results

NA
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Configuration Note 11. SPS License

11

SPS License

The following procedure checks that the system license is still active. Besides other license
information, it displays the Expiration Date and how many days are left before expiration.

11.1  Procedure
1. Open the SPS Web interface.
2. Open the License Information page (Configuration > License > License
Information).
3. Under the 'License Information' group check the following:
e  Expiration Date
e Days Left
4. Under the 'Users Information' group, check the following:
e  Maximum users
e  Current registered users
11.2 Expected Results
B If the system is already utilizing 90% of its license, purchase an additional license in
order to be able to extend system capacity when needed.
B If the system is running in 'Evaluation Mode' with an expiration date, make sure you
purchase a permanent license. The system stops operating when the license expires.
Version 1.0 27 May 2013
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Configuration Note 12. Database Synchronization Status

12 Database Synchronization Status

The following procedure checks the database synchronization status.

12.1 Procedure

1. Open the SPS Web interface.

2. Open the Database Synchronization page (Status & Diagnostics > Database >
Database Synchronization).

3. From the For last synchronization time on server drop-down list, select the
appropriate server.

4. Click here.

12.2 Expected Results

B Verify that each synchronization is done at intervals, less than ten minutes.

Version 1.0 29 May 2013
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Configuration Note 13. SPS Diagnostics

13 SPS Diagnostics

The following procedure describes the SPS diagnostics tests to be performed.

13.1 Procedure

Open the SPS Web interface.

Open the SPS Diagnosis page (Status & Diagnostics > System Diagnostic > SPS).
Click Show Application Endpoint State to verify the Application Endpoint State.
Click Certificate Expiration Date to verify the Certificate Expiration Date.

P ooN =

13.2 Expected Results

B For the application endpoint state, the following message is displayed: Application
Endpoint is ready; its state is ‘Established’.

B For the certificate expiration date, verify that there are enough days left to renew the
certificate.

Version 1.0 31 May 2013
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