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Configuration Note Notices

Notice

This document describes how to configure the MSBR Series devices to support traffic flow
reporting using the NetFlow protocol.

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Before consulting this document, check the corresponding Release
Notes regarding feature preconditions and/or specific support in this release. In cases where
there are discrepancies between this document and the Release Notes, the information in the
Release Notes supersedes that in this document. Updates to this document and other
documents as well as software files can be downloaded by registered customers at
http://www.audiocodes.com/downloads.

© Copyright 2013 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.
Date Published: May-20-2013

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?3, CTl Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners. Product specifications are subject to change without
notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Manual Name

Mediant 500 MSBR SIP User's Manual
Mediant 800 MSBR SIP User's Manual
Mediant 850 MSBR SIP User's Manual
Mediant 1000B MSBR SIP User's Manual

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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Configuration Note 1. Overview

1 Overview

Starting from firmware version 6.60.010.019, MSBR devices (Mediant 500 MSBR, Mediant
800 MSBR, Mediant 850 MSBR and Mediant 1000B MSBR) support traffic flow reporting
using the NetFlow protocol.

NetFlow is a standard management protocol for collecting statistics such as the number of
packets transmitted and connection time for individual network connections.

When NetFlow is enabled, MSBR operators can record historic information on a central
server (called a “Collector” in NetFlow terminology) for every session — or "flow" — of traffic
traversing the MSBR.
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Configuration Note 2. Configuration

2 Configuration

The table below summarizes the NetFlow configuration settings using CLI commands:

Command Default Notes
Value

[no] ip Flow-export enable Disabled | Enables or disables NetFlow reporting to the
designated central server (NetFlow Collector).

ip flow-export destination | (none) Sets IP address and port of the NetFlow Collector.
[A.B.C.D] [port]

ip flow-export version [5 | Version5  Selects NetFlow protocol version.
9] enable

Note: Make sure that the configured NetFlow protocol version (5 or 9) is compatible
with the currently installed NetFlow Collector version.
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Configuration Note

3. Configuration Example

3

Configuration Example

The following example shows the configuration of an MSBR used for Internet access via
ADSL, where traffic flow information is sent to a central NetFlow Collector.

# configure data

(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#
(config-data)#

ip flow-export destination 108.52.1.77.2055
ip flow-export version 5 enable

ip flow-export enable

interface dsl 0/0

mode adsl

no shutdown

exit

interface ATM 0/0

encapsulation pppoe

pvc 8/48

ppp user msbr password <msbrpassword>
firewall enable

napt

no shutdown

exit

interface VLAN 1

ip address 192.168.1.1.255.255.255.0
service dhcp

no shutdown

exit

ip route 0.0.0.0 0.0.0.0 ATM 0/0
exit
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