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Configuration Note Notices

Notice

This document describes the procedure for integrating the Verizon Internet Telephony Service
Provider (ITSP) SIP Trunk with Microsoft® Lync Server using AudioCodes' Mediant E-SBC series,
which includes the Mediant 800 E-SBC, Mediant 1000 E-SBC and Mediant 3000 E-SBC, as was
performed during the certification/compliance process.

Information contained in this document is believed to be accurate and reliable at the time of printing.
However, due to ongoing product improvements and revisions, AudioCodes cannot guarantee the
accuracy of printed material after the Date Published nor can it accept responsibility for errors or
omissions. Updates to this document and other documents can be viewed at
http://www.audiocodes.com/downloads.

© Copyright 2012 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.

Date Published: August-16-2012

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI2, CTI Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera,
Open Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer,
VolPerfect, VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are
trademarks or registered trademarks of AudioCodes Limited. All other products or
trademarks are property of their respective owners.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be
disposed of with unsorted waste. Please contact your local recycling authority for
disposal of this product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For
technical support for products purchased directly from AudioCodes, or for customers
subscribed to AudioCodes Customer Technical Support (ACTS), contact
support@audiocodes.com or contact us Toll Free at 1(800)735-4588 or direct at
+1(732)652-1085. To view further information concerning support, feel free to visit our
website at http://www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Note:

Throughout this guide, the term E-SBC device refers to the E-SBC family
(Mediant 800 Media Gateway and E-SBC, Mediant 800 MSBG, Mediant 1000

MSBG, Mediant 1000B Media Gateway and E-SBC, Mediant 3000 Media
Gateway and E-SBC).
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Configuration Note 1. Introduction

1 Introduction

This Configuration Note shows how to set up AudioCodes' networking device to
operate with Verizon SIP Trunking Service and the Microsoft Lync Communication
platform.

1.1 Intended Audience

The Note is intended as a supporting reference for certification/compliance testing and
may be utilized as a configuration example by installation engineers or AudioCodes
and Verizon partners installing and configuring Verizon SIP Trunking service and the
Microsoft Lync Communication platform for VolP calls using AudioCodes networking
devices for superior voice quality services.

1.2  About AudioCodes Networking Devices

AudioCodes' family of Enterprise Session Border Controllers (E-SBC) enables reliable
connectivity and security between enterprises and Service Providers’ VolP networks.

The E-SBC family (Mediant 800 E-SBC, Mediant 1000 E-SBC and Mediant 3000 E-
SBC) provides perimeter defense as a way of protecting companies from malicious
VolIP attacks; mediation for allowing the connection of any PBX and/or IP-PBX to any
Service Provider; and Service Assurance for service quality and manageability.

AudioCodes E-SBC is available as an integrated solution running on top of the field-
proven Mediant Media Gateway and Multi-Service Business Gateway platforms or as
a software-only solution for deployment on 3" party hardware.

The native implementation of E-SBC functions on the AudioCodes Mediant Media
Gateways and Multi-Service Business Gateways provides a host of additional
capabilities that are not possible with standalone SBC appliances, such as VolP
mediation, PSTN Access, data routing, WAN access, data security, survivability, and
third party value-added services applications. This enables enterprises to utilize the
advantages of converged networks and eliminate the need for standalone appliances.

Mediant 800 E-SBC is based on field-proven VolP and network services with a native
host processor, allowing the creation of purpose-built multiservice appliances,
providing smooth connectivity to cloud services, with integrated quality of service, SLA
monitoring, security and manageability. The native implementation of SBC provides a
host of additional capabilities that are not possible with standalone SBC appliances,
such as VolP mediation, PSTN access survivability, and third party value-added
services applications. This enables enterprises to utilize the advantages of converged
networks and eliminate the need for standalone appliances.

Note: The scope of this document does not cover security aspects for connecting
to the Microsoft Lync environment. Security measures should be
implemented in accordance with your organization’s security policies. For
basic security guidelines, see the document Recommended Security
Guidelines Technical Note.
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Note: The scope of this document does not serve as a replacement or alternative
to the AudioCodes Release Notes, User's Manual, Installation Guide or
Product Reference Manual with regards to specific aspects for connecting
to the Microsoft Lync environment. Specific implementation requirements
should be implemented in accordance with your organization’s topology
requirements and utilization requirements. For further capability
understanding, see the AudioCodes Release Notes, User's Manual,
Hardware Installation Guide and Product Reference Manual.
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2. Components Information

2 Components Information

2.1 AudioCodes E-SBC Version

Gateway Vendor

Model

Software Version
Interface Type
VolP Protocol

Additional Notes

Table 2-1: AudioCodes E-SBC Version

AudioCodes

The E-SBC family (Mediant 800 Media Gateway and E-SBC,
Mediant 800 MSBG, Mediant 1000 MSBG, Mediant 1000B
Media Gateway and E-SBC, Mediant 3000 Media Gateway and
E-SBC).

SIP_6.40A.034.005
SIP/IP
SIP

With Digital Trunk Module or MPM module for DSP resources

MSFT — Enable working with Microsoft Lync

IPSEC, MediaEncryption, StrongEncryption and
EncryptControlProtocol — Enable working with TLS transport
type

SBC =120 — Enable the IP-to-IP feature up to 60 sessions

2.2 AudioCodes Gateway Version

Gateway Vendor
Model

Software Version
Interface Type
VolP Protocol

Additional Notes

Table 2-2: AudioCodes Gateway Version

AudioCodes

AudioCodes MP-11x series.
SIP_6.20A.060.001

SIP/IP

SIP

Analog device FAX gateway

Version 6.4
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2.3 Verizon SIP Trunking Version
Table 2-3: Verizon Version
Gateway Vendor Verizon
Models
Software Version
VolP Protocol SIP
Additional Notes None
2.4 Microsoft Lync Server 2010 Version

Gateway Vendor
Models

Software Version

Table 2-4: Microsoft Lync Version

Microsoft

Microsoft Lync Server 2010
RTM: Release 2010 4.0.7577.184

VolIP Protocol SIP
Additional Notes None
2.5 Mediation Server Version

Gateway Vendor
Models

Software Version

Table 2-4: Microsoft Lync Version

Microsoft

Mediation Server

RTM: Release 2010 4.0.7577.183

VolP Protocol SIP
Additional Notes None
2.6 Microsoft Lync Client Version

Gateway Vendor
Models

Software Version
VolP Protocol

Additional Notes

Table 2-5: Microsoft Lync Version

Microsoft

Microsoft Lync Client

RTM: Release 2010 4.0.7577.4051
SIP

None

Configuration Note
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Configuration Note 2. Components Information

2.7 Lync Server 2010 Specification

For the purposes of this testing, the following server specification was used to host the
Microsoft Lync environment in a fully functioning Lync Server 2010 deployment,
including Active Directory and DNS.

The Domain Controller (DC) and the Lync standard edition where installed on the
OSN3 server hosted on the Mediant 1000B MSBG chassis.

OSN3 Specifications

Parameter Specification

CPU Intel® Core™ 2 Duo 1.5 GHz processors L7400 with Intel 3100
Chipset (64-bit)

RAM Memory 2 G DDR2 with ECC

Hard Drives Up to 2 hard drives (HDMX modules) 160GB
Bus/Chipset 64 Bit

L2 Cache 2M

Interfaces = Gigabit Ethernet

= USB 2.0 via Connection Module
= RS-232 COM

Operating = Windows Server 2008 standard
System
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2.8 Topology

The procedures described in this document describe the following example scenario:

An enterprise has a deployed Lync server 2010 in its private network for
enhanced communication within the company.

The enterprise decides to offer its employees Enterprise voice and to connect the
company to the PSTN network using the Verizon SIP Trunking service.

AudioCodes Session Border Controller (SBC) is used to manage the connection
between the Enterprise LAN and the Verizon SIP trunk.

The “session" refers to the real-time voice session using IP SIP signaling
protocol. The "border” refers to the IP to IP network border between the Microsoft
Lync network in the Enterprise LAN and the Verizon SIP trunk in the public
network.

Figure 2-1 below illustrates the interoperability topology between the Lync Server
2010 LAN and the Verizon SIP Trunking site.

The setup requirements are characterized as follows:

While the Lync Server 2010 environment is located on the Enterprise's Local
Area Network (LAN), the Verizon SIP Trunks are located on the WAN.

The internal data routing capabilities of the Mediant 1000 MSBG device are used.
Consequently, a separate WAN interface is configured in the LAN.

Lync Server 2010 works with the TLS transport type, while the Verizon SIP trunk
works on the SIP over UDP transport type.

Transcoding support: Lync Server 2010 supports G.711A-law and G.711U-law
coders, while the Verizon SIP Trunk also supports the G.729 coder type.

ATA - FAX Support via Analog Media Gateway.

The AudioCodes E-SBC device can support B2BUA transcoding or non-
transcoding interactions. The E-SBC device can also be configured to
transparently forward fax calls without intervention (e.g. transcoding).

Configuration Note
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B Support for early media handling:

Figure 2-1: Topology

[
L
1 10.15.71

John.Vasquez@Lync.Local
+1719315661

*‘@
| =
- 10.15.7.2

Mike.Erps@Lync.Local
+17193135662

ATA
% 10.15.7.165

195,189.192.158
Management

AudioCodes MSBG
WAN: 195.189.192.138
LAN Voice: 10.15.4.30
LAN Data: 10,15.4.31

Lync Exchangezﬁw
10.15.9.11 10.15.9.14 qp

+97239764300

Domain Controller
10.15.9.10

Verizon
63.97.104.81:5111

y

Note: Throughout this manual, unless otherwise specified, the term device refers
to the Mediant 800 E-SBC, Mediant 1000B E-SBC and the Mediant 3000
E-SBC.
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2.8.1 Port Topology

This section summarizes the SIP source and destination port settings in this
configuration scenario in support of call processing.

Proxy Set Transport Protocol Destination (Sending) Port
Microsoft Lync TCP or 5068
TLS 5067
Verizon UDP 5111
Fax Gateway UDP 5060

The Destination Port for Microsoft Lync, Verizon and Fax Gateways are configured in
the Proxy Sets table. See Section 4.4 on page 61.

Transport Protocol Source (Listening) Port
UDP 5060
TCP 5068
TLS 5067

The Source Ports for the Microsoft Lync and Verizon proxy sets are configured in the
SIP General Settings screen for the E-SBC device. See Section 4.14 on page 87.

The Source Port for the Fax Gateway is configured in the SIP General Settings for the
ATA device. See Section A.4 on page 106.
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3 Configuring Lync Server 2010

This section describes how to configure the Lync Server 2010 to operate with the E-
SBC device. This section describes the following procedures:

1. Configuring the device as an ‘IP/PSTN Gateway'. See Section 3.1 on page 19.

2. Associating the ‘IP/PSTN Gateway’ with the Mediation Server. See Section 3.2
on page 23.

3. Configuring a ‘Route’ to utilize the SIP trunk connected to the E-SBC device. See
Section 3.3 on page 28.

Note: Dial Plans, Voice Policies, and PSTN usages are also necessary for enterprise
voice deployment; however, they are beyond the scope of this document.

3.1 Configuring the E-SBC device as an 'lP/PSTN
Gateway'

This section describes how to configure the E-SBC device as an IP/PSTN Gateway.

> To configure the Mediant 1000 MSBG as a IP/PSTN Gateway and associating
it with the Mediation Server:

1. On the server where the Topology Builder is located, start the Lync Server 2010
Topology Builder (Click Start, select All Programs, and select Lync Server
Topology Builder).

Figure 3-1: Starting the Lync Server Topology Builder

fé Internet Explorer | p—
{é Internet Explorer {64-bit) | J
[E=5] Windaows Contacts O
< Windows Update \
. Accessoties

. Administrative Tools
. Extras and Uporades

Administrator

Docurments

. Maintenance

. Microsoft Lync Server 2010 (RC)
L@ Lync Server Control Panel
@ Lync Server Deployment Wizard
% Lync Server Logging Tool

Computer

Metwork

Contral Panel

Administrative Tools 2
Microsoft S0L Server 2008
J Startup Help and Suppark

Run...

‘Windows Security

1 EBack.

Start Search [u_'] (o) a8 4
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The following screen is displayed:

Figure 3-2: Topology Builder Options

Topology Builder Ed

Welcome to Topology Builder. Select the source of the Lync Server 2010 (RC)
topology document.

" Open Topology from 2 local file

~ New Topology

Retrizve & copy of the current topology from the Central Management Stors
databass and save it as a local file, Use this option if vou are editing an existing
deployment.

Opan an existing Topology Builder file. Use this option if you have work in
progress or if you have exported a topology from Planning Tool.

Crezte a blank topology and save it to & local file. Use this option for defining
new deployments from scratch.

QK I Cancel

2. Click the Download Topology from the existing deployment button and click
OK; you are prompted to save the Topology which you have downloaded.
Figure 3-3: Save Topology
'?:'r: Save Topology As Ed
g: ;“: ;; ’Fr + Administrakar = Docurments - lm] ISearch F=
Organize » 152 Views * | Mew Folder (7]
Favorite Links Mame = |v| [Date modified |v| Type |v| Size |v| Tac
|| Interop. theml 1072010 S:53 PM TEXML File 101 KB
Bl Deskiop || Interopl.thxml 10/12/2010 10:5,., TEXML File 101 KB
18 Computer
Fr Dacurnents
FE Pictures
r[]:" Music
4 Recently Changed
FEf Searches
. Public
Folders

File narne: | L= e apyy|

0
[

Save as bype: ITDpEﬂDg':.-' Builder Files {*.thuml)

| Hide Folders |

Save I Cancel

[
|

4
3. Enter new File Name and Save (this action enables you to rollback from any
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changes you make during the installation); the Topology Builder screen with the
topology downloaded is displayed.

Figure 3-4: Downloaded Topology

:'r: Lync Server 2010, Topology Builder

File  Action Wiew Help

€9 [EHE

I
B (] Interop
[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[ Director pools
[ Ajv Conferencing pools
[ 5QL stares
[ File stores
[ Mediation pools
[ PSTM gateways
| Monitaring Servers
3 Archiving Servers
[ Edge pools
[ Trusted application servers
[ Branch sites

SIP domain
Default SIP domain: FE-Lync.Lync.local
Additional supported SIP Nat configurad
domains:
Simple URLs
Phone access URLs: Ad]'vel Simple URL |
J hittps://dialin.FE-Lync. Lync.local
Meeting URLs: Active| Simple URL | e domain
FE-
hittps:/fmeet.FE-Lync. Lync.local e

Administrative access
URL:

https:/ fadmin.Lync.local

Central Management Server

Cenfral Management
Server:

FE-Lync.Lync.local {Intsrop)

4. Expand the Site, right-click the IP/PSTN Gateway and choose New IP/PSTN

Gateway.

T8 Lync Server 2010 (RC), Topology Builder
File Action Wiew Help

Figure 3-5: New IP/PSTN Gateway

=] E3

es|zmld=

[E Lyne server 2010 (RC)
= ] nterop

[ Standard Edition Front End Servers
Enterprise Edition Front End poals
Director pools

[ Af¥ Conferencing pools

[ 5QL stores

[ File stores

[ Mediation podls

-3 Monitoring
3 Archiving 5t Topology »

[d Edgepools|—————
[ Trusted apy
[ Branch site:

Wiew »

Help

The properties for this item are unavailable for editing. Actions

PSTN gateways o

I New IPPSTN Gateway
Topology »
iew »

[ Hel

Sostart| | & L om

J &4 Lync Server 2010 {RC...

fve B
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Figure 3-6: Define New IP/PSTN Gateway

Define New IP/PSTN Gateway E |

Gateway FODM or IP Address *
IVerizon.Lync.local

Listening port for IF/PSTM gateway: *
| s067

Sip Transport Protocol:
 1CP

5. Enter the FQDN of the E-SBC device (i.e. “Verizon.lync.local) and click OK.
Note that the listening port for the Gateway is ‘5067’ and the transport type is
‘TLS'.

The E-SBC device is now added as 'IP/PSTN Gateway'.
Figure 3-7: IP/PSTN Gateway

"".-:. Lync Server 2010, Topology Builder

Fls Adion View Hebp
s M m HE

?'-; Lync Server 2010

. PSTN Gateway

= L Interop
[+ [ Standard Edition Front End Servers
¥ [ Enterprise Edition Fronk End poals Gateway FQDN or 1P Verizon.Lync.local
[+ | Direckar poals Address:
[+ [ A Conferencing pools Listening port: S067
# [ 50U stares SIP Transport Protocol: s
[ 3 File stares Alternate media IP Not configurad
[ | Mediation pocls address:
[= 3 P3TN gateways Mediation Server Not associatad

] ACGW. Iyvnc.local
# M ALE-GWlync local
] ﬁ ACEG.Lync.bocal
# " Telenet,Lync.local
"g Verizon,Lync. local
# 3 Monitoring Servers
# 4 Archiving Servers

[# [ Edge pools

[# | Trusted application servers
[# [ Branch sites
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3.2 Associating the ‘IP/PSTN Gateway’ with the
Mediation Server

This section describes how to associate the ‘IP/PSTN Gateway’ with the Mediation
Server.

> To associate the IP/PSTN Gateway with the Mediation Server:

1. Right-click the Mediation server to use with the E-SBC device (i.e. 'FE-
Lync.Lync.local') and choose Edit Properties.

Figure 3-8: Associating Mediation Server with IP/PSTN Gateway

Tl Lync Server 2010, Topology Builder
| Bl Action  Yew  Heo
e > m Hm

[ Lymc Server 2010
Bl Inesrop Mediation Server PSTH gateway a
j Standdsrd Edition Fronk Erd Servers ' :
[ Enterprise Ecition Frort End pools TLE listening port: 5067
- ‘?“':-:_fm TP staning port: 056
1 3 AN Brandng pooks

1 5QL stores PSTN Gateways: Defast | Gateway | st

3 File stores o ACGW.lynclocal Irgercp

3 Madiskion pools ALEGW. hyne local Irgerc

v o [ me——] : ACEG. Ly bocal Irterop

(2 s-smgmw Telenet.Lyncocal irtercp

A Mesdocng Werizon.Lync local Inkerop

iy Topalogy » =2

[J Edos poolst. View ¢

0 Trushed ap

= Branch site

+ F B *

NRCR

HEHEREEAEE
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The following screen is displayed:

Figure 3-9: Befo

[ Edit Properties

re Associating IP/PSTN Gateway to a Mediation Server Associations

Figur

™ edit Properties

PSTH gateway

3.

Mediation Server PSTN gateway

Listening ports: * Tis: | 5067 Ter: | soss

W Enable TC
The TCP port of this Mediation Senver must be enabled because 8 TCP gateway depends on i

The following gatewsys ane not associated with any Mediation Server. Click Add to associate them with this Madiation
Server,

The following gateways are associated with this mediation server. Click New to define a new gateway and add it to
the list. Click Remove to remove a gateway from the list.

see | |
Irtercp

Gatevay |

Verizon.Lync.local

GW-131.Lync.bocal Interop Mew...
f GW-161.Lync.bocal Inkerap j r—

In the top-left corner, choose PSTN gateway and in the Mediation Server PSTN
gateway pane, mark the gateway-SBC device (i.e. 'Verizon.lync.local') and click
Add to associate it with this Mediation Server.

Note that there are two sub-panes, one including a list of gateways not
associated with the Mediation server and one including a list of gateways

associated with the Mediation server.
e 3-10: After Associating IP/PSTN Gateway to Mediation Server

Mediation Server PSTN gateway

Tep: | soss

Listening poris: ® TLS: | 5067

F: Enabile TCP port
The TOP port of this Mediation Server must be enabled bacausa 3 TCP gateway depands on it

The following gateways ane mot associated with any Mediation Server, Click Add to associate them with this Mediation

||
st |

The following gateways ane associated with this mediation server. Click Rew to define a new gateway and add &t to
the list. Click Remove to remove o Gateway from the kst

Gateway | Site

Fe-161.Lync local Irberop New...
Verizon.Lync.local Irterop :I =
= Rnncre

Click OK.
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Figure 3-11: Media Server PSTN Gateway Association Properties

T Ly Server 2010, Tapalogy Builier

Fie Adion Veew Help

4o | * || HED
o Ly Sevver 2010
= [ Interop Hedialion Serves FSTH gateway -
# 3 Standasrd Edttion Front End Servers
+ | Enbesprice Ediion Pront End pooks TLE Estering port: S0ET
%] ) Dienctor pooks
TCR ey port: LIES
F [ &Y Confersncing pooks o
% [ S5k sheens PSTN Gatevearys: Defast | Gabirvy Sen
¥ [0 File stores r AW Iynclocal Irterco
= "I“'*'“"' P ALEGW e iocal Trberco
s AOFG L yne ool Irtarep
=1 3 FSTH gateways
3 B A b ol Tkt Lyra Jocsl Irtercp
o Verizon.Lyre kacal irterce

[} f ALE-aW yne local
5 W ALE-GWE by local

4. Inthe Lync Server main menu, choose Action > Publish Topology.

Figure 3-12: Publishing Topology

:?: Lync Server 2010, Topology Builder

File  Action Yiew Help

o= |s=H=

Mew Central Site...
i Edit Propetties...

Site

Mew Topalagy...
Cpen Topology. ..
Download Topology. ..

Description:

Save a copy of Topalogy As. ..

Install Database.’.

Remove Deplovment. .

|_Publish Topologp_________|

Merge 2007 or 2007 A2 Topology. ..

City:
Skate/Province:
Country/Region Code:

Help

Call Admission Control Setting

Name: Interop

FEEEEEEDEEEDEE
VPR T YRR

Branch sites

Call Admission Control:

FE-Lync.Lync.local

Site federation route assignment

Federation: Disabled
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The Publish Topology screen is displayed.
Figure 3-13:Publish Topology Confirmation

Publish the topology

In order for Lync Server 2010 to correctly route messages in your deployment, you must publish your topology.
Before you publish the topalogy, ensure that the following tasks have been complated:

= A validation check on the root node did not return any errors.

» A file share has bean created for all file stores that you have configursd in this topology.

+ Al simple URLs have been defined.

= For Enterprise Edition Front End pools and for Monitoring Servers and Archiving Servers: 2ll SQL stores are
installed and accessible remotely; firewzll exceptions for remote access to SQL Server are configurad.

» For a single Standard Edition server: The task "Prepare first Standard Edition server” was run.

= You are currently logged on as a QL administrator, for example, as a member of the SQL sysadmin role.

= If you ar= removing a Front End paal, all users, comman area phones, analog devices, application contact
obiects, and conference dirsctories have been removed from the poaol.

When you are ready to procesd, click MNext,

Help Back Mext Cancel

5. Click Next; the Topology Builder attempts to publish your topology.

Figure 3-14: Publish Topology Confirmation screen

Publish Topology E2

Publishing in progress

Please wait while Topology Builder tries to publish your topology.

Publishing topology ...
Downloading topology ...
Downloading topology ...
Succesded

Downloading global simple URL settings.

Back Mext Cancel
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Wait until the publish topology process has ended successfully.

Figure 3-15: Publish Topology Successfully Completed

Publish Topology

Publishing wizard complete

Your topology was successfully published.

I Step I Status | I
" Publishing topology ... Success View Logs
Dawnloading topology ... Success
Downloading global simple URL settings.  Success
Enzbling topology... Success
To close the wizard, click Finish.

Help Back | Finish I Cancel

6. Click Finish.
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3.3 Configuring the ‘Route’ on the Lync Server 2010

This section describes how to configure a ‘Route’ on the Lync server and associate it
with the E-SBC device PSTN gateway.

> To configure the ‘route’ on the Lync server:

1. Open the Communication Server Control Panel (CSCP), click Start, select All
Programs, and select Lync Server Control Panel.

Figure 3-16: Lync Server Control Panel

& Internet Explorer [———

@ Inkernet Explorer (64-bit) i,-
[2=] Windows Contacts W
1 wWindows Update

| Bccessaries

Adminiskrat
. Adrministrative Tools ministeatar

| Extras and Upgrades

Documents
, Mainkenance
! Miru:usoft Lync Server 2010 Computer
| Lync Server Deplayment ‘Wizard k Mebwaork

%:@J; Lync Server Logging Tool
EF Lync Server Management Shell
% Lync Server Topology Builder

Control Panel

|| Resource Kit Tools Documentation Edministrative Tools »

| Microsoft Silverlight
| Microsoft S0L Server 2003

Help and Support:
. Startup
Run...
‘indaws Security
4 Back.
IEtart Search 2 (0] | a | k |

2. You are prompted for credentials; enter your domain username and password.
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Figure 3-17: Lync Server Credentials

Conneck ko FE-L Jocal

onnecting ko FE-Lync,Lync. local,

User name: Iﬁ LynciAdministrator j J

Password: I TIITIIIIY

¥ Remember my password:

K I Cancel

The CSCP Home page is displayed.
Figure 3-18: CSCP Home page

ESMicrosoft Lync Server 2010 Control Panel M=] E3

Microsoft: Admi

< LyncServer2o1o R
B Users
24 Topology User Information Resources
& IM and Presence Welcome, Administrator Getting Started
} View your roles First Run Checklist
%2 Voice Routing Using Control Panel

Microsoft Lync Server 2010
%, Voice Features o
R Top Actions Getting Help
73 Response Groups Downloadable Documentation
. En'ahle users for Lync Server Online Documentation on TechNet Library
GemiiiEmdlig E‘.jlt OF move users Lync Server Management Shell
View topology status Lync Server Management Shell Script Library

B Clients )
} View Monitoring Server reports Lync Server Resource Kit Tools

External User

L Access Cor::ﬂtnity
= Monltorlr?g. I Blogs
and Archiving
8 security
‘? MNetwork

Configuration

3. Inthe Navigation pane, select the Voice Routing option.
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Figure 3-19: Voice Routing Option

Miorasofft*
~ LyncServer2o10

i Home I - .

=1

B Users Create voice routing test case information

¥4 Topology

& IM and Presence it

5 . .

& Voice Routing f New ¥ 7 Edit ¥ Action ¥ Commit ¥

'r{:. Voice Features MName £ Scope State MNormalization rules Description

3 Response Groups € Gobal Giobal  Committed 2

4. Inthe Voice Routing menu at the top of the page, select the Route option.
Figure 3-20: Route Option
Microsodt:

~ LyncServer2o1o
i H Im I
gl ome
? Users Create voice routing test case information
¥4 Topology
&) IM and Presence P
= . .
@ Voice Routing & New 7 Edit ¥ Il Move down Action ¥ Commit ¥
%. Voice Features Name State PSTN usage Pattern to match

Global Committed Internal, Local.. M+l

Response Groups

)

In the content area toolbar, click ..

In the Build a Pattern to Match pane, fill in a Name for this route (i.e. Verizon
Route) and a Pattern to Match for the phone numbers you wish this route to
handle. In this example, the pattern to match is **', which means “to match all
numbers”.

7. Click Add.
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Figure 3-21: Adding New Voice Route

ok | X cancel
Mame:*
Verizion
Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by dicking Edit.

Starting digits for numbers that you want to allow:
Add

* Exceptions

Remove

Match this pattern:*

Edit ?

|| Suppress caller 1D

Alternate caller ID:

8. Associate the route with the E-SBC device IP/PSTN gateway you created above;
scroll down to the Associated Gateways pane and click Add; a list of all the

deployed gateways is displayed.

Version 6.4 31

August 2012



A
[ AudIOCOdES Lync Server 2010 and Verizon SIP Trunk

Figure 3-22: List of Deployed Gateways

Select Gateway ® x
ja)
Service Site
"
PetnGateway: ACGW-5BA-32.Lync.loca S5BA-32
PeinGateway:ALE-GW.Iynclocal Interop
PstnGateway:GW-SBA-Mew-M2E.Iynclocal S5BA-MNew-M2K
PetnGateway:GW-58A-MEK.Ivnc.local SBA-MEBK 1
PstnGateway:ldo-01-GW.lync.local Ido-01
PetnGateway:ACEG.Lynclocal Interop
PstnGateway:test1112.ynclocal 5BA-10
Pstnizateway: Telenet.lync.loca Interop
PetnGateway:GWiest32.lynclocal S5BAtest32 L
PeinGateway:WE00TESTO1-GW. ynclocal MEJOTESTOL
PstnGateway:Werizon.Lynclocal Interop A
QK Cancel

9. Select the E-SBC device PSTN Gateway you created above and click OK.
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Figure 3-23: Selecting the E-SBC device PSTN Gateway

Jok | X cancel
Mame:*
Verizion
Description:

Build a Pattern to Match

Add the starting digits that you want this route to handle, or create
the expression manually by clicking Edit.

Starting digits for numbers that you want to allow:
Add

* Exceptions

Remaowve

Match this pattern:*

Edit ?

|__| Suppress caller ID

Alternate caller ID:

10. Associate a PSTN Usage to this route. In the Associated PSTN Usages toolbar,

click Select and add the associated PSTN Usage.
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Figure 3-24: Associating PSTN Usage to E-SBC Device

Jok | X cancel

L U

Alternate caller 1D:

Associated gateways:

PstnGateway:\Verizon. Lync.loca

Remove

Associated PSTN Usages

" Select...
PSTN usage record Associated voice policies
Verizon Users E‘u‘erimn Users

11. Click the OK button in the toolbar at the top of the New Voice Route pane.

Figure 3-25: Confirmation of New Voice Route

|m Voice Policy PSTH Usage Trunk Configuration Test Voice Routing I

Create voice routing test case information
o)
% New 7 Edit ¥ <L Movedown Action ¥ Commit ¥
Name State PSTH usage Pattern to match
Verizion % Uncommitted  Verizon Users Ay
Globa %5 Uncommitted  Internal, Local.. “W+1

12. Inthe Content area Toolbar, click on the arrow adjacent to the Commit button; a
drop-down menu is displayed; select the Commit All option.
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Figure 3-26: Committing Voice Routes

Im Vioice Paolicy PSTH Usage Trunk Configuration Test Vaoice Routing -

Create voice routing test case information

D

aF Mew ;flidit b &Muve down Action ¥ Commit ¥

Name State PSTN usa peyiew uncommitted changes
Verizion %9 Uncommitted Verizon U Commit all L}
Globa %?Uncommlt‘teﬂ Intermal, L el selected changes
13.

In the Uncommitted Voice Configuration Settings window, click Commit.
Figure 3-27: Uncommitted Voice Configuration Settings
Uncommitted Voice Configuration Settings

@ x
Routes A
Identity Action Mew value (pattern to match) Old value (pattern
Verizion

Modified  M\* AOEIHO+2) (30
Globa Modified A+l

M+l

14. A message is displayed, confirming a successful voice routing configuration; in
the Microsoft Lync Server 2010 Control Panel prompt; click Close.

Figure 3-28: Voice Routing Configuration Confirmation

@ x

Microsoft Lync Server 2010 Control Panel

@ Successfully published voice routing configuration.
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The new committed Route is now displayed in the Voice Routing screen.

Figure 3-29: Voice Routing Screen Displaying Committed Routes

Im Voice Policy PSTN Usage Trunk Configuration Test Voice Routing .

Create voice routing test case information

0

qF New ff.dit e @Muve down Action ¥ Commit ¥

Mame State PSTHN usage Pattern to match
Verizion Committed Verizon Users Ay
Globa Committed Internal, Local... *4+1
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3.4 Configuring the ‘Dial Plan’ on the Lync Server
2010

This section describes how to configure a 'Dial Plan' on the Lync server and associate
it with 'Normalization' Rules.
> To configure the ‘Dial Plan on the Lync Server 2010:
1. Inthe Navigation pane, select the Voice Routing option.
Figure 3-30: Voice Routing Option

Microsoft:

- LyncServer2o10

N T s e
B Users Create voice routing test case information

4 Topology

) IM and Presence ad

&  Voice Routing 4 New ¥ 7 Edit ¥ Action ¥ Commit ¥

%, Voice Features Name 2 Scope State Normalization rules Description

32 Response Groups €)Gloval Global  Committed 2

2. Inthe Voice Routing menu at the top of the page, select the Dial Plan option.

Figure 3-31: Dial Plan Option

Microsoft:
~ LyncServer2o10
T%W Im Voice Policy PSTN Usage Trunk Configuration Test Vioice Routing I
-y Home
R Users Create voice routing test case information
24 Topology
&) IM and Presence it
= i i >
& Voice Routing 4 New 7 Edit ¥ Jl Move down Action ¥ Commit ¥
%, Voice Features Name State PSTN usage Pattern to match
Global Commitied Internal, Local.. ™\+1

?2 Response Groups

3. Inthe content area toolbar, click. and select the Dial Plan type.

g Mew ¥

Site dial plan
Pool dial plan

User dial plan

In this example, we create a 'User Dial Plan'.

4. Inthe New Dial Plan pane, fill in a Name for this Dial Plan (i.e. Verizon Users)
and create new 'Associated Normalization Rules' to match for the dialing phone
numbers you wish this Dial Plan to handle.
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5. Click Add.
6. For creating ‘New Normalization Rules’ in the content area toolbar, click the

option.

Figure 3-32: New Normalization Rules Option
Associated Normalization Rules

qr Nﬁ‘ %Cﬂpy “-Select.. 4 Show details... Remove @
Mormalization rule State Pattern to match Translation pattern

7. Inthe New Normalization Rules pane, fill in a name for these Normalization rules
(i.e. Verizon Users) and the Normalization rules for the phone numbers you wish
this device to handle.

Figure 3-33: New Normalization Rules Option

Mew Mormalization Rule

o oKk | K Cancel
Mame:*
Description:

Build a Normalization Rule

Fill in the fields that you want to use, or create the rule manually by
clicking Edit.

Starting digits:

Length:
Exactly |11 =

Digits to remowve:
0 —
Digits to add:

+

Pattern to match:*

Translation rule:*

+$1
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8. In this example, we created the follow Normalization Rules:

Figure 3-34: Normalization Rules

Associated Normalization Rules

4 New L2 = select...
Mormalization rule State Pattern to match Translation pattern
Call to Operator Committed  A[0)% +1%1
Call to International Operator Committed  ~(00)5 +1%11
Call to Operator with Local Area Mumber Committed A (D713 +131
Call to Operator with Local Mumber Committed  A(Ad{10))% +1%1
3 Digits Committed  ~Nd{3N4% +151
1411 Committed  ~(1411)% +151
In Site call Committed  A(S\d[3Dg +171831351
Local Area Call Committed  ~0dTH3 +1719%1
s Call Committed Q{1033 131
Prafix Al Committed  AQd{l1]3 +11
Call to Operator with International Number Committed  ~{01\d{5Pd+)% +1%1
International Committed  ADNd{BPd+1% +01151

9. Example (and Translation) of Normalization Rules:

Call to Operator: Dial exactly ‘0’ the rule add ‘+1’ - Lync will send to the
GW ‘+10'.

Call to International Operator: Dial exactly ‘00’ the rule add ‘+1’ - Lync
will send to the GW ‘+100'.

Call to Operator with Local Area Number: Dial number that start with ‘0’
and more 7 digits (‘Oxxxxxxx"), the rule add ‘+1’ > Lync will send to the GW
‘+LOXXXXXXX'.

Call to Operator with Local Number: Dial number that start with ‘0’ and
more 11 digits (‘Oxxxxxxxxxxx’), the rule add ‘+1’ - Lync will send to the GW
“+LOXXXXXXXXXXX'.

3 Digits: Dial 3 digits ("xxx’) the rule add ‘+1’ = Lync will send to the GW
‘+1xxx’. This rule using for emergency call (e.g., 911).

1411: Dial exactly ‘1411’ the rule add ‘+1’' - Lync will send to the GW
‘+114171".

In Site call: Dial 4 digits (‘xxxx’) the rule complete the number to E-164
standard number and add ‘+1719313’' - This rule affect only in site calls and
not sending to the GW.

Local Area Call: Dial 7 digits (‘xxxxxxx’) the rule add ‘+1719" - Lync will
send to the GW ‘+1719XXXXXXX'.
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e US Call: Dial 10 digits ("“xxxxxxxxxx’) the rule will add ‘+1’ = Lync will send
to the GW ‘+LXXXXXXXXXX'.

e  Prefix All: Dial 11 digits ("xxxxxxxxxxx’) the rule will add ‘+' >
+1xxxxxxxxxx’ will send to the GW.

e Call to Operator with International Number: Dial 8 or more digits that
starting with ‘01" (‘O1xxxxxxxxxxxx’) the rule add ‘+1’ = ‘+LOLXXXXXXXXXXXX'
will send to the GW.

e International: Dial 9 or more digits (‘xxxxxxxxxxx’) the rule add ‘+011’' >
+01Ixxxxxxxxxxx’ will send to the GW.

10. Example of Normalization Rules:

Figure 3-35: Example: Normalization Rules

.;5:7 OK | & Cancel

Mame:*

tall to Operator

Description:

Build a Normalization Rule

Fill in the fields that you want to use, or create the rule manually by
clicking Edit.

Starting digits:
0

Length:
Exactly v |1 =

Digits to remowve:

1] =
Digits to add:

+1

Pattern to match:*

(s

Translation rule:*

+1%1
Edit 7
| | Internal extension 7

Dialed number to test:
Lelad
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e Name: The Rule name.
e Description: Rule description.
e  Starting digits: The Digit/s Number/s that the Normalization Rule starting.

e Length: Three options: ‘At Least’, ‘Exactly’, and ‘Any’. And then the numbers
of dial digits (e.g., exactly 1 digit).

e Digits to remove: The number of Digits that need to remove from the dialed
number. (e.g., Don’t remove digits)

e Digits to add: The number of Digits that need to add to the dialed number.
(e.g., add ‘+1’ as prefix)

e Pattern to match: This field automatic filled, based on the previous fields.
e Translation rule: This field automatic filled, based on the previous fields.
e Dialed number to test: Use for test the rule before approve it.

11. Gateway number manipulation. The number manipulation configuration of the
AudioCodes device is later described in Section 4.13 on page 83.
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3.5 Enabling Voice Mail in the Exchange Server

This section describes how to enable voice mail for the user on the Exchange Server.

> to enable user for voice mail in the Exchange Server:
1. Open the Exchange Management Console.

Figure 3-36: Exchange Management Console

File  Action ‘iew Help

€9 e HE

[ [£5 Microsoft Exchange On-Premises (g [~
oz Organization Configuration } Create Filker
= Server Configuration
= %, Redpient Canfiguration | Display Name | Alias | Organizational Urit | Recipient Type Details | Primary SMTP Address |
[{a Mailbos @Administratur Administratar Iync.localfUsers User Mailbox Administrator@lync.local
!.‘% Distribution Group lpaDiscovery Search Mailbox  DiscoverySearchMailbox{...  lync.localfUsers Discovery Mailbox DiscaverySearchMailboxd, ..
2] Mail Conkact @Eyal Israel Eval Iync.localfUsers User Mailbox Eyal@lync, local
3 Disconnected Mailbox tHadar Yernik. Hadar ers Har vnc.local
g Move Request @Hagai Maf Hagai Iyne.localfUsers User Mailbox Hagai@lyne, local
@1 Todlbox @John Wasquez Johin Iync.localiUsers User Mailbox John@lyne.local
@Mike Erps ke lyne.lacalfUsers User Mailbox Mike@lync.local
[{EOFer Aharonay afer Iynec.localfUsers User Mailbox ofer@lync local

2. In the Navigation pane, select the 'Recipient Configuration >> Mailbox' Tree
folder.

3. Select user for enabling voice mail from the list.
From the dropdown list, right-click on the selected user and choose Enable
Unified Messaging.

Figure 3-37: Mailbox — Entire Forest

fE Mailbox - Entire Forest

: ﬁ"‘ Create Filker

| Display Mame = | Alias | Organizational Unit
@.ﬁ.dministratnr fdrniniskrator lyre,localfUsers
p;f_:EDiscwery Search Mailbox  DiscowerySearchiMailboxf,..  enclocalfUsers

S AEyal Israel

Eval

[vnc, localfUsers

2 leare
ILlsers

Enable Archive

aHagai MNof 1]
& Hagai No Dicabla sers
#2 John Yasquez Lsers
2 Mike Erps Remove Lsers

P Enable Linified I
H 3 ofer Aharonoy Users

Mew Local Move Request, .,
MNew Remakte Move Request, ..

Manage Send As Permission, ..
Manage Full Access Permission. . .

Send Mail

Properties

Help
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The Enable Unified Messaging Wizard — Introduction screen is displayed.

Figure 3-38: Enable Unified Messaging

/ ““4 Enable Unified Messaging

--._____!- o |
O Introduction Introduction ; ; i : j _
i The zelected mailbox will be enabled for Unified Mezsaging. Upon completion, an e-mail
2 Extension meszage will be zent ta the mailbox natifving the uzer that they have been enabled for
Canfiguration nified Meszaging. The message will include the PIN and the number ta dial to gain access
Enable Urified to their mailbox. By default, an extension number and PIM are automatically generated. *ou
" Messaging can alzo manually specify an extension number and PIR.
. Completion nified Meszaging Mailbox Policy:
|| Browze... |
FIt Settings

& Automatically generate PIN to access Outlook VYoice Sccess

= Manually specify PIN: I

[~ Require user to reset PIM &t first telephone logon

4| Unified Meszaging iz a premium feature and requires an Exchange Enterprize Client
Access License [CAL] to enable it for the mailbos.

Help | < Back | Mext = I Cancel

5. Inthe new dialog pane, click the Browse button; the Select UM Mailbox Policy
dialog is displayed.

Figure 3-39: Select UM Mailbox Policy

Select UM Mailbox Policy

File  Wiew

Search: Find Mow  Clear

Mame =

5 ACint Default Policy

6. Select ACint Default Policy.
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7. Click Next; the Enable Unified Messaging Wizard — Extension Configuration
screen is displayed.

Figure 3-40: Enable Unified Messaging Wizard — Extension Configuration

/ *:q Enable Unified Messaging

‘--._____l |
I Intraduction Extension Configuration
E=tenzion & Automatically-generated mailbox extension
Configuration
J = Manually-entered mailbox extension: SEER
E nable Unified
~ Meszaging SIP Resource |dentifier
A Campletion Thiz refers to a SIP addresz of a Uk-enabled uzer when a SIF URI dial plan is used. For

example, tonpzmith@contozo. com. When an E.164 dial plan iz uged, this would refer to the
E.164 addresz of the user. For example, +14255551234.

' Automatically-generated SIP resource identifier;

= Manually-entered SIP rezource identifier;

IH adar Vernik(@FE -Lync. Lync. local

Help | < Back | et » I Cancel
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8. Click Next; the Enable Unified Messaging Wizard Configuration Summary screen

is displayed.
Figure 3-41: Enable Unified Messaging Wizard — Configuration Summary

/ ~“4 Enable Unified Messaging

--._____l |
M Irtraduction Enable Unified Messzaging
i “wihen you click Enable, the following recipient will be Uk enabled.
E=tenzion
Configuration : g
o Configuration Sumrmary:
o Enahle Unified
Meszaging 44 Hadar Vernik
< Completion Unified Meszaging Mailbox Palicy: ACint D'efault Policy

tailbow Extensions: BEES
SIP Resource |dentifier: Hadar Vernik@FE -Lync. Lyne. local
Automatically generate PIM to access Outlook Yoice Access

To copy the contentz of this page, press CTRL+C.

Help | <Back |[ Erable |

Cancel
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9. Click Enable; the Enable Unified Messaging Wizard — Completion screen is
displayed.

Figure 3-42: Enable Unified Messaging Wizard — Completion

/ ““4 Enable Unified Messaging
<50

Completion

[ Introduction
The wizard completed successfully. Click Finish to cloze this wizard.

Eutengion AT
A - Elapzed tlmet. 00:00:03 .

Enable Linfied Summary; 1 item(z). 1 succeeded. 0 failed.

Mezzaging 24 Hadar Yernik @ &
[ Completion

Exchange Management Shell command completed:

‘Lync.local/Userz/Hadar Vermik' | Enable-UkM ailbox -PinE xpired $falze
-UtMailboxPolicy ‘ACint Default Policy' -Extensions 'B5665" -51PRezourceldentifier
‘Hadar. Wermik@FE -Lync. Lync. local

Elapsed Time: 00:00:03

To copy the contents of thiz page, prezs CTRL+C.

Help | <Back  |[ Finish | Cancel

10. Click Finish.
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3.6

B8 Microsoft Lync Server 2010 Control Panel

Enabling User for Lync Voice

This section describes how to enable Lync Voice Mail for a specific Lync user.

> To enable Lync Voice Mail:

1.

Open the Lync Server 2010 (Start menu > Programs > Microsoft Lync Server
2010 > Lync Server Control Panel); the CSCP Home page is displayed.

Figure 3-43: CSCP Home page

Microsoft* A Sign out
Lync Serverzo1o 4075770
! Users
24 Topology User Information Resources
& IM and Presence Welcome, Administrator Getting Started
} View your roles First Run Checklist
%2 Voice Routing Using Control Panel
Microsoft Lync Server 2010
%, Voice Features .
= Top Actions Getting Help
#3 Response Groups Enabl for Lync S Downloadable Documentation
X E:'at © userstor Lync server Online Documentation on TechNet Library
&b Conferencing V.I o‘r mnlve uselrsl Lync Server Management Shell
Clients tew topology status Lync Server Management Shell Script Library
} View Monitoring Server reports Lync Server Resource Kit Tools
E ixterna\ User Community
ceess Forums
- Manitoring Blags
= and Archiving
8 Ssecurity
MNetwork
¥ Configuration
2. In the Navigation pane, select the ‘Users’ option.
Figure 3-44: Users Option
Microsoft:
Lync Server2010
User Search
5 Home I _
3R Users
(=) Search () LDAP search
4 Topology
hy typing Iame or Find = l-d + Add filter
) IM and Presence
%2 Voice Routing Flenableusers ¥ FEdit ¥  Action ¥
e Voice Features Display name «  Enabled SIP address Registrar pool Telephony
?3 Response Groups
ot , Select the type of search that you want to perform.
onferencing
B Clients IMPORTANT: Search returns users already enabled for Lync Server, but
. External User does not include users enabled for previous versions. To see these
=5 Access users, select Legacy users in the search filter query.
. |SEnable users ¥
3. In the content area toolbar, click “*
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The New Lync Server User screen is displayed.
Figure 3-45: New Lync Server User

Mew Lync Server User

4- Enable | & Cancel

Users:*

Display name Status Add...

Assign users to a pook*

Generate user's SIP URL
(*) Use user's email address
() Use the user principal name (UPN)
() Use the following format:

<FirstMame>.<LastName> @ .
() Use the following format:

<SAMAccountNames @ -
() Specify a SIP URI:

Telephomy:
| PC-to-PC only - | 7

Line URL:

| tel+123456

Conferencing policy:

|{Autﬂrr'atic:- b |

4. Inthe Users: clicklih the Lync search engine opens.

Figure 3-46: Lync Search Engine

Select from Active Directory ® x

(=) Search () LDAP search

Search for users by typing a8 user’s name or clicking Add filter | | Find + Add filter ¥

Mame =« Display name Email User principal name (UPN) First name Last name

Select the type of search that you want to perform.
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5. Click Fina for searching un-enable voice user in the Active Directory.

Figure 3-47: Search Un-enable Voice Users

Select from Active Directory @

I*) Search (_) LDAP search

Search for users by typing 3 user’s name or clicking Add filter x Find + Add filter

Search results:

MName 2 Display name

Administrator Administrator

Daniel Belenki Daniel Belenki
DiscoverySearchMailbox {D919BA05-46A6-415f-80AD-TEQS334BE852} Discovery Search Mailbox
FederatedEmail 2c1fddBb-5179-4145-93bf-00a95faleld2 Microsoft Exchange Approval..
Guest

Hadar Vermik Hadar Vermik

Itay Cohen Itay Cohen

krbtgt

Meitan Maamat Meitan Maamat

6. Select one of the users from the list and click OK.
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Figure 3-48: User Properties

Enable | & Cancel

Users:*
Display name Status Add...
Hadar Vemik

Assign users to a pook:*

FE-Lync.Lync.loca b
Generate user’s 5IP URL
| Use user's email address
| Use the user principal name (UPMN)
(.#) Use the following format:

<Firsthame>.<LastMame> @ | FE-Lync.Lync.local b

| Use the following format:

<SAMAccountMames @ -
| Specify a SIP URI:

@ L 4
Telephony:
Enterprise Voice b4 T
Line URL:
tel:+171931335665 ?
Dial plan policy:
Werizon Users b Wiewd.
Voice policy:
Werizon Users b Wiewd..

In the 'Assign users to a pool' field, select the Pools that you working with it.
In the 'Generate user's SIP URI' field, select the format.
In the 'Telephony' field, select Enterprise Voice.
10. Inthe 'Line URI' field, add the tel:<phone number> (e.g., tel:17193135665).
11. Inthe 'Dial plan policy' field, select the dial plan.
12. Inthe 'Voice policy' select the voice policy.
13. Click Enable.
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4 Configuring AudioCodes E-SBC device

This section provides step-by-step procedures for configuring AudioCodes' E-SBC
device. These procedures are based on the setup example described in the following
sections.

The steps for configuring the gateway can be summarized as follows:

Step 1: Configure IP Addresses. See Section 4.1 on page 53.

Step 2: Enable the SBC Capabilities. See Section 4.2 on page 59.

Step 3: Configure the Number of Media Channels. See Section 4.3 on page 60.
Step 4: Configure the Proxy Sets. See Section 4.4 on page 61.

Step 5: Configure the IP Groups. See Section 4.5 on page 63.

Step 6: Configure the Voice Coders. See Section 4.6 on page 66.

Step 7: Define Silence Suppression and Comfort Noise. See Section 4.7 on page
68.

Step 8: Configure IP Profile Settings. See Section 4.8 on page 69.

Step 9: Configure Header Manipulation for Call Forwarding. See Section 4.9 on
page 73.

B Step 10: Configure Unscreened ANI for P-Asserted Identity. See Section 4.10 on
page 77.

B Step 11: Configuring Unscreened ANI using Diversion Header. See Section 4.11
on page 78.

Step 12: Configure IP-to-IP Routing Setup. See Section 4.12 on page 79.

Step 13: Configure Number Manipulation. See Section 4.13 on page 83.

Step 14: Configuring SIP General Parameters. See Section 4.14 on page 87.
Step 15: Configuring SIP Supplementary Services. See Section 4.15 on page 89.

Step 16: Defining Reasons for Alternative Routing (see Section 4.16 on page
90).

B Step 17: Configuring Call Progress Tones file for Regional support (see
Section 4.17 on page 92.

The procedures described in this section are performed using the E-SBC device’s
Web-based management tool (i.e., embedded Web server). Before you begin
configuring the device, ensure that the Web interface's Navigation tree is in full menu
display mode (i.e., the Full option on the Navigation bar is selected), as displayed
below:
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Figure 4-1: Web Interface Showing Basic/Full Navigation Tree Display

- F 9
e | Slatus Status
i,f-—_"“' gement | 5 iagnostics Gonfigurstion| Management RIS .
Scenarios Search S oA os Seanch
Basic (Full ":\ ) pasic @ Full m
Basic E@inetwork Settings Hilnetwork Settings Full Navigation
Navigation Tree Tiimedia Settings Elimedia Settings Tree View
Wiew Option £ (@ rotacal Configuration S ecurity Setting Option
* (il advance Applications - #illprotocol Configuration

i advance Applications

[ Only "Basic™ Menus | | All Menus |
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4.1 Step 1: Configuring IP Addresses

This step shows how to configure LAN IP addresses when the internal data-routing
capabilities of the E-SBC device are used to connect to the Verizon SIP Trunking
service. In this case, configure a separate WAN interface as described below.

4.1.1 LAN and WAN Interface Separation

This section describes how to configure IP addresses when the internal data-routing
capabilities of the E-SBC device are used in order to connect to the Verizon Business
SIP Trunk. In this case, you must configure a separate WAN interface as shown in the
figure below.

Notes:

e  The VoIP and Management interface must be in the same subnet as the
data-routing interface as shown in the figure below.

e  When operating with both VolP and data-routing functionalities, it is
recommended to define the Default Gateway IP address for the VolP
network interface in the same subnet and with the same VLAN ID as the
IP address for the data-routing LAN interface as shown in the figure
below.

Figure 4-2: Physical Interface Separation

LAN WAN
]
Microsoft
Lyne server 2010 Exchange 2010 |
10.15.9.11 10.15.9.14 1
il ) " r,_ 4 | Verizon Business SIP
fi_, & | LAN Voice: 10.15.4,30 Trunking
- 4 LAN DATA: 10.15.4.31
Domain | Private SIP
Contraller LAN [P E— «—— . Internet Trunk -
1015910 | WAN: 195,189,182 138 Netw: « >
o | AudioCodes Mediant
1000 MSBG
| IP: 63.97.104.81:5111
| TLS 4 — — —# SIP over UDP
GT7ilaulaveg — — —p G729
Call Forwarding

(Add Diversion Header to INVITE)

Early Media Handling

|
|
|
|

(183 Ttyin_g ;aersrat_ebﬁlngmne]
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41.1.1 Configuring the LAN IP Addresses

This section describes how to assign the LAN IP addresses.

> To assign a LAN VolIP and Management IP address using the Web interface:
1. Open the ‘IP Settings’ page (Configuration tab > VolP menu > Network
sub-menu > IP Settings).

2. Select the 'Index’ radio button corresponding to the Application Type "OAMP +
Media + Control (i.e., VolP and management interface), and then click Edit.

3. Configure the new IP address and prefix length so that it corresponds to your
network IP addressing scheme (e.g., 10.15.4.30).

4. Configure additional IP interfaces, if required.

Figure 4-3: Multiple Interface Table Page

Index Application Type 1P Address Prefix Length Gateway WLAN ID Interface Name

o O | | | |

-

WAN Interface Name | Mot Corfigured vl

5. Click Apply, and then Done to apply and validate settings. If validation fails, the
E-SBC device does not reboot.

6. Save your settings to flash memory and reset the E-SBC device.
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> To define the E-SBC device's LAN data-routing IP address:

1. Access the E-SBC device's Web interface with the IP address that you assigned
to the VoIP and Management interface.

2. Access the 'Connections' page (Configuration tab > Data menu > Data System
> Connections).

Figure 4-4: Connections Page

Hame Stadun Action
=
W WANE

New Conneclion

3. Click the Edit . icon corresponding to the "LAN Switch VLAN 1" connection, and
then click the Settings tab.

4. Inthe 'IP Address' and 'Subnet Mask' fields, enter the required IP address (e.g.,
10.15.4.31) and subnet respectively, and then click OK.

Figure 4-5: Defining LAN Data-Routing IP Address

Device Name: eth0.1
Status: Connected
Schedule: Always [v
Networle: LAN |w
Connection Type: Ethernet
Physical Address: 00:90:8f:36:c6:05
Underlying Connection: LAN switch
Internet Protocol Use the Following IP Address e
IF Address: 10 |15 L[4 |31
Subnet Mask: 255 .[255
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41.1.2 Configuring the WAN IP Addresses

This section describes how to assign the WAN IP addresses.

> To assign a WAN IP address:

1. Cable the E-SBC device to the WAN network (i.e., ADSL or Cable modem), using
the WAN port.

2. Access the E-SBC device's Web interface with the Voice and Management IP
address.

3. Access the 'Settings' page (Configuration tab > Data menu > WAN Access >
Settings tab).

Figure 4-6: Configuring the WAN IP Address

WAN Ethernet

Connection Type: | Manual IP Address Ethernet Connection b d
Mame: WaN Ethernet

Status: Connected

MAC Address: 00:90:8f:36:c6:06

1P Address: 95 | 189 L[ 192 L[ 138
Subnet Mask: 255 .| 255 .| 255 | 240
Default Gateway: 195 | 189 L[ 192 137
Frimary DONS Server: 20 175 .| 35 .| 100
Secondary DNS Server: 20 175 .| 22 [ 100
Click here for &dvanced Settings

4. From the 'Connection Type' drop-down list, select the required connection type
for the WAN, and then configure the IP address (e.g., 195.189.192.138).

> To assign a WAN interface for VoIP traffic:

1. Select the WAN interface.

2. Open the 'Multiple Interface Table' page (Configuration tab > VolP menu >
Network sub-menu > IP Settings).

Figure 4-7: Selecting WAN Interface for VoIP Traffic in Multiple Interface Table Page

Index Application Type IP Address Erefix Length Gateway VLAM ID Interface Name
0 O I 0]
-
WAN Interface Name WAN Ethemet v| W

3. From the 'WAN Interface Name' drop-down list, select the WAN interface for VolP
traffic.

4. Click Done, and then reset the E-SBC device for your setting to take effect.
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412 Configuring a Single LAN Interface

This section describes how to configure IP addresses when a single LAN interface is
used to connect to the Verizon Business SIP Trunk. In this configuration, the internal
data-routing capabilities of the E-SBC device are not used as shown in the figure
below. As a consequence, you must disable the internal data-routing interface as
described in the procedure below.

Figure 4-8: Single LAN Interface

LAN WAN

Lync server 2010 10.15.9.14

|
Microsoft Exchange 2010 !
10.15.9.11 |

Verizon Business

LAN Voice: 10.15.4.30 SIP Trunking
Default Gateway: 10.15.0.1 | Private SIP
|
e Inte! Trunk
P -y 85— N..m"a
{E/ . AudioCodes Mediant |
Domain 1000 MSBG . .
Controller | IP: 63.97.104.81:5111
10.15.9.10 TLS 4 — — —P=SIP over UDP
G7alulaw g — — —p G729
Call Forwarding

(Add Diversion Header o INVITE)
Early Media Handling

(183 Trng?G;srale Ringtone}

Note: When operating in LAN VolP-only mode, do not use the E-SBC device’s
WAN port.

> To operate the E-SBC device as a LAN VolP gateway only:

1. Disconnect the network cable from the WAN port and then connect one of the E-
SBC device’s LAN ports to the network.

2. Disable or remove the data-routing IP network interface:

e Access the ‘Connections’ page (Configuration tab > Data menu > Data
System > Connections).

e Delete the “LAN Switch VLAN 1" connection by clicking the corresponding

Remove ﬁ button, and then clicking OK to confirm deletion.

Figure 4-9: Removing Data-Routing Connection Interface

Hame Status Action
% LA 1 Ports Connected k
% WAN Ethernet Cable Disconnectes %
‘_& LAN switeh WLAN 1 Connected s . a e
New Connection ]
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3. Configure VoIP IP network interfaces in the ‘Multiple Interface’ table (Configuration
tab > VolP menu > Network > IP Settings).

4. In the ‘Multiple Interface’ table, define a single IP network interface for application
types “OAMP + Media + Control”.

Figure 4-10: Multiple Interface Table

Imrdy Applrataas T ypd 1F dddrass Frafis Lasgeh Ll iy WLAN 1D Imarfas fide v Pravdery [0S Saress [P Addsaes  Eecaraiesy D[RO Sarver DF Aadeaas | Usdiaofyeng tebemiacs
@ QAN - Mady + Codl + | 1015430 ey aroo poas P =

5. Click OK to save settings.
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4.2 Step 2: Enabling the SIP SBC and IP2IP
Application

This step describes how to enable the device's SIP IP2IP application.

> To enable the SIP SBC and IP2IP application:

1. Open the 'Application Enabling' page (Configuration tab > VolP menu >
Applications Enabling > Applications Enabling).

Figure 4-11: Application Enabling

-

% FEnable 545 Disable -
& Enable SBC Application Enable >e |L]
4% Enable IFZIF Application Enable -

2. From the 'Enable SBC Application' and the 'Enable IP2IP Application' drop-down
lists, select Enable.

Reset with BURN to FLASH is required.

Note: To enable the SBC and IP2IP capabilities on the AudioCodes gateway-SBC
device, your device must be loaded with the feature key that includes the SBC
feature and also the MSBG device must be running SIP version 6.2 or later.
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4.3

IP Media Settings

Step 3: Configuring the Number of Media
Channels

In order to perform the coder transcoding, you need to define DSP channels. The
number of media channels represents the number of digital signaling processors
(DSP) channels that the gateway allocates to IP-to-IP calls (the remaining DSP
channels can be used for PSTN calls). Two IP media channels are used per IP-to-IP
call. The maximum number of media channels available on the E-SBC device is 120
(i.e., up to 60 IP-to-IP calls for the Mediant 1000B E-SBC, and for the Mediant 3000 E-
SBC, 2016 (i.e., up to 1008 IP-to-IP calls ).

> To configure the number of media channels:

1. Open the 'IP Media Settings' page (Configuration tab > VolP menu > IP Media >
IP Media Settings).

Figure 4-12: IP Media Channels Settings

Basic ParameterList

-
% MNurmber of Media Channels e_gﬂ 4
£ \oice Streaming Dizable -
Metdnn Announcement 1D annc
MZCML ID [
Transcoding ID trans
w Conference
Conference ID caonf
Beep on Conference Enable R
Enable Conference DTMF Clamping Enable b
Enable Conference DTMF Reporting Dizable -

2. In the 'Number of Media Channels parameter, do one of the following:
e  For Mediant 1000B E-SBC: Enter 120 to enable up to 60 IP-to-IP calls with
transcoding or; click Apply New Value.

e  For the Mediant 3000 E-SBC: Enter 2016 to enable up to 1008 IP-to-IP calls
with transcoding or; click Apply New Value.
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4.4 Step 4: Configuring the Proxy Sets

This step describes how to configure the Proxy Sets. The Proxy Sets represent the IP
addresses (or FQDN), which are required for communicating with the entities in the
network:

B Proxy Set ID #1 is assigned with the IP address of Lync Mediation server.
B Proxy Set ID #2 is assigned with the IP address of Verizon Business SIP Trunk.

B Proxy Set ID #3 is assigned with the IP address of ATA Media Gateway
supporting the Fax machine.

These Proxy Sets are later assigned to IP Groups (see Section 4.5 on page 63).

> To configure proxy sets:

1. Open the 'Proxy Sets Table' page (Configuration tab > VolP menu > Control
Network > Proxy Sets Table).

2. Configure the Proxy Set for Lync Mediation Server:
a. From the 'Proxy Set ID' drop-down list, select 1.

b. Inthe 'Proxy Address' column, enter the IP address or FQDN and the
listening port of the Lync Mediation Server.

c. From the Transport Type' drop-down list, corresponding to the IP address
entered above, select TCP (port 5068) or TLS (port 5067) depending on the
deployed Mediation Server Transport Type.

Figure 4-13: Proxy Set ID 1 for Lync Mediation server

w
Prowy Set 1D K v|

Erowy Address Transport Type
1 [10.15.9.11:5088 «—€) | [1cr w|«<— @
2 | |
3 |
|
|

|
d
|
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-

3. Configure the Proxy Set for the Verizon Business SIP Trunk:

a.
b.

From the 'Proxy Set ID' drop-down list, select 2.

In the 'Proxy Address' column, enter the IP address or the FQDN of the
Verizon Business SIP Trunk and the listening port of the Verizon Business SIP
Trunk.

From the 'Transport Type' drop-down list corresponding to the IP address
entered above, select UDP.

Figure 4-14: Proxy Set ID 2 for Verizon Business SIP Trunk

Prowy Set ID |2 v |<—Q‘

-

Proxy Address Transport Type

(6397.104815111«<—€D) uoe [v«—— €

4. Configure the Proxy Set for the Fax supporting Media Gateway:

a.
b.

From the 'Proxy Set ID' drop-down list, select 3.

In the 'Proxy Address' column, enter the IP address or the FQDN and the
listening port of the Fax Supporting Media Gateway.

From the "Transport Type' drop-down list corresponding to the IP address
entered above, select UDP Transport Type.

Figure 4-15: Proxy Set ID 3 for Fax Supporting Media Gateway

Proxy Set ID 3 v}(—d

Proxy Address Transport Type

10.15.7.165:5060 «—) UDP | & ic)

Configuration Note

62 Document #: LTRT-31904



Configuration Note 4. Configuring AudioCodes E-SBC device

4.5 Step 5: Configuring the IP Groups
This step describes how to create IP groups. Each IP group represents a SIP entity in
the gateway's network. You need to create IP groups for the following entities:
B Verizon Business SIP Trunk
B Lync Server 2010 — Mediation Server
B ATA - FAX Support via Analog Media Gateway.

These IP groups are later used by the IP2IP application for routing calls as well as the
SBC application for Header Manipulation.

> To configure IP Groups:
1. Openthe'IP Group Table' page (Configuration tab > VolP menu > Control
Network> IP Group Table).
2. Define IP Group #2 for the Verizon ITSP as follows:
a. IP Group Index 2
b. Type: SERVER
c. Description: arbitrary name. (e.g., “Verizon”)
d

Proxy Set ID: 2 (represents the IP address, configured in Section 4.4 on
page 61, for communicating with this IP Group).

e. SIP Group Name: The SIP Request-URI host name used in INVITE
messages sent to the IP Group, or the host name in the From header of
INVITE messages received from the IP Group. Enter the WAN IP address.

f.  IP Profile ID: 2: Different IP profile is used for the Verizon Business SIP
Trunk and the Mediation Server. See Section 4.8 on page 69.

Figure 4-16: IP Group 2 Table

Index @—)

w Commoen Parameters

Type @—H SERVER v|

Description |"v"en'zc-n I(—@
Proxy Set ID 2 vl
SIP Group Mame @ 56357104 81 H—@
Contact User | |

% SRD
% Media Realm
IP Profile 1D

w Gateway Parameters

Always Use Route Table | Na vl

Routing Mode | Mot Configured Vl =

SIP Re-Routing Mode | Standard vl

Fnahle Survivahility 4
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Figure 4-17: IP Group 1 Table Page

- A~
Index ®_)|1 Vl
w Commeon Parameters
Type @—>| SERVER v|
Description | Lync I(—@
Proxy Set ID @_)‘ 1 vl
SIF Group Name @ 5 195.189.192.138 |
Contact User | |
% SRD 0 |
% Media Realm | vl
1P Profile ID @—> 0 v|
w Gateway Parameters
Always Use Route Table | MNa vl
Routing Mode | Mot Corfigured Vl -
SIF Re-Routing Mode | Standard vl
Frahle Survivahilite Mieshla At

3. Define IP Group #1 for Mediation Server as follows:
a. Select IP Group Index 1
Type: SERVER
Description: <Free Description> (e.g., “Lync Mediation Server”)
Proxy Set ID: 1

SIP Group Name: The SIP Request-URI host name used in INVITE
messages sent to the IP Group, or the host name in the From header of
INVITE messages received from the IP Group. Enter the Gateway Name.

f.  IP Profile ID: O (see Section 4.8 on page 69).

o o o o

Figure 4-18: IP Group 3 Table Page

Index @_)H v|

w Comman Parameters

Type | SERVER v <—@
Description @—) T

Proxy Set ID

SIP Group Mame

& SRD

|
|
Contact User | |
|
|
|

% Media Realm v|
IF Profile ID @_> 3 v/
w Gateway Parameters
Always Use Route Table | MNa V|
Routing Mode | Mat Configured V|

5IP Re-Reuting Mode | Standard v

Frnahle Sirvivahilitv aakle
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Define IP Group #3 for supporting FAX Media Gateway as follows:

a.

m® o o T

f.

Select IP Group Index 3.

Type: SERVER

Description: <Free Description> (e.g., “ATA”")
Proxy Set ID: 3

SIP Group Name: The SIP Request-URI host name used in INVITE
messages sent to the IP Group, or the host name in the From header of
INVITE messages received from the IP Group. Enter the Gateway Name or
leave blank for default.

IP Profile ID: 3 (see Section 4.8 on page 69).
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4.6 Step 6: Configuring the Voice Coders

This step describes how to configure the Voice Coders. Since the Mediation Server
supports both the G.711A-law and G.711U-law voice coders, while the Verizon SIP
trunk supports the G.729 and G.711U-law coders, you can configure a single coder
table reference for both services by utilizing the G711U-law coder as a single voice
coder (see Figure 4-20) or you can create a more dynamic servicing interworking
based on commonality of supported vocoders via the default Coders and Coders
Group tables (see Figure 4-19).

The Coder table is associated with the following IP Profiles:

IP Profile index 1 and 3 (see Section 4.8 on page 69) references ‘Coders Table’
(see Figure 4-19) which is associated with the IP Groups 1 and 3 (see

Section 4.5 on page 63).

IP Profile index 2 (see Section 4.8 on page 69) references ‘Coder Group 1’ (see
Figure 4-20), which is associated with IP Group 2 (see Section 4.5 on page 63).

> To configure Coder Table for Mediation Server and in-band FAX usage:

1.

Open the 'Coders Table' page (Configuration tab > VolP menu > Coders And

Profiles > Coders).

Figure 4-19: Coders Table — Lync Mediation Server

Coder Name

Facketization Time

Rate

Payload Type

Silence Suppression |

[6.711U-4aw

20

]

]

Dizabled

[G7118-law

20

]

Disabled (—«-’—@

From the 'Coders Table', select via the drop-down list, coder and attributes in the
manner of preference with the first entry as being the preferred entry, and all
others following in descending order.

Select the G.711U-law coder, as shown in the figure above.

From ‘Silence Suppression’ drop-down list, select Enable or Disabled as shown

in the figure above.

Select the G.711 A-law coder, as shown in the figure above.

From ‘Silence Suppression’ drop-down list, select Enable or Disabled as shown

in the figure above.
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> To configure Coder Table for Verizon SIP Trunk usage:

1.

Open the 'Coders Table' page (Configuration tab > VolP menu > Coders And

Profiles > Coders Group Settings).

Figure 4-20: Coder Group Table 1 — Verizon SIP Trunk

-

Coder Group ID

[M<—©@

Coder Name | Packetization Time Rate Payload Type

Silence Suppression

|c.rzs

m
L

[G7110-aw

T RE J |
W V| <

o
P
<

Dizabled w

[20
S | S

v||

From the ‘Coder Group Setting’ table, select via drop-down list, the index 1. This
index, 1, is referenced by the datafill of parameter 'Coders Group index' of IP
Profile index 2. This allows a user to list the allowed vocoders in a supported
group to be referenced and utilized. This points to table '‘Coder Group' for IP
Profile index 2, where Coder Group 1 is explicitly referenced. As shown above,
Coder Group 1 is declared to support G.729 and G.711U-law.

Select the G.729 and G.711U-law coder, in the specific order as shown in the
figure above. This will be the preference as advertised in the SDP for proper

‘Offer/Answer’ interworking.

From ‘Silence Suppression’ drop-down list, select Enabled or Disabled as

shown in the figure above.
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4.7 Step 7: Defining Silence Suppression and
Comfort Noise

Overall voice quality has been significantly improved for the Microsoft Lync 2010
environment. These improvements include suppression of typing noise during calls
and improved generation of “comfort noise,” which reduces hissing and smoothes over
the discontinuous flow of audio packets. You may need to change the MSBG Silence
Suppression and Comfort Noise parameters to achieve this goal. Note that the Echo
canceller is enabled by default.

> To configure silence suppression parameters:

1. Silence Suppression is configured per coder type. (See Section 4.6 on page 66
above to enable Silence Suppression per coder.)

2. Openthe 'RTP/RTCP Settings' page (Configuration tab > Media menu > RTP /
RTCP Settings).

Figure 4-21: RTP/RTCP Settings Page

w (General Settings
Dynamic Jitter Buffer Minimum Delay |13 |
Dynamic Jitter Buffer Optimization Factor |'IE |
RTF Redundancy Depth |3 |
Packing Factor |1 |
Basic RTP Packet Interval | Default v|
RFC 2833 TX Payload Type [101 |
RFC 2832 RX Payload Type [1m |
RFC 2198 Payload Type [10¢ |
Fax Bypass Fayload Type |'IEE |
Enable RFC 3385 CN Payload Type | Enable V|
Comfort Noise Generation Negotiation | Enable w H
Remote RTP Base UDP Port o |
4 RTP Multiplexing Local UDP Port o |
% RTP Multiplexing Remote UDP Port o |
% ATP Base UDP Port 5000 |

3. From the 'Comfort Noise Generation Negotiation' drop-down list, select Enable.
This enables negotiation and usage of Comfort Noise (CN).

4. Click Submit.
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4.8 Step 8: Configuring IP Profile Settings

This section describes how to configure the IP Profile Settings.

> To configure IP Profile for Verizon SIP Trunk Server :

1. Open the 'IP Profile Settings' page (Configuration tab > VolP menu > Coders
and Profiles > IP Profile Settings).

Figure 4-22: IP Profile Page-Verizon SIP Trunk Server

v
Profile ID 9—)1 2 v
Profile Name |"\-"erizon |
Common Parameters
RTF IF DiffServ e_’|15 |
Signaling DiffServ Miﬂ |
Disconnect on Broken Connection Mo v|
Dynamic Jitter Buffer Minimum Delay [msec](*) |1: |
Dynamic Jitter Buffer Optimization Factor(®) 10
RTP Redundancy Depth{*) 0 A
Echo Canceler(*) | Enable v|
Input Gain (-32 to 3t dB)(*) |o |
“Woice Volume {-32 to 31 dB)(*) |3 |
Gateway Parameters
Fax Signaling Method |G.?1‘I Transport v|
Flay Ringback Tone to IP | Dont Play v|
Enable Early Media Enable A
Copy Destination Number to Redirect Number Cisable w
Media Security Behawvior Preferable - Single Media -
CNG Detector Mode Disable A
Modems Transport Type Enable Bypass -
NSE Mode Disable A
Number of Calls Limit |—‘I |
Frogress Indicator to IF Mot Corfigured -
Profile Preference 1 A
Coder Group e—)| Coder Group 1 v|
Remote RTP Base UDP Port 0
First Tx DTMF Option RFC 2833 A
Second Tx DTMF Opticn | ~|
Declare RFC 2833 in S0P [Yes v|
Add IE In SETUP
AMD Sensitivity Farameter Suit ]
AMD Sensitivity Level g
AMD Max Greeting Time 300
AMD Max Post Silence Greeting Time 400
Enable Hold Enable A

From the ‘Profile ID’ drop-down list, select 2.

In the ‘RTP IP DiffServ’ field, enter the required value for the DSCP (see example

in figure below).

4. Inthe ‘Signaling DiffServ’ field, enter the required value for the DSCP (see

example in figure below).
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Figure 4-23:DiffServ Service Classes

| Service Class Name 3:3; | S:]:i Example Apps | AudioCodes Value |
|Te|ephon\t |-. | 101110 |_-f IP Telephony bearer | 46 |
|Signa|ing |- | 101000 r“,f IP Telephony signaling | 40 |
AF31 011010 ) . .
26
Multimedia Streaming | [BES2 011100 gn‘:::;eammg"'deo and audio on 28
AF33 011110 30
|E‘.roadr.:ast Video |- | 011000 r.meadcastT‘U& live events | 24 |
|Standard | DF [C30) | 000000 | Undifferentiated applications | 0 |
|L01.'.'—prior1ty data | sl | 001000 | Any flow that has no BW assurance | 8 |

Source RFCASS4, Configurali on Guidelines for DiffServ Service Oasses.

5. From the ‘Coder Group’ drop-down list, select Coder Group 1.
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> To configure IP Profile for FAX supporting ATA:

1. Open the 'IP Profile Settings' page (Configuration tab > VolP menu > Coders
and Profiles > IP Profile Settings).

Figure 4-24: IP Profile Page-FAX Supporting ATA

Profile 1D e—)| 3 v|

Profile Mame |ATA |

w Common Parameters

RTE IF DiffSery |28 |
Signaling DiffSery |4D |
Disconnect on Broken Connection No W
Dynamic Jitter Buffer Minimum Delay [msec](*) 10

Dynamic Jitter Buffer Optimization Factor(®) 10

RTF Redundancy Depth{*) ] ~
Echo Canceler(*) | Enable v|
Input Gain (-32 te 31 dB)(*) [o |
Waice Volume (-32 to 31 dB)(*) |D |

« Gateway Parameters

Fax Signaling Method 6—){ G.711 Transport v|
Flay Ringback Tone to 1P Don't Play w
Enable Early Media Enable ~
Copy Destination Number to Redirect Number Diigable w
Media Security Behavior Disable ~
CNG Detector Mode Diigable w
Modems Transport Type Enable Bypass ~
NSE Mode | Diigable v|
MNumber of Calls Limit |-1 |
Progress Indicator to IP Mot Corfigured b
Profile Preference 1 W
Coder Group e—) Default Coder Group b
Remote RTP Base UDP Port 0

First Tx DTMF Option RFC 2833 b
Second Tx DTMF Option w
Declare RFC 2833 in SDP Yes w
Add IE In SETUP

AMD Sensitivity Farameter Suit 0

AMD Sensitivity Level 8

AMD Max Greeting Time 300

AMD Max Post Silence Greeting Time |4I}D |
Enable Hold | Enable v

2. From the ‘Profile ID’ drop-down list, select 3.
3. From the ‘Fax Signaling Method’ drop-down list, select G.711 Transport.
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4. From the ‘Media Security Behavior’ drop-down list, select one of the following
options:
e Mandatory if Mediation Server is configured to SRTP Required

e Preferable-Single media if Mediation Server is configured to SRTP
Optional.

e Disable if the Mediation Server is configured to SRTP disabled.

5. From the ‘Coder Group’ drop-down list, select Default Coder Group. The call
associated with this profile utilizes the base coders that were assigned in the
'Coders' table as opposed to coders that were assigned via an index into the
Coder Group Table. The usage of G.711 U-law coder will be based on the
previous datafill.

Configuration Note 72 Document #: LTRT-31904



Configuration Note 4. Configuring AudioCodes E-SBC device

4.9

Manipulation

Index Set 1D

Step 9: Configuring Message Manipulation for
Call Forwarding

This step describes how to configure Message Manipulation for Call Forwarding.

> To configure SBC Header Manipulation Rules:

1. Open the Manipulation Table page (Configuration tab > VoIP menu > SBC >
Manipulations SBC > Message).

Figure 4-25: Message Manipulations Table

Message Type Condition Action Subject Action Type Action Value Row Role

2. Index #0 defines manipulation of calls to modify a header. For any request
received modify the Header.Diversion.URL.host with '195.189.192.138".

3. Index #1 defines manipulation of calls to add a header. For any Invite request
received and IF a Referred-by header exists, then Add the Diversion Header with
what was received within the referred-by header, '<'+header.referred-by. URL+'>".

Each of these rules bind to a specific Manipulation Set ID as represented within this
table. Indexes 0 binds to Manipulation Set ID 0 and Index 1 is bound to Manipulation
Set ID 1.

Note the following:

B Index 0 was created for a specific call scenario where a PSTN user originated a
call on the Verizon SIP Trunk to an Lync 2010 DID, which has its DID forwarded
to the PSTN as well as have its presentation Restricted in the Source number
manipulation tables. This was set to change the Diversion URL host from
‘anonymous.invalid' to ‘195.189.192.138’, which is the WAN address of the
device.

B Index 1is utilized to dynamically capture the original dialed number for Lync
DIDs and present them back to Verizon when a call is forwarded back to the
PSTN when creating a Diversion Header. This functionality can only be used if
Lync Server 2010 is set up to send Referred-by headers. This specific index
creates a new Diversion header for the call using what was presented in the
Referred-by header, thus allowing the Verizon service to receive the original
dialed DID extension that forwarded the call back to the PSTN SIP trunk.
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These newly created message manipulation sets can now be assigned for use. There
are several methods to perform this function. One method is to assign the functionality
to the entire application via the ini file or via the AdminPage.

This functionality is configured using the parameters
GWINBOUNDMANIPULATIONSET = [1] and GWOUTBOUNDMANIPULATIONSET =
[-1].

When using these parameter settings, the respective Manipulation Set ID is assigned
for all inbound and outbound manipulations. When using the IP to IP application, such
as in this example, the manipulation for inbound messages must be performed at the
gateway level, so therefore set GWINBOUNDMANIPULATIONSET = 1. The outbound
message manipulation can be performed either at the device level or more
dynamically, at the IP Group level.

This section describes the following procedures:

B Assign inbound manipulation to the entire device via the ini file or via the
AdminPage. See Section 4.9.1 below.

B Assign outbound manipulation to a specific IP group index. See Section 4.9.2
below.
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49.1

Assigning Inbound Message Manipulation Set to Entire
Gateway

This step describes how to assign a message manipulation set to the entire device via
the INI file.

This assignment is configured using the parameters
GWINBOUNDMANIPULATIONSET = [1] and GWOUTBOUNDMANIPULATIONSET =
[-1]. These parameter settings are applied for all inbound and outbound manipulations
respectively. For IP2IP applications, GWINBOUNDMANIPULATIONSET must be used
for header manipulation requirements on incoming messages.

> To assign inbound message manipulation set to gateway:

1. Open the Admin page, by appending the case-sensitive suffix ‘AdminPage’ to the
gateway-SBC device's IP address in your Web browser's URL field (e.g.,
http://10.15.9.118/AdminPage).

2. On the left pane, click ini Parameters.

Figure 4-30: Output Window

Parameter Name: Enter Value:

GWINBOUNDMANIPULATIONSE T  Apply New Value

Output Window

Parameter Name: USESIPURIFORDIVERSIONHEADER
Parameter New Value: 1
Parameter Description:Use Tel uri or 5ip uri for Diversion header

Parameter Name: GWINBOUNDMANIPULATIONSET

Parameter New Value: 1

Parameter Description:Inbound manipulation set ID for GW. If configured,
applies for all incoming INVITE requests.

Paramster Name: GWCUTBOUNDMANIPULATIONSET

Parameter New Value: -1

Parameter Descripticn:Outbound manipulation set ID for GW. If no outbound
manipulation set was configured in destination IP Group - this parameter
applies for all outgoing INVITE requests.

m

2. In the 'Parameter Name' field, enter GWINBOUNDMANIPULATIONSET or
GWOUTBOUNDMANIPULATIONSET.
3. In the 'Enter Value' field, enter the respective Manipulation Set ID you wish for the
specific direction. e.g., 1.
4. Click Apply New Value (GWINBOUNDMANIPULATIONSET should be set to 1 for
proper interworking).
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4.9.2 Assigning Outbound Message Manipulation Set to an IP
Group
This step describes how to assign outbound message manipulation rules to IP groups
to support outbound message manipulation. Each IP group represents a SIP entity in

the device's network. You may assign manipulation rules to IP groups for the Verizon
SIP Trunk entity.

When completed, the IP group is used by the IP2IP, as well as the SBC application for
routing calls with advanced outbound header manipulation support.

> To assign outbound message manipulation set to IP Group Table 2 (Verizon
SIP Trunk):

1. Open the IP Group Table page (Configuration tab > VolP menu > Control
Network> IP Group Table).

Figure 4-26: IP Group Table 2 (Verizon SIP Trunk)

Index e_)‘Z V| 1

w Commoen Parameters

Type | sERVER v
Description |"v"&|'izon
Proxy Set ID |2 -

SIP Group MName

Contact User |

% SRD |
% Media Realm |
|

IF Profile 1D

w Gateway Parameters

Always Use Route Table | Ma v|
Routing Mode | Mot Configured V| .
SIP Re-Routing Mode | Standard v|

|£

Frnahle Survivahility

w SBC Parameters
Classify By Proxy Set Enable -

Max Number Of Registered Users

Inbound Meszsage Manipulation Set -1

Outbound Message Manipulation Set o—)ﬂ

2. SetliIndexto 2.

Set 'Inbound Message Manipulation Set' to -1. This means that the device does
not perform message manipulation at this stage (for IP2IP applications, inbound
message manipulation can only be performed at the gateway level).

4. Set'Outbound Message Manipulation Set' to 0.
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4.10 Step 10: Configuring Unscreened ANI using
P-Asserted Identity

This step describes how to support proper termination of an outbound call with the
correct Caller ID when the Screened Telephone Number contained in the P-Asserted
Identity Header is different from the CLI contained in the From Header.

This functionality is required to support TC16 of VIT.2010.03154.TPL.001 ‘Test Suite
for Retail VolP Interoperability IP Trunking’ for the Verizon North American retail
market.

> To configure P-Asserted Identity for Unscreened ANI:

1. Open the 'Admin' page by appending the case-sensitive suffix 'AdminPage' to the
E-SBC device's IP address in your Web browser's URL field (e.qg.,
http://10.15.4.15/AdminPage).

2. On the left pane, click ini Parameters.

Figure 4-27: Output Window

Parameter Name: Enter Value:
PASSERTEDUSERNAME 7193135669 [ Apply New Value |
Output Window

Parameter Name: PRSSERTEDUSERNAME

The Value is
Parameter Cu
Parameter De. o
Disturk (PBX to VoiceMail)

153135662
t pattern used to indicate Call Forward on Do Not

3. Inthe 'Parameter Name' field, enter the parameter PASSERTEDUSERNAME. In
the 'Enter Value' field, enter “7193135662" or any valid number which will be
utilized in the P-Asserted Identity header.

4. Click Apply New Value.
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411 Step 11: Configuring Unscreened ANI using
Diversion Header
This step describes how to support proper termination of an outbound call with the
correct Caller ID when the Screened Telephone Number contained in the Diversion
Header is different from the Calling Line Identification (CLI) contained in the From
Header.
This functionality is required to support TC15 of VIT.2010.03154.TPL.001 ‘Test Suite
for Retail VolIP Interoperability IP Trunking' for the Verizon North American retail
market.
> To configure diversion header for unscreened ANI:
This step describes how to configure SBC Message Manipulation for creating a
Diversion Header to support Unscreened ANI.
> To configure SBC header manipulation rules:
1. Open the Manipulation Table page (Configuration tab > VolP menu > SBC >

Manipulations SBC > Message).
Figure 4-27: Message Manipulations Table
Index Masn;gL{IStion Meszage Type Condition Action Subject Action Type Action Value Row Role
0 O |: wite Request Header Diversion 5727289417 @1 -

2. Index #0 defines manipulation of calls to add a header. For any Invite request
received, add a Header.Diversion with the following:
<sip:9727289417@10.15.9.118;user=phone>"'

3. Click Apply New Value.

Attaching or assigning to bind the interworking for message manipulation was
discussed previously in sections 4.9, 4.9.1 and 4.9.2. Do this either at the
gateway level for incoming messages or at the respective Outgoing IP Group
based on routing and selection of the terminating route.
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4.12 Step 12: Configuring IP-to-IP Routing Setup

The MSBG'’s IP-to-IP call routing capabilities is performed in two stages:

B Inbound IP Routing: Recognizes the received call as an IP-to-IP call, based on
the call's source IP address. This stage is configured in the 'Inbound IP Routing
Table'

B Outbound IP Routing: Once recognized as an IP-to-IP call in the first stage (see
above), the call is routed to the appropriate destination (i.e., IP address). This
stage is configured in the 'Outbound IP Routing Table'.

4.12.1 Configure Inbound IP Routing

This step defines how to configure the E-SBC device for routing inbound (i.e.,
received) IP-to-IP calls to the Microsoft Lync network.

> To configure in bound IP routing:

1. Open the 'Inbound IP Routing Table' page (Configuration tab > VolP menu >
GW and IP to IP > Routing sub-menu > IP to Trunk Group Routing).

Figure 4-28: Inbound IP Routing Table Page

b
Routing Index | 1-10 -

IP To Tel Routing Mode | Route calls before manipulation |

Dest. Host Prefix Source Host Prefix Dest. Phone Prefix Source Phone Frefix Source IP Address | ;E;E.E i F;rDmc”E ngfnuurgem
TE - 10.157.165 I E 3
2| 7193135664 63.97.104.61 E 2
B N - 10.159.11 1 o 1
s ﬁ—) - 63.97.104.51 1| 2
El
6
7
8
El
< >

2. Index #1 configuration identifies all IP calls received from FAX supporting ATA as
IP-to-IP calls and assigns them to the IP Group ID configured for the Verizon
Business SIP Trunk:

e Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e  Source IP Address: Enter the IP address of ATA device.
e  Trunk Group ID: Enter -1 to indicate that these calls are IP-to-IP calls.

e |P Profile ID: Enter 3 to indicate the IP Profile for interworking G.711 in-band
fax support to Verizon Business SIP Trunk.

e  Source IP Group ID: Enter 3 to assign these calls to the IP Group pertaining
to the ATA supporting fax services.
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Index #2 configuration identifies all IP calls received from the Verizon Business
SIP Trunk in the event of determining a route for a dedicated FAX line call
Scenario as IP-to-IP calls. It then assigns these IP calls to the IP Group ID
configured for the FAX supporting ATA and also assigns a specific IP Profile to
support the FAX call.:

e  Source Host Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.

e  Source Phone Prefix: Enter the specific DID assigned to support FAX
services.

o Source IP Address: Enter the IP address of Verizon SIP Trunk Server.
e  Trunk Group ID: Enter -1 to indicate that these calls are IP-to-IP calls.

e IP Profile ID: Enter 3 to indicate that the IP Profile supports the fax call for
G.711 in-band service.

e  Source IP Group ID: Enter 2 to assign these originated calls to the IP Group
pertaining to the Verizon SIP Trunk server.

Index #3 configuration identifies all IP calls received from the Mediation Server
as IP-to-IP calls and assigns them to the IP Group ID configured for the Lync
Mediation Server:

e Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e  Source Phone Prefix: Enter asterisk (*) symbol to indicate all sources.

e  Source IP Address: Enter the IP address of the Mediation server.

e  Trunk Group ID: Enter -1 to indicate that these calls are IP-to-IP calls.

e IP Profile ID: Enter 0 indicate the IP Profile for Mediation server.

e  Source IP Group ID: Enter 1 to assign these calls to the IP Group pertaining
to the Lync Mediation server.

Index #4 configuration identifies all IP calls received from Verizon Business SIP
Trunk as IP-to-IP calls and assigns them to the IP Group ID configured for the
Verizon Business SIP Trunk:

e Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e  Source IP Address: Enter the IP address of Verizon Business SIP Trunk.

e  Trunk Group ID: Enter "-1" to indicate that these calls are IP-to-IP calls.

e |IP Profile ID: Enter ‘2’ indicate the IP Profile for Verizon Business SIP Trunk.

e  Source IP Group ID: Enter "2" to assign these calls to the IP Group
pertaining to Verizon Business SIP Trunk.
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4.12.2 Configuring Outbound IP Routing

This step defines how to configure the gateway for outbound routing (i.e., sent) IP-to-
IP calls to the Verizon Business SIP Trunk.

> To configure outbound IP routing:

1. Open the 'Outbound IP Routing Table' page (Configuration tab > VolP menu >
GW and IP to IP > Routing sub-menu > Tel to IP Routing).

Figure 4-29: Outbound IP Routing Table Page

-

Routing Index 1-10 v

Tel T IP Routing Mode Route cals before manipulation | v

Dest Host Frefix G;LE”{[‘;‘ Dest. Fhone Frefix Source Fhone Frefix || Dest. IF Address Fort | Transport Type wGEEEj;' et

- = B Mot Configured W2 -1 2
— * * B Not Configured | |2 -1 3
. 7193135664 * Not Configured |w1|3 -1 3

o— :

» - Mot Configured [%1[ 1

Not Configured [+][-

Hot Configured |+

Hot Configured v

1
1
1
1

Not Configured |3

2. Index #1 defines the routing of IP calls to the Verizon Business SIP Trunk. All
calls received from IP Group ID 1 (i.e., Lync 2010 Mediation server) are routed to
Destination IP Group ID 2 (i.e., Verizon Business SIP Trunk):

e  Source IP Group ID: Select 1 to indicate received (inbound) calls identified
as belonging to the IP Group configured for the Lync 2010 Mediation Server.

o Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e  Source Phone Prefix: Enter the asterisk (*) symbol to indicate all callers.

e DestIP Group ID: Select 2 to indicate the destination IP Group to where the
calls must be sent, i.e., to the Verizon Business SIP Trunk.

e IP Profile: Select 2 to indicate usage of IP Profile supporting Verizon coder
preference.

3. Index #2 defines the routing of FAX IP calls to the Verizon Business SIP Trunk.
All calls received from IP Group ID 3 (i.e., ATA support FAX) are routed to
Destination IP Group ID 2 (i.e., Verizon Business SIP Trunk):

e  Source IP Group ID: Select 3 to indicate received (inbound) calls identified
as belonging to the IP Group configured for the ATA supporting FAX service.

o Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e  Source Phone Prefix: Enter the asterisk (*) symbol to indicate all callers.

e DestIP Group ID: Select 2 to indicate the destination IP Group to where the
calls must be sent, i.e., to the Verizon Business SIP Trunk

e IP Profile: Select 3 to indicate usage of IP Profile supporting Fax.
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Index #3 defines routing of FAX IP calls to the ATA supporting FAX. All calls
received from Source IP Group ID 2 (i.e., from the Verizon Business SIP Trunk)
are matched against assigned FAX DIDs and then routed to Destination IP Group
ID 3 (i.e., to ATA supporting FAX services):

e  Source IP Group ID: Select 2 to indicate received (inbound) calls identified
as belonging to the IP Group configured for the Verizon Business SIP Trunk.

e Dest Phone Prefix: Enter the assigned Verizon DID associated with the
customers fax services.

e  Source Phone Prefix: Enter the asterisk (*) symbol to indicate all callers.

e DestIP Group ID: Select 3 to indicate the destination IP Group to where the
calls must be sent, i.e., to ATA supporting FAX services.

e IP Profile: Select 3 to indicate usage of IP Profile supporting Fax.

Index #4 defines routing of IP calls to the Lync 2010 Mediation server. All calls
received from Source IP Group ID 1 (i.e., from the Verizon Business SIP Trunk)
are routed to Destination IP Group ID 2 (i.e., to Lync 2010 Mediation server):

e  Source IP Group ID: Select 2 to indicate received (inbound) calls identified
as belonging to the IP Group configured for the Verizon Business SIP Trunk.

e Dest Phone Prefix: Enter the asterisk (*) symbol to indicate all destinations.
e  Source Phone Prefix: Enter the asterisk (*) symbol to indicate all callers.

e DestIP Group ID: Select 1 to indicate the destination IP Group to where the
calls must be sent, i.e., to Lync 2010 Mediation server.

e |IP Profile: Select 0 to indicate no special usage of IP Profile. Instead, service
will be selected from the base provisioning such as ‘Coders’.
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4.13 Step 13: Configuring Number Manipulation
The Manipulation Tables sub-menu allows you to configure number manipulation and
mapping of NPI/TON to SIP messages. This sub-menu includes the following options:
B Dest Number Tel->IP. See Section 4.13.1 on page 84.
B Source Number Tel->IP. See Section 4.13.2 on page 85.
B Redirect Number Tel->IP. See Section 4.13.3 on page 86
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4.13.1

Configuring Destination Phone Number Manipulation

This section describes how to configure the destination phone number manipulation.

> To configure Destination Phone Number Manipulation Table for Tel -> IP Calls

1.

Table:

Open the ‘Destination Phone Number Manipulation Table for Tel > IP calls’ page
(Configuration tab > VolP menu > GW and IP to IP > Manipulations sub-menu

> Dest Number Tel > IP).

Figure 4-30: Destination Phone Number Manipulation Table for Tel -> IP Calls Page

Note: Select row index to modify the relevant row

[ 1]

Index

Source
Trunk
Group

Add

Source
TP
Group

Destination Prefix Source Prefix

Stripped
Digits
From

Left

Stripped
Digits
From
Right

Prefix to Add

Suffix to Add

Number of Digits to
Leave

O|O|0|0

[ I Y

e Index #1 defines destination number manipulation of IP calls from Lync
Server 2010. All calls received from Source IP Group 1 (i.e., from Lync
Server 2010), where the destination number prefix begins with '+011',

remove the ‘+'.

e Index #2 defines destination number manipulation of IP calls from Lync
Server. All calls received from Source IP Group 1 (i.e., from Lync Server
2010), where the destination number prefix begins with '+1', remove the ‘+1'.

e Index #3 defines destination number manipulation of IP calls from Lync
Server. All calls received from Source IP Group 1 (i.e., from Lync Server
2010), where the destination number prefix begins with '+', remove the ‘+'.

e Index #4 defines destination number manipulation of IP calls from Verizon
Business SIP Trunk. All calls received from Source IP Group 2 (i.e., from
Verizon Business SIP Trunk), where the destination number prefix is ‘719’,
add the ‘+1’ prefix to the number.
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4.13.2

Configuring Source Phone Number Manipulation

This secti

on describes how to configure the source phone humber manipulation.

> To configure Source Phone Number Manipulation Table for Tel -> IP Calls
Table:

1. Open the ‘Source Phone Number Manipulation Table for Tel -> IP calls’ page
(Configuration tab > VolP menu > GW and IP to IP > Manipulations sub-menu

> So

urce Number Tel > IP).

Figure 4-31: Source Phone Number Manipulation Table for Tel -> IP Calls Page

Source Source
Index | Trunk [ IP
Group (Group

Destination Prefix

Stripped| Stripped|

Digits | Digits Prefix to Add Suffix to Add T B 2IES B Presentation
From From Leave

Left Right

Source Prefix

C|0|0|0

Index #1 defines Source number manipulation of IP calls from any Source IP
Group, where the Source number or prefix begins with '+17193135662". In
this case, remove the ‘+1’ prefix from the number and set the Presentation to
Restricted. This enables the customer to set restricted presentation for a
specific DID or range of DIDs.

Index #2 defines Source number manipulation of IP calls from any Source
IP, where the Source number prefix begins with '+1". In this case, remove the
‘+1’ prefix from the number.

Index #3 defines Source number manipulation of anonymous calls from any
Source IP group. All calls received a Source number ‘anonymous’ are
replaced with a known valid Verizon DID, such as ‘7193135662’ and the
presentation should be set to ‘restricted’. This is a unique interworking to
support the forwarding of calls originating from the PSTN and forwarded
back to the PSTN when the original calling party was restricted. In this
instance, the Lync Server 2010 sends the source as ‘anonymous’.

Index #4 defines Source number manipulation of IP calls from any Source IP
Group where the Source number prefix is a ‘+'. In this case, remove the ‘+’
prefix from the number.
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4.13.3

Source| Source
Index | Trunk iz
Group |Group

Configuring Redirect Number Manipulation

In the event of a call forwarding scenario, a Diversion header needs to be added to the
INVITE towards the Verizon Business SIP Trunk (as configured in Section 4.9 on page
73). In this case, the E-SBC device copies and adds the referred-by number to a
newly created Diversion header. For a well known number in the Diversion header (for
Verizon Business SIP Trunk), a manipulation rule should be defined to remove the
(+1) from the redirect number to be presented as a well known number derived from
the Referred-by header received from the Lync Server 2010 environment during the

forwarding scenario.

> To configure redirect number Tel -> IP Table:

1. Open the ‘Redirect Number Tel -> IP’ page (Configuration tab > VolP menu >
GW and IP to IP > Manipulations sub-menu> Redirect Number Tel > IP).

Figure 4-32: Redirect Number Tel -> IP Page

Digits
From
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Destination Prefix Redirect Prefix

Stripped| Stripped

Digits
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Prefix to Add

MNumber of Digil

Suffix to Add Leave

1 O

¢ Index #1 defines redirect number manipulation for the call forwarding

scenario.

The redirect number is changed to remove the “+1” prefix from the number i.e.
“+17193133661" to “7193133661".
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4.14

Step 14: Configuring SIP General Parameters

This section describes how to configure the SIP general parameters.

> To configure general SIP parameters:

1. Open the 'SIP General Parameters' page (Configuration tab > VolP menu > SIP
Definitions sub-menu > General Parameters).

Figure 4-33: SIP General Parameters Page
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2. Inthe ‘NAT IP Address’ field, enter the Global (public) IP address of the E-SBC
device to enable the static NAT between the E-SBC device and the Internet.
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10.

11.
12.

13.

From the ‘Enable Early Media’ drop-down list, select Enable to enable early
media.

From the ‘Asserted Identity Mode’ drop-down list, select Adding PAsserted
Identity.

From the ‘SIP Transport Type’ drop-down list, select TCP in case the Mediation
Server is configured to use TCP transport Type.

In the ‘SIP TCP Local Port’ field, enter 5068; this port is the listening E-SBC port
for TCP transport type. This port must match the transmitting port of the
Mediation Server.

From 'Play Ringback Tone to Tel' drop-down list, select Play Local Until Remote
Media Arrive. Plays the RBT according to the received media. If a SIP 180
response is received and the voice channel is already open (due to a previous
183 early media response or due to an SDP in the current 180 response), the E-
SBC device plays a local RBT if there are no prior received RTP packets. The E-
SBC device stops playing the local RBT as soon as it starts receiving RTP
packets. At this stage, if the E-SBC device receives additional 18x responses, it
does not resume playing the local RBT.

From the 'Forking Handling Mode' drop-down list, select Sequential handling;
this parameter determines whether18x with SDP is received. In this case, the
E-SBC device opens a voice stream according to the received SDP. The E-SBC
device re-opens the stream according to subsequently received 18x responses
with SDP.

In the 'Fake Retry After' field, enter 60 sec. This parameter determines whether
the E-SBC device, upon receipt of a SIP 503 response without a Retry-After
header, behaves as if the 503 response included a Retry-After header and with
the period (in seconds) specified by this parameter.

Open the 'Admin" page, by appending the case-sensitive suffix ‘AdminPage’ to
the E-SBC device's IP address in your Web browser's URL field (e.g.,
http://10.15.4.15/AdminPage).

On the left pane, click ini Parameters.

In the 'Parameter Name' field, enter the parameter
IGNOREALERTAFTEREARLYMEDIA. In the 'Enter Value' field, enter “1”.

Click Apply New Value.
Figure 4-34: INI file Output Window

Paramaster Name Enior Vaime

Output Window
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4.15 Step 15: Configuring SIP Supplementary Services

This section describes how to configure the SIP general parameters.

> To configure general SIP Supplementary Services parameters:

1. Open the 'Supplementary Services' page (Configuration tab > VolP menu > GW
and IP to IP sub-menu > DTMF and Supplementary sub-menu >
Supplementary Services).

Figure 4-35: SIP Supplementary Services Page

Enable Hold e—)| Enable vl
Enable Hold to ISDN Digable w
Hold Fi t e—) 0.0.0.0 =
° orma | Send Only vl
Held Timeout -1

Enable Transfer o—)| Erable w

Transfer Prefix |

|

|

|
Enable Call Forward | Enable vl
Enable Call Waiting e_)| Enable vl
Hook-Flash Code | |
Enable MRT Subscription | Disable Vl
AS Subscribe IPGrouplD |—1 |
NRT Subscribe Retry Time |123 |
Call Ferward Ring Tone ID |1 |

2. Inthe ‘Enable Hold’ drop-down list, select Enable.

From the ‘Hold Format’ drop-down list, select 0.0.0.0 to enable Hold in the no
media in either direction method or select Send Only to enable Hold to support
one way audio for Music on Hold type service support.

From the ‘Enable Transfer’ drop-down list, select Enable.
From the ‘Enable Call Forward’ drop-down list, select Enable.
In the ‘Enable Call Waiting’ drop-down list, select Enable.
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4.16 Step 16: Defining Reasons for Alternative Routing

A 503 SIP response from the Mediation Server to an INVITE must cause the E-SBC
device to perform a failover. For this event to occur, you need to configure the
Reasons for Alternative Routing for Tel-to-IP calls to be a 503 SIP response.

> To define SIP Reason for Alternative Routing:

1. Open the 'Reasons for Alternative Routing' page (Configuration tab > VolP menu
> GW and IP to IP > Routing sub-menu > Alternative Routing Reasons).

Figure 4-36: Reasons for Alternative Routing Page
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Under the Tel to IP Reasons group, for Reason 1, select 503.
Click Submit.

Open the ‘Proxy & Registration’ page (Configuration > VolP > SIP Definitions >
Proxy & Registration) and configure the 'Redundant Routing Mode’ parameter
to Proxy as shown below.
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Figure 4-37: Proxy & Registration Page
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4.17 Step 17: Supporting Regional Call Progress Tone

The 'Load Auxiliary Files' page allows you to load various auxiliary files to the device.
For Regional Call Progress Tones support, use the “Call Progress Tones file” area to
select the appropriate regional file stored on your local computer to send to the device
for proper support and interworking.

> To load an auxiliary file to the device using the Web interface:

1. Open the 'Load Auxiliary Files' page (Maintenance tab > Software Update menu
> Load Auxiliary Files).

Figure 4-38:'Load Auxiliary Files Page
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CAS file
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Dial Plan file

User Info file

[ Browse.. || LoadFile

AMD Sensitivity file

Browse... Load File

Note: The appearance of certain file load fields depends on the installed Software
Upgrade Key.
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Click the Browse button corresponding to the file type that you want to load,
navigate to the folder in which the file is located, and then click Open; the name
and path of the file appear in the field next to the Browse button.

Click the Load File button corresponding to the file you want to load.
Repeat steps 2 through 3 for each file you wish to load.

Save the loaded auxiliary files to flash memory, and reset the device (if you have
loaded a Call Progress Tones file).
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3

Troubleshooting

This section should provide some tips for troubleshooting problems, including
troubleshooting commands and case reporting procedures for trouble escalation.

5.1 Debugging Procedures
This section discusses the following debugging procedures:
B Case Reporting Procedures. See Section 5.1.1 below.
B Syslog. See Section 5.1.2 on page 96.
B Wireshark Network Sniffer. See Section 5.1.3 on page 98.
51.1 Case Reporting Procedures
When reporting a problem to AudioCodes’ Technical Support department, the
following information should be provided:
B Basic information (required for all types of problems):
e  Problem description (nature of failure, symptoms, call direction, etc.)
e  Network diagram
e ini configuration file (downloaded to your PC from the device using the Web
interface)
e  Syslog trace (without missing messages)
e Unfiltered IP network trace using the Wireshark application
(Note: If you are unable to collect all the network traffic, then at least collect the
mandatory protocols SIP, RTP, and T38.)
B Advanced information (if required upon request):
e PSTN message traces - for PSTN problems
e  Media stream traces - for problems related to voice quality, modem\fax,
DTMF detection, etc.
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5.1.2

Syslog

Syslog is a standard for forwarding log messages in an IP network. A syslog client,
embedded in the device sends error reports/events generated by the device to a
remote Syslog server using IP/UDP protocol. This information is a collection of error,
warning and system messages that record every internal operation of the device. You
can use the supplied AudioCodes proprietary Syslog server "ACSyslog" (shown in the
figure below) or any other third-party Syslog server for receiving Syslog messages.

Figure 5-1: AudioCodes' Proprietary Syslog Server
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> To activate the Syslog client on the device using the Web interface:

1. Open the 'Syslog Settings' page (Configuration tab > System menu > Syslog
Settings).

2. Inthe 'Syslog Server IP Address' field, enter the IP address of the Syslog server
(ini file parameter SyslogServerlP).

3. From the 'Enable Syslog' drop-down list, select 'Enable’ to enable the device to
send syslog messages to a Syslog server (defined in Step 2).

Figure 5-2: Enabling Syslog
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4. From the 'Debug Level' drop-down list, select '5' if debug traces are required.
To enable syslog reporting, using the ini file, load an ini file to the device with the
following settings:
[S¥slog]

SyslogServerIP = 192.16B.2.35
EnableSy=slog = 1
Sy=logServerPort =
GWDebuglewvel = &

514
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513 Wireshark Network Sniffer

Wireshark is a freeware packet sniffer application that allows you to view the traffic
that is being passed over the network. Wireshark can be used to analyze any network
packets. Wireshark can also be used to analyze RTP data streams and extract the
audio from the data packets (only for G.711). The audio can be saved as a *.pcm file.

> To record traffic sent to / from the device:

1. Install Wireshark on your PC. (You can download it from the following Web site:
http://www.wireshark.org/

Connect the PC and the device to the same hub.

If you are using a switch, use a switch with port mirroring for the port to which the
Wireshark is connected.

Start Wireshark.

5. Select the network interface that is currently being used by the PC - on the
toolbar,click Interfaces, and then in the 'Capture Interfaces' dialog box, click the
Options button corresponding to the network interface:

Figure 5-3: Selecting Interface Currently used by the PC
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6. Inthe 'Capture Options' dialog box, select the desired display options:

Figure 5-4: Configuring Wireshark Display Options
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7. Click Start.
Figure 5-5: Captures Packets
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8. To view VoIP call flows, from the Statistics menu, choose VoIP Calls. You can
view the statistics in graph format by clicking Graph.

Figure 5-6: Viewing VolP Call Flows
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9. Toplay G.711 RTP streams, click the Player button.
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Figure 5-7: Playing G.711 RTP Streams

L3
Dﬁ—ﬂ.ﬂtmhﬂ.n LA Durwime ) B Orao e Dot BRI Bt ol fonr DN %)

L ¥
[0 e 8974 100 o 3, T2 BE000 Dhrwioro a8 Do e S IMROED0%) Dot ol 04

—eniain 3 (o] =1

I

10. To analyze the RTP data stream and extract the audio (which can be played
using programs such as CoolEdit) from the data packets (only for G.711), from
the Statistics menu, point to RTP, and then choose Stream Analysis.

Figure 5-8: Analyzing the RTP Data
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a. Save the audio payload of the RTP stream to a file.
b. Save the Payload as a *.pcm file.
c. Select the ‘forward’ option.
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5.2 Verifying Firmware

To verify the firmware load actively running on the device, log into the device and view
the firmware version on the product homepage as shown in the figure below.

Figure 5-9: Viewing active firmware version
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A

Al

Appendix: Configuring Analog Devices
(ATA’s) for FAX Support

This section describes how to configure the analog device entity to route its calls to
the AudioCodes Media Gateway for supporting faxes. The analog device entity must
be configured to send all calls to the Media Gateway without any registration process.

Note: The configuration described in this section is for ATA devices configured for
AudioCodes MP-11x series.

Step 1: Configure the Endpoint Phone Number
Table

The 'Endpoint Phone Number Table' page allows you to activate the MP-11x ports
(endpoints) by defining telephone numbers. The configuration below uses the example
of ATA1 destination phone number “7193135664" (IP address 10.15.7.165) with all
routing directed to the AudioCodes E-SBC device (10.15.4.30).

> To configure the Endpoint Phone Number table:

B Open the ‘Endpoint Phone Number Table’ page (Configuration tab > VolP menu
> GW and IP to IP submenu > Hunt Group sub-menu > Endpoint Phone
Number).

Figure 5-10: Endpoint Phone Number Table Page
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A.2 Step 2: Configure Tel to IP Routing Table

This step describes how to configure the Tel-to-IP routing rules to ensure that the
MP-11x device sends all calls to the AudioCodes central E-SBC device.

> To configure the Tel to IP Routing table:

B Open the Tel to IP Routing' page (Configuration tab > VolP menu > GW and IP
to IP sub-menu > Routing sub-menu > Tel to IP Routing).

Figure 5-11: Tel to IP Routing Page
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A.3 Step 3: Configure Coders Table
This step describes how to configure the coders for the MP-11x device.
> To configure MP-11x coders:
B Open the 'Coders' page (Configuration tab > VolP menu > Coders And
Profiles sub-menu > Coders).
Figure 5-12: Coders Table Page
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A.4 Step 4: Configure SIP UDP Transport Type and
Fax Signaling Method

This step describes how to configure the fax signaling method for the MP-11x device.

> To configure the fax signaling method:

1. Open the 'SIP General Parameters' page (Configuration tab > VolP menu > SIP

Definitions submenu > General Parameters).

Figure 5-13: SIP General Parameters Page
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2. From the ‘FAX Signaling Method’ drop-down list, select G.711 Transport.
3. From the ‘SIP Transport Type’ drop-down list, select UDP.
4. In the ‘SIP UDP Local Port’ field, enter 5060 (corresponding to the Central

Gateway UDP transmitting port configuration).

5. In the ‘SIP Destination Port’, enter 5060 (corresponding to the Central Gateway
UDP listening port configuration).
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