QX audiocodes
Product Notice #0503

Mutual TLS Authentication (mTLS) Support
for AudioCodes Redirect Service

This Product Notice announces the support of Mutual TLS Authentication (mTLS) for
AudioCodes Redirect Service.

MTLS ensures that both the Redirect server and the device (client) authenticate each other's identities before
establishing a connection. This additional layer of authentication safeguards against unauthorized access,
strengthening the overall security of AudioCodes Redirect Service.

Note: By default, mTLS is disabled, allowing currently deployed devices that may not possess the appropriate
certificates to continue accessing and using the Redirect Service. However, we recommend that Customers enable
mTLS.

Enabling Mutual Authentication

mTLS is enabled per location, by configuring the new parameter 'Mutual Authentication' to yes when adding or
editing a location (Groups > Locations), as shown below:

Add new location

Location *

Audiocodes -

Description

Mutual Authentication

yes -

Affected Products

= MP-20x

= MSBR series

= MediaPack 50x

= MediaPack 11x with relevant SKU
= MediaPack 12x with relevant SKU
= 4xx IP Phone series

=  MTR devices (Android-based only)

Announcement Date

July 12, 2023

If you have any questions, at https://www.audiocodes.com/corporate/offices-worldwide
AudioCodes Ltd. | 1 Hayarden Street | Airport City | Lod | Israel | +972-3-976-4000

Join our mailing list for news and updates
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