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1 Introduction

AudioCodes’ User Management Pack 365 (UMP 365) SP Edition is a software application that
simplifies Microsoft 365 Tenants onboarding automation, users MACD and lifecycle
management of Microsoft Teams, and OneDrive policies with Microsoft Direct Routing
capabilities. The application is an asynchronous model. This implies that changes to users will
only be applied after replication takes place, either from scheduled tasks or by forcing a
replication cycle from within the web application.

Microsoft 365 Tenant setups require deep PowerShell expertise and SBC configuration
knowledge, where the acquisition of such skills involves high costs and is time consuming. The
UMP 365 SP Edition application significantly simplifies the implementation of these skills
through a sophisticated Microsoft 365 Tenant onboarding and service automation solution. On
the 2nd day management UMP 365 SP edition application simplifies the daily operation work
with user lifecycle and identity management of their M365 customers Tenants. As a result, they
can adjust their configuration topology to best fit the rapidly changing requirements for voice
services and fully leverage the rich capabilities of Office 365. This includes assigning templates
with sets of Teams policies, managing the M365 Tenant DID range and telephony settings and
assigning these templates to security groups.

The Provider (Service Provider or Hosted Provider) Admin is defined as a SuperAdmin with
permissions to view their managed M365 Tenants (Customer). The Providers Admin can access
their customers M365 Tenants, view the Users configuration, edit users with LifeCycle
Management, manage their customer DID range and configure the Tenant Voice routing
configuration. UMP 365 SP Edition application is a white-label managed application.

In a typical Microsoft 365 Tenant deployment, performing day-to-day administration tasks can
be quite complex. Teams relies on the creation of user accounts using Azure Active Directory
and then modifying user accounts, and other Teams Policies settings using the Teams Admin
Center, and PowerShell commands.

User Management Pack 365 is a powerful software application that simplifies User Lifecycle &
Identity management across Microsoft Teams environments, maintaining the availability of all
these Microsoft tools; however, providing a much simpler web-based administration utility.
UMP 365 does not attempt to remove or re-write these Microsoft tools, and they remain
available for other purposes.

UMP 365 provides a simplified web-based administration utility (aka SysAdmin) with a strong
focus on telephony, Teams and Microsoft 365 features that allows System Administrators to
carry out day-to-day maintenance activities, without the need for access to multiple
complicated Microsoft Management Tools and challenging PowerShell commands, requiring
lengthy professional training.

& In this document, M365 is used as an acronym for Microsoft 365.
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2 Installation Requirements

The following table describes the Base Configuration for up to 100 Tenants for Hosted Pro and
Hosted Essentials + models (Direct Routing and Operator Connect) with a single VM.

Table 2-1: Virtual Hardware Deployment Requirements

Average .
Maximum
Number
Number of Azure CPU
Deploymen @ of Users X . Memory
. Users per Machine @ Processor Disk Type
t Size per . i RAM
Environme Size s
Custome
nt
r
Small 500 20 Standar 4 cores Premium 16 GB
dD4sv5 | withat SSD with
least 2.4 100 GB
GHz per available
core disk space
for
applicatio
n*
Basic 500 50,000 Standar 4 cores Premium 32 GB
dD4sv3 | withat SSD with
least 2.4 100 GB
GHz per available
core disk space
for
applicatio
n*
Medium 2000 200,000 Standar 16 cores Premium 64 GB
d D16s with 2.4 SSD with
v3 GHz per 400 GB
core available
diskspace
for
applicatio
n*
Large 20000 2,000,000 Standar 32 cores Premium 128 GB
d D32s with 2.4 SSD with 1
v3 GHz per Terabyte
core available
diskspace
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Average

Number

Deploymen @ of Users
t Size per

Custome

r

Maximum
Number of
Users per
Environme
nt

Azure
Machine
Size

CPU
X Memory
Processor Disk Type
RAM
s

for
applicatio
n*

B Operating System: Single Windows Server 2019-- US English

e *Allocate an additional 80 GB of disk space for the Windows Server 2022 -- US English

Operating System.

A Only Windows Server 2019 and 2022 — US English is supported.

B For customers with ~100,000 users, synchronization will take 20 minutes.

B Each tenant synchronizes every five minutes utilizing the QuickReplicationCycleWorker

process.

B An additional Backend SQL VM server can be optionally implemented for disaster recovery
and security reasons for the customer tenant databases.

See also Memory and Disk Space Calculations below

The OS License is not included in the product pricing (UMP CPN). The basic CPN
includes 1 CAL for SQL, for additional SQL Admins, customers must order separate

licenses.

Memory and Disk Space Calculations

See the following calculations for UMP-365 disk space and memory:

B See UMP-365 Server Disk Space Calculations below

B See UMP-365 Server Memory Calculations on the next page

UMP-365 Server Disk Space Calculations

The table below describes the average number of CS Online Users according to customer size

category.
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Customer Size Average Number of CS Online Users
Basic customer ~1,000
Medium customer ~5,000
Large customer ~50,000

The table below describes required SQL server database disk space according to customer size

category.
Customer Size Diskspace
Basic customer ~1GB
Medium customer ~5GB
Large customer ~10 GB

The table below describes disk space reservation for UMP-365 software.

Description Diskspace
Folder reservation per customer (with log files) ~2 GB
ACS main folder (with log files) ~16 GB
Windows OS ~80 GB

B conclusion disk space: ~100 GB for OS and application, plus an additional:
e ~3 GB per Basic customer
e ~7 GB per Medium customer

e ~12 GB per Large customer

& The SQL database can be moved to different Backend server. In this case, calculate
~2 GB per customer on the UMP-365 server running the Web application (Frontend).
See Updates for Backend SQL Server on page 586 and also refer to the Microsoft
Best Practice documentation for setting up a backend server for SQL.

UMP-365 Server Memory Calculations
B See Change SQL Maximum Replication Cycles on the next page
B See Limit SQL Memory Consumption on the next page

B See Maximum Memory Calculation for SQL Example on page 7
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Change SQL Maximum Replication Cycles

UMP-365 Synchronization memory use is 2 GB per cycle for the UMP-365 processes. The
maximum number of Simultaneous replication cycles in the UMP-365 database must be set to
the number of cores -1. The procedure below describes how to set this configuration.

Perform this procedure in the SQL Server Management Studio.

> Do the following:

1. Connect to your database and select SysAdminTenant.

2. Open Tables and select dbo.ApplicationSetting.

3. Select Edit Top 200 Rows.

4. Add anew row type with the new Id: MaxDegreeOfParallelism.
5. Add the maximum number of server cores to -1.
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Limit the maximum memory consumption for SQL according to the table below.

Customer Size

Small environment SQL 4 GB
Basic environment SQL 8 GB
Medium environment SQL 16 GB
Large environment SQL 32GB

> To set the SQL maximum server memory usage:

Maximum SQL memory Usage

1. Connect to your database, select SQLSYSADMIN and right-click.
2. Select Properties.
3. Inserver Properties, select memory.
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4. Set it to the maximum value (maximum server memory — 8 GB for OS and 100 MB per

customer). See table above.

5. Click OK.

L e
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Maximum Memory Calculation for SQL Example

The Maximum Memory calculation for SQL example described in the table below is for a Basic
environment with a maximum number of 100 customers, where each customer cachesrv runs

~100 MB.

Memory Description

Server memory

Memory used

0S + IS

100 customers x 100 MB

Used memory for replication cycle
Residual Memory for SQL

SQL server memory

Memory Calculation

32GB

8 GB

~10 GB

~6 GB

8 GB
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3 Installing SSL Certificates on UMP Windows Server

This section describes how to secure UMP HTTPS connections by installing an SSL certificate on
the Windows server of the UMP platform.

& The UMP-365 can only be accessed over HTTPS.

> To secure SSL connection with Azure:

1. Make sure you have a valid SSL certificate with a private key available.

2. From the server open Certlm (Manager computer certificates), type cert at Windows start
button and select Manage computer certificates.

o Manage computer certificates
Control panel

settings
/ Set flicks to perform certain tasks
' Set tablet buttons to perform certain tasks

5, Manage file encryption certificates

5, Manage user certificates
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3. On Certlm select personal, right click and select All task then select Import.

ﬁ certlm - [Certificates - Local Computer,Personal] —

File Action View Help
€= nm O/6E=|HE

G Certificates - Local Computer ~ Object Type
» L] Personal “ ificates
[ Tru Find Certificates...
|| Ents
=] Inte All Tasks # Find Certificates...
;_l Tru: View H] Request Mew Certificate...
|| Unt Import
[ Thi Refresh L'}
(= Tru Export List... Advanced Operations -]
[ Clie
] Pre Help

|| Test Roots

[] MSIEHistarylournal

[ | Remote Desktop

[ Certificate Enrollment Rec
[ | Runtime_Transport_Store
[ | Srnart Card Trusted Roots

= e ' [

L . A . . . O O . A L . L

W

The Certificate Import Wizard is displayed.
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*
=# Certificate Import Wizard & Fixe
;oft Te
*
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.
A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
m@ecﬁuns. A certificate store is the system area where certificates are kept.
A
Store Location
Current User
Local Machine
To continue, dick Mext.
i >
Cancel
4. Click Next to continue.
v £ >
file name: | star.ac.pfi All Files (*.%) w
Cancel

5. Select “all files” at the extension selector and browse to the pfx file from your certificate.

-10 -
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e

€ ¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\_Instal\activecommunications.eu wildcard certificate\star.ac.pf: Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates ((P78)

Microsoft Seriglized Certificate Store ((S5T)

Mext Cancel

6. Select Next.

-11 -
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*

& ¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Passwerd

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.,

[ ]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.,

Protect private key using virtualized-based security(Mon-expartable)

Include all extended properties.

| Mext || Cancel |

7. Enter the password of your pfx file (optional select “Mark this key as exportable...(only if
you want to be able to export the certificate again from this machine).

-12 -
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X

& L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

Personal Browse. ..

8. Browse to the location of the certificate store.

-13 -
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s

€ &¥ Cerificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imparted after you dick Finish,

You have spedfied the following settings:

Certificate Store Selected by User JEEEWE

Content PFX

File Mame C:'_Install\activecommunications. eu wildcard certific:

L4 >
9. Click Finish.

The new certificates are installed and added to the Personal > Certificates folder. You now
need to move the Trusted Root certificate and Intermediate Certificates to the
corresponding folders. To identify which certificates have to be moved to which folder,
open your certificate from certlm (double-click it).

-14 -
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n | Certificate >
global-admin@ Hiinat@audi Welcome E
2021-08-13 13:52:48 ump3sgaonm o PEHBAUAOC - Mobi| Seneral Details  Certification Path
odes.com
icrosoft.com t Teams for|
| @ Certificate Informati
global-admin@ Welcome E a ® & Zmtormation
ﬁ certlm - [Certificates - Local Computer\Personal\Certificates] This certificate is intended for the following purpose{s):
. . - « Proves your identity to a remote computer
File Action View Help # Ensures the identity of a remote computer
e (B XEE (2166901 114412.12

*2,23.140.1.2.1

Eﬁ] Certificates - Local Computer &
~ || Personal

lssued To

= Cortmi i* activecommunications.eu *Refer to the certification authority's statement for details.
n ] DigiCert Global Root 62
|| Trusted Root Certification 5/ Trust Provider B.V. TLS RSA CA Issued to:  * activecommunications.eu

[ Enterprise Trust

| Intermediate Certification
| Trusted Publishers

7 Untrusted Certificates

(] Third-Party Root Certifica Valid from 1/4/2021 to 1/20/2022
[ ] Trusted People

] Client Authentication lssu
1 Preview Build Roots

7] Test Roots Issuer Statement
] MSIEHisterylournal

| Remote Desktop

7] Certificate Enrollment Rec

] Runtime_Transport_Store_ +

> £ )||

Issued by: Trust Provider B.V. TLS R5A CA G1

? You have a private key that corresponds to this certificate.

Mo W W W OV Y W Y Y Y W Y W Y

g Certificate

General Details Certification Path

Certification path

Iil DigiCert Global Root G2
{il Trust Provider BV, TLS RSA CA G1

ST i

-15-
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File Action View Help

e n@E §EIXEE B

¥ Certificates - Local Computer ~
w [ | Personal
| Certificates

= Trusted Root Certification <

~ Enterprise Trust (

~| Intermedizte Certific#¥ion

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certifica

" Trusted People

| Client Authentication |ssu

| Preview Build Roots

| Test Roots

| MSIEHistoryJournal

| Remote Desktop

| Certificate Enrollment Rec

_| Runtime_Transport_Store_
< >

lssued To

w’.actwacummumcatluns.eu
| Lol DigiCert Global Root G2

L-g Trust Provider B.V. TLSRSA CA ...

lssued By

Trust Provider B.W. TLS RSA CA G1
DigiCert Global Root G2

DigiCert Global Root G2

n  Certificate

General Details Certification Path

- Root certificate

Certification path
F % TLS RSA CA G1 I

your installed certificate

Intermediate certificate
or certificates

Certificate gtatus:

Certificate

is certificate is OK.

Personal store contains 5 certificates.

-16 -
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UMP Networking and Firewall Configuration

This chapter describes the networking ports recommendation. Networking topology can vary
for different deployments according to the following factors:

B Are UMP, SBC and OVOC deployed in the same network environments ?

M Do you have different VNETs ?

B Have different locations been defined ? For example, OVOC in Azure, UMP and SBC in

Customer Data Center ?

UMP Firewall Configuration

The following table describes the firewall configuration on the UMP-365 for the connection
with the provider’s Data Center where OVOC and the SBC are installed.

Port/Protocol

TCP 80 (HTTP)

TCP 3389 (RDP)
(Optional)

UDP 161
(SNMPv3)

UDP 162
(SNMPv3)

UMP > Data

(provider)

v

Data Center
(provider) >
UumMP
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UMP-365 Firewall

Description

B Access to UMP-365 and SBC Web

interface.

B Outbound access for PowerShell to

Microsoft Azure.

B 0OVOC-UMP-365
B UMP - SBC connection

B Rest API connection

Add the Source IP (OVOC
server |P address).

Access to Azure’s Service Server using
RDP from Data Center’s Access to UMP-
365 (Data Center).

SNMP Trap Manager port on UMP that
is used to send traps to the OVOC
server.

SNMP trap listening port on OVOC.
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UMP > Data Data Center

Port/Protocol Center (provider) > Description
(provider) UMP
UDP 1161 v - Port used to send Keep-alive messages
(Keep-alive) from UMP-365.
TCP 443 v - B Access to the Multitenant portal
(HTTPS) B PowerShell connection to Microsoft
Azure
B UMP - SBC connection
B UMP-OVOC
B Rest API connection
UDP Port 53 v v Port used for outbound DNS
communication from UMP-365.
B PowerShell

e No VPN is required

e Current version requires “basic” direct internet access without a proxy server

B Office 365 URLs and IP address ranges: urls-and-ip-address-ranges

VPN Configuration (Optional)

B VPN is required if the connection to OVOC (or between the UMP and the SBC’s) is over the
public network. The VPN is used to connect the On-Premises UMP and SBC to the central

OVOC service.
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Phase 1: ISAKMP-

Phase

Main Mode

Phase 2: IPSec —

Quick Mode

A

The VPN tunnel ports should allow traffic for the following protocols/ports.

Transport/Port/Protocol

Table 4-2: VPN Configuration

Attribute
Peer IP Address

SA Timeout
(seconds)

Hash Algorithm

Encryption
Algorithm

Diffie-Hellman (DH)
Group

Pre-shared Key

SA Timeout
(seconds)

Hash Algorithm

Encryption
Algorithm

PFS DH Group

Encrypted
Hosts/Subnets

Customer

1440

SHA1

AES-256

Group 2 (1024)

Shared via Phone/Email

3600 3600
SHA1 SHA1
AES-256 AES-256
Group 2 Group 2
(1024) (1024)
TBD TBD

Authentication Header (AH) is not supported.
Aggressive Mode is not supported

If a PAT or hide NAT is used on either side of the tunnel, the VPN will require
special configuration.

TCP 22 (SSH)

UDP 162 (SNMP)

Table 4-3: VPN Tunnel Ports
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Transport/Port/Protocol AudioCodes > Customer Customer > AudioCodes
UDP 161 (SNMP) \
TCP 443 (HTTPS) \ -
TCP 3389 (RDP) \ -

TCP; 636 (LDAPs) - -

The following ports are required if managed devices are monitored using central OVOC
(AudioCodes Datacenter)

UDP 1161 (SNMP) Bi-directional

The VPN tunnel ports above are just an example and can vary for different
customers topologies. The table should include all the required protocols and ports,
according to the networking topology.

OVOC Service Provider Firewall Configuration

This section describes how to configure the Enterprise Firewall between the OVOC Service
provider network and the UMP/SBC.

> To configure the Enterprise firewall on Microsoft Azure:

1. On Microsoft Azure, ensure that you have deployed the OVOC Virtual Machine as described
in the OVOC IOM.

2. Configure the Enterprise firewall according to the ports below.

Table 4-4: OVOC Firewall

Port Secured Port Port side /
Connection Type Connectio = Numbe Purpose Flow
r Direction

OVOC clients and OVOC server

HTTPS/NBIF TCP \ 443 Connection for OVOC/ ovocC
Clients <> (HTTPS) NBIF clients. server side
OVOC server Initiator: Client / Bi-
directional
WebSocket TCP v 915 WebSocket Client and ovoc
Client <> (HTTP) OVOC Server server side
OVOC Server communication / Bi-
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Secured Port
X Port X
Connection Connectio n Numbe
Type
r
Communicati
on
OVOC server and OVOC Managed Devices
Device <& ubP v 1161
OVOC server
(SNMP)
UDP v 162
UDP v 161
Device&> ubP X 123
OVOC server (NTP
(NTP Server) Server)

-21-

Purpose

(internal) according to
RFC 6455, used for
managing the alarm
and task notification
mechanism in the
OVOC Web.

Initiator (internal):
WebSocket Client

Keep-alive - SNMP trap
listening port (used
predominantly for
devices located behind
a NAT). Used also by
Fixed License Pool and
Floating License
Service.

Initiator: AudioCodes d
evice

SNMP trap listening
port on the OVOC.

Initiator: AudioCodes d
evice

SNMP Trap Manager
port on the device that
is used to send traps to
the OVOC server. Used
also by Fixed License
Pool and Floating
License Service.

Initiator: OVOC server

NTP server
synchronization for
external clock.

Initiator: MG (and
OVOC server, if

Port side /

Flow
Direction

directional

ovocC
server side
/ Receive
only

ovoc
server side
/ Receive
only

MG side /
Bi-
directional

Both sides /
Bi-
directional
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Connection

Device &
OVOC server

Device<>
OVOC server
Floating
License

Management

Endpoints

Endpoints <>

WAF/Azure
Blob

Port
Type

TCP
(HTTP)

TCP
(HTTPS)

TCP
(HTTPS)

TCP
(HTTPS)

Secured
Connectio
n

Numbe

Port

r

80

443

443

443

-22-

Purpose

configured as NTP
client)

Initiator: Both sides

HTTP connection for
files transfer and REST
communication.

Initiator: Both sides
can initiate an
HTTP connection

HTTPS connection for
files transfer (upload
and download) and

REST communication.

Initiator: Both sides
can initiate an HTTPS
connection.

HTTPS connection for
files transfer (upload
and download) and
REST communication
for device Floating
License Management.

Initiator: Device

HTTPS connection

between the endpoints

and the WAF.

Initiator: Endpoints

HTTPS connection used

by endpoints for
downloading firmware
and configuration files
from the Azure Blob.

Initiator: Endpoints

Port side /

Flow
Direction

ovoc
server side
/ Bi-

directional

ovoc
server side
/ Bi-

directional

ovoc
server side
/ Bi-

directional

ovoc
server side

/ Bi-

Directional



CHAPTER 4 UMP Networking and Firewall Configuration

UMP-365 | Installation and Administration

Port
Numbe
r

Secured
Connectio

Port
Type

Connection

OVOC Voice Quality Package Server and Devices

Media TCP X 5000

Gateways <>

Voice Quality

Package
TCP v 5001
(TLS)

LDAP Active Directory Server

OVOC server TCP X 389

<> Active

Directory

LDAP server

(OVOC user

authenticatio

n)
TCP v 636
(TLS)

AudioCodes Floating License Service

OVOC server TCP v 443

<>AudioCod

es Floating

License
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Purpose

XML based
communication for
control, media data
reports and SIP call
flow messages.

Initiator: Media
Gateway

XML based TLS secured
communication for
control, media data
reports and SIP call
flow messages.
Initiator: AudioCodes d
evice

Connection between
the OVOC server and
the Active Directory
LDAP server (OVOC
Users).

Initiator: OVOC server

Connection between
the OVOC server and
the Active Directory
LDAP server (OVOC
Users) with SSL
configured.

Initiator: OVOC server

HTTPS for OVOC/
Cloud Service

Initiator: OVOC REST
client

Port side /

Flow
Direction

ovoc
server side
/ Bi-

directional

ovoc
server side
/ Bi-

directional

Active
Directory
server side/
Bi-direction
al

Active
Directory
server side/
Bi-direction
al

OVOC REST
client side /
Bi-
directional
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Port
Type

Connection

Service

External Servers

OVOC server
&> Mail
Server

TCP

OVOC server
<> Syslog
Server

TCP

OVOC server
<> Debug
Recording
Server

ubP

OVOC server TCP RD
<~UMP-365 P
server

Voice Quality

Voice Quality | UDP
Package <>
Endpoints

(RFC 6035)

Secured
Connectio
n

Port
Numbe
r

25

514

925

3389

5060
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Purpose

Trap Forwarding to
Mail server

Initiator: OVOC server

Trap Forwarding to
Syslog server.

Initiator: OVOC server

Trap Forwarding to
Debug Recording
server.

Initiator: OVOC server

Remote Desktop
access to UMP-365
server

Initiator: OVOC server

SIP Publish reports
sent to the SEM server
from the endpoints,
including RFC 6035 SIP
PUBLISH for reporting
device voice quality
metrics.

Initiator: Endpoint

Port side /

Flow
Direction

Mail server
side / Bi-
directional

Syslog
server side
/Bi-
directional

Debug

Recording
server /Bi-
directional

UMP-365
server/Bi-
directional

SEM server

/
Bi-direction
al
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5 SQL License Guidelines

This chapter describes the SQL licensing guidelines. The UMP SP solution requires SQL 2019
Standard edition. Customers can do one of the following:

B Implement their own license agreement with MSFT ((UMP SP don’t includes WIN OS or SQL
license).

B AudioCodes can offer SQL standard edition (OEM) based on Server+CAL. Each Admin user
with access to the system requires an SQL license.

The list of Admin users requiring a license is as follows:
B UMP SP Super Admin Users (Windows):

e All the users under Group “UmpAdmins”

General
%ll UmpAdmins
Description: ‘ UmpAdmins
Members:
&/ LiveCloud
Changes to a user’s group membership
Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help

B UMP support two types of User Admin per tenant:

e UMP SP Windows users per Tenant (customer) — Windows users per Tenant, our
recommendation is to Grant Access to Account user (SSO with Azure AD). It is not
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recommended to create Windows users per Tenant (customer). If you choose to create
Window users per Tenant, this requires a license per user.

Storage Connection ﬂ
Data Source: locathost\sqlsysadmn Refresh
Authentication: @® integrated (O Sal
User Id VECLOUDDEMOUMISOLSYSADMINSysaines2ea - barCoutDemoiMlbeOoud\Ssadmn Ad.. = 01
Password
NetSalAzMan DB: || o [rer——— “Actorn
Settings xpoel Fulkcoms =
ExposTanant Percare o 2 show i i e
- ExposTeran [rres—
model ,
@ =
SysAdminAUDC_DemoUS

SysAdminaudiocodsz
SysAdminEasyLync
SysAdminFinebak
SysAdminLTC_ailogic
SysAdminLTC_audic_codesat
SysAdminLTC_audiccodesat
SysAdminL TC_sudiccodesdk
SysAdminNewvoice
SysAdminocshost
SysAdminOcshostCore
SysAdminOcshostFull
SysAdminocshostSBC
SysAdminTalkmail
SysAdminTenant
‘SysAdminTulipix
SysAdminwsc_ocshost
tempdb

e Grant Access to Users — Customer/ Channel with Grant Access users (SSO Sign-In with
Azure AD user):

e This information is displayed under the Security > Customer Admins menu.

e Accounts managing multiple customers only require one license.

a oudDemoUM\L ud

App Registration Application (Client) ID:

Show 10 ¢ entries Search:

Id 1 Customerld Account

1 easylync davide@audiocodes.com

2 finebak davide@audiocodes.com

3 EnterpriseRTC davide@audiocodes.com

5 easylync Channel@ACLPS2.onmicrosoft.com

8 EnterpriseRTC Channel@ACLPS2 onmicrosoft.com

9 talkmail audcapac@audiocodes.be

10 MailVision davide@audiocodes.com

1 EnterpriseRTC admin@ACLPS2.onmicrosoft.com

16 Newvoice Channel@ACLPS2 onmicrosoft.com

17 easylyncusa rani@audio-codes.biz
Showing 1 to 10 of 10 entries Previous . Next

The following are the recommended guidelines:

M License per Admin

M # License = N (#Admin) x (SQL Server 2019 + 1 CAL per Admin User)
B CPN=SW/UMP/SP/1A

The OS and SQL license are not included in the product pricing (UMP CPN).
Customers must order them separately.
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6 Verifying Anti-Virus Access Scanning

It is highly recommended prior to the roll out of any virus-protection project to test the entire
system under a full load to measure any changes in stability and performance. Virus protection
software requires system resources to successfully execute tasks. Therefore, testing must be
performed both before and after the installation of anti-virus software. This is necessary to
determine whether there are any performance affecting issues that may arise on the computer
running the relevant component. Prior to installation of the UMP-365 server, its recommended
to verify that files and directories that must be accessed during and after the installation or
upgrade are not temporarily locked by the anti-virus software. These files or directories for the
components listed below should be configured in the whitelist exclusion list on the Anti-virus
software to prevent them from being locked. This improves the performance of the files and
helps make sure they are not locked when the relevant service or component requires access:

B sQL below
B ASP.NET below

B Other Files and Directories on the next page

sQL

Running anti-virus software on a server where Microsoft SQL is installed is not recommended.
The following Whitelist exception rules should be configured to allow the SQL Server service
seamless access.

B Exclude database files (MDF, LDF, and NDF)
Exclude the binaries / executable files (sqlservr.exe, SSAS, SSRS, SSIS etc.)
Exclude the library files

Exclude Backup files (full, differential or log)

Exclude Full-Text Catalog

|

[ |

|

B Exclude Audit and trace files
[ |

B Exclude Analysis, Reporting or Integration Services files
[ |

Exclude File Stream

ASP.NET

As UMP uses ASP.NET with 1IS, the folders should below should be excluded from Anti-virus
scanning:

B The physical file folders for the web sites content, whether it’s a local folder or a network
share.
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The default location is mentioned below, however note that your content may reside in a
different directory as well. Check the path to your website and it’s virtual directories to
identify the correct path.

e C:\inetpub\wwwroot

.Net Framework config directory:

e C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG

e C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG

e C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config

e C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config

ASP.net temp file directory:

e C:\Windows\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files

e C:\Windows\Microsoft.NET\Framework64\v2.0.50727\Temporary ASP.NET Files
e C:\Windows\Microsoft.NET\Framework\v4.0.30319\Temporary ASP.NET Files

e C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files

[IS config folder: In case you are running IIS in shared configuration and your server hosts
the configuration on a different location, ensure to exclude it from the scan. More
information regarding shared configuration can be found here.

%SystemDrive%\Windows\System32\inetsrv\config\
[IS Temporary Compressed Files:

%SystemDrive%\inetpub\temp\IIS Temporary Compressed Files

Other Files and Directories

The temp folder used to download and install Microsoft PowerShell module should be
excluded from file access scanning.

For the User Management Pack™ 365 SP Edition server, exclude the following directory:

e Exclude c:\acs (Disable on access scan)
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Creating UMP Service Account

This procedure describes how to define users and administrators for the Windows login
account service on the Service Provider domain. These users perform the following tasks to
setup the UMP-365 for the Service Provider operator before they can start onboarding
customers. The following actions are performed by the Windows Service account (SysAdmin
user on the local UMP-365 machine):

Install UMP-365 (see Installing UMP SP on page 46)
Create DNS Subdomains (see Register End Customer Tenant DNS Sub domains on page 250)

App Registration for Background Processing (see Configuring Microsoft Teams Direct
Routing SBC on page 86)

Define Invitation Settings (see Configuring Invitation Settings on page 67)
Define Email Settings (see Configuring Email Settings on page 69)

App Registration for Customer Admins (see Create Registration for Customer
Administrators on page 87)

Configure License (see Multitenant Portal Licensing on page 65)
Configure Service Provider Logos (see Updating Service Provider Logos on page 116)

Secure networking between UMP, SBC and OVOC (see Networking on page 51)

& e For configuration on the Microsoft Azure platform, ensure that you have Global

Admin permissions for both the Main Tenant and Service Provider operator
tenant platforms. If customers are using a backend SQL server, them the same
account must be used to login to the SQL server on the backend server.

e The names of the users created in the procedure below "UMP-Service-Account"
and UMP-Admin-User" are examples only.

> To create a Windows UMP Service account:

1.

2.

Open the Computer Management (Local) screen.

Open the Local Users and Groups folder.
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A Computer Management - m} X
File Action View Help
e=|aml =
& Cfmputer Management (Local) Name Full Name Description Actions
v f(*' %st:mk'l'sc\n":sd | P Administrator Built-in account for administering... Users -
: & E::nt \:l’i:/v:r!r P4 Defaulthccount A user account managed by the s... More Actions »
~ EgGuest Built-in account for guest access t...
5 @i Shared Folders Qltadm'n
v @ Local Users and Groups ) '
& P (L= P P4 WDAGUtilityAccount A user account managed and use..,
[ Groups

» (W) Performance
M Device Manager
~ 2 Storage
= Disk Management
> [y Services and Applications

3. Create a new user UMP-Service-Account; right-click the Users folder, and then choose New
User.

Eil Computer Management (Local | pame
e [ﬁjé system Tools Eifjﬁ.dministratur

> T“k Scheduler E;_ﬁj[}efaultﬂ.cccbunt
> 2] Event Viewer o Guest

ue
» i Shared Folders éilt dmi

admin

v .%l Local Users and Groups
s Llsersrl

L UMP-Service-Account

B Grou Mew User... tyAccount
3 @ Performa View 5
i Device M
v E Storage Refresh
w Disk Man Export List...

'y ﬂ# Services and
Help
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Mew User 7 .t
User name: LIMP-5Service-Account

Full name: LIMP-5Service-Account

Description: LIMP Service Account for UMP Install and SysAdmin
Password: sessssse

Confirm password: sesaneee

User must change password at next logon

[] Uzer cannot change password

Fassword never expires
Accourt is disabled

Help | Create | Close

4. Enter the details of the SysAdmin user to manage the UMP-365 Service account (it's
recommended to set Password never expires option. Do not use spaces in User name and
Full name fields), and then click Create; the new user is added. See Local Users and Groups
for information on creating and managing users and groups that are stored locally on a

computer.
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@ Computer Management - m} X
File  Action View Help
=% zmE 6= H
Q Computer Management (Local | Name Full Name Description | Actions
M ‘ﬂ yStem Tools @Admmlstrator Built-in account for adr _l
> (B Task Scheduler
. @Déaultﬂc:ount A user account manage Mare A »
> [2] Event Viewer EJG " Built-i £F ore Actions
3 ‘ﬁ Shared Folders ) \ LIEs . uilt-1n account for gue
v & Local Users and Groups Itzdmin R %
P Uszs EJ:_L_IM_P-Ser_'_\_._'l_ce-Accouﬂt UMP-Service-Account UMP Service Account
[ Groups mtyﬁsccount A user account manage

b @ Performance
d Device Manager
v g Storage
7 Disk Management

> é; Services and Applications

5. Right-click the user, and then select Properties.

6. Select the Member Of tab.
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UMP-Service-Account Properties 7 >

General | Member Of | Profile

Member of :

ﬂl lsers

Changes to a user's group membership

|[ Add... Hemove | are not effective until the nest time the
user logs on.
OK Cancel Apply Help

7. Click Add to add the UMP-Service-Account user to the Administrators group.
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Select Groups >

Select this object type:

Groups Object Types...

Erom this location:
IL-BRADEB-LIMP Locations...

Enter the object names to select (examples):

||Pndministraturs Check Mames

Advanced... QK Cancel

8. Inthe text box, type 'Administrators', and then click Check Names.

UMP Service Account Properties [4 > {b],r the ...
Select Groups X
Select this object type:
|Gmups | | Object Types... |
From this location:

[IL-BRADE-UMP || Locations... |

Enterthe object names to select (examples):
|L-BRADB-UMP Administrators Check Mames

Coc 1| coe |

9. Click OK; the UMP-Service-Account is added to the Administrators group.
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UMP-Service-Account Properties ? >

General  Member Of | Profile

Member of :

M Administrators
sers

Changes to a user's group membership

Bemove are not effective until the next time the

user logs on.

ok ] [Cmon | [ [

10. Open the Properties of the Administrators group; view that the UMP-Service-Account has
been added to the Administrators group.
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Administrators Properties 7 >

Zeneral

%III Administrators

Description:

Members:
A A dministrator
A MP-Service-Account

Changes to a user's group membership

Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help

The example screen below shows a new group “UmpAdmins” that is created following the
installation. The Administrator who ran the installation is automatically a member of this group.
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b @ Performance
é Device Manager
v g Storage
7 Disk Management
> 5} Services and Applications

Ei Event Log Readers

%j Guests

Ei Hyper-V Administrators
s 1Usrs

Ei Metwork Configuratio...
Ei Performance Log Users
%j Performance Menitor ...
Ei Power Users

E' Remote Desktop Users

Ej Remote Management...
Ei Replicator

%j Systern Managed Acc...
Ei Users

@ConfigMgr Remote C...

Members of this group can read ...

Guests have the same access as m...

Members of this group have cem...

Built-in group used by Internet Inf...
Members in this group can have s..

Members of this group may sche...

Members of this group can acces...

Power Users are included for back..
Members in this group are grante...

Members of this group can acces...
Supports file replication in a dom...

Members of this group are mana

Users are prevented from making ...
Members in this group can view a...

§] Computer Management - m} X
File  Action View Help
=2 gFE XKE =]
E‘J Computer Management (Local | Name Description Actions
M m Syst:kasoc;]Isd | @Access Control Assist.. Members of this group can remot... G'_“E -
’ @ Eas t:" sauier @Admini;trators Mare Actions »
VEnt TIEmEr @Backup Operators Backup Operators can override se...
> [l Shared Folders %’Jc tographic Operat.. Members are authorized to perfor. UMPAdmins 3
~ % Local Users and Groups|| * Typograp perat.. P e
[ Users %'Dewce Owners Members of this group can chang... More Actions
| Groups @Dl;tr\buted COM Users  Members are allowed to launch, a..
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UMP-Service-Account Properties 7 >

General Member Of  Profile

Member of :

@Mministraturs
P UMP Adming

@ lsers

Changes to a user's group membership

E Add.. Hemove | are not effective until the nest time the
user logs on.
OK Cancel Apply Help

11. Create a new user to add to the UMPAdmin group; right-click the Users folder, and then
choose New User.
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Eil Computer Management (Local | pame
Y m SFﬂ_?ka:c:sd | Eq_fjﬁ.dministratﬂr
’ . o C_E s E;_fj[}efaulthccuunt
» Event Viewer &, Guest
ue
» i ohared Folders éilt i
v & Local Users and Groups|| 5 admin _
e UMP-5ervice- Account
= Em'-'fl MNew User... tyAccount
> (%) Performa View N
ﬁ Device M
v E Storage Refresh
e Disk Man Export List...
s T4 Services and
Help
M
Mew User ? ot
User name: LIMP-Admin-User
Full name: LIMP-Admin-User
Description: UMP Admin Userin UMPAdmins group
Password: [ TTTTITITY]
Confirm password: LT L L L

User must change password at next logon

[ ] User cannot change password
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12. Enter the details of the user (it's recommended to set Password never expires option. Do
not use spaces in User name and Full name fields), and then click Create; the new user is

added. See Local Users and Groups for information on creating and managing users and

groups that are stored locally on a computer.

> ] Shared Folders
v & Local Users and Groups
| Users
] Groups
> @ Performance
é Device Manager
v g Storage
= Disk Management
> f‘g; Services and Applications

litadmin
2 UMP-Admin-User

UMP-Admin-User

UMP Adrnin User in UMPAdmins ..

}l UMP-Service-Account
@WDAGUT:\ lityAccount

UMP-Service-Account

UMP Service Account
A user account managed and use.,

E] Computer Management — m} X

File  Actien View Help

= 2@l 6= H

E‘J Computer Management {Local | Name Full Mame Description Actions

v m Eyst;ka:x:;d | EﬂAdmininrator Built-in account for administering. || Users -
’ 2 (_ cauler @DefaultAccount A user account managed by the 5., More Act »
> Event Viewer o . ore Actions

— @Guast Built-in account for guest access t.

13. Right-click the UMPAdmins group, and then click Add to Group.

MPAdmMins

UMPAdmMIns

I Add to Group... I

All Tasks

Delete

Fename
Properties

Help
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UMPAdmins Properties 7 >

Zeneral

%III LIMPAdmins

Description: LIMP Admins

Members:

Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.

0K Cancel Apply Help

14. Click Add to a new user to the group.
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Select Users >
Select this object type:
Users or Builtin security principals Object Types...
Erom this location:
IL-BRADB-UMP Locations...
Enter the object names to select (examples):
LIMP-Admin-LUser Check Mames
Advanced... QK Cancel
15. In the text box, type 'UMP-Admin-User', and then click Check Names.
Select Users 4
Select this object type:
Users or Builtin securty principals Object Types...
Eram this location:
IL-BRADB-UMP Locations...
Enter the object names to select (examples):
|L-BRADB-PC 14 UMP-Admin-Lser| Check Names
Advanced... QK Cancel

16. Click OK; UMP-Admin-User is displayed under UMPAdmin Properties.

-42 -



UMP-365 | Installation and Administration

CHAPTER 7 Creating UMP Service Account

UMPAdmins Properties 7 >

Zeneral

%I' LIMP Admins

LIMPAdmins

Description:

Members:
A MP-Admin-User

Changes to a user's group membership
are not effective until the next time the

user logs on.

Add... Bemove

Cancel Apply Help

oK

17. Click OK again.
18. Click Add to add other users to this group who you wish to manage the UMP-365.

A All users defined in the UmpAdmins group can perform Wyupdates.
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8 Installing the Prerequisites

This section describes how to install the prerequisites.

& To keep the installation ISO as small as possible, the UMP-365 installation requires
Chocolately. Chocolately released their latest version 2.0 last month which requires
the use of TLS 1.2. Prior to installation of Chocolately on Windows server 2019, you
must manually install .net framework 4.8 and reboot the server before you can install
the prerequisites. Click the link below to choose the web installer or download the file
for Offline install:

Download .NET Framework 4.8 | Free official downloads (microsoft.com)

The ISO was tested and created for Windows server 2022, which is not affected by
this issue.

> Do the following:

1. Login to server where you wish to install UMP-365 with newly created service account (see
Creating UMP Service Account on page 29).

2. Download the installation package from the following location: AC_UMP_MT_ISO

File download will start in few seconds, if not click the “Download Now" button.

Size: 260

3. Mount the UMP-MT ISO file.

4. Before installing UMP SP, the server needs to be prepared by installing the prerequisites by
running the Install-UMPSPPrerequisites.ps1 script file running with Administrator
permissions (Admin mode).

5. Reboot server.

& e Lodfiles of the Prerequisites installation are placed in:%localappdata%\ump-sp\.
e To support the communication from the Frontend server (first server installed,
running the web applications) to the backend servers running SQL server, all
servers in the environment should use the same username and password, or be
part of an Active Directory Domain, sharing the same security context.
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Installing UMP SP

This section describes how to install UMP-SP. This installation must be run by the Windows
UMP Service account.

The details of the UMP Service account are displayed in the UMP Service Settings
screen (see UMP Service Settings on page 234).

> To install UMP-SP:

1. Login with the UMP Service account credentials.
2. Mount the ISOfile.

3. Open a PowerShell session, go to the iso partition (example d:\) and run the install_
multitenant.ps1 script.

4. From Mounted drive select:
File> Open Windows PowerShell > Open Windows PowerShell as administrator

@ | = | Manage DVD Drive (D:) UMP-MT-8.0.2.347
El Open new window 4 E Open Windows PowerShell v O
E Open Windows PowerShell 4 q Open Windows PowerShell as administrator Type iz
m File folder
Change folder and search gptions File folder
File folder
0 . ) File folder
File folder
x Close Windows Power5.., TKE
Windows Power5... 10 KE
Windows Power5... 6 KE
8 3D Objects 8 SysAdmin Tenant 31/03/2021 12:17 Compressed (zipp...  78.792 Ki
[ Desktop [ unzip Application 164 KE
Documents
‘ Downloads
J’& Music
[&=] Pictures
B Videos
5 05 (C)
. DVD Drive (D) U
v

5. You are prompted for the user and password of the local server. The account entered must
be the service account created in Creating UMP Service Account on page 29.
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N {;}jministratnr: Windows PowerShell

SAdnstall multitenant.psl
?: umpadmin

The installation process commences.

6. Once the installation has completed, reboot the server and check for the latest available
updates (see Upgrading Main UMP-365 Tenant on page 131)

Adding SSL Certificate to IIS Website
After installing the UMP-SP you must install the SSL certificate to the 1IS Website.

> To install the certificate:

1. Open Internet Information Services (1I1S) Manager.

2. Click Windows Start and type IIS.
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- Tyl FILEL

h.:‘-l Intermet Informatan Seraces [TIS) Manager

I B
LA S

3. Browse in the Connections pane to Default Web Site and select Bindings.

-48 -



CHAPTER 9

Installing UMP SP

UMP-365 | Installation and Administration

& Internet Infarmation Services [IIS) Manager

.. Start Page

B 9 o

Authentic.. Compression Default  Directory  EmorPages  Handler
Document  Browsing Mappings
e " g =
= M o+ & §
MIME Types  Modules Output Request  SSL Settings
Caching  Filtering

HTTP
Respon..

¢ 0

ISAPI Filters  Logging

4. Click Add, select https, select your SSL certificate and then click OK.

: Filter: ~ ¥ Go - (g Show All | Group by: - E3-
85 ump-training2-p (ump-traini fen o - G Show roup by: Area &
“[Z} Application Pools ASP.NET -
~ (8] Sites i 4 @ F ;7"\ s
@ Default Web Site "5 N~ 0 B NG IE§
NET NET NET Error NET .NET Profile .NETRoles  .MET Trust  .MET Users  Application
Authorizat.. Cempilation Pages Globalization Levels Settings
. — | - ‘
ﬁﬁ’\ iﬁE ﬁi) &‘
Connection Machine Key Pages and Providers  Session State SMTP E-mail
Strings Contrals
13 ~

- O %
€ > |0 » ump-training2-p » Sites » Default Web Site » |E T @
File View Help
FEEIEI Y 0 Default Web Site Home B Eplore

Edit Permissions...

View Applications

View Virtual Directories
Manage Website ]
= Restart
b Start
B Stop
Browse Website
Browse *:80 (hitp)
Browse *:443 (https)

Advanced Settings..

Configure
Limits...
HSTS...

Connections

PSS Default Web Site Home

&= StartP Site Bindings ? *
o it hage L Fie
v -3 ump-training2-p (ump-traini
£} Application Pools A Type Host Name Port IP Address Binding Informa... | Add... |
v -[8] Sites htp 20 * :
> &b Default Web Site Edit...
Add Site Binding 7 = Remove
: IP address: Port:
|https VI |AII Unassigned v| |443 |
Host name:
[ Require Server Mame Indication
[] Disable HTTPR/2
[] Disable OCSP Stapling
S5L certificate:
* fixedmobileuc.com N | Select... | | View... |
r Mot selected
T EMS-Agent
lea
~ T |

5. Click Close.
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E Internet Information Services (/I1S) Manager — [m] x

© @ umptmining2p » Sites » Default Web Site »

0 Default Web Site Home _

File View Help

e-Hi% e Bl Explore
-5 Start P
3 sartPage Filter: » ¥ Go - (g Show All | Group by: Area [EREmssE
v 43 ump-training2-p (ump-traini N
: Edit Site
|2} Application Pools ASP.NET P =
v [&] Sites P & 4 12 Lli '". ‘”95‘-.-
> € Default Web Site "ﬁ @ Q E_‘ Z B4 5 Basic Settings...
NET NET NET Error MNET  NETProfile .METRoles NETTrust .NETUsers Application View Applications
Authorizat.. Compilastion  Pages  Globalization Levels Settings

View Virtual Directories

. = :

SCl R & & Seche
2

Connection Machine Key  Pages and Providers  Session State SMTP E-mail [ & Restart

Strings Controls P Start
s R | siop
Y = | & ﬁ Browse Website
[/] 2 L ] Browse 20 (hitp)
Authentic.. Compression Default  Directory  ErorPages  Handler HTTP  ISAPIFilters  Logging 5] Browse 443 (https)
Document  Browsing Mappings  Respon...

. Advanced Settings...

m oM e ' 8 ——

MIME Types ~ Modules Output Request SSL Settings Limits...
Caching  Filtering HSTS...
Management ~ e Help
1= v
. | [ Femres v |- Conten view
Reach L=

6. RestartlIS.
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10

Networking

This section describes how to setup the connection between the UMP Web interface and the
OVOC and UMP on Azure. Connection to the OVOC Server on Azure can be established using
one of the following methods:

OVOC Azure Public IP over WebSocket Tunnel (Cloud Architecture Mode) (see Configuring
UMP Interface for WebSocket Tunnel (Cloud Architecture Mode) below.

OVOC Azure Public IP over HTTPS SSL certificate with mutual authentication (see
Configuring HTTPS SSL Connection to OVOC Public IP on page 58).

OVOC Azure Private IP (see Configuring Connection to OVOC Azure Private IP on page 61).
See also Managing Alarms on page 63 for monitoring managed alarms.

The SSO Connection to the UMP on Azure is always established using the Private IP
of UMP on Azure.

The following figure illustrates the OVOC > UMP > SBC WebSocket connectivity architecture.

Example: OVOC > UMP > SBC WebSocket Connection

Note:

OVOC can communicate to SBC and UMP over two different
‘WebSocket tunnels. This implies that both UMP and SBC cannot find
each other on the same 169.254 X Y network, asthey resideon

OVOC should advertise SBC with FODN

and not with the 169.254.X.Y IP address separate communication paths.

TAP-Windows Adapter vo M
1P Address. 16925402
Subnet Mask:  255.255.0.0
Default Gateway:

DNS Server:

K. Network Adapter X
“ Ip Address: 10.11.0.4
Subnet Mask:  255.255.255.0
. Default Gateway: 10.11.0.1

DNS Server: 168.63.129.16
| IfSBC and UMP share the same internal network,

| anentry for SBC.CONTOSO.COM should be creatad inthe Windows Hosts file. H
| Ifnot, use the public FQDN and DNS to route the traffic. H

169.254.02

SBC

‘ 17217.2.2 13.90.93.181
with NAT translationto
PubliciP1.2.3.4
used for SIP signalingand media

DNS information:
SBC.CONTOSO.COM 1.2.3.4
UMP.CONTOSO.COM 13.90.93.181

Configuring UMP Interface for WebSocket Tunnel (Cloud
Architecture Mode)

This section describes how to secure the connection to the OVOC server public IP address using
WebSocket tunnel.
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> Do the following:

1. Inthe Multitenant portal Navigation pane, open the OVOC Settings page (System
Configuration > OVOC Settings).

1]
»
>
B

OVOC Settings

Connection System Settings
Use public OVOC System Name *
IP Address
UMP Sandbox3 sp1
100.1.4
Location
Trap Port

162
Keep Alive Port *

1161

SNMP Access Settings
@ SNMPv2 (O SNMPV3 Login Url
Community Read * http://10.0.25 tenantui

public

Community Write *

private

Apply Changes Reset Changes

2. Select the Use Public IP checkbox to connect to the public IP address of the OVOC server
on Azure.

3. Inthe Public IP Address, enter the Public IP address of OVOC on Azure.

4. Inthe Public User field, enter the Username for connecting to OVOC WebSocket Tunnel.
Default: VPN

5. Inthe Public Password field, enter the Password for connecting to OVOC WebSocket Tunnel
(Cloud Architecture Mode only). Default: 123456 (note that after initial connection is
established, you can change this password and add new users to manage this connection,
see below).

The following figure shows where to extract the OVOC server IP address on Azure.

Microsoft Azure . Search resources, services, and docs

Dashboard > Virtual es > OVOC-7-6-1000
Create a resource. Virtual machines « 2 X ) OVOC-7-6-1000 2 >

4 O " 7 «
& overview
B Actiiylog
i Accesscontrol (AM)

B ovoc-7-6-1000
@ Tags
X Diagnose and sove problems
Setings
(change) k
Networing

® o
@ see owdatafor st [TEERR 6 vowrs | [ [

0 security
CPU (average) 2 Network (total) >

Disk bytes (total) > Disk oper

Auto-shutdown

& sackup
@ Disaster recovery

W Update management

& tnventory

teackine
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10.

11.

12.

Enter Trap Port: 162

Enter Keep Alive Port: 1161

Select SNMPv2 and in the Community Read and Community Write fields enter public.
Uncheck the ‘SBC monitor’ flag.

Enter the following System Settings:

e System Name

e location

For the Login URL (used for logging in to UMP from UMP Device Page in OVOC and REST
connection initiated from OVOC): Enter the Private IP address of the UMP on Azure and not
its Public IP address/FQDN (e.g. http://127.0.0.1/tenantui).

Once the initial Single Sign-on connection to the UMP VM is established, the “Login
Url” field is automatically updated to http://169.254.x.x ; do not change this value.

Click Apply Changes.

Configuring WebSocket Tunnel (Cloud Architecture Mode) on OVOC

This option configures the OVOC server in Cloud Architecture mode (WebSocket tunnel). When
configured, a "secure tunnel” overlay network” is established between the connected devices
and the OVOC server. This connection is secured over a WebSocket connection. The Tunnel
Status indicates the status for all sub-processes running for this architecture.

& e |t'srecommended to add new users to manage this connection (see below).

e It'srecommended to change the default password for this connection (see
below).

Do the following:

Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.

Switch to 'root' user and provide root password (default password is root):

Su - root

Type the following command:

# EmsServerManager

From the Network Configuration menu, choose Cloud Architecture.
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Cloud Architecture Status:
Tunnel Interface: ethd <main>
Tunnel Status:

i MlDizahle Clowd Architecture
2.Add new user

J3.Edit user password

h._Back

g-Quit to main Menu

5. Select option Enable Cloud Architecture.
6. Select the relevant IPv4 interface and then press Enter.
The OVOC server is restarted.

7. Inthe OVOC Web interface, ensure that device and tenant connections are enabled for
HTTPS (default).

8. Inthe OVOC Web interface, ensure that the SBC Devices Communication parameter is set
to "IP Based" (System menu >Administration tab > OVOC server folder > Configuration).

GENERAL SETTINGS

OVOC Hostname tlc-ovoc.trunkpack.com

Description Audiocodes

SBC Devices Communication | |P Based

Privacy Mode O

Global Logo globalLogo.png .1,
AudioCodes

Service Request URL https://acext1-tst2.custhelp.com/ci/pta/login/redirect_to/app/account/q

Service Request Password | sessssss
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If this parameter is set to "Hostname Based" and the Cloud Architecture feature is
enabled in the OVOC Server Manager, then the connected SBC devices cannot be
managed for this OVOC instance.

9. Verify that the DNS resolves for the OVOC FQDN is successful, for example Google.com:

C:\Users\enterprise1user>nslookup www.google.com

Server: tlc-ovoc.trunkpack.com

Address: 10.1.1.10

Non-authoritative answer:

Name: www.google.com

Addresses: 2a00:1450:4006:801::2004

172.217.18.36

10. In the OVOC Server Manager install Custom Certificates (see “Server Certificates Updates”
in the OVOC IOM manual).
Configuring SBC

This section describes the actions to perform on the SBC device.

> Do the following:

1. Install SSL certificates on managed SBC devices (refer to "Install Custom Certificates on
OVOC Managed Devices" in the IOM manual). You must define two TLS contexts, one for
the UMP-365 Management connection and one for the Microsoft Teams connection
(Wildcard certificate) i.e. a separate TLS context must be defined for each service provider.
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@ TLS Context [#0] > Certificate Information

PRIVATE KEY

Key size: 2048 bits
Status: oK

CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
5d:05:f2:28:77:f3:d9-5C:09:03:95:f2-6c1:13:c3:38
Signature Algorithm: sha256WithR5AENnCryption
Issuer: C=IL, O=Domain The Met Technologies Ltd, CN=Domain The Met Technelogies Ltd CA for 55L R2
Validity
Mot Before: Aug 29 14:44:08 2021 GMT
Mot After : Aug 29 14:44:08 2022 GMT
Subject: CN=customers.audio-code.co.il
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
R5A Public-Key: (2042 bit)
Modulus:
00:e5:70:02:b6:fd: 74:56.c0:be:ef:ac:84:36:00:
ed:bc:4T-8f.73:3a:71:30:33:10:68:4 1.7 f6ced:
6f:a8:ff:9b:ee:3d:83:53:a6:16:7b:4d:3b:42:48:
41:33:9f:-da:91:12:9e:79:c2:e0:73:88:5d:3%:20:
3d:94:a28:11:07:66:93:41:01.49:e9:4e:c%:7a:d4:
71:97:cd:49:6e:c1:ce:05:40:8D: 1c:7e:1b:67:4b:
09:d3:32:dd:7f:29:25:97:1c:68:cf-7d.e8:d9:31;
2e:a8:al:cd:8c:5f22:6f:f0:85:38:ca:9f:14:90:
75:6C:60:eb:54:-58:61-bd:ce-fc-69:.cf-9a:70:ee:
50:3c:fd:f7:9d:57:33:be:d9:04:ca:25:d6:e5:5b:
84:37:55:f0:34:8f:04:cc:ed:7a:8b:7f-d3:71:83:
b5:db:e1:d9:dd:ea:c6:c2:09:1e:bc:9a:bf-d3:2a:
2573 12-he-3e-RR-ed-20-A0-Af-Se-45-36-F1 -7
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CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
T4:73:1%e0:b6:45ed:e3:d1:00:3:f8:fd:05:39:92
Signature Algorithm: sha236WithRSAEnCryption
|zsuer: C=U5S, O=55L.com, OU=www.ssl.com, CN=55L.com DV CA
Validity
Mot Before: Jun 17 00:00:00 2021 GMT
Mot After - Jun 17 23:58:59 2022 GMT
Subject: CN=*_customers.audio-code.co.il
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
R5A Public-Key: (2048 bit)
Modulus:
00:p0:69:4d:22:71:89:e6:80:78:01:3178:a9:30:
DG:2e: 201827 afa8ef 2008 7E:66:090:7a:8c:
da:74:df:ab:89: 24:d5:87 ca:28:02:dc:5 S 5:
a%:69:90:d1:15:fe:B2:M:ca:da: 16:53:08:83:27:
FOd6:27:a9:5e6a: 7077140510 30e1:41:0E:
acad:17:93:34:d8:f5:b8:76:3e:1a:d6: 7123 74:
Od:4Af:2fba:3a:25: 1.7 0:40:99:09:0a:18:95:04:
53d:49:45:58:a0:9d:4 7:0C:e0:09:97:03:a4:64:d6:
14:ba:31:9:ce:b1:04:37-07:02-dbe8-b7-76:.Cf:
37:52:8d:b6:65:8e:62:02:C1:d7:21:22-:3C:de: 76
653:d3:21:cc:73:00:af: 2a:cf: 14:74:88:15:06:95:
71:41:01:08:e0:88:25:6d:21:ff:23:08:31:88: 1 e:
ed:19:01:fc:13:23:70:89:95:8e:bc: 24:1T.da:e5:
al:1c:06:db:43:d4:15:78:35:65:24:01:30:d5:85:
33:85:24:30:21:81:25:0e:87:94:05:27:58:be:35:
7a:00:%e:dd:4d:4a:1b:%d:19:33:b3:39:f3:33:91:
18:eb:b1:8e:14:a%:ac:0ff7:20:58:bd:af:0a:dd:

0.1

2. Configure the OVOC Tunnel parameters that you configured in Configuring WebSocket
Tunnel (Cloud Architecture Mode) on OVOC on page 53Configuring WebSocket Tunnel
(Cloud Architecture Mode) on OVOC on page 53.
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12} NETWORK VIEW

CORE ENTITIES
SECURITY
QUALITY

DNS

4 WEB SERVICES

Web Service Settings

Remote Web Services (0)

HTTP PROXY
RADIUS & LDAP
MEDIA CLUSTER

ADVANCED

3.
e HTTPand HTTPS

e HTTPS Only

43 TIME & DATE
4 WEB&CLI

Local Users (2)

Authentication Server

CLi Settings
Access List
Additional Management Interfaces (0)

Customize Access Level (0)

SNMP
LICENSE
MAINTENANCE

PERFORMANCE MONITORING

Web Service Settings

GENERAL

Topology Status

Quality Status

Quiality Status Rate
Debug Level

Routing Server Registration Status

OVOC TUNNEL

OVOC WebSacket Tunnel Server Address
Path

Username

Password

Secured (HTTPS)

Verify Certificate

Web Settings

GENERAL

Secured Web Connection (HTTPS)

Require Client Certificates for HTTPS connection

SESSION

Password Change Interval (minutes)
User Inactivity Timeout (days)

Session Timeout {minutes)

[ Enale ~|
O

£ |
o1 |
[ pisable ~|
*|13.94.226.66 |#
o aun k4
o|ven |‘$
= 0
24
0%

Set parameter Secured Web Connection (HTTPS) to one of the following:

HTTP and HTTPS

Disable A

90

Configuring HTTPS SSL Connection to OVOC Public IP

This section describes how to configure an HTTPS connection to the OVOC server public IP

address.

The root certificate loaded to the UMP server and the OVOC server must be signed

by the same Root CA.
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> Do the following:

1. Inthe Multitenant portal Navigation pane, open the OVOC Settings page (System
Configuration > OVOC Settings).

2. Inthe Public IP address field, enter the Public IP address of OVOC on Azure.

(OCoudiocodes

in
%
b

8 Tenants
A ovoc .
OVOC Settings
Connection System Settings
Use public OVOC System Name *
1P Add
ress UMP Sandbox3 sp1
10.0.1.4
Location
Trap Port
162
Keep Alive Port *
1161
SNMP Access Settings
Login Url

@sNmpv2 (O SNMPv3
Community Read * httpy//10.0.2.5/tenantui
public

Community Write *

private
Apply Changes Reset Changes
Copyright © 2023 AudioCodes. All rights reserved

The following figure shows where to extract the IP address of OVOC server on Azure.

Microsoft Azure P Search resources, services, and docs

Dash Virtual machines > OVOC-7-6-1000
Virtual machines « 2 X ;) OVOC-7-6-1000 2 >

+** More (B —

i O

& Actitylog

58 Access control GAM)
B ovoc7-6-1000 L

X Diagnose and sove problems

Settings

CPU (average) 2 Network (total) 2

Q s

B2 Export template

Disk bytes (total) 2

& oi

recovery
W Update management

& tnventory

teackinn

e Enter Trap Port: 162
e Enter Keep Alive Port: 1161
e Select SNMPv2 and in the Community Read and Community Write fields enter public
e Uncheck the ‘SBC monitor’ flag.
e Enter the following System Settings:
¢ System Name

¢ Location
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e Forthe Login URL (used for Single Sign-on and REST connection initiated from OVOC
side): Enter the Private IP address of the UMP on Azure and not its Public IP
address/FQDN (e.g. http://127.0.0.1/tenantui).

& Once the initial Single Sign-on connection to the UMP VM is established, the “Login
Url” field above is automatically updated to http://169.254.x.x ; do not change this
value

3. Click Apply Changes.
4. Inthe OVOC Web interface, do the following:
e Ensure that device and tenant connections are enabled for HTTPS (default).

e Inthe General Settings page(System menu >Administration tab > OVOC Server folder
> Configuration > General Settings tab), configure the SBC Devices Communication
parameter to "Hostname Based"- FQDN host name that is specified in the OVOC server
certificate file used to authenticate the connection with devices.

GEMERAL SETTINGS

OVOC Hostname tlc-ovoc. trunkpack.com

Description Audiocodes

SBC Devices Communication Hostname Based v

Privacy Mode O

Global Logo globalLogo.png b T
(5=

AudioCodes LLve
Service Reguest URL https:/facextl-tst2 custhelp.com/ci/pta/login/redirect_to/app/account/q

Service Request Password

e Verify that the DNS resolves for the OVOC FQDN is successful, for example
Google.com:

C:\Users\enterprise 1user>nslookup www.google.com
Server: tlc-ovoc.trunkpack.com

Address: 10.1.1.10

Non-authoritative answer:

Name: www.google.com
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Addresses: 2a00:1450:4006:801::2004
172.217.18.36

3. 5. Inthe OVOC Server Manager install Custom Certificates (see “Server Certificates Updates”).
4. 6. Onthe managed SBC devices, do the following:

e Install SSL certificates on managed SBC devices (refer to Section Install Custom
Certificates on OVOC Managed Devices in the IOM manual). You must define the
following TLS contexts:

¢ 0OVOC Management connection (Context #0)
¢ UMP-365 Management connection (Context #1)

¢ Microsoft Teams connection (Wildcard certificate) i.e. a separate TLS context must
be defined for each service provider. (Context #3)

e Set parameter Secured Web Connection (HTTPS) to one of the following:

¢ HTTP and HTTPS

¢ HTTPS Only
3 TIME & DATE Web Settings
4 WEB & CLI
GENERAL s
Local Users (2)
Authentication Server Secured Web Connection (HTTPS) HTTP and HTTPS. v 4
Require Client Certificates for HTTPS connection Disable ~
CLI Settings
Access List
Additional Management Interfaces (0) SESSION
Customize Access Level (0)
SNMP Password Change Interval (minutes) ]
User Inactivity Timeout (days) 50

LICENSE
Session Timeout {minutes) 15
MAINTENANCE

PERFORMANCE MONITORING

Configuring Connection to OVOC Azure Private IP

This section describes how to configure the connection to the OVOC server with its private IP
address.

> Do the following:

1. Inthe Multitenant portal Navigation pane , open the OVOC Settings page (System
Configuration > OVOC Settings).

2. Inthe IP Address field, enter the Private IP address of the OVOC Azure server.
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Microsoft Azure

OVOC Settings
Connection

Use public OVOC
1P Address

100.1.4
Trap Port

162
Keep Alive Port *

1161

SNMP

@ sNmPv2 (O SNMPv3
Community Read *

public
Community Write *

private

Apply Changes Reset Changes

Copyright © 2023 AudieCodes. All rights reserved

System Sett
System Name *

UMP Sandbox3 sp1

Location

Access Setti
Login Url

http;//10.0.2.5/tena

ings

ngs

ntui

The following figure shows where to extract the IP address of OVOC on Azure.

P Search resources, services, and docs

es > OVOC-7-6-1000

Virtual machines « 2 X

I5] OVOC-7-6-1000

4 add @ resention e More

sl Access control (1AM)
@ g

X iagnose and solve problems

2 ovoc-7-6-1000

Settings

delivery (Preview)

& Oisaster recovery

B Update management
& tnventory

teackinn

Enter Trap Port: 162

Enter Keep Alive Port: 161

CPU (average)

Disk bytes (total)

d5dcbo5d-0124-4679-97

OVOC-7-6+1000

Linux

Standard F16s (16 vepus, 32 GB memory

Network (total) >

Select SNMPv2 and in the Community Read and Community Write fields enter public.

Uncheck the ‘SBC monitor’ flag.
Enter the following System Settings:
e System Name

e Location

For the Login URL (used for Single Sign-on and REST connection initiated from OVOC side):
Enter the Private IP address of the UMP on Azure and not its Public IP address/FQDN (e.g.

http://127.0.0.1/tenantui).
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Once the initial Single Sign-on connection to the UMP VM is established, the “Login
Url” field above is automatically updated to http://169.254.x.x ; do not change this
value.

9. Click Apply Changes.

Managing Alarms

The Alarms screen displays alarms that are raised on the UMP-365 server and are forwarded to
Live Cloud for the following categories:

B Current alarms
B Cleared alarms
B Agent Alarms
[ |

OVOC events

& See OVOC Alarms Guide for details on alarms raised by UMP-365.

> To view alarms:

1. Inthe Navigation pane, select OVOC > Alarms.

= A% 2 acladmin
CurrentAlarms  Cleared Alarms  AgentAlarms  Ovoc Events
Reload
Show 10 % entries Search:
Alarm
d T Time Name Source Text Severity
41964  January20th  umpOcSyncOperati ! sync ountjob  SyncReleaseFromAccountiob.SyncAsync: Call failed with status code 403 (Forbidden): GET https:// Minor
2024, 06:56 operatorconnectmicrosoft pi/v2.0/numbs g -rel der?top=10000
42520 January20th  umpOcSyncOperationFailedAl qui bers SyncAcquiredNumbers SyncAsync: Internal server error. Please contact support. Minor
2024, 21:55
44338 January22nd  umpOcSyncOperationFailedAlarm  syncleads SyncLeads.SyncAsync: SyncLeads job finished with error during step: retrieve the civic addresses. Minor
2024, 23:10
44339 January22nd  umpOcSyncOperationFailedAl i 1 Job. yne: Call timed out: GET https://operatorcor microsoft. pi/v20/ Minor
2024, 23:36 b /tn-upload unt/?top=10000
44483 January23rd  umpOcSyncOperationFailedAl syncuploadtoaccountjob SyncUploadToAccountiob.SyncAsync: Exception of type Minor
2024, 03:34 'SysAdmin.Peering. Exception’ was thrown.
44526 January23rd  umpOcSyncOperati sync auntjob SyncUploadToAccountiob.SyncAsync: Exception of type Minor
2024, 03:59 ‘SysAdmin.Peering. Exception’ was thrown.
46377  January25th  umpOcSyncOperati qui bers SyncAcqui bers.SyncAsync: Internal server error. Please contact support. Minor
2024, 06:05
46600  January 25th  umpOcSyncOperationFailedAl syncuploadtoaccountjob SyncUploadToAccountiob.SyncAsync: Exception of type Minor
2024,12:39 'SysAdmin.Peering. Exception’ was thrown.
48007  January 27th umpQcSyncOperationFailedAlarm  syncacquirednumbers SyncAcquiredNumbers.SyncAsync: Exception of type Minor v

For each alarm the following information is displayed:

Field Description

Id SNMP OID
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Field

Alarm
Time

Name

Source

Text

Severity

Cleared

Actions

Description

The time that the alarm was raised.

The alarm name.

The source of the alarm (different for each alarm type). For example, for
Agent Alarms <VM Name>/<Name of Service> of raised alarm.

Text description that is displayed in the alarm.

Alarm severity displayed from the variable-binding tgTrapGlobalsSeverity.
There may be several conditions for each severity.

In the current alarms table indicates that the raised alarm has been cleared.

Recommended actions to take.
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11 Multitenant Portal Licensing

Multitenant sportal upports the follow licensing schemes:

B Tenants: Tenants license includes the following features support:

Quick Connect
Tenant Online voice routing

User view only

A Tenant License is mandatory requirement for Onboarding a new customer M365
Tenant and for managing the Voice Routing.

Users: User license includes the following features support:

User MACD (Teams, and Voice policies)

Lifecycle management

Create and Edit Templates

DID management

Support Microsoft Teams

Support OneDrive policies (Future implementation)

Manage emergency call Routing (Future)

A User License is not mandatory. The provider can offer this service as an upscale
service for selected customers.

See the following:

Installing the Multitenant License below

B Configuring Global License Settings on page 168

Installing the Multitenant License

This section describes how to install the UMP 365 license. The license configuration includes the

following parameters:

MachinelD: Generated by the UMP server; required for the license generator tool

MultiTenant User License Count: total # of User Licenses across all tenants i.e. Pool License

MultiTenant Tenant License Count: total # of Tenant Licenses

MultiTenant Version: Software Version

Expiration Date: Expiration Validation period for License file
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The ‘Product Key’ is a unique key that represents the UMP 365 / CloudBond 365 initial order
and is used for online license generation. The ‘Product Key’ is used for future orders for the
same system, such as a license upgrade. When the maximum number of licensed users has
been reached, a pop-up window appears on the individual user edit page indicating that there
are no more available licenses . Existing users that have already been edited can still be edited,
however new users cannot be edited until new licenses are generated. When the maximum
number of licensed users has been reached, it is no longer possible to automatically add users
through Lifecycle management, nor is it possible to import users or onboard new Tenants
(Tenant license). A Tenant License is a mandatory requirement for Onboarding a new customer
M365 Tenant and for managing the Voice Routing. A User License is required for mandatory for
supporting Teams Calling plans and therefore The license should be allocated based on the total
number of users required for Teams Calling plan licenses.

> To configure the license:

1. Login to the Multitenant interface with the Windows UMP Service account created in
Creating UMP Service Account on page 29.

2. Inthe Navigation pane, select System > License.

3. Extract the Machineld.

Machineld: c9dcc35a-afab-4561-9452-f7b8df7f43d0
Product Key:

MultiTenant User License Count: 10000

MultiTenant Tenant License Count: 10000
MultiTenant Version: 8§.0.450,120

Expiration Date: 2030-12-31

Insert License key

License:

Save license

4. Activate your product through the AudioCodes License Activation tool at
http://www.audiocodes.com/swactivation

You require your Product Key and Fingerprint (MachinelD) for this activation process.
An e-mail will subsequently be sent to you with your Product License.

5. Copy the License Key string in the Insert License key field and then click Save license.
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Configuring Invitation Settings

This step describes how to define Invitation Settings for requesting consent from customer IT
administrators using the token-based authentication mechanism (See Grant Consent using only
Token-based Authentication) to connect to their Microsoft 365 platform. The Invitation Settings
define the template email that is sent to the customer administrator including the customer’s
name defined in the Onboarding wizard, the name of the Service Provider operator tenant who
added the customer and the Invitation URL. This URL includes the subdomain name that was
defined in Register End Customer Tenant DNS Sub domains on page 250. Once the invitations
have been sent to the customer IT administrator, the outgoing request details can be viewed in
the Customer Invitations screen in the Multitenant portal (see Customer Invitations).

> Do the following:

1. Login to the Multitenant portal with Windows UMP Service account created in Creating
UMP Service Account.

2. Inthe Multitenant portal Navigation pane, open the Invitation Settings page (System
>Invitation Settings).

A9 2 uMP-Tobi\umpadmin

Invitation Settings

Invitation Subject *
Welcome {{Customerld}} for joining the Finebak “AudioCodes UMP-365 for Service Providers” service|

Invitation Email *

Dear Administrator of {{Customerld}}, &

We at Finebak welcome you to join our “AudioCodes UMP-365 for Service Providers” service.
Please activate your tenant by connecting to the link below and authenticate with your M365 UC Administrator account:
{{CustomerAuthenticationPortalUrl}}/{{Invitationld}}
Please Note:
UC admin role i 2

Customer Authentication Portal Url *

https://finebak.com/authenticate

Apply Changes

Copyright © 2020 AudioCodes. All rights reserved.

3. Enter the following details:
e Invitation Subject: Edit the email invitation.
e |nvitation Email: Edit the email content
e |Invitation Subject and Invitation Email include the follow place holders

e {{Customerld}} — The CustomerID, Unique per Customer Name (from onboarding new
customer flow)
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e {{CustomerAuthenticationPortalUrl}}/{{Invitationld}} — unique invitation (Customer
Authentication Portal Url / Invitationld)

4. Inthe Customer Authentication portal URL field define a public Portal URL for the provider.

For Example: https://finebak.com/authenticate

The value should be the DNS A record for domain that was created in Creating A Records
for SBC Devices. For example, Finebak.com to a Public IP xxx.xxx.xxx.xxx (UMP-365 — IP
address).

See example email below.

Dear Administrator of {{Customerld}},

We at Finebak welcome you to join our “AudioCodes UMP-365 service".
Please activate your tenant by connecting to the link below and authenticate with
your M365 UC Administrator account:
{{CustomerAuthenticationPortalUrl}}/{{Invitationld}}
Please Note:
» UC admin role requirements:

o Application Administrator

o Skype for Business Admin

o Teams Communications Administrator
The Authentication process will run against your Microsoft M365 Tenant, we will
not know or save your password.
Revoke Token Authentication: you are able to revoke the authentication at any
time. Revoking the authentication will stop the service.

Thank you and best regards,

Finebak Support Team

This email and any files transmitted with it are confidential material. They are
intended solely for the use of the designated individual or entity to whom they are
addressed. If the reader of this message is not the intended recipient, you are
hereby notified that any dissemination, use, distribution or copying of this
communication is strictly prohibited and may be unlawful.

If you have received this email in error please immediately notify the sender and
delete or destroy any copy of this message
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13  Configuring Email Settings

This step describes how to define the email server settings for sending the invitation requests
(configured in Configuring Invitation Settings on page 67) to the customer IT administrator for
connecting to the Multitenant portal.

> Do the following:

1. Login to the Multitenant portal with Windows UMP Service account created in Creating
UMP Service Account on page 29.

2. Inthe Multitenant portal Navigation page, open the Email Settings page (System > Email
Settings).

A9 2 Alice Smith

Email Server Settings

From *

LTC_Support@audio-codes.coiil
Username
apikey

Password already saved
ConfirmPassword

Host *

smtp.sendgrid.net

Port *

587

mEnablessl

| Network v

Apply Changes

3. Enter the following details:
e From: Sender email
e Username: Your email server account/username
e Password: Email server account Password / API key
e Confirm Password
® Host: SMTP server
e Port: SMTP server / port
e Enable SSL: True
e Select Network

4. Click Apply Changes.
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14  Setting up Fully Automatic DNS Provisioning

Automatic provisioning of DNS records and derived trunk domain fully automates the
onboarding process for a new Microsoft direct routing tenant. The wizard adds the new domain
in the of end customer M365 tenant:

B Creates a PSTN gateway and domain

B Creates a TXT record in the Service Provider Azure DNS environment
B Adds A-Record to the Service Provider DNS environment
|

Creates a temporary activation user in the end customer tenant with the newly created
domain assigned and licensed with a Microsoft Office 365 Phone System user license.

e The following Administrative roles must be assigned to the Customer
administrator (see Assign Administrator Roles to IT Administrator on page 269):

v Domain Name Administrator (for txt and A-record creation)
v User Administrator (for user license activation of the PSTN trunk)

The automatic provisioning of the DNS sub domains requires the following setup on Service Pro-
vider Azure tenant:

B Registering DNS Application (Service Provider Tenant) below
M Creating A Records for SBC Devices on page 74

B Assign Access Control on page 77

B Configure DNS API on page 82

Once the above setup has been completed, the Onboarding wizard can be used to provision the
DNS sub domains (see Fully Automatic DNS Provisioning on page 393).

Registering DNS Application (Service Provider Tenant)

The DNS registration for the Service Provider tenant includes the generation of a Client Secret
that is only displayed once. It should be captured and saved for later configuration in the Multi-
tenant interface.

> To register the DNS domain:

1. Inthe Navigation pane, select App registrations and then click New registration.
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Microsoft Azure 9 Search resources, services, and docs (G+/)

Home > AudioCodes

: AudioCodes | App registrations =

Azure Active Directory

@ Overview
DB Preview features

X Diagnose and solve problems

Manage
All applications  Owned applications  Deleted applications

& Users _—

2 Groups 0 Start typing a display name to flter these results

3 Administrative units
H Enterprise applications
O3 Devices

B App

« @ Endpoints ¢ Troubleshooting () Refresh - Download [ Preview features

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer
provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

A7 Got feedback?

F Add filters

2. Enter the name of the new registration e.g. DNS_Client_Provisioning and then click

Register.

Lo e aen e

Home > AudioCodes - SQA LIVE >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

[ oNs_client Provisioning

Supported account types

Who can use this application or access this API?
(®) Accounts in this organizational directory only (AudioCodes - SQA LIVE only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | [ eg. httpsy/example.com/auth

By proceeding, you agree to the Microsoft Platform Policies (7

A new registration is created.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes - SQA LIVE >

DNS_Client_Provisioning =

L

[0 search (ctri+/) ] [il Delete @ Endpoints [ Preview features

B Overview @ Got  second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart
# " Integration assistant A Essentials

Display name : DS Client Provisioning

Manage

. . Application (client) ID  : bd2e21ca-bd43-49d3-a9c1-ac0519c14e7d
B Branding & properties

Object ID + €9380a70-765e-4a60-8c36-c882374c0e25
D Authentication

Directory (tenant) ID : 6a217d07-8f6d-43da-beds-2cd8bdbe3b17
Certificates & secrets Supported account types : My organization only

{1} Token configuration
9 APl permissions

@ Expose an API

% App roles GetStarted  Documentation
& Owners

&, Roles and administrators

M Manifest

standards-based authenti

“® m -

Support + Troubleshooting
£ Troubleshooting

& New support request

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We wil continue to provide technical support and security updates but we will no
longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern,
tion solutions, access and protect APs, and add sign-in for your users and customers. - Learn more(/’

4 S L

Client credentials 0 certificate, 3 secret

Redirect URIs Add a Redirect URI

Application ID URI

Managed application in |

DN Client Provisioning

3. Inthe Navigation pane, select App registrations. The new registration is listed.
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Search resources, services, and docs (G+ o
- & AUCIOC00E 2SO VRS

Home > AudioCodes - SQA LIVE

AudioCodes - SQA LIVE | App registrations = x

Aaure Active Directory

« + New registration & Endpoints ¢ Troubleshooting (D Refresh L Download [l Preview features = &7 Got feedback?
© Overview
D Preview features 3

() T T T [ Tt LT o A T e o o 0 L o 0 i T3 e S e R 7 el 0

X Diagnose and solve problems provide feature updates. Appiications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learm more

Manage
All applications ~ Owned applications  Deleted applications

& Users _—

a

& Groups [,2 ong «| ¢ Addfilters

3 External Identities
1 applications found

& Roles and administrators

Display name 1 Application (client) ID Created on 1 Certificates & secrets

B Administrative units
n DNS_Client_Provisioning bd2e21ca-bd43-49d3-a9¢1-ac0519c14e7d 10/13/2021 @ current
8 Enterprise applications

Ol Devices
i, App registrations
&) Identity Governance

8 Application proxy

m security attributes
% Licenses
b Azure AD Connect

& Custom domain names

4. Click the new registration (Dns_Client_Provisioning) and then in the Navigation pane, select
Authentication.

5. Under Advanced Settings, select No to disable mobile and desktop flows.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

3 DNS_Client_Provisioning | Authentication % - X
[ search (ctrl+) | « AP Got feedback?

B Overview + Adda platform “
& Quickstart

# Integration assistant

Supported account types

Manage Who can use this application or access this APIZ
= Branding & properties (®) Accounts in this organizational directory only (AudioCodes - SQA LIVE only - Single tenant)

2 Authentication (O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Certificates & secrets Help me decide.

1l Token configuration

o API permissions
A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft accounts
@ Expose an APl for an exsting registration. If you need to enable personal accounts. you can do so using the manifest editor, Learn
more about these restictions

Advanced settings

&, Role d administratc I
& Rolesand administrators Allow public client flows ©

@ Manifest
Enable the following mobile and desktop flows:

Support + Troubleshootin
PP 9 « App collects plaintext password (Resource Owner Password Credential Flow) Leam more (7

£ Troubleshooting » No keyboard (Device Code Flow) Learn more (7' 8

 New support request =
“ pportreq swe || Discard

6. Click Save.

7. Inthe Navigation pane, select Certificate & secrets.
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SRS

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

DNS_Client_Provisioning | Certificates & secrets = X

[ .2 search (crl+ K & Got feedback?

B Overview
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

Manage @ Aoplication registration certiicates, secrets and federated credentials can be found in the tabs below. “
& Branding & properties
9 Authentication Certificates (0) ~ Client secrets (3)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Il Token configuration
o API permissions
Expires Value © Secret ID

@ Expose an APl

DNS 10/13/2023 MDZ*rrssmsemsmamns 475206b6-bf21-4e17-9392-1400ee2c4dbf [y [E
% App roles

DNS_FMCUC 10/25/2023 DHormm 174f65f5-beae-403a-882b-d0177e0c95ad I [i]
2 Owners

. dns-audio-code-co-il 2/15/2024 b3 frmmmmmmmm 19ca70f5-51bf-418e-9f0c-9b23c2717a8c [y m[

&, Roles and administrators
W Manifest

@

upport + Troubleshooting
2 Troubleshooting

& New support request

8. Click New client secret.

Microsoft Azure 5 Search resources, services, and docs (G+/)

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning Add a Client Secret X
DNS_Client_Provisioning | Certificates & secrets »
Description [ ONS AudioCodes |
Search (Ctrl+ « &7 Got feedback?
[Pseachiculn ] A7 Got feedbad xpires (2 months <)
B Overview . . . - . . .
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web.
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant
Manage @ Appication reistration certfiates, secrets and federated aredentias ca b found inthe tabs below.
B Branding & properties
9 Authentication Certificates (0)  Client secrets (3)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pe
I} Token configuration
~+ New dlient secret
9 API permissions.
Description Expires Value © Sec
@ Expose an APl ” ®
- DNS 10/13/2023 MDZxxmiomiornaxns 4752
Bi App roles
DNS_FMCUC 10/25/2023 2HgF IR f74f6
2 Owners - 725/ o
dns-audio-code-co-il 15/2024 [RPT—— 19
&, Roles and administrators ne-audio-codercort 2/ i
W Manifest
Support + Troubleshooting
2 Troubleshooting
& New support request
Add

9. Enter a description, Set the Expires field to 24 months and then click Add.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

DNS_Client_Provisioning | Certificates & secrets = - X
[ search (ctrl+ | « A7 Got feedback?
B Oveniew ~
& Quickstart @ Got a second to give us some feedback? = “

# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

= Branding & properties

i x
D Authentication @ Aoplication registration certicate, secrets and federated credentils can be found i the tabs below

Certificates & secrets
1l Token configuration Certificates (0) ~ Client secrets (4)  Federated credentials (0)
o APl permissions o o . .

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an API

App roles + New dlient secret
25 Owners Description Expires Value © Secret ID.
&, Roles and administrators DNS 10/13/2023 MDZxrmemsonmrnons 475206b6-bf21-4€17-9392-1400ee2c4dbf [ m
W Manifest DNS_FMCUC 10/25/2023 2Hpr e 74165f5-beae-403a-882b-d0177e0c95ad I ]E

) dns-audio-code-co-il 2/15/2024 bapremmermrer 19¢a70f5-51bf-418e-0f0c-9b23c2717a8c T[]

Support + Troubleshooting
» DNS AudioCodes 5/1/2024 OUIBQ~1Dm hLesCShi7KZSchaRfrDSEo .. 1) d880d278-dc17-4273-adb9-718b251b5 .. 1 [i]

Troubleshooting

New support request

10. Copy the Value to notepad as it must later be configured in the UMP interface.
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= Microsoft Azure B Search resources, services, and docs (G+/)

Home > AudioCodes - SQA LIVE > DNS_Client_Provisioning

DNS_Client_Provisioning | Certificates & secrets = %
£ Search (Ctrl+/) A7 Got feedback?
B Overview ,.
& Quickstart @ Got 3 second to give us some feedback? ”

' Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

B Branding & properties

D Authentication @ Apoicion egsction cerifcats. serets an fecerate recail can b found n th b blon:

Certificates & secrets

1l Token configuration Certificates (0) ~ Clientsecrets (4)  Federated credentials (0)

- i 8
AP permissions A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an APl

B App roles + New dlient secret
& Owners Description Expires Secret ID
& Roles and administrators DNS 1071372023 475206b6-bf21-4¢17-9392-1400ee2c4dbf [ E
B Menifest DNS_FMCUC 10/25/2023 74f65f5-beae-403a-882b-d0177e0c35ad 1 @

. dns-audio-code-co-il 2/15/2024 Copy tocipboard Df5-51bf-418e-9f0c-0b23c2717a8c [ [i]
Support + Troubleshooting

DNS AudioCodes 5/1/2024 OUIBQ~1_Dm.hLesCShr7KZ5chaRfrDSEs .. [ d880d278-dc17-4273-adb9-718b251b5 ... B[]
£ Troubleshooting
& New support request
< 5|

Creating A Records for SBC Devices

It’s necessary to configure the Service Provider domain that is used by its’ customers for direct
routing registered in Azure DNS, so that it can be configured by the UMP.

An A record should be created that points to the SBC site location FQDN. For example:
B EMEA SBC = emeasbc.audiocodes.be = IP of EMEA SBC

If the customer wishes to create a site that uses EMEA SBC, an A record similar to the
following example should be created: emeasbc.audiocodes.co.il

B US SBC = ussbc.audiocodes.be = IP of US SBC

If the customer wishes to create a site that uses US SBC, an A record similar to the following
example should be created: ussbc.audiocodes.co.il

During the Onboarding process, the TXT record is generated consisting of the SBC Site Name
(Customer Shortname) appended to the subdomain name i.e.
<shortcustomername>.emeasbc.audiocodes.co.il. For example, EnterpriseA.
emeasbc.audiocodes.co.il.

> To create an A-record:

1. Inthe relevant DNS Zone, click + Record Set.
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Home > DNS zones >

DNS zones « © audio-code.co.il 2 - X
AudioCodes - SQA LIVE DNS zone
Create Manage view Search (Ctrl+, « Child zone Move v Delete zone Refres|
ge vi (ctrl+/) hild - I fresh
5 ~ A Essentials JSON View
[ Fitter for any field... @Jcverview
Name Activity log Resource group (move) Name server 1
sqa_live_teams_global_nw_rg ns1-05.azure-dns.com.
@ audio-codecoil v R Access control (AM) Subscription (move) Name server 2
X ¢ Tags SQA LIVE Sub1 ns2-05.azure-dns.net.
@ audio-codes.es .
: Subscription ID Name server 3
@ audio-codes.org ... & Diagnose and solve problems 213a96d-89c2-4bf3-9840-99ea20ebact ns3-05.azure-dns.org.
. Name server 4
s sett
© fmauccom ettings ns4-05.azure-dns.info.
@ trunkpack.com Properties Tags (edit
B Locks LiveCloudEnv : ga-int
Monitoring You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow

more record sets to load.
BN Alerts

| P search record sets

Metrics
Name Type TTL Value Alias resource type  Alias target
Automation
@ A 3600 62.219.91.154
2. Tasks (preview) ns1-05.azure-dns.com.
ns2-05.azure-dns.net.
NS 172800
[ Export template @ ns3-05.azure-dns.org.
— — — ns4-05.azure-dns.info.
[« page[1 ~Jof1 [ Support + troubleshooting Email: azuredns-host...
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Add record set P

audio-code.co.il

Mame

| customers v |
audio-code.co.il

Type

| A — Alias record to IPvd address “ |

Alias record set ()
@ Yes O No

Alias type
@ AZure resource O Zone record set

Choose a subscription *
| SQA LIVE Sub1 v

AZure resource *

[ qa-int-sbe3-ip ~ l
TTL* TTL unit
| 1 || Hours R |

2. Add an A-record to translate the site SBC shortname to its’ IP address and FQDN:

e Enter the name of the customer subdomain.

® From the Type drop-down list, select A-Alias record to IPv4 address.

e Set the Alias record set to Yes.

e Set the Alias type to Azure resource.

e From the Azure resource field drop-down list, select the relevant SBC device.

e Click OK.
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The following confirmation prompt is displayed.

@ Create record set

Successfully created record set "brad.customers

The following figure displays the newly added records.

L e ddes e

Home > DNS zones >
DNS zones © audio-code.co.il = X
AudioCodes - SQA LIVE ONS zone
+ Create & Manageview v+ £ search (Ctrl+/) | « + Recordset + Childzone —> Move v [i] Deletezone () Refresh
N Expire: 2419200 ~
[ Fitter for any field @Jokricy Minimum TTL: 300
Name 1 ﬂ Activity log Serial number: 1
A 3600 62.219.91.154
© audio-codecoil o Access control (IAM)
A0 . ‘ customers A 3600 Public IP Address qa-int-sbct-ip
Tags
© audio-codeses ai0logics.customers A 3600 51.13.97.95
© audio-cod & Diagnose and solve problems
audio-codes.org aidlogics.customers ™ 3600 MS=ms27839176
Setti
© fmcuccom etings ailogdnsprotest.customers A 3600 51.12.9795
’ R )
© tunkpackcom 1l Properties ailogdnsprotest.customers MX 3600 0 ailogdnsprotest-cus...
B Locks =
ailogdnsprotest.customers ™ 3600 MS=ms73743276
v=spfi include:spfpr..
Monitoring autodiscover.ailogdnsprotest.customers  CNAME 3600 autodiscover.outiook....
EE Alerts ailogs.customers A 3600 511379795
i Metrics alon.customers A 3600 51.137.97.95
Automation audio00codes.customers A 3600 Public IP Address qa-int-sbcl-ip
2, Tasks (preview) brad.customers A 3600 51.137.97.95
) Export template mM365x950135.customers A 3600 Public IP Address qa-int-sbcl-ip
) m365x950135.customers ™ 3600 MS=ms30004690
Support + troubleshooting
ocl.customers A 3600 Public IP Address qa-int-sbcl-ip
% Resource health
ocl.customers MX 3600 0 oc1-customers-audi...
[< ] Page[1_~of1 2 New Support Request

Assign Access Control

On the created subdomain, assign access control to the app registration to allow the DNS
Application registration (Enterprise Application) to access the DNS zone. In this example, the
DNS Application DNS_Client_Provisioning needs access to the subdomain customers.audio-
code.co.il. The permission used to authorize this access is “DNS Zone Contributor”.

> To assign access control:

1.

In the Azure Portal Home page pane, select DNS Zones.

Microsoft Azure P Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following aptions.

®

Start with an Azure free trial

plus 12 months of popular free services

Azure services

+ o

Azure Active
Directory

Create a
resource

DNS zones

Manage Azure Active Directory

Get 200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security

with Azure Active Directory.

@

Cloud services
(classic)

(%)
Resource
groups

Subscriptions

%

Access student benefits

Get free software, Azure credit, or access Azure Dev
Tools for Teaching after you verify your academic status.

Explore Learn more o

B = e
VM images Hosts CloudSimple ~ More services
(classic) Virtual...

2.
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Home > DNS zones >

DNS zones «

AudioCodes - SQA LIVE

—+ Create £33 Manage view

audio-code.co.il

DNS zone

<

0 Kearch (Ctrl+/) «

[ Fitter for any field...

Name 1

@ audio-code.coil
@ audio-codes.es

@ audio-codes.org
@ fmcuccom

@ trunkpack.com

[ <Jpage[1 ~or1 -]

© Overview

Activity log
fa Access control (IAM)

@ Tags

£ Diagnose and solve problems
Settings

il Properties

B Locks

Monitoring

B Alerts

Metrics

Automation
24 Tasks (preview)

& Export template

Support +

X
+ Recordset —+ Childzone —> Move v [ii] Deletezone () Refresh
A Essentials JSON View
Resource group (move) Name server 1
sqa_live_teams_global_nw_rg ns1-05.azure-dns.com.
Subscription (move) Name server 2
SQA LIVE Sub1 ns2-05.azure-dns.net.
Subscription ID Name server 3
213a96df-89c2-4bf3-9840-e99ea20ebacl ns3-05.azure-dns.org.
Name server 4
ns4-05.azure-dns.info.
Tags (edit)
LiveCloudEnv : qa-int
You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow
more record sets to load.
[0 search record sets
Name Type TTL Value Alias resource type  Alias target
@ A 3600 62.219.91.154
ns1-05.azure-dns.com.
° NS 172800 ns2-05.azure-dns.net.

ns3-05.azure-dns.org.
ns4-05.azure-dns.info.
Email dnc-hast

3.

Click Add > Add role assignment.

Home > DNS zones > audio-code.co.il

AudioCodes - SQA LIVE

+ Create £33 Manage view

DNS zones «

QP\ audio-code.co.il | Access control (IAM)

DNS zone

0 Search (Ctrl+/) | «

[ Fitter for any field...

@ Overview

Name T
audio-code.co.il
audio-codes.es

audio-codes.org

fmeuc.com
trunkpack.com
Page |1~ fof1 | > |

Activity log
82 Access control (IAM)
@ Tags

&2 Diagnose and solve problems

Settings
il Properties

B Locks

Monitoring

B Alerts

@il Metrics

Automation
24 Tasks (preview)

[ Export template

Support + troubleshooting

+ Add

L Downl

Add role assignment

nts

Add co-administrator

My access
View my level of access to this resource.

w my access

Check access

ad role assignments

Roles

t columns

Deny assignments

Review the level of access a user, group, service principal,
or managed identity has to this resource. Learn more &

Find ©
(® user, group, or service principal

(O Managed identity

[ search by name or email address

O Refre

X R

A7 Got feedback?

Classic administrators

Grant access to this resource

Grant access to resources by assigning a role.

Add role assignment

Learn more o'

View access to this resource

View the role assignments that grant access to this and
other resources.

Learn more o'

View deny assignments

icrosoft Azure P Search resources, services, and docs (G+/)

Home > DNS zones > audio-code.co.il >

Add role assignment

2 Got feedback?

P Search by role name or description

Type : All Category : All

Review + assign Previous |

Next

Name 1 Description Ty Type ™ Category ™y Details
Owner Grants full access to manage all resources, including the ability to assign roles in Azure RBAC. BuiltinRole General View
Contributor Grants full access to manage all resources, but does not allow you to assign roles in Azure RBAC, manage ass... BuiltinRole General View
Reader View all resources, but does not allow you to make any changes. BuiltinRole General View
Avere Contributor Can create and manage an Avere vFXT cluster. BuiltinRole Storage View
| DNS Zone Contributor Lets you manage DNS zones and record sets in Azure DNS, but does not let you control who has access to t...  BuiltinRole Networking View
Domain Services Contributor Can manage Azure AD Domain Services and related network configurations BuiltinRole None View
Log Analytics Contributor Log Analytics Contributor can read all data and edit settings. Editing setti... BuiltinRole Analytics View
Log Analytics Reader Log Analytics Reader can view and search all monitoring data as well as and view monitoring settings, includi... BuiltinRole Analytics View
Managed Application Contributor Role Allows for creating managed application resources. BuiltinRole Management + Gover... View
Managed Application Operator Role Lets you read and perform actions on Managed Application resources BuiltinRole Management + Gover... View
Managed Applications Reader Lets you read resources in a managed app and request JIT access. BuiltinRole Management + Gover... View

4. Configure the role assignment as shown in the following figure.

-78 -




CHAPTER 14

Setting up Fully Automatic DNS Provisioning

UMP-365 | Installation and Administration

Home > DNS zones > audio-code.co.il

Add role assignment

A Got feedback?

Role  Members®  Review + assign

Selected role DNS Zone Contributor

Assign access to (®) User, group, or service principal

) Managed identity

Members + Select members

Name Object ID

No members selected

Description optional

Type

Review + assign Previous | Next

5.

Search for the DNS Registration that you created in Registering DNS Application (Service

Provider Tenant) on page 70 and then click Select.
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Select members X

*

Select (D
e

DNS_Clipnt Provididsirg
4

Satecled mambes:
Bl maprnlsprs fidieiidd, Spaich for ol S Gl O iTRORD Sl

you want 1o assign bo the: rode for This resouece.
Learn maore dbtnil RERAC

Select || Close
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Select members s

Select (O
dns
MO users, Qroups, of service principals...
Selected members:
DNS _Clhent_Prown
Remowe

e |
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6. Return to the Access Control (IAM) tab. The new DNS Zone Contributor permission is

displayed.

bradb@audiocodes.com @
AUDIOCODES - sQA LvE @D

Qs 0 &

Home > DNS zones > audio-code.co.il

DNS zones

AudioCodes - SQA LIVE

+ cCreate €53 Manage view v ---

[ Filter for any field...

Name T

@ audio-code.coil
@ audio-codeses
@ audio-codes.org
@ fmcuccom

@ trunkpack.com

Page | 1 |of1

PR audio-code.co.il | Access control (IAM)

DNS zone

O Search (Ctrl+/) | «

@ Overview

& Activity log

A2 Access control (IAM)
@ Tags

/2 Diagnose and solve problems
Settings

il Properties

B Locks

Monitoring

B Alerts

1 Metrics
Automation

2% Tasks (preview)

§ Export template

Support + troubleshooting

+ Add L Download role assignments == Edit columns () Refresh X Remove

CloudTeam
] Group

\/ Cost Management Reader

CloudTeam
[} Group

A Got feedback?
Cost Management
Export ®

Management group

(Inherited) None

Cost Management .
Subscription (Inherited)  None

Reader ©
O .C\oudTezm Group Cost Management Management group None
Reader @ (Inherited)
/' DNS Zone Contributor
DNS_Client_Provis DNS Zone Contributor
O m App This resource None
o]
\/ Owner
alexr . i
O alexr@hdvoip.org Use" owner @ Subscription (Inherited)  None
Brad Brzezinski )
D (Guest) Owner ©® Subscription (Inherited) None
Gadi Holdengrebe ) )
] (Guest) Owner ® Subscription (Inherited) None
Gadi Holdengrebe )
] admin@AudioC... Use" Owner @ Subscription (Inherited) None
» Foreign Principal f )
O 4 Foreign principal Owner ©® Subscription (inherited)  None
Gil Ben-Ami . )
O (Guest) User Owner ® Subscription (Inherited) None

- ci

Configure DNS API

This section describes how to configure the DNS API after you have completed the Microsoft
Azure configuration. This configuration includes the Azure settings based on the configuration
in Registering DNS Application (Service Provider Tenant) on page 70 and the adding of DNS
records for each region site locations based on the configuration in Creating A Records for SBC

Devices on page 74.

> To configure DNS API:

1. Inthe Multitenant Navigation pane, open the DNS API Configuration screen (System > DNS
API Configuration).

Tenant Id

6a217d07-8f6d-43da-bcd5-2cdsbdbe3b17

Client Id

bd2e21ca-bd43-49d3-ad9c1-ac0519c14e7d

Client Secret

Subscription Id
21396df-89c2-4bf3-9840-e99ea20ebact

Resource Group Name
sqa_live_teams_global_nw_rg

Dns Zone

audio-code.co.il

Apply Changes Reset Changes

Add | ResetFqdn

Name Sbald
1 OC1_SBC 2
2 0c2.sBC 3
3 test1 2

2. Configure parameters as described in the table below.
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A9 & acladmin

FQDN Ip Address
ocl.customers.audio-c v ocl.customers.audio-cc 51.137.97.95
Resolve Address
Fqdn Ip Address
customers.audio-code.co.il 51.137.97.95 Edit
customers.audio-code.co.il 52.178.43.85 Edit
customers.audio-code.co.il 51.137.97.95 Edit
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Parameter

Tenant Id

Client Id

Client Secret

Subscription Id

Resource
Group Name

Dns Zone

= Microsoft Azure

Home > AudioCodes - SQA LIVE >

Table 14-1: DNS API Configuration
Description

Directory (tenant) ID for the UMP-365 (extracted from the Overview
page of the DNS application registration (see example DNS_Client_
Provisioning below).

Application (Client) id of the DNS application registration (extracted from
the Overview page of the DNS application registration).

Client Secret of the DNS application registration (extracted from the
Certificates & Secrets page of the DNS application registration). This
value is only shown during creation.

Azure Subscription Id for the Service Provider account.

Resource Group name of the Azure subscription.

DNS zone of the Azure subscription.

9 Search resources, services, and docs (G+/) bradb@audiocodes.com @

AUDIOCODES - SQALIVE @

i DNS_Client_Provisioning =

[ search (ctrl+ | «
B Overview
& Quickstart

# Integration assistant

Manage

& Branding & properties

D Authentication
Certificates & secrets

1l Token configuration

o API permissions

@ Expose an API

¥i Approles

& Owners

& Roles and administrators

@ Manifest

Support + Troubleshooting
2 Troubleshooting

& New support request

[i] Delete @ Endpoints [ Preview features
@ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

A Essentials

Display name : DNS Client Provisioning

‘ Application (client) ID  bd2e21ca-bd43-49d3-a9¢1-ac0519c14e7d

Object ID + 29380a70-765e-4a60-8c36-c882374c0e25

Directory (tenant) ID : 6a217d07-8f6d-43da-bcd5-2cd8bdbe3b17 ‘

Supported account types : My organization only

Client credentials

Redirect URIs

Application ID URI

Managed application in |

0 certificate, 3 secret

Add a Redirect URI

Add an Application ID URI

@ Starting June 30th, 2020 we will no longs
longer provi

Get Started

d any new features to Azure Active Directory Au

tication Library (ADAL) and Azure AD Graph
will need to be upgraded to Microsoft Authenticat h. Learn

will continue to provide technical support and security updates but we will no
Library (MSAL) and Microsoft Grapl

e feature updates. Applicati

Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern,
standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more(

e N ’h:

- b
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= ? Search . services, and docs (G+ 5] N & bradb@audiocodes.com @
p o e e s e A AUDIOCODES - SQA LIVE @0

Home > DNS zones >

DNS zones (o) audio-code.co.il » - X
AudioCocdes - SQA LIVE ONs zone
+ Create & Manage view v *** A Search (Ctrl+/) + Recordset = Childzone —> Move \ [i] Deletezone () Refresh
i A Essentials JSON View
[ Fitter for any field.. © Overview
Name B Activity log Name server 1

ns1-05.azure-dns.com.

A2 Access control (IAM)

@ audio-codeccoil Subscription (move) Name server 2

6 Tags SOA LIVE Sub1 ns2-05 azure-dns.net.
@ audio-codeses
Subscription ID Name server 3
© sudio-codesorg ... & Diagnose and solve problems 213a96df-89c2-4bf3-9840-e99ea20ebac ns3-05.azure-dns.org.
. Name server 4
e Settings
@ fmcuccom g: ns4-05.azure-dns.info.
@ trunkpackcom *+ I} Properties Tags (edif)
8 Lods LiveCloudEny : qa-int
Monitoring @ You can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try scrolling to allow more record sets to load.
B Alerts O Search record sets
4l Metrics Name Type ™ Value Alias resource type  Alias target
Automation @ A 3600 62.219.91.154

ns1-05.azure-dns.com.
ns2-05.azure-dns.net.
ns3-05.azure-dns.org,
ns4-05.azure-dns.info.
Email: azuredns-host...

2 Tasks (preview)
@ NS 172800
) Export template

Support + troubleshooting Host: ns1-05.azure-dn.

Refresh: 3600
@ soA 3600 Retry: 300
Expire: 2419200
New Support Request
2 New Support Reques Minimum TTL: 300
Serial number: 1 N

P Resource health

Page | 1/ of1

® Subscription ID is the Subscription ID taken from the DNS Zone
e Resource Group Name is the Resource group where the DNS Zone is created
e DNS Zone is the name of the DNS Zone

3. Ontheright side of the screen, click Add to configure a new DNS subdomain region for the
end customer:

e Name: Region SBC name. During the Onboarding process, this name is appended to the
subdomain name (FQDN below) to form the TXT record. For example ‘ocl_
sbc.customers.audio-code.co.il’. In the Onboarding wizard DNS setup, this entry
appears as in the Regions drop-down list (see Fully Automatic DNS Provisioning on
page 393Fully Automatic DNS Provisioning on page 393 below).

e Sbcld: Id of the SBC device in the SQL database.

e Fqdn: A-Record added for the region SBC in Creating A Records for SBC Devices on
page 74.

e IP Address: IP address of the region SBC device.

Name She FQDN Ip Address

Please enter a valid Name ocl.customers.audio-code. v ocl.customers.audio-code.cc 51.137.97.95

Add Reset Fqdn Resolve Address

Ip Address
1 OC1_SBC 2 customers.audio-code.co.il 51.137.97.95 Edit
2 QC2_SBC 3 customers.audio-code.co.il 52.178.43.85 Edit
3 test1 2 customers.audio-code.co.il 51.137.897.95 Edit
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Another example below shows two different DNS regions configured, one for region APAC
"customers.audiocodes.be" and one for EMEA "customerslatam.audiocodes.be".

8

» |a

k'S

S
=]
=]
e

[ I 0

Tenant id

191165¢-893b-42f9-83fa-66¢ 16865

7

Client Id

1572202d-ecOb-4{d7-8deS5-b412b20b6907

Client Secret

Subscription Id

1d216b3-fc1c-4578-297c-B1e101dde515
Resource Group Name

audiocodesbe
Dns Zone

audiocodes.be

Apply Changes | Reset Changes

Copyright © 2020 AudioCodes.

A® 2 wnTUDO
sbe FQDN Ip Address
5112468108SBC v  customersaudiocodest | 138014830
ResetFqdn | Resolve Address
Name  Sbcd  Fqdn Ip Address
APAC 1 customers.audiacodes.be 1380.148.30 Edit
EMEA 2 customerslatam audiocodes.be 2397.197.41 Edit

Table 14-2: DNS Subdomain Mapping

Parameter

Name

SBCID

FQDN

IP Address

Description
The name of the managed SBC device.
The ID of the SBC device.
The FQDN of the SBC device.

The IP address of the SBC device.
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15

Configuring Microsoft Teams Direct Routing SBC

Microsoft Teams Direct Routing using AudioCodes SBC devices should be configured using one

of the following topologies:

M Single Tenant Enterprise Deployment: Configuration of the Enterprise model should be
performed according to the following

https://www.audiocodes.com/media/13181/connecting-audiocodes-sbc-to-microsoft-
teams-direct-routing-enterprise-model-configuration-note.pdf

B Multitenant Deployment: Configuration of the SBC Direct Routing Hosting model should be
performed according to the following:

https://www.audiocodes.com/media/13161/connecting-audiocodes-sbc-to-microsoft-
teams-direct-routing-hosting-model-configuration-note.pdf
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16 Create Registration for Customer Administrators

The Customer Admins App Registration enables the Azure sign-on for end user customer IT
administrators (see Initial Access to UMP-365 and Assigning Customer Admins on page 425).
Once this registration is complete, the Application (Client) ID must be added in the Customer
Admins screen in the Multitenant interface. When the customer IT administrator logs into
UMP-365, they view only their Microsoft 365 tenant.

> Do the following:

1. Sign-in to the Azure portal for the Service Provider operator tenant with Admin
permissions.

2. Under Manage Azure Active Directory, select View.

= Microsoft Azure A search resources, services, and docs (G+/)
X
- D

N

X »
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get 5200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.

Leam moro? p—

Azure services

+ © ® ¢ ® # ® = @8 -

Create a DNS zones Enterprise. Subscriptions  App Services Quickstart Virtual Storage SOLdatabases Al services
resource applications Center machines accounts
Navigate
Subscriptions [ 1] Resource groups EEE All resources Dashboard
Tools

3. Inthe Navigation pane, select App registrations.

p S e (e 2B oot ik

Home >
i ) AudioCodes Ltd | Overview - X
Azure Actve Directory
+ Add v 8 Manage tenants  [7) What's new 3 Preview features AP Got feedback?
© Overview

B Preview features Overview ~ Monitoring  Tutorials

K Diagnose and solve problems
£ search your tenant

Manage

Basic information
& users
& Groups Name AudioCodes Ltd Users .
85 External Identities

Tenant ID 1911c65¢-893b-420-83fa-66cTbg6fdfes [  Groups 2,097
2. Roles and administrators

Applications
Primary domain audiocodes365.onmicrosoft.com PP “18

B Administrative units

8 Enterprise applications License Azure AD Premium P2 Devices L
Ol Devices Alerts

@ Identity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation

£ Application proy Please enable support for TLS 1.2 on

dlients(applications/platiorm) to avoid any service

El Custom security attributes impact.
(Preview)
Learn more &
% Licenses
b Azure AD Connect My feed

&) Custom domain names

4. Click New registration.
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

. AudioCodes Netherlands BV | App registrations = X

Azure Active Directory
@ Endpoints /2 Troubleshooting () Refresh L Download [ Preview features 2’ Got feedback?

© Overview
I Preview features .
@ Starting June 30th, 2020 we il no longer add any new features to Azure Active Directory Authentication Libary (ADAL) and Azure AD Graph. We willcontinue to provide techrical support and security updates but we will o longer
K Diagnose and solve problems provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Lear more
Manage
Allapplications ~ Owned applications  Deleted applications
& Users _—
& Groups © Start typing a display name or application (client) ID to filter these r. | * Addfitters
85 Edernal Identities
27 applications found X
&, Roles and administrators applications foun
Display name Application (client) ID Created on 1 Certificates & secrets
& Administrative units
[ AuthenticationDermo 55191ad0-692e-41cd-a0e6-7ed938bad2e1 9/3/2021 @ Expired
8 Enterprise applications
n Create-Domain-Automation-Demo d719c716-7203-4af9-8b21-ade3724eafc 2/19/2021 -
O3 Devices
H Demo-Dns-Client 39d85e72-b473-4f73-9035-8de345479fac 5/11/2021 © Expired
App registrations
“ Demo-MS-Teams-PS-Module d058ac2e-871e-426¢-a67e-73f1e4772e8c 6/5/2021 @ Current
& Identity Governance
Demo auth tenant 18f0a43b-714-4eb6-a087-cf68c7d43e23 2/10/2021 -
i Application proxy
ﬂ Demo111 35¢18ae9-d35e-4d20-a8d9-77030bch328c 7/6/2021 -
tom security attributes
o ) ﬂ Fundatie Demo 18138483-221-45cd-b394-1085228890d3 8/20/2021
% Licenses ﬂ MSAL-Token-simplify €1098584-6f4-4001-9292-2d322642e220 3/21/2022 @ Current
% Azure AD Connect m My UWP App fd013cea-f9eb-4ddf-96f6-ade327d056b0 11/27/2020 -
&) Custom domain names n MyApp bS5fad0c-ed7-41af-8c06-764af238f25d 332017 @ current
—1 v

Microsoft Azure R Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV >

Register an application X

* Name

The user-facing display name for this application (this can be changed later)

l [(UmP customer portal V] ‘

Supported account types

Who can use this application or access this API?

O Accounts i this organizational directory only (AudioCodes Netherlands BV only - Single tenant)

‘ ®) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | [ eg htps//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

8y proceeding, you agree to the Microsoft Platform Policies 7

5. Enter the following details:
e Name: App registration name

e Select account type: Recommendation - Accounts in any organizational directory (Any
Azure AD directory - Multitenant)

6. Click Register.
The new registration is created.

7. Navigate to the Overview page and copy the Application (client) ID to notepad (it must be
configured later in this procedure).
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV >

i3 UMP customer portal = - X
L
0 Search (Ctrl+/) | [il Delete @ Endpoints [ Preview features
B Overview

A Essentials
& Quickstart

Display name UMP customer portal Client credentials Add a certificate or secret
# Integration assistant

Application (client) 1D |:| Redirect URls Add a Redirect URI
Manage Object ID Application ID URI Add an Application ID URI
&= Branding & properties Directory (tenant) ID : Managed application in I... : UMP customer portal

Supported account types : All Microsoft account users

©

Authentication

Certiicates & secrets T T T o o T SR ) ok A o ) S o DT o )T oo 7 (T T S 5 e S e e [
" T Aopictions wil raced 1o Micosoft Authentication Liary (MSAL) and Microsot Graph. Learn more
,| Token configuration longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Grapt

o API permissions .
Get Started  Documentation

@ Expose an API

App roles

Build your application with the Microsoft identity platform

2 Owners

2. Roles and administrators The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern,
standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more(

@ Manifest

Support + Troubleshooting -

a 45\ F
£ Troubleshooting 5’ u x N e E .
2 New support request Q > E

8. Click the Add a Redirect URI link to add the WEB redirect URI for the provider’s public
portal.

The Authentication screen is displayed.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > UMP customer portal

3 UMP customer portal | Authentication = x

A7 Got feedback?

Platform configurations

& Quickstart

) Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage -+ Add a platform

= Branding & properties

D Authentication ~ Web Quickstart - Docsc? il
Certificates & secrets Redirect URIs
il! Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI you

send in the request to the login server should match one listed here. Also referred to as reply URLS. Learn more about Redirect URls and their restrictions
APl permissions

@ Exposean API A\ This apo has implicit grant settings enabled. If you are using any.of these URIs in a SPA with MSALs 2.0, you should migrate URls, =

Hi App roles

9. Click Add URI and add the Public Portal DNS subdomain name for the provider that you
defined in Chapter Register End Customer Tenant DNS Sub domains on page 250 with the
appended string “/tenantui/signin-aad” as shown in the following figure.

| https://fineba k.com/tenantui/signin—aad‘

10. Scroll down the screen and enable the Implicit grant and hybrid flows; select the following
tokens to be issued by the authorization endpoint:

e Access tokens (used for implicit flow)

e |D tokens (used for Implicit and hybrid flows)
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https://finebak.com/tenantui/signin-aad| 4

Add URI

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

Access tokens (used for implicit flows)

H ID tokens (used for implicit and hybrid flows)

T e

11. Click Save to apply changes.

12. In the UMP-365 Multitenant interface, open the Customer Admins page (Security >
Customer Admins).

13. In the App Registration Application (Client) ID field, paste the value that you saved in
Navigate to the Overview page and copy the Application (client) ID to notepad (it must be
configured later in this procedure). on page 88 and then click Save.

App Registration Application (Client) ID]

Show 10+ |entries Search:

14. Open PowerShell and type the following command:

iisreset [enter]

EN Adrministrator: Windows PowerShell

Windows PowerShell
Copyright {(C) Microsoft Corporation. All rights

PS C:\Users\umpadmin> iisreset
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Deploy Synchronization Application

The Synchronization Application Registration manages the automatic background
synchronization between the UMP-365 and the customer’s Microsoft 365 platform (see
Monitoring M365 Replication Actions Queue on page 508). You must add this registration under
the Service Provider Tenant’s Azure subscription for each UMP device. In this procedure, a
redirect URL is configured that is used as part of the token authentication for requesting email
consent from the customer tenant to connect to their Microsoft Office 365 platform (see Grant
Consent using only Token-based Authentication (Global Admin) on page 369).

In this procedure, the Client ID and the Redirect URL must be configured in the Auth Tokens
screen in the Multitenant portal interface (see Step below and described in Customer
Invitations on page 225). Once this registration is finished, the details of the M365 user
configured in this procedure are displayed in the Multitenant portal in the Microsoft 365
Settings screen (see Securing Microsoft 365 Service Provider Access on page 511).

Once you complete this registration, administrator roles must be assigned to the customer IT
administrator who provides consent to Service Provider IT administrator for using the token
authentication (see Assign Administrator Roles to IT Administrator on page 269).

A

The domain names shown in the procedure below are examples only.

e Foreach customer, a unique redirect URL is defined.

e This procedure must be performed by new customers running a clean
installation. For existing customers, the registration must be updated as
described in Post Upgrade Actions on page 143.

e This application does not require any M365 licenses.

e [fthe Azure subscription is managed by customer, see Deploy Synchronization
Application (Customer Subscription) on page 96

> Do the following:

1. Sign-in to the Azure portal for the Service Provider operator tenant with Admin
permissions.

2. Under Manage Azure Active Directory, select View.
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T

Start with an Azure free trial
Get 5200 free credit toward Azure products and services,
plus 12 months of popular free services.

Azure services

+

-
Create a DN zones Enterprise Subscriptions
resource applications

Navigate

Subscriptions [ 1] Resource groups

Tools

Manage Azure Active Directory
Manage access, set smart policies, and enhance security
with Azure Active Directory.

Learn mare ¢

@

App Services

4

Quickstart
Center

Al resources

Virtual
machines

»

Access student benefits

Get free software, Azure credit. or access Azure Dev Tools
for Teaching after you verify your academic status.

= '3 -
Storage SOL databases Al services
accounts

Dashboard

3.

In the Navigation pane, select App registrations.

L e des e

bradb@audiocodes.com

Home >
i ) AudioCodes Ltd | Overview %
Azure Active Directory
‘ + Add v €% Manage tenants  [7] What's new [ Preview features & Got feedback?
@ Overview 3|
B Preview features Overview  Monitoring  Tutorials
K Diagnose and solve problems
P Search your tenant
Manage
Basic information
& Users
& Groups Name AudioCodes Ltd Users 2773
8% Beral Identities
Tenant ID 1911c65¢-893b-4210-83fa-66c1bacfdfss [y  Groups 2,997
&, Roles and administrators
Applications
B Administrative units Primary domain audiocodes365.onmicrosoft.com wP a8
. Devi
Enterprise applications License Azure AD Premium P2 evices 6992
pevi
[ Devices Alerts
Identity Governance ﬁ Upcoming TLS 1.0, 1.1 and 3DES deprecation
B Application proxy Please enable support for TLS 1.2 on
dlients(applications/platform) to avoid any service
B Custom security attributes impact.
(Preview)
Learn more &
% Licenses
b Azure AD Connect My feed
&) Custom domain names
_ _ N A -
Microsoft Azure £ Search resources, services, and docs (G+/)
Home > AudioCodes Netherlands BV
AudioCodes Netherlands BV | App registrations = X
Azure Active Directory
® Endpoints /2 Troubleshooting () Refresh & Download [ Preview features 2’ Got feedback?
© Overview
B3 Preview features 2

X Diagnose and solve problems

Manage
All applicati Owned Deleted

& Users

2 Groups £ Start typing a display name or application (client) ID to filter theserr..

£ External Identities

27 applications found

&, Roles and administrators

Display name 1
B Administrative units

POl AuthenticationDemo

Enterprise applications

Create-Domain-Automation-Demo

Ol Devices
B3 Demo-Dns-Client

Demo-MS-Teams-PS-Module

@ Identity Governance
Demo auth tenant

£ Application proxy R
emo

Fundatie Demo

MSAL-Token-simplify

% Licenses
b Azure AD Connect My UWP App
& Custom domain names MyApp

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer
provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

5 Add filters

Application (client) ID Created on 1 Certificates & secrets

55191ad0-692e-41cd-a0e6-7ed938bad2e 9/3/2021 © Expired
d719c716-7€03-4af9-8b21-ade3724ea2fc 2/19/2021
39d85€72-b473-4f73-9035-8de345479fac 5/11/2021 @ bxpired
d058ac2e-871e-426c-a67e-73f1e4772e8c 6/5/2021 @ Current
8f0a43b-71f4-4eb6-a087-cf68c7d43e23 2/10/2021
35¢18ae9-d35e-4d20-a8d9-77030bch328¢ 7/6/2021
18138483-2c21-45d-b394-198b228890d3 8/20/2021 -
£1098584-6(f4-4001-9292-213226422220 3/21/2022 @ Current
fd013cea-foeb-4ddf-6f6-ade327d056b0 11/27/2020
bS5f4d0c-e47f-41af-8c96-764af238f25d 3/3/2017 @ current
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV >

Register an application X

* Name

The user-facing display name for this application (this can be changed later),

“ Demo-MS-Teams-PS-Module v] ‘

Supported account types

Who can use this application or access this APIZ

O Accounts in this organizational directory only (AudioCodes Netherlands BY only - Single tenant)

‘ (® Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | | eg. https//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications. J

By proceeding, you agree to the Microsoft Platform Policies o

5. Enter the following details:
e Name: App registration name

e Select account type: Accounts in any organizational directory (Any Azure AD directory -
Multitenant)

6. Click Register.
7. Navigate to the Overview page.

8. Copy the Application (client) ID value to notepad as its required later in the configuration.

o e e e e

Home > AudioCodes Netherlands BV >

Demo-MS-Teams-PS-Module = - X

0 Search (Ctrl+/) | [i] Delete @ Endpoints Preview features

B Overview

A Essentials
& Quickstart

Display name Demo-Ms-Teams-PS-Module Client credentials Add a certificate or secret
#" Integration assistant

Application (client) ID & J000CX0X-XXX X000 Redirect URIs
Manage Object ID X0 XXXX Application 1D URI Add an Application ID URI
B Branding & properties Directory (tenant) ID XOOKK-XXHXXHX-XXKX Managed application in |

2 Authentication Supported account types : Multiple organizations

Certificates & secrets X
@ Viekome to the new and mproved App egistatons. Looking t learn how ' changed fom App regsrations (Legacy? Learm more
Il Token configuration
. isi x
> APl permissions @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We wil continu to provide technical support and security updates but we will no
Jonger provide feature pdate. Appicaionswil need 1 be upgraded to Mietosot Authentiaton Lrary (MSAL) and igrosoft Graph. Lear more
@ Expose an API
App roles 53
A Staring November Sth 2020 end users will o longer e abe o rant consnt 1o newy regstered mulitenant apps without verified publshers. Add MPN 1D to veriy publsher
& Owners
&, Roles and administrators GetsStarted  Documentation
M Manifest
Support + Troubleshooting Build your application with the Microsoft identity platform

2 Troubleshooting
The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create moder,

2 New support request standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more(

9. Click the Add a Redirect URI link to add the Redirect URI.

The Authentication screen is displayed.
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Home > AudioCodes Netherlands BV > Demo-MS-Teams-PS-Module

3 Demo-MS-Teams-PS-Module | Authentication = -

B search (Ctrl+/) « Save X Discard < Got feedback?

# overview . .
Platform configurations

& Quickstart
) Depending on the platform or device this application is targeting, additianal configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform
Manage = Add a platform
= Branding
D Authentication ~ Web Quickstat  Docc? [
Certificates & secrets Redirect URIs
1l Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users, Also referred to as

reply URLs. Learn more about Redirect URIs and their restrictions '
9= AP| permissions

& Expose an AP| A\ This app has implicit grant settings enabled. If you are using any of these URIs in a SPA with MSALJs 2.0, you should migrate URls, = *

B Approles
10. Under Platform configurations/Redirect URIs, click Add URI.

Home > AudioCodes Netherlands BV > Demo-MS-Teams-PS-Module

3 Demo-MS-Teams-PS-Module | Authentication #

‘,o Search (Ctrl+/) \ < A7 Got feadback?

i Overview |m|ps‘//ﬂnebak.cum/aulhemmme/OAthCaHback{ v
& Quickstart

# Integration assistant i UR)

11. Enter the HTTPS URI of the UMP installation VM (e.g.
https://finebak.com/authenticate/OAuth2Callback)

where:
e “Finebak.com” is the FQDN of the Azure Virtual Machine where UMP is installed

e “OAuth2Callback” is the name of the token authentication page inside the registered
application

12. Copy the URI to notepad as it is required later in the configuration.
13. Under Implicit grant and hybrid flows, select the following check boxes:
® Access tokens (used for implicit flows)

e |D tokens (used for implicit and hybrid flows)

o APl permissions

Implicit grant and hybrid flows
& Expose an API P g v

HL App roles doesn't use the au
For ASP.NET Core web a
28 Owners tokens.

&, Roles and administrators Select the tokens you would like to be issued by the authorization endpoint:

| vanitest Ace

Support + Troubleshooting

14. Under Advanced Settings, set to Yes.
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Advanced settings

Allow public client flows O]

Enable the following mobile and desktop flows: |"

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more!
* Mo keyboard (Device Code Flow) Learn more !
* S50 for domain-joined Windows (Windows Integrated Auth Flow) Learn moreD/"

App instance property lock D

Configure the application instance modification lock. Learn more ! Configure

Verify the MPN ID to ensure that the Consent dialog will automatically be set as a
trusted application.

15. Click Save to apply changes.

16. In the Navigation pane, select Certificates & Secrets and then click New Client secret.

Certificates & secrets Thumbprint Start date Expires Certificate ID

11! Token configuration No certificates have been added for this application.

- APl permissions

@ Expose an APl
Hi App roles Client secrets
&2 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

&, Roles and administrators |

Preview T New client secret
Ml Manifest Description Expires Value Secret ID
c# cnsole token 117/2022

Support + Troubleshooting

2 Troubleshooting ps-secret 6/5/2023

tudor 8/9/2023

B New support request

UMP-365 | Installation and Administration

Add a client secret

Description Enter a description for this dient secret |

Expires 24 months

17. Enter Description, set Expires to 24 months and then click Add.

18. Copy the newly generated secrets’ value to notepad.
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e e Thumbprint Start date Expires Certificate ID
m )
Il Token configuration No certificates have been added for this application.
9 APl permissions
& Expose an API
B App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
&, Roles and administrators |

Preview T New client secret
B Manifest Description Expires value Secret ID
Support + Troubleshooting c# cnsole token 11772022 S~ r———— T n W
£ Troubleshooting ps-secret N
& New support request tudor

Key for UMP Token 8/10/2023 | -hpeeeeesssses | S ——— 0l

19. In the Multitenant portal, open the Authentication Status page (Security > Authentication
Status) and do the following:

e Paste the Application (client) ID (see Copy the Application (client) ID value to notepad
as its required later in the configuration. on page 93) and Client secret value to the
respective fields.

e Enter the Redirect URI that you configured in Register End Customer Tenant DNS Sub
domains on page 250Enter the HTTPS URI of the UMP installation VM (e.g.
https://finebak.com/authenticate/OAuth2Callback) on page 94. For example
https://finebak.com/authenticate/OAuth2Callback

20. Click Apply Changes.

49 2 UMP-Tobi\umpadmir

QCoudiocodes

B Tenants

AuthenticationStatus
Monitor Authentication Status

Client 1d Client Secret
€1098584-6ff4-4001-9292-2d32264ae220 fod
Redirect Uri
https://finebak.com/authenticate/OAuth2Callbacq
Apply Changes Reset Changes

Reload  Verify All  Update

Search:

Authentication method Last Verification Status

Customer Id M365 Email When Last Verified

Customer22 admin@M365x74218585.onmicrosoft.com Password Never Check Creder

ETAS4. admin@M365x14313316.0nmicrosoft.com Password Never Check Crede

wsc admin@M365x78596656.onmicrosoft.com Password Never Check

W20637721 admin@M365x20637721.0nmicrosoft.com Token June 24th 2022, 10:02 Check Credentials

Showing 1 to 4 of 4 entries

Deploy Synchronization Application (Customer Subscription)

This section describes how to setup and configure the App registration for the Background
registration with a Customer Azure subscription. The App Registration manages the automatic
synchronization between the UMP-365 and the customer’s Microsoft 365 platform (see
Monitoring M365 Replication Actions Queue on page 508). You must add the App registration
under the Provider Tenant’s Azure subscription for each UMP device. In this procedure, a
redirect URL is configured which is used as part of the token authentication for requesting email
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consent from the customer tenant to connect to their Microsoft Office 365 platform (see Grant
Consent using only Token-based Authentication (Global Admin) on page 369).

In this procedure, the Client ID and the Redirect URL must be configured in the Auth Tokens
screen in the Multitenant interface (see Step below and Customer Invitations on page 225).
Once this registration is finished, the details of the M365 user configured in this procedure are
displayed in the Multitenant portal in the Microsoft 365 Settings screen (see Securing Microsoft
365 Service Provider Access on page 511).

Once you complete this registration, administrator roles must be assigned to the customer IT
administrator who provides consent to Service Provider IT administrator for using the token
authentication (see Assign Administrator Roles to IT Administrator on page 269).

‘& e The domain names shown in the procedure below are examples only.
e Foreach customer, a unique redirect URL is defined.

e This procedure must be performed by new customers running a clean
installation. For existing customers, the registration must be updated as
described in Post Upgrade Actions on page 143.

> Do the following:

1. Access the Provider Azure Active Directory admin center/ app registration on the Azure
portal with System Admin permissions.

2. Enter the following details:
e Name: App registration name

e Select account type: Accounts in any organizational directory (Any Azure AD directory
- Multitenant)

e e e e

Home > AudioCodes Netherlands BV

Register an application X

* Name

‘The user-facing display name for this application (this can be changed later)

UMP_AUTH-Reg

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (AudioCodes Netherlandis BY only - Single tenant)

(® Accounts in any organizational directory (Any Azure AD directory - Multtenant)

O Accounts in any organizational directory (ny Azure AD directory - Mulitenant) and personal Microsoft accounts (eg. Skype, Xbox)

O personal Microsot accounts oy

Help me choose,

Redirect URI (optional)

W'l return the authentication respanse to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | [eg. htpsi//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

By proceeding, you agree to the Microsoft Platform Policies o'

< >

3. Click Register.

4. Inthe Navigation pane, select Authentication.
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Home > AudioCodes Netherlands BV > Demo-MS-Teams-PS-Module

3 Demo-MS-Teams-PS-Module | Authentication = -

B search (Ctrl+/) « Save >< Discard < Got feedback?

# overview . X
Platform configurations

& Quickstart
) Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform
Manage -+ Add a platform
= Branding
D Authentication ~ Web Quickstart  Docsc? (]
Certificates & secrets Redirect URIs
1! Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as

reply URLs. Learn more about Redirect URIs and their restrictions '
9= AP| permissions

@ Expose an API A\ This app has implicit grant settings enabled. If you are using any of these URIs in a SPA with MSAL js 2.0, you should migrate URls, =

HL App roles

5. Under Platform configurations/Redirect URLs, click Add URI.

I https://livecloud finebak.com/authenticate/OAuth2Callback \/} ﬂ_i[

6. Enter the HTTPS URL of the UMP installation VM (e.g. https://live-
cloud.finebak.com/authenticate/OAuth2Callback)

where:
e “Finebak.com” is the FQDN of the Azure Virtual Machine where UMP is installed

e “OAuth2Callback” is the name of the token authentication page inside the registered
application

7. Copy the URL to notepad as it is required later in the configuration.
8. Under implicit grant and hybrid flows, select the following check boxes:
® Access tokens (used for implicit flows)

e |D tokens (used for implicit and hybrid flows)
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— e e

Home > AudioCodes Netherlands BV > Demo-MS-Teams-PS-Madule

) Demo-MS-Teams-PS-Module | Authentication =

[# search i+ « 5] save < Discard | < Got feedback?

i o
venew ~ Mobile and desktop applications Quickstart  Docse? 1]

& Quickstart
Redirect URIs

# Integration assistant
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs.

Learn more about Redirect URIs and their restrictions ('
Manage
ps://login.mi line.com, h2/nativecli
B pranding B T ot lient [y

D https://login.live.com/oauth20_desktop.srf (LiveSDK) [y

D Authentication
Certificates & secrets D msald058ac2e-871e-426¢-a67e-73f1e4772e8¢;//auth (MSAL only) [Py

Il Token configuration hitp://localhost i

© AP permissions Add URI

@ Expose an API

App roles Front-channel logout URL

B Owners This is where we send a request to have the application clear the user's session data. This is required for single sign-out
to work correctly,

&4, Roles and administrators |
| e.g. htpsy//example.com/logout

Preview
M Manifest - .
Implicit grant and hybrid flows
Support + Troubleshooting Request a token directly from the authorization endpoint, If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D
& Troubleshooting tokens. For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn

more about tokens,

& New support request
Select the tokens you would like to be issued by the authorization endpoint:

B ~ccess tokens (used for implicit flows)

B 10 tokens (used for implicit and hybrid flows)

Supported account types

who can use this application or access this API?

9. Under Supported account types, select Accounts in any organizational directory (Any
Azure AD directory — Multitenant).
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Microsoft Azure P search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > Demo-MS-Teams-P5-Maodule

) Demo-MS-Teams-PS-Module | Authentication =

|)’J Search (Ctrl+/) « =] save X Discard ' Got feedback?

B overview

& Quickstart Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out

#  Integration assistant to work correctly,
Manage e.g. https://example.com/logout
B pranding

Implicit grant and hybrid flows

D Authentication Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

doesn't use the authorization cade flow, or if it invekes a web API via JavaScript, select both access tokens and ID
tokens. For ASP.NET Core web apps and other web apps that use hybrid authentication, select anly ID tokens. Learn
more about tokens.

Certificates & secrets

Token configuration
9 API permissions Select the tokens you would like to be issued by the authorization endpoint:
bd ~ccess tokens (used for implicit flows

& Expose an AP . ‘ P !
1D tokens (used for implicit and hybrid flows)

App roles

& Owners Supported account types

&k Roles and administrators |

‘Wha can use this application or access this API7
Preview

. O Accounts in this organizational directory only (AudioCodes MNetherlands BV only - Single tenant)
B Manifest

'@) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Support + Troubleshooting
Help me decide...
&2 Troubleshooting

& New support request

A\ Dueto temporary differences in supported functionality, we don’t recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor, Learn more about these restrictions.

A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps
without verified publishers, Add MPN |D to verify publisher

Verify the MPN ID to ensure that the Consent dialog will automatically be set as a

trusted application.

10. Under Advanced Settings, set to Yes.
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Microsoft

Home > AudioCodes Netherlands BV

P sSearch resources, services, and docs (G+/)

Demo-MS-Teams-PS-Module

3 Demo-MS-Teams-PS-Module | Authentication =

|)" search (Ctrl+/)

1B overview
& Quickstart

W Integration assistant

Manage

&2 Branding

3 Authentication
Certificates & secrets
Token cenfiguration
<2 API permissions

@ Expose an AP

BL App roles

& Owners

&k Roles and administrators |
Preview

B Manifest

Support + Troubleshooting
&2 Troubleshooting

& New support request

we ¢ Discard & Got feedback?

doesn't use the authorization code tlow, or it it invokes a web APl via JavaScript, select both access tokens and 1D
tokens. For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn
maore about tokens.

Select the tokens you would like to be issued by the authorization endpoint:
Access tokens (used for implicit flows)

1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?
O Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

A\ Dueto temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

A Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps
without verified publishers, Add MPN ID to verify publisher
Advanced settings
Allow public client flows )

Enable the following mabile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more '
* No keyboard (Device Code Flow) Learn more ]
# 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more

11. In the Navigation pane, select APl Permissions.

12. Set the permissions shown in the figures below.
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<) B S e (5

Home > AudioCodes Netherlands BV > Demo-MS-Teams-PS-Module

= Demo-MS-Teams-PS-Module | APl permissions =

P search (Cirl+/) « () Refresh | U Got feedback?

Overview

@ The "Admin consent required” calumn shows the default value for an organization, However, user consent can be customized per permission, user, or app. This column may not reflect

&5 Quickstart

#" Integration assistant Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and conzent

= granding

Addl a permission  ~ Grant admin consent for AudioCodes Netherlands BV
2 Authentication

API / Permissions name Type Description Admin consent req... Status
Certificates & secrets
~ s (10,
11} Token configuration Microsot Graph (10)
2 APl permissions AppCatalog.ReadWrite. All Delegated  Read and write to all app catalogs Yes @ Granted for AudioCodes, | ==+
. A icati Granted for AudioCodes ===
& Expose an ARl Directory.Read.All Application  Read directory data Yes (] .
Aop roles Directory. ReadWrite All Application  Read and write directory data Yes @ OGranted for AudioCodes,, *++
Write A Granted for AudioCodes,, ==
2 Owners Group.ReadWrite All Application  Read and write all groups Yes ]
< Granted for AudioCod
2. Roles and administraters | affline_access Delegated  Maintain access to data you have given it access to No @ Granted for AudioCodles,
Preview openid Delegated  Sign users in No @ Granted for AudioCodes,, =+
B Manifest profile Delegated  Wiew users' basic profile No @ Granted for AudioCodes, , *+*
Support + Troubleshooting UserRead Delegated  Sign in and read user profile No @ Granted for AudioCodes, |
£ Troubleshooting UserRead Al Delegated  Read all users' full profiles Yes @ Granted for AudieCodes,, ==+
I New support request User.ReadWrite Al Application  Read and write all users' full profiles Yes @ Granted for AudioCodes ==+

 Skype and Teams Tenant Admin AP

application_access Application  application_access Yes @ Granted for AudioCodes, ,
application_sccess_custom_sha_ Application ~ application_access_custom_sba_appliance Yes @ Granted for AudioCodes | +==
user_impersonation Delegated  Access Microsoft Teams and Skype for Business data ast.. Yes @ Granted for AudioCodes, , *++

Other permissions granted for AudioCodes Metherlands BV

These permissions have been granted for AudioCodes Metherlands BV but aren't in the configured permissions list. If your application requires these permissions, you
should consider adding them to the configured permissions list. Learn more

APl / Permissions name Type Description Admin consent reg... Status

~ Microsoft Graph (8) e
Auditlog.Read All Delegated  Read audit log data Yes Granted for AudioCodes, | =*+
Directary.AccessAsUser All Delegated  Access directory as the signed in user Yes Granted for AudioCodes | =+
IdentityProvider.ReadWrite. Al Delegated — Read and write identity providers ‘es Granted for AudioCodes, ===

Policy.ReadWrite. TrustFramewor Delegated  Read and write your organization's trust framework polici... Yes Granted for AudioCodes, ===

0000000

PrivilegedAccess ReadWrite.Azui Delegated  Read and write privileged access to Azure AD Yes Granted for AudioCodes, ===
PrivilegedAccess ReadWrite Azui Delegated  Read and write privileged access to Azure resources Yes Granted for AudioCodes, ===
TrustFrameworkKeySet.ReadWrit Delegated  Read and write trust framework key sets Yes Granted for AudioCodes, ===
User.Invite.All Delegated  Invite guest users to the organization Yes Granted for AudioCades, | ==

To view and manage permissions and user consent, try Enterprise applications.

13. Navigate to the Overview page.
14. Copy the Application (client) ID value to notepad.

@ Got  second? Ve would love your feedback on Microsoftdentity latform (previeusly Azure AD or developer). —>

~~ Essentials

Display name : Demo-MS-Teams-PS-Module Client credentials 0 certificate, 4 secret
Application (client) ID Redirect URIs i 4 web, 0 spa, 2 public client
Object ID £ Application ID URI + Add an Application ID URI
cory tenant) ID & Managed application in I, : Demo-MS-Teams-PS-Module
ccount types © Multiple or
@ Starting June 30th, 2020 we will no longer add Azure Acti Library (ADAL) andl Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will needto

be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

A\ starting November Sth, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers, Add MPN ID ta verify publisher

15. 15. Inthe navigation pane, select Certificates & Secrets and then click New Client secret.
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Certificates & secrets Thumbprint

Il Token configuration
- AP| permissions
@ Expose an APl
B App roles Client secrets
& Owners

4. Roles and administrators |

Preview  New client secret

Start date

Mo certificates have been added for this application.

Expires Certificate 1D

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Ml Manifest Description Explres Value Secret ID
Support + Troubleshooting c# cnsole token 141772022 S ———" B B
£ Troubleshooting ps-secret 6/5/2023 [ S
B New support request tudor 8/9/2023 Jux W |
.
Add a client secret X
Description Enter a description for this client secret |
Expires 24 months el |
16. 16. Enter Description, set Expires to 24 months and then click Add.
17. 17. Copy the newly generated secrets’ Value to notepad.
e T aeTEs Thumbprint Start date Expires Certificate ID
I} Token configuration No certificates have been added for this application.
- APl permissions
@ Expose an API
H App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators |
Preview ~+ New client secret
B Manifest Description Expires Value Secret ID
Support + Troubleshooting c# cnsole token 1/17/2022 Sn~ DM
£ Troubleshooting ps-secret 6/5/2023 iz Do
& New support request tudor 8/9/2023 n W
Key for UMP Token 8/10/2023 D m
Certificates & secrets Thumbprint Start date Expires Certificate ID
1! Token configuration No certificates have been added for this application.
S APl permissions
& Expose an API
B 2pp roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
&. Roles and administrators |
Preview —+ New client secret
@ Manifest Description Expires value Secret ID
Support + Troubleshooting c# cnsole token 1/17/2022 Sn~ h W
& Troubleshooting ps-secret 6/5/2023 -z W]
B New support recuest tudor 8/9/2023 D W
Key for UMP Token 8/10/2023 D W

18. 18. Inthe Multitenant Navigation pane, open the Auth Tokens page (Security > Auth Tokens)

and do the following:

e Paste the Application (client) ID and Client secret value to the respective fields.

e Enter the RedirectUrl that you configured above.

For example https://livecloud.finebak.com/authenticate/OAuth2Callback
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19. 19. Click Apply Changes.

(©Caudiocodes

a0 2 audiocode
B Tenants
AuthenticationStatus
Monitor Authentication Status
Client Id Client Secret
3987f05f-3b81-4d26-8bb2-4e16a5a8ce2e @
Redirect Uri
Apply Changes Reset Changes
Reload Verify All  Update
Search:

Authentication method Last Verification Status
enty Customer Id M365 Email When Last Verified Actions

#= Calling Profile
dr8 admin@AudcDemo6.onmicrosoft.com Token May 29th 2023, 22:03 | swi
Demo admin@M365x08167531.onmicrosoft.com Password May 29th 2023, 22:08 [ ] Check Credentials | Switch to token
ManuelTest admin@M365x29347113.0nmicrosoft.com Password May 20th 2023, 22:04 | Switch
BradSuperT admin@M365x29516837.onmicrosoft.com Password May 29th 2023, 21:56 [ ] Check Credentials | Suitch to token
DemoTotspo admin@M365x62214376.onmicrosoft.com Token May 29th 2023, 22:02 | sui
TRitzik admin@M36518234803.onmicrosoft.com Password May 29th 2023, 22:01 (] Check Credentials | Switch to token
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Accessing UMP 365 with Service Provider
Credentials

The UMP 365 application is web-based and can be accessed via any web browser (Chrome,
Microsoft Edge or Firefox) over HTTPS only. The provider can either access the Customer Portal

using the Windows user or the Azure AD SSO user.
A The minimum screen resolution for the Web browser page is 1920 X 1080.

One of the following Login URLs can be used:
B https:\\[DNSname]\tenantui

M https:\\localhost\tenantui

If you are connecting with localhost, a certificate error message will be displayed, confirm to

continue with insecure connection.

UMP-365 | Installation and Administration

Your connection is not private

Attackers might be trying to steal your information from XX xx.xxxx (for example,
passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHCRITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

This server could not prove that it is XXX XX XX.XX ; its security certificate is not trusted
by your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to X300 XX XX . XX (unsafe)

The provider can access User Management Pack 365 with the following Admin User types:
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B SuperAdmin: a predefined Windows User Account which must be a member of Group
UmpAdmins)

e Access to Multi-Tenant level and to all the Customers Tenant

Windows Security >

Sign in to access this site

Authorization required by https:/fump-
tobi.activecommunications.eu

umpadmin

Domain: AUDIOCODES

QK Cancel

The following screen displays the UMP-365 interface after a clean installation for a new

customer.

Available Users: 100, Available Customers: 100

SysadminKit Version: 8.0.300.130 °

Show 10 # entries Search:

Licensing (licensed Queued commands
Customer Name 1 State SysAdmin Info users) status

No data available in table

Showing 0 to 0 of 0 entries Previous  Next

B Admin User: SSO Sign-In with Azure AD user

e Access to the customers Tenant that received Grant access

& Logging in with an Azure AD is only possible after a tenant has been created and
assigned an administrator to this tenant as described in Chapter Create Registration
for Customer Administrators on page 87.
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o= Microsoft
Sign in

kmail or phone

Can't access your account?

Sign in with a security key (?)

Next

The Tenants screen shown in the figure below displays all M365 tenants. Clicking SysAdmin link
for any customer tenant opens the Multitenant portal for the customer (see Day Two
Management using Customer Tenant Portal on page 425).

= 2% 2 UVP-Tobiumpad:

Available Users: 9865, Available Customers: 16
Sysadminit Version: 8.0450.41

#= Queved Ta Show | 10 ¢ Search
Customer Name. 1 st Licensing (licensed users) Queued commands status
Bradtest Deployed M365 - EssentialPlus (10) edt | Delete | Undo Deploy | Queued commands: 0
Add sBC site Executing commands: 0
Replication in progress: no
Queve Replication
1PPBXTobi Deployed version: 8045041 M365 - Pro (20) Edit | Delete | Undo Depioy | Queued commands: 0
replication: 2022.12.14.13.1.17 T Executing commands: 0
Sysadmin -
Replcation in progress: no
Queve Replication
LBRS7147292 Deployed version: 8045041 M365 - Pro (20) Edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.12.14.13.10.25 i she sie
Syshdmin
Queue Replication
LBRCustom1 Deployed version: 80.450.41 M365 - Pro (10) Edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.12.14,13.09.46 Add sBC sie Executing commands: 0
Sysadmin
Replication in progress: no
Queve Replication
LBRDefault Deployed version: 8045041 M365 - Pro (10) Edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.12.14.13.09.20 P Executing commands: 0
Sysadmin
Replication in progress: no ®
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Tenants Global View

The following figure illustrates the screen elements and fields in the Tenants screen.

Multitenant Navigation
Pane

Database Update Data

ind Customers

SysadminKit wyUpdate
ersion

Add
Customer

Search box

Search: |
Customer Name T state Sysdmin Info Licensing (licensed users) Queued commar inds status
220914 Deployed version: 80450101 M365 - Pro (500) e | Delete | Queved commands: 0

replication: 2023.06.08.12.28.05
Sysadmin

AdminRandD Deployed

80450101 M365 - Pro (10) | oeiete | Queued commands: 0

2023060812151 Executing commands: 0

Replication in progress: no

Alex and sons Deployed version: 8.0.450.101 M365 - Pro (22) ¢ | Delete |
replication: 2023.06.08.1.32.25
Sysadmin

Alex MS Dynamics 365 Deployed ver

80450101 M365 - Pro (11) ¢ | Delete | Queued commands: §
on: 2023.06.08.11.33.26

Executing commands: 0

Replication in progress: no

The M365 Tenant / Links screen displays a quick glance status and monitoring summary of the
customer-specific tenants. Information displayed includes:

B Search box
B UMP SP version

B Customer Name

B Tenant State: Ready for Deployment, Deploying, Deployed, Ready for remove
B SysAdmin Info:

e Version: Tenant Web application software version

e Replication: last replication time
Link Action

Total Available B Total number of available customer tenant licenses.
Licensed Users

B Total number of available user licenses.
and Customers

SysadminKit The wyUpdate installation SysadminKit version of the Multitenant
Version (Main Tenant). See Upgrading Main UMP-365 Tenant on page 131.

Deployment State | The customer Deployment status. One of the following values:
B Deployed

B Ready

M Failed

B Unknown

Customer The wyUpdate installation Customer adminKit version of the
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Link
adminKit Version

License Type
(Licensed Users)

User Actions pane

Database update
tasks

Multitenant
Navigation pane

Action

customer tenant. See Upgrading Customer Tenant on page 139.

The type of license and number of users licenses for each type:

Hosted Essentials
Hosted Essentials +
Hosted Pro

OC Essential

OC Pro

Edit User Licenses (Configuring Number of Licensed Users on the
next page)

Delete customer

Perform manual database synchronization (Queue Replication on
page 112)

Status of database synchronization updates for the customer. See
(Queue Replication on page 112) and Monitoring M365 Replication
Actions Queue on page 508.

Opens the Multitenant Navigation pane menu:

OVOC page (see Networking on page 51)

System:

v License ( Multitenant Portal Licensing on page 65)

v Invitation Settings (Configuring Invitation Settings on page 67)
v Email Settings (Configuring Email Settings on page 69)
v

Script Templates (Managing Onboarding Script Templates on
page 170)

v DNS API Configuration (Configure DNS APl on page 82)
Security:

v Customer Admins ( Create Registration for Customer
Administrators on page 87)

v Authentication Status (Authentication Status on page 228)
v Customer Invitations (Customer Invitations on page 225)
v/ UMP Service Settings (UMP Service Settings on page 234

SBC List (Managing SBC Devices on page 235
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Link Action
B Queued Tasks (Queued Tasks on page 244)

Customer The customer shortname defined in the Onboarding.

Shortname

SysAdmin Opens the Customer portal for the selected tenant (see Day Two
Management using Customer Tenant Portal on page 425).

Edit Enables the configuration of the number of licensed users for
thecustomer tenant (see Configuring Number of Licensed Users
below).

Add SBC Site Enables adding of SBC devices (see Add SBC Site Locations on
page 531).

Delete Deletes the customer tenant.

Undo Deploy Resets the current deployment configuration for the customer tenant.

Queue Synchronizes the database with Microsoft 365 (see Queue Replication

Replication on page 112).

Upgrade Opens the Onboarding Wizard for upgrading the customer to Hosted

Customer Essentials+ or Hosted Pro (see Upgrading Customer on page 113).

Configuring Number of Licensed Users

The number of licensed users for each customer is initially configured in the Onboarding wizard.
You can then later update this number according to site requirements.

> To configure the number of licensed users:

1. Inthe Tenants page, select the desired customer and then click Edit.

in
*
»

Customer Id 220914 Licensed users  Currently assigned: 500 500

2. Change the number of currently assigned users and then click Save.
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Adding SBC Devices for New Site Locations

Once the new M365 tenant has been added, you can add SBC devices to manage Enterprise
Voice at new sites.

> To add an SBC device:

1. Inthe Tenants screen, click Add SBC Site.

Available Users: 247, Available Customers: 3

Sysadminkit Version: 8.0.220.26 °

Show 10 & entries Search:

Customer Name T State SysAdmin Info Licensing (licensed users) Queued commands status

ancaFromOvoc Deployed version: 8.0.220.26 M365 - Pro (162) Edit | Delete | | Qeued commands: 0
replication: 2021.08.22.10.49.44 Executing commands: 0
SysAdmin o
Replication in progress: no
atic
Automation_Essential_BYOC Cust ~ Deployed SysAdmin M365 - Essential (0) tdit | Delete | UndoDeploy |  Qeued commands: 0
omer Executing commands: 0
Replication in progress: no
beb Deployed SysAdmin M365 - Essential (0) gdit | Delete | UndoDeploy |  Qeued commands: unkown
Executing commands: unkown
Replication in progress: unkown
BradTrunk Deployed version: 8.0.220.26 M365 - EssentialPlus (10) t | Delete | UndoDeploy |  Qeued commands: 0
replication: 2021.08.22.10.49.34 — Executing commands: 0
SysAdmin
Replication in progress: no
Pro_Token_With_Teams Deployed version: 8.0.220.26 M365 - Pro (120) Edit | Delete | |  Qeued commands: 0
replication: 2021.08.22.10.50.46 PP Executing commands: 0
SysAdmin S

Replication in progress: no

Queue Replicatior

o M365 Tenant X

ADD NEW SITE PRESS NEXT

2. Click Next to continue. Credentials are validated and the Onboarding wizard opens.

M365 Tena Route b4

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived trunk model
for service providers and optionally configure the service provider DNS automatically if selected.
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3. Proceed to Onboarding Customers on page 282.

Queue Replication

After successful authentication, the User Management Pack 365 initial replication between the
customer tenant and Microsoft 365 is automatically executed. This process loads all the M365
users who are enabled for Microsoft Teams under User Management. If the initial replication
has not been completed yet, the Users list will be empty. For manual replication, select the
Queue Replication option.

@ | E% Microsoft Customer Digitsl X € Apps|Microsoft365 X @ User Details Panel- Micros X G LiveCloud - sandbox3finet: X | (5§ Users - UMPSysAdmin X | @ Operator Connect- APFsS X @0 Operator Connect- APIsS X Bt DirectRouting - Microsoft X + V. - 8 x
c @ O & 52 hitps//sancbocs finebakcom/sso/7005-b22adl e0f520e6 s AcminySystem/Users/02476169-2520-4b21-883a-Oba030¢84Tce o 1 © L ma =
= Tenant: BradDRTest - | Last sync at: never A & Bradh idiocodes.cor
Gerype T Fullame lneuri Y tempise T ocporment Y OniieVokeR.. Y  OnineSTNG.. T Steloction Y  Usogelocatin Y Enterpr
< >
N BT Noiemstodipey &
Copyright © 2023 AudioCodes. Al ights reserved
Benelux JF demo tenant Deployed version: 8.0.450.101 M365 - Pro (30) Edit | Delete | Queued commands: 0
replication: 2022.05.30.19.29.51 Cueue Repliation Executing commands: 0
SysAdmin
Replication in progress: no
= Tenant:220914 - [ Last sync at: June 1, 2023, 14:43:42 a3
ClearFilter
User Type Y FullName Y  siPAddress Y LineUri Y Template Y  Department Y  OnlineVoic... Y  OnlinePST... ¥  Sitelocation ¥  Usageloc... Y  Enterprise... Y
Iclands Kilg Ik Skype sipigikskyp 9 No
Islands Dave HcDonald sipdave.mcd. No
Teamsonly Waltervan Schaik- AudioCodes sipanschai Technical oyt " Vo
TeamsOnly Abrona test voor teams lcense spi15446eb3s. N No
Iclands
sl wsc 20191021
sl testedg4
sl
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Undo Deployment
If you wish to configure the M365 tenant deployment from scratch, use the Undo Deployment

option to revert the Operator Connect customer to an Active Lead.

A This option is only available for OC Essentials and OC Pro customers.

> Do the following:

1. Select the Undo action.

Snow 105 entries

searcn ~
Customer Name T sute SysAdmin Info Licensing (icensed users) Queued commar inds status
ai0logicsESs Deployed SysAdmin M365 - Essential (0) Edt | Delete | Upgrade Customer  Queued commands: 0

Executing commands: 0

Repiication in progressi no.

Brad4478 Deployed SysAdmin M365 - OC Essential (0) Edit | Delete \ Queued commands: 0

Upgrade Customer Exeauting commands: 0

Replication in progress: no

The following message is displayed.

A% & spadmin@audio-codes.org

Customer queued for remove!

Available Users: 9268, Available Customers: 9988
SysadminKit Version: 8.0.510.28

Return to the New Leads page. Notice that the customer has been restored as a lead.

NEW LEADS ALL CUSTOMERS

ANT ID CONSENTEDON  LASTMODIFIED 4  CHANNEL NAME

soasirs 1000002999 pepie A0, GB AP sserss Ty s ot o

Upgrading Customer

This feature lets you upgrade a Hosted Essentials customer to Hosted Essentials + or Hosted
Pro.
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Available Users: 9885, Available Customers: 19
SysadminKit Version: 8.0.300.135

Show 1o 4 | entries Search;
Customer Name T state SysAdmin Info Licensing (licensed users) Queued commands status
essentials Deployed SysAdmin M365 - Essential (0) Edit | Delete | Undo Deploy | Queued commands: 0

Upgrade Customer Executing commands: 0

Replication in progress: no

M365x202362 Deployed version: 8.0300.135 M365 - Pro (30) cdit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.1043.42 Add SBC Site Executing commands: 0
Sysadmin

Replication in progress: no

Queue Replication

M365:35102214 Deployed version: 80300135 M365 - Pro (25) edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.1043.42 Add SBC Site Executing commands: 0
Sysadmin

Replication in progress: no
Queue Replication

M365x45661692 Deployed version: 8.0300.135 M365 - Pro (25) Edit | Delete | Undo Deplay | Queued commands: 0
replication: 2022.03.23.1044.24 1dd 5C sie Executing commands: 0
SysAdmin

Replication in progress: no
Queue Replication

M365¢78596656 Deployed version: 8.0300.135 M365 - Pro (25) Edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.1044.25 e sae s Executing commands: 0
SysAdmin

Replication in progress: no

Queue Replication

petre Deployed version: 8.0300.135 M365 - Pro (10) Edit | Delete | Undo Deploy | Queued commands: 0
replication: 2022.03.23.1044.47 e sae s Executing commands: 0
Syshdmin
Replication in progress: no
Queue Replication v

> To upgrade a Hosted Essentials customer:
1. Click Upgrade Customer.

o M365 Tenant e Voice Route

Start Upgrade Customer
PRESS NEXT

2. Click Next to continue.
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Tenant e Voice Route

Full Customer Name

essentials

Short Customer Name

essemtials

License Type
Hosted Essential ® Hosted Essentials+ O Hosted Pro Licensed Users <
M365 Authentication

O Send link to customer IT administrator for authentication:

® Use M365admin account with known password

admin@ocshost.emea.microsoftonline.com ssssssssee

Back \I Next
S

3. Select either Hosted Essentials + or Hosted Pro checkboxes, enter the number of Licensed
users, and then click Next.

4. Continue with the Onboarding Wizard as described in Onboarding with Hosted Essentials +
on page 290 and Onboarding with Hosted Pro on page 361.

At the end of the process, the following confirmation message is displayed:

5 Tenant Voice Route

Processing Add New ...

-- UpgradeCustomer task started --

Tenant definition updated

Customer configuration updated and queued for installation.
-- UpgradeCustomer task completed --

Close
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Updating Service Provider Logos

This step describes how to replace the logo that appears in the Token Invitation wizard.

> Do the following:

1. Update the customer logo image in the following folder:

..:\acs\SysAdmin.CustomerAuthentication\wwwroot\img

@ umpsp |
| 5 |img
g X< 137 O
g = Copy path * e
PintoQuick Copy Faste = Move Copy Delete Remame  ew Propertis
[#] Paste shortat | “foe - o= &
Cipboara organae New

« © 4 [ ThisPC » Windows (C) » acs > SysAdmin.CustomerAuthentication > wwwroet » img

Name
 Quick access
Desktoy Ed F
= i 2 audiocodeslogo.svg

& Downloads # 5] checked.png

5 Documents

@open Hseiectan
ca Seectnone

P invert seecton

Open

Date modified

Select

Type
SVG Document
SVG Document
PNG File

Size

6KB

83KB

2. Open the SQL database dbo.ApplicationSettings table and update parameter

WhiteLabelCustomerAuthentication with the customer logo image:

UMP-Tebi\SOLSYSAD...pplicationSetting & X_

Object Explorer

Connect~ ¥ ¥ [V

= Databases

System Databases

Database Snapshots

o @ SysAdminTenant

Database Diagrams

Tables

System Tables

FileTables

External Tables

Graph Tables
FH dbo.AdalUserCache
ER dbo.ApplicationSetting
EH dbo.CmdTask
FH dbo.CustomerAdmin
Bl dbo.Customerlnvitation
ER dbo.nstallationLog
ER dbo.lpPbxlmpertUserData
EH dbo.OvecEvent
EH dbo.She
EH dbo.Sbclog
B dbo.SheScriptRelations
FR dbo.SbcScriptTemplate
R dbo.SbcSite
FH dbo.Sbclserlnfo
ER dbo.TenantConfiguration
EH dbo.TenantConfiguration&rchive

=

Views

External Resources
Synonyms
Programmability
Service Broker
Storage

[+

Security

]
i

£ @ UMP-Tob\SOLSYSADMIN (SOL Server 15.0.2000.5 - UMP-Tobi\umpadmin)
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Id Value Maching
0365CmdPath Chacs\SysAdmin.0365c..  NULL
0365InitSve Enabled NULL
OwocCustomersList [{"name":"TokenTestOvoc... NULL
OvocEnabled true NULL
OwvocHeaders {"OvocAuthorizationHead... WULL
OwvocSve NULL
PublicServerUrl http://localhost NULL
RegenerateTokensWarning false NULL
ReplicationSchedulerSve Enabled NULL
SheCleanupSve NULL
SbcUpdatePrefixesSve NULL
ServerDomain . NULL
ServicePassword _ NULL
ServiceProviderConfig {"Subscriptienld":"c1d216.. NULL
Servicellsername umpadmin NULL
SkipSBCValidation True NULL
SeurcePackage chacs\SysAdminkit NULL
SysAdminCennectionString Server=10.0.0.545QL5YSA..  NULL
TeamsTokenspp.Clisntld | pom
TeamsTokenApp.RedirectUri https://ump-tobi.activec... NULL
TeamsTokenApp.Secret _NUf.L
TenantDir chacs\tenants NULL
TenantlnstallerSve NULL
TenantRemoveSve NULL
TenantUpgradeSve NULL
WhiteLabel AudieCodes NULL
WhiteLabelCustomerAuthentication NULL
ZxPubSubSve NULL

i
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UMP-365 Upgrade

This guide describes how to run a version update using the wyUpdate tool:

See Before Upgrading UMP-365 on page 119 for important prerequisites prior to upgrade.

See Upgrading Main UMP-365 Tenant on page 131 for upgrade of the Main UMP-365
tenant.

See Upgrading Customer Tenant on page 139 for upgrade of the Customer tenant.

See Post Upgrade Actions on page 143for various actions required to perform following the
completion of the upgrade.
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Before Upgrading UMP-365

The following validations are performed automatically by wyUpdate:

Verifies whether new patch updates are available for installation and if so, downloads them
(to a temporary folder) and installs them.

Verifies whether the UMP-365 version requires a version upgrade. For example, from
Version 8.0.400.25 to Version 8.0.400.64.

In addition, before upgrading, verify the following:

Ensure ports HTTP/HTTPS ports are open on the Enterprise firewall (see Configure Firewall
on page 121).

Ensure all databases are backed up before removing the SQL server, so that they can be
correctly restored (see Backing up UMP-365 — Disk Snapshot on page 121).

Ensure the Authentication Status menu has been populated with the Azure Application
Registration credentials (see Authentication Status on page 228):

e For Standalone UMP-365 devices, the customer manages the application in their Azure
environment.

Connection to the customers' M365 platform must be performed using Token
authentication instead of by username and password. This requirement is in accordance
with stricter Microsoft security policies. Before upgrading, compile a list of all customers
who are currently authenticated using username and password authentication. See
Compiling List of Password Authenticated Customers on page 125.

Stop processes prior to running the wyUpdate (see Stop wyUpdate Processes on page 126).

Install SSL certificates on the UMP Windows server for securing the HTTPS connection with
Microsoft Azure. See Installing SSL Certificates on UMP Windows Server on page 8.

When using a Backend SQL server, create the following directory on the SQL server:

c:/acs/dbbackup/

The Backend SQL server username and password must be identical to the Service
Account used for the installation of the UMP server. For more information, see SQL
Server Configuration on page 583.

Ensure all folders and all log files are closed in the C:\acs\ & C:\acs\tenants\ folders as the
wyUpdate and SysAdminCustomerUpgrade access these folders and create backups. If the
folders/files are open or in use, the upgrade process is interrupted.

Ensure that there are no replication processes currently being executed (see Monitoring
M365 Replication Actions Queue on page 508). Wait until all replication processes have
completed.
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QCaudiocodes

e
Open Commands: 1, Executing: 0, Queued: 0
Show 10 ¢ entries

Customer Cmd Type State
When Execution Next Execution

id 14 | Search Custome v ¥ Retries || Executed Result Minutes

54499 70336266 Sync 10 Now

Showing 1to 1 of 1 entries

B Open an RDP connection to the UMP server Windows Server where the UMP is installed
using the UMP service account created in "Create UMP Service Account" in User
Management Pack 365 Administrator and Installation Manual, navigate to the C:\acs\ root
directory folder and run wyupdate.exe as shown in the screen below.

B Run the wyUpdate as administrator using one of the administrator users defined in the
UmpAdmins group. For more information, see Creating UMP Service Account on page 29.

A Computer Management
File Action View Help
Ll ANA) o RENEY

A l;umputerManagement{Lucal Marme Description
v [} System Tools

@ Task Scheduler
@ Event Viewer
7| Shared Folders

é.gﬁkccess Control Assist..  Members of this group can remot..,
EE:Administraturs Administrators have complete an...
EE:Backup Operators Backup Operators can override se...
EE:Certificate Service DC...  Members of this group are allowe...

v Local Users and Groups|| =
* ? i Cryptographic Operat... Members are authorized to perfor...

: g::ps E:EEDevice Owners Members of this group can chang...

,@\, Performance .%E:Distrihuted COM Users  Members are allowed to launch, a..

& Device Manager éE;E\.rent Log Readers Members of this group can read e...

v 3 Storage &E:Guests Guests have the same access as m...
@ Windows Server Backug &E Hyper-V Administrators  Members of this group have com...

= Disk Management el11S_IUSRS Built-in group used by Internet Inf...

:::;3 Services and Applications EE:Netwurk Cenfiguratio... Members in this group can have s...
%:Perfnrmance Log Users  Members of this group may sche...

&E:Perfnrmance Menitor .. Members of this group can acces...
EE:PDwer Users Power Users are included for back...
EE:Print Operators Mermbers can administer printers ...
EE: RD5 Endpoint Servers  Servers in this group run virtual m...
ék: RD5 Management Ser... Servers in this group can perform ...
EE: RD5 Rermote Access 5. Servers in this group enable users ...
&E: Remote Desktop Users  Members in this group are grante...
EE:Rethe Management... Members of this group can acces...
EE:Replicatu:ur Supports file replication in a dem...
EE:Sturage Replica Admi.. Members of this group have com...
EE: Systern Managed Acc...  Members of this group are mana...

EE:Users Users are prevented from making ...
e SOLServer200550LEBro.. Members in the group have the re...
P UmpAdmins

B See Additional SysAdmin Verifications on page 130 for additional verifications.
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Configure Firewall

Ensure ports HTTP8O/HTTPS443 ports are open in the Enterprise firewall. The wyUpdate
verification connects to the AudioCodes AWS repository. The following third-party proprietary
installation components require internet access for download:

B PowershellGetModule
MicrosoftTeamsModule
Chocolatey

DotNet

Rabbitmq
EmsMainAgent
EmsClientAgent

InstallPublicOvocConnector

Installtap-windows-9.23.3-1601-Win10

Backing up UMP-365 — Disk Snapshot

This section describes how to create a snapshot of the UMP Virtual Machine. This procedure
should be performed prior to running the upgrade and then rolled back once the upgrade is
complete (see Restoring UMP Snapshot on page 143).

> Do the following:

1. Open the Azure portal, type "Create a Resource", and then click Create a Resource.

2. Inthe Search field, type Snapshot and then click Create.
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Home > Create a resource »

Snapshot % - x

Microsoft

BN Snapshot o st feres
=]
bl * 50 (4 Azure ratings)

=

Overview  Plans  Usage Information + Support  Reviews

Micrasoft

A snapshot is a disk with read-only backing biob. & snapshat can't be resized, cant be attached o a Vi and the disk manager will ot provide a SAS URI with write-access.

More products from Microsoft seemn
Workspace Mieroseft HPC Pack 2012 R2 Windows 10 loT Core Web App
Services

Microsoft Hhcrosoft Miciosch Microsoft
Vs Machine Vit Machine Asure Servce Asure Semice

et ™ € -

2 Gepoy, cost-eftectv ana enterorise-grace securty ang anisgmen, apoment ans

supparnts Wingous Lnux swppon saing options ot your wed 395
Create < Create o Create < Create <

Home > Create a resource » Snapshot

Create snapshot

Basics  Encryption  Networking  Tags  Review + create

A snapshot is a read-only copy of @ virtual hard drive (VHD). You can take a snapshot of an 05 or data disk VHD to use as
2 backup, or to troubleshoot virtual maching (VM) istses, Learn more about snapshots in Azure

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources.

Subscription * (0 S04 LIVE Subi al ]

Resource group * (0 | hd |
Create new

Instance details

Mame * | §|

Region* & | (Europe) Morth Europe b |

Snapshot type * (@ (™) Full - make a complete read-only copy of the selected disk,

O Incremental - save on storage costs by making a partial copy of the disk
based on the difference between the last snapshat,

Source subscription (D) | SO LIVE Sub1 il |
Source disk* D | e |
Storage type * (0 | Zone-redundant ~ |

3. Inthe Resource group field, select your working Resource Group.

4. Enter the desired name of the snapshot.
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5. Inthe Source disk field drop-down list choose the name of the disk that you wish to
backup.

6. Inthe Storage type field drop-down list choose the type of disk that you wish to backup e.g.
Standard HDD.

7. Select the Tags tab to optionally define tags for the snapshot and then click Review +
create.

Home » Create a rescurce » Snapshot

Create snapshot

Basics  Encryption  Networking  Tags  Review 4+ create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag
| £=] muhuplq resources and resource gl’l:’;-l,:ps.. Leam more about t.;h’_‘;_f. 3

Mote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Mame (1) Value (T Resource
[ LiveCloudEnw ] H | ga-mgmit I 2 selected e E
2 selected LY
[

BTN (v e oo

8. Review the details of the snapshot and then click Create.
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Home > Create a resource » Snapshot

Create snapshot

a Validation passed

Basis Encryption Networkang Tags Review + create

Basics

Subscription S04 LIVE Sub

Resource group ga-mgmt-umpi

Region ‘West Europe

Mame qa-mgmt-ump1-ver200-beforupgrade
Source subscription S04 LIVE Sub1

Source disk ga-mgmt-umpl_diskl_cdafGaddfedOdef2b3fi1f2d2a25bacd
Storage type Standard_LRS

Snapshot type Full

Encryption

Encrypltion type Platform-managed key

Metworking

Cannectivity method Allowall

Tags

LveCloudEns qa-mgrmit

LiveCloudEny qa-mgmt

m < Previous Mot = i Download a template for astomation

The snapshot is created. The following progress messages are displayed:

Home *

2, Snapshot.qa-mgmt-umpl-ver200-beforupgrade-20211028162958 | Overview # -

Deployment
% Overview € We'd love your feedbackl —
& inputs
= ouputs === Deployment is in progress
& Template o Wt NIMe: SNAPShOLGA-MgMmE-ump1-vera pgrad.. Starttime: 10/28/2021, 430:07 PM
Subseription: S0A LIVE Sub1 Correlation I ab665b46-273d-462b-bdcd-bactecTad4e

Resource group: ga-mgmt-ump1

~ Deployment detalls (Download)

Resource Type Status

Mo results.
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Home >

& Snapshot.qa-mgmt-ump1-ver200-beforupgrade-20211028162958 | Overview =

Deployment
IU Eearn Ctrl+ ) ] & 1‘ Delete _: Redeplay ':; Refresh
& Overview @ We'd love your feedback! =
 Inputs
= outputs @ Your deployment is complete
& Template

~  Deployment details (Download)

~ Next steps

Deployment name: Snapshot.ga-mgmt-ump1-ver200-beforupgrad...
Subscription: SQA LIVE Subl
Resource group: ga-mgmt-ump1

Start time:  10/28/2021, 4:30:07 PM
Correlation ID: ab665b46-273d-462b-bacd-ba checTaBac

9.

Click Go to Resource to view details of the snapshot.

Home >

= Snapshot

I.l" EE arch (Ctris ]

] «

® Overview
H Adivity log
B Access control (IAM)

@ Tags

Settings

. [Encryplion
Metwaorking
Snapshal expart

il Properties

Locks

Automation
i Tasks (preview)

£
=

Expaort template

Support + troubleshooting

@ Mew Support Request

‘g qa-mgmt-umpl-ver200-beforupgrade =

-+ Create disk i‘ Delete ':_,.l Refresh
 Essentials

Resource group (change) | qa-mgmit-ump1

Provisioning state  succeeded
Location t West Europe
subscription (change) 1 S04 LIVE Subn

Subsconption ID

Date :H—atqb

Tags (dhange)

¢ 213a%6df-89c2 -4bf3-5840-e99%a20ebacl

© 10728720210, 4:30:13 PM

LiveCloudEny : ga-mgmt

Compiling List of Password Authenticated Customers

For Version 8.0.450 and later connection to the customers' M365 platform must be performed
using token authentication instead of by username and password. This requirement is in
accordance to stricter Microsoft’s security policies. Before upgrading, make a list of all
customers that are currently authenticated using username and password authentication.
Following the upgrade, connection to the M365 platform for these customers must be setup
using token authentication.
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> To sort all customers authenticated with password:
1. Inthe Multitenant Navigation pane, select Security > Authentication Status.

AuthenticationStatus

Monitor Authentication Status

Client 1d Client Secret
398705f-3b81-4d26-8bb2-4e16a5a8ce2e @
- Redirect Uri
e
ps: finebak icate/OAuth2Callback
e
Apply Changes Reset Changes
e

Search:

Authentication method Last Verification Status

Customer Id M365 Email Password M When Last Verified Actions

Demo admin@M365x08167531.onmicrosoft.com Password March 9th 2023, 15:38 Check Credentials | Switch to token
ManuelTest admin@M365x29347113 onmicrosoft.com Password February 7th 2023, 18:26 Check Credentials | Switch to token
TRitzik admin@M365x18234803.onmicrosoft.com Password February 7th 2023, 18:24 Check Credentials | Switch to token
testpro admin@M365x11164675.onmicrosoft.com Password March 9th 2023, 11:56 Check Credentials | Switch to token
roydemodns admin@M365x605945.onmicrosoft.com Password March 9th 2023, 11:56 Check Credentials | Switch to token
thiab admin@M365x307750.0nmicrosoft.com Password March 9th 2023, 11:56 Check Credentials | Switch to token
PioCustomer admin@M365%63013905 onmicrosoft.com Password March 9th 2023, 13:18 Check Credentials | Switch to token
jfsTestcxa admin@M365x53135475.onmicrosoft.com Password March 9th 2023, 15:42 Check Credentials | Switch to token

AuthStatusNew T PNG © 667% (Layer 0, RGE/E9 v

2. From the Authentication Method drop-down list, select Password.

3. Capture the filtered list.

Stop wyUpdate Processes

The following processes must be stopped prior to running the wyUpdate.

Process Detail

SysAdmin.TenantSvc This service is the main service of UMP. It controls many
operations. For example, it schedules and maintains the auto-
replication cycles for all the customers, it sends information to
the SysAdminTenant Database, etc.

SysAdmin.PeeringSvc Used by Operator Connect when adding customers) — used only
by Operator Connect set ups, whereby the OC Sync Task jobs
are queued and executed.

all SysAdmin.CacheSrv. Each EssentialsPLUS and HostedPRO customer will have their

[tenant_shortname] own CacheService created, which will operate with each indi-
vidual customer SQL database created. This operates by sending
the relevant information to the SysAdmin[tenant_shortname]
Database.

The table below lists of all the processes that are run during both major and patch upgrades in
consecutive order.
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Process

ClearWyupdatelog

CheckDuplicates

CheckSQLConn

UmpAdmins

ClearUpgradefolderSQLscri

pts

CheckServices

SetServices

StartPeeringSvc

CheckSQLDbBackupBacken
dFolder

renameSysAdminKitFolder

RunSqlScripts

AddAuthPool

Detail

Archive previous
wyUpdate logging
files

Remove duplicate
SBC script templates
in SQL.

Check SQL server
connection.

Check admin and
user are on the same
site.

refresh/clear SQL
scripts and
sysadminkit folders.

if not stopped
SysAdmin* services,
wyUpdate will pause,
until services are
stopped manually.

Configure services
and create
peeringSvc.

Start peeringSvc.

Check SQL backend
config

Rename sysadminkit
and SQL scripts
folder by removing
date-part

Run all upgrade
scripts on
SysAdminTenant
database

config pool in lIS
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Executable

.\temp\000.__ClearWyupdatelog

.\temp\000.CheckDuplicates

.\temp\001.CheckSQLConn

.\temp\003.UmpAdmins

.\temp\005.ClearUpgradefolderS
Qlscripts

..\temp\005.CheckServices

.\temp\005a.SetServices

..\temp\005b.StartPeeringSvc

.\temp\005c.CheckSQLDbBackup
BackendFolder

.\temp\005d.renameSysAdminKit
Folder

.\temp\006.runsqlscript.exe

.\temp\070.AddAuthPool
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Process

InstallPowershellGetModule

InstallMicrosoftTeamsMod
ule

InstallChocolatey

InstallDotNet

InstallRabbitmq

InstallEmsMainAgent

InstallEmsClientAgent

InstallPublicOvocConnector

Installtap-windows-9.23.3-

1601-Win10

RunCheckAzureTenantld_
220

RunCheckAzureTenantld_
220_
Password

AlertCustomerUpgrade

runLogReport

Refresh_EMSClientAgent_
ignorelList

Detail

update/install
PowerShell get

update/install
Microsoft Teams

update/install
Chocolatey

update/install
DotNet

update/install
RabbitMQ

update/install EMS
Main Agent

update/install EMS
Client Agent

update/install Public
OVOC Connector

update/install Tap-
Windows

check tenants-
ids/passwords

check
tenantid/password

warning to run
customer upgrade
after wyUpdate
finishes successfully

show results
wyUpdate process

Refresh data on the
ignorelist with
default values
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PowershellGet/PackageManagem
ent

MicrosoftTeams

Chocolatey

choco dotnet-6.0-runtime/dotnet-
6.0-windowshosting

choco rabbitmq

EmsMainAgent.msi 7.8.19.51806

EmsClientAgent.msi 7.8.21.52131

PublicOvocConnector.msi
1.0.8.51546

tap-windows-9.23.3-1601-
Winl10.exe

c:\acs\CheckAzureTenantld_
220\CheckAzureTenantld_220.exe

c:\acs\CheckAzureTenantld_
220\CheckAzureTenantld_220.exe

.\temp\170.AlertCustomerUpgrad
e.bat

c:\acs\tools\LogReport\LogReport.
exe

.\temp\EMSClientAgentConfiglgn
orelListData.psl
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Process

SysAdmin.QuickReplication
CycleWorker

SysAdmin.UMP.Watchdog

CacheSyncAzAd

CacheSync/CacheSyncV2

SysAdmin.UMP.SyncAcquir
edNumber

Detail

Triggers the
Cachesync
mechanism for a
specific customer.

Manages the
database replication
timer mechanism
according the
preconfigured
setting in the
dbo.ApplicationSetti
ng
{QuickReplicationCyc
leDelay}. Default-five
minutes. Replication
is processed only
when no new
changes are sent
within the five
minute interval.
Grabs process
threads for available
queues.

Downloads users,

groups and group

membership using
MSGraph.

B Downloads all
the
CsOnlineUsers

B Downloads all
the Teams user
policies

Used by Operator
Connect (OC) for
updating the Assign-
ment Status column
in the Number Man-
agement table in the

-129 -

Executable



CHAPTER 21

Before Upgrading UMP-365 UMP-365 | Installation and Administration

Process Detail Executable

self-service portal. It
isrun every 5
minutes.

Additional SysAdmin Verifications

B If a UMP 365 server is hardened through stricter Security policies and services are required
to be white-listed, add the following services ( created when upgrading to version 8.0.450)
to the white-list:

e SysAdmin.QuickReplicationCycleWorker

e SysAdmin.UMP.Watchdog

e SysAdmin.SyncAcquiredNumber

See Managing the Replication Cycle on page 246 for details on the above services.

B Microsoft Graph PowerShell module is installed by the installation script (the AzureAD
PowerShell module is approaching end-of-service). Consequently, ensure that any 3rd party
Anti-virus software does not restrict the installation of the Microsoft Graph module.

B Ensure that the SQL Server Management Studio’s server collation is correctly set to SQL_
Latinl_General_CP1_CI_AS. If not, then a re installation of the SQL server is required to
change the Server Collation.

Make sure all databases are backed up before removing the SQL server, so that they
can be correctly restored (see Backing up UMP-365 — Disk Snapshot on page 121).
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22  Upgrading Main UMP-365 Tenant

This step describes how to run the wyUpdate Tool to upgrade the UMP version on the
UMP server.

> Do the following:

1. Onthe UMP server, open the Windows Services Manager, stop all sysadmin services, or
type the following command in PowerShell (Run as Admin) to stop all UMP sysadmin
services:

stop-service sysadmin®

2. Type the following PowerShell command to stop all www services/internet IIS services.
stop-service w3svc

3. To verify whether the services have been started, type the following commands:

get-service sysadmin*

get-service w3svc

4. If one of the above services has not been stopped, open the Windows Services Manager

’,,r, Services E ) ) _ _
(click and type Services) right-click each of the above services, and
then select Stop.

A To save time, type only the following command:
stop-service sysadmin®, w3svc

The following services are stopped prior to running the wyUpdate.exe:
e SysAdmin.TenantSvc

e SysAdmin.PeeringSvc

e all SysAdmin.CacheSrv.[tenant_shortname]

5. If a service keeps restarting, set the properties of the service SysAdmin.TenantSvc to Take
No Action (see example in figure below).
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SysAdmin.TenantSve Properties (Local Computer) et

General LogOn Recovery Dependencies

Select the computer's response if this service fails. Help me set up recoveny

actions.

First failure: ITake Mo Action I w |
Second failure: ITake Mo Action | w |
Subsequent failures: ITake Mo Action | ~ |
Reset fail count after: D days

Restart service after: 1 mirtes

] Enable actions for stops with emors. Restart Computer Options...

Run program
Program:
Browse...
Command ling parameters;
Append fail count to end of command line (fail=%1%)
[ ok |  canced || Apply |
6. Run wyUpdate.exe. (right-click Run as Administrator).
| = | Manage acs
Home Share View Application Tools
&« v 4 s ThisPC » Local Disk(C:) » acs »
MName Date modified Type Size
7 Quick access
I Deskiop » backups 06-Sep-22 12:33 PM  File folder
CheckAzureTenantld_220 24-Mar-22 2:02 PM  File folder
; Downloads » "
cenfig
Documents » installationScript % ® i
. strat
=] Pictures * b un as administrater
Troubleshoot tibili
PsSeripts SqlSeript Tou eshoot compatibility
U Thie pe SysAdmin.CustomerAuthentication S
= Syshdmin.Customerlpgrade LTy >
3D Objects SysAdmin.0365Cmd [of Edit with Notepad++
I Desktop Syshdmin.PeeringSvc 12 Share
Decuments Sysfdmin.ReverseProxy Pin to taskbar
* Downloads Syshdmin.Skype2MsTeamsMigrator Restore previous versions
J’ Music SyshAdmin.TenantSve Send to >
SysAdmin.Ti tWeb
&) Pictures yshdmin.TenantWel cut
_ SyshAdminKit
m Wideos tenants Copy
=) ! ocal Disk [C} Tools Create shortcut
8 DVD Drive (D:) S55_X64FRE_EN Changes.txt Delete 50 KE
=¥ Network D clientiwyc Rename 58 KB
N output.log - 1KB
= Properties
52 wyUpdate.exe h 435 KB
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7. Inthe Updated dialog, click Update. The wyUpdate tool validates the installed version to
determine whether updates are available, or an upgrade is required.

> LTC-450 Automatic Update Utility — >

._f" i Update Information
\- Changes in the latest version of LTC-400.

The version of LTC-450 installed on this computer is 80,400,064, The latest version is
8.0.430.092. Listed below are the changes and improvements:

Updated on:Thu Apr 20 05:02:11 2023 P

Tags results for branch v8.0.450 | dev -- Project UMP/UMP

8.0.450.92;
Owner: Anca; Marc Droog; Micolae Anca; Radu Lovescu; riovescu; Tatiana Bubulag

Creation: Thu, Apr 20, 2023 2:01:13 AM

Artifactony: 8.0.430.92 W
Click Update to begin.

Update Cancel

8. If you did not close all the services via PowerShell, then during the update you are
prompted to “Close processes...”. Confirm this action. This kills the running processes and

continues the upgrade.
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The following processes need to be closed before updating can d take a

Upds
i continue, Select a process and click Close Process,

few mir

(S}rmﬂ.dmm CEChESW E:{E]
v/ (SysAdmin.Cachebre.exe)
o~ | (SysAdmin.CacheSrv.exe]
(SysAdmin.Cachebre.exe)
(Sysfdmin.Cachebre.exe)
(Sysfdmin.Cachebre.exe)
(Sys&dmin.Cachebre.exe)
(ysAdmin.Cachebrv.exe)

{S}fmdmm Ca:hESN &xe] i
ﬂ | Close All Processes | Cancel Update .
Waitin : ' ' '
. &

.y

- Aaal =

The available updates / version upgrade packages are downloaded to a temporary folder
and the files are installed.

&0 LTC Automatic Update Utility — -

Downloading &t Installing updates

Updating OperatorConnect_Public to the latest version.

wyUpdate is downleading and installing updates for OperatorConnect_Public. This
process could take a few minutes,

" Downloading update

€ Extracting files

Extracting Systermn.Drawing.Common.dll

Update Cancel
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9. The upgrade process is interrupted via the CMD window pop-up. The following prompt is
displayed:
Warning ... Are you sure you want to continue. [Y / N] ?

10. Type Y and press Enter.

Bl Administrator: Command Prompt — O ®

rsion is LTC-45@,

e Folders are backed up and files are updated.

&0 LTC Automatic Update Utility — -

O Downloading & Installing updates
£

Updating OperatorConnect_Public to the latest version.

wyUpdate is downleading and installing updates for OperatorConnect_Public. This
process could take a few minutes.

/" Downloading update

P Backing up and updating files

Updating HealthChecks.Ul.Core.dl!

Ipdate Cancel
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e During the optimization and execution, various necessary software packages are
installed as described in Stop wyUpdate Processes on page 126.

Running Command: choco upgrade -y -r --no-progress dotnet-6.0@-windowshosting --version=6.0.16
Processing
[ODDO0DOODDODDODDOODmOOOODﬂOoDOODOODDOODOODDODDODDOODOOODOOD

& LTC Automatic Update Utility

Downloading & Installing updates
Updating OperatorConnect_Public to the latest version.

wyUpdate is downloading and installing updates for OperatorConnect_Public. This
ML process could take a few minutes.
installed.

/' Downloading update
/' Backing up and updating files
/' Backing up and updating registry

) Optimizing and executing files

Cancel

e Temporary files are removed.

&0 LTC Automatic Update Utility — -

Downloading &t Installing updates

Updating OperatorConnect_Public to the latest version,

wyllpdate is downleading and installing updates for OperatorConnect_Public. This
process could take a few minutes,

/" Downloading update
/" Backing up and updating files
/" Backing up and updating registry

C Removing temporary files

Update Cancel

11. Click Finish.
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i

& LTC Automatic Update Utility — X

Update successful!

OperatorConnect_Public has been successfully updated
to version 2.0.450,90

Click Finish to ext.

Finizh [}

12. In the Command shell, press any key to continue or wait a few seconds.

b RDP - @~
& sicmens|

e B3 https://localhost/tenantui/Home/Systeminfo ~ @ Certificate error ;| Search.
[E= Sysinfo - UMP.MultiTenant

QOC audiocodes

B C:\Windows\system32iemd.exe

B Tenants
2o
.&i System
= License
Invitatiorpr continue . . .

Email Set

A LogReport for all Errors found during the upgrade is displayed in the default browser.

-137 -



CHAPTER 22 Upgrading Main UMP-365 Tenant UMP-365 | Installation and Administration

@ LogReport_Errors.htmil X +
C @ File | Cfacs/logs/LogReport_Errors.html = w ® B O & :

Report generated at: 14-Oct-22 12:28:38 PM Found errors in 0 out of 23 files:
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23  Upgrading Customer Tenant

This step describes how to run the Customer Upgrade service for updating each customer

tenant.
A\ -
service admin account that was created in "Create UMP Service Account" in
User Management Pack 365 Administrator and Installation Manual.
e Ifyou have a back-end SQL server for all your tenants, ensure that the username
and password for the UMP service accounts are the same for both servers.

Run the Sysadmin.CustomerUpgrade.exe as an Administrator using the UMP

> Do the following:

1. Run the file Sysadmin.CustomerUpgrade.exe from directory
C:\acs\SysAdmin.CustomerUpgrade.

'™ = |

Manage SysAdmin.Customerlpgrade
Home Share View Application Tools
« v » ThisPC » Local Disk (C) » acs » SysAdmin.CustomerUpgrade » v O
MName Date modified Type Size
3 Quick access
ref 24-Mar-22 2202 PM  File folder
[ Deskiop b s i .
runtimes 24-Mar-22 2202 PM  File folder
‘ Downloads * [ SysAdmin.CustomerUpgrade.exe [} T
T a n
Documents » AngleSharp.Css.dll = —
=] Pictures P AngleSharp.dll 9 Run as administrator
PsSeripts Aoure.Coredll Tfoubleshoot compatibility
. Dapper.Contrib.dll Raioiilat
S This PC Dapper.dll Ty
) 3D Objects DapperSqiBuilder.dil g Edit with Notepad++
[ Desktop Dapper.SqlGenerator.dll |2 Share
Documents DapperExtensions.dil Pin to taskbar
‘ Downloads Ensure.That.dll Restore previous versions
B Music FluentValidation.dll —
lurl.dll
[&] Pictures .
Flurl Http.dll e
Vid X
B Videos Handlebars.dll Copy
‘= Local Disk (C) HtmiSanitizer.dll Create shortcut
8 DVD Drive (D:) 555_X64FRE_EN JWT.dIl Delete
@ Network LiteDB.dIl Rename
N MassTransit.Abstractions.dll
5 P rti
MassTransit.dll roperties
Microsoft. AspMetCore.Cryptegraphy.Inte...  01-Oct-22 9:02 PM Application extens...
ﬁ Microsoft. AspMNetCore.DataProtection.A...  01-Oct-22 %:02 PM Application extens... 25 KB
P! PP
%] Microsoft.AspNetCore.DataProtection.dll 01-Oct-22 9:02 PM Application extens... 160 KB
P! PP

2. Inthe Customer Upgrade Manager, select the customers for which you wish to upgrade
and then click Update Selected.
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5 UMP-MT Customer Upgrade Manager - m] X
CustomerName CustomerVersion LatestVersion Selected  Status Customerld —
Update Selected
8.0.400.64 8.0.450.90 TelScdfe-d1ad-4defc-adfl-92cleadbfifd k
Update All
Open Log File
During the upgrade process, a pending message is displayed.

- m} x

E UMP-MT Customer Upgrade Manager

| CustomerName CustomerVersion LatestVersion Selected  Status Customerld
8.0.400.64 8.0.450.90 TelScdfe-dlad-4efc-a4f0-92c0eadbf3f4

Open Log File
16:32:16 Information ===== start upgrade for customer: 7e09cdfe-dlad-defc-a4f0-92cleadbf3f4, Tx68173641 from £.0.400.64 to 8.0.450.90 ~
16:32:17 ion Stop service SysAdmin.CacheSrv. Tx68173641
16:32:17 ion Stop service Sysfdmin.CacheSrv. Tx68173641, success: True, service state:Stopped

16:32:17 Information backup db SysAdminTx68173641 to chacs\dbbackup)\SysAdminTx68173641_20230420163217.bak
16:32:18 Information backup db SysAdminTx68173641 to chacs\dbbackup)\SysAdminTx68173641_20230420163217.bak done
16:32:18 Information SourceDirectory: c\acs\SysAdminKit

16:32:18 Information sqlScript versioninfo delete & build in: c:\acs\SysAdminKit\sqlscrip de\00X_buil

16:32:18 Information start RunSqlScripts -I=true -s="c\acs\SysAdminKit\5qlScripts\Upgrade” -c="Data Source=localhost\SOLSYSADMIN;Initial Catalog=SysAdminTx68173641; Integrated
Security=True" -p="c\acs\SysAdminKit\..\Logs" -q="Tx62173641"

16:32:18 Information Logging sqlscript processing to: c\acs\SysAdminKit\.\Logs

ql

3. Atthe end of the process, verify in the log that the upgrade session has been successfully
completed, indicated with status "UpToDate" and then close this window.
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5 UMP-MT Customer Upgrade Manager - m] X
CustomerName CustomerVersion LatestVersion Selected Status Customerld
Update Selected
Tx68173641 8.0.450.90 8.0.450.90 ] UpToDate 7elScdfe-dlad-4efc-a4fl-92c0eadbf3f4
Update All
Open Log File
16:32:27 Information Delete BackupFolder: c\acs\tenants\ Tx68173641_8.0.400.64_backup ~

16:32:57 Information destinationFolderithe old stuff to remove): chacs\tenants\Tx68173641
16:32:57 Information logs

16:32:57 Information SqlScripts

16:32:57 Information SysAdmin.CacheSrv

16:32:57 Information SysAdmin.CacheSync

16:32:57 Information DirectoryCopy from: c\acs\SysAdminKit

16:34:03 Information Finish copy files

16:34:03 Information Starting service SysAdmin.CacheSn. Tx68173641

16:34:18 Information Starting service SysAdmin.CacheSnv. Tx68173641, success: true
16:34:18 Information ===== stopped upgrade for customer: 7e08cdfe-d1ad-defc-adf0-52cleadbfifd, Tx68173641 from 8.0.400.64 to 8.0.450.90
16:34:18 Information the end.

_ , . Services E )
4. Open the Windows Services Manager (click and type Services) , start
all sysadmin* and the World Wide Web services, or in PowerShell, type the following
command:

Start-Service sysadmin®, w3svc

EN Administrator Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserwved.

sers\Administrator> Start-Service sysadmin®, w3svc
sers\Administrator> Get-Service sysadmin®, w3svc

WETITS DisplayName
Running SysAdmin.CacheS... SysAdmin.CacheSrv.24
Running SysAdmin.Peerin... SysAdmin.PeeringSvc
Running SysAdmin.TenantSvc SysAdmin.TenantSvc
Running w3svc World Wide Web Publishing Service

PS C:\Users\Administrator:>»

Execute the Get-Service sysadmin®, w3svc command to ensure that all the services
are running.
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5. In the Multitenant portal, open the Tenants page and verify that the following upgraded
versions are displayed:

e The wyUpdate version of the main UMP sysadminKit.

e The SysAdminCustomerUpgrade version of the customers.

Available Users: 9970, Available Customers: 499

Sysadminkit Version: 8.0.400.64 c °

Show 10 ¢ entries Search
Customer Name T state SysAdmin Info Licensing (licensed users) ‘Queued commands status
M365x24009835 Deployed version: 8.0.400.64 o M365 - Pro (30) Edit | Delete | UndoDeploy | ~Queued commands: 0
replication: 2022:1014.12.59.41 Add SBC Site Executing commands: 0
SysAdmin

Replication in progress: no
Queue Replication
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24  Post Upgrade Actions

This section describes the actions to perform following the upgrade:
Restoring UMP Snapshot below

Verifying Tenant Admin Authentication on page 147

Upgrading M365 Connection to Token Authentication on page 148
Updating Scripts on page 159

Verifying Component Statuses on page 159

Updating SQL Server on page 166

SBC Dialplan Verification on page 166

Restoring UMP Snapshot

This section describes how to create a new disk on the UMP VM and to restore the snapshot
image created in Backing up UMP-365 — Disk Snapshot on page 121 to this disk (create a new
VHD image for this disk).

> Do the following:

1. Open the new snapshot that you created in Backing up UMP-365 — Disk Snapshot on
page 121 and click Create Disk.

Home

& 9a-mgmt-ump1l-ver200-beforupgrade 2 x

2. Enter the details of the disk to create a new VHD image.
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Home > ga-mgmt-umpi-wer200-beforupgrade

Create a managed disk

Basics  Encryption  Metworking  Advanced  Tags  Review + create

Select the disk type and size needed for your workload. Azure disks are designed for 99.599% availability. Azure managed
disks encrypt your data at rest, by default, using Storage Sendce Encrypion. Learn more about disks
Froject details

Select the subscription to manage deployed resources and costs, Use resource groups ke folders to organize and
manage all your resources.

Subscription * (0 l S04 LIVE Subi V]
Resource group * @ | qa-mgmit-ump1 v |
Create new
Disk details
Disk name * (o I qa-mgmi-umpi-ver200 " |
Region 2 (Europe) West Eurcpe
Avadlabidity zone I 1 R ]

Source type (&) Snapshot

Source subscription (O 0l LIVE Sul
Sowrce snapshot 0] qa-magmt-umg er200-beforupgrade
Sze* @ 128 GiB

Premium S50 LRS

Change size

k

3. Select the Tags tab to optionally define tags for the new disk.
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Home > ga-mgmt-ump-ver200-beforupgrade

Create a managed disk

Basics  Encryption  Networking  Advanced Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolicdated billing by apphang the same tag
 Cu] I'ﬁulflpllz resources and resource gn’l:)ups.. Leam mong about I:.Tll.jl'f.

Mote that if you create tags and then change resource setlings on other tabs, your tags will be automatically updated.

qa-mgrd")

[ roven - onc R

Name (0 Value @ Resource
LiveCloudEny . ] : [ I 2 selected "
qa-dev | 2 selected v
qa-int

Mext : Review + create »

4. Click Review + create.

5. Navigate to the UMP Virtual Machine.
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Home >

Virtual machines

AusdicCodes - 50A LIVE (hdvoip.org]

+ Create *r £ Switch to dassic

Filter for any field-.

Hame T

B crcumpsrvd

BB ovoc-Live-RND

n OWVOC-Live-Yarv sas

(v ga-dev-owoc

a2 ga-dev-1bel

B .-
B3 ..
B -
B g
[+ ] ga-
Le T
3 .
n qa-
3
s ga-
B .
B .-

di-ump
int-owoc
int-shel
int-ump
mgmit-owac
mgmt-sbel
mgmt-ump1
ovoc-lc
ump-te
u||'||-||r -2
Variv=ac-co-

War-ac-co

BB q5-yarive-ac-co-

n Qa-yarmar-ac-Co-|

n ga-yanw-ac-co-|

il-2-sb

il=mic=1 sas

-mc-2 e

H-5e-1 .

il-sc-2

6.

In the portal search field, type Swap OS Disk.

> Wirtual machines

Swap OS Disk

Hame qa- ml;_;lm{-l.,.mp'l

Swap the 05 disk for a backup disk or Tnlhpr disk for VM troubleshooting, Learn more,

Choose disk
adine

b This VM will be stapped (desllocated] and the 05 digk will be replaced, Any existing data
on the OF disk will be lost

Confirm you want o swap the 05 dsk for this WM by enterng the name of the wm "ga-
mgmt-ump1’
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7. From the Choose Disk drop-down list, choose the snapshot that you created in Backing up
UMP-365 — Disk Snapshot on page 121 (in this example “ga-mgmt-ump1-ver200”).

Home Virtual machines ga-mgmt=-umpl

Swap OS Disk

Swap the 05 disk for a backup disk or another disk for VM troubleshooting, Learn mare

Choose disk *

ga-mgmt-ump1-ver20d e

A This VM will be stopped (deallocated) and the 05 dick wall be replaced. Any existing data
on the 05 disk will be lost

Confirm you want to swap the OS5 disk for this Wi by entering the name of the vm "ga-
mgmt-ump1’

ga-mgmt-ump1

8. Enter the UMP VM name (in this example “ga-mgmt-umpl1”).

9. When the Swap Disk action completes, open the UMP interface and check that all customer
data is displayed.

Verifying Tenant Admin Authentication

Ensure that the Customer Tenant Global Admins authentication for connecting to their respect-
ive Microsoft 365 platform is successful for all managed tenants on the UMP 365 server.

> Do the following:

1. Open the Authentication Status screen (Security menu > Authentication Status).

AuthenticationStatus

Monitor Authentication Status

Client 1d Client Secret
1022¢b9-9495-430e-9c0f-9ad33d93e560

Redirect Uri

https://localhost/authenticate/OAuth2Callback

Apply Changes Reset Changes

Reload  Verify Al Update

3 2 1

Search:

M365 Email When Last Verified

(74860876 alexw@®M365x74860876.onmicrosoft.com Password April 20th 2023, 16:54
T68173641 alexw®M365x68173641.onmicrosoft.com Token April 20th 2023, 16:50
52595777 admin@M365x52595777 onmicrosoft com Token April 20th 2023, 16:50

2. Update the table (1).
3. Verify the status for all tenants (2).

4. Reload the table (3).

-147 -



CHAPTER 24 Post Upgrade Actions UMP-365 | Installation and Administration

5. If any Tenant verification fails, verify credentials and retry.

Authentication method Last Verification Status

Customer Id M365 Email

When Last Verified Actions

drg admin@AudcDemo6.onmicrosoft.com Token July 30th 2023, 17:41 Check Credentials | Switch to password

Demo admin@M365x0816753 1.onmicrosoft.com Password July 30th 2023, 15:37 Check Credentials | Switch to token

Upgrading M365 Connection to Token Authentication

Customers upgrading from version 8.0.400 who consented to the Service Provider for securing
access to their Microsoft 365 platform with provided username and password, must now
secure this connection using Microsoft Graph Token-based authentication as a result of
enhanced Microsoft security policies.

Queued tasks will not be synchronized with Microsoft 365 until Token-based
authentication is implemented and the connection successfully verified.

The Token-based authentication can be secured using the following methods:

B Password-based authentication and Token authentication: A Microsoft Graph access
token is claimed based on the configured user name and password. For implementing this
option, select the Grant Consent option in the Microsoft 365 Settings screen (see
procedure below).

B Token-only authentication: A Microsoft Graph access token is claimed directly, triggered
by an email link sent to the customer. For implementing this option, select the Switch to
auth token option in the Microsoft 365 Settings screen (see Switching to Token
Authentication on page 519). This is the recommended the method.

Once consent is provided, an Enterprise application is created on the customer Azure tenant
including the following permissions:

B Access Microsoft Teams and Skype for Business as the signed in user
Read and write all groups

Access directory as the signed-in user

Read all users' full profiles

Read and write to all app catalogs

Maintain access to data you have given it access to

> To secure Token-based connection with Grant Consent:

1. Inthe Customer portal Navigation pane, select M365 Configuration.
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= Tenant: ailogicsDR - [ Last sync at: April 18,2023, 18:19:50 ] A% 2 acladmin

Microsoft 365 Settings

User Name

QA@ai0logics.onmicrosoft.com

Password (Password not set)

Confirm password

Validate Authentication

Save Microsoft365 settings  Switch to auth token | Grant Consent

2. Click Grant Consent.

BT Microsoft
Sign in

admin@M365x94743538.onmicrosoft.com

Can't access your account?

Back Next

Qb Sign-in options
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— admin@m365x94743538.onmicrosoft.com

Enter password

AR R LR L

Forgot my password

Contoso

a. Enter customer IT Administrator credentials with "Global" Admin permissions.

The M365 User Account must have "Global" Admin permissions, otherwise the “Con-
sent on behalf of the organization” check box does not appear.
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B8 Microsoft
admin@ma3g5x94743538.onmicrosoft.com

Permissions requested

Warrick_Token_Background_Replication
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

s Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user

Read all users' full profiles

¢ € €KX

Read and write to all app catalogs

Maintain access to data you have given it access to

v
Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Dioes this app look suspicious? Report it here

b. Click "Consent on behalf of your organization" and then click Accept.

Once the process has completed successfully, the following confirmation is displayed:
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Thank you!

You may close this window

Service provider will contact you when service is ready for operation

QC audiocodes
Thank you!

fou may close this window
Service provider will contact you when service is ready for operation

Home

> Contoso | Enterprise applications > Enterprise applications | All applications > Warrick Token_Background Replication

o Warrick_Token_Background_Replication | Permissions
nes Enterprise Application

QO Refresh /' Review permissions | A7 Got feedback?
B overview
Deployment Plan Permissions
K Diagnose and solve problems

a
CONTOSO (M36XS2595777 0N

Manage

Properties
2 owners

4. Roles and administators
2 Users and groups

D singlesign-on
 Provisioning

© selfsenvice

security

® Conditional Access

permissions
© Token encrption
Activity

9 signinlogs

i Ussge & insights
& Auditlogs

& Provisioning logs

Access reviews

Troubleshooting + Support

Applications can be granted permissions to your organization and its data by three methods: an admin consents to the application for al users, a user grants consent to the application, or an admin integrating an application and enabling self-service access or assigning users directly
to the application. Learn more.

As an administrator you can grant consent on behalf of al users in this tenant, ensuring that end users will not be reqired to consent when using the application. Click the button below to grant admin consent,

Grant admin consent for Contoso

Admin consent  User consent

3 search permissions

API Name 7o Claim value 7y permission T Type 7. Grantedthrough Ty Granted by i
Microsoft Graph
Microsoft Graph Group ReadWriteAll Read and wite 2l groups Delegated ‘Admin consent An administrator
Wicrosoft Graph the signed in user Delegated Admin consent An administrator
Vicrosoft Graph UserRead All Read al users'full profiles Delegated Admin consent An administrator
Microsoft Graph AppCatalog ReadWiite Al Read and write to all app catalogs Delegated Admin consent An administrator
Wirosoft Graph offline_access Maintain access to data you have given it access to Delegated Admin consent An administrator
Microsot Graph profile View users'basic profile Delegated ‘Admin consent An administrator
Microsoft Graph openid Sign users in Delegated Admin consent An administrator
Skype and Teams Tenant Admin API
Skype and Teams Tenant Admin AP| user. impersonation Access Microsot Teams and Skype for Business ata as the signe... Delegated ‘Admin consent An administrator

imin@M36555:
CONTOSO (u365X52535777. 0N

Home > Contoso | Enterprise applications > Enterprise applications

Enterprise applications | All applications - X

Contoso - Azure Active Directory.

Overview
© oweniew

X Diagnose and solve problems
Manage

B Al applications

B Appiicaion provy

& Usersettings

& App launchers

& Custom authentication extensions
(Preview)

Secuity
® Consitonal Access

@ Consent and permissions
Activity

9 signinlogs

4 sage &insights
& Auditlogs
& Provsioning logs

%= Access reviews

© Admin consent requests

Bulk operation results
Troubleshooting + Support

& Newsupport request

+ Newapplication (O Refresh L Download (Export)

@ Previewinfo Columns

[54) preview features

A7 Got feedback?

View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

The lst of 3ppl by your -

£ Backgro Application type

1 application found

Name Ty ObjectiD

in application registrations

Enterprise Applications <

Application 1D

Application ID starts ith X

Fy Add fitters

Homepage URL Created on

4/19/2023

T4 Certificate Expiry Status
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Switching to Token Authentication

Customer consent for securing Service Provider access to their Microsoft 365 platform can be
secured using only Microsoft Graph Token-based authentication.

& This is recommended method for securing connection to Microsoft 365.

> To switch to token authentication:

1. Inthe Customer portal Navigation pane, select Microsoft 365 Settings.

2. Click Validate Authentication to ensure current token is valid. Last Authentication Status:
Successful is displayed.

Microsoft 365 Settings -

User Name

‘admin@M365x43458933.onmicrosoft.com

Password (Password already set)

Confirm password

Validate Authentication

Save Microsoft365 settings | Switch to auth token | Grant Consent

QOE integration with MicrosoftTeams
Azure Application Id

Azure Application Password

Save QOE Integration settings

3. Inthe Microsoft 365 Settings screen, click Switch to auth token.

The following dialog is displayed.
F . |

@D sandbox3.finebak.com

Customer [T Administrator email:

B |

4. Enter the email address of the customer administrator to whom you wish to send the
invitation.
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The following confirmation screen is displayed showing the invitation sent to the customer
IT administrator from the Service Provider IT administrator.

Microsoft 365 Settings

Tenant has open invitation.

User Name

admin@M365x74218585.onmicrosoft.com

There is atleast one Authentication Invitation sent to test@gmail.com, please go to customer portal as stated in the email or click here.

Switch to user/pwd Resend invitation

Save Microsoft365 settings

5.

In the Main Tenant interface, open the Customer Invitations screen (see Customer

Invitations on page 225View the Customer Invitation sent to the email address entered
above.

A% 2 UMP-Tobi\umpadmin

Customer Invitations

Reload data

Search:

Invitation M365 Admin Email Email Created Expires. Device
Email Invitation at

Tenant Actions

Authenticated Installed
Sent

Count

20220823 20220823

om  admin@M 421 rosoftcom  true 1 2022-08-29  2022-09-03

Showing 1to 1 of 1 entries

An email similar to the following is sent to the customer administrator.

:<onboarding@audiocodes.be> nxn 18:13-2 2023 oxa 24 2 o M

Dear Administrator of BradSIP,

We at Sandbox3. FineBak welcomes you to join our “AudioCodes Live Cloud” senice

Please activate your tenant by connecting to the link below and authenticate with your 366 UC Administrator account

2FonCgkofqHS-2BinBeXrgQH7NIMTNROTBEPR .

ol CHAQCB-2BffF aF -2BEENGCo0X-: Y5wQxcBIDAdAqyQIA2Ikt
2EB9C: JmHo-2BcaFa0A-30

Please Note that Global Admin will be required in order ta approve the LiveCloud consents.

9GTOMDVCradmyGaxPDrexhiTsZgw

CADECFWcol bnGUx4F: XvS-2BQz65-

The Authentication process will run against your Microsoft M365 Tenant, we will not know or save your password
Revoke Token Authentication: you are able to revoke the authentication at any time. Revoking the authentication will stop the seniice.

Thank you and best regards.
Sandbox3.FineBak Team

6. Click the link sent in the mail to start the authentication process.

Welcome BradSIP

To start the onboarding process, please provide the information below.
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7. Click Start authentication.

Lveaow

Welcome BradSIP

To start the onboarding process, please provide the information below.

admin@M365x43458933.onmicrosoft.com

.  prpe———————
To sign in, use a web browser to op o)
authenticate.

8. Copy the displayed code to clipboard.
9.

B Microsoft

Enter code

Open the web browser link shown below the Start authentication button.

Enter the code displayed on your app or device.

DH6S2HBQX
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S Microsoft

Pick an account

You're signing in to LiveCloud-Token-UMP on
another device located in Netherlands. If it's not
you, close this page.

\7 MOD Administrator

A admin@M365x4 3458933 . onmicrosoft.com
Signed in

\z Cameron White

2 CameronWi@M365x43458933.0nMicrosoft.com :
Signed in

\

al admin@M365x29516837.onmicrosoft.com

—l— Use another account

Back

10. Choose the account of the customer tenant administrator with "Global" permissions.
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4 CONTOSO demo

admin@m365x43458933.onmicrosoft.com

Are you trying to sign in to
LiveCloud-Token-UMP?

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue

Contoso

11. Click Continue.
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o= Microsoft

LiveCloud-Token-UMP

You have signed in to the LiveCloud-Token-UMP
application on your device. You may now close this
window.

12. Close the above window. The confirmation of the completion of the authentication process
is displayed.

Lvedow

Welcome BradSIP
To start ling process, pl

provide the i ion below.

Dto

Authentication OK, you can close this window now

13. Close the above window.

14. Return to the Microsoft 365 Settings screen. Note that "Authentication Status: Successful"
is displayed and that the Switch to user/pwd button is displayed.
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Microsoft 365 Settings

Last Authentication Status: Successful.

User Name

‘admin@M365x43458933.onmicrosoft.com
The customer is configured to use Authentication Token, password is not needed.

Validate Authentication

Save Microsoft365 settings | Switch to user/pwd

QOE integration with MicrosoftTeams

Azure Application Id
Azure Application Password

Save QO Integration settings

CsOnlineUser Filter

15. In the Main Tenant interface, open the Customer Invitations screen (see Customer
Invitations on page 225, view the "Created at" and "Expires at" of the claimed token.

Customer Invitations .

Reload data | Edit |

Search:
Invitation Email M365 Admin Email Email Expires Device Invitation  Tenant
Invitation at Authenticated  Type Installed
Sent
Count
BradConnect  BradConnect  Brconnect@gmail.com true 1 2023-04-24  2023-04-29 Invite No
Bradsip Bradsip lLcom onmicrosoftcom  true 1 2023-04-24 20230429 true Request No
BradTunk2  BradTrunk2  BradTrunk2@gmai.com true 1 2023-04-20  2023-04-25 Invite No
SinhaCnslt  Ranjan ise.demo1@gmail com i m true 1 2023-04-19  2023-04-24  true Invite No
Consulting

Updating Scripts

Use the script compare feature to verify that the template scenario scripts have the correct
syntax notation (see Scenario Scripts Templates Page on page 213).

& Template scripts containing incorrect syntax will not be executed.

Verifying Component Statuses

Verify the status of the components described in the table below.
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Menu
Interface L Check Configuration Action
Navigation Path

Live Network > O Verify the UMP-365 Device Status is
Cloud/0OVvOC Device > Active in the Devices table (see Device
Manage Status on page 162).

O Open the Managed Device page, select

device, click Show and verify that “UMP
Management” displays Connected (see
Device Status on page 162).

Live Cloud Open Device O Verify Customers Deployment State is
Only Page for UMP Deployed. See Deployment Status.
Tenant
O Verify for each customer that the

SysAdminKit version is the latest version.
See Upgrading Main UMP-365 Tenant on

page 131.
UMP-365 System > License O Verify "MultiTenant Version: latest
version. See Multitenant Portal Licensing
on page 65.
O Verify available license is not missing.
System > O Verify Customer Authentication Portal Url
Invitation is set to: https://<UMP_
Settings FQDN>/authenticate. See Configuring

Invitation Settings on page 67.

Security > O Verify that the Client ID and Secret ID are
Authentication provided by the Synchronization app
Status registration (check PMP site).
O Verify that the Redirect Url is set to:
https://<UMP_

FQDN>/authenticate/OAuth2Callback

A Verify that the same redirect
Uri is configured for the
Synchronization App
registration. See
Authentication Status on
page 228.
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Menu
Interface L Check
Navigation Path

SBC List O

Live Cloud Network > O
Only Customers

O

O

O

O

Customer O

Actions Menu >
Edit Customer

Multitenant Site Locations O
portal

-161 -

Configuration Action

Verify that the SBC exists. See Managing
SBC Devices on page 235.

Verify the Customers Status and
Deployment status is OK in the Devices
table. See Managing SBC Devices on
page 235.

Verify "Enabled" is checked.

Verify the "total number of DIDs and
"users count". See Customer Details
Quick Glance.

Verify that the Azure Tenant Id exists.

Navigate to "Provider side" and verify the
"Users Count" is displayed. See Customer
Details Quick Glance.

B Edit User, update a parameter (e.g.
Department) and then verify that the
change has been implemented (see
Manually Provisioning Users on
page 443.

B To enforce the Teams update, in the
Multitenant interface, navigate to
Queue Changes > Process All (see
Monitoring M365 Replication Actions
Queue on page 508).

B To verify users, see User Details.

B To verify users in Microsoft Teams:
Open
https://admin.Teams.microsoft.com

Verify that the SBC indicates "Deployed"
status; click Add/Edit SBC Prefix (see Add
SBC Site Locations on page 531).

Verify that the DIDs are configured for
the customer (see Download Dial Plan
from Managed SBC (Import Customer) on


../../../../../../Content/PS Installation/M365 Tenant Details Quick.htm
../../../../../../Content/PS Installation/M365 Tenant Details Quick.htm
../../../../../../Content/PS Installation/M365 Tenant Details Quick.htm
../../../../../../Content/PS Installation/M365 Tenant Details Quick.htm
../../../../../../Content/Monitoring/User Details.htm
https://admin.teams.microsoft.com/
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Menu

L. Check
Navigation Path

Interface Configuration Action

page 240 and Manage SBC Prefixes on
page 533).

Add DID and verify that it has been

successfully added on the SBC.

Device Status

Open the Device's page (Devices > Manage) to verify the status of the managed device.

UMP-365 | Installation and Administration

ToPOLOGY  MaP. un STES  ENDPOINTS CHANNELS
@ TopoLoGY < name 4 IPADDRESS/FQDN 4 PRODUCT TVPE HA  STATUS » QOESTATUS CALLS MAXCONCURRENTCALLS QUALITY SUCCESSFUL/FAILED | VERSION MANAGEM!  DEVICE DETALLS >
1014013 1TCoceee. 1014013 Voice Al Soluton x e . 550 .
Q Search by name acRoPrivilegel AT 0 . ° . Name qa-ump-tic.trunkpack.c.
v © AudioCodesSPiTest acRoPrivilege2 ‘Generic Device: x . . ( STATS ® Error
» B AwdocodessP2Test “cRobror enercbevee < e . . P AoDRESS 160.2541.196
v S eaose acRovarvz Generic Device: x e . | VeSO 80450101
o S DevieeManageMiam  acpovarva Generic Device x e . | R MMER 1407707651
© = DeviceManagerTest Anaog71335359 ceneric Device . . . ] | PropucT Tvpe User Management Pac.
3 *No
ER audc.at Generic Device: x e . .
. B new TENANT fmeuc
& newly audcatt Generic Device: x e . .
REGION AutoDetection
de a2 GenericDevi x e . .
au eneric Device @ Management @ QoE @ License
audeazz Generic Device: x e . .
ACTIVE ALARMS
Aude_ gk Generic Device: x e . .
BraDFMC Generc Device: x e . . crital Waor Warning
‘cRoSpOper_site2 Generic Device x . . . o N
drsipcal Generic Device x e . .
¥ FiTeRs
DRSssApiIP Generic Device: x e . .
GolanPro Generic Device: x e ) .
ADD FILTER
GolanTest Generic Device: x e . .
(D)2l (GRWLNOKVNBDYL Generic Device x . . .
R GRWTAPQRHDYGR Generic Device: x e . .
O i ‘ocl.customers.fmeuc.. ocl.customers.fmcu..  SW SBC x . L] 7.40A.250.754
swssc x e . 7400250754 :
| asump-tctunipscic. 1692541196 User ManagementPa.. % . . 80450101 |
T 7
o eneri Devce E 0 ——
ste10 Generic Device: x e . .
Memperpage: 25~ 1-250f45 IR
MAP  DEVICES + ITES  ENDPONTS CUSTOMERS  CHANNELS
TOPOLOGY auwe [ add ~ | actions - ] Customer Actions ~
Q ToPoLOGY < 4| NETWORKSUMMARY >
Q Search by name DEVICES: 45 LINKS: 13
b AudioCodesSPiTest ® ga-ump-tictrunkpack com [20.62.99 210 ° Emor Warming Ermor Warning
3 AudiocodesSP2Test 2 2 0
P ADDRESS 60.25.
g 169.254.1.196 -
© & DeviceManagerMiryam VERSION 8.0.450.101 SITES: 14 ENDPOINTS: 100K
X SERWLNUWBER 1407707651
g oe anagerTest = Eror Warning Error. Warning
D () @D PRODUCT TYPE User Managem. b 100K
v S newTy Ha %Mo
TENANT fmeuc ACTIVE ALARMS
REGION AutoDetection i v aring
@ lanagement  @Q0E @ License 10 6 5
. c
Devices Links Endpoints
¥ FuTERS
TOTAL CALLS: 2
AADD FILTER MAX CONCURRENT CALLS: 1
€0 resTve wos siter Delay PLoss
o 0 o 0
¥ ToroLoor
oA, e
SUCCESSFUL/FAILED..  /* QUALTY DISTRIEUTION ¢
No data to display
Failea
Leatet
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SUMMARY

DEVICE INFORMATION

NAME TENANT
qa-umptictunkpac..  fmcuc

REGION AutoDetection

Management: 0K

fear
o Clemes

QA-UMP-TLC.TRUNKPACK.COM [20.82.99.210]

STATUS PRODUCT TYPE VERSION
ok UserManagementP..  8.0.450.101

SAVE NEEDED No 1P ADDRESS. 1692541201 SERIAL NUMBER 1407707651

License: 0K

I T

RESET NEEDED No

Status

Error

Warning

Table 24-1: UMP Device Status

Device Management

Topology Map Page
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Description

Device status is Error when
one or more of the fol-
lowing exist:

B Management status is
Error (if device alarms
status or connection
status is disconnected)

B Voice quality status is
Error (if control status
or media status is
Error, or if connection
status is disconnected)

M License status is Error
only if license pool is
failed or expired

Device status is Warning
when one or more of the
following exists:

B Management status is
Warning (if device
alarms status or
administration status is
Warning)

B Voice quality status is
Warning (if control
status or media status
or connection status is
Warning)

B License status is
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Device Management L.
Status Topology Map Page Description

Warning (if a
reset/apply action is
required in the license
pool or if there is no
management license in
the device or if there is
no voice quality

license)
OK UMP Device . Device status is OK when
S all of the following exists:
@ B Management status is
OK - Clear or

Undetermined (if
device alarms status or
connection status is OK
- Clear or
Undetermined)

B Voice quality status is
OK - Clear or
Undetermined (if
control status or media
status or connection
status is OK - Clear
orUndetermined)

B License status is OK -
Clear or Undetermined
(if license pool status is
OK - Clear or
Undetermined)

Strikethrough = locked No
strikethrough = unlocked

Table 24-2: SBC Device Status

Device Management L.
Status Topology Map Page Description

Error e ' Indicates an SBC belonging

to AudioCodes com-
municating with the OVOC.
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Status

Warning

Topology Map

Device Management
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Page

Description

Device status is Error when
one or more of the fol-
lowing exist:

B Management status is
Error (if device alarms
status or connection
status is disconnected)

B Voice quality status is
Error (if control status
or media status is
Error, or if connection
status is disconnected)

M License status is Error
only if license pool is
failed or expired

Device status is Warning
when one or more of the
following exists:

B Management status is
Warning (if device
alarms status or
administration status is
Warning)

B Voice quality status is
Warning (if control
status or media status
or connection status is
Warning)

B License status is
Warning (if a
reset/apply action is
required in the license
pool or if there is no
management license in
the device or if there is
no voice quality
license)
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Device Management

Status Topology Map

-~ ©

Updating SQL Server

Description

Device status is OK when

all of the following exists:

Management status is
OK - Clear or
Undetermined (if
device alarms status or
connection status is OK
- Clear or
Undetermined)

Voice quality status is
OK - Clear or
Undetermined (if
control status or media
status or connection
status is OK - Clear
orUndetermined)

License status is OK -
Clear or Undetermined
(if license pool status is
OK - Clear or
Undetermined)
Strikethrough = locked
No strikethrough =
unlocked

In SQL Server Management Studio, navigate to the SysAdminTenant database, in Tables search
for dbo.ApplicationSetting, and then in the 'ApiAllowedlps' row, add the OVOC Private or Public
IP address manually (see Networking on page 51). For example ["169.254.0.1","10.201.80.4"]

& The default WAN interface for the OVOC IP public address is 169.254.0.1

SBC Dialplan Verification

If the customer is assigned with a Hosted Essentials license, the SBC prefixes must be routed
through the SBC Dial plans. The Dial plan prefixes should comply with the UMP-365 syntax rules
i.e. +4455896552 ; +44587996[01-20]. Do not use any notations in the prefixes (e.g. x, n, z or #).
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25 Day Two Actions using the Multitenant Portal

The Multitenant portal can be used by Service Provider operators to perform the following Day
Two actions:

Configuring Number of Licensed Users on page 110
Configuring Global License Settings below

Managing Onboarding Script Templates on page 170
Managing Security Settings on page 225

Managing SBC Devices on page 235

Queued Tasks on page 244

Managing Alarms on page 63

Configuring Global License Settings

You can globally configure the following settings in the License page for customer deployments:

B Set Threshold to trigger UMP Customer License threshold alarm and a Grace interval to
determine license exceed limits.

B Configure License Factors to determine whether these factors are used in the license
calculation for customer billing (SysAdmn only).

> Do the following:

1. Inthe Multitenant Navigation pane, select System > License.

UMP Customer License Settings

Warning Limit (%) License Factors [Global]:
| %0 5

Managed Users - By Template
Grace Interval (%) Managed Users - By User Interface
|10 ¢

Managed Service Numbers

Apply license settings

2. Configure the following UMP Customer License Settings:

® Warning Limit: Defines the percentage threshold for the number of globally licensed
users for all customers on the managed UMP deployment. When the threshold is
reached, a warning alarm is raised User License Threshold alarm). For example, if there
are 10,000 allocated licensed users on the deployment instance (as shown in the figure
above) then the alarm is raised when 9,000 users are reached. The user is calculated as
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licensed if a feature has been configured for a specific user. For example, "Enterprise

Voice" has been enabled for the user.

e Grace Interval: Defines the percentage number of user licenses remaining active for a
limited time period when the total number of allocated licenses has expired. The

amount of allocated temporary licenses is calculated as percentage of the total license

allocation. For example, if there are 10,000 allocated user licenses on the deployment
instance and the Grace time is set to 10% then 1000 temporary licenses are allocated.

3. Configure License Factors (Global): This configuration determines the default settings in the
Customer UMP License screen. You can then either use the default settings or override the
by applying local settings for the customer (see Managing User Licenses on page 540

‘& Configuration of these options is only available for SysAdmin.

License
Factor

Managed
Users-By
Template

Managed
Users-By
User

Interface

Managed
Service
Numbers

Description

Total number of users assigned to M365 templates (see
Managing Templates on page 459).

User Type Y FullName Y siPAddress T Lineuri T | Template Y Department Y

TeamsOnly Alex Wilber sipalecw@m36sx...  tel:197239776655 Testing Marketing

Total number of users with User properties updated using this
interface (see Manually Provisioning Users on page 443).

Total number of users configured with numbers that are
tagged to a PSTN Gateway that is different to the

PSTN gateway that is associated with the Site Location SBC.
These numbers may be typically Service numbers such as
those configured for Fax IVR or Emergency numbers. In the
example below, the tag BradTest is mapped to the 911 prefix,
however, the actual tag of the PSTN Gateway for the site
location is '‘BradTokenTest.ocl.sandbox2.audiocodes.be'.
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Managing Onboarding Script Templates

The Onboarding wizard enables you to apply template deployment scripts for both the SBC and
Microsoft 365 configuration. AudioCodes Professional Services provides a library of templates
scripts that are based on common customer scenarios. The SBC Onboarding wizard applies the
SBC Onboarding CLI scripts to the SBC device during the deployment process. Likewise it applies
the Microsoft 365 scripts to the Azure platform. The scripts can be tailored to Service Provider
requirements globally or for specific M365 tenants.

Before Onboarding new customers, SBC device CLI script files should be pre-
configured according to M365 tenant site requirements.

& Warning: Editing the script, can damage the onboarding process and the SBC

configuration.

The scripts contain several elements:

Preconfigured SBC CLI script parameters according to the deployment type e.g. SIP Trunk,
BYOC or IP-PBX

Common Parameters for all the Tenants per SBC include:

Carrier Side:

¢ Proxy set = Per Carrier

¢ |IP Profile Name = Per Carrier

¢ N x (Proxy set = IP Profile Name)
Teams Side:

¢ Proxy set=Teams

& SIP Interface = Teams

¢ |IP Profile Name = Teams

Dial Plan Name = CustDialPlan

Unique Parameters per Tenant include:

IP Group name
¢ Carrier Side = “customer Name”-c’

¢ Teams Side = “customer Name”-t’

Custom Variables (see Customer Variables on page 210)
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SBC Direct Routing Scripts

The following table describes the template scenario scripts that are provided for Direct Routing
functionality in User Management Pack™ 365 SP Edition. These scripts are saved in the SQL
database in the dbo.ShcScriptTemplate file.

& For reference to SBC Direct Routing configuration, see Configuring Microsoft Teams

100

700

101

Direct Routing SBC on page 86.
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Custom
Scenario L. er Referen
. Type Description Related To .
Script Variabl ce
es
shc- SbcOnboar Adds the sbc-scen- - sbc-
scenario7scri ding (1) basic SBC ario7Cleanup scenari
pt configurati o7 on
on. the
next
page
sbc-add- Background = Adds dial sbc-remove- - sbc-
prefix processing plan prefix prefix add-
only (the when the prefix
functionalit provider on
y side is page 17
performed configured 9
by this as either
script an IP-PBX
cannot be oraSIP
customize Trunk.
d).
sbc- SbcCleanup Removes sbc- - sbc-
scenario7cle (2) the basic scenario?7 scenari
anup SBC o7
configurati Cleanup
on. on
page 18
4
sbc-remove- Background Removes sbc-add- - sbc-
prefix processing prefixes to prefix remov
only (the dial plan e-prefix
functionalit when the on
page 19
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Scenario
Script

103 | add-ipx-user

sbc-scenario?

Type

y
performed

by this
script
cannot be
customize
d).

Background
processing
only (the
functionalit
y
performed
by this
script
cannot be
customize
d).

Description

provider
side is
configured
as either
an IP-PBX
oraSIP
Trunk.

Adds an IP-
PBX
registered
user when
provider
side is
configured
as an IP-
PBX.

Custom
er Referen
Related To .
Variabl ce
es
0
- add-ipx-
user on
page 18
5

The sbc-scenario7 script is triggered during the Onboarding wizard. It applies the following

configuration on the SBC device that is configured to connect calls to the customer site

location:

B Configures a new IP Group for the Carrier leg for each new site location (indicated on SBC

by <name>-c):

e Configures customer name based on the Customer Short Name.

e Configures a new Proxy Set and IP Profile based on the Carrier value configured in the

Onboarding wizard. For example, Proxy_Set, SIP Trunk.

e Configures 'Tags' parameter in IP Group based on the customer sub domain name. For

example 'Trunk=BradDRService.sandbox2.audiocodes.be'.

e Disables classification by Proxy Set.

e Applies Call Setup Rules Set ID 1 for Carrier IP Group (see details in table below).

B Configures a new IP Group for the Teams leg for each new site location (indicated on SBC

by <name>-t):

e Configures customer name based on the Customer Short Name.
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Configures a new Proxy Set 'Teams' and new IP Profile 'Teams'

Configures 'Local Host Name' based on the customer sub domain name. For example,

'‘BradDRService.sandbox2.audiocodes.be'.

Enables 'Always Use Src Address' which enables the device to always send SIP requests
and responses, within a SIP dialog, to the source IP address received in the previous SIP

message packet.

Configures 'Tags' parameter in IP Group based on the customer sub domain name. For
example 'Tenant=BradDRService.sandbox2.audiocodes.be'

Disables Classification by Proxy Set.

Applies the Call Setup Rules Set ID 0 for Teams IP Group (see details in table below).

B If CACis enabled in the Onboarding wizard, configures the selected CAC Profile and enables
CAC.

M If Carrier registration is enabled in the Onboarding wizard, a SIP Registration account is
configured on the SBC with the following (wizard configured parameters are indicated in

parenthesis):

account-name (Customer ShortName)

served-ip-group-name (Teams IP Group Name)

serving-ip-group-name (Carrier IP Group Name)

user-name (Carrier User Name)

password (Carrier Password)

host-name (Carrier Host Name)

contact-user (Carrier Main Line)

The table below summarizes the Call Setup Rules called by this script.

Ru
Req
les
Na uest
Se
- me Typ
e
ID
0 - Dia
|
Pla
n
0 - Dia
|
Pla
n

Reque
st
Target

CustD
ialPla
n

CustD
ialPla
n

Request
Key

Para-
m.Call.Sr-
c.User

Header.P-
Asserted-
Identity.
URL.User
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Conditi
on

DialPla
n.Foun
d exists

DialPla
n.Foun
d exists

Action
Subject

DstTag
s.Trunk

DstTag
s.Trunk

Acti
on
Typ

Mo
dif

Mo
dif

Action Value

DialPlan.Resu
It

DialPlan.Resu
It
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Ru X
Req Acti
In les Reque i .
Na uest Request Conditi = Action on .
de Se st X Action Value
me Typ Key on Subject Typ
X t Target
e e
ID
3 0 - No - - var.ses var.ses Mo Param.IPG.Sr
ne sion.0 sion.0 dif c.Tags.Tenant
=" v
4 0 - No - - - SrcTags | Mo | 'Teams'
ne .Source | dif
y
5 1 - Dia CustD Param.Ca var.ses var.ses Mo DialPlan.Resu
I ialPla [l.Dst.Use sion.0 sion.0 dif It
Pla n r ==" y
n
6 1 - - var.ses DstTag Mo | Var.Session.0
sion.0 s.Tena dif
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configure voip

ip-group new

name "{{CustomerId}}-c"

proxy-set-name "{{SBC.CarrierID}}"

ip-profile-name "{{SBC.CarrierID}}"

tags "Trunk={{SBC.OnlinePstnGateway}}"

classify-by-proxy-set disable

call-setup-rules-set-id 1
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activate

exit

ip-group new

name "{{CustomerId}}-t"

proxy-set-name "Teams"

ip-profile-name "Teams"

local-host-name "{{SBC.OnlinePstnGateway}}"

always-use-source-addr enable

tags "Tenant={{SBC.OnlinePstnGateway}}"

classify-by-proxy-set disable

call-setup-rules-set-id 0

{{#if SBC.EnableCAC}}

cac-profile "{{SBC.CacProfile}}"

H{/7if }}

activate

exit

{{#if SBC.FlagCarrierRegistration}}

sip-definition account new

account-name "{{CustomerId}}"
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served-ip-group-name "{{CustomerId}}-t"

serving-ip-group-name "{{CustomerId}}-c’

user-name "{{SBC.CarrierUserName}}"

password "{{SBC.CarrierPassword}}"

host-name "{{SBC.CarrierHostName}}"

contact-user "{{SBC.CarrierMainLine}}"

register reg

application-type sbc

activate

exit

{{/7if }}

{{#each SBC.DialPlanPrefixes}}

sbc dial-plan where name
{{this.DialPlanName}}"

{{#each this.Rules}}

dial-plan-rule new

name "{{this.Name}}"

prefix "{{this.Prefix}}"

tag "{{this.Tag}}"

-176 -



CHAPTER UMP-365 | Installation and Administration

exit

{{/each}}

activate

exit

{{/each}}

do write

For each rule (for each number prefix added in the Onboarding wizard), add the prefix for
customer ID (this.name) and apply it to the PSTN gateway tag (this.Tag). The following shows an
example script:

configure voip

ip-group new

name "SIPTrunkPlus-c"

proxy-set-name "SIPTrunk"

ip-profile-name "SIPTrunk"

tags "Trunk=audio@code.onmicrosoft.com"

classify-by-proxy-set disable

call-setup-rules-set-id 1

activate

exit

ip-group new
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name "SIPTrunkPlus-t"

proxy-set-name "Teams"

ip-profile-name "Teams"

local-host-name
"audio@code.onmicrosoft.com"

always-use-source-addr enable

tags "Tenant=audio@code.onmicrosoft.com"

classify-by-proxy-set disable

call-setup-rules-set-id @

activate

exit

sbc dial-plan where name "CustDialPlan"

dial-plan-rule new

name "SIPTrunkPlus"

prefix "+9723976400"

tag "audio@code.onmicrosoft.com"

exit

dial-plan-rule new
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name "SIPTrunkPlus"

prefix "+6138884445"

tag "audio@code.onmicrosoft.com"
exit
dial-plan-rule new

name "SIPTrunkPlus"

prefix "+0139123345689"

tag "audio@code.onmicrosoft.com"
exit
activate
exit

do write

sbc-add-prefix

The shc-add-prefix is triggered when adding new phone numbers in the Customer portal (see
Manage SBC Prefixes on page 533). The script adds new phone prefixes to the Dial Plan
configured on the SBC device which corresponds to the matching Online PSTN gateway tag for

the customer sub domain.

configure voip

sbc dial-plan where name
{{DialPlanName}}"
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{{#each CmdData.DialPlanRules.ToAdd}}

dial-plan-rule new

name "{{../SBC.SbcSiteName}}"

prefix "{{this.Prefix}}"

tag "{{this.Tag}}"

exit

{{/each}}

activate

exit

do write

The script parameters are described in the table below.

Parameter Description

DialPlanName The name of the dial plan configured on the SBC to which the numbers
are uploaded.

By default, when numbers are added in the Customer portal:
B For OC Essential customers, numbers are uploaded to OCDialplan.

M For OC Pro customers, numbers are uploaded to CustDialPlan.

Name The Short Name of the customer to whom the numbers are configured.
Prefix The list of phone numbers to upload.
Tag The Online PSTN gateway customer sub domain.

For example in the following figure, four different prefixes are defined. The first one is defined
on the fixedmobileuc.com SBC and the other three are defined on a different SBC with a
different dial plan assigned for each prefix. For each rule, the script substitutes the variables
with the appropriate values. CustDialPlan and RegisteredUsers are default dial plans and
'Teams' is as custom dial plan.
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LifeCycle Management

SBC: 22 - Location: Customerld

Add additional prefixes / number ranges

Select Dial Plan Teams . Tag/PSTN Gateway

M365x25175153.onmicrosoft.com v

Telephone Number Prefix ew Number pre ©)

Upload from single file Choose file o
Current prefixes
Prefixes shown below are from cache. Press  Reload to refresh them from SBC.

Q Delete  UndoDelete

Drag a column header and drop it here to group by that column

Dial Plan Name Y Prefix Y Tag A
O CustDialPlan +312355561 Customerld.sbc-tobi.customers.f com

O  CustDialPlan +97239764000 M365x25175153.onmicrosoft.com

O RegisteredUsers +013614456789 M365x25175153.0nmicrosoft.com

0O  Teams +019123854567 M365x25175153.onmicrosoft.com

LERYL vo > o 10 v dataitems per page 1-4of4items

[@save |

configure voip

sbc dial-plan where name "
{{CustDialPlan}}"

{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new

name "{{../CustomerId}}"

prefix "{{+31255561}}"

tag "{{Customerid.sbc-
tobi.fixedmobileuc.com}}"

exit

{{/each}}

activate
exit

do write
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configure voip

sbc dial-plan where name
{{CustDialPlan}}"

{{#each CmdData.DialPlanRules.ToAdd}}

dial-plan-rule new

name "{{../CustomerId}}"

prefix "{{+97239764000}}"

tag "{{M365x25175153.onmicrosoft.com}}"

exit

{{/each}}

activate

exit

do write

configure voip

sbc dial-plan where name
{{RegisteredUsers}}"

{{#each CmdData.DialPlanRules.ToAdd}}

dial-plan-rule new

name "{{../CustomerId}}"
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prefix "{{+013614456789}}"

tag "{{M365x25175153.onmicrosoft.com}}"

exit

{{/each}}

activate

exit

do write

configure voip

sbc dial-plan where name

{{Teams}}"

{{#each
CmdData.DialPlanRules.ToAdd}}

dial-plan-rule new

name "{{../CustomerId}}"

prefix "{{+019123854567}}"

tag "
{{M365x25175153.0onmicrosoft.com}}"

exit

{{/each}}
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activate

exit

do write

shc-scenario7 Cleanup

The shc-scenario7Cleanup script does the following:

B Removes IP Group for both the Carrier and Teams legs that matches the Customer Id..

B Removes every dial plan rule that matches the Customer Id.

configure voip

no ip-group where name "{{CustomerId}}-c"

no ip-group where name "{{CustomerId}}-t"

no sip-definition account where account-name
{{CustomerId}}"

sbc dial-plan where name "CustDialPlan"

no dial-plan-rule where name "{{CustomerId}}"

activate

exit

do write
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add-ipx-user

The add-ipx-user script is triggered during the Onboarding wizard. It applies the following
configuration on the SBC device that is configured to connect calls to the customer site
location:

M Configures a new dial plan rule in both the CustDialPlan and in the RegisteredUsers Dial
Plan with the extension of the PBX user and assigns the tag of the Online PSTN Gateway
sub domain.

B Configures a registered IP-PBX user and extensions to specific site location and configures
connection to specific SBC.

B Configures SBC User Information for registering a user to an external registrar server If the
device registers on behalf of users and the users don't perform registration:

® Local User value which is the user name with the appended name of the IP-PBX host.
e |P-PBX UserUsername
e |P-PBX User Password

e Associates an IP-Group Teams leg, any SIP request destined to the user is routed to the
Proxy Set associated with this IP Group.

# Registration of new PBX extensions

# GUIDELINES for the CSV file uploaded in UMP to add PBX extensions to this
tenant

# the field "LocalUserName" should have the extension e.g. 2345

# the field "PbxExtension" should also have that syntax. e.g. 4002

# the field "OnlineVoiceRoutingPolicy" should have the PBX SIP domain. e.g.
ac3cx.elastix.com or the IP address used by the PBX in the from header for
calls towards an extension

configure voip

# Create

# if create has a value then the below will run
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# leave the value empty to ignore this section

{{#if PbxUser.create}}

sbc dial-plan where name "CustDialPlan"

dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "{{sbcEscape PbxUser.LocalUserName}}\.{{sbcEscape PbxUser.Pbxhost}}"

tag "{{SBC.OnlinePstnGateway}}"

exit

dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "+{{sbcEscape PbxUser.E164}}"

tag "{{SBC.OnlinePstnGateway}}"

exit

activate

exit

sip-definition proxy-and-registration

user-info sbc-user-info new

local-user "{{PbxUser.LocalUserName}}.{{PbxUser.Pbxhost}}"
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username "{{PbxUser.RegisteringUserName}}"

password {{PbxUser.RegisteringPassword}}

ip-group-name "{{SBC.SbcSiteName}}-t"

activate

exit

exit

sbc dial-plan where name "RegisteredUsers"

dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "+{{sbcEscape PbxUser.E164}}"

tag "{{PbxUser.LocalUserName}}.{{PbxUser.Pbxhost}}"

activate

exit

dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "{{sbcEscape PbxUser.LocalUserName}}\.{{sbcEscape
PbxUser.Pbxhost}}"

tag "{{PbxUser.LocalUserName}}.{{PbxUser.Pbxhost}}"

activate
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exit

dial-plan-rule new

name "{{SBC.SbcSiteName}}"

prefix "pb{{sbcEscape PbxUser.LocalUserName}}\.{{sbcEscape
PbxUser.Pbxhost}}"

tag "{{PbxUser.E164}}"

activate

exit

exit

H/if }}

#Delete

# if delete has a value then the below will run

# leave the value empty to ignore this section

{{#if PbxUser.delete}}

sbc dial-plan where name "CustDialPlan"

no dial-plan-rule where prefix "{{sbcEscape PbxUser.LocalUserName}}\.
{{sbcEscape PbxUser.Pbxhost}}"

no dial-plan-rule where prefix "+{{sbcEscape PbxUser.E164}}"

exit

sip-definition proxy-and-registration
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no user-info sbc-user-info where local-user "{{PbxUser.LocalUserName}}.
{{PbxUser.Pbxhost}}"

exit

sbc dial-plan where name "RegisteredUsers"

no dial-plan-rule where prefix "+{{sbcEscape PbxUser.E164}}"

no dial-plan-rule where prefix "{{sbcEscape PbxUser.LocalUserName}}\.
{{sbcEscape PbxUser.Pbxhost}}"

no dial-plan-rule where prefix "pb{{sbcEscape PbxUser.LocalUserName}}\.
{{sbcEscape PbxUser.Pbxhost}}"

exit

H/if }}

do write

The following figure shows an example of an SBC site for an IP-PBX customer.

= Tenuat OHD_Endusery s

SBC Site name: ippbx

Select 1P PEX [l P ~

Emsil T PhxEstension Registering User Name Registering Pasiwrard Onkineaice RoutingPalicy

import PX User from CSV | Chosse ik | o ke chasen
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sbc-remove-prefix

The sbc-remove-prefix script removes all configured phone prefixes from the CustDialPlan
(applied globally for all customers).

configure voip

sbc dial-plan where name
"CustDialPlan"

{{#each ToRemove}}

no dial-plan-rule
{{this.Index}}"

{{/each}}

activate
exit

do write

M365 Template Scenarios

The default M365 Onboarding scripts M365 are embedded in the UMP-365 software; however,
are not included in the database. These scripts are shown in the sections below. When you wish
to create your own scripts, they must be added to the database in a similar manner to SBC
scripts (with script type “3” assigned for onboarding a customer and script type ”“4” for cleanup

/ removal of a customer).

ID Scenario Script Description Script Type Cust.omer
Variables
5461210 Default M365 Default M365 M3650nboarding (3) Default M365
Onboarding Onboarding Tenant
script. script. Onboarding
Script on the
next page
5461211 Default M365 Default M365 M365Cleanup (4) Default M365
Cleanup. Onboarding Tenant
cleanup script. Cleanup Script
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ID Scenario Script

5461212 Default M365
Location-
based Routing

script.

5461213 M365
onboarding
with LBR and
custom

networks.

Description

Default script

Script Type

M3650nboarding (3)

for

onboarding A This value

M365 is disabled

Location- by default.

based routing Manually

customers. set to_ 3 for
enabling
the
Location-
based
routing
feature.

Custom script
for configuring
Location-based

M3650nboarding (3)

A This value

is disabled
by default.
Manually
set to 3 for
enabling
the
Location-
based
routing
feature.

routing.

Default M365 Tenant Onboarding Script

Customer
Variables

on page 193

M365
Onboarding
with Location-
based Routing
on page 194

M365
onboarding
with Location-
Based Routing
and Custom
Networks on
page 201

The default M365 Onboarding script is shown below. This script is hard-coded and is not

included in the SQL database.

# Add PSTN Usage record Unrestricted if not exists

if(Get-CsOnlinePstnUsage | Where-Object Usage -
NotContains "Unrestricted")
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Set-CsOnlinePstnUsage -Identity Global -Usage @
{Add="Unrestricted"};

# Add Online Voice Route Unrestricted if not exists, else add
additional PSTN Gateway to the OnlinePstnGatewaylList if there is a new PSTN
Gateway

if(Get-CsOnlineVoiceRoute | Where-Object {$_.Identity -
eq "Unrestricted"})

Write-host "The CsOnlineVoiceRoute named Unrestricted
already exists."

if(Get-CsOnlineVoiceRoute -Identity "Unrestricted" | Where-
Object {$_.OnlinePstnGatewaylList -NotContains ""})

Write-host "A new PSTN Gateway is added to the the
OnlinePstnGatewaylList."

Set-CsOnlineVoiceRoute -Identity "Unrestricted" -
OnlinePstnGatewaylist @{add=""}

}else {

Write-host "The CsOnlineVoiceRoute named Unrestricted does
not exist, creating one."

New-CsOnlineVoiceRoute -Identity "Unrestricted" -
NumberPattern ".*" -OnlinePstnGatewayList @{add=""} -Priority 1 -
OnlinePstnUsages @{add="Unrestricted"};
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# Add Voice Routing Policy Unrestricted if not exists

if(Get-CsOnlineVoiceRoutingPolicy | Where-Object {$_.Identity -
like "Tag:Unrestricted"})

continue
}else {

New-CsOnlineVoiceRoutingPolicy -Identity "Unrestricted" -
OnlinePstnUsages "Unrestricted";

# End of M365 onboarding script

‘& Custom variables can be applied to this script in a similar manner to the SBC scripts.

Default M365 Tenant Cleanup Script

The default M365 Tenant Cleanup script is shown below.

A This script is hard-coded and is not included in the SQL database.
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# Begin of Microsoft cleanup script

# Remove the PSTN Gateway from the CsOnlineVoiceRoutes

Get-CsOnlineVoiceRoute | Where-Object {$_.OnlinePstnGatewaylList -like "
{{SBC.OnlinePstnGateway}}"} | ForEach-Object {Set-CsOnlineVoiceRoute -
Identity $_.Identity -OnlinePstnGatewayList @{remove="
{{SBC.OnlinePstnGateway}}"}}

#Remove CsOnlineVoiceRoutes when OnlinePstnGatewaylList is empty

Get-CsOnlineVoiceRoute | Where-Object {$_.OnlinePstnGatewaylList.count -eq 0}
| Remove-CsOnlineVoiceRoute

# End of M365 cleanup script;

A Custom variables can be applied to this script in a similar manner to the SBC scripts.

M365 Onboarding with Location-based Routing

The M365 Location-based Routing script is shown below. Variables highlighted in orange should
be changed according to customer deployment.

# Begin of Microsoft onboarding script
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# Addition for Location based routing

# Script variables

[String]$0nlinePstnGateway="{{SBC.OnlinePstnGateway}}"

[String]$CustomerId="{{SBC.SbcSiteName}}"

# PSTN Gateway Variables
[Int]$SipSignalingPort=5061

[Int]$MaxConcurrentSessions=100

# Add Network region if not exists

if(Get-CsTenantNetworkRegion | Where-Object {$_.Identity

eq "India"})

continue

}else {

New-CsTenantNetworkRegion -NetworkRegionID "India"
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# Add Network Site if not exists

if(Get-CsTenantNetworkSite | Where-Object {$_.Identity -like "
{{SBC.SbcSiteName}}"})

continue

}else {

New-CsTenantNetworkSite -NetworkSiteID *
{{SBC.SbcSiteName}}" -NetworkRegionID "India" -EnablelLocationBasedRouting
$true -Description "Default Site created by AudioCodes LiveCloud";

# Add example subnet to the network site

if(Get-CsTenantNetworkSubnet | Where-Object {$_.Identity -
like "169.254.0.0"})

continue

}else {

New-CsTenantNetworkSubnet -SubnetID "169.254.0.0" -
MaskBits "16" -NetworkSiteID "{{SBC.SbcSiteName}}" -Description "Example
subnet set by AudioCodes LiveCloud";
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# Add example trusted IP address

if(Get-CsTenantTrustedIPAddress | Where-Object {$_.Identity -
like "169.254.0.1"})

continue

}else {

New-CsTenantTrustedIPAddress -IPAddress 169.254.0.1 -
MaskBits 32 -Description "Example Trusted IP Address set by AudioCodes
LiveCloud";

# Add OnlinePSTNGateway

if(Get-CsOnlinePSTNGateway | Where-Object {$_.Identity -like "
{{SBC.OnlinePstnGateway}}"})

continue

}else {

# The line below might require customization based on the
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customer needs, like a change in the SipSignalingPort or attributes needs to
be added like MaxConcurrentSessions

New-CsOnlinePstnGateway -Fqdn
{{SBC.OnlinePstnGateway}}" -Enabled $true -SipSignalingPort
$SipSignalingPort -ForwardCallHistory $True -ForwardPai $True -MediaBypass
$True -MaxConcurrentSessions $MaxConcurrentSessions -GatewaySitelLbrEnabled
$true -GatewaySiteID "{{SBC.SbcSiteName}}" ;

# Create CallingPolicy named UMPPreventTollBypass

if(Get-CsTeamsCallingPolicy | Where-Object {$_.Identity -
like "Tag:UMPPreventTollBypass"})

continue

}else {

New-CsTeamsCallingPolicy -Identity
"UMPPreventTollBypass" -AllowCallForwardingToPhone $True -Description "Allow
Teams calling, preventing toll bypass" -PreventTollBypass $True;

# End addition for Location based routing
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# From original onboarding script

# Add PSTN Usage record Unrestricted if not exists

if(Get-CsOnlinePstnUsage | Where-Object Usage -
NotContains "Unrestricted")

Set-CsOnlinePstnUsage -Identity Global -Usage @
{Add="Unrestricted"};

# Add Online Voice Route Unrestricted if not exists, else add
additional PSTN Gateway to the OnlinePstnGatewaylList if there is a new PSTN
Gateway

if(Get-CsOnlineVoiceRoute | Where-Object {$_.Identity -
eq "Unrestricted"})

Write-host "The CsOnlineVoiceRoute named Unrestricted
already exists."

if(Get-CsOnlineVoiceRoute -Identity "Unrestricted" |
Where-Object {$_.OnlinePstnGatewayList -NotContains "
{{SBC.OnlinePstnGateway}}"})

Write-host "A new PSTN Gateway is added to the the
OnlinePstnGatewaylist."
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Set-CsOnlineVoiceRoute -Identity "Unrestricted" -
OnlinePstnGatewaylList @{add="{{SBC.OnlinePstnGateway}}"}

}else {

Write-host "The CsOnlineVoiceRoute named Unrestricted
does not exist, creating one."

New-CsOnlineVoiceRoute -Identity "Unrestricted" -
NumberPattern ".*" -OnlinePstnGatewaylList @{add="{{SBC.OnlinePstnGateway}}"}
-Priority 1 -OnlinePstnUsages @{add="Unrestricted"};

# Add Voice Routing Policy Unrestricted if not exists

if(Get-CsOnlineVoiceRoutingPolicy | Where-Object {$_.Identity -
like "Tag:Unrestricted"})

continue

}else {

New-CsOnlineVoiceRoutingPolicy -Identity "Unrestricted"
-OnlinePstnUsages "Unrestricted";

# End of M365 onboarding script
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M365 onboarding with Location-Based Routing and Custom Networks

The M365 onboarding with LBR and Custom Networks is shown below. Variables highlighted
in orange should be changed according to customer deployment. The custom script arguments

used in this script are:

IP-Network
IP-SubnetBits
Trusted-IP-Network

Trusted-IP-SubnetBits

bypass

# Begin of Microsoft onboarding script

# Addition for Location based routing

# Script variables

[String]$0nlinePstnGateway="{{SBC.OnlinePstnGateway}}"

[String]$CustomerId="{{SBC.SbcSiteName}}"

[String]$IPNetwork="{{CustomVar.IP-Network}}"

[String]$IPSubnet="{{CustomVar.IP-SubnetBits}}"

[String]$TrustedIPNetwork="{{CustomVar.Trusted-IP-Network}}"
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[String]$TrustedIPSubnet="{{CustomVar.Trusted-IP-SubnetBits}}"

# PSTN Gateway Variables
[Int]$SipSignalingPort=5061

[Int]$MaxConcurrentSessions=100

# Add Network region if not exists

if(Get-CsTenantNetworkRegion | Where-Object {$_.Identity -
eq "India"})

{

continue
}else {

New-CsTenantNetworkRegion -NetworkRegionID "India";
}

# Add Network Site if not exists

if(Get-CsTenantNetworkSite | Where-Object {$_.Identity -like "
{{SBC.SbcSiteName}}"})
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continue

}else {

New-CsTenantNetworkSite -NetworkSiteID *
{{SBC.SbcSiteName}}" -NetworkRegionID "India" -EnablelLocationBasedRouting
$true -Description "Default Site created by AudioCodes LiveCloud";

# Add example subnet to the network site

if(Get-CsTenantNetworkSubnet | Where-Object {$_.Identity -like "
{{CustomVvar.IP-Network}}"})

continue

}else {

New-CsTenantNetworkSubnet -SubnetID "{{CustomVar.IP-
Network}}" -MaskBits "{{CustomVar.IP-SubnetBits}}" -NetworkSiteID "
{{SBC.SbcSiteName}}" -Description "Subnet set by AudioCodes LiveCloud";

# Add example trusted IP address

if(Get-CsTenantTrustedIPAddress | Where-Object {$_.Identity -
like "{{CustomVar.Trusted-IP-Network}}"})

-203 -



CHAPTER UMP-365 | Installation and Administration

continue

}else {

New-CsTenantTrustedIPAddress -IPAddress "
{{CustomVar.Trusted-IP-Network}}" -MaskBits "{{CustomVar.Trusted-IP-
SubnetBits}}" -Description "Trusted IP Address set by AudioCodes LiveCloud";

# Add OnlinePSTNGateway

if(Get-CsOnlinePSTNGateway | Where-Object {$_.Identity -like "
{{SBC.OnlinePstnGateway}}"})

continue

}else {

# The line below might require customization based on the
customer needs, like a change in the SipSignalingPort or attributes needs to
be added like MaxConcurrentSessions

New-CsOnlinePstnGateway -Fqdn
{{SBC.OnlinePstnGateway}}" -Enabled $true -SipSignalingPort
$SipSignalingPort -ForwardCallHistory $True -ForwardPai $True -MediaBypass
$True -MaxConcurrentSessions $MaxConcurrentSessions -GatewaySitelLbrEnabled
$true -GatewaySiteID "{{SBC.SbcSiteName}}" ;
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# Create CallingPolicy named UMPPreventTollBypass

if(Get-CsTeamsCallingPolicy | Where-Object {$_.Identity -
like "Tag:UMPPreventTollBypass"})

continue

}else {

New-CsTeamsCallingPolicy -Identity
"UMPPreventTollBypass" -AllowCallForwardingToPhone $True -Description "Allow
Teams calling, preventing toll bypass" -PreventTollBypass $True;

# End addition for Location based routing

# From original onboarding script

# Add PSTN Usage record Unrestricted if not exists

if(Get-CsOnlinePstnUsage | Where-Object Usage -
NotContains "Unrestricted")
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Set-CsOnlinePstnUsage -Identity Global -Usage @
{Add="Unrestricted"};

# Add Online Voice Route Unrestricted if not exists, else add
additional PSTN Gateway to the OnlinePstnGatewaylList if there is a new PSTN
Gateway

if(Get-CsOnlineVoiceRoute | Where-Object {$_.Identity -
eq "Unrestricted"})

Write-host "The CsOnlineVoiceRoute named Unrestricted
already exists."

if(Get-CsOnlineVoiceRoute -Identity "Unrestricted" |
Where-Object {$_.OnlinePstnGatewayList -NotContains "
{{SBC.OnlinePstnGateway}}"})

Write-host "A new PSTN Gateway is added to the the
OnlinePstnGatewaylist."

Set-CsOnlineVoiceRoute -Identity "Unrestricted" -
OnlinePstnGatewaylList @{add="{{SBC.OnlinePstnGateway}}"}

}else {

Write-host "The CsOnlineVoiceRoute named Unrestricted
does not exist, creating one."

New-CsOnlineVoiceRoute -Identity "Unrestricted" -
NumberPattern ".*" -OnlinePstnGatewaylList @{add="{{SBC.OnlinePstnGateway}}"}
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-Priority 1 -OnlinePstnUsages @{add="Unrestricted"};

# Add Voice Routing Policy Unrestricted if not exists

if(Get-CsOnlineVoiceRoutingPolicy | Where-Object {$_.Identity -
like "Tag:Unrestricted"})

continue

}else {

New-CsOnlineVoiceRoutingPolicy -Identity "Unrestricted"
-OnlinePstnUsages "Unrestricted";

# End of M365 onboarding script

When this script is selected in the Onboarding wizard, the Customer Variables pane opens.
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B  configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway v

M365 Onboarding Script M365 onboarding with LBR and custom networks v

M365 Cleanup Script M365 default cleanup v
Customer Variables Value

IP-MNetwork |

IP-SubnetBits

|

| |

Trusted-IP-Network | |
| |

Trusted-IP-SubnetBits

./ -7-'\
1\ Back ) Next
S A

Configure the variables as described in the table below.

Customer Variables Values
IP-Network Network IPv4 IP address
IP-SubnetBits For example, 24.
Trusted-IP-Network Trusted IP address range
Trusted-IP-SubnetBits IP subnetBits for this range (32 if only a single IP address)

Onboarding Wizard Defined Variables

The following table describes the list of variables that are configured in the Onboarding wizard
and are applied in the CLI script runtime.

Variable Description
{{Customerld}} The Short Customer Name.
{{Customerld}}-t Teams trunk
{{Customerld}}-c Carrier trunk
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Variable Description
{{SBC.CarrierID}} proxy-set-name and ip-profile-name.
{SBC.OnlinePstnGateway}} The Known FQDN of the SBC device.
{{SBC.EnableCAC}} Indicates whether Call Admission Control is enabled.
{{SBC.CacProfile}} When {{SBC.EnableCAC}} is enabled, the name of the
CAC Profile.

{{ SBC.FlagCarrierRegistration}} Indicates whether the SBC is connected to a SIP trunk or
BYOC. The following SIP definitions are created by the
script:

B account-name-CustomerlD
B served-ip-group-name- CustomerlID -t

B serving-ip-group-name- CustomerID -c

{{SBC.CarrierUserName}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
username used to connect to the SIP trunk or BYOC
provider.

{{SBC.CarrierPassword}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
password used to connect to the SIP trunk or BYOC
provider.

{{SBC.CarrierHostName}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
host-name of the SIP trunk or BYOC provider.

{{SBC.CarrierMainLine}} When {{ SBC.FlagCarrierRegistration}} is enabled, the
contact-user of the SIP trunk or BYOC provider.

{{this.DialPlanName}} Default hard-coded value: CustDialPlan

{{SBC.DialPlanPrefixes}} SBC dial plan prefixes.

{{this.Name}} Used to indicate the customer’s shortname.

{{this.Prefix}} The prefixes configured in the dial plan rule.

{{this.Tag}} Used to indicate the Known FQDN of the SBC device
(PSTN Gateway) to match with {{this.Prefix}} in the Dial
Plan Rule.

{{sbcEscape PbxUser.E164}} The PBX Username used to connect to an IP-PBX
provider.
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Variable Description
{{PbxUser.PbxExtension}} The PBX User extension used to connect to an IP-PBX
provider.
{{PbxUser.E164}} The PBX E164 username used to connect to an IP-PBX
provider.

Customer Variables

Custom variables can be defined either in the template scenario scripts or in custom scripts.
They must be configured in the Custom/Variables column for the script in the
dbo.SbcScriptTemplate table. Its recommended to define them with proper names such as
“localhostname” and not simply variablel, variable2 etc.

UMP-training 1-c\5.... SbcScriptTemplate = X
Id Script Description FriencdbyMame ScriptType Customervaria..,
T configure voip .. NULL sbe-scenanio? 1 NULL
OO configure voip .. NULL sbc-scenanoTC.. 2 NULL
100 configure voip .. NULL sbc-add-prefic NULL NULL
m configure voip .. NULL sbe-remove-pr..  NULL NULL
103 £ Registrationc.. NULL sdd-ip-phx-user NULL NULL
5000 configure voip .. NULL sbe-add-oc-mu.  NULL NULL
5001 configure voips.. NULL sbe-remave-oc.. NULL NULL
rl B0D @ custom script @ NULL customscript @ 1 A .-alluh|e1,vuriab|:4
- MULL MULL MILALL MULL MLALL MULL

aal - UL 1 -e\umpadrrrn (507)

UMP-training1-c\5. SbcScnptTemplate @ X ;
Id cript Description FrienchyMame eriptType CustomerVaria_.

T configure voip .. NULL sbc-scenaria? 1 NULL

OO configure voip .. NULL sbc-scenanio?C.. 2 NULL

100 configure voip .. NULL sbc-add-prefic NULL NULL

i configure voip .. NULL sbc-remove-pr..  NULL NULL

103 # Registrationc.. NULL add-ip-pha-user  NULL NULL

5000 configure voip .. NULL sbe-add-oe-nu.  NULL NULL

5001 configure voips... NULL sbe-remove-oe.  NULL NULL
- BOD configure voip .. NULL customscript i |a-r.u|hh:l.m|md |
- AWULL WULL WLLL ANOLL WULL WULL

In the script itself, the custom variable must be defined with the notation "{{CustomVar.xxx}}. In
the script example below, the defined customer variables are local host name=variablel and
tenant ID-variable2. These variables then appear as fields in the Onboarding wizard when the
script is selected.
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SOLQuenyBsgl - U 1-c\umpadmin (37" = = i}
ip-prefile name “Teams"™
local-host -name "{{Customvar.Variablei}}"]

BlwAYS USE-source-Addr ensbBle o
[tags “Tenant={{Custonvar.variablez}}~ |

classify by -proxy-set disable

call:setup-rules-set-id @

{{#1f SBC.EnableCAC]]

cac-profile "{{SBC.CacProfile}}”
Fe

[{#if $BC.FlagCarrierfegistration)]
sip-definition account new
acceunt-nane “{{CustomerId}}”
served-ip-group-name “{{Customertd}}-t"
serving ip group name “{{CustomerId}}-c*
user-name “{{SBC.CarrierUserName}}™
password “{{S8C.CarrierPassword}}”
host name “{{SBC.Carrisrtosthame}}”
comtact user “{{SBC.CarrierMainline}}”
register reg
application-type sbc
activate

exit

{{/if }}

{{#each SBC.DialPlanPrefixes)}
sbe dial-plan where name “{{this.0ialPlaniame}}™
{{#each this.Rules}]
dial-plan-rule new
name “{{this.Name}}"
prefix “{{this.Prefix}}”
tag "{{this.Tag}}"

exit
activate
exit
{{/each})
do write
|wo% -
¥ Connected. (1/1) UMP-trainingl-c\50L UMP-training1 00:00:00
In the screen below, custom variables are defined for the IP-PBX.
IMN% -
B Rosukts gl Messages
7 Scrot Descipien  Friendyame ScrptType  CustomerVansbles
1 1031 corfigure vop sbe diakplan where name “CustDia..  MULL SIP Trurk Reguiration Clearup 2 NULL
2 10700 corfigure vop no ip-group whene name ~[{Custo MULL old_she-scenanc Tlearup 2 NULL
310900  configure vop sbo distplen where name "Custli,.  NULL old_sbo-add prefix NULL NULL
4 10101 corfigure wop  sbe dialplan where name “Custli..  MULL old_sheremowe-prefc NULL NULL
5 7 corfigure vop _ip-group new  name “[{Custemen. . MULL she-seanans T 1 NULL
§ 1010 | #dehnitions of PEK connectivy & & S MULL IF PBX 1 IPIPPBX praryaddress IPPEX proxyeddress-SIPPor, .
W =] T CIELD COMODe vop o, K| rro [ T r4 WOLL
8 1021 corfigure vop o pgroup wheee name “iCusto..  NULL Add SIF Trunk Clsanup 2 NULL
9 103 #Reguabon configwe vop  she debplan wher . NULL old_sddvp phuser NULL NULL
W 020 configue vep ipgouprew  name “HCustomerd..  MULL Asd SIP Trunk Basic 1 OriinePatnGateway Cusiomeriame
1M M corfigure vop o ip-group where name “{{Custo NULL she-scenano Meanup 2 NULL
12100 corfigurevoip  sbc dabplan where name “{[Dia.,  NULL sheaddprefn NULL NULL
12 11 corfiquevop  sbe diskplen where name “[[Disl..  NULL s remove prefix NULL NULL
14 5000 configure vop sbe dialplan whers name “{iDal . NULL the-acd-ocnunbers NULL NULL
15 10007 configure voip ipgroup new _ name "{{Custemer . NULL old_shracenancT 1 NULL

The Custom Variables defined above appear in the wizard when the IP PBX Onboarding script is

selected in the wizard.
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(D M365 Tenant

Onboarding Script 1P PBX v
-]

Cleanup Script IP PBX Cleanup e

Customer Variables Value

IPPBX-proxyaddress ‘ ‘

IPPBX-proxyaddress-SIPPort ‘ ‘

SIP-Hostname ‘ ‘

In cases where it’s not clear which type of value must be entered for the custom variable, then
this must be verified with the SBC INI file. For example, for the Custom Variable shown below
“IP-PBX-proxy address”, it’s not clear whether to enter an FQDN or IP address. In this case, the
Message Manipulation User-defined string defined in the Outbound Message Manipulation rule
must be verified on the SBC.

SQLQuery17.sql - U_5P\Ivecloud (221))° + x [Eslis
proxy-enable-keep-alive using options
sbcipvd-sip-int-name "PEXSIP
activate
proxy-ip @

roxy-address “{{Customvar . IPPBX-proxyaddress}}: {{CustomVar . IPPEX-praxyaddress-SIPRart}}”

y165q1 - U.SP\livecloud (222)) S0LQuery15:sg] - U.5PAlivecloud (512))° 501 Query145q] - U.5P\ivecloud (334))

P
transport-type udp
activate
exit
exit
ip-group new
name ~{{CustomerTd}}-c
proxy-set-name “{{Customerld}}-c”
media-realm-name "MRHAN"
ip-profile-name “PEX"
sip-group-name “{{Custosvar.SIP-Hostname}}™
authentication mode sbc-as clisnt
| mSgimen-user defined stringdl - { {Customvar.IPPEX-proxyaddress}}’|
Tags ~Trunk={{38C. ol InePstnGateway T
proxy-kespalive-use-ipg anable
call-setup-rules-set-id 4
classify by proxy-set disable
activate
exit

ip group new

name "{{CustomerId}}-t™ 1
type user

proxy-set name “Teams®

ip-profile-name "Teans”

Jocal-host-name “{{S8C.0nlinePstndatenay}}™
aluays-use-source-adde enable

‘tags “Tenant={{$8C.OnlinePstnGateway} ]}
<lassify-by-proxy-set disable
call-setup-rules-set-id 8
registration-sade sbs-initiates

authent: tion mode sbe as client

({#if SBC.EnablecaC

cac-profile {{sac.CacProfile}}”

100% -
¥o Connested (1/1) \ [ 000000 0 rows

In a similar way, the custom variable SIP-Hostname is configured on the SBC as the sip-group-
name. It's necessary to verify on the SBC whether the value for this parameter is an IP-address
or FQDN and whether its configured for a gateway or SBC call.
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SOLQuery! T.sql - USP\lvecloud (221))* « X

proxy-enable-keep-alive using-opti +
sboipvd-sip-int-nawe “PEXSIP® -
activate 7
proxy-ip @ o
proxy-address "{{Custosiar. IPPBX-proxyaddress} }: {{CustomVar . IPPRX-proxyaddress-SIPPart}}"
transport-type udp o
activate
exit

exit

ip-group new
nome "{{CustomerId}}-c~
proxy-set-nase “{{CustoserId}}-c” -1
media-realn-name "MRWANT
ip-profile-name “PEX"

[ s4p-group-name I {{custosvar.SIP-Hpstnane}}” |
‘outbound-mesg-manipulation-set L
authentication mode sbc as client
meg-man-user-defined-stringl "{{CustomVar.IPPEX-proxysddress}}”
tags “Trunk={{58C.OnlinePstnGatenay}}"
proxy-keepalive-use-ipg enable
call setup rules set id 4
lassify-by-prosy-set dissble
activate

exit
ip-group new
name "{{CustomerId}}-t~
type user
proxy-set-nase “Teams®
ip-profile-name "Teams™
local-host-name "{{S8C.0nlinePstnGateway}}”
always-use-source-addr enable
tags “Tenant={{55¢.OnlinePstnBateway}}"
«classify-by-proxy-set disable
call-setup-rules-set-id 8
registration-mode sbs-initiates
authentication-mode sbc-as-client
((#

profile "({s8C.CacProfile}}”

wn -
. Connected. (1/1) - 000000 0 rows

Scenario Scripts Templates Page

Scripts templates can be viewed and managed in the Scripts Templates page.

> To manage scripts:

1. Inthe Multitenant Navigation pane, open the Scripts Templates page (System > Script
Templates).

2. Inthe Multitenant Navigation pane, open the Scripts Templates page (Configuration >
Script Templates).

By default, all scripts are displayed. The following filters can be applied:
e Show M365 scripts displays only M365 scripts.

e Show SBC scripts displays only SBC scripts.

A% & Alice Smith

Show all [ Show M365 scripts [ Show SBC scripts
ScriptName Executed on Related with Has custom arguments Has history
sbc-add-prefix 1/1/0001 12:00:00 AM Show  no history
sbc-remove-prefix 1/1/0001 12:00:00 AM Show  no history
add-ip-pbx-user 1/1/0001 12:00:00 AM Show  no history
sbc-add-oc-numbers 1/20/2022 12:31:44 PM Show  no history
sbc-remove-oc-numbers  1/19/2022 7:04:40 PM Show  no history
sbc-scenario? 1/16/2022 3:14:20 PM sbc-scenario7Cleanup,sbc-scenario7Cleanup,sbc-scenario? Cleanup,sbc-scenario7Cleanup Show  no history
sbc-scenario7Cleanup 1/1/0001 12:00:00 AM sbc-scenario7,sbc-scenario7,sbe-scenario7,sbc-scenario? Show  no history

Showing 1to 8 of 7 entries Previous . Next

Script Template
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3. Todisplay the contents of a specific script, select an entry and then click Show. The
contents of the script are displayed in the Script Template pane.

A% 2 umP-Tobiumpadmin

Show all [0 Show M365 scripts [ Show SBC scripts
Id  ScriptName Type Executedon  Related with Custom Arguments History
7 she-scenario? SbcOnboarding she-scenario7Cleanup Show 3 versions
900 M365 onboarding M3650nboarding Show 1 versions
901 M365 cleanup M365Cleanup Show 1 versions
700 shc-scenario7Cleanup  SbeCleanup she-scenario? Show 3 versions
100 sbc-add-prefix Show 3 versions
101 sbe-remove-prefix Show 3 versions
800  customscript SbcO ing Show 1 versions
103 add-ip-pbx-user Show 3 versions
Showing 1 to 8 of 10 entries Previous . Next
Script Template

configure voip

ip-group new

name "{{Customerldj}-c*
proxy-set-name "{{SBC.CarrieriD}}"
ip-profile-name "({SBC.CarrieriD}}"
tags “Trunk={(SBC.OnlinePstnGateway}}"
classify-by-proxy-set disable
call-setup-rules-set-id 1

activate

exit

ip-group new

name "{{Customerld}}-t* v

Script Scenario Comparison

Differences between script versions can be viewed using the compare tool in the Script
Templates page.

> To compare scripts:

1. Inthe Main Tenant Navigation pane, open the Scripts Templates page (System > Script
Templates).

2. Choose the script that you wish to compare and then click the link in the History column.
For example, for sbc-scenario? script, click the 3 versions link.

The screen compare tool is displayed.
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Script history (selecting a version will add it to comparison)

Friendly name  Version  Created Description  Custom variables  Script

sbcscenario?  current  03/08/2022, 10:12:00 configure voip ip-group new name "{{Customer....
sbe-scenario?  version 3 10/06/2022, 19:12:40 configure voip ip-group new name "{{Customer...
sbe-scenario7  version 2 25/03/2022, 16:47:04 configure voip ip-group new name "{{Custome...

sbc-scenario?  version 1 21/03/2022, 17:09:30 configure voip ip-group new name "{{Customer...

Older Newer

3. Click current; the contents of the current version of the script are displayed in the left
“Older” pane. Click version 3; the latest script is displayed in the right “Newer” pane.

4. Scroll down to review the differences.

5. Click Clear Left and Clear Right to clear the display.

Script Templates Updates

This section describes the updates to the template scripts for version 8.0.300. After upgrading
to this version, the following actions must be performed:

B Replace the attribute SysAdmin.03650nlinePSTNGateway to SBC.OnlinePstnGateway
B Update scripts with the new syntax as shown in the sections below:

e Blue indicates the syntax to add.

o Sirikethrough indicates the syntax to add.

sbc-scenario?7

configure voip

ip-group new
name "{{Customerld}}-c"
proxy-set-name "{{SBC.Carrier|D}}"

ip-profile-name "{{SBC.CarrierID}}"
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tags "Trunk={{SysAdmin.03650nlinePSTNGateway
SBC.OnlinePstnGateway}}"

classify-by-proxy-set disable
call-setup-rules-set-id 1
activate

exit

ip-group new

name "{{Customerld}}-t"
proxy-set-name "Teams"

ip-profile-name "Teams"

local-host-name "{{ SysAdmir-03650nlirePSTNGateway
SBC.OnlinePstnGateway}"

always-use-source-addr enable

tags "Tenant={{SBC.OnlinePstnGateway
Sy D2 ECrlineRE  Sateay )

classify-by-proxy-set disable
call-setup-rules-set-id 0

{{#if SBC.EnableCAC}}
cac-profile "{{SBC.CacProfile}}"
{rit}}

activate

exit

{{#if SBC.FlagCarrierRegistration}}
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sip-definition account new

account-name "{{Customerld}}"
served-ip-group-name "{{Customerld}}-t"
serving-ip-group-name "{{Customerld}}-c"
user-name "{{SBC.CarrierUserName}}"
password "{{SBC.CarrierPassword}}"
host-name "{{SBC.CarrierHostName}}"
contact-user "{{SBC.CarrierMainLine}}"
register reg

application-type sbc

activate

exit

{tif 1}

{{#each SBC.DialPlanPrefixes}}
sbc dial-plan where name "{{this.GustDialPlanName}}"
{{#each this.RulSBGPhenes}}
dial-plan-rule new
name "{{this.Name—#Gustemerid}}"
prefix "{{this.Prefix}}"

tag "{{ SysAdmin-03650nlinePSTNGatewaythis. Tag)}"

exit
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{{/each}}
activate
exit

{{/each}}

do write

shc-scenario7Cleanup

configure voip
no ip-group where name "{{Customerld}}-c"
no ip-group where name "{{Customerld}}-t"
no sip-definition account where account-name "{{Customerld}}"
{{#each SBC.DialPlanPrefixes}}
sbc dial-plan where name "{{this.GustDialPlanName}}"
no dial-plan-rule where name "{{../Customerld}}"
activate
exit
{{/each}}

do write

sbc-add-prefix

configure voip

sbc dial-plan where name "{{GustDialPlanName}}"

-218 -



CHAPTER UMP-365 | Installation and Administration

{{#each CmdData.DialPlanRules.ToAdd}}
dial-plan-rule new
name "{{../SBC.SbcSiteName}}"
prefix "{{this.Prefix}}"
tag "{{SysAdmin-03650nlirePSTNGatewaythis. Tag}}"
exit
{{/{each}}
activate
exit

do write

sbc-remove-prefix

configure voip
sbc dial-plan where name "{{GustDialPlanName}}"
{{#each ToRemove}}
no dial-plan-rule "{{this.Index}}"
{{/{each}}
activate
exit

do write

SQL DBA Script Pairing

Each execution script has an equivalent cleanup script for use in circumstances where you wish
to undo the changes executed by the execution script. These two scripts must be paired in the
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dbo.SBCScriptTemplate table.

> To pair SQL DBA scripts:

1. Open the SQL database Object Explorer.

Dl remoreic - conkConsiom - ump-iraeing?
Fle View Took Hep

o X
— - vr . @
[@] B wmprrsiins2 B
% Microsoft SQL Server Management Studio (Administrator) K h (Ctrle- P a & x
Fle G Ve Took Window Hep

B-o-Lu b Breony BRQAR| LD = a8

<] 88 remamic - mEEn-.

&' obiect xplorer
| =] comnect- ¥ ¥ [
v (501 Server 15020005

Databazes

System Datobases
Database Snapshots
Sysie

gent (Agent P disabied)
@ [E) XEvent Profiler

EY-T Y in;?on- )

2. Select SysAdminTenant database.

| C I pp——
Fle View Took Hep

- -] x
— . b - @-
O3 e
% Microsoft SQL Server Management Studio (Administrator)

hiCy Fla B x
Fle Edt View Tool Window Help

8-0-2 P By BEERD a - a A renantic clREEB-

&' | ovject Explorer

< ) Connect- § ¥ R

(SQL Server 15.0.20005

Databaces
System Diatabases
51 1 Database Snapshets.

Extermal Resources

s
"

o s

«

s

o @ Sk
o W Sykdmintobi
se0

O High Avaitailty

Management

BoL r#.D2CeocPwa reces afffoae i

06/04/2022 &

3. Expand the Tables folder.

-220-



CHAPTER

UMP-365 | Installation and Administration

RamoteNG - confCons mi - ump-tramingZ

Fle YView Teok Help
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| 2] .
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& B 9o QRTZ_CALENDARS

% I8 dbo.QRTZ_ CRON_TRIGGERS.

& B dbo ORTZ_FIRED_TRIGGERS

& [ eboRTZ HISTORY

& [ dbo.QRTZ_JOB.CETAILS

© [ dboORTZLOCKS

5l dbo.QRTZ_PAUSED_TRIGGER GRPS.
B b0, QRTZ SCHEDULER STATE

& [ dbo.ORTZ_SIMPLE TRIGGERS.

& R dbo QRTZ_SIMPROP_TRIGGERS
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o @ wicheeutiof |

@ [ whc Becutic L]

o ksl Reh
Propetics

L) P e view Tools Window Hep
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mrem-.,

BoL R _.D20e o0 W recas affoom 000
4. Select the dbo.SBCScriptTemplate table, right-click and select Edit Top 200 Rows.
Connect - BROP - -
(@] B g tesiins2 [ B x
SQUQuerylsq! - k h (Ct P - B x
NN ey
- Bro-Lld By AREAR XFA @[ B v| A renantie
5 5 | | Sysadmintenare b it « v 33 E[ECRB| @D 3% S50
m——y Script for +
e R it SELECT ToP (10@) [1d] -
[ oo QRTZ_BLOB_TRIGGERS. [serd |
& [ #bo.QRTZ, CALENDARS [Description)
& BB dbo.QRTZ_CRON_TRIGGERS. [Friendlyhase ]
% [0 dbo.ORTZ_ PAUSED_TRIGGER GRPS
[0 abo.QRTZ_SCHEDULER_STATE
@ B dbo.QRTZ_SIMPLE_TRIGGERS
@ EB dbo.QRTZ SIMPROP_TRIGGERS
# [l dboRelessedNumberSbe
& [ dbo RelessedumberSbelog
[0 abo ReleaseFromaccountiob
= BB dbo.Sbe -
4 B dbo.SbcDiaRule
& BB dboSbelog —=
& [ @eSbescriptRelations B Meneoes
@ 8 anicutanns - ———rr—
& [ dboSbesie 2 T corfgueven nopgop whewname (o NULL ®escmm Veanp 2 L
& BB dbo SbeUsarinte 3 100 cocfigue voip  sbc dakplon where nome “{[Dial . 5 NULL bcodd prefic NuLL NULL
& [ dbo.TenantConfiguretion 4 M cogrevep (D NULL NuLL N
D o e e e I
@ M dbo UploadToAccountiob
4 [E dbo WebhookEvent
+ BB dbo.WebhookHistory
% [l whcExecutionEror
@ M wic ExecutionPointer
| : T

The template scenario scripts are displayed.

5.

In the dbo.SBCScriptTemplate table, note the scripts that you wish to
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6. Right-click the dbo.SbcScriptRelations table.
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7. Choose Edit Top 200 Rows.
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8. Create a new row and enter the matching Ids for the corresponding Onboarding and
Cleanup scripts.
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9. To disable SBC validation, open the dbo.ApplicationSettings table and set
SkipSBCValidation to True.

When disabled, the Onboarding script does not check for IP Groups configured on the SBC.
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Managing Security Settings

This section describes the following security settings:

Customer Admins

Customer Admins below

Authentication Status on page 228

Customer Invitations below

UMP Service Settings on page 234

The Customer Admins screen allows you to manage access for Customer administrators. Once
the Application Registration is performed on the customer tenant and the Client ID is
configured in this screen (see Create Registration for Customer Administrators on page 87),
Customer administrators can be granted permissions to view their managed tenant (see Initial
Access to UMP-365 and Assigning Customer Admins on page 425).

> To manage customer administrators:

1.

App

Id
78
79
80
81
82

In the Multitenant Navigation pane, open the Customer Admins page (Security > Customer

Admins).

A list of Application (Client) IDs are displayed.

Show 10 ¢ entries

Customer Id
ETAS4

Customer22
Customer22
Customer22

Customer22

Showing 110 5 of 5 entries

Copyright © 2020 AudioCodes. All rights reserved

4403-9fa0- 197

Account

customer4.customers.acti

218585.0nmi m

b i i inications.eu

invins@m365x74218585.onmicrosoft.com

gradya@m365x74218585.onmicrosoft.com

A9 8 yMP-Tobi\umpadmin

Search:

Customer Invitations

The Customer Invitations page allows you to monitor the status of the Invitation emails that are
sent from the Service Provider IT administrator to the customer IT administrator for requesting
consent to connect to their Microsoft Office 365 platform. This connection is required for the
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Background Replication process, for which an App Registration on Azure is required (see
Configuring Microsoft Teams Direct Routing SBC on page 86). The invitation email includes a
token authentication link, details of which are displayed in the Authentication Status screen
(see Authentication Status on page 228).

> To monitor customer invitations:

1. Inthe Multitenant Navigation pane, open the Customer Invitations page (Security >
Customer Invitations).

A list of Invitation emails sent by the System administrator to the customer are displayed.

&% & acladmin

Customer Invitations

Reload data

Search:

Invitation Email M365 Admin Email Email Invitation Created Expires Device Tenant Actions

Email Sent Sent Count at at Authenticated Installed

TrunkTest  TrunkTest Test@gmail.com true 1 2022-03-31  2022-04-05 No Send Reminder

Showing 1to 1 of 1 entries

Copyright © 2020 AudioCodes. Al ighs eserved
The table below describes the Customer Invitations parameters:
Table 27-1: Customer Invitations
Parameter Description
ID Customer Shortname defined in the Onboarding wizard.
Full Name Full Customer name defined in the Onboarding wizard.
Invitation Email Email address of the customer IT administrator sent in the token

authentication link from the Microsoft 365 Settings screen in the
Multitenant portal using option “Switch to auth” (see Securing
Microsoft 365 Service Provider Access on page 511)

M365 Admin Email address of the M365 Admin account for which to request
Email consent to allow UMP-365 to connect.
Email Sent Indicates whether an email has been sent to the IT customer

administrator.
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Parameter Description
Email Invitation The number of retries for UMP to send the invitation email to the
Sent Count customer ( the retry occurs per minute).

The failure could be the result of the SMTP setup or due to network

issues.
Created at The date that the invitation was sent.
Expires at The expiry date of the invitation.
Device B No: Authentication has been processed; however the customer is
Authenticated still pending in the wizard.

B Yes: The wizard runs again and the Service Provider approves the
pending request and the tenant is created in UMP.

Tenant Installed Indicates whether the customer IT administrator has completed the
authentication process (Yes). You can then go ahead and add the
customer.

Actions See below.
The following actions can be performed:
B Send Reminder: Send a reminder to the customer IT administrator

@ tlc-ovoc.trunkpack.com

Customer IT Administrator email;

tes@gr‘nail.car‘n

B Revoke Request: Revokes the request sent to the Customer IT Administrator

@ tlc-ovoc.trunkpack.com

The action will revoke the registration invitation and will remove the

entry from the database. Please confirm.
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M Auth URL: Displays the tenant URL link to connect to the Multitenant portal that is sent to
the customer IT administrator in the following format:
https://Customer_SubDomain/authenicate/uniquelnvitationlD

e.g. https://tlc-ump.trunkpack.com/authenicate/71a5c1b6

Authentication URL for TrunkTest X

Close

A You can paste the above value in a Web browser to test the authentication.

https://tlc-ump.trunkpack.com/authenticate/71a5c1b6-d

Authentication Status

The Authentication Status page configures the Client IDs and redirect URIs used by the Token
Invitation mechanism for securing UMP-365 access to the customer tenant’s Microsoft Office
365 platform that is used for the Background Replication process (see Queued Tasks
(Background Replication). In the Onboarding wizard (for Hosted Essentials + and Hosted Pro
customers), connection to the customer's Microsoft 365 platform is secured using the following
methods:

B Username and Password: The customer uses their existing username and password,
however, in addition, the connection to M365 is secured with an access token that is
claimed based on the configured user name and password. See Switching to User Password
on page 525.

Customers onboarded prior to version 8.0.450 with user and password must be
authenticated using token-based authentication as a result of enhanced Microsoft
Security policies.

M Switch to auth token: This option secures the connection with M365 through a directly-
claimed access token. See Switching to Token Authentication on page 519.

Using both of the above methods, the customer tenant must grant consent to the Service
Provider administrator. The consent process is secured through an access token that is claimed
based on the configured user name and password. The Authentication Status screen
summarizes the connection status with the customer tenant's M365 platform using one of the
above methods.
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> To manage Authorization tokens:

1. Inthe Multitenant Navigation pane, open the Authentication Status page (Security >
Authentication Status).

= A9 8 pradb@audiocodes.com
AuthenticationStatus
Monitor Authentication Status
Client Id Client Secret

3987f05f-3b81-4d26-8bb2-4e16a5a8ce2e @
Redirect Uri

http: finebak.com/a icate/OAuth2Callback

Apply Changes Reset Changes

Search:

Authentication method Last Verification Status

Customer Id M365 Email M When Last Verified Actions

drg admin@AudcDemo6.onmicrosoft.com Token February 7th 2023, 18:25 Check Credentials | Switch to password
Demo admin@M365x08167531.onmicrosoft.com Password March 9th 2023, 15:38 Check Credentials | Switch to token
ManuelTest admin@M365x29347113.onmicrosoft.com Password February 7th 2023, 18:26 Check Credentials | Switch to token
DemoTotSpo admin@M365x62214376.onmicrosoft.com Token February 7th 2023, 18:25 Check Credentials | Switch to password
TRitzik admin@M365x18234803.onmicrosoft.com Password February 7th 2023, 18:24 Check Credentials | Switch to token
testpro admin@M365x11164675.onmicrosoft.com Password March 9th 2023, 11:56 Check Credentials | Switch to token

2. Configure the Client Id and Client Secret of the Tenant Enterprise Application Registration
for Token Authentication. This registration is created in Day One Onboarding (for Hosted
Essentials + and Hosted Pro customers).

If the Client Id is not configured and then the Grant Consent option in the Self-
Service portal M365 Settings (see Securing Microsoft 365 Service Provider Access
on page 511) is clicked, the following error is displayed:

. M365 Tenant 0 M365 o Vioice Route x

Validating credentials, please wait! On succesfull authentication the wizard will continue,

Mo Clientld was specifizdl
Something went wrong while verifying M365 credentials!

For example:

-229 -



CHAPTER

UMP-365 | Installation and Administration

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications >

2 UMP-Auth-300 | Overview

Enterprise Application

B Overview Properties
Deployment Plan Name @
K Diagnose and solve problems [ umP-Auth-300

Application ID
Vanoge pplication
il Properties

Object D &
& Owners [ 9bd7boe-aaco-4a6b-84

&, Roles and administrators

Getting Started
& Users and groups

2D single sign-on
® Provisioning

C Self-senvice to the applications
l C

om security attrib

Assign users and groups

& 1. Assign users and groups

Provide specific users and groups access

@J 2. Provision User Accounts

You'll need to create user accounts in
the application

Learn more

3. Conditional Access

Secure access to this application with a
customizable access policy.

Create a policy

preview)

Security
® Conditional Access
C  4.Selfservice
éls Permissions Enable users to request access to the
! application using their Azure AD

© Token encryption aredentials

- Get started
Activity
D sign-in logs

L e e e

Enterprise Application

O Refresh /' Review permissions
2

Overview
Deployment Plan

Diagnose and solve problems

Home > Enterprise applications | All applications > UMP-Auth-300

2. UMP-Auth-300 | Permissions

A Got feedback?

Permissions

Applications can be granted permissions to your organization and its data by three methods: an admin consents to the application for all users, a user grants consent to the application, or an admin integrating an application
and enabling self-service access or assigning users directly to the application. Learn more.

Manage As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be required to consent when using the application. Click the button below to grant admin consent.
1 oo
2 Owners
£ Roles and administrators Admin consent  User consent
2 Users and groups 9 Search permissions
D single sign-on API Name 1L Claim value 4 Permission T Type T Grantedthrough Ty Grantedby Ty
® Provisioning Microsoft Graph
C  self-service Microsoft Graph Group.ReadWrite All Read and write all groups Delegated Admin consent An administrator
} Custom securiy atibute Microsoft Graph Directory.AccessAsUserAll  Access directory as the signed in user Delegated ‘Admin consent An administrator
(preview
‘ Microsoft Graph UserRead All Read all users' full profiles Delegated Admin consent An administrator
Security Microsoft Graph AppCatalogReadWrite Al Read and write to all app catalogs Delegated ‘Admin consent An administrator
S Conditional Access Microsoft Graph openid Sign users in Delegated Admin consent An administrator
2 REmiEm Microsoft Graph profile View users' basic profile Delegated Admin consent An administrator
© Token encryption Microsoft Graph offline_access Maintain access to data you have given it access ... Delegated Admin consent An administrator
Activity Skype and Teams Tenant Admin APl
D sign-in logs Skype and Teams Tenant Admin API user_impersonation Access Microsoft Teams and Skype for Business ... Delegated Admin consent An administrator

Field

Customer Id

M365 Email

Authentication
Method

When Last

Table 27-2: Authentication Status

The Customer name.

Description

The email address of the Microsoft Office 365 administrator providing

consent on behalf of the customer.

One of the following authentication methods:

Password (relevant for customers until version 8.0.450). For

version 8.0.450 and later, all customers must be authenticated

using token authentication.

Token authentication.

The date and time of the last verification of connection to customers'
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Field
Verified

Last Verification
Status

Update

Verify All

Description
M365 platform.

Indicates one of the following verification statuses:
B Never Performed

B Successful

M Failed

B Token not generated

Updates for changes to Authentication method (Switch to User
Password and Switch to Token). It also updates table for new

customers.

Update Authentication Method X
Done!
(.
Show 10 % |entries Search:

Tx74860876 Token

52595777 Token

68173641 Token
Showing 1 to 3 of 3 entries Previous . Next

Verifies that all claimed tokens are valid and user passwords are
correct. Perform this action after 'Update' above.
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Field Description

Verify All X
Done!
(.
Show | 10 # | entries Search:

Tx74860876 oK

Tx52595777 oK

Tx68173641 oK
Showing 1 te 3 of 3 entries Previous . Next

Reload All Refreshes table. Perform this action after 'Verify All".

icationStatus

3. Enter the Client ID and Client secret generated in Deploy Synchronization Application.

4. Enter the Redirect URL which consists of the IP address of the Service Provider portal. For
example:

https://finebak.domain.com/authenticate/OAuth2Callback

Parameter Description
Actions One of the following actions can be performed:
B Check Credentials: click to verify the token. Once verified, is

displayed in the Last Verification Status column.
B Switch to password

B Switch to token

5. Click Apply Changes or click Reset Changes to reconfigure.
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Verify All Tokens X
Done!
admin@M365x78596656.0nmicrosoft.com oK
admin@M365x52060359.onmicrosoft.com OK

Close

Update Used By X
Done!

M365x202362 TOKEN

essemtials TOKEN

tobi TOKEN

M365x45661692 USER&PASS

M365x78596656 TOKEN

petre USER&PASS

Close

@ tlc-ovoc.trunkpack.com

Custormer IT Administrator email:

tesﬂ@gmail.mm I

OK Cancel
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UMP Service Settings

The UMP Service Settings for Windows server displays the SysAdmin Windows Services
credentials used to install the UMP-365 (see Creating UMP Service Account on page 29).

> To configure UMP Service Settings:

1. Inthe Multitenant Tenant Navigation pane, open the UMP Service Settings page (Security >
UMP Service Settings).

OC audiocodes

A% 2 acladmin

B Tenants

ac Ump Service Settings
) Manage UMP Service Settings

Ump service username: acladmin |
Ump service password: eeesesses ‘

Update

Copyright © 2020 AudioCodes. Al rights reserved.

2. Configure the Ump Service username.
3. Configure the Ump service password.

4. Click Update to apply changes.
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Managing SBC Devices

The Known SBCs page displays a list of all connected SBC devices. You can perform the

following actions:

B Add SBC Devices on the next page: Add new SBC devices which can then later be configured

for new customers and site locations when onboarding new customers in the Onboarding

wizard.

B Show SBC Site Locations on page 237: Show a list of configured site locations that are
connected to specific SBC devices.

B Show Prefixes on page 239: Show a list of configured number prefixes in the dialplans
loaded to the managed SBC devices.

B Download Dial Plan from Managed SBC (Import Customer) on page 240 : Import a list of
customers from the SBC.

> To display list of managed SBC devices:

1. Inthe Multitenant portal Navigation pane, select SBC List.

Known SBCs

Reload From Ovoc || Add New SBC

Ovoc She
d id Name Ip Address

7 7058 EMEA SP1 10.17.04
SBC

8 7613 APAC SP1 10.18.04
SBC

11 53209 US SP1SBC 20.110.187.52

The table below describes the details for each managed SBC device.

Parameter

Id

OvOoCSBCId

Name

NAT IP Address

NAT Ip Gateway Sip Users Sites
Device Fqdn Addresses Hetps  User Status Count Count
40.118.70.74 False LiveCloud [Connected -N/A- 169
136753137 False  LiveCloud N/A- 25

sandbox3us.audiocodes.be  20.110.187.52 False LiveCloud [Connectediiiis \V/.8 5

Description
Id of the Known SBC entry.
Id of the OVOC SBC.
Known FQDN of the SBC device/NAT IP address.

NAT IP address of the SBC device.
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Parameter Description
Device FODN Known FQDN of the SBC device.
HTTPS Indicates whether HTTPS is enabled for the device.
Gateway User The name of the administrator user account of the SBC.
Status The status of the connection between UMP-365 and the SBC.

SIP Users Count The number of SIP users registered for the SBC.

Site Count The number of site locations that are configured with the SBC.

Add SBC Devices

This section describes how to add new SBC devices to the multitenant deployment. Once
added, these devices can be configured when onboarding new customers.

> To add a new SBC device:

1. Inthe Multitenant portal Navigation pane, click SBC List. A list of managed SBC devices is
displayed.

A9 2 scladmin
Known SBCs

Reload From Ovoc || Add New SBC
SBC List

Ovoc NAT Ip Gateway Sip Users  Sites

Id  Sbeld Name Ip Address  Device Fqdn Addresses Https  User Status Count Count

2 2205 oc1.customers.audio-code.co.il 169.2544.66  ocl.customers.audio- 51.137.97.95 False  acladmin onnected NS 1
[51.137.97.95] code.coil

3 2224 oc2.customers.audio-code.co.il 169.2544.67  oc2.customers.audio- 52.178.43.85 False  acladmin N/A- 1 (Show Sites]
[52.178.43.85) codecoil mport Costomers]
[Show Prefixes]
Copyright © 2020 AudioCodes. Al rights reserved
Add New SBC
2. Click to add a new SBC device (the new connection is by default

secured over HTTPS).
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Add New SBC x

Name:

SBC Name

Ip Address:
Use https:

ex 1.2.3.4

Device Fqdn:

ex. sbc.contoso.com or contoso.com

Gateway User: Gateway Password:

Close Save

3. Enter the name of the SBC device.
4. Enter the IP address of the SBC device.
5. Enter the Device FQDN.

6. Enter the Gateway username and password.

7. Click to apply the changes.

Reload From Ovoc

8. Click
SBC devices list and the OVOC Server.

to refresh the connection between the

Show SBC Site Locations

You can display all site locations that are configured with an SBC device that manages calls
through that site.

> To show site locations:

1. Inthe Known SBCs page, select an SBC device, and then click Show Sites.
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1l
»
e

Known SBCs
Reload From Ovoc Add New SBC

Ovoc She NAT Ip Gateway Sip Users Sites
dd Name Ip Address  Device Fqdn Addresses Https  User Status Count Count

7 7058 EMEASPT 101704 40118.70.74 False  LiveCloud N/A- 169

SBC

[Import Customers]

Show Prefires]

s 7613 APAC SP1 1018.04 136752137 False  LiveCloud N/A- 25 {Import Customers]
ssc
11 53209 USSP1SBC  20.110.18752  sandbox3us.audiocodesbe  20.110.187.52 False  LiveCloud N/A- 5 [Show Sites]  (Import Customers]

Show Prefixes]

Copyright © 2023 AudieCodes. All rights reserved

A list of site locations that are provisioned with the selected SBC device are displayed.

SBC Site Locations x
Show 10 # entries Search:
Customer

Site Name Configuration T~ PSTN Gateway SbcDeploymentState M365DeploymentState

WsC wSsC SipTrunk customertobi.customers.activecommunications.eu  Deployed Deployed

ETAS4 ETAS4 SipTrunk customer4.customers.activecommunications.eu Deployed Deployed

Customer22  Customer22  SipTrunk customer5.customers.activecommunications.eu Deployed
Showing 1 to 3 of 3 entries Previous . Next

Close

The table below describes the parameters in this table.

Parameter Description
Site Name of the site location.
Customer Name Customer Name
Configuration One of the following values:

B SIP Trunk
B IP-PBX

B BYOC
PSTN Gateway FQDN of the Online PSTN Gateway for the site location.

SBC Deployment State Indicates that the SBC has been successfully connected to UMP-
365.
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Parameter Description

M365 Deployment Indicates that the SBC has been successfully connected to M365.
State

Show Prefixes

This option lets you to view a list of configured dialplans on the selected SBC device. Each entry
in the table represents a separate dial plan rule.

In UMP-365, the Dialplan name and the Dialplan rule are the same. On the SBC
device, the dial plan rules defined under each dialplan are configured with unique
names.

> To show prefixes:

1. Inthe Known SBCs page, select an SBC device, and then click Show Prefixes.

SBC: ocl.customers.audio-code.co.il [51.137.97.95] - Prefixes X
Show 10 #% entries Search:
DialPlan Index Name T Prefix Tag Activ
TeamsTenants 1 Fidinam +41589061[000-999) 4064 116.cic.coltcloudsbenet true
RegisteredUsers 1 M365x35880531 5755 972528545755 true
RegisteredUsers 0 M365x35880531 +972528545755 5755 true
CustDialPlan 2 M365x38076038 +5552000 M365x38076038.customers.audio-  true
code.co.il
TeamsTenants 2 MKSPAMPGROUP +4420366669[700-799]  100321906.cic.coltcloudsbe.net true
OCDialPlan 0 qggqqgqqqqqqqqaq +97236549877 daf09efd-f31e-41e4-a86c- true
bd65bf821e25
OCDialPlan 1 gqqqqqqqqqqqqqq  +97299999998 daf09efd-f31e-41e4-a86c- true
bd65bfg21e25
Showing 1 to 7 of 7 entries Previous . Next

The table below describes the parameters in this screen.
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Parameter Description
Dial Plan Name of the Dial plan
Index SBC index
Name Name of the Live Cloud server instance.
Prefix Configured phone prefix
Tag One of the following:
B TenantID

B P Group Name

Active

Download Dial Plan from Managed SBC (Import Customer)

This option enables you to upload preexisting dial plans from a managed SBC device. A new cus-
tomer is automatically created in the process. During this process, UMP-365 queries the unique-
ness of the Dialplan rule name with the matching derived Trunk FQDN or Azure Tenant ID of the
customer. Once imported, the customer shortname inherits the Dialplan rule name.

> To upload dial plan from an SBC:

1. Inthe SBC List, click Import Customers.

Known SBCs
( Reload From Ovoc Add New SBC ‘

Ovoc She NAT Ip Gateway Sip Users  Sites
d o id Name  IpAddress  Device Fqdn Addresses Https  User Status  Count Count

23 760283 SBC- 4091233177 sbe- False  Admin -N/A- 3 [Show Sites]

Tobi tobi.activecommunications.eu IShow Prefixes]

A list of customers are displayed.

Customers that have already been imported to UMP-365 are not displayed, unless
the matching tag FQDN PSTN Gateway/Customer Azure Tenant ID are different. In
this case, both rules are imported and added to the same customer.
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Import Customers from SBC X

SBC Cleanup Script | IPPBX-Cleanup. v

Show 10 # entries Search:

ocl.customers.audio-code.co.il [51.137.97.95]

SBC Customer

Name 7' FQDN PSTN Gateway Customer Full Name

Audio00codeOC1 daf09efd-f31e-41e4-a86¢- ‘Aud i000codeOC1 ‘ [Import]
bd65bf821e25

Audio00codeOC2 daf09efd-f31e-41e4-a86c- ‘Aud i000codeQC2 ‘ [Import]
bd65bf821e25

Audio00codeOC3 223b8b5c-f255-4f59- ‘Aud 1000codeOC3 ‘ limport]

aféd-422f6548d7ed

Fidinam 4064116.cic.coltcloudsbe.net ‘Fidinam ‘ [Import]
MKSPAMPGROUP 100321906.cic.coltcloudsbe.net ‘MKSPAMPGROUP ‘ [Import]
Showing 1 to 5 of 5 entries Previous . Next

Close

2. Click the Import button adjacent to the customer that you wish to import.

The customer is imported.
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Import Customers from SBC X

SBC Cleanup Script | IPPBX-Cleanup. v

Show 10 % entries Search:

ocl.customers.audio-code.co.il [51.137.97.95]

SBC Customer

Name ' FQDN PSTN Gateway Customer Full Name

Audio00codeOC1 daf09efd-f31e-41e4-a86c- ‘AudioOOcodeOC‘l | [Import]
bd65bf821e25

Audio00codeOC2 daf09efd-f31e-41e4-a86c- ‘Audio{](}codeOCZ | [Import]
bd65bf321e25

Audio00code0C3 223b8b5c-f255-4f59- ‘Audfoggcgdeocg | limport]
af6d-422f6548d7ed

Fidinam 4064116.cic.coltcloudsbe.nat ‘Fidinam | lImported

MKSPAMPGROUP 100321906.cic.coltcloudsbc.net ‘MKSPAMPGROUP | [Import]

Showing 1 to 5 of 5 entries Previous . Next

Close

Once a specific dial plan is uploaded, it is removed from the list. However, with the exception
where two DialPlan rules are created with the same name however with different tag values. In
the example below, two DialPlan rules have been created with the name "BradTrunk", however
the tag values are different. In this case, both of the rules are displayed in the Import Customer
screen.
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Voice Al Connectors (0)

CODERS & PROFILES.

4 SIP DEFINITIONS

Accounts (2)

Push Notification Servers (0)

oy e

QCaudiocodes serup
SIGNALING & MEDIA|
@O so 4
SIP Interfaces () (® Dial Plan [#0] > Dial Plan Rule (5)
Media Reaims (1)
Proxy sets (6) _
oo (11 B Acon pege 1 oft Show 10+ recods pe po

rrrrrrrrr

+972900

a2 38535880531
453 M36535880531

#1[BradTrunk]

GENERAL
Name
prefix o 1972904

Tog o M365x34499693 siptrunk.corp.com

Import Customers from SBC

SBC Cleanup Script | IPPBX-Cleanup. v

Show 10 =

entries

5755
572528545755

Search:

ocl.customers.audio-code.co.il [51.137.97.95]

SBC Customer
Name T

FQDN PSTN Gateway

Customer Full Name

Audio00codeOC1 daf09efd-f31e-41e4-a86c- ‘Audiol}ﬂcodeom ‘ [Import]
bde5bf821e25

Audio00codeOC2 daf09efd-f31e-41e4-a86c- ‘Audic[}ﬂcodeOCE ‘ [Impart]
bde5bf821e25

Audio00codeOC3 223b8b5c-f255-4f59- ‘Audicﬂﬂcodeoc3 ‘ [Import]
afed-422f6548d7ed

BradTrunk M365x34456789.customers.corp.com ‘BradTrunk ‘ [Import]

BradTrunk M365x34499893 siptrunk.corp.com ‘BradTrunk ‘ lImport]

MKSPAMPGROUP  100321906.cic.coltcloudsbc.net ‘MKSPAMPGROUP ‘ [Import]

Showing 1 to 6 of 6 entries
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Queued Tasks

You can view the status of all cmdlets executed by the Background replication process which
synchronizes the User Management Pack™ 365 SP Edition database with the customer
Microsoft 365 platform as a result of actions performed in the Customer portal.

> To view a list of queued tasks:

1. Inthe Multitenant portal Navigation pane, click Queued Tasks.

A% & pradb@audiocodes.com

Open Commands: 825, Executing: 0, Queued: 0

Show 10 ¢ entries

Id 1

3285972

3285971

3285970

3285969

3285968

3285967

3285966

Customer

Search Customer

zabuspart

zabuspart

zabuspart

zabuspart

zabuspart

TeamContoso

TeamContoso

Search:

Ccmd
Next

Type State
When Execution Execution Was When
v v Retries Executed Result Minutes Successful Created
Sync all Queued 10 Now 10-12-2023,
19:43
Sync psq Queued 10 Now 10-12-2023,
19:43
Sync Queued 10 Now 10-12-2023,
lcmAz 19:43
Sync Queued 10 Now 10-12-2023,
azgm 19:43
Sync azg Queued 10 Now 10-12-2023,
19:43
Sync all Queued 10 Now 10-12-2023,
19:43
Sync psq Queued 10 Now 10-12-2023,

19:43

The table below describes the details for each task.

Parameter

Queue Entry

Id

Customer

Name

Cmd Type

Description

Indicates the Id in the database queue.

Name of the customer to whom the action is applied.

The command type applied. One of the following values:

Sync: Synchronization as a result of customer update actions.
CleanupSbc: Sbc Cleanup script run on the customer
0365Cleanup: 0365 Cleanup script run on the customer
0365Initialization: 0365 Initialization for new customer
TenantRemove: Customer tenant is deleted

SbcUpdatePrefixes: Telephone Prefixes have been added or removed

-244 -



CHAPTER

UMP-365 | Installation and Administration

Parameter

State

Retries

When
Executed

Execution
Result

Next
Execution
Minutes

Was
Successful

When
Created

Description

for customer

TenantUpgrade: Customer tenant is upgraded to Pro or Essentials + or
Hosted Pro or OC Essentials + and OC Pro.

IpPbximport: A list of IPPbx users is imported.
Upgrade License: Number of licensed users has been changed.

OcNumberCleanup: OcNumberCleanup script is run.

SBClInit: Initial connection is established with the SBC device.

One of the following values:

Queued: Task is in the waiting queue for processing.
Reserved: Task has been reserved for processing.
Executing: Task is currently being executed.
FinishSuccess: Task has been completed successfully.

FinishFailure: Task has not been completed successfully.

Queue Postponed due to customer upgrade: Task has been postponed
because the customer is currently upgrading to either Hosted
Essentials+ or Hosted Pro.

B Draft: The customer creation is still in progress
Indicates the number of retry attempts.

Indicates when the task was executed.

Indicates the execution result.

Indicates the next execution time in minutes.

Indicates whether the task was executed successfully.

Indicates when the task was created.
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Managing the Replication Cycle

Until version 8.0.450, the replication process was executed per hour for all tenants running on
the UMP-365 instance. From this version, a CacheSync mechanism synchronizes cached data for
individual tenants according to a timer value. This value QuickReplicationCycleDelay(default-
five minutes) is set in the dbo.ApplicationSetting file. For example, numbers are assigned to cus-
tomers for a specific tenant and Enterprise Voice is enabled. In the Queued Changes screen,
two new entries are added. If after five minutes , no new updates are executed on this tenant,
these actions are queued and processed. The timer mechanism is launched and monitored by
the SysAdmin.Watchdog. The number of processes that can run simultaneously is set in the
dbo.ApplicationSetting file by the MaxDegreeOfParallelism parameter.

Each executable has its own log directory (found in - C:\acs\tenants\{tenantName}\logs). The
following table describes the replication processes.

Process Description
SysAdmin.QuickReplicationCycleWorker Process managing the quick cycle replication
process.
CacheSync B Downloads users, groups and group

membership using MSGraph.

B Downloads users, groups and group
membership using CacheSyncAzAd via
MSGraph.

B Downloads all the CsOnlineUsers using
CacheSyncV2.

B Downloads all the Teams user policies
using MSTeams module via PowerShell.

SysAdminTenantSvc (Orchestrator) This service is the main service of UMP. It
controls many operations. For example, it
schedules and maintains the auto-replication
cycles for all the customers, it sends
information to the SysAdminTenant
Database, etc.

To run a manual test, stop the
SysAdminTenantSvc. Note that when the
SysAdminTenantSvc is s restarted, it queues
the replication for all the customers on this
server.

SysAdmin.UMP.Watchdog Manages the quick replication cycle timer
mechanism. The replication is executed only
when there are no new requests within the
five minute interval.
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Process

SysAdmin.UMP.SyncAcquiredNumber
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Description

Used by Operator Connect (OC) for updating
the Assignment Status column in the Number
Management table in the self-service portal.
It is run every 5 minutes.



Part V

Onboarding a new Tenant



CHAPTER 29

Introduction UMP-365 | Installation and Administration

29

Introduction

This section describes how to add the new Customer Microsoft 365 (M365) Tenant in the
AudioCodes UMP 365 SP Edition application. When a new Customer M365 Tenant is added, a
new end-to-end service is created between Microsoft Teams to the Provider SIP interface and
full replication of the customer M365 Tenant to the management system is performed.
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Onboarding Prerequisites

Before Onboarding customers, see the following prerequisites:

Register End Customer Tenant DNS Sub domains below

End Customer Prerequisites on page 263

Register End Customer Tenant DNS Sub domains

You can setup the DNS server connection between the end customer domain and the service

provider domain using the following methods:

Fully Automatic process (DNS Hosting Provider resides on Azure): The creation of the DNS
sub domain including the creation of the TEXT and A-record is fully automated using the
Onboarding Wizard. This setup requires configuration on the Multitenant portal (see
Setting up Fully Automatic DNS Provisioning on page 70).

Two-step process (DNS Hosting Provider does not reside on Azure): For this option the
Onboarding process requires end customer interaction to consent to the creation of a TEXT
record for validating their sub domain and an A-record for IP address translation to the
FQDN of the SBC device used to manage their voice calling (see Setup Two-step
Provisioning below).

Manual process (DNS Hosting Provider resides on Azure): The DNS sub domain is created
manually (see Manual Provisioning on page 252). This method is used for Hosted Essentials
customers.

At lease one of the following licenses should be available on the customer tenant for
PSTN Trunk activation (activating the Customer domain): Office 365 or E5 Office 365 E1 / E3
license with Microsoft Teams Phone Standard.

A e The Customer tenant must keep at least one available license assigned to the

tenant for one of the following Microsoft Office 365 Phone System user license
types:
v Microsoft 365 E5
v Any Microsoft 365 Plan (for example, E1 or E3) with Microsoft Teams Phone
Standard licenses
e The SQL database can be configured to support other license types upon
request sent to AudioCodes Professional Services.

Setup Two-step Provisioning

Two-step provisioning adds the new customer sub domain in a partial automation process

where during the Onboarding wizard run, the customer is prompted to generate the TXT and
A-Record. Once created, the script creates the sub domain and adds it under the Custom
domains on Azure. This method requires the creation of a sub domain on the DNS hosting
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platform which must be then be configured on the UMP-365 Main Tenant interface in the DNS

sub domain Mapping table.

> Do the following:

1.

+ Recordtoevoegen | [ DNStemplate invoegen ¢ Bulk wijzigen

NL-QA-UMP-221 activecommunications.eu
officewebapps. activecommunications eu
ProTokenCust1 .activecommunications.eu
3
sbe-tobl.activecommunications eu
sip.activecommunications.eu
ump-access activecommunications eu
ump-walter.activecommunications.eu
wac.activecommunications.eu
autodiscover.activecommunications.eu
transfer activecommunications.eu
ump-tobi activecommunications.eu
www.activecommunications.eu
activecommunications.eu

activecommunications.eu

2. Inthe UMP Main Tenant Navigation pane,

> DNS API Configuration).

W Fiter

& Exporteren

v
2093133186 a4 v x

84536660 wm v %

239719754 44 v x

51.124.43.46 a0 v X

4091233177 a4 ~ x

84.53.66.61 6. v X

511387335 o v x B
52178102123 a0 v X

84.53.66.60 64! v x

autodiscover.outlook com 6 v x

acs-transfer.azureedge net o v X
ump-tobi.westeurope.cloudapp.azure.com 144 v X

www.audlocodes.com o4 v x

100 2007 activecommunications.eu 86400 ™. x

50 activecommusications-eu.mall protection.cutlook com B0 v m |

Open the customer DNS hosting platform and choose the desired sub domain.

Tenant Id

Client Id

Client Secret

Subscription Id

Resource Group Name

Dns Zone

Apply Changes | Reset Changes

Copyright © 2020 AudioCodes.

Name Sbe FQDN Ip Address
51.124.68.108_SBC - 1stomers.audiocodes.be 13.80.148.30
ResetFqdn || Resolve Address
#  Name sbad  Fqdn 1p Address fi
1 APAC 1 pa.activecommunications.eu 13.80.148.30 Edit
12 EMEA 2 es.activecommunications.eu 23.97.19741 Edit

|1s

DEMOERAD 3

qaactivecommunications.eu

3. Onthe right side of the screen, click Add to create a new DNS subdomain for the customer

with the following values:

e Desired region name, for example APAC or EMEA.

e The domain name which may represent a specific region for a customer. For example,

in the screen below, the domain for activecommunications.eu has three subdomains

defined, one for region EMEA which is represented by ea.activecommunications.eu,
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one for the APAC region with pa.activecommunications.eu and a test region
DEMOBRAD with ga.activecommunications.eu.

e |P address of the SBC device used to manage SBC calls in the region.

Parameter Description
Name The name of the managed SBC device.
SBCID The ID of the SBC device.

FQDN The FQDN of the SBC device.
IP Address The IP address of the SBC device.

Once the above configuration has been completed, the Onboarding wizard can be used to
provision the DNS sub domains using the Two-step method (see Two-step DNS Provisioning
on page 411).

Manual Provisioning

The manual provisioning of the Azure DNS is used predominantly for Hosted Essentials
customers. It involves manual configuration on customer sites including the following actions:

Registration of the customer sub domain on the Customer tenant (seeRegistering Customer
Tenant Subdomain below).

Adding a new record of the Customer Subdomain in the DNS Zone of the Service Provider
tenant.

Activation of the domain by activating a M365 user license on the customer tenant (see
Activating the Customer Domain on page 258).

Registering Customer Tenant Subdomain

The registration of the customer Subdomain is performed in the Customer Microsoft 365 admin
center and in the Service Provider tenant DNS Zone:

1.

2.

The customer must generate a TXT record to validate with the Service Provider domain and
an A-record to translate the customer site SBC shortname (configured in the Onboarding
wizard) to its IP address and FQDN.

The Service Provider must add the new record in the DNS Zone.

To register a sub domain for customer tenant:

Login to the Microsoft 365 admin center with customer Tenant Admin permissions.

In the Navigation pane, select Settings > Domains and then click Add a Domain.
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&% Contoso Electronics  Microsoft 365 ad: £ search = 0
= Home > Domains 2 Darkmode
R Home .
Domains
8 Users ~
Actve users

© by doman O et voe[Brm =

Contacts

Guest users

Deleted users Domain name 1 Status 5 Choose columns
w0 e e O M365x36013154.0nmicrosoft.com @ Heslthy

S Roles ~

B Resources v

S siling v

Q@ Ssupport -

£ Settings ~

1 Domains

Search & intelligence
Org settings
Integrated apps.

Partner relationships

2 sewp
crosoft 365 admin center .

Domains > Add domain

i Add a domain

® Domain name

a°

If you already own a domain like contoso.com, you can add it to your account here,
(O Connect domain

| Domain name

(O Finish brad.customers.corporate.com|

& o [0 O &

w

Enter the name for the customer subdomain e.g. brad.customers.corporate.com

E

Click Use this domain.

Domains > Add domain
ing
A @ Add domain d 'f d H 7
- How do you want to veri Yy your domain:
o ® Domain name
Fa I

®  Domain verification Before we can set up brad.customers.audio-codes.es, we need you to sign in to your domain host and verify that you own the domain.
% Learn how to find your domain host
8 c

Connect domain (®) Add a TXT record to the domain's DNS records
o Recommended if you can create new DNS records at your registrar or DNS hosting provider. Leam more about DNS
P O Finish
& () ¥ you can't add a TXT record. add an MX record to the domain's DNS records
P Recommended only if TXT records aren't supported by your domain host or registar.
[ (C) Add a text file to the domain's website
Recommended if you've already set up a website using this domain, for example, www.brad.customers.audio-codes.es

@

5. Select the “Add a TXT record to the domain’s DNS records” check box.
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i $8Contoso Electronics  Microsoft 365 admin center P Sesrch

= Domains > Add domain

o

2 @ Adddomain if his d .

" Veri Y you own this domain

Fa I
o Verty your dom: Learn how to add a TXT record

B

I | oot 05 prerp———r
© Conneckdom Verify your

@ ‘ domain

& OF using a TXT

record

4 TXT name

w D) brad.customers (or sdp if nat supportae by provider)

L4

o

. D) 3600 (or your provider default)

6. Copy the TXT value to clipboard.
7. Click Verify to verify that this domain is owned by the customer..

8. On the Service Provider operator’s hosting DNS Azure platform, open the DNS zones
screen.

Microsoft Azure: 5 Search resources, services, and docs (G+/)

Home

DNS zones = - X
AudioCodes - SQA LVE (hdveip

odes o)

F crese € mamageview () Refresh L Bpontto csv S Open query AP reedoack

Subserpon == Al Resourcegroup <= all X Locston ==all X Addfiter

Showing 110 5 of 5 records. Mo grouping ~ | [E= vistview ~

Numb... %y Resource group Ty Location 1 Subseription 7.
20/ 10000 Global
25410000 Global
4410000 Global

17/ 10000 Global

1710000 sQA Global

9. Select the relevant Service Provider Operator tenant DNS zone domain e.g. audio-codes.es
and then add a record set for the customer’s sub domain:

e Enter the name of the customer domain.
e Inthe Type drop-down list, select TXT — Text record type.

e Inthe Value field, enter the TXT value that you saved above in Copy the TXT value to
clipboard. above

e Click OK.

The following confirmation is displayed:

@ Create record set »
successfully created record set “brad.customers
10. Add an A-record to translate the IP address of the site SBC to its FQDN:
e Enter the name of the customer Subdomain.
e From the Type drop-down list, select A-Alias record to IPv4 address.
e Set the Alias record set to Yes.
e Set the Alias type to Azure resource.

e From the Azure resource field drop-down list, select the relevant SBC device.
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e Click OK.

soft Azure £ Search resources, services, and docs (G+/)
Home > DN zones Add record set x
DNS zones « ) audio-codes.es oroie
AudioCodes - SQA UVE (v org ONSzome precn
+ creste € Manage view 2 seareh (@te) «  + Recordset + Childzone > Move v [ Delete zone ) Refresh bradaustomers -]
e audo-cadeses
5208 azure-ds et
1 N 1721
Fiter for any field. @ Orervex: e i pi org. e
= 5408 3zure-dins nf,
Name * & Adivity log Emait s+ A~ Alias record to IPvd address hd
Access control (IAM) Host: ns1-08.
© sudio-codecot ks oav e Tt record o O
 Toos e soa 3600 Retry: 200 @ ves ONe
Expir: 2419200
iagnose and solv problems inimum T ks ype
£ o d o bl Mi TTL: 300
Serial number: 1 @) azure resource () Zone record set
© fmeuccom e settings austomers A 3600 195.189.192.19
"w Choose a subscription *
© tunipaciaom w1l wropertes _f2saBdaaCoetss3eSaUbIAI 0T Tecustomers  CHAME 10 FOOEIBAIMEIATIZATERS.. | 500 LV St -
B Lous alon customers A 3600
zure resource *
dlon. customers ™ 3600 MS=ms42713643 [rcsbep <]
® fiets auciodOcode customers A 3600 19516919219 e e
& werics suciocodesoro.customers A 3600 19518919219 1 ] [Hours ~
brad customers ™ 3600 MS=ms36454816
Automation
R m3651950135.customers A 3600 19518919219
£ Tasks preview)
m3651950135.customers T 3600 MS=ms15264903
3 Export template
octcustomers A 3600 19518915219
Help oct.customers MX 3600 0 oc1-customers-audiocodes:...
Resource health =msT6:
b ol .customers ™ 3600 s

a v=spf1 include:spf.protection...
2 New Support Request

autodiscover.oct.customers CNAME 3600 autodiscorer.outlookcom
ocz customers A 3600
ocz.customers i 3600 0 0c2-ustomers-audiocodes-..

Ms=ms3325104

oc2 customers bl i v=spt1 include:spl protection...

autodiscover.oc2.customers CNAME 3600 autodiscover.outlookcom

trunkpackcustomers A 3600 195.189.192.19

page [T ]ent oy ]
stomerst A 20 oz

The following confirmation prompt is displayed.

@ Create record set 4
Successtully created record set "brad.customers’

The following figure displays the newly added records.

P Search resaurces, services, and docs (G+/)

Home > DNS zones

DNS zones « [ audio-codes.es # - x
AuioCodes - SOA LNV (hevoip.org O zone
+ Create € Manage view ~ P Search (Ctle/) © 4 Recordset + Chidzone —> Move ~ [ Delete zone () Refresh
C @ You can search fo record sets hat ave been loaded on ths page.  you don see what youre looking for, you can try scroling to alow more record sets 1o loac &
~ @ overview

Fiter for any field 3 2 Search record sets
Name @ adriylog

R access control ()

Name. Type m Value Alas resource type ‘Aias target

@ audio-codecoil ns1-08 azure-cs.com.

@ Togs . ns2-08.aaure-chs net
() o ° s 172800 163-00a1ure.cvs. g
@ audio-codes.on ... & Diagnoseand solve problems ns4-08 azure-dns info.
AR Emait azuredns-hostmaster.m.
Host: n1-08.azure-dins.com
meuc.com o Settings
L A o Refresh: 3500
@ trunipack.com we Il properies e soa 3600 Retry: 300
Expire: 2419200
B tods Minimum TTL: 300
Serial number: 1
Monitoring customers A 60 19518918219
o erts 4125880031 Def663eSABOBAICIIeCstomers  CNAME 3600 FE933E0BASAGBA2A2AT1FS..
i etics son wtomers A 200 = B bl Address arincibain
: slon.customers ™ 3600 MS=ms42713643
Automation
o . audioDcode.customers A 3600 19518918219
£ Tasks (previen)
B i A 360 16518915215
¥ Exporttemp
brad customers A 3600 Public P Address qarint-sbed-ip
Help
brad customers ™ 3600 Ms=ms35454816
@ Resource heakh
365350135 customers A 3600 195.189.192.19
R New Support Request
m3E5E50135 customers na 3600 MS=ms 15264903
ocl.customers A 3600 19518919219
ocl.customers Mx 3600 0 oc-customers-audiocodes-
MS=ms76506100
i Ll il vespit indudesspf protection...
autodiscover.oct.customers CamE 3600 autodiscover.outlook.com
( mer: A public P Addr i i
S ot oc2.customers 3600 ublic P Address qarint-sbc-ip
oustomers MY 360 0 0Q2-customers-audiocodes-. - B

11. Return to the Customer tenant Microsoft 365 admin center. Notice that the system has
detected that the DNS hosting provider is on Azure.
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Microsoft 365 admin center

&% Contoso Electronics

Domains > Add domain
@
A @ Add comain
x
o Gomsnname
A |
i o Veity your domain
= O Connect domain
[}
- O Finsh
2
b
®
®
®
3
'S
@
&
@

P search

Verify you own this domain

We detected your DNS hosting provid

domain's registrar or DNS provider. go to DNS management page for brad.customers.audio-codes.es. and add a TXT
t uses the values below. When finished, come back here and select Vlarify and we'll confirm you own the domain by finding
4

TXT name

D brad.customers (or skipif not supported by provider)

TXT value

[l s - ms36454816

m

D) 3600 (or your provider defautt)

Learn how to add a TXT record

Verify your
domain
using a TXT
record

How do you want to verifyy

12. Click Verify.

The customer’s domain i.e. the Service Provider Operator domain audio-codes.es is

verified.

Microsoft 365 admin center

&% Contoso Electronics

Domains > Add domain

»x B

© Add domain

@ Connect domain

3

o

& ® 8 ¢ F @ @ 8 X S & o2 0 &

Verifying your domain..

£ Search

How do you want to connect your domain?

Connect your domain to your Mic
for your domai Leustomers.

io-eodes.es.
Learn more about DNS records

Add your own DNS records

Wa'l provide a list of DN recards

t you'll need to add for your domain at your DNS host.

More options

5 50 you can use email and instant messaging. There are a couple of options to consider. depending on how you'd fike to manage domain name service (DNS) records

13. Click Continue.
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$3Contoso Electronics  Microsoft 365 admin center T

Domains > Add domain

@

fme Add DNS records
Lyl
Fa

To add these records for brad.customers.audio-codes.es, go to your DNS hosting provider: Azure. #

2 Cor

- To start routing email through Microsoft 365, select Exchange and Exchange Online Protection. Next. sign in to your domain host and add new DNS records that match the records shown here. Copy the values

O Finish

@ L Download CSV file L Downioad Zona file =5 Print
v
v Exchange and Bxchange Oniine Protection
2 Email contacts, and scheduling are all provided by Exchange. Set up this service to enable all the functionality of Outlook and other email chents. Exch je services need 3 records to work right: an MX.

d spam, and a CNAME recard for che

record tells where to deliver email messages. a TXT to prevent someone from spoofing your domain t
their respective mailboxes.

jscover, helping mail clients connect users to

Don't add these DNS records if

1#1his appliss. you will nesd to clear the Exchange and Exchange Online Protection selsction and sst Up your own custom DNS records to route emal through Microsoft 365 later.

Important: Before adding these DNS records, make sure you's
tozend and receive emai

already set up brad.customers.audic-codes.es email addresses in Microsaft 365 for all existing users who stll need one, or they won't be able

MX Records (1)

Help & support

CNAME Records (1) z feedback

14. Deselect the Exchange and Exchange Online Protection check box, and then click
Continue.

E:Conmso}:lnrro cs  Microsoft 365 ads P search
Domains > Add domain

@
R © Add domain . . I
N ©Domain setup is complete
A © Connect domain

brad.customers.audio-codes.s is ll set up and you can now view and manage it from your domains list
2 g You o o 55 19 Ackve s 100 e e o W .
=
o Next steps.
®
2

Was it easy to 3dd your demain? Yo o
2
®
L]
L

[

&=
®
®
L3
L]

15. Click Done.
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i gContoso Electronics  Microsoft 365 admin center P Search
= Home > Domains ) Dark mode
@ Home :

Domains
A Users v
AR Teams & groups v [=:

4 Add domain 3 Buydomain () Refresh Y Filter | O Search =
Fa Roles v
B Resources v suns 1 Crosse comas
S silin v .

L O o - codoses (Detauk)

Q@ support v

O M365x36013158 onmicrosoft.com © reaty
@ settings ~

1 Domains

Search & intelligance
Org settings
Integrated apps

Partner relationships

& setp
2 Reports v
@ Healtn v

Admin centers

@ Ssecuity &
® Compiance

B2 Endpoint Manager

s

@

Azure Active Directo.

Exchange

Activating the Customer Domain

Activate the new domain by adding a licensed user with a Phone System license to your new
sub domain. The license can be revoked after the domain activation (this may take up to 24
hours). One of the following license types must be made available and then assigned to the
Domain account:

B Office 365 E5

B Office 365 E1 / E3 with “Microsoft Teams Phone Standard

> To activate the customer domain:

1. Inthe Tenant’s Microsoft 365 admin center Navigation pane, select Active Users.

2. Select any user with an active license and click it.

i §2Contoso Electronics  Microsoft 365 admin center O Search

| Active users
P | Addauser £ Multifactor authentication () Refresh A, Deleteuser ) Resetpassword [ Manage productlicenses F Manage roles Tsslected XV Fiter | O Search active users st =
Guest users
Deleted users O oisplayname
A Teams & groups > O Adele vance
. Boles e O Alex Wilber
B Resources v

Allan Deyoung Q

= S3Contoso Electronics  Microsoft 365 admin center P Search
= Home > Acti X
@ Home .
Active users
A uses 2 4 Allan Deyoung
Nt €, Reset password () Blocksign-in 2, Delete user
(ot Add a user Multi-factor authentication Refresh ', Deleteuser ), Reset password 7 Manage product licenses S, Manage roles ) )
hange photo

Guest users

Deleted users o e 1
" Teams & groups w a Adele Vance
S Ros - O Alex Witber
B Resources v

Allan Deyoung DO

3. Select the License and apps tab.
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94 Contoso Electronics ~ Microsoft 365 admin center P Search (I

Home > Active users O X

& o Active users
8 usen ~ Allan Deyoung

1 hctie users €\, Reset password () Blocksign-in 5, Delete user
Add auser 3 Multi-factor authentication () Refresh Deletzuser 4 Reset password [2] Manage product licenses Fa Manage roles.
EoE " N N Change photo
Guest users.
" 0 — vssrame

bz Aeeount ces. mmg&m apps | Mail  OneDrive

W Teams & groups Lo ] ‘Adele Vance ] Adeey B! rosoftcom L
Usemame and email

Roles. ~ 3 Y OM365138 154,00 00
fa O AlexWitber : 3650360131540 mpha AllanD@M365x360131540nMicrosof.com
R v Manage userame and emsi

Allan Deyoung Q1 AlaDBMIESI60131540m

Microso: 365 €5 Comphance , Enterprise Mobilty + Secl

&3 Contoso Electronics ~ Microsoft 365 admin center £ search

= Home > Astive users o x

. Active users
o ~ 4 . Allan Deyoung

1 Active users € Reset password (3 Block sign-in 5, Delete user
@ Addzuser £ Multi-factor aut O Refresh Delete user ), Resetpassword [l Manage product licenses S Manage roles  *++
optas Change photo
Guest users =
u [m} pley name 1 ername
Delitad users Account  Devices  Licensesandapps  Mail  OneDrive
% Teams & groups 7 O Adele vance P adeevpuIs380 Enterprse Mottty
5o Rokes v O Alex Wilber . Enterprise Mobidt Select location *
o v United States
2 oo o Q PO [ ]
[= T v
i O Automate Bot Unicense
o Licenses (3) ~
Support v
O Bianca Pisani Unlicensed
Settings ~ Enterprise Mobility + Security ES
O erian Johnson (TAILSPIN) Brans@M36 [ s available
Domains =
- B] Microsott 365 £5 Compliance
ameron White N Unicensed
Search & intelligence 0 s 0.0F 20 licenses available
Org settings O Chastie Cline csoft 365 £5 Complance , Enterprise Mobilty + Sed Microsoft Power Autormats Free

Integrated apps 9999 of 10000 licenses available
O ConfRoom Adams
Fartner relationships Offica 365 €3

1.0f 2 icenses available

P sen O Conf Room Baker Baker B N
B officeass s

E Reports v O Conf Room Crystal —_—

P Heath v O cont Reom Hood Uniicenses

O Conf Room Rainier

Admin centers

O e O ConfRoom Stevens Uneenzed
o ==
5 O Debra Berger 1y - set
o %
o' Contoso Electronics  Microsoft 365 admin center P search ?  (ma)
Home > Active users O X
@ Home .
Active users
] users ~ Allan Deyoung
I Active users @, Reset password (O Block sign-in 2, Delete user
S R, Addauser £ Multi-factor authentication () Refresh A, Delete user © Reset password [} Manage product licenses s Manage roles
Guest users
R O ospleyneme 1 J— — Account  Devices  Licensesandapps  Mail  OneDrive
' Teams & groups d O Adele Vance I AdeleV@M36536013154 OnMicrosoft.com Microsot 365 £5 Compliance , Enterprise Mobilty + Sect
A Select location *
& Roles 7 lex AlexW@M365x36013154.OnMicrosoft.com Microsoft 365 ES Compliance , Enterprise Mobility + Sect
o Al " " "’ United States v
B Resources v
Allan Deyoung Q AllanD@M365x36013154.OnMicrosoft.com Unlicensed
S silin v . i
2 O Automate Bot I AutomateB@M365x36013154 OnMicrosoftcom Unlicensed Licenses (0) ~
@ support v . . o .
O Bianca Pisani D BancPOMIESE0TIISAONM Unicensed [ Enterprise Mobility + Security E5
& Settings ~ 1 of 20 licenses available
2
O rian Johnson (TAILSPIN) D Ban@MIE3R0T31SE OnMicrosofecom Unliensed
o [] Microsoft 365 E5 Compliance
e O cameron White T CameronW@M385136013154 Onhficrosofcom Unlicensed 2 0f 20 icenses available
[ Microsoft Power Automate Free
Org settings O Cchistie Cline D ChristeC@MIBSE013154 Onicros Unicensed 9999 of 10000 licenses available
Integrated apps .
O Conf Room Adams I Adsmi@M3EE3E0131S OnMhicrscttcom Unikcen [ office 36583
- 1.0f 2 licenses available
£ sew O conf Room Baker H Baker@M365:36013154 OnMicrosoft.com Unlicensed Office 365 ES
2 You have no more licenses for this trial subscription. You need to buy a
2 rm . O Conf Room Crystal D Cyl@MIESE0T3 IS4 Oniresofecom Unicensed subscription before you can assign a license.
Windows 10/11 Enterprise £3
D et S O ConfRoom Hood § HosdOM3ESARIIS Ocossicom Unce L Windows 10/1 Entar
of b icenses valEnie Q@  Help & support
O ConfRoom Rainier I Rainier@M365x36013154 OnMicrosoftcom Unlicensed
Admin centers .
O ConfRoom Stevens I Stevens@M365:36013154OnMicrosoftcom Unlicensed

e ===y

]

4. Deselect all active licenses and then click Save changes.

A confirmation is displayed.
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i gContoso Electronics  Microsoft 365 admin center D seoreh

= Home > Active users x
@ Home "
Active users
8 usen Allan Deyoung
| Active users € Resetpassword (3 Block sign-in 2, Delete user
R, Addsuser £ Muli-fsctor authenticstion () Refresh 2, Deleteuser €4, Resstpassword [ Manage product icenses S Manage roles -+
I 3 i-fact ¢ 3 % Resetp: 1 Managy t g .
Guest users
. O splayrame T vses v
Delatad tners Account  Devices  Licensesandapps  Msil  OneDrive
W Teams & groups v O Adele Vance
~ © Your changis have baen saved
Ao Roles O AlexWilber
sources v Select location *
B Resourc RS oy Q ‘
United states
= e y [z ]
o O Automate Bot Unicensed
Q@ support v
O Bianca Pisani Licenses (0) ~
& Settings ~
O erisnJohmaon (RSP N )
e Enterprise Mobility + Security E5
1 of 20 icenses available
Searen & inteligence O Cameronwhite
Microsoft 365 £5 Compliance
Org settings O Chuistie Cline enplance . Enterprse Mobiity - Sek 1 of 20 lcenss avaiable
Integrated apps Sl Microsoft Power Automate Free
Partner relationships. 9999 of 10000 fcenses available
O Conf Room Baker Unbcerses e
2 s S e it
f Room Crystal Unicerses
k2 Reports = O ConfRoom coysa Office 365 £5
1 0f 20 lcenses svaiatle
@ Health v O cont Reom Hood Uni
2] an terprise £3
O ConfRoom Rainier u 185120 licenses availabie
Admin centers It
O confRoom Stevens
NP O DebraBerger e Enterprse Mokiity ~ Set

A free license is now available for assignment.

Add a new user. For example, 'LiveCloud DNS' and associate it to your new Domain. In the

example below, the new domain is 'BradDRTest.sandbox3.audiocodes.be', and then click

Next.
Add a user

@ Basics
O Product licenses

(O Optional settings

O Finish

Next.

Set up the basics

To get started, fill out some basic information about who you're adding as a user.

First name Last name

‘ UMPDNS ‘ | ‘
Display name *

‘ UMPDNS ‘
Username * Domains

‘ UMPDNS ‘ @| M365x35340067.onmicrosoft.com v ‘

Automatically create a password
Require this user to change their password when they first sign in

[] Send password in email upon completion

Cancel

Assign one of the product license types described above for the new user, and then click
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Add a user <

.

© s Assign product licenses o

@ Froductli Assign the licenses you'd like this user to have. °

roduct licenses

&

QO Optional settings w

| Select location * &
Lo

+

Licenses (2) * ~

(®) Assign user a product license
Enterprise Mobility + Security ES

2 of 20 licenses available

[ ] Microsoft 365 E5 Compliance
3 of 20 licenses available

[] Microsoft Power Automate Free
9999 of 10000 licenses available
[] offiee 365 €3

1 of 2 licenses available

Office 365 E5
0 of 20 licenses available

[] Windows 10/11 Enterprise E3
18 of 20 licenses available

(O Create user without product license (not recommended)

They may have limited or no access to Microsoft 365 until you assign a product

license.
Aps (70) v - O
e EEE B | °
4 » €§3

7. Configure Optional Settings as required, and then click Next.

dechube e e e EEE

Add a user
o Optional settings
sscs
| Sexict Scenses information.
@ Optional settings
gF h Roles (User: no administration access) v
Profile info ~

n-d:[} Cancel

8. Click Finish adding.
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Add a user

@ bosics Review and finish

@ Product licenses

Assigned Settings
@ Optional settings Review all the info and settings for this user before you finish adding them.

Display and username

@ Finish UMPDNS.
UMPDNS@M365x35340067.cnmicrosoft.com
Edit

Password
Type: Auto-generated
Edit

Product licenses

Location: United States

Licenses: Enterprise Mobility + Security ES

Apps: Mierosoft 365 Audit Platform, Microsoft Defender for Identity, Microsoft Defender for Cloud Apps, 7 more

Edit

Roles (default)

User (no admin center access)

Edit
Profile info
Edit
Back Finish adding Cancel
< >

9. Click Close; the new user is created and associated with the new domain.

Add a user

© e @ UMPDNS added to active users

@ Product licenses

T Optional settings User details

Display name: UMPDNS
@ Finish Username: UMPDNS@M365x35340067.onmicrosoft.com

UMPDNS will now appear in your list of active users

Password: Zut59434

Licenses bought
None

Licenses assigned
Enterprise Mobility + Security ES

Save these user settings as a template?

User templates allow you to quickly add similar users in the future by saving a set of
shared settings such as domain, password, product licenses, and roles,

Review settings for this user template

Narme your template *

‘ Example: FTE Senior Engineer, New York ‘

Add a description (recommended)

[ Example: Template for full-time senior engineers in New York office | v

The details of the new user are displayed.
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i Microsoft 365 admin center

@ Home

R Users

Contacts
Guest users
Deleted users
. Teams & groups
Active teams & groups
Policies
Deleted groups
Shared mailboses
Roles
Resources
8iling
Support
Settings
Setup

Reports

X S & © 0 & &

Health

Admin centers
@ seauy
@ Compiance

B2 Endpoint Manager

ser [ User templates
Dispiay name T

Lidia Holloway
LiveCloudDNS

Lynne Robbins

Mallory Cortez

Megan Bowen

Microsoft Service Account
Miriam Graham

MOD Administrator
Nestor Wilke

Patti Fernandez

Pradeep Gupta

Raul Razo

SVC-LiveC

£, Add multile users £ Multi-factor authentication S, Delete 2 user

« Security 5

MalloryC@M365x35340067.OnMicrosoft.com Unlicenses

MeganB@M365¢35340067.OnMicrosaft.com Unlicenses

ms-serviceaccount@M355¢35340067.OnMicrosoftcom  Unlicense

MiriamG@M365<35340067.OnMicrosoft.com

Windows 10/11 Enterprise E3, Microsoft 365 ES Compliance

Windows 10/11 Enterprie

PattF@M365:35340067.OnMicrosoft.com Micro:

ompliance, - Secuiit

s0ft 365 E5 Compliance, Enterprise Moty + Securit

RaulR@M365x35340067.OnMicrosoft.com Unlicenset

L Unlicenset

Ump-Activation-User

Ump-Activation-User

Ump-Activation-User

ump-activation.- 16983257 14@BradDRTest sandbor.audioc  Offic

- 1699209056 @ 0CProHybrid sandbox2audi Offic

i « Securit

e365E5

36565

UMPDNS

End Customer Prerequisites

Customers must prepare their environment for the Token authentication process and DNS

record creation which is part of the customer Onboarding procedure:

M Verify that at least one M365 license is available (see Verify License Availability below)

B Create a Service account to be used for Onboarding and Background Synchronization (see
Create Customer Administrator Service Account on page 265)

B Configure additional Security settings (see Configure Additional Security Settings on

page 274)

B Provide consent to Service Provider to access M365 platform (see Request Consent from

End Customer on page 364)

Verify License Availability

An M365 is license is required for activating the PSTN trunk (customer sub domain). When the
new customer is added, a unique User Management Pack™ 365 SP Edition portal URL is created

for the customer with their own sub domain name (based on Customer Short Name defined in

the Onboarding). This sub domain is configured on the Service Provider’s DNS server. Activation

of the sub domain requires an available M365 license which is applied during the Onboarding as

part of the Automatic DNS provisioning process (see Onboarding Customers on page 282). You

must verify that you have at least one of the following licenses available:

B Office 365 E5

B Office 365 E1 / E3 with “Microsoft Teams Phone Standard

> To verify license availability:

1. Open the Microsoft Admin portal with Global permissions (https://admin.microsoft.com.

2. Inthe Navigation pane, select Billing > Licenses.
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33 Contoso Electronics

Microsoft 365 admin center

= BradREST
| & tHome
8 Users ~
Based on your org’s password settings
Active users
Contacts.

Make signing in easier for your users with
Guest users passwordless authentication

Deleted users

A Teams & aroups v because users willuse biometics to sign in with the Microsoft
Authenticator App or securty keys.

£ Roles v

B Resources v

Get started
S siling

Purchase services
Your products

-+ Add cards

Bils & payments

Microsoft Teams

Biling accounts User management Eilling
Payment methods
Bling notifations Support remote workers with User management
@ Support v Teams
B Settings N7 Add, edit, and remove user accounts, and reset passwords
2 sewp Learn how to manage Teams for remote work, wth setup gidance, short
videos, and tps
k2 Reports v
Help & suppor
@ Teamsis on for your organization & lEpGarsa
@ Health v
©  Check setup status for new Teams users Bl Gie Feedback
Admin centers
© Guestaccessis on Add user Edita user Reset password Balance Subscription Payment methods v
b o y

# What'snew? J) Dark mode

02
&' Contoso Electro; icrosoft 365 admi = (Ma)
Home > Licenses 2 Darkmode
@ Home .
Licenses
R Users ~
RS Subscriptions  Requests  Auto-daim policy
Contacts
ez Select a product to view and assign licenses. Each product below may contain licenses from multiple
s subscriptions. Learn more about assigning licenses
. Teams & groups v Go to Your products to manage billing or buy more icenses.
& siling ~
L Export O Refresh V Fiter =
Purchase services
Your products
Name 1 Avssbie censes  Asigned lcenses Accounttype
Licenses
Bilk & payments @ Enterprise Mobility + Securty ES ' — 020 Orgarization
Biling accounts
© Microsoft 365 ES Compliance ' — 120 Organiztion
Payment methods
Biling notifcations © Offce365E3 ' e e 112 Organiztion
2 sewp & orcesss s ' et 16720 Organizstion
Show all G Windows 10/11 Enterprise £3 e —— 220 Organiztion
93 Contoso Electronics ~ Microsoft 365 admin center B & 2 (wm
= Home > Licenses > License details D Darkmode
@ Home Backto Licnses
& = ~ Office 365 E5
FERBUETE You own at least 1 subscription for this product. Manage subscription details
Contacts .
Licenses
Guest users 1 svai
available
Deleted users —
19 asigned of 2 total
. Teams & groups v
S siling ~ Users
Purchase services
Manage and view licenses and apps for your users. Manage group-based licenses in the Microsoft Entra admin center.
Vour products
Heenses + Assign licenses L Export users () Refresh P search

Bils & payments

Biling accounts

O Neme emai
Payment methods

O Adelevance AdeleV@M3E5K18011641 OnMicrosoft.com
8iling notifcations

O Aexwiber AeW@M365118011641.OnMicrosoft.com

2 setp

O owisteCine ChiisteC@M365¢18011641.OnMicrosoft.com
Showall O Debraserger DebraBM3ES 12011641 OnMicrosofe.com

O DiegosSiciliani DiegoS@M365x12011641. OnMicrosoft.com

[m]

Grady Archie. GradyA@M355¢18011641.0nMicrosoft. com

4. |If alicense is not available, in the Navigation pane, select Users > Active Users.
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i 38 Contoso Electronics  Microsoft 365 admin center P se

= Home > Active users D Derkmode
@ Home .
Active users
£, Addauser [ User templates s Add multiple users () Mult-factor authentication 2, Delete auser () Refresh € Reset password & Exportusers 7 Filter = Changeview -
Contacts
Guest users [ Oisplayname 1 Usemame Licenses
Deleted users
O Adele Vance i « Secuit
. Teams & groups v
S ol O Alex Wilber mpliance, ~ Securit
oles v
= [ Allan Deyoung @ AlenDEMIESNIE0TIEH OnMicrosoftcom Uniicensed
esources v
S siing “ ) Automate ot AomteB VS 16011641 Oncosf.com Unfcesed
Purchase services [0 Bianca Pisani BiancaP@M365x18011641.0nMicrosoft.com Unlicensed
Your products §
[ Brian Johnson (TAILSPIN) Brian)@M365x18011641.0nMicrosoft.com Unlicensed
Licenses
e a [ cameron hite CameronW@M365x18011641.0nMicrosoft.com Unlicensed
s & payments
Biling accounts [ Christie Cline Chrstiec mpliance, « Securit
Payment methods
[0 Conf Room Adams Adams@M36518011641.0nMi
Biing notifcations
e [0 Conf Room Baker Baker@M36518011641.01
Support v
B Settings o O Conf Room Crystal Crystal@M365x18011641,
2 s ) conf Room Hood Hood@N385101 16410
b Reports v O Conf Room Ranier ROV 1011641
©  Help & support
@ Health v [0 Conf Room Stevens Stevens@M365¢18011641.0nMi m
[ Give Feedback
[ DebraBerger DebraB@M3ES 12011641 OnMi Microsoft 365 £5 Compliance, Enterprise Mobily + Securit
Admin centers
- [0 Delia Dennis Unlicensed v

5. Select any existing Domain user, disable all active licenses for this user and then click Save

changes.

: 32 Contoso Electronics

Microsoft 365 admin center

Home > Active users

© & |l

Guest users O osplayrame T

Deleted users

Adele Vance
4 Teams & groups v
O AexWitber
S siling ~
Purchase services [J  Allan Deyoung

Your products Automate Bot

Licenses

Bianca Pisani
Bills & payments
Biling accounts Brian Johnson (TAILSPIN)

Payment methods Cameron White

Biling notifcatons
Chiistie Cline
2 s
Cont Room Adams

++ Showall
Conf Room Crystal
Conf Room Hood
Conf Room Rainier
Conf Room Stevens

Debra Berger

[m]
a
[m]
a
a
a
O Conf Room Baker
[m]
a
a
a
a
[m]

Delia Dennis

Home .
Active users
Users. o
8, Addsuser [ Multactor suthentiation
Contacts

O Refresh 2, Delete user @ Reset password | a

AleW@M36SK18011641.0nM

AlanD@M36518011641.0nMic

AutomateB@M365x18011641.01 com

BiancaP@M365¢18011641.0nMi

Brian)®M365¢18011641.0nMicrosoft.com

CameronW@M365x18011641.0nMic

ChrisieC@M365x18011641.OnMicros

Adams@M365x18011641.0nMicrosoft.com

Baker@M365¢18011641.OnMicr

Crystal@M365¢18011641.0nMi

Hood@M36518011641.01

Rainier@M365¢12011641,

Stevens@M36518011641.0nMi

DebraB@M36518011641.0nMi

Adele Van

Q Reset password

Account  Devices

Select location *

Israel v

Licenses and apps ~ Mail

ce

© Blocksign-in 2, Delete user

OneDrive

[ Enterprise Mobility + Security ES
10120 fcanses avallable

Microsoft 365 ES Compliance
1.0f 20 licenses available

[ omiceseses
1 of 2 licenses available

Office 365 E5

1 of 20 licenses available

[T Windows 10/11 Enterpris £3
18 0120 censes avaable

Apps (73)

Szve changes

Create Customer Administrator Service Account

This procedure describes how to create a M365 user to use as the User Management Pack™
365 SP Edition Service account for customer Onboarding and database synchronization instead
of using the default Global admin. User Management Pack™ 365 SP Edition requires an M365
User account to connect to the customer's M365 platform. The credentials for this account
must be provided during the Onboarding process. User Management Pack™ 365 SP Edition can
then perform sync actions, such as configuration of M365 Voice Routing templates and for
retrieving updates from the M365 platform e.g. when new employees are added to the Active
Directory. This connection is secured using Token authentication which is established using the

credentials of this account.
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Microsoft enforces Token authentication for connecting to M365. This user does not

require a license.

> To create M365 account:

1. Loginto M365 Admin platform with Customer Admin
permissions: https://admin.microsoft.com/.

2. Inthe Navigation pane, select Active Users and then click Add a user.

i 9% Contoso Electronics

Microsoft 265 admin center

= Home > Active users
@ Home .
Active users
R users N
i & i e i e
Contacts.
Guest users O Oispyname 1 Usemame enses % Chocsecolum
Bt
O Adele Vance o 3 Complince, et
. Teams & groups v
Alex Wilber ol e
S Biling ~ o " '
— O AllanDeyoung D @MS6518011641 nbicresft.com Uncensd
Add a user
) Set up the basics
@ Basics
To get started, fill out some basic information about who you're adding as a user.
O Product licenses
O Optional settings
First name Last name
‘ UMP3655erviceAccount ‘ ‘ ‘
O Finish
Display name *
‘ UMP3655erviceAccount ‘
Username * Domains
‘ UMP365ServiceAccount ‘ @‘ M365x35340067 onmicrosoft.com v ‘

Automatically create a password
Require this user to change their password when they first sign in

[ send password in email upon completion

Cancel

3. Enter the details of the Service account, and then click Next.
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_ p —

Add a user

. -
°-: Assign product licenses 2
@ Producti Assign the licenses you'd like this user to have.
roduct licenses
&
O Optional settings w
Select location *
L]
L
+
Licenses (0) * ~
(O Assign user a product license
Enterprise Mobility + Security ES
2 of 20 licenses available
Microsoft 365 E5 Compliance
3 of 20 licenses available
Microsoft Power Automate Free
9999 of 10000 licenses available
Office 365 E3
1 of 2 licenses available
Office 365 E5
You have no mere licenses for this trial subscription. You need to buy a
subscription before you can assign a license.
Windows 10/11 Enterprise E3
18 of 20 licenses available
(®) Create user without product license (not recommended)
They may have limited or no access to Microsoft 365 until you assign a product
license.
.o
7
e 2 Cancel v
»

4. Click the Create user without product license and then

_ p —

Add a user

Basics
Product licenses
Optional settings

Finish

O—e—o—o0

Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile
information.

Roles (User: no administration access)

Profile info

Back Next

click Next.

-
i
(-]
o]
w
o L]
+
v
o
e

Cancel

5. Configure Optional Settings if required, and then click Next.
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Add a user

Review and finish

@ Basics
@ Product licenses
| Assigned Settings
@ Optional settings Review all the info and settings for this user before you finish adding them.
| Display and username
® Finizh UMP365ServiceAccount
UMP rvi ur 067.0r com
Edit
Password

Type: Auto-generated
Edit

Product licenses

Create user without product license.

Roles (default)
User (no admin center access)
Edit

Profile info

Edit

Cancel
< >
6. Click Finish adding.
Add a user
®
@ Basics @ UMP365ServiceAccount added to active users
© Product licenses UMP365ServiceAccount will now appear in your list of active users
@ Optional settings User details
Display name: UMP3655erviceAccount
@ Finish Username: U 0067.onmicrosoft.com
Password: M@198504107438uy
Licenses hought
None
Licenses assigned
None
Save these user settings as a template?
User templates allow you to quickly add similar users in the future by saving a set of
shared settings such as domain, password, product licenses, and roles,
Review settings for this user template
Mame your template *
| Example: FTE Senior Engineer, New York ‘
‘Add a description (recommended)
| Example: Template for full-time senior engineers in New York office ‘ v
< >

7. Click Close. The new user is added.
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i Microsoft 365 admin center

= A, addauser

B User templates 83 Add multpl users

A Multi-factor authentication

LynneK@MSD3S558U L UnMcrosott.com

MalloryC@M365c35340067.0

MeganB@M355¢35340067.OnMicro:

ms-seviceaccount@M3ESHISHO0ST.OnMicrosoft.com

MiiamG@M355¢35340067.OnMicrosoft com

A, Deleteauser () Refresn @ Reset password & Export users

7 Filter

2 Choose.

£> Compliance, Enterprise Mobilty + Securt

Windows 10/11 Enterprse €3, Microsoft 365 £5 Compliance

NestorN@M365¢35240067.OnMicr

PattiF@M365x35340067.0nMi

PradeepGOMI6S(353006T. OnMicrosoft.cor

RaulR@M365¢35340067.OnMicrosoft.com

Livect

ump-activation-1698325714@BradDRTest sandboxd.audioc

ion-1699209056@0CProHybrid.sandbox2 audi

ump-activation-1701686025@Bradd0087SL2 sandbox2aud

Windows 10/11 Enterprise

Microsolt 365 E5 Compliance, Enterprise Mobilty + Securit

Microsolt 365 £5 Compliznce, Enterprise Mobil

Office 365 €5

Office 365 €5

Office 365 E5

@ Home
[ Displayname 1
R users ~
L tynne Kobbins
I Active users
[ Mallory Cortez
Contacts
Guest users [ Megan Bowen
Deleted uzers O Microsoft Ser
A% Teams & groups v
O Miriam Graham
S Roles v
O ™OD Administrator
B Resources ~
[0 Nestor Wilke
S siling v
o [ Patti Fernandez
Support v
[ Pradeep Gupta
@ Settings w
Raul Ra
& sewp 0 Rz
2 Reports v O svc-tivec
P Health v O Ump-Activation-User
[0 Ump-Activation-User
Admin centers
[ Ump-Activation-User
Security
[ uMP36sServiceAccount
Compliance
O umpdNs

UMP365ServiceAccount @M355x35340067.onmicrosoft.cor

Unlicensed

Endpoint Manager

°

°

=]

& Identity
@3 Exchange
S

SharePoint

©  Help & support

8. Optional: Its recommended to add the "svc" to the username to distinguish your service

account from your regular users.

[0 ump-Activation-User 16983257 dioc Office 365 E5

[0  Ump-Activation-User : P ProHybrid.sandb i Office 365 E5

[0 Ump-Activation-User : P b d  Office 365 E5
SVCUMP3655erviceAccount Q Unlicensed

[0 uwmpDNs UMPDNS@MS365¢35340067.anmicrosoft.com Enterprise Mability + Security E5

Assign Administrator Roles to IT Administrator

€ Help & support

[ Give Feedback

The following Administrative roles must be granted to the customer Global IT administrator
who grants consent to the Service Provider operator to connect to the customer Microsoft 365
platform for performing Background synchronization:

B Application Administrator (used for Token Authentication)

B Skype for Business Admin (Mandatory)

B Teams Communications Administrator (Mandatory)

For Fully Automatic DNS provisioning, the following roles must also be configured:

B Domain Name Administrator (for Txt and A-record generation)

B User Administrator (for creating the User Management Pack™ 365 SP EditionM365

Activation user)
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A

If you don't wish to configure the 'Application Administrator' permission, then you

will be prompted to provide consent when running the Token Authentication
wizard (see Secure Token Connection with Service Account Credentials on

Skype for Business and Teams Communication roles are mandatory roles.
User Admin and Domain Name Admin are only required if you are using Fully

Automatic DNS provisioning of the customer sub domain during the Onboarding

[
page 311).
[}
[ ]
process.
[}

The background replication with the token or username password connects to

Azure with the PowerShell connection string shown below:

connect-azuread -MsAccessToken S$Stokens.Iteml
AadAccessToken S$Stokens.Item3

> To assign administrator roles:

1.
2. Open the Azure Active Directory.

3.
organization.

-AccountId $m365username

Sign-in to the customer tenant with Admin permissions.

In the Users screen, choose the user who will have the role to grant consent in the

= Microsoft Azure £ Search resources, services, and docs (G+/)

Admin@ocshost.emea....
AUDIOCODES NETHERLANDS BV.

Home > AudioCodes Netherlands BV >

Aaure Active Directory

t Newuser —+ New guest user
& Allusers

0 +
& Deleted users £ Bria v Add filters

2 users found
Password reset

[ Bulkoperations ~+ () Refresh /2 Reset password (7' Per-user MFA

Name T User principal name 1y User type
£ User settings
O . mike o' brian mike.o'brian@OCSHOS... Member
K Diagnose and solve problems
. TeamsiTUser TeamITUser@ocshosto... Member

il Deleteuser = == Columns | A Got feedback?

Directory synced Account enabled Identity issuer Company name Creation type

No Yes OCSHOST.onmicrosoft.cor

No Yes OCSHOST.onmicrosoft.cor

0 Search resources, services, and docs (G+/)

Microsoft Azure

Admin@ocshost.emea....
AUDIOCODES NETHERLANDS BV.

Home > AudioCodes Netherlands BV > Users > TeamsITUser

@ TeamsITUser | Profile
- User

& Edit £ Resetpassword () Revoke sessions [i] Delete

K Diagnose and solve problems

Teams|TUser

TeamITUser@ocshost.onmicrosoft.com

Manage

& Profile

&, Assigned roles

% Administrative units

User Sign-ins

2 Groups

O Refresh

A7 Got feedback?

Group memberships
0

4,

In the Navigation pane, select Assigned Roles.

Microsoft Azure £ search resources, services, and docs (G+/)

AudioCodes Netherlands BY Teams! TUser

Home

TeamslTUser | Assigned roles
& ser

~+ Add assignments O

K Diagnose and solve problems

Manage

A Profile + Add filters

&, Assigned roles .
L Description

% Administrative units

No directory roles assigned.

& Groups

5. Click Add assignments.

&7 Got feedback?
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Directory roles X
'I\ Sort
0 To assign custom roles to a user, your organization needs Azure AD Premium P1 or P2.
~

Choose admin roles that you want to assign to this user. Learn more

| & Search by name or description T Add filters

u » Application administrator Can create and manage all aspects of app registrations and enterprise
apps.

G # Application developer Can create application registrations independent of the "Users can
register applications' setting.

D » Attack payload author Can create attack payloads that an administrator can initiate later.

[j » Attack simulation administrator Can create and manage all aspects of attack simulation campaigns.

D » Attribute assignment administrator [ Assign custom security attribute keys and values to supported Azure
AD objects.

D o Attribute assignment reader [ Read custom security attribute keys and values for supported Azure
AD cbjects.

D + Attribute definition administrator 1 Define and manage the definition of custom security attributes.

G » Attribute definition reader [ Read the definition of custom security attributes.

D # Authentication administrator Has access to view, set, and reset authentication method information
for any non-admin user.

D # Authentication policy administrator Can create and manage all aspects of authentication methods and
password protection policies.

[ r.e Azure AD joined device local administrater Users assigned to this role are added to the local administrators v

6.

7.

Add role “Application administrator”.

Add role “Skype for Business Administrator”.

Directory roles

w

Qo

T

o To assign custom roles to a user, your organization needs Azure AD Premium P1 or P2.

Choose admin roles that you want to assign to this user. Learn more

‘ £ skype

» |ty Add filters

| ’ # Skype for Business administrator

Can manage all aspects of the Skype for Business product.

8.

Add role “Teams communications administrator”.
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Directory roles X

'r Sort

Choose admin roles that you want to assign to this user. Learn more

| F teams « | Fy Add filters

D g Teams administrator Can manage the Microsoft Teams service.

. # Teams communications administrator Can manage calling and meetings features within the Microseft Teams
service.

D g Teams Communications Support Engineer Can troubleshoot communications issues within Teams using advanced
tools.

G # Teams Communications Support Specialist Can troubleshoot communications issues within Teams using basic
tools.

G » Teams devices administrator Can perform management related tasks on Teams certified devices.

9. Add role Domain Name Administrator.

Directory roles X

Choose admin roles that you want to assign to this user, Learn more

|,"3 Domain Name ® +T Add filters
Role T4  Description
# Domain Name Administrator Can manage domain names in cloud and on-premises.
Directory roles X

Choose admin roles that you want to assign to this user. Learn more

| 2 User Administrator ¥ +V Add filters
Role Ty Description
D g Extended Directory User Administrator Manage all aspects of external user profiles in the extended directory for Teams.

Can manage all aspects of users and groups, including resetting passwords for
limited admins.

# User Administrator

The following screen displays all added admin roles.

Administrative roles
Administrative roles can be used to grant access to Microsoft Entra ID and other Microsoft services. Learn more (1
‘)3 Search by name or description e Add filters
Role T4 Description Resource Name T4 ResourceType 74  Assignment Path T Type

(O ple Application Administrator Can create and manage all aspects of app registrations and enterprise apps. Directory Organization Direct Built-in
(I e Domain Name Administrator Can manage domain names in cloud and on-premises Directory Organization Direct Built-in
(O e Scype for Business Administrator Can manage all aspects of the Skype for Business product. Directory Organization Direct Built-in
(O e Teams Communications Administrator Can manage calling and meetings features within the Microsoft Teams service, Directory Organization Direct Built-in
O e User Acministrstor E;T‘ga:;ngj:su aspects of users and groups, including resetting passwords for Directory Organization Direct Buitin

N

10. The added User should be able to use “admin consent workflow” as an administrator (by
default granted to the Global admin only):
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a. Open the Enterprise Application and then in the Navigation pane, select Consent and
permissions.

e e

Home > BradREST | Enterprise applications >

(i ) Enterprise applications | Overview

BradREST - Microsoft Entra ID

~+ Newappication A7 Got feedback?

© Overvew 5
. Diagnose and solve probiems Overview  Tutorials
Manage

[Femerear

Al applications
! Application proxy Basic information

& User settings

Total applications Enabled apps
B App launchers
& Custom authentication Enterprise applications Disabled apps
extensions (Preview) . eati .
Microsoft applications Hidden apps
Security
My feed

© Conditional Access

© Consent and permissions
0 Conditional Access

“activity Control user access based on Conditional Access
policy to bring signals together, to make decisions.
D Sign-inlogs and enforce organizational policies.

i Usage & insights

Audit logs Quick actions

Provisioning logs

P— =] = B R

© Admin consent requests Add enterprise  Add on-premises  Add application Add access
application app registration review

2, Bulk operation results

Troubleshooting + Support

2 Newsupport request

b. Select the Admin consent settings tab.

c. Select Yes for allowing users to request admin consents.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > BradREST | Enterprise applications > Enterprise applications | Consent and permissions > Consent and permissions

o) Consent and permissions | Admin consent settings
Nicrosoft Entra 1D
&l save X Discard
Manage

& User consent settings Admin consent requests

% Admin consent settings. Users can request admin consent to apps they are unable to consent to ©

% Permission classifcations

Who can review admin consent requests @

Reviewer type Reviewers
Users

Groups (Preview) + Add groups
Roles (Preview) + Add roles

Selected users will receive email notifications for requests (0

Consent request expires afer (days) ©

d. Click Add users.
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= Microsoft Azure

O Search resources, services, and docs (G+/)

Home > Enterprise applications | Consent and permissions > Consent and permissions

» Consent and permissions | Admin consent settings
Microsoft Entra D
& save X Discard
Manage
& User consent settings Admin consent requests

1 Admin consent settings Users can request admin consent to apps they are unable to «

o - No )

2. Permission dssifcations - )

Who can review admin consent requests ©
Reviewer type
Users

Groups (Preview)

Roles (Preview)

Selected users will recsive email notifications for requests @
ne )

Selected users will receive request expiration reminders @
No

Consent request expires after (days) (©

Select admin consent request reviewers X
@ Try changing or adding filters if you don't see what you're looking for. Selected reviewers (1)
Reset
The selected reviewers can act on (review, block. deny) new admin consent requests. All users can block and deny admin consent
requests, but only users with the Global, Application, or Cloud application administrator role can grant adrmin consent. Nox Wilber .
Search &
B2 J
Al Users
Name Type Details
[ @ Adeevance User AdeleV@M365x18011641.0nMicrosoft.cor
[~ ] & Alex Wilber User AlexW@MB365¢18011641.OnMicrosoft.com
[ & Allan Deyoung User AllanD@M365x18011641.0nMicrosoft.com
O & Automate Bot User AutomateB@M365x18011641.0nMicrosoft
O & Bianca Pisani User BiancsP@M365x18011641.OnMicrosoft o
O & Brian Johnson (TAILSPIN) User Brian)@M365x18011641.0nMicrosoft.com
(] & Cameron White User CameronW@M365x18011641.0nMicrosoft
O & Christie Cline User ChristieC@M365x18011641.0nMicrosoft.cc
< > v

e. Select the user of the Service account that you just added. The user is added.

= Microsoft Azure

0 Search resources, services, and docs (G+/)

o) Consent and permissions | Admin consent settings

Ko

Admin consent requests

Manage
£ User consent settings
@ Admin consent settings
m
&2 Permission dassifications -» )
Who can review admin consent requests @
Reviewer type
Users
Groups (Preview)

Roles (Preview)

Selected users will receive email notifications for requests (O

S
Selected users wil receive request expiration reminders @
D)

Consent request expires after (days) ©

Users can request admin consent to apps they are unable to consent to ©

Home > Contoso | Enterprise applications > Enterprise applications | Consent and permissions > Consent and permissions

Reviewers

+ Add groups

+ Add roles

11. Click Save.

Configure Additional Security Settings

It is highly recommended to implement the following security actions on the M365 platform

prior to Onboarding:

B Exclude UMP Service account for all company Conditional access rules.

Secure M365 with PIM (Privileged Identity Management).

[ |
B Ensure M365 authentication is performed using MFA.
[ |

Provide Admin consent to the ‘Enterprise application’ that is used for the Background

replication.
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> Do the following:

1. Login to the Microsoft Entra admin center with Global Admin permissions.

2. The User Management Pack™ 365 SP Edition Service account should be excluded for all
enterprise Conditional access rules according to Microsoft best practices by following
Microsoft documentation: "How to create an exclusion group in a Conditional Access

policy". See example figure below showing user exclusion for a conditional access rule.

— Microsoft Azure

Home » Conditional Access | Overview >

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn mare &'

MName *

ExclusionPalicy v |

Assignments

Users (@

Al users included and specific users excluded

Target resources (1)

Mo target resources selected

Conditions @O

0 conditions selected

Access controls

Grant (&)

0 controls selected

Session (O

0 controls selected

Enable policy

a ~
| Report-only on off )

Control access based on who the palicy will
apply to, such as users and groups, workload
identities, directary roles, or externzl guests.
Learn mare

Include Exclude

Select the users and groups to exempt from
the policy

[ ] Guest or external users ©
|:| Directory roles ©

Users and groups

Selact excluded users and groups

1 user, 1 group

- ExclusionGroup wer

MOD Administrator s
admin@M365x65686504.0nm...

£ Sea
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3. Verify that the M365 is secured with PIM (Privileged Identity Management), and ensure
access for the Global user or Service Account to be used by User Management Pack™ 365
SP Edition. In addition, remove any rule related to PIM:

a. Inthe Navigation pane, select Identity > Identity governance > Privileged Identity
Management > My roles.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home
8 Applications . .
2 ity Management | Quick start = X
& Protection A~
dentiy Proteci
ety prtecton B Quick start e 0
Conditional Access
Tasks

Authentication methadis What's new et started

Password reset

Manage your privileged access

i Review access
Risky actiities Use Privileged Identity Management to manage the lifecycle of role assigni

= Manage time access policy, and discover who has what roles. Learn
Identity governance ~N
® Microsoft Entra roles
Enttement management & crows
Access reviews % Azure resources . °
| Friiged ey nctviy - D o @

Management ¢ >
Lifecycle workflows B My audi history ‘

B Exemal denttes o [l ouvisnooting + suppon = »

X Troubleshoot

o i Activate just in time Discover and monitor
& New support request

2 Protection v

& Identity governance v

B Verifiable credentials ~

2 Search resources, services, and docs (G+/)

Home > ent | My roles >
A Home
> soft Entra roles = X
Prvleged denti ment My roles
*  Favorites ~
O Refresh | & Got feedback?
Activate
©  Identity . = N
Y —— Eligible assignments  Active assignments  Expired assignments
& Protection v & Groups P search by role
& Azure re Role. . Scope 4 Membership ty  End time Action
& identity governance ~
e Troubleshooting + Support No results
& Dashboard X
& Entitlement management. & New support request

@ Access reviews
| & prvieged identity Management

€ Litecyle worows
B Verifiable credentials ~
# Permissions Management

& Global Secure Access (Preview)

2 Leam & support ~

4. Ensure M365 authentication is performed using MFA (Multi-factor authentication) and not
using plain user and password:

a. Open the Azure Active Directory portal.
b. Inthe Navigation pane, select Properties.

c. Select Manage security defaults.
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O Search resources, services, and docs (G+/)

Home > BradREST
HE BradREST | Properties x
. Microsoft Entra ID

A Country or region Netherlands.
@ Identity Goverance

EU Model Clause compliant datacenters

Engish -~
Tenant ID 26a57129-040b-4dd4-ba63-Tbdd5ba59538 [
Technical contact transformprov@microsoft.com

¥ Custom domain names Global privacy contact

@ Mobility (MDM and MAM)
Privacy statement URL

Password reset

Tl Company branding Access management for Azure resources

& User settings
MOD Administrator 18011641 an manage access to all Azure subscriptions and management groups in this tenant,

[ Learn more 2
® sy @
Monitoring

Security defaults
D Sign-inlogs
B Auditiogs curity defaults are basicidentity security mechanisms recommended by Microsoft. When enabled, these recommendations will be automatically enforced in your organization. Administrators and users willbe better protected from common identiy-related
& Provisionin g logs Lea

% Health (Preview) n is not protected by security defaults.

£ Log Analytics
& Diagnostic settings

@ Workbooks Save Discard

i Usage & insights

d. Ensure that Security defaults is set to Disabled.

admin@M365x1801164... @

BRADREST (M365X18011641.0NM...

Security defaults X

Security defaults

Disabled (not recommended) v

A with security defaults disabled, your organization is vulnerable
to common identity-related attacks.

99.9% of account compromise could be stopped by using multifactor
authentication, which is a feature that security defaults provides.

Microsoft's security teams see a drop of 80% in compromise rate
when security defaults are enabled.
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Security defaults X

Security defaults
| Disabled v

A with security defaults disabled, your organization is vulnerable
to common identity-related attacks.

99.9% of account compromise could be stopped by using multifactor
authentication, which i1s a feature that secunty defaults provides.

Microsoft's security teams see a drop of 80% in compromise rate
when security defaults are enabled.

Reason for disabling *

This feedback will be used to improve Microsoft products and
services. \View privacy statement o

O My organization 1s using Conditional Access

O My organization is unable to use apps/devices

@ Too many sign-in multifactor authentication challenges

0 We recommend having separate accounts for
administration and standard productivity tasks to
significantly reduce the number of times your admins are
prompted for multifactor authentication. Learn maore o

O Too many multifactor authentication sign-up requests

O Other
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e. Select a reason for disabling and then click Save.

Security defaults

Cancel

Disable security defaults

Disabling security defaults will leave your organization
vulnerable to common attacks.

e Perform action per user:

Microsoft Azure

Home >

In the Navigation pane , select Users.

O Search resources, services, and docs (G+/)

i ) BradREST | Overview

Microsoft Entra ID

© Overview
I Preview features

K Diagnose and solve problems

Manage

+ Add v &3 Manage tenants

What's new

@ Azure Active Directory is now Microsoft Entra ID. Learn more (2

Overview ~ Monitoring  Properties

Recommendations

(53 Preview features

Tutorials

A7 Got feedback? v

(Foeyour wmam

Select any user and then click Per-user MFA.

SIS

Home > BradREST | Users >

F 3 Users

[P searen - Newuser v L Downloadusers [ Bulkoperstions v () Refresn & Manageview v [i] Delete & Gotfeedvack?
A Alusers © Azure Active Directory s becoming Microsoft Entra ID, &
8 Auditions (Fsa ]V e
D Sign-inlogs 36 users found (1 user selected)
X Disgnose and soive probiems [ isplay name 1 User principal rama 11 User type Onpremisessy..  Mdeatities Company rame Creation type g
Manage O @ weevne AdeleV@M365K18011641... 1) Member No M365x18011641 onmicrosoft.com
& oeetedusers & e AeRWOM365x18011641. 1) Member No M365x18011641.onmicrosoft.com
psssword reset O s Alln Deyoung AlBnD@M365x18011641... 1) perber No M365¢18011641.onmicrosoft.com
2 User settings [ @ roraresor AutomateB@MIE5x1801... 1) Mermber No M365¢18011641.onmicrosoft.com
£ Bulk operaton results [ @ sercpen BiancaP@M365¢1801164.. (1) Member No M365x18011641.onmicrosoftcom
Troubleshooting + Support O @ sron sotmson sy ErianI@M365x18011641... (D) Member No M365x18011641 onmicrsoft.com
R New support equest O @ coreronvinie CameronWOM365x1801.. 1) Member No M365418011641.onmicrosoft.com
el o W ChristieC 160 [N st N
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I~ conToso demo admin@M365x 18011641 .onmicrosoft.com | 2

multi-factor authentication
users service settings

Mote: enly users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

View: Sign-in allowed users v P Multi-Factor Auth status: Any v bulk update

MULTI-FACTOR AUTH
D DISPLAY NAME = USER NAME STATUS
[0 AdeleVance AdeleV@M365x18011641.0nMicrosoft.com Disabled AI Wlb
ex lnoer
Alex Wilber AlexW@M365x 18011641, OnMicros oft.com Disabled

Alex'W@M365:18011641.0nMic

[0 Allan Deyoung AllanD@M365x18011641.0nMicrosoft.com Disabled 9256 Towne Center Dr., Suite 40
+18585550110

[0 Automate Bot AutomateB@M 365x18011641.0nMicrosoft.com Disabled

[0 Bianca Pisani BiancaP@M365x18011641.0nMicrosoft.com Disabled qUICk StEpS

[J  Brian Johnson (TAILSPIN) Brian)@M365x18011641.0nMicrosoft.com Disabled

Manage user settings

iii. Select any user and then select Enable to enable MFA.

5. Provide Admin consent to the ‘Enterprise application’ that will be used for the Background
replication (see Deploy Synchronization Application on page 91). This prerequisite is
optional:

a. Inthe Microsoft Entra admin center portal or Azure portal, navigate to Applications >
Enterprise applications > Permissions.

b. Click “grant admin consent for <CustomerTenant>.

Microsoft Entra admin cent

0 Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Sandbox2-UMP-Token

A Home

o Sandbox2-UMP-Token | Permissions x

#8% oterprise Application
*  Favorites v

€ 0) Refresh / Review permissions | /7 Got feedback?
Oversiew

S identity ~

Deployment Plan -
® ovenvew Permissions

X Diagnose and solve problems

Below i the lst of permissions that have been granted for your organization. As an admiistrator, you can grant permissions to this app on behalf of al users (delegated permissions). You can also grant permissions directly to

R users N Manage this app (@pp permissions). Learn more.
= Groups v 11! propertes Vou can review, revoke, and restore permissions. Learn more
v s oms ]

4. Roles and administrators

Admin consent  User consent
28 Users and groups e

D Single sign-on 2 Search permissions
App registrations  provisioning API Name 2 Claim value 4 Permission T Type 7. Grantedthrough ™y Grantedby Ty
B Protection ~ C self-service Microsoft Graph
Custom security attribute: Microsoft Graph Group ReadWrite.All Read and write all groups Delegated ‘Admin consent An administrator
Identity Protection
secutty Microsoft Graph Directory.AccessAsUserAll  Access directory as the signed in user Delegated ‘admin consent An administrator
Condtional Access
Microsoft Graph UserRead Al Read all users' full profiles Delegated ‘Admin consent An administrator
Authentication methods Microsoft Graph AppCatalogReadwrite Al Read and write o all app catalogs Delegated Admin consent An administrator
P Microsaft Graph openid Sign users in Delegated ‘Admin consent An administrator
Microsoft Graph profile View users' basic profile Delegated ‘admin consent An administrator
Custom securiy attributes. Activity
Microsoft Graph offine_access Maintain access to data you have given it access o Delegated ‘Admin consent An administrator
Risky actvities. D sign-in logs
Y grinies Skype and Teams Tenant Admin API
G Usage &insights
2 Identity governance ~ Skype and Teams Tenant Admin API user impersonation Access Microsoft Teams and Skype for Business da... Delegated Admin consent An administrator

@ Auditlogs

Enttement management
& Provisioning logs

9= Access reviews

)

Learn & support ~
Troubleshooting + Support
& New support request v
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SIS

Home > BradREST | Enterprise applications > Enterprise applications | All applications > Sandbox2-UMP-Token

o Sandbox2-UMP-Token | Permissions X

1]
Enterprise Application

Overview

[0 Deployment Plan

x

Diagnose and solve problems

Manage

Properties
& Owners

&, Roles and administrators
2 Users and groups

9 single sign-on

@ Provisioning

C Seffservice

Security

© Token encyption

Activity
D Sign-inlogs
i Usage & insights
& Auditlogs

& Provisioning logs

(O Refresh \/ Review permissions. A7 Got feedback?

Permissions

Below s the st of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on behalf of all users (delegated permissions). You can also grant permissions directly to this app (app permissions). Lean

You can review, revoke, and restore permissions. Lear more.

Admin consent  User consent

(15 search permisions

API Name N Claim value 2o Permission T Type 2y Grantedthrough Ty Grantedby Ty
Microsoft Graph
Microsoft Graph Group ReadWrite.All Read and write al groups Delegated Admin consent Anadministrator  +*
Microsoft Graph Directory AccessAsUser.All Access directory as the signed in user Delegated Admin consent Anadministrator  **
Microsoft Graph UserRead All Read all users’ full profies Delegated Admin consent Anadministrator  **
Microsoft Graph AppCatalog ReadWrite.All Read and write to all app catalogs Delegated Admin consent An administrator
Microsoft Graph openid Sign users in Delegated Admin consent An administrator
Microsoft Graph profie View users’ basic profle Delegated Admin consent An administrator
Microsoft Graph offine_access Maintain access to data you have given it access to Delegated Admin consent An administrator
Skype and Teams Tenant Admin API
Skype and Teams Tenant Adrin API user_impersonation Access Microsoft Teams and Skype for Business data as the .. Delegated Admin consent An administrator

A For any change in Enterprise application roles, make sure admin consent is applied.
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31

Onboarding Customers

This section describes how to onboard a new customer. New customers can be onboarded for
the following license types:

B Hosted Essentials (see Onboarding with Hosted Essentials below)
B Hosted Essentials + (see Onboarding with Hosted Essentials + on page 290)

B Hosted Pro (see Onboarding with Hosted Pro on page 361)

Onboarding with Hosted Essentials

This section describes how to onboard new customers with “Hosted Essentials” licenses.

& Connecting calls for Hosted Essentials customers requires the manual configuration
of an SBC and Voice Routes in the Service Provider Teams admin center (see
Setting Up Hosted Essentials Customer on page 288). For Hosted Essentials Plus
customers and Hosted Pro customers, these entities are configured during the
onboarding.

> To onboard a new “Hosted Essentials” customer:

1. Inthe Tenants page, click o

Available Users: 9885, Available Customers: 17
Sysadminkit Version: 8045041

Show 10 % |entries

Customer Name T state SysAdmin Info Licensing (licensed users)
Bradtest Deployed  version 8045041 M365 - Essentiallus (10) edit | elete | Undo Deploy |
p 20221207.15.07.23 T
Syshcmin padsee
Queue Replcation
1PPEXTobi Deployed 8045041 M365 - Pro (20) et | Delete | Undo Deploy |
2022.1207.15.07.28 T
Syshcmi h
Queue Replcation
LBRCustomTest Deployed 45041 M365 - Pro (10) edt | Delete | Undo Deploy |
2022.12,07.15.27.40 -
Queue Replcation
LBRDefault Deployed M365 - Pro (10) edit | Delete | Undo Deploy |
- Add SBC Site Executing commands: 0
Syshcmin
Replicstion n progressi no.
Queue Replication
LBRTestTobi Deployed version: 80.450.41 M365 - Pro (20) cait | elete | Undo Deploy | Queed commands: 0
replicstion: 2022.12.07.15.07.24
Add S8C Ste
Syshcmin
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G
LI\/@ Cloud DASHBOARD — NETWORK  ALARMS ~ STATISTICS  CALLS  USERS  SYSTEM Welcome bradadmin v
ToPOLOGY DEVICES +  LNKS  SITES  ENDPOINTS v  CUSTOMERS CHANNELS
CUSTOMER Customer Actions ~ | Delete |
TOPOLOGY < FULLNAME NAME 4 SERVICETYPE STATUS .+ DEPLOYSTATUS LICENSETYPE USERSCOUNT ENABLED (| Direct Routing » ERDETALS >
Add Customer
audiocode... audiocodeseze & Teams: Operator Connect . . Essential v
Q Search by name Compliance Recording » -—
audio cod...  audiocodesru & Teams: Operator Connect . . Pro v Details Providers Side
> Provider! 5 Teams: Direct Routin Shannelz
s Beanyyy  Beanyy @ Teams: Direct Routing . . Essential 1 v Joom , Shamet
® Provider2 aliquipeu.  ColtTestuuly 5 Teams: Direct Routin 0 . Essential o v
. 9 NAME audiocodesru
Gustomer . Custshort & Teams: Operator Connect . ° Essential v Operator Connect > R o
Demolndia  Demoindia @ Teams: Direct Routing ° ° Pro 2 v IveExpre o
DEPLOY STATUS
DemoMS..  Demolive & Teams: Direct Routing . ° Pro 1 v Telnyx @ Deployed
HDDemo..  HDDemo @ Teams: Direct Routing ) ° Pro 6 v johannr FULLNAME audio codes ru
NiketD nikey & Teams: Direct Routing . . Pro o v Telnyx LiveExpre.  SERVICE TYPE Teams: Operator Conn.
NexonTest  NXN & Teams: Direct Routing . ° Pro o v Mvoice LiveExpre LICENSE TYPE Pro
oCALL @ Teams: Operator Connect . ° Essential v AZURE TENANT ID 2152068e-625¢-487b-
PBXCuSti  PEXCustl & Teams: Direct Routing 0 . Pro 2 v a 1S ENABLED ves
PBXCUSITO  PEXCuStID & Teams: Direct Routing . ° Pro s v 1 OTAL NUMBER OF DIDS 007
Te PBXONbo..  PEXONboardi J Teams: Direct Routing ) ° Pro o v a
FILTERS ing L USEDDIDS |
Radu005  radu007 & Teams: Operator Connect . . Essential v
UNUSED DIDS
ADD FILTER Ranpeper.. Randemolun @ Teams: Direct Routing . ° Pro o v SIPTrunk chaa 2006
@9 e RanMVNO  ranMVNO1 @ Teams: Direct Routing . ° Essental 1 v SPTrunk TENANT Provider
RanCentr..  RanPNX & Teams: Direct Routing . . Pro 7 v © Management @ QoE
foydemo2  roydemo2 @ Teams: Operator Connect . . Essential v ACTIVE ALARMS
RoySonyP..  RoySonyPOCT & Teams: Direct Routing . . Pro 0 v SPTrunk somy1 i .
riical Major aming
RoySonyP_.  RoySonyPOC2 & Teams: Direct Routing . ° Pro o v SIPTrunk sony2 0 ‘
RubyReds. RS Net @ Teams: Direct Routing . ° Pro o v SIPIO SIP Trunk
RubyReds. RRS_SCA & Teams: Direct Routing . . Pro o v SIPIO SIP Trunk
Sandbox1..  Sandbocl_CusZM O Zoom: Feering ° ° Essential v
SB1Cust3.. SB1-Custa-SPZM S Zoom: Peering ° ° Essental v
Kemperpage: 25 v 1-250f35 [

SELECT TENANT

Tenant
Provider1 -

Close

2. From the drop-down, select the desired tenant and then click Select.

The Onboarding interface opens.

65 Tenant »

Add New Customer

Pending Customers (2)

|. Beset  Session expires in: UQ’.-EFQ'j
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3.

Click Add New Customer.

o Voice Route

Full Customer Name

EssentialTrunk

Short Customer Name

EssentialTrunk

License Type

® Hosted Essential O Hosted Essentials+ © Hosted Pro

\ ac / e

4. Enter Full Customer M365 Tenant Name — Free Text.

5. Enter Unique new Customer M365 Tenant Name - Define a unique name for the new M365

Tenant.

Note the following rules:

e The string should be 3-15 characters long

e The following characters cannot be used: \ /: * ? " <> |audit

e Can contain letters (lower/UPPER case), Numbers and special characters are allowed,
however cannot contain the dot (.) or blank spaces.

e Unique name per M365 Tenant M365 Tenant Name

6. Select the Hosted Essential License Type.
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65 Tenant V36 e Voice Route

Customer: EssentialTrunk

Configure SBC

Shc Site Name EssentialTrunk

Online PSTN Gateway Online PstnGatewa

Shc Configuration: @ Sip Trunk  © BYOC
Region Select an SBC from list v
Carrier Select a Carrier from list v

I Carrier Registration

I Enable Cac

o R
\ ac /, (3

7. Configure SBC parameters according to the table below and then click Next.

Table 31-1: SBC Parameters
0365 Setting Description
Configure SBC Select check box if you wish to configure the SBC.

SBC Site Name Name of the SBC site location.

Online PSTN Unique subdomain name per M365 Tenant (CSOnlinePSTNGateway —
Gateway FQDN) which represents the desired host name added for the carrier
trunk.

This name must be preconfigured on the M365 Tenant Domain or via
DNS provisioning (see Register End Customer Tenant DNS Sub domains
on page 250).

SBC Select one of the following SBC configuration modes:
Configuration B SIP Trunk
B BYOC
Region Select the required SBC device according to site location IP address.
Carrier This option is available If you selected SIP Trunk or BYOC for SBC

Configuration above. The selected carrier binds to the configured SIP
Interface, Proxy Set and IP Profile on the SBC (where the same name is
configured for all three entities on the SBC).
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0365 Setting Description
Carrier Select this option to perform SIP Account Registration for the Carrier
Registration trunk:

B Username: Defines the digest MD5 Authentication username. The
valid value is a string of up to 60 characters. By default, no value is
defined.

B Password: Defines the digest MD5 Authentication password. The
valid value is a string of up to 50 characters. Note: The password
cannot be configured with wide characters.

B MainLine (Contact User): Defines the AOR username. This appears
in REGISTER From/To headers as ContactUser@HostName

B Host Name: Defines the Address of Record (AOR) host name. The
host name appears in SIP REGISTER From/To headers as
ContactUser@HostName.

Enable CAC Enable Call Admission Control (CAC). From the drop-down list, select
the desired CAC Profile including the desired number of call sessions.

e Voice Route

SBC number prefixes | Browse...| Mo file selected.

\ ac / (3

8. Define a prefix number range by either by uploading a CSV file or by entering specific
number prefixes.

Setting Description
Update from CSV Browse to load a CSV file containing a range of telephone
prefixes.
Telephone Number Enter a specific telephone number prefix.

Prefix
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SBC number prefixes | Browse... \ pbxexample.csv

pbxexample.csv

o M365 Tenant @ [ET e Voice Route 'Y

SBC number prefixes | Browse... | No file selected.

7
I\)_(/I

A Dial file must be preconfigured on the SBC or IP-PBX for applying this
configuration.

@ M365 Tenant 3 i %

SBC Onboarding Script sbc-scenario? v B

SBC Cleanup Script sbc-scenario7Cleanup | B

Customer Variables Value
=) G

9.

Configure SBC scripts:
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[
e C(lick the h to edit the SBC Onboarding Script file. This is a Preconfigured script that
is prepared by AudioCodes Professional services and that can be customized by setting
Custom Variables.

[

e C(lick the h to edit the SBC Cleanup Script file. Each SBC Onboarding script file has a
corresponding Cleanup script file to restore the configuration to their original settings.
This is a Preconfigured script that is prepared by AudioCodes Professional services and
that can be customized by setting Custom Variables.

® Script variables can be customized and loaded to the SBC Onboarding and Cleanup
scripts above.

See Customer Variables on page 210.

10. When you have completed the configuration, click .

The following screen is displayed:

‘T’ M365 Tenant EEJ M365 t:?:) Voice Route X

Processing Add New ...

-- CreateCustomer task started --
Checking SBC IP Group Programming.
SBC not programmed yet.

Starting SBC Programming.

Shc is programmed

Site location information saved.
Customer created.

-- CreateCustomer task completed --

Close

Setting Up Hosted Essentials Customer

Connecting calls for Hosted Essentials customers requires the manual configuration of an SBC
and Voice Routes.

> Do the following:

1. Login to the Service Provider Teams admin center.
2. Inthe Navigation pane,. select Voice > Direct Routing.

3. Click Add to add a new SBC device.
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@ Dashboard Direct Routing Manage PSTN usage record:
A Teams v Direct Routing lets you connect a supported Session Border Controller (SBC) to Microsoft Phone System to enable voice
calling features. You can add, edit. and view information about your SBCs, voice routes, and PSTN usage records. Leam more
A Users ~
B e e Direct Routing summary
B8 Teams apps v 0 0
Total 585 Voiceroutes SBCs with ssues

@ Meetings v
B Messaging &
& Voice ~

Phone numbers _

{ Delete Oitem S @
Operator Connect
sec o © ¥ol s y status © SIP Options status © Concurrent calls capacity © Enabied ©
| Direct Routing v

4. Enter the FQDN of the SBC device and configure the other parameters (refer to the relevant
SBC User's Manual).

Direct Routing \ Add SBC
@ Dashboard |Add an FQDN for the SBC
You must use the SBC' FQDN that hss the host name registered in DS For sxample i your organizstion oz contoso.com then sbe.contoso.com iz
£ Teams 2 ‘g00d name for the SEC but sbe.contoso.onmicrosoft.com s, Lear more
L Users v
Add a description 50 you know why it was created
& Teams devices v
B Teams apps. ~ SBC settings
When you are adding this SBC, you can tur on or off the SBC and change settings that are specific to the SBC.
@ Meetings v & 9 & 3 5 s
Enabled @D off
SR -
SIP signaling port 5067
Q& Voice ~
Send SIP options © @ o
Phone numbers
Forward al history @D off
Operator Connect
Forward P-Asserted-Identity (PAI) header © off
| OvectRouting orward P-Aserted-Identity (PA) header @
Calling policies Concurrent call capacity 2
Call hold policies Failover response codes 408, 503, 504
Callpark policies Failover time (seconds) © 10
Caller ID policies
SBC supports PIDF/LO for emergency calls @D ot
Dial plans
e
Emergency policies Location based routing and media optimization =

Mobilty pol
lobility policies Location based routing lets you control the voice routing for VolP and PSTN endpoints based on the location of the people that are

the call,
Voice routing policies onthe

The SBC is added.

@ Dashboard Direct Routing Manage PSTN usage record
A Teams v Direct Routing lets you connect 3 supported Session Border Controller (SBC) to Microsoft Phone System to enable voice
calling features. You can add, edit, and view information about your SBCs, voice foutes, and PSTN usage records. Lear more
A Users v
B Teams devices v Direct Routing summary
B8 Teams apps v 1 0 0
TotalSBC: Voice route SEC with zues
B Meetings v
B s >
% Voice ~
Phone numbers _
+ Add © Edit [ Delete 1item QB
Operator Connect
sec o) il duration © o S Options status © Conaurrent clls capacity © Enatied ©
| Direct Routing
sandboxib.audiocodes.be 6 0) inactive /\ Warnin thin limit on
Caling polces | ©  [=]sandboxibaudiocodesbe  © 0% (0) 0 seconds (0) @ Inacti [\ Warning Within limits [ o)

5. Add the required Voice Routes.
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ice routes \ LocalRoute:

@ B LocalRoute
£ Teams v
Description
£ Users v
B Teams devices v
B Teams apps v Priority 1
E Meetings v Dialed number pattem AQ+10-91(10DS
& Messaging >
SBCs enrolled
& Voice ~
Select which SBCs you want calls to route to. All SBCs that you add will be tried in a random order. Learn more.
Phone num! bers

You haven't selected any SBCs yet.
Operator Connect

Add SBCs
| Direct Routing
Calling policies

Call hold policies PSTN usage records
Call park policies The voice routing policy is linked to a voice route using the PSTN usage records below. You can add existing PSTN usage records,
«change the order in which the voice routing should be processed, and assign the policy to users. Learn more.

Caller ID policies

Dial plans You haven't selected any PSTN usage records yet.

Add PSTN usage records
Emergency policies

Mobility policies

Voice routing policies Save Cancel
@ e Direct Routing
A Teams v Direct Routing lets you connect a supported Session Border Controller (SBC) to Microsoft Phone System to enable voice

calling features. You can add, edit, and view information about your SBCs, voice routes, and PSTN usage records. Lear more
A Users v
e v Direct Routing summary
B3 Teams apps v 1 2 0
TowlSECs Voiceroes  SBCswith sues

BB Meetings v
B Messaging -
% Voice ~

Phone numbers _

+ Add 7 Edit T Mo | Movedown [ Delete 2items Q Search o)
Operator Connect
Voiceroute prioity Descripton Died number paterm PSTN usage s8Cs envled
| Direct Routing
LocalRoute 1 A0+1[0-9K10)S
Calling policies
Call hold policies Unresticted 2 . Unrestricted NewVoice customers.audioco

Onboarding with Hosted Essentials +

This section describes how to onboard Hosted Essentials + customers. At the start of the
Onboarding wizard, consent must be requested from the customer administrator to access
their M365 platform. The following Onboarding flows can be run:

B Onboarding with both M365 Default Routing and SBC Configuration on page 333

B Onboarding with only SBC Configuration on page 356

> To onboard Hosted Essentials + customers:

1. Inthe Tenants page, click
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-Tobi\umpadmin

A N s Available Users: 9885, Available Customers: 17
: SysadminKit Version: 8.0.450.41
=]
= Queved Ta Show | 10 ¢ | entries Search:
Customer Name 1 state SysAdmin Info Licensing (licensed users) Queued commands status
Bradtest Deployed version: 80.450.41 M365 - EssentialPlus (10) edt | Delete | Undo Deploy | Queued commands: 0
replication: 2022.12.07.15.07.23 JUp— Executing commands: 0
SysAdmin
Replication in progress: ne.
Queue Replication
1PPEXTobi Deployed version: 80.450.41 M365 - Pro (20) Edt | Delete | Undo Deploy | Queued commands: 0
replication: 2022.12.07.15.07.28 Add SBC ste Executing commands: 0
SysAdmin
Replication in progress: ne.
Queue Replication
LBRCustomTest Deployed version: 80.450.41 M365 - Pro (10) Edt | Delete | Undo Deploy | Queued commands: 0
v:ph(ahan 2022.12.07.15.27.40 Add siC ste Executing commands: 0
ysAdmin
Replication in progress: no.
Queue Replication
LBRDefault Deployed version: 80.450.41 M365 - Pro (10) £t | Delete | UndoDeploy | Queued commands: 0
replication: 2022.12.07.15.07.28 — 0
SysAdmin
Replication in progressi no.
Queue Replication
LBRTest2Tobi Deployed version: 80.450.41 M365 - Pro (20) €t | Delete | Undo Deploy | Queued commands: 0
replication: 2022.12.07.15.07.24 o Ececuting commands:0
SysAdmin
Replication in progressi no. ®

Add New Customer

Pending Customers (2)

[Reset  session expires in: 09:49

2. Click Add New Customer.
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o M365 Tenant e M365 ce Route x

Full Customer Name

HostedPlus

Short Customer Name

HostedPIui

License Type

(O Hosted Essential ® Hosted Essentials+ (O Hosted Pro Licensed Users =

M365 Authentication
O Send link to customer IT administrator for authentication:
@® Use M365admin account with known password

F0o User Name M365 Passwora

.-/.- i N
\ Back ) Next
A A

3. Enter Full Customer M365 Tenant Name — Free Text.

4. Enter Unique new Customer M365 Tenant Name - Define a unique name for the new M365
Tenant.

Note the following rules:
e The string should be 3-15 characters long
e The following characters cannot be used: \ /: * ? " <> |audit

e Can contain letters (lower/UPPER case), Numbers and special characters are allowed,
however cannot contain the dot (.) or blank spaces.

e Unique name per M365 Tenant M365 Tenant Name
5. Select the Hosted Essentials+ license Type.

6. Select the number of licensed users. A maximum of 500 users can be configured per
customer.

7. Proceed to Request Consent from End Customer on page 364.
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° A365 Tenant : e Voice Route 'Y

Validating credentials, please wait! On succesfull authentication the wizard will continue.

Back ) Next

If the following error is displayed, press [Ctrl] F in the browser to clear the cache and then
try again. on the next try you will get the authentication process where you will have to
consent for the permissions.

Validating credentials, please wait! On succesfull authentication the wizard will continue.
)
The administrator has not consented to use the application!
Something went wrong while verifying M365 credentials!

\ Fack } “

Once you have established a secure connection to Microsoft 365, the following screen is
displayed.

Customer BasicPlus

Override Admin Domain: audioOcode.onmicrosoft.com

Tenant ID: bbB950c6-9262-4757-92eb-212e113ec24¢

Grant Admin Access to:

‘_/ .777.\3
| Back ) Next
. A

8. Define Microsoft 365 settings and then click Next.

Table 31-2: Microsoft 365 Settings

M365 —
i Description
Setting
M365 Customer Tenant original Microsoft 365 domain prior to applying vanity
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M365

. Description

Setting
Domain domain names (“example.onmicrosoft.com”).
(Override
Admin
Domain)
Tenant ID The customer Tenant ID. This field is automatically filled; the Tenant ID of

the M365 authenticated user for this Onboarding wizard process.

Grant This option provides multi-tier support for third-party administrators such
Admin as Channel or Customer administrators to perform actions in User
Access to Management Pack™ 365 SP EditionChannel/Customer Portal (Optional).

When this option is used, Single Sign-on support with the customer Azure

AD is provided.

tTJ M365 Tenant ice x

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived
trunk model for service providers and optionally configure the service provider DNS automatically if selected.

( Back ) MNext
h A

9. Do one of the following:

e Select Configure M365 default routing ; the wizard creates default M365 routing in the
customer tenant based on the derived trunk model for service providers. In addition,
you can automatically configure the DNS server to create a PSTN gateway and
customer domain. See Onboarding with both M365 Default Routing and SBC
Configuration on page 333.

e Click Next and proceed to Onboarding with only SBC Configuration on page 356.

Request Consent from End Customer

If the customer purchased a Hosted Essentials Plus or Hosted Pro license then they must grant
consent to the Service Provider or Channel administrator for accessing their M365 platform.
The consent is secured using Token authentication between the User Management Pack™ 365
SP Edition platform and the customer M365 tenant platform. Once the Token connection is
securely established, the customer administrator account credentials can be used to create the
new customer and thereafter for synchronizing the User Management Pack™ 365 SP Edition
database with the M365 platform. The customer administrator must consent to the following:
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Access Microsoft Teams and Skype for Business data as the signed in user.
Read and write all groups.

Access directory as the signed in user.

Read all users' full profiles.

Read and write to all app catalogs.

Maintain access to data that you have provided access.

The Token Invitation wizard is used for establishing the Token connection with the customer
M365 platform. This wizard is run at the beginning of the Onboarding wizard. The Token
Invitation wizard can be run using the following methods:

B Sending email link directly to customer IT administrator including a link to the Token
Invitation wizard.

B Using M365 account credentials (username and password) received from the customer
administrator.

The Token connection can be secured using either the 'Global' admin permissions or the
permissions of the Customer admin Service account (see Create Customer Administrator
Service Account on page 265See the following:

B Onboarding with Default Global Admin below

B Onboarding with Tenant-Defined Service Account on page 311

Onboarding with Default Global Admin

The following methods can be used to secure the Token connection with the customer M365
platform using customer default Global admin account:

B Use username and password of the Global admin account (Secure Token Connection with
Global Admin Credentials on page 365).

B Send email link directly to Global admin (Secure Token Connection with Email Link (Global
Admin) on page 299).

Secure Token Connection with Global Admin Credentials

You can secure the Token connection with the customer M365 platform using the provided cre-
dentials of the customer Global admin account.

Ensure that the Global admin has been assigned the required roles (see Assign
Administrator Roles to IT Administrator on page 269).

> Do the following:

1. Inthe Onboarding wizard click Add New Customer.
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65 Tenant

Reset  Session expires in: 09:49

Add New Customer

Pending Customers (2)

2. Select Use M365admin account with known password.

@ 1365 Tenant (> QYIS

Full Customer Name

GlobalBasic

Short Customer Name

GlobalBasic

License Type

O Hosted Essential O Hosted Essentials+ @® Hosted Pro

M365 Authentication
© Send link to customer IT administrator for authentication:

® Use M365admin account with known password

admin@M365x02753627.onmicrosoft.com

e Voice Route

3. Enter the Global Admin username and password provided by the customer.

o M365 Tenant

Clickhereto start the authentication process.

The Wizard will continue after consent is granted.

( Back
S
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4. Click here to start the authentication process.

BT Microsoft

Pick an account

to continue to Microsoft Azure

v, MOD Administrator
A admin@M365x02753627.onmicrosoft.com .

Signed in

s Brad Brzezinski
a bradb@audiccodes.com
Connected to Windows

5. Choose the customer tenant Global Admin account.

The customer Tenant account must have Global Admin permissions, otherwise the
“Consent on behalf of the organization” check box does not appear.
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BT Microsoft
admin@m365x02753627.onmicrosoft.com

Permissions requested

Sandbox2-UMP-Token
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user

Read all users’ full profiles

C € <X

Read and write to all app catalogs

<

Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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6. Click Consent on behalf of your organization, and then click Accept.

Thank you!

You may close this window
Service provider will contact you when service is ready for operation

7. Click Pending Customers to monitor the process of the request. Verify that Status is shown
as Authentication Complete (see also Pending Requests on page 381).

8. Likewise, open the Multitenant interface and navigate to Security > Customer Invitations.
Verify that Device Authenticated is shown as true.

9. Open the newly created Token registration on the Azure portal for the customer tenant
(Enterprise Applications > <Token-Registration-Name>).

10. In the Navigation pane, select Permissions. Note the added permissions for the new
Enterprise application.

= Microsoft Azure 0 Search resources, services, and docs (G+/) R OB O R

admin@M365x0275362... @

CONTOSO (BRADFRANCEZZSAN.. &

Home > Contoso | Enterprise applications > Enterprise applications | All applications > Sandbox2-UMP-Token

2, Sandbox2-UMP-Token | Permissions X

=% enterprise Application

() Refresh \/ Review permissions AP Got feedback?
B Overview .
Deployment Plan -
Permissions
K Diagnose and solve problems
Below is the st of permissions that have been granted for your organization. As an admiistrator. you can grant permissions to this app on behalf of all users (delegated permissions). You can also grant permissions directly to this app (app permissions). Learn
Manage more

111 Properties You can review, revoke, and restore permissions. Learn more

28 Owners Grant admin consent for Contoso

&, Roles and administrators

Admin consent  User consent

[ search permissions
API Name 1| Claim value 1 Permission | Type 20 Grantedthrough 1o | Grantedby T
Microsoft Graph
GroupReacWrite Al Read and write all groups Delegated Adrmin consent fn sdministrator
Securty DirectoryAccesshsUserAll ory as the signed in user Delegated Ad ¢ fn sdministrator
UserResd Al Read sl users'full profies Delegated Ad t fn sdmiistrator
- AppCatalog.ReadWrite All Read and write to all app catalogs Delegated Ads t An administrator
operid Delegated Ad t fn sdmiistrator
profi Delegated Ad t fn sdmiistrator
offine_scc ccess to Delegated Admin consent An sdmiistrator
Siype and Teams Tenant Admin API
i Usage & nsghs Skype and Teams Tenant Admin API user_impersonation Access Microsoft Teams and Skype for Business data as the ... Delegated Admin consent An administrator

B Auditiogs

& Provisioning lags

11. Continue the Onboarding wizard , see Onboarding with Hosted Pro on page 361 or
Onboarding with Hosted Essentials + on page 290.

Secure Token Connection with Email Link (Global Admin)

You can secure the Token connection with the customer M365 platform by sending an email to
the customer Global admin with a link to trigger the Token Authentication Invitation wizard

Ensure that the customer tenant has been assigned the required roles (see Assign
Administrator Roles to IT Administrator on page 269).
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> Do the following:

1. Inthe Onboarding wizard, click Add New Customer.

o M365 Tenant V365 toute ®

Add New Customer

Pending Customers (2)

[Reset  Session expires in: 09:49

2. Enter the Full and Short Customer Names
3. Select either the Hosted Essentials + or Hosted Pro License type.
4. Set the number of required licenses.

5. Select the Send link to customer IT administrator for authentication link.

o M365 Tenant X

Full Customer Name

BradGlobalToken

Short Customer Name

BradGlobalToken

License Type

(O Hosted Essential (O Hosted Essentials+ ® Hosted Pro 10

(3]

M365 Authentication
® Send link to customer IT administrator for authentication:

O Use M365admin account with known password

admin@M365x%35340067.0n microsoft.com|

I_/ .-7-.\3
1\ Back )] Next
o Y

6. Enter the email address of the Customer tenant Global administrator, and then click Next.
An email is sent to the customer administrator, and the following information message is
displayed.
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° M365 Tenant E b'e
+ An email will be sent to this administrator address. The email shall contain a customized url to a landing page hosted by »
UMP. On this landing page, the customer administrator enters the M365 account to be used for background processing and
a device token (example: DCRWDLDX8) will be generated based out of this account that should be authenticated against
https://microsoft.com/devicelogin v
Close
7. Open the email of the Customer tenant Service Account administrator.
@ Welcome BradGlobalToken for joining the FixedMobileUC "AudioCodes Live Cloud for Microsoft Teams for Service Providers” service - MOD Administrator - Qutlook — Mezilla Firefox - a X
QO D https;/foutlook.office.com/mail/inbox/id/AAQKAGVmMYTiyMT NTCtNGM2Yi1iNTINLTQWMmVIMTIyYzZINw n3yb3xDhIrMMmS7MUU%3D B % =
T Delete 5 Archive (U Report ~  “\Reply ®uReplyall = Forward v £ Read /Unread ) Categorize ~ [ Flag /Unflag ~ & Print .
Welcome BradGlobalToken for joining the FixedMobileUC “AudioCodes UMP-385 for Microsoft Teams for Service Providers” service Q-
onboarding@audiocodes.be B a & ~
To: MOD Administrator ‘Wed 10/11/2023 7:57 AM

Dear Administrator of BradGlobalToken,

We at Sandbox3.FineBak welcomes you to join our "AudioCodes UMP-365  service.

Please activate your tenant by connecting to the link below and authenticate with your M365 UC Administrator account:

http://url1207 audiocodes.be/ls/click?upn=a12WaFRd4t4P7-2B7DSbr5PxErMpe 1UbCLZS-2BKTVwNnmiXwDan5D3X3qlelRRSpTZupuFl-
2FPt70B0ToZA2n6V65e)WIEOVIXSU30NCIrL-2FoadhQvS20lJEPoxOBXGL2rkt7COQ r-2BDMsuWuYVmb7-2F1Mu10L1KohXtVz]FOG2b-2BJK-2BTonC3vw0bHRS-
2FmA-2B4qqgt7h58xMRs-2F3Zb-2FG5gffcBféo1cXAZx07s8nq5e68k0Y7w2XgWBSENNi1TVHek1)pyV70KONmh1hF8hew\jfkwHIbCS p6Hm-2FivOwzll0irvOpnS-2FNp8ZnQwfPArErg-
2BBWvSGEMFBAT7 2xApCIKaWY3BjEinWOCmm94Qwy3pMoFXa7U-2FLAQ-3D

Please Note that Global Admin will be required in order to approve the UMP-365 consents.

. The Authentication process will run against your Microsoft M365 Tenant, we will not know or save your password.
. Revoke Token Authentication: you are able to revoke the authentication at any time. Revoking the authentication will stop the service.

Thank you and best regards,
Sandbox3.FineBak Team

£~ Reply 7 Forward

& If mail has not been received, open the Multitenant interface and navigate to Security
> Customer Invitations. Search for the relevant token and validate that Email Sent
is "True'. In addition, check the email settings (see Configuring Email Settings on
page 69).

8. Click the link sent in the e-mail as shown in the example above. The Token Invitation
Wizard Welcome screen is displayed.
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Welcome BradGlobalToken

To start the onboarding process, please provide the information below.

M365 admin userame

admin@customerdomain.com

We need your admin email address

9. Enter the credentials of the Global Admin user, and then click Start authentication.

Welcome BradGlobalToken

To start the onboarding process, please provide the information below.

M365 admin username

admin@M365x35340067.onmicrosoft.com|

We need your admin email address

Start authentication

Welcome BradGlobalToken

To start the onboarding process, please provide the information below.

M365 admin username

admin@M365x35340067.onmicrosoft.com

To sign in, use a web browser to open the pag% https:!fmicrusuft,curru’devil:eluginland enter the codg GAWLQNAXC (D o

authenticate.

10. Copy the code at the bottom of the screen and then click the Web browser link.
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a5 Microsoft

Enter code

Enter the code displayed on your app or device.

G4WLQN4XC

Mext

11. Paste the code and then click Next.

-303 -



CHAPTER 31 Onboarding Customers UMP-365 | Installation and Administration

m® Microsoft

Pick an account

You're signing in to LiveCloud-Token-UMP on
another device located in Netherlands. If it's not
you, close this page.

MOD Administrator
E admin@M365x35340067 .onmicrosoft.com
Signed in

Christie Cline
A ChristieC@M365x62192331.0nMicrosoft.com

Signed in

MOD Administrator
admin@M365x62 19233 1.onmicrosoft.com
Signed in

admin@M365x1801 164 1.onmicrosoft.com

E‘l MOD Administrator

Signed in
Alex Wilber
* L]
2 AlexW@M365x02753627.0nMicrosoft.com :
Signed in

—I— Use another account

Back
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12. Choose the customer tenant Global admin account, and then click Next.
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a" Microsoft

admin@m365x35340067.onmicrosoft.com

Permissions requested

LiveCloud-Token-UMP
unverified

This app may be risky. Only continue if you trust
this app. Learn more

This app would like to:

Read and write all groups

Access directory as the signed in user

Read all users’ full profiles

¢ € <K

Read and write to all app catalogs

v Maintain access to data you have given it access to

Consent on behalf of your organization

If wou accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com.

Important: Only accept if you trust the publisher and if you
downloaded this app from a store or website you trust. Microsoft is
not invalved in licensing this app to you.

Does this app look suspicious? Report it here
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13. Select Consent on behalf of your organization check box, and then click Accept.

a5 Microsoft

LiveCloud-Token-UMP

You have signed in to the LiveCloud-Token-UMP
application on your device. You may now close this
window.

14. Close the Information window.

Welcome BradGlobalToken

To start the onboarding process, please provide the information below.

M365 admin username

admin@M365x35340067.onmicrosoft.com

To sign in, use a web browser to open the page hittps:/microsoft.com/devicelogin and enter the code GAWLON4XC [Cto
authenticate.
Microsoft Teams Graph Token - Completed!

@Click here to continue the authentication process

15. Click Click here to continue the authentication process link.
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a5 Microsoft

Pick an account

admin@M365x35340067 .onmicrosoft.com

EI MOD Administrator
Signed in

Brad Brzezinski
L)
A bradbi@audiocodes.com
Connected to Windows

Christie Cline
ChristieC@M365x62192331.0OnMicrosoft.com
Signed in

MOD Administrator
admin@M365x6219233 1.onmicrosoft.com

Signed in

%

MOD Administrator
admin@M365x1801 1641 . onmicrosoft.com
Signed in

X

Alex Wilber
AlexW@M3IE65x02753627.0nMicrosoft.com
Signed in

X

Use another account

_|_

Back

16. Choose the customer tenant Global admin account.
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B Microsoft
admin@m365x35340067.onmicrosoft.com

Permissions requested

LiveCloud-Token-UMP
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user

Read all users’ full profiles

¢ € <K

Read and write to all app catalogs

<

Maintain access to data you have given it access to

Consent on behalf of your organization

If vou accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

-309 -



CHAPTER 31 Onboarding Customers UMP-365 | Installation and Administration

17. Select the Consent on behalf of your organization check box, and then click Accept.

At the end of the process, the following information message is displayed.

Thank you!

You may close this window

Service provider will contact you when service is ready for operation

The following message also confirms the successful completion of the Token
Authentication process.

Welcome BradGlobalToken

To start the onboarding process, please provide the information below.

admin@M365x35340067.onmicrosoft.com

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code G4AWLON4XC [Dto
authenticate.

Microsoft Teams Graph Token - Completed!

All tokens aquired! You can close this page now.

18. Click Pending Customers to monitor the process of the request. Verify that Status is shown
as Authentication Complete (see also Pending Requests on page 381).

o M365 Tenant V365 e Voice Route

Customer ID Status Actions

BradGlobalToken Authentication Complete
BradTokenmail Pending Authentication send Reminder Revoke Request

( Back

19. Likewise, open the Multitenant interface and navigate to Security > Customer Invitations.
Verify that Device Authenticated is shown as true.
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Customer Invitations

ek i

Search:

Full Name Invitation Email M365 Admin Email Email Created  Expires  Device Invitation  Tenant Actions
at

Authenticated  Type Installed

2023-10-11 | 2023-10-16  true

20. Open the newly created Token registration on the Azure portal for the customer tenant
(Enterprise Applications > <Token-Registration-Name>).

21. In the Navigation pane, select Permissions. Note the added permissions for the new
Enterprise application.

ChristieC@

= i o 3 5 5 ) 2
= Microsoft Azure 0 Search resources, services, and docs (G+/) E 0 & O & omoms

Home > Contoso | Enterprise applications > Enterprise applications | All applications > LiveCloud-Token-UMP

.2, LiveCloud-Token-UMP | Permissions X

=% Enterprise Application

O Refresh / Review permissions | &7 Got feedback?
B Ovenview

(@ Deployment Plan -
Permissions

K Diagnose and solve problems

s that have been granted for your organizstion. As an & Sions o this 3pp on behalf of al users (delegated p ). You can also grant permissions directy to this app (app p

Below is the list of pe
more.

ke, and res

Admin consent  User consent

[ search permissions

API Name 14 Claim value 74 Permission N Type 74 Granted through T4  Granted by N
€ Self-service Microsoft Graph

Microsoft Graph Group ReadWrite All Read and write all groups Delegated Admin consent An administrator
securty Microsoft Graph Directory AccessAsUser All Access directory as the signed in user Delegated Admin consent An administrator

Microsoft Graph UserRead All Read all users' ullprofies Delegated Admin consent An administrator
. Microsoft Graph AppCatalog ReadWrite Al Read and write to all app catalogs Delegated Admin consent An administrator
2. Permissions

Microsoft Graph offine_access ccess to Delegated An administrator
© Token encryption P - <

Microsoft Graph profie Delegated
Activity

Microsoft Graph openid Delegated

i Usage & insights

itps://ake. s/ Al v

22. Resume the wizard process (see Onboarding with Hosted Essentials + on page 290 or
Onboarding with Hosted Pro on page 361).

Onboarding with Tenant-Defined Service Account

The following methods can be used to secure the Token connection with the customer M365
platform Service Account (Create Customer Administrator Service Account on page 265:

B Use username and password of the Service account (Secure Token Connection with Service
Account Credentials below).

B Send email link directly to Service account administrator (Secure Token Connection with
Service Account Credentials below).

Secure Token Connection with Service Account Credentials

You can secure the Token connection with the customerM365 platform using the provided cre-
dentials of the customerService account (see Create Customer Administrator Service Account
on page 265.
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Ensure that the customer tenant has been assigned the required roles (see Assign
Administrator Roles to IT Administrator on page 269).

> Do the following:

1. Inthe Onboarding wizard click Add New Customer.

o M365 Tenant V365 e Voice Route %

Add New Customer

Pending Customers (2)

Reset  Session expires in: 09:49

o M365 Tenant e M365 e Voice Route

Full Customer Name

AlexWTrunk

Short Customer Name

Alex\WTrunk

License Type
O Hosted Essential © Hosted Essentials+ @& Hosted Pro 10 &
M365 Authentication

© Send link to customer IT administrator for authentication:

® Use M365admin account with known password

alexw@M365x18011641.onmicrosoft.com LTI Y TYT YY)

2. Enter the Full and Short Customer Names.
3. Select either the Hosted Essentials + or Hosted Pro License type.
4. Set the number of required licenses.

5. Select Use M365admin account with known password.
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6. Enter the tenant-defined Service account defined Admin username and password provided
by the customer (see Create Customer Administrator Service Account on page 265).

0 M365 Tenant x

Clickhereto start the authentication process.

The Wizard will continue after consent is granted.

| Back ::l Next
M A

7. Click here to start the authentication process.
a5 Microsoft
Pick an account
v Alex Wilber
;q AlexW@M365x18011641.0nMicrosoft.com
Signed in
A\ MOD Administrator
R admin@M365x62 19233 1.onmicrosoft.com :
Signed in

8. Choose the Customer Service account (see Create Customer Administrator Service Account
on page 265).
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{I- CONTOSO demo

alexw@m365x18011641.onmicrosoft.com

Approval required

unverified

This app requires your admin's approval to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user
Read all users' full profiles

Read and write to all app catalogs

C € <€ <KX

Maintain access to data you have given it access to

Enter justification for requesting this app

Sign in with another account

Does this app look suspicious? Report it here

Cancel

Contoso

9. Enter justification for requesting approval from the Global admin and then click Request
Approval.
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- CONTOSO demo

alexw@m365x18011641.onmicrosoft.com

Approval required

unverified

This app requires your admin's approval to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user
Read all users’ full profiles

Read and write to all app catalogs

¢ € € <KX

Maintain access to data you have given it access to

New UMP-365 customer{

Sign in with another account

Does this app look suspicious? Report it here

Cancel Request approval

Contoso
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JI- CONTOSO demo

alexw@m365x18011641.onmicrosoft.com

Request sent

Your admin has been notified of your request to
access this app. Once your admin reviews the
request you will be notified via email.

Back to app

Contoso

10. Open the email of the Service account. View the example mail message below indicating
the request to access the Customer tenant M365 platform.

(D) Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from azure-noreply@microsoft.com. | Show blocked content

MA Microsoft Azure <azure-noreply@microsoft.com> © & « & ~
To: Alex Wilber Mon 10/9/2023 6:44 AM
BradREST

Sandbox2-UMP-Token access request received

Your request has been received. Details of your request are below.

Requested app: Sandbox2-UMP-Token
Status: submitted

Request date: October 9, 2023
Expiration date: November 8, 2023

Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 32052

Facilitated by

Microsoft
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11. Another mail is then received requesting to review the admin consent request. Click
Review request.

Action required: Review Alex Wilber's admin consent request for Sandbox2-UMP-Token N

O Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from azure-noreply@microsoft.com. | Show blocked content

ma) Microsoft Azure <azure-noreply@microsoft.com> B © o « ~
To: Alex Wilber Mon 10/9/2023 6:44 AM

BradREST

Please review the admin consent request for
Sandbox2-UMP-Token by November 8, 2023

You received an admin consent request for Sandbox2-UMP-Token. Please review
and respond to this request by November 8, 2023. This is your first notification
about this request.

Review request >

Requester: Alex Wilber

Email: AlexW@M365x18011641.0nMicrosoft.com
Requester’s organization: BradREST
Requested app: Sandbox2-UMP-Token

Requester’s justification:  Create New Live Cloud Customer

12. Choose the credentials of the Service account.

a5 Microsoft

Pick an account

\ 7 Alex Wilber
a AlexW@M365x18011641.0nMicrosoft.com .
Signed in

A/ MOD Administrator
2 admin@M 36526219233 .onmicrosoft.com .
Signed in

The Admin Consent request requiring Global Admin approval is displayed.
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SIS

Home > BradREST | Enterprise applications > Enterprise applications.

(<) Enterprise applications | Admin consent requests
SradREST - Microsof Etra D

O Refresn | A7 Got fescoack?

© Overview ~
K Diagnose and solve problems

My Pending  All (Preview)
Manage

When users try to access an application but are unable to provide consent, they can send a request for adrin approval. Admins can control which applications your organization approves.

All applications Configured reviewers vill be able to evaluate their pending consent requests in the "My Pending” queue. Global Appiication Cloud appiication
and Global readers will be able to see all pending, expired, and completed consent requests in the *All” queue. Learn More.
B Application pros
pRicten presy 9 Search by app name
£ User settings

Name 14 Application ID Created Date

[«

Last Updated Date
B App launchers
1bd20000-1136-4793-8206-316965c06%a  10/5/2023 10/12/2023
&) Custom authentication

extensions (Preview)

Security

@ Consent and permissions
Activity

D Sign-inlogs

fi Usage &insights

Audit logs

Access reviews

@ Admin consent requests
& Bulk operation results
Troubleshooting + Support

& New support request

Help

Select an application to review who requested access. After
selecting an applcation. you will be able to approve, block. or
deny the admin consent requests for the selected appiication.

Approving the application requires you to review the
application’s permissions and grant admin consent. Granting
admin consent to the application will add it to your tenant and
all users will be able to access it unless you restrict access to
the application,

Blocking the application means that it will be added to your
tenant with a disabled status. Users won't be able to use it or
access it. Only designated reviewers will be able to perform this
action from the "My Pending” tab, and only users with the
permission to create service principals from the backing
appiication can perform this action.

Denying the admin consent request wil not block or add the
application to your tenant. The request il be ignored, but
may return if another user requests access. Only designated
reviewers will be able to perform this action from the "M
Pending” tab.

13. Select the request and then click Review permissions and consent.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > BradREST | Enterprise applications > Enterprise applications. Details
(<) Enterprise applications | Admin consent requests
Sradnes - iosft Enca D lEHEﬂHiEﬂ@%WXM
© Ovenen C Oreresn A Gotteecbaca
App detail: Re Hell
X Diagnose and solve problems. pp details  Requested by lelp.
All (Preview)

My Pending
Manage

When users try to access an application but are unable to provide consent, they can send a request for adrmin
Configured reviewers will be able to evaluate their pending consent requests in the "My Pending” queue. Glok

Application name Reply URL

Al applications
Sandbox2-UMP-Token

ation (O Refresh

How to enable access

This application requires an

and Global readers will be able to see all pending, expired, and completed consent requests in the "All" queue.
¥ Application proxy (Bsadbrommme ) /OAuth2Callback
hitpi/localhost

Created Date httpsi//

P Search by app name Homepage URL
& User settings

Name 14 Application ID

administrator to consent. Select
Review permissions and consent
to see what permissions are being

B8 App launchers
1bd20000-1136-4792-8206-316965c00%a  10/5/2023

Sandbox2-UMP-Token

&) Custom authentication

requested and grant admin
consent.

14. Choose the Global admin account of the customer tenant, select the Consent on behalf of

your organization check box, and then click Accept.

B Microsoft

Pick an account

to continue to Microsoft Azure

MOD Administrator
A admin@M365x1801 164 1.onmicrosoft.com

Signed in
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a5 Microsoft
admin@m365x18011641.onmicrosoft.com

Permissions requested

Sandbox2-UMP-Token
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user

Read all users’ full profiles

¢ € < K

Read and write to all app catalogs

<

Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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For more information, see https://learn.microsoft.com/en- us/azure/active-
directory/manage-apps/grant-admin-consent.

15. Once approved, all entries under My Pending are removed.

= i arch resources, services, and docs (G+ 5 o e 801164... 4
= Microsoft Azure 0 Searc resources senice, an docs (G+) 2 ¢ &)

Home > BradREST | Enterprise applications > Enterprise applications

(<) Enterprise applications | Admin consent requests X

BradREST - Microsoft Entra ID

© Overview . Orerest | &) Gotfeebacs

X Diagnose and solve problems

My Pending Al (Preview) Help
Manage -

When users try o access an application but are unable to provide consent, they can send a request for admin approval. Admins can control which applications your organization approves. Select an applcation to review who requested access. Afer
B Al applications. Configured reviewers will be able to evaluate their pending consent requests i the "My Pending queue. Global pplcation Cloud appiication e o e e or

and Global readers willbe able to see all pending, expired, and completed consent requests in the "All” queue. Learn More oy the o requests for the selected appiicat
£} Application proxy -_ leny the admin consent requests for the selected application.

P Search by app name
& User settings
Name . Application ID Created Date Last Updated Date Approving the appiicaion requires you to review the
application's permissions and grant admin consent. Granting
admin consent to the application will add it 1o your tenan and
all users will be able to access it unless you restrict access to
the appiication.

B App launchers
You have no pending requests matching the search.
) Custom authentication
extensions (Preview)

In addition, the following confirmation email is received by the customer administrator
when the request is approved.

Request for access to Sandbox2-UMP-Token approved @ v

'D Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from azure-noreply@microsoft.com. | Show blocked content

MA Microsoft Azure <azure-noreply@microsoft.com> @ © a & ~
To: Alex Wilber Men 10/3/2023 £:45 AM
BradREST

Sandbox2-UMP-Token access request
approved

Your request has been approved. Details of your request are below.

Requested app: Sandbox2-UMP-Token
Status: approved

Reason: Admin consent granted.
Review date: QOctober 9, 2023

Brivacy Statement

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
Facilitated by

Microsoft

16. The Token authentication process is complete, close the window.

Thank you!

You may close this window
Service provider will contact you when service is ready for operation
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QC audiocodes
Thank you!

You may close this window
Service provider will contact you when service is ready for operation

17. Click Pending Customers to monitor the process of the request (see Pending Requests on
page 381). Verify that Status is shown as Authentication Complete.

18. Likewise, open the Multitenant interface and navigate to Security > Customer Invitations.
Verify that Device Authenticated is shown as true.

19. Open the newly created Token registration on the Azure portal for the customer tenant
(Enterprise Applications > <Token-Registration-Name>).

20. In the Navigation pane, select Permissions. Note the added permissions for the new
Enterprise application.

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > BradREST | Enterprise applications > Enterprise applications | All applications > Sandbox2-UMP-Token

& Sandbox2-UMP-Token | Permissions X

Enterprise Application

) Refresn +/ Review permissions | A7 Got feedback?
& Overview

(@ Deployment Plan e
Permissions
K Diagnose and solve problems
Below s the fst of permissions that have been granted for your organization. As an administrator. you can grant permissions to this app on behalf of al users (delegated permissions). You can also grant permissions directly to this app (app permissions). Learn
more.

Manage

You can review, revoke, and restore permissions. Learn more.
Grant admin consent for BradREST

Admin consent  User consent

[0 search permissions

API Name Ty Claim value Ty Permission o Type 7L Granted through Ty Granted by N
© selfservice Microsoft Graph
Custom security attrioutes Microsoft Graph GroupReadWrite.All Read and write all groups Delegated Admin consent An administrator
Secury Microsoft Graph i directory as the signed in user Delegated Admin consent An administrator
Microsoft Graph UserRead Al Read al users'ful profiles Delegated Admin consent An administrator
& Permissons Microsoft Graph AppCatalog ReadWrite All Read and write to all app catalogs Delegated Admin consent An administrator
© Token encrypton Microsoft Graph openid Sign users in Delegated Admin consent An administrator
Microsoft Graph profile View users' basic profile Delegated Admin consent An administrator
peity Microsoft Graph offine_access Maintain access to data you have given it access to Delegated Admin consent An administrator
Skype and Teams Tenant Admin API
Skype and Teams Tenant Admin API user_impersonation Access Microsoft Teams and Skype for Business data as the ... Delegated Admin consent An administrator

21. Resume the wizard process (see Onboarding with Hosted Essentials + on page 290 or
Onboarding with Hosted Pro on page 361).

Grant Consent using only Token-based Authentication (Service Account)

You can secure the Token connection with the customer M365 platform by sending an email to
the customer Service Account with a link to trigger the Token Authentication Invitation wizard.

Ensure that the customer tenant Admin has been assigned the required roles (see
Assign Administrator Roles to IT Administrator on page 269).
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> Do the following:

1. Inthe Onboarding wizard click Add New Customer.

o M365 Tenant V365 e Voice Route %

Add New Customer

Pending Customers (2)

[Reset  Session expires in: 09:49

o M365 Tenant e Voice Route x

Full Customer Name

BradTokenMail

Short Customer Name

BradTokenMail

License Type

(O Hosted Essential (O Hosted Essentials+ @& Hosted Pro 10 =

M365 Authentication
® Send link to customer IT administrator for authentication:

O Use M365admin account with known password

christiec@M365x62192331.onmicrosoft.com

./ -7-'\‘
1\ Back ] Next
M vy

2. Enter the Full and Short Customer Names.

3. Select either the Hosted Essentials + or Hosted Pro License type.

4. Set the number of required licenses.

5. Select the Send link to customer IT administrator for authentication link.

6. Enter the email address of the Customer administrator Service account, and then click
Next. An email is sent to the customer administrator, and the following information
message is displayed.
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o M365 Tenant : »

~

= An email will be sent to this administrator address. The email shall contain a customized url to a landing page hosted by

UMP. On this landing page, the customer administrator enters the M365 account to be used for background processing and
a device token (example: DCRWDLDX8) will be generated based out of this account that should be authenticated against
https://microsoft.com/devicelogin v

Close

7. Open the email of Customer tenant Service account administrator.

W Delete = Archive (0 Report ~ €\ Reply %\ Replyall 2 Forward ~ (3 Read/Unread < Categorize «+ [ Flag/Unflag ~ & Print

Welcome BradTokenMail for joining the FixedMobileUC “AudioCodes UMP-365 for Microsoft Teams for Service Providers” service @
o onboarding@audiocodes.be ® « & -~
To: Christie Cline Tue 10/10/2023 7:06 AM

Dear Administrator of BradTokenMail,

We at Sandbox3.FineBak welcomes you to join our “AudioCodes UMP-365 ” service,

Please activate your tenant by connecting to the link below and authenticate with your M365 UC Administrator account:
http://url1207.audiocodes.be/ls/click?upn=a12WaFRd4t4P7-2B7DSbr5PxErMpe 1UbCLZS-2BkTVwNnmiXwDan5D3X3qlelRR5pTZuHhM2Mid 070 DmMNOX9aTkil9d -
2B792BcHOzfmXMsIQ9k0MBUY-2FZS5)h04IpglVNBId-

2Bvsdv8 ZfInoBSXp6zmd8gcAmse0OWHKICYyBOWUHR10jabvaXDfEpb1ESfL9imolaYgeHFCE4AT a67u2 SGCAdRYVKITPIMRA8G4xBSL4zSW 1vrbOXm6rDxgjyHg-
2F7RULIEEK2K6pem-2Fnavi3vINGb2Rx-2B3ykMieYXDN8ZCDYhc9UOhWkdIwFHmUIf0i-2Bp8fTdswYiKlpUAetl BHEyeS 71 LuzurpzAzy 7nxUSFDnM5ADmrobSpvBkZWGfTec9YgeXIrZT
Please Note that Global Admin will be reguired in order to approve the UMP-365 consents.

. The Authentication process will run against your Microsoft M365 Tenant, we will not know or save your password.
. Revoke Token Authentication: you are able to revoke the authentication at any time. Revoking the authentication will stop the service.

Thank you and best regards,
Sandbox3 FineBak Team

€~ Reply 7 Forward

& If a email has not been received, open the Multitenant interface and navigate to
Security > Customer Invitations. Search for the relevant token and validate that
Email Sent is 'True'. In addition, check the email settings (see Configuring Email
Settings on page 69).

oca

= 2% 2 sradbaaudiocodes.com

Customer Invitations

Search

Crested  Expires  Device Tenant
at at

Authenticated Installed

BradTokenMail  BradTokenMail christiec@M365x62192331.onmicrosoft.com true 1 202310-10 20231015 Invite No | [ scna meminae |

8. Click the link sent in the e-mail as shown in the example above. The Token Invitation
Wizard Welcome screen is displayed.
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QC audiocodes

Welcome BradTokenMail
s

To start ing process, please p e ion below.

christioc@M365x62192331 onmicrosoft.com|

We need your admin email address

9. Enter the credentials of the customer Service account, and then click Start authentication.

QC audiocodes

Welcome BradTokenMail
To start ling process, pl provide the i

ion below.

christiec@M365x62192331.onmicrosoft.com

Tosignin, use 1o open { } |hecod4 CQJVGRFZED}Q
authenticate.

10. Copy the code at the bottom of the screen and then click the Web browser link.

a8 Microsoft

Enter code

Enter the code displayed on your app or device.

C3JYGRF2G|

11. Paste the code and then click Next.
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o™ Microsoft

Sign in

You're signing in to LiveCloud-Token-UMP on
another device located in United States. If it's not

you, close this page.

christiec@M365x62192331.onmicrosoft.com

Can't access your account?

Back

% Sign-in options

12. Enter the credentials of the customer tenant administrator Service account, and then click
Next.
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- coNTOSO demo

christiec@m365x62192331.onmicrosoft.com
Approval required
unverified

This app requires your admin's approval to:

Read and write all groups

<

Access directory as the signed in user
Read all users’ full profiles

Read and write to all app catalogs

¢ € <K<

Maintain access to data you have given it access to

New UMP-365 customer y

Sign in with another account

Does this app look suspicious? Report it here

Cancel Request approval

Contoso

13. Enter the reason for Sign-in request and then click Request approval.
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J- CONTOSO demo

christiec@m365x62192331.onmicrosoft.com

Request sent

Your admin has been notified of your request to
access this app. Once your admin reviews the
request you will be notified via email.

Back to app

Contoso
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- CONTOSO demo

christiec@m365x62192331.onmicrosoft.com

Request pending

Your admin has been notified of your request to
access this app. Once your admin reviews the
request you will be notified via email.

Back to app

Contoso

14. Open the email of the customer Service account. View the example mail message below
indicating the request to access the Customer tenant M365 platform.
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Request for access to LiveCloud-Token-UMP received @ .

(D) Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from azure-noreply@microsoft.com. | Show blocked content

- To: Christie Cline

€ Reply > Forward

Microseft Azure <azure-noreply@microsoft.com> © a & ~

Tue 10/10/2023 7:11 AM

Contoso

LiveCloud-Token-UMP access request received

Your request has been received. Details of your request are below.

Requested app: LiveCloud-Token-UMP

Status: submitted

Request date: Qctober 10, 2023

Expiration date: November 9, 2023

Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

Facilitated by

Microsoft

15. Another mail is then received requesting to review the admin consent request. Click

Review request.

Action required: Review Christie Cline’s admin consent request for LiveCloud-Token-UMP Q.

(D Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from azure-noreply@microsoft.com. | Show blocked content

UL To: Christie Cline

Microsoft Azure <azure-noreply@microsoft.com>

@« &« - @

Tue 10/10/2023 7:11 AM

Contoso

Please review the admin consent request for
LiveCloud-Token-UMP by November 9, 2023
You received an admin consent request for LiveCloud-Token-UMP. Please review

and respond to this request by November 9, 2023. This is your first notification
about this request.

Review request >

Requester: Christie Cline

Email: ChristieC@M365x62192331.0nMicrosoft.com
Requester’s organization: Contoso

Requested app: LiveCloud-Token-UMP
Requester's justification:  New Live Cloud Customer
Request date: October 10, 2023

Expiration date: November 9, 2023

The list of Admin Consent requests requiring Admin approval are displayed.
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications Details s

(<) Enterprise applications | Admin consent requests

Contoso - Microsoft Enica (D ~/ Review permissions and consent | Block X Deny 8 Review Application () Refresh

O Refresn | AP Got fescoack?

Overview App details  Requested by  Help
© Overview My Pending Al (Preview)
Diagnose and solve problems -

X Dag P When users try to access an application but are unable to provide consent,they can send a request for admir  Application name Reply URL How to enable access
Configured reviewers will be able to evaluate their pending consent requests in the "My Pending" queue. Glok

Manage and Global readers will be able to see all pending, expired, and completed consent requests in the *All queve,  Sandbex2-UMP-Token This application requires an
e e P OAuth2Callback administrator to consent. Select

Bi Al applications £ Search by app name

Homepage URL Review permissions and consent
httpyflocalhost 10 see what permissions are being

B Applcation proxy Name N Application ID Created Date httpsi/i requested and grant admin

£ User settings n LiveCloud-Token-UMP 3987105¢-3b61-4d26-80b2-de16a5aBce2e  10/10/2023 consent.

B App launchers

&) Custom authentication
extensions (Preview)

Security
Conditional Access

@ Consent and permissions

Activity

D Sign-inlogs

i Usage & insights
Audit logs

& Provisioning logs

5= Access reviews

@ Admin consent requests

2 Bulk operation results

ing + Support v

UMP-365 | Installation and Administration

16. Select the relevant token request and then click Review permissions and consent.

B Microsoft

Pick an account

to continue to Microsoft Azure

\ 7 MQOD Administrator

;q admin@M365x62192331 . onmicrosoft.com

Signed in

s Christie Cline
R ChristieC@M365x62192331.0OnMicrosoft.com -
signed in
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a5 Microsoft

admin@M365x62192331.onmicrosoft.com

Permissions requested
Sandbox2-UMP-Token

unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user

Read all users’ full profiles

¢ € < K

Read and write to all app catalogs

<

Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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For more information, see https://learn.microsoft.com/en- us/azure/active-
directory/manage-apps/grant-admin-consent.

17. Choose the Global admin account of the customer tenant. Once approved, all entries under
My Pending are removed.

S e @ @ 7 gEEE

Home > Enterprise applications

(<) Enterprise applications | Admin consent requests X

Contoso - Microsoft Entra ID

O Refresn | AP Got feedback?

Overview
© Overview My Pending Al (Preview) Help
# Diagnose and solv prblems When users ty to access an application but are nable to provide consent, they can send a request for admin approval. Admins can control which applications your organization approves,
. e oA iy e o o . yourorosn e Select an application to review who requested access. After
Configured reviewers will be able to evaluate their pending consent requests in the "My Pending” queue. Global pplication Cloud appiication e o soe il be a0l o oo, black or
Manage and Global readers will be able to see all pending, expired, and completed consent requests in the *All queve. Learn More, 9 an 3ppl ¥ pprove,
deny the admin consent requests for the selected application.
B Al applications A Search by app name
£ Applcation prosy Name 4 Application ID Created Date Last Updated Date Approving the appiication requires you to review the
application's permissions and grant admin consent. Granting
& User settings You have no pending requests matching the search admin consent to the application will dd t 1o your tenant and

al users will be able to access it unless you restrict access to

B App launchers the application

& Custom authentication

extensions (Preview) Blocking the application means that it wil be added to your

tenant with a disabled status. Users won't be able to use it or
access t. Only designated reviewers wil b able to perform this
action from the "My Pending” tab, and only users with the

ol Acces permission to create service principals from the backing

licati " n
© Consent and permissions application can perform this actio

Security

Activity Denying the admin consent request will not block or add the

application to your tenant. The request will be ignored, but
may retum f another user requests access. Only designated
. reviewers will be able to perform this action from the "My
i Usage & insights :

il Usags o Pending" tab.

¥ Access reviews
© Admin consent requests

%, Bulk operation results

ing + Support v

In addition, the customer administrator receives an email similar to the following when the
request is approved.

Request for access to LiveCloud-Token-UMP approved O\

',':‘ Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from azure-noreply@microsoft.com. | Show blocked content

MA Microsoft Azure <azure-noreply@microsoft.com> © & « « -~
Ta: Christie Cline Tue 10/10/2023 7:21 AM

Contoso

LiveCloud-Token-UMP access request approved

Your request has been approved. Details of your request are below.

Requested app: LiveCloud-Token-UMP
Status: approved

Reason: Admin consent granted.
Review date: October 10, 2023

18. Click Pending Customers to monitor the process of the request (see Pending Requests on
page 381). Verify that Status is shown as Authentication Complete.

o M365 Tenant e Voice Route

Customer ID Status Actions

BradTokenMail Authentication Complete Add Customer Revoke Request
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19. Likewise, open the Multitenant interface and navigate to Security > Customer Invitations.
Verify that Device Authenticated is shown as true.

Full Name Invitation Email M365 Admin Email Email Created Expires
Invitation  at at
Sent

Count

Device
Authenticated

Invitation
Type

Tenant
Installed

Actions

BradGlobalToken  Br 5x35: o 535 .enmicrosoft.com true 1 2023-10-11  2023-10-16  true Invite No
BradTokenMail BradTokenMail | christiec®M365x62192331.onmicrosoft.com true 1 2023-10-10  2023-10-15 Invite No

20. Open the newly created Token registration on the Azure portal for the customer tenant
(Enterprise Applications > <Token-Registration-Name>).

21. In the Navigation pane, select Permissions. Note the added permissions for the new
Enterprise application.

= Microsoft Azure ChristieC@

rch re irces, 5, and +) 3 &
0 Search resources, services, and docs (G+/) B O & momms

Home > Contoso | Enterprise applications > Enterprise applications | All applications > LiveCloud-Token-UMP

o LiveCloud-Token-UMP | Permissions X
fes Enterprise Application

() Refresh /' Review permissions

47 Got feedback?
8 Ovenview

(@ Deployment Plan -
Permissions
K Diagnose and salve problems.

Below is the st of permissions that have been granted for your organization. As an admiistrator, you can grant permissions to this app on behalf of all users (delegated permissions). You can also grant permissions directy to this app (app permissions). Learn

Manage more.

11} Properties You can review, revoke, and restore permissions. Learn more.

Admin consent  User consent

[ 15 Search permissions

itps:/ake.ms/ Al v

API Name Ty Claim value Ty Permission N Type Ty Granted through Ty Granted by e
Microsoft Graph

Microsoft Graph Group ReadWrite.All Read and wite all groups Delegated Admin consent An administrator
Secury Microsoft Graph Directory.AccessAsUser All Access directory s the signed in user Delegated Admin consent An administrator

Microsoft Graph UserRead Al Read all users' full profies Delegated Admin consent An administrator
n Microsoft Graph AppCatalog ReadWirite Al Read and write to all app catalogs Delegated Admin consent An administrator
S Permissions

Microsoft Graph offine_access Maintain access to data you have given it access to Delegated Admin consent An administrator
© Token encryption

Microsoft Graph profile View users' basic profile Delegated Admin consent An administrator
Activity

Microsoft Graph openid Sign users in Delegated Admin consen t An administrator

22. Continue the Onboarding wizard , see Onboarding with Hosted Pro on page 361 or

Onboarding with Hosted Essentials + on page 290.

Onboarding with both M365 Default Routing and SBC Configuration

This section describes how to onboard new customers by applying the default M365 Onboard-
ing script. This option also allows you to automatically configure the customer DNS domain as
part of the Onboarding script. Once M365 has been configured, the wizard continues with the
SBC configuration.

> To onboard with M365 default routing:

1. Select option Configure M365 default routing, the following screen is displayed:
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@ M365 Tenant : e Voice Route b’

Configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway audioOcode.onmicrosoft.com v
M365 Onboarding Script Default Script v
M365 Cleanup Script Default Script v

Customer Variables Value
.'/ - \.
. A

2. Configure parameters as described in the table below and then click Next.

Table 31-3: M365 Default Routing

0365 Setting Description
Click here to Support for automatic and semi-automatic DNS provisioning (sees
Provision M365 Setting up Fully Automatic DNS Provisioning on page 70 and Setup
Domain and DNS Two-step Provisioning on page 250 respectively).

Automatically

Region/Country The customer SBC region sub domain name (see Configure DNS API
on page 82).

IP Address Preconfigured IP address of the region SBC (see Configure DNS API on
page 82).

SBC Preconfigured FQDN of the region SBC (see Configure DNS APl on
page 82).

Domain Name Preconfigured domain name of the DNS (A-record) (see Creating A

Records for SBC Devices on page 74).

SBC Site Name The Customer Shortname configured at the start of the wizard.
License Plan Preconfigured license plan including all phone system licenses not
only E5.

The customer should have at least one Teams phone system free as
part of Direct Routing requirements.
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0365 Setting
Other Configuration

Online PSTN
Gateway

M365 Onboarding
Script

M365 Cleanup
Script

Customer
Variables

Description

Unique subdomain name per M365 Tenant (CSOnlinePSTNGateway —
FQDN) which represents the desired host name added for the carrier
trunk.

This name must be preconfigured on the M365 Tenant Domain or via
DNS provisioning (see Register End Customer Tenant DNS Sub
domains on page 250).

Preconfigured script that is prepared by AudioCodes Professional
services and that can be customized by setting Customer Variables.

™
Click the h to edit the Onboarding script file. For example, when a
service provider needs a separate registration per customer tenant.
See Default M365 Tenant Onboarding Script on page 191.

Preconfigured script that is prepared by AudioCodes Professional
services and that can be customized by setting Customer Variables.

™
Click the h to edit the Cleanup script file. See Default M365 Tenant
Cleanup Script on page 193.

Script variables can be customized and loaded to the M365
Onboarding and Cleanup scripts. See Customer Variables on
page 210.

The wizard continues with the SBC configuration.
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M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway

Sbc Configuration:

Region

Carrier

[ Carrier Registration

[J Enable Cac

HostedPlus

HostedPlus

audioOcode.onmicrosoft.com

® sip Trunk O 1P PBX O BYOC

Select an SBC from list

Select a Carrier from list

Route b4

[ Back
.
Sbc Configuration: @ Sip Trunk O 1P PBX O BYOC
Region customers.audio-code.co.il [51.137.97.95] v
Carrier Select a Carrier from list v
Carrier Registration eername password
Hostname
Enable Cac Select an CAC Profile v
-
\ Back
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(1) M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway

Sbc Configuration:

Region

HostedPlus

HostedPlus

audioOcode.onmicrosoft.com

O sipTrunk @ 1P PBX O BYOC

Select an SBC from list

) M365 Tenant

Customer:

Configure SBC
Sbc Site Name

Online PSTN Gateway

Sbc Configuration:

Region

Carrier

Carrier Registration

Enable Cac

EPC

EPC

08365 Trunk

® Sip Trunk © BYOQC

52.143.14.26_SBC

SIPTrunk

SIP Trunk

SIPMain

1 session

5 sessions

10 sessions
20 sessions

1000 sessions
Sl it 11 = |

ddswfdsds
0O365Host

Back ) Next
A

3. Configure SBC parameters according to the table below and then click Next.
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Table 31-4: SBC Parameters

0365 Setting Description
Configure SBC Select check box if you wish to configure the
SBC.
SBC Site Name Name of the SBC site location.
Online PSTN Gateway Unique subdomain name per M365 Tenant

(CSOnlinePSTNGateway —FQDN) which
represents the desired host name added for
the carrier trunk.

This name must be preconfigured on the
M365 Tenant Domain or via DNS provisioning
(see Register End Customer Tenant DNS Sub
domains on page 250).

Note: If Default Routing is configured, then
this field is automatically filled.

SBC Configuration Select one of the following SBC configuration
modes:

M SIP Trunk: SIP Trunk used by Service
Provider.

B IP-PBX-Service Provider IP-PBX

B BYOC (Bring-Your-Own-Carrier) for
integrating customer SIP Trunk services
that are different to the SIP Trunk service
used by their Service Provider.

Region Select the required SBC device according to
site location IP address.

Carrier: (this option is only relevant if SIP Trunk and BYOC were selected above). This option
is available If you selected SIP Trunk or BYOC for SBC Configuration above. The selected
carrier binds to the configured SIP Interface, Proxy Set and IP Profile on the SBC (where the
same name is configured for all three entities on the SBC).

Carrier Registration Select this option to perform SIP Account
Registration for the Carrier trunk:

B Username: Defines the digest MD5
Authentication username. The valid value
is a string of up to 60 characters. By
default, no value is defined.
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0365 Setting Description

B Password: Defines the digest MD5
Authentication password. The valid value
is a string of up to 50 characters. Note:
The password cannot be configured with
wide characters.

B MainLine (Contact User): Defines the
AOR username. This appears in REGISTER
From/To headers as
ContactUser@HostName

B Host Name: Defines the Address of
Record (AOR) host name. The host name
appears in SIP REGISTER From/To headers
as ContactUser@HostName.

Enable CAC Enable Call Admission Control (CAC). From
the drop-down list, select the desired CAC
Profile including the desired number of call
sessions.

4. Click Next, the Wizard continues with the configuration of the SBC Number Prefixes. For
initial setup, a Dialplan file must be preconfigured on the SBC or IP-PBX. For Second day
management, SBC prefixes can later be imported (see Manage SBC Prefixes on page 533).

e Voice Route

SBC number prefixes | Browse...l Mo file selected.

\ ac / (3

5. Define a prefix number range either by uploading a CSV file or by entering specific number

prefixes.
Table 31-5: Define Prefixes
Setting Description
Update from CSV Browse to load a CSV file containing a range of telephone

prefixes.
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Setting Description
Telephone Number Enter a specific telephone number prefix.
Prefix
o M365 Tenant @ [ET e Voice Route »
SBC number prefixes | Browse... | pbxexample.csv pbxexample.csv
./.777\:
M A
o M365 Tenant @ M365 e Voice Route X
SBC number prefixes | Browse... | No file selected.

®

@ M365 Tenant

SBC Onboarding Script shc-scenario? v B

SBC Cleanup Script sbec-scenario7Cleanup v| B

Customer Variables Value
C =) (D

6.

Configure SBC scripts:
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[
e C(lick the h to edit the SBC Onboarding Script file. This is a Preconfigured script that
is prepared by AudioCodes Professional services and that can be customized by setting
Custom Variables.

[

e C(lick the h to edit the SBC Cleanup Script file. Each SBC Onboarding script file has a
corresponding Cleanup script file to restore the configuration to their original settings.
This is a Preconfigured script that is prepared by AudioCodes Professional services and
that can be customized by setting Custom Variables.

® Script variables can be customized and loaded to the SBC Onboarding and Cleanup
scripts above.

See Managing Onboarding Script Templates on page 170.

7. When you have completed the configuration, click .

‘:TJ M365 Tenant t:?:) Voice Route X

Processing Add New ...

-- CreateCustomer task started --
Checking SBC IP Group Programming.
SBC not programmed yet.

Starting SBC Programming.

She is programmed

Site location information saved.
Customer created.

-- CreateCustomer task completed --

Close

Fully Automatic DNS Provisioning

This section describes how to automatically create the DNS record using the Onboarding wizard
(see Two-step DNS Provisioning on page 411).

1. Click Here to Provision M365 Domain and DNS Automatically.
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B configure M365 default ruuﬁmg

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway Please select ~
M365 Onboarding Script Default Script v
M365 Cleanup Script Default Script i

Customer Variables Value

o Voice Route x

Region/Country

OC1_5BC b
Ip Address
£51.137.97.95
Sbe
ocl.customers.audio-code.co.il [51.137.97.95]
Domain Name
customers.audio-code.co.il
Sbc Site Name Note: You won't be able to change the sbc site name after adding the PSTN Gateway!
Brad
License Plan

|  Reload

No License Plan Available! Make sure to free the license(s) for a plan and reload

2. From the Region/Country drop-down list, select the relevant region of the customer site
SBC.
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mtoso Electronics

@ Home
A Users ~
1 Active users

Contacts

Guest users

Deleted users

K2 Teams & groups v

P Roles ~

2 Resources v

B siling v

@ support v

@ Settings ~
Domains

Search & intelligance.
Org zattings
Integrated apps

Partner relationships

2 sewp
k2 Reports v
D Health v

Admin centers

@ Security

Waitng for browser.pipe ariamicrosaft.com.

e Q
Cont Room Adams
Conf Room Baker
Conf Room Crystal
Cont Room Hood

Conf Room Rainier

0O 0O 0o oo

Conf Room Stevens.

rosoft 365 admin center R search

Home > Active users

Active users

Addauser [ Usertemplates s Add mullipleusers (3 Multi-facto

O Displaynome 1 Usermame
O Adele vance AdeeVGNIE:
O Alex Wilber
O Atan Deyoung
O Automate Bot
O BiancaPisani
O Brian Johnsan (TAILSPIN)
O cameron White

ChisteCOM3631360

¢ authentication

3154.0n

Unlicersed

Unlicersed

Microsoft 36

Unliceraed

Microsoft 365 €5 Co

Dark mode

) Reset password L Export users

5 Choose columns

Gomphance . Enterprise Mo

Complanes  Entarp

mplance . Enterprise

@ Help & support

[ Give feedback

mpksnce, Enterprise Mobilty - Secu =

3.

4,

&3 Contoso Electronics

| & Home

Contacts

Guest users

Deleted users
. Teams & groups v
S Roles v
B Resources v
& siling v
@ Ssupport v
& settings ~

Domains

Search & intelligence

Org settings

Integrated apps

Partner relationships
2 sewp
K2 Reports v
D Health v

Admin centers
® secuy

Microsoft 365 admin center

Contoso

~+ Add cards

Microsoft Teams.

Open the Microsoft 365 admin center for the customer tenant.

In the Navigation pane, select Users > Active users.

R Search

=]

Support remote workers with

Teams

Learn how to manage Teams for remote work. with setup guidance, short

videos, and tips.
@ Teams is on for your organization
©  Check setup status for new Teams users

@ Guestaccessison

User management

User management

D Darkmode £ What's new?

Finish setting up Office 365 E3

Now it's time to install your Office apps.

With your Office 365 E3 subscription, you get the latest versions of Word, Excel, PowerPoint and Outiook.

Go to guided setup

Billing

$0.00 otal baiance

Add. edit, and remove user accounts, and reset passwords.

Add user

Edit a user

@ Help & support

(I Give feedback

Reset password Balance Subscription Payment method

5.

Select any licensed user.
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Microsoft 365 admi

&3 Contoso Electronics center

Home

@ Home .
Active users
R users
1 Actve users
Addsuser B3 Mult-foctor athenticaton

Conacs

Guest users

Deleted users [u] Display name
" Teams & groups a Adele Vance

. Rokes O Alex Wilber
RS O Allan Deyoung
 Bilin
? O Automate Bot
Q@ suppont
O BiancaPisani
& Settings
O Brian Johnson (TAILSPIN)
Domains
Search & intelligence 0 Comeron White
Org settings B Chiistie Cline
Integrated 3pps
O Conf Room Adams
Partner relationships
O Conf Room Baker

2 sum
k- Reports

P Health

Admin centers

@ Security

m]
(]
[m]
(]
=)

Conf Room Crystal

Conf Room Hood

Conf Room Rainier

Conf Room Stevens.

Debra Berger

P Search

D AdimsBMIESIE0N3

© RamerBMIESAE131540

Refresh A, Deleteuser @ Reset password

Userrame

4365136013154 0nM

35013154 Orhcrosaft.com

65,36013154OnMicresoticom

Baker@M5I6013

[ Manage product licenses S Manage roles

Licenses

Microsot 365 E5 Complance , Enterprise Mobilty + Seal

Unlcensed

Unlicensed

Unlcens

Unlcersed

Microsat 365 €5 Comphance , Enterprise Mobilty - See|

Unlcersed

Unlcersed

[

Unicensed

Enterprise Mobilty - Sea

lphance . Enterprise Mobilty  Sect

93 Contoso Electronics

soft 365 admin center

Home > Active users
@ Home .
Active users
A users
I Active users
Addauser (3 Multi-factor authentication
Contacts :
Guest users
Deleted users O ispiayrame 1
52 Teams & groups O adeevancs
b O AlexWiber
CEE O Allan Deyoung
© silin
° O Automate Bot
@ suppont
O Bianca Pisani
@ Settings
O Brian Johnson (TAILSPIN)
Domains
Search & intelligence O Cameron White
Org settings 2
Integrated 3pps
O ConfRoom Adams
Partner relationships.
O Cont Room Baker
& sewp
E Reports O €onf Room Crystal
P Heslth O cont Room Hood
O Cont Room Rainier
Admin centers
O Conf Room Stevens
@ security
- O Debra Berger

&% Contoso Electronics ierosoft 365 admin center £ search 1}
Home > Active users O x
@ Home s
Active users )
R Uses Christie Cline
1 Acte veer %  Roset password ) Block sign-n 7, Delete user
Addauser £ Mulifactor authentication () Refresh 2, Delste user €\, Resetpassword [ Manage product icenses S Manage roles  *++
Contacts Change proto
Guest users 2
—_ u] Usermame Lesnass
Deleted users Account  Devices  Liensesandapps  Mal  Onedrive
% Teams & groups O Adelevance Microsofs 365 £5 Complance, Enteprce Mobitty « Sect
@ Yourchanges have been saved
fa Roks O Alex Witber Microoft 365 £5 Compiance  Erteprte Mo
o Select location *
B Rasources O Aflan Deyoung Uniceraed |
United States
o s [owwise -]
7 O Automate Bot Unicensed
@ support
O Bianca Pisani 436013154 Cn Unlicensed Licenses (0) ~
& Settings
O erian Johnson (TAILSPIN) 13154 OnMicrassitcom Unicen
Domains Enterprize Mobility + Security E5
S B O Cameron White idcrosofcom Unicensed of 2 heenses svalsble
Microzoft 365 €5 Complianca
Org settings Chistie Cline ChrsteC@M3E5A360131540nMicrosoft com Unicerses 2.0f 20 licenses
Integrated apps i er Autamate Free
O ConfRoom Adams crosoftcom Uniicensad M_‘yoifftm Aute {i Fr
Partner relationships 2589 of 10000 lcenses adilable
O Conf Room Baker Unicenses Office 365 E3
Setu —
AL 1 0f 2 icenses availab
P O confRoom Crystal Unicersed J——
1 of 20 icenses available
P Health O conf Room Hood om Uniicensec
Windows 10/11 Entarprise £3
O Conf Room Rainier 136536013154 OnMicrasofi.com Uniicens 18 of 20 licenses avail
Admin centers S
. O confRoom Stevens 360 Unlicenzed
o
- O Debra Berger Microsoh 365 E5 Compiance , Enterorse Moty Sel

P search [a]
O x
Christie Cline
&1! ©, Resetpassword () Blocksign-in A, Delete user
Refresh A, Deleteuser € Reset password 2] Manage product licenses S Manage roles
Change photo
Account  Devices  Licensesandapps  Mail  OneDrive
Enterprise Mottty - S4cy
Erterpeze Mokt - Sant Selaet location *
[omnes s
Unicensed
Unikensed
Licenses (0) ~
5336013 Unicensad
"] Enterprise Mobility + Security E5
3154 OnMicrasoftconn Unicersed 1 0f 20 ficenses available
CameraniEh 31540nMicrssoftcom Unicersed Microsoft 365 ES Compliance

ChistieC@M385:360131 54 OnMlicrasaficom

Microsoft 365 £ Comphance  Enterprise Mobilty - Sed

Microsoft Power Automate Free
9999 of 10000 licenses available

AdamsBN3E5360 Unicensed
Office 365 €3
Baker®MI53601 o 10f 2 licenses available
@j Office 365 £5
CostalM: Unicensed 1 0f 20 icenses available:
HoodGM38 N e Windows 10/11 Enterprise £3

RainierGH3ESC360

su6

Unlicensed

Microsoft 365 £ Comphance , Enterprise Mobilty » Seat

18 0f 20 licanses available

6.
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The following licenses can be made available:
e E1 with Phone System

e E3 with Phone System

e Office 365 E5

e M365 X

Region/Country
OC1_SBC bl
Ip Address
51.137.97.95
Sbe
ocl.customers.audio-code.co.il [51.137.97.95]
Domain Name
customers.audio-code.co.il
Sbc Site Name Note: You won't be able to change the sbc site name after adding the PSTN Gateway!
Brad
License Plan

v Fg‘lljoad

Mo License Plan Available! Make sure to free the license(s) for a plan and reload

7. Click the Reload button to reload the license plan for the customer. The system is refreshed
and searches for an available license for the tenant. The license plan is loaded. In the
following figure, the OFFICE 365 E5 license is loaded.
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) M365 Tenant A365 Voice Route x

Region/Country

OC1_5BC hd
Ip Address
51.13797.95
Sbc
ocl.customers.audio-code.co.il [51.137.97.95]
Domain Name
customers.audio-code.co.il
Sbc Site Name Note: You won't be able to change the sbce site name after adding the PSTN Gateway!
Brad
License Plan

OFFICE 365 ES ¥ Reload

The new tenant is added.

M365 Tenant © 165 Voi t x

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --

During the script processing, the TXT record is created, the domain is created, then the TXT
record is deleted and the A-record is created, and then at the end of the process a user is
created with an OFFICE 365 ES5 license.
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Tenant 'Y

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: Brad.customers.audio-code.co.il Value: M5=ms61625868

-- CreateDomain task completed --

-- Getting configuration... --

-- Tenant Manager Configured --
ConfigurePSTN Gateway task started

-- TXT Record added to service provider DNS --

-- Verifying domain [Try: 1/3]... --

Ly

M365 Tenant © voice route x

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: Brad.customers.audio-code.co.l Value: M5=msb1625868

-- CreateDomain task completed --

-- Getting configuration... --
-- Tenant Manager Configured --
ConfigurePSTN Gateway task started
-- TXT Record added to service provider DNS --
-- Verifying domain [Try: 1/3]... --
-- Domain verified --
-- TXT Record deleted from service provider DNS --
-- A Record added to service provider DNS -- e
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M365 Tenant i b1

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: Brad.customers.audio-code.co.ll Value: M5=msb1625868

-- CreateDomain task completed --

-- Getting configuration... --
-- Tenant Manager Configured --
ConfigurePSTN Gateway task started
-- TXT Record added to service provider DNS --
-- Verifying domain [Try: 1/3]... --
-- Domain verified --
-- TXT Record deleted from service provider DNS
-- A Record added to service provider DNS --
-- User created with OFFICE 365 ES license--
-- Verify and Configure Domain task completed --

Back to M365 Scripts

The newly created domain is displayed under Online PSTN Gateway drop-down list.

© 65 © voice Route x

Configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway Brad.customers.audio-code.co.il v
M365 Onboarding Script 0365_PAI v B ‘
M365 Cleanup Script Default Script v

Customer Variables Value

8. Complete the Onboarding wizard as described in Onboarding with both M365 Default
Routing and SBC Configuration on page 333.
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Two-step DNS Provisioning

This procedure describes how to run the Onboarding Wizard to provision a DNS subdomain

using the two-step method.

> Do the following:

1. Click Here to Provision M365 Domain and DNS Automatically.

B configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway Please select

M365 Onboarding Script

Default Script

M365 Cleanup Script Default Script

Customer Variables Value

o Voice Route

(@) M365 Tenant

e M365

Region/Country

DEMOBRAD v
Ip Address

51.124.43.46
Sbe

172.16.5.90_5BC
Domain Name

ga.activecommunications.eu

Sbe Site Name MNote: '

u won't be hange the sbc site name after adding th
demoBrad [
License Plan
OFFICE 365 E5 v| | Reload

e PST

e Voice Route

N Gateway'
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2. From the Region/Country drop-down, select the newly created region e.g. DEMOBRAD that
you added in Registering DNS Application (Service Provider Tenant) on page 70.

3. Select the configured License Plan of the user e.g. Office 365 E5.

A The Microsoft Office 365 Phone System user license should be preloaded as
described in Section Activating the Providers Domain. If not, make a license available
and then click Reload. The system is refreshed and searches for an available license
for the tenant. The license plan is then loaded. The following license types can be
made available:

e E1 with Phone System
e E3 with Phone System
o Office 365 ES

A new domain and DNS TXT record is created by the Onboarding script.

) M365 Tenant o Voice Route o

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-- Getting configuration... -

-- Tenant Manager Configured -- L&
-- Domain created --
TXT Record NJr'-:ldcr':L"-':u:I ga.activ E:::“r-.,'rca-‘.i:n:-:Jl‘-."a\,-:' M5=ms80121949

-- CreateDomain task completed --

Verify And Configure Domain

4. Copy the full record name <customername.domainname> and the TXT values to Notepad.

5. On your DNS Hosting platform, configure a new record with the values that you copied
above, and then confirm .
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activecommunications.eu M ~ 100 2007 activecommunications.eu hd x
activecommunications.eu MX ~ 50 activecommunications-eu.mail.protection.outiook.com v x
_sip._ts.activecommunications.eu SRV v 100 0 5061 access.activecommunications.eu 86400 v X
K _tep. eu SRV v 100 05061 access activecommunications eu v X
activecommunications.eu ™ v v=spfl include:spf. protection. outlook.com -all X
activecommunications.eu ™~ dicqn053hxy30pzt6dbmariStgazzSmp 12400~ X
f4h EMEA activecommunications eu ™ v MS=ms40644176 14400 v X
SBC-SIPTrunk.activecommunications.eu A v 8279.139.25 600 v X
SBC-SIPTrunk.activecommunications.eu ™ MS=ms14688467 3600 v X
demoBrad qa.activecommunications. eu ™ v MS=ms80121949 14400 v X
[
Let op: Je heb et alle wijzigingen opgesiagen
+ Record toevoegen
) Ongedaan maken X Sluiten

Route b4

Processing Add New Pstn Gateway...

-= CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Re

ord Mame: demoBrad.qa.activecommunications.eu Value:

-- CreateDomain task completed --

6. Click Verify and Configure Domain.
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Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-= Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Name: demoBrad.ga.activecommunications.eu Value: M5=ms80121949

-- CreateDomain task completed --

Verify And Configure Domain

-- Getting configuration... —-

-- Tenant Manager Configured --

-- ConfigurePSTN Gateway task started -
-- Verifying domain [Try: 1/3]... --

The verification process may take several tries to complete.

7. You are prompted to configure an A Record on the DNS Hosting platform.

Processing Add New Pstn Gateway...

-- CreatePstnGateway task started --
-= Getting configuration... =
-- Tenant Manager Conliguled ==
-- Domain created --
TXT Record Name: demoBrad.qga.activecommunications.eu Value: MS=ms80121949

-- CreateDomain task completed —-

Verify And Configure Domain

-- Getting configuration... --

-- Tenant Manager Configured --

-- ConfigurePSTN Gateway task started -

-- Verifying domain [Try: 1/3]... --

-- Domain verified -- I

Delete the TXT Record used for the verify step e

Add the follow

ng A Record on the DNS for the PSTN Gateway to work properly
Name: demoBrad.qa.activecommunications.eu

Value: 51.124.43.46
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8. Open the customer Azure portal, and then in the Navigation pane, select Custom domain

names.

I - )

= AudioCodes Netherlands BV | Custom domain names

eee

9. On the DNS Hosting platform, search for the TXT record that you create above, and then

overwrite it by creating the A Record.
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VERSIE TERUGZETTEN

+ Record toevoegen ONS-template invoegen ¢ Bulk wiizigen ¥ Filter | & Exparteren Maakeen keuze
www activecommunications. eu CNAME v www audiocodes.com 86400 v X
activecommunications.eu MX ~ 100 2007 activecommunications.eu 86400 v X
activecommunications.eu MX ~ 50 activecommunications-eu. mail. protection outlook.com 86400 v X
-sip..tls.activecommunications.eu SRV v 100 0 5061 access activecommunications.eu 86400 v x
K tcp. eu SRV v 100 0 5061 access activecommunications.eu D 86400 v x
activecommunications.eu ™t v v=spf1 Include:spf. protection.outiook.com -all 14400 v x
activecommunications.eu TXT v dfean053hxy30pzfedbmariSfggzzSmp 14400 v x E
f4h,EMEA. activecommunications.eu TXT v MS=ms40644176 14400 v x
SBC-SIPTrunk activecommunications.eu A v 82.79.139.25 3600 v x
SBC-SIPTrunk activecommunications.eu ™t v MS=ms 14688467 3600 v X

| demoBrad.qa.activecommunications.eu A v ‘ 51.124, 43,4& ¢ 14400 v DX |

Let op: Je hebt niet alle wilzigingen opgeslagen.

+ Record toevoegen

) Ongedaan maken X Sluiten D Vragen? Start de chat!

The user is created and the verification and configuration of the new domain is complete.

Processing Add New Pstn Gateway..

= CreatePstnGateway task started --
-- Getting configuration... --
-- Tenant Manager Configured --
-- Domain created --
TXT Record Mame: demoBrad.ga.activecommunications.eu Value: M5=ms80121949
-- CreateDomain task completed --

Verify And Configure Domain

-- Getting configuration... --
-- Tenant Manager Configured --
-- ConfigurePSTN Gateway task started --
-- Verifying domain [Try: 1/3]... --
-- Domain verified --
Delete the TXT Record used for the verify step

Add the followingg RIEURUE DNS for the PSTN Gateway to work properly
Name: demoBrad.ga.activecommunications.eu
-Value: I.'.'I."l 43.46

-- User created with OFFICE 365 ES license--

-- Verify and Configure Domain task completed --

Back to M365 Scripts

10. Return to the Onboarding wizard. Notice that the new domain now appears in the drop-
down list for the Online PSTN Gateway field.
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B Cconfigure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatically

Online PSTN Gateway demoBrad.ga_activecommunications.eu b
&

M365 Onboarding Script Default Script v

M365 Cleanup Script Default Script v

Customer Variables Value

«»

11. Click Next to continue.

(1) M365 Tenant (2) m36: o Vioice Route x

Customer: demoBrad

Configure SBC

Sbc Site Name demoBrad

Online PSTN Gateway demoBrad.qa.activecommunications.eu

Sbe Configuration: @ Sip Trunk O 1P PBX O BYOC

Region 172.16.5.90_SBC I

Carrier Select a Carrier from list v L

[J carrier Registration

[J Enable Cac

12. Complete the wizard as described in Complete the Onboarding wizard as described in
Onboarding with both M365 Default Routing and SBC Configuration on page 333.
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Onboarding with only SBC Configuration

If the Configure M365 Default Routing option was not selected, then the following screens are

displayed:

@ M365 Tenant @ M365 e Voice Route b4

Customer: HostedPlus

Configure SBC

Sbc Site Name HostedPlus

Online PSTN Gateway audioOcode.onmicrosoft.com V:

Shc Configuration: O sip Trunk @ 1P PEX O BYOC

Region Select an SBC from list v

@ M365 Tenant @ M365 © Voice route X

Customer: HostedPlus

Configure SBC

Sbc Site Name HostedPlus

Online PSTN Gateway audioOcode.onmicrosoft.com V:

Sbc Configuration: @ Sip Trunk O 1P PBX O BYOC

Region Select an SBC from list ~
Carrier Select a Carrier from list =

[ Carrier Registration

[J Enable Cac

.'/ - \'.
\ Back )] Next
e A
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Shc Configuration: @ sip Trunk O 1P PBX O BYOC
Region customers.audio-code.co.il [51.137.97.95] v
Carrier Select a Carrier from list v

Carrier Registration

Enable Cac Select an CAC Profile v

./ ] ) \.
\ Back ] Next
. A

1. Configure SBC parameters according to the table below and then click Next.

Table 31-6: SBC Parameters

SBC Parameter Description
Configure SBC Select check box if you wish to configure the SBC.
SBC Site Name Name of the SBC site location.
Online PSTN Gateway Unique subdomain name per M365 Tenant

(CSOnlinePSTNGateway —FQDN) which represents the
desired host name added for the carrier trunk.

This name must be preconfigured on the M365 Tenant
Domain or via DNS provisioning (see Register End Customer
Tenant DNS Sub domains on page 250).

If Default Routing is configured, then this field is
automatically filled.

SBC Configuration Select one of the following SBC configuration modes:

M SIP Trunk: SIP Trunk used by Service Provider. When this
option is selected, you must select both the SBC device
(see 'Region' field below) and the Service Provider
Carrier SIP Trunk (see 'Carrier' field below).

M IP-PBX: Service Provider IP-PBX. When this option is
selected, you must select both the SBC device and the
Service Provider Carrier SIP Trunk (see 'Region' field
below).

B BYOC: (Bring-Your-Own-Carrier) for integrating customer
SIP Trunk services that are different to the SIP Trunk
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SBC Parameter Description

service used by their Service Provider. When this option
is selected, you must select both the SBC device (see
'Region' field below) and the Service Provider Carrier
SIP Trunk (see 'Carrier' field below).

Region Select the required SBC device for the site location.

Carrier: (this option is only relevant if you are connecting your Carrier to a SIP Trunk (when

options SIP Trunk or BYOC are selected above). The selected carrier binds to the configured
SIP Interface, Proxy Set and IP Profile on the SBC (where the same name is configured for all
three entities on the SBC).

Carrier Registration Select this option to perform SIP Account Registration for
the Carrier trunk:

B Username: Defines the digest MD5 Authentication
username. The valid value is a string of up to 60
characters. By default, no value is defined.

B Password: Defines the digest MD5 Authentication
password. The valid value is a string of up to 50
characters. Note: The password cannot be configured
with wide characters.

B MainLine (Contact User): Defines the AOR username.
This appears in REGISTER From/To headers as
ContactUser@HostName

B Host Name: Defines the Address of Record (AOR) host
name. The host name appears in SIP REGISTER From/To
headers as ContactUser@HostName.

Enable CAC Enable Call Admission Control (CAC). From the drop-down
list, select the desired CAC Profile including the desired
number of call sessions.

2. Click Next, the Wizard continues with the configuration of the SBC Number Prefixes. For

initial setup, a Dialplan file must be preconfigured on the SBC or IP-PBX. For Second day
management, SBC prefixes can later be imported (see Manage SBC Prefixes on page 533).
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Tenant

SBC number prefixes | Browse...| No file selected.

\ ac / ()

3. Define a prefix number range either by uploading a CSV file or by entering specific number

prefixes.
Table 31-7: Define Prefixes
Setting Description
Update from CSV Browse to load a CSV file containing a range of telephone
prefixes.
Telephone Number Enter a specific telephone number prefix.
Prefix

@ 365 Tenant @ M365 © Voice Route x

SBC number prefixes | Browse... \ pbxexample.csv

pbxexample.csv

./_,7, \_.
\ Back J Next
M _/

o M365 Tenant @ M365 e Voice Route X

SBC number prefixes | Browse... | No file selected.

I
314 '\)_( )

' ™
| Back ) Next
o _/
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(@ M365 Tenant @ M365 ' x
L Ly

SBC Onboarding Script shc-scenario? v B ‘

SBC Cleanup Script sbc-scenario7Cleanup v B ‘

Customer Variables Value

4. Configure SBC scripts:

[
e Click the h to edit the SBC Onboarding Script file. This is a Preconfigured script that

is prepared by AudioCodes Professional services and that can be customized by setting
Custom Variables.

e
e C(lick the h to edit the SBC Cleanup Script file. Each SBC Onboarding script file has a
corresponding Cleanup script file to restore the configuration to their original settings.
This is a Preconfigured script that is prepared by AudioCodes Professional services and
that can be customized by setting Custom Variables.

e Script variables can be customized and loaded to the SBC Onboarding and Cleanup
scripts above.

See Customer Variables on page 210.

5. When you have completed the configuration, click .

-360 -



CHAPTER 31 Onboarding Customers UMP-365 | Installation and Administration

M365 Tenant § ) M3 t:-.'.’»:) Voice Route X

Processing Add New ...

-- CreateCustomer task started --
Checking SBC IP Group Programming.
SBC not programmed yet.

Starting SBC Programming.

Shc is programmed

Site location information saved.
Customer created.

-- CreateCustomer task completed --

Close

Onboarding with Hosted Pro

This section describes how to onboard Hosted Pro customers. At the start of the Onboarding
wizard, consent must be requested from the customer administrator to access their M365
platform. The following Onboarding flows can be run:

B Onboarding with both M365 Default Routing and SBC Configuration on page 383

B Onboarding with only SBC Configuration on page 418

> To onboard a new Hosted Pro customer:

1. Inthe Tenants page, click °

: 9885, Available Customers: 17
inkit Version: 8045041

T state SysAdmin Info Licensing (licensed users)

Bradtest Deployed sion: 8045041 M365 - EssentialPlus (10) et | pelte | Undoeploy | Queued commands: 0
" Add sic ste Erecuting commands: 0
Repikcation n progress: no
Queue Replication
1PPEXTobi Deployed M365 - Pro (20) st | Delete | UndoDesioy | Queued commandsi0
Add SBC site Erecuting commands: 0
Repikcation n progress: no
Queue Replication
L8RCustomTest Deployed version: 8.0.450.41 M365 - Pro (10) st | oelete | Undodesioy | Queued commands:0
" Add S8C Ste Executing commands: 0
Repikcation n progress: no
Quee Replication
L8RDefault Deployed version: 8045041 M365 - Pro (10) cat | Delete | UndoDeioy | Queued commands:0
replication: 2022.12.07.15.07.28 J— Executing commands: 0
Sysadmin
Replcation n progressi no.
Quee Replication
L8RTest2Tobi Deployed  version 8045041 M365 - Pro 20) st | oelete | Undovesioy | Queued commands:0
rsatr: 2022 1207150724 i Executing commands: 0
yshdmin
Replication n progress: no v

The Onboarding wizard opens.
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X
Add New Customer
Pending Customers (2)
[Reset  Session expires in: 09:49
2. Click Add New Customer.
M365 Tenant (2) M365 e Voice Route X

Full Customer Name

SuperProTrunk

Short Customer Name

ProTrunk

License Type

(O Hosted Essential O Hosted Essentials+ @ Hosted Pro 50

<y

M365 Authentication
O Send link to customer IT administrator for authentication:
® Use M365admin account with known password

M365 Password

Sy
\ Back ) Mext
. A

3. Enter Full Customer M365 Tenant Name — Free Text.

4. Enter Unigue new Customer M365 Tenant Name - Define a unique name for the new M365
Tenant.

Note the following rules:
e The string should be 3-15 characters long
e The following characters cannot be used: \ /: * ? " <> |audit

e Can contain letters (lower/UPPER case), Numbers and special characters are allowed,
however cannot contain the dot (.) or blank spaces.
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Validating credentials, please wait! On succesfull authentication the wizard will continue.

e Unique name per M365 Tenant M365 Tenant Name
Select the Hosted Pro license Type.

Select the number of licensed users. A maximum of 500 users can be configured per
customer.

Proceed to Request Consent from End Customer on the next page.

0 M365 Tenant e M365 e Voice Route X

Customer ProTrunk

Tenant ID: bhB950c6-9262-4757-92eh-212e113ec24c

Once you have established a secure connection to Microsoft 365, the following screen is
displayed.

Override Admin Domain: audioOcode.onmicrosoft.com

Grant Admin Access to:

8.

Define Microsoft 365 settings and then click Next.
Table 31-8: Microsoft 365 Settings
M365 .
. Description

Setting
M365 Customer Tenant original Microsoft 365 domain prior to applying vanity
Domain domain names (“example.onmicrosoft.com”).
(Override
Admin
Domain)
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M365 L.
. Description
Setting
Tenant ID The customer Tenant ID. This field is automatically filled; the Tenant ID of
the M365 authenticated user for this Onboarding wizard process.
Grant This option provides multi-tier support for third-party administrators such
Admin as Channel or Customer administrators to perform actions in User
Access to Management Pack™ 365 SP Edition/Customer Portal (Optional). When this
option is used, Single Sign-on support with the customer Azure AD is
provided.

tTJ M365 Tenant ice x

Configure M365 default routing

By selecting this check box, the wizard will create default routing in the customer M365 tenant, based on the derived
trunk model for service providers and optionally configure the service provider DNS automatically if selected.

( Back ) MNext
h A

9. Do one of the following:

e Select Configure M365 default routing check box; the wizard creates default routing in
the customer tenant based on the derived trunk model for service providers. In
addition, you can optionally configure the DNS server (see Onboarding with both M365
Default Routing and SBC Configuration on page 383).

® Click Next and proceed to Onboarding with only SBC Configuration on page 418.

Request Consent from End Customer

If the customer purchased a Hosted Essentials Plus or Hosted Pro license then they must grant
consent to the Service Provider or Channel administrator for accessing their M365 platform.
The consent is secured using Token authentication between the User Management Pack™ 365
SP Edition platform and the customer M365 tenant platform. Once the Token connection is
securely established, the customer administrator account credentials can be used to create the
new customer and thereafter for synchronizing the User Management Pack™ 365 SP Edition
database with the M365 platform. The customer administrator must consent to the following:

B Access Microsoft Teams and Skype for Business data as the signed in user.
B Read and write all groups.

B Access directory as the signed in user.

|

Read all users' full profiles.
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B Read and write to all app catalogs.
B Maintain access to data that you have provided access.

The Token Invitation wizard is used for establishing the Token connection with the customer
M365 platform. This wizard is run at the beginning of the Onboarding wizard. The Token
Invitation wizard can be run using the following methods:

M Sending email link directly to customer IT administrator including a link to the Token
Invitation wizard.

B Using M365 account credentials (username and password) received from the customer
administrator.

The Token connection can be secured using either the 'Global' admin permissions or the
permissions of the Customer admin Service account (see Create Customer Administrator
Service Account on page 265See the following:

B Onboarding with Default Global Admin on page 295

B Onboarding with Tenant-Defined Service Account on page 311

Secure Token Connection with Global Admin Credentials

You can secure the Token connection with the customer M365 platform using the provided cre-
dentials of the customer Global admin account.

Ensure that the Global admin has been assigned the required roles (see Assign
Administrator Roles to IT Administrator on page 269).

> Do the following:

1. Inthe Onboarding wizard click Add New Customer.

e Voice Route %

Add New Customer

Pending Customers (2)

[Reset  Session expires in: 09:49

2. Select Use M365admin account with known password.
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Full Customer Name

GlobalBasic

Short Customer Name

GlobalBasic

License Type

O Hosted Essential O Hosted Essentials+ @® Hosted Pro

M365 Authentication
© Send link to customer IT administrator for authentication:

® Use M365admin account with known password

admin@M365x02753627.onmicrosoft.com

ce Route

Back )

3.

Enter the Global Admin username and password provided by the customer.

o M365 Tenant

Clickhereto start the authentication process.

The Wizard will continue after consent is granted.

! Back :'
S A

4.

Click here to start the authentication process.
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B Microsoft

Pick an account

to continue to Microsoft Azure

7 MOD Administrator
R admin@M365x02753627.onmicrosoft.com

Signed in

\ s Brad Brzezinski
j+ bradbi@audiocodes.com
Connected to Windows

5. Choose the customer tenant Global Admin account.

The customer Tenant account must have Global Admin permissions, otherwise the
“Consent on behalf of the organization” check box does not appear.
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BT Microsoft
admin@m365x02753627.onmicrosoft.com

Permissions requested

Sandbox2-UMP-Token
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups
Access directory as the signed in user

Read all users’ full profiles

C € <X

Read and write to all app catalogs

<

Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

-368 -



CHAPTER 31 Onboarding Customers UMP-365 | Installation and Administration

6. Click Consent on behalf of your organization, and then click Accept.

Thank you!

You may close this window
Service provider will contact you when service is ready for operation

7. Click Pending Customers to monitor the process of the request. Verify that Status is shown
as Authentication Complete (see also Pending Requests on page 381).

8. Likewise, open the Multitenant interface and navigate to Security > Customer Invitations.
Verify that Device Authenticated is shown as true.

9. Open the newly created Token registration on the Azure portal for the customer tenant
(Enterprise Applications > <Token-Registration-Name>).

10. In the Navigation pane, select Permissions. Note the added permissions for the new
Enterprise application.

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > Contoso | Enterprise applications > Enterprise applications | All applications > Sandbox2-UMP-Token

.2, Sandbox2-UMP-Token | Permissions X

=% enterprise Application

() Refresh \/ Review permissions AP Got feedback?
B Overview .

Deployment Plan s
Permissions

K Diagnose and solve problems
Below s the lst of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on benalf of al users (delegated permissions). You can also grant permissions directly to this app (app permissions). Learn

Manage more.
1 Properties You can review, revoke, and restore permissions. Learn more.
2 ounes

&, Roles and administrators

Admin consent  User consent

[ search permissions

AP Name y | Claim value 24| Permission N Type 74 | Granted through 71 | Granted by N

&
2

Microsoft Graph

inisti

Group ReadWrite.All Read and write all groups. Delegated Admin consent An rator
Securiy Directory.AccessAsUser All tory as the signed in user Delegated Ad t An administrator
UserRead All Read all users' full profiles Delegated Ad t An administrat
AppCatalog ReadWrite All Read and write to all app catalogs Delegated Ad t An administrat
openid Delegated Ad t An administrat
profile Delegated Ad t An administrat
t An ator

offiine_access ccess to Delegated Admin consent administr

Skype and Teams Tenant Admin API

i Usage & insights
Skype and Teams Tenant Admin API user_impersonation Access Microsoft Teams and Skype for Business data 3s the . Delegated Admin consent An sdmiistrator

B Auditiogs

& Provisioning lags

11. Continue the Onboarding wizard , see Onboarding with Hosted Pro on page 361 or
Onboarding with Hosted Essentials + on page 290.
Grant Consent using only Token-based Authentication (Global Admin)

You can request consent from the Customer administrators using the Token Authentication
Invitation. When the token authentication requests are sent to the customer IT administrator
from the Service Provider administrator, the details of the Invitation email are displayed in the
Customer Invitations screen (see Customer Invitations on page 225) and the details of the
authentication token are displayed in the Authentication Status screen (see Authentication
Status on page 228).
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The customer tenant requires the following UC admin roles (see Assign Administrator
Roles to IT Administrator on page 269):

e Application Administrator
e Skype For Business Admin
e Teams Communication Administrator

> To run the Token Authentication wizard:

1. Inthe Onboarding wizard click Add New Customer.

Add New Customer

Pending Customers (2)

Reset  Session expires in: 09:49

2. Select option "Send link to customer IT administrator for authentication".

o M365 Tenant e M365 e Voice Route X

Full Customer Name

BradTrunk

Short Customer Name

BradTrunk

License Type

(O Hosted Essential @ Hosted Essentials+ (O Hosted Pro 10 =

M365 Authentication
® Send link to customer IT administrator for authentication:

O Use M365admin account with known password

-370-

UMP-365 | Installation and Administration




CHAPTER 31 Onboarding Customers UMP-365 | Installation and Administration

e Voice Route %

Full Customer Name

BradTrunk

Short Customer Name

BradTrunk
License Type
() Hosted Essential (O Hosted Essentials+ @ Hosted Pro 10 =
M365 Authentication
® Send link to customer IT administrator for authentication:
O Use M365admin account with known password
S
| Back
. A

3. Enter the email address of the Customer administrator with Global Admin permissions for
their M365 tenant.

@ 11365 Tenant . X
» An email will be sent to this administrator address. The email shall contain a customized url to a landing page hosted by ~
UMP. On this landing page, the customer administrator enters the M365 account to be used for background processing and

a device token (example: DCRWDLDX8) will be generated based out of this account that should be authenticated against
https://microsoft.com/devicelogin v

Close

4. An email similar to the following is received by the customer IT administrator.

= onboarding@audiocodes.be ~

<onboarding@audiocodes be> nxn 15:112 2023 19x 20 1 D KDL

Dear Administrator of BradTrunk,

‘We at Sandbox3.FineBak welcomes you to join our “AudioCodes Live Cloud” service.

Please activate your tenant by connecting to the link below and authenticate with your M365 UC Administrater account:

hitp://url1207. bells/click?upn=a12WaFRd4t4P7-2B7DSbrsPxErM pe1UbCLZS-2BKTVWNNMiXwDan5D 3X3qLelRROPTZUk3gel7gV74yVY GNn: b-2BAD/Q: MSTGMZYKWIWKEOVOETSINIMJCJjVix
JSLV8 1wauxvhOsQzaxDNHKLIXBCJ-2FonC gkofgHS-28in-2Bn37b2Z80cAm-2BxUu80S d-2FDhmZDuY DjrFMImHP g3ts KkrXvhD3uekebl -2Bk38hKKIKGPXX]Ver7 -2F CFagy EVESKEVSHIALKCuw-2F c-

2F3NJMITYjgY2eA0Z D1OXAESaOMWSOM, hd2L p1DLyORBBWgYPGTvoojYaLHMBXXHE5KD-28TQ-3D-3D

Please Note that Global Admin will be required in order to approve the LiveCloud consents.

The Authentication process will run against your Microsoft M365 Tenant, we will not know of save your password
Revoke Token Authentication: you are able to revoke the authentication at any time. Revoking the authentication will stop the service

Thank you and best regards,
Sandbox3 FineBak Team

5. The customer clicks
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Lveaow

Welcome BradTrunk

To start ing process, provide the i ion below.

6. The customer enters the credentials of their M365 tenant Global Administrator, and then
clicks Start authentication.

U\Veaow

Welcome BradTrunk

To start the onboarding process, please provide the information below.

M365 admin username

admin@M365x43458933.onmicrosoft.com

To sign in, use a web browser to open the page https:/microsoft.com/devicelogin and enter the code DMZ2CR2NSE [Dto
authenticate.

7. The customer copies the code appearing on the bottom of the screen and then clicks Start
authentication.
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a5 Microsoft

Enter code

Enter the code displayed on your app or device.

DMZ2CR2N8|

8. The customer enters the code.
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S Microsoft

Pick an account

You're signing in to LiveCloud-Token-UMP on
another device located in Netherlands. If it's not
you, close this page.

\7 MQOD Administrator

;:u admin@M365x4345893 3. onmicrosoft.com
Signed in

S Brad

a Brad@hdvoip.org :
Signed in

v Cameron White
2 CameronW@M365x43458933.OnMicrosoft.com

Signed in

—I— Use another account

Back

9. The customer enters the M365 tenant Global administrator username, and then clicks
Next.
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- CONTOSO demo

[

< admin@m365x003354.onmicrosoft.com

Enter password

".uu".| &

Forgot my password

Contoso

10. The customer enters password, and then clicks Sign in.
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J- CONTOSO demo

admin@m365x43458933 .onmicrosoft.com

Are you trying to sign in to
LiveCloud-Token-UMP?

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue

Contoso

11. The customer clicks Continue.
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BT Microsoft

admin@m365x43458933.onmicrosoft.com

Permissions requested

LiveCloud-Token-UMP
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups

Access directory as the signed in user
Read all users’ full profiles

Read and write to all app catalogs

Maintain access to data you have given it access to

Q< < < <<

Consent on behalf of your organization

If wou accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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12. The customer selects Consent on behalf of your organization check box, and then clicks

Accept.

a5 Microsoft

LiveCloud-Token-UMP

You have signed in to the LiveCloud-Token-UMP
application on your device. You may now close this
window.

13. The customer closes the Information window.

Lveaow

Welcome BradTrunk

To start the onboarding process, please provide the information below.

iph Token - Completed!
imin Token - Completed!

Authentication OK, you can close this window now

14. The customer clicks Click here to continue the authentication process link.
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BY Microsoft

Pick an account

admin@M365x911064.onmicrosoft.com .

E MOD Administrator
Signed in

Roy Wizeman
royw@audiocodes.com
Connected to Windows

Admin@ocshost.emea.microsoftonline.com .
Signed in

Sandbox1 Telco Admin
Sandbox1T@sandbox1.audiocodes.be M
Signed in

Admin-APAC
Admin-APAC@sandbox3.audiocodes.be R
Signed in

admin
admin@roywizemanhotmail.onmicrosoft.com R
Signed in

Rx ERx Rk ERx Ek

Shamsher.Singh@sandbox1.audiocodes.be ‘3

E Shamsher Singh
Signed in

15. The customer logs in to their M365 tenant account with Global admin permissions.
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BT Microsoft

admin@m365x43458933.onmicrosoft.com

Permissions requested

LiveCloud-Token-UMP
unverified

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

v Access Microsoft Teams and Skype for Business data as
the signed in user

Read and write all groups

Access directory as the signed in user
Read all users’ full profiles

Read and write to all app catalogs

Maintain access to data you have given it access to

Q< < < <<

Consent on behalf of your organization

If wou accept, this app will get access to the specified resources for all
users in your organization. Mo one else will be prompted to review
these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy statement.
The publisher has not provided links to their terms for you to
review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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16. The customer selects Consent on behalf of your organization check box, and then clicks
Accept

At the end of the process, the following screen is displayed informing the Global
administrator that the service provider will complete the process.

Thank you!

You may close this window

Service provider will contact you when service is ready for operation

QC audiocodes
Thank you!

You may close this window
Service provider will contact you when service is ready for operation

17. Click Pending Customers to monitor the process of the request (see Pending Requests
below) and then continues the wizard process (see Onboarding with Hosted Essentials + on
page 290 or Onboarding with Hosted Pro on page 361).

o M2365 Tenant e M365 o Voice Route X

Customer ID Status Actions

A

BradDemo Authentication Complete Add Customer Revoke Request

Pending Requests

You can monitor the status of Pending Requests by clicking Pending Customers.
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o M365 Tenant V36 e Voice Route

Add New Customer

Pending Customers (3)

Reset  Session expires in: 09:56 |

A list of pending authentication requests is displayed:

65 Tenant 365 ice Route x

Customer ID Status Actions
enterprisertc Pending Authentication Sand Reminder
finebak Pending Authentication Send Reminder

easylync Pending Authentication Send Reminder

evoke Request

Reset  Session expires in: 09:30 Back

You can perform one of the following actions:

e Send Reminder: send a reminder to the customer IT administrator to approve the
request. The windows will pop up with the email sent with the original request. The
administrator can change the email address.
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enterprisenc

finebak

easylync

Reset

says

Customer IT Administrator email:

| wcixficorporate. com

Pending Authenticaticn

Pending Authentication

Session expires in: 0&:57

Send Remsnder

Send Remander

X

e Revoke Request: revoke the request sent to the customer IT administrator

I

says

The action will revake the registration invitation and will remave the

entry from the database. Please confirm

enterprisertc PENOIMG AUTNENTICATION Revoke Request
finebak Pending Authentication
easylync Pending Authentication Send Reminder

Beset  Session expires in: 08:02

Onboarding with both M365 Default Routing and SBC Configuration

This section describes how to onboard new customers by applying the default M365
Onboarding script. This option also allows you to automatically configure the customer DNS
domain as part of the Onboarding script. Once M365 has been configured, the wizard continues
with the SBC configuration.

> To onboard with both M365 and SBC configuration:

1.

Select option Configure M365 default routing, the following screen is displayed:
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@ M365 Tenant : e Voice Route b’

Configure M365 default routing

Click [ Here ] to Provision M365 Domain and DNS Automatical