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1

Introduction

AudioCodes' Device Manager gives enterprise IT managers | network admins full control of
their IP phones, meeting rooms and other devices throughout their lifecycle. Admins benefit
from a powerful and easy-to-use tool for everyday tasks such as configuration, monitoring and
troubleshooting to increase efficiency and ensure user satisfaction. This is especially true in the
era of hybrid working where employee users are likely to be working from home, with meeting
rooms in the office.

Device Manager enables admins to provide a reliable desktop phone service within their
enterprises. With the ability to deploy and monitor AudioCodes IP phones, meeting rooms, and
EPOS and Jabra headsets and speakers, the management interface enables admins to rapidly
identify problems and efficiently fix them. This proactive approach ensures quality assurance
and employee satisfaction, increased productivity and reduced IT expenses.

& e When Device Manager is deployed in a cloud environment, it's strongly
recommended to implement VPN communication between OVOC (Device
Manager) server and endpoints for security reasons.

e When Device Manager is deployed in an internal network or in a private cloud
environment as shown in this document, no additional definitions are required.
Deployment of this (on-premises) Device Manager flavor should be restricted to
either an internal network or a private cloud environment.

Commissioning and Provisioning

M Device discovery and auto-registration

Automatic device zero-touch provisioning

|
B Network topology planning and design
B Large scale efficient deployment

|

Support remote management of devices behind NAT (remote workers)

Streamline Day-to-Day Operations

B Increase efficiency using centralized real-time monitoring dashboard and maps
B WMass configuration and software updates for all devices or specific tenants / sites / groups

B Improve availability with accurate and correlated alarm indications

Quality Assurance and Analytics

M Identify and mitigate voice quality issues before they become service affecting using real-
time network view and quality alerts

B Troubleshoot quality issues and drill down for simple and effective root cause analysis
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B Pattern detection and network planning via advanced reporting tools

About this Document

This guide shows admins how to enable automatic provisioning (Zero Touch provisioning) of
devices in an enterprise network from a single central point.

& e See the Device Manager Deployment Guide for the critical steps to take to deploy
devices in a network.
e Forinformation about third-party vendor devices (e.g., EPOS, Jabra and Poly),
see here.


https://techdocs.audiocodes.com/one-voice-operations-center-ovoc/device-manager-deployment/version-800/
https://www.audiocodes.com/media/jb3gwxyz/device-manager-for-third-party-vendor-products-administrator-s-manual-ver-8-2.pdf
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2 Starting up | Logging in

After installation, start the Device Manager Pro and log in. Before logging in, you need to run
OovocC.

& e To access the Device Manager Pro without running OVOC, point your web
browser to https://<OVOC_IP_Address>/ipp and then in the login screen that
opens, log in. If the browser is pointed to HTTP, it will be redirected to HTTPS.

e Device Manager Pro is a secured web client that runs on any standard web
browser supporting HTML5: Internet Explorer v11 and later, Chrome or Firefox.

For information on installing and operating OVOC, see the OVOC Server IOM Manual and the
OVOC User's Manual.

> To log in to the Device Manager Pro via OVOC:
1. Inthe OVOC's Network page, click the Endpoints tab and from the dropdown select

Configurations.

The 'Username’ and 'Password' used to log in to the Device Manager Pro are the
same as those used to log in to OVOC.

2. Enter your Username and Password (default = acladmin and pass_1234) and click Sign In;
the application is launched and the Monitor Dashboard is displayed.

@ Device Manager DASHBOARD  MONTOR  SETUP  TROUBLESHOOT  EPOS" P &) weicome aciacmin =
© STATISTICS
DEVICE MANAGER PRO
S S 2
62 = =
Sites Tenants = Models Firmware
= = =
Total L %), \>
[\ 711NN
7 Tenant1 [AutoDetection] (20) < Tenant1 (20) < RXVBT (8) 11.301.03)
1 @ « Tenant2 [AutoDetection] (30) « Tenant2 (30) 405HD (5) 120266 (2)
« tenant3 [AutoDetection] (2) o tenant3 (2) » 450HD (5) ©1.20.322(2)
usen e wac oot » FRMARE
& 27022028 140015 7ascabsescss @ Jabra Evove 75 7218801 240
s 27022008 140014 Tascdbaeste @ JabraLink 70 7218801 1210
42 N L
&
P 2022008 135026 cosasfssfar2 aaori0 12171815 2216580
[©) d onmicrosoft com 27.022023 11:4252 00908fdeads0 R¥Pad 172171263 20205
© o adesipprnd.onmicrosoft com 27.022023 11:0004 00908fdeddda Rxva1 10162196 20186
© 27.022023 100832 00908fc1cosd RXS0 17217.131.00 uc 3468371
& s 27022023 084311 soraas23c080 @ Jabra SPEAK 810 10202141 150
© » 27.022023 072716 oodosesbabez Rxs0 1721713125 Ucaasa2s
© 27.02.2023 07:08:55 pfakbeid P 17217.126.20 113010
© - 27.02.2023 06:31:41 petsypan Pc 17217.113.24 113010

e See under here for detailed information about monitoring devices.
e The following topics show how to provision phones using Zero Touch.
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Viewing the About Screen

The About screen allows network administrators to access information about the Device
Manager as well as to log out of the application from whatever page they're in. The screen is
aligned with the About screen in OVOC.

> To view the About screen:

. . . . —
B Inany page in the Device Manager, click the icon s

P &1 weicome aciadmin =
0= '
System Operator
© About © Hep
(% Logout

> To log out:

M Click the Logout option.

> To view version information:

M Click the i About option.

ABOUT

@) Device Manager
Device Manager of the One Voice Operations Center

VERSION: 8.2.1329

© 2003-2023 AudioCodes Limited. All rights reserved. Trademarks and SEC Notice of
AudioCodes Limited.

QX audiocodes

0K
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3 Provisioning

Provisioning covers:
B Using the Zero Touch Setup Wizard to Provision Devices - see here
B Provisioning Devices without the Zero Touch Setup Wizard - see here

B Provisioning Android-based Teams Devices - see here

Zero Touch Provisioning

AudioCodes' IP phones can be automatically provisioned when they are plugged in to the
enterprise's network if Zero Touch provisioning has been implemented.

& Applies to all phones.

> To implement Zero Touch provisioning:

1. Build your network topology of tenants and sites using OVOC (see the One Voice
Operations Center User's Manual for more information).

2. Startup and login.
3. Choose the Zero Touch provisioning method. Either:

e Configure the DHCP server to provision the phone with an IP address that is in the
tenant/site range. Configure the phone to receive the IP address or subnet mask of the
tenant/site.

e Use DHCP Option 160.

4. Choose the default template for each tenant and device model.

Devices that reside behind a NAT and whose IP addresses are internal can be
managed by OVOC via SBC HTTP proxy. For more information, see here.

Zero Touch Provisioning Process - Skype for Business Phone

The figure below illustrates the 1-9 step provisioning process for AudioCodes' IP phones for
Skype for Business when the Zero Touch feature is implemented.


Managing IP Phones Behind.htm
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) DHCP Option 160

9 OC Server URL: If atenant is defined, the phone is allocated to that
_ tenant. If a tenant is not defined, allocation is performed by best match®.

DHCP Server

9 HTTP Get default/tenant img and cfg file

) HTTP REST Status

@ HTTP REST action (e.g. reset)

@ REGISTER to Skype for Business FE server

) 2000K

£2) Register user|device to the OCserver
@ HTTP Get user|device specific img and cfg file

OC Server

*If the admin doesn't define a tenant in the URL in DHCP Option 160, the phone is allocated a
tenant/site according to best match, that is, according to either tenant Subnet Mask or site
Subnet Mask configured in OVOC. See the OVOC User's Manual for more information.

Zero Touch Provisioning — non Skype for Business Phone

The figure below illustrates the 1-8 step provisioning process for AudioCodes' non Skype for
Business phones when the Zero Touch feature is implemented.

DHCP Option 160
HTTP Get defaultimg and cfg file

If HTTP AUTH is enabled and ‘only users’ were imported,
the phone screen prompts for login input. DHCP Server

® ¢

HTTP REST status

e

OVOC Server

REGISTER user|device to the IP PBX

Q&

2000K

REGISTER user|device to the OVOC server

o|e

HTTP Get user|device specific img and cfg file S s

OVOC Server

Using the Zero Touch Setup Wizard to Provision Devices

When plugged in to the enterprise network, phones can automatically be provisioned through
the Zero Touch feature.

B Zero Touch determines which template the phone will be allocated.
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B The template is allocated per phone model and per phone tenant.

B The template determines which firmware file and configuration file the phone will be
allocated.

Zero Touch provisioning accelerates uptime by enabling multiple users and phones
to automatically be provisioned and added to the Manager.

You can use the Setup Wizard feature to set up Zero Touch provisioning. The Wizard simplifies
deployment of phones in the enterprise for network administrators. The Wizard's functions
were already implemented in versions of Device Manager Pro earlier than Version 7.4, only now
they're centralized in a single location for a friendlier deployment experience. Here are the
steps to follow to provision phones using the Wizard.

> To provision phones using the Zero Touch Setup Wizard:

1. Inthe main screen, click the 'Setup' menu and then click the Setup Wizard option.

IA

Setup Wizard

Setup Wizard

Users & Devices

Devices Configuration v

— System Properties

System

System Type

@ Skype For Business

() Traditional Enterprise Phone Systems

(The system will choose the most appropriate templates for configuring the devices.)

2. Select Skype for Business if it isn't selected already, and then click Next.

The Setup Wizard will be closed if you intend to use other PBXs besides Skype for
Business. The Setup Wizard is intended exclusively for Skype for Business.
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Syztem

Zero Touch

Propertiss Provisioning

Zero Touch

Using Zero Touch Provisioning

@ YES
) NO

(For Zera Touch Provisioning need tenants).

3. Select Yes and then click Next.
[ S | ]

- - -

F

— Choose Tenant

4. Choose an existing tenant from the dropdown and click Next. If a tenant doesn't already
exist, click Next and configure one. This is to be able to create a specific configuration for
the tenant and configure the URL in DHCP Option 160 so devices will use this tenant. If
there's no specific tenant configuration to configure, click Next.

— - - -
—r—
s vgems
—n
. Tenant Configuration

- = o ow

5. Click Next.
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p— ° g ° e e

- Zero Towch Temnplates Mapping

6. From the 'Template' dropdown, choose a template.

— Q00 ee
o
Jry—
s Tt -
T
it Zero Touch Temiplates Mapping
[ pe— . [~ [ e o] - . n

7. Associate a template according to the MODEL and TENANT. The page displays a mapping
table in which you need to map {MODEL + TENANT} to TEMPLATE.

a. Select 'IsDefault'; from this point on, the template chosen will be used.
b. From the 'Phone' dropdown, select the model.
c. From the 'Tenant' dropdown, select the tenant and then click Next.

00000
il Zero Touch Sebp | |
W W

Zwen Tossth Wlagping

Siedi e gt Lartigration

ey 8 Dot
[Prores Condguration
S Finish
Al b B ooy el LORL 10 th DHCP o504 180
T Mot A devioe that will et this URL from the DHCP will sutomatical .za-trdmu-n-lm

DHCP option L&D configuration
Tenaen SHCP aption 160 Uy

Pep LEL tm the [P ogs o 1R ot T, B 1. A Ferwwrare e e b

For Desting St evioe o €08 bt Dhin LR directly o thet dewiceiee 10l Meitp T B L i venan AL frnel

8. Define the URL in DHCP Option 160.

Signing in to a Phone into which Another User is Signed

A Applies only if the Zero Touch provisioning method was used.
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If user B signs in to a phone that user A is signed in to, user A's phone is deleted from the
Manage Users page and the newly signed-in phone is added to User A.

The Devices Status page is updated with the newly signed-in phone.

Before version 7.2, the GUI remained unchanged, irrespective of the new sign in.

Provisioning Devices without the Zero Touch Setup Wizard

You can set up zero touch provisioning in the Manager without using the Setup Wizard. When
plugged in to the enterprise network, phones will then automatically be provisioned.

B Zero Touch determines with which template the phone will be provisioned.
B The template is provisioned per phone model and per phone tenant.

B The template determines with which firmware file (img) and configuration file (cfg) the
phone will be provisioned.

Zero Touch accelerates uptime by enabling multiple users and phones to
automatically be provisioned and added to the Manager.

Before Implementing Zero Touch

Before implementing Zero Touch, you need to prepare the network.
This applies to:

B the network administrator of the enterprise whose OVOC is installed on premises (in the
enterprise's LAN)

B the system integrator of the Service Provider whose OVOC is installed in the cloud (WAN)

> To prepare the network for Zero Touch provisioning:

1. Prepare a template per tenant (see here).
2. Upload the firmware .img file to the server (see here).

3. Configure the DHCP server's Option 160 to allocate the phone to the tenant/site URL (see
here).

Configuring an Endpoints Group

After adding a group to OVOC as shown in the OVOC User's Manual, you can add an endpoint -
or multiple endpoints - to that group as shown here under the action Change Group, and then
you can configure the endpoints in the group as shown below. The feature benefits a customer
who wants for example 10 of 500 phones in a site in their enterprise organized in a group for a
software upgrade to apply exclusively to the 10 phones in that group. In contrast to sites,
groups are logical entities but configuration of both are identical; both are per tenant.

-10 -
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> To configure an endpoints group:

1. Open the Group Configuration page (Setup > Configuration > Group Configuration).

4 Group Configuration

Configuration Set: NONE ~
Configuration Key:

Configuration Value:

systemlweb/enabled ' -

i= Group PlaceHolders - Replacing the PlaceHolders(%ITCS_%) in the Template.

Add New Placeholder

2. From the 'Select Group' drop-down, choose the group (added to OVOC) under which you
want to organize endpoints.

3. From the 'Configuration Key' drop-down, select a parameter to configure for the endpoints

group.

-11 -
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¥ Group Configuration

Configuration Set: C435_C4T0_TEAMS_MATIVE hd ﬁ

Configuration Key: |

fg——

Configuration Value: adminy/default_password

admin/screen_capture
admin/ssh_enabled
admin/adb_enabled
date_time/time_dst
date_time/time_format
date_time/date_format
date_time/timezone_id
date_time/timezone

display/backlight
display/high_contrast
display/language
display/screensaver_enabled
display/screensaver_timeout
dm/report_config/paths
dm/report_file_system/[0-1]/paths
dm/report_file_system/[0-1]/username
dm/report_file_system/[0-1]/password

dm/report_periodic_status/paths

4. Inthe 'Configuration Value' field displayed after a selection, provision the parameter with a
value and then click Add. Click ? for more information if necessary.

Configuration Value: 450HD

© Add (7}

5. To configure Jabra endpoints group parameters, click } adjacent to the 'Configuration Key'

field and select Jabra.

-12 -
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Jabas  labra

Y Features

-_— . .
= Aclions

6. View the following:

Configuration Key: s burm O

7. From the 'Configuration Key' drop-down, select a Jabra parameter to configure for the
Jabra endpoints group.

Configuration Key: VOICE_ANNOUMCEMENTS_REGION v ‘ Jabra s~ Select the relevant voice announcements language pack.
Configuration Value: EMEA/APAC v L]

8. Inthe 'Configuration Value' field displayed after a selection, provision the parameter with a
value and then click Add. Click ? for more information if necessary.

9. To switch back to an AudioCodes (non Jabra) endpoints group, click  adjacent to the
'Configuration Key' field and select AudioCodes.

@ audiocodes

Preparing a Template for a Tenant/Model

You need to prepare a template per tenant / type (phone model) in the deployment. The
template informs the server how to generate the .cfg configuration file when the phones are
plugged in to the network. When the phones are plugged in, the .cfg configuration file is
downloaded to them from the server.

& User-configured Speed Dials and Programmable Keys are saved in the device's cfg
file and backed up on the server. After the user configures them (see the device's
User's Manual for details), the phone automatically updates the cfg file on the server.
They're downloaded to the phone after:

e they're deleted or some other 'crisis' occurs

the phone is restored to factory defaults

the user starts working with a new device

the user deploys another device at their workstation
the user's phone is upgraded

This saves the user from having to configure Speed Dials and Programmable Keys from the
beginning. The user only needs to configure them once, initially.

-13 -
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If there is no cfg file on the server, the server gets the data from the phone.

> To prepare a template for a tenant / phone model:

1. Open the 'Add new template' screen (Setup > Configuration > Templates).

DEVICES CONFIGURATION TEMPLATES + Add New Template
i} ‘ Audiocodes_405 The 405 SIP Device is a low-cost, entry-le. (] ALL 405 G Edit
o ‘ Audiocodes_ 405 LYNC ‘The template fils of Audiccodes_405_LYNC x AL 105 & Edit

. G Edit
[i] Audiocodes_420HD The 420HD SIP Device is a high-definition ... (-] ALL 420HD
o (‘ Audiocades_420HD_LYNG :‘:;:C—The 420HD SIP Device is a high- x AL @ Edit
y U Audiocodes 430HD rThe 430HD SIP Device is an advanced, mid- ° n ETD @ Edit
o Audiocodes_430HD_LYNG LYNG - The 430HD SIP Device is an . aL G Edit
advanced...
o cﬂ Audiocodes_440HD The 440HD SIP Device is a high-end, ° fiL @ Edit
execut.
o ﬂ Audiocodes 440HD_LYNG :Yﬂr:C—TheMDHD SIP Device is a high- ° AL . @ Edit
B G Edit
Audiocodes_445HD 445HD includes 4.3 color screen, integrate. ] ALL 445HD

For information on third-party vendor products, see the Device Manager for Third-
Party Vendor Products Administrator's Manual.

2. Click the Add New Template button.

-14 -



CHAPTER 3  Provisioning Device Manager Pro | Administrator's Guide

ADD NEW TEMPLATE

Template name

Template description

Tenant All hd

Type - v
Default

Clone From Template - v

Click here to Download Shared Templates.

3. Enter a name for the template. Make the name intuitive. Include tenant and model aspects
in it.

4. Provide a description of the template to enhance intuitive maintenance.

5. From the Tenant' dropdown list, select the tenant.

6. From the 'Type' dropdown list, select the phone model.

7. Select the Default Tenant option for the template to be the default for this tenant. More
than one phone type can be in a tenant. All can have a common template. But only one
template can be configured for a tenant. If a second template is configured for the tenant,
it overrides the first. After a template is added, it's displayed as shown above in the Devices
Configuration Template page (Setup > Configuration > Templates). When a phone is then
connected to the network, if the phone is of this type and located in this tenant, it will
automatically be provisioned via the DHCP server from the OVOC provisioning server (Zero
Touch).

8. From the 'Clone From Template' dropdown list, select a template to clone from. If the
template is for phones in a tenant that are Microsoft Skype for Business phones, choose a
Skype for Business template.

-15-
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9. Do this for all tenants and types (phone models) in the network.

10. If necessary, click the here link in 'Click here to Download Shared Templates'; your browser

opens displaying AudioCodes share file in which all templates are located, for example, the

templates used with Genesys.

Uploading .img Firmware File to the Server

After obtaining the device's latest .img firmware file from AudioCodes, upload it to the OVOC

provisioning server. When devices are later connected to the network, they're automatically

provisioned with firmware from the server. You can also upload the .dfu firmware files for the
speakers of the Huddle Room Solution (HRS).

> To upload the .img firmware file to the OVOC provisioning server:

1. Inthe Device Manager Pro, access the Firmware Files page (Setup > Firmware > Firmware

Files).

i= Device firmware files

& Download Jabra Firmware

2 a0
3 a0
4 a0
s s
6 250
7 cassho
& CeasHD_TEANS L1238
S Ca3sHD_TEANS L1242
10 casro
1 cssonp
1 CesomD_TEAMS_L10.126
15 CASOHD_TEAMS 11039
16 CASOHD_TEANS L5303

15 CATOHD

405 - default firmware

420HD - default firmware

430HD - default firmware

440HD - default firmware:

445HD - default firmware

450HD - default firmware:

C435HD - default firmware.

C435HD_TEAMS 11239

C435HD_TEAMS_1.12.42

C448HD - default firmware

CA0HD - default firmware.

C450HD_TEAMS_1.10.126

C450HD_TEAMS_1.10.139

C450HD_TEAMS_1.8.303

CATOHD - default firmware

C435HD_TEAMS_L.12.39.21p

C435HD_TEAMS _L12.42.01p

C450HD_TEAMS _L.10.125.21p

C450HD_TEAMS_1.10,139.21p

CA50HD_TEAMS_L8.303.2ip

=2

2. Inthe Firmware Files screen, click the Add New Device Firmware button.

3. Navigate to the .img file and/or .dfu firmware files for the HRS speakers, and upload to the
OVOC provisioning server.

Configuring DHCP Option 160 with a Tenant URL

You need to point DHCP Option 160 to a tenant URL so that the phones will be automatically

provisioned with their .img firmware file and cfg configuration file when they're plugged in to

the network for the first time (Zero Touch provisioning).
Either of the following two methods can be used to implement Zero Touch:

B Configure the DHCP server to provision the phone with an IP address that is in the

tenant/site range. Configure the phone to receive the IP address or subnet mask of the

tenant/site.

B Use DHCP Option 160
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The Device Manager Pro supports backward compatibility so you can point DHCP
Option 160 to a region URL. See the Administrator's Manual v7.2 and earlier.

Later when the (Skype for Business) phones are signed in, phones and users are automatically
added to Device Manager Pro which loads their specific .cfg files to them.
> To point DHCP Option 160 to a tenant URL:

1. Inthe Device Manager Pro, open the DHCP Options Configuration page (Setup > Settings >
DHCP Options Configuration).

% DHCP Options Configuration

DHCP option 160 URL {'dhcpoption160.cfg’)

e

OVOC accesses phones directly:

0VQC accesses phones via SBC HTTP Proxy: https://SEC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/httpproxy/

 Edit Dhcpoption160.Cfg Template
& Download Dhcpoption160.Cfg Template
2 Upload Dhcpoption160.Gfg Template

B Generate 'Dhcpoption160.Cfg’

Advanced: DHCP Option 160 With Tenant Configuration

o Back

2. Click the Advanced: DHCP option 160 with Tenant Configuration link located lowermost.

Advanced: DHCP Option 160 With Tenant Configuration

DHCP option 160 with Tenant Configuration URLs (replacing Ydhcpoption160.cfgl)

Select the tenant/group and copy the URLs to the DHCP Options according to your requirements.

Tenant: Demo v Group: NO GROUP  w

The OVOC has direct access to the IPPs: com/fir ;ipp/tenant/Demo

Tne DVOC accesses the IPPs through SEC hitps://SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/tenant/Demo
HTTP Proxy:

Direct URL for the device (no DHCP available) https:/ippdm.audiocodes.com/ipp/tenant/Demo

To test the Tenant/Group URL, select the Template and then click the link below.

Model:  C470HD_TEAMS v

£ Device With This Model Will Get The Configuration (Based On DHCP Option 160)

3. Under the Tenant URLs section, select from the 'Tenant' dropdown a tenant with which to
associate a new device, as shown in the next figure (Germany).

4. From the 'Group' dropdown list, select a group with which to associate a new device, as
shown in the next figure (NO GROUP is selected).
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Select the tenant/group and copy the URLs to the DHCP Options according to your requirements.

°©
Tenant: Germany v Group: NO GROUP W
o

.
The OVOC has direct access to the IPPs: https:/fippdm.audiocodes.com/firmwarefiles;ipp/tenant/Germany
The OVOC accesses the IPPs through SEC HTTP Proxy: https:/[SEC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/tenant/Germany

Direct URL for the device (no DHCP available): https:/fippdm.avdiocodes.com/ipp/tenant/Germany

You can configure the device's tenant URLs to retrieve files either directly from the OVOC
server or via an SBC HTTP proxy. Using an SBC HTTP proxy server is useful for customers
whose OVOC is installed in the cloud, or when phones are located behind a NAT.

5. Choose either:

e The OVOC has direct access to the phones. The DHCP server will connect the phones
directly to the OVOC server IP address.

¢ Copy (Ctrl+C) the following URL and paste it into DHCP Option 160 in the
enterprise's DHCP server:
HTTP://<OVOC_IP_Address>/firmwarefiles;ipp/tenant/<tenant selected in Step
1>/group/<group selected in step 1>

e The OVOC access the IPP's through the SBC HTTP proxy. The DHCP server directs the
phones firstly to an SBC HTTP proxy server, which then redirects to the OVOC server.

¢ If the phones communicate with an SBC HTTP proxy rather than directly with the
OVOC server, copy (Ctrl+C) the following URL into DHCP Option 160 in the
enterprise's DHCP server: http://SBC_PROXY_IP:SBC_PROXY_
PORT/firmwarefiles;ipp/tenant/Tenant

e Direct URL for the IPP (No DHCP Available) — typically used for debugging purposes
when no DHCP is available.

& e Configure DHCP Option 160 to point to the OVOC provisioning server's URL if
the phones are not behind a NAT. DHCP Option 66/67 can also be used.

e Ifthe phones reside behind a NAT and an SBC HTTP proxy is available,
configure DHCP Option 160 to point to the SBC HTTP proxy; phone-OVOC
communications will then be via the SBC HTTP proxy rather than direct.

6. After copying the tenant URL (Ctrl+C) and pasting it into the enterprise's DHCP server's
DHCP Option 160, select the phone model from the 'IPP Model' dropdown and then click
the button IPP with this model will get from the DHCP; an output of the configuration file
that you have configured to provision is displayed. Verify it before committing to provision
multiple phones.
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When a deployment covers multiple tenants, the tenants definition can be in two main

hierarchies:
e DHCP server
e Subnet

For Zero Touch provisioning to function, tenant granularity must correspond with the number
of DHCP servers/subnets already located within the enterprise network.

TEST TENANT/GROUP URLS

To test the Tenant/Group URL, select the Template and then click the link below.
Model: C450HD TEAMS W

1+ Device With This Model Will Get The Configuration (Based On DHCP Option 160)

include Audiocodes_C450HD_global_TEAMS_empty.cfg
ems_server/keep_alive_period=1
provisioning/configuration/url=https://ippdm.audiocodes.com/configfiles/
provisioning/method=5TATIC
provisioning/period/daily/time=0:00
provisioning/period/hourly/hours_interval=24
provisioning/period/type=DAILY
provisioning/period/weekly/day=SUNDAY
provisioning/period/weekly/time=0:00
provisioning/random_provisioning_time=120
provizioning/redirect_server_url=https://redirect.audiocodes.com
ems_server/uzer_names=system
ems_server/user_password={"VwlZ0p5/5pM="}

provisioning firmware/url=https://ippdm.audiocodes.com/firmwarefiles’
ems_server/ provisioning/url=https:/fippdm.audiccodes.com: 443/
personal_settings/language=English

sTEMANT configuration:

systemn/ntp/gmt_offset = +08:00
systemn/syslog/component/control_center=7
perzonal_settings/blf_lcd_contrast = 140

‘MO GROUP configuration

Comments in the configuration file's notation indicate a parameter's template source.

system fdaylight_saving/start date/day=26
system fdaylight_saving/start date/day _of week=0
system fdaylight_saving/start date/hour=

system fdaylight_saving/start_date/minute=
system fdaylight_saving/start_date/month=3

system /daylight_saving/start date/week=1

system/hw_type=3
system fuser_name = admin
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Template source can be:
B Device Specific

Bl Tenant Level

M Group Level
B Site Level
[ |

User Level

A Zero Touch is supported for phones with sign-in capabilities only.

Configuring DHCP Option 160 with System URL

& e This configuration is applicable when Zero Touch is not used to provision the
phones.

e The instructions below therefore describe a provisioning method that is not the
choice method.

The figure below shows the file dhcpoption160.cfg located on the server.

C #& | [) 10.1.8.23/ipp/dhcpoption160.cfg

ems_server/keep_alive_period=60
pems_server/provisioning/url=http://10.1.8.23:8081/
wprovisioning/method=STATIC
ipprovisioning/configuration/url=http://1@.1.8.23/configfiles/
pprovisioning/firmware/url=http://10.1.8.23/firmwarefiles/
pems_server/user_name=system
ipems_server/user_password={"Vv1ZOp5/SpM="}

Legend Description
1 Points to the URL of the OVOC provisioning server.
2 STATIC provisioning method, so the cfg and img files are automatically pulled

from the OVOC provisioning server rather than from the DHCP server.

3 Location of the cfg file, pulled by the phones when they're plugged into the
network, on the OVOC provisioning server.

4 Location of the img file, pulled by the phones when they're plugged into the
network, on the OVOC provisioning server.

5 Name of the 'system user', necessary for basic REST APl authentication when
the phones are plugged in to the network for the first time.
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Legend Description

6 (Encrypted) Password of the 'system user', necessary for basic REST API
authentication when the phones are plugged in to the network for the first
time.

& e The dhcpoption160.cfg file is created when logging in for the first time to the
Device Manager Pro.

e Thefile is an internal OVOC file and cannot be manually modified.

After installation, the first, second and third lines in the file are automatically updated.

Editing the DHCP Option 160 cfg File

Administrators can opt to edit the initial DHCP Options 160 cfg file. Choose the DHCP Option
Configuration button if your phones are communicating with a DHCP server. A DHCP server is
mandatory if the phones are behind a NAT, or when communicating with an SBC HTTP proxy.

> To edit the DHCP Option 160 cfg File:

1. Open the System Settings page (Setup > Settings > DHCP Options Configuration).

DHCP option 160 URL (‘dhcpoption160.cfg')

OWVOC accesses phones directly: http://172.17.123.200/firmwarefiles;ipp/dhcpoption160.¢cfg
OWOC accesses phones via SBC HTTP Proxy: http://'SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/httpproxy/
G Edit Dhcpoptionl60.Cfg Template & Download Dhepoption160.Cfg Template X, Upload Dhepoption160.Cfg Template

B Generate 'Dhcpoption160.Cfg"

Advanced: DHCP Option 160 With Tenant Configuration

2. Click the Edit cfg Template button.
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Edit DHCP Option

ems_senver/provisioning/url==HTTP_OR_S=_//<IP_ADDRESS=/

provisioning/method=STATIC
provisioning/configuration/url==HTTP_OR_S=//<IP_ADDRESS=/configfiles/
provisioning/firmware/url==HTTP_OR_S=.//<IP_ADDRESS=/irmwarefles/
ems_server/user_name=system

MAATRAAAAA

ems_server/user 9assword:{"WIZOpSFEpM:"}

SAAATRAAAAA

security/ca_certificate/0/uri=http://<IP_ADDRESS=/ip p.fadmin.fAudiOCodes_ﬂIesFems_roul_ca.cerl

3. Edit the DHCP option using the table below as reference.

Table 3-1: DHCP Option

Parameter Description
Keep alive You can configure how often the phones generate a keep-alive trap
period towards the Device Manager Pro. Default: Every 60 minutes. It's

advisable to configure a period that does not exceed an hour. The
management system may incorrectly determine that the phone is
disconnected if a period of more than an hour is configured.

Provisioning Defines the URL (including IP address and port) of the provisioning
URL server (OVOC server).

Provisioning Defines the provisioning method, i.e., STATIC or Dynamic (DHCP). Do
Method not change this setting. The setting must remain STATIC. If not, the

phone will continuously perform restarts.

Provisioning Defines the URL of the location of the configuration files (including IP
Configuration address and port) in the provisioning server (OVOC server).

URL

Provisioning Defines the URL of the location of the firmware files (including IP
Firmware URL address and port) in the provisioning server (OVOC server).
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Parameter Description

User Name Defines the user name for the REST API. Default: System. Later, each
phone receives its own unique user name.

User Password Encrypted. Defines the user password for the REST API. Default:
System. Later, each phone receives its own unique user password.

& You can always restore these settings to their defaults if necessary by clicking the
Restore to default button in the DHCP Option Configuration dialog, but it's advisable
to leave these settings unchanged. The button is displayed only after the DHCP
Option is changed.

Editing the SBC HTTP Proxy

Administrators can opt to edit the initial DHCP Options 160 cfg file. Choose the HTTP Proxy
Configuration button if your phones are communicating with an SBC HTTP proxy, which is
required when the phones are behind a NAT.

> To configure the SBC HTTP proxy:

1. Open the System Settings page (Setup > Settings > System Settings) and then in the
System Settings page click the More tab and then the SBC Proxy Configuration button.

PROXY DHCP OPTIONS CONFIGURATION

& Edit Template & Download Template X Upload Template

2. Click the Edit template button; the same Edit DHCP Option screen shown previously opens.
Edit as described previously.

3. Click Save.

Provisioning Android-based Teams Devices

AudioCodes' Device Manager manages Android-based Teams devices in a similar way to UC-
type phones. Teams devices' configuration parameters are in the same format as UC phones. A
.cfg configuration file is defined for each device. Device Manager version 7.8.2000 and later
supports Android-based Teams devices.

Zero Touch Provisioning is supported in a non-tenant aware manner; each local DHCP Option
160 must be configured with a fully-specified URL pointing to dhcpoption160.cfg as shown
here:
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9§ DHCP Options Configuration

DHCP option 160 URL ( dhcpoption160.cig)

OVOC accesses phones directly hitpsifippar cig

0V0C accesses phones viz SEC HTTP Proxy hitps://SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles:ipphtipproxy!

@ Edit Dhepoption160.Cfg Template

& Download Dhcpoption160.Cfg Template

2 Upload Dhcpoption160.¢fg Template

B Generate 'Dhepoption160.Cfg

Advanced: DHCP Option 160 With Tenant Configuration

o Back

This URL is displayed in the Device Manager page under Setup > Settings > DHCP Options
Configuration. After devices are added to the Device Manager, they're allocated to tenants by

selecting Change Tenant in the ‘Actions’ menu. Unless already used, it's recommended to leave

the default tenant as a ‘lobby’ for the new devices. The above URL can also be configured in

AudioCodes' Redirect Server. Android-based Teams devices currently support:

Provisioning of configuration

Provisioning of firmware

Switching to UC / Teams

Monitoring (based on periodic Keep-Alive messages sent from devices)

Resetting the device

The Device Manager's ‘internal’ functions (which don't involve devices) are:

Change tenant

Change template

Show info

Generate Configuration
Delete device status

Nickname

The Check Status option is irrelevant for Android-based Teams devices therefore it's omitted

from the 'Actions' menu.

& e Changing a device's configuration using the Device Manager is the same for

Android-based Teams devices as for UC devices.

e Tocommit a change made at the template/tenant/site/group/user level, perform
Generate Configuration. The change can be validated in the device’s .cfg file.
The Android-based endpoint pulls the updated configuration when the next
periodic provisioning cycle occurs.
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Configuring a Periodic Provisioning Cycle

Network administrators can configure how often periodic provisioning cycles will occur, to suit
enterprise management preference.

> To configure how often periodic provisioning cycles will occur:

B Use the following table as reference.

Parameter Description

provisioning/period/type Defines the frequency of the periodic provisioning cycle. Valid
values are:

B HOURLY

B DAILY (default)
B WEEKLY

B POWERUP

B EVERY5MIN

B EVERY15MIN

Each value type is accompanied by additional parameters
(see Supported Parameters on the next page) that further
defines the selected frequency.

Configuring TimeZone and Daylight Savings

Network administrators can configure TimeZone and Daylight Savings to suit enterprise require-
ments.

> To configure TimeZone and Daylight Savings:

B Use the following table as reference.

Parameter Description
date_time/- Defines the Timezone. Valid values are:
timezone B +00:00

B +01:00
B +02:00
M Etc

date_time/time_ | [Boolean parameter]. Configuring ENABLED adds one hour to the con-
dst figured time. Valid values are:
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Parameter Description

m 1
[0

For example, to configure Central European Summer Time (CEST) you can either configure:
date_time/timezone=+01:00

date_time/time_dst=1

-OR-

date_time/timezone=+02:00

date_time/time_dst=0

Managing Devices with HTTPS

Android-based Teams devices support an HTTPS connection.

> To establish an HTTPS connection:

B The server certificate must be signed by a well-known Certificate Authority
-OR-
B A root/intermediate CA certificate must be loaded to the device’s trust store either via

802.1x or configuration parameter ‘/security/ca_certificate/[0-4]/uri’

> To maintain backward compatibility with devices previously running UC versions:

B Configure parameter '/security/SSLCertificateErrorsMode' to Ignore

Supported Parameters

Listed here are the configuration file parameters currently supported by Android-based Teams
devices. They're in AudioCodes’ UC version format. The parameters are comprised of Microsoft
configuration profile settings and AudioCodes’ device-specific parameters.

general/silent_mode = 0 (default)/1
general/power_saving = 0 (default)/1
phone_lock/enabled = 0 (default)/1
phone_lock/timeout = 900 (default) (in units of seconds)
phone_lock/lock_pin = 123456

display/language = English (default)

display/screensaver_enabled = 0/1

display/screensaver_timeout = 1800 (seconds)
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display/backlight = 80 (0-100)

display/high_contrast = 0 (default) /1

date_time/timezone = +02:00

date_time/time_dst = 0 (default) /1

date_time/time_format = 12 (default) / 24

network/dhcp_enabled = 0/1

network/ip_address =

network/subnet_mask =

network/default_gateway =

network/primary_dns =

network/pecondary_dns =

network/pc_port = 0/1

office_hours/start = 08:00

office_hours/end = 17:00

logging/enabled = 0/1

logging/levels = VERBOSE, DEBUG, INFO, WARN, ERROR, ASSERT, SILENT
admin/default_password = 1234

admin/ssh_enabled=0/1 (default)

security/SSLCertificateErrorsMode = IGNORE, NOTIFICATION, DISALLOW (default)
security/ca_certificate/[0-4]/uri — uri to download costumer’s root-ca
provisioning/period/daily/time

provisioning/period/hourly/hours_interval

provisioning/period/type = HOURLY, DAILY (default), WEEKLY, POWERUP, EVERY5MIN,
EVERY15MIN

provisioning/period/weekly/day

provisioning/period/weekly/time

B provisioning/random_provisioning_time
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4 Configuring System Settings

The System Settings page allows you to configure devices according to enterprise requirements.
Settings under some tabs also include placeholders so that when you generate a template, the
settings values will be applied to the template. Default placeholder values can be viewed in the
Default Placeholders Values page.

> To configure system settings:

1. Open the System Settings page (Setup > Settings > System Settings).

SYSTEM SETTINGS

<

Note: Changes to values of parameters in this screen will not be applied if the parameters are ot in the device's configuration file.

‘‘‘‘‘‘‘‘‘‘ ted Timeout 2 (min)

Web Ul Timezone (6MT+02:00) Jerusalem

ssssss

2. Use the table below as reference; tabs in the page are (L-R): Monitoring, Security (HTTP/S),
Default Device Configuration, Daylight Saving Time, IGS and More...

& e TheIGS tab applies only to enterprises whose environments are non Skype for
Business. All other tabs in the screen apply to both Skype for Business and non
Skype for Business environments.

e Teams devices function flawlessly behind a NAT in all scenarios; ignore the IGS
tab if you're using Teams devices.
e Enable IGS if
v you're using non-Teams devices; if using the 405HD phone, you may require
a firmware upgrade
v devices are located behind a NAT or Device Manager is unable to establish
communication with them
e 420HD, 430HD and 440HD phones are incompatible when behind a NAT.

Tab | Parameter Description

Monitoring

Disconnected Determines how long, in minutes, a device's status will be indicated
Timeout as 'Disconnected’ if not reported otherwise. Default: 20 minutes. The

-28 -



CHAPTER 4 Configuring System Settings

Device Manager Pro | Administrator's Guide

Tab | Parameter

Send KEEP-ALIVE
Every

VIP Disconnected
Timeout

VIP Send KEEP-
ALIVE Every

Send
Unregistered
alarm

Send Disconnect
Alarm

Security (HTTP/S)

Secure (HTTPS)
communication
from the Device
Manager to the
Devices

Secure (HTTPS)
communication
from the Devices
to the Device
Manager

Description

phone reports its status to the server every hour. If it does not report
its status before 'Disconnect Timeout' lapses, i.e., if the parameter is
left at its default and two hours pass without a status report, the
status will change from Registered to Disconnected and the device's
'Status' column in the Devices Status screen will be red-coded.

[Only displayed after clicking Advanced] Determines how often, in
minutes, a KEEP-ALIVE message is sent from the device.

Determines how long, in minutes, a VIP device's status will be
indicated as 'Disconnected' if not reported otherwise. An alarm can
be sent to the network administrator if the timeout is exceeded.
Default: 5 minutes. A VIP device is typically a Common Area Phone
(CAP) located in the lobby of an enterprise, or a conference phone
located in an enterprise's meeting rooms. It's important for a VIP
device to be connected, hence the default timeout of 5 minutes
compared to the default of 20 minutes for a non VIP device.

[Only displayed after clicking Advanced] Determines how often, in
minutes, a KEEP-ALIVE message is sent from the VIP device.

Select this option for an alarm to be sent when VIP device status
changes to 'Unregistered'.

Select this option for an alarm to be sent when VIP device status
changes to 'Disconnected'. It's important for a VIP device to be
connected, hence the default Disconnected Timeout of 5 minutes
compared to the default of 20 minutes for a non VIP device.

Sends secured (HTTPS) requests from the Device Manager Pro server
to the phone. If the option is selected, communications and

REST actions such as Restart, Send Message, etc., will be carried out
over HTTPS.

Not relevant when using an SBC proxy (see Editing the SBC HTTP
Proxy on page 23).

Sends secured (HTTPS) requests from the phone to the Device
Manager Pro server. If the option is selected, communications and
REST updates such as keep-alive, alarms and statuses between phone
and server will be carried out over HTTPS. Also used for loading
firmware and configuration files, and when there is an SBC proxy (see
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Tab | Parameter

Devices Status:
Open Device Web
Administrator
using HTTPS

Only allow devices
added by the
administrator into
ovocC

Description
Editing the SBC HTTP Proxy on page 23).

The browser immediately opens the device's Web interface, over
HTTPS, without prompting that there is a problem with the website's
security certificate and that it is not recommended to continue to the
website.

Select this option to allow into OVOC only those phones that were
added by the network administrator.

B Phones that were not added by the network administrator will be
blocked by OVOC.

B If a device's Mac Address is not listed in the 'Manage Users &
Devices' page, it will be blocked by OVOC.

The OVOC must be restarted for the parameter to take effect.

Default Device Configuration

Server FQDN

Devices Language

NTP Server IP
Address

Voice Mail
Number

Require SRTP in
the Phone
Configuration File

[Recommended] Points phones to the OVOC server using the server's
name rather than its IP address. If phones are pointed to the OVOC
server's IP address, then if the server is moved due to organizational
changes within the enterprise, all phones are disconnected from it.
Pointing using the server's name prevents this, making organizational
changes easier.

From the dropdown select the language you want displayed in the
phones' screens: English (default), French, German, Hebrew, Italian,
Polish, Portuguese, Russian, Spanish or Ukraine.

Enter the IP address of the Network Time Protocol (NTP) server from
which the phones can get the time.

Enter the number of the enterprise's exchange.

Configuration depends on the enterprise environment, specifically,
on which exchange the enterprise has. If the enterprise has a Skype
for Business environment, ignore this parameter. Default=1000.

Select this option for Secure RTP. Real-time Transport Protocol (RTP)
is the standard packet format for delivering voice over IP.

Daylight Saving Time

Active

Determines whether the phone automatically detects the Daylight
Saving Time for the selected Time Zone.
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Tab | Parameter

Date Format

Start Time

End Time

Offset
Generic SIP

Redundant Mode

Description

Disable

Enable (default)

Configures the date format. Valid values are:

FIXED. Date is specified as: Month, Day of month.

Day of Week. Date is specified as Month, Week of month, Day of
week.

Defines precisely when to start the daylight saving offset.

month - defines the specific month in the year

week — defines the specific week in the month (first — fourth)
day - defines the specific day in the week

hour - defines the specific hour in the day

minute - defines the specific minute after the hour

Configures the precise moment the phone will start daylight savings
with a specific offset.

Defines precisely when to end the daylight saving offset.

month - defines the specific month in the year

week — defines the specific week in the month (first — fourth)
day - defines the specific day in the week

hour - defines the specific hour in the day

minute - defines the specific minute after the hour

Configures the precise moment the phone will end daylight savings
with a specific offset.

The offset value for the daylight saving. Range: 0 to 180.

From the dropdown select No Redundant (default) or
Primary/Backup. Allows the administrator to set the primary PBX /
Skype for Business server to which the phone registers and the
fallback option if the server is unavailable. Primary/Backup, or
'‘outbound proxy', is a feature that enables the phone to operate with
a primary or backup PBX/Skype for Business server. If the primary
falls, the other backs it up.
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Tab | Parameter Description

Primary Enter the primary PBX/Skype for Business server's IP address, i.e., the
outbound proxy's IP address.

HTTP AUTH If set to Enabled, only the extension number will be used for pro-
Provisioning no visioning HTTP authentication. The default HTTP AUTH password will
password be 1234. In DHCP option 160 and on the templates, the setting 'pro-

visioning/configuration/http_auth/password' must be configured to
1234 to activate the feature.

3. Click the More... tab and if necessary, in the 'Accept Extensions' field define file extensions
you'll require which aren't already defined, then click Save.

e Forinformation about the LDAP Configuration button, see Configuring the LDAP
Directory below

e For information about the SBC Proxy Configuration button, see here.Editing the SBC
HTTP Proxy on page 23

e For information about the Default Placeholders Values button, see Viewing Default
Placeholders Values on page 119

4. Click Save All Settings.
Configuring the LDAP Directory

This section is inapplicable if you're operating in a Microsoft Skype for Business
environment because Skype for Business uses its own Active Directory server.

The Device Manager Pro lets you configure an enterprise's LDAP directory.

> To access the LDAP directory:

1. Open the System Settings page (Setup > Settings > System Settings).

2. Click More... and then click the LDAP Configuration button that is then displayed.
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< LDAP Configuration

Name Filer Test LDAP

‘‘‘‘‘‘‘‘‘‘‘‘

3. From the 'Active' parameter dropdown, select Enable.
4. Configure the parameters using the table below as reference.

Table 4-1: LDAP Configuration

Parameter Description

Server Enter the IP address, or URL, of the LDAP server.

address

Port Enter the LDAP service port.

User Name Enter the user name used for the LDAP search request.

Password Enter the password of the search requester.

Base Enter the access point on the LDAP tree.

Active From the dropdown, select Disable LDAP (default) or Enable LDAP. If

Enable is selected, the parameters below are displayed.

Name Filter Specify your search pattern for name look ups. For example, when you
type in the (&(telephoneNumber=*)(sn=%)) field, the search result includes
all LDAP records which have the 'telephoneNumber! field set, and the '

“sn”-->surname)' field starting with the entered prefix.

When you type in the (/(cn=%)(sn=%)) field, the search result includes all
LDAP records which have the '(“cn”-->CommonName)' OR the '(“sn”--
>Surname)' field starting with the entered prefix.

When you type in the (/(cn=%)) field, the search result includes all LDAP
records which “do not” have the 'cn' field starting with the entered prefix.

Name Specifies the LDAP name attributes setting, which can be used to specify
Attributes the “name” attributes of each record which is returned in the LDAP search

-33-



CHAPTER 4 Configuring System Settings

Device Manager Pro | Administrator's Guide

5.

Parameter

Number
Filter

Number
Attributes

Display
Name

Max Hits
(1~1000)

Country
Code

Area Code
Sort Result

Search
Timeout

Call Lookup

Click Save.

Description

results. When you type in the following field, for example, cn sn
displayName”, this requires you to specify 'cn-->commonName'. This is the
Full name of the user, sn-->Surname, last name or family name and
“displayName” fields for each LDAP record.

Specifies your search pattern for number look ups.

When you type in the following field, for example, (/(telephoneNumber=%)
(Mobile=%)(ipPhone=%)), the search result is all LDAP records which have
the “telephoneNumber” OR “Mobile” OR “ipPhone”field match the
number being searched.

When you type in the (&(telephoneNumber=%)(sn=*)) field, the search
result is all LDAP records which have the 'sn' field set and the
“telephoneNumber” match the number being searched.

Specifies the LDAP number attributes setting, which can be used to specify
the “number” attributes of each record which is returned in the LDAP
search results. When you type in the following field, for example, Mobile
telephoneNumber ipPhone, you must specify 'Mobile', 'telephoneNumber'
and 'ipPhone’ fields for each LDAP record.

Specifies the format in which the “name, e.g. “Mike Black” of each
returned search result is displayed on the IPPHONE.

When you type in the following field, for example, %sn, %givenName, the
displayed result returned should be “Black, Mike”.

Specifies the maximum number of entries expected to be sent by the LDAP
server (this parameter is sent to the LDAP server).

Defines the country code prefix added for number search.

Defines the area code prefix added for number search.
Sorts the search result by display name on the client side.

The timeout value (in seconds) for LDAP search (sent to the LDAP server).

Defines the user name used for the LDAP search request.

Adding Users & Devices in Generic SIP Environments

Administrators can import
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B users and devices -or-
B only users

If the administrator imports users and devices, the association between users and devices was
made before Version 7.6

B using the device's MAC address

M through user name and password
M via an imported CSV file
|

before deployment

> To add users and devices with a version earlier than Version 7.6 of Device Manager Pro:

M After plugging the phones into the network, log in to Device Manager Pro and then (best
practice):

e Export the automatically created 'System User' to a zip file (see here)

e Unzip the zip file, open the csv file and add users and devices in the same format (see
here)

e Import the csv file with users and devices back into Device Manager Pro (see here)

> To add only users:

& e Applies only to Version 7.6 and later

e The association is manually made after deployment, using the Approve button in
the Devices Status page

e When the phone is connected to the network for the first time, the user is
prompted to enter their username/password; it's matched with that on the Device
Manager Pro. After the match, the Manager associates the device with the user.
Usernames/ passwords are then uploaded to the Manager through the import
CSV without using MAC address. After authentication, the Manager downloads
the cfg file to the phone.

1. After installing the Device Manager Pro, add the HTTP authentication configuration
properties to the initial configuration file (taken from DHCP Options 160) and to the
templates.

2. Select an authentication mode. Two possibilities are available:
e With username/password

e Without password; only username or extension
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A e The default authentication mode is username/password

The Login screen then allows the user to authenticate with username only,
excluding password

e If youwantthe user to use 'password only' for authentication, enable the 'no
password' option as shown in the next figure

£ System Settings

Monitoring Security (HTTP/S) Default Device Cenfiguration Daylight Saving Time IGS More...

3 cnable 16S behind NAT

Redundant Mode No Redundant v (3Tcs_Redundant_outbound_proxy_enabless

Primary (96TCS_Outbound_proxy3s)

HTTP AUTH Provisioning no password Enable v

3. Configure DHCP Options for HTTP Authentication. To prompt the user for username and

password, add the following HTTP authentication parameters to the DHCP option 160 cfg
file:

e provisioning/configuration/http_auth/password=
e provisioning/configuration/http_auth/ui_interaction_enabled=1
e provisioning/configuration/http_auth/user_name=

4. Update the parameter 'provisioning/configuration/url'

e provisioning/configuration/url=<HTTP_OR_S>://<IP_
ADDRESS>/ipp/admin/httpauth/auth_prov.php

5. Open the DHCP Option Configuration page (Setup > Settings > DHCP Options
Configuration)

DHCP Options Configuration

DHCP option 160 URL ('dhcpoption160._cfg’)

OVOC accesses phones directly: I https://ippdm.audiocodes.com/firmwarefiles;ipp/dhcpoption1 60‘c:fg|
OVOC accesses phones via SBC HTTP Proxy. https:/SBC_PROXY_IP:SBC_PROXY_PORT/firmwarefiles;ipp/httpproxy/
& Edit Dhcpoptionl60.Cfg  Template & Download Dhcpoption160.Cfg Template & Upload Dhepoptionl60.Cfg Template

2 Generate 'Dhepoption160.Cfg

Advanced: DHCP Option 160 With Tenant Configuration

6. Click Edit configuration template:
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Edit DHCP Option

ems_server/provisioning/url==HTTF_OR_S=.//<IP_ADDRESS=/

provisioning/method=STATIC
provisioning/cenfiguration/url==HTTP_OR_S=://<IP_ADDRESS=/configfiles/
provisioning/firmwarefuri==HTTP_OR_S=1//<IP_ADDRESS=/irmwarefles/
ems_serveriuser_name=system

ems_serverfuser_password={"VvIZOp5/5pM="}
security/ca_certificate/0/uri=http//=IP_ADDRESS=/ipp/admin/AudicCodes_files/ems_root_ca.cer

7. Click Save; you're prompted:

Update DHCP option template

DHCP option template was updated successfully.

8. Click OK.
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If you want password to be excluded from HTTP user authentication, configure para-
meter 'provisioning/configuration/http_auth/password' to 1234. Users will then not
have to enter a password when performing authentication.

9. Configure each template to operate with HTTP authentication. Open each template you
want to operate with HTTP authentication and add the following values to each:

e provisioning/configuration/http_auth/password=%ITCS_LinelAuthPassword%

e provisioning/configuration/http_auth/ui_interaction_enabled=1

e provisioning/configuration/http_auth/user_name=%ITCS_LinelAuthName%
10. Update the parameter 'provisioning/configuration/url":

e provisioning/configuration/url=%ITCS_HTTP_OR_S%://%ITCS_HTTP_PROXY_
IP%:%ITCS_HTTP_PROXY_PORT%/ipp/admin/httpauth/auth_prov.php

11. Close the Directory 'configfiles'. For security reasons, it's preferable to close the 'configfiles'
web directory as from now on all cfg files will be downloaded from the new location
http:<SERVER_IP_ADDRESS>/ipprest/lync_auto_prov.php rather than from
http:<SERVER_IP_ADDRESS>/configfiles/MAC.cfg

Exporting 'System User' to zip File

Here's how to export the 'system user' that is automatically created after you log in to Device
Manager Pro, to a zip file.

> To export the 'system user' to a zip file:

1. Open the Export Users and Devices Information page (Setup > Import/Export).

X Export Users and Devices information

To export a ZIF file containing users and devices information and users configuration settings already defined in the server,
click the Export button.

X Export

2. Click Export; a link to the users.zip file is added to the lowermost left corner of the page.
3. Click the link; the unzipped file opens displaying a csv file and a cfg file.

4. Open the csv (in Excel):

A B c D E F G H 1 J K L M
1 Name Passwor d Display Name ~ Tenant Device 1 Display Name Device 1 MAC Address Device 1Serial Number Device 11P Phone Model Device 1language Device 1VLAN Mode Device LVLANID Device 1 VLAN Priority
2 |system &sh&hFDcyZFM DO NOTDELETE Nir  Macl0190405_1 00908123456 SN1192046 430Region2 English 0 0
3

Excel displays the information related to 'system user'.
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Adding Users and Devices Information to the csv File

You need to add to the csv file the information related to all the users and devices in your

enterprise's network.

& To facilitate this task, you can export a csv from your enterprise PBX and then edit it
to conform to the 'system user' csv row shown in the figure above and the columns
shown in the table below.

Na- | Pass- Dis-

me | word play
Nam-
e

Ten- | Dis- Seri- | MAC | Pho- | Lan- VLA- | VL- | VLA-
ant play | al Addr- | ne guage N AN | N Pri-

Nam- ess Mo- Mo- | ID ority
e del de

Up to 30000 users and devices can be defined in the csv file. After defining users and devices,
save the csv file on your desktop from where you can import it into Device Manager.

Importing the csv File

After adding to the csv file the information related to all the users and devices in your
enterprise's network, import the new csv file into the Device Manager Pro.

> To import the new csv file into the Device Manager Pro:

1. Open the Import Users & Devices Information page (Setup > Import/Export).

<
SETUP WIZARD ~
USERS & DEVICES v
SETTINGS ~
CONFIGURATION ~
FIRMWARE ~

IMPORT / EXPORT

Import Configuration
Export Configuration
Import Users & Devices

Export Users & Devices

SYSTEM ~

IMPORT USERS AND DEVICES INFORMATION

This page lets you import a CSV file containing users and devices information into the server.
Browse to the file and then click the import button.

Choose File | Mo file chosen

2. Click Import and then navigate to and select the csv file which you created and saved on
your desktop previously; the file is imported into the Device Manager Pro.
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3. Open the Manage Users page (Setup > Users & Devices) and make sure all enterprise users
you imported are displayed.

Approving Users

& Approving users is unnecessary
e when using the Zero Touch provisioning method

e when importing a csv file containing devices (as well as users)

If you're not using the Zero Touch provisioning method or importing a csv file, then you need to
approve users after plugging the phones into the network.

Skype for Business Environment

After plugging the phones in, they report to the Device Manager Pro which does not display
user name in the Ul until sign-in is performed or, until users are approved in the Ul.

> To approve users in a Skype for Business environment:

1. Inthe Device Manager Pro, open the Devices Status page (Monitor > Dashboard > Devices

<
T u] RALS  USERNAME W
pop—
o = e E P - ity 2010
B = o ) OO eTTEEn
O Actions = ] O © @ Jabralink 370 Shay Harel 1210
§ e . e g 0 e o

2. Optionally click the 'Export the devices to CSV file' icon; a csv file is generated; a download
option is displayed in the lower-left corner. The same information on the page, e.g., Serial
Number, which allows administrators to efficiently manage devices stocktaking, is
displayed in Excel format.

3. Click Actions to select (depending on device and model) Show Info, Open Web Admin,
Check Status, Reset Device, Generate Configuration, Change Group, Delete Devices Status,
Update Configuration, Change Tenant, Update Firmware, Nickname, Set as VIP.

4. Click the Approve button (only displayed if the System URL is configured for the DHCP
Option because OVOC will then not know the tenant in which the device is located; if the
Tenant URL is configured for the DHCP Option, the Approve button will not be displayed.

5. View information displayed in the page's columns next to each managed device: User
Name, Phone Number, MAC Address, IP, Model, Firmware, Last Update Status, Report
Time, Location, Subnet, VLAN ID

Search option
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Smart Filter(s)

6. Select the upper left checkbox; the Selected Rows Actions menu is displayed.

DEVICES STATUS o D 2D 3 &
<
Selected Rows Actions = @  VIP  Approve Selected  STATUS  MODEL ~  MODELINFO PERIPHERALS USER NAME - PHONE NUMBE
Devices Status
[ Actions = O E 0« e o - it
detrpe
Actions = © © @ JabraLink370 Shay Harel

7. (Applies only to SIP devices, not to Teams devices) Click the Approve Selected button;
you're prompted to approve the selected device/s.

Approve Devices

PLEASE SELECT A TENANT TO ASSOCIATE THE USERS TOO:

Tenant
Tenantl W

VLAMN Discovery mode

Disabled v
Upgrade now or uncheck to wait for the next provisioning time (00:00)

8. Inthe prompt, select the tenant and then click Approve; all selected users are approved; all
phones restart; the cfg file is automatically uploaded to the phones from the OVOC
provisioning server, which the DHCP server points them to.

9. From the 'VLAN Discovery mode' dropdown, select either:
e NONE
e Disabled
e Manual Configuration [of the LAN; static configuration of VLAN ID and priority]

e Automatic - CDP [automatic configuration of the VLAN - VLAN discovery mechanism
based on Cisco Discovery Protocol]
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e Automatic - LLDP [automatic configuration of VLAN - VLAN discovery mechanism

based on LLDP]

e Automatic - CDP_LLDP [automatic configuration of VLAN (default) - VLAN discovery
mechanism based on LLDP and Cisco Discovery Protocol. LLDP protocol is with higher
priority].

Non-Skype for Business Environment

Unlike Skype for Business phones, the network administrator in a non Skype for Business
environment needs to log in users phones. The network administrator can do this by importing
a csv/zip file with the phones properties, or by approving the phones users one at a time.

& e In contact centers, where multiple users may use a particular phone, a 'user' is

sometimes made the equivalent of the Direct Inward Dialing (DID) number
associated with the phone.

e After plugging in phones, the phones report to Device Manager, which does not
display user names whose MAC address are unknown.

> To approve users:

1.

Open the Devices Status page (Monitor > Dashboard); the non Skype for Business screen is
identical to the Skype for Business screen.

Click Approve next to the user; the Approve Device dialog opens —the non Skype for
Business screen is identical to the Skype for Business screen.

Enter the User Name and the Display Name, and then click Approve; the user name is
displayed in Device Manager and the user is approved.

The User Name and Password will function as the SIP user name and password.

& e This procedure only applies when connecting phones for the first time. After first-

time connection, the cfg file - containing user name and password - is
automatically uploaded to the phones from the OVOC provisioning server, which
the DHCP server points them to.

e In some non-Skype for Business environments, for example, in Genesys contact
centers, Password is not specified.

Converting Skype for Business Phones to Teams SIP Gateway

Users with AudioCodes' Skype for Business phones aka third-party IP (3PIP) phones can convert
them to Microsoft Teams SIP Gateway using the Device Manager to make the conversion.

& For information on how to configure the Microsoft SIP Gateway, see here.
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AudioCodes phone models that can be converted are: 405, 405HD, 420HD, 440HD, 445HD,
450HD and C450HD. (Version 3.4.4.1000.61 and later is supported for the 445HD, 450HD and
C450HD models).

After adding Microsoft's SIP Gateway to an enterprise's IP telephony network, users can
connect these non Teams-certified AudioCodes phone models to the Microsoft telephony
environment and reuse / re-purpose them with the Microsoft Teams cloud telephony service.

> To convert an AudioCodes phone model:

1. Define the SIP Gateway URL as shown here for SIP Gateway - Device Manager connectivity.
2. Inthe Monitor page, click the Actions link adjacent to the phone to convert and then in the

menu that opens click More...

44 back
4 Update Configuration

@ Change Tenant

& Nickname
& Setas VIP

Set as TEAMS SIP Gateway

& Send Mes. Set as TEAMS SIP Gateway

—

»_ Telnet

3. Click the Set as TEAMS SIP Gateway option.

Configuring Microsoft Teams SIP Gateway URL

Network administrators must configure the Microsoft SIP Gateway URL for SIP Gateway -
Device Manager connectivity.

> To configure the Microsoft SIP Gateway URL:

1. Inthe Device Manager, open the System Settings page (Setup > Settings > System Settings)
and then click the More... tab.

System Settings

Note: Changes to values of parameters in this screen will not be applied if the parameters are not in the device's configuration file.

Monitoring Security (HTTP/S) Default Device Configuration Daylight Saving Time 1GS m
& UPLOAD FILE EXTENSIONS

Accept Extensions | .cab,.cfg, csv,.dfu,.id,.img,.zip Note: Use’,"as delimeter of the extensions ('.cfg,.img,.zip"). Save

£ MICROSOFT TEAMS SIP GATEWAY URL

URL | http:/femea.ipp.sdg.teams.microsoft.com

ADVANCED SYSTEM SETTINGS

E= LDAP configuration [ SBC Proxy Configuration @ Defauli Placeholders Values SCEP

2. Inthe 'Microsoft Teams SIP Gateway URL' field shown in the preceding figure, enter the
Microsoft SIP Gateway's URL and then click Save all Settings.
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Verifying that Microsoft SIP Gateway was Added

After adding in the Device Manager Microsoft's SIP Gateway to an enterprise's IP telephony net-
work, verify connectivity.

> To verify that Microsoft's SIP Gateway has been added to the IP network:

B In the Device Manager, open the Dashboard page and view TEAMS_GATEWAY displayed:
@ Device Manager  msmow wowros s mmumesoor  eosen = o
Q STATISTICS
DEVICE MANAGER PRO
2 Sites Tenants Models Firmware
Total
« AutoDetection [AutoDetecti. « TEAMS_GATEWAY (2) « CA50HD (1) « UC_3.4.6.687 (1)
2 ©) + 450HD (1) +UC_3.46.620 (1)
Registered devices
E i ©) ) 02032022 104048 cososrasazis ssako 1010010225 uc.346.687
[©) 2402202090222 00908F9DA379 casoHD 192168139 UC246629
0 PN View Devices Status ©
Disconnected devices -

Monitoring the Microsoft Teams Phone

After converting a non Teams-certified AudioCodes phone model to a Microsoft Teams phone,
the device can be monitored.

> To monitor an AudioCodes phone converted to a Microsoft Teams phone:

1. Inthe Device Manager, open the Devices Status page (Monitor > Devices Status).

ODevice Manager — oosow wwron s momesicor ot

= o
Generate Configuration £ l Network Topology
< Devices Status  location:acladmin « EEEeseD Q Filter
DASHBOARD ~
Devices Status
[u] ® VP BTOE v USERNAME - PHONE NUMBER MODEL  ~  FRMWARE - | LASTUPDATESTATUS  MACADDRESS ~ P ADDRESS TENT <~ GROU
Alams
O actions = % @ ErezGabbays07230764700( 497239764709 © o 4S0MD  UC3465S8  28022022191535 00908F863216  10.10010225/89.138.118.240  TEAMS.GATEWAY
O actions = L) © o CASOHD  UC346620 2402202209022 00908FODAZ79 192168139 /77.137.179.110 TEAMS_GATEWAY

2. View the Teams icon . displayed adjacent to the phone.

3. View the phone's status:
e Onboarding (waiting for the user to sign in)

e Registered (sign-in was performed)

Converting Phones to Teams SIP Gateway

A e Applies to all Generic SIP (UC) | Skype for Business phones.
e Applies to C448HD and C450HD Teams phones version 1.19.xxx or later.
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> To convert phones:

1. Open the Devices Status page (Monitor > Dashboard > Devices Status).

2. Select the phones to convert using the checkbox on the left side of the page.

[J  selected Rows Actions = ® VIP STATUS MODEL

Actions = (&) C448HD

3. Click the Selected Rows Action link.

o Update Firmmrane

" Check Slalus

i Regel Device

B Generale Configurabion
4 Update Configuralion
& Send Message

& Sl As VIP

& TEAMS SIP Gateway
@ Change Group

@ Change Tenant

B Daedete Devioss Stalias.

¥ TElmet

4. Select the TEAMS SIP Gateway option.
5. Inthe popup, select Add to TEAMS SIP Gateway and then click Set.
6. Repeatstep 2.

7. Select the Generate Configuration option.

Generate Device Configuration

Are you sure you want to generate the configuration files
of the selected devices?

0090afIceb0s

=l

8. Click Generate.
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Generate Device Configuration

Update devices now |YES ~

9. From the 'Update devices now' drop-down menu, select YES and then click Generate.

10. Make sure the relevant phones are displayed as SIP-GW (see ONBOARDING indication):

O  Actiens = =] %)  caasHD 0= ONBOARDING [

11. The phone reboots and switches to SIP GW. The process includes rebooting from Android
to Linux and updating the configuration from SIP GW.
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5 Monitoring and Maintenance

Network admins can use the Device Manager to monitor and maintain devices in the network.

Getting the Latest Firmware Files

The 'Latest Versions' page in the Device Manager allows network administrators to get the
latest device firmware files from AudioCodes' firmware repository located in the cloud, before
upgrading the devices in the 'Devices Status' page. The 'Latest Versions' page allows network
administrators to 'sync' the Device Manager with the repository in the cloud before performing
the device upgrade.

> To sync Device Manager with cloud:

1. Open the 'Latest Versions' page:

e On the upper right bar of the Dashboard, locate the 'Latest Versions' icon CJQ'S to view
how many (if any) devices are in the network that require a firmware upgrade. If there
are, click the icon (there are 26 indicated by the icon shown here); the Latest Versions
page shown below opens.

-OR-

e Navigate to the page (Setup > Firmware > Latest Firmware Versions).

Latest Versions

Get the latest device firmware from the repository in the cloud and then upgrade your devices in the ‘Devices Status' page

AudioCodes Teams ~ AudioCodes UC  AudioCodes SIP AudioCodes Peripheral ~ APK  Jabra  Poly

405HD 32.1.623 15/06/2022 12:11:20 29/06/2022 19:58:31 11.27 M8 o £y £ x

420HD 3.0.1.434 17/11/2021 10:08:49 13/06/2022 23:47:15 6.91 MB o * A x

430HD 3.2.1.618 18/11/2021 10:18:09 28/06/2022 22:51:43 11.66 MB o & ES x

440HD 321618 18/11/2021 10:18:33 28/06/2022 22:51:43 11.54 MB o & ES x

445HD 346537 22/07/2021 06:01:43 28/06/2022 22:51:43 60.87 MB o £y ES x

450HD 346537 22/07/2021 06:00:25 28/06/2022 22:51:43 1461 MB o 3 2 ®

C450HD 3.46.537 22/07/2021 06:01:21 28/06/2022 22:51:43 133.00 MB o 3 ES x

RX50 246537 22/07/2021 06:01:43 28/06/2022 22:51:43 v o & 2 x

RXS50 Peripheral Audio 0B o 3

2. Click a tab to filter the page according to product. By default, the AudioCodes UC tab page
opens first. The tabs are from L-R:

e AudioCodes Teams displays AudioCodes' Teams devices such as the Teams IP phones
and the Meeting Room Solution devices.

e AudioCodes UC displays for example the IP phones for Skype for Business and the HRS
devices for Skype for Business.
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AudioCodes SIP displays AudioCodes' generic SIP devices such as the generic SIP IP
phones and generic SIP HRS devices.

AudioCodes Peripheral displays AudioCodes' peripheral devices such as the RX15
Speakerphone, RXVCam10 Personal Webcam and RXVCam50 Video Camera.

APK displays Android Package Kits such as the Microsoft Teams APK for all Native
Teams Deskphones and the Microsoft Teams Room APK for Adroid. APK is the file
format for applications used on the Android operating system.

Jabra displays Jabra devices.

Polycom displays supported Polycom devices.

3. Click the button located lowermost left in each tab's page.

Get latest Skype for Business firmware (Sync). Updates the firmware versions on all
Skype for Business devices whose versions are old.

Get latest Generic SIP firmware (Sync). Updates the firmware versions on all generic
SIP devices whose versions are old.

Get latest Teams firmware (Sync). Updates the firmware versions on all Teams devices
whose versions are old.

Get latest Peripherals version. Updates the versions of peripheral devices software
files.

Get latest APK version. Updates the versions of APK software files.
Get latest Jabra firmware. Updates the versions of all Jabra devices firmware files.

Get latest Polycom firmware. Updates the versions of all Polycom devices firmware.

Few deployments, if any, feature Skype for Business phones and generic SIP
phones, so when performing a sync, do it for either one or the other, never for both.

4. Inthe prompt shown in the figure below that is then displayed, click Sync; the firmware on
all Teams devices synchronized.
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?

Sync AudioCodes files

Are you sure you want to sync AudioCodes latest Teams
firmware files?

m

5. In each tab page, view the following icons adjacent to each device. The actions here are per
that device.

~a
Click to sync the Device Manager with latest firmware version on the cloud; it

will reach the device only after clicking Generate Configuration.

Click to download a newer firmware version from the cloud to the Device
Manager.

The device is disconnected.
4. Click to upload firmware from the pc / laptop to the Device Manager.

& Click to download the device's current firmware to the pc / laptop.

u

6. Inthe prompt shown below displayed after clicking =~ , click Update; the firmware of
the specific Teams device is updated.
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?

Update latest firmware file

Are you sure you want to update AudioCodes latest
Teams firmware file?

Update Cancel

7. Open the 'Devices Status' page (Monitor > Dashboard > Devices Status) and from the
'Actions' button adjacent to a phone, select Update Firmware; the phone will use the
firmware file listed in the 'Latest Versions' page.

A See also Checking Devices Status on page 79.

Generating a Configuration File

When the Device Manager gets the latest firmware file version from the cloud (see here), a new
configuration file with the firmware file's URL is generated in the background.

When you perform 'Generate Configuration', the following configuration files are generated:
M cfg files for AudioCodes devices

B xml files for Jabra and Polycom devices

> To generate a configuration:

1. Inthe Latest Versions page (in which you synced Device Manager with the latest firmware
files versions from AudioCodes' firmware repository on the cloud), click the Generate
Configuration button; the Devices Status page opens.
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Generate Configuration

To perform ‘Generate Configuration':

1. From the listed devices, select the devices for which to generate a
configuration.

2. Click 'Selected Rows Actions'.

3. From the popup menu, click "Generate Configuration’.

Cancel

& For detailed information about the 'Devices Status' page, see here.

2. Read the instructions in the prompt and then click Cancel:

a. Select the devices for whom you want to generate a configuration and then click the
Selected Rows Actions link [ Selected Rows Actions =| ho displayed.

X Update Firmware/AppSuite
+ Check Status

< Reset Device

B Generate Configuration

£ Update Configuration

& Upgrade APK

® Send Message

™ Set As VIP

& TEAMS SIP Gateway

= Change Group
@ Change Tenant

ml Delete Devices Status

b. Click the Generate Configuration option.
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Generate Device Configuration

Are you sure you want to generate the configuration files
of the selected devices?
sh_autod
00908f61390d
00908FC1C1B8

QOSOBFCTCOS0

c. Click Generate; configuration files are generated for the selected devices; they're not
applied directly to the devices; the administrator can choose whether to apply the
configuration file immediately or to wait for the device to get it later at a specific time.

Updating Device Firmware

After getting the latest firmware file versions from AudioCodes' firmware repository located in
the cloud using the Latest Versions page as shown here, network administrators can upgrade

their devices in the 'Devices Status' page.
‘/L\_ For detailed information about the 'Devices Status' page, see here.

> To upgrade devices firmware:

1. Inthe Latest Versions page (in which you synced Device Manager with the latest firmware
files versions from AudioCodes' firmware repository on the cloud), click the Update

Firmware button; the Devices Status page opens.
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Update Firmware

which to update a firmware.

Ccancel

2. Read the instructions in the prompt and then click Cancel:

a. Select the devices whose firmware you want to update and then click the Selected
Rows Actions link [Selected Rows Actions =| now displayed.

ZX. Update Firmware/AppSuite
+ Check Status

= Reset Device

B Generate Configuration

£ Update Configuration

# Upgrade APK

® Send Message

™ Set As VIP

& TEAMS SIP Gateway

= Change Group
@ Change Tenant

Wl Delete Devices Status

b. Click the Update Firmware option.
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I?

Update Firmware

Selac hiy Fremwang;

Viprade row of wiall Tor th N poonv S ioanineg Game (DI000)

Execute achion for | 1 Deyice w | 3 e same teme AND dalay Tor
9 Sa w  Eabyban balchas

=N k=N

c. From the Select the firmware' dropdown, choose LATEST VERSION and then click
Update; the selected devices will use the firmware files listed in the 'Latest Firmware

Versions' page.

See also Generating a Configuration File on page 50.

Monitoring & Maintaining Meeting Rooms

Device Manager supports monitoring and maintaining AudioCodes Meeting Rooms and their
peripheral devices:

RXV100 Meeting Room (Windows-based). See here.

RXV81 Meeting Room (Android-based, Microsoft-certified). See here.
RXV200 Meeting Room (Android-based, Microsoft-certified). See here.
RXV80 Meeting Room. See here.

RX-PANEL Meeting Room Scheduler. See here.

Desktop | PC Meeting Room. See here.

Upgrading Meeting Room Firmware

The Show Info page in the Device Manager enables admins to upgrade Meeting Room
firmware.
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1. Open the Show Info page (Monitor > Dashboard > Devices Status > click i adjacent to the
device).
DEVICE INFO
< OCaudiocodes
RXV81 20167 Periodic Update Scheduled At 12:00 AM (Daily)
Teams-RXV81 J— periodic  Action
z::e: Status ° SE%; m“’“’: Update Configuration : g
— AutoDetection v m
v I3
PERIPHERALS SUMMARY NETWORK INFO VERSION INFO AL-’«RM\O SECURITY ACTIONS LIST VANCED
7 RCU 0 Display
2. Inthe upper right corner of the page, click the Run button adjacent to
e Update Configuration to update the device's cfg file
e Update Peripherals to update the device's peripherals
e Update Firmware to update the device's firmware img file
® Microsoft Teams APK (to update the Android Package Kit on Android-based Teams
devices - phones as well as Meeting Rooms)
e Update AudioCodes AppSuite (applies only to Windows-based Meeting Room devices,

e.g., RXV100)
& e Update Peripherals is only supported when the device is connected by USB and
not by Bluetooth.
Microsoft Teams APK is supported from version 1.17 and later.
Windows-based devices and Windows are interdependent. The device
checks for a new version for the Windows OS and for the device, and updates

both. In the App Suite / Device Manager client, the update schedule is
configured.

3.

Under the Version Info tab, verify the device's Teams | Windows versions.

The tab for RXV100 displays:

e Status
e Versioninfo
e Windows version
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4. Enable / disable automatic upgrade of the Teams application. Allow the device to run the
update without Device Manager involvement OR allow the Device Manager to control the
schedule of updating all elements.

Periodic Update Scheduled At 12:00 AM (Daily)

Periodic Action
Update Configuration L m
Update Peripherals 4 m
Update Firmware v m
Microsoft TEAMS APK v m

5. If you select allowing the Device Manager to be responsible for the device firmware
update, two options are available:

e Periodic (similar to Device Manager client)
Configure 'Periodic’ using the following provisioning parameters:
& provisioning/period/type=DAILY (default value)
& provisioning/period/daily/time=0:00

e Trigger an upgrade (via an explicit command called 3rd party update per script) of the
Teams App of the device according to the repository of the latest version (same as the
other products).

/_‘i\_\_ The Device Manager supports bulk Android APK update.

> To perform bulk Android APK update:

1. Inthe Devices Status page, select multiple Android-based devices and then click the
activated Selected Rows Actions links:
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X, Update Firmware/AppSuite

+ Check Status
Z Reset Device
B Generate Configuration
£ Update Configuration
& Upgrade APK

Upgrade APK
® Send Meszaye
™ Set As VIP
& TEAMS SIP Gateway
= Change Group

@ Change Tenant

ml Delete Devices Status

2. From the menu that pops up shown in the preceding figure, select Upgrade APK.

> To update Android APK on a single device:
1. Inthe Devices Status page, click the Actions menu adjacent to the device:

@ Show Info

X Update Firmware

@® Update Peripherals

= Reset Device

B Generate Configuration

¥ Upgrade APK

| SYen|y Upgrade APK

& Change Group

T Delete Devices Status

More....

2. From the menu that pops up shown in the preceding figure, select Upgrade APK.

> To run Android APK on a single device:

1. Inthe Devices Status page, click the Actions menu adjacent to the device and then from the
pop-up menu, select the Show Info option:
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Periodic Update Scheduled At 12:00 AM (Daily)

Periodic Action
Update Configuration v m
Update Firmware v m
Microsoft TEAMS APK v m

& Collect logs

C Restart

2. Click the Run button adjacent to '"Microsoft TEAMS APK'.

RXV81 MTR on Android

Administrators can monitor and maintain the RXV81 Microsoft Teams Room on Android in their
networks.

To get started with the RXV81, see the RXV81 Deployment Guide available from
AudioCodes.

> To monitor and maintain the RXV81:

1. Open the Devices Status page (Monitor > Dashboard > Devices Status) and optionally
reduce clutter by searching for RXV81.

O Device Manager

DASHBOARD ~ MONITOR ~ SETUP  TROUBLESHOOT ~ EPOS ™" ‘@ - .

Network Topology
= e

< Devices Status rxve Q Q Filter

CSlE=EED =] @ VP STATUS 'MODEL. MODEL INFO PERIPHERALS USER NAME PHONENUMBER  ~ FIRMWARE ~ | LAST UPDATE STATUS MACADDRESS ~  IP ADDRESS
O Actions= v 0 membemm 0 ® e \_- ] CrrErTEreED 118152 18102022 01:18:14 0090821621 17217.126
2. Point your mouse at the Teams icon in the row of the device and determine the device

version from the tool tip that pops up.

=]

O Actions = v 9 G Rxvel < < dvoraa@audiocodes.com

(@) — 118152 1810.2022 01:18:14. 00008fd21b21 17217.126

[Vicason s Avoc pororsimne Teas 178152 |

3. Point your mouse at the i (information) icon in the row of the device and from the tool tip
that pops up determine if the device features Bluetooth, RAM size and Wi-Fi.

(m] Actions = v @ © O: Rxvel -Q- -QI;: dvoraa@audiocodes.com 1.18.152 18.10.202201:18:14 00908fd21b21 172.17.126.

4. Click the ....= button adjacent to the device to manage -OR- select multiple devices and

then click the activated Selected Rows Actions = putton.
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@ Show Info

X Update Firmware

B Generate Configuration
B Collect Logs

& Change Group

il Delete Devices Status

More...

m N . . - T oW ra . an v ' o w0 | LS PRy pee e L s e
e * - o — o B
.

5. From the pop-up menu, select the management action you require; the procedures are the
same as for the other managed devices described in this document.

6. Select Show Info or click the i (information) icon adjacent to the listed device.

@ Device Manager DASHEOA®D  MONIOR  SETUP  TROUBLESHOOT  EpoS™» o = ;

Generate Configuration %% l Network Topology

< @Coudiocodes
RXva1

DASHBOARD ~
17217.1267 % Update Peripherals
Update Firmware

Devices Status .
Dvoraa
Microsoft TEAMS APK
ste AutoDetection

1810202201814
‘Trigger Third-Party Updates  +

Version 118152 Periodic Update Scheduled At 12:00 AM

Registered v Update Configuration

LIRERN

@ Collectlogs

22 Refresh details

PERIPHERALS ~ SUMMARY  NETWORKINFO  VERSIONINFO  ALARMS  SECURITY  ACTIONSLIST  ADVANCED

< 0] v P

Jl Audio Device = Camera 3 Display @ Mouse
AudioCodes RXV90 Audio AudioCodes RXV90 Camera PHL 49360 PHL 233V5 USB Optical Mouse
404 010 7200
Connected Connected Connected Connected

7. Inthe upper pane of the page shown in the preceding figure, view the device's version,
status, IP address, Last Status Update Time and Site. In the lower pane, view which
peripheral devices are bundled with the device. Optionally use the links on the right side of
the page to update configuration, update peripherals, update firmware, update Microsoft
Teams APK, trigger third-party updates, collect logs, and / or refresh details.

8. Adjacent to the Peripherals tab, click the Summary tab.
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PERIPHERALS SUMMARY NETWORK INFO

Status Registered
Teams i
Device Type RXV81
Hardware Description

Band WiFi
Network Connection Method
BT Connection @

Site AutoDetection

Tenant Test

Template Name

VERSION INFO ALARMS SECURITY
Phone Number
Username

Last Report Time

Serial Number

RXV81, Integrated BT, 4 GB RAM, Dual

Audiocodes_RXV81_TEAMS

ACTIONS LIST

ADVANCED

Dvoraa@Audiocodes.Com
18.10.2022 08:01:08

5C13769505

connection method, site, tenant and template name.

10. Click the Network Info tab.

View a summary of device-related information such as device type, hardware, network

PERIPHERALS SUMMARY NETWORK INFO

ETH MAC Address 00908fd21b21

IP Address 172.17.126.7
WiFi Mac 00:90:8f:d2:1b:22
Subnet 255.255.255.0
VLAN-ID

VERSION INFO ALARMS SECURITY

LLDP Info

Chassis Id 6c:fa:80:A2:C4:30

Cisco 10S Software,
C2960X Software
(C2960X-UNIVERSALKS-
M), Version 15.0(2)EXS,
RELEASE SOF

Chassis Description

Chassis Name Cisco_2960_IPP

Chassis Port Gi1/0/5

ACTIONS LIST ADVANCED

WIFI Info

Connected

11. Click the Version Info tab; information related to the version of the installed AudioCodes

App Suite is displayed.

PERIPHERALS SUMMARY NETWORK INFO
COMPANY PORTAL
Version 5.0.5484.0
TEAMS
Version 1449/1.0.96.2021726704

VERSION INFO ALARMS SECURITY
MS PARTNER
Version 1.011

MS ADMIN AGENT

Version

ACTIONS LIST ADVANCED

1.0.0.202205230848.Product
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The feature is enabled after installing AudioCodes App Suite (with Device Manager
client) on the PC.

12. If an alarm is active on the device, view the indication adjacent to the Alarms tab as shown
in the figure below.

PERIPHERALS SUMMARY NETWORK INFO VERSION INFO aarms@  acrions st ADVANCED

SEVERITY RECEIVED TIME SOURCE NAME 3 DESCRIPTION TENANT INFO  REMOTE HOST
29-Jun-22 14:02:26 IPPhone/RC-RXV81/00908fd21b0b  Peripheral device is missing SEHZ:ZIB; deviceis missing, please . g 10.59.30.39
13. Click the Security tab.
PERIPHERALS SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST ADVANCED
Device Certificate Info Android
(Factory Certificate)
Issued By CA_AB i} Android Security Patch ~ 2021-07-05
Level
Issued To IPPhone_00908FD21B216
Valid From 09/11/2021To @
04/11/2041

14. View certificate status information related to the device. In the preceding figure, the
reporting device is an Android device. Certificate status information includes ‘Issued by’,
'Issued to' and ‘Validity’. The reporting device can alternatively be a UC device (generic SIP
phone) or AudioCodes’ Duo Win App.

15. View under the Advanced tab information about the device's parameters:
e Reported Configuration Parameters (see below)
e Status Parameters (see below)
e Additional Parameters (see below)

e Device CFG Parameters (see below)

PERIPHERALS  SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ~ ACTIONSLIST ADVANCED
REPORTED CONFIGURATION PARAMETERS STATUS PARAMETERS ADDITIONAL PARAMETERS DEVIC ARAMETERS

NAME VALUE REPORT TIME
bundle/device/1/name 2022-10-18 07:42:05.756+01
bundle/device/3/name 2022-10-18 07:42:05.756+01
provisioning/period/weekly/day SUNDAY 2022-10-18 07:42:05.756+01
provisioning/period/weekly/time 0:00 2022-10-18 07:42:05.756+01
provisioning/period/hourly/hours_interval 24 2022-10-18 07:42:05.756+01
bundle/device/0/name 2022-10-18 07:42:05.756+01
bundle/device/4/name 2022-10-18 07:42:05.756+01
provisioning/period/daily/time 0:00 2022-10-18 07:42:05.756+01
bundle/device/2/name 2022-10-18 07:42:05.756+01
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status/installed/teams_version
status/installed/zoom_version
status/installed/mspartner_version

status/installed/msadminagent_version

1449/1.0.96.2021726704

1.0.111

1.0.0.202205230848.product

PERIPHERALS  SUMMARY NETWORKINFO  VERSION INFO ALARMS SECURITY  ACTIONSLIST ~ ADVANCED
REPORTED CONFIGURATION PARAMETERS ~ STATUSPARAMETERS ~ ADDITIONAL PARAMETERS DEVICE CFG PARAMETERS l
NAME VALUE REPORT TIME
status/peripheral/device/3/device_id 2022-10-18 07:42:05.765+01
status/peripheral/device/0/type DISPLAY 2022-10-18 07:42:05.765+01
status/ss|_certificate/valid_to Nov 4 02:39:57 2041 GMT 2022-10-18 07:42:05.765+01
status/peripheral/device/10/name 2022-10-18 07:42:05.765+01
status/peripheral/device/3/firmware_version 72.00 2022-10-18 07:42:05.765+01
status/peripheral/device/4/name 2022-10-18 07:42:05.765+01
status/audio/stream/notification/audio_device usb_device 2022-10-18 07:42:05.765+01
status/peripheral/device/2/hw_type USB 2022-10-18 07:42:05.765+01
status/lldp/chassis/portldType 5) 2022-10-18 07:42:05.765+01
PERIPHERALS SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST ADVANCED
REPORTED CONFIGURATION PARAMETERS STATUS PARAMETERS ADDITIONAL PARAMETERS DEVICE CFG PARAMETERS
NAME VALUE REPORT TIME
status/installed/companyportal_version 5.0.5484.0 2022-10-18 08:56:23.048+01

2022-10-18 08:56:23.048+01

2022-10-18 08:56:23.048+01

2022-10-18 08:56:23.048+01

2022-10-18 08:56:23.048+01

PERIPHERALS SUMMARY NETWORK INFO VERSION INFO

REPORTED CONFIGURATION PARAMETERS STATUS PARAMETERS

NAME URL
software/package/1/name

software/package/1/url

%ITCS_HTTP_OR_S%://%ITCS_ServerlP%/firr

ALARMS SECURITY ACTIONS LIST ADVANCED

ADDITIONAL PARAMETERS DEVICE CFG PARAMETERS

MeetingRoomMicrosoftTeams

Teams.apk

DESCRIPTION

MeetingRoomMicrosoftTeams

RXV200 MTR on Android Compute

Admins can monitor and maintain the RXV200 Microsoft Teams Room Compute in their
networks. For more information about RXV200, see AudioCodes website here.

& To get started with RXV200, see the quick guide available here.

> To monitor and maintain RXV200:

1.
filter for RXV200.

Open the Monitor page (Monitor > Dashboard > Devices Status) and optionally enter a

0

Actions =

@ « O © RXV200

=)
=}

=

2~ @

2.

Click the device icon or click Actions > Show Info.
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DEVICE INFO

QCaudiocodes
RXV200 Version 22310 Periodic Update Scheduled At 12:00 AM (Daily)
RXV200-B40

sta Periodic  Action

U’% Meeting4 ‘P
RXV200 B

site AutoDetection

Registered

Update Gonfiguration v
1013234

Update Peripherals

CE=
9/20/2023, 09:33:50 * m
C=
=

Update Fitmware v

Microsoft Mesting Room TEAMS APK

@ Collect logs

PERIPHERALS SUMMARY NETWORK INFO VERSION INFO atarms @ securiry ACTIONS LIST ADVANCED

T 8 N

= Camera [J Console [ Display 4 Audio Device
HD Camera RXVCam50M AudioCodes RXPad HDMI,DISPLAY RX40

1.0.11_R_20230620 22310 597

New version is available

3. Adjacent to 'Update Configuration' shown in the preceding figure, click Run to update the
device with the latest .cfg file.

4. Adjacent to 'Update Peripherals' shown in the preceding figure, click Run to update the
device's peripherals with the latest software .

5. Adjacent to 'Update Firmware' shown in the preceding figure, click Run to update the
device with the latest .img file. If there is no latest software to update, you'll be prompted
to go to the Latest Versions page to download it (Setup > Firmware > Latest Firmware
Versions).

6. Adjacent to 'MSFT Teams Room APK For RX-Panel' shown in the preceding figure, click Run
to update the device with the latest APK file (Android Package Kit file format).

RXV100 MTR for Windows

Administrators can monitor and maintain the AudioCodes RXV100 Meeting Room in their
networks using Device Manager. For more information about the RXV100, see here.

To deploy the RXV100 Meeting Room, see the Device Manager for RXV100
Deployment Guide.

> To connect the RXV100 to Device Manager, use:

B DHCP Option 160 -OR-
B AudioCodes Redirect Server if DHCP Option 160 is unsuccessful -OR-

B Static Provisioning URL if the former two methods are unsuccessful

A For detailed information, see the Device Manager for RXV100 Deployment Guide.
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RXV80 Standalone Video Collaboration Bar

Administrators can monitor and maintain the RXV80 Standalone Video Collaboration Bar
deployed in their networks using the Device Manager.

> To monitor and maintain the RXV80:

& e The monitoring and maintenance procedures on the RXV80 are identical in
principal to those on the RXV81. See here for more information.

e See also the RXV80 Standalone Video Collaboration Bar User's and
Administrator's Manual.
e See also the RXV80 Standalone Video Collaboration Bar Deployment Guide.

RX-PAD Meeting Room Controller

The Device Manager supports AudioCodes' RX-PAD Microsoft Teams Room (MTR) Controller.
RX-PAD is an Android-based MTR controller running the Teams App and compute.

For a comprehensive guide on how to get started with RX-PAD, see the RXV81
User's and Administrator's Manual available from AudioCodes.

RX-PAD is managed independently — connecting to OVOC — Android device with the Teams APK.
After RX-PAD is paired with RXV81, the Device Manager displays it as a peripheral device.

> To manage RX-PAD:

1. Open the Devices Status page (Monitor > Dashboard > Devices Status) and optionally
reduce clutter by searching for RXPad.

< C QA (@ https://ippdm.audiocodes.com/ipp/admin/AudioCodes_files/deviceStatus.php A = @ ©
ODevice Manager — ocswowo wowor s Toumesioor  gos O
Network T¢
< Devices Status  aosusosses o [EEEE) ) )
DASHBOARD ~
‘
oo o ® VIP BTOE v USER NAME v PHONE NUMBER  ~ MODEL - FIRMWARE ~ | LAST UPDATE STATUS MAC ADDRESS  ~ IP ADDRESS - TENANT
Alarms
O Actions = % 7 @ oninel@audiocodesippmd onmicrosoft com © GiRXPad 1200 30102022 13:04:56 00908fb648e3 1016228/195189.1931 1L

The RXV81 does not upgrade RX-PAD as a peripheral. The Device Manager's 'Latest
Firmware versions' repository contains RX-PAD Teams firmware that admins can
load to the device.

2. Point your mouse at the Teams icon in the row of the device and determine the device
version from the tool tip that pops up.

3. Point your mouse at the i (information) icon in the row of the device and from the tool tip
that pops up determine if the device features Bluetooth, RAM size and Wi-Fi.
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4. Click the «..= button adjacent to the device to manage -OR- select multiple devices and
then click the activated Selected Rows Actions = puytton.

CCEEN

- & - ®
— .
—
== [N
1
_—

& The Device Manager supports bulk Android APK update. In the Devices Status page,
select multiple Teams devices and then click the activated Selected Rows Actions =
button. From the pop-up menu, select the management action you require: Update
App Suite or Update Peripherals; the procedures are the same as for the other
managed devices described in this document.

5. Click the i (information) icon adjacent to the listed device, or select the Show info option
from the menu displayed in the preceding figure.

QCoudiocodes
RXPad 20151 Periodic Update Scheduled At 12:00 AM (Daily)
Registered Periodic Action
Update Configuration v
Promtrat 1016272 " < m
romtra .
P Update Firmware v
RxPad us Update Time 23.02202310:20:51 " m
@ Collect logs
C Restart
SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST ADVANCED
Status Registered Phone Number
Teams s Userame Promira6@3PIP.Onmicrosoft Com
Last Report Time 23.02.2023 10:23:51
Device Type RXPad
Serial Number WS14590036
Hardware Description RXPad, Integrated BT, 4 GB RAM, Dual
Band WiFi
BT Connection =]
Site AutoDetection
Tenant Tenant2
Template Name Audiocodes_RXPAD_TEAMS

6. Inthe upper pane of the page shown in the preceding figure, view the device's version,
status, IP address, Last Status Update Time and Site.

In the lower pane, view information such as Tenant, Template Name and Serial Number.

On the right side of the page, optionally use the links to update configuration, update
firmware, update Microsoft Teams APK, collect logs, and / or restart.

7. Click the Network Info tab.
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QC audiocodes
RXPad 20176 Periodic Update Scheduled At 12:00 AM (Daily)
Status Registered Periodic  Action
Update Configurati v
. a1ma pdate Configuration | |
° ri e —
RXPad 2/23/2023, 10:4925 Update Firmware v ‘ ‘
AutoDetection Microsoft TEAMS APK x ‘ ‘
Z Collect logs
C Restart
SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST
ETH MAC Address LLDP Info WIFI Info
IP Address Chassis Id 6c:Fa8%:A2:.C4:80 Connected @
WiFi Mac Chassis Desc
Subnet
Ver s
VLAN-D RELEASE SOF
Chassis Name Cisco_2960_IPP
&
8. Click the Version Info tab; version information is displayed.
QC audiccodes
RXPad 20176 Periodic Update Scheduled At 12:00 AM (Daily)
Status Registered Periodic  Action
Update Configurati v
. - pdate Configuration | ]
° R‘” Update Firmware v ‘ |
XPad 2/23/2023, 10:49:25 —
Microsoft TEAMS APK x

AutoDetection

@ Collect logs

C Restart
SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST
ANDROID MS ADMIN AGENT MS PARTNER
Version 12 Version 1.0.0.202209060820.Product Version 10333
TEAMS COMPANY PORTAL FIRMWARE
Version 1449/1.0.96.2022120503 Version 5.0.5484.0 Version 2.0.176

The feature is enabled after installing AudioCodes App Suite (with Device Manager
client) on the PC.

9. If analarmis active on the device, view the indication adjacent to the Alarms tab.

QC audiocodes
RXPad 20151 Periodic Update Scheduled At 12:00 AM (Daily)
Periogic  Action
Update Configuration v
Promirat 1016272 " “ ‘_‘
romtraf pres—
wPad Update Firmware v
RXPad 23.022023125314 . ‘7‘
Microsoft TEAMS APK x

AutoDetection

@ Collect logs

C Restart
SUMMARY ~ NETWORK INFO versioninro  ALarms®  securrmy  AcTionsuisT
SEVERITY  RECEIVED TIME SOURCE NAME 5 DESCRIPTION TENANT INFO REMOTE HOST
23-Feb-2314:57:41 IPPhone/SSH/00908fdea3d8 Admin Access Activity SSH access activity Tenant2 SSH 10.16.2.72

Device fails to acquire
CA Comincatahy
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A 'Teams Pairing Required' alarm is raised when RX-PAD is signed in but is not
paired at the Teams level to its Microsoft Teams Room on Android (AudioCodes
RXV81 or AudioCodes RXV200, for example).

10. Click the Security tab.

QC audiocodes
RXPad 20151 Periodic Update Scheduled At 12:00 AM (Daily)
Registered Periodic  Action
Update Configuration v
Promtras P Address 1016272 " E ‘7‘
romtra . e —
il Update Firmware v
o RXPad Last Status Update Time 23.02.20231020:51 " ‘7‘
Microsoft TEAMS APK *

AutoDetection
@ Collect logs

C Restart

SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST ADVANCED
DEVICE CERTIFICATE INFO (F ANDROID
Issued By CA_AB Android Security Patch Level 2022-03-05
Issued To IPPhone_00908FDEA3DS
valid From 03/11/2022 To )

29/10/2042

11. View certificate status information related to the device. In the preceding figure, the
reporting device is an Android device. Certificate status information includes ‘Issued by’,
'Issued to' and ‘Validity’.

12. View under the Advanced tab information about the device's parameters:

Reported Configuration Parameters (see below)

Status Parameters (see below)
e There are no Additional Parameters

® There are no Device CFG Parameters

QC audiocades
RXPad

SUMMARY

NETWORK INFO

VERSION INFO ALARMS

REPORTED CONFIGURATION PARAMETERS

AME

provisioning/period/weekly/day
provisioning/period/weekly/time
provisioning/period/hourly/hours_interval
provisioning/period/daily/time

provisioning/period/type

STATUS PARAMETERS

20151
Status Registered
1016272
Promtraé
RXPad pdate Time 2/23/2023,10:20:51
AutoDetection
SECURITY ACTIONS LIST ADVANCED

ADDITIONAL PARAMETERS DEVICE CFG PARAMETERS

VALUE

SUNDAY

0:00

24

0:00

DAILY

Periodic Update Scheduled At 12:00 AM (Daily)

Update Configuration
Update Firmware

Microsoft TEAMS APK

' Collect logs

C Restart

REPORT TIME

2023-02-23 09:57:37.546+00

2023-02-23 09:57:37.546+00

2023-02-23 09:57:37.546+00

2023-02-23 09:57:37.546+00

2023-02-23 09:57:37.546+00

Periodic
v

v

x

Action
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QC audiocodes
RXPad

20151 Periodic Update Scheduled At 12:00 AM (Daily)

Registered Periodic  Action

promirat 01627 Update Configuration v m
R;gr::\ “ Last Status Update Time 2/23/2023,10:2051 Update Firmware v m
site Autobetection Microsoft TEAMS APK x m
@ Collect logs
C Restart
SUMMARY NETWORKINFO  VERSION INFO ALARMS ~ SECURITY ACTIONSLIST ~ ADVANCED

NAME

status/peripheral/device/3/device_id
status/peripheral/device/4/additional_info
status/peripheral/device/0/type
status/ssl_certificate/valid_to
status/peripheral/device/10/name
status/peripheral/device/3/firmware_version
status/peripheral/device/4/name
status/peripheral/device/10/additional_info
status/peripheral/device/7/additional_info

status/peripheral/device/1/additional_info

REPORTED CONFIGURATION PARAMETERS STATUS PARAMETERS ADDITIONAL PARAMETERS DEVICE CFG PARAMETERS

VALUE

NONE

Oct 29 12:33:42 2042 GMT

REPORT TIME

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

2023-02-23 09:57:37.878+00

RX-PANEL Meeting Room Scheduler

Admins can monitor and maintain RX-PANEL Meeting Room Scheduler in their networks. For
more information about RX-PANEL, see AudioCodes website here.

& To get started with RX-PANEL, see the RX-PANEL Quick Guide available here.

> To monitor and maintain RX-PANEL:

1. Open the Monitor page (Monitor > Dashboard > Devices Status) and optionally enter a
filter text for RX-PANEL.

O Actions = @ v -

2. Click the device icon or click Actions > Show Info.

RX-PANEL @ o @
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DEVICE INFO
QC audiocodes
RX-PANEL Versio 22240 Periodic Update Scheduled At 12:00 AM (Daily)
Status Registered Periodic  Action
Update Configuration v
1721713119 i & m
Chana0 .
¢-PAN Update Firmw. v
RPANEL 21092025 137163 657 pie remare =
AutoDetection MSFT Teams Room APK For RX-Panel x m
@ Collect logs
C Restart
o
SUMMARY NETWORK INFO VERSION INFO ALARMS SECURITY ACTIONS LIST ADVANCED
Status Registered Phone Number
Teams i Username ChanaO@audiocodesipprnd.onmicrosoft.com
Last Report Time
Device Type RX-PANEL
Serial Numbe
Hardware Description RX-PAN ntegrated BT, 4 GB RAM,
Dual Band W

BT Connection @
Site AutoDetection
Tenant test
Template Name Audiocodes_RX-PANEL_TEAMS

3. Adjacent to 'Update Configuration' shown in the preceding figure, click Run to update the
device with the latest .cfg file.

4. Adjacent to 'Update Firmware' shown in the preceding figure, click Run to update the
device with the latest .img file. If there is no latest firmware to update, you'll be prompted
to go to the Latest Versions page to download it (Setup > Firmware > Latest Firmware
Versions).

5. Adjacent to 'MSFT Teams Room APK For RX-Panel' shown in the preceding figure, click Run
to update the device with the latest APK file (Android Package Kit file format).

RX40 Audio Bar

Admins can monitor and maintain the RX40 Audio Bar in their networks using the Device
Manager. RX-40 is a peripheral that is bundled either with RXY100 Windows MTR or RXV200
Android MTR. For more information about RX40, see AudioCodes website here. The figure
below shows the RX40 Audio Bar with its two full duplex satellite microphones.
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> To monitor and maintain the RX-40 Audio Bar:

1. Open the Devices Status page (Monitor > Dashboard > Devices Status) and search for

either the RXV100 windows MTR or the RXV200 Android MTR.

0O  Aios = @ S O « @ RXVI00 g O
5 & & o
— —_— S—

2. View the RX40; the figure above shows RX-40 bundled with RXV100.

3. Click the RXV100 icon (or the RXV200 icon), or click Actions > Show Info.

> DEVICE INFO

»»»»

Periodic  Action

-— mE =,

= Camera Ed 4 Audio Device 3 Display
HD Camera RXVCam50L RX40 AudioCodes Speaker RX15

O Display @ Keyboard
Generic Non-PnP Monitor Generic PnP Monitor Remote Desktop Keyboard Device
DISCONNECTED DISCONNECTED DISCONNECTED

Adjacent to 'Update Peripherals' shown in the preceding figure, click Run. If there is no

latest peripherals software to update, you'll be prompted to go to the Latest Versions page
to download it (Setup > Firmware > Latest Firmware Versions).

Update Peripherals

No latest peripherals software to update.
To download it, go to: download

RXVCam10 Content Camera

> To monitor and maintain the RXVCam10 Content Camera:

1. Open the Devices Status page (Monitor > Dashboard > Devices Status) and search for

RXV200 (i.e., the device with which it is bundled).

-70 -



CHAPTER 5

Monitoring and Maintenance

Device Manager Pro | Administrator's Guide

=

m] Actions = @

O « Ok © RXV200 = . = g .,;7.

2. View the device displayed in the Monitor page and its peripheral, RXVCam10 Content

Camera.

3. Clickits icon or click Actions > Show Info.

DEVICE INFO
OCaudiocodes
RXV200 Versi 22108 Periodic Update Scheduled At 12:00 AM (Daily)
RXV200-B20 ) )
Registerst Periodic  Action
Update Confi i v
U’% Arikc Update Peripheral
Rxv200 230720505 352 (57) ot Parpherls -~ 3
omcustomer Update Frmware ~ D
Microsoft TEAMS APK x m
@ Collectlogs
PERPHERALS ~ SUMMARY  NETWORKINFO  VERSIONINFO  ALarms@ SECURITY  ACTIONSUST  ADVANCED
COmemnt n n n
™ Camera [ Console il Audio Device Camera I Display
HD Camera RXVCam10 AudioCodes RXPad AudioCodes Speaker RX15 HD Camera RXVCam50M HDMI Display 1
2.0.365
CONNECTED CONNECTED DISCONNECTED DISCONNECTED DISCONNECTED
Connected Connected Disconnected Disconnected Disconnec

4. Under the Peripherals tab, view RXVCam10 status (‘Connected' in the figure above).

5. Adjacent to 'Update Peripherals' shown in the figure above, click Run. If there is no latest
peripherals software to update, you'll be prompted to go to the Latest Versions page to
download it (Setup > Firmware > Latest Firmware Versions).

Update Peripherals

No latest peripherals software to update.
To download it, go to: download

Upgrading Meeting Room Bundle Peripherals

The Device Manager allows network administrators to upgrade Meeting Room bundle
peripherals to the latest version similarly to other devices. AudioCodes holds the repository of
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the latest GA versions of all bundle peripherals in the cloud, in the Latest Firmware page, which
holds the repository of the latest GA version per peripheral.

The Device Manager enables upgrading for example:
B RXVCam50-M and RXVCam50-L connected to RXV100
B RX-15 connected to RXV80

B RXV40 connected to RXV100 or RXV200

> To upgrade to the latest version:

1. Inthe 'Latest Versions' page, sync with the latest GA versions held in AudioCodes'
repository for each peripheral (see here for more information) in the same way as with
other devices.

2. Open the Show Info page (in the Devices Status page, click the i icon adjacent to the device
- OR - click the Actions link and select Show Info from the pop-up menu).

DEVICE INFO
<

QOC audiocodes
RXV81 Version 20186 Periodic Update Scheduled At 12:00 AM (Daily)
status Registered Periodic  Action

Update Configuration v

Devices Status
Online1 P s 10162196
nline
Alams o Update Peripherals x
27022023 11:0004
Update Firmw:
Site: AutoDetection peste Frmwere v
v

Microsoft TEAMS APK

@ Collect logs

PERIPHERALS SUMMARY NETWORK INFO VERSION INFO Aarms @ securiy ACTIONS LIST ADVANCED

] @m O

§ RCU [ Display [ Display

RCRXVE1 RXPad GCM 1LGTV

DISCONNECTED

Connected Disconnected Connected

3. View the Meeting Room and its peripherals. The preceding figure shows the RXV81
Meeting Room and peripherals. The next figure shows peripherals associated with the
RXV80 Meeting Room.
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PERIPHERALS SUMMARY NETWORK INFO VERSION INFO ALARMS ACTIONS LIST ADVANCED
- Audio Device @ Keyboard
AudioCodes Speaker RX15 USB Receiver
24.01
Connected Connected

4. Click the Run button adjacent to
e Update Configuration
e Update Peripherals
e Update Firmware

e Microsoft Teams APK

& e The peripheral upgrade is only supported when the device is connected by USB
and not by Bluetooth.
e Upgrade of Microsoft Teams APK for Teams devices is supported from version
1.17 and later.

Desktop | PC Meeting Room
The Device Manager allows admins to manage PC Meeting Room peripherals:
M RX15 Speakerphone

B RXVcam10 Personal Webcam

& AudioCodes' AppSuite must be installed on the PC for firmware upgrade functionality.

> To upgrade the firmware:

1. Open the Devices Status page (Monitor > Devices Status).
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<
o ® VP STATUS ~ MODEL - MODEL INFO PERIPHERALS USER NAME - PHONENUMBER v  FIRMWARE v ol
e

Devices Status o

Actions = ©

0 « PC talm@audiocodes.com 1.1.301.0 271
Alarms.

0« rc miritb@audiocodes com 113010 2.

o G C470HD anatk@audiocodesippmd.onmicrosoft.com 20180 4 274

OO O

0o rc 0 chanzo 112800 21

2. Click the Actions link adjacent to the PC to upgrade and from the menu that pops up, select
Upgrade Firmware/AppSuite.

@ Show Info

X, Update App Suite

@ Update Peripherals

B Generate Configuration
& Change Group
il Delete Devices Status

More...

e Select Update App Suite to update the app on the PC.

?

Update App Suite

Select the firmware:

Upgrade now or uncheck to wait for the next provisioning time (00:00)

e Select Update Peripherals to update RX15 Speakerphone and RXVcam10 Personal
Webcam.
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Update Peripherals

No latest peripherals software to update.
To download it, go to: download

3. Optionally, schedule periodic updates; select the Show Info option in the pop-up menu and
then in the uppermost right corner of the Device Info page shown in the next figure,

configure the periodic update and / or Run action.

T 15010 Periodic Update Scheduled At 12.00 AM (Daly)

DEVICE INFO

AutoDetection

Devices Status
Alarms. & Refresh details

PERIPHERALS ~ SUMMARY  NETWORKINFO  VERSIONINFO  ALARMS  ACTIONSLIST  ADVANCED

0 0 0 CJ CJ]

4l Audio Device Al Audio Device 1 Audio Device O Display O Display
Wide Viewiig angle & High density

Realtek High Definition Audio $24E650
FlexView Display 1920x1080

3- Jabra EVOLVE 20 MS Intel(R) Display Audio

Monitoring the Network from the Dashboard

The Dashboard page lets you quickly identify
B which phones' firmware needs to be updated

e Whenever AudioCodes adds an updated firmware version to the cloud, it's displayed

here

e All devices displayed can be synchronized with the latest firmware versions via the

cloud
e See also here for information about synchronizing per device via the 'Latest Versions'
page
B which phones in the network are registered
B which phones in the network are non-registered

B # of registered and non-registered phones (in terms of SIP registration)
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B % of registered phones

B MAC and IP address of each phone

B the time the information was reported
|

the firmware version

> To open the Dashboard page:

B The page opens by default (under the Dashboard menu) after starting the Device Manager

@ Device Manager DASHBOARD  MONITOR  SETUP  TROUBLESHOOT  EPOS " P 4B weicome aciaamin =
Q STATISTICS
DEVICE MANAGER PRO
Q Y Q ?
~ = =
62 Sites Tenants = Models = Firmware g
E S
Total e l. ///// \\\\
_I 9 « Tenant1 [AutoDetection] (30) « Tenant1 (30) « RXV81 (8) *1.1.301.0(3)
@ « Tenant2 [AutoDetection] (30) « Tenant2 (30) « 405HD (5) ©1.20.266 (2)
Reg tenant3 [AutoDetection] (2) tenant3 (2) « 450HD (5) 0120322(2)
S .
1) 27022028 132418 Tasctoseocss @ Jabra e s 7218801 240
40 - [©) 27.022023 132416 7ascanassote @ JebraLink370 17218801 1210
. I\
Discon P 27022023 124930 oosastsstar2 a0np s 2216389
@ = ccodesippmd onmicrosoftcom 27022028 114252 aosasiceaso Rxpad 17217.1263 20208
©  Online1@audiocodesipprnd. onmicrosoft com 27.02.2023 11:00:04 00908de9dda Rxve1 10162.196 20186
© 27.02.2023 100832 aosastcicosd x50 1721718110 esaesaTin
o s 27.02.2023 084311 soraas23c08 @ Jabra SPEAK 810 10202141 190
© ~ 27.022023 072716 oodozesbabez Rxso 1721710125 ucaasazs
© v Joa.com 27.02.2023 07:08:55 pfakbeid P 17217.12620 113010
© - 27.02.2023 063141 petsypan P 1721711324 113010

B If a Skype for Business IP phone is signed out (offline, or not registered), you'll see an icon
of a gray tick inside a gray circle, and the 'User' column will be blank, as shown in the figure
below. It will be counted as a Non Registered Device.

[0  Actions = sudiocodes.com o [ C4ToHD ) TEAMS_1.10.139

offline
0  Actions = d: +n@ipphones.onmicrosoft.com o @ C4S0HDE)  TEams_1a0120

B Point your mouse over the icon to view the 'offline' tooltip.

If the phone is not registered, you'll view a red triangle enclosing an exclamation mark.
B View the status thumbnails. Use this table as reference.
Table 5-1: Dashboard — Status Thumbnails

Status

Description
Thumbnail P

Indicates the number of registered devices.
@ Click MORE DETAILS... to quickly access the Devices Status page.
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Status D ioti
escription
Thumbnail s
Indicates the number of unregistered devices.
@ Click MORE DETAILS... to quickly access the Devices Status page.
< Indicates the number of disconnected devices.
I\ Click MORE DETAILS... to quickly access the Devices Status page.
Indicates the number of devices running the version stated above it. Click
MORE DETAILS... to quickly access the Devices Status page.
Il Pie chart showing the number of devices per tenant that are registered.
— Hover over a segment of the pie to view the tenant's name and the
enamnts
number of devices registered under it. Click a segment of the pie to open
the Devices Status page displaying that tenant and the devices registered
under it.
Pie chart showing the number of devices per site that are registered. Click a
Y segment of the pie to open the Devices Status page.

M AtoDetection
[AutoDetection] (71}
M AutoDetection
[AutoDetection] (3)

\l. Pie chart showing how many phones of each model are registered. Click a
ol ‘ segment of the pie to open the Devices Status page.
-'GEE.'S,

'\1_ iy 7 Pie chart showing how many phones of each firmware version are
—

registered. Click a segment of the pie to open the Devices Status page.
g Firmware mgg

2 . )
T\

Viewing Network Topology

Located in the uppermost right corner of the Dashboard page, the Network Topology button
allows network administrators to view devices in their IP telephony networks according to sites,
internal or external IP address, or IP address class.

The Network Devices Topology page opens:
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_ Generste Configuration £ I fetork Topolooy

MNetwork Devices Topology

Sitas: Ll show External 1P [l show Class ©

Click the Show Sites button to display the Network Devices Topology page according to sites.

Network Devices Topology

The preceding figure shows multiple sites in a single-tenant network. The page allows admin-
istrators to determine at a glance which sites are causing traffic overload (for example). Admin-

istrators can point their mouse at a device to view information on that device displayed in a
tool tip.
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Sherry Hedrlck

Nams 192.188.15.112(5Sherry Hedrick)
Model 440HD
MAC ooooefsaec

FWWVersion UC_314.118.78

UserD Shermy.Hedrickifaudiccodes.com
Status registersd

Tenant UsA

Site RTP

192 16815112

Click the Show Internal IP | Show LAN IP button to display devices in the page according to
internal IP address or LAN IP address. Each device in the network has an internal IP address -
the IP address of the device located within the enterprise network. Some devices also use a LAN
IP address - the IP address of a router via which calls transit (for example). The button displays
devices according to the administrator's choice.

Click the Show Class B or Show Class C button. Every IP address in quad-dotted notation com-
prises four 'classes’. This button allows displaying devices according to IP addresses of Class B or
Class C.

B Show Class B shows the first two classes, for example, 10.10
B Show Class C shows the first three classes, for example, 10.10.10.

A higher number of devices will be displayed if Show Class B is selected than if Show Class C is
selected since more devices' IP addresses begin with 10.10 than with 10.10.10.

Checking Devices Status

The Devices Status page lets you check a device's status, for example, whether it's connected or
not, as well as perform actions on an individual device or on multiple selected devices.
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> To check a device's status:

DEVICES STATUS o  CIEEEED ) E
<
o @ VP STATUS MODEL - MODEL INFO PERIPHERALS USER NAME - PHONENUMBER ~  FIRMWARE - [
DASHEOARD
Devices Status O Actions = R 0 « FC £ chanao 112800 261
Aarms _—
O Actions = © et 0 o e . I . RoeK@audiocodesipprmd onmicrosoft com 20167 26
O Actions = © et 0 o R I~ | arkicgaudiocodesippmd. onmicrosoftcor 20202
st —provous [l wea~ et snowng 11050062 devies
[E RrxPaDpng ~ Showall X

1. Click Filter; the filter lets you view specific information in the page, preventing information
irrelevant to you from cluttering the page.

User

Phone Number

MAC Address

IP Address

Model R¥NM100
R¥VED
RxVE1

Version

Status

Approve

User With Multiple Devices

VIP Devices

Tenant
tenanti
test

group1 [temnant1]
group12 [fenant1]
group12 [fest]

autedetection [test]
autedetection [tenanti]
kukuriku [test]

Template

audiocodes_405
audiocodes_405_lync
audiocodes_420hd

Max Devices In Page

Clear Filter
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2. You can filter per user, phone #, MAC, IP address, model, version, status (registered, offline
or disconnected), approved or approval pending, users with multiple devices, VIP Devices,
tenant, site, group, template or maximum devices shown in the page.

3. View in column 'USB Headset Type' if a headset is connected to a phone’s USB port; in
addition, column 'IPP Model' displays the USB icon.

4. View in column 'HRS Speaker Model' the Huddle Room Solution model (457 or 458) if an
HRS is connected; in addition, you can view in column 'HRS Speaker FW' the speaker
firmware version.

5. Non-Skype for Business phones are displayed differently to Skype for Business phones.

e The format of 'User Agent' for non-Skype for Business phones is for example AUDC-
IPPhone/2.0.4.30 (430HD; 00908F4867AF) while the format for Skype for Business
phones is AUDC-IPPhone-430HD_UC_2.0.7.70/1.0.0000.0

e Only Skype for Business phones are displayed under the 'Location' column; non-Skype
for Business phones are not displayed under the 'Location' column.

6. View in the column 'Model' the entries Spectralink 8440, Poly Trio 8800, Poly VVX, Poly
CCX 500/600, etc. if these phone models are connected; they can be monitored, configured
and templates can be mapped.

s CA7
You can also view in the 'Model' column an i icon:h_' E' C470HD ﬂ

Point your mouse over it to display the device's vital hardware specifications:

CATOHD, integrated BT, 2

o @ C4ToHD ) £

7. Optionally click the Export link to export all entries in the page - or a selected list of entries
- to a csv file. This facilitates inventory management; it lets you easily obtain a list of phone
MAC addresses or serial numbers, for example. After generating a csv file, a download
option is displayed in the lower-left corner. You can save the csv file or open it directly in
Excel which displays the same information as that on the page.

8. Optionally click an individual Actions link.

@ Show Info

. Update App Suite 44 back
® Update Peripherals £ Update Configuration
B Generate Configuration | @ Change Tenant

& Nickname

& Change Group

il Delete Devices Status ™ Set as VIP

More...

# Send Message

Action Description

Show Info Displays all the information about the device needed by the network
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Action Description
administrator.
DEVICE INFO
<
@ Anat Katsir
e

Information under tabs Summary, Network Info, Version Info, Alarms,
Actions List and Advanced is available. All information that the
peripheral device sends to OVOC as raw data composes this GUI screen.

The Show Info screen differs slightly from device to device. The RXV81,

for example, displays the tab Peripherals, as shown in the next figure.

VT o Wed AT 1200 AV Ba)
DEVICE INFO ‘Teams-RXVE1
at Regisered Perodic  Action
ol
esnonms o Las sttt e =
bores st s =
s « =
PERIPHERALS  SUMMARY  NETWORKINFO  VemsioniNFo  ALarms@ securmy  AcTionsust  Aovaced
O Console @ RCU 3 Display
AudioCodes RxPad RCRXVET PHL 49331 Philps 236v4.
20202
DISCONNECTED
Connected Disconnested Connected

Collect Logs

Check Status

Allows network administrators to get logs without needing to go to the
phone. See Collecting Logs on page 131 for detailed information.

[Only applies to UC phones] Select the 'Check Status' option.
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Action

Change Tenant

Update
Firmware

Description

Status
Register: @
User Name:
MAC: 00908f55fa72
Model: 440HD
VLAN ID:
Firmware Version: 2.2.16.589

User Agent: AUDC-IPPhone/2.2.16.589 (440HDG-Rev0;
00908F55FAT72)

SIP Proxy:
BToE Pairing Status:
BToE Version:
USB Headset Type:
HRS Speaker Model:
HRS Speaker FW:

Select the 'Change Tenant' option.

Change Tenant

Tenant Tenant2 hd

From the dropdown, select the tenant, and then click Change.

You can update firmware per device, or for multiple selected devices.
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Action Description

?

Update Firmware / App Suite

Select the firmware:
- A

Upgrade now or uncheck to wait for the next provisioning time (00:00)

Execute action for 1 Device + | at the same time AND delay for
2 sec | between batches.

=N =0

The figure above shows the screen that opens after selecting multiple
devices. The screen for a single device is identical but without the

option to execute the action in batches.

From the dropdown, select the firmware file, and then click Update;
the firmware file is updated. You can simultaneously update the
device's configuration file.

If you select multiple devices and then click the Selected Rows Actions
link in the title bar to choose 'Update Software' from the drop-down,
the screen (as shown in the figure above) will include the option to

B update firmware simultaneously for a batch of devices, each batch
containing5 | 10 | 20 | 30 | 50 | 100 devices

B configure a 0 second | 2 second | 5 second | 10 second | 30
second | 2 minute | 5 minute delay between batches

Note that if the 4* icon is displayed in the 'Firmware' column adjacent
to a listed device in the Devices Status page, it indicates that that
device's firmware is not the latest firmware available; you can click the
icon to upload the device's latest firmware.
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Action Description

?

Update Latest Version

Current version: 1.5.201
Latest version: 1.5.204

Do you want to update latest version?

Yes
Open Web Opens the Web interface (see the device's Administrator's Manual). By
Admin default, the Web interface opens in HTTPS.
Nickname Allows you to provide a nickname for the enterprise employee to

facilitate more effective user and phone management.

Reset Phone Sends a reset command to the selected device/s. Note that some
phone models wait for the user to finish an active call, while others
may perform an immediate restart.

Generate Generates the device's configuration file according to its tenant, site
Configuration and template. The user configuration will also be generated in case it
will be needed.

Change Group Allows you to add an endpoint to an endpoints group or to change end-
points groups. Endpoints groups are added in OVOC (see the OVOC
User's Manual for more information). The feature benefits the customer
who wants (for example) 10 of 500 phones in a site in the enterprise
organized in a group for a software upgrade to apply exclusively to
those 10 phones. The groups are across sites, within a specific tenant.
After clicking the Actions menu option, this prompt is displayed:

Change Group

Group

B From the 'Group' drop-down, select the group and click Change.
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Action

Update
configuration

Send Message

Set as VIP

Delete Devices
Status

Switch to UC

Telnet

Description

B Configure an endpoints group in the Group Configuration page as
shown here.

Sends a command to the phone to check whether there is a new
configuration file to upload and updates the phone after a configurable
'Delay Time' (Default = 2 seconds).

Lets you send a message to the screen/s of the selected device/s. Enter
the message in the 'Text' field. You can configure for how long the
message will be displayed in the screen/s.

Allows network administrators to configure the phone as a VIP phone;
VIP phones feature a different disconnect time interval and support
disconnect / unregistered alarms. A phone configured as a VIP phone is
typically a Common Area Phone (CAP) located in the lobby of an
enterprise, or a conference phone located in an enterprise's meeting
rooms. It's important that it be continuously connected hence the
different disconnect time interval and the disconnect / unregistered
alarms.

Deletes the devices from the Devices Status table.

Applies to the two flavors of the C450HD phone: Microscope Teams
Native and Microscope Teams Compatible. Select this option to switch
the C450HD phone from the one flavor to the other.

Allows administrators to send Telnet (CLI) debug commands to the
phone for debugging purposes.

Important: For this feature to function, Telnet must be enabled on the

device. You can enable Telnet from the Web interface's Telnet page
(Management > Remote Management > Telnet).

9. Optionally, select multiple rows and then click the activated Selected Rows Actions link.
The following menu is displayed when multiple Android devices are selected.
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X Update Firmware/AppSuite
+ Check Status

Z Reset Device

B Generate Configuration

£ Update Configuration

& Upgrade APK

® Send Message

™ Set As VIP

& TEAMS SIP Gateway

= Change Group
@ Change Tenant

ml Delete Devices Status

See the table above for descriptions. Any action you choose will apply to all selected rows. For
example, select rows, click the Selected Rows Actions link, and then select the Update
Firmware option; all selected devices will be updated with the firmware file you select.

Monitoring Alarms

You can monitor alarms and correct failures before users encounter them, maintaining high
productivity and business without interruption.

> To monitor alarms:

1. Open the Alarms page (Monitor > Dashboard > Alarms).

SEvERTY - NAVE - DESCRIPTION + SERVICEPROVIDER ~  SOURCE + INFO ~  REMOTEHOST +  RECEVEDTME LASTACTIONTIME

ofmine FineBsk ovoc Mgmt 21703115 1403202312519

g

) plesse plug tin FineBak 1PPnone/TV/A4688637046C v 371421266 0203202307:11:55

VIP Endpoint is Disconnected P Endpoint s disconnected Finek ovoc Mgmt M3 8022023091224

please comect t P2 1PPnone/AucloCodes Speaker RX10/009081a21521 371421266 07.01.2023 06:43:49

please comect t P2 1PPnone/AudloCodes Speaker RX10/009081a21521 371421266 0501.202312:1016

device i please comect t P2 1PPnone/AudloCodes Speaker RX15/009081a21521 371421266 0501.202312:0917

VIP Endpoint is Disconnected P Endpoint s disconnected P2 ovoc Mgmt 1016278 0401.2023 07:48:59

Devices send alarms via the REST protocol. They're forwarded by the AudioCodes'
Device Manager Pro platform as mail, SNMP traps, etc.

2. View in the page:
e each device alarm in the network
e adescription of each alarm
e MAC address of the device (source)
e alarm severity

e Remote Host IP
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e last action time

e date and time of receipt of the alarm
Device Manager LC displays active alarms, not historical alarms.
Red indicates a severity level of Critical
Orange indicates a severity level of Major

After an alarm is cleared, it disappears from the Alarms page.

Searching for Alarms

You can search for alarms in the Alarms page. The 'Search' field enables the functionality. You
can search by

B alarm name
B 2 device's MAC address

B 23 device's IP address

Performing Actions on Alarms

You can perform actions on alarms in the Alarms page. Click the Actions link and from the
popup menu select Delete Alarm or Telnet. The Telnet option lets administrators debug
directly if an issue arises. See Telnet on page 86 for more information.

Maintaining Users

The Manage Users page lets you maintain users. You can
search for a user/device
add a user
add a device to a user

edit user/device

delete a user/device

|

|

[ |

|

M view device status
[ |

B search for a device by tenant
[ |

search for a device by name

Searching for Users/Devices

You can search for a user in the Manage Users page (Setup > Users & Devices > Manage Users).
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= Manage Users + New User

Filter by Tenant» | SearchUsers~ Q

<First| Prev| Next |Last= Showing 1 to 25 of 489 users

Devices Devices Status Login Name Display Name Tenant Line URI Action

@ ] __nndftnusr23450702@cloudbond3est.com __nnDiTnUsr23450702 NirTests [+ ][ =]
@ L] __nndftnusr22410402@cloudbond3esticom _nnDiTnUsr22410402 HirTests [ [ ]
@ L] __nndfnusr22251203@cloudbend3esticom _nnDfTnUsr22251903 irTests BE8
wi ® [ J— aco
an ® S JE— oo

When searching for a user or a device:

From the 'Filter by Tenant' dropdown, select a tenant in which to search. This narrows the
search.

From the 'Search Users' dropdown, select Search Users and then in the 'Search Item' field
enter the name of the user who you are trying to locate.

From the 'Search Users' dropdown, select Search Users & Devices and then in the 'Search
Item' field enter the name of the user you are trying to locate or the MAC address of the
device you are trying to locate.

From the '25' dropdown, select the number of users you want displayed per page. The
default is 25.

Adding a User

You can add a user to the Device Manager Pro.

> To add a user to the Device Manager Pro:

1.

2,

Open the Manage Users page (Setup > Users & Devices > Manage Users).

Click +New User. Before adding phones you need to add users.
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= Add User

User Name

Password Weak

E :

Display Name

Tenant

Demo hd

Submit Cancel

3. Define a name and password for the user.

4. Define the 'Display Name' and select a tenant from the ' Tenant' dropdown.

Tenant/s must first be defined in OVOC. See the One Voice Operations Center User's
Manual for more information.

5. Click Submit; you're returned to the Manage Users page. Locate the added user.

Adding a Phone

You can manually add a single phone to the server.

> To add a phone:

1. Inthe Manage Users page (Setup > Users & Devices > Manage Users), click + in the row of
the listed added user.
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ADD NEW DEVICE TO URIF@AUDIOCODES.COM
Display Name device 1 ]
Device Template Audiocodes_405 v
MAC Address 00908F
Firmware - v
Group None v
@ Advanced Settings

2. Enter the 'Display Name', i.e., the device's name to be displayed in Device Manager.
3. From the 'Device Template' dropdown, select a template.

4. Enter the 'MAC Address'. MAC prefix format example: mac": "00171905c48a

& e AudioCodes MAC addresses' prefixes can be one of the following:
v "00908F" -or-
v "001719"
e Priorto Version 8.2.2000, AudioCodes had only "00908F"
From Version 8.2.2000 and later, AudioCodes has "00908F" as well as "001719".
Each vendor has its own MAC prefixes.

5. From the 'Firmware' dropdown, select the firmware relevant to the phone.
6. [Optional] Expand +Advanced Settings.

e From the 'Devices Language' dropdown, select the language you want the phone
interface to display.

e From the 'VLAN Discovery mode' dropdown, select Manual / CDP / LLDP / CDP_LLDP.
See under Appendix Skype for Business Environment on page 40 for more information.

7. Click Submit and then click Back to see the added device in the Manage Users page under
the Devices column (click +).

Editing a User

You can edit a user if (for example) they relocate to another tenant or if they are given another
phone.
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> To edit a user:

1. Click the Edit button in the row adjacent to the user; the Edit User screen opens.

2. Edit the same fields as when adding the device.

Viewing Device Status

You can quickly assess a device's status from the Manage Users page by clicking the v" icon in
the Devices Status column.
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Device Details

ID=6403

MAC=00906fafaef1

IP=86.42 49 99

SUBNET=255.2552550

AUTH=0K

MODEL=430HD
FW_VERSION=UC_2013121
USER_AGENT=AUDC-IPPhone-440HD UC 2.0.13.121/1.0.0000.0
USER_NAME=sMsgDelDevUser03055314 3
USER_ID=sMsgDelDevUser03055314 3@cloudbond365b.com
LOCATION=myLocation

STATUS=registered
S5IP_PROXY=cloudbond3&5b.com
REPORT_TIME=14-JUL-17

REGION_ID=2

SEM_STATUS=1

NODE_ID=3618
PHONE_NUMBER=308029530

LAST _STATUS UPDATE_TIME=14-JUL-17
MNG_EMS=1

DEFINED AT=14-JUL-17

SITE_ID=3

VQ_STATUS=3

WVQ_CONTROL _STATUS=3
VQ_MEDIA_STATUS=3

MGMT_STATUS=2

TENANT _ID=1
VQ_CALL_DURATION_STATUS=3
VQ_MAX CONCURRENT _CALLS STATUS=3
VQ_BANDWIDTH_STATUS=3
EXTERNAL_IP=172.17.113.43

Deleting a User

You can delete a user if, for example, they leave the company.
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> To delete a user:

B Click the Delete button in the row adjacent to the user; the user and device are removed.

Managing Multiple Users

The Manage Multiple Users page lets you perform an action on a single user or on multiple
users simultaneously:

B reset passwords
B delete users
restart devices

[ |
B generate devices configuration files
B update configuration files

[ |

send a message to multiple phones

> To manage multiple users:

1. Open the Manage Multiple Users page (Setup > Users & Devices > Manage Multiple
Users):

4 Manage Multiple Users

Temant | oy w Search | acladmin Ga

Avallable Users Selected Usars

: |
1002 {1002)

agosai@suncor.com [AGOSAI@suncor.com)

slann@audiocodes.com (alanr@audiocodes.com)

alexh@audiocodes.com (alexh@audiocodes.com)

alexs@audiocodes com (alexs@audiccodes.com)

alexstr2{@audiccodesipprnd .onmicrosoft.com [alexstr2@audiocodesipprnd.or
alexstri@audiocodesipprnd onmicrozoft.com (alexstr@audiocodezipprnd.onm
alexw@m365x65023 2. onmicrosoft.com (AlexW@M365x650232.OnMicrozoft.co
ami.lashav@audiocodesz.com [Ami Lahav)

amil@audiccodes.com (AmiL@audiocodes.com)
amirl@audiocodeszipprnd.onmicrozeft.com (amirl @audiocodesipprnd.onmic
amirZ@audiocodeszipprnd.onmicroseft.com (amir2 @audiocodesipprnd.onmic
amiri@audiocodes.com (amiri@audiocodes.com)
anatk@auvdiocodesipprnd.onmicrosoft.com (anatk@auvdiocodesipprnd.onmic
android02@astlabs.onmicrosoft.com (Androidd2@ASTLabs.onmicresoft.com)
archimede@farnetworks.com (archimede@fametworks.com)
arely@audiocodes.com (ariely@audiocodes.com)

arikk@audiocodes com (arikki@audiocades.com)

3 ﬁksg sudigcodes.com (ArikS@audiocodes.com)

< Flrst | Prev | Next | Last >
Showlng 1 to 259 of 259 users

Execute actlon for S Devices w2t the same time AND delay for Osec w |between batches,

2. Inthe Available Users pane, select a user or select multiple users on whom to perform an
action.

3. Click > to add a single user to the Selected Users pane.

4. Click >> to add multiple users to the Selected Users pane.
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5. Click < to remove a single user from the Selected Users pane - after selecting them in the
pane.

6. Click << to remove multiple users from the Selected Users pane - after selecting them in the
pane.

7. From the Action dropdown, select the required action.

& Manage Multiple Users

Tenant | 4 A Search | acladmin Go

Avallable Users Selected Users

: I
1002 {2002)

sgozai@suncor.com (AG0SAI@suncor.com)

alarr@audiccodes.com (alanr@audiccodes.com)

slexh@audiocades com (alexh@audiocodes.com)

alexs@audiccodes.com (alexs@avdiocodes.com) '
slexstr2@audiocodesipprnd.onmicresoft.com [alexstr2@audiocodesipprnd.or
slexstr@audiocedesipprnd.onmicrozsoft.com (alexstr@audiocodesipprnd.onm
alexw@m3E5xE50232 onmicrosoft.com (AlexW@MIE5xE50232.OnMicrosoft.co n
ami.lzshav@audiocodesz.com (Ami Lahav)

amil@audiccodes.com (AmiL@audiscodes.com)
amirl@sudiocodesipprnd.onmicrosoft.com (amirl@audiccedesipprnd.onmic n
amir2@audiocodesipprnd.onmicrosoft.com (amir2i@audiccodesipprnd.onmic
amiri@audiocedes com (amiri@audiocodes.com)
anatk@audiocodesipprnd.onmicrosoft.com (anatk@audiocodesipprnd.onmic n
android02@astlabzs.onmicresoft.com (Android02 @ASTLabs.onmicrasoft.com)
archimede@farnetworks.com (archimede@fametworks.com)

anely@audiocodes.com (ariely@audiocodes.com)

ankk@audiocodes.com (arikki@sudiocodes.com)

an’ksﬁaudiemdes. com [ArikS@audiocodes.com)

< First | Prev | Next | Last>
Showlng 1 to 250 of 258 users

Actlen | W

Set Users Tenant

Execute me AND delay for Dsec w between batches.,

Reszet Users Passwords

Delete Users

Restart Devices

Generate Devices Configuration Files
Update Configuration Files

Send Meszage

User configuration

Delete Uszer configuration

® Use the table below as reference.

Action Description
Set Users
Actlon [ Set Users Tenant V]
Tenant

Exacute actlon for S Devices w  atthe same time AND delay for 2 sec  between batchas,

Tenant Demo W View Usage Set Users Tenant

Sets the tenant for users selected.
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Action

Reset Users
Passwords

Delete Users

Restart Devices

Generate
Devices
Configuration
Files

Update
Configuration
Files

Send Message

Description

Actlon | Reset Users Passwords A4 |

Execute actlon for S Devices e  atthe same time AND delay for 2 sec + between batchas.

Set the same password to all users Reset Users Passwords

Motes: To load new user(s) pessword, please:
1. Generate Device Configuration File is necezzany.

2. Restart/Update the PP

Resets users passwords. A random password is generated for each user.
To generate a single password for all users selected, select the Set the
same password to all users option.

To load the new user passwords:

B Generate the device's configuration file
B Restart/Update the device

Deletes users and applies a configurable 'Delay Time' (Default = 2
seconds) after each delete is performed.

Restarts devices. A reset command is sent to all selected devices. The
commands are sent in batches; each batch contains 5 devices with a
delay of 2 minutes between each batch.

From the dropdown, choose the type of restart:

M Graceful (default)

M Force

M Scheduled

Before restarting, some models wait for the user to finish an active call

while others may perform an immediate restart.

Generates new configuration files. Updates each device with the newly
generated configuration files after a configurable 'Delay Time' (default
=2 seconds) - if you select the Updating Devices and restarting
Devices after generating files option. You can generate a private
configuration file per user group, device group, or specific tenants.

Updates each device after a configurable 'Delay Time' (default = 2
seconds).

Lets you send a message to the screens of all user devices selected.
Enter the message in the 'Text' field. You can configure the length of
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Action Description

time the message will be displayed in the screens. Phones beep to alert
users when messages come in.

- N
Action | Send Messsge v
L J

Beateactionfor 5 Devicez v | atthesametimeANDdelayfor | 2:sc  w  between batches.

Text DisplayTime | 10szec W Send Message

User
Configuration

Configures the values that will be added to the mac.cfg file for the
selected users. Note that you can copy from one user to multiple users.

Delete User Deletes the user configuration for the selected users.
Configuration

The page also lets you

B filter per tenant before selecting users on whom to perform an action

B configure performing the action on a batchof 1 | 5| 10 | 20 | 30 | 50 | 100 devices
simultaneously

B configure a 0 second | 2 second | 5 second | 10 second | 30 second | 2 minute | 5 minute
delay between batches

Applying a Configuration to a List of Users

A configuration can be applied to a list of users to move (for example) those users from one
VoiceMail platform(Microsoft Exchange, for example) to another third-party VoiceMail platform
(for example, Mutare Voice).

> To move a select group of users from one VoiceMail platform to another (for example):

1. Obtain the list of names of those users who are to be moved (input list / raw data) as a txt
or xls file.

T e
st s
Tisanare [

2. In Excel, filter the file, i.e., remove all columns except the 'Users' column.
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USERS
Userl @mdanderson.arg

Lisgrd

mdanderson.arg

Userd@mdanderson. org

Userd @mdanderson. org

Users @mdanderion.org

Users@mdanderson arg

User7imdanderson.arg
Users Smdanderson org
Userd@mdanderson.org

e The useris their email address in the enterprise.

e The configuration file will be applied only to phones belonging to these users.

3. Open the Manage Multiple Users page (Setup > Users & Devices > Manage Multiple

Users).

Manage Multiple Users

Tenant o | Search Search user..

Available Users

arikki@audiocodesipprnd.onmicrosoft.com (arikki@audiocodesipprnd.onmic
system (DO NOT DELETE)

dvoraa@audiocodes.com (dveraa@audiocodes.com)
sakuraiautomeeting@audiocodesippmd.onmicrosoft.com (SakuraiAutoMee

»

<«

. . .A .v

< First | Prev | Next | Last >
Showing 1 to 4 of 4 users

Execute action for | 5§ Devices + | atthe same time AND delay for | 2sec  w between batches.

Go

El select Users

Selected Users

4. Click the Selected Users button located uppermost right as shown in the previous figure.
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Users to select [ 7]

@ From file ) From text

Choose File | Mo file chosen

5. Import the input list / raw data into the Device Manager:

e Select the From file option (default) and then click the activated Choose File button
and navigate to the txt or xIs file containing the input list (the raw data) of the users to
be moved, which you created in the first two steps of this procedure -OR-

e Select the From text option and then copy-paste the contents of the txt or xIs file
containing the input list (the raw data) of the users to be moved, into the pane located
below the option.

6. Click the Select button.

A e The same user can have multiple devices.
e The configuration file is static data; it's the same for all devices.

e When moving users to a new VoiceMail platform as shown in the example here,
the VoiceMail button on the phones associated with these users must also be
updated (with the new VoiceMail platform); the change must take place within the
same time frame as the move of the users to the new VoiceMail platform.
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Maintaining Multiple Devices

The Manage Multiple Devices page lets you perform a single operation on all or on many user
devices. The page lets you

delete multiple devices
change devices type

change language

generate devices configuration files

[ |

|

|

B restart multiple devices
|

B update configuration files
[ |

send a message to multiple phones

& These operations can also be performed on an endpoints group or on all endpoints
groups; from the 'Groups' drop-down in the Manage Multiple Devices page shown in
the figure below, select a single endpoints group, or All. For more information about
adding an endpoint to a group, see under Checking Devices Status on page 79. For
more information about configuring an endpoints group, see Configuring an
Endpoints Group on page 10.

> To manage multiple devices:

1. Open the Manage Multiple Devices page (Setup > Users & Devices > Manage Multiple
Devices):

& Manage Multiple Devices

Tenant All ~ | Groups Al w  Templates All e

[n)
&

Search | Search device...

Aurallable Devices Selected Davices

[1002 - 1002 D020RFosSCE l
IWGOEAl @suncor.com - AGOSAlZsuncor.com J0a0EfadbekT

Plexd@M3 65:0850252. OnMicrosoft.com - AlexW@M3650850232. OnMicrosofuc
fami Lehav - Ami.Lshavi@audiccodes. com 0030&fociben

I =.00m - AmiLiZaudiocedes.com 0033eftEb2EC

om - AmiLiZaudiocodes.com 0030
om - AmiLifaudiocedes com 0030efcEbbe

om - AmiLTaudiocodes com 0030efcBbabf

om - AmiLiTaudiocodes com oosoefsdbesh

om - AmiLTaudiscodes com 00302f2d8E30

om - AmiLiTaudiocodes com oosoefsbs4fa

2s5.com - AmiLTaudiocodes com 00202f0dasds
fumil@esudiocodes.com - AmiLiTaudiocodes com o0s0efcebisy
fmil@sudiocodes.com - AmiLiTaudiocodes com 003022 bfid
fimilL@esudiocodes.com - AmiLiTaudiocodes com 0030&f5bagsc
fndroido2@ASTLabs. onmicrosoft.com - And roido2 @ASTLabs onmicrasof.con
fudiolodes@audiccodesuk.co.uk - AudioCodes@audiocodesul.co.uk 00908
furto_EPM-UCRD_Meeting@epam.com - Auto_EPM-UCRD_Meeting@epam.cor
[Besvis - erezal (@ sudiccodesippmd.onmicrosoft.com 00S08fadaze4

o mAAnESEEEEn

<First | Prev | Next | Last>

Showlng 1 to 343 of 343 devlces
Actlon | e g
Execute actlonfor | 5 Devices +  atthesamatime AND delayfor = (sec %  between batches.
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2.

3.

You can filter devices per tenant, before selecting those to perform an action on.
You can enter a string in the 'Search' field and then click Go to search for devices.

In the Available Devices pane, select a device on which to perform an action and then click
> to add it to the Selected Devices pane -or- select multiple devices on which to perform an
action and then click >> to add them to the Selected Devices pane.

In the Selected Devices pane, select a single device and then click < to remove it, or select
multiple Selected Devices and then click << to remove them.

From the Action dropdown, select an action. Use the table below as reference.

Action Description

Delete Devices Deletes selected devices from the server applying a configurable 'Delay
Time' (default = 2 seconds) in the process.

Change This action will update the device template in the database. To finish
Template the action, you need to:

1. Generate the device's Configuration File

2. Restart/Update the phone.
Change Changes the phone language. Select the language from the Language

Language dropdown and click Change. To view the usage of a language, click
View Usage.

To load a new language:
1. Generate the device's configuration file.
2. Restart/update the phone.
Restart Devices Restarts online devices. Before restarting, some models wait for the

user to finish an active call while others may perform an immediate
restart. From the dropdown, choose the type of restart:

M Graceful (default)

B Force

M Scheduled
Generate Generates new configuration files. Updates each phone with the newly
Devices generated configuration files after a configurable 'Delay Time' (default
Configuration =2 seconds) - if you selected the Updating Devices and restarting
Files Devices after generating files option (by default it is selected).
Update Updates each phone after a configurable 'Delay Time' (default = 2
Configuration seconds).

File
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Action

Send Message

Change
Firmware

Change VLAN
Discovery Mode

Description

Lets you send a message to the screens of all user phones selected.
Enter the message in the 'Text' field. You can configure the length of
time the message will be displayed in the screen. Phones beep to alert
users when messages come in.

Lets you upload a different .img firmware file to the phone.

Used to change the virtual phone network's mode of operation. See
here for the options descriptions [Manual/CDP/LLDP/CDP_LLDP]

> To update all existing configuration files according to the new template:

B After selecting devices, select from the 'Action' dropdown the Generate Devices
Configuration Files option in the Manage Multiple Devices page.

Managing Configuration Files

You can manage devices' configuration files. All cfg files are created and located on the OVOC
server. You can view and manage storage, and upload and delete files from storage. To avoid
network congestion, a delay feature enables an interval between each installation.

> To manage devices' configuration files:

B Open the Manage Configuration Files page (Setup > Configuration > Generated Config

Files).

Generated Configuration Files

Note: Acceptable file extensions) to upload *.cab, *.cfg, *.csv, "dfu, .id, *.ime, ".zip. Configuration standard file extension(s): *cle.

Choose File ] Mo file chosen Upload

Eilename filter:

SelectAll

oncosemaiters

Dountosa

Dountosa

Dountosa

Dountosa

The page lets you

e Filter the .cfg configuration files listed by name

e Browse to a location on your PC and upload a .cfg configuration file
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Mana

Select and delete any or all of the .cfg configuration files listed
Open any of the .cfg configuration files listed in an editor
Save any of the .cfg configuration files listed

Download any of the .cfg configuration files listed

View all configuration files currently located on the server (global configuration files,
company directory configuration files, and IP phone configuration files and third-party
vendor product configuration files)

ging Firmware Files

The 'Device firmware files' page allows network administrators to download, edit, delete and
add devices' .img firmware files.

> To manage the .img firmware files:

B Open the Device Firmware Files page (Setup > Firmware > Firmware Files).

I= Device firmware files

& CosHDTEMMS 11230

B e P

4 Add New Device

B

.
i

s
¥

HUEHHE

.
i

.
i

i

.
i

.
i

n
f

UL E

For information on third-party vendor products, see the Device Manager for Third-
Party Vendor Products Administrator's Manual.

In this page you can

B View

all .img firmware files currently located on the server

B Add anew device firmware file. Note that if default names are used (e.g., 420HD.img), all

devic

es of this type will automatically use it.

B Manage the .dfu firmware files of the Huddle Room Solution (HRS) speakers.

B Filter

by filename the .img firmware files listed
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B Determine if the device has firmware or not. If the device does not have firmware, its name
will be red-coded and a tool tip will indicate a missing firmware file when you point the
cursor at it.

e i ] 450HD - default firmware

B [f this is the case, upload the device's .img firmware file that you obtained from
AudioCodes, to the OVOC provisioning server:

a. Click the red-coded name of the phone.

[# Device 450HD Firmware

MName:

a50HD

Description:

250HD - default flrmware

Version:

Tenant:

& Upload Firmware File

B Save i= Back

b. Click the Upload firmware file button and then navigate to the .img file you received
from AudioCodes and put on the OVOC provisioning server. You can perform this part
of the installation procedure before or after configuring your enterprise's DHCP Server
with DHCP Option 160.
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& e If Microsoft's Internet Information Services (IIS) web server is deployed in the

network, you need to change the default value of the parameter 'Max allowed
content length (Bytes)' (shown in the following figure) to the size of the .img file
(at least) before uploading the .img file of the 445HD or 440HD phone to the
Device Manager Pro.

e Ifit's left unchanged at the Microsoft default, the .img file for the 445HD and
440HD phone will not be uploaded to the Device Manager Pro because it's
heavier than the Microsoft default.

Edit Request Filtering Settings 2=

—General

W Al uniisted fle name extensions
¥ Allow unlisted verbs
¥ allow high-bit characters

[ Allow double escaping

—Reguest Limits

Maximum allowed content length (Bytes):
30000000

Maximum URL length (Bytes):
[4036

Maximum guery string (Bytes):
2048

After an .img firmware file has been uploaded to a phone, you can download it to your pc.
Click the device's name and then in the screen that opens, click the Download firmware
file button.

Edit a device's .img firmware file. Click the name or click the Edit button in the row.
Delete any .img firmware file listed. Click the Delete button in the row.
Manage .img firmware files by grouping them.

a. Inthe 'Device firmware files' page, click the Add New Device Firmware button located
in the upper right corner.
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+ Add new Device firmware

Mame:

Description:

Version:

Tenant:

X Continue & Upload ® Back

b. Define an intuitive 'Name' and 'Description' to facilitate easy identification. You can
leave the 'Version' field empty, and then click Continue & Upload.

c. Click Upload firmware file:

& Upload Device Firmware 450HD

Mote: Acceptable file extension(s) to upload - - Device Firmware standard file extension(z): = .

Press the Browse button to locate the file and then press the Submit button. When file upload is complete The file has been uploaded successfully message will be shown.

= Browse... Nofile chosen

[# Back

d. Click Browse, navigate to the .img file, and then click Save; the 'Version' field is
populated and the .img file is uploaded to the phone.

> To download Jabra firmware files:

1. Inthe 'Device firmware files' page, click the Download Jabra Firmware button.
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= Download Jabra Firmware
Q
Version: 1.38.0 Download
1
Verzion: 1390 Download
AudioCodes HRS 457
9 Version: Z.4.0 Download
Verzion: 2.7.0 Download
DELL PRO STEREQHEADSET UC350
3 —) Version: 1.2.6 Download
Jabrz BIZ 1100 Mono
s -9 Version: 1.2.6 Download
\
Jabra BIZ 1100 Stereo
s 9 Version: 1.2.0 Download
Jebra BIZ 1500 USE Duo
a ) Version: 1.2.0 Download
Jebra BIZ 1500 USE Mono

2. Locate the device firmware you require; point your cursor over each entry for detailed
information on each device to be displayed, and then click the Download button adjacent
to the device whose firmware you require.

3. After the download, view the downloaded file indication in the lowermost left corner of the
page.

2 Jabra-8iz-2300-pssin_A :
| Jabra-BIZ-2300-USB-Duo-1.20.0.zip |

4. To upload the file to the device, follow the same procedure as that described for uploading
phone firmware.

Viewing Your License

Use of OVOC server platform processes is managed by a license that controls the time period
validity for the use of the platform.

The License page displays the license's properties, including the number of days remaining until
it expires.
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> To view your license's properties:

1. Open the License Properties page (Setup > System > License).

2. Use the table below as reference.

Action Description

Status Indicates the license's status (Enable or Disable). If enabled and the
configured time expires, connection to the OVOC server platform is denied.
When it expires, the Device Manager Pro is rendered non-usable. Contact
your AudioCodes partner if the license expires.

Expiration Displays DD:MM:YY.

Date

Days Left The number of days remaining until your license expires. Minus indicates
your license has expired. Contact your AudioCodes partner if the license
expires.

Number of The total number of devices deployed in your enterprise network.

devices

If a license expires, communications with all servers will be suspended; users will not
be able to log in, and it will not be possible to add new phones.

The time zone is determined by the OVOC server's Date & Time menu settings. If an expiration
date is not configured, the 'Expiration Date' field displays Unlimited.

& e Asthelicense's expiration date approaches, warning alarms are issued:

v A Major alarm is sent when 80% of the period defined in the currently running
device's license is consumed

v ACritical alarm is sent when 100% of the period defined in the currently
running device's license is consumed

e When the maximum number of devices reporting to OVOC is exceeded, the
OVOC server blocks them and sends an alert that is displayed in the Home page.

Licensing Endpoints

You can license endpoints using OVOC (see also the One Voice Operations Center User's
Manual).

> To license endpoints:

1. When editing a tenant, click the License tab in the OVOC's Tenant Details screen and then
scroll down to the 'Endpoints Management' section.
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TENANT DETAILS
General SNMP HTTP Operators License

VOICE QUALITY
Devices 0%
100

Total: 10,000,000 Allocated: 100 Free: 3,299,900
Sessions 0%
100

Total: 200000000  Allocated: 100 Fres: 199,999,900
Endpoints 0%
100

Total: 10,000,000  Allocated: 100 Free: 9,999,900
Users 0%
100

Total: £,000,000  Allocated: 100 Free: 3,099,900
Reports 10%
100

Total: 1,000 Allocsted: 100 Fres: 900
ENDPOINTS MANAGEMENT
Endpoints 15
30000 3 I

2. Inthe Endpoints field, enter the number of endpoints the Device Manager Pro application
supports for this tenant (30000 maximum), and then click OK.

Enabling Calls to Emergency Numbers

The documentation here shows how to enable users to make emergency calls to emergency
numbers (E911) from Skype for Business IP phones. It'll help you get started with configuring
the infrastructure elements and call routing needed for making dynamic emergency calls.
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A e 'Dynamic' means the Teams client gets the emergency address/location based
on the network location it is at and transmits it directly to the Public Safety
Answering Point (PSAP), bypassing the Emergency Call Relay Center (ECRC).

e Based on the network topology that the tenant administrator defines, the Teams
client provides network connectivity information in a request to the Teams
Location Information Service (LIS). If there's a match, the Teams LIS returns a
location to the client. This location data is transmitted back to the client. See here
for more on configuring dynamic emergency calling.

e 'Infrastructure elements' refers to information about the physical address of the
building in which the devices are located and the network elements and their
locations within it.

> To configure emergency locations in Microsoft Teams admin center:

1. Inthe Microsoft Teams admin center, open the 'Emergency addresses' page.

i Microsoft Teams admin center e

Emergency addresses
Emergency address is
emergency location
that you'll need more than

address of a place of business for your organization. An
your business has more than one physical location, t's likely

Locations

Device Manager Pro | Administrator's Guide

Reporting labels Add v

Emergency addresses

Network topology
Al-Logix Europe Netherlands 57 Geerweg. TER AAR 2461 TT, NL 0 0
Networks & locations

4 1o AudioCodes - France &Be...  France 104 Avenue Albert Ter - Les Passerelles, Rueil-Malmaison 925.. 0 0

2. Add addresses using the preceding and next figure as reference.

Ernergency addresses \, New emengency sddress

() Dashboard
Tempo

Reporting labels

House number/name Strest name
En vy addresses
HNetwork topology City/town Pastal code
Metworks & locations
Users Latiude Longitude
Meetings

Cirganization name ELIM (optional)

Messaging

Test_Test_Test_sudipcodesiRED lak)

Tedamid Apps

Voice

Policy packages

3. Click Save and then open the 'Networks & locations' page.
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Networks & locations

Wi-Fi access points

Each subnet must be associated with a specific network site. A client’s location is determined based on the network subnet
and the associated network site. You can associate multiple subnets with the same network site but you can't associate
multiple sites with the same subnet.

Dashboard

) T : -

A Devices

) Locations
Reporting labels

Emergency addresses

Subnets summary

Network topology

U

) Meetings
] Messaging policies + Add
Teams apps
v Subnet m, on (O
& Voice
17217.179.0 Subnet Building A

Policy packages

4. Assign an emergency address to the network site using the preceding figure as reference.

After configuring the emergency locations in the Microsoft Teams admin center, you
can import them into the Device Manager.

> To import emergency locations into the Device Manager:

1. After configuring emergency locations in Microsoft Teams admin center, open the
Emergency Locations page in the Device Manager (Setup > System > Emergency
Locations).

2. Click the Import button; a script exports the emergency locations from the Microsoft
Teams admin center into OVOC from where they're imported into the Device Manager.

3. Navigate to the folder in which the CSV file is saved.

A B C D E F G H 1 J K L M N o
1 |CompanyName DescripticCountry State City Street Direction Number Postal_Code Location ELIN IP_address Subnet LLDP_Switch LLDP_port
2 |ucs PDX us Mi Springfiel North Bay 5987 48346 Bldg-A-Floor-1  +17208101500 +17:10.3.100.0
3 |ucs PDX us M Springfiel North Bay 5987 48346 Bldg-B +17208101900 +17210.4.100.0
4 |ucs PDX us M Springfiel North Bay 5987 48346 Bldg-A-Floor-2 | +17208101900 +172 1
3 |UCs PDX us M Springfiel North Bay 5987 48346 +17208101900 +17: 1
6 |UCs PDX us M Springfiel North Bay 5987 48346 +17208101900 +17: 1
7 |UCSolutions .Buulder us co Longmont Gooseberry Drive 635 80503 +17208101100 +17210.2.100.
& |UCSolutions Boulder US co Longmont Gooseberry Drive 635 80503 +17208101100 +17- 1 .
9 |UCSolutions Boulder US co Longmont Gooseberry Drive 635 80503 +17208101100 +172 1 .128
10 UC Solutions Boulder US co Longmant Gooseberry Drive 635 80503 +17208101100 +17:10.4.1.128
11 |UCs ucs us NY Huntingto Bay Drive West 15 11743
12
13

After the CSV file is imported, the locations are displayed in the Device Manager's
Emergency Locations table. The Device Manager adds the values from the CSV without any
manipulation except for removing leading / trailing white spaces.
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. Emergency Locations Refresh
In order for the changes to take effect, please restart the IP Phones.
COMPANY NAME DESCRIPTION COUNTRY STATE ity STREET DIRECTION  NUMBER ~ POSTALCODE  LOCATION ELN IPADDRESS ~ SUBNET ~ LLDPSWITCH  LLDPPORT = OTHER
ACS office NL Flevoland ~ Almere Versterkerstraat ES 1322 255.255.255.0
AUDCINC Research Triangle  Research Triangle Aviation
e e s NC Morisile LIS 209 27560 456332
AudioCades INCHO SomersetNJ us N Somerset  Cottontal Lane 200 873 195.189.193.1 ;‘sy‘ 123456
AugioCodes INC HO Somerset NJ us N Somerset  Cottontal Lane 200 873 526144 2
AugioCades INC HO SomersetNJ s N Somerset  Cottontall Lane 200 8873 Suite AT01E
West Wacker 2243580075
Chicago Office ChicagoOfice  US it Chicago o= 333 60606, eyt
Chicago Office Chicago Office us i Chicago West Wacker 333 60606 Bulding A floor %, 5913580075 234012
Diive north westwing
TEST_TEST Audiocodes Test | Ho/am0enst L Lod Hayarden 1 7019900 Floor3 213254657 8822181818
Aiport City
Rueil Avenue Albert 96765432 21324365
TEST_TEST Audiocodes Test  ACHQIL B A 104 92500 fodbsonsasbepod
1 Hayarden St 213254657 8822181818
TEST_TEST Audocodes Test |, H9 TS L Lod Hayarden 1 7012900 e ey 172171264

4. View the following columns in the newly created Emergency Locations table:
e Company Name - the name of the company in which the devices are deployed
e Description - a description of the company in which the devices are deployed
e Country - the name of the country in which the company is located
e State - the name of the state in which the company is located
e City - the name of the city in which the company is located
e Street - the name of the street in which the company is located
e Direction
e Number - the street number of the company
e Postal Code - the postal code of the company
® Location - the company's department in which the devices are deployed

e ELIN - Emergency Location Identification Number. A 10-digit DID number that can be
obtained from the local exchange carrier (LEC). Provide it to the public safety
answering point (PSAP) for 911 calls.

e |P address - the device's IP address in the network
e Subnet - the subnet in which the device is deployed

e LLDP Switch - Link Layer Discovery Protocol switch. Devices use this link layer protocol
to advertize their identity, capabilities and neighbors in a LAN based on IEEE 802.

e LLDP port - Link Layer Discovery Protocol port.

e OTHER
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Make sure two rows (or more) in the Emergency Locations table do not contain same

combination of:
e LLDP Switch Chassis number + LLDP port

e LLDP Switch Chassis number + EMPTY LLDP port

e |Paddress

5. Afterimporting the CSV file, edit the configuration template in the Configuration Template

page (Setup > Configuration > Templates).

_ Senerate Configuation & 1 ook Tord

<

& Device Audiocodes_405_LYNC Configuration Template

% Edit configuration template values

Polycom Configuration

r n
Devices Placeholders

8 =5 8 8 =5

6. Configure the following (refer to the preceding figure):

e Set the parameter 'Configuration Key' to dm/report_status/paths

e Set the parameter 'Configuration Value' to

dm/report_status/paths=status/network/lan/*,

status/diagnostics/lldp/chassis/chassisid,
status/diagnostics/lldp/chassis/portid

& e Configuration of these two parameters is mandatory for the feature to function.
e The configuration can be performed at either the device level, Tenant level,

Group level or Site level.

Managing Templates

This topic shows how to manage templates.

Selecting a Template
Templates are available

B pertenant

B per phone model

B per model for Microsoft Skype for Business phones
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B per model for Microsoft Teams phones

B per model for regular (non-Skype for Business) third-party phones
Depending on the tenant, model and the server in the enterprise, select a template for:
AudioCodes 405

AudioCodes 420HD

AudioCodes 430HD

AudioCodes 440HD

AudioCodes 450HD

AudioCodes 420HD Skype for Business

AudioCodes 430HD Skype for Business

AudioCodes 440HD Skype for Business

AudioCodes 450HD Skype for Business

AudioCodes C435HD Teams

AudioCodes C448HD Teams

AudioCodes C450HD Teams

AudioCodes C455HD Teams

AudioCodes C470HD Teams

AudioCodes RXV80 Standalone Video Collaboration Bar for Teams
AudioCodes RXV81 Meeting Room Solution for Microsoft Teams
AudioCodes RXV100 Meeting Room Solution for Microsoft Teams
Jabra

Poly Trio 8800

Poly VVX

Poly CCX 500/600

Spectralink 8440

For information on third-party vendor products, see the Device Manager for Third-
Party Vendor Products Administrator's Manual.

> To select a template:

B Open the Devices Configuration Templates page (Setup > Configuration > Templates):

114 -



CHAPTER5 Monitoring and Maintenance Device Manager Pro | Administrator's Guide

e ow
- M- e
., ow
- M- =
. m - =
o A - o=

e =
. - z;.
o M~ - =

- - =

F ] e = =
.- o
o M- G
B ’ e
o M- o
o M s

.-

e
o M- G
. - =
° Q o L
- G

B Click @ for more information about the phone whose template is displayed.

B Click Edit to modify a template.

Editing a Configuration Template

You can edit a device's template but typically it's unnecessary to change it.

For information on third-party vendor products, see the Device Manager for Third-
Party Vendor Products Administrator's Manual.

> To edit a template:

1. Inthe Devices Configuration Templates page (Setup > Configuration > Templates), click the
link of the device or its Edit icon.

£ Edit configuration template values

Configuration Set NONE v
Configuration Key: | Type key

Configuration Value:

display/language %ITCS_Language%

=)

dmyreport_config/paths provisioning/period/*

dm/report_status/paths ¥, status/Wifi/*, 3
status/ss|_certificate/* status/version_info/*, status/device/serial_number

Q
B

ems_server/keep_alive_period 1

[T

ems_server/provisioning/url %ITCS_HTTP_OR_§%:/%[TCS_HTTP_PROXY_IP%: %I TCS_HTTP_PROXY_PORTS/

Actions

| W = pownioas Temptate & Upload Template

Cancel

When a new device of model x and tenant y will be connected for the first time to the
network, it will use this template.
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2. Click the Edit Template button; the template opens in an integral editor:

Edit template

=name=%ITCS mac%.cfg<a’name>

=destinationDir=%ITCS_destination%</destinationDir=
=data==I[CDATA[Include Audiocodes_C470HD_global_LYMNC_empty.cig
ems_server/keep alive period=1
provisioning/configuration/url=%ITCS_HTTP_OR_S%:/i%ITCS_Server P%/confighles/
provisioning/method=STATIC
provisioning/period/dailytime=0:00
provisioning/period/hourly/hours_interval=24
provisioning/pericd/type=DAILY
provisioning/periodiweekly/day=SUNDAY
provisioning/periodiweeklytime=0:00
provisioning/random _gru-vis iu-ning time=120
ems_serverfuser_name=%ITCS_Line1AuthName%
ems_server/user Bassword:%lTCS_L ine1AuthPassword%
provisioningfirmware/ur=%ITCS_HTTP_OR_S%:./"%ITCS_ServerlPY/firmwarefiles/%ITCS_FirmwareFile%
ems_server/provisioning/url=%ITCS_HTTP_OR_S%://%ITCS_HTTP_PROXY_IP% %ITCS_HTTP_PROXY_PORT%/
display/language="%|TCS Langu age%
gwre gort co nfig!paths =provisioning/period/*
g‘l;ll.l’l'e gort status/paths=status/packages, status/audio/sireams*, Status!nehvorkigmim ac, statusiinstalled’™, status/peripheral/device’, statusfm_f‘[!*:
statu SJWCH assis’”, status/ssl_certificater™ statusiversion_info™, status/devicel/zerial_number
zzz1_tenant_cfg=EMAELE
zzz21_group_cfo=ENAELE
zzz2_cite_cfg=EMAELE
zzz3_user_cfg=ENABLE
1=
=/data=

=ffile conﬂg>

<fipphonetamplate|

Save Cancel

3. Edit the template and then click Save; in the Devices Configuration Templates page, the
name of an edited template is displayed in green.
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If a device model's template is modified in any way, the Serial Number status
parameter status/device/serial_number must be added to the template.

 Edit configuration template values

display/language ITCS_Language®

[SE)
1

dm/report_config/paths s _name

dm/report_status/paths . status/ Wi, 3 @
status/ssl_ version_info/*, Lnumber

=

ems_server/keep_alive_period 1

[SIC]
s o

ems_server/provisioning/url SITCS_HTTP_OR_S%://%ITCS_HTTP_PROXY_IP%%[TCS_HTTP_PROXY_PORT%/

Actions

B Generate Global Configuration Template & Show Place Holders

SN status reporting is supported by the following models:
UC phones

Teams phones

Windows / Android based Meeting Room devices
Desktop / PC

See the device's User's & Administrator's Manual for parameter descriptions.

About the Template File

The template is an xml file. It defines how a device's configuration file will be generated. The
template shows two sections.

B The upper section defines the global parameters that will be in the global configuration file

B The lower section defines the private user parameters that will be in the device
configuration file

Restoring a Template to the Default

You can restore a template to the factory default at any time.

> To restore a template to the default:

B Click the Restore to default button (displayed only if a change was made); the template
and its description are displayed.

Downloading a Template

You can download a template, for example, in order to edit it in a PC-based editor.

> To download a template:

M Click the Download configuration template button and save the xml file in a folder on your
PC.
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Uploading an Edited Template

You can upload a template, for example, after editing it in a PC-based editor.

> To upload an edited template:

B Click the Upload template button and browse to the xm/ template file on your PC. The file
will be the new template for the phone model.

Generating an Edited Template

After editing a template, generate the cfg files for the users/devices with whom/which the
template is associated.

> To generate an edited template:

1. Click the Generate Configuration link located in the upper right corner of the screen,
shown in the figure below.

P Welcome Acladmin v @

[ Generate Configuration ﬁ I Metwork Topology ]

4+ Add New Template

2. Inthe Manage Multiple Users — Generate Configuration screen that opens shown in the
figure below, select the relevant users.

3. After selecting users, click the Generate Devices Configuration Files button

Defining Template Placeholders

Templates include placeholders whose values you can define. After defining values, the
placeholders are automatically resolved when you generate the template. For example,
placeholder %ITCS_TimeZonelocation% is replaced with local time. Placeholders can be
defined per tenant, model, etc. The cfg file includes default values and overwritten values
according to configured placeholders. If no placeholder is configured, the cfg file will include
only default values.

> To show placeholders:

1. Inthe Device Configuration Templates page (Setup > Configuration > Templates), click the
Edit button in the same row as the device model.
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& Device Audiocodes_C470HD_TEAMS Configuration Template

% Edit configuration template values

Configuration Set: NONE v
Configuration Key:

Configuration Value:

1

S5TCS_HTTR_OR_59%[S5TCS TP _PROKY_[FS&3:/TCS_HTT=_PROXY_PORTS

@ Edit Template & Download Template 2 Upload Template

B Generate Global Configuration Template B Show Place Holders

(1]
o
B

2. Click the Show Placeholders button.

Templates Place Holders

Template Model Device Parameter Description
‘Audocodes_GATOHD_TEAMS SMTCS_ServertPs
Audocodes_C4TOHD_TEAMS S4TCS_LinetAuthNames

Audocodes_GATOHD_TEAMS SATCS_LinetAuthPassword

‘Audocodes_C4TOHD_TEAMS saTes

Audocodes_GATOHD_TEAMS SMTCS_rverip

‘Audocodes_C4TOHD_TEAMS S4TCS_Language®t o Dispay Language - Determines the LCD user infrface anguage.

The figure above shows placeholders currently defined in the xml Configuration Template file
for the C470HD Teams phone. There are four kinds of placeholders: (1) System (2) Template (3)
Tenant (4) Devices.

M To add/edit/delete a template placeholder, see Adding a New Template Placeholder on
page 121 and Adding a New Template Placeholder on page 121

B To add/edit/delete a tenant placeholder, see Adding a New Tenant Placeholder on
page 123 and Editing a Configuration Template on page 115.

B To add/edit/delete a device placeholder, see Devices Placeholders on page 126 and
Changing a Device Placeholder Value on page 126

Viewing Default Placeholders Values

Before defining values for placeholders, you can view the default placeholders values.

> To view default placeholders values:

1. Open the Default Placeholders Values page (Setup > Settings > System Settings and then
click the More... option).
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Monitoring  Security (HTTP/S)  Default Device Configuration  Daylight Saving Time  1GS m
X UPLOAD FILE EXTENSIONS

Accept Extensions | .cab,.cer,.cfg,.crt,.csv.dfu.exe,id,.img, key,.zip Note: Use',"as delimeter of the extensions ( '.cfg,.img,.zip’ ). Save

i+

TEAMS SIP GATEWAY URL

URL

d Default Placeholders Values

8% LDAP Configuration

0 SBC Proxy Configuration

2. Click the Default Placeholders Values button.

DEFAULT PLACEHOLDERS VALUES
<
PLACEHOLDER ALUE DESCRIPTION
SETUP WIZARD M
%ITCS_ServerlP% 17217.123.200
USERS & DEVICES v -
“4ITCS_SipDigitMap®: et
SETHNGS %ITGS_TimeZoneNames: IST The Server TimeZone/Gountry name
System Setiings
4 %ITCS TimeZoneLocations: +02:00 The Server TimeZone offset format s +/cxx
Zero Touch Mapping
DHCP Optiens Configuration 5 %ITCS DayLightswitch 0
CONFIGURATION . 6 %ITCS_MwiVmNumber® 1000 The Voice Mail number
FIRMWARE v 7 %ITCS Version% 1677489290
IMPORT / EXPORT v 8 %ITCS._polycom_admin_password% 12345
SYSTEM - 9 %ITCS_polycom_passwords admin
10 %ITCS_polycom_user_name® admin
11 %ITCS_polycom_prov_password’
12 %ITCS_polycom_prov_user®s
13 %ITCS Language English Determines device display user interface language: English, Spanish or Russian
14 %ITCS_SRTP% 0
15 %ITCS_IPPhoneUsernames: admin The Device administration user name
16 %ITCS_IPPhonePasswords 1234 The Device administration password
17 %ITCS_destinations: /data/NBIF /ippmanager/generate/ configuration files lacation on the disk

Template Placeholders

You can edit the values defined for an existing template placeholder and/or you can add a new
template placeholder.

Editing Template Placeholders

You can edit the values for existing template placeholders.

> To edit values for existing template placeholders:

B Open the Template Placeholders page (Setup > Configuration > Template Placeholders):
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Template:

1 ITCS_FirmwareFilet:

5]

2ITCS_RegCountrys

3 %ITCS_SipDigitMap®:

Audiccodes_C4T0HD_TEAMS -

i= Template Placeholders Audiocodes_C470HD_TEAMS

& Copy Place Holders

@ Show Place Holders

The country name - need to use the correct..

Cigit map for the IPP e.g 4x0o: for 4 digit...

The page shows the placeholders and their values defined for a template.

> To edit a value of an existing template placeholder:

1. Click the adjacent Edit button.

& Device Manager Pro Menu

Device Model - Audiocodes_CATOHD_TEAMS

Description:

= Cancel

=) Save

2. Inthe 'Name' field, you can edit the name of the placeholder.

3. Inthe 'Value'field, you can edit the value of the placeholder.

4. Inthe 'Description' field, you can edit the placeholder description.

5. Click Save; the edited placeholder is added to the table.

Adding a New Template Placeholder

You can add a new template placeholder. A new placeholder can be added and assigned with a

new value.
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> To add a new template placeholder:
1. Open the Template Placeholders page (Setup > Configuration > Template Placeholders):
2. From the Template dropdown, select the template, e.g., Audiocodes_C470HD_TEAMS.

3. Click the Set Value to Place Holder button located in the upper right corner of the screen.

Set Value To Place Holder

Add new placehaolder for selected device model.

Device Model - Audiocodes_Ca4TOHD_TEAMS
Name
Value
Description:
i= Cancel B Save

4. Inthe 'Name' field, enter the name of the new placeholder.

5. Inthe 'Value' field, enter the value of the new placeholder.

6. Inthe 'Description' field, enter a short description for the new placeholder.
7. Click Save; the new placeholder is added to the table.

Tenant Placeholders

You can edit values for existing tenant placeholders and/or add new tenant placeholders.

Editing Tenant Placeholders

You can edit the values for existing tenant placeholders.

> To edit values for existing tenant placeholders:

1. Open the Tenant Configuration page (Setup > Configuration > Tenant Configuration):
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Select Tenant  pemo v

¥ Tenant Configuration

NONE v

personal_settings/blf_led_contrast 140 D

system/ntp/gmt_offset +08:00 L)

i= Tenant - Replacing the %ITCS_%) in the Template.

Filter: l:l S Copy Tenant Placeholders From # Add New Placeholder

2. Under the Tenant Placeholders section, select the placeholder and then click the Edit

button.

i Edit placeholder
Name

KEEF_ALIVE_TIME
Value
rd Y
(12d
. A
Tenant

Demo hd

i= Cancel B Save

3. Inthe 'Name' field, you can edit the name of the placeholder.
4. Inthe 'Value'field, you can edit the value of the placeholder.
5. From the 'Tenant' dropdown, you can select another tenant.

6. Click Save; the edited placeholder is added to the table.

Adding a New Tenant Placeholder

You can add a new tenant placeholder.

> To add a new tenant placeholder:

1. Open the Tenant Configuration page (Setup > Configuration > Tenant Configuration).
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Tenant Configuration

Select Tenant  Demo v

#* Tenant Configuration

Configuration Set: NONE v

Configuration Key: | Type key DST for IGSIS4B Y Features
DST for TEAMS
Configuration Value:

Activate Telnet access = Actions

Pin Lock
GAP Proflle

VocA
date_time/time_dst

=]

personal_settings/blf_lcd_contrast 140

=)

system/ntp/gmt_offset pass_12345

=

system/syslog/component/control_center 7

i= Tenant Placeholders - Replacing the PlaceHolders(%ITCS_%) in the Template.

I | S Copy Tenant Placeholders From  +Add New Placeholder

2. Under Tenant Configuration, provision devices using the 'Configuration Set' parameter and
the corresponding 'Configuration Key' and 'Configuration Value' parameters that are auto-
populated after selecting a device model.

e On the right side of the page, click the vertical ellipsis : and from the menu that pops
up shown in the preceding figure, select DST for IGS/SFB or DST for Teams and then
select AUTO, ENABLE or DISABLE. This menu provides a quick and friendly way to
configure Daylight Saving Time (DST) for Generic SIP / Skype for Business phones and
for Native Teams phones.

3. Under the lowermost Tenant Placeholders section of the page, click the +Add New
Placeholder button.

© Add new placeholder
Name
{ "
Value
Tenant

Demo hd

= Cancel Save

4. Inthe 'Name' field, enter / select the name of the new placeholder.
5. Inthe 'Value' field, enter the value of the new placeholder.

6. From the 'Tenant' dropdown, select a new tenant.
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7. Click Save; the new placeholder is added to the table.
Adding a New Site Placeholder

You can add a new site placeholder.

> To add a new site placeholder:

1. Open the Site Configuration page (Setup > Configuration > Site Configuration).

## Site Configuration

Configuration set: NONE v

Configuration Key:

Configuration Value:

i= Site PlaceHolders - Replacing the PlaceHolders(%[TCS_%) in the Template.

2. Under Site Configuration, provision devices using the 'Configuration Set' parameter and the
corresponding 'Configuration Key' and 'Configuration Value' parameters that are auto-
populated after selecting a device model.

3. Under the Site Placeholders section of the page, click the +Add new placeholder button.

Device Model - Audiocodes_CATOHD_TEAMS
Name
Value
Description:
= Cancel E) Save

4. From the 'Name' field drop-down, select the name of the new placeholder.
5. Inthe 'Value' field, enter the value of the new placeholder.

6. From the 'Site' drop-down, select a site to which the phone will automatically be
provisioned.
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Prior to version 7.8, Poly phones could only be provisioned to 'AutoDetection' by
default. As of version 7.8, the 'Site' drop-down allows selecting a site to which Poly
phones will also be automatically provisioned.

7. Click Save; the new placeholder is added to the table.

Devices Placeholders

You can change placeholders values for specific phones, for example, you can change
placeholders values for the enterprise CEQ's phone. You can also edit a device's placeholders
values.

Changing a Device Placeholder Value

> To change a device placeholder value:

1. Open the Manage Devices Placeholders page (Setup > Configuration > Devices
Placeholders):

i= Manage Devices Placeholders

Q

0 Add New Placeholder

Use the 'Filter' field to quickly find a specific device if many are listed. You can search for a
device by its name or by its extension

2. Select the device whose placeholder value you want to change and click Edit.

Change Device Placeholder

First - —  Last Showing 1 to 36 of 36 entries
Q
3000 3000 009081480207
3002 (non_register_device_009081484706) 3002 009081484706
3003 3003 00908f7605c4
a7 3227 00908f9defdd
ITEIO0E 39763005 00908161290d
arikk@audiocodesipprmd onmicrosoft.com arikk@audiocodesippnd onmicrosoft. com 0090EfSceeds

Key ~

(Default Value : )

Default Value
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3. Make sure the correct device is selected; the read-only 'Device' field is filled.
4. From the Key dropdown, choose the phone configuration key.

5. Enter the device's default value in the 'Default Value' field, and then click Save; the edited
device placeholder is added to the table.

The new default value is not automatically generated in the device's configuration file.
To generate it, choose the relevant device and then click the Generate
Configuration link.
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6 Troubleshooting

You can display system diagnostics to help troubleshoot problems and determine cause. System
diagnostics comprise:

B Logged activities performed in the Web interface
e Last logged activities
e Archived activities

B Logged activities performed in the Device Manager Pro
e last logged activities

e Archived activities

> To display system diagnostics:

1. Open the System Logs page (Troubleshoot > System Diagnostics).

= System Logs

Web Admin [ View
Activity @ View
Device Agent [ View

Displaying Last n Activities Performed in the Web Interface

> To display logged activities performed in the Web interface:

1. Click the View button next to Web Admin.

= Web Admin
‘Web Admin Log Level
5 Archive Filez b Log Level B Save

(] IPP_web_admin_loz.txt (30-05-2021 01:00:29) 10246 KE &

Show last log lines
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2. From the 'Log Level' dropdown select ERROR, WARN, INFO, DEBUGGING (default) or
VERBOSE — All Levels (Detailed).

3. From the 'Show last log lines' dropdown select 10, 20, 30, 40, 50 or 100.

4. View the generated IPP_web_admin_log.txt file.

£ Web Admin

Web Admin Log Level
(3 Archive Files (in] Log Level 8 Save

21 TPP_web_admin_log.cxt (30-05-2021 010028) 10246 KB &

Show last. loglines

Log file last lines

(LAST_ACTION_TIME, 'DD.MMYYYY
AM_PROPABLE_CAUSE, ALARM_ADDITIONAL_INFOL,
D IS EvEw =8 ) )

:41:28 31.210.130.57 eliC DEBUG: SELECT * FROM (SELECT ALARM_ID, ALARM GID, TO_CHAR(ALARM_RECIEVED_TIME, 'DD.MM.YYYY HH24:MI:SS') a5 ALARM_RECIEVED_TIME, TO_CHA
HH4IMIISS') a5 LAST_ACTION_TIVE, ALARM_REMOTE HOST, ALARM_NAME, ALARM_DESCRIPTION, TENANT_ID, ALARM_SEVERITY, ALARM_TYPE, ALARM_SOURCE, ALARM_UNIT TV
ROW_NUMBER () OVER (ORDER BY ALARM_RECTEVED_TTME DESC NULLS LAST) a5 R FROM (SELECT * FADM CURRENT_ALARNS WHERE ALARM_STATUS = @ AND (ALARM_UNIT_TYFE = 5)

WHERE R SETUEEN 1 and 58
11:42:81 195.189.193.1 acladmin DEBUG: Body to REST API EMS add action:
11:42:01 195.189.193.1 acladmin DEBUG: {"name”:"DHP_LOGIN®,"unitType":"System”, "source”:"OvOC Device Manager Pro",“operator”:"acladmin®,”description”:"Login successfully - user mame = acladmin®}

11:42:81 195.189.153.1 acladmin INFO: Login successfully namesacladmin server=195.189.193.1

11:52:36 127.8.6.1 DEBUG: get register status {"mac” : "8899Sfcsb23a”,"ip" i "192.168.1.211","subnet” : "255.255.255.8", "location” : "',"syncId" : "","model” : "CATEHD","fuversion" : "TEAMS 1.18.135","useragent"
3 "AUDC-IPPRoNe/C470HD_TEAVS 1.10.139%,"userfiane” : "erannsudiccodes.con”,"status” : "registered”,"siproxy” : "*,"sessionId” : "3dessdsc”,"userId” : "eranasudiocodes.con”, “phonenumber” :
8 odes. con”, Fa = d

"TEAMS_1.13.333", "userAgent”
i 2@audi nd.onmi crosoft . com”, "p

", "model” : "C435HD","fuVersion”
,"sessionId” : “cdbecsce”,"userId” :

12:60:29 127.8.8.1 DEBUG: get register status {"mac "18.16.2.27", "subnet” : "255.255.8.6","location"
: "AUDC-IPPNONe/C435HD_TEANS 1.13.333%, "userniame” : sipprnd.onmicrosoft. con”,"status” : “registered","sips
+ "amir2faudi ipprnd.onmicrosoft.con”, + "d7da 854769312"

5. Click Save to save the last logged activities performed in the Web interface and share the
log file with others.

Displaying Archived Activities Performed in the Web Interface

> To display archived activities performed in the Web interface:

1. Open the Web Admin page (Troubleshoot > System Diagnostics > Web Admin Logs).

Figure 6-1: System Logs

= Web Admin

Web Admin Log Level
(3 Archive Files (I} Log Level | DEBUGEING v B Save

(] IPP_weh_sdmin_loz.txt (30-03-2021 00:33:34) 10182 KB &

Show last laglines

2. Click the icon next to Archive Files.
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Figure 6-2:  Archive Files
Displaying Last n Activities Performed in Device Manager Pro

> To display last activities logged in the Device Manager Pro:

1. Inthe System Logs page, click View next to Activity.

= Activity

Activity

[0 Archive Files

) IPP_sctivity_log.csv (06-08-2017 03:57:09) 13.05 KB ﬂ

Show last EI log lines

From the 'Show last log lines' dropdown select 10, 20, 30, 40, 50 or 100.

2.

Activity
(5 Aschive Files B

23 TPP_activity_log.esv (06-09-2017 03:57:08) 13.05 KB n

Show last loglines

Log file last lines

acladmin,2017-69-06 14:31:11,16.38.2.9, LOGOUT, ADNIN, 0K, acladmin, 1ogout
»2817-09-06 14:21:32,127.9.9.1,ADD, USER, 0K, saneMacl9198405_20c loudbond365b. com, Success to create new User

»2817-09-66 12:21:32,127.9.8.1,DELETE, DEVICE, 0K, SameHac1¢198405_1@cloudbond3ssn. con 28998F123456,Success to delete device

to create new device

»2017-99-06 14:21:32,127.6.9.1, ADD, DEVICE, 0K
22017-99-06 14:21:50,10.38.2.9, LOGIN, PASSHORD, 0K, ac ladmin, Correct current passuord: =+ss o
acladmin,2617-89-06 14:21:50,18.38.2.9, LOGIN, ADMIN, 0K, acladmin, Success 1ogin user name-acladmin
acladnin, 2817-29-06 14:31:53,18.38.2.9, LOGOUT, ADHIN, 0K, acladmin, logout

acladmin, 2617-89-66 14:48:22,18.13.2.19,L0G0UT, ADNIN, 0K, acladnin, logout

»2017-99-86 14:57:89,19.13.2.1,LOGIN, PASSHORD, 0K, acladmin, Correct current passuord: *°%+* o

acladmin,2017-69-06 14:57:89,18.13.2.13, LOGIN, ADIN, 0K, acladmin, Success login user name=acladmin

Displaying Archived Activities Performed in Device Manager

Pro
> To display logged archived activities performed in the Device Manager Pro:

B Open the Activity page (Troubleshoot > Activity Logs).
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= Activity

2 Archive Filez I

(3] IPP _activity_loz.cav (30052021 01:33:00) I3.13KE &

Show last laglines

Collecting Logs
The Device Manager enables network administrators to collect logs from AudioCodes phones /

devices for debugging purposes without needing to go to the phone / device.

For detailed information about the logs that are collected, see the Teams IP Phone
User's and Administrator's Manuals available on AudioCodes' website.

> To collect logs:

1. Inthe Monitor page (Monitor > Devices Status), click Actions adjacent to the listed phone
from which you want to get logs and then select the Collect Logs option from the pop-up
menu.

Devices Status T Display Columns | & Export | Reload
Q. Filter
Fist |~ provows [l vet~ | 1ot Q
Showing 1to 50 of 353 entries
o ® VIP BTOE v USER NAME - PHONE NUMBER  ~ MODEL. - FIRMWARE - 4 LAST UPDATE STATUS MAC ADDRESS  ~ IP ADDRESS - TENANT ~ GROUP ~
o teamsdevice 15@3PIP onmicrosof com i o @ CATOMD  TEAMS 110143 01.08.2021 10:20:11 00908fc8b285 10.50.10.185/ 14.141.117.85 L
@ Show Info
O ae @ Collect Logs s20a16@audiocodesippmd onmicrosaft com i o @ CHTOHD | TEAMS 114203 01.08.2021 10:16:15 009081cah269 1921602103 /58251262 L
2 Update Fimware
o ) christopherm@audiocodes com @ @ C450HD TEAMS_18.285 4 01.08.2021 10:05:45 0090819055b3 192.168.4.86/ 65.192.89.240 L
[T Open Web Admin
o & Reset Device HaimAtias1 @audiocodesipprnd onmicrosoft om i o @ GISOHD  TEAMS 114225 01.08.2021 09:52:10 009089 abres 10.16:2118/195.189.183.1 L
B Generate Configuration
o Varg@audiosodes. com I o @ CHTOHD | TEAMS_110.442 4 01.08.2021 09:47:15 o0s08eaR223 192.168.1.121/84229.249.160 v
@ Change Group
o 8 Delete Devices Status noame@audiocodes com i o @ C4TOHD  TEAMS_114257 01.08.2021 09:38:13. 00908fc8b27f 192168 6122 /84 95 243 50 L
More..
o orielk@audiocades.com i o @ CASOHD  TEAMS 114245 01.08.2021 08:30:08. 00908341115 1921681218 /176231221119 [

2. View the following notification:

lease wait for the device to upload the log files.
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& e This action might take a few minutes depending on the number and the size of
the logs. If a device is unavailable or if the action time is extended, a relevant icon
and notification is displayed for that device, for example: 'Collect Logs: waiting for
the Device'. It might be displayed for some time.

e Log files collected via the Device Manager are uploaded in the format of a .zip
file. The following zipped file is provided: bugreport-00908f9d6888-TEAMS _
1.14.455-2021-12-15-11-14-06.zip
After unzipping the .zip file, the log files become available to the network
administrator. The zipped file includes the following log files:

v blog files (media logs): app_process32.msrtc-0-3054496316.blog and
Skylib-0-3692023773.blog

v SessionID_For_Company_Portal_Logs.txt [this is the CP SSDI, not the logs;
the logs are sent to the server]
Logs collected via Microsoft’'s Teams admin center are included in the
bugreport so collection of logs via the Device Manager is similar to the
collection of logs via Microsoft’'s TAC. Logs from the TAC include logcat,
dumpsys, ANRs, Client Log, Call Policies File, Call Log Info File, Sky lib Log
Files, Media Log Files and CP.
Other logs collected are:

v AudioCodes’ configuration is packed into the bugreport

v DSPlogs

3. Alternatively, select the Show Info option and after making sure of the phone's identity,

click the Collect Logs link on the right side of the screen.

@ Device Manager DASHEOND  WONTOR  SCTUP  TROUBLESHOOT _€P05°4% o -

4. After the logs are collected, the Devices Status page displays & in the same row as the
device from which logs were collected as shown in the next figure. The icon is only
displayed if logs were collected for that device.

Device Manager &
] I [ 1

(!
s 5 8 B @
L T I ]

5. Click the icon to download the logs.
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7 Configuring Third-Party Vendor Devices

For detailed information about configuring third-party vendor devices, see also the
Device Manager for Third-Party Vendor Products Administrator's Manual.
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Performing Poly Configuration

Poly Trio devices, Poly VVX devices and Poly CCX 500/600 devices can be automatically pro-
visioned with templates per model from AudioCodes’ provisioning server.

The feature is an AudioCodes proprietary feature configured from the 'Poly Configuration' page
in the Device Manager (Setup > Configuration > Poly Configuration).

For more information, see the Device Manager for Third-Party Vendor Products Administrator's
Manual available from AudioCodes.
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Performing EPOS Configuration

The Device Manager enables network administrators to manage and monitor EPOS (Sennheiser)
headset devices (beta version). EPOS have a cloud-based EPOS Manager. AudioCodes' Device
Manager reflects the EPOS Manager.

> To configure EPOS device settings:

B From any page in the Device Manager, click the EPOS menu.

ODevice Manager DASEOAD  WONTOR  SETUP  TROUBLESWOOT  EP0S &

USERNANE NAME sTatus FIRMWARE FIRST FRMWARE FIRST SEEN LasTsEEN FRSTIP LasTie VENDOR

Znennao (ex) Liu 208PT660 D 1419 1238 Mey 62021, 0959 May 62021,0959 1010013568 1010013566 eros
ADAPT 660 © 1419 1219 J1s2021,1120 Aug12021,0223 1038219 1038219 eros
70800 © 2121 2121 Jui1s2021,1116 Aug12021,0223 1038219 1038219 eros
BTD800USB for Lync. 2135 2135 My 62021, 0943 Jun242021,0259 10100139586 1010014062 epos
BTD800USB for Lync 2135 2135 My 62021, 0943 Jun242021,0259 10100139586 1010014062 epos
BTDB00USB forLync 2167 2167 Mey32021, 1042 29 2021,0157 152168016 192166016 epos
MBs6ONS D 240 240 Mey32021,10:42 29 2021,0157 192168016 192166016 E
sowsBsEy D 1660 1560 My 62021, 0943 un242021,0259 1010013956 1010014062 E
SoWeoHS D 1660 1560 Mey 62021, 0943 Jun242021,0259 10100139586 1010014062 eros
izoBLUSE © 102 102 Moy 62021,09:43 Jun242021,0259 1010013956 1010014062 eros

A For detailed information about configuring EPOS device settings, see the:

e EPOS Manager Admin Manual available here
e Device Manager for Third-Party Vendor Products Administrator's Manual
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Configuring Phones to Operate in an OVR Deployment

You can configure phones to operate in an OVR (One Voice Resiliency) deployment.
See the One Voice Resiliency Configuration Note for a detailed description of OVR.

> To configure phones to operate in an OVR deployment:

1. Open the DHCP Options Configuration page (Setup > Settings > DHCP Options
Configuration).

2 DHCP Options Configuration

DHCP option 160 URL ['dhepoption160.cfg’)

OVOC accesses phones directly: htips:/fippdm.audiocodes.com/firmwarefiles;ipp/dhcpoption160.cfg.

OVOC sccesses phones via SBCHTTF Prowy: https:/[SEC_PROXY_IP:SEC_PROXY_PORT/firmuarefiles:ipp/httpproxy]

@ Edit Dhcpoption160.Cfg Template
& Download Dhcpoption160.Cfg Template
< Upload Dhcpoption160.Cfg Template

Bl Generate 'Dhcpoption160.Cfg’

Advanced: DHCP Option 160 With Tenant Configuration

2. Click the Edit dhcpoption160.cfg template button.
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Edit DHCP Option

ems_server/provisiening/url=<HTTP_OR_5=4/<IP_ADDRESS=/

provisioningimethod=5TATIC
provisioning/configurafion/url=<HTTP_0OR_S=//<IP_ADDRESS=/configfiles/

provisioningfirmwaredurl==HTTP_OR_S=:/<IP_ADDRESS=/firmwarefiles/

£S5 SEMVENUSEL_Namg=sysiem

&ms. sener/user password="VvIZOp55pM="}
security/ca_certificate/0/uri=http:/f<IP_ADDRESS=/ipp/admin/AudicCodes_filesiems_root_ca car

3. Customize dhcpoption160.cfg. Add the following lines:

outbound_proxy_address=<SBC IP address>
lync/sign_in/fixed_outbound_proxy_port=<SBC listening port>
lync/sign_in/use_hosting_outbound_proxy=1

4. Click Save; the phones are configured to operate in an OVR environment.

After configuring phones to operate in an OVR environment, you must configure their
template with the same settings.

-138 -



CHAPTER Device Manager Pro | Administrator's Guide

This page is intentionally left blank.

-139 -



International Headquarters
1 Hayarden Street,

Airport City

Lod 7019900, Israel

Tel: +972-3-976-4000

Fax: +972-3-976-4040

AudioCodes Inc.

80 Kingsbridge Rd
Piscataway, NJ 08854, USA
Tel: +1-732-469-0880

Fax: +1-732-469-2298

Contact us: https://www.audiocodes.com/corporate/offices-worldwide
Website: https://www.audiocodes.com/

Documentation Feedback: https://online.audiocodes.com/documentation-
feedback

©2023 AudioCodes Ltd.. All rights reserved. AudioCodes, AC, HD VolP, HD VolP Sounds Better, IPmedia,
Mediant, MediaPack, What's Inside Matters, OSN, SmartTAP, User Management Pack, VMAS, VolPer-
fect, VolPerfectHD, Your Gateway To VolP, 3GX, VocaNom, AudioCodes One Voice, AudioCodes Meeting
Insights, and AudioCodes Room Experience are trademarks or registered trademarks of AudioCodes Lim-
ited. All other products or trademarks are property of their respective owners. Product specifications
are subject to change without notice.

Document #: LTRT-91226

QC audiocodes



http://https//www.audiocodes.com/corporate/offices-worldwide
http://https//www.audiocodes.com/
https://online.audiocodes.com/documentation-feedback
https://online.audiocodes.com/documentation-feedback

	1    Introduction
	Commissioning and Provisioning
	Streamline Day-to-Day Operations
	Quality Assurance and Analytics
	About this Document

	2    Starting up | Logging in
	Viewing the About Screen

	3    Provisioning
	Zero Touch Provisioning
	Zero Touch Provisioning Process - Skype for Business Phone
	Zero Touch Provisioning – non Skype for Business Phone

	Using the Zero Touch Setup Wizard to Provision Devices
	Signing in to a Phone into which Another User is Signed

	Provisioning Devices without the Zero Touch Setup Wizard
	Before Implementing Zero Touch
	Configuring an Endpoints Group
	Preparing a Template for a Tenant/Model
	Uploading .img Firmware File to the Server
	Configuring DHCP Option 160 with a Tenant URL
	Configuring DHCP Option 160 with System URL


	Provisioning Android-based Teams Devices
	Configuring a Periodic Provisioning Cycle
	Configuring TimeZone and Daylight Savings
	Managing Devices with HTTPS
	Supported Parameters


	4    Configuring System Settings
	Configuring the LDAP Directory
	Adding Users & Devices in Generic SIP Environments
	Exporting 'System User' to zip File
	Adding Users and Devices Information to the csv File
	Importing the csv File

	Approving Users
	Skype for Business Environment
	Non-Skype for Business Environment

	Converting Skype for Business Phones to Teams SIP Gateway
	Configuring Microsoft Teams SIP Gateway URL
	Verifying that Microsoft SIP Gateway was Added
	Monitoring the Microsoft Teams Phone

	Converting Phones to Teams SIP Gateway

	5    Monitoring and Maintenance
	Getting the Latest Firmware Files
	Generating a Configuration File
	Updating Device Firmware

	Monitoring & Maintaining Meeting Rooms
	Upgrading Meeting Room Firmware
	RXV81 MTR on Android
	RXV200 MTR on Android Compute
	RXV100 MTR for Windows
	RXV80 Standalone Video Collaboration Bar
	RX-PAD Meeting Room Controller
	RX-PANEL Meeting Room Scheduler
	RX40 Audio Bar
	RXVCam10 Content Camera
	Upgrading Meeting Room Bundle Peripherals
	Desktop | PC Meeting Room

	Monitoring the Network from the Dashboard
	Viewing Network Topology
	Checking Devices Status
	Monitoring Alarms
	Searching for Alarms
	Performing Actions on Alarms
	Maintaining Users
	Searching for Users/Devices
	Adding a User
	Adding a Phone
	Editing a User
	Viewing Device Status
	Deleting a User

	Managing Multiple Users
	Applying a Configuration to a List of Users
	Maintaining Multiple Devices
	Managing Configuration Files
	Managing Firmware Files
	Viewing Your License
	Licensing Endpoints

	Enabling Calls to Emergency Numbers
	Managing Templates
	Selecting a Template
	Editing a Configuration Template
	About the Template File
	Restoring a Template to the Default
	Downloading a Template
	Uploading an Edited Template
	Generating an Edited Template
	Defining Template Placeholders
	Editing Template Placeholders
	Adding a New Template Placeholder
	Editing Tenant Placeholders
	Adding a New Tenant Placeholder
	Adding a New Site Placeholder
	Changing a Device Placeholder Value




	6    Troubleshooting
	Displaying Last n Activities Performed in the Web Interface
	Displaying Archived Activities Performed in the Web Interface
	Displaying Last n Activities Performed in Device Manager Pro
	Displaying Archived Activities Performed in Device Manager Pro
	Collecting Logs

	7    Configuring Third-Party Vendor Devices
	Performing Poly Configuration
	Performing EPOS Configuration
	Configuring Phones to Operate in an OVR Deployment


