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Notice 

Notice 

Information contained in this document is believed to be accurate and reliable at the time of 
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot 
guarantee accuracy of printed material after the Date Published nor can it accept responsibility for 
errors or omissions. Updates to this document can be downloaded from 
https://www.audiocodes.com/library/technical-documents. 

This document is subject to change without notice. 

Date Published: July-25-2023 

 

WEEE EU Directive 

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with 
unsorted waste. Please contact your local recycling authority for disposal of this product. 

Customer Support 

Customer technical support and services are provided by AudioCodes or by an authorized 
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes 
products and for contact information, please visit our website at 
https://www.audiocodes.com/services-support/maintenance-and-support. 

Stay in the Loop with AudioCodes 

             

Abbreviations and Terminology 

Each abbreviation, unless widely used, is spelled out in full when first used. 

Document Revision Record 

LTRT Description 

29314 Initial document release for CUCM Version 14.0.1 and SBC Version 7.4. 

Documentation Feedback 

AudioCodes continually strives to produce high quality documentation. If you have any comments 
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form 
on our website at https://online.audiocodes.com/documentation-feedback. 

https://www.audiocodes.com/library/technical-documents
https://www.audiocodes.com/services-support/maintenance-and-support
https://online.audiocodes.com/documentation-feedback
http://www.twitter.com/audiocodes
http://www.facebook.com/audiocodes
http://www.linkedin.com/companies/audiocodes
http://www.youtube.com/user/audioserge
http://blog.audiocodes.com/


1. Introduction SBC with CUCM and Teams DR 

 

- 1 - 

1 Introduction 
This Configuration Note describes how to set up the AudioCodes Session Border Controller 
(hereafter, referred to as SBC) for interworking between Cisco CUCM and Microsoft's Teams Direct 
Routing environment. 

You can also use AudioCodes' SBC Wizard tool to automatically configure the SBC based on this 
interoperability setup. However, it is recommended to read through this document to better 
understand the various configuration options. For more information on AudioCodes' SBC Wizard 
including the download option, visit AudioCodes website at 
https://www.audiocodes.com/partners/interoperability-list. 

1.1 Intended Audience 

This document is intended for engineers, or AudioCodes and Cisco CUCM partners who are 
responsible for installing and configuring Cisco CUCM and Microsoft's Teams Direct Routing Service 
for enabling VoIP calls using AudioCodes SBC. 

1.2 About Microsoft Teams Direct Routing 

Microsoft Teams Direct Routing allows connecting a customer-provided SBC to the Microsoft Phone 
System. The customer-provided SBC can be connected to almost any telephony trunk, or connect 
with third-party PSTN equipment. The connection allows: 

Â Using virtually any PSTN trunk with Microsoft Phone System 

Â Configuring interoperability between customer-owned telephony equipment, such as third-
party PBXs, analog devices, and Microsoft Phone System 

1.3 About AudioCodes SBC Product Series 

AudioCodes' family of SBC devices enables reliable connectivity and security between the 
Enterprise's and the service provider's VoIP networks. 

The SBC provides perimeter defense as a way of protecting Enterprises from malicious VoIP attacks; 
mediation for allowing the connection of any PBX and/or IP-PBX to any service provider; and Service 
Assurance for service quality and manageability. 

Designed as a cost-effective appliance, the SBC is based on field-proven VoIP and network services 
with a native host processor, allowing the creation of purpose-built multiservice appliances, 
providing smooth connectivity to cloud services, with integrated quality of service, SLA monitoring, 
security and manageability. The native implementation of SBC provides a host of additional 
capabilities that are not possible with standalone SBC appliances such as VoIP mediation, PSTN 
access survivability, and third-party value-added services applications. This enables Enterprises to 
utilize the advantages of converged networks and eliminate the need for standalone appliances. 

AudioCodes SBC is available as an integrated solution running on top of its field-proven Mediant 
Media Gateway and Multi-Service Business Router platforms, or as a software-only solution for 
deployment with third-party hardware. The SBC can be offered as a Virtualized SBC, supporting the 
following platforms: Hyper-V, AWS, AZURE, AWP, KVM and VMWare. 

https://www.audiocodes.com/partners/interoperability-list
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2 Component Information 

2.1 AudioCodes SBC Version 

Table 1: AudioCodes SBC Version 

SBC Vendor AudioCodes 

Models Â Mediant 500/L Gateway & E-SBC 
Â Mediant 800B/C Gateway & E-SBC 
Â Mediant 1000B Gateway & E-SBC 
Â Mediant 2600 E-SBC 
Â Mediant 4000/B SBC 
Â Mediant 9000/9030/9080 SBC 
Â Mediant Software SBC (VE/SE/CE) 

Software Version 7.40A.500.017 or later 

Protocol Â SIP/UDP or SIP/TCP (to the Cisco CUCM SIP Trunk) 
Â SIP/TLS (to the Teams Direct Routing) 

Additional Notes None 

2.2 Cisco CUCM Version 

Table 2: Cisco CUCM Version 

Vendor/Service Provider Cisco 

SSW Model/Service CUCM 

Software Version 14.0.1 

Protocol SIP 

Additional Notes None 

2.3 Microsoft Teams Direct Routing Version 

Table 3: Microsoft Teams Direct Routing Version 

Vendor Microsoft 

Model Teams Phone System Direct Routing 

Software Version v.2023.6.29.3 

Protocol SIP 

Additional Notes None 
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2.4 Interoperability Test Topology 

Microsoft Teams Direct Routing can be implemented in the Enterprise or Hosting Models. 

2.4.1 Enterprise Model Implementation 

The interoperability testing between AudioCodes SBC and Cisco CUCM with Teams Direct Routing 
Enterprise Model was done using the following topology setup: 

Â Enterprise deployed with Cisco CUCM as IP-PBX, analog devices and the administrator's 
management station, located on the LAN. 

Â Enterprise deployed with Microsoft Teams Phone System Direct Routing Interface located on 
the WAN for enhanced communication within the Enterprise. 

Â AudioCodes SBC is implemented to interconnect between the Cisco CUCM in the Enterprise 
LAN and Microsoft Teams on the WAN. 

¶ Session: Real-time voice session using the IP-based Session Initiation Protocol (SIP). 

¶ Border: IP-to-IP network border - the Cisco CUCM is located in the Enterprise LAN and 
the Microsoft Teams Phone Systems is located in the public network. 

The figure below illustrates this interoperability test topology: 

Figure 1: Interoperability Test Topology between SBC and Microsoft Teams Direct Routing Enterprise Model 
with Cisco CUCM14 

Enterprise Network

DMZ

Management 

Station (OAMP)

CUCM14

Session Border Controller

LAN

Internet
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Firewall
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2.4.2 Environment Setup 

The interoperability test topology includes the following environment setup: 

Table 4: Environment Setup 

Area Setup 

Network Â Microsoft Teams Direct Routing environment is located on the 
9ƴǘŜǊǇǊƛǎŜϥǎ όƻǊ {ŜǊǾƛŎŜ tǊƻǾƛŘŜǊΩǎύ ²!b 

Â Cisco CUCM is located on the LAN 

Signaling 
Transcoding 

Â Microsoft Teams Direct Routing operates with SIP-over-TLS transport 
type 

Â Cisco CUCM operates with SIP-over-UDP or SIP-over-TCP transport 
type 

Codecs Transcoding Â Microsoft Teams Direct Routing supports G.711A-law, G.711U-law, 
G.729, G.722 and SILK (NB and WB) coders 

Â Cisco CUCM supports G.711A-law, G.711U-law, G.722 and Opus 
coders  

Media Transcoding Â Microsoft Teams Direct Routing operates with SRTP media type 
Â Cisco CUCM operates with RTP media type 

2.4.3 Infrastructure Prerequisites 

The table below shows the list of infrastructure prerequisites for deploying Microsoft Teams Direct 
Routing. 

Table 5: Infrastructure Prerequisites 

Infrastructure Prerequisite Details 

Certified Session Border Controller (SBC) See Microsoft's document Plan Direct Routing. 

SIP Trunks connected to the SBC 

Office 365 Tenant 

Domains 

Public IP address for the SBC 

Fully Qualified Domain Name (FQDN) for the SBC 

Public DNS entry for the SBC 

Public trusted certificate for the SBC 

Firewall ports for Direct Routing Signaling 

Firewall IP addresses and ports for Direct Routing Media 

Media Transport Profile 

Firewall ports for Teams Clients Media 
 

2.4.4 Known Limitations 

There were no limitations observed in the interoperability tests done for the AudioCodes SBC 
interworking between Microsoft Teams Direct Routing and Cisco CUCM. 

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan
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3 Configuring Teams Direct Routing 
This section describes how to configure Microsoft Teams Direct Routing to operate with AudioCodes 
SBC. 

3.1 Prerequisites 

Before you begin configuration, make sure you have the following for every SBC you want to pair: 

Â Public IP address 

Â FQDN name matching SIP addresses of the users 

Â Public certificate, issued by one of the supported CAs 

3.2 SBC Domain Name in the Teams Enterprise Model 

The SBC domain name must be from one of the names registered in 'Domains' of the tenant. You 
cannot use the *.onmicrosoft.com tenant for the domain name. For example, in Figure 2, the 
administrator registered the following DNS names for the tenant: 

Table 6: DNS Names Registered by an Administrator for a Tenant 

DNS name Can be used for 
SBC FQDN 

Examples of FQDN names 

ACeducation.info Yes Valid names: 

Â sbc.ACeducation.info 
Â ussbcs15.ACeducation.info 
Â europe.ACeducation.info 

Invalid name: 

sbc1.europe.ACeducation.info (requires registering 
domain name europe.atatum.biz in 'Domains' first) 

adatumbiz.onmicrosoft.com No Using *.onmicrosoft.com domains is not supported for 
SBC names 

hybridvoice.org Yes Valid names: 

Â sbc1.hybridvoice.org 
Â ussbcs15.hybridvoice.org 
Â europe.hybridvoice.org 

Invalid name: 

sbc1.europe.hybridvoice.org (requires registering 
domain name europe.hybridvoice.org in 'Domains' 
first) 

Users can be from any SIP domain registered for the tenant. For example, you can provide users 
user@ACeducation.info with the SBC FQDN int-sbc1.audctrunk.aceducation.info so long as both 
names are registered for this tenant. 

mailto:user@adatum.biz
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Figure 2: Example of Registered DNS Names 

  

During creation of the Domain, you will be forced to create public DNS record  
(int-sbc1.audctrunk.aceducation.info in our example.) 

3.3 Example of the Office 365 Tenant Direct Routing 
Configuration 

Configuration can be done using the web or with PowerShell.  

For the web, login to the Teams Admin Center (https://admin.teams.microsoft.com) with Tenant 
Administrator credentials. 

Figure 3: Teams Admin Center 

  

https://admin.teams.microsoft.com/
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3.3.1 Adding New SBC to Direct Routing 

The procedure below describes how add a new SBC to Direct Routing. 

To add New SBC to Direct Routing: 

1. In the web interface, select Voice, and then select Direct Routing. 

2. Under SBCs click Add. 

Figure 4: Add new SBC to Direct Routing 

 

3. Configure SBC. 

Figure 5: Configure new SBC 
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You can use the following PowerShell command for creating a new Online PSTN Gateway: 

New- CsOnlinePSTNGateway  - Identity int -

sbc1.audctrunk.aceducat ion.info  - SipSignalingPort 5061  -

ForwardCallHistory $True - ForwardPai $True - MediaBypass $True -

Enabled $True  
 

3.3.2 Adding Voice Route and PSTN Usage 

The procedure below describes how add a voice route and PSTN usage. 

To add voice route and PSTN usage: 

1. In the web interface, under Direct Routing, select Voice routes, and then click Add. 

Figure 6: Add New Voice Route 
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2. Create a new Voice Route and associate it with the SBC, configured in the previous step. 

Figure 7: Associate SBC with new Voice Route 

 

3. Add new (or associate existing) PSTN usage. 

Figure 8: Associate PSTN Usage with New Voice Route 
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The same operations can be done using following PowerShell commands: 

4. Creating an empty PSTN Usage: 

Set - CsOnlinePstnUsage  - Identity Global - Usage @{Add=" Interop "}  

5. Creating new Online Voice Route and associating it with PSTN Usage: 

New- CsOnlineVoiceRoute  - Identity " audc - interop " - NumberPattern 

"^ \ +" - OnlinePstnGatewayList int -

sbc1.audctrunk.aceducation.info  - Priority 1 - OnlinePstnUsages 

" Interop "  

3.3.3 Adding Voice Routing Policy 

The procedure below describes how add a voice routing policy. 

To add voice routing policy: 

1. In the web interface, under Voice, select Voice routing policies and click Add. 

Figure 9: Add New Voice Routing Policy 

 

2. Create a new Voice Routing Policy and associate it with PSTN Usage, configured in the 
previous step. 
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Figure 10: Associate PSTN Usage with New Voice Routing Policy 

 

The same operations can be done using following PowerShell command: 

New- CsOnlineVoiceRoutingPolicy "audc - interop" - OnlinePstnUsages 

"Interop"  
 

 

The commands specified in Sections 3.3.4 and 3.3.5, should be run for each Teams user in 
the company tenant. 

 

3.3.4 Enabling Online User 

Use the following PowerShell command for enabling online user: 

Set - CsPhoneNumberAssignment - Identity user1@company.com  -

EnterpriseVoiceEnabled $true  

Set - CsPhoneNumberAssignment - Identity user1@company.com  -

PhoneNumber +12345678901 - PhoneNumberType  DirectRouting  

3.3.5 Assigning Online User to the Voice Routing Policy 

Use following PowerShell command for assigning online user to the Voice Route: 

Grant - CsOnlineVoiceRoutingPolicy - PolicyName "audc - interop" -

Identity user1@company.com  
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4 Configuring Cisco CUCM 
This section describes how to configure the Cisco Unified Communications Manager. 

4.1 Log in to Cisco Unified Communications Manager 

The procedure below describes how to log in to the Cisco CUCM Administration interface. 

To log in to the Cisco Unified CM Administration interface: 

1. Log in to the Cisco Unified CM Administration by entering the IP address of the Cisco Unified 
Communications Manager (CUCM) in the Web browser address field. 

Figure 11: Cisco Unified CM Administration 

 

2. In the 'Username' field, enter the user name. 

3. In the 'Password' field, enter the password. 

4. Click Login. 

4.2 Creating a New Trunk 

This section describes how to create a new trunk. 

To create a new trunk: 

1. From the Device menu drop-down list, select Trunk. 

2. Click Add New. 

Figure 12: Trunk page 

 

3. Select Trunk Type ς SIP Trunk. 

4. Click Next. 
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Figure 13: Create Trunk Page 

 

5. In the Device Name field, enter a unique SIP Trunk name and optionally provide a description. 

6. From the Device Pool drop-down list, select a device pool. 

Figure 14: SIP Trunk Settings Page 

 

7. Select the 'Redirecting Diversion Header Delivery ς Outbound' check box. 

Figure 15: Redirecting Diversion Header Delivery 

 

8. Enter the Destination Address and Destination Port of the AudioCodes SBC. 

Figure 16: SIP Information Section 
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9. From the SIP Trunk Security drop-down list, select a profile. 

10. From the SIP Profile drop-down list, select a profile. 

11. Click Save. 

4.3 Creating a New Route Pattern 

This section describes how to create a new route pattern. 

To create new Route Pattern: 

1. From the Call Routing menu drop-down list, go to the Route/Hunt menu and select Route 
Pattern. 

Figure 17: Route Pattern page 

 

2. Click Add New. 

3. Enter a Route Pattern according to schema (optionally provide a description). 

4. From the Gateway/Route List drop-down list, select the SIP Trunk device name. 
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Figure 18: Create Route Pattern Page 

 

5. Click Save. 

Figure 19: Added Route Pattern 

 



4. Configuring Cisco CUCM SBC with CUCM and Teams DR 

 

- 16 - 

Figure 20: Added Trunk 
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