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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor Gactépt responsibility for
errors or omissions. Updates to this document can be downloaded from
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WEEE EU Directive
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1.1

1.2

1.3

Introduction

This Configuration Note describes how to set up the AudioCdlession Border Controller
(hereatter, referred to aSBQ for interworking betweerCisco CUCMNd Microsoft's Teams Direct
Routing environrant.

You can also use AudioCodes' SBC Wizard tool to automatically configure the SBC based on this
interoperability setup. However, it is recommended to read through this document to better
understand the various configuration options. For more informatiorAudioCodes' SBC Wizard
including the download option, visit AudioCodesbsite at
https://www.audiocodes.com/partners/interoperabilitjist.

Intended Audience

This document is intended for engineers, or AudioCodes @msto CUCNpartners who are
responsible for installing and configuri@@isco CUCMnd Microsoft's Tams Direct Routing Service
for enabling VolP calls using AudioCodes SBC.

About Microsoft Teams Direct Routing

Microsoft Teams Direct Routing alloesnnectinga customesprovided SBC to the Microsoft Phone
System. The customgarovided SBC can be connectéal almost any telephony trunk, or connect
with third-party PSTN equipment. The connection allows:

A Using virtually any PSTN trunk with Microsoft Phone System

A Configuring interoperability betweecustomerownedtelephony equipment, such as third
party PBXsanalogdevicesand Microsoft Phone System

About AudioCodes SBC Product Series

AudioCodes' family of SBC devices enables reliable connectivity and security between the
Enterprise's and the service provider's VolP networks.

The SBC providgerimeter defense as a way of protecting Enterprises from malicious VolP attacks;
mediation for allowing the connection of any PBX and/ePBX to any service provider; and Service
Assurance for service quality and manageability.

Designed as a cosffective appliance, the SBC is based on figloven VolP and network services

with a native host processor, allowing the creation of purpbsét multiservice appliances,
providing smooth connectivity to cloud services, with integrated quality of servicen8hitoring,

security and manageability. The native implementation of SBC provides a host of additional
capabilities that are not possible with standalone SBC appliances such as VolP mediation, PSTN
access survivability, and thighrty valueadded service applications. This enables Enterprises to
utilize the advantages of converged networks and eliminate the need for standalone appliances.

AudioCodes SBC is available as an integrated solution running on top of Hsréedth Mediant
Media Gateway and Mti-Service Business Router platforms, or as a softwalg solution for
deployment with thirdparty hardware. The SBC can be offered as a VirtuaBB&tkupporting the
following platforms: Hype¥, AWS, AZUREWP KVM and VMWare.
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2 Component Information

2.1 AudioCodes SBC Version

Tablel: AudioCodes SBC Version

SBC Vendor AudioCodes

Models Mediant 500/L Gateway &EBC
Mediant 800B/C Gateway &EBC
Mediant 1000B Gateway &E&EBC
Mediant 2600 ESBC

Mediant 4000/B SBC
Mediant9000/9030/9080 SBC
Mediant Software SBC (VE/SE/CE)

Software Version 7.40A.500.017 or later

Protocol A SIP/UDP or SIP/TCP (to thisco CUCIBIP Trunk)
A SIP/TLS (to the Teams Direct Routing)

Additional Notes None

> > 3>

> > > >

2.2 Cisco CUCMersion

Table2: Cisco CUCMersion

Vendor/Service Provider Cisco
SSW Model/Service CUCM
Software Version 14.0.1
Protocol SIP
Additional Notes None

2.3  Microsoft Teams Direct Routing Version

Table3: Microsoft Teams Direct Routing Version

Vendor Microsoft

Model Teams Phone System Direct Routing
Software Version v.2023.6.29.3

Protocol SIP

Additional Notes None
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2.4  Interoperability Test Topology

Microsoft Teams Direct Routing can be implemented inEheerpriseor HostingModels.

24.1 Enterprise Model Implementation

The interoperability testing between AudioCodes SBCGisdo CUCMith Teams Direct Routing
Enterprise Model was done using the following topology setup:

A Enterprise deployed with Cisco CUCM aBRBX, analog devisend the administrator's
management station, located on the LAN

A Enterprise deployed with Microsoft Teams Phone System Direct Routing Interface located on
the WAN for enhanced communication within the Enterprise

A AudioCodes SBC is implemented to interatrbetween the Cisco CUCM in the Enterprise
LAN and Microsoft Teams on the WAN

1  SessionRealtime voice session using the-b@sed Session Initiation Protocol (SIP).

1  Border:IPto-IP network border the Cisco CUCH4 located in the Enterprise LAN and
the Microsoft Teams Phone Systems is located in the public network.

The figure below illustrates this interoperability test topology:

Figurel: Interoperability Test Topology between SBC and Microsoft Teams Direct Routing Enterprise Model
with Cisco CUCM
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2.4.2  Environment Setup

The interoperability test topology includes the followgi environment setup:
Table4: Environment Setup

Area Setup

Network A Microsoft Teams Direct Routing environment is located on the
9YGSNIINRaSUa 62N { SNDAOS t NRLC

A Cisco CUCH4 locatal on the LAN
Signaling A Microsoft Teams Direct Routing operates with-8Vr-TLS transpor
Transcoding type _
A Cisco CUCMperates with SHever-UDP or SHBver-TCP transport
type

=

Microsoft Teams Direct Routing supports G.714%, G.711taw,
G.729, G.722 and SILK (NB and WB) coders
A Cisco CUCRupports G.711Aaw, G.711daw, G.722 and Opus
coders
Media Transcoding A Microsoft Teams Direct Routing operates with SRTP media type
A Cisco CUCMperates with RThedia type

Codecs Transcoding

2.4.3 Infrastructure Prerequisites

The table below shows the list of infrastructure prerequisites for deploying Microsoft Teams Direct

Routing.
Table5: Infrastructure Prerequisites
Infrastructure Prerequisite Details
Certified Session Border Controller (SBC) See Microsoft's documerRlan Direct Routing

SIP Trunks connected to the SBC

Office 365Tenant

Domains

Public IP address for the SBC

Fully Qualified Domain Name (FQDN) for the SBC
Public DNS entry for the SBC

Public trusted certificate for the SBC

Firewall ports for Direct Routing Signaling

Firewall IP addresses and ports Rirect Routing Media
Media Transport Profile

Firewall ports for Teams Clients Media

244 Known Limitations

There were no limitations observed in the interoperability tests done for the AudioCodes SBC
interworking between Microsoft Teams Direct Routingl&isco CUCM
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3 Configuring Teams Direct Routing

This section describes how to configure Microsoft Teams Direct Routing to operate with AudioCodes
SBC.

3.1 Prerequisites

Before you begin configuration, make sure you have the following for every SBC you want to pair:

A Public IP address
A FQDN name matching SIP addresses of the users
A Public certificate, issued by one of the supported CAs

3.2 SBC Domain Name in thilekams Enterprise Model

The SBC domain name must be from one of the names registered in 'Domains' of the tenant. You
cannot use the*.onmicrosoft.com tenant for the domain name. For example, kigure2, the
administrator registered the following DNS names for the tenant:

Table6: DNS Names Registered by an Administrator for a Tenant

DNS name Can be used for Examples of FRQN names
SBC FQDN
ACeducation.info Yes Valid names
A sbc.ACeducation.info

ussbcs15.ACeducation.info
europe.ACeducation.info

Invalid name:

sbcl.europe.ACeducation.info (requires registering
domain name europe.atatum.biz in 'Domains' first)

> >

adatumbiz.onmicrosoft.com No Using*.onmicrosoft.comdomains is not supported fol
SBC names
hybridvoice.org Yes Valid names

A sbcl.hybridvoice.org
A ussbcs15.hybridvoice.org
A europe.hybridvoice.org

Invalid name:
sbcl.europe.hybridvoice.org (requires registeyi

domain name europe.hybridvoice.org in ‘Domains'
first)

Users can be from any SIP domain registered for the tenant. For example, you can provide users
user@ACeducation.infwith the SBC FQDMt-sbcl.audctrunk.aceducation.infgo long as both
names are registered for this tenant.
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Figure2: Example of Registered DNS Names

Microsoft 365 admin center
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During creation of the Domain, you will be forced to create public DNS record
(int-sbcl.audctrunk.aceducation.infm our example.)

3.3  Example of the Office 365 Tenant Direct Routing
Configuration

Configuration can be done using the web or with PowerShell.

For the web, login to the Teams Admin Centaitfs://admin.teams.microsoft.copwith Tenant
Administrator credentials.

Figure3: Teams Admin Cente

- o
©j Dashboard - Microsoft Teamsad X+

C & adminteamsmicrosoft.com, % @ incognito

i Microsoft Teams admin center

Dashboard

838
A Microsoft Teams upgrade Deploying Teams workload
5] Planning your upgrade to Teams
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° Online into Microsoft Teams to deliver a single hub for
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E) have resources and tools available to assist you in planning < ~ driven Planner pl

and upgrading some or all of your users to Teams. resources to sirsamling the ro
- =7
@

User search
)
— ch by display or username Q
&
® Recent searches will show up here.
@

View users

@ Need help? Give feedback
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Adding New SBC to Direct Routing
The procedure below describes how add a new SBC to Direct Routing.

To add New SBC to Direct Routing:
1. Inthe web interface, seleatoice and thenselectDirect Routing
2. Under SBCs cliéldd.

Figure4: Add new SBC to Direct Routing
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SBC with CUCM and Teams DR
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3.

Configure SBC.

Edit SBC - Microsoft Teams admi X +

c @& admin.teams.microsoft.com,

Figureb: Configure new SBC
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3.3.2

You can use the following PowerShell command for creating a new Online PSTN Gateway:

New CsOnlinePSTNGateway - Identity int -

sbcl.audctrunk.aceducat ion.info - SipSignalingPort 5061 -
ForwardCallHistory $True - ForwardPai $True - MediaBypass $True -
Enabled $True

Addng Voice Route and PSTN Usage
The procedure below describes how add a voice route and PSTN usage.

To add voice route and PSTN usage:

1. Inthe web interface, undebirect Routing selectVoice routes and then clickAdd.

Figure6: Add New Voice Route
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2.

Create a new Voice Route and associate it with the SBC, configured in the previous step.

Figure7: Associate SBC with new Voice Route

7y Add voice route - Microsoft Tean X+

=

3.

(¢]

Add new (or associate existing) PSTN usage.

& admin.teams.micros

SBCs enrolled
Choose the SBCs you would like to add.

1 item selected

int-sbc1.audctrunk.aceducation.info

[[] qa-sbct.audctrunk.aceducation.info

Cancel

Figure8: Associate PSTN Usage with New Voice Route
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‘You can add a new PSTN usage record or select
one from below.
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[_] SBCaas-PstnUsage W
[] Testisrael o}
(] Unrestricted (o]
[ Israel_Test [}
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3.3.3

The same operations can be done using following PowerShell commands:

4.

Qeating an empty PSTN Usage:

Set - CsOnlinePstnUsage - Identity Global - Usage @{Add=" Interop "}
Creating new Online Voice Route and associating it with PSTN Usage:

New CsOnlineVoiceRoute - Identity " audc - interop " - NumberPattern
"N\ +" - OnlinePstnGatewayList int -

sbcl.audctrunk.aceducation.info - Priority 1 - OnlinePstnUsages
“Interop "

Adding Voice Routing Policy

The procedure below describes how add a voice routing policy

To add voice routing policy:

1.

In the web interface, undevoice selectVoice routing policiesand clickAdd.

Figure9: Add New Voice Routing Policy

= (m)

7} Voice routing policies sof X+

& & o

® @

& B

Dashboard

Teams
\ Devices
Locations v Voice routing policies summary User statistics
I n
Custom policies

Users 1 o

. 17

v Default palic c cies Defau

Meetings

Messaging policies

Teams apps v -~ & Q Search &

Voice

C @ adminteams.microsoft.com, v @) incogrito

Microsoft Teams admin center & ? ]

Voice routing policies

The voice routing policy will be linked to a voice route through PSTN usage records below. You can add existing PSTN usage
records, change the order in which the usages will be processed. and assign the voice routing policy to users. Learn more

Name T Description PSTN usage records
Phone numbers
. Global (Org-wide default) Israel
Emergency policies
B s srael Israel
Direct Routing intil Interop

Voice routing policies

Call queues

Auto attendants

Call park policies @ Need help? Give feedback

Create a new Voice Routing Policy and associate it with PSTN Usage, configured in the
previous step.

-10-
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Figurel0: Associate PSTN Usage with New VoicelfRag Policy

PSTN usage records

You can add a new PSTN usage record or select
one from below.

1 item selected

+ Add

[=]]

] Israel

5]

Interop

T
L [N

The same operations can be done using following PowerShell command:

New CsOnlineVoiceRoutingPolicy "audc - interop" - OnlinePstnUsages
"Interop”

The commands specified in Secti@?3.4and3.3.5 should be rurfor eachTeams user ir
the company tenant.

3.3.4  EnabingOnline User

Use the following PowerShell command for enabling online user:

Set - CsPhoneNumberAssignment - Identity userl@company.com -
EnterpriseVoiceEnabled $true
Set - CsPhoneNumberAssignment - Identity userl@company.com -

PhoneNumber +12345678901 - PhoneNumberType DirectRouting

3.3.5 Assigning Online User to the Voice Routing Policy

Use following PowerShell command for assigning online user to the Voice Route:

Grant - CsOnlineVoiceRoutingPolicy - PolicyName "audc - interop"” -
Identity userl@company.com

-11-
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4 Configuring Cisco CUCM

This section describes how to configure the Cisco Unified Communications Manager.

4.1  Loginto Cisco Unified Communications Manager
The procedure below describes how to log in to the Cisco CUCM Administration interface.

To log in to the Cisco Unified CM Adnstration interface:

1. Log in to the Cisco Unified CM Administration by entering the IP address of the Cisco Unified
Communications Manager (CUCM) in the Web browser address field.

Figurell: Cisco Unified CM Administration

ICIIIIsIéIéI Cisco Unified CM Administration LA ISR Cisco Unified CM Adminstration ¥ | Go |

For Cisco Unified Communications Solutions

Cisco Unified CM Administration

Copyright @ 1999 - 2022 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptoaraphic products does not imply third-party authority to
import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

2. Inthe'Username' field, enter the user name.
3. Inthe 'Password' field, enter the password.
4.  ClickLogin

4.2  Creainga New Trunk
This section describes how to create a new trunk.

To create a new trunk:

1.  From theDevicemenu dropdown list, selecfrunk
2. ClickAdd New

Figurel2: Trunk page

alinl, - Cisco Unified CM Administration Navi
€1S€0  kor Cisco Unified Communications Solutions

Cisco Unified CM Administration « | GO

admin ocumentatiol About  Logout

System = CallRoutng v  Media Resources v  Advanced Features v  Device v  Application ~  User Wianagement v  Buk Administration v  Heip ~

Find and List Trunks

OF AddHew
Trunks
Find Trunks where Device Name - begins with = | [ clear Fiter |[ ][ =]
Select item or enter search text v
No active query. Please enter your search criteria using the options above.

3. Select Trunk TypeSIP Trunk
4.  ClickNext
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Figurel3: Create Trunk Page

aliili, - Cisco Unified CM Administration LEWEEEEEY Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

admin  Search Documentation  About  Logout

System v CallRouting v MediaResources Advanced Features v Device v  Applicaion v  User Management ~  Buk Administration v  Help

Trunk Configuration

»Nm

CEETENIITE Back To Find/List ~

‘ @ Status: Ready ‘

Trunk

Trunk Type® SIP Trunk M
Device Protocol* sIP -
Trunk Service Type* None(Default) -

@ *_ indicates required item.

5. IntheDevice Namdield, enter a unique SIP Trunk nanredaoptionally provide a description.
6. From theDevice Poolirop-down list, select a device pool.

Figurel4: SIP Trunk Settings Page
System ~ Call Routing ~ | Media Resources ~ | Advanced Features ~ fion +  User ~ Bulk ini ion =+ Help +

Trunk Configuration U5 R CH Back To Find/List
(i save P petete @ Reset o Acavew

 Statu. -
® Status: Ready

SIP Trunk Status:
Service Status: Unknown
Duration: Time In Full Service: 1 day 5 hours 28 minutes

r Device Information
Product: SIP Trunk
Device Protocal: sip
Trunk Service Type Mone(Default)
Device Name® SBC
Description 10.15.77.55
Device Pool* Default hd
Common Device Configuration < None > v
call Classification® Use System Default v
Media Resource Group List < Nonme > M
Location* Hub_None v
AAR Group < Mone > v
Tunneled Protocol® Nene v
QSIG Variant* No Changes v
ASN.1 ROSE OID Encoding* No Changes v
Packet Capture Mode™ Nene v
Packet Capture Duration o

7.  Select the 'Redirecting Diversion Header Delive®utbound' check box.

Figurel5: Redirecting Diversion Header Delivery

¥/ Redirecting Diversion Header Delivery - Outbound
Redirecting Party Transformation C55 < None > v
8. Enter the Destination Address and Destination Port of the AudioCodes SBC.

Figurel6: SIP Information Section

r SIP Information

Destination

) Destination Address is an SRV

Destination Address Destination Address IPv6 nation Port Status
1} [10.15.77.55 | |[s060 N/A

MTP Preferred Onginating Codec* 71itlulaw hi
BLF Presence Group® Standard Presence group v
STP Trunk Security Profile® Non Secure SIP Trunk Profile v
Rerouting Calling Search Space = Mone = v
Out-0Of-Dialog Refer Calling Search Space | < None = h
SUBSCRIBE Calling Search Space < None = v
SIP Profile® MP1xx-SIP_Profile ¥ | View Details
DTMF Signaling Method* No Preference v
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9. From theSIP Trunk Securitgrop-down list, select grofile.
10. From theSIP Profiledrop-down list, select a profile.
11. ClickSave

4.3  Creainga New Route Pattern
This section describes how to create a new route pattern.

To create new Route Pattern:

1. From theCall Routingnenu dropdown list, go to theRoute/Huntmenu and selecRoute
Pattern.

Figurel7: Route Pattern page

alialin  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

edia Resources =  Advanced Features » Device ~  Application - Uz

Dial Rules L4

oA Add N
Route Filter

7| Route/Hunt . Route Group
Servers I
SIP Route Patiern Local Route Group Names |
Find Serv Intercom L4 Route List @
Class of Confral 3 Route Patiern I Enter your =
Add Nev Client Matter Codes eemmeenena
Forced Authorization Codes Line Group
Translatien Pattern Hunt List
Call Park Hunt Pilot

Directed Call Park
Call Pickup Group

Directory Number

Dial Plan Installer

2. ClickAdd New

3. Enter a Route Pattern according to schema (optionally provide a description).
4. From theGateway/Route Listirop-down list, select the SIP Trunk devicensa

-14-



4. Configuring Cisco CUCM SBC with CUCM and Teams DR

Figurel8: Create Route Pattern Page

alinln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

Zystem + Call Roufing + Media Resources + Advanced Features + Device »  Application +  User Management = Bulk A«

Route Pattern Configuration

Q Save x Delete Copy I:% Add New

r Pattern Definition

Route Pattern® | |
Route Partition [ < Mone = ll
Description |To SBC |
Numbering Plan [-- Not Selected -- v |
Route Filter [< MNone = v
MLPP Precedence® | Default v

] Apply Call Blocking Percentage | |

Resource Priority Namespace Network Domain | < Mone = v |
Route Class® Default r |
Gateway/Route List™ SBC b | (Edit)
ute Option '® Route this pattern
) Black this pattern | No Error ¥ |
Call Classification® | Offet v
External Call Control Prefile | < Mone = v

|| allow Device Override ) Provide Outside Dial Tone || Allow Owerlap Sending O Urgent Priority

] Require Forced Authorization Code
Authorization Level* |D

O Require Client Matter Code

5.  ClickSave
Figurel9: Added Route Pattern

UEWLEWGLY Cisco Unified CM Administration v

admin Search Documentation About Logout

alilie  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System = Call Routing * Media Resources » Advanced Features v Device v App ion v User v Bulk inis jon * Help v

Find and List Route Patterns

E% Add New @ Select All @ Clear All a Delete Selected

Status

@ 2 records found

Route Patterns (1-20f2) Rows per Pagﬂ{ 50 v
Find Route Patterns where | Pattern v H begins with v H || Clear Filter |EI
] Pattern * Description Partition Route Filter Associated Device Copy
atter
[ @] 43X To SBC SBC [15Y
(m] OXXX CUBE Route List

‘ Add New H Select All H Clear All H Delete Selected
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Figure20: Added Trunk
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