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Notice

Information contained in this document is believed to be accurate and reliable at the time
of printing. However, due to ongoing product improvements and revisions, AudioCodes
cannot guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded
from https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: March-06-2025

Security Vulnerabilities

All security vulnerabilities should be reported to vulnerability@audiocodes.com.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
X f in & @&
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1 Overview

The One Voice Operations Center (OVOC) provides customers with the capability to easily and
rapidly provision, deploy and manage AudioCodes devices and endpoints. Provisioning,
deploying and managing these devices and endpoints with the OVOC are performed from a
user-friendly Web Graphic User Interface (GUI). This document describes the installation of the
OVOC server and its components. It is intended for anyone responsible for installing and
maintaining AudioCodes’ OVOC server and the OVOC server database.
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Pre-installation Information

This part describes the OVOC server components, requirements and deliverables.
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2

Managed VolP Equipment

Product

Table 2-1:

Gateway, SBC and MSBR Devices

Mediant 9000
SBC

Mediant 9030
SBC

Mediant 9080
SBC

Mediant 4000
SBC

Mediant 4000B
SBC

Mediant 2600 E-
SBC

Mediant 26008B E-
SBC

Mediant Software
SBC (Virtual
Edition)

Mediant Software
SBC (Cloud
Edition)

Mediant Software
SBC (Server
Edition)

Mediant3000 (TP-
8410 and TP-
6310)

Mediant 3100
SBC

Mediant 2000
Media Gateways

Mediant 1000
Gateway?!

Mediant 1000B
Gateway and E-
SBC

Mediant
800B Gateway
and E-SBC

Mediant 800C

Versions 7.0, 6.8

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2, 7.0, 6.8

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4,7.2,7.0

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2, 7.0, 6.8

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2 and 7.0

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4,7.2.2x,7.2,7.0, 6.8

The following products (and product versions) can be managed by this OVOC release:

Managed VolP Equipment

Supported Software Version

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2 (including support for MTC), 7.0, 6.8

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2 (including support for MTC), 7.0, 6.8

7.0 (SIP), 6.8 (SIP), 6.6 (SIP)

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.0

Version 6.6

Version 6.6 (SIP)

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4,7.2.,7.0, 6.8, 6.6

Versions 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4,7.2,7.0, 6.8, 6.6

Version 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2

IThis product does not support Voice Quality Management.



CHAPTER 2 Managed VolP Equipment ovocC | IomM

Product Supported Software Version
Mediant 6001 Version 6.6
Mediant 500 E- Version 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2
SBC
Mediant 500L E- Version 7.60A.xxx.xxx, 7.4.600, 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2
SBC
Mediant 1000B Version 6.6
MSBR
Mediant800 Versions 7.26.xx, 7.24.xx, 7.2, 6.8, 6.6
MSBR
Mediant500 Version 7.26.xx, 7.24.xx, 7.2, 6.8
MSBR
Mediant 500L Versions 7.26.xx, 7.24.xx, 7.2, 6.8
MSBR
Mediant 500Li Version 7.26.xx, 7.24.xx, 7.20.x.x
MSBR
Mediant 800Ci Version 7.26.xx, 7.24.xx
MSBR
MP-504 Version 7.26.xx
MP-508 Version 7.26.xx
MP-532 Version 7.26.xx
MediaPack MP- Version 6.6 (SIP)
11x series
MediaPack MP- Version 6.6 (SIP) Rev. D and E
124
MP-1288 Version 7.4.500, 7.4.400, 7.4.300, 7.4.200, 7.4.100, 7.4, 7.2.2x, 7.2
MP-202 Version 4.4.9 Rev. B, D and R
MP-204 Version 4.4.9 Rev. B, D and R
SBA2 Product

Microsoft Lync | | Mediant 800B SBA-Version 1.1.12.x and later and gateway Version 6.8

| | Mediant 1000B SBA-Version 1.1.12.x and later and gateway Version 6.8
| | Mediant 2000B SBA-Version 1.1.12.x and later and gateway Version 6.8
Microsoft Skype | | Mediant 800B SBA-Version 1.1.12.x and later and gateway Version 7.2
for Business | | Mediant 800C SBA-Version 1.1.12.x and later and gateway Version 7.2
| | Mediant 1000B SBA-Version 1.1.12.x and later and gateway Version 7.2
| | Mediant 2600B SBA-Version 1.1.12.x and later and gateway Version 7.0
CloudBond3
CloudBond 365 Version 7.6 (with MediantVersion 7.2.100 and later)
1As above
2As above

3To support Voice Quality Management for these devices, customers should add the
SBC/Media Gateway platform of the CloudBond 365 /CCE Appliances as standalone devices to
the OVOC. Once this is done, the SBC/Gateway calls passing through the CloudBond 365 /CCE
Appliances can be monitored.
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Product
Pro Edition

CloudBond 365
Enterprise Edition

CloudBond 365
Standard +
Edition

CloudBond 365
Standard

CloudBond 365

Supported Software Version

Version 7.6 (with MediantVersion 7.2.100 and later)

Version 7.6 (with Mediant800B Version 7.2.100 and later)

Version 7.6 (with Mediant 800B Version 7.2.100 and later)

Version 8.0.0 (Skype for Business 2019 and Microsoft Teams

User Management Pack 365

User
Management
Pack 365

User
Management
Pack 365 ENT

User
Management
Pack 365 SP
Version

Version 7.8.100

Version 8.0.0

8.0.450, 8.0.400, 8.0.300, 8.0.220, 8.0.200, 8.0.100

Meetings and Recordings

SmartTAP 360°
Live Recording

Meeting Insights
Voca
Conversational

Interaction
Center

Voice Al Connect

MIA OP (Meeting .

Insights On-
Prem) devices

Generic Applications

Fax and Auto-
Attendant (IVR)

Version 5.6, 5.5, 5.4, Ver. 5.3, Ver. 5.2, Ver. 5.1, Ver. 5.0, Version 4.3

Version 2.0.44.27

Version 8.4

Version 3.12

STT Server

| Diarization Server

Version 2.6.200

Microsoft Teams Direct Routing SBA

Mediant 800B
DR-SBA

Mediant 800C
DR-SBA

Mediant 1000B
DR-SBA

Mediant 2600B
DR-SBA

Mediant DR-SBA
Virtual Appliance

AudioCodes
Routing Manager
(ARM)

SBA Versions 1.0.1xx and later, 1.0.22 and 1.0.21 with SBC certified by Microsoft.

SBA Versions 1.0.1xx and later, 1.0.22 and 1.0.21 with SBC certified by Microsoft.

SBA Versions 1.0.1xx and later, 1.0.22 and 1.0.21 with SBC certified by Microsoft.

SBA Version 1.0.1xx and later with SBC certified by Microsoft.

SBA Version 1.0.1x.x and later with SBC certified by Microsoft.

Version 9.8
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Product

Supported Software Version

Device Management

Generic SIP
server/ SIP
Gateway Devices

Native Microsoft
Teams devices

Third-party
Vendor Products

Spectralink

Poly (SIP devices

Jabra

Jabra Headset
Support

EPOS

The following devices can operate as either Generic SIP servers or SIP Gateway devices:

From 2.2.16: 405, 405HD
From Version 3.4.8: 445HD, C450HD

From Version 3.5.0: 425HD

From Version 1.12.33: C435HD

From Version 1.8: C470HD

From Version 1.18: RXV81 Video Collaboration Bar

From AudioCodes AppSuite Version 1.0.0.0: MTRfW/RXV100 Video Meeting Bundles

]

]

]

]

]

] From Version 1.15: C455HD
]

]

| | From Version 2.2: RX-PANEL Meeting Room Scheduler

| | From Version 2.0.300: RX-PAD Meeting Room Controller
| From Version 2.2: RXV200

v From Version 2.6: AudioCodes RXVCam360

v From Version 2.4: AudioCodes RX15

v From Version 2.2: AudioCodes RXVCam50

v From Version 2.6: AudioCodes RXVCam70

| | From Version 2.3: C430HD

Spectralink 8440

only)

Poly Trio 8800
Poly VVX series
Poly CCX 500

Poly CCX 600

All Jabra devices that are supported by the Jabra Integration Service.

For a list of supported devices, see:

https://cdw-prod.adobecgms.net/content/dam/cdw/on-domain-cdw/brands/epos/fact-sheet-epos-manager-en.pdf

All Versions VolP equipment work with the SIP control protocol.

Bold refers to new product support and Version support.
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3 Hardware and Software Specifications

This section describes the hardware and software specifications of the OVOC server.

OVOC Server Minimum Requirements

The table below lists the minimum requirements for running the different OVOC server

platforms.
Table 3-1: OVOC Server Minimum Requirements
) Minimum Disk
. Recommended Disk
Resources Virtual Platform Memory Space (OS + Processors
Space (OS + Data)
Data)
Low Profile
VMWare ] VMware: ESXi 8.0 24 GiB 500 GB SSD 320 GiB | 1 core with at least
] VMware HA cluster: RAM 2.5 GHz
VMware ESXi 6.0 | 2 cores with at
least 2.0 GHz
HyperV | ] Microsoft Hyper-V 24 GiB 500 GB SSD 320 GiB | | 1 core with at least
Server 2016 RAM 2.5GHz
| Microsoft Hyper-V | | 2 cores with at
Server 2016 HA least 2.0 GHz
Cluster
Azure Size: D8ds_v4 32 GiB 500 GB SSD Premium 320GiB 8 vCPUs
AWS InstanceSize: m5.2xlarge 32GiB AWS EBS: General 320 GiB 8 vCPUs
Purpose SSD (GP2) 500
GB
High Profile
VMWare ] VMware: ESXi 8.0 40 GiB 1.2TBSSD 520 GiB 6 cores with at least 2
| ] VMware HA cluster: RAM GHz
VMware ESXi 6.0
HyperV | Microsoft Hyper-V 40 GiB 1.2 TB SSD 520 GiB) 6 cores with at least 2
Server 2016 RAM GHz
| Microsoft Hyper-V
Server 2016 HA
Cluster
Azure Size: D16ds_v4 64 GiB 2 TB SSD Premium 520 GiB 16 vCPUs
AWS InstanceSize: m5.4xlarge 64 GiB AWS EBS: General 520 GiB 16 vCPUs
Purpose SSD (GP2) 2TB
Bare Metal (HP DL360p Gen10)
- 64 GiB Disk: 2x 1.92 TB SSD | Intel ®Xeon
configured in RAID O ®Cascade Gold
6226R (16 cores
2.6 GHz each)
| Intel ®Xeon ® Gold
6126 (12 cores
2.60 GHz each)
SP Single
VMware: ESXi 8.0 and 256 GB Standalone mode: SSD ~1.25T SSD 24 cores at 2.60 GHz
VMware HA cluster: 6TB with Ethernet ports:
VMware ESXi 6.0 10GB ports
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OVOC Client Requirements

Table 3-2: OVOC Client Minimum Requirements

Resource 0VOC Client
Hardware Screen resolution: 1280 x 1024
Operating System Windows 10 or later
Memory 8 GB RAM

Disk Space
Processor

Web Browsers Mozilla Firefox version 120 and higher
Google Chrome version 119 and higher

Microsoft Edge Browser version 119 and higher

Scripts PHP Version 7.4

Angular 10.0

Bandwidth Requirements

This section lists the OVOC bandwidth requirements.

OVOC Bandwidth Requirements

The bandwidth requirement is for OVOC server <-> Device communication. The network
bandwidth requirements per device is 500 Kb/sec for faults, performance monitoring and
maintenance actions.

Voice Quality Bandwidth Requirements

The following table describes the upload bandwidth speed requirements for Voice Quality for
the different devices. The bandwidth requirement is for OVOC server <-> Device
communication.

Table 3-3: Voice Quality Bandwidth Requirements

SBC Sessions
Device ) Required Kbits/sec or
(each session has two Mbit/sec
legs)
SBC
Mediant 500 E-SBC - -
Mediant 500L E-SBC - -
Mediant 800 Mediant 850 60 135 Kbits/sec
Mediant 1000 150 330 Kbits / sec
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SBC Sessions
Device (each session has two S .Kbits/sec o
Mbit/sec
legs)
Mediant 2000 _ _
Mediant 2600 600 1.3 Mbit/sec
Mediant Software (Server - -
Edition) SBC
Mediant Software(Virtual - -
Edition) SBC
Mediant Cloud Edition - -
Mediant 3100 SBC - -
Mediant 3000 1024 2.2 Mbit/sec
Mediant 4000 4,000 8.6 Mbit/sec
Gateway
MP-118 8 15 Kbits/sec
MP-124 24 45 Kbits/sec
Mediant 800 Mediant 850 60 110 Kbits/sec
Mediant 1000 120 220 Kbits/sec
Mediant 2000 480 880 Kbits/sec
Mediant 2600 _ _
Mediant 3000 2048 3.6 Mbit/sec

Mediant 4000

Endpoints 56 Kbits/sec

OVOC Capacities

The following table shows the performance and data storage capabilities for the OVOC man-
aged devices and endpoints.
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Machine Specifications

OVOC Management Capacity
Managed devices

Links

Operators

Device Manager Pro

Managed devices (see Device
Manager Communication and
Optimization on the next
page) for further details).

Disk space allocated for
firmware files

Alarm and Journal Capacity
History alarms

Journal logs

Steady state

Performance Monitoring

Polled parameters per polling
interval per OVOC- managed
device

Polled parameters per polling
interval per OVOC instance

Storage time
QoE Call Flow (for SBC calls only)

Maximum managed devices
with QoE call flows

CAPS per OVOC instance
Maximum number of calls
0VOC QoE for Devices
QoE for managed devices

CAPS (calls attempts per
second) per device

CAPS per OVOC instance (SBC
and SFB/Teams and RFC SIP

Table 3-4: OVOC Capacities

Low Profile

100

200

1,000

5GB

50,000

50,000

10

1,000,000

100

30

30

High Profile

5,000

10,000

] 30,000

Microsoft
Lync/Skype
for Business
and third-
party vendor
devices

] 20,000

Microsoft
Teams
devices

Bare Metal

5,000
6,000

25

| | 10,000 Microsoft
Lync/Skype for Business
and third-party vendor
devices Including phones,
headsets and Conference
Suite devices.

| 20,000 Microsoft Teams
devices

10 GB

Up to 12 months or 10,000,000 million alarms

Up to 12 months

20 alarms per second

100,000

500,000

100

25

1,000,000

1,200

120

120

-10 -

100,000

500,000

One year

100

100

1,000,000

3,000

300

300

Service Provider

Single Server

10,000

10,000

| | 30,000 Skype for Business

devices and third-party
vendor devices Including
phones, headsets and
Conference Suite devices.

| | 20,000 Teams device

50 alarms per second

500,000

1,000,000

300

300

10,000,000

10,000

1,000

1,000



CHAPTER 3 Hardware and Software Specifications ovocC | IomM

Service Provider

Machine Specifications Low Profile High Profile Bare Metal
Single Server

Publish 6035) Teams Teams CAPS=1202 Teams CAPS=3

CAPS=301
QoE concurrent sessions 3,000 12,000 30,000 100,000
Call Details Storage - detailed Up to one Up to one year or Up to one year or 80,000,000 Up to one year or 200,000,000
information per call year or 80,000,000

6,000,000
Calls Statistics Storage - Up to one Up to one year or Up to one year or 150,000,000 Up to one year or 500,000,000
statistics information storage year or 150,000,000

12,000,000

QoE Capacity with SBC Floating License Capability

CAPS (calls attempts per 5 22 90 -
second) per OVOC instance
with SIP call flow.

CAPS (calls attempts per 27 108 270 -
second) per OVOC instance
without SIP call flow.

Managed devices with 100 500 1,000 -
floating license.

Lync and AD Servers— applicable for QoE license only

MS Lync servers Upto2
AD Servers for Users sync Upto2
Users sync Up to 150,000
TEAMS Customer up to 74

Device Manager Communication and Optimization

All devices operate behind Network Address Translation (NAT) and utilize keep-alive messages
to maintain connectivity. The system is designed to support up to 30,000 devices, with a default
keep-alive interval of 10 minutes. To optimize the response time for actions performed on the
devices, it is possible to reduce the keep-alive interval. The recommended keep-alive interval
depends on the number of devices in the system: For deployments with up to 5,000 devices, a
keep-alive interval of one minute is recommended. For every additional 5,000 devices, add two
minutes to the keep-alive interval. The maximum recommended keep-alive interval is 10
minutes for deployments with 30,000 devices.

By adjusting the keep-alive interval based on the number of devices in the system, it is possible
to optimize the response time for device actions. However, it is crucial to consider the trade-
offs between response time and network overhead. Regular monitoring and performance

1The TEAMS CAPS estimation is based on round trip delay of 500 milliseconds to Microsoft
Azure.
2As above

3please contact AudioCodes OVOC Product Manager

4For additional support, contact AudioCodes Product Manager

-11 -
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tuning should be conducted to ensure the system operates efficiently and meets the desired
performance goals.

Skype for Business Monitoring SQL Server Prerequisites

The following are the Skype for Business Monitoring SQL Server prerequisites:

The server must be defined to accept login in 'Mix Authentication' mode.

The server must be configured to collect calls before the OVOC can connect to it and
retrieve Skype for Business calls.

Call Detail Records (CDRs) and Quality of Experience (QoE) Data policies must be configured
to capture data.

Network administrators must be provisioned with the correct database permissions (refer
to the One Voice Operations Center User's Manual).

Excel macros must be enabled so that the SQL queries and reports can be run; tested with
Excel 2010.

Detailed minimum requirements for Skype for Business SQL Server can be found in the
following link:

http://technet.microsoft.com/en-us/library/gg412952.aspx

-12 -
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4 OVOC Software Deliverables

The following table describes the OVOC software deliverables.

Table 4-1: OVOC Software Deliverables

Installation/Upgrade

Media
Platform
Installation
Dedicated B DVD1-Rocky Linux version 8.x Operating System
B DVD3-0OVOC Software Installation
VMware DVD5-0VOC Software Installation OVA file
HyperV B DVD5-OVOC Software Installation 7z file
Amazon AWS B Create OVOC instance from Public AMI image provided by
AudioCodes
Microsoft Azure B Deploy VHD image from Customer Azure Blob Storage
account or get OVOC server app from Azure Marketplace.
Upgrade
Dedicated B DVD3-0OVOC Server Application DVD
OR
B DVD3-0OVOC Server Application I1SO file
Microsoft HyperV B DVD3-OVOC Server Application 1SO file
Amazon AWS B DVD3-0OVOC Server Application I1SO file

Note the following
B DVD1: Operating System DVD (OVOC server and Client Requirements):
B DVD3: Software Installation and Documentation DVD:
The DVD ‘SW Installation and Documentation” DVD comprises the following folders:

e 'EmsServerinstall' — OVOC server software (including Management server, PM server
and VQM server) to install on the dedicated OVOC server machine.

e Documentation — All documentation related to the present OVOC version. The
documentation folder includes the following documents and sub-folders:

-13 -
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¢ OVOC Release Notes Document — includes the list of the new features introduced
in the current software version as well as version restrictions and limitations.

¢ OVOC Server IOM Manual — Installation, Operation and Maintenance Guide.
¢ OVOC Product Description

¢ OVOC User's Manual

¢ OVOC Integration with Northbound Interfaces

¢ OVOC Security Guidelines

¢ OVOC Alarms Monitoring Guide

¢ 0OVOC Performance Monitoring Guide

Installation and upgrade files can also be downloaded from the Website by registered cus-
tomers at https://www.audiocodes.com/services-support/maintenance-and-support.

-14 -
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Part li

OVOC Server Installation

This part describes the testing of the installation requirements and the installation of
the OVOC server.
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5 Files Verification

You need to verify the contents of the ISO file received from AudioCodes using an MD5
checksum. As an Internet standard (RFC 1321), MD5 has been used in a wide variety of security
applications, and is also commonly used to check the integrity of file, and verify download.
Perform the following verifications on the relevant platform:

B Windows (Windows below)

M Linux ( Linux below)

Windows

Use the WinMD?5 tool to calculate md5 hash or checksum for the file:

M Verify the checksum with WinMD5 (see www.WinMD5.com)

Linux

Copy the checksum and the files to a Linux machine, and then run the following command:
mdSsum -c filename.md5

The “OK” result should be displayed on the screen (see figure below).

Figure 5-1:  ISO File Integrity Verification

tor WHiare]# 11

1 10:45 OVOC-VMware-7.4.328 md5
. 31 17:45 OVOC-VMware-7.4.328.o0vra

i VHware-7.4. oS

OVOC Server Users

OVOC server OS user permissions vary according to the specific application task. This feature is
designed to prevent security breaches and to ensure that a specific OS user is authorized to
perform a subset of tasks on a subset of machine directories. The OVOC server includes the
following OS user permissions:

B ‘'root' user: User permissions for installation, upgrade, maintenance using OVOC Server
Managerand OVOC application execution.

B oacems user: The only available user for login through SSH/SFTP tasks.

B emsadmin user: User with permissions for mainly the OVOC Server Manager and OVOC
application for data manipulation and database access.

-16 -
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B PostgreSQL user: User permissions for the PostgreSQL database access for maintenance
such as installation, patches upgrade, backups and other PostgreSQL database tasks.

In addition the OVOC server includes the following DB operator permissions:

B analytics user: User used to connect to Northbound DB access clients

-17 -
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Installing OVOC Server on Virtual Machines on
Cloud-based Platforms

This section describes how to install the OVOC server on the following Cloud-based platforms:
B Launching Public OVOC Image on Amazon Web Services (AWS) below

B Deploying OVOC Image on Microsoft Azure on page 26

Launching Public OVOC Image on Amazon Web Services (AWS)

This chapter describes how to create the OVOC virtual machine in an AWS cloud deployment,
including the following procedures:

B Launching Public Image on AWS below
B Configuring AWS SES Service on page 23

Before proceeding, ensure that the minimum platform requirements are met (see
Hardware and Software Specifications on page 7).

Launching Public Image on AWS

This section describes how to setup and load the AWS image.

> To setup and load the AWS image:

1. Loginto your AWS account.
2. Choose one of the following regions:
e eu-central-1 (Frankfurt)
e us-east-1 N. Virginia)
e ap-southeast-1 (Singapore)
A See https://aws.amazon.com/premiumsupport/knowledge-center/copy-ami-region/

for instructions on how to copy AMIs from one of the provided regions above to any
other region that the customer requests.

& For verifying AMI IDs, refer to https://services.AudioCodes.com..

-18 -
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Figure 6-1:

Select Region

Support ~

3.

Helpful tips

[Ty Manage your costs

Meoniter your AWS costs, usage, and
reservations using AVWS Budgets. Start now

Create an organization

Use AWS Organizations for policy-based
management of multiple AWS accounts. Start

now

Explore AWS

Amazon Relational Database Service (RDS)

RDS manages and scales your database for you. RDS
supports Aurora, MySQL, Postgre3QL, MariaDB, Oracle,
and SQL Server. Learn mora. [

Real-Time Analytics with Amazon Kinesis

Stream and analyze real-time data, so you can get timely
insights and react quickly. Learn more. '

In the “Services” menu, choose EC2.
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Figure 6-2:  Services Menu - EC2

*
History [ |
Console Home
EC2 j:l:]:f Compute Management Tools
Billing EC2 CloudWatch
1AM Lightsail £ AWS Auto Scaling
Elastic Container Service CloudFormation
Lambda CloudTrail
Batch Config
Elastic Beanstalk CpsWorks

Service Catalog
Systems Manager

Storage Trusted Advisor
83 Managed Services
EFS
Glacier
Storane Gatewav [ Media Services

4. Inthe Dashboard, navigate to IMAGES > AMls.

-20-
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Figure 6-3:

Images

Services Resource Groups ~ *

6.

EC2 Dashboard
Events

Tags

Reports

Limits

INSTANCES
Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
IMAGES

AMIs

Bundle Tasks

ELASTIC BLOCK

Resources

You are using the following Amazon Et

0 Running Instances
0 Dedicated Hosts
0 Volumes

0 Key Pairs

0 Placement Groups

Learn more about the latest in AW

Create Instance

To start using Amazon ECZ you will we

Launch Instance

In the search bar, choose Public images and apply the following filter:

AMI ID : ami-00000000000 replacing ami-00000000000 with the AMI ID you received from
AudioCodes according to the region you have chosen.

Right-click the AMI and choose Launch.

-21-
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Figure 6-4: Launch Public Images

|

Fublic images ~ Q AMI 1D : ami-05c84d75ac42949d3 Add filter

@ Name

AMI Name ~ | AMIID Source

OVOC_7.4.3081 rmeh 949d5 952166219867/ 9

Spot Request
Deregister
Register New AMI
Copy AMI

Modify Image Permissions
Add/Edit Tags
Modify Boot Violume Setting

7. Choose an Instance type according to the requirements specified in OVOC Server Minimum

Requirements on page 7.

8. Configure Instance (Optional). Using this option, you can edit network settings, for

example, placement.

9. Configure a Security Group; you should select an existing security group or create a new
one according to the firewall requirements specified in the table below:

Protocol
uDP

ubDP

TCP

TCP (TLS)

NTP

Port

162

1161

5000

5001

123

Table 6-1: Firewall for Amazon AWS

Description
SNMP trap listening port on the OVOC server.

Keep-alive - SNMP trap listening port on the OVOC server used for
NAT traversal.

Communication for control, media data reports and SIP call flow
messages

TLS secured communication for control, media data reports and
SIP call flow messages

NTP server port (also configure the AWS IP address/Domain Name
as the NTP server on both the managed device and OVOC server;
see relevant procedures in Connecting Mediant Cloud Edition (CE)
SBC Devices on AWS on page 173

10. Click Review and Launch > Review > Launch.

-22-
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11. In the dialog shown in the figure below, from the drop-down list, choose Proceed without a
key pair, check the “I acknowledge ...” check box, then click Launch Instances.

Figure 6-5:  Select an Existing Key Pair

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AlIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
ahout removing existing key pairs from a public AMI .

| Proceed without a key pair v
¥/ | acknowledge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

Cancel Launch Instances

12. Click View Instances and wait for the instance to change the state to “running” and the
status checks to complete. In the description, note the Public IP address of the instance as
highlighted in the figure below.

Figure 6-6: Instance State and Status Checks

@ Name ~ | Instance ID ~ Instance Type =~ Availability Zone ~ Instance State ~ Status Checks « Alarm Status Public DNS (IPv4) ~ | IPv4 Public IP -

[ ] i-0bed82bb34c0221a8  md xlarge eu-central-1b ‘@ running & 212 checks None Ye ec235156251238eu.. 35.156.251238

Instance: || i-0bed82bb94c0221a8 Public DNS: ec2-35-156-251-238.eu-central-1.compute.amazenaws.com

Description Status Checks Monitering Tags

Instance D i-0bed82bb34c0221a8 Public DNS (IPv4)  ec2-35-156-251-238 eu-central-1.compute.amazonaws.con
Instance state  running IPv4 Public P 35.156.251.238
Instance type ~ m4 xlarge IPv6IPs -
Elastic IPs. Private DNS  ip-172-31-43-55 eu-central-1.compute internal
Availability zone  eu-central-1b Private IPs~ 172.31.43.55
Security groups  ovoc. view inbound rules Secondary private IPs
Scheduled events  No scheduled events VPCID  vpc-9044chfb
AMIID OVOC_7.4.3081 (ami-05c84d75ac42949d8) Subnet D subnet-a66befdb

Platorm - Network interfaces  eth0

The AWS public IP address as its later configured in Step 2-1 Configuring the OVOC
Server (OVOC Server Manager) on AWS on page 174.

Configuring AWS SES Service

This section describes how to configure the OVOC server as the Email server on Amazon AWS.
These steps are necessary in to overcome Amazon security restrictions for sending emails

-23-
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outside of the AWS domain.

& If AWS Simple Email Service (SES) runs in Sandbox mode, both sender and recipient
addresses should be verified (see
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/request- production-
access.html)

> To configure OVOC as email server on AWS SES:

1. Login to the OVOC server with root permissions.

2. Open file /root/.muttrc:

cat
.muttrc

3. Replace "OVOC@audiocodes.com" with authenticated source email.

4. Open file /etc/exim/exim.conf and using a text editor, find the respective "begin ..."
statements and paste the below configuration accordingly

e Replace : AWS _SES LOGIN : AWS_SES PASSWORD with the credentials received from
AWS

e Replace : SOURCE_EMAIL with an authenticated source email address

e Replace: HOSTNAME with the VM hostname

begin routers
send_via_ses:

driver = manualroute
domains = | +local_domains
transport = ses_smtp

route_list = * email-smtp.eu-central-
1.amazonaws.com;
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begin transports

ses_smtp:

driver = smtp

port = 587

hosts_require_auth = *

hosts_require_tls = *

begin authenticators

ses_login:

driver = plaintext

public_name = LOGIN

client_send : AWS_SES LOGIN : AWS_SES_PASSWORD

begin rewrite

~root@HOSTNAME SOURCE_EMAIL SFfrs

5. Remove old unsent emails from buffer and restart exim service:

systemctl restart exim

-25-
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exim -bp | exiqggrep -i | xargs exim
-Mrm

rm -rf /var/spool/exim/db/*

6. Send test email using mutt:

echo "Hello!" > ~/message.txt

mutt -s "Test Mail from OVOC" -F /root/.muttrc EMAIL_ADDRESS <
~/message.txt

7. Verify in the exim log in /var/log/exim/main.log to check that the email was sent correctly.

Deploying OVOC Image on Microsoft Azure

You can deploy OVOC Virtual Machine on Microsoft Azure using one of the following methods:
B Deploying from Azure Marketplace Image below

B Deploying from VHD Image on page 33

Deploying from Azure Marketplace Image

This procedure describes how to install the OVOC server on a virtual machine in a Cloud-based
deployment from App image the Microsoft Azure Marketplace.

& e Before proceeding, ensure that the minimum platform requirements are met (see
Hardware and Software Specifications on page 7).

e Azure OVOC cannot be deployed using APSS (Azure Partner Shared Services)
subscriptions which do not support marketplace offers.

e |fyou are deploying older OVOC versions, see Deploying Older OVOC Versions
using PowerShell on page 32.

> To install OVOC from the Microsoft Azure Marketplace:

1. Inthe Azure Marketplace, search for "AudioCodes One Voice Operations Center (OVOC)"
and click Get It Now.
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Figure 6-7: Get it Now

Preducts > AudicCodes One Voice Operations Center

AudioCodes One Voice Operations Center

m AudioCodes

audiocodes ) ‘
Overview Plans Reviews

Web-based lifecycle management and monitering for cloud or
premises-based VoIP deployments o

GET IT NOW

AudioCodes Qne Voice Operations Center (OVOC) is a voice network management solution
QD SAVE FOR LA that combines management of voice network devices and quality of experience manitoring
into a single, intuitive web-based application. OVOC enables administratars to adopt a holistic

Categories approach to network lifecycle management by simplifying everyday tasks and assisting in

:“"";j.’k‘”g troubleshosting all the way from detection to correction. Thanks to OVOC's clear GUI design,
nalytics
Sooty system administratars can manage the full lfecycle of VoIP devices and elements from a single

Management Tools centralized lacation, saving time and costs. Tasks that would normally be complex and time-
consuming, such as performing root cause analysis, adding new devices to the VoIP network

Support

SUIT;M and initiating bulk software updates, can now be carried out quickly and easily.

Legal = =
License Agreement Learn more s =

Privacy Policy

AudioCodes One Voice Operations Center product page
AudioCodes One Voice Operaticns Center Device Manager

2. Click Continue.

Figure 6-8: Create this App in Azure

Create this app in Azure

By clicking "Continue”, I grant

; ) . Microsoft permission ta shere my
AudioCodes One Voice Operations Center supplied contact information with the

By AudioCodes provider so that they can contact me
regarding this product and related
products. The shared information will
be handled in accordance with the
Software plan provider's terms and privacy

AudioCodes Qne Vaice Operations Center (Staged) statement,

Details: ~ Web-based lifecycle management and monitoring for cloud
or premises-based VolP deployments

This app requires some basic profile information. You have provided the information
already so you're good to go! Edit

3. You are now logged in to the Azure portal; click Create.

Figure 6-9: Create Virtual Machine

Dashboard > AudioCodes One Voice Operations Center (preview)

Create a resource AudioCodes One Voice Operations Center (preview)
Audiogodes
Home

Dashboard AudioCodes One Voice Operations Center (preview)
AudioCodes

All services

audiocodes

FAVORITES

O Save for later

ey Gy programmatically? Get started >

® virtual mad

AudioCodes One Vioice Operations Center (QVOC) is a voice network management solution that combines management
Images of voice network devices and quality of experience monitoring into 2 single, intuitive web-based application. OVOC
enables administrators to adopt a holistic approach to network lifecycle management by simplifying everyday tasks and
assisting in troubleshoating all the way from detection to correction. Thanks to OVOC's clear GUI design, system
administrators can manage the fulllifecycle of VoIP devices and elements from a single centralized locatien, saving time
and costs. Tasks that would normally be complex and time-consuming, such as performing root cause analysis, adding
new devices to the VoIP network and initiating bulk software updates, can now be carried out quickly and essily.

D

Snapshots

Resource groups Useful Links
i AudicCodes One Voice Operatians Center product page
virtual networks AudioCodes One Voice Operations Center Deviee Manager

Monitor

Cost Management + Billing
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Under the Basics tab, configure the following:

a. Choose your Subscription.

b. Choose your Resource Group or create a new one

c. Enter the name of the new Virtual Machine.

d. Choose the Region.

e. Choose the VM Size (see Hardware and Software Requirements).

f. Choose Authentication Type "Password" and enter username and user-defined

password or SSH Public Key.

Microsoft Azure

Create a resource
Home
E= Dashboard

All services

¥ Virtual machines

[ Images

& Disks

&, Snapshots

B Storage accounts

%# Resource groups
Virtual networks

c Monitor

G) Cost Management + Billing

Figure 6-10: Virtual Machine Details

2 Search resources, services, an

Dashboard » AudioCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

Basics Disks MNetworking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
mage.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

* Subscription @ MNewwave AZURE LAB ~
* Resource group @ AUDC hd

Create new

INSTANCE DETAILS

* Virtual machine name @ OVOC-7-6-1000 W

* Region @ West Europe s

Roailability options @ Mo infrastructure redundancy required W

* Image @ AudieCodes One Voice Operations Center W
Browse all images

* Size @ Standard F16s

16 vepus, 32 GB memory

Change size

* Usemname @

* Password @ | ............. \,|
* Confirm password @ R 7]

Click Next until the Networking tab:
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Microsoft Azure

Create a resource
#+ Home
IS\ Dashboard

All services

“  FAVORITES

¥ virtual machines
- Images

& Disks

& Snapshots

= Storage accounts
u# Resource groups

Virtual networks

e Monitor

@ Cost Management + Billing

Figure 6-11: Network Settings

2 Search resources, services, ¢

Dashboard » AudioCodes One Voice Operations Center (preview) > Create a virtual machine
Create a virtual machine

Basics  Disks MNetworking Management Advanced Tags Review + create
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and cutbound connectivity with security group rules, or place behind an existing load balancing solution. Learn
more
NETWORK INTERFACE

‘When creating a virtual machine, a network interface will be created for you.

CONFIGURE VIRTUAL NETWORKS

* Virtual network @ AUDCvnet285 v
Create new

* Subnet @ default {10.0.7.0/24) v
Manage subnet configuration

PublicIP @ OVOC-7-6-1000-ip v

Create new

NIC network security group @ I.E.l Advanced

@ This VM image has preconfigured NSG rules

* Configure network security group (new) OVOC-7-6-1000-nsg v
Create new
——

Accelerated networking @

The se

ted image does not support accelerated networking
LOAD BALANCING
ou can place this virtual machine in the backend pool of an existing Azure load balancing solution. Leam more

Place this virtual machine behind an 'Z::Z' Yes 'ZEZ' No

existing load balancing solution?

Next : Management > |

[ p— [ erevious ||

a. From the Virtual Network and Subnet drop-down lists, select an existing virtual

network/subnet or click Createnew to create a new virtual network/subnet.

b. From the Public IP drop-down list, configure "none", use the existing Public IP or create

a new Public IP.

& If you do not wish the public IP address to change whenever the VM is
stopped/started, choose StaticSKU (BasicSKU+ Static will be retired by Microsoft
Azure on 30/09/2025, see here).

¢. Under Configure network security group, click Create new to configure a Network

Security Group. Configure this group according to the Firewall rules shown in the table

below.
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By default, only ports 22 and 443 are open for inbound traffic; open other ports for
managing devices behind a NAT (outside the Azure environment) as described in the
table below.

Table 6-2: Microsoft Azure Firewall

Protocol Port Description
uDP 162 SNMP trap listening port on the OVOC server.

UDP 1161 Keep-alive - SNMP trap listening port on the OVOC server used for
NAT traversal.

This rule is required if Auto-detection is used to add devices in
OVOC. See Option 1: Connecting Mediant Cloud Edition (CE) SBC
Devices to OVOC on Azure using Public IP Address on page 166

TCP 5000 Communication for control, media data reports and SIP call flow
messages sent from Mediant Cloud Edition (CE) SBC.

TCP (TLS) 5001 TLS secured communication for control, media data reports and
SIP call flow messages sent from Mediant Cloud Edition (CE) SBC.

This rule is used if the OVOC Server and managed devices (spe-
cifically Mediant CE devices) are deployed in separate Azure Virtual
networks communicating behind a firewall. See Option

1: Connecting Mediant Cloud Edition (CE) SBC Devices to OVOC on
Azure using Public IP Address on page 166

NTP 123 NTP server port (set the Microsoft Azure site IP address/Domain
Name(where the OVOC server is installed) as the NTP server clock
source. Referenced in procedures in Connecting Mediant Cloud Edi-
tion (CE) Devices on Azure on page 165

6. Click Next until Review+Create tab, make sure all the settings are correct and click Create.
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Microsoft Azure

Create a resource
#+ Home
1% Dashboard
All services
*  FAVORITES
i All resources
8 Virtual machines
8 1,
& Disks
& Snapshots
B8 storage accounts
%#/ Resource groups
Virtual networks

& Monitor

) Cost Management + Billing

Figure 6-12: Review and Create

15 Ferttnmrrs s alies l

Dashboard > AudicCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

&/ Valigation passed

Basics Disks Networking Management Advanced Tags Review + create

PRODUCT DETAILS

Pricing not available for this offering

Privacy policy

Pricing not available for this offering

Privacy policy

TERMS

By clicking "Create’, 1 (2) agree to the legal terms and privacy statement(s] associated with the Marketplace offerings) listed abover
and (b) agree that  may share my contact, usage and transactional info: h the provider(s) of the offering(s for
support, billing and other transactional activities. Microsoft does net provide rights for third-party offerings. See the Azure
Marketplace Terms for additional details.

Name Mark Keme!

* Preferred e-mail ad MarkKeme|@audiocodes.com

| @ Match found.

* Preferred phone number +97239764373

BASICS

5 Newwave AZURE LAB

AUDC

OVOC-7-6-1000

West Europe

No infrastructure redundancy required
Password

acovec

Premium SSD

Yes

AUDCvnet295

Create Previous

Download a template for automation

7. Navigate to the "Virtual machines" section, where you can, for example, monitor the
Virtual Machine creation process and find the Public or Private (Internal) IP addresses to

access the Virtual Machine.

& Note the public or private (Internal) IP addresses as you need to configure them in
Configuring the OVOC Server Manager on Azure (Public IP) on page 166 and
Configuring the OVOC Server Manager on Azure (Internal IP) on page 170
respectively.
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Figure 6-13: Azure Deployment Process Complete

es > OVOC-7-6-1000

Virtual machines « 2 X

+4dd O Resenvation:

B ovoc-7-6-1000

CPU (average) 2 Network (total) >

Disk bytes (total) 2 Disk operations/sec (average) >

Deploying Older OVOC Versions using PowerShell

You can deploy older OVOC versions on Microsoft Azure using PowerShell CLI.

Example

az vm create -n 0VOC803137 -g OVOC_DEPLOYMENT --image
audiocodes:audcovoc:acovocedazure:8.0.3137 --size Standard_D8ds_v4 --admin-
username acovoc --admin-password pass_ 12345678

The following OVOC releases can be deployed in the Azure marketplace using PowerShell CLI:
7.6.1132
7.6.2125
7.6.2144
7.8.1117
7.8.1119
7.8.1130
7.8.126
7.8.2241
7.8.2265
8.0.1122

8.0.1139

8.0.114
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8.0.2546
8.0.2555
8.0.3137
8.0.3180
8.2.265
8.2.265

8.2.277

8.2.280

Deploying from VHD Image

This procedure describes how to install the OVOC server on a virtual machine in a Cloud-based
deployment from the AudioCodes provided VHD image.

Before proceeding, ensure that the minimum platform requirements are met (see
Hardware and Software Specifications on page 7).

> Do the following:

1. Upload the VHD image provided by AudioCodes to your Azure Customer subscription Blob
Storage account:

a. Use Azure Storage Explorer or the Azure portal to upload your VHD file to a Blob
storage account.

b. Ensure the Blob type is set to Page Blob (see here).
2. Create a Virtual Machine from the Managed Disk:
a. Go to the Virtual Machines section in the Azure portal.

b. Click Create VM to create a new VM.
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o] ARM-Conf_9.8.211

Image

|/O bearch | s«

E¥ overview

Activity log

9;\ Access control (IAM)
@ Tags

> Settings

?  Automation

> Help

3. Under the Basics tab:

+ Create VM |E Clone to a VM image
 Essentials

Resource group (move;

armWestEuropeQAT

Location (move)
West Europe

Subscription (move
S50A

Subscription ID
f73e0ad8-5581-45eb-a175-9f7bbc3foh35

Provisioning state

Succeeded

Tans (edit)

a. Choose your Subscription.

b. Choose your Resource Group or create a new one

c. Enter the name of the new Virtual Machine.

d. Choose the Region.

@ Delete

O Refresh ((1\_*‘ Give feedback

Operating system

Linux

Source virtual machine

VM generation
V1

Zone resiliency
Disabled

e. Browse to the Blob Storage account container where you uploaded the VHD file.

f. Choose the VM Size (see Hardware and Software Requirements).

g. Choose Authentication Type "Password" and enter username and user-defined
password or SSH Public Key.
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Microsoft Azure

Create a resource
Home
I Dashboard
All services
X FAVORITES
All resources
8 Virtual machines
B Images
= Disks
& Snapshots
B Storage accounts
w# Resource groups
Virtual networks

c Monitor

G Cost Management + Billing

4. Click Next until Networking section to configure the network settings.

Figure 6-14: Virtual Machine Details

Dashboard » AudicCodes One Voice Operations Center (preview) > Create a wirtual machine

Create a virtual machine

Basics Disks Networking

Management Advanced Tags Review + create

2 Search resources, services, an

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized

mage.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full

customization,

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs.
YOUF resources.

Use resource groups like folders to organize and manage all

Newwave AZURE LAB v
AUDC hd
Create new
INSTAMNCE DETAILS
* Virtual machine name @ OVOC-7-6-1000 v
= West Europe [
Aval Mo infrastructure redundancy reguired w
* Image @ AudioCodes One Voice Operations Center v
Browse all images
* Size @ Standard F16s
16 vepus, 32 GB memory
Change size
ADMINISTRATOR ACCOUNT

(0) S5H public key

-35-



CHAPTER 6 Installing OVOC Server on Virtual Machines on Cloud-based Platforms

ovocC | IoM

Microsoft Azure

Create a resource
Home

IS\ Dashboard
All services

“  FAVORITES

¥ virtual machines
- Images

& Disks

& Snapshots

= Storage accounts
u# Resource groups

Virtual networks

e Monitor

@ Cost Management + Billing

Figure 6-15: Network Settings

2 Search resources, services, ¢

Dashboard » AudioCodes One Voice Operations Center (preview) > Create a virtual machine
Create a virtual machine
Basics  Disks MNetworking Management Advanced Tags Review + create
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control

ports, inbound and cutbound connectivity with security group rules, or place behind an existing load balancing solution. Learn
more

MNETWORK INTERFACE

‘When creating a virtual machine, a network interface will be created for you.

CONFIGURE VIRTUAL NETWORKS

* Virtual network @ AUDCvnet285 v
Create new
* Subnet @ default (10.0.7.0/24) hd

subnet configuration

PublicIP @ (new) OVOC-7-6-1000-ip e

Create new

NIC network security group @ I.E.l Advanced

) This VM image has preconfigured NSG rules

* Configure network security group (new) OVOC-7-6-1000-nsg v
Create new
——

Accelerated networking @

The se

ted image does not support accelerated networking
LOAD BALANCING
ou can place this virtual machine in the backend pool of an existing Azure load balancing solution. Leam more

Place this virtual machine behind an 'Z::Z' Yes 'ZEZ' No

existing load balancing solution?

[ p— [ erevious ||

Next : Management > |

a. From the Virtual Network and Subnet drop-down lists, select an existing virtual
network/subnet or click Create new to create a new virtual network/subnet.

b. From the Public IP drop-down list, configure "none", use the existing Public IP or create

a new Public IP.

& If you do not wish the public IP address to change whenever the VM is
stopped/started, choose StaticSKU or BasicSKU+ Static.

c¢. Under Configure network security group, click Create new to configure a Network
Security Group. Configure this group according to the Firewall rules shown in the table

below.
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By default, only ports 22 and 443 are open for inbound traffic; open other ports for
managing devices behind a NAT (outside the Azure environment) as described in the
table below.

Table 6-3: Microsoft Azure Firewall

Protocol Port Description
uDP 162 SNMP trap listening port on the OVOC server.

UDP 1161 Keep-alive - SNMP trap listening port on the OVOC server used for
NAT traversal.

This rule is required if Auto-detection is used to add devices in
OVOC. See Option 1: Connecting Mediant Cloud Edition (CE) SBC
Devices to OVOC on Azure using Public IP Address on page 166

TCP 5000 Communication for control, media data reports and SIP call flow
messages sent from Mediant Cloud Edition (CE) SBC.

TCP (TLS) 5001 TLS secured communication for control, media data reports and
SIP call flow messages sent from Mediant Cloud Edition (CE) SBC.

This rule is used if the OVOC Server and managed devices (spe-
cifically Mediant CE devices) are deployed in separate Azure Virtual
networks communicating behind a firewall. See Option

1: Connecting Mediant Cloud Edition (CE) SBC Devices to OVOC on
Azure using Public IP Address on page 166

NTP 123 NTP server port (set the Microsoft Azure site IP address/Domain
Name(where the OVOC server is installed) as the NTP server clock
source. Referenced in procedures in Connecting Mediant Cloud Edi-
tion (CE) Devices on Azure on page 165

5. Click Next until Review+Create tab, make sure all the settings are correct and click Create.
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Microsoft Azure

Create a resource
#+ Home
1% Dashboard
All services
*  FAVORITES
i All resources
8 Virtual machines
8 1,
& Disks
& Snapshots
B8 storage accounts

%#/ Resource groups

Virtual networks

& Monitor

) Cost Management + Billing

Figure 6-16: Review and Create

15 Ferttnmrrs s alies l

Dashboard > AudicCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

&/ Valigation passed

Basics Disks Networking Management Advanced Tags Review + create

PRODUCT DETAILS

Pricing not available for this offering

Privacy policy

Pricing not available for this offering

Privacy policy

TERMS

By clicking "Create’, 1 (2) agree to the legal terms and privacy statement(s] associated with the Marketplace offerings) listed abover
and (b) agree that  may share my contact, usage and transactional info: h the provider(s) of the offering(s for

support, billing and other transactional activities. Microsoft does net provide rights for third-party offerings. See the Azure
Marketplace Terms for additional details.

Name Mark Keme!

* Preferred e-mail ad Mark Kemel@audiocodes.com | @ Match found.

* Preferred phone number +97239764373

BASICS

5 Newwave AZURE LAB

AUDC

OVOC-7-6-1000

West Europe

No infrastructure redundancy required
Password

acovec

Premium SSD

Yes

AUDCvnet295

Create Previous

Download a template for automation

6. Navigate to the "Virtual machines" section, where you can, for example, monitor the

Virtual Machine creation process and find the Public or Private (Internal) IP addresses to

access the Virtual Machine.

& The public or private (Internal) IP addresses as you need to configure them in
Configuring the OVOC Server Manager on Azure (Public IP) on page 166 and
Configuring the OVOC Server Manager on Azure (Internal IP) on page 170
respectively.
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Figure 6-17: Azure Deployment Process Complete

Microsoft Azure . Search resources, services, and docs

hboard > Virtual nes > OVOC-7-6-1000
Create a resource. Virtual machines « 2 X | OVOC-7-6-1000 2 >

Home
+add O Resenvation +* More [F N B oe
-
o ovoC-7-6:1000
A © @ ovenview
. Linux
savomes & Actitylog

Standard F16s (16 vepus, 32 G8 memory

Al resources a Access control (AM)

ubscription (change)

8 virtual machines @ Tags ubscription I
B images X Diagnose and solve problems ault
Settings
(change)
Networking R
Storage accourts ® oiks
L —— @ 5o st tor st [ s [ 2o |
Virtual networks O security
© Monit s o CPU (average) 2 Network (total) P
foror Extensions

© cost Management + Billing

L Continuous delivery (Preview)

Availabilty set

Configuration
Identity
Properties
& Locks

@ export template

Operations.
Auto-shutdown Disk bytes (total) 2 Disk operations/sec (average) »
& sackup

Disaster recovery

W Update management

& tnventory

teackine -
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7

Installing OVOC Server on VMware Virtual
Machine

This describes how to install the OVOC server on a VMware vSphere machine. This procedure
takes approximately 30 minutes. This time is estimated on the HP DL 360 G8 platform (with
CPU, disk and memory as specified in Configuring the Virtual Machine Hardware Settings on
page 59). The upgrade time depends on the hardware machine where the VMware vSphere
platform is installed.

& e Before proceeding, ensure that the minimum platform requirements are met (see
Hardware and Software Specifications on page 7). Failure to meet these
requirements will lead to the aborting of the installation.

e For obtaining the installation files, see OVOC Software Deliverables on page 13
v Note that you must verify this file, see Files Verification on page 16

Deploying OVOC Image with VMware vSphere Hypervisor
(ESXi)

This section describes how to deploy the OVOC image with the VMware ESXi Web client. This
procedure is run using the VMware OVF tool that can be installed on any Linux machine or by
running the ESXi wizard. See the following procedures:

B Deploying Standalone VMware VM using ESXi Wizard below

B Deploying OVOC Image with VMware vSphere Cluster on page 44

Deploying Standalone VMware VM using ESXi Wizard
This section describes how to create a Standalone Host VMware machine on VM ESXi Version

7.0.

> To create a VMware VM:

1. Transfer the 7z file containing the VMware Virtual Machine installation package that you
received from AudioCodes to your PC (see Transferring Files on page 335 for instructions on
how to transfer files).

2. Login to the VMware virtual machine on which you wish to install OVOC.

3. Inthe Navigation pane, select Virtual Machines and the right-click Create/Register VM.

-40 -



CHAPTER 7

Installing OVOC Server on VMware Virtual Machine

ovocC | IoM

Figure 7-1:

Create/Register VM

1001103180170 + | Heb - | (YD B
(1 localhost.ocaldomain - Virtual Machines
~ § Host
[ ) Create /Register VM | | »e wF | ¢ Refiesh | (@ searcn
(). Virtual machine ~ | status ~ | Used space ~ | Guestos ~ | Hostname ~ | HostCPU Host memory ~
0. @ wmehan-sman © Nomal 5008 Centos 7 (64i) Unknown omz ome
000 @ Nomal 20008 Cent0S 7 (640i) Unknown omz owe
Mornitor @ Nomal 20068 CentoS 7 (64-0it) Unknown oMHz ome
More VMS... ) Open n new window © Nomal 200908 Cent0S 7 (640i) Unknown Mz wuTve
8 storage [ TUIT BT Ao zipora-172 @ Nomal 20068 CentOs 7 (64-it) Unknown OMHz ome
Q Networking B2 O & ovcs2.5006_18 © Nomal 5240868 Centos 7 (645i) Unknown 357 Wz 133668
O. & 7.0_New_189 @ Normal 52408 GB Oracle Linux 7 (64-bit) Unknown 708 MHz 14168
O gm @ Normal 52408 GB Cent0S 7 (B4-bit) Unknown 15GHz 205768
O. @ 199_new @ Normal 5210568 Cent0S 7 (B4-bit) Unknown 339 Mz 131608
Quick iters v aitems
2] Recenttasks a
Task ~ | Taget ~ Intator ~| Strted ~ | Resit s ~ | Completed v -

The New virtual machine wizard opens.

31 New virtual machine

Figure 7-2:

Select Creation Type

L4 1 Select creation type

2 Select OVF and VMDK files
3 Select storage
4 License agreements

5 Deployment options
6 Additional settings
T Ready to complete

Select creation type

How would you like to create a Virtual Machine?

Create a new virtual machine

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

[ Back H Next H Finish H Canoel‘

4. Select option Deploy a virtual machine from an OVF or OVA file and then click Next.
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Figure 7-3: OVF and VMDK Files

&1 New virtual machine - ovoctest

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select fhe OVF and VMOK files or OVA for the VM you would like to deploy

3 Select storage

IR SRS Enter a name for the virtual machine.
5 Deployment options

6 Additional settings

T Ready to complete |

5. Enter the name of the virtual machine.

| ovoctest]

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Click to select files or drag/drop

Figure 7-4:  Select OVF or OVA

1 New virtual machine - ovoctest

" 1 Select creation type 0 You need to select an OVF or OVA ;"J_(_\‘

2 Select OVF and VMDK files Select ne OVF and VMOK files or OVA for the VIV you would like to deploy

3 Select storage

< LIS ST EHTE S Enter a name for the virtual machine.

5 Deployment options
6 Additional settings
T Ready to complete

‘ ovoctest

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

X @ OVOC_VMware_8.2.146

6. Click to browse to the saved location of the OVA file and then click Next.
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Figure 7-5:  Select storage

31 New virtual machine - ovoctest

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore
d 3 Select storage
4 License agreements o . -
lard | Fersistent Memory
5 Deployment options m
6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Mame ~ | Capacity ~ | Free ~  Type ~  Thinpro... ~  Access  ~
datastore1 3.49TE 320.08 GB VMFSE Supported Single
1items

7 Ready to complete |
g

7. Select the relevant Storage Device and then click Next.

Figure 7-6: Deployment options

1 New virtual machine - ovoctest

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options
+ 3 Select storage

bd 4 Deployment options
Network mappings

5 Ready to complete VM Network Net_10_36 ~
Disk provisioning ® Thin O Thick
Power on automatically

24

8. Accept default settings for Disk provisioning-thin and Power on automatically-enabled and
then click Next.

The Ready to complete screen is displayed.

-43 -



CHAPTER 7 Installing OVOC Server on VMware Virtual Machine 0ovOocC | IOM
Figure 7-7: Ready to complete
1 New virtual machine - ovoctest
¥ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage
+ 4 Deployment options
Product ovoc_base_for_8.0.114
b 5 Ready to complete - I
VM Name ovoctest
Files OVOC_VMware_8.0.114-disk1 vmdk
Datastore datastore1
Provisioning type Thin
Metwork mappings VM MNetwork: Net_10_36
Guest OS5 Name Unknown
' Do not refresh your browser while this VM is being deployed
e
| Back || met |[ Fnsn || cancel |
4
9. Click Finish.
The new Virtual Machine is displayed.
Figure 7-8: New Virtual Machine Created
vmware ESXi 001@103.180170 ~ | Heip ~ | (el
I Navigator 1 || £ tocalnostocaldomain - Virtual Machines
vﬂ:::‘,g, 1 Create / Register VM | e | b Pove ® Poves Suspend | @ Refresh | @searcn )
Monitor 0. Virtual machine | Status ~ | Usedspace - Guestos ~ Hostname ~ | HostcPU ~ | Host memory v
Otoma 5008 Contos 7 seot) ome owe
& ovoctest © Normal 20008 cenos 7 (645t) omz ove
Monitor |@ Normal 20068 Cent0S 7 (6401t omke ome
More VMs... 6-CentoSs @ Nomal 200968 Cent0s 7 (4t Unknown Mz a3MB
B storage &) Auto-zipora-172 @ Nomal 20068 Cent0s 7 (64-bit) Unknown oMz oms
Q Networking ov0c_82_5006,188 Otoma s2u0808 Centos 7 60ty - ssoH e
O & 7.0 New_189 @ Nomal 524.08GB Oracle Linux 7 (64-bi) 596 MHz 12168
QO &m @ Nomal 5240868 Cent0S 7 (B4-bit) 16GHz 20668
O & 199_new @ Nomal 5210568 Cent0S 7 (B4-bit) Unknown 494 MHz 119468
Quick ers B stems
[ Recent tasks )
Task st | Witaor S ot | stated OEED Slcri 9

Deploying OVOC Image with VMware vSphere Cluster

This section describes how to deploy the OVOC image in a cluster with the VMware ESXi Web

client. This procedure is run using the VMware OVF tool that can be installed on any
machine.

-44 -

Linux



CHAPTER 7 Installing OVOC Server on VMware Virtual Machine ovOocC | IOM

A e This procedure describes how to deploy the image using the OVF tool, which can
be downloaded from: https://www.vmware.com/support/developer/ovf/

e The OVOC image can also be deployed using the vSphere web client GUI.

> To run VMware OVF tool:

1. Transfer the 7z file containing the VMware Virtual Machine installation package that you

received from AudioCodes to your PC (see Transferring Files on page 335 for instructions on
how to transfer files).

2. Open the VMware OVF tool.

3. Enter the following commands and press Enter:

ovftool --disableVerification --noSSLVerify --name=$VMname --
datastore=$DataStore -dm=thin --acceptAllEulas --powerOn $ovaFilePath

vi://$user:$password@$vCenterIP/$dataCenterName/host/$clusterName/$ESXIHost
Name

Where:

e SVMname(--name): is the name of the deployed machine

e SDataStore: data store for deployment

e Suser:Spassword is the user and password of the VMware Host machine

e SESXIHostName: deployed ESXI IP Address

Example:

ovftool --disableVerification --noSSLVerify --name=ovoctest --
datastore=Netapp04.lunl -dm=thin --acceptAllEulas --powerOn c:\tmp\OVOC_
VMware_.ova vi://vmware:P@sswordl23@host/10.3.180.170
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Figure 7-9: OVF Example
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The following progress is displayed:

Opening OVA source: /datal//DVD5/.xxxx/0VOC-VMware-.xxxx.ovaOpening VI
target: vi://root@172.17.135.9:443/Deploying to VI:
vi://root@172.17.135.9:443/Disk progress: 10%

Transfer CompletedThe manifest validatesPowering on VM: FirstDeployTask
CompletedWarning:- No manifest entry found for: 'OVOC-VMware-.XXxx-
diskl.vmdk'.Completed successfully

Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings. Before starting
this procedure, select the required values for your type of installation (high or low profile) and
note them in the following table for reference. For the required VMware Disk Space allocation,
CPU, and memory, see Hardware and Software Requirements.

Table 7-1: Virtual Machine Configuration
Required Parameter Value
Disk size
Memory size

CPU cores

> To configure the virtual machine hardware settings:

1. Before powering up the machine, go to the virtual machine Edit Settings option.
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Figure 7-10: Edit Settings option
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2. Inthe CPU, Memory and Hardware tabs set the required values accordingly to the desired
OVOC server VMware Disk Space allocation. ( Hardware and Software Specifications on
page 7), and then click OK.

Figure 7-11: CPU, Memory and Hard Disk Settings

[T} Edit settings - ovoctest (ESXi 6.7 virtual machine)

| Virtual Hardware | VM Options |
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» [ crU o
>
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» SCS5I Controller 0
SATA Controller 0
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» MM Network Adapter 1 VM Network + | [ Connect

0L Datastore SO file ~ B Connect

v [ Video Card

| sae || cancel

e Once the hard disk space allocation is increased, it cannot be reduced to a lower
amount.

e If you wish to create OVOC VMs in a cluster environment supporting High Availability
and you are using shared network storage, then ensure you provision a VM hard drive
on the shared network storage on the cluster (Configuring OVOC Virtual Machines
(VMs) in a VMware Cluster on the next page).
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3. Wait until the machine reconfiguration process has completed.

Figure 7-12
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Configuring OVOC Virtual Machines (VMs) in a VMware Cluster

This section describes how to configure OVOC VMs in a VMware cluster.

VMware Cluster Site Requirements

Ensure that your VMware cluster site meets the following requirements:

two ESXi servers controlled by vCenter server.

any other types supported by VMware ESXi.

For example, a datastore “QASWDatacenter” which contains a cluster named

“gaswCluster01” and is combined of two ESXi servers ( figure below).

Figure 7-13: Storage Adapters

Verify that Shared Storage is defined and mounted for all cluster members:
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Ensure that the 'Turn On vSphere HA'
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Figure 7-14: Turn On vSphere HA
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B Ensure that HA is activated on each cluster node:

Figure 7-15: Activate HA on each Cluster Node
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B Ensure that the networking configuration is identical on each cluster node:
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Figure 7-16: Networking
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B Ensure that the vMotion is enabled on each cluster node. The recommended method is to
use a separate virtual switch for vMotion network (this should be defined in all cluster
nodes and interconnected):

Figure 7-17: Switch Properties
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B A VM will be movable and HA protected only when its hard disk is located on shared
network storage on a cluster. You should choose an appropriate location for the VM hard
disk when you deploy the OVOC VM. If your configuration is performed correctly, a VM
should be marked as “protected” as is shown in the figure below:
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Figure 7-18: Protected VM
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If you wish to manually migrate the OVOC VMs to another cluster node, see Managing Clusters
on page 317.

Cluster Host Node Failure on VMware

In case a host node where the VM is running fails, the VM is restarted on the redundant cluster
node automatically.

& When one of the cluster nodes fail, the OVOC VM is automatically migrated to the
redundant host node. During this process, the OVOC VM is restarted and
consequently any active OVOC process is dropped. The migration process may take
several minutes.

Connecting OVOC Server to Network on VMware

After installation, the OVOC server is assigned a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
interface card connected to the 'trusted' virtual network switch during the OVOC server
installation. You need to change this IP address to suit your IP addressing scheme.

> To connect to the OVOC server:

1. Power on the machine; in the vCenter tree, right-click the AudioCodes One Voice
Operations Center node (vOC) and in the drop-down menu, choose Power > Power On.
Upon the initial boot up after reconfiguring the disk space, the internal mechanism
configures the server installation accordingly to version specifications (Hardware and
Software Specifications on page 7).
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Figure 7-19: Power On
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2. Wait until the boot process has completed, and then connect the running server through

the vSphere client console.
3. Login into the OVOC server by SSH, as ‘acems’ user and enter acems password.

4. Switch to 'root' user and provide root password (default password is root):

Su - root

5. Proceed to the network configuration using the OVOC Server Manager.

6. Type the following command and press Enter.

# OvocServerManager

7. Verify that all processes are up and running (Viewing Process Statuses on page 209) and
verify login to OVOC Web client is successful.

8. Set the OVOC server network IP address to suit your IP addressing scheme (Server IP
Address on page 234).

9. Perform other configuration actions as required using the OVOC Server Manager (Getting
Started on page 204).
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8 Installing OVOC Server on Microsoft Hyper-V
Virtual Machine

This section describes how to install the OVOC server on a Microsoft Hyper-V virtual machine.

& e Before proceeding, ensure that the minimum platform requirements are met (see
.Hardware and Software Specifications on page 7). Failure to meet these
requirements will lead to the aborting of the installation.

e For obtaining the installation files, see OVOC Software Deliverables on page 13
v Note that you must also verify the ISO file, see Files Verification on page 16

> To install the OVOC server on Microsoft Hyper-V:

1. Transfer the ISO file containing the Microsoft Hyper-V Virtual Machine installation package
that you received from AudioCodes to your PC (see Appendix Transferring Files on page 335
for instructions on how to transfer files).

2. Open Hyper-V Manager by clicking Start > Administrative Tools > Hyper-V Manager; the
following screen opens:

Figure 8-1: Installing the OVOC server on Hyper-V — Hyper-V Manager
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Checkpoints @ (®) Stop Serice
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(4 Refresh
Wiew 4
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3. Start the Import Virtual Machine wizard: click the Action tab, and then select Import
Virtual Machine from the menu; the Import Virtual Machine screen shown below opens:
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Figure 8-2: Installing OVOC server on Hyper-V — Import Virtual Machine Wizard

Before You Begin

: You Begin This wizard helps vou import & virtual machine from a set of configuration files, It quides you through
resolving configuration problems to prepare the virtual machine Far use on this computer,
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4. Click Next; the Locate Folder screen opens:
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Figure 8-3: Installing OVOC server on Hyper-V — Locate Folder

P

Before You Begin Spedify the folder containing the virtual machine to import.
Locate Folder

Select Virtual Machine

Choose Import Type

Summary

[Sroom | [waas | [ e | [ |

5. Enter the location of the VM installation folder (extracted from the ISO file), and then click
Next; the Select Virtual Machine screen opens.

6. Select the virtual machine to import, and then click Next; the Choose Import Type screen
opens:
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7.

Figure 8-4:

Before You Begin
Locate Folder

Select Wirtual Machine
Choose Import Type
Choose Destination
Choose Storage Folders

Surnrnary

Installing OVOC server on Hyper-V — Choose Import Type

Choose Import Type

Choose the bvpe of import to perfarm;

() Register the virtual machine in-place {use the existing unique 1D}
() Restare the virtual machine (use the existing unique I0)

® Copy the virtual machine (create a new unigue I0Y

| < Previous | | Mext = | | Einish | | Cancel |

Select the option "Copy the virtual machine (create a new unique ID)", and then click Next;
the Choose Folders for Virtual Machine Files screen opens:
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Figure 8-5: Installing OVOC server on Hyper-V — Choose Destination
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8. Select the location of the virtual hard disk, and then click Next; the Choose Storage Folders
screen opens:
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Figure 8-6: Installing OVOC server on Hyper-V — Choose Storage Folders
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9. Select the Storage Folder for the Virtual Hard Disk, and then click Next; the Summary
screen opens.

10. Click Finish to start the creation of the VM; a similar installation progress indicator is
shown:

Figure 8-7:  File Copy Progress Bar

This process may take approximately 30 minutes to complete.

11. Proceed to Configuring the Virtual Machine Hardware Settings below.

Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation (high or
low profile) and note them in the following table for reference. For the required VMware Disk
Space allocation, CPU, and memory, see Hardware and Software Requirements.

-59-


../../../../../Content/OVOC IOM/Hardware and Software Requirements 8.0.htm

CHAPTER 8 Installing OVOC Server on Microsoft Hyper-V Virtual Machine ovoc | IoM

Table 8-1: Virtual Machine Configuration
Required Parameter Value
Disk size
Memory size

CPU cores

> To configure the VM for OVOC server:

1. Locate the new OVOC server VM in the tree in the Hyper-V Manager, right-click it, and then
select Settings; the Virtual Machine Settings screen opens:

Figure 8-8: Adjusting VM for OVOC server — Settings - Memory
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2. Inthe Hardware pane, select Memory, as shown above, enter the 'Startup RAM’ parameter
as required, and then click Apply.
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3. Inthe Hardware pane, select Processor; the Processor screen shown in the figure below
opens.

Figure 8-9:  Adjusting VM for OVOC server - Settings - Processor
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the physical computer. You can also modify other resource control settings.

Resource control
You can use resource controls to balance resources among virtual machines.
(= il IDE Controller 0

# =& Hard Drive

OO C_QA_High.vhdx Percent of total system resources:
= il IDE Controller 1
‘Qj DVD Drive Virtual machine limit {percentage):
Mone

Virtual machine reserve {percentage):

Percent of total system resources:

¥ 5CSI Contraller
# [0 network Adapter Relative weight:

Virtual Switch 1

T com1

None /1. Some settings cannot be modified because the virtual machine was running when

this window was opened. To modify & setting that is unavailable, shut down the
@ Com 2 wvirtual machine and then reopen this window.
Mone
| Diskette Drive
Mone
Management
|£| Mame
OW0IC_QA_High
|£| Integration Services
Some services offered
@_:'I Checkpoint File Location
Ci\ClusterStorage Wwolume 1WOC
éé Smart Paging File Location
Ci\ClusterStorage Wwolume 1CWOC
¥ Automatic Start Action
Mone

4. Set the 'Number of virtual processors' parameters as required.
5. Set the 'Virtual machine reserve (percentage)' parameter to 100%, and then click Apply.
® Once the hard disk space allocation is increased, it cannot be reduced.

e If you wish to create OVOC VMs in a Cluster environment that supports High
Availability and you are using shared network storage, then ensure you provision a VM
hard drive on the shared network storage on the cluster (Configuring OVOC Virtual
Machines in a Microsoft Hyper-V Cluster on page 67).

Expanding Disk Capacity

The OVOC server virtual disk is provisioned by default with a minimum volume. In case a higher
capacity is required for the target OVOC server then the disk can be expanded.
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> To expand the disk size:

1. Make sure that the target OVOC server VM is not running - Off state.
2. Select the Hard Drive, and then click Edit.

Figure 8-10: Expanding Disk Capacity

“ 4 » G

| O _test-new

# Hardware

¥ Add Hardware
1% BIOS
Boot from CD

Jii Memory
4036 MB

] R Processor
1 Virtual processaor

(= I IDE Controller 0
B & Hard Drive
1=
= EL IDE Controller 1
% DVD Drive
Mone
B SCSI Controller
= [ Network Adapter
Wirtual Switch 1
Hardware Acceleration
Advanced Features

" com1

Mone

T comz2

MNaone
Diskette Drive

Mone
Management

m Mame

0w0C_test-new
|£| Integration Services
Some services offered
%3] Checkpoint File Location

%é Smart Paging File Location

C:\ProgramData\Microsoft\Win. ..

C:\ProgramData\Microso ft\Win. ..

b

—w Hard Drive

‘You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller:
IDE Contraller 0
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assedated file. Spedify the full path to the file.

Location:
W | |0 (in use)

(®) virtual hard disk:
|C:‘JJsers‘PubIic\DommentsHyper—V‘MrtJal Hard Disks\0woC_test, vhdx |

| New || Edt || mspect || Browse.. |

() Physical hard disk:

|Disk 1 1.00 GB Bus 0 Lun 0 Target 0 |

o If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Digk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not

delete the assodated file.

The Edit Virtual Disk Wizard is displayed as shown below.
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Figure 8-11: Edit Virtual Hard Disk Wizard

% Locate Virtual Hard Disk

Before You Begin Where is the virtual hard disk file located?

Locate Digk

Location: |C:‘J..lsers\Puinc\Domments\.‘-!yper—'\a"l.hﬁrhal Hard Disks\ ovoc_test vhdx || Browse...

Ch Acti
pose en & Editing the following types of virtual hard disks might result in data loss:

EOinEry - Virtual hard disks in & differencing disk chain that have child virtual hard disks associated with
them.
Virtual hard disks (.avhd/.avhdx) assodated with virtual machine chedipoints.

Virtual hard disks assodated with a virtual machine that has replication enabled and is
currently involved in initial replication, resynchronization, test failover, or failover,

| < Previous | | Mext > | | Finish | | Cancel

3. Click Next; the Choose Action screen is displayed:
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Figure 8-12: Edit Virtual Hard Disk Wizard-Choose Action

L et

Before You Begin What do you want to do to the virtual hard disk?

Locate Disk o Compact

Choose Action This option compacts the file size of a virtual hard disk. The storage capacity of the virtual hard disk
Configure Disk remains the same.

ey () Convert

This option converts a virtual hard disk by copying the contents to a new virtual hard disk. The new
virtual hard disk can use a different type and format than the original virtual hard disk.

(®) Expand
This option expands the capacity of the virtual hard disk.

4. Select the Expand option, and then click Next; the Expand Virtual Hard Disk screen opens.
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Figure 8-13: Edit Virtual Hard Disk Wizard-Expand Virtual Hard Disk

o

% Expand Virtual Hard Disk

Before You Begin What size do you want to make the virtual hard disk?

Locate Disk Current size is 170 GB.
Choose Action New size: GE (Maximum: 64 TE)
Configure Disk

Summary

5. Enter the required size for the disk, and then click Next; the Summary screen is displayed.
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Figure 8-14: Edit Virtual Hard Disk Wizard-Completion

|
% Completing the Edit Virtual Hard Disk Wizard

Before You Begin You have successfully completed the Edit Virtual Hard Disk Wizard. You are about to make the following
changes.
Locate Disk

Choose Action Description:

Configure Disk Virtual Hard Disk:  OC_test.vhdx (VHDX, dynamically expanding)
Action: Expand

Summary
- Configuration: Mew virtual disk size: 300 GE

To complete the action and dose the wizard, dick Finish,

|<P1'E\riot.|s|| Mext = || Finish || Cancel |

6. Verify that all of the parameters have been configured, and then click Finish. The settings
window will be displayed.

7. Click OK to close.

Changing MAC Addresses from 'Dynamic' to 'Static'

By default, the MAC addresses of the OVOC server Virtual Machine are set dynamically by the
hypervisor. Consequently, they might be changed under certain circumstances, for example,
after moving the VM between Hyper-V hosts. Changing the MAC address may lead to an invalid
license.

To prevent this from occurring, MAC Addresses should be changed from 'Dynamic' to 'Static'.

> To change the MAC address to 'Static' in Microsoft Hyper-V:

1. Shutdown the OVOC server (Shutdown the OVOC Server Machine on page 231).
2. Inthe Hardware pane, select Network Adapter and then Advanced Features.
3. Select the MAC address 'Static' option.

4. Repeat steps 2 and 3 for each network adapter.
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[ oc-0a

Figure 8-15: Advanced Features - Network Adapter — Static MAC Address

| 4 » |G

# Hardware
‘9‘@_ Add Hardware
& BIOS
Boot from CD

W Memory
4056 MB

3] R Processor

1 Wirtual processor
= Bl IDE Controller 0

[ = Hard Drive
OC-QA-HDA, vhd

[= B IDE Controller 1
§# DVD Drive
Mone
= [ Network Adapter
Virtual Switch 1
Hardware Acceleration
T com1

MNone

= comz2

MNone
Diskette Drive
None

Management

|L| Name
OWOCOA

| Integration Services
Some services offered

@_j Chedkpoint File Location
C:\ClusterStorage\Volume 1Y owoc
éé Smart Paging File Location
C:\ClusterStorage \Wolume 1 owoc
TP Automatic Start Action

£

Advanced Features

MAC address
) Dynamic
® Static
s {=H{z ][]
MAC address spoofing allows virtual machines to change the source MAC

address in outgeing packets to one that is not assigned to them,
[[] Enable MAC address spoofing

DHCF guard

DHCP guard drops DHCP server messages from unauthorized virtual machines
pretending to be DHCP servers.

["] Enable DHCF guard

Router guard

Router guard drops router advertisement and redirection messages from
unautherized virtual machines pretending to be routers,

[T] Enable router advertisement guard

Protected network
Move this virtual machine to another duster node if a network disconnection is
detected.

[v] Protected network

Port mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgeing packets and forwarding the copies to another
virtual machine configured for monitoring,

Mirroring mode: |None W |

S

Configuring OVOC Virtual Machines in a Microsoft Hyper-V
Cluster

This section describes how to configure OVOC VMs in a Microsoft Hyper-V cluster for HA.

Hyper-V Cluster Site Requirements

Ensure that your Hyper-V cluster site meets the following requirements:
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Figure 8-16: Hyper-V-Failover Cluster Manager Nodes

Eile Action View Help
o9 2
% Failower Cluster Manage
4 33 QAHypers-Clcorp.a

Nodes (2)

Queries
B8 Roles || Queries v |k ¥ [{v
E Modes Mame Status Assigned Vote Current Vote Irfomation
4 ) Storage £ QAHyperV1 ®w 1 1
€3 Disks 7 QAtpen2 ®w 1 1
& Pools
(43 Networks
{4] Cluster Events
< " >]
v

B The OVOC VM should be created with a hard drive which is situated on a shared cluster
storage.

Add the OVOC VM in Failover Cluster Manager

After you create the new OVOC VM, you should add the VM to a cluster role in the Failover
Cluster Manager.

> To add the OVOC VM in Failover Cluster Manager:
1. Right-click “Roles” and in the pop-up menu, choose Configure Role.

Figure 8-17: Configure Role

Eile Action Miew Help

« 2m

B Failover Cluster Manage [
« B3 QAI;TcMCI.curpu Seach £ )| Queries ~|id ~ Ko
3 Mod Configure Role... Status Type Owner Node Priority Information
4 & ol el Machines... v ® Running Vitual Machine QAHypen\ Medum
%3 o @ Ruming  Vitual Machine QAHhpen2 Medum
T New View »
@ f Refresh
Help
1

2. Inthe Select Role window, select the Virtual Machine option and then click Next.
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Figure 8-18: Choose Virtual Machine

- Failover Cluster Manager
File Action Miew Help
32
1 Failover Cluster Manage| [
4 B3 QfHyperv-Cleorp.a) s £ ueres ~[Id ~ K
I3 Roles
"2l Nodes Hame Status Type Owner Node Pricity Ifomation
4 [y Storage I
3 Disks
H Pools B
"1 Netwarks @ Select Role
{4 Cluaster Bvents
Before You Begin Select the role that you want bo configuie for high avadabdity:
Select Fole
Sedect Vitual Machine L Genenc Service ~ || Deseriplior:
Cerdimation i HyperV Repica Broker &, vittual maching is & viuslized
15051 Target Server compeder system 1unning on 2 physical
Corifigure High NS Server compider. Mubiple vitual machines can
Evalabiily by Qe un on one computer.
Sunemany Bﬂh Server = _L* |
I Virtual Machine
B WINS Server
W
-~
| ¢Pevious ||  Mext> || Cancel | v
<[ m >

A list of available VMs are displayed; you should find the your new created OVOC VM:

=

Figure 8-19: Confirm Virtual Machine

Failover Cluster Manager

File  Action

Wiew  Help

&= 7= HE

E Failower Cluster Manage
P é;‘:i QAHypers-Clcorp.a
@ Roles
% MNodes
4 | Storage
2 Disks
E Poaols
;% Metworks
Cluster Events

[ <] m

Roles (2)
Search 1| Queries w ||
MName Type COwner Mode Priority Infarmation

Status

ﬁ Select Virtual Machine

Before rou Begin Select the virtual machine(s) that you want to configure for high availability.

Select Role

Status Host Server

tWirtual Machine

OAHypery . corp. audiocar

Corifirmation

Configure High
Availability

Surnmary

Shutdown Save Eefresh

< Previous || Mezt > | | Cancel
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3. Select the check box, and then click Next.

At the end of configuration process you should see the following:
Figure 8-20: Virtual Machine Successfully Added
&) High Availability Wizard [

i'—im‘ Summary

Eefore You Begin High availability was successfully configured for the role.

Select Role

Select Virtual Machine -

A
= . . A
Sy < Virtual Machine
C.:.nligulf: High
Avvallability All of the virtual machine configurations chosen were successfully made highly
svaaie.
Name Result Description
[Rtinle: J__Tﬂl y Success
v

To view the repoit created by the wizard, click View Report,

To close this wizard, click Finish.

4. Click Finish to confirm your choice.

Now your OVOC VM is protected by the Windows High Availability Cluster mechanism.

If you wish to manually move the OVOC VMs to another cluster node, see Appendix
Managing Clusters on page 317.

Cluster Host Node Failure on Hyper-V
In case a host node where the VM is running fails, then the VM is restarted on the redundant

cluster host node automatically.

A When one of the cluster hosts fails, the OVOC VM is automatically moved to the
redundant server host node. During this process, the OVOC VM is restarted and
consequently any running OVOC process are dropped. The move process may take
several minutes.

Connecting OVOC Server to Network on HyperV

After installation, the OVOC server is assigned, a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
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interface card connected to the 'trusted' virtual network switch during the OVOC server
installation. You need to change this IP address to suit your IP addressing scheme.

> To reconfigure the OVOC server IP address:

1. Start the OVOC server virtual machine, on the Hyper-V tree, right-click the OVOC server,
and then in the drop-down menu, choose Start.

Figure 8-21: Power On Virtual Machine

Virtual Machines

MName e State CPU Usage Assigned Mermaory l
3 Stress_tool Running 0% 2048 MEB '
5 SSBC_AlexR3_HAT Off
3 5SBC_AlexR2_HAZ Off
5 SSBC_AlexR2_HAT Off
3 ESBC_alexrl Running 0% 2048 MEB
= Connect... .
2 OVOC_QA High Running . '
Settings...
Start
Checkpoint
< | I
| Mowe... —

2. Connect to the console of the running server by right-clicking the OVOC server virtual
machine, and then in the drop-down menu, choose Connect.

Figure 8-22: Connect to OVOC server Console

Virtual Machines
Mame T State CPU Usage Assigned Memory Uptime
3 Stress_tool Running 0% 2048 MB 1.04:34:22
S SSBC_AlexR3_HA1 Off
3 5SBC_AlexR2_HAZ Off
5 SSBC_AlexR2Z_HA1 Off
§ ESBC_alexrl Running 0% 2048 MB 1.04:10:46
5 OvOC_QA Off
I OW0c_HA_HIGH Running ' 1.02:37:53
Connect...
Settings...
Turn Off...
<| m
Shut Down...

3. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
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4. Switch to 'root' user and provide root password (default password is root):

Su - root

5. Start the OVOC Server Manager utility by specifying the following command:

# OvocServerManager

6. Verify that all processes are up and running (Viewing Process Statuses on page 209) and
verify login to OVOC Web client is successful.

7. Setthe OVOC server network IP address to suit your IP addressing scheme (Server IP
Address on page 234).

8. Perform other configuration actions as required using the OVOC Server Manager (Getting
Started on page 204).
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9 Installing OVOC Server on Dedicated Hardware

The OVOC server installation process supports the Linux platform. The installation includes two
separate components, where each component is supplied on a separate DVD:

B DVD1: OS installation: OS installation DVD (see Installing DVD1 below)

B DVD3: OVOC application: OVOC server application installation DVD (see DVD3: OVOC
Server Application Installation on page 79)

& e Ensure that the minimum platform requirements are met (see Hardware and
Software Specifications on page 7). Failure to meet these requirements will lead
to the aborting of the installation.

e Installation of OVOC Version 7.8 and later must be performed on HP DL Gen10
machines. Installation on HP DL G8 machines is not supported.

e For obtaining the installation files, see OVOC Software Deliverables on page 13
v Note that you must verify this file, see Files Verification on page 16

Installing DVD1

This section describes how to install DVD1 including the Rocky Linux Operating system.

Before commencing the installation, you must configure RAID-0 (see Configuring
RAID-0 for AudioCodes OVOC on HP ProLiant DL360p Gen10 Servers on page 314)

> To install DVD1 without a DVD:

1. Download the DVD1.ISO file to your PC.

2. Using the WinSCP utility (see Transferring Files on page 335) transfer the DVD1.1SO file to
the virtual machine installation platform.

3. Login to ILO 5 with “Administrator” privileges.

4. Launch the Integrated Remote Console.
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Figure 9-1:  Information-iLO Overview

iLOS . . .

120 Feb 02 2018 Information - iLO Overview
Information Overview Session List iLO Event Log Integrated Management Log Active Hi
System Information
Firmware & OS Software .

Information
ILO Federation
Server Name

Remotie Console & Media

Power & Thermal

iLO Dedicated Network Port
iLO Shared Network Port
Remote Support
Administration

Security

Management

Intelligent Provisioning

Product Name

uuID

Server Serial Number
Product ID

System ROM

System ROM Date
Redundant System ROM
Integrated Remote Console
License Type

ILO Firmware Version

IP Address

Link-l ocal IPv6 Address
ILO Hostname

ProLiant DL360 Gen10
39373638-3935-5A43-4A38-313531443851
CZJ8151D8Q

867959-B21

U32 v1.36 (02/14/2018)
02/14/2018

02/14/2018

HTMLS .NET Java Web Start
ILO Advanced

1.20 Feb 02 2018

1031819

FES0 EEEB-BSFF FE93-CB08
ILOCZJ8151D80Q

5. From Integrated Remote Console, click Virtual Drives and select the saved location of the

ISO file.
Figure 9-2: iLO Integrated Remote Console
Information Status
Name localhost.corp.audiocodes.com System Health Degraded

Floppy

CD/DVD »

024 on pis-B

10.3.181.181

Virtual Media URL

Local *.img file
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Information Status Connection
localhest corp.audiocodes.com System Health Degraded Not reg
uuID & Open
Sserver Serial i BN < © A |« netappl > ems » Versions 5 Extensions > Linux 5 Linux_Distributions » Rocky 8.9 OVOC_edition ~| & | Search Rocky 8.3 0VO
Organize v New folder = -
Elisheva A Name Date modified Type Size
vmware old(bios) File folder
L ovoc ] DVD1_Rocky8_Linux_Revl.iso Disc Image File 13,510,708 ...
Recommended

Rocky_8.9_0VOC
semFkGen_8.0.31

@ OneDrive - Audiot

ILO Hostname [ This PC

M 3D Obiect:

6. From Integrated Remote Console, click Power Switch > Momentary Press, the server is
shutdown. Click Momentary Press to power the server back on.

Figure 9-3: Momentary Press

g T aw — — - P v -

Power Switch | Virtual Drives Keyboard Help
(1) Momentary Press
Ix — e
Cz Press and Hold ' =17 A6 64
Cold Boot
Reset
Last login: Wed Jun

[acemsEPOLNIC-9 1S5 su
FPassword

After server boot process has commenced, press F11 to enter the boot menu.

Figure 9-4: Boot Menu

HPE ProLiant Hew‘lett Packard

Enterprise

C) Copyright 1982-2018 Heuwlett Packard Enterprise Development LP
HPE ProLiant DL360 GenlO
ystem ROM Uersion: U32 vl.36 (0:
erial Mumbe C2J8151D80Q

Installed System Memort 4 GB, Available System Memory: 64 GI

1 Processor (s) detected, 12 total co enabled, Hyperthreading is emabled
Proc 1: Intel (R} (R) Gold 6126 CPU @ 2.60GH

Workload Profile: General Power Efficient Compute

Pouwer Regulator Mode: Dynamic Power Sauings

Advanced Memory Protection Mode: fidvanced ECC Support
Boot Mode: UEFI

IPE SmartMemory authenticated in all populated DIMM slots

SecureStart  Smar Storage
Barrery

4

Smart Array HPE

il0 5 IPu4: 10.3.181.9 v v
il0D 5 IPv6: FEBO::EEEB:BSFF:FE93:CBo8 HPE RESTRA

F9? | System Utilities F10| Intelligent Provisioning m Boot Menu F12| Network Boot

1024 x 768 d[u[p]o W AES oed
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7. On boot menu, scroll down by mouse or arrows keys and select the “iLO Virtual USB 3 : iLO
Virtual CD-ROM” to start the boot sequence.

Figure 9-5: Boot Sequence

iLO Integrated Remote C ProLiant DL3f | iLO: ILOCZ)

Power Switch  Virtual Drives Keyboard Help

HewlettPackara  BOOt Menu

Enterprise

ﬂ- One-Time Boot Menu >
Generic USB Boot
Internal SD Card 1 : Generic USB3.0-CRW

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (HTTP(S) IPv4)

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (PXE IPv4)

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (HTTP(S) IPv6)

Embedded FlexibleLOM 1 Port 1 : HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adapter -
NIC (PXE IPv6)

Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (HTTP(S) IPv4)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (HTTP(S) IPv6)
Embedded LOM 1 Port 1 : HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPvB)
Embedded SATA Port 12 CD/DVD ROM : hp DVDRW GUDON

Embedded RAID 1 : HPE Smart Array E208i-a SR Gen10 - 3.4 TiB, RAIDO Logical Drive
1(Target:0, Lun:0)

iLO Virtual USB 3 : iLO Virtual CD-ROM

Run a UEFI application from a file system

http: /Awww. hpe com/gref/ProLiantGen1 OUEFI-Help L"m BIOS One-Time Boot Menu

1024 x 768 wi[u [r]e]

o

@ Aes o0

8. The following screen appears, select “Install Rocky Linux version 8.x ...” and press Enter.
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Figure 9-6: Install Rocky Linux version 8.x
10.3.181.181

Install Rocky Linux 8

Reboot Server

lise the & and * keys to change the selection.

Press ‘e’ to edit the selected item. or 'c’ for a command prompt.

After a while the Rocky Linux version 8.x installation commences:

Figure 9-7:  Start Rocky Linux version 8.x
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and press Enter, the server is rebooted.
Login as 'root' user with password root.
Type network-config, and then press Enter; the current configuration is displayed:

Figure 9-8:  Rocky Linux version 8.x Network Configuration

[acems@0OVOC-7 ~]% su -

Password:

Last login: Thu Dec 14 12:08:24 GMT 2817 on pts/0
[ root@VOC-7 ~]& TMOUT=0

[ root@VOL-7/ ~|# network-config

Hos tname : OvVOC-7
IP Address : 18.3.186.7
Prefix 16

Default Gateway

Do you wish to change it?
Hostname : OVOC-
IP Address : 18.3.
Prefix : 16

Default Gateway : 10.3.0.1

Apply new configuration? ([y]/n)

Activate the network configuration.

Wait for the installation to finish, from “Virtual Drives” menu deselect the selected drive

This script can only be used during the server installation process. Any additional
Network configuration should later be performed using the OVOC Server Manager.

. You are prompted to change the configuration; typey.
. Enter your Hostname, IP Address, Subnet Mask and Default Gateway.
. Confirm the changes; entery.

. Type the following command:
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reboot

DVD3: OVOC Server Application Installation

The procedure below describes how to install the OVOC server application. This procedure

takes approximately 20 minutes.

> To perform DVD3 installation:

1.

Download the DVD3-OVOC Server Application Installation.ISO file containing the Rocky
Linux Operating system to your PC.

Using the WinSCP utility (see Transferring Files on page 335) transfer the DVD3.ISO file to
the OVOC Version 8.2 server acems user home directory: /home/acems

Login into the OVOC server by SSH, as '‘acems' user, and enter the password acems.

Switch to 'root' user and provide root password (default password is root):

Su - root

Mount the .ISO file to make it available:

mount /home/acems/DVD3_EMS _.iso /mnt

Change directory to the script location:

cd /mnt/EmsServerlnstall/

5. Run the installation script from its location:

Jinstall
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7.

Figure 9-9: OVOC server Application Installation
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Figure 9-10: OVOC server Application Installation — License Agreement
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it is nec ary to allow ormance to
, but the remaining p
( ment or any of Lice =
and any attempt to do shall be without
being me ar o idated with

ment

any pe = 3
Export Lice understands that the Licensed Scftware may be a regu
, and may require a licens u! Licen: iz solely resp ik
11.7. R i ip Brti Hothing herein shall be deemed to c
shall hawe the right to bind the other to any of
complete and exclusis ( ment b
documenta

nterparts This Lhgreement may be executed in multiple original cou

ing an authorized signature of Licensor and Licen
Do you accept this agreement?

When you are prompted to change the acems and root passwords, enter new passwords or
enter existing passwords. You are then prompted to reboot the OVOC server machine;

press Enter.
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Figure 9-11: OVOC server Application Installation (cont)

udev.xB6_64

woet.x86_ 64 3 ems—-1local
wireshark.xf6 64 35 ems—1local

Hardening Linux 0S5 for DoD STIG compliancy

> Enter new password for user "acems"
Changing password for user acems.
FNew UNIX password:
BAD PASSWORD: it is too short
Eetype new UNIX password:
pasawd: all authentication tokens updated successfully.

»»» Enter new pasaword for user "root’
Changing password for user root.

password:

it is too short

Eetype new UN password:
pasawd: all authentication tokens updated successfully.
I B B B B R A L e a o o
EMS5 Server must be rebooted to proceed with the installation.

After the reboot completes, re-login to the EMS Server and
re-run the installation script to complete the installation.

R R S

Press Enter to reboot...

9. The installation process verifies whether Rocky Linux version 8.x that you installed from
DVD1 includes the latest OS patch updates; do one of the following:

If OS patches are installed, press Enter to reboot the server.

If there are no OS patches to install, proceed to step Wait for the installation to

complete and reboot the OVOC server by typing reboot. below

After the OVOC server has rebooted, repeat steps Login into the OVOC server by
SSH, as ‘acems’ user and enter password acems (or customer defined password). on
page 187 to Enter y, and then press Enter to accept the License agreement. on

page 188

Figure 9-12: OVOC Server Installation Complete

; debug? true; trace:
ouir
1, forceIgno
eTime

max

40417b, numHelperThrea

3 En

23:23;
py EMS document files

e /tmp all cont:
rting Apache httpd

10. Wait for the installation to complete and reboot the OVOC server by typing reboot.

‘acems’ user and enter password acems.
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12. Switch to 'root' user and provide root password (default password is root):

Su - root

13. Type the following command:

# OvocServerManager

14. Verify that all processes are up and running (Viewing Process Statuses on page 209) and
verify login to the OVOC Web client is successful.

15. Verify that the Date and Time are set correctly (Date and Time Settings on page 254).

16. Configure other settings as required (Getting Started on page 204).
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10

Migrating to Rocky Linux Operating System

This procedure describes how to migrate your Version 8.2 data to the Version 8.4 OVOC server
machine running the Rocky Linux Operating system. Before starting the process:

Extract current OVOC backup files to an external machine (see OVOC Server Backup
Processes on page 196).

Ensure that the OVOC server has been upgraded to version 8.2.3000 GA:
e Upgrading OVOC Server on Dedicated Hardware on page 187

e Upgrading OVOC Server on VMware and Microsoft Hyper-V Virtual Machines on
page 183

e Upgrading OVOC Server on Amazon AWS and Microsoft Azure on page 178

Stop OVOC from OvocServerManager (see Start or Restart the Application on page 220).

'EmsServerManager' has been renamed to 'OvocServerManager'. Both command
strings can be typed in the SSH console.

Make sure both Postgres and Cassandra database processes are active (see Viewing
Process Statuses on page 209).

Do the following:

Download the DVD3-0OVOC Server Application Installation ISO file containing the Rocky
Linux Operating system to your PC.

Using the WinSCP utility (see Transferring Files on page 335) transfer the DVD3.ISO file to
the OVOC Version 8.2 server acems user home directory: /home/acems

Login into the OVOC server Version 8.2 machine by SSH, as 'acems' user, and enter the
password acems.

Switch to 'root' user and provide root password (default password is root):

Su - root

Verify that the folder /mnt exists, and if not then create it:

mkdir /mnt

Mount the I1SO to make it available:

mount /home/acems/DVD3_EMS_XXX.iso /mnt

Change directory to the script location:
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8.

9.

cd /mnt/EmsServerlnstall/

Run the installation script:

perl upgrade_DBs_centos.pl

Change directory to the location of the OVOC backup archives:

cd /data/NBIF/emsBackup

[root(@low—185% ™1# cd ~data~MBIF- emszBackup
[root(@low—185% emsBackupl# 11

—ru—r——r—— 1 emzadmin n?%f 547455 Jun

emzadmin nhif 1546248 Jun 28 B84:81

emsadmin nhif 9755576888 Jun
postgres dha 6 Jun
emsadmin nhif 313462 Jun

[root@low—185 emsBacku

10.

11.

12.

13.

14.

15.

16.

Copy the following archives: EMSServerBackup, ovocFullBackup and cassandraBackup to
your PC.

Perform OVOC Version 8.4 clean installation on the same server or on another server:
e Installing OVOC Server on Dedicated Hardware on page 73

e Launching Public OVOC Image on Amazon Web Services (AWS) on page 18

e Deploying OVOC Image on Microsoft Azure on page 26

e Installing OVOC Server on VMware Virtual Machine on page 40

Installing OVOC Server on Microsoft Hyper-V Virtual Machine on page 54

Login into the OVOC server Version 8.4 machine by SSH, as 'acems' user, and then enter the
password acems.

Switch to 'root' user and provide root password (default password is root):

Su - root

Transfer the archive files using the WinSCP utility (see Transferring Files on page 335) to
/data/NBIF/ directory.

Start the OVOC Server Manager utility by specifying the following command:

# OvocServerManager

Run the option 'Restore from CentOS' (Application Maintenance menu > Restore) (see
Restore from Rocky Linux version 8.x). At the end of the process, the OVOC server is
rebooted.
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A The restore process may take a few minutes.

After restoring OVOC server. client needs to be restarted. otherwise it might show incorrect info.

Restore can be performed only with backup of the same OUOC version.

To perform the restore procedure. pleazse make sure that the following files exist in AdatasHBIF/ directory:-

ensServerBackup 8_4_35% oo tar
cassandraBackup 8.4.35 oo _tar.g=
ovocFullBackup 8.4.35 oo tar.g=

Are you sure that you want to continue? C(ysn>fl

17. Apply the OVOC license (see OVOC License on page 223). At the end of the process, you
must restart the OVOC Server application.
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Registering OVOC Applications on Azure

The OVOC application on Azure can be registered under one of the following scenarios. For
each procedure the corresponding OVOC setup is described:

B Allow access to operators from Single Organization tenant where operators are mapped to
Azure groups (Registering Single Tenant in Organizational Directory below

B Allow access to operators from multiple organizational tenants external where operators
are assigned roles (Registering Multitenant Support on page 100).

B Upgrade from Single Organization tenant to Multitenant (Upgrading from Single Tenant to
Multitenant on page 118

Registering Single Tenant in Organizational Directory

This section describes how to register access to OVOC for operators from a single organizational
tenant in the Organizational directory. For this deployment operators retrieve their security
level from OVOC through a mapped Azure security group. A security group must be defined on
Azure for each required security level. You must then assign operators to the relevant group
accordingly. After performing this procedure, add the Azure groups and their operator mem-
bers (see Create Azure Groups and Assign Members on page 130). These groups are mapped to
OVOC for retrieving the operator security levels.

> Do the following:

1. Login to the Azure portal with tenant admin permissions.
2. Inthe Navigation pane, select App registrations and then click New registration.

Figure 11-1: App registrations

= Microsoft Azure 0 Search resources, services, and docs (G+/) & @ K hostemea... ‘
A 5 NETHERLANDS BV ...

Home > AudioCodes Netherlands BV

i AudioCodes Netherlands BV | App registrations  # - X

Azure Active Directory

« —+ New registration @ Endpoints 2 Troubleshooting () Refresh ' Download Preview features QO Got feedback?
© overview

I Preview features
@ Ty out the new App registrations search preview! Click to enable the preview. —>
X Diagnose and solve problems

Manage x
9 @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and

& Users security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

& Groups

& External dantiies All applications ~ Owned applications  Deleted applications

&, Roles and administrators [ .2 start typing a name or Application ID to filter these results

B Administrative units

. . Display name Application (client) ID Created on Certificates & secrets
i Enterprise applications
MyA —e47f-41af-8c96-
O Devices ﬂ YAPP b55f4d0c-e47f-41af-8c96-764af238f25d 3/3/2017 @ Current
. UMP customer portal 46fad081-f3b2-4137-a7b4-d1834133cead 1/24/2020
8 App registrations
Skype2TeamsMigrator -38b2-46fa-9dd3-
@ Identity Governance n ype2TeamsMig| 4322a7ce-38b2-46fa-9dd3-966cf9ea0a35 11/25/2020 @ Current
B - My UWP App fd013cea-foeb-4ddf-96f6-ade327d056b0 11/27/2020
Application proxy
. Demo auth tenant f8f0ad3b-71f4-deb6-a087-cf68c7d43e23 2/10/2021
% Licenses
Resgister-demo _b7ee-4453-ab68-
& Azure AD Connect n g d573a2dc-b7ee-4453-ab68-d6194428bad 2/11/2021
i o Todolist-API 714ad139-ed99-4470-abd2-facc855634a7 2/11/2021 - <

3. Enter the name of the OVOC registration tenant.

4. Select Accounts in this organizational directory only (Tenant name- Single tenant).
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Figure 11-2: Single Organizational Tenant

Microsoft Azure P Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

OVOCApplication v

Supported account types

Who can use this a ion or access this APIZ
| Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (.. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be 9

proceedi u agree to the M Platform Pol I

5. Enter the HTTPS Redirect URI (REST endpoint) for connecting to OVOC Web in the following
format:

https://x.x.x.x/ovoc/v1/security/actions/login

Figure 11-3: Register an application

(VSRS PPN O scarch resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

Register an application - X

Supported account types

Who can use this application or access this API?

(® Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| web v | [ ttpsy//xxxx/ovocivi/security/actions/login v ||

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

6. Click Register.

The new registered application is displayed.
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Figure 11-4: New Registered Application

Home > AudioCodes Netherlands BV

AudioCodes Netherlands BV | App registrations = X
Azure Active Directory
« ; . ¢ " .
= Enterprise applications . + New registration @) Endpoints /2 Troubleshooting () Refresh ' Download Preview features Q Got feedback?
Ol Devices
X
B, App registrations @ Ty out the new App registrations search preview! Click to enable the preview. —>
(&) Identity Governance
B2 Application proxy @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and *
security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
% Licenses
% Azure AD Connect .
All applications Owned applications  Deleted applications
& Custom domain names —
£ ovoc x
@ Mobility (MDM and MAM)
Password reset
Display name Application (client) ID Certificates & secrets
Il company branding
n ovoc 59ab90b2-99a4-45d6-96¢7-c177352950¢ @ current
&* User settings §
OVOCApplication 72€91409-9da5-4cc1-a5f0-724f611fba23 @ current
il Properties
@ Security
Monitoring
D Ssign-in logs
& Audit logs

7. Double-click the new application i.e. OVOCApplication (in this example) to configure it.

8. Inthe navigation pane, select Certificates & secrets.

Figure 11-5: Certificates & secrets

Microsoft Azure P Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCApplication

OVOCApplication | Certificates & secrets =

O Search (Ctrl+/) « Q Got feedback?
B Overview ~  Ceruricates
& Quickstart Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

# Integration assistant _
T Upload certificate
Manage Thumbprint Start date Expires Certificate ID

B Branding

No certificates have been added for this application.
2 Authentication

Certificates & secrets

1l Token configuration .
9 Client secrets

- APl permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
@ Expose an API

App roles

& Owners Description Expires. Value Secret ID

& Roles and administrators |

No client secrets have been created for this application
Preview

@ Manifest

Support + Troubleshooting

9. Click New client secret.
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Figure 11-6: New client secret

Microsoft Azure P Search resources, services, and docs (G+/)

AudioCodes Netherlands BV

Home OVOCApplication

Add a client secret X

ovocC | IoM

OVOCApplication | Certificates & secrets =

Description [‘ovoc_secret J

0 Search (Ctrl+/) « Q Got feedback?

Expires [ 24 months

B Overview Lerurcates

& Quickstart Certificates can be used as secrets to prove the application's identity when requesting a token. Also
#" Integration assistant _
T Upload certificate

Manage

Thumbprint Start date |

B Branding
No certificates have been added for this application.
D Authentication

Certificates & secrets

il! Token configuration .
9 Client secrets

2 APl permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be
@ Expose an API

+ New client secret

App roles

& Owners Description Expires Value

& Roles and administrators |

: No client secrets have been created for this application.
Preview

M Manifest

Support + Troubleshooting | cancel

10. Enter a description and from the drop-down list select 24 months.
11. Click Add.

Figure 11-7: Client Secret Generated

Microsoft Azure P Search resources, services, and docs (G+/)

AudioCodes Netherlands BV > OVOCApplication

OVOCApplication | Certificates & secrets = - X

Home

Search (Ctrl

B Overview

& Quickstart

Q Got feedback?
Cerurcates A

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

# Integration assistant _
T Upload certificate

Manage

Thumbprint Start date Expires Certificate ID

& Branding
No certificates have been added for this application.
D Authentication

Certificates & secrets

{I! Token configuration
9 Client secrets
APl permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
@ Expose an API

—+ New client secret

App roles

& Owners Description Expires Value Copy to clipboard et ID.

&, Roles and administrators | ovoc_secret 10/7/2023 N3F7Q~JPg JjvaNuviFx2nY eeccOebf-e5d9-4aal-baea-23147de7f24d [y [i]
Preview

Manifest

12. Copy the secret Value to clipboard as its required in later configuration and cannot be
retrieved once you leave this screen.

13. In the navigation pane, select Authentication.
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Figure 11-8: Authentication

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCApplication

3 OVOCApplication | Authentication = X

O Search (Ctrl+/) « save X Discard Q Got feedback?

B Overview

Front-channel logout URL

& Quickstart
This is where we send a request to have the application clear the user's session data. This is required for single sign-out to

# Integration assistant work correctly.

Manage | eg. https://example.com/logout v

= Branding Implicit grant and hybrid flows

D Authentication Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via Javascript, select both access tokens and D tokens.

Certificates & secrets For ASP.NET Core web apps and other web apps that use hybrid authentication, select only D tokens. Learn more about

tokens.

11! Token configuration

5 APl permissions Select the tokens you would like to be issued by the authorization endpoint:

Access tokens (used for implicit flows)

Expose an API
& 10 tokens (used for implicit and hybrid flows)

App roles

2 Owners Supported account types

&k Roles and administrators | Who can use this application or access this API?
Preview

(®) Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)
@ Manifest
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Support + Troubleshooting

14. Under Implicit grant and hybrid flows select the following:
® Access tokens (used for implicit flows)
e ID tokens (used for implicit and hybrid flows)

15. Click Save.

16. In the navigation pane, select Token configuration.

Figure 11-9: Token configuration

Microsoft Azure £ Search resources, services, and docs (G+/)
Home > AudioCodes Netherlands BV > OVOCApplication Add optional claim %
!]' OVOCApplication | Token configuration =
I
Once a token type is selected, you may choose from a lst of available optional claims

O Search (Ctrl+/) « Q Got feedback?
B Overview Optional claims *Token type
o Access and ID tokens are used by applications for authentication. Learn more7!

Quickstart Optional claims are used to configure additional information which is returned in one or more toker

. O]
# Integration assistant @
+ Add groups claim O Access
Manage O samL
B Branding
Claim Description ) -
2 Authentication (=] claim + Description
No results. A

Certificates & secrets [ pwd_exp The datetime at which the password expires

Token configuration [ pwd_url A URL that the user can visit to change their password
= API permissions [ sia Session ID, used for per-session user sign out
& Expose an API [ tenant_ctry Resource tenant's country/region

“ App roles [ tenant_region_scope Region of the resource tenant

2 Owners upn An identifier for the user that can be used with the user...
£, Roles and administrators | (7] verified_primary_email Sourced from the user's PrimaryAuthoritativeEmail

Preview

[0 verified_secondary_email  Sourced from the user's SecondaryAuthoritativeEmail
I Manifest
Support + Troubleshooting B [ ada IR
] AAD, 1d/72€9f409-9daS- 24 57f 12¢ v —

17. Select Add optional claim.
18. Under Token Type, select ID.
19. Under Claims, select the upn check box.

20. Click Add.
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Figure 11-10: Add Optional claim

Add optional claim

Add

| Cancel

Some of these claims (upn) require Openld Connect scopes to be configured through
the API permissions page or by checking the box below. Learn more

Turn on the Microsoft Graph profile permission (required for claims to appear in token).

21. Select the Turn on the Microsoft Graph profile permission check box and then click Add.

This adds the Profile permission to the API permissions list.
The new claim is displayed.

Figure 11-11: New UPN Claim

= (VT TSl O Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCApplication

!|' OVOCApplication | Token configuration = -

A search (Ctrl+/) « Q Got feedback?
B Overview Optional claims
& Quickstart

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more '

#" Integration assistant
~+ Add optional claim  + Add groups claim

Certificates & secrets
il} Token configuration
2 APl permissions
@ Expose an APl
HE Approles
& Owners

4k Roles and administrators |
Preview

@ Manifest

Support + Troubleshooting

Manage
B Branding

Claim * Description Token type ™y
2 Authentication

upn An identifier for the user that can be used with the username_hint parameter; not a durable identifier f... 1D

Optional settings

Default

22. Right-click the newly added token and select Edit.
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Figure 11-12: Edit Optional Claim

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCApplication

1! OVOCApplication | Token configuration = - X

O Search (Ctrl+/) « Q Got feedback?
B Overview Optional claims

Quickstart Optional claims are used to configure additional information which is returned in one or more tokens. Learn more]
# Integration assistant
-+ Add optional claim - Add groups claim

Manage
B Branding

Claim 1 Description Token type 1y Optional settings
D Authentication

upn An identifier for the user that can be used with the username_hint parameter; not a durable identifier f... 1D Baais

Certificates & secrets 2 Edit
e

I} Token configuration i Delete

9 APl permissions

& Expose an API

App roles
2 Owners

&, Roles and administrators |
Preview

@ Manifest

23. Under Edit UPN (ID token), select Yes to Externally authenticate guest users (users that are
not members of the organization's Azure defined groups).

Figure 11-13: Edit UPN (ID token)

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCApplication Edit UPN (ID token) X
1| OVOCApplication | Token configuration =

User Principal Name (UPN) is an identifier for the user that can be used with the username_hint
O Search (Ctrl+/) « Q Got feedback? parameter.

& o ) . Lear more about UPN claim 7
' Overview Optional claims

&
Quickstart Optional claims are used to configure additional information which is returned in one or more toker
Externally authenticated
# Integration assistant

+ Add optional claim -+ Add groups claim This option includes the guest UPN as stored in the resource tenant,
Manage
B Branding Replace hash marks
2 Authentication Claim Description This option replace the hash marks (#) i the guest UPN with underscores ().
upn An identifier for the user that can be used with the usermame_hint (@ ) No

Certificates & secrets
il Token configuration
2 APl permissions
& Expose an APl

App roles

& Owners

&, Roles and administrators |
Preview

M Manifest

Support + Troubleshooting . (=]

24. Click Save.

25. In the Navigation pane, select APl permissions.
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Figure 11-14: API Permissions

Microsoft Azure R Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCApplication Request API permissions X
- OVOCApplication | APl permissions =

0
ODES NETHERLANDS BV

Select an API

o) +, « Refresh f ? .
£ Search (Ctrl+/) | « O Refres © Got feedback Microsoft APIs  APIs my organization uses My APIs

B Overview
Commonly used Microsoft APIs
& Quickstart
@ The “Admin consent required” column shows the
# Integration assistant organization, or in organizations where this app Microsoft Graph

\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
, single endpoint.

N

M;
anage Configured permissions g

B Branding

Applications are authorized to call APIs when they ar
all the permissions the application needs. Learn mor:

2 Authentication

Certificates & secrets Add a permission |~/ Grant admin consent f o

llToken coniguraton g zurepota caclog aure Devops 2 o
API / Permissions name Type
Programmatic access to Data Catalog Integrate with Azure DevOps and Azure Allow validated users to read and write
\Microsoft Graph (3) resources to register, annotate and DevOps server protected content
search data assets
@ Expose an API Group.Read Al Delegated
App roles profile Delegated
& Owners . . N
User.Read Delegated /A Azure Service Management ’> :Iai:::s?::'[; s:ar::.c; f;srs 3 cnz.'.':r':u'“ 365 Business
&. Roles and administrators | 4
Preview Programmatic access to much of the Export data from Microsoft Dynamics Programmatic access to data and
. functionality available through CRM organization to an external functionality in Dynamics 365 Business
B Manifest To view and manage permissions and user consent, t the Azure portal destination Central

Support + Troubleshooting

26. Click Add a permission and then click the Microsoft Graph link.

Figure 11-15: Delegated permissions

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin Request API permissions X
5 OVOCAdmin | APl permissions =

CAIl APIs
Microsoft Graph
https:/graph.microsoft.com/ Docs o'

Search (Ctrl+/) < () Refresh & Got feedback? Gr

# Overview What type of permissions does your application require?

& Quickstart
A\ starting November 9th, 2020 end users will no lol Delegated permissions Application permissions

# Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

Manage
@ The "Admin consent required” column shows the

1 Branding & properties your organization, or in organizations where this;

D Authentication X .
Configured permissions

Certificates & secrets
Applications are authorized to call APIs when they ar

{l! Token configuration all the permissions the application needs. Learn mor
{85 Al permissions + Add apermission +/ Grant admin consent

@ Expose an API -
API / Permissions name Type

App roles
PP \ Microsoft Graph (2)

2 Owners
profile Delegated
& Roles and administrators |
Preview UserRead Delegated
B Manifest

To view and manage permissions and user consent, t

Support + Troubleshooting

27. Click Delegated permissions.
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Figure 11-16: Microsoft Graph Permissions

Microsoft Azure P Search resources, services, and docs (G+/)

P Search (Ctrl+/)

# " Integration assistant

Manage

= Branding

2 Authentication
Certificates & secrets

il Token configuration

- API permissions

& Expose an APl

App roles
2 Owners

&, Roles and administrators |
Preview

M Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

Home > AudioCodes Netherlands BV

OvOCApplication

5 OVOCApplication | APl permissions =

O Refresh | < Got feedback?

@ The “Admin consent required” column shows the
organization, o in organizations where this app v

Configured permissions

Applications are authorized to call APIs when they ar
all the permissions the application needs. Learn mort

~+ Add a permission /' Grant admin consent f
API / Permissions name Type
 Microsoft Graph (2)

profile Delegated

UserRead Delegated

To view and manage permissions and user consent, t

Request API permissions
<All APIs

 Group (1)

AUDIOCODES NETHE

GroupRead All ©
Read all groups

[  CrouwResdwitel O
Read and write all groups

> GroupMember

> IdentityProvider
> IdentityRiskEvent
> IdentityRiskyUser

> IdentityUserFlow

> imap

Discard

28. Select Group.Read.All for OVOC to read permissions from all user groups defined for the
tenant, and then click Add permissions.

29. Add another Delegated permission User.Read.All and then click Add permissons.

Figure 11-17: Delegated permissions

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

OVOCAdmin

o OVOCAdmin | APl permissions =

0 Search (Ctrl+/)
B Overview
& Quickstart

#" Integration assistant

Manage
B Branding & properties
D Authentication

Certificates & secrets
il Token configuration
2 APl permissions

@ Expose an API

App roles
2 Owners

. Roles and administrators |
Preview

3

[ Manifest

Support + Troubleshooting

(O Refresh & Got feedback?

A\ starting November 9th, 2020 end users will no lol

@ The "Admin consent required” column shows the
your organization, or in organizations where this

Configured permissions

Applications are authorized to call APls when they ar
all the permissions the application needs. Learn mor

+ Add a permission /' Grant admin consent f
API / Permissions name Type
 Microsoft Graph (2)

profile Delegated

UserRead Delegated

To view and manage permissions and user consent, t

Request APl permissions X
<All APIs
permission, user, or app. This column may not retlect the value in your organization, or in organizations where this app will be used. Learn ~
more
Permission Admin consent required

> IdentityRiskyUser

\/ User (2)

UserRead ©

No
Sign in and read user profile
User.Read.All
o Yes
Read all users' full profiles
D User.ReadBasicAll (O N
.
Read all users' basic profiles
E] User.ReadWrite O N
.
Read and write access to user profile
User.ReadWrite. All O
O Yes

Read and write all users' full profiles

The configured APl permissions are displayed.
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Figure 11-18: Configured API Permissions

Figure 11-19:

Microsoft Azure P Search resources, services, and docs (G+/)

Home

- OVOCAdmin | API permissions

AudioCodes Netherlands BV

[0 search (ctri+ J
B Overview
& Quickstart

#" Integration assistant

Manage

B Branding & properties

2 Authentication
Certificates & secrets

{1l Token configuration

- API permissions

@ Expose an API

App roles

& Owners

&, Roles and administrators |
Preview

I Manifest

Support + Troubleshooting

OVOCAdmin

O Refresh

2

&7 Got feedback?

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in

your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission

+/ Grant admin consent for AudioCodes Netherlands BV

API / Permissions name Type

\/ Microsoft Graph (4)

Description

Admin consent requ...

Status.

Group.Read Al
profile

User.Read

User.Read.All

Delegated
Delegated
Delegated

Delegated

Read all groups
View users' basic profile
Sign in and read user profile

Read all users' full profiles

A\ Not granted for AudioC, ==+

A Notgranted for AudioC,,  +++

30. Click Grant admin consent for <Tenant_Name> link to grant consent for the requested

permissions for all accounts for this tenant, and then click Yes to confirm.

Figure 11-20: Grant Admin Consent for all Accounts

(VTS O VIl © Search resources, services, and docs (G+/)

Home

Manage

AudioCodes Netherlands BV

P Search (Ctrl+/)
B Overview
& CQuickstart

# Integration assistant

B2 Branding & properties

2 Authentication
Certificates & secrets

11! Token configuration

& APl permissions

@ Expose an APl

App roles

2 Owners

&, Roles and administrators |
Preview

M Manifest

Support + Troubleshooting

OVOCAdmin

5 OVOCAdmin | APl permissions =

(O Refresh

A’ Got feedback?

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in AudioCodes Netherlands BV? This will update any existing admin consent records this application

already has to match what is listed below.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission

~/ Grant admin consent for AudioCodes Netherlands BV

API / Permissions name Type

/ Microsoft Graph (4)
Group.Read Al
profile
UserRead

User.Read All

Delegated
Delegated
Delegated

Delegated

Description

Read all groups
View users' basic profile
Sign in and read user profile

Read all users' full profiles

Admin consent requ...

Status

A Not granted for AudioC, +++

A Not granted for AudioC_ +++

31. In the Navigation pane, select the Overview page for the application.
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Figure 11-21: Overview Page

= Microsoft Azure O Search resources, services, and docs (G+/) 5] emea... .
THERLANDS BV

Home > AudioCodes Netherlands BV

13 OVOCApplication = - X
Lo
2 search (Ctrl+/) | « Tl Delete & Endpoints Preview features
B Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>
& Quickstart N
# Integration assistant A Essentials
Manage Display name : OVOCApplication Client credentials : 0 certificate, 1 secret
= s I Application (client) ID  : 72e9£409-9das-4cc1-a5f0-724f611fba23 | Redirect URIs : 1 web, 0 spa, 0 public client
& Branding

Object ID  ddb67f46-a857-4e9c-a915-2829b3e377c1 Application ID URI : Add an Application ID URI
2 Authentication

| Directory (tenant) ID  : c524b5f5-fd18-43c0-964c-bcsd35525eaa | Managed application in .. : OVOCApplication

Certificates & secrets -
Supported account types : My organization only

1l Token configuration

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support

2 APl permissions
P and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ Expose an API

¥ App roles Get Started  Documentation

& Owners

& Roles and administrators | Build your application with the Microsoft identity platform
Preview

M Manifest The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can

create modern, standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers.
Learn morecf’

Support + Troubleshooting

32. Note the following values as they must later be configured in Configuring OVOC Web Azure
Settings - Single Tenant Setup below

e Application (client) ID
e Directory (tenant) ID

33. Add Main Tenant Azure groups and add members as described in Create Azure Groups and
Assign Members on page 130

34. Configure Azure settings in OVOC Web as described in Configuring OVOC Web Azure
Settings - Single Tenant Setup below

Configuring OVOC Web Azure Settings - Single Tenant Setup

This section describes how to configure Azure authentication in the OVOC Web interface for the
Main Tenant. When an Azure-authenticated operator logs into the OVOC, they are assigned an
OVOC security levels, e.g., 'Operator' based on their Group mapping on Azure.

> To configure OVOC operators :

1. Inthe OVOC Web, open the Authentication page (System > Administration > Security >
Authentication), and then from the 'Authentication Type' drop-down, select AZURE.
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Figure 11-22: Azure Main Tenant Authentication Settings

AZURE AUTHENTICATION SETTINGS AUTHORIZATION LEVEL SETTINGS
Security Azure Hostname login.microsoftonline.com System Administrator User Group Name EMS_Admin
Azure AD Path Type File [rrenam vJ System Operator User Group Name EMS_Operator
Azure Tenant ID* tenant1d System Monitor User Group Name EMS_Monitor
Azure Client ID client-1d Tenant Administrator User Group Name EMS_Tenant_Admin
Change Azure Client Secret Tenant Operator User Group Name EMS_Tenant_Operator
Tenant Moniter User Group Name EMS_Tenant_Menitor
Tenant Moniter Links User Group Name EMS_Tenant_Monitor_Links
Default Operator Type and Security Level Reject -
COMBINED AUTHENTICATION MODE ENDPOINTS GROUP AUTHORIZATION LEVEL SETTINGS
Enable combined authentication [m] Tenant Endpeints Group User Group Name EMS_Tenant_Endpoints_Group
Authentication order Extemal First
GW / SBC / MSBR AUTHENTICATION
Use AD Credentials for Device Page Opening m]

2. From the 'Azure AD Path Type File' drop-down, select Tenant.

3. Enter the 'Azure Tenant ID' field. Extract value from the Overview page in the application
registration for your Single Tenant.

4. Inthe 'Azure Client ID' field, enter the ID of the Azure AD client for your Single Tenant.

5. Inthe 'Azure Client Secret' field, enter the shared secret (password) that you generated and
saved for your Single Tenant.

6. Inthe screen section 'GW / SBC / MSBR Authentication', select the option 'Use AD
Credentials for Device Page Opening' for the OVOC to sign operators in to AudioCodes
devices using the same credentials they used to sign in to OVOC. The AudioCodes device
will then perform authentication with the Azure AD and login to the device is attempted
with same AD user name / password instead of the local device user name / password.
Note that the device must also be configured to authenticate with the same AD.

When a Main Tenant operator attempts to connect to OVOC, OVOC verifies the mapped
Azure User Group to which the operator is a member.

e In the Tenant Details screen under the Operators tab, the parameter AD
Authentication: Group Name points to the Azure group which includes the Tenant
operators who are authorized to login to OVOC using this method.

e If the Azure AD successfully validates that the operator belongs to the AD
Authentication group (see highlighted group in the example below), its and allowed
access.
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Figure 11-23: AD Authentication Group Name

TENANT DETAILS

General SNMP HTTP Operators

License

Local Authentication: Assigned Operators

AD Authentication: Group Name audio-code

vm

Figure 11-24: Matching Group on Azure

Home > audio-code >
2a Groups | All groups
audio-code - Azure Active Directory

«

& All groups

& Deleted groups ’/O audio X | Filter v
K Diagnose and solve problems Searchmode (@D Contains

Settings 1 group found

@ cenea Name Object Id
€% Expiration

% Naming policy

"8 Newgroup & Download groups [i] Delete () Refresh ¥ Columns A7 Got feedback?

audio-code 9f6095¢-769-4568-a510-5ea730dl0f317

Group Type Membership 1

Microsoft 365 Assigned

7. Inthe screen section Authorization Level Settings, configure the user group names exactly
as defined on Azure in Create Azure Groups and Assign Members on page 130. When an
operator is not assigned to a group on Azure, the parameter 'Default Operator Type and

Security Level' is applied.
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Figure 11-25: Authorization Level Settings
AUTHORIZATION LEVEL SETTINGS
System Administrator User Group Name EMS_Admin
System Operator User Group Name EMS_Operator
System Monitor User Group Name EMS_Monitor
Tenant Administrator User Group Name EMS_Tenant_Admin
Tenant Operator User Group Name EMS_Tenant_Operator
Tenant Monitor User Group Name EMS_Tenant_Monitor
Tenant Monitor Links User Group Name EMS_Tenant_Monitor_Links
Default Operator Type and Security Level Reject b
ENDPOINTS GROUP AUTHORIZATION LEVEL SETTINGS
Tenant Endpoints Group User Group Name EMS_Tenant_Endpoints_Group
Figure 11-26: Matching Groups on Azure
Home  AudioCodes - SOALIVE >
X

Za Groups | All groups
AudioCodes - SQA LIVE - Azure Active Directory
“ e Newgroup & Download groups  [il De
& All groups

ete O Refresh

28 Deleted groups emg|

X | Fitter v

K Diagnose and solve problems searchmode @D Contains

Settings 6 groups found
% General (] weme
£33 Expiration

EMS_Tenant_Operator_Links
€ Naming policy 0 . - -Operator. |
Activity O - EMS_Tenant_Admin_Links
2 Privileged access groups (Preview) O EMS_Tenant_Monitor_Links
7= Access reviews

[ B evs_operator

Audit logs

EMS_Monitor
& Bulk operation results O .

! O . EMS_Admin

Troubleshooting + Support

& New support request

@ Columns

3a413504-47d2-40b3-a061-0edbf797d2e 1 Security
67741e92-d754-4e0b-b1ef-230dad8a730f  Security
€72c88a8-86d8-4c44-928d-0cdb7f584a9¢ Security
ca7cc0f2-5f27-478a-b1cd-4e3157141ab9 Security
eafbf1b2-6283-4d4b-a3c7-ab4cc2b715€0  Security

5893124-7eeb-41cd-92d5-9cabebcf8282 Security

A7 Got feedback?

Group Type Membership Type
Assigned
Assigned
Assigned
Assigned

Assigned

Assigned

Email

Registering Multitenant Support

This procedure describes how to allow access to OVOC for operators from multiple Azure ten-
ants. This procedure describes how to register the Main Tenant which include the OVOC system
operators that belong to mapped Azure Groups. After performing this procedure, add operators
for external tenants and assign roles to those operators you wish to allow access to OVOC (Add

External Tenant Operators and Assign Roles on page 135):

e Registered Service Provider Tenants
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e Registered Channels

e Registered Customers

A

users once multitenancy is enabled in this procedure.

> To configure OVOC multitenancy:

1. Login to Azure portal as Global Administrator.

2. Inthe Navigation pane, select App registrations and then click New registration.

Figure 11-27: App Registrations

Microsoft Azure P Search resources, services, and docs (G+/)

Guest user login is not supported for both Main Tenant and external tenant guest

Home > AudioCodes Netherlands BV
AudioCodes Netherlands BV | App registrations = X
Azure Active Directory

« —+ New registration @ Endpoints £ Troubleshooting () Refresh L Download Preview features QD Got feedback?
© overview
I Preview features %
@ Ty out the new App registrations search preview! Click to enable the preview. —>

X Diagnose and solve problems

Manage X
9 @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and

& Users security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

a

2 Groups

All applications  Owned applications  Deleted applications

65 External Identities

& Roles and administrators ‘ O Start typing a name or Application ID to filter these results

& Administrative units
Display name

S

UMP customer portal

Application (client) ID

Enterprise applications

Ol Devices b55f4d0c-e47f-41af-8c96-764af238f25d

46fad081-3b2-4137-a7b4-d1834133cead

App registrations

Skype2TeamsMigrator 4322a7ce-38b2-46fa-9dd3-966cf9ea0a3s

(&) Identity Governance

My UWP App fd013cea-foeb-4ddf-96f6-ade327d056b0

£ Application proxy
Demo auth tenant

B woseroemo

Todolist-API

80ad3b-71f4-deb6-a087-cf68c7d43e23

% Licenses

» Azure AD Connect d573a2dc-b7ee-4453-ab68-d6194428fbsd

E=l Cuctom domai v 714ad139-ed99-4470-abd2-facc855634a7

Created on
3/3/2017
1/24/2020
11/25/2020
11/27/2020
2/10/2021
2/11/2021

2/11/2021

Certificates & secrets

@ current

@ Current

Figure 11-28:

£ Search resources, services, and docs (G+/)

New Registration

H Microsoft Azure

Home > AudioCodes Netherlands BV >

Register an application

* Name

The user-facing display name for this application (this can be changed later),

| [lovocadmid | %

Supported account types

Who can use this application or access this APIZ

(O Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)

| (® Accounts in any organizational directory (Any Azure AD directory - Multitenant) |

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ ||[ https:/xxxx/ovoci/security/actions/login | v

By proceeding, you agree to the Microsoft Platform Policies (7

3. Enter the name of the OVOC registration tenant.
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4. Under Implicit grant and hybrid flows, select Accounts in any organizational directory (Any
Azure AD Directory- Multitenant)

5. Click Register.
The newly registered application is displayed.

Figure 11-29: New Registered Application

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV

AudioCodes Netherlands BV | App registrations = - %

Azure Active Directory

—+ New registration @ Endpoints 2 Troubleshooting () Refresh L Download [l Preview features =~ < Got feedback?

© Overview

B Preview features 52
@ Try out the new App registrations search preview Click to enable the preview. =
X Diagnose and solve problems

Manage x
29 @ starting June 30th, 2020 we will o longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we willno longer

& Users provide feature updates. Applications will need to be upgradd to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

2 Groups

{& Extemal Identities All applications ~ Owned applications  Deleted applications

£, Roles and administrators [2 ovod

3 Administrative units

Display name Application (client) ID Created on Certificates & secrets

Enterprise applications

ovoc -99a4-45d6-96¢7 -

O3 Devices 50ab90b2-99ad-45d6-96¢7-c17€7352950¢ 5/25/2021 @ Current
| Apprersmes OVOCApplication 72€9f409-9da5-4cc1-a5f0-724f611fba23 10/7/2021 @ current
" OVOCAd - cbe3-4afc-9dcT-

@ Identity Governance u imin db348b8c-c6e3-4afc-9dc7-1b2a84706843 10/17/2021

£ Application proxy
% Licenses
% Azure AD Connect

& Custom domain names

@ Mobility (MDM and MAM)

Password reset

6. Double-click the new application i.e. OVOCAdmin (in this example) to configure it.
7. Inthe navigation pane, select Certificates & secrets.

Figure 11-30: Certificates & secrets

e )

Home > AudioCodes Netherlands BV > OVOCAdmin

OVOCAdmin | Certificates & secrets = %
£ search (Ctrl+/) | « QD Got feedback?

B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS A
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart

# Integration assistant
Certificates

Manage o .
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

& Branding

9 Authenticati T Upload certificate

Thumbprint Start date Expires Certificate ID

i g No certificates have been added for this application.
- APl permissions

@ Expose an API

App roles Client secrets
2 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and admi | Preview
~+ New client secret
I Manifest
Description Expires Value Secret ID

Support + Troubleshooting

No client secrets have been created for this application.
£ Troubleshooting

& New support request

8. Click New client secret.
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Figure 11-31: New client secret

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin Add a client secret X
OVOCAdmin | Certificates & secrets =

Description [[ovoc_mtsecref |
£ search (Ctrl+/) < Q Got feedback?
(Cut+) Expires [24 months M
B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart
# Integration assistant
Certificates
Manage - L
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public
= Branding

9 Authentication T Upload certificate

Certificates & secrets Thumbprint Start date Expires ce
ili- Token configuration No certificates have been added for this application.
= APl permissions

@ Expose an API

#i App roles Client secrets
28 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pas

&, Roles and administrators | Preview
+ New dlient secret
i Manifest
Description Expires Value Sear
Support + Troubleshooting

No client secrets have been created for this application.
2 Troubleshooting

& New support request

Cancel

9. Enter a description and from the drop-down list select 24 months.
10. Click Add.

Figure 11-32: Client Secret Generated

Home > AudioCodes Netherlands BV > OVOCAdmin

OVOCAdmin | Certificates & secrets  » x

> Search (Ctrl+/) Q Got feedback?

B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart

A Integration assistant
Certificates

Manage .
9 Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.

i ]

Branding
D Authentication 7 Upload certificate

Certificates & secrets Thumbprint Start date Expires Certificate ID

Il Token configuration No certificates have been added for this application
© APl permissions
@ Expose an API

i App roles Client secrets

2 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

&, Roles and administrators | Preview
+ New dlient secret

Description Expires Value Copy to ciipboard et ID

ovoc_mtsecret 10/17/2023 30J7Q~60mHotZX8P28n-ShKOODIZXN; ... [ e47e13c3-ae06-463d-9cf8-901318dd7b37 [y

M Manifest

Support + Troubleshooting

=

£ Troubleshooting

& New support request

11. Copy the secret Value to clipboard as its required in later configuration and cannot be
retrieved once you leave this screen.

12. In the navigation pane, select Authentication.
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Figure 11-33: Authentication

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin

3 OVOCAdmin | Authentication = - %

[ search (cti+p | « X Discard | < Got feedback?

B Overview This is where we send a request to have the application clear the user's session data. This is required for single sign-out to “
work correctly.

& Quickstart

[ e.g. https://example.com/logout v

# Integration assistant
Implicit grant and hybrid flows

Manage platg Y

_ X Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

= Branding doesn't use the authorization code flow, o if it invokes a web API via JavaScript, select both access tokens and ID tokens.

For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Leam more about
D Authentication tokens.

f
Certificates & secrets Select the tokens you would like to be issued by the authorization endpoint:

{li Token configuration [ Access tokens (used for i

it flows)

o APl permissions

D tokens (used for implicit and hybrid flows) I

Expose an API
Supported account types
App roles
Who can use this application or access this API?
& Owners

O Accounts in this organizational directory only (AudioCodes Netherlands BV only - Single tenant)
&, Roles and administrators | Preview s

(®) Accounts in any organizational directory (Any Azure AD directory - Multitenant)
@ Manifest

Help me decide.
Support + Troubleshooting

& Troubleshooting

A\ Due to temporaryciferencesinsupported functonalty, we don't recommend enabiing personal Microsoft accounts
for an exsting registration. Ifyou need to enable personal aczounts, you can do s0 usng the marifest editor. Learn
move sbolst hese resrcons

& New support request

13. Under Implicit grant and hybrid flows, select “ID tokens”
14. Click Save.
15. In the Navigation pane, select Token configuration

Figure 11-34: Token Configuration-Add

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin Add Optional claim X
11! OVOCAdmin | Token configuration =

Once a token type is selected, you may choose from a lst of available optional claims.
P Search (Ctrl+/) | « Q Got feedback?

Overview Optional claims * Token type
& Qi , ) ) Access and ID tokens are used by applications for authentication, Leam more7
Quickstart Optional claims are used to configure additional information which is returned in one or more tokens. Learn more(? -
’ . ®) D
# Integration assistant e
—+ Add optional claim | + Add groups claim O Access
Manage O samL
= Branding
Claim Description ) -
2 Authentication [®] claim T Description
No results. L sia S€SSI0N 1L, Use Tor per-Session ser sign out 5

Certificates & secrets

[ tenant_ctry Resource tenants country/region
Token configuration
(] i Region of the resource tenant

2 APl permissions

An identifier for the user that can be used with the user...
@ Expose an API

(] verified_primary_email

Sourced from the user's PrimaryAuthoritativeEmail
i App roles

[T verified_secondary_email  Sourced from the user's SecondaryAuthoritativeEmail
& Owners
[ vnet VNET specifier information
&, Roles and administrators | Preview
[ xms_pdl Preferred data location
W Manifest
[ xms_pl User-preferred language
Support + Troubleshooting () xms_tpl Tenant-preferred language
& Troubleshooting [ zdid Zero-touch Deployment ID

2 New support request

Cancel

16. Click Add optional claim, choose ID type then upn optional claim and click Add to confirm.
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Figure 11-35: Turn on Profile Permission

Add optional claim X

Some of these claims {upn) require Openld Connect scopes to be configured through
the API permissions page or by checking the box below. Learn maore

H Turn on the Microsoft Graph profile permission (required for claims to appear in token).

o

17. Select the Turn on the Microsoft Graph profile permission check box and then click Add.
This adds the Profile permission to the API permissions list.

Figure 11-36: Optional claims Added

= i Search resources, services, and docs (G+ 5] 3 J Admin@ocshost.emea. .
Microsoft Azure - L2 AUDIOCODES NETHERLANDS BV.

Home > AudioCodes Netherlands BV > OVOCAdmin

!|' OVOCAdmin | Token configuration s - %
0 Search (Ctrl+/) | Q Got feedback?
B Oveniew

Optional claims

& Quickstart
Optional claims are used to configure additional information which is returned in one or more tokens. Learn more(/

# Integration assistant
-+ Add optional claim - Add groups claim

Manage

B Branding

Claim 1 Description Token type Ty Optional settings
2 Authentication

upn An identifier for the user that can be used with the username_hint parameter; not a durable identifier for the user and s... ID Default
Certificates & secrets

{I!" Token configuration

- APl permissions

@ Expose an API

i Approles

2 Owners

& Roles and administrators | Preview
i Manifest

Support + Troubleshooting

£ Troubleshooting

& New support request

A This configuration assumes that all operators have been added to the Active Dir-
ectory in UPN format e.g. Johnb@firm.com. If operators have been added in email
format e.g. John.Brown@firm.com then they will not be able to connect to OVOC in
the multitenancy setup.

18. In the Navigation pane, select APl permissions.
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Figure 11-37: APl Permissions

Microsoft Azure R Search resources, services, and docs (G+/)
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UserRead Delegated

Request APl permissions

Select an API

Microsoft APIs

Commonly used Microsoft APIs

APIs my organization uses

My APl

Microsoft Graph

N

4
\

single endpoint.

\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

[ #zure Data Catalog
Programmatic access to Data Catalog

resources to register, annotate and
search data assets

/A Azure Service Management

Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

N, Data Export Service for
I/ Microsoft Dynamics 365

Export data from Microsoft Dynamics

() Azure Rights Management
Services

Allow validated users to read and write

protected content

£ Dynamics 365 Business
WP Central

0
ODES NETHERLANDS BV

Preview Programmatic access to much of the Programmatic access to data and
. functionality available through CRM organization to an external functionality in Dynamics 365 Business
B Manifest To view and manage permissions and user consent, t the Azure portal destination Central

Support + Troubleshooting

19. Click Add a permission and then click the Microsoft Graph link.

Figure 11-38: Delegated permissions

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin Request APl permissions X
5 OVOCAdmin | APl permissions =
<All APIs
Search (Ctrl+/) () Refresh | 27 Got feedback? Gr Microsoft Graph

hitpsi//graph.microsoft.com/ Docs

# Overview What type of permissions does your application require?

& Quickstart

A\ starting November 9th, 2020 end users will nolo | Delegated permissions Application permissions

# Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

Manage
@ The "Admin consent required” column shows the

1 Branding & properties your organization, or in organizations where this;

D Authentication X .
Configured permissions
Certificates & secrets
Applications are authorized to call APIs when they ar

i all the permissions the application needs. Learn mor

il Token configuration

2 APl permissions

-+ Add a permission /' Grant admin consent f

@ Expose an API

API / Permissions name Type
App roles
e \ Microsoft Graph (2)
2 Owners
profile Delegated

& Roles and administrators |

Preview UserRead Delegated
[ Manifest

To view and manage permissions and user consent, t add

Support + Troubleshooting

20. Click Delegated permissions.

21. Select permission User.Read.All and then click Add permissons.
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Figure 11-39: Delegated permissions

Microsoft Azure P Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin Request APl permissions x
5 OVOCAdmin | APl permissions =
CAIl APIs

e i permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn ~
0 Search (Ctrl+/) () Refresh A Got feedback? more
i# Overview
& Quickstart Permission Admin consent required

A\ starting November 9th, 2020 end users will no loi
# Integration assistant > IdentityRiskyUser
Manage

@ The "Admin consent required” column shows the  \/ User (2)

- our organization, or in organizations where this
B Branding & properties yourorg g

UserRead ©

2 Authentication . No
Configured permissions Sign in and read user profile
Certificates & secrets
Applications are authorized to call APIs when they ar el © -
11} Token configuration all the permissions the application needs. Learn mort Read all users' full profiles
- User.ReadBasicAll O
> APIpermissions + Addapermission / Gantadminconsentf ) ot profiles No
& Expose an API N
P API / Permissions name Type 0 UserReadWrite © o
H2 Approles Read and write access to user profile
/ Microsoft Graph (2)
2 Owners O User.ReadWrite All Vs
profile Delegated Read and write all users' full profiles
&, Roles and administrators |
Preview User.Read Delegated L
M Manifest

To view and manage permissions and user consent, t
Support + Troubleshooting

The configured APl permissions are displayed.

Figure 11-40: Configured API Permissions

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin

5 OVOCAdmin | APl permissions = - X

0O Search (Ctrl+/) () Refresh & Got feedback?

B Overview A\ You are editing permission(s) to your application, users will have to consent even if they 've already done so previously.

& Quickstart

# Integration assistant
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in
Your organization, or in organizations where this app will be used. Learn more

Manage

B Branding & properties X .
Configured permissions

2 Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Certificates & secrets all the permissions the application needs. Learn more about permissions and consent
{1 Token configuration -+ Add a permission /' Grant admin consent for AudioCodes Netherlands BV
2 APl It . L N
permissions API / Permissions name Type Description Admin consent requ... Status
@ Expose an API X
“ Microsoft Graph (3)
App roles
PP profile Delegated  View users' basic profile No
& Owners . .
UserRead Delegated  Sign in and read user profile No
. Roles and administrators
I ‘ UserRead Al Delegated  Read all users' full profiles Ves A Not granted for AudioC_ -
M Manifest

To view and manage permissions and user consent, try Enterprise applications.

Support + Troubleshooting

22. Click Grant admin consent for <Tenant_Name> link to grant consent for the requested
permissions for all accounts for this tenant, and then click Yes to confirm.
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Figure 11-41: Grant Admin Consent for all Accounts

Microsoft Azure P Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin

5 OVOCAdmin | APl permissions =

O Search (Ctrl+/) O Refresh | 27 Got feedback?

<

ovocC | IoM

Overview Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissions for all accounts in AudioCodes Netherlands BV? This will update any existing admin consent records this application
already has to match what is listed below.

# Integration assistant

Manage

B Branding & properties
Configured permissions
2 Authentication o . . . . .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Certificates & secrets all the permissions the application needs. Learn more about permissions and consent

m
I} Token configuration ~+ Add a permission | v/ Grant admin consent for AudioCodes Netherlands BV

2 APl . - .
permissions API / Permissions name Type Description Admin consent requ... Status

& Expose an API
\/Microsoft Graph (3)

Hi App roles )
profile Delegated  View users' basic profile No
2 Owners N "
UserRead Delegated ~ Sign in and read user profile No
. Roles and administrators
“ Preview ! User.Read.All Delegated  Read all users' full profiles Yes A\ Not granted for AudioC,
[ Manifest

To view and manage permissions and user consent, try Enterprise applications.
Support + Troubleshooting

LD

23. In the Navigation pane, select App roles and then click Create app role.

Figure 11-42: App roles

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin

: OVOCAdmin | App roles =

£ Search (Ctrl+/) | « | —+ Create app role I Q Got feedback?

B overview

App roles
& Quickstart
App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets them

# Integration assistant as permissions during authorization.

Manage How do | assign App roles

B Branding Display name Description Allowed member types  Value [} State
D Authentication No app roles have been added.

Certificates & secrets
il Token configuration
- APl permissions
@ Expose an API

Owners

& Roles and administrators | Preview
Ml Manifest

Support + Troubleshooting

£ Troubleshooting

& New support request

24. Create an app role with Admin permissions:
a. Inthe Display Name field, enter "Administrators" or "Admins"
b. Select Users/Groups check box.
c. Entervalue "OVOCAdmin"
d. Select the do you want to enable this app role check box.

e. Click Apply
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Figure 11-43: Admin Role

Edit app role X

]ﬁ[ Delete

Display name * (@)

| Administrator{

Allowed member types* (0
@ Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value * ()
| OVOCAdmin

Description * ()
OVOC Admins

Do you want to enable this app role? @

Apply Cancel

25. Repeat the above steps to create an App role with Operator permissions with value
'OVOCOperator".
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Figure 11-44: Operator Role

Edit app role X

]ﬁ[ Delete

Display name * (0

| Operator{

Allowed member types * (1)
@ Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value * (D
‘ OVOCOperator

Description * (O
OVOC Operators

Do you want to enable this app role? @

Apply Cancel

26. Repeat the steps described for adding "Admin" role above to create an app role with
Monitor permissions with value "OVOCMonitor".
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Figure 11-45: Operator Role

Edit app role X

]E Delete

Display name * ()
| Monitc:d

Allowed member types * O
@ Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value * (D
| OVOCMonitor

Description* (@
OVOC Monitors

Do you want to enable this app role? (@

Apply Cancel

27. Repeat the steps described for adding "Admin" role above to create an app role with
Monitor permissions with value "OVOCOperatorLite".
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Figure 11-46: OVOC Operator Lite

Create app role X

Display name * (@

| Dperatorlite vy

Allowed member types = (0
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O Applications
O Both (Users/Groups + Applications)

Value ® (0
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Cancel

The new roles are displayed:

Figure 11-47: App roles

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > AudioCodes Netherlands BV > OVOCAdmin

sz OVOCAdmin | App roles = - X
O Search (Ctrl+/) —+ Create app role 27 Got feedback?
B Overview o A '
pp roles

“ Quickstart App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets them
A’ Integration assistant as permissions during authorization.
Manage How do | assign App roles
= Branding & properties Display name Description Allowed member types _Value D State
D Authentication ovoCLite OVOC Lite Operators Users/Groups OVOCOperatorLite 21b9b008-0e33-4d53-... Enabled

Certificates & secrets Monitor OVOC Monitors Users/Groups OVOCMonitor 306f38aa-b02e-4c8f-b... Enabled
1! Token configuration Operator OVOC Operators Users/Groups OVOCOperator fa355d53-7b7c-4b46-.. Enabled
- APl permissions Administrator OVOC Administrators Users/Groups OVOCAdmin c0ab92de-1dbb-4695-... Enabled
@ Expose an API

S5 App roles
& Owners

&, Roles and administrators |
Preview

I Manifest

Support + Troubleshooting
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28. In the Navigation pane, select the Overview page for the application.

Figure 11-48: Overview Page

= Microsoft Azure 5 Search resources, services, and docs (G+/)

a...
S NETHERLANDS BY.
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&
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if ,
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11! Token configuration longer provide feature updates. Applications will need to be pgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
o APl permissions
A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher
@ Expose an API

¥i Approles Get Started  Documentation

& Owners
o foles and st | P Build your application with the Microsoft identity platform

i Manifest

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create moden,
Support + Troubleshooting standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more(

£ Troubleshooting

2 New support request PN !‘\ F o
4 u A s 2 °

29. Note the following values as they must later be configured in Configuring OVOC Web Azure
Settings - Multitenant Setup below

e Application (client) ID
e Directory (tenant) ID

30. Add Main Tenant Azure groups and add members as described in Create Azure Groups and
Assign Members on page 130

31. Add operators of external tenants and assign them roles as described in Add External
Tenant Operators and Assign Roles on page 135

32. Configure Azure settings in OVOC Web as described in Configuring OVOC Web Azure
Settings - Multitenant Setup below

Configuring OVOC Web Azure Settings - Multitenant Setup

This section describes how to configure Azure authentication in the OVOC Web interface for
multitenant deployments. When operators login to OVOC, they're assigned with an OVOC secur-
ity level, i.e. Admin, Operator or Monitor' based on their assigned role on Azure and their Ten-
ant ID which reflects their tier permissions i.e. Tenant, Channel or Customer operator
permissions. These details are sent to OVOC Azure via the Token authentication mechanism.

> To configure authentication of OVOC operators using Azure AD:

1. Inthe OVOC Web, open the Authentication page (System > Administration > Security >
Authentication), and then from the 'Authentication Type' drop-down, select AZURE.
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Figure 11-49: Azure Authentication
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AUTHENTICATION
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Configuration
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System Alocatons Security Azure Hostname loginmicrosoftonline.com System Administrator User Group Name. EMS_Admin

- System Operator User Group Name EMS_Operator

Floating License Azure AD Path Type File org:

SECURITY. ~ Agure Tenant ID 62217d07-8f6d-43da-beds-2cdsbdbeab17 System Monitor User Group Name EMS_Monitor

Authentication Azure Client 1D Tenant User Group Name EMS_Tenant_Admin_Links

Operators
fawreClientSecrst s ‘Tenant Operator ser Group Name EMS_Tenant_Operator_Links

0VOC SERVER v
‘Tenant Monitor User Group Name EMS_Tenant_Monitor_Links

Default Operator Type and Security Level Reject -

‘COMBINED AUTHENTICATION MODE ENDPOINTS GROUP AUTHORIZATION LEVEL SETTINGS

Enable combined authentication ‘Tenant Endpoints Group User Group Name EMS_Tenant_Endpoints_Group

Authentication order External First M

GW / SBC / MSBR AUTHENTICATION

Use AD Credentials for Device Page Opening a]

2. From the 'Azure AD Path Type File' drop-down, select Organizations (default). OVOC can
access Azure AD in the enterprise network if a standard service is purchased.

3. Inthe 'Azure Tenant ID' field, enter the Tenant ID of the Main Tenant.
4. Inthe 'Azure Client ID' field, enter the ID of the Azure AD client of the Main Tenant.
5. Inthe 'Azure Client Secret' field, enter the client secret of the Main Tenant.

6. Inthe screen section 'GW / SBC / MSBR Authentication', select the option 'Use AD
Credentials for Device Page Opening' for the OVOC to sign operators in to AudioCodes
devices using the same credentials they used to sign in to OVOC. The AudioCodes device
will then perform authentication with the Azure AD and login to the device is attempted
with same AD username / password instead of the local device user name / password. Note
that the device must also be configured to authenticate with the same AD.

When a Main Tenant operator attempts to connect to OVOC, OVOC verifies the mapped
Azure User Group to which the operator is a member.

e In the Tenant Details screen under the Operators tab, the parameter AD
Authentication: Group Name points to the Azure group which includes the Main
Tenant operators who are authorized to login to OVOC using this method.

e If the Azure AD successfully validates that the operator belongs to the AD
Authentication group (see highlighted group in the example below), its and allowed
access.
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Figure 11-50: AD Authentication Group Name
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Figure 11-51: Matching Group on Azure
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7. Inthe screen section Authorization Level Settings, configure the user group names exactly
as defined on Azure in Create Azure Groups and Assign Members on page 130. When an

operator is not assigned to a group on Azure, the parameter 'Default Operator Type and
Security Level' is applied.
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Figure 11-52: Authorization Level Settings
AUTHORIZATION LEVEL SETTINGS
System Administrator User Group Name EMS_Admin
System Operator User Group Name EMS_Operator
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Figure 11-53: Matching Groups on Azure
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