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Notice

Information contained in this document is believed to be accurate and reliable at the time
of printing. However, due to ongoing product improvements and revisions, AudioCodes
cannot guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded
from https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: June-21-2023

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes

f'a

\B/’

mYAYNYE u\,
I I f |n JI
Abbreviations and Terminology

Microsoft Skype for Business and Microsoft Lync are used interchangeably in this document
unless otherwise specified. References to Microsoft Teams are explicitly indicated.
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1 Hardware and Software Requirements

Before proceeding, refer to document SmartTAP 360° Hardware and Software Requirements at
hardware and software requirements.



https://techdocs.audiocodes.com/smarttap/requirements/version-560/
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2 SmartTAP License Management

This section describes how to setup SmartTAP server licenses:
M License File Creation below

B License Types on the next page

B License File Installation and Verification on page 4

B Managing Microsoft Teams Licenses in Mixed Integrations on page 5
B License Upgrades for Legacy Integrations on page 6

License File Creation

The figure below illustrates the license creation and installation process.

Figure 2-1: License Generator
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1. Runthe “GetSystemldentifier.exe” file separately for each location. This file can be found in
the following locations:

e The default installation directory for the Call Delivery server is C:\Program Files
(x86)\AudioCodes\SmartTAP\CD-xx

where xx represents which type of Call Delivery is installed.

e The default installation directory for the License server installed On-premises is
C:\Program Files\AUDIOCODES\SmartTap\LicenseServer

e The default installation directory for the License server installed on Azure, refer to the
Microsoft Teams Deployment Guides.

When the above file is run, it installs a program “GetSystemldentifier.exe” in the
installation directory. This program is automatically run and generates a file called “System-
[MachineName].dat” in the installation directory.

2. Extract the “System-[MachineName].dat” and sent to AudioCodes to create a license file
that is keyed to the customer’s hardware.
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3.

If the customer’s installation environment changes significantly, it may affect the
validation of the license file. If it becomes necessary to generate a new license file,
the “GetSystemldentifer.exe” program can generate a new “System.dat” file simply by
double-clicking on the program. No other action is required.

Once the “System.dat” file is delivered to AudioCodes, an authorized employee creates a
license file using the purchased license counts from the Purchase Order.

License Types

The following lists the types of SmartTAP licenses:

Audio Recordings /Forwarding: The number of Audio Recording Licenses (max concurrent
calls to be monitored at any time) in the PO or Engineering BOM.

Audio Users /Monitoring User Licenses: The number of User licenses from a PO or
Engineering BOM.

HPX Media (SW only) — Relevant for SmartWORKS only

Agent Evaluation — The number of Agent Evaluation licenses from the PO or engineering
BOM.

IM Users — The number of users with IM licenses (relevant for SmartTAP Skype for Business
only Recording Licenses) in the PO or engineering BOM.

Video Recordings — Video Recording Licenses (max concurrent calls to be monitored at any
time), enter the amount of the recording licenses from the PO or engineering Bom,

Video Users Video User Licenses for Skype-for-Business and All included users for Teams,
enter the amount of the all included user licenses from a PO or Engineering BOM

Desktop Sharing Desktop Sharing Recording Licenses (max concurrent desktop sharing
sessions to be monitored at any time), enter the amount of the desktop sharing licenses
from the PO or engineering Bom,

Product Key / Serial Number — The product key that was generated when PO was entered.

Call Deletion — Set the field to try if the customer ordered zero price CPN called
CallDeletion

Live Monitoring — Number of simultaneous Live Monitoring sessions, enter the amount of
the desktop sharing licenses from the PO or engineering Bom, Be aware that Live
Monitoring sessions require more CPU, check customer machine spec and make sure it
matches the customer needs and the spec requirements from the Hardware and Software
spec.

Analytics Users - Analytic User Licenses for Teams, enter the amount of the analytics user
licenses from a PO or Engineering BOM. Analytics can be run on enabled for analytics user
calls
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B Bank Analytics Hours Number of analytics hours purchased, once the hours are used no
more analytics will be ran on the call of enabled for analytics users.When you generate an
update license (with a new SO number) for a system that already has a bank of analytics
hours, make sure to add the remaining bank of hours from the system to the bank of hours
field you enter so that the customer doesn't lose the remaining hours in the system. The
hours' counters will be overwritten when the updated license is installed in ST.

B Monthly Analytics Hours This is monthly recurrent analytics hours, use it loose it model.
When analytics hours are purchased, make sure to fill only one of the models, either the
bank or monthly analytics hours according to the customer order, only one model is
supported.

B Analytics Exceed Hours- the customer is allowed to exceed analytics hours, this flag should
be set to false by default and enabled only with special permissions.

B Screen Capture— Number of Screen capture licenses, Special feature, relevant only for
Genesys environment.

B Purchased Storage Size (GB) Number of GBs purchased by the customer.

& e When creating licenses for SmartTAP, in the product field, select License
Server (FF06). Do not select "SMARTTAP" in this field.

License File Installation and Verification

Once a license file is generated, it is installed in the Call Delivery installation directory . This is
the same location as the “System.dat” file. The default installation directory locations are as
follows:

B C:\Program Files (x86)\AudioCodes\SmartTAP\CD-xx

B The default installation directory for the License server installed On-premises is C:\Program
Files\AUDIOCODES\SmartTap\LicenseServer

B The default installation directory for the License server installed on Azure, refer to the
Microsoft Teams Deployment Guide.

Where xx represents the type of Call Delivery installed.

& If there are multiple license files, it is important that each one is installed in the
location of its corresponding “System.dat” file. There is a one-to-one relationship
between “System.dat” and ‘“license.lic”. If you are upgrading to Microsoft Teams
recording integration ensure that you regenerate the license files for each location
and override existing files.

The license file must be named “license.lic”. If it has been renamed to help clarify to which
system it belongs, the name must be changed back to “license.lic” before Call Delivery can load
it.
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Call Delivery or License server must be restarted after the license file has been copied into the
installation directory. From this moment, the license will take effect (if it has been generated

correctly).

To verify the contents of the license file, refer to the SmartTAP Administrator Guide. The
"Licenses" page under the "System" tab in the SmartTAP User Interface display the license
guantities and meta-data for each license file that is active in the system. If the Customer Name
is reported as "Demo", then this indicates that the license has not taken effect.

Managing Microsoft Teams Licenses in Mixed Integrations

When licenses are managed for both Microsoft Teams and other integrations then the same
process is used to create the license, however different components are used to manage the

licenses. For Microsoft Teams integration instances, the License server is used and for instances

for other integrations, the Call Delivery server is used.

The following describes the possible integration scenarios:

In mixed environments for separate clean standalone installations of either Microsoft
Teams and other integrations or both:

e Separate license files must be created and then installed on the License server
e Separate license files must be created and then installed on the Call Delivery server/s

Each generated licenses file must configure the same number of audio targets and audio
and video targets which represent the total number of targets in all integrations. These
totals are displayed in the SmartTAP Web Licenses page. Target licenses can then be
allocated to users in this page (refer to the SmartTAP Administrator Guide).

For example in a Microsoft Teams and Skype for Business integration with the following
data (Targeted User Licenses):

¢ Microsoft Teams: Audio Targets=100, Audio and Video targets=20
¢ Skype for Business: Audio Targets=100, Audio and Video targets=20

Both license files are configured as follows: Audio Targets=200, Audio and Video targets=40

Each generated licenses file must configure the number of Concurrent Recordings expected
in a particular integration. For example in a Microsoft Teams and Skype for Business
integration with the following data (Concurrent Recordings Licenses):

-Microsoft Teams: Audio Concurrent Recordings=250

-Skype for Business: Audio Concurrent Recordings=250

In mixed environments where users are upgraded from Skype for Business to Microsoft
Teams:

e A new license file must be created and installed on the License server for Microsoft
Teams integration.

e Separate license files must be regenerated on the Call Delivery server/s where the
number of .target licenses represents the total number of targets in all integrations.


https://techdocs.audiocodes.com/smarttap/administrator-manual/version-560/#SmartTAP-AG/Managing Licenses.htm
https://techdocs.audiocodes.com/smarttap/administrator-manual/version-560/#SmartTAP-AG/Managing Licenses.htm
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License Upgrades for Legacy Integrations

In general, SmartTAP 360° components are designed to be backward compatible regarding
license files. Therefore, when performing an upgrade from one SmartTAP 360° version to
another, it is generally not necessary to make any licensing changes with the following
exceptions:

M If you are moving any licensed component (like Call Delivery) to another server or virtual
machine, you will need to collect a new system.dat file and regenerate the license file. This
might occur if you are changing the type of recording solution or the type of PBX being
recorded.

B When adding one or more additional RDDs (Remote Data Delivery) as part of the upgrade,
treat the additional RDD(s) as new installations and generate license files as described for
new installations.

Prior to SmartTAP 360° 4.0, Call Delivery was licensed through SmartWORKS Service. For such
systems, the license file was stored in the SmartWORKS installation directory. During the
upgrade, the license file is automatically copied into the Call Delivery installation directory with
no changes, and Call Delivery will function as it did prior to the upgrade. There is no
intervention required in this case. License files located in the SmartWORKS installation directory
for SmartTAP 360° 4.0 and higher are ignored.

A special case occurs if the upgrade involves a SmartTAP 360° solution that includes Media
Delivery from a version prior to version 4.0. Before SmartTAP 360° 4.0, Media Delivery relied on
SmartWORKS Service, which required a license file. Beginning with SmartTAP 360° 4.0, Media
Delivery no longer uses SmartWORKS Service and does not require a license file. Media Delivery
will ignore a license file if one is present. Its behavior is controlled by the licenses residing with
Call Delivery-IP. A new license file must be generated for CD-IP with sufficient licenses for all of
the Media Delivery components to which it communicates. The exact license counts will
depend on the customer’s existing solution.
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Figure 2-2:  SmartTAP 360° Upgrades
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For upgrades of CD-SIPREC prior to SmartTAP 360° 4.0, a new license file must be generated
according to the license quantities originally purchased by the customer. This is done in the
same manner as for the CD-IP, which is described above.
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Before Installing SmartTAP 360°

This chapter describes important information that you should note prior to installing SmartTAP

360°.

SmartTAP 360° Software Package Contents

The installation package must be copied to a directory on the server where the SmartTAP 360°

software is to be installed.

Figure 3-1:

Contents

Microsoft Teams

Skype for Business

REST APl Documentation

RESTApiWrapperlLibrary

Suite

Tools

SmartTAP 360° Release

Notes.pdf

SmartTAP 360°
InstallationGuide.pdf

Package Contents (Root Folder)
Description

Contains relevant modules as part of the Distributed Method.
For components installed on Microsoft Azure, refer to the
Microsoft Teams Deployment Guide.

Contains Skype-for-Business plugin installers for Front End
Server or SBA.

Contains web based reference material for REST API

Contains C# library and web based reference. Use instead of
native REST.

Describes the main SmartTAP 360° installation package
folder.

Contains various utilities for installing and troubleshooting
SmartTAP 360°

Describes the new features, issues resolved and any known
issues for the SmartTAP 360° software release.

Defines the Installation setup for the SmartTAP 360°
software.

Installation Prerequisites

Before running the installation wizard, the following prerequisites must be met:

For each machine with a Database or Communication Server installed, there must
have at least 12 GB on the drive where "mysql" is installed. View the installation path
for "mysql" by opening the Services window and viewing the executable path.
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B Base Windows 64 bit operating system installation complete without any additional
software or features enabled

B Specific SmartTAP 360° hardware must be plugged into the server
B “Optional” PCl cards for Analog Station recording
M Specific SmartTAP 360° network tapping hardware/software must be setup:

e Depending upon the integration method, Port SPAN configured and cable with
spanned traffic connected to the NIC(s) ports that will be recording.

e “Optional” PCI card with cabling connected to the tapping hardware on the customer
premises.

B Host Server Microsoft SNMP Agent must be installed on the Storage server if different from
the SmartTAP server for storage statistics and on the servers in branches (RDD) for system
health presentation (for more information, see Configure Microsoft SNMP Service).

B Ensure that the Windows PowerShell script execution policy is set as follows on all of the
servers where SmartTAP 360° components are installed:

e Group Policy “Unrestricted”

e If Group Policy is not defined, the execution policy of the logged CurrentUser or
LocalMachine should be either Unrestricted or RemoteSigned .

e To check the execution policy, run the following command:

PS> Get-ExecutionPolicy -list

e To change the execution policy, you can run the following commands:

PS> Set-ExecutionPolicy -scope CurrentUser Unrestricted

PS> Set-ExecutionPolicy Unrestricted PS> Set-ExecutionPolicy -scope
LocalMachine Unrestricted

If the permissions are insufficient, the following message is displayed during the
installation:
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Figure 3-2:  PowerShell Script Execution Policy

PowerShell script execution pelicy (permissions] is insufficient. If you
proceed, the installation process is likely to fail.
Do you want to continue?

Mote: It is recommended to set the execution policy of the user running
the installation to RemoteSigned\Unrestricted or to change Group
pelicy to Unrestricted,

B Do one of the following:
a. If you are sure that you have set the correct execution policy, click Yes to continue.

b. If you would like to test your policy settings, click No and restart the installation.

Installation Wizard Methods

The installation package is divided into multiple elements and typically installed on one server;
however, can be installed on multiple servers depending upon customer requirements. An
Installation Wizard is provided to install SmartTAP 360° with one of these configuration as
follows:

B All-In-One installation for a Single server installation platform

M Distributed installation for a Multi-server installation platform

All-In-One

This method installs the following default SmartTAP components in a single Wizard process,
including recording and integration components. For more information, proceed to
Chapterlnstallation Wizard - All-In-One Method (recording components and Chapter Integration
Configuration (integration components).

Distributed

The Distributed method allows you to perform Standalone installations of the separate
installation components. You may wish to use a Distributed installation for any of the following
reasons:

M If you need to add/remove a specific component
B If you need to setup survivable recording at SBA location (SmartTAP RDD)

B If you need to install SmartTAP Media Proxy or Announcement Server for Skype for
Business.

-10 -
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If some SmartTAP elements will reside on different servers.
If you are installing Analog Station Integration.

If you are installing SIPRec.

If you wish to perform call monitoring in Skype for Business deployments, you can install
the Monitoring Service

Upgrade of the suite to Microsoft Teams requires the installation of the License Server and
Call-Delivery Live components (for recording Teams Instant Chat Messages).

& This installation method assumes that each SmartTAP component will be installed on
a separate physical or virtual server.

B Proceed to Chapter Installation Wizard - Distributed Method.

Post Installation Actions

After you have successfully installed SmartTAP 360° using one of the methods described above,
there are additional actions required to fully setup the SmartTAP 360° network.

B Configure Firewall rules: The deployment of the SmartTAP 360° servers may have to comply
with customer security policies, which require the implementation of firewall rules. You
need to configure these rules in the Enterprise. See Chapter Firewall Configuration.

B Integrate SmartTAP 360° with other network components:
e Skype for Business (see Microsoft Skype for Business Deployment)
® SIPRec (see)SIP Recording (SIPRec) on page 142
e Analog trunk/radio (see Analog Trunk / Radio on page 133
B Additional Configuration options:
e Configuration Digital Signatures (see Configuring Digital Signatures on page 149 )
e Configuring LDAP (see Configuring LDAP on page 150)
e Configuring SSO (see Configuring SSO on page 151)
e Configuring HTTP/S (see Configuring HTTP/S on page 151)

B Atthe end of a clean installation, upgrade or maintenance update, the installer process
goes to the "PostlInstallation" folder, scans the files with the extensions exe,bat and psland
runs each one of them in alphabetical order. AS host.properties automatically includes
multicast IP addresses in _PostlInstallation folder.

-11 -



CHAPTER 4 Installation Wizard - All-In-One Method SmartTAP 360° | Installation Guide

4 Installation Wizard - All-In-One Method

The installation package is divided into multiple elements and typically installed on one server;
however, can be installed on multiple servers depending upon customer requirements. This
chapter describes the most common SmartTAP 360° installation on a single server.

& e See Installation Wizard - Distributed Method for installations that involve more
than one SmartTAP 360° server.
e Ifyou are running a clean installation or upgrade, you may be prompted to restart
the server. In this case, the installer prompts for a server restart; perform this
action and then upon completion, run the installation script again.

> To install SmartTAP 360°:

1. Verify all prerequisites for the installation are met before moving forward with the
installation.

2. Launch install.bat from the “Suite” folder.
3. Click Next to continue.

Figure 4-1: Installation Wizard
OC AudioCodes SmartTAP *

Welcome to the InstallShield Wizard for
AudioCodes SmartTAP

The InstallShield(R) Wizard will install AudicCodes SmartTAP on your
computer. To continue, click Next.

WARNING: This program is protected by copyright low and intemational treaties.

vd.1.0
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4. Click Next after accepting SmartWORKS license.
5. Click Next after accepting SmartTAP 360° license.

Figure 4-2: Setup Type
OC AudioCodes SmartTAP

Setup Type

All-In-One

AudioCodes Datobase Server, Application Server, Communication Server, Media Server and
Call Delivery IP will be installed.

BRHD

Distributed

Choose which componenis you want installed and where they will be installed.

e

< Back Cancel

6. Select All-In-One:refer to the following sections:
e Installing Database Service (Database Service)
e Installing Application Server (AS) (Installing the Application Service)
e Installing Communication Server (CS) (Installing the Communication Service)

e |Installing the Call Delivery Service (CD) (Installing SmartTAP Call Delivery IP-Server on
page 43)

e |Installing Media Server (MS) (Installing the Media Server on page 24)

e Installing the Remote Transfer Service (Installing the Remote Transfer Service (RTS) on
page 26)

e Installing OVOC Components (Installing OVOC Components on page 55)
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A e Forthe installation of these components, unless otherwise specified, accept
defaults shown.
e In this mode, the Remote Transfer Service (RTS) is automatically installed with
the Application Server.

Database Service

The Database installation starts in the proper sequence when all or multiple services are
selected on the installer menu.

> To install the database service:
1. When the Database Server Installation wizard starts, click Next to install.

Figure 4-3: Database Server Installation Wizard

Waelcome to the InstallShield Wizard for
AudioCodes Inc. Database Server

The InstallShield(R) Wizard will install AudioCodes Inc.
Database Server on your computer, To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties,

2. Select Complete.
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Figure 4-4: Setup Type
i AudioCodes Database Server - InstallShield Wizard ﬂ

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

(®) Complete

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

< Back ” Mext = | | Cancel

3. Select the path to MySql database and then click Next.
Figure 4-5: Database Path
i AudioCodes Database Server - InstallShield Wizard ﬂ

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
......... {g - I M¥5q|

This feature requires 722MBE on
your hard drive.

Install to: C:\Program Files\,
Data Dir: C:\ProgramDatal,

InstallShield

Help | | Space | | < Back ” Mext = | | Cancel

4. Click Install.
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5. Click Finish.

& e For setting up clustered configurations of the database, please contact
AudioCodes Technical Support for further information.
e  When upgrading from SmartTAP 1.8.x through SmartTAP 2.2.x, you need to
manually check for the following registry key and add it if it is not present:

HKLM\SOFTWARE\Wow6432Node\Audiocodes\SmartTAP\DB\InstallDirectory=
...\MySqgl\MySql Server 5.0\

This is a value of type “String”. You must replace the path to MySql with the real
path on the existing system. It is important to leave the trailing backslash in place.
Once this is performed, the upgrade of the database can proceed successfully.

Installing the Application Service

The Application Service is essentially a Web server responsible for user access, management
and database control.

B The database must be installed before proceeding.

B This procedure also runs a silent installation of the OVOC Main Agent and OVOC Client
Agent which are used for sending alarms and status updates to the OVOC Management
server. For more information, refer to the SmartTAP Administrator Guide.

SNMP Trap Service must be disabled on SmartTAP servers running the Application
Server component.

> To install the Application service:

1. The Application Service installation starts in the proper sequence when all or multiple
services are selected on the installer menu.

2. When the Application Server installation wizard starts, click Next to install.
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Figure 4-6:  Application Server Installation Wizard

_
%) AudicCodes Inc. Application Server - InstallShield Wizard ‘ I 73 |

Welcome to the InstallShield Wizard for
<A Y | AudioCodes Inc. Application Server

o

The Installshield(R) Wizard will install AudioCodes Inc.
Application Server on your computer. To continue, didk Mext,

WARMING: This program is protected by copyright law and
international treaties.

< Back |[ Mext = ] ’ Cancel ]

If you are installing from the Suite, then the following screen may not be displayed.
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Figure 4-7: License Agreement

_
%) AudicCodes Inc. Application Server - InstallShield Wizard ‘ 78 |

License Agreement

Flease read the following license agreement carefully.

SOFTWARE LICENSE AGREEMENT -
LICENSE AGREEMENT El
AODICCCDES US4A, INC. (AudioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLELSE READ THIS LICENSE AGREEMENT. The enclo=sed
budioCodes software/firmware program (collectively,
"SOFIWAEE"™) i= licensed by Audiolodes for use only on

the term= and conditions set forth herein. By opening

Flmd o wmmmlem e v T TATRIOTT S e e o=l e s

(@ 1 accept the terms in the license agreement

(71 I do not accept the terms in the license agreement

InstallShield

<Back || Mext> || Cancsl

3. Select the “l accept the terms in the license agreement” check box and click Next.

If you are performing an upgrade, the screen below is not displayed.
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Figure 4-8:  Application Information

i
14 AudioCodes Inc. Application Server - InstallShield Wizard - S

Application Information

Please enter your information. |

Local IP address: 172.17.127.30 v
Database IF address: 172.17.127.30 -
Installshield
<Back || MNext> || cancel |

4. Enter the IP address of the Application Server location and the IP address of the Database
location. The IP addresses should be external i.e. not the IP address of the local host. Click
Next to proceed.

Figure 4-9:  Setup Type

§
%) AudioCodes Inc. Application Server - InstallShield Wizard - =5

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

@ Complete
A All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

| <Back | mNext> || cancel

5. Select one of the following setup types and then click Next:
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e Complete: Install to the default location: C:\Program Files\AudioCodes\SmartTAP\AS
e Custom: Change the destination location

Figure 4-10: Ready to Install

-
‘_ﬁl AudicCodes Inc. Application Server - InstallShield Wizard ‘

Ready to Install the Program

E=5)

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back, Click Cancel to
exit the wizard,

Installshield

<Back || Istal || cancel

6. Click Install.

Figure 4-11: Complete Installation

' B
il AudioCodes Inc. Applicatio :n Er c Imla:IIShEi Wiza_ (=

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AudioCodes
Inc. Application Server. Click Finish to exit the wizard.
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7. Click Finish.

Installing the Communication Service

The Communication Service acts like a SIP proxy and registrar to control connectivity and load
balancing between the Call Delivery devices and the Media Servers.

For setting up an HTTPS connection between the SmartTAP Application server and
the Communication Service, see Configuring SmartTAP 360° Components for
HTTPS on page 153.

> To install the Communication Service:
1. The database must be installed first before continuing.

2. The Communication Service installation starts in the proper sequence when all or multiple
services are selected on the installer menu.

3. When the Communication Server installation wizard starts click Next to install.

Figure 4-12: Communication Server

Welcome to the InstallShield Wizard for
AudioCodes Inc. Communication Server

The InstallShield(R) Wizard will install AudioCodes Inc.
Communication Server on your computer, To continue, dick
Mext.

WARNIMG: This program is protected by copyright law and
international treaties.

4. Accept ALL defaults.

5. During the installation you are prompted to enter the IP address of the Application server.
6. Click Install.

7. Click Finish.
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Installing the Call Delivery Service

The Call Delivery is responsible for passively tapping or actively connecting to the telephony
environment and then determining which calls to record using the dynamic state machine and
target list. A separate Call Delivery Service will be installed for each telephony environment.

The All-In-One SmartTAP install will automatically install the CD-IP Call Delivery for IP PBX
recording environments like Skype for Business, Cisco, SIP, NEC, Siemens, etc.

For setting up an HTTPS connection between the SmartTAP Application server and
the Call Delivery Service, see Configuring SmartTAP 360° Components for HTTPS
on page 153.

> To install the Call Delivery Service:
1. When the CallDelivery-IP installation wizard starts click Next to install.

Figure 4-13: Call Delivery Service

Waelcome to the InstallShield Wizard for
AudioCodes Inc. Call Delivery-IP

The InstallShield(R) Wizard will install AudioCodes Inc, Call
Delivery-IF on your computer, To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties,

2. Select Network Integration Type - (Skype for Business or Other).
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Figure 4-14: Select Network Type

select Network Type

Chooze the tppe of phane netwark to be recorded

Metwork Type:

Microsoft Lync W

Micrasoft Lync

Installshield

3. Click Next

4. To finish the CD-IP installation, see Skype for Business— See Installing Call Delivery for Skype
for Business (IP-based Recording)
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A CD-IP only: After upgrading SmartTAP 360°, make sure that the Call Delivery
configuration is set to the actual IP address of the servers. Using local host, or

127.0.0.1, will no longer work correctly, although it was valid in previous versions of
SmartTAP 360°.

The “locallp” parameter should be set to the IP address of the Call Delivery server
where this software is installed.

The “trapDestIP” and “recorder ip” parameters should be set to the IP address where
the Application Server is installed, which may or may not be the same server.

Manually edit this section of the calldeliveryconfig.xml file:

<snmp> <network localIp=“CDRealIP" port="11161"
name="SWCallDelivery" o0id="1.3.6.1.4.1.5003.9.40.1.1.2"
trapDestIp=“ASRealIP" /> </snmp>

<applicationServer> <recorder
ip
="ASRealIP"

port
—"gg"
> <protocols> <protocol>http</protocol> </protocols> </recorder>

</applicationServer>

Installing the Media Server

The Media Server is responsible for writing to file storage the incoming RTP stream from the
Call Delivery, encrypting and compressing the data.

e Forsetting up an HTTPS connection between the SmartTAP Application server
and the Media Server, see Configuring SmartTAP 360° Components for HTTPS
on page 153

> To install the Media Server:

1. The Media Server installation starts in the proper sequence when all or multiple services
are selected on the installer menu.

2. When the Media Server installation wizard starts, click Next to install.
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Figure 4-15: Media Server
i AudioCodes Inc. Media Server - InstallShield Wizard -

Welcome to the InstallShield Wizard for

AudioCodes Inc. Media Server

The InstallShield(R) Wizard will install AudioCodes Inc, Media
Server on your computer. To continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties.

< Back | Mext = | | Cancel |

3. Select the IP Address of the SmartTAP Server from the "Monitoring IP Address" drop-down
box.

4. Inthe Distributed or Remote Branch deployment, enter the real IP address for the
Communication and Application Servers.

5. Inthe all-in-one deployment you can leave the default 127.0.0.1 address or type in the
server IP address.
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Figure 4-16: Media Server Configuration

i AudioCodes Inc. Media Server - InstallShield Wizard

Media Server Configuration

Spedfy the network information in the given fields.

Monitoring IP Address | 172.26. 145, 14 v

This is the IP address that listens for RTF traffic

Communication Server |12?.D.D. 1
IF Address
This is the IP address for the Communication Server
Application Server IP 127.0.0.1
Address I

This is the IP address for the SNMP trap destination

REMIMDER: Host and edge firewall rules may require updating to pass RTP traffic. Also, make
sure to re-cheds your Windows firewall settings after installing Windows Updates.

Installshield

< Back | Mext = | | Cancel

6. Click Next.
7. Click Install.

8. Click Finish.

Installing the Remote Transfer Service (RTS)

This section describes how to install the Remote Transfer Service (RTS).

A e The RTS s utilized for transferring media from SmartTAP server to SMB storage.
e Theinstallation script installs Microsoft .NET Framework Version 4.7.

e In Distributed mode, Remote Transfer Service must be installed on the same
Virtual Machine as AS when Speech Analytics is required for Microsoft Teams
integration.

> To install the RTS:

1. The RTS installation starts in the proper sequence when all or multiple services are selected
on the installer menu.

2. When the RTS installation wizard starts, click Next to install.
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Figure 4-17: RTS Configuration

ﬂ AudioCodes REemote Transfer Service - InstallShield Wizard

RTS Configuration
Specfy the network information in the given fields.

Application Server IP | 172.17.127.64 -
Address
This is the IP address for the SMMP trap destination
Transfer file location |C:‘IFmgram Files (x86)\AudioCodes\SmartTAPYMS Server\Bin
This is the path where transfer file is located
Application Server Protocol: (@) HTTP (CIHTTRS
InstallShield
| <Backk [ MNext> || Cancel

3. Enter the following parameters and then click Next:
e Application Server IP address
e Transfer File Location (Location of Bin folder of installed MS component)

e Application Server Protocol (HTTP or HTTPS)
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Figure 4-18: Setup Type

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type,

(® Complete
ﬁ All program features will be installed, (Requires the most disk

space.)

() Custom

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

InstallShield

4. Click Next to complete the installation.

Completing Wizard Installation

When the installer completes the installation of all the software components, a dialog window
appears indicating that the installation has completed.

1. When the installer completes the following screen appears:
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Figure 4-19: InstallShield Wizard Completed
€ AudioCodes SmartTAP b

InstallShield Wizard Completed

The Installshield Wizard has successfully installed AudioCodes SmartTAP. Click
Finish to exit the wizard.

2. Click Finish to exit the installer.

3. Proceed to Integration Configuration on page 133 to complete the integration
configuration steps required before the server is ready to record calls.

Post-Installation Integration

At this point in the installation, the software is running on the server. However, the SmartTAP
360° recorder needs additional integration specific configuration before it is capable of
recording calls. This integration is described in Integration Configuration.
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5 Installation Wizard - Distributed Method

This Chapter describes the Distributed method for installing SmartTAP 360°.

& e This installation method assumes that each SmartTAP 360° component will be
installed on a separate physical or virtual server.

e Ifyou are running a clean installation or upgrade, you may be prompted to restart
the server. If so, perform restart and then run the installation script again.

> To install the distributed method:
1. Launch install.bat from the “Suite” folder.

2. Click Next to continue.

Figure 5-1: InstallShield Wizard SmartTAP
QC AudioCodes SmartTAP

Welcome to the InstallShield Wizard for
AudioCodes SmartTAP

The InstallShield(R) Wizard will install AudicCodes SmartTAP on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and intemational treaties.

vd 10

3. Click Next after accepting SmartWORKS license.

4. Click Next after accepting SmartTAP license.
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Figure 5-2:  Setup Type

OC AudioCodes SmartTAP

Setup Type

o
% All-In-One
. A AudioCodes Database Server, Application Server, Communication Server, Media Server and

Call Delivery IP will be installed.

¢ Distributed
. 5 Choose which components you want installed and where they will be installed.

<Back | | Cancel

Select the Distributed installation option.
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Figure 5-3:  Custom Setup

Custom Setup

Select the program features you want to be installed or upgraded. Unselect the program features
you want to be disabled or uninstalled.

El Recording Components '
WlAudioCodes Application Server

¥lAudioCodes Communication Server
¥lAudioCodes Database Server
¥lAudioCodes Media Server
=[¥lIntegration Components
WlAudioCodes Announcement Server
WAudioCodes Call Delivery AL
WlAudioCodes Call Delivery 1P
vlAudioCodes Call Delivery Live
WAudioCodes Call Delivery SIPREC
WlAudioCodes Media Delivery
WAudioCodes Media Proxy
WlAudioCodes Monitoring Service
vlAudioCodes License Server
[vlAudioCodes Transfer Server
[vlAudioCodes Main Agent
WlAudioCodes Client Agent

Instal|ShielE

6. Select the software components that you wish to install:
e Recording components:

+ Installing SmartTAP 360° Application Server Installation (Installing SmartTAP
Application Server)

¢ Installing SmartTAP 360° Communication Server (Installing SmartTAP
Communication Server)

¢ Installing SmartTAP Database Server (Installing SmartTAP Database Server )
¢ Installing SmartTAP 360° Media Server (Installing SmartTAP Media Server )
e Integration components:
+ Installing Announcement Server (Installing Announcement Server on page 115)

+ Installing Call Delivery AL (Analog Trunk / Radio on page 133)
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¢ Installing SmartTAP 360° Call Delivery IP-Server (Installing SmartTAP Call Delivery
IP-Server on page 43)

+ Installing the CD-Live Component ()

¢ Installing Call Delivery SIPREC (Installing SmartTAP 360° for SIP Recording on
page 146)

+ Installing Media Delivery (Installing Media Delivery Server for Skype for Business
on page 114)

¢ Installing Media Proxy (Installing Media Proxy Server for Skype for Business on
page 106)

+ Installing Monitoring Service (Installing SmartTAP Monitoring Service on page 127)

¢ Installing License Server (Microsoft Teams only) (Installing the License Server on
page 53)

+ Installing SmartTAP 360° Remote Transfer Service (Installing the Remote Transfer
Service (RTS) on page 26)

¢ Installing OVOC Components (Installing OVOC Components on page 55)

& e When Speech Analytics is required on Microsoft Teams, the Remote Transfer

Service must be installed on the same Virtual Machine as SmartTAP AS.

Microsoft Teams Installation Components Summary

SmartTAP Live for Microsoft Teams is installed using the Distributed Method; the following com-
ponents must be installed in your Microsoft Teams deployment; these components may option-
ally be installed on separate Virtual Machines:

Application Server Installation (Installing SmartTAP Application Server)
Database Server (Installing SmartTAP Database Server )

License Server (must be selected when upgrading to version 5.4 in a Teams environment)
(Installing the License Server on page 53)

Installing the CD-Live Component ()

This component is only required if you wish to record Teams Instant Messaging chat
recording.

Remote Transfer Service must be installed separately as a Standalone installation
component (see Installing the Remote Transfer Service (RTS) on page 26). This component
is installed as part of the BoT and needs to be upgraded and configured as part of the
installation or in the post installation (for version 5.4 and later).
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B For customers performing upgrade: Other components that are not required for Microsoft
Teams integration need to be unchecked and as a result those components currently in use
will be disabled automatically.

B For customers performing a fresh install: Uncheck the following components that are not
required for Microsoft Teams integration:

e Announcement Server

e Installing Call Delivery AL

e Call Delivery IP-Server

e Installing Call Delivery SIPREC

e |Installing Media Delivery

e Installing Media Proxy

e Installing Monitoring Service

e Installing Communication Server

e Installing Media Server

Installing SmartTAP Database Server

This section describes the database service software installation.

& It is highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. See Firewall Configuration.

> To install the database service software:
1. Run the Install.bat from the SmartTAP “Suite\” folder.
2. Select the Distributed software Custom Setup type.
3. Select the AudioCodes Inc. Database Server option.
4. Click Install.
5. Click Next to continue.
6. Select Complete, and then click Next to continue.
7. Click Install.

8. Click Finish to complete the installation.

Database Service Configuration

The database is configured automatically during the installation of the AS.

-34-



CHAPTER 5

Installation Wizard - Distributed Method SmartTAP 360° | Installation Guide

Installing SmartTAP Application Server

A\ e

During an upgrade of the Application Server, the installers may mistakenly stop
and ask the user to choose between a “Complete” and “Custom” installation. If
the component was installed to a custom location, make sure the correct location
is still set in the “Custom” dialog box.”

Itis highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. See Firewall
Configuration

> To install the Application Service:

1. Verify that the (DB) Database Server is installed and the MySQL service is running.

2. Run the Install.bat from the SmartTAP “..\Suite\” folder.

3. Select the Distributed software Custom Setup type.

4. Select the AudioCodes Inc. Application Server option.

5. Click Next.

6. Change the Database Server IP from "127.0.0.1" to the IP of the Database Server.

7. Click Next.

8. Select Complete, and then click Next to continue.

9. Click Install.

10. Click Finish to complete the installation.

Installing SmartTAP Communication Server

A\ e

During an upgrade of the Communication Server, the installers may mistakenly
stop and ask the user to choose between a “Complete” and “Custom”
installation.If the component was installed to a custom location, make sure the
correct location is still set in the “Custom” dialog box.”

It is highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. See Firewall
Configuration

> To install the Communication Server:

1. Run the Install.bat from the SmartTAP “Suite\” folder.

2. Select the Distributed software Custom Setup type.

3. Select the AudioCodes Inc. Communication Server option.

4. Click Install button to continue.

5. Click Next to continue.
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10.

11.

12.

13.

Enter the "Application Server Name or IP” when prompted.

Enter the “Media Server Name or IP” when prompted.

Enter the “Database Server Name or IP” when prompted.

Since the Master DB is remote, the CS installation will install a local Slave DB with the CS.
The Slave DB will automatically connect to the Master DB.

Select Complete, and then click Next to continue.

Click Install.

Click Finish to complete the installation.

Installing SmartTAP Media Server

& e The transfer of the media files between the Media Server, Application Server,

and File Server (SAN/NAS) is accomplished by using the windows SHARE
(SMB) facilities; to configure credentials for accessing an SMB account, refer to
the SmartTAP Administrator Guide.

e The Remote Transfer Service is automatically installed with Media Server.

e ltis highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. See Firewall
Configuration.

> To install the Media Server:

1.

2.

8.

9.

10.

11.

Run the Install.bat from the SmartTAP “Suite\” folder.
Select the Distributed software Custom Setup type.
Check on AudioCodes Inc. Media Server option.

Click Install to continue.

Click Next to continue.

Select the Monitoring IP Address from the drop-down list.
e Typically the IP of the physical or virtual server.

e The Monitoring IP Address is the IP address of the interface that listens for the RTP
media to be recorded. This RTP media is sent from the Call Delivery Server, Media
Delivery or Media Proxy depending upon deployment solution.

Enter the Communication Server IP Address when prompted.
Enter the Application Server IP Address when prompted.
Select Complete, and then click Next to continue.

Click Install to continue.

Click Finish to complete the installation.
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Media Server Configuration

This procedure is not relevant if the media files are stored on the same server as the

Media Server.

Network File Server

This section describes how to create a user account for SmartTAP 360° on the domain. For

example “SmartTAPUser” for the Network File server.

> To setup the network file server accounts:

1. Inthe Active Directory Users and Computers folder, select the Users folder and then right-

click New > User.

Figure 5-4:

Active Directory Users and Computers

E Active Directory Users and Computers - |B -
File  Action  View Help
e« 2E B XEBcR BHE 2eEaTa%
] Active Directory Users ang| Name Type Description -~
b0 Saved Queries L Abraham User
4 G HB.interop 2_-, Administrator User Built-in account for a
5] acs 22 Allowed RODC Password Replicati.. Security Group..  Members in this grou| =
b [ Builtin ?_, Anatolyl User
. Computers _1_3 Anatoly? User
2] Domain Contraller _’_; Anatoly User
I» || ForeignSecurityPri J-Anatnly\ﬂf User
I || LostindFound 5
. L Buralo User User
B || Managed Service £|| o . ) .
b &7 Microsoft Bxchang 52, Cert Publishers Security Group...  Members of this grou
b = OfirTest E'r":JCIoneabIe Domain Controllers Security Group..,  Members of this grou
b - OperationsManag 82, Cstdministrator Security Group...  Members of this groy
b = OpshgrLatencyh E'r":JCS&rchivingﬂ.dministrator Security Group..,  Members of this grou
b Pragram Data 82, CSHelpDesk Security Group...  Members of this grou
b [0 System Elr":JCSLocationAdministrator Security Group..,  Members of this grou
| |eaxe 82 rsDersistentChat&dministrator Security Group...  Members of this grou
[ Delegate Contral... Groupldrministrator Security Group..,  Members of this grou
[ Find... Groupbdanager Security Group...  bdembers of this grou
P 9 ty P 9
b Mew ’ oD imbers of this grau
rmbers of this grou
4l Tasks r Contact i L hd
£ L] >
— Wi » Group
Create a new
Refresh InetQrgPerson
s Lt rrsDS-ResourcePropertyList
rrsExchDynamicDistributionlist
Properties

Help

rrslrnaging-PEPs
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Printer
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Figure 5-5:

& Create in: S4B interop/Uzers

New SmartTAP 360° User

First name: |SmartT.-’-‘-.F'User | Initials: I:l
Lazt name: | |
Full narie: |SmartT.-’-‘-.F'User |

User logon name:

|SmaltT.t’-‘-.F'User| | |@S4B.internp Vl
Uzer logon name [pre-wWindows 2000]:
| S4B | | SmantTaPUser |
| < Back ” Ment » | | Cancel |

2. Enter the name of the SmartTAP 360° user in the First Name and User logon name fields

and click Next.

Figure 5-6:

& Createin.  S4B.interop/Uszers

Password Never Expires

Pazswaord: |

Confirm password: |

[]User must change password at next lagan

[]Uzer cannat change password

v

[ Account iz disabled

| < Back ”

Mewut »

Cancel |

3. Enter a password, select the “Password never expires” check box and click Next.

The following confirmation dialog is displayed:
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Figure 5-7:  User Add Confirmation

& Create in: S4B interop/Uzers

When you click Finish, the following object will be created:

Full narme: SmartTAPU zer ~
|Jzer logon name: SmartTAP ser@5 4B interop

The pazsword newver expires.

< Back ” Finish || Cancel

4. Click Finish.

5. Right-click the newly created user, choose Properties and click the Security tab.
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Figure 5-8:  Assign Read and Write Permissions

SmartTAPUser Properties J
FPublizhed Certificates | Member Of | Paszword Replication | Dialin | Object

Femote Dezktop Services Prafile COM+ Bttribute Editar
eneral I Addrezz | Account Frofile Telephones Organization

Security Ervvironment Seszion: Femaote contral
Group or user names:

52 Everyone ~

52 SELF =

:-E_.ﬂ.uthentic:ated Users

S SYSTEM

EE_ NETWIORK. SERYICE

EE_ RTCUniverzall zerR eadOnlyGroup [S4BMATCU niversalll serfRead...

EE_ RATCUniverzalll serddmins [S4BAATCUniverzall zerddmins) e

Add... Remowve

Permizzions for Everyone Al Deny

Full contral [] [] -

Fead [

Write []

Create all child objects [] []

Delete all child objects [] []

fllowed to authenticate [] []

1l J [al [ v
For zpecial permizzionz or advanced settings, click Advanced
Advanced. =

aFk. Cancel Apply Help

6. Assign “Read” and “Write” permissions and click OK.

7. Login to the Media server as user “SmartTAP 360°”.

8. Access the SmartTAP 360° shared media storage in the File server.
9. Create, edit, and delete a test file in the storage directory.

10. Log off.
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Media Server

This section describes how to add the SmartTAP domain user to the local Administrators Group
and to assign it to the SmartTAP Remote Transfer Service.

> Do the following:
1. Add SmartTAP user to local Administrators Group:

a. Inthe Active Directory Users and Computers, right-click the newly created SmartTAP
user and choose Add to a group.

Figure 5-9: Add SmartTAP user to Administrators Group
Active Directory Users and Computers |;|£-
File Ackon ‘iew Help

o9 72| 0 XEEE HE 2 aE?Eh

L]

: Active Directory Users ang | Mame Type Descrghon ~
b | Sawed Queries 52 RAS and 145 Servers Secunty Group..  Sencers inthis group C
4 g SMinterop 52 Read-only Domain Controllers Security Group.. Members of this grow

bl acs ‘.‘;3“ RTCComponentUniversalZerdices Security Group..  Members can be used
b [ Builtin 8 RTCHSUmiversalSerices Security Group.. Members can be used
Computers "5‘_‘, RTCP rnx!,-{_l niversalSersice: Secun by Grl‘.l'.p . Members can be used
2 | Domain Controller | g . .
; Securindii S RTCEBAUNversalServices Secunty Group... Member: have read
S 51 BTCUmiversalC onfigReplicabor Secunty Growp..  Members can parbicip
LostAndFound

Managed Service 4 83 ATCUniversalGlobalReadOnkyGroup  Securty Group. Pembers have read a

[
l.
r.
|[- & Microscft Exchang ‘."ﬂ‘ RTCUniversalGlobal\rite Grougp Securty Group..  Members have write a
b ;' CifarTest 53‘ RTCUmniverszlReadOnbkpddmins Security Group... Members can onby rez
b T OperationsManag '!’:J_‘ ATCUniverszlSBATechnicians Security Group... Members have read &
b 3 OpsMarlatencybd: S8 RTCUniversalServerddmins Securty Growp... Members can manage
b Program Diata B2 BTCUniversalServerReed OnlyGroup  Securty Group..,  Members have read an
[ ] System 53__ ATCUniversallserAdmins Zecurty Group..,  Mernbers can manage
| Users ‘_"-:3: RTCUmniversalllserReadOnlyEroup Securty Group.., Members have read a0
I hdicrosoft Exchang ‘_";3" Schemna Admins Security Group... Designated administrs
9 NTDS Quotas 4 =
b 5 TPM Devices B, SstemMai Copy..
2, SetermMai Add to a group..,
’_; Festernial Marme Mappings...
L, SystermMai Diszhle Account
i Tl Thlid-
< m L E: Reset Password... 3

Allowes you to add the selected objects to a gro Move..,

Qpen Hame Page

Zend Mai
All Tasks 3

Cuk
Delete

Renarme

Properties

Help

-41 -



CHAPTER 5 Installation Wizard - Distributed Method SmartTAP 360° | Installation Guide

Figure 5-10: Add Smart TAP User to Administrator

Select thiz object type:

|I3r|:|ups of Built-in zecurnity principals

Erarn thig location:
| S4B .interop

Enter the object names to select [examples):

Sdministrators]

b. Enter Administrator and then click Check Names. The successfully recognized entry is
underlined.

c. Click OK. A confirmation screen is displayed.
2. Assign the SmartTAP user to the AudioCodes MS-TR service:
a. Open the Services (Local) application (services.msc).
b. Select the service “SmartTAP MS-TR”, right-click Properties and click the Logon tab.
c. Select the ‘This account’ check box.

d. Click Browse to search for the domain user who has permissions for the shared media
directory in the file server.

This user may be the SmartTAP user or any other user defined for this purpose.

Figure 5-11: Assign User to SmartTAP MS-TR Service Account

Select thiz object twpe:

|Users, Service ccounts, or Groups | | Object Types... |

FErom thig location:
|S4B.intemp || Locations... |

Enter the object names to select [eramplez]:

SmartTAPL ser [SmartT AP seras 48, interop]] Check Mames

I

Cancel |

e. Click Check Names. The successfully recognized entry is underlined.

f. Restart the service.
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Installing SmartTAP Call Delivery IP-Server

A It is highly recommended to configure the Firewall with the required ports to ensure

proper communication prior to the software installation. See Firewall Configuration.

> To Install the Call Delivery server:

1.

2.

9.

Run the “Install.bat” from the SmartTAP 360° “Suite\” folder.

Select the Distributed Software Custom Setup type.

Click AudioCodes Inc. Call Delivery Server.

Click Install to continue.

Select Other when prompted.

Server IP Setup screen:

e Specify the IP of the Communication & Application Servers.

e Specify the IP of the Local Machine.

Click link to install Skype for Business, see Skype for Business Plug-in on page 159.
e Return here once the configuration has completed.

e No additional CD-IP configuration should be necessary.

Click link to install Analog Trunk/Radio, see Analog Trunk / Radio on page 133:
® Return here once the configuration has completed.

e Once the installation of the CD-AL has completed, additional configuration is required,
see Additional Configuration for Analog Trunk and Radio on page 137.

Click Next to continue.

10. Click Install to complete the installation.

SmartTAP 360° File Server Installation

It is preferable, that the File Server is installed and configured before installation of
the (MS) Media Server and the (AS) Application Server.

Firewall Configuration

It is highly recommended to configure the Firewall with the required ports to ensure proper
communication prior to the software installation. See Firewall Configuration.
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Domain Controller Configuration

This configuration is an example of what must be performed in a windows environment to
allow the SmartTAP software running on a different server to read and write to the file server
directory where the recordings are stored. Alternatively, in the absence of a domain controller,

the same can be achieved by the configuration of windows file sharing feature.

> To configure the SmartTAP user on the Windows server Domain Controller:

1. Create a user account for SmartTAP on the Domain Controller. For example “SmartTAP

User”

a. Inthe Active Directory Users and Computers folder, select the Users folder and then

right-click New > User.

Figure 5-12: Active Directory Users and Computers

Help

rrslrnaging-PEPs
MSM O Queue Alias

Printer

] Active Directory Users and Computers I;li-
File  Action  View Help
e« 2E B XEBcR BHE 2eEaTa%
] Active Directory Users ang| Name Type Description -~
B[] Saved Queries L Abraham User
4 G SAB.interop 1_-, Adrninistrator User Built-in account for ac
5] acs 22 Allowed RODC Password Replicati.. Security Group..  Members in this grou| =
I+ 1 Builtin ;_; Anatolyl User
- Camputers _1_3 Anatoly? User
I+ :.' Darmain Controllet _’_; Anatoly3 User
[ 1 ForeignZecurityPri J-Anatnly\ﬂf User
I || LostindFound 9
. . L Buralo User User
B || Managed Service £|| o . ) .
b &7 Microsoft Bxchang 52, Cert Publishers Security Group...  Members of this grou
b = OfirTest #2, Cloneable Dorain Contrallers Security Group...  Mermbers of this grou
b = OperationsManag 22, c3hdministrator Security Group...  Members of this grou
b : OpshgrLatencyh 1‘55:,CS&rchivingﬂ.dministrator Security Group...  Mermbers of this grou
b 7] Program Data YT?,CSHEIpDesk Security Group..  Members of this grou
b [0 System 2, CSlocationAdministratar Security Group...  Mermbers of this grou
| |eaxe 52 " SPRersistentChatAdministrator Security Group...  Members of this grou
[ Delegate Contral... Groupldrministrator Security Group..,  Members of this grou
B Find... Grouphdanager Security Group...  Members of this grou
| e 5 e rrbers of this grou
rmbers of this grou
Al Tasks r Contact i L h
£ L] >
— Wi b Group
Create a ney Refresh InetQrgPerson
s Lt rrsDS-ResourcePropertyList
rrsExchDynamicDistributionlist
Properties

ser

Shared Folder
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Figure 5-13: New SmartTAP User

& Create in: S4B interop/Uzers

Firzt name:
Lazt name:

Full manne:

User logon name:

| SmartTAP Userd

| SmartTAP Uszer

| Initialz: I:l
|
|

|SmaltT.~’-‘n.F' Uger | | (@5 4B interop w |
Uzer logon name [pre-wWindows 2000]:
|S4B\ | |SmartTAP User |
| < Back ” Ment » | | Cancel |

2. Click Next, enter a password and then configure the following settings:

a. Clear the User must change password at next logon check box.

b. Select the User cannot change password check box.

c. Select the Password never expires check box.

Figure 5-14: User Settings

& Create in: S4B interop/Uzers

Pazzword:

LCanfirm paszward:

[ ] Account iz dizabled

[] User must change passward at next logon

[#] User cannat change passward

| < Back ” Ment » ||

Cancel

The following confirmation dialog is displayed:
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Figure 5-15: User Add Confirmation

& Create in: S4B interop/Uzers

When you click Finish, the following object will be created:

Full narme: SmartTAP User
|Jzer logon name: SmartTAP User@S48 interop

The uzer cannat change the paszward.
The pazsword newer expires.

<Back || Finsh

Cancel

3. Click Finish.
4. Add the File Server to the Domain:
a. Right-click Start > System.

Figure 5-16: System Properties

Control Panel Home

B Device Manager
# Remote settings
) Advanced system settings

System
Processor: Intel{R) Xeon(R) CPU  X5650 @ 267GHz 2.67 GHz
Installed memary (RAM):  4.00 GB
System type: 54-bit Operating System, x64-based processor

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: oc

Full computer name: DC.54B.interop

Computer description:

Domain: S4B.interop
‘Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: (0252-40260-33000-AA0EM

See also
Action Center
Windows Update

[/ » Control Panel + System and Security » System v ¢ | [ search Control Panel 2
(2]
View basic information about your computer
Windows edition
Windows Server 2012 R2 Standard
© 2013 Microsoft Corparstion. Allrights reserved. B8 Windows Server2012R2

T Change settings

Activate Windows

b. Select Change settings in the Computer name, domain, and workgroup settings.

c. Click Change.. in the Computer Name tab.

d. Select the Domain radio button and enter the name of the domain.

e. When prompted, enter the domain administrator user and password.
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The Welcome to the <domain name> domain dialog confirms that the server is now
joined to the domain.

f. Restart the File Server.

Figure 5-17: System Properties

Computer Name | Hardware | Advanced | Femote

&-II Windows uzes the following information bo identify your computer
an the nebwaork.

Computer dezcription: |

For example: "1S Production Server’’ or
“tooounting Server',

Full computer name: DC.54B.interop

Dromair: S4B .interop

T o renarne thiz computer ar change ke domain or
workgroup, click Change.

Change...

Maote: The identification of the computer cannaot be changed because:
- The Certification Autharty Service iz installed on this computer.

Cancel

5. Logininto the file server as user “SmartTAP” in the domain.
6. Create the media storage directory (...\media) on the file server.
7. Share the media storage:

a. Right-click the storage directory and select Properties.

& Select the Sharing tab and click share... in the Network File and Folder Sharing
section.
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¢ Click the Share button and enter the domain administrator user and password
when prompted.

Installing CD-Live Component

The CD-Live component is responsible for the Instant Message Chats Recording. This
component must be installed on the Azure machine that matches the Key Vault’s Access Policy
and that has been enabled with Identity. For details, refer to the SmartTAP for Microsoft Teams
Deployment Guides.

The CD-Live component must be installed either as a component of the SmartTAP
server on Azure or on a Stand alone server on Microsoft Azure. It cannot be installed
On-premises.

> To install the CD-Live component:
1. When the CD-Live installation wizard starts click Next to install.

Figure 5-18: Welcome to Call Delivery Live

Welcome to the InstallShield Wizard for
AudioCodes CallDelivery-Live

The Installshield(R) Wizard will install AudioCodes
CalDelivery-Live on your computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

2. Accept the License Agreement and click Next.
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Figure 5-19: License Agreement

License Agreement

Please read the following license agreement carefully,

SOFITWARE LICENSE AGREEMENT

LICENSE AGREEMENT

LUDICCODES US4, INC. (AudioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLEASE READ THIS LICENSE AGREEMENT. The enclosed
LudioCodes software/firmware program (collectively,
"SOFIWARE"™) is licensed by AudioCodes for use only on
the terms and conditions set forth herein. By opening

=Tmd o sl . s IT TATROTT A e B A L ]

(I do not accept the terms in the license agreement

Installshield

3. Enter the Application Server IP Address and configure HTTP/HTTPS as required.

Figure 5-20: Application Server IP Address

Application Server IP

Please select Application Server external IF addresses,

Add all Application Server IP addresses to list

Application Server IP address: hitp://172. 17.127.7:30

| 172.17.127.7 v

(®) HTTP

() HTTPS

InstallShield
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4. Add the Azure Key Vault name that was created in the Microsoft Teams deployment (refer
to the Microsoft Teams Deployment Guide) and then click Next.

This field is optional and is only required for various Microsoft Teams deployment
scenarios such as IM recording and token authentication.

Figure 5-21: Key Vault Configuration

Key Vault configuration

Please enter Key Vault name associated with the application:

Installshield

5. Select one of the following setup types and then click Next:

e |IM Recording Instant Message Recording (this option is available on Azure
deployments only)

e Data Recovery: Setup for the Data Recovery (Bot Resiliency) feature. Refer to the
SmartTAP for Microsoft Teams Deployment Guides.

e Data Migration: Setup for data migration from third-party legacy systems (see
document "Migrating Third-party Legacy Metadata").
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Figure 5-22: Setup Type

Please select your desired features:

[ ] Recording

[w] Data Recovery

[ ] Data Migration

Installshield

6. Select one of the following setup types and then click Next:

e Complete: Install to the default location: C:\Program Files\AudioCodes\SmartTAP\AS
e Custom: Change the destination location

7. Click Install.
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Figure 5-23: Ready to Install

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

CD-Live will receive it’s Secrets from Azure and Targets from AS.

8. (For Upgrade Only): Open the appsettings.json file ("C:\Program
Files\AUDIOCODES\SmartTap\CallDelivery-Live\appsettings.json") configuration file under
IntegrationConnectors section and add the following:

"DataRecoveryConnector": {

"TimeBetweenIterationsMilliSec":
1800000,

"MaxDegreeOfParallelism": 10,
"FailureThresholdLimit": 10,

"ResultSegmentSize": 10

Where:
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e '"TimeBetweenlterationsMilliSec" — The time interval between each execution.

e "MaxDegreeOfParallelism" — Limits the maximum number of concurrent recovery
requests allowed for the ApplicationServer.

e '"FailureThresholdLimit" — Represents the maximum number of recovery retries for a
single metadata file. When threshold limit is reached an alarm is raised (
eventCdrRecoveryFailed, under the CallRecordingError bucket, for details refer to the
OVOC Alarms Guide)

e Files exceeding the threshold limit are copied to ‘Failed’ directory inside the storage
and will not be processed in the next execution.

e When a failure occurs, an alarm is sent to SmartTAP with a notification for the recovery
failure.

e "ResultSegmentSize" — Limits the maximum number of Blobs that can be
simultaneously downloaded

Installing the License Server

This section describes how to install the License server that is used to manage SmartTAP
licenses for Microsoft Teams deployments.

>

1.

To install the License Server:

The License server installation starts in the proper sequence when all or multiple services
are selected on the installer menu.

When the License server installation wizard starts, click Next to install.
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3.

4,

5.

Figure 5-24: License Server
ﬁ AudioCodes License Server - InstallShield Wizard

Choose Application Server IP Address

Please Choose the IP address assodated with the network interface used
Application Server communications.

Add all Application Server IP addresses to list

Application Server IP address:
| 172.17.113.53 v >>
® <=
(_IHTTPS
Installshield
< Back || Mext = I | Cancel

Enter the IP Address of the SmartTAP Application server.
Enter the Application Server Protocol (HTTP or HTTPS).
Figure 5-25: Setup Type
ﬁ AudioCodes License Server - Installshield Wizard

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

(®) Complete
i Al program features wil be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

<Back | MNext> ||

Cancel

Click Next to complete the installation.
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Installing OVOC Components

B If SmartTAP has been deployed on Microsoft Teams using automation scripts, install the
following component from the SmartTAP Installation Suite:

e tap-windows Network Adapter (see Install Windows Adapter below)
M If SmartTAP is installed in a Hybrid deployment, install the following components:

e "AudioCodes Main Agent" and "AudioCodes Client Agent" used to manage alarms and
status updates sent to OVOC.

® For connecting to OVOC over WebSocket Tunnel, the OVOC Connector (see figure
below) and tap-windows Network Adapter (see Install Windows Adapter below) must
also be installed from the SmartTAP Installation Suite.

Figure 5-26: Public OVOC Connector

=

Name Date modified Type Size

D Changes.tdt Text Document 2KB
’ D ProductCodetut Text Document 1KB
“ ﬁ! PublicOvocConnector.msi Windows Installer ... 4,184 KB
bl ﬁ! PublicOvocConnector-1.0.2.msi Windows Installer ... 4,180 KB
b ﬁ PublicOvocConnector-1.0.3.msi Windows Installer ... 4,180 KB
F s ﬁﬁ PublicOvocConnector-1.0.4.msi Windows Installer ... 4,180 KB
P ﬁ PublicOvocConnector-1.0.5.msi Windows Installer ... 4,180 KB
- ﬁ! PublicOvocConnector-1.0.6.msi Windows Installer ... 4,180 KB

ﬁ PublicOvocConnector-1.0.7.msi 13/10/2021 9:38 ‘Windows Installer ... 4,180 KB

ﬁj PublicOvocConnector-1.0.8.msi 04/01/2022 14:56 Windows Installer ... 4180 KB

D SetupParameters.tet Text Document 1KB

® tap-windows-8.23.3-1601-Win10.exe Application 563 KB

Refer to the SmartTAP Administrator Guide.

Install Windows Adapter

This section describes how to install the Windows Adapter.

> To install the Adapter:

1. Click the link to the tap-windows-9.23.3-1601-Win10.exe in the SmartTAP Installation

Suite.
Figure 5-27: tap-windows adapter

Mame . ~  Date medified Type Size

D Changes.bt Text Document 2KB
* D ProductCede.bd Text Document 1KB
* ﬂ PublicOvocConnector.msi Windows Installer ... 4,184 KB
bl ﬂ PublicOvocConnector-1.0.2.msi Windows Installer ... 4,180 KB
- ﬂ PublicOvocConnectar-1.0.3.msi Windows Installer ... 4,180 KB
- ﬂ PublicOvocConnector-1.0.4.msi Windows Installer ... 4,180 KB
- ﬁ PublicOvocConnector-1.0.3.msi Windows Installer ... 4,180 KB
P ﬁ PublicOvocConnector-1.0.6.msi Windows Installer ... 4,180 KB

ﬂ PublicOvocConnector-1.0.7.msi Windows Installer ... 4,180 KB

ﬂ PublicOvocConnector-1.0.8.msi Windows Installer ... 4,180 KB

D SetupParameters.bt 21/02/2022 14:35 Text Document TKE

G tap-windows-9.23.3-1601-Win10.exe 28/08/2019 15:19 Application 563 KB
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TAP-Windows 9.23.3-1601 Setup — >

Welcome to TAP-Windows
9 23 .3-1601 Setup

This wizard will guide you through the installation of
TAP-Windows, a kernel driver to provide virtual tap device
functionality on Windows originally written by James Yonan,

Mote that TAP-Windows will only run on Windows Vista or
later,

2. Click Next.
Figure 5-28: License Agreement
TAP-Windows 9.23.3-1601 Setup — >
License Agreement
Flease review the license terms before installing TAP-Windows
9.23.3-1601.

Press Page Down to see the rest of the agreement.

Fap-windowszs license s

The source and object code of the tap-windowss project

is Copyright (C) 2002-2014 OpenVPN Technologies, Inc. The
MSIS installer is Copyright (C) 2014 OpenVPM Technologies,
Inc, and (C) 2012 Alon Bar-Lev. Both are released under the
GPL version 2, See COPYRIGHT.GPL for the full GPL license.
The licensors also make the following statement borrowed
from the SPICE project:

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install TAP-Windows 9.23.3-I601.

< Back Cancel

3. Click I Agree to continue.
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Figure 5-29: Choose Components
(7) TAP-Windows 8.23.3-1601 Setup

OPEN Choose Components

Choose which features of TAP-Windows 9.23.3-1601 you want to
install.

- X

Select the components to install/upgrade. Stop any TAP-Windows processes or the
TAP-Windows service if it is running. All DLLs are installed locally.

Select components to install: TAP Virtual Ethernet Adapter
[ TaF Utiities
[]TaP sDK

Description

Space required: 1.6 MB Position Your mouse over a component to see its

descripkion,

Fullsoft Install System +3.03

4. Click Next to continue.

Figure 5-30: Choose Installation Location
(7) TAP-Windows 9.23.3-1601 Setup

OPEN Choose Install Location

Choose the folder in which to install TAP-Windows 9,23, 3-1601.

Setup will install TAP-Windows 9. 23.3-1601 in the following folder. To install in a different
folder, dick Browse and select another folder, Clidk Install to start the installation.

Destination Folder

C:\Program Files\TAP-Windows

Browse,..

Space reguired: 1.6 MB
Space available: 159.9 GB

Mullsaft Install Swskem w3, 03

5. Choose the desired folder to install the application and then click Next.
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Figure 5-31: Installation Complete

TAP-Windows 9.23.3-1607 Setup -

Installation Complete
Setup was completed successfully,

Completed
Extract: license, twt ﬂ

Extract: icon.ico

tapinstall. exe hwids returned: 0

TAP update (tap0901) (May require confirmation)

Updating drivers for tap0901 from C:\Program Files\TAP-Windows\driver\OemVista.inf.
Drivers installed successfully,

tapinstall. exe returned: 0

tapinstall, exe cumulative status: 0

Created uninstaller: C:Program Files{TAP-Windows\Uninstall. exe

Completed o

6. Click Next to complete the installation procedure.

Figure 5-32: Setup Complete

TAP-Windows 9.23.3-1601 Setup —

Completing TAP-Windows
9.23.3-1601 Setup

TAP-Windows 9,23, 3-1601 has been installed on your
computer,

Click Finish to dose Setup.

7. Click Finish.
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6 Uninstalling SmartTAP 360°

The following describes how to uninstall SmartTAP 360°.

> To uninstall SmartTAP 360°:
1. Launch install.bat from the “Suite” folder.

2. From the Program Maintenance screen, click Remove to remove the SmartTAP 360°

component from the PC.

Figure 6-1: Program Maintenance - Remove

OC AudicCodes SmartTAP

Program Maintenance

Z Modify
. o Change which program features are installed or removed. This option displays the Custom
Selection dialog in which you can change the way features are installed or removed.

£ Remove
' Remove AudioCodes SmartTAP from your computer

Cancel

| |’
LIS ] IH i

3. When the InstallShield Wizard Completed screen appears, click Finish.
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Figure 6-2: InstallShield Wizard Completed - Uninstall

OC AudioCodes SmartTAP *

InstallShield Wizard Completed

The Installshield Wizard has successfully uninstalled AudioCodes SmartTAR.
Click Finish to exit the wizard.
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7 Firewall Configuration

The deployment of the SmartTAP servers may have to comply with customer security policies,
which require the implementation of firewall rules. This section provides the basic information
required by the Windows administrator to configure the Windows firewall, to ensure the
required connectivity between the SmartTAP applications and services.

A All Firewall ports listed are default ports.

Skype for Business Recording Firewall

Figure 7-1:  Skype for Business Recording Firewall

TCP 80 or443

: [ 1 1]
Microsoft S4B / LYNC
T 1]
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AV/Conf
UDP 40000 - 45000 ) Edge
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-=- UDP 33000 — 36999 Vid -=-
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Front End Server(s)

The following Inbound firewall exceptions are required.

Table 7-1:  Front End Server(s) - Inbound Firewall
Protocol Allow Port Allowed Network

TCP 9901 DOMAIN/INTERNAL (from SmartTAP to FE)
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Protocol Allow Port Allowed Network

TCP 12171 DOMAIN/INTERNAL (from SmartTAP Announcement Server to
FE)

The following Outbound firewall rule may be required if the FE has a particularly restrictive
firewall configuration (non-Default).

Table 7-2: Front End Server(s) - Outbound Firewall

Allow

Protocol Allowed Network
Port
TCP 9090 DOMAIN/INTERNAL (from FE to SmartTAP CD)
TCP 80 DOMAIN/INTERNAL (from FE to SmartTAP AS)
TCP 443 DOMAIN/INTERNAL (from FE to SmartTAP AS when AS is
configured with HTTPS)
TCP 10123 DOMAIN/INTERNAL (from FE to SmartTAP MP)
TCP 10124 DOMAIN/INTERNAL (from FE to Announcement server)

Edge, Mediation or Conference Server(s)

The following Inbound firewall exceptions are required.

Table 7-3: Edge, Mediation or Conference Server(s) - Inbound Firewall
Protocol Allow Port Allowed Network

TCP 9080 DOMAIN/INTERNAL (from SmartTAP CD)

The following Outbound firewall rules are required if the Edge Server has a particularly
restrictive firewall configuration:

Table 7-4: Edge, Mediation or Conference Server(s) - Outbound Firewall

Allow

Protocol Allowed Network
Port
uDP 40000- DOMAIN/INTERNAL (towards SmartTAP)
45000
TCP 80 DOMAIN/INTERNAL (from SmartTAP MD to SmartTAP AS)
TCP 443 DOMAIN/INTERNAL (from SmartTAP MD to SmartTAP AS when

SmartTAP AS is configured with HTTPS)

-62 -



CHAPTER 7 Firewall Configuration SmartTAP 360° | Installation Guide

To record calls traversing Edge Server (with remote users, federated users) enable
A/V/STUN.MSTURN communication with Edge Server Pool on the UDP port 3478 for
compliance with MSFT port and planning requirements.

SmartTAP 360° Server
The following Inbound firewall exceptions are required.

Table 7-5: SmartTAP 360° Server - INBOUND Firewall

Protocol Allow Port Allowed Network
TCP 80 B DOMAIN/INTERNAL (from FE servers)
B DOMAIN/INTERNAL (from Edge servers)
B EXTERNAL (Web Browser Access for end-users)
TCP 443 B DOMAIN/INTERNAL (from FE to AS when AS is configured
with HTTPS)
B DOMAIN/INTERNAL (From Edge servers to AS when AS is
configured with HTTPS)
TCP 9090 DOMAIN/INTERNAL (from FE servers)
UDP 40000- DOMAIN/INTERNAL (from MD)
45000 DOMAIN/INTERNAL (from MP servers)
TCP 10125 DOMAIN/INTERNAL (from AS)

Note: The port is only required for CD when AS is installed on
another server.

The following Outbound firewall exceptions are required.

Table 7-6: SmartTAP 360° Server - Outbound Firewall

Protocol Allow Port(s) Allowed Network
TCP 9080 DOMAIN/INTERNAL (to MD)
TCP 9901 DOMAIN/INTERNAL (to FE servers)
TCP 10123 DOMAIN/INTERNAL (to MP servers)

1Required when Media Delivery resides on Edge, Mediation or Conference server.

SmartTAP 360° Media Proxy Server

The following Inbound firewall exceptions are required.
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Table 7-7: SmartTAP 360° Media Proxy Server - Inbound Firewall

Protocol Allow Port Allowed Network

TCP 10123 DOMAIN/INTERNAL (from FE and SmartTAP 360° servers)

UDP 37000- DOMAIN/INTERNAL (from Skype for Business clients to MP)
39999 (Audio)

UDP 33000- DOMAIN/INTERNAL (from Skype for Business clients to MP)
36999 (Video)

The following Outbound firewall exceptions are required.

Table 7-8: SmartTAP 360° Media Proxy Server - Outbound Firewall

Protocol Allow Port Allowed Network

UDP 37000- DOMAIN/INTERNAL (from MP to Skype for Business or Lync
39999 clients) (Audio)

UDP 33000- DOMAIN/INTERNAL (from Skype for Business clients to MP)
36999 (Video)

uDP 40000- DOMAIN/INTERNAL (from the MP to the MS)
45000

TCP 80 DOMAIN/INTERNAL (from MP to AS)

TCP 443 DOMAIN/INTERNAL (from MP to AS when AS is configured with

HTTPS)

SmartTAP 360° Announcement Server

The following Inbound firewall exceptions are required.

Table 7-9: SmartTAP 360° Announcement Server- Inbound Firewall

Protocol Allow Port Allowed Network
TCP 12171 DOMAIN/INTERNAL (from FE servers)
TCP 10124 DOMAIN/INTERNAL (from FE servers)

The following Outbound firewall exceptions are required.
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Table 7-10: SmartTAP 360° Announcement Server - Outbound Firewall

Protocol Allow Port Allowed Network
TCP 80 DOMAIN/INTERNAL (from ANN to SmartTAP 360° AS)
TCP 443 DOMAIN/INTERNAL (from ANN to SmartTAP 360° AS when AS

is configured with HTTPS)

For further information regarding Skype for Business port requirements, refer to the following.

http://technet.microsoft.com/en-us/library/gg398798.aspx

Automated Firewall Exception Scripts for Windows Firewall

PowerShell scripts are installed to facilitate in adding firewall exceptions to all of the SmartTAP
components. They are installed by default in the following location:

..\AUDIOCODES\SmartTAP\Install\EnableFWRules

The following file needs to be modified before it can be used: EnableSmartTAPFWRules.ps1.
The configuration section is at the beginning of the Powershell script.

> To use the script, do the following:
1. Populate all of the fields for your installation. Save the file.

2. Copy the entire directory to each component that needs to have firewall exceptions added
(SmartTAP, Skype for Business Edge, Mediation or Conference Server and the Skype for
Business Front Ends).

3. On each server, modify the Smachine_type line to match the machines functionality
(SmartTAP, Edge or FE)

4. Run the EnableSmartTAPFWRules.bat to run the script, either by double clicking on it, or
running it from a command prompt.

5. You can now confirm that the firewall exceptions have been added. If there was an error
that you need to correct, just remove the exceptions that the script added, and rerun the
script. All SmartTAP firewall exceptions start with the word "SmartTAP".

Distributed SmartTAP Firewall

The following firewall rules are required in the event that you install each component of the
SmartTAP installation on a physically separate machine (as described in Chapter Installation
Wizard - Distributed MethodInstallation Wizard - Distributed Method). Under normal
circumstances, when all of the components are on the same machine you would only need to
add an exception for port 80 or 443 (see Application Server (AS)).
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The Windows firewall must be setup to allow INBOUND connections on the specified
ports.

Figure 7-2:  Distributed SmartTAP Firewall
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Application Server (AS)

Protocol

TCP

TCP

TCP

ubP

ubP

ubP

HTTP/S

HTTP/S

Table 7-11: Firewall - Application Server (AS)

Allow
Port

80

443

9001

161

162

1161

8861

8863

Allowed Network

EXTERNAL (Web Browser Access for end-users)
DOMAIN/INTERNAL (from other SmartTAP servers)

EXTERNAL (Web Browser Access for end-users)
DOMAIN/INTERNAL (from other SmartTAP servers)

DOMAIN/INTERNAL (from other SmartTAP servers)

Used for SNMP traffic for managing traps/alarms between AS and
OVOC (Bi-directional)

Used for SNMP traffic for sending Keep-alive messages from AS to
OVOC (Send-only)

Used for SNMP traffic for sending Keep-alive messages from AS to
OVOC (this port is predominantly used when AS is installed
behind a NAT) (Send-only)

Communication from OVOC clients (other than SmartTAP servers)
to OVOC Main Agent

Requests sent from OVOC Main Agent to OVOC client agents
Virtual Machines(they also run on SmartTAP AS)(send-only).

Communications Server (CS)

Protocol

ubDP

TCP

TCP

Table 7-12: Firewall - Communications Server (CS)

Allow Port Allowed Network

161, 1161, 5060 DOMAIN/INTERNAL (from other SmartTAP servers)

554

9000

DOMAIN/INTERNAL (from other SmartTAP servers)

DOMAIN/INTERNAL (from other SmartTAP servers)

-67 -



CHAPTER 7 Firewall Configuration SmartTAP 360° | Installation Guide

Database Server (DB)

Table 7-13: Firewall - Database Server (DB)

Protocol Allow Port Allowed Network
TCP 3306 DOMAIN/INTERNAL (from other SmartTAP servers)
UDP 161 DOMAIN/INTERNAL (from other SmartTAP servers)

File Server (FS)

Table 7-14: Firewall - File Server (FS)

Protocol Allow Port Allowed Network
SMB Windows Network File Sharing (see DOMAIN/INTERNAL
File Server installation) (from Application and Media
servers)
UDP 161 DOMAIN/INTERNAL (from other

SmartTAP servers)

Media Server (MS)

Table 7-15: Firewall - Media Server (MS)

Protocol Allow Port Allowed Network
uDP 5064, 40000- DOMAIN/INTERNAL (from other SmartTAP
45000 servers)
TCP 6023 DOMAIN/INTERNAL (from other SmartTAP
servers)
TCP REST 10131 DOMAIN/INTERNAL (from other SmartTAP
servers)

Remote Transfer Service (RTS)

Table 7-16: Remote Transfer Service (RTS)
Protocol Allow Port Allowed Network

TCP REST 10132 Remote Transfer Service (RTS)
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Call Delivery(CD)

Table 7-17: Firewall - Call Delivery(CD)

Protocol Allow Port Allowed Network
UDP 11161 - CD-DS DOMAIN/INTERNAL (from other SmartTAP servers)
(Add any
required) 12161 - All DOMAIN/INTERNAL (from other SmartTAP
VolP servers)
13161 - AES DOMAIN/INTERNAL (from other SmartTAP
servers)
14161 — Analog | DOMAIN/INTERNAL (from other SmartTAP
servers)
15161 —SIPRec | DOMAIN/INTERNAL (from other SmartTAP
servers)
5062-CD-DS DOMAIN/INTERNAL (from other SmartTAP
servers)
5065-CD-AES DOMAIN/INTERNAL (from other SmartTAP
servers)
5066 — All VolP DOMAIN/INTERNAL (from other SmartTAP
servers)
5067 — Analog DOMAIN/INTERNAL (from other SmartTAP
servers)
5068 — SIPRec DOMAIN/INTERNAL (from other SmartTAP
servers)
TCP 9090 DOMAIN/INTERNAL (from other SmartTAP
servers)
10125 - All DOMAIN/INTERNAL (from other SmartTAP
VolP servers)
TCP (REST) 10125 DOMAIN/INTERNAL (from other SmartTAP
servers)
TCP (REST) 10126 DOMAIN/INTERNAL (from SIP Recording server)
TCP (REST) 10127 DOMAIN/INTERNAL (from Analog Trunk / Radio)
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Media Delivery (MD)

This applies to Skype for Business Edge, Mediation or Conference servers.

Table 7-18: Firewall - Media Delivery (MD)

Protocol Allow Port Allowed Network
TCP 9080 DOMAIN/INTERNAL (from other SmartTAP servers)
TCP REST 10133 DOMAIN/INTERNAL (from other SmartTAP servers)
TCP REST 80 DOMAIN/INTERNAL (from other SmartTAP servers)

Media Proxy (MP)

This applies to SmartTAP Proxy servers exclusively in a Microsoft Skype for Business

environment.

Table 7-19: Firewall - Media Proxy (MP)

Protocol Allow Port Allowed Network

TCP 10123 DOMAIN/INTERNAL (from FE servers)

UDP 37000 - DOMAIN/INTERNAL (from MP to Skype for Business Skype for
39999 Business clients)

UDP 37000 - DOMAIN/INTERNAL (from Skype for Business clients to MP)
39999

Announcement Server (AN)

This applies to SmartTAP Announcement servers only in a Microsoft Skype for Business

environment.

Table 7-20: Firewall - Announcement Server (AN)

Allow
Protocol Allowed Network
Port
TCP 12171 DOMAIN/INTERNAL (from FE servers to SmartTAP
Announcement servers).
TCP 10124 DOMAIN/INTERNAL (from FE servers to SmartTAP

Announcement servers).

-70 -



CHAPTER 7 Firewall Configuration SmartTAP 360° | Installation Guide

Example

In this example, we are setting up the Windows server firewall for the Media Server UDP
connections. The Media Server firewall must allow inbound connections from the Domain and
Internal servers on UDP ports 161, 5064, 10161, and in the range 40000-45000.

> To setup the firewall for the MS:
1. Start > Administrative Tools > Windows Firewall with Advanced Security.
2. Select Inbound Rules > New Rule.
3. Select the Port radio button and click Next.
4. Select UDP Specific local ports and type in the UDP ports separated by commas and a dash
separating the range (161, 5064, 10161, 40000-45000).
5. Select the Allow the connection and click Next.
6. Check “Domain” and “Private” and click Next.
7. Name the rule and click Finish (the rule will be active immediately).
OVOC Server

The following table describes the ports used for connection with SmartTAP 360° server. For
more information, refer to the OVOC IOM Manual.

Table 7-21: Firewall -.OVOC Inbound

Allow
Protocol Allowed Network
Port
UDP 161 Used for SNMP traffic for managing traps/alarms between AS and
OVOC (Bi-directional)
UDP 1161 Used for SNMP traffic for sending Keep-alive messages from AS to
OVOC (this port is predominantly used when AS is installed behind
a NAT) (Send-only)
uDP 162 Used for SNMP traffic for sending Keep-alive messages from AS to

OVOC (Send-only)
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8 Microsoft Skype for Business Deployment

In a Skype for Business environment, SmartTAP will deploy a trusted plugin application on the
standard or enterprise Front End Server (Pool). The configured plugin sends the necessary
signaling from the FE, SBS or SBA to the SmartTAP server(s) so that SmartTAP is aware of call
states only for recorded calls. Using the call signaling, SmartTAP can then correlate the SRTP
data to record the complete call. The SRTP data is captured in various ways depending upon
what call types need to be recorded. See table below for details.

Figure 8-1:  Capture Call Signaling - 1

Capture Call Signaling Capture Call Audio
[ 1 |
=5) N F@
2z N
Criteria ' ﬁ i—“” ] [IE
- e
Front End SBA Conference
Server Appliance Server Mirror Port

Requires SmartTAP software YES YES YES YES YES YES n/a

Data Captured SIP SIP SRTP SRTP SRTP SRTP SRTP
Mirror Port Required n/a n/a n/a n/a n/a n/a YES
Media Path Routing n/a n/a YES YES n/a n/a n/a
..‘@ Client to Client v v v v n/a n/a v
f@ PSTN - Media Bypass Disabled v v v 4 v n/a v
'E-'[—;? PSTN - Media Bypass Enabled v v v v n/a n/a v
-"‘"gs'g Conferencing v n/a v v n/a v v
) ) emote / Federate n/a n/a n/a n/a n/a
(&3 R / Federated v / / v / / /
E@ Mobile v n/a n/a v n/a n/a n/a
7% Home User 4 n/a n/a i n/a n/a n/a

¥ = Call Type Supported | n/a = Not Applicable

The following table lists the SmartTAP software components and the appropriate deployment
server.

Figure 8-2: Capture Call Signaling - 2

Capture Call Signaling Capture Call Audio
Software F (] ﬁ LIE
SmartTAP Front End s Mediation | Conference | Mirror
Server Server Server Port
S4B / Lync plug-in n/a v v n/a n/a n/a n/a n/a n/a
Application Server v n/a n/a n/a n/a n/a n/a n/a n/a
Communication Server v n/a n/a n/a n/a n/a n/a n/a n/a
Database v n/a n/a n/a n/a n/a n/a n/a n/a
Media Server v n/a n/a n/a n/a n/a n/a nfa n/a
Call Delivery v n/a n/a n/a n/a n/a n/a n/a n/a
Media Delivery n/a v v n/a v v v n/a n/a
Media Proxy n/a n/a n/a v n/a n/a n/a nfa n/a
SmartTAP CWE Toolbar n/a n/a n/a nfa n/a n/a n/a n/a v

B 1 Assumes Mediation or Conference server are co-located.
B 2 Proxy Server must be installed on dedicated physical or virtual server.

B 3Requires configuration of Microsoft Skype for Business client. No software is installed.
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Unlike other IP Station side IP PBX, Skype for Business recording requires the installation of the
AudioCodes Microsoft trusted plugin on the Front End (FE) servers, and the Skype for Business

specific configuration on the Call Delivery.

This chapter describes the following procedures for installing and configuring SmartTAP to

Record Skype for Business:

Installing SmartTAP 360° Skype for Business plugin (see Installing Skype for Business Plugin )

Installing SmartTAP Call Delivery, choose Skype for Business as network type (see Installing
Call Delivery for Skype for Business (IP-based Recording)

Installing Media Proxy in case of utilizing the Media Proxy solution (see Installing Media
Proxy Server for Skype for Business)

Installing SmartTAP Media Delivery (see Installing Media Delivery Server for Skype for
Business)

Installing Announcement Server (see Installing Announcement Server on page 115)

Installing SmartTAP Monitoring Service (see Installing SmartTAP Monitoring Service on
page 127)

Skype for Business Remote Branch Site

The Remote site is typically a branch location that connects back to the main data center. The

branch site may or may not have survivable telephony services if the WAN goes down.

SmartTAP 360° deployed in the branch location can record user/device calls regardless of WAN

up/down.

Figure 8-3:  Skype for Business Remote Branch Site
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In the main datacenter, you may deploy an All-In-One solution or distributed. In the branch, you
will typically use the Distributed configuration setup because not all components are required
in the branch site.

In the branch, the following components are required:
Microsoft SBA:

B Install Skype for Business plugin on SBA (Separate installer not part of the distributed setup
package). See Section Microsoft Skype for Business Deployment.

B (Optional) Install Media Delivery to record PSTN calls. See Section Installing Media Proxy
Server for Skype for Business.

SmartTAP 360° Server:

B Install Communication Server. See Section Installing SmartTAP Communication Server.
B Install Media Server. See Section Installing SmartTAP Media Server .

B Install Call Delivery Server. See Section Installing SmartTAP Call Delivery IP-Server .
Media Proxy: (Optional):

B Install Media Proxy (Optional method to record Internal IP-to-IP and PSTN calls). See
Section Installing Media Proxy Server for Skype for Business.

Before Installing Microsoft Skype for Business Components

This section lists the Microsoft requirements for the SmartTAP 360° components for different
Skype for Business deployments.

B Unified Communications Managed API (UCMA):

e For Announcement server, SmartTAP Monitoring Service, Skype for Business 2015
Plugin and Skype for Business 2019 Plugin, this component must be pre-installed with
the following versions:

¢ Skype for Business 2019:
UCMA 6.0

& Skype for Business 2015: UCMA 5.0
e For Media Proxy server, installation is not required
e UCMAG6 Windows Server Updates:

¢ Windows Server 2016 with the latest update

¢ Windows Server 2019 with the latest update
e UCMAG Runtime requirements:

¢ The target platform must be a 64-bit computer

¢ Microsoft .NET framework 4.7 or later service packs
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¢ For details on the latest UCMAG updates, see: https://www.microsoft.com/en-
us/download/details.aspx?id=57507

B Windows Server 2016:

e The Announcement Server, SmartTAP Monitoring Service and the Skype for Business
2019 Plugin must run on Windows Server 2016 when running on the Skype for Business
2019 platform.

B Anti-virus software If the Windows server run anti-virus software, then SmartTAP
components should be included in the anti-virus software's exception list.

B HTTPS: several of the installation setups includes an option to enable an HTTPS connection
between the SmartTAP Application server and the Announcement server. These settings,
do not entirely complete the HTTPS setup, therefore you must also run the procedures
described in Configuring HTTP/S on page 151.

B For Announcement server-specific requirements, see Announcement Server-Specific
Requirements below

B For SmartTAP Monitoring Service-specific, see SmartTAP 360° Monitoring Service-Specific
Requirements on the next page

B For details on configuring a remote branch site in a Skype for Business deployment, see
Skype for Business Remote Branch Site on page 73

Announcement Server-Specific Requirements

B Ensure the Announcement installation server platform is joined to the domain

B Stand-alone Physical or Virtual server

B Microsoft Windows Server 2012/R2 and Microsoft Windows Server 2016

B Microsoft Windows Server 2012 and Microsoft Windows Server 2016 features:
e Windows Server Media Foundation

e Windows ldentify Foundation

Windows Server 2016 is required when recording on the Skype for Business 2019 platform.
B From the Skype for Business Installation Media:

e Skype for Business Local Config Store - (Skype for Business Install CD) - Core
components

e Skype for Business Administration Tools (Skype for Business Install CD)

Firewall Configuration

It is highly recommended to configure the Firewall with the required ports to ensure proper
communication prior to the software installation. See Chapter Firewall Configuration.
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SmartTAP 360° Monitoring Service-Specific Requirements

The SmartTAP 360° Monitoring Service-Specific requirements are described below:
B Should be installed on a server that is joined to the domain
B Media Foundation
B Health Monitor installed locally or on a remote machine.
® For the Skype for Business 2015 and 2019 deployment:

¢ Skype for Business Local Config Store - (Skype for Business Install CD) - Core
components

¢ Skype for Business Administration Tools (Skype for Business Install CD)
e For the Lync 2013 deployment:

¢ Lync 2013 Local Config Store - (Lync 2013 Install CD) - Core components

¢ Skype for Business Administration Tools (Lync 2013 Install CD)

¢ Make sure UCMA 4.0 is installed.

Installing Skype for Business Plugin

The Skype for Business plugin is a Microsoft trusted application that communicates with the
Front End Software and provides the SmartTAP server with the signaling and metadata of calls
to record. The Skype for Business plugin must be installed on every Front End Server, SBA or
SBS that may process calls to record.

The following pre installation actions must be performed:
B Skype for Business Plugin-Pre-install Setup on AD Domain Controller below
B Skype for Business Plugin Pre-install Setup on each Front End, SBS or SBA on page 81

The installation procedure is described in Skype for Business Plugin Installation Procedure on
page 89

& e ltis highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. See Firewall
Configuration.

e Install the Skype for Business plugin described in this section on every Front End
Server processing calls to record.

e Before proceeding, ensure that you have noted the installation requirements (see
Before Installing Microsoft Skype for Business Components on page 74.

Skype for Business Plugin-Pre-install Setup on AD Domain Controller

This section describes the pre-install setup for the Skype for Business Plugin on the Active
Directory Domain Controller.
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> Do the following:

1.

Create a user account for SmartTAP 360° on the domain. For example “SmartTAPUser”:

a.

In the Active Directory Users and Computers folder, select the Users folder and then

right-click New > User.

Figure 8-4: Active Directory Users and Computers

=

File

<

=

I+
I+

A

-

Active Directory Users and Computers

Action  View Help
o« zE 8| XE G =

| Active Directory Users and| Marme

Saved CQueries ? Abraham

SAB.interap L Administrator

Bd acs 52 Allowed RODC Passward Replicati...
| Builtin 2 Anataly1
| Computers ] Anatoly?

2| Domain Controller ’,AnatnIyB
| ForeignSecurityPri ; Anatalyd

LostindFound

%, Buralo U
Managed Service 4[| o Hrete L

Microsaft Exchang

Create a new

B 3wt

52, Cert Publishers

52, Cloneable Domain Cantrollers

1 TE%

Type
Lser

User

Security Group..,

User
Lser
User
Lser

User

Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group..,
Security Group...
Security Group..,
Security Group...

msDS-ResourcePropertyList

msExchDynamicDistributionList

OfirTest )
OperationsManagy 52, CSAdministratar
OpshgrLatencyhy 82, CsarchivingAdrministrator
Pragram Data 51 CSHelpDesk
Systermn 82, CSlocationAdministrator
| Leeer B2 " SPersistentChatSdministrator
I Delegate Contral... Groupadrninistrator
[ Find... Grouphdanager
e 2 Computer
All Tasks r Contact
Wiewy b Group
Refresh InetOrgPerson
Export List...
Properties

Help

mslmaging-PEPs
MSAD Queue Alias

Printer

(= [=

Description ~

Built-in account for a
Merrbers in this grou| =

Mermbers of this grou
Members of this grou
Mernbers of this grow
Members of this grou
Mermbers of this grou
Mermbers of this grou
Members of this grou
Mermbers of this grou
Members of this grou

rrbers of this grou

mbers of this grau’

>

ser

Shared Folder

-77 -



CHAPTER 8 Microsoft Skype for Business Deployment SmartTAP 360° | Installation Guide

Figure 8-5: New SmartTAP 360° User

& Create in: S4B interop/Uzers

First name: | Smart TAPUzer | Initials: I:l
|
|

Lazt name: |

Full narie: |SmartT.-’-‘-.F'User

User logon name:
|SmaltT.t’-‘-.F'User| | |@S4B.internp Vl

Uzer logon name [pre-wWindows 2000]:
| S4B | | SmantTaPUser

| < Back ” Ment » || Cancel |

b. Enter the name of the SmartTAP 360° user in the First Name and User logon name
fields and click Next.

Figure 8-6: Password Never Expires

& Createin.  S4B.interop/Uszers

Pazswaord: | |

Confirm password: | |

[]User must change password at next lagan

[]Uzer cannat change password

v

[ Account iz disabled

| < Back ” Mewut » || Cancel |

c. Enter a password, confirm the new password, select the “Password never expires”
check box and click Next.

The following confirmation dialog is displayed:
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Figure 8-7:  User Add Confirmation

& Create in: S4B interop/Uzers

When you click Finish, the following object will be created:

Full narme: SmartTAPU zer ~
|Jzer logon name: SmartTAP ser@5 4B interop

The pazsword newver expires.

< Back ” Finish || Cancel

d. Click Finish.

2. (Optional) Add the account to the "CSAdministrator" group. This membership is not
mandatory; however, may be required for running the Plugin installation. The account can
be removed from the group after the installation:

a. Right-click the newly created SmartTAP 360° user and choose Add to a group.
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Figure 8-8:

Add SmartTAP 360° user to CSAdministrators group
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Enter CSAdministrator and then click Check Names. The successfully recognized entry is

Add Smart TAP User to CSAdministrator

Select Groups

Select this object type:

|Groups ar Built-in security principals

| | Dhiject Types... |

Fram thiz location:

|S4B.intemp

|| Locations. .. |

Enter the object names to select [eramplez]:

CSadministrator

Check Mames

Ok

Cancel |
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c. Click OK. A confirmation screen is displayed.

3. Add the SmartTAP 360° account to the RTCUniversalReadOnlyAdmins group. This account
must be part of "RTCUniversalReadOnlyAdmins" group. This group membership enables
the Plug-in to retrieve the Skype For Business topology:

a. Right-click the newly created SmartTAP 360° user and choose Add to a group.

b. Enter RTCUniversalReadOnlyAdmins and then click Check Names. The successfully
recognized entry is underlined.

Figure 8-10: Add Smart TAP User to RTCUniversalReadOnlyAdmins

Select thiz object twpe:

|Gloups or Built-in security principals | | Object Types... |

FErom thig location:

|SdB.interop || Locations. . |

Enter the object names to select [eramplez]:

BT CUniversalF ead0 nlyédmins| Check Mames

|

Cahicel |

c. Click OK. A confirmation screen is displayed.

Skype for Business Plugin Pre-install Setup on each Front End, SBS or
SBA

This section describes the setup on the Front End, SBS or SBA.

> Do the following:
1. Add new “SmartTAP 360° User” to the local “Administrators” group:
a. Loginto the machine using a local administrator or a domain administrator account.
b. Open the Computer Management window.
c. Open the Local Users and Groups folder.
d. Select the Groups folder and then select the Administrators entity.

e. Right-click and choose Add to Group.
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Figure 8-11: Add SmartTAP 360° user to the Administrators group
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5 W Cantral IRDS Endpoint Servers  Servers in this graup run virual m...

3 @ S0L Server Configuratic @RDS fanagement Ser.,  Serversin this group can perform ..

I L& Message Queuing JERDS Remote Access 5., Setvers in this group enable users ...

@Remnte Desktop Users  Mernhers in this group are grante...
& Remote Management., Members of this group can acces..,
B Replicator Suppaorts file replication in a dam..,
B Users Users are prevented from making ..
HERTC Component Laca.., Skype for Business Server Web Co...
@RTC Local Administra..  RTC domain Server &dministratar..,
JERTC Local Config Rep...  Skype for Business Server replicati...
@RTC Local Read-anky ... RTC dormain Read-only Adrministr...
HERTC Local User &dmi..  RTC domain User Administrators ..,
MIRTC Server Applications Skype for Business Server Server a...

JEIRTC Server Local Group  Skype for Business Server service ..,

S0LServer200550LEro... Members in the group have the re..,
< > group
AT -

Change Group mermhership, l

f. In the Administrator Properties window, click Add.

Figure 8-12: Administrators Properties

General

@ Adrministrators
Description: Administrators have complete and unrestricted access
to the camputer/darmain
Members:
A s dministratar
52, 54BMDomain Admins
Changes to a uzer's group memberzhip
| Add... | | Remove are niot effective untl the nest tirme the
uzer logs on.
| QK | | Cancel | | Apply | | Help |

g. Enter the name of the SmartTAP 360° user (that you created on the Domain Controller)
and then click Check Names. The successfully added entry is highlighted.
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Figure 8-13: SmartTAP 360° User Added to Administrators

Select Users, Computers, Service Accounts, or Groups -

Select thiz object twpe:

|Users, Service ccounts, or Groups | | Object Types... |

FErom thig location:
|SdB.interop || Locations. . |

Enter the object names to select [eramplez]:

SmartTAPL ser [SmartT AP seras 48, interop]] Check Mames

o] [ |

h. Click OK. A confirmation screen is displayed.

2. Add the SmartTAP 360° user to the RTCServerApplications group. The group membership
enables the Plug-in to register and operate as a Skype For Business Trusted application:

a. Select the RTCServerApplications entity, right-click and choose Add to Group.

Figure 8-14: RTCServerApplications
A Computer Management I;li-

File Action ‘iew Help
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= roups M Event Log Readers fernbers of this group can read e,
b (%) Performance
- M Guests Guests have the same access as m...

i Device Manager B Hyper-v 2d tratars Mernbers of th h
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3.

Figure 8-15: RTC Server Applications Properties

General

@ RTC Server Applications
Deseription: Skype for Buginess Server Server applications are
granted appropriate local permizzions through thiz group
tembers:
Changes to a uzer's group memberzhip
[ Add. | | Eemave are not effective until the next time the
uzer logs on.
| QK | | Cancel | | Apply | | Help |

b. Inthe RTC Server Applications Properties screen, click Add.

c. Enter the name of the SmartTAP 360° user (that you created above on the Domain
Controller) and then click Check Names. The successfully added entry is highlighted.

Figure 8-16: Add RTC Server Applications User

Select thiz object twpe:

|Users, Service ccounts, or Groups | | Object Types... |

FErom thig location:

|S4B.intemp || Locations. .. |

Enter the object names to select [eramplez]:

SmartTAPL ser [SmartT AP seras 48, interop]] Check Mames

Cancel |

d. Click OK. A confirmation screen is displayed.

Assign “logon as service” privileges to the “SmartTAPUser” account:

a. Open Administrative Tools > Local Policies > User Rights Assignment.

b. Select the Log on as a service entity.

c. Enable the Computer Browser service.
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Figure 8-17: Local Security Policy

Eile  Action  Miew Help
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15e] Modify an object label
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Figure 8-18: Log on as a service Properties
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QK | | Cancel | | Apply
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Assign the SmartTAP 360° user account with at least RemoteSigned execution policy.

RemoteSigned execution policy is required for executing PowerShell scripts during the
Plugin’s installation and run time.

a. Run PowerShell as the "SmartTapUser" that you defined on the Domain Controller
using one of the following methods:

¢ Command line:

Enter the following command and press enter:

Runas /user:[domain]\SmartTapUser powershell.exe

Figure 8-19: SmartTAP 360° User

Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.76H01]
(c> 2013 Microsoft Corporation. All rights reserved.

sUzserssAdministrator.S4B>Runas Auser:54B\SmartTAPUser pouwershell.exe_

Enter the SmartTAP 360° User password that you defined for the user defined on
the Domain Controller and press enter.

If the SmartTAP 360° username contains spaces, ensure that you insert quotation

marks at the beginning and end of the user name string in the command line e.g.
“SmartTAP 360° User”.

¢ Using PowerShell:

-On the Domain Controller in the Start menu, right-click the Windows PowerShell
icon and choose Run as different user:
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Figure 8-20: Start Menu
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-Enter the credentials for the "SmartTapUser" that you defined on the Domain
Controller:
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Figure 8-21: Windows Security

Windows Security

Run as different user
Please enter credentials to use for

CAWindows\System32\WindowsPowerShellvw 1.0\ powershell.exe,

| 'JSEI’ narme

I | | Passward

Domain: S4B

Connect a smart card

|| Cancel |

-Open the Windows PowerShell and set the following Execution Policy for this

user:
Set-ExecutionPolicy -Scope CurrentUser RemoteSigned
Figure 8-22: Windows PowerShell

X Windows PowerShell

t\Users\Admm strator. 348> Set-ExecutionPolicy -Scope CurrentlUser RemoteSigned_
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A Domain Admin account may be required to perform Plug-in installation; however,
the created “SmartTAPUSer” account is recommended to be used to run the Plug-in
service.

Skype for Business Plugin Installation Procedure

This section describes the procedure for installing the Skype for Business plugin.

> To install the plugin:

1. Copy the Skype for Business installation application SmartTAP 360° <Plugin_type> Plugin
Setup to the FE, SBS or SBA desktop.

B Where <Plugin_type> is one of the following:
e Lync2010
e Lync2013
e Skype for Business
& AudioCodes recommends enabling the “Computer Browser” service prior to running

the installer. Once the installation is complete, the “Computer Browser” service can
be disabled.

1. Right-click on the file and select Run as Administrator.
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Figure 8-23: Documents Library

Documents library Arange by: Folder ~

Lync
Mame | Date modified | Type
|| readme 3/22/2012 2:59 PM TXT File

E SmartTap Lync Plug-in Setup Open Application

'f:;f' Run as administrator
Troubleshoot compatibility

Share with 3
Restore previous versions

Send to 3

Cut
Copy

Create shortout
Delete
Rename

Open file location

Properties

2. If you see the warning, “Computer Browser” service is not running as shown below it is
highly recommended to cancel the install. Enable the Computer Browser Service then
restart the install. You can disable the “Computer Browser” service once install is complete.

3. |Ifyou are performing an upgrade and have changed the default values for the following
parameters, an informative message is displayed.

e RecordExternalCallsOnly — If exists and value is true then we prompt
e recordPSTNCallsOnly — If exists and value is true then we prompt

e EnableAnnouncements - If exists and value is true then we prompt
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The following obsolete parameters were found in Lync Plug-In configuration file
and will not take effect going forward.
The features can be enabled in Recording Profiles through SmartTAP LI

EnableAnnouncements is set to true

Record Announcements is set to false

Record AnnouncementOutCall is set to false
AnnouncementCall Type is set to InboundbBdemal
Announcement BlackList is set to 911

Figure 8-24: Lync Plug-in Server
13 AudioCodes Inc. Lync Plug-in Server - InstallShield Wiza.l= 10| x |

Welcome to the InstallShield Wizard for
AudioCodes Inc. Lync Plug-in Server

AudioCodes Inc, Lync Plug-in Server Setup is preparing the
Installshield Wizard which will guide you through the program

y The "Computer Browser” service is not running. You may not be able
' to complete the install successfully.

4. Click Next to continue.

5. Click the | accept the terms in the license agreement radio button, and then click Next.
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Figure 8-25: Software License Agreement

License Agreement

Please read the following license agreement carefully,

SCFTWARE LICENSE AGREEMENT

LICENSE AGREEMENT

AUDICCODES US5A, INC. (AudioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PFLEASE READ THIS LICENSE AGEEEMENT. The enclosed
budioCodes software/firmware program (collectiwvely,
FECFTWLEE™) i= licensed by AudioCodes for use only on
the terms and condition= =et forth herein. By opening

s o el e v T TATRIOT TS B = T o A )

(®) I accept the terms in the license agreement
() I do not accept the terms in the license agreement

InstallShield

6. Enter the user account that the service will use to log:
e This user must be the “SmartTAPUser” account created previously on the domain.
e The user account must be in the form DOMAIN\Username.
e Optionally click the Browse... button to locate the user in the Active Directory.

Figure 8-26: Browse for a User Account

Use the browse buttons to select a domain\server and a user name.

Domain or server:

[

Lser name:

7. Click Next to continue.
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Figure 8-27: Logon Information

Logon Information

Specify a user name and password

Specify the user name and password of the user account that the service will logon as. The user
account must be in the form DOMAINYUsername,

User name:

|LCENT4\Administrator | Browse... |

Password:

InstallShield

8. Select the host or pool that the Plug-in will use to register, and then click Next.

Figure 8-28: Lync Plug-in Registrar Select

Lync Plug-in Registrar Select

Your account information has been validated, please select the host or pool that
the service will register with,

Registrar;pool1.lcent4. local

InstallShield

9. Click Next.
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10. Enter IP addresses of Media Proxy servers in case the Media Proxy recording method is
utilized for the SmartTAP 360° installation, otherwise leave the fields empty.

Figure 8-29: Media Proxy Server Configuration

Media Proxy Server Configuration

If you plan or have Media Proxy servers, enter their details here,
Otherwise dick MNext,

Add all Media Proxy Server IP addresses to list
IF Addresses:

Media Proxy Server IP address

InstallShield

11. Click Next.

12. Enter IP addresses of Announcement servers in case SmartTAP 360° Announcement servers
are installed, otherwise leave the fields empty.
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Figure 8-30: Announcement Server Configuration

Announcement Server Configuration

If you plan or have Announcement servers, enter their details here.
Otherwise dick Next.

Add all Announcement Server IP addresses to list
IP Addresses:

Announcement Server IP address

|

InstallShield

13. Click Next. Click the Complete installation to install the plugin in the default path on C:
drive, otherwise click Custom to change the install path.
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Figure 8-31: Setup Type

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

Al program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

14. Click Next.
15. Click Install to install the plugin.

16. Click Finish to complete installation.

If the plugin installation fails, refer to Troubleshoot Skype for Business Recording on
page 180.

Installing Call Delivery for Skype for Business (IP-based
Recording)

It is highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. See Firewall Configuration.

> To install IP-based recording (Skype for Business):

1. Click Next to continue.
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Figure 8-32: Call Delivery-IP

Waelcome to the InstallShield Wizard for
AudioCodes Inc. Call Delivery-IP

The InstallShield(R) Wizard will install AudioCodes Inc, Call
Delivery-IF on your computer, To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties,

Assuming you are setting up for a Skype for Business installation, select “Microsoft Lync”
when prompted for the network type.

2. Click Next on the Server IP Setup.

Figure 8-33: Network Type

Select Hetwork Type

Choose the type of phone network to be recorded

Metwork Type:
Microsoft Lync

InstallShield
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3. Add each of your Skype for Business Front End IP addresses to the “Lync Front End IP
Address” field, and click on the right arrow, to add it to the Front Ends list on the right.

4. Under “Public Call Delivery IP Address”, type in the IP address of the computer you are
currently installing the Call Delivery component on.

5. Click Next on the Server IP Setup.

Figure 8-34: Lync Configuration

Lync Configuration
Microsoft Lync-spedific configuration parameters

Create a list of all the Lync Front End IP Addresses.

Lync Front End IP Address Front Ends:

Public Call Delivery IP Address

Installshield

6. To capture the audio:
e See Monitoring below:
¢ Remote — Conference or Mediation Server
e See Edge
e See Configuring Media Proxy for Call Delivery-IP.

7. Click Next to select the Recording Type.

Monitoring

This section describes how to configure the location for capturing monitored recording. Remote
monitoring is typically used when Media Delivery is installed on Mediation or AV Conferencing
server to capture SRTP.

> To capture monitored recordings remotely:

1. From the Media Tap Location drop-down list, select Remote.
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2.

3.

Figure 8-35: Choose Media Tap Location

Choose Media Tap Location

Installshield

Specify the IP Address of the Media Delivery Host machine and click >> to add it to the IP
Address list.

Repeat for each Host machine where Media Delivery is installed.

Figure 8-36: Media Delivery Configuration

Media Delivery Configuration

Create a list of Media Delivery IP addresses

Installshield
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In case of distributed or remote branch deployment, type in the real IP address of the
Application Server (AS), Communication Server (CS), and IP address of the Host Machine (don’t
type in 127.0.0.1). In case of all-in-one deployment use the AS, CS, and the Host machine
parameters drop down list and choose the SmartTAP IP address.

Figure 8-37: Server IP Setup

Server IP Setup

Configure the namesz or P addresses of the servers

Communcation Server IP Address:

| 172.26.144.23|

Application Server IP Address:
| 172.26.144.23

IP Address of Host Machine:

|172.26.144.23

Installshield

4. Click Next on the Server IP Setup.
5. Click Next on the Setup Type screen.
6. Click Install on the install screen.

7. Click Finish.

Edge

The Media Delivery component is installed on each Edge server in the Pool. Use the Edge
solution to record any call scenario in a Microsoft environment.
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> To install the Edge server:

Figure 8-38: Choose Recording Mode

Choose Recording Mode

Recording Type
|Edge

Motes on Monitoring Mode:

The monitoring method is used to record in any one of the following environments:
(Necessary software will be installed on Lync Server for methods 1 & 2)

1. Mediation Server (To record PSTM calls)

2. AV Conferencing Server (To record Conference calls)
3. Port Mirroring

Installshield

1. Click Next to select Record Type “Edge”.

Figure 8-39: Lync Edge Servers Configuration

Lync Edge Servers Configuration
Microsoft Lync-spedific configuration parameters

Create a list of the Edge internal and external IP addresses

Internal IPv4 IP address Internal, External, MAT-enabled:
f

AN Edge service External
IPv4 IP address

| <

AV Edge service MAT - enabled
public IPv4 IP address

InstallShield

2. Specify the Internal, External & NAT IP then click the >> to add to list.

3. Repeat for each Edge server in the pool.

In case of distributed or remote branch deployment, type in the real IP address of the
Application Server (AS), Communication Server (CS), and IP address of the Host Machine
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(don’t type in 127.0.0.1). In case of all-in-one deployment use the AS, CS, and the Host
machine parameters drop down list to choose the SmartTAP IP address.

Figure 8-40: Server IP Setup

Server IP Setup

Configure the names or IP addreszes of the servers

Communcation Server IP Address:

| 172.26.144.23

Application Server IP Address:
| 172.26.144.23

IP Address of Host Machine:

|172.26.144.23

Instalishield

4. Click Next on the Server IP Setup.
5. Click Next on the Setup Type screen
6. Click Install on the install screen

7. Click Finish.

Firewall Exceptions

Firewall exceptions are REQUIRED for this solution to work. See Firewall Configuration Firewall
Configuration for the required exceptions.

Configuring Media Proxy for Call Delivery-IP

The SmartTAP Media Proxy is a stand-alone server designed to relay the SRTP “Voice” to the
final destination providing SmartTAP 360° with a centralized point to capture the audio. The
SmartTAP Skype for Business plugin on the FE / SBA will pin the media through the proxy so
SmartTAP 360° has a central point to capture the SRTP for Internal, PSTN, and Conference calls.

> To configure Media Proxy for Call Delivery-IP:

1. Select the Media Proxy recording type.
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Figure 8-41: Choose Recording Mode — Media Proxy

Recording Type

Media Proxy

Motes on Monitoring Mode:

The manitaring method is used to record in any one of the following environments:
(Mecessary software will be installed on Lync Server for methods 1 & 2)
1. Mediation Server (To record PSTH calls)

2. AV Conferendng Server (To record Conference calls)
3. Port Mirroring

Installshield

2. Specify the IP Address of the Media Proxy server.
3. Specify the Media proxy port to use (default 10123).

Figure 8-42: Media Proxy Configuration

Media Proxy Configuration

Add all Media Proxy IP addresses to list

IP Addresses:

Media Proxy IP address

Installshield
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You can combine the Media proxy model that records Internal, PSTN and Conference calls with
the Edge recording model, which will record (Remote, Federated and Mobile calls). If you
intend to use the Edge model in conjunction with the Media proxy, provide the Edge details in
the following screen and install the Media Delivery software on the Edge server:

1. Provide the Internal & External Edge IP.
2. Addthe NAT IP if configured.

Figure 8-43: Lync Edge Servers Configuration

Lync Edge Servers Configuration
Microsoft Lync-spedific configuration parameters

Create a list of the Edge internal and external IP addresses

Internal IPv4 IP address Internal, External, NAT-enabled:
f

ANV Edge service External

IPv4 IP address
| =]

ANV Edge service MAT - enabled
public IPv4 IP address

InstallShield

3. Specify the real IP addresses of the SmartTAP Communication Server and Application
Server.

4. Select the NIC interface of the local server.
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Figure 8-44: Server IP Setup

Server IP Setup

Configure the namesz or IP addrezzes of the servers

Communcation Server IF Address:

| 172.26.144.23|

Application Server IP Address:
| 172.26.144.23

IP Address of Host Machine;

|172.26.144.23

Installshield

5. Select Complete setup type, and then click Next to continue.

6. Click Install to complete installation.

Configuring Call Delivery for Skype for Business

The Voip.cfg file located in the target path of the Call Delivery will automatically be configured
during the SmartTAP software installation. Remember to restart the service if any changes are
made manually to the voip.cfg file.

Default Path: ...... \AUDIOCODES\SmartTAP\CD-IP\Config\Voip.cfg

Do not make changes to the Voip.cfg unless the IP address assigned to the FE/SBA
or the SmartTAP server has changed.

Figure 8-45: Description of the Skype for Business Specific Changes
Field Default Description

MICROSOFT=]...] N/A The MICROSOFT field defines the CD configuration
specific to Skype for Business recording. The # must be
removed from every line starting with MICROSOFT line
and the matching ] at the end of the definition

SWSERVERPORT TCP,
9090
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Field Default
cC ON
PLUGINLIST blank
SWSERVER blank
RECORDINGTYPE 0

MEDIAPROXYURL blank

Voip.cfg changes in bold below:

MICROSOFT =

Description

Add list of Front End Server IP Addresses in the pool

“n

separated by “,” connecting to this Call Delivery
service. Each server in pool should be listed.

Set to SmartTAP server IP where Call Delivery resides

B 0= Mediation, Conference server or Port
Monitoring

B 3= Use with Edge

B 4 = Use the Media Proxy and Edge (Optional)

IP Address:Port of Media Proxy server (Port default
10123)

[ SWSERVERPORT=TCP,9090 CC=ON PLUGINLIST=Front End / SBA 1P:9901
SWSERVER=SmartTAP Server IP RECORDINGTYPE=# # 0 - monitoring(default),
3 - EdgeProxy (used on the Edge server), 4 - MediaProxy
MEDIAPROXYURL=http://IP:10123 # required if RECORDINGTYPE=4

(MediaProxy)

Installing Media Proxy Server for Skype for Business

The Media Proxy (MP) is used specifically in Microsoft Skype for Business environment as a
voice media proxy. The SmartTAP Skype for Business plugin on the FE will redirect the targeted
SRTP “voice” only to the Media Proxy, which then sends the voice on to the original destination.
A copy of the SRTP “voice” call that traverses the MP is sent to the SmartTAP server for long-

term storage.

& e ltis highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. See Firewall

Configuration.

e Before proceeding, ensure that you have noted the installation requirements (see
Before Installing Microsoft Skype for Business Components on page 74

> To install the Media Proxy:

1. When the Media Proxy installation wizard starts, click Next to install.
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Figure 8-46: Media Proxy Welcome

Welcome to the AudioCodes Inc. Media Proxy
installation wizard

This installation wizard wil install AudicCodes Inc, Media Proxy
on your computer, To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

If you are installing from a Suite, the following screen may not be displayed.
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Figure 8-47: License Agreement

License Agreement

Flease read the following license agreement carefully.

SCFIWARE LICENSE AGREEMENT

LICENSE AGREEMENT

AUDICCCDES USSR, INC. (AudioCodes) provides the following
License ALAgreement (the Agreement) to the original
purchaser only:

1. PLERSE READ THIS LICEMSE AGREEMENT. The enclosed
LudioCodez =zoftware/firmware program [(collectively,
PSOFTWARE"™) iz licensed by AudioCode= for use only on
the term=s and conditionz set forth herein. By opening

A R R L T T  TATRICTT — o ]l T e e

()1 accept the terms in the license agreement

(@) I do not accept the terms in the license agreement

W

Installshield

2. Select the “l accept the terms in the license agreement” radio button and click Next.
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Figure 8-48: Choose Media Proxy IP Address

Choose Media-Proxy IP Address

Please Choose the IP address assocated with the network interface used
Media-Proxy communications,

Media-Proxy local IP address: 192.168.1.5

Installshield

3. Enter the external Media-Proxy local IP address i.e. do not enter the IP address of the local
host, and click Next.
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Figure 8-49: Choose Application Server IP Address

Choose Application Server IP Address

Flease Choose the IP address assodated with the network interface used
Application Server communications.

Add all Application Server IP addresses to list

Application Server IP address:

| 192.168.1.5 v

(@) HTTP

(JHTTPS

InstallShield

4. Configure the external Application Server IP address . Click >> to add the IP address to the
list of Application Servers. Use the << button to remove an entry from the list. Click the

entry that you wish to remove. At least one entry should be configured. Click Next to
proceed.

An example configuration is shown in the figure below:
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Figure 8-50: Choose Application Server IP Address

Choose Application Server IP Address

Please Choose the IP address assocdated with the network interface used fi
Application Server communications.

add all application Server IP addresses to list

Application Server IP address: http://192. 168, 1. 5:80
https: /{192, 165. 1, 5:443
| 10.0.0.8 v

https: /(10.0.0.3:443

(@) HTTP

(JHTTPS

Installshield

5. When you have completed the configuration, click Next to proceed.

If you are performing an upgrade, the following screen may not be displayed.
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Figure 8-51: Media Proxy Setup Type

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(@) Complete

&ll program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

6. Choose one of the following setup types and click Next:
e Complete: Install to the default location: C:\Program Files\AudioCodes\SmartTAP\MP

e Custom: Change the destination location.
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Figure 8-52: Media Proxy Install

Ready to Install the Program
The wizard is ready to beqin installation.

Click Install to begin the installation,

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

Installshield

Install | | Cancel

7. Click Install.

Modifying Media Proxy Server Parameters

This section describes how to modify Media Proxy parameters after installation.

> To modify Media Proxy parameters:
1. Edit the System.config file at Program Files\AudioCodes\SmartTAP\MP\Config\.

2. If there is more than one interface in this machine, the Media Proxy server will use this
interface.

<System
key: locallplnterfaceAddress ="<local IP address>" />

Where ="<local IP address> refers to the IP address of the IP interface when the installed
machine has multiple IP interfaces.

3. Add option aslist ="< Application Server Web Address>" to specify the list of Application
servers for the Media Server.

<System
key: asList =" "http://172.26.144.23:80, "http://172.26.144.24:80"/>
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<System

key: asList =" "https://172.26.144.23:443, "https://172.26.144.24:443"/>

Where < list of Application Server IP Web addresses>contains a comma separated list of the
Application servers for the Media Proxy server in the SmartTAP Active/Active

Configuration.

4. (Optional) Modify the following Beep tone parameters (see table below for details):

<System beepEnabled="true" beepDurationMs="1000" voiceGain="1"

beepGaindBm="15"intervalDurationSeconds="15"/>

Beep tones can also be enabled to play in the Recording Profile in SmartTAP Web

interface.
Table 8-1: Beep Tone Parameters
Parameter Description
beepEnabled Set true to play beep during calls.
Default : true
beepDurationMs Beep duration in milliseconds, valid range
[1-30000].
voiceGain 0 — voice is removed, 1 — voice is added to
tone as is, valid range [0-1].
beepGaindBm Beep gain in -dBm units. range [3-31] (-
3dBm to -31dBm), 3-Loudest, 31-Quietest
intervalDurationSeconds Interval between each beep.

5. Restart Media Proxy Service.

Default

beepEnabled

1000

15

15

Installing Media Delivery Server for Skype for Business

The Media Delivery is used specifically in Microsoft Skype for Business environment. The
SmartTAP CD-IP will instruct the MD running on the Skype for Business Mediation, Conference
or Edge server to capture a copy of the SRTP “voice” call that is traversing the Skype for
Business server and send the copied SRTP “voice” to the SmartTAP server for long-term storage.
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A e The Media Delivery is only required for deployments that involve Microsoft Skype
for Business when utilizing the Edge, Mediation or Conference server to capture
the SRTP.

e |tis highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. See Firewall
Configuration.

> To Install Media Delivery (Skype for Business only):

1. Run the Install.bat from the SmartTAP “Suite\” folder.

2. Select the Distributed software Custom Setup type.

3. Click AudioCodes Inc. Media Delivery Server.

4. Click Install to continue.

5. Select Recording Type Monitoring or Edge.

6. Select Monitoring when utilizing the Mediation or Conference server.

e Specify the physical NIC interfaces to monitor. In a NIC teaming environment do not
select the virtual NIC.

7. Select Edge when utilizing the Edge server.

e Specify the Edge Internal & External NIC interface to monitor. Select the physical NIC
interfaces.

8. Select Complete, click Next to continue.
9. Click Install.

10. Click Finish to complete installation.

Installing Announcement Server

The Announcement Server (AN) is used specifically in the Microsoft Skype for Business
environment as a call recording announcement service to let PSTN callers know their call will be
recorded.

The SmartTAP 360° Skype for Business plugin on the FE will redirect the inbound PSTN calls to
the targeted to be recorded users to the AN to play the announcement. Once the
announcement is played, the call will be redirected to the original destination.

If you need to setup a group of Announcement Servers for redundancy or scalability, make sure
to execute the following steps on each Announcement Server.

Do the following:

1. Announcement Server Preinstall of Core Components and Local Replica Configuration Store
on the next page

2. Announcement Server Software Installation Procedure on page 120
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3. Announcement Server-Post Installation Procedures on page 125

Before proceeding, ensure that you have noted the installation requirements (see
Before Installing Microsoft Skype for Business Components on page 74.

Announcement Server Preinstall of Core Components and Local Replica
Configuration Store

This section describes ther installation of the Core components & Local Replica Configuration
store using the Deployment wizard as a prerequisite for installation of the Announcement
Server.

> To install the Deployment wizard:

1. Start the Skype for Business Server 2015 Deployment Wizard.

Figure 8-53: Skype for Business Server 2015 — Deploy

Welcome to Skype for Business Server 2015 deployment

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Skype for
Business Server.

Help » + Complete

Install or Update Skype for Business Server System

Install or update a Skype for Business Server Server deployment member
system.

This option installs Skype for Business Server core components, and a
local replica configuration store.

Mote: Before installing a server, you need to have a valid topology created
and published.

Help »

Select Install Administrative Tools and click Next.
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Prepare first Standard Edition server
Prepares a single Standard Edition server to
hast Central Management Service.

Note: This task requires local administrator
rights. This task does not apply to Standard
Editicn Servers that are not planned to host
the Central Management Service, or for
deployments that include Enterprise Edition.

Install Administrative Tools

Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder,

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (55RS) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides CLAP
reports to Skype for Business Server
administrators to help troubleshoot Call
Quality issues,

First Run Videos
Click to view getting started videos.

[ e

Back




CHAPTER 8 Microsoft Skype for Business Deployment

SmartTAP 360° | Installation Guide

3.

Figure 8-54: Install Administrative Tools

E‘;) Install Administrative Tools

Installs the Administrative Tools to the current system. Your deployment requires at least one installation
of the Topology Builder.

When completed, the following is displayed:

Figure 8-55: Install Status

Click Next to continue.

Install Administrative Tools «
Installs the Administrative Toals to the

current system.
Your deployment reguires at least cne

installation of the Topology Builder.
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Figure 8-56: Install Local Configuration Store

Deploy > Install or update f.r
~
Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
Help »
Step 2: Setup or Remove Skype for Business Server Components
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topology =
definition.
Mot Available: Local configuration store not available.
Prerequisites »
Help » Run
Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.
Mot Available: Local configuration store not available.
Prerequisites b
Help » Run
Step 4: Start Services
Manual After you've installed Skype for Business Server on all of the servers in the pool, you'll need to start the services,
You can start the services in a pool with the Skype for Business Server cmdlets,
To start the services in a user poal, connect to one of the servers in the pool and run the Start-CsPool cmdlet. All v
B e L et R e

| Back || it

4. Choose option Step 1: Install Local Configuration Store and click Run.

Installs core components & local replica configuration store.
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Figure 8-57: Configure Local Replica of Central Management Store Store

Configure Local Replica of Central Management Store

Data can be retrieved directly from the Central Management store or imported from a file.

(@i Retrieve directly from the Central Management store (requires read access to the Central
Management store)

) Impart from a file (recommended for Edge Servers)

To generate a configuration file, run the Export-CsConfiguration cmdlet on a computer that has
access to the Central Management store.

5. Click Next to continue.

Once completed, a screen similar to the following is displayed:
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Figure 8-58: Executing Commands

Eg;) Executing Commands

Enable replica service for the Skype for Business Server computer.

Creating new log file "C\Users\admin.SPAIN\AppData\Local\Temp\Enakle-CSReplica-[2016_09_05]
[16_46_33].html".

“Enable-C5Replica® processing has completed successfully.

Detailed results can be found at "C:hlUsers\admin.SPAIN\AppDatatLocal\TempiEnable-CSReplica-
[2016_09_05][16_46_33].html"

> Replicate-CsCmsCertificates

Logging status to: ChUsers\admin.SPAINVAppDatat\Local\Temp\ReplicateCMSCertificates-
[2016_09_05][16_46_33].html

Task status: Completed.

huolstmplocal machine |""|| View Log |

Einish || Cancel |

6. Click Finish.

Announcement Server Software Installation Procedure

This section describes the installation of the Announcement server using the wizard.

> To install the announcement server using the wizard:

1. Launch the Installation wizard.
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Figure 8-59: Announcement Server Installation Wizard

Welcome to the AudioCodes Installation
Wizard for AudioCodes SmartTAP
Announcement Server

The AudioCodes Installation Wizard wil install AudioCodes
SmartTAP Announcement Server on your computer, To
continue, dick Mext,

WARMNIMG: This program is protected by copyright law and
international treaties.

< Back

The following screen may appear if the .NET Framework 4.7 is not installed.

2. Click Install to continue.

AudioCodes SmartTAP Announcement Server - InstallShield Wizard

T AudioCodes SmartTAP Announcement Server reguires the following items to be installed
on your computer. Click Install to begin installing these reguirements.

Status  Reguirement
Pending Microsoft .MET Framework 4.7 Full

(sl [ concel |
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3. Click Next.

If you are installing from a Suite, then the following screen may not be displayed.

Figure 8-60: License Agreement

Please read the following kcense aoreement carefully,

SOFTWARE LICENSE AGREEMENT ~

LICENSE AGREEMENT :l
AUDIOCODES USA, INC. (AudioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLEASE READ THIS LICENSE AGREEMENT. The enclosed
AudioCodes software/firmware program (collectiwvely,
PSOFTWARRE™) is licensed by Audiolodes for use only on

the terms and conditions sat forth herein. By opening

=TS e e - e T TETAMOTET Y e e B el

(®) [ accept the terms in the license agreement

(1 do not accept the terms in the license agreement

InstaliShied

4. Click Next to agree to the license.

Figure 8-61: Announcement Server

Please choose Annoucement Server version to install

Zhoose the Annoucement Server wersion appropriate ko wour environmenk

) Announcement Server for Lync 2013
) Announcement Server for Skype for Business 2015

) Announcement Server for Skype for Business 2019

InstallShield

5. Select the type of Announcement server and click Next:
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e Announcement Server for Lync 2013
e Announcement Server for Skype for Business 2015
e Announcement Server for Skype for Business 2019

Figure 8-62: Choose Application Server IP Address

Choose Application Server IP Address
Please Choose the [P address associated with the network interface

Add all Application Server IP addresses to list

Application Server IP address:
I

@ HTTP

>
[

() HTTPS

6. Configure external Application Server IP address and select either the HTTP or HTTPS
protocol. Click >> to add the IP address to the list of Application Servers. Use the << button
to remove an entry from the list. Click the entry that you wish to move. At least one entry
should be configured. An example configuration is shown in the figure below.
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Figure 8-63: Application Server IP Address

Choose Application Server IP Address

Please Choose the IP address associated with the network interface us
Application Server communications,

Add all Application Server IP addresses to list

Application Server [P address: http:/j172.17.127.1:80
2 ff172.17,127, 2:80
|1?:z. 17.127.4

https://172.17.127.4:443

O

(®) HTTPS

Figure 8-64: Setup Type
) AudioCodes Inc. SmartTAP Announcement Server - Installation Wil X |

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(® Complete
Alnro?'mfeaueswlbe irstalled. (Requires the most disk
space.

) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

InstaliShield

|  <Back || Next> || Cancel

7. Choose the Setup Type and click Next:
e Complete: Install to the default location: C:\Program Files\AudioCodes\SmartTAP\ANN

e Custom: Change the destination location.
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& If you are performing an upgrade, this screen may not be displayed.

Figure 8-65: Install Commences

Ready to Install the Program
The wizard is ready to begin installation.

Click Tnstall to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

8. Click Install to commence the installation process.

e Do notinstall on the SmartTAP server.

e The Announcement Service will not start automatically. It needs to be started
manually after configuring the Announcement Services (see below).

Announcement Server-Post Installation Procedures

This section describes the following procedures required following the installation of the
announcement server:

B Step 1-Activate Announcement Services below
B Step 2-Add Announcement Servers to DNS on the next page

B Step 3-Configuring Announcement Server (Skype for Business) on the next page

Step 1-Activate Announcement Services

This section describes how to configure Announcement Services.

> To activate announcement services:

1. Start the PowerShell console as an Administrator user with the following permissions:
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e The user must be a member of RTCUniversalServerAdmins for creating the trusted-
application.

e In addition, for creating a certificate to use by AN service, the account must be a local
administrator and have rights to the specified certification authority.

& The CA is sometimes configured to not allow creating certificates online, and in that
case, the activation will always fail regardless of the account. In this case it is required
to create and assign a certificate using the Skype for Business deployment wizard
and re-run the activation script. The activation script will detect an installed certificate
and continue execution.

2. Change the working folder to the PowerShell folder in the Announcement Server
installation folder: SmartTAP 360°\AN\PowerShell\.

3. Runthe \Activate.ps1 command.
4. Enter port 12171 when prompted.

5. Save the AnnouncementsApp application endpoint name. It should be logged in the
PowerShell command line window as shown in red color below:

6. “..AnnouncementsApp application endpoint name sip:NAME@domain.com...”

7. Save the NAME string and use it in the “Steps to add Announcement Servers to DNS”
section.

8. Start AudioCodes Announcement Service.
Step 2-Add Announcement Servers to DNS

> To Add Announcement Servers to DNS

B Add DNS ‘A’ record to the appropriate zone on the configured DNS server per
Announcement server against the AnnouncementApp name that was saved in “Steps to
activate Announcement Services” section (NAME, example: AnnouncementsApp-pool-
2013-1, AnnouncementsApp-pool-2015-1).

Step 3-Configuring Announcement Server (Skype for Business)

This section describes how to setup the Announcement server for recording Announcements
and attaching audio files.

> To configure the Announcement server:

1. Copy all ANN files and IVR files that you wish to configure for Announcements to the
following location:

Program Files\AudioCodes\SmartTAP\AN\Config\StateMachineConfig
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Figure 8-66: StateMachineConfig File Location

Name Date modified
I, Cenfig 8/7/2016 3:04 PM
I Languages 9/7/2016 3:04 PM
I MusicOnHold 9/7/2016 3:04 PM
L. PowerShell 9773006 3:04 PM
.. Repo 9/7/2016 3:04 PM
.. StateMachineConfig 9/7/2016 3:04 PM

Type Size

File folder
File fiolder
File folder
File fiolder
File fiolder
File fiolder

& This action enables you to attach ANN and IVR files to the Recording Profile in the

SmartTAP Web interface.

All ANN files must be saved in the WMA format and all IVR files must be saved in
JSON format. For configuration of recording profiles, refer to the SmartTAP

Administrator Guide.

2. Edit the System.config file from the following location:

Program Files\AudioCodes\SmartTAP\AN\Config\

3. Add option ‘normalizeNumbers="true” when normalization of called numbers for the

Announcement Server is required.

<System
normalizeNumbers ="true”
/>

4. Add option asList ="< Application Server Web address>" to specify the Web address of the

Application server (AS) for the Announcement server.

<System
key: asList ="<Application Server IP address>"
/>

5. Restart AN Service.

Installing SmartTAP Monitoring Service

SmartTAP Monitoring Service(STMonitoringSvc) is designed to test SmartTAP recording func-
tionality using AudioCodes HealthMonitor (HM) and Microsoft UCMA. It will generate a test call

between two trusted application endpoints and will update the results to the Health Monitor.

The Health Monitor will then validate the recording metadata and the call media and send an

alarm or email to SmartTAP if required. For more information on the Health Monitor, refer to

the SmartTAP Administrator Guide.
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A e The CAis sometimes configured to not allow creating certificates online, and in
this case, the activation will always fail regardless of the account and users are
required to create and assign a certificate using the Skype for Business
deployment wizard and re-run the activation script. The activation script will
detect an installed certificate and continue execution.

e One additional Target and Recorder license is is required for the test endpoints.

> Do the following:

1. Install the SmartTAP Monitoring Service (SmartTAP 360° Monitoring Service Installation
Procedure below

2. Activate the SmartTAP Monitoring Service (Activating the SmartTAP 360° Monitoring
Service on the next page

3. Configure the SmartTAP Monitoring Service (Configuring the SmartTAP Monitoring Service
on page 130)
SmartTAP 360° Monitoring Service Installation Procedure

This section describes the SmartTAP 360° Monitoring Service Installation procedure.

> To install the SmartTAP 360° Monitoring service:

1. "SmartTAP 360° Monitoring Service" can be installed using SmartTAP 360° Installation Suite
or dedicated installer inside Suite folder (Suite\Monitoring
Service\SmartTapMonitoringService Setup.exe).

2. Choose Accept and continue with Next.
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Figure 8-67: Monitoring Service Skype for Business Platform
i X

Please choose Monitoring Service version to install
Choose the Maonikaring service version appropriake bo your environment

() Monitoring Service for Lync 2013
() Monitoring Service for Skype for Business 2015

() Monitoring Service for Skype for Business 2019

Installshield

3. Select the Lync/Skype for Business platform that you wish to install.
4. Specify the machine’s IP address where the Health Monitor is installed.

It is possible to choose from the drop-down menu or write manually.

If the Health monitor is configured to localhost, then enter the Health Monitor IP
address.

5. Choose complete for installation on a default drive or custom to change it.
6. Click Next.

The installation folder is found at the following path:
<rootDrive>:\Program Files\AUDIOCODES\Tools\SmartTapMonitoringService
Activating the SmartTAP 360° Monitoring Service

This section describes how to activate the SmartTAP 360° Monitoring Service.

> To activate SmartTapMonitoringService service:
1. Start the PowerShell console as an Administrator user with the following permissions:

e The user must be a member of RTCUniversalServerAdmins for creating the trusted-
application.
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e In addition, for creating a certificate to be used by SmartTapMonitoringService, the
account must be a local administrator with rights to the specified certification
authority.

2. Change the working folder to the PowerShell folder in the SmartTapMonitoringService
installation folder.

3. Runthe .\Activate.ps1 command.
4. Enter custom port when prompted (ex. 10145).

5. Save the SmartTapMonitoringService application endpoint names — caller and agent. It
should be logged in the PowerShell command line window as below:

..application endpoint name sip:SmartTapTestCallGeneratorAgent@domain...”
..application endpoint name sip:SmartTapTestCallGeneratorCaller@domain...”

6. Save the Trusted application name, ex.:

“Creating SmartTapTestCallGenerator trusted application on SmartTapTestCallGenerator-
pool-2015-1”

7. Add DNS ‘A’ record of saved in previous step to the appropriate zone on the configured
DNS server.

example: SmartTapTestCallGenerator-pool-2015-1.
8. Start the service.

Configuring the SmartTAP Monitoring Service

This section describes how to configure the SmartTAP Monitoring Service. The configuration file
is found in <STMonitoringSvc root>\Config\System.config. The SmartTAP Monitoring service
retrieves its configuration from the HealthMonitor (REST), therefore the Health Monitor's IP
address is required. If this IP address was not configured in installation, it can be configured as
follows:

<System
healthMonitoringRestServerBaseUrl="http://localhost:10101/"
/>

All the configuration default values are remarked in the System.config, for example:

key: restClientKeepAlivelnterval

Default Value: 30
Description: Time in seconds for Rest client to send keep alive message.
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key: callerMediaFilePath

Default Value: "Music\callerMusic.wma"
Description: caller media file path.

key: agentMediaFilePath

Default Value: "Music\agentMusic.wma"
Description: agent media file path.

In addition, these parameters can be added to the ‘System’ section if they need to be
overwritten:

<System

callerMediaFilePath ="Music\OtherCallerFile.wma"
agentMediaFilePath ="Music\OtherAgentFile.wma"
restClientKeepAlivelnterval="40"

/>

UcmaMonitoringConfig section Example

<UcmaMonitoringConfig>

<lIsActivationMode>true</IsActivationMode>

<Endpoints/>

<ActionTimes>15:30,15:40</ActionTimes>
<KeepAliveTimeoutSec>60</KeepAliveTimeoutSec> -> NEW Field.

</UcmaMonitoringConfig>

In case the caller is created by the above script sip:S-
martTapTestCallGeneratorCaller@anw365.lab , and the Agent is sip:S-
martTapTestCallGeneratorAgent@anw365.lab,

The test call scenario is a Basic call wherethe Caller calls the Agent and the Agent answers auto-
matically. Both partiesplay ‘callerMediaFilePath’\’agentMediaFilePath’ media files accordingly,
with default values of ‘Music\callerMusic.wma’ and ‘Music\agentMusic.wma’.

STMonitoringSvc informs the Health Monitor when the call is has ended, and the Health Mon-
itor validates that the call has been recorded.
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In case the call was not recorded or recorded with silent media, the Health Monitor sends an
alarm to the ApplicationServer and will notify by email to the list of recipients configured in
<smtpProperties> section.

B The above users must be targeted users in the SmartTAP system (one additional target and
recorder license should be available for this purpose)).

B Also Call retention policy for one day is required in order not to overload the Database.
ActionTimes

ActionTimes configures the time of the day to generate the test call (generated daily).

<ActionTimes>15:30, 15:40, 15:50</ActionTimes>

KeepAliveTimeoutSec

A Keep Alive mechanism between the Health Monitor and STMonitoringSvc was added to
theHealth Monitor.If you already have installed the Health Monitor, add the <Keep-
AliveTimeoutSec> field under the <UcmaMonitoringConfig> section asis shown in
the example below. This field is for the purpose of maintaining communication between the
STMonitoringSvc and the Health Monitor. The KeepAliveTimeoutSec configures the time in
seconds that the Health Monitor receives a Keep-alive message from STMonitoringSvc. If this
time is exceeded, the Health Monitor sends a Communication Down alarm.

<KeepAliveTimeoutSec>60</KeepAliveTimeoutSec>
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9 Integration Configuration

SmartTAP supports several telephony integration options. Go to the appropriate integration to
configure Call Delivery for your environment:

B Analog Trunk, Station & Radio — see Analog Trunk / Radio below

B SIPRec - see SIP Recording (SIPRec) on page 142

Analog Trunk / Radio

The SmartTAP software supports analog loop start phone line trunk or station side and VOX
activity based recording. The SmartWORKS LD card is designed for high impedance tapping.

Loop Start Trunk / Station

The battery voltage of the analog line may be different between Trunk and Station
side.Adjusting SmartTAP to match the environment is easily achieved and discussed in the next
chapter.

The 24-channel card is a Hi-Impedance tap card designed to passively tap the phone line. In the
event of a card or server hardware failure, there will be no impact to normal operation of the
phone or analog line.

The figure below represents a typical passive tap implementation using a 66 block. The
maximum distance tested from PBX to Analog phone while tapping is 2200’.

Figure 9-1: Passive Tap Implementation

**

Punch-down Block

T Phones
PBX

Detail [g

Bridge clips
couple 1st
leg of
punch-down
block to

2nd leg i N Analog Card

EGEND
I RJ-21X B so-rin H Standard H Bridge

Connector B Centronics-ML Cable Twisted pair Clip
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The image in Figure 1 represents the female connector on the Analog board.The pin-out follows
industry standard wiring.The image in Figure 2 is typical color coded wiring used in 25 pair telco
grade CAT 3 or higher cables.

Figure 9-2:

Color-Coded Wiring-RJ21x Female Connector

On Board RJ21x Female Connector

Pin1-Ring 1
Pin 2 - Ring 2
Pin 2 - Ring3
Pin4 - Ring 4
Pin5-Ring 5
Pin&-Ring &
Pin7-Ring 7
Pin&-Ring 8
Pin9-Ring 9
Pin 10 - Ring 104
Pin11-Ring 1
Pin 12 - Ring 124

Pin 13 - Ring 1
Fin 14 - Ring 14
Pin15-Ring 1
Pin 1&6- Ring 16
Pin 17 - Ring 17.
Pin 18 -Ring 158
Pin 19 -Ring 19
Pin 20 - Ring 20

Pin 21 - Ring 214

Pin 22 - Ring 22
Pin 23 - Ring 23
Pin 24 - Ring 24

Pin 26-Tip 1
Pin 27-Tip 2
Pin 28-Tip 3
Pin 29-Tip 4
Pin 30-Tip 5
- Pin 31-Tip6
- Pin 32-Tip 7
- Fin 32-Tip 8
FPin 34-Tip g
- Pin 35-Tip 10
- Fin 36-Tip 11
- Fin 37 -Tip 12
4 Pin 38-Tip 13
Pin 39-Tip 14
Pin 40-Tip 15
Pin 41 -Tip 16
Pin42-Tip 17
Pin42-Tip 18
Pin 44-Tip 19
Pin 45 - Tip 20
L Pin 45-Tip 21
- Fin 47 -Tip 22
Pin 48 - Tip 22
L Pin 49 -Tip 24
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Figure 9-3:  Color Coded Wiring-25-Pair Color Coding

25-Pair Color Coding - Pairing Diagram

O
Wire Color /F —————— 11 Wir lor
Bluseithite 1R T a6 | White/Blue
Orangefi'hite |2 R 1 T 27| White/Drange
GreenWhite iR T 28| White/Green
Browsnvhite |4 R T 29| WhiteBrown
SlateAdhite 5 R T 30| White/Slate
BluseRed 6 R 2 T 31| RedBlue
OrangeRed TH T 32| RediCrange
GreendHed 8 R T 33| RediGreen
Brownfed 9 R T 34| RedBrown
SlateRed 10R 3 T 35| RedfSlate
BlueBlack 11R T 36| PBlack/Elue
CrangeBlack |12 R T ar| Black/Orange
GreenBlack 13 R T38| Black/Green
BroweniBlack 14 R T 39| BlackBrown
Slate/Black 15R 4 T 40| BlackSlate
Bluseellaw 16 R T 41| “ellowsBlue
CrangeMellow | 1TR T 42| YellowiOrangs
Greenfellow: |18 R 5 T 43| “vellowGrean
Browntellow | 19R T 44| “ellow/Brown
Slatefvellow MR Td5| Yellow/Slate
Bluseiiolet Fil: T 46| Violet/Blue
Crange®ialet | 22 R 6 T 47| VialetDOrange
Gresntiolet 23R T 48| “iokeLGreen
Eresanialet 24 R T 48| VioletBrown
Slatedviolet .f:t_’__"_ T 80| “iaketSlate
Not Used 7

~.o

Call Delivery Install for Analog Recording (Passive Tap)

The Call Delivery Install for Analog Recording is executed when an LD card is detected on the
server. The LD card records Analog phones.

The screens shown in the procedure below are specific to the installation when a LD
card is detected on the server.

> To install Call Delivery for Analog Recording (Passive Tap):

1. Click Next to continue on the Wizard for Call Delivery LD screen.
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Figure 9-4:  Call Delivery LD

Welcome to the InstallShield Wizard for
AudioCodes Inc. Call Delivery-AL

The InstallShield(R) Wizard wil install AudicCodes Inc. Call
Delivery-AL on your computer. Ta continue, dick Mext,

WARMIMNG: This program is protected by copyright law and
international treaties,

In case of distributed or remote branch deployment, type in the real IP address of the
Application Server (AS), Communication Server (CS), and the Local IP address machine
(don’t type in 127.0.0.1). In case of all-in-one deployment use the AS, CS, and the Local IP
address parameters drop down list to choose the SmartTAP IP address.

2. Click Next on the Server IP Setup.
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Figure 9-5:  Server IP Setup

Server IP Setup

Configure the names ar IP addrezses of the zervers

Communcation Server Mame or IP Address:

| 172.26.144.23

Application Server Name or IP Address:
| 172.26.144.23

Local (nen-monitoring) IP Address:

| 172.26.144.23

Installshield

3. Click Next on the Setup Type screen.
4. Click Install on the install screen.

5. Click Finish to finish.

Additional Configuration for Analog Trunk and Radio

The LD.xml file located in the target path of the Call Delivery is the most common file that
needs to be configured for the analog environment.There is only one LD.xml file for all Analog
cards.Using XML, you can specify in the LD.xml specific board and channel configurations.For
example, board 0, channels 0-7 are voltage trigger based recording and 8-16 are VOX based
recording.

Default Path: ...... \AUDIOCODES\SmartTAP\CD-AL\Config\
M LD.xml - Configuration file

B LD.xsd — Contains parameter definition and valid values.

-137 -



CHAPTER 9

Integration Configuration

SmartTAP 360° | Installation Guide

Figure 9-6:  LD.xml Basic Structure Diagram

<ldConfig>
<boardsConfig>

<board id="All">
<linesConfig>

Board or Channel State Machine
Idgeneric.scxml = Voltage “Loop Start”
Activitydetection.scxml = Vox “Radio”

<line id="All">
<deglitch loopDeglitchTime="250" ringDeglitchTime="2

<polarity type="Normal"/>
<alertTone enable="false"/>
<stateMachine file="ldgeneric.scxml" />
<callerld sensitivity="2"/>
<activityDetection enable="false"
thresholdLow="-51" minSilence="5000"
minActivity="40" maxActivity ="10000" />
</line>

<line id="1">

<alertTone enable="false"/>

Settings applied to all boards
All Channels on all
boards

Chan 1
Only

</line>
</linesConfig>
</board>
<board id="0">
<linesConfig>
<line id="23">
<polarity type="Normal" />
</line>
</linesConfig>
</board>
</boardsConfig>
<fldConfig>

Board 0 Settings

Most Common Values that may need to be adjusted per board or channel.

Figure 9-7:

Element Name Attribute Name

deglitch loopDeglitchTime

ringDeglitchTime

voltage thresholdHigh

thresholdLow
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<voltage thresholdHigh="16" thresholdLow="4"

maxSilence

thresholdHigh="-48"
—"5000"

<voltage thresholdHigh="20" thresholdLow="3"/>

Description

Min = 10ms, Max =
2550ms. Ignore Voltage
signal bounce on line
during hang-up to avoid
false call records.
Recommend 500ms
minimum.

Min = 10ms, Max =
2550ms. Ignore ringing
signal bounce on line on
incoming call. Avoid
false start of recording.

Min = -60vdc, Max =
60vdc. On Hook voltage
must be greater than
thresholdHigh.

Min = -60vdc, Max =
60vdc. Off Hook voltage
must be greater than

Global channel setting
vs Channel specific.

Most Common Values to be Adjusted per Board or Channel

Default

250ms

250ms

16vdc

4vdc
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Element Name Attribute Name Description Default

thresdholdLow and
below thresholdHigh.

Polarity type Normal, will cosmetically = normal
change line polarity to
positive.
Reversed, will
cosmetically change line
polarity to negative.

alertTone enable True = Audible tone will false
be played on line for
both callers to hear to
indicate call is being
recorded.

stateMachine file Idgeneric.scxml = User Idgeneric.scxml
for analog loop start
lines
activitydetection.scxml =
Used for Vox or radio
lines

CallerID sensitivity Min =2, Max = 128 2
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Element Name Attribute Name Description Default
activityDetection enable
thresholdLow Min =-60, Max = 0dBm, -51dBm

Must be less than
thresholdHigh by 3dBm.

thresholdHigh Min = -60, Max = 0dBm, -48dBm
Must be greater than
thresholdHigh by 3dBm.

minActivity Min = 40ms, Max = 40ms
2000, Used to trigger
recording.
maxActivity Min = 40ms, Max = 10000ms
20000
minSilence Min = 500, Max = 20000 5000ms
maxSilenece Min =500, Max = 20000 5000ms
boardID 0-31 All
linelD 0 —23, 24 channels per All
board

Activity Detection

The Activity detector measures input signal energy in 20 ms samples.The energy measurement
is then converted to average power and the result is compared against two programmable
thresholds:

B The silence threshold thresholdLlow
B The activity threshold thresholdHigh

Whenever the detector is in the silence state and the measured input signal energy remains
above thresholdHigh for the minActivity duration, the detector changes to the activity state.

Whenever the detector is in the activity state and the measured input signal energy remains
below thresholdLow for the minSilence duration, the detector changes to the silence state.
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Figure 9-8:  Activity Detection

Activity Detection

Legend:

AT - Activity Threshold (dBm)

5T - Silence Threshold (dBm)

Hysterisis - Differance between AT and 5T (dB)

Power {dBm) (&&:@:‘b

L - .

AT --

ST

State SISl Activity Silence

SmartCONTROL

Use the applet in the Windows control panel to configure the Analog card using the Board tab.
The only setting that requires configuration is TDM Encoding:

B U-LAW = North America

B A-LAW = Europe, APAC, etc...
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Figure 9-9:

EN AudioCodes USA Inc SmartWORKS

Board Tab

System |Eloard ICPM IParameters |Dig'rtaINetwork |

Select Board
’7Eloard Humker |D| 33 PCI Bus Na: 2

PClSlat ko 0

Infarmation For Board O
Board Type
Total Channels 24
Serial Mumber 219
DateCode 1024

Firmware Yersion 0:3.03.00

SmartTAP LD2403 PCle

Builcd

Board Swvitch (D

1034

Copyright @ 2007 AudioCodes USA Inc. Al Rights Reserved.

OEM Info AudinCodes USA Inc.
Copyright
—TDM Encoding
% p-lay = Aclavw ’VUU
—CT Bus Type
f* H.100 WP
—CT hdode
€ Master (" Slave
& Master &  MasterB

Defaults |

Apply |

SIP Recording (SIPRec)

Ok Cancel

This section describes the SIP Recording (SIPRec) integration with SmartTAP 360°. In reference
to the IETF Charter: The Session Recording Protocol (SIPREC) working group is chartered to

define a SIP-based protocol for controlling a session (media) recorder.

https://datatracker.ietf.org/doc/draft-ietf-siprec-protocol/

The scope of the activity includes:

Recorder Control

What is SIPRec?

Session metadata content and format

Privacy concerns, including end-user notification

Negotiation of recording media streams

Security mechanisms, including transport and media encryption

The Session Recording Protocol is used for establishing an active recording session and

reporting of the metadata of the communication session.
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Session Recording Server (SRS)

A Session Recording Server (SRS) is a SIP User Agent (UA) that acts as the sink of the recorded
media. An SRS is a logical function that typically archives media for extended durations of time
and provides interfaces for search and retrieval of the archived media.

Session Recording Client (SRC)

A Session Recording Client (SRC) is a SIP User Agent (UA) that acts as the source of the recorded
media, sending it to the Session Recording Server. In practice, a Session Recording Client could
be a personal device (such as a SIP phone), a SIP Media Gateway (MG), a Session Border
Controller (SBC), Media Server, or an Application Server. The Session Recording Client is also
the source of the recorded session metadata.

Figure 9-10: Session Recording Client

Communication Session

Recording Client (SRC)

A
A 4

T1/E1/01 e | & &
Contact
Center Phones

A
B N W

T1/E1/ 11

Customers

Recording Session

(SRS)

> To configure SIPRec:

1. Ensure the Gateway / SBC (SRC) is properly configured to send call data to SmartTAP 360°
(SRS).

2. Configure Call Delivery to receive from SRC.

Configuring Gateway & SBC for SIP Recording

You must configure the AudioCodes E-SBC for interworking between the SBC and the SIP
Recording Server for the following entities:

B Skype for Business Server environment
M SIP Trunking environment
B SIP Recording server

For configuring Load Balancing between multiple SmartTAP servers, see Configuring Load
Balancing on the SBC Device on the next page

For configuring alternative routing, see Configuring Alternative Routing on the SBC on page 145
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& e Forimplementing the SBC SIP Recording configuration, the AudioCodes SBC
must be installed with an appropriate License Key. For more information, contact
your AudioCodes sales representative.

e Fordetailed information on configuring the SBC for SIP Recording, refer to the
appropriate device SIP User's Manual.

e Fordeploying SmartTAP from the Azure Marketplace with SIPRec-based
recording of calls, refer to https://www.audiocodes.com/media/14106/SmartTAP

360°-siprec-in-azure-marketplace-configuration-guide.pdf

Configuring Load Balancing on the SBC Device

This step describes how to configure the SBC for load balancing. This configuration is required
when SmartTAP 360° is deployed on multiple servers to balance the load.

> To configure Gateway & SBC for SIP Recording:

1. Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities

folder>Proxy Sets).

2. Add all the CD-SIPREC servers to the SRS's Proxy Set under 'CORE ENTITIES > Proxy Sets >

[Index###] > Proxy Address'.

This step is only necessary when there is more than one SmartTAP 360° server
deployed.

Figure 9-11:

Proxy Sets

#0[Proxy_SRS] m #[SR1]

GENERAL

Nome

SBC IPva SIP Interface
TLS Context Name

KEEP AUVE

INTRUSION DETECTION

SIPRECORDING

Proxy Set
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Figure 9-12: Proxy Set IP Addresses

(® Proxy Sets [#0] > Proxy Address (3)

INDEX =

#2

GENERAL
Proxy Address
Transport Type
Proxy Prosty

Proxy Random Weight

3. After adding the SIPREC servers to the list, edit the Proxy Set's configuration under Core
Entities > Proxy Sets > [Index###] > Edit' and set 'Proxy Load Balancing Method' to 'Round

Robin'.

Figure 9-13: Proxy Load Balancing Method

GENERAL

SBC IPvd SIP Interface

TLS Cantext Name

REDUNDANCY

Configuring Alternative Routing on the SBC

This step describes how to configure an alternative reason (reject messages). The RELEASE
CAUSE should match the reason configured in CD-SIPREC config file (see . CD-SIPREC Con-
figuration on page 166). This configuration is required when SmartTAP 360° is deployed on mul-

tiple servers as a load.

> To configure alternative routing:

1. Open the Alternative Reasons page (Setup tab > SBC folder > Routing > Alternative

Reasons).
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Figure 9-14: Alternative Routing Reasons
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GENERAL
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MEDIA

INTRUSION DETECTION

SIP RECORDING

Installing SmartTAP 360° for SIP Recording

This section describes how to install SmartTAP for SIP Recording.

> To install SmartTAP recording:

1. Launch install.bat from the “Suite” folder with "administrator" privileges.

2. Select the check boxes for the components as shown in the figure below.
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Figure 9-15: Install SIP Recording
oC AudioCodes SmartTAP

Custom Setup

Select the program features you want to be installed or upgraded. Unselect the program features
you want to be disabled or uninstalled.

“l-IRecording Components
MAudioCodes Application Server
MAudioCodes Communication Server
MAudioCodes Database Server
MAudioCodes Media Server

Bl Integration Components
LAudioCodes Announcement Server
LAudioCodes Call Delivery AL
LAudioCodes Call Delivery IP
LAudioCodes Call Delivery Live
MAudioCodes Call Delivery SIPREC
LAudioCodes Media Delivery
LAudioCodes Media Proxy
LAudioCodes Monitoring Service
LAudioCodes License Server

< Back Install Cancel

3. Click Install and then choose the default configuration.

4. Proceed to Configuring Call Delivery for SIP Recording below.

& It is highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. See Firewall Configuration.

Configuring Call Delivery for SIP Recording

During the software installation, configure the CD with the necessary information to connect to
the SRC. Configure the Local SIPRec listener IP Address and Port on the SmartTAP server that
will be used to receive from the SRC as in the following image. In case of distributed or remote
branch deployment, type in the real IP address of the Application Server (AS), Communication
Server (CS), and the local IP (don’t type in 127.0.0.1). The Local IP and The SIPREC listener IP
should be of the server the CD-SIPREC component is running on. In case of all-in-one
deployment use the drop down list and choose the SmartTAP IP address.
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Figure 9-16: Server IP Setup

Server IP Setup

Configure the namesz or IP addrezzes of the servers

Communcation Server Mame or IP Address:

| 172.76.144.23

Application Server Mame or IP Address:
| 172.26.144.23

Local IP Address: Local UDP Part:

|172.26.144.23 |5082
Local SIPREC listener IP Address: Local SIPREC listener LUDP Port:

|172.26.144.23] |5088

Installshield

Assuming the default parameters are insufficient, additional configuration options are available
in the following configuration files.

Table 9-1: SIP Recording — Additional Configuration Files
Configuration File Purpose

CdSipRecConfig.xml Sets the IP & Port to receive the SIPRec data. Typically the
SmartTAP server.

Calldeliveryconfig.xml B Sets the IP of the SmartTAP Application server. The default
value is 127.0.0.1 assuming that the AS and CD are installed
on the same server.

B Configures the Regular Expressions to match the specific
needs of each customer network. Refer to Target Attributes
for more information (see Verify the Target List in Each Call
Delivery on page 165).
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10

Additional Configuration Options

This chapter describes the following additional configuration options:

Configuring Digital Signatures
Configuring LDAP
Configuring SSO

Configuring HTTP/S

Configuring Digital Signatures

Configuring Digital Signature involves the following:

Setup in the SmartTAP Web interface — Refer to the SmartTAP Administrator Guide

Setup at the Client PC (each client PC) see Installing the Digital Signatures Property Sheet
below

Installing the Digital Signatures Property Sheet

This section describes how to install the digital signatures property sheet.

> To configure the PC client:

1.

2.

Open SmartTAP installer root folder and navigate to Tools\DigitalSignaturesPropertySheet\
Right-click the install.bat file and select Run as administrator.

Once installed, the Digital Signatures tab is displayed in the file properties of the
downloaded audio recording.

Click the Digital Signatures tab to view the certificate and verify it is from a trusted source.
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Figure 10-1: Digital Signatures

.| Johnston_Chard_2014_07_15_16.35.51wav Properties |

General | Digital Signatures | Security I Details | Previous "u"arsinns|

J'l_e Johnston_Chard_2014_07_15_16.35.51 wav
WAY

Type of file:  Wave Sound (wav)

Opens with: @ Windows Media Player [ Change...

Location: CiUsersciohnstonDesktop
Size: 933 KB (356,083 bytes)
Size on disk: 936 KB (958 464 bytes)

Created: Today, July 17, 2014, 4 minutes ago
Madified: Today, July 17, 2014, 4 minutes ago
Accessed: Today, July 17, 2014, 4 minutes ago

Attributes: ["|Readonly [7] Hidden Advanced...

0K || Cancel || ook |

A You may need to reboot the PC to complete the installation.

Configuring LDAP

The SmartTAP LDAP feature allows you to use your Windows Active Directory users and groups
in SmartTAP 360°, and map them into users, groups and security groups in SmartTAP 360°. The
users and groups are not imported into SmartTAP 360°, instead they are represented in real
time Active Directory image. For example, if an AD attribute such as a user name is modified,
this change is reflected almost instantly in SmartTAP 360°. To configure the LDAP server
connection, refer to the SmartTAP Administrator Guide.

Pre-Requisites

B Create or provide a user account with read-only access to Active Directory. Should be part
of read-only domain controller group]

B The password for this service account should be set to “never expire”
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Configuring SSO

Single Sign-on (SSO) simplifies the login process for domain administrators. The administrator
logs into their machine using domain credentials. The user then attempts to access the
Application Server's web service via a web browser such as Edge, Chrome or Firefox. When SSO
is not configured, the administrator is directed to a login form where Username and Password
are entered and sent to SmartTAP to authenticate. When SSO is configured, the administrator is
authenticated in the background through Active Directory using the same domain credentials
that were used to log into the machine. This mechanism bypasses the login page and
immediately opens the Welcome page.

The SmartTAP server must be added to the domain. For information on configuring
SSO0, see Configuring Single Sign-on refer to the SmartTAP Administrator Guide.

Configuring HTTP/S

This section describes how to configure HTTP/S.

Disabling HTTP Communications on Application Server (Optional)

This section describes how to disable non-encrypted HTTP communication on SmartTAP
Application Server. This ensures that all communications with the Application Server are
encrypted. This can be done automatically or manually. If you are implementing SSL (HTTPS),
then this action ensures that all incoming traffic to the Application Server is over HTTPS.

& Configuring SmartTAP Application Server for HTTPS does not automatically disable
the HTTP (non-encrypted) interface. While the SmartTAP management Web page is
available over HTTPS, SmartTAP components would continue to communicate with
SmartTAP Application Server over HTTP. To convert the entire application to
encrypted communications (over SSL), after disabling HTTP in Application Server as
described below, SmartTAP components must be configured as described in Section
Configuring SmartTAP 360° Components for HTTPS on page 153 (Configuring
SmartTAP Components for HTTPS).

Automatic Disabling of HTTP

This section describes the automatic procedure. This method requires a mandatory username
and password to access Wildfly management console.

> Do the following:
1. Gotothe Application Server Install directory.

2. Locate the PowerShell directory. For example C:\Program
Files\AUDIOCODES\SmartTAP\AS\PowerShell.
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3. Run the DisableHttp.ps1 script (located in the “Tools” folder of SmartTAP installation) with
the following parameters:

e [Mandatory] managementIP — IP address of HTTP Management interface (Application
Server IP)

e Management user credentials:
¢ [Mandatory] username

¢ [Mandatory] password — input prompt will be displayed as a part of the current
run

e [Optional] jbossCliPath — Full path to jboss-cli.bat (Command Line Interface)

For example: DisableHttp.ps1 -managementIP 192.168.1.100 -username
username - -jpbossCliPath C:\Program
Files\AUDIOCODES\SmartTAP\AS\Bin\jboss-cli.bat

4. Restart the requested service.

Manual Disabling of HTTP

This section describes how to manually disable HTTP.

> Do the following:
1. Stop the SmartTAP Application Server service.
2. Edit../AudioCodes/SmartTAP/AS/Domain/Configuration/domain.xml

3. Inurn:jboss:domain:undertow:4.0, comment out the listener element:

Remove http-listener

4. Under urn:jboss:domain:messaging-activemq:2.0 subsystem:
e Change element http-connector attribute Value socket-binding from “http” to “https”
® Change http-connector-throughput socket-binding from “http” to “https”
e Change http-acceptor http-listener from “default” to “https”
e Change http-acceptor-throughput http-listener from “default” to “https”

5. Under subsystem urn:jboss:domain:remoting:4.0 change http-remoting-connector
connector-ref from “default” to “https”.

6. Restart the SmartTAP Application service.
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Configuring SmartTAP 360° Components for HTTPS

This section describes how to configure HTTPS on SmartTAP 360° components. CA Root
Certificate/s used to sign the Application Server certificate must be installed on each machine
where SmartTAP 360° components are installed. SmartTAP 360° supports HTTPS/TLS 1.2.

Communication Server for HTTPS below

Call Delivery with HTTPS below

Media-Proxy with HTTPS on the next page
Announcement Server with HTTPS on page 155
Remote Transfer Service with HTTPS on page 155
Health Monitor with HTTPS on page 156

Media Delivery with HTTPS on page 157

Media Server with HTTPS on page 157

CD-Live with HTTPS on page 158

& For generating and loading certificates, refer to the SmartTAP Administrator Guide.

Communication Server for HTTPS

This section describes how to configure the connection with the Communication server over
HTTPS.
> Do the following:

1. On every host where CS is installed, check file “<CS_installation_Dir>\server-
\ngp\data\mbeans\managedDeviceProperties.properties" and note that the entry
“HOST=...” contains a value which is present in the SAN part of the AS certificate. If it is not,
change it accordingly.

2. Find the entry “port=-1"” and change it to “port=443".
3. Change the entry “scheme=http” to “scheme=https”.

4. Restart the CS service to apply the changes.

Call Delivery with HTTPS

This section describes how to configure the connection with the Call Delivery server over
HTTPS.

> Do the following:

1. Edit the following file: “...\AudioCodes\SmartTAP\CD-IP\Config\calldeliveryconfig.xml”
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2. Use an FQDN in the certificate SAN field in the Call Delivery configuration file
calldeliveryconfig.xml (and make sure that DNS resolution is working correctly for this
FQDN).

An example of calldeliveryconfig.xml| HTTPS settings is shown below:

<applicationServer> <recorder
ip
="SmartTAP.company.com"

port
—"443"
>

<protocols>
<protocol>https</protocol> </protocols> </recorder> </applicationServer>

3. Edit the following file: “..\AudioCodes\SmartTAP\CD-IP\Config\persistence.xml

4. Use a FQDN in the certificate SAN field in the Call Delivery configuration file persistence.xml
(and make sure that DNS resolution is working correctly for this FQDN).

url="https://SmartTAP.company.com:443"

Where "SmartTAP.company.com" is the FQDN of the SmartTAP

5. Restart the service to apply the changes.

Media-Proxy with HTTPS

This section describes how to configure the connection with the Media Proxy server over
HTTPS.

> Do the following:

1. Edit file System.config in “..\MP\Config” and change asList attribute’s value in the following
section of the Media Proxy Service file:

<System asList="http://AS_FQDN:80"/>

2. Modify to the following:

<System asList="https://AS_FQDN:443"/>

3. Make sure AS_FQDN is includedin the certificate SAN field and is resolvable by DNS.
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4. Restart the service to apply the changes.

Announcement Server with HTTPS

This section describes how to configure the connection with the Announcement server over
HTTPS.

> Do the following:

1. Manually edit asList attribute’s value in “..\AS\Config” and change the following section of
the Announcement Service System.config file:

<System asList="http://ASIP:80"/>
2. Change to the following:
<System asList="https://AS_FQDN:443"/>

3. Make sure AS_FQDN is included in the certificate SAN field and is resolvable by DNS.

4. Restart the service to apply the changes.

Remote Transfer Service with HTTPS

This section describes how to configure the connection with the Remote Transfer Service over
HTTPS.

> Do the following:

1. Edit file System.config in “..\RTS\Config” and change asList attribute’s value in the following
section of the Remote Transfer Service file:

<System asList="http://AS_FQDN:80"/>
2. Modify to the following:
<System asList="https://AS_FQDN:443"/>
3. Use the FQDN that is found in the certificate SAN field in these files.

url="https://SmartTAP.company.com:443"

Where "SmartTAP.company.com" is the FQDN of the SmartTAP Server

A Make sure DNS resolution is working correctly for this FQDN.
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4. Restart the RTS service to apply the changes.

Health Monitor with HTTPS

This section describes how to configure the connection with the Health Monitor over HTTPS.

> Do the following:
1. Edit the file Tools\HealthMonitor\Config\RecordingHealthMonitor.config

2. Find the <RestApi> section below in the configuration file:

http://[ address which is present in the SAN

3. Make the changes as shown below:

https://SmartTAP.company.com] Where "SmartTAP.company.com" is the
FQDN of the SmartTAP Application server

4. For OAuth configuration only: In the <OAuthConfig> section, configure the FQDN of the
SmartTAP Application Server in the [Url] field:

<OAuthConfig>

<azureAppRegistration displayName="HealthMonitor Service"

appId="[AppId]"

secret="[Secret]"

tenantId="[TenantId]" />

<applicationServers>

<applicationServer url="[Url]"

displayName="SmartTAP Application
Server"
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resource="[Resource]"

tenantId="[ASTenantId]" />

Media Delivery with HTTPS

This section describes how to configure the Media Delivery over HTTPS.

> Do the following:
1. Edit the following file: “.....\AudioCodes\SmartTAP\MD\Config\persistence.xml

2. Use a FQDN present in the certificate SAN field in Media Delivery configuration file
persistence.xml (and make sure that DNS resolution is working correctly for this FQDN.
Media Delivery may be connected to multiple SmartTAP servers, so each of these
connections must be edited in the file.

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>

<callDeliveryPersist xmlns="http://www.audiocodes.com/calldelivery">

<managedDevices>

<managedDevice
id="12" url="https://SmartTAP.company.com:443"></managedDevice>

<managedDevice
id="18" url="https://smarttap2.company.com:443"></managedDevice>

</managedDevices>

<version>1</version>

</callDeliveryPersist>

3. Restart the service to apply the changes.

Media Server with HTTPS

This section describes how to configure the Media Server over HTTPS.
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> Do the following:

1. Edit the following file: ”..\AudioCodes\SmartTAP\MS\server\bin\mediaserverconfig.xml|”

2. Use an FQDN in the certificate SAN field in the Call Delivery configuration file
mediaserverconfig.xml(and make sure that DNS resolution is working correctly for this

FQDN).

An example of mediaserverconfig.xml HTTPS settings is shown below:

https

3. Edit the following file: “...\AudioCodes\SmartTAP\MS\server\bin\persistence.xml”

4. Use an FQDN in the certificate SAN field in the Media Server persistence.xml (make sure
that DNS resolution is working correctly for this FQDN).

url="https://SmartTAP.company.com:443"

Where "SmartTAP.company.com" is the FQDN of the
SmartTAP

5. Restart the service to apply the changes.

CD-Live with HTTPS

This section describes how to configure the connection with the CD-Live server over HTTPS.

> To configure HTTPS transport:

1. Using notepad or a text editor, open the‘appsettings.json’ configuration file, and set the AS
FQDN address and port 443:

"SmartTapRestClientConfig":

{

"BaseUri":
"https://<FQDN>:443/",

2. Save and close the file.
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Configuring Syslog Server Connection

This section describes how to setup the connection with a syslog server.

Skype for Business Plug-in

This section describes how to setup the syslog server connection between the Skype for
Business Front End and a syslog server. This procedure must be setup on every Front End
machine in the managed pool.

> To setup connection:
1. Obtain the machine ip that runs the system viewer , EX: 172.17.127.XXX.

2. Inthe front-end machine, edit the C:\Program Files\AudioCodes\SmartTAP\Lync Plug-
in\LyncPlugIn.exe.config

Add / Edit required syslog appender. Example : Log and Error logs are defined in the
<log4net debug="true"> section (this section does not include a MAC address)

<appender name="RemoteSyslogAppender"
type="log4net.Appender.RemoteSyslogAppender"> <facility value="Local7" />
<layout type="log4net.Layout.PatternLayout" value="LPI: %d{dd MMM yyyy
HH:mm:ss,fff } %-5p %m\r\n" /> <remoteAddress value="172.17.127 XXX" />
<RemotePort value="514" /> </appender> <appender
name="RemoteSyslogAppenderError"
type="log4net.Appender.RemoteSyslogAppender"> <facility value="user" />
<layout type="log4net.Layout.PatternLayout" value="LPI: %d{dd MMM yyyy
HH:mm:ss,fff } %-5p %m\r\n" /> <param name="Threshold" value="ERROR"
/> <remoteAddress value="172.17.127 XXX " /> </appender>

3. On the front-end machine, edit the C:\Program Files\AudioCodes\SmartTAP\Lync Plug-
in\LyncPlugln.exe.config

Edit the <root> section Add <appender-ref
ref="RemoteSyslogAppender"></appender-ref> <appender-ref
ref="RemoteSyslogAppenderError"></appender-ref>

4. Save the file and restart the Plug-in.

Location-Based Targeting in SmartTAP

This section describes how to assign targets to specific Call Delivery components by assigning a
location attribute to each instance of the Call Delivery server and then mapping targets to those
locations.

By assigning targets to specific Call Delivery components, the physical location of the recording
can be controlled. In addition, the loads on each Call Delivery can be minimized. By default,

-159 -



CHAPTER 10 Additional Configuration Options SmartTAP 360° | Installation Guide

when no location attributes are set, Call Delivery tracks all targets. In systems with large
numbers of targets, this can affect the performance of SmartTAP.

Assign a Location Attribute to each Call Delivery Component

Each Call Delivery instance must be manually assigned a value, which is generally referred to as
a location attribute, although it does not technically have to refer to a location.The location
attribute should be something meaningful within the system topology, which is often a
location.

In the first example below, there are three Remote Data Delivery (RDD) installations, all
managed by a central Application server. Each Call Delivery in the RDD is assigned a location

” u

attribute: “Tasmania”, “London”, and “New York”.

Figure 10-2: Location Attribute for each Call Delivery Component

Call Delivery-IP Communication
(Hew Y ork) Server
Application
Server
Media Server
[ ROO &S |
Call Delivery-P Communication Call Delivery-IP Communication
(Tasmania) Server (London) Server
Media Server Media Server
| 111] | [ ROO#F |

In the second example below, there are two different Call Delivery components installed on the
same server.Their “location attribute” references the intended functionality rather than a
physical location.In this case, One Call Delivery handles “Skype” targets and the other handles
“SIPREC” targets.

Figure 10-3: Skype and SIPREC Targets

Application
Server
Call Delivery-IP Communication
(Skype) Server

Call Deliveny-SIPREC

(SIPREC) Media Server
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In the case of SmartTAP systems configured in the active/active mode, where Call Delivery
components are organized into pairs for redundancy, both components in the pair must share
the same location attribute value.

The location attribute must be set manually for each Call Delivery instance.This value is not
displayed in the SmartTAP GUI.

> Do the following:
1. Stop the Call Delivery service(s) in the service manager.

2. Open the calldeliveryconfig.xml file for editing.By default, the configuration file is located in
“C:\Program Files (x86)\AudioCodes\SmartTAP\CD-xx\config\calldeliveryconfig.xml”, where
xx represents which type of Call Delivery was installed.

Within this file is an XML element called <targeting>:

If no location attribute has been set, then you will see that the <attributes> element is
empty, as shown above. The <targetConversions> element is not relevant for the purposes
of setting a location attribute.

Add a new entry in the <attributes> element as shown.From the first example, the first RDD
has a location attribute with the value of “Tasmania”, so that is what is shown in the

example.

<targeting>
<attributes>

<attribute
name="Location">

<value>Tasmania</value>
</attribute>

</attributes>
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The attribute name should be set as “Location”. This is a convention that makes it easier to
understand what is being configured and how to troubleshoot it.The attribute name can
have any value, though it must be at least one character long.

Call Delivery can support multiple <attribute> elements under the <attributes> element
and multiple <value> elements under each <attribute>.However, the use cases for doing so
are extremely rare.

The entries for the attribute name and <value> are case-sensitive, so it is important to
make a note of exactly how they were entered into the configuration file.These values will
be needed again in a later step.

Once the location attribute is set up, save the configuration file and use the Service

Manager to start up the Call Delivery component. Remember to do this for each Call
Delivery within the SmartTAP system.

Multiple Call Delivery components can use the same location attribute value.This
means that targets that match this value will be tracked by multiple Call Delivery
components. This is another example of a rare use case.

Create a Location Attribute in the SmartTAP GUI

To assign a location to each target, a new attribute must be created. Attributes are a way to
assign meta-data to each targeted user or device. In this case, we are creating an attribute that
Call Delivery will specifically look at in order to match its location attribute with the targets’.

> To create a Location Attribute for a user:
1. Click Users > User Management > Add User Attribute

Figure 10-4: Add User Attribute

Attribute Name ILDcatiDn

Attribute Description |L|:u::ati|:|n Attribute

Network Mapping [

¥ @

Submit  Cancel

2. For the “Attribute Name” enter “Location”. If you decided to use a different attribute name
in the Call Delivery configuration file, then enter that name here instead. You must enter
the value exactly as it appears in the Call Delivery configuration file.

3. Enter a useful description under “Attribute Description”. This field does not need to match
any specific value.
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4. Leave the “Network Mapping” checkbox unchecked.

5. Click Submit to add the new user attribute.

If there are devices targeted in addition to (or instead of) users, then create the same
attribute under Users > Device Management > Add Device Attribute. User attributes
and Device attributes do not conflict with each other, therefore they can use the same
“Attribute Name”.

Assign a Location to Each User/Device in the SmartTAP GUI

The last step is to assign a location to each user and/or device that is targeted for recording.The
idea is to associate each target with a specific Call Delivery.

Below is an example of adding a new user and setting its location attribute at the same time. To
add a user, click on “User” -> “User Management” -> “Add User”. Following the first example,
by setting the “location” field to “Tasmania” as shown below, this new user will only be tracked
by RDD #1. RDD #2 and RDD #3 will disregard this user because its location attribute doesn’t
match what was configured in the Call Delivery configuration file.
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Figure 10-5: Add User
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Recording - -
Profile |FuI|T|me J Legal Hold o©FF
Security Profiles Groups
| adrminigtrator ;l Detault

SUperdsor

= =
Y @

Submit Cancel

> To update the location attribute for existing users:
1. Click Users > User Management > View/Modify Users.

2. Click the “pencil” icon in the “Modify” column for the user you wish to edit. Enter the
location attribute value in the “Location” field similar to the screen above.

A The procedures for setting up Devices and for setting up Users are identical.

When SmartTAP is configured to map its users and their attributes from the Active Directory,
the SmartTAP location attribute can be mapped to the LDAP attribute that holds the
appropriate location information through the SmartTAP LDAP Configuration page.
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Figure 10-6:

SmartTAP LDAP Configuration page
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Once the location attribute has been set/changed and submitted, each Call Delivery component
is updated with the new targeting information. For those Call Delivery components that have a
location attribute set, they will ignore any target that does not precisely match their location
attribute.

Verify the Target List in Each Call Delivery

It is possible to optionally check to make sure that each Call Delivery component has been
updated with the intended target list. Open the file call TargetList.xml. By default, the file is
located in “C:\Program Files (x86)\AudioCodes\SmartTAP\CD- xx\TargetList.xml”, where xx
represents the type of installed Call Delivery instance.

& Be sure not to edit or save this file as its ‘read only’.

The following is an example of the contents of the file:

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>

<targeting> <version>2</version> <targets> <target
caseId="105" mediaType="15" targetIndex="531" type="CALLSTRING"

value="johns"></target>

</targeting>

In this example, John Smith is targeted by his user name, which was configured to “JohnS”. This
value is found in the TargetList.xml file, if the user’s location attribute matches the equivalent
entry in the Call Delivery configuration file. For example, John has the location attribute ‘New
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York’ and there is a CD with the location attribute ‘New York’. Target attributes are not case-
sensitive so the value appears as lowercase “johns” in the TargetList.xml file. You may need to
wait up to one minute for the file to be updated after setting the location attribute in the
SmartTAP 360° GUI.

If the expected target is not present in this file, double-check the location attribute value in the
Call Delivery configuration file and in the SmartTAP Web interface. Both the attribute name and
its value are case-sensitive. The user or device may also fail to appear in the list if it is not
targeted for other reasons, such as a lack of licenses or missing targeting attributes.

CD-SIPREC Configuration

The CdSipRecConfig.xml configuration file is displayed as follows:

<SipRecStack>
<Listen IP="127.0.0.1" UDP="5068" />

<!--> NoLicenseRejectMsg - Reject message in case no licenses are available
<-->

<!--> NotTargetedRejectMsg - Reject message for untargeted calls (2000k with
a=inactive) <-->

<SRS ExtSysCallIdHeader="x-audc-call-
id" NolLicenseRejectMsg="486" NotTargetedRejectMsg="200"/>

</SipRecStack>

B CD-SIPREC Behavior:
® Available Licenses will be checked for incoming call:

& CD-SIPREC will reject the call with the configured ‘NolLicenseRejectMsg’ status
code or with the default '486 Busy Here' if the configured code is not valid.

e Regarding calls without any targeted participant, the call will be rejected with
'NormalRejectMsg' OR with 2000K(a=inactive) if the code is not valid, in which case CD
will keep the call and record a possible transfer to a targeted user.

e In case None of the CDs have an available license, the call will be rejected by all CDs
and multiple alarms will be sent to ST.
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‘NotTargetedRejectMsg’ should be configured to a different reject message than the

one configured in the SBC (‘Alternative Reason’) Note the following regarding the

SBC configuration:

e The SBC should support Load Balancing between a group of SRSs (Session
Recording Servers)

e A‘rule’ torefer a call to another SRS (in the list) can be configured, itis the
‘Alternative Reason’ | mentioned, in our case it is a custom reject message and
should match the one configured in ‘NoLicenseRejectMsg’.

B CD-SIPREC supports parsing of external custom headers that are found in the SDP and use
them as the call’s SysCallld.

e ExtSysCallldHeader — Configurable external header that will be parsed and used as
SysCallld (Original call ID), SBC configuration is also required.

Example

INVITE sip:[field1]@[remote_ip]:[remote_port] SIP/2.0

Via: SIP/2.0/[transport] [local_ip]:[local_port];branch=[branch]
From: sipp <sip:[fieldO]@[local_ip]:[local_port]>;tag=[call_number]
To: sut <sip:[field1]@[remote_ip]:[remote_port]>

Call-ID: [call_id]

CSeq: 1INVITE

Contact: sip:sipp@][local_ip]:[local_port]

Max-Forwards: 70

Subiject: Performance Test

Content-Type: multipart/mixed; boundary=unique-boundary-1
Content-Length: [len]

x-audc-call-id: 545362a9-4cb3-4a55-85b8-b33ca83a6517

The x-audc-call-id header will be parsed and the 545362a9-4cb3-4a55-85b8-
b33ca83a6517 value will be the sysCallld that is displayed in the User Interface.

CD-SIPREC Support in TLS Transport

CD-SIPREC uses the Certificate and the Private Key to maintain a secured, encrypted connection
with the SRC (SBC). In case a certificate-chain is used, all the certificates in the chain MUST be
stored in one of the ‘Trusted Root Certification Authorities’ or ‘Intermediate Certification
Authorities’ certificate stores on the CD-SIPREC platform. CD-SIPREC imports the certificates
that are found in these stores into its local store. You can also provide a path to the CA cer-
tificates folder and CD then loads the certificate files from this location. You can generate the
certificates automatically based on the Common Name ‘TLSCertCN’ or manually from the Cer-
tPEMFile\KeyPEMFile:

B Generating Certificates Automatically on the next page

B Generating Certificates Manually on page 169
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A e Load a matching certificate to the SRC (SBC) that is signed by the same Trusted
Root CA.
e Configure a matching port on both the SRC (SBC) and the CD-SIPREC for
securing TLS communication.

Generating Certificates Automatically

This section describes how to generate certificate files automatically based on the Common
Name TLSCertCN.

TLS transport is associated with only one Certificate and PrivateKey i.e. the
TLSCertCN, therefore ensure that the PEM files CertPEM and KeyPEM files are
empty or deleted in the CdSipRecConfig.xml file.

> Do the following:
1. Open the CdSipRecConfig.xml file.
2. Configure the following:
<Listen
IP="0.0.0.0"
TLS="5069"

SSLType="SSLv23"

TLSVerificationMode
—"None"

TLSCertCN="AudcTLS"

/>

Where "AudcTLS" is an example Common Name.

Multiple transports can be configured (UDP\TCP\TLS), for example:
<SipRecStack> <Listen IP="0.0.0.0" UDP="5068"/> <Listen IP="0.0.0.0" TLS="5069"
...... <params>...... /> <Listen ... <Listen ... </SipRecStack>

3. Configure SSLType transport type to one of the following:
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e "NoSsL"
e "TLSv1" for TLS 1.0 version
e "SSLv23" for TLS 1.2 and above.

4. Configure TLSVerificationMode (Certificate verification as a part of the TLS handshake) to
one of the following:

. "None"
e "Optional": certificate verification will be performed only when requested
e "Mandatory": verification will always be performed

5. Configure TLSCertCN — a Certificate CommonName that is imported and used for the TLS
transport.

CD-SIPREC searches for the certificate in the Local Machine’s Personal certificate store. If
the store cannot be accessed, CD searches in Current User’s Personal store instead.

& The certificate MUST contain an exportable Private Key.

Generating Certificates Manually

This procedure describes how to generate certificates manually using the CertPEM and KeyPEM
files.

TLS transport is associated with only one Certificate and PrivateKey, therefore
ensure that the TLSCertCN entry is empty or deleted in the CdSipRecConfig.xml file.

> Do the following:
1. Open the CdSipRecConfig.xml file.

2. Configure the following:

<Listen
IP="0.0.0.0" TLS="5069" SSLType="SSLv23" TLSVerificationMode="None"

CertPEMFile="....\<Path>\cert.pem"

KeyPEMFile= ".....\<Path>\key.pem" CADir="...\<Path>\ Certificates \CA\"
/>

Where <Path> is the location of the certificate files on the local machine.
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A Multiple transports can be configured (UDP\TCP\TLS), for example:
<SipRecStack> <Listen IP="0.0.0.0" UDP="5068"/> <Listen IP="0.0.0.0" TLS="5069"
...... <params>...... /> <Listen ... <Listen ... </SipRecStack>

3. Configure SSLType transport type to one of the following:
e "NoSSL"
e "TLSv1" for TLS 1.0 version
e "SSLv23" for TLS 1.2 and above.

4. Configure TLSVerificationMode (Certificate verification as a part of the TLS handshake) to
one of the following:

e "None"
e "Optional": certificate verification will be performed only when requested
e "Mandatory": verification will always be performed
5. Configure CertPEMFile- the path to .pem certificate file to be used for the TLS transport.

6. Configure KeyPEMFile - the path to .pem PrivateKey file to be used for the TLS transport.
A These files must NOT be protected with a password(PassPhrase).

7. Configure CADir - path to CA certificates that is loaded into CD's local store (for chain
certificates).

Delete this text and replace it with your own content.

Example for Creating a Self-Signed Certificate for CD-SIPREC and SBC
Connection

This section describes how to create a Self-Signed Certificate for CD-SIPREC and SBC Con-
nection. Perform the following procedures:

1. Create a Certificate Signing Request (CSR) below
2. Sign the Certificate at the Certificate Authority (CA) on the next page

3. Import Certificate to CD-SIPREC Certificate Store on the next page

Create a Certificate Signing Request (CSR)

This section describes how to create a Self-Signed certificate for the TLS connection between
the Call Delivery server and the SBC.

> Do the following:

1. Enter the Local Machine’s certificate store (Action > All Tasks > Advanced Operations >
Create Custom Request).
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Figure 10-7: Create Custom Request

'ﬁ certmgr - [Certificates

File = Action View Help

== All Tasks > Request Mew Certificate... l
ﬁl C Refresh AT | Issued By Expiration Date
M Export List... Advanced Operations > Create Custorn Request...

B Help utharities Enroll On Behalf Of...
|| Enterprise Tru Manage Enrollment Policies...
| Intermediate Certification Authorities
[ Active Directory User Object

] Trusted Publishers
| Untrusted Certificates

>
>
>
>
>
>

2. Click Next on ‘Select Certificate Enrollment Policy’.

3. Click Details and then Properties.

4. In General tab, enter Friendly Name, for example “AudcTLS”

5. In Subject tab, choose ‘Common name’ from the drop-down list and Add a value:

Figure 10-8: Certificate Properties
Certificate Properties *

General Subject  Extensions  Private Key

The subject of a certificate is the user or computer to which the certificate is issued, You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type: CM=AudcTLS

Commen name v Add >

Value;

|

< Remove

6. In Private Key tab, check “Make private key exportable”.

7. Click Apply > Next.

8. Choose a file name\directory and save the certificate request.

Sign the Certificate at the Certificate Authority (CA)

A Ensure that the Certificate is appropriately signed by the Certificate Authority (CA).

Import Certificate to CD-SIPREC Certificate Store

This section describes how to import the newly generated certificate to the CD-SIPREC
Certificate Store.
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> To import the certificate to the Certificate Store:
1. Return to the Local Machine’s certificate store (Action > All Tasks > Import).
2. Enter the certificate’s path and click Next.
3. Under ‘Import Options’, check “Mark this key as exportable...” and click Next.

Figure 10-9: Certificate Import Wizard

& &* Cerntificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key,
Passward:
l
[ Display Password

Import opbons:
[[JEnable strong private key protection. You will be prompted every time the
private key i used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to badk up or trarsport your
keys at a later tme.

Protect private key usig virtualized-based security(Non-sxportable)

Fl indude 8l extended properties.

e

4. Choose ‘Place all certificates in the following store’, select Personal store and click Next >
Finish.

5. Try to export the certificate’s and validate that the Private Key is exportable.

-172 -



CHAPTER 11 Backup and Restore

SmartTAP 360° | Installation Guide

11

Backup and Restore

This chapter describes the backup and restore procedures.

Prerequisites

This section describes actions that you need to perform before running backup and restore

procedures.

> Do the following:

1. Goto the control panel and run SmartCONTROL. M

2.

Make note of the configuration of the Board tab, take screen shots if necessary.

Figure 11-1: Board Tab Configuration

[N AudioCodes USA Inc SmartWORKS

System | Board | cii | Parameters | Digtal network |
~Select Board
BosrdNurber 2 2] Virtusl Bosrdin [ SmetWiksSrve | Service

Board Type HPK Server Name SmrtvirksSrnc
Board Version 050500 Server Version  05.05.00
Board Build 0023, Server Buid D023,

Copyright (c) 2008-2009 AudicCodes, Inc. Allrights:
reserved.

ot 0

" Disable % Enable Adapter | Intel() §2574L Gigabt Network Connection #2 =l

4
 Disstle  Ensble  Adapter: [ Intel(R) 82574L Gigabt Network Connection #2 |

=Hhngs
Passive VLAN (% Dissbie (" Ensble I )
RTP Timeout (" Disable (% Enable Time: [50
RTCP QoS (% Dissble (" Enable
NAT Topology (% Disable ( Enable

mhl‘mml

Run services.msc (Start->Run->type “services.msc” enter), and stop all SmartTAP 360°

services.

e AudioCodes AS (SmartTAP Server)

e AudioCodes CS (SmartTAP Server)

e AudioCodes MS (SmartTAP Server)

e AudioCodes MS-TR (SmartTAP Server)

e AudioCodes CD-XX (SmartTAP Server)

e AudioCodes MD (Skype for Business Edge, Mediation or Conference Server)
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e AudioCodes AN (SmartTAP AN Server)

e AudioCodes MP (SmartTAP MP Server)

e AudioCodes Skype for Business plug-In (Skype for Business FE or SBA
e MySQL (SmartTAP 360° Server)

e SmartWORKS Service (SmartTAP , Edge, Mediation or Conference Server)

Backup

It is recommended to perform a full backup for all servers running SmartTAP components
according to the organization hosting SmartTAP backup/restore policies.

Restore

This section describes how to restore the SmartTAP 360° components.

> To restore the SmartTAP 360° components:
1. Install SmartTAP 360° on the new server.

2. Run services.msc (Start > Run > type “services.msc” enter), and stop all SmartTAP 360°
services.

You MUST restore to the same version of SmartTAP 360° that was backed up (with
the same major and minor versions).

This section describes how to restore the following components:

B Call Delivery Service (see Call Delivery Service on the next page)
Media Service (see Media Service on the next page)

Media Delivery Service (see Media Delivery Service on the next page )

Database (see Database)

SmartTAP 360° Skype for Business Plug-in (FE, SBS, SBA) (see Skype for Business Plug-in on
page 159)

Announcement Server (see Announcement Server (AN) )
Media Proxy (see Media Proxy on page 177 )

Media (see Restoring Media on page 177)

Bot Resiliency (Bot Resiliency on page 178)

174 -



CHAPTER 11 Backup and Restore SmartTAP 360° | Installation Guide

Call Delivery Service

Table 11-1: Restore — Call Delivery Service

Configuration Path ...\AudioCodes\SmartTAP\CD-XX\
Instructions Rename ...\AUDIOCODES\SmartTAP\CD-XX\Config to
Config.orig

Copy Sbackup_dir\CD_XX\Config to
...\AUDIOCODES\SmartTAP\CD-XX\

Replace XX with IP, DS or AL depending upon the type of CallDelivery service
installed.

Media Service

Table 11-2: Restore — Media Service

Configuration Path ...\AudioCodes\SmartTAP\MS\Server\bin\

Instructions Rename
...\AUDIOCODES\SmartTAP\MS\Server\bin\ac-
hmp20.ini to ac-hmp20_orig.ini
Copy Sbackup_dir\MS\Server\bin\ac-hmp20.ini to
...\AUDIOCODES\SmartTAP\MS\Server\bin\

Media Delivery Service
Table 11-3: Restore — Media Delivery Service

Configuration Path ...\AudioCodes\SmartTAP\MD\

Instructions Rename ...\AudioCodes\SmartTAP\MD\Config\ folder
to \Config.orig
Copy Sbackup_dir\MD\Config to
...\AudioCodes\SmartTAP\MD\
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Database

Table 11-4: Restore — Database

Configuration Path ...\MySq\MySql Server 8.0\

Instructions Stop SmartTAP AS service
Stop MySQL service

Rename ...\MySql\MySql Server 8.0\data directory to
data.orig

Copy Sbackup_dir\ MySql\MySql Server 8.0\data
directory to ...\MySqgl\MySql Server 5.6\

Path C:\ProgramData\MySQL\

Instructions Rename C:\ProgramData\MySQL\MySql Server 8.0
directory to MySql Server 8.0.orig

Copy Sbackup_dir\MySqgl_PD\MySql Server 8.0
directory to C:\ProgramData\MySQL\

Start MySQL service

Start SmartTAP AS service

SmartTAP 360° Skype for Business Plug-in (FE, SBS, SBA)
This step is only required if the FE, SBS or SBA was rebuilt

Table 11-5: Restore — SmartTAP 360° Skype for Business Plug-in (FE, SBS, SBA)

Configuration Path ...\AudioCodes\SmartTAP\Lync Plug-in\

Instructions Copy Sbackup_dir\ Lync Plug-
in\\FE#\LyncPlugIn.exe.config to
...\AudioCodes\SmartTAP\Lync Plug-in\

Replace # in instructions above to the actual ID # of the FE server. Repeat above
instructions for each FE in Pool.
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Announcement Server
Table 11-6: Restore — Announcement Server

Configuration Path ...\AudioCodes\SmartTAP\AN\

Instructions Rename...\AudioCodes\SmartTAP\AN\Config\ folder
to \Config.orig

Copy Sbackup_dir\AN\Config to
...\AudioCodes\SmartTAP\AN\

Media Proxy
Table 11-7: Restore — Media Proxy

Configuration Path ...\AudioCodes\SmartTAP\MP\

Instructions Rename ...\AudioCodes\SmartTAP\MP\Config\ folder
to \Config.orig

Copy Sbackup_dir\MP\Config to
...\AudioCodes\SmartTAP\MP\

Restoring Media

This section describes how to restore media.

> To restore media:

1. Copy the directory structure and media files from the path defined in the SmartTAP Web
interface (See example screen below).

Make sure you retain the same directory structure when backing up media to the backup
location. We recommend that you save the screen capture of the recording location to
retain your Media file settings.

-177 -



CHAPTER 11 Backup and Restore SmartTAP 360° | Installation Guide

Figure 11-2: Add Recording Location

Add Recording Location

Location Name |SME Media Location |

Description |SME |

Scheme |smb v |

Host [172.17.127.134 |

Path [/medialyyyy"MM/ddTHHmmsg |

| SUBMIT | | CANCEL |

& e |ts recommended to define the SMB Scheme host machine with an FQDN
instead of an IP address. This prevents situations where the System
administrator changes the IP address of the SmartTAP 360° application server
and as a consequence, the media files can no longer be accessed.

e |f you define the media location in a different domain to the SmartTAP 360° AS,
ensure that write permissions are set for the directory to which you wish to save
the media files.

2. Reboot the SmartTAP 360° machine

3. Check SmartTAP 360° board info using SmartCONTROL, compared with saved board info
screen shots if necessary

4. System should be restored and functioning. Verify you can play old calls and that the
system can record new calls.

Bot Resiliency

The BOT resiliency feature enables call recordings persistence upon disconnection between
Teams BOTs and SmartTAP servers. This feature is enabled in the CD-Live installation (see
Installing CD-Live Component on page 48). For further details, refer to the SmartTAP for
Microsoft Teams Deployment Guides.
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12

Troubleshooting

This chapter is for technical personnel who are responsible for the installation and maintenance
of the SmartTAP 360° product.

B The AudioCodes support team may refer to the sections in the troubleshooting chapter of
this document when assisting customers to resolve technical issues pertaining to the
SmartTAP 360° product.

B This chapter provides the most common troubleshooting information and procedures;
however, does not preclude the need for the customer to contact the AudioCodes support
group for further assistance.

Troubleshooting Skype for Business Plugin Installation

This section describes the troubleshooting options when the Skype for Business installation
plugin fails.

Enable the Browser Service
The Enable the Browser Service service automatically stops if your registry settings are not
configured to maintain the browse list.
> To verify your settings:
1. Navigate to Start > Run
2. Type regedit and click Enter

3. Navigate to HKEY_LOCAL_MACHINE\SYSTEM\Cur-
rentControlSet\Services\Browser\Parameters

The MaintainServerList value should be set to Yes or Auto

e If this Value is set to No the computer browser service will not start.

Use “net view” to Verify

Normally you do NOT have to enable “net view” service to run the install; however, sometimes
it makes a difference. The reason why entering user credentials sometimes does not work is
that the Front End can’t see the domain in order to authenticate the user.

A simple test is to run “net view” from the command line. If the command returns a list of
servers like is shown in the example below, the install should work. If not, then this indicates
that there is a problem with the machine (because it can’t currently see the domain).

C:\Users\Administrator. QALABEE>net view
Server Name Remark
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\\BE

\EDGE

\\FE1

\\OCS-CLIENT3

\\OCSCLIENT1

\QA-USER2

\SmartTAP

The command completed successfully.

Troubleshoot Skype for Business Recording

This section describes troubleshooting for Skype for Business Recording.

No Records for the Calls

When there are no records for calls, verify the following:

Make sure the firewall is open for in traffic on port 9901, for out traffic to 9090 on the
plugin machine. Also, open for in traffic on port 9090 and out traffic to port 9901 on
SmartTAP 360° machine.

If there are messages in the Skype for Business plugin logs stating “no SIP messages are
seen”, check for errors and exception in the log files.

If the Skype for Business plugin failed to register to the Front End, recheck with the
customer if the pool name that was provided during Skype for Business plugin installation is
correct.

When the Skype for Business plugin is installed on SBA machine, plugin fails to register to
FE until the SBA synchronizes with the main FE. It may take 30 minutes or more. It might
need to restart the Skype for Business plugin to trigger registration again.

Calls with No Audio

Run Wireshark to capture the tapping interface and make a call. Make sure there are UDP
packets in Wireshark and if decoded as RTP they appear as RTP instead of RTP unknown

version.

Enabling Promiscuous Mode on VMWare ESXi

Using the vSphere client, promiscuous mode needs to be enabled in the following
locations:

Configuration -> Networking->Properties (on the applicable vSwitch) ->

e Inthe Ports tab, vSwitch Configuration, click edit > Policy Exceptions -> Promiscuous
Mode > Change to Accept
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e Inthe Ports tab, VM Network (applicable network name), click edit > Security >
Promiscuous Mode > Change to Accept
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13  Configure Microsoft SNMP Service

The SmartTAP 360° system optionally uses the Microsoft SNMP agent for configuration and
alarms. All Windows servers that are part of a SmartTAP 360° installation can have the SNMP
feature enabled and configured. This service must can be configured on the SmartTAP
Communication Server Installation.

The service must be configured for the SmartTAP Storage server Installation if different from
the SmartTAP server for storage statistics and on the servers in branches for system health
presentation.

& e SNMP Trap Service must be disabled on SmartTAP servers running the
Application Server component.
e Foreach SmartTAP software component, it is only necessary to setup the SNMP
service once per server.

You can install Microsoft SNMP Agent using one of the following methods:
B Automatic: Automatic SNMP Setup below

B Manual: Manual SNMP Setup below

Automatic SNMP Setup

Starting from SmartTAP Version 2.2, there is an automated installer for setting up SNMP on a
system. If a system does not have SNMP services installed , this is a simple and easy way to
setup SNMP without performing the manual procedure described in Section Configure
Microsoft SNMP Service.

By default, the installer is located within the install package as is not installed to the local drive
with the SmartTAP installer.
> Do the following:

1. Inyour SmartTAP distribution directory, locate the following file in either of the following
locations:

e \Program Files\AUDIOCODES\SmartTAP\Install\EnableSNMPOnServer.bat
e \installation suite\tools\EnableSNMPOnServer.bat

2. Right-click and choose "Run as administrator".

Manual SNMP Setup

The procedure below describes how to install the SNMP Server feature.
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> Do the following:

1. Open Turn on Windows features on or off (Control Panel > Programs and Features > Turn
on Windows features on or off).

2. Click Features, and click Add Features.
3. Select SNMP Services.

Figure 13-1: Add Features Wizard
e |

2
= Select Features
ﬂﬂ

_ Sedect one or mons Festures to install on this server.
Confirmation Eatures:
Prograss # ) Message Gueuing (Instaled)
Resits [ Muatipath 10>

[ thetwrork Load Balancing
[ Poer bame Resohution Proteccd
[ Cuusity Windows Audio Video Experience
[ Remote Assistance
[[] Remote Diferential Compression
@ [ Remobe Server Administration Tools (Installed)
[ RPC cver HTTP Prosy
[ sunple TCR{IP Services
L] SMTP Server
= v B
[w] shap service
[#] Shaap W Provider
[[] storage Mansger For SANs
[ Subsystemn For UND-based Applcations

[ Tednek Chert

[ Tednet Server

] TFTP Chens
1II | Windowes Biametric Framewark ﬂ:[
More sbout festures

4. Open Services (Start > Run... > services.msc).

5. Right click over the SNMP Service listing.
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Figure 13-2: SNMP Service

File  Action Miew Help
e |@Dc=Hml »unmn
e |
SHMP Service Name Description  Status Startup Type  LogOnés  *
) ‘) Secure Socket Tun... Provides su.. Manual Local Service
Stop the sendce () Security Accounts.. Thestatup . Started  Automatic  Locsl Syste..
Eieztart the service
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E Server Supportsfil.,  Stamed  Automatic Local Syste...
m e Biebwork (), Shell Hardware De.. Provides no..  Started  Automatic Local Syste...
I'-“I:mgl mpt;rmu{smp} By Smant Card Manages ac.. Stated  Automatic Local Service
i be g thi Ik Semant Card Rerno..  Allows the ... Manual Leacal Syste..,
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Besume be  Statted  Manual Local Service
Festrt - Manual Local Syste...
Tk Sup b Stasted  Autornatic Loveal Syste...
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' Extended { Standard [

6. Select Properties > Security; the following screen appears:
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Figure 13-3: SNMP Service Properties

SMMP Service Properties (Local Computer) E

General | Log On | Recovery | Agent | Teps | Securty | Dependencies

Send authertication trap

Accepted community names
Community Rights

Add... | | Edit... | | Remove

() Accept SNMP packets from any host
@ Accept SNMP packets from these hosts

localhaost

Leam mare about SNMFP

OK Cancel | | foply

7. Inthe Accepted community names window, add the following;
® public Community with READ ONLY rights

e private Community with READ WRITE rights

& The community names must be in lower case.
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Figure 13-4: SNMP Service Properties - Security

il I 1

SMMP Service Properties (Local Computer) =

General | Log On | Recovery | Agent | Teps | Securty | Dependencies

Send authentication trap

Accepted community names
Community Rights
public READ OMLY
private READ WRITE
[ Add... ] | Edit... | | Remove

) Accept SNMP packets from any host
@ Accept SNMP packets from these hosts

localhost

| Add. | | Edi. | | Remove |

Leam mare about SNMFP

ok [Canca ] [__omy

8. Inthe Accept SNMP packets from these hosts window, click Add... to add the following:
e If this is a standalone SmartTAP server, leave localhost as the only entry

e If thisis for a SmartTAP installation that involves more than one server, add the IP
address of the Application Server (AS) instead

9. Click Apply.
10. Select the Traps tab.
11. From the 'Community name' drop-down list, select public.

12. Click Add to list.
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Figure 13-5: SNMP Service Properties - Traps

SNMP Service Properties (Local Computer)

General | Log On | Recovery | Agent | Traps | Securty | Dependencies

The SMMP Service provides network management over TCP/IP
and IPX¥/5PX protocols. i traps are required, one or more
community names must be specified. Trap destinations may be
host names, |P addresses or IPX addresses.

Community name

public| - Add to list

Remove from list
Trap desgtinations:

Add.. Edit... Remove

Leam more about SHMP

| ok || Ccancel Apply

13. Click Add... to add Trap destinations as follows:
e If this is a standalone server enter localhost

e If thisis for a SmartTAP installation that involves more than one server add the IP
address of the Application Server (AS) instead
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Figure 13-6: SNMP Service Properties — Traps — Add Trap Destinations

" I |

SMMP Service Properties (Local Computer) ==

General | Log On | Recovery | Agent | Traps | Securty | Dependencies

The SNMP Service provides network management over TCP/IP
and IP¥/5PX protocols. i traps are required, one or more
community names must be specified. Trap destinations may be
hiost names, |P addresses or IPX addresses.

Community name
- Add to list

| Bemove from list |

Trap desgtinations:

localhaost

Add... Edit... Remowve

Leam more about SHMP

ok [cancs ] [__tomy

14. Click OK.

-188 -



CHAPTER 13 Configure Microsoft SNMP Service SmartTAP 360° | Installation Guide

This page is intentionally left blank.

-189 -



International Headquarters
1 Hayarden Street,

Airport City

Lod 7019900, Israel

Tel: +972-3-976-4000

Fax: +972-3-976-4040

AudioCodes Inc.

80 Kingsbridge Rd
Piscataway, NJ 08854, USA
Tel: +1-732-469-0880

Fax: +1-732-469-2298

Contact us: https://www.audiocodes.com/corporate/offices-worldwide

Website: https://www.audiocodes.com/

Documentation Feedback: https://online.audiocodes.com/documentation-
feedback

©2023 AudioCodes Ltd.. All rights reserved. AudioCodes, AC, HD VolP, HD VolP Sounds Better, IPmedia,
Mediant, MediaPack, What's Inside Matters, OSN, SmartTAP, User Management Pack, VMAS, VolPer-
fect, VolPerfectHD, Your Gateway To VolP, 3GX, VocaNom, AudioCodes One Voice, AudioCodes Meeting
Insights, and AudioCodes Room Experience are trademarks or registered trademarks of AudioCodes Lim-
ited. All other products or trademarks are property of their respective owners. Product specifications
are subject to change without notice.

Document #: LTRT-27217

QC audiocodes



http://https//www.audiocodes.com/corporate/offices-worldwide
http://https//www.audiocodes.com/
https://online.audiocodes.com/documentation-feedback
https://online.audiocodes.com/documentation-feedback

	Installation Guide
	Table of Contents
	Notice
	WEEE EU Directive
	Customer Support
	Documentation Feedback
	Stay in the Loop with AudioCodes
	Abbreviations and Terminology
	Related Documentation
	Document Revision Record

	1    Hardware and Software Requirements
	2    SmartTAP License Management
	License File Creation
	License Types
	License File Installation and Verification
	Managing Microsoft Teams Licenses in Mixed Integrations
	License Upgrades for Legacy Integrations

	3    Before Installing SmartTAP 360°
	SmartTAP 360° Software Package Contents
	Installation Prerequisites
	Installation Wizard Methods
	All-In-One
	Distributed

	Post Installation Actions

	4    Installation Wizard - All-In-One Method
	Database Service
	Installing the Application Service
	Installing the Communication Service
	Installing the Call Delivery Service
	Installing the Media Server
	Installing the Remote Transfer Service (RTS)
	Completing Wizard Installation
	Post-Installation Integration

	5    Installation Wizard - Distributed Method
	Microsoft Teams Installation Components Summary
	Installing SmartTAP Database Server
	Database Service Configuration

	Installing SmartTAP Application Server
	Installing SmartTAP Communication Server
	Installing SmartTAP Media Server
	Media Server Configuration
	Network File Server
	Media Server


	Installing SmartTAP Call Delivery IP-Server
	SmartTAP 360° File Server Installation
	Firewall Configuration
	Domain Controller Configuration


	Installing CD-Live Component
	Installing the License Server
	Installing OVOC Components
	Install Windows Adapter


	6    Uninstalling SmartTAP 360°
	7    Firewall Configuration
	Skype for Business Recording Firewall
	Front End Server(s)
	Edge, Mediation or Conference Server(s)
	SmartTAP 360° Server
	SmartTAP 360° Media Proxy Server
	SmartTAP 360° Announcement Server
	Automated Firewall Exception Scripts for Windows Firewall

	Distributed SmartTAP Firewall
	Application Server (AS)
	Communications Server (CS)
	Database Server (DB)
	File Server (FS)
	Media Server (MS)
	Remote Transfer Service (RTS)
	Call Delivery(CD)
	Media Delivery (MD)
	Media Proxy (MP)
	Announcement Server (AN)
	Example

	OVOC Server


	8    Microsoft Skype for Business Deployment
	Skype for Business Remote Branch Site
	Before Installing Microsoft Skype for Business Components
	Announcement Server-Specific Requirements
	Firewall Configuration
	SmartTAP 360° Monitoring Service-Specific Requirements

	Installing Skype for Business Plugin
	Skype for Business Plugin-Pre-install Setup on AD Domain Controller
	Skype for Business Plugin Pre-install Setup on each Front End, SBS or SBA
	Skype for Business Plugin Installation Procedure

	Installing Call Delivery for Skype for Business (IP-based Recording)
	Monitoring
	Edge
	Firewall Exceptions
	Configuring Media Proxy for Call Delivery-IP
	Configuring Call Delivery for Skype for Business

	Installing Media Proxy Server for Skype for Business
	Modifying Media Proxy Server Parameters

	Installing Media Delivery Server for Skype for Business
	Installing Announcement Server
	Announcement Server Preinstall of Core Components and Local Replica Configura...
	Announcement Server Software Installation Procedure
	Announcement Server-Post Installation Procedures
	Step 1-Activate Announcement Services
	Step 2-Add Announcement Servers to DNS
	Step 3-Configuring Announcement Server (Skype for Business)


	Installing SmartTAP Monitoring Service
	SmartTAP 360° Monitoring Service Installation Procedure
	Activating the SmartTAP 360° Monitoring Service
	Configuring the SmartTAP Monitoring Service


	9    Integration Configuration
	Analog Trunk / Radio
	Call Delivery Install for Analog Recording (Passive Tap)
	Additional Configuration for Analog Trunk and Radio
	Activity Detection
	SmartCONTROL


	SIP Recording (SIPRec)
	What is SIPRec?
	Session Recording Server (SRS)
	Session Recording Client (SRC)
	Configuring Gateway & SBC for SIP Recording
	Configuring Load Balancing on the SBC Device
	Configuring Alternative Routing on the SBC

	Installing SmartTAP 360° for SIP Recording
	Configuring Call Delivery for SIP Recording


	10    Additional Configuration Options
	Configuring Digital Signatures
	Installing the Digital Signatures Property Sheet

	Configuring LDAP
	Pre-Requisites

	Configuring SSO
	Configuring HTTP/S
	Disabling HTTP Communications on Application Server (Optional)
	Automatic Disabling of HTTP
	Manual Disabling of HTTP

	Configuring SmartTAP 360° Components for HTTPS
	Communication Server for HTTPS
	Call Delivery with HTTPS
	Media-Proxy with HTTPS
	Announcement Server with HTTPS
	Remote Transfer Service with HTTPS
	Health Monitor with HTTPS
	Media Delivery with HTTPS
	Media Server with HTTPS
	CD-Live with HTTPS


	Configuring Syslog Server Connection
	Skype for Business Plug-in
	Location-Based Targeting in SmartTAP
	Assign a Location Attribute to each Call Delivery Component
	Create a Location Attribute in the SmartTAP GUI
	Assign a Location to Each User/Device in the SmartTAP GUI
	Verify the Target List in Each Call Delivery
	CD-SIPREC Configuration

	CD-SIPREC Support in TLS Transport
	Generating Certificates Automatically
	Generating Certificates Manually
	Example for Creating a Self-Signed Certificate for CD-SIPREC and SBC Connection
	Create a Certificate Signing Request (CSR)
	Sign the Certificate at the Certificate Authority (CA)
	Import Certificate to CD-SIPREC Certificate Store



	11    Backup and Restore
	Prerequisites
	Backup
	Restore
	Call Delivery Service
	Media Service
	Media Delivery Service
	Database
	SmartTAP 360° Skype for Business Plug-in (FE, SBS, SBA)
	Announcement Server
	Media Proxy
	Restoring Media
	Bot Resiliency


	12    Troubleshooting
	Troubleshooting Skype for Business Plugin Installation
	Enable the Browser Service
	Use “net view” to Verify

	Troubleshoot Skype for Business Recording
	No Records for the Calls
	Calls with No Audio
	Enabling Promiscuous Mode on VMWare ESXi


	13    Configure Microsoft SNMP Service
	Automatic SNMP Setup
	Manual SNMP Setup




