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Introduction

This manual describes the integration of Genesys with SmartTAP 3609 Live including:
B Recording Genesys Cloud Contact Center Calls Locally

SmartTAP 360° recording of the Genesys Cloud Contact Center calls and metadata.
B Adding SmartTAP to the Genesys Cloud Contact Center User Interface on page 6
B Adding SmartTAP Playback Widget on page 9

SmartTAP for Genesys manages a seamless widget for playback of local call recordings
using the Cloud Interaction ID.


SmartTAP-IM/Recording Genesys Cloud Contact Center Calls Locally.htm

CHAPTER 2 Recording Genesys Cloud Contact Center Calls Locally SmartTAP 360° | Genesys Cloud

2 Recording Genesys Cloud Contact Center Calls
Locally

SmartTAP 360° can record Cloud Contact Center calls and save them on the SmartTAP 360°
server or on a local storage device. The following diagram illustrates the solution architecture.

Figure 2-1:  Genesys Cloud Contact Center Calls
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Recording Solution

This solution requires termination of the PSTN calls on-premises and requires a Bring Your Own
Carrier (BYOC) Premises telephony connection. The BYOC Premises makes it possible to use a
premises-based trunk and requires the installation of a Cloud Edge server. AudioCodes SBC
provides the connectivity between a service provider’s network and the Cloud Edge server and
integrates with SmartTAP 360° to record these calls. SmartTAP 360° records the Contact Center
calls while persisting and presenting the associated call’s “interaction id” as part of the record-
ing metadata in the SysCall ID field.

Figure 2-3: Interaction ID

Interaction ID 2102ed8c-234e-479a-8d0f-2ch6495525bb )
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Figure 2-4: SysCall ID
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B The SBC device must be configured to ensure seamless integration of the call recordings

mechanism (see Configuring Message Manipulation Rules Genesys Cloud Contact Center
Calls below).

B The SmartTAP 360° device can be added to the Cloud Contact Center (see Adding SmartTAP
to the Genesys Cloud Contact Center User Interface on page 6).

Configuring Message Manipulation Rules Genesys Cloud
Contact Center Calls
This section describes the configuration of message manipulation rules on the SBC device for

supporting the Genesys Cloud Contact Center solution. These message manipulation rules are
for SIP messages recorded and saved by the SmartTAP Recording server.
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A Ensure that you have configured the device for SIP Recording (see Configuring
Gateway & SBC for SIP Recording) and have configured all other relevant
SIP entities, including IP Groups for Genesys Cloud and the SmartTAP server. For
further assistance, contact AudioCodes support.

> To configure message manipulation rules on the SBC:

1. Open the Message Manipulations table (Setup tab > Signaling & Media folder > Message
Manipulations).

2. Configure Message manipulation rules as shown in the following table:
Table 2-1: Message Manipulation Rules
Configure the following rules (Manipulation Set IDs are examples only):

e Index 0: Verifies the inbound request from the Genesys Cloud IP Group to determine
whether SBC call leg should be recorded. If true, stores header.x-inin-cnv in
var.session.0”.

e |ndex 1: Verifies the Var.Session.0 value from Index 0, inserts in Header.x-audc-call-id
and sends to the SmartTAP Call Recording server IP Group.

Manip- Ma- . Actio- .
Ind- . n Message . Action Action Row
ulation Condition i n
ex Set Type Subject Value Role
Name Type
ID
0 Store x- 11 | Any Head- Var.Ses- | 2 Head- 0 (Use
header er.- sion.0 (Mod- | er.x-inin- | Cur-
in header.x- ify) cnv rent
var.ses- inin- Condi-
sion cnv.- tion)
con-
tentexists
And
Header
header.x-
inin-cnv.-
content I=
1 Send x- 12 Invite.Re- | Var.Ses- Head- 0 Var.Ses- | 0 (Use
header quest sion.0 I=" er.x- (Add) | sion.0 Cur-
to SIPRec audc- rent
call-id Condi-
tion)

3. Open the IP Group page (Setup tab > Signaling and Media folder > IP Groups).


../../../../../Content/SmartTAP-IM/Configuring Gateway and SBC for SIP Recording.htm
../../../../../Content/SmartTAP-IM/Configuring Gateway and SBC for SIP Recording.htm

CHAPTER 2 Recording Genesys Cloud Contact Center Calls Locally SmartTAP 360° | Genesys Cloud

4. Add an IP Group for Cloud.

5. Set Inbound Manipulation Set to 11.

MESSAGE MANIPULATION

Inbound Message Manipulation Set 11
6. Add and IP Group for the SmartTAP Server.
7. Set Outbound Message Manipulation Set to 12.

MESSAGE MANIPULATION

Inbound Message Manipulation Set -1

Outbound Message Manipulation 5et 12
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Center User Interface

Adding SmartTAP to the Genesys Cloud Contact

This section describes how to add the SmartTAP application to the Cloud Contact Center user

interface.

> To add SmartTAP to Genesys Cloud:
1. Open the Cloud Admin interface.

Figure 3-1:
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2.

From the Integrations menu, choose Integrations, select to add an integration and choose
to install on the Custom Client Application tile.

Figure 3-2:

Activity Documents

Directory v

[=] mtegrations / integrations

@ Back to Installed
Integrations

Actions
Bridge

sSingle Sign-on

AWS Lambaa Data
Actions

Use data actions to invoke
AWS Lambda functions in
your AWS account

Install Details

>

Dynamics 65

Microsoft Dynamics 365
Data Actions

Uses static and custom
actions to act on data in
Microsoft Dynamics 365,

install Details

Performance ¥ Reports

Apps ~

2]

Bitbucket Chat
Notifcations

Sends automated
nofifications to PureCloud
group chat rooms from yo.

Install Details

pagerduty

PagerDuty Chat
Notifications

Sends automated
notifications to PureCloud
group chat rooms from yo.

Install Details

Custom Client Applcation

Embeds third-party web
pages in the PureCloud Ul.

Install

@

Pivotal Tracker Chat
Notifications

Details

Sends automated
notfications to PureCloud

o

o
(@)

Generic Chat Notifications

Sends automated
notfcations to PureCloud
‘group chat rooms from an

Install Details

AppFoundry

Premium Client
Application Example

An example Premium Client
‘App demonstrating

install Details

Pl o

Install Details

Custom Client Application Tile

GitHub Chat Notifications

Sends automated
noifications to PureCloud
group chat rooms from yo.

Install Details

o
o
o

PureCloud Data Actions

Uses static and custom
actions to interact with the
Platform AP

install Details

3. Inthe Integrations menu, name the application SmartTAP.
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Figure 3-3:  Application Name

Activity ~ Directory v  Documents  Performance v  Reports  Apps v Admin Off Queue

=] integrations / Integrations / SmartTAP

Integrations

Detais Confguration Support
Actons
Inaciive
arge O SmartTAP
Embeds tird-party web pages in the PureCioud Ut

Singe Sgnon [ ] party web pag
onun

| SmartTAP

Notes

Last Updated: Today at 45

4. Under the Configuration tab, paste the SmartTAP URL in the Application URL field.

Figure 3-4:  Application URL

Actvity  Directory v  Documents  Performance v  Reports  Apps v  Admin &) a

. =] integrations / Integrations / SmartTAP
s

Integrations, .
Details Configuration Support
Actons
.
Biidge Properties Properties
single Sign-on Advanced
© Add Propert
oAuth Credentials

Property Name Value

Application URL *

https tap.ai isf
The URL of the Application PureCioud should load. L
Application Type *
standalone v
Dictates the way the application will appear and function inside of PureCloud
Application Category
Tailors appication behavior to a specialized purpose.
Iframe Sandbox Options.
allow-scripts all allow-forms, all dal

Comma-separated list of limited HTMLS iframe sandbox options to control appiication permissions

Group Filtering
Select Groups
List of Groups whose members can see this application. Hidden if no group is selected

5. Save and Activate the application.

Figure 3-5:  Save the Application
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6. Inthe Toolbar, select Apps to open the SmartTAP App.
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Figure 3-6: SmartTAP Opened from Genesys Cloud
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4 Adding SmartTAP Playback Widget

SmartTAP for Genesys introduces a seamless widget for playback of local call recordings via the
Cloud interaction ID. The addition of the SmartTAP/Genesys widget enables users to easily
playback call recordings without leaving the Genesys application. This section describes the
following:

B SmartTAP Widget Setup below
B SmartTap Widget Permissions on page 14

B Playback Interactions using the SmartTAP Widget on page 16
SmartTAP Widget Setup
This section describes how to configure the Interaction Widget application.

> Do the following:

1. Login to the Genesys Cloud.
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Figure 4-1: Genesys Cloud

Genesys Cloud.

Kl

Email Address

s Password

@ EMEA (Frankfurt) [change]

LogIn

Forgot Your Password?

More Login Options

2. Navigate to https://apps.mypurecloud.de/directory/#/admin/integrations/apps.

3. Click + Integrations to add the new Widget.

Figure 4-2:  Add Integrations

-10 -
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= Integrations / Integrations

. & Back to Installed
Integrations

Actions

widget e

Single Sign-on

DAuth
0%

Authorized Applications .
J Adot

Interaction Widget

Embeds third-party webapps
via iframe in the Agent LI

Install Details

Details Configuration Support

@ smertrer
. . Embeds third-party webapps via iframe in the Genesys Cloud UL

SmartTAP

Notes

https://1z4200.eu.ngrok.io/gtw?pcEnvironment={{pcEnvironment}}

2. Last Updated: 04/03/2020

4. 4. Rename to SmartTap Widget.

5. Inthe configuration tab, set following fields:

-11 -
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e IP address of the SmartTap Widget server Ul, with query

example: https://my.domain.com/gtap?pcEnvironment={{pcEnvironment}}

Iframe Sandbox Options: allow-scripts,allow-same-origin,allow-forms, allow-modals

e Application URL: set th
parameter.
» ?PpCEnvironment={{pcEnvironment}}”
e Application Type: widget:
[ ]
[

Group Filtering: according to customer requirements

.
Figure 4-3:  Configuration tab
= integutions | Integrtions / GenesysTop
tgrat _
Details Configuration Support
Single Sigr Properties Properties
_— Advanced
o
horized Applications: Credentials
Property Name Value
Application URL * ipe:
The URL of the Application PureCloud should load
Aoplcaton Type -
Dictates the way the application will appear and function inside of PureCloud
Application Category N
Tailors application behavior to a specialized purpose.
Iframe Sandbox Options
o allow-scripts,allow-same-origin,allow-forms,allow-modals
List of Groups whose members can see this application. Hidden if no grouj lected. Select Groups

Authentication Token

This section describes how to configure the Authentication token mechanism for allowing the
Widget app to generate requests to the Genesys Cloud Platform API.

> Do the following:

1.

Navigate to https://apps.mypurecloud.de/directory/#/admin/integrations/oauth.

2. Click +Add Client.

& Refer to the following: https://help.mypurecloud.com/articles/create-an-oauth-client/

-12 -
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Figure 4-4:  Authentication Token

Integrations - Genesys Cloud Ad: X ar
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Integrations
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Actions
App Name

(1))

Single Sign-on

OAuth

B O =
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2. 3. Setthe following parameters:
e App Name: SmartTap Widget
e Token Duration: 86400

4, e Grant Types: Token Implicit Grant (Browser) Authorized redirect URIs (one per line):
Application URL from Widget config, sans query parameters example:
https://my.domain.com/gtap

5. e Scope: analytics:readonly; conversations:readonly, quality:readonly. This does not
grant any additional permissions or licenses to the application user; it only allows the
widget to use the permissions that have already been granted to the user.

6. 4. Aftersaving, copy the Client ID and use it in the configuration of the middleware application.
Figure 4-5: ClientID

4 g

-13 -
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SmartTap Widget Permissions

The Widget utilizes Genesys permissions to allow playback of recordings. Before playing back it
verifies that the user has View permissions to conversation and recording. The following
permissions are verified for successfully playing back recordings:

B Recording: Recording:View

B Recording: RecordingSegment:View

B Conversation > Communication > View

The above permissions may have the following additional conditions:

B User, Media Type, Queue (For example settings, see Example Interaction View below)

B Evaluation Conditions (For example settings, see Example Evaluation View on the next page
The following default roles exist in Genesys:

M Supervisor — access to all conversations and recordings.

B User - access to own evaluated recordings. Access to metadata of all conversations if
conversation id is available.

Example Interaction View

This view is used by users to display interactions metadata. The following permissions are
required to view interactions in Genesys:

B Recording: Recording:View
B Recording: RecordingSegment:View

B Conversation > Communication > View

Figure 4-6: Interaction View

-14 -
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Role Details | Permissions

Show: @ All Permissions O Assigned Permissions

Division

Permission Description License Conditions Aware (2]
recording view Q Q
[m] n> View View a recording’s annotations Cloud CX 3 © Add Conditions v
(m] ey > View View recording encryption key settings Cloud CX 3
[m] 0> View View orphan recording Cloud CX 3
[u] View View bulk recording job Cloud CX 3
O Recording > Rec View a recording segment Cloud CX 3 © Add Conditio v
O View View a recording Cloud CX 3 ©Add v
[m] Policy > View View a retention policy Cloud CX 3
[m] ng > View View a screen recording Cloud CX 3 v
: Conditions
sion

© You are currently giving this role full access to the selected permissions. You can add conditions (below) to restrict

access.

Condition Type Operator Value

Please select a condition type

- Select Condition Type - - Select Operand - v

- Select Conditinn Tyne -

User

Media Type

Queue

[~ Evaluation state
Evaluation Evaluator

/ l Evaluation Agent

Evaluation Type
Evaluation has read
Evaluation is released

Example Evaluation View

This view is used by users to display interactions metadata and listen to recordings for purpose
of evaluating them. The following permissions are required to view evaluations in Genesys:

B Conversation:Communication:View

B Quality:Evaluation:All

-15-
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Figure 4-7:  Evaluation Conditions
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Playback Interactions using the SmartTAP Widget
This section describes how to playback interactions using the SmartTAP Widget.
> To play and record from SmartTAP widget:

1. Inthe Menu bar, choose Performance > Workspace to open the Genesys "Interactions".

Figure 4-8: Workspace

Performance

0 B N
E Interactions
« July1,2022 1207 PM- July 30,2022 6:08 AM » cELo
(]
Users Remote Date ~ Conversation Duration_ Direction Queve Wrapp +
(=} +61433138043 Tue, Jul 5,202 733 PM 4 Inbound
4 Mangj Bound Brook NJ Wed, Jul 6,202 1:30 PM 2m33s inbound ST CCHInbound Defaut Wrap-up Code:
S +61433138043 Wed, Jul 6, 2022 9:46 PM 165 Inbound ST CCHInbound
ot Bound Brook NJ Thu, Jul 7,2022 1:31 PM 565 inbound ST CCH Inbound
] L Manoj Anonymous Th, Jul 7, 2022 6:18 PM 385 Inbound ST CCH Inbound
4 Mangj Anonymous Thu, Jul7, 2022 6:18 PM 425 Inbound ST CCH Inbound
O\ Dragan Novakovic Mobile Number, Brazil Wed, Jul 13,2022 1202 PM 52m16s inbound ST CCH Inbound Defaut Wrap-up Code:
\ Dragan Novakoric Mobile Number, razil Thy, Jul 14,2022 11:58 AM 5mO0s Inbound ST CCH Inbound Default Wrapup Code
Ot Manoj Manoj Thy, Jul 14,2022 806 PM 1mos Outbound
ot Tel Aviv Region, Israel Mon, Jul 18, 2022 7:14 AM 11s Inbound
m Dragan Novakovic Mobile Number, Brazil Wed, Jul 20, 2022 546 AM 285 Inbound ST CCH Inbound Default Wrap-up Code
Tragen NoVaKkone toy TG JUT 28, Z0ZZ TSI A I GG TCORTRGGu RTauTWiap-0p Coc
* Dragan Novakovic Dragan Novakovic Thy, Jul 28,2022 1202 PM 2 Outbound
\ Dragan Novakovic Dragan Novakovic Thy, Jul 28,2022 1202 PM 3s Outbound
O 4 Dragan Novakovic Dragan Novakovic Thy, Jul 28,2022 1203 PM 25 Outbound
\ Dragan Novakovic 1500 Thy, Jul 28,2022 148 PM 165 Inbound

2. Select a specific interaction for which you wish to playback and then in the Toolbar, select
Apps > SmartTAP Widget App to open the Interaction Details.

-16 -
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Figure 4-9: Interaction Details

@ Apps O interactions / Interaction %
i a INTERNAL k
® Manoj
” SIP Device @
) EXTERNAL Th . dinafortis i ;
' @ Bound Brook NJ ere Is No recorading tor this interaction
1732-357-0963
(3 f&_l*
audiocode
\kt) u I C S Details Timeline Quality Summary Transcript Audit Trail Schedule Coaching v

Genesys interaction ID (e}, ‘

Interaction Metrics

® L i Interaction Type call
| Interaction ID 2102ed8c-234e-479a-8d0f-2ch6495525bb 2

2 Start Time Wednesday, July 6, 2022 1:30:13 PM

End Time Wednesday, July 6, 2022 1:32:46 PM
23 Direction Inbound

Queue STCCH Inbound

Duration 233

Internal Participant(s) Manoj

Disconnect Reason Client - Session is inactive

External Participant(s) Bound Brook NJ
) Disconnect Reason Peer

3. Copy the Genesys "Interaction ID" (use the adjacent Copy button) and paste it into the
search field to retrieve the interaction.

Users must have the correct permissions within Genesys to access recordings in the
Widget. See SmartTap Widget Permissions on page 14.

The interaction recording is loaded.

-17 -
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Figure 4-10: Play Interaction

[} - o

4. Click the Play button to playback the interaction.

-18 -
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