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1. Introduction

Please find a configuration summary how AudioCodes Phones and Collaboration Bars can
be enrolled and managed via Microsoft Endpoint Manager. Keep in mind that not all settings
which are available can be set within Endpoint Manager and/or Azure Active Directory.
Currently no other settings are applicable except the configuration example which is
described in this document.

2. Understanding device sign-in

Sign-in and registration components

) O
Azure Active Microsoft Endpoint Microsoft Teams
Directory Manager
|m
c
5 gls a
01 2 2 UE 02 = E 03 z
Authenticate =1 == | Register & Log In B
clelc kS o
EA El 212 &
1 E2 B 2 § o ]
e P 213 3
HH S | B
HES sls =
[
@ :
Sign-in and registration Flow
02
Authenticate ‘
Azure Active Director
7 Y

l= a

01 Company Enroll request & response
@ Signin Portal App % Microsoft Endpoint Manager
2

04
@ Workplace join
05
Sign in successful
06
Token

Azure Active Directory

> MS Authentication Library (MSAL)
3. Understand sign-in flows
User sign in

User sign in using existing conditional access rules.
May include Multi Factor authentication and/or device compliance.

Common area devices
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Evaluate trusted location and/or device compliance-based controls.

Target common area accounts with Azure AD groups in conditional access rules.
Do not use Multi Factor Authentication where possible and avoid using device compliance-

based controls with hotdesking.

Meeting rooms

Evaluate trusted location, device compliance, or device scoping filter-based controls.
Target meeting room accounts with Azure AD Groups on conditional access rules.

Do not use Multi Factor Authentication.

User sign-in conditional access (Intune Compliance)

> Azure Active Directory Conditional Access Rule

Assignment

Device Platforms

Users & Groups:

All Users L/ : 2

Cloud Apps: Android Iﬁl

Exchange Online a
Microsoft Teams *
SharePoint Online Q

Device Scoping Filters

Team Android *
Device Models

W®®E

Device enrollment

Android enroliment

Access Controls

Grant Type:
Grant Access Q.

Controls:

Require Device
to be marked
as Compliant

E Intune

Compliance Policy

Compliance
settings

Rooted Devices: Block
Block Minimum OS: 5.0

Actions for
non-compliance

Mark device
noncompliant:
Immediately

Assignments
All Users

Device Scoping
Filters

Teams Android
Device Models

These devices do not run Google Play Services and run Android Open-Source versions.
Firmware is built and supported by Microsoft OEM partners. It is highly recommended to
update devices after enroliment via Teams Admin Center or AudioCodes OVOC.
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Enrollment restrictions

By default, users can only enroll up to 5 devices.
If using hotdesking, this number may need to be increased.
Consider any existing device type restrictions and if changes need to be made.

Corporate Device Management

Importing device serial numbers into Microsoft Endpoint Manager lets you identify them as
corporate devices identifiers. Ensures that only authorized devices are used.

6. Example configuration in AudioCodes lab environment

6.1 Creation of dynamic device group in AAD

admin@ac-germany.cus... @
A

Azure Active Directory admin center -

€ Dashboard > Audiocodes Lab > Groups >

Ed] Dashboard
New Group x
= Al services
% FAVORITES -~
Group type * ©
B Azure Active Directory ["security v
& users Group name * ©
2 Enterprise applications [(udiocodes_pynamic_device Group_ ]

Group deseription @

\ dynamic assignment for audiocodes endpoints -~ \

s can be assigned to the group @
)
(= )
L= G

Membership type * @

Dynamic Device ~

Owners
No owners selected
Dynamic device members * @

Add dynamic query

6.2 Add dynamic query for Dynamic device members

Azure Active Directory admin center y 0 ? g  3dmin@ac-germany.cus.. @
AuDiocopesLas
% Dashboard > Audiocodes Lab > Groups > New Group > Edit rule syntax %
Edl Dashboard . :
33333 Dynamic membership rules
= Al services
You can create or edit rules directly by editing the syntax in the box below. Note that changes made here may not be reflected in the rule
L DS [l seve X Discard | &7 Got feedback? builder.
B Azure Active Directory Rule syntax ©
Configure Rules  Validate Rules (Preview) -
& users Gevice deviceOST, roid") -or device.deviceManufacturer -in [Audiocodes'] -or device.deviceModel -eq “CA70HD" -or

device.deviceMo
"445HD" -or device.d

* -or device.deviceModel -eq "RXV100" -or device.deviceModel -eq "C448" -or device.deviceModel -eq
Model -eq "CASOHD" -or device.deviceModel -eq "450HD" -or device.deviceModel -eq"C435HD"

You can use the rule builder or rule syntax text box to create or edit a dynamic membership rule.© Learn
8 Enterprise applications

And/or Property

<Choose a Property>

[(and ] [ choose a Property

~+ Add expression

Rule syntax

Rule syntax:
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device.deviceOSType -eq "Android") -and device.deviceManufacturer -in ["Audiocodes"] -or
device.deviceModel -eq "C470HD" -or device.deviceModel -eq "RXV80"-or device.deviceModel -eq
"RXV81" -or device.deviceModel -eq "C448" -or device.deviceModel -eq "445HD" -or
device.deviceModel -eq "C450HD" -or device.deviceModel -eq "450HD" -or device.deviceModel -
eq"C435HD" -or device.deviceModel -eq "C455HD"

6.3 Validation of Dynamic membership rules

admin@ac-germany:
AUDIOCO!

ure Active Directory admin center

€ Dashboard > Audiocodes Lab > Groups > Audiocodes_Dynamic_Device Group

Edl pashboard == Audiocodes_Dynamic_Device_Group | Dynamic membership rules - X
= Allservices Group
* FAvoRITES € & sae X iscar & Got feedback?

@ overview

® Azure Active Directory

X Diagnose and solve problems Configure Rules  Validate Rules (Preview)

& Users
2 ed
Enterprise applications Manage Rule syntax *
" l(device.deviceOSType -eq "Android”) -or device.deviceManufacturer “Audiocodes’] -or device.deviceModel -eq *C470HD" -or device deviceMadel -eq “RXV80" -or device.deviceMadel -eq “RXV100" -or
It properties |device.devicaModel -eq "C448" -or device devicaModel -2q "445HD" -or device.deviceModel -eq "CAS0HD" -or device.deviceModel -eq "450HD" -or device devicaModel -eq "C435HD"
4 a ol < q
&2 Members
& Owners

B Administrative units
Add devices to validate against this rule. Leam more
@& Group memberships

=+ Add devices (O Validate @ ngroup € Notin group @) Unknown

Applications
% Licenses

Azure role assignments R
435_Android_7/8/2021 556 AM View details
B Dynamic membership rules

AudioCodesC435HD

Activity View details

= Access reviews
View details

Audit logs

% Bulk operation results
o View details

Troubleshooting + Support

- ﬁ RXVB0_Android_7/22/2021 355 PM
& New support request

Ij CA4S0HD_Android_7/16/2021_8:57 AM

View details

View details

2888
Q00000

6.4 Creation of Conditional Access Policy in AAD

admin@ac-germany.cus.

‘AUDIOCODE

€ Dashboard > Audiocodes Lab > Security >

Edl pashboard s i
3= Conditional Access | Policies - X
= All services Azure Active Directory
L S « t Newpolicy R whatif (O Refresh | A7 Got feedback?
b Azure Active Directory (= 8=
@ Insights and reportin bl h policies Yo Add filters 4 out of 4 palicies found
‘.‘ Users. g P 9
X Diagnose and solve problems Policy Name . State Ty Creation Date Ty Modified Date Ty
Enterprise applications
Manage Exchange Online Requires Compliant Device on 6/25/2021, 3:57:47 PM  7/12/2021, 10:50:17 AM ==+
Office 365 App Control On 6/25/2021, 3:57:54 PM  7/12/2021, 10:50:00 AM ==+
> Named locations
- Intune_Compliance_Conditional_Access on 7/6/2021,12:04:15 PM  7/7/2021, 4:05:30 PM wos
] Custom controls (Preview)
MFA_Enabled_User on 7/22/2021,12:12:59 PM woy

% Terms of use
# VPN connectivity

% Authentication context (Preview)

= Classic policies
Troubleshooting + Support
% Virtual assistant (Preview)

& New support request
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6.5 Assignment of conditional access policy to dynamic device

group

admin@ac-germany.cus.
AuDiocopEs LAs @D

Dashboard » Audiocodes Lab > Security > Conditional Access
Edl pashboard

Intune_Compliance_Conditional_Access - x
Al services Conditional Access policy
* eavoRiTES [ Delete
- Azure Active Directory
. Cantrol user aceess based on Conitionsl Control user access based on users and groups
& Users Access policy to bring signals together, to assignment for all users, specific groups of
make decisions, and enforce organizational users, directory roles, or extemal guest users
{ Enterprise applications policies. Lern more Leam more

Include  Exclude

QO None
O Al users

(® select users and groups

Name *

Intune_Compliance_Conditional_Access

Assignments

Users and groups @

Specific users included [ Al guest and external users

Cloud apps or actions [ pirectory roles

3 appsincluded Users and groups

Conditions

Select
2 conditions selected

1group

- Audiocodes_Dynamic_Device..... ==+

Access controls

0 controls selected

Enable policy
(Reportony QD off )

Save
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6.6 Select cloud apps

Azure Active Directory admin center

«
4 Dashboard

= All services

J FAVORITES

B Azure Active Directory
& Users

Enterprise applications

Dashboard > Audiocodes Lab > Security > Conditional Access >

Intune_Compliance_Conditional_Access

Conditional Access policy

[ Delete

Control ser access based on Conditional
Access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

Intune_Compliance_Canditienal_Access

Assignments

Users and groups (

Specific users included

Cloud apps or actions @

3 apps included

Conditions

2 conditions selected

Access controls

Control user aecess based on all o specific
cloud apps or actions. Learn more.

Select what this policy applies to

[ cloud apps ~

Include  Exclude

O none
O allcoud apps
(® select apps

Select

Microsoft Teams and 2 more

Office 365 Exchange Online ...
00000002-0000-0f1-c<00-0005000000.

Grant @

0 controls selected

Enable policy
e
(Reporonly QT o )

Save

ﬂ Office 365 SharePoint Online .,

ﬁ_ Microsoft Teams e
exSHeET 2c6z 4117 509z Sm1 85

@ Atleast one of the apps selected is
part of Office 365. We recommend
setting the policy on the Office 365
2pp instead.

>

Selecting SharePoint Online will also
affect apps such as Microsoft Teams,
Planner, Delve, MyAnalytics, and
Newsfeed.

>

Selecting Office 365 Exchange Online
will also affect apps such as OneDrive
and Teams.
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Azure Active

6.7 Select Device Platform

dmin@a

Ed Dashboard

All services

FAVORITES

% Azure Active Directory
& users

& enterprise applications

Dashboard > Audiecodes Lab > Security > Conditional Access >

Intune_Compliance_Conditional_Access

Conditional Aceess policy

[ Delete

Control user access based on Conditional
Access policy to bring signals together, to
make decisions, 2nd enforce organizational
policies. Learn mare

Name *

Intune_Compliance_Conditional_Access

Assignments

Users and groups

Specific users indluded

Cloud apps or actions

3 apps included

Conditions @

2 conditions selected

Access controls

1 control selected

0 controls selected

Enable policy

N ~—

(Report-only QI off )
Save

Control user access based on signals from
canditions like risk, device platform, location,
client apps, or device state. Learn more

User risk.

Not configured

Sign-in risk

Not configured

Device platforms @

1 included

Locations

All trusted locations

Client apps

Not configured

Device state (Preview)

Not configured

Filters for devices (Preview) O

Not configured

Device platforms %

Apply policy to selected device platforms.
Learn more

Configure

Include  Exclude

O any device
(®) select device platforms
Android

[Jios
[ windows phone
[ windows

[ macos
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Microsoft En

*

ko

Favorites

Azure Active Directory
Overview

Users

All users

Deleted users

User settings
Groups

All groups
Deleted groups
Group settings
Devices

Overview

All devices
BitLocker keys
Applications
Roles & admins
Billing

Settings
Protect & secure
Conditional Access
Identity Protection
Security Center

Identity Secure Score

Multifactor authentication

Authentication methods

Password reset

Custom attributes

Risky activities

Learn & support

Home > Conditiona ess | Policies »

AudioCodes_IPP_Conditional_Access

Conditional Access p

[i] Delete ‘@ View policy information (Preview)

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn mare

Name *

AudioCodes_IPP_Conditional_Access

Assignments

Specific users included

Cloud apps or actions

s included

Conditions @

4 conditions selected

Access controls

Enable policy

( Report-only Off

Control access based on signals from conditions
like risk, device platform, location, client apps, or
device state. n more

User risk

1 included

Sign-in risk

1included

Device platforms

1 included

Locations

All trusted locations

Client apps

Mot configured

Filter for devices

Not configured

Control user access based on their physical
location. Learn

Configure (

Exclude

Include

O Any location
(®) Alltrusted locations

(O selected locations
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£ searchre



QC audiocodes

6.8 Grant access to devices which are marked as compliant.

Microsoft Entra admin center O Search resources, services, and docs (G+/)

% Favorites ~ Home > Conditional Access | Policies >
AudioCodes_IPP_Conditional_Access
> Azure Active Directory A~ Conditional Access ps

Overview [ Delete '@ View policy information (Preview)
A users ~ Control access based on Conditional Access
policy to bring signals together, to make
Al users decisions, and enforce organizational policies.
Leam more

Deleted users
Name *

User settings AudioCodes_IPP_Conditional_Access

¥ Groups A Assignments

Users

All groups

Specific users ind

Deleted groups -
Cloud apps or actions @

Group settings

& Devices ~

Overview

All devices Access controls

Grant @
BitLocker keys
2 controls selected

& Applications v o
€ Roles & admins ~ ntrol
B siling v
& Settings ~
£ Protect & secure N

| condtional Access
|dentity Protection
Security Canter
|dentity Secure Score
Multifactor authentication
Authentication methods
Password reset
Custom attributes
Risky activities

Enable policy
2 Learn & support A (Feportony QNI off )

« m

GlobalAdmin

AUDIOCODES

Grant

Control access enforcement to block or
grant access. Learn more

Q slocka

(® Grant access

s

Require multifactor
authentication

A\ "Require authentication strength”
cannct

multifactor authentication”

Learn mare

Require authenti
strength (Previey

SSworT

@ To enable all authentication
strengths, nant

access settings 0 accept cla
coming from Azure AD tenan
for external users, Authentica
strengths will only configure
second factor authentication for
extemal users. Leam more

Require device to be marked
mpliant

compliant. Leam more

[ Require Hybrid Azure AD
joined device

[ Require approved client app
\f approved dlier

ps

[J Require app protection palicy

[ Require password change

For multiple controls

(®) Require all the selected controls

6.9 Compliance policy settings (Built-in Device Compliance

Policy) in Endpoint Manager

*Prerequisites: Enabled Android device administrator
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€ Dashboard > Android
A Home

Edll Dashboard

@ Android | Android enrollment

earc '( Managed Google Play
[}l Devices @ Overview Link your managed Google Play account to
Intune.
Apps B Android devices
@ Endpoint security [ Android enrollment
r— Bulk enroliment methods

Andreid policies
& Users :

[k compliance policies
Groups

[L Configuration profiles

Tenant administration

# Troubleshooting + support

Enrollment Profiles

Android Open Source Project (AOSP)

Enrollment Profiles

% Corporate-owned, user-associated devices Corporate-owned, userless devices

Manage corporate-owned user devices that Manage corporate-owned, userless devices

were built from the Android open source code that were built from the Android open source
(AOSP) without Managed Google Services code (AOSP) without Google Mobile Services
(GMS). (GMS).

Android device administrator

Prerequisites

[Py Personal and corporate-owned devices with
{0=| device administrator privileges
Manage personal and corporate-owned
devices using Android device administrator.

rosoft Endpoint Manager admin cent GlobalAdmin@!

x4,
AUDIOCODES LAB &0

¥ Dashboard > Devices | Android > Android | Android enroliment >

A Home

Personal and corporate-owned devices with device administrator privileges X
Edl Dashboard
— All i -
services A\ 2ndroid's device administrator capabilities have been superseded by Android Enterprise. As a result, we recommend using Android Enterprise if it's supported in your country/region. Learn more, —>
[ Devices
8 Apps This setting enables Android’s older method, device to manage corporate data and apps. You can still manage
your devices with device administrator, but we recommend that you switch to Android Enterprise for the most up-to-date and secure
@, Endpoint security Features. Learn more.
Reports You can further configure platform settings and assign them to specific user groups in Enrollment Restrictions. For example, you can use
Enroliment Restrictions to force davicas to enroll with device administrator in regions that do not support Andraid Enterprise.
& Users
o [] Use device administrator to manage devices. By enabling this feature, you grant Microseft permission to send both user and device
& Groups 9 Y g yougt P

~ information to Google. Learn more.
£ Tenant administration

K Troubleshooting + support
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Home > Devices > Compliance policies

. e 53 Compliance policies | Compliance policy settings - X

[ Dashboard

All services £ Search (Ctrl+) « (=)

i LIS [& Policies These settings configure the way the compliance service treats devices. Each device evaluates these as  *Built-in Device Compliance Policy”,
G which is reflected in device monitoring.

svices & Nofifications
& Apps = Ratire Noncompliant Devices Mark devices with no compliznce policy (. Compliant

assigned a5 @
W, Encpoint security ® Locstions
R, Enhanced jailbreak detection [( Enabled Disabled )

BB & compliance policy settings
& users Compliance status validity period (days) | 30 v
&3 Groups

&2} Tenant administration

¥ Troubleshcoting + support

6.10 Creation of Compliance policy

Microsoft Endpoint Manager admin center admin @ac-germany.cus... (§

AUDIOCODES LAB (AC-GERMAN._

“ Home > Devices

A Home & Compliance policies | Policies - "

Edl pashboard

Il services search (Ctrl+, « | Create Policy columns Y Filter () Refresh & Export

* FAVORITES
L& policies P search by name

B Devices B Notifications Policy Name . Platform . Policy Type Ty Assigned L Lastmodified L
82 Apps

B Retire Noncompliant Devices Audiocodes_Android_device_Compliance_Policy Android device admi... Android compliance policy Yes 7/15/21,2:08 PM .

Endpoint securi

L 57 ® Locations Contaso MDM Compliance Policy for i0S ios/ipados i0s compliance policy Yes 6/25/21,3:56 PM
FErTis & Compliance policy settings
&h Users
&2 Groups

3} Tenant administration

K Troubleshooting + support

admin@ac-germany.cus... (@)
AUDIOCODES LAB (AC-GERMAN.

Microsoft Endpoint Manager admin center

€ Home > Devices > Compliance policies > Audiocodes_Android_device_Compliance_Policy >

H . X .
{:ytiemz Android compliance policy - X
4l Dashboard ‘Android device administrator

All services
% rAvoRnES @ Compliance settings +
EHl Devices “ Microsoft Defender for Endpoint
&l Apps

>

Device Health
@ endpoint security

Block Not configured )

Devices managed with device
Reports. administrator

A .
& Users Rooted devices Not configured )
& Groups

Require the device to be at or under the | Not configured ~
£ Tenant administration Device Threat Level

¥ Troubleshooting + support

Google Play Protect

Recjuire Not configured )
Require Not configured )
( Require Not configured )

Not configured v

Google Play Services is configured

Up-to-date security provider ©

Threat scan on 2pps

SafetyNet device attestation

<

Device Properties

~ System Security
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GlobalAdmin@M:

x4,
AUDIOCODES LAB &

A Home

] Dashboard

— All services

[} Devices

Apps

@, Endpoint security
Reports

& users

22 Groups

3 Tenant administration

X

bleshooting + support

Home > Andr

| Compliance policies > AudicCodes_Android_Device_Compliance_Policy | Properties >

Android compliance policy

Android device administrator

o Compliance settings Review +

s Microsoft Defender for Endpoint
~ Device Health
A Device Properties

Operating System Version

Minimum OS version @ | o0

Maximum OS version © [0

v System Security

A Home

Edll Dashboard

All services

[ Devices

Apps

W, Endpoint security
Reports

& Users

&4 Groups

£} Tenant administration

# Troublesheoting + support

Home > Android | Compliance policies > AudioCodes_Android_Device_Compliance_Policy | Properties >

Android compliance policy
Android device administrator

Require encryption of data storage on
device. @

Device Security

Block apps from unknown sources O

Require

Not configured

Company Portal app runtime integrity © Not configured

T

Block USB debugging on device © Not configured

Minimum security patch level @ [ Not configured

Restricted apps @ Export

App name \ \ App bundle ID \

@ seginning in October 2020, some settings will not be supported on Android devices that are running Android 10 and
later and are not Samsung Knox. These settings are labeled with Android 9 and earlier or Samsung Knox. Click to leam
more.

All Android devices

These settings work for all Android OS versions and manufacturers.

Maximum minutes of inactivity before Not configured

password is required ()

Require a password to unlock mobile ( Require
devices @

Android 10 and later

These settings work for devices running Android 10 or later.

Password complexity @

Android 9 and earlier or Samsung Knox

These settings work for devices running Android 9 or earlier, and will aso work on all Samsung Knox devices
running any Android OS version.

Learn more

Required password type (@

6.11 Overview Compliance settings
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T e e e e e T
il c S K A Wap et Cemers - B R [ema e Good Newrsl
Tycony -
Fatn - Ee O Ao et Conter ~ | § o Condionl Format s [TTPTI e ot ot
* Fromupine | BT U EH- &4 Erznes $-% 9 (WA e ke
apeers & Fare S — - s
mo - £ semng
] A s c
st Dsiplion Plattn
> |as s compliance policy asigned Default policy. Devices must have st least one comliance polcy 3ssigner to be compliant Al

3 Maximum G5 version
& Minimum 05 version

5 Maximum minutes of inactivity before password is required
& |Rooted devices

7 Block USE debugging on device

& |company Portal spp runtime integrity

8 isative

10 Enrolled user exists

Specify the max 05 versian compliance requirement for devices. £.g, specify *7.1” in this field for Nougat
Specify the min GS version compliance requirement for devices. E.g. specify *7.1° in this field for Mougat
This setting specifies the length of time without user input after which e sereen s locked.

Android device administrator
Android device administrator

value: 15 min

Prevent rooted devices from having corporate sccass.
This setting specifies whether to prewent the device from using the USB dbugging feature,
Checks that the company partal app has the default runtime environment installed, is properly signed, and is not

Android device sdministrator
Android device sdministrator

Dafault policy. Device must regularly contact Intune to be considersd compliant.
Default policy. The user must exist and have a valid Intune license.

all
all

BEE | iv O

Insert Delete Format - Sot & Fnd &
© e e | ©Cm Fike~ Sded~
cens cang
o e v

it devives, Nunurpliant deviess. ol evalualed devives

Analyze
Data

anayss | sensawty

[
Nut applisbie dovies

n

6.12 Actions for noncompliance devices

Microsoft Endpoint Manager admin center

ac-germany.cu:

Home > Devices > Compliance policies > Audiocodes_Android_device_Compliance_Policy >

Android compliance policy

Android device administrator

A Home
E2l Dashboard

services

© Actions for noncompliance

* FAvoRITES
L3 Devices specify the sequence of actions on noncompliant devices
E2 Apps Action Schedule (days after Message template Additional recipients (...
® cocport noncompliance)
Endpoint securi )
B y Merk device nencomgliant  Immediately
Reports
P Remotely lock the nonco...  Immediately
.
Users
o Retire the noncompliant 30days
& Groups
& ~ (e

&3 Tenant administration

¥ Troubleshooting + support

AUDIOCODES LAB (AC-GERMAN.. &
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6.13 Assign Compliance Policy to group

Microsoft Endpoint M:

All services > Devices > Android > Audiocodes_Android_device_Compliance_Policy > Select grou PS to include )
(e Android compliance policy

Edl pashboard Android device administrator

Azure AD Groups

All services
© Assignments

*  rAvoRITES

LN Devices Induded groups

Contose Team

pps A, rddgroups . Add all users
contosoteam@M365x416387.0nmicrosoft.com

. Endpoint security Groups Filter (preview) Filter mode (preview)
Digital Initiative Public Relations

DigitallnitiativePublicRelstions@M365x416887.onmicrosoft.com

Reports No groups selected

& users
Excluded groups Mark 8 Project Team

A& Groups

MFA_Enabled
¥ Troubleshooting + support

add groups Retall
Retail@M365x416887.onmicrosoft.com

Groups
Sales and Marketing

& Tenant administration @ When excluging groups, you cannot mix user and device groups across include and exclude. Click here to learn mere. .

No groups selected 168e7. om

-
Selected items

Audiocodes_Dynamic_Device_Group Remove

6.14 Identify devices as corporate-owned with serial number via

Coporate device identifiers

rman

AUDIOCODES LAB (AC-GERMAN_. &0

“ Home > Devices > Enroll devices

A tome Enroll devices | Corporate device identifiers - x

E4l Dashboard

All services « t add v O Refresh 7 Filker Columns
i EThE Windows enrollment ‘ P search by identifier
L3 pevices @ Apple enroliment Identifier Type Identifier Details Date Added Status Last Contacted
& Apps B Android enroliment No Results
&, Encpoint security @ enroliment restrictions
Reports Ba corporate device identifiers
&k Users B Device enrollment managers
&& Groups

&2 Tenant administration

X Troubleshooting + suppert
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Microsoft Endpoint Manager admin center

Home > Enroll devices >

Al Add identifiers - X

E4l Dashboard Corporate device identifiers

All services

% FAVORITES. You canimport a list to add device identifiers and detls.

LN Devices Select identifier type ()
[ serial (Android, i0s, and ma<0s only) ]

Apps

. Import identifiers
Endpoint

nepoint securly [ *company_owned.csv* =
Reports

Total device identifiers in .csv file: 1
& users

& Groups
& Tenant administration

K Troubleshooting + support

Upload CSV file with following format. Do not name the columns.

£ Search Farhad Niat 1

14 Share %3 Comments

File Home Insert Draw Page Layout Formulas Data Review  View Help
e = AutoSum ~
fmt Catti Jqn A& A B twee Genera B B @=E| Iy O
[ Copy ~ ill
Paste =3 000 Conditional Formatas Cell Insert Delete Format Sort & Find & Analyze
I U~ “ | A Merge & Center v ~ 9 b 2
« < Format Painter = SIERHEEE $-% 0 W Formatting~ Tablev Stylesv | v v v | € Clear~ Fiterv Select~ | Data
A3 A F3
A B C D E F G H J K L M N o P Q R S T u v w X
1 |sc10327881 device details
2 |ws13154375 device details
3 |sc10283412 device details
.

«

Home > Devices > Enroll devices

A tome Enroll devices | Corporate device identifiers - %

4l Dashboard

All services (Ctrl+, « + add v [T O Refresh Y Filter Columns & Export
o ravoRTes Windows enroliment [ search by identifier
Al pevices Apple enrollment Identifier Type Identifier Details Date Added Status Last Contacted
pes Android enroliment [ serial SC10283412 device details 7/26/21, 8:48 AM Not Contacted Not Applicable
L Bty @ enrollment restrictions O seral 5C10327881 device details 7/26/21, 8:48 AM Not Contacted Not Applicable
Eecit &5 corporate device identifiers [ serial WS13154975 device details 726721, 8:48 AM Not Contacted Not Applicable
& users B Device enrollment managers
& Groups

& Tenant administration

K Troubleshooting + support

It can take up to 6 hours after sign in until devices are shown as Enrolled.

admin@ac-germany.cus

Microsoft Endpoint Manager admin center b : y -
AUDIOCODES LAB (AC-GERMAN... ‘&

All services > Devices > Enroll devices

A Home Enroll devices | Corporate device identifiers - *
B Dashboard
All senvices « t add v 1 0 Q) Refresh 7 Fiter == Columns 1 Export

K FAVORITES Windews enroliment [P search by identifier
L Devices Apple enroliment Identifier Type  Identifier Details Date Added Status Last Contacted

s B Android enraliment [ serial 5C10283412 device details 7/23/21,918 PM Enrolled 07/23/21,9:34 PM
@ encpoint secuiy & Enollment restrictions O serial sci0327881 device details 7/23/21,9:18 PN Enrolled 07/23/21,9:39 PM
15! Reports By Corporate device identifiers [ serial WS13154975 device details 7/23/21, 9118 PM Enrolled 07/23/21,9:34 PM
& Users B Device enrollment managers
&2 croups

& Tenant administration

¥ Troubleshoating + support
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6.15 Provisioning devices via Teams Admin Center for initial

Login in BULK

Microsoft Teams admin center @ 7 (w)

Dashboard
IP phones Actions v/

Teams

Control and manage Teams certified IP phones across your organization, create and upload profiles for each
type of phone you have, make changes to their settings, set up alert rules, and apply software updates. Learn more

Provision devices
Devices O All device tags
1P phones

Teams Rooms Devices summary

Collaboration bars

0

Teams displays
Teams panels

lemizans < User phones Common area phones Conference phones  Configuration profiles

Users

Meetings v 4items Q @ OY®

Messaging pol

v Display name Username Device name. Manufacturer
Teams apps
€450 HD C450HD@ac-germany.customers.audiocodesaas.com  audiocodes-c450hd sc10327881 Offline audiocodes c450hd
Voice
C470 HD C470HD@ac-germany.customers.audiocodesaas.com  audiocodes-c470hd ws13154975 Healthy audiocodes <470hd
Policy packages Y
Analytics & reports v C448 HD C448HD@ac-germany.customers.audiocodesaas.com  audiocodes-c448hd sc10283412 Healthy audiocodes ca4ghd

Org-wide settings

C435HD@ac-germany.customers.audiocodesaas.com audiocodes-c435hd sc10337495 Offline audiocodes <435hd

Planning
Notifications & alerts

Call quality dashboard (2

Click + Provision devices. Download the template. Put in MAC addresses and click Upload
multiple MAC addresses.

£ search

File Home Insert Draw Page Layout Formulas Data Review View Help ¥ Share Comments

Brv 2B wrap Text General B BB ER [ | ZAutosum v Ay /Q

KR cut

past M cery

Calibri AR

P Conditional Formatas Cell | Insert Delete Format Sort# Find &
I U~|EeldeA- . L g m
< Format Painter el - SERENETE $-% 9 %3 Formatting © Table > Styles > - - v Filter + Sele
Clipbosrd 5 Font ] Alignment 5 Number [} Styes Editing Analysis | sens
810 - f -
A B c D E F G H 1 1 K L M N o ® Q R s T
MAC Id Location

00-90-8f-9¢-e9-95 Contonso/ Audiocodes Lab
d8-c0-a6-a2-65-0d Contonsof Audiocodes Lab
d4-d2-d6-25-3-a9 Contonsof Audiocodes Lab

[LIENPRNIEN
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) hitps//admin.teams.microsoft.com InPrivate (5)

Upload MAC addresses

You can add MAC addresses for one or more
devices. You first need to download the
template, put in the MAC addresses, then
upload the CSV file here. To get started,
Download the template.

Select and upload the CSV file.

Selecta

Audiocodes_Contonso_Provisioning... = X

Microsoft Teams admin center

Dashboard . A
Provision devices
Add one or more MAC addresses for your devices to get started provisioning them. When you add your devices, they can be
remotely signed in and then deployed in your organization. Learn more

Teams
Devices

1P phones

P — Provisioning summary New device provisioning steps
@ Menually a6d or upioad & fie with new MAC addresses

Collaboration bars .
0 @ Generate averiication codte.

MAC
addresses

on codes Waiting to sign in © Exporttne vefaation codes or your cevies

Teams displays

Teams panels

Locations v Waiting on activation Waiting for sign in

Users
Meetings R + Add MAC address Upload MAC addresses 3items Q o®m OY
Messaging policies
v MAC address Location Verification code

Teams apps

00-30-8f-9c-e9-94 Contonso/ Audiocodes Lab -
Voice

d8-c0-a6-a2-65-0d Contonsof AudiocodesLab
Operators
Phone numbers d4-d2-d6-25-13-29 Contonso/ Audiocodes Lab -
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Select devices and click on Generate verification code. This is needed for first Login.
(Verification codes works for 24 hours)

Microsoft Teams admin center 2 (wa)
(D) Verification codes work for 24 hours. If a code isn't used within 24 hours, you'll have to generate a new one. X
Dashboard
Provision devices
Teams
eams Add one or more MAC addresses for your devices to get started provisioning them. When you add yeur devices, they can be
remotely signed in and then deployed in your organization. Lear more
Devices
1P phones.
P — Provisioning summary New device provisioning steps
© Manualy acd or upload a fle with new MAC addresses.
Collaboration bars 0 @ Genenate 3 vereation code.
e e MAC on codes Waiting © oot the vericstion coces or your devees.
addresses expired

Teams panels
Locations v Waiting on activation Waiting for sign in
Users
Meetings v + Add MAC address (3] Upload MAC addresses ~ ©, Generate verificationcode ¢ Edit [ Delete 3 items selected Q 0O Y
Messaging policies

v MAC address Location Verification code
Teams apps

v 00-90-8F9c-e9-94 Contonsof Audiocodes Lab 477087
Voice

~  d8-c0-a6-22-65-0d Contonso/ Audiocodes Lab 477087
Operators
Phone numbers v d4-d2-d6-25-f3-29 Contonso/ Audiocodes Lab 477087

Emergency policies
Dial plans

Direct Routing

Microsoft Endpoint Manager admin center

“ Home >

A Home i Audiocodes_Android_device_Compliance_Policy x

Edl Dashboard Device configuration profile

= Al services O Search (Ctrl+, « i Delete
% FAVORITES @ ovenview A Essentials
B pevices profile type Android compliance policy Assigned Yes
M.
anage
Apps Platform supported : Android device administrator Groups assigned : 1
1l Properties
. ” Groups excluded 0
Endpoint security
Monitor
Reports
. & Device status Profile assignment status — Android device administrator devices Assigned to non-
&k Users Android device
User status administrator
& Groups 2 Suczeeded
devices
.'} Tenant administration 2 Per-sefting status 5
e
K Troubleshooting + support 0 0
Confit
Fenang
I Nt Applicable.

Profile assignment status — Android device administrator users

Succeeded

4

Iy
coniax
0

uszs Pending

I Not Appicstle
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A Home

Edll pashboard

= Allse
* FAVORITES

CH Devices

£ apps

@, Endpoint security
Reports

& users
& Groups

Tenant administration

X Troubleshooting + support

Home > Audiocodes_Android_device_Compliance_Policy

Audiocodes_Android_device_Compliance_Policy | Device status - X

Device configuration profile

P search (Ctrl « Columns ¥ Export
0 overview @ Data in this view islive.
Manage [ search
operties Device User Principal Name Deployment Status Last status update

Monitor C450HD_Android_7/16/2021 957 AM C450HD@ac-germany.customers. audiocodeszas.c.. @ Succeeded 7/23/21,9:21 AM

| EafmsE RXVEO_Android_7/8/2021_11:11 AM RXVB0@ac-germany.customers audiocodesaas.com @ Succeeded 7/21/21,7:55 AM

C443HD_Android_7/7/2021_2:26 PM @ Succeeded

B Userstatus C448HD@ac-germany.customers.audiocodesaas.c.. 7/23/21, 9:50 AM

C470HD_Android_7/2/2021_11:07 AM C470HD@ac-germany.customers.audiocodesaas.c.. @ Succeeded

7/23/21,9:21 AM

& Per-setting status.

RXVEO_Android_7/22/2021_3:55 PM RXVBO@ac-germany.customers audiocodesaas.com @ Succeeded

C435HD_Android_7/23/2021_7:03 AM C435HD@ac-germany.customers audiocodesaas.c.. @ Succeeded 7/23/21,10:33 AM

A Home

Edl pashboard

= All services

* FAVORITES

CH Devices

Apps

@ Endpoint security
Reports

& users
& Groups
&3 Tenant administration

K Troubleshooting + support

Home > Audiocodes_Android_device_Compliance_Policy

; Audiocodes_Android_device_Compliance_Policy | User status - X
Device configuration profile

"

Columns & Expart

© overview @ Data in thisviewis live.
Manage ‘ R search

| Properties User Principal Name Devices Count Deployment Status Last check-in
Monitor C448HD@ac-germany.customers.audiocodesaas.c.. 1 @ Succeeded 7/23/21, 2:58 AM

& Device status C450HD@ac-germany.customers.audiocodesaas.c.. @ Succesded 7/23/21,2:58 AM

& User status C470HD@ac-germany.customers.audiocodesaas.c.. @ Succesded 7/22/21,9:06 PM

B Per-setting status RXVB0@ac-germany customers.audiocodesaas.com 2 @ Succesded 7/22/21,9:06 PM

rm
AUDIOCODES LAB (AC-GERMAN_ &0

«

A Home
Ed] Dashboard

Al services

* FAVORITES
3 pevices

Apps

W Encpoint security
B2 Reports

& users

& Groups

&2 Tenant administration

X Troubleshooting + support

Azure Active Directory admin center

Home > Audiocodes_Android_device Compliance_Policy

Audiocodes_Android_device_Compliance_Policy | Per-setting status - x

Device configuration profile

Search (Ctrl+, «

Export

O ovenview [ search by setting
Manage Setting Compliant devices . Conflict L Pending L Emor L Notapplicable T
1! Properties PasswordMinutesOfinactivitye... 6 0 0 0 0

OsMaximumversion s o 0 0 0
Monitor

SecurityBlockailbrokenDevices 6 o 0 0 0
H Device status

SecurityRequireCompanyPortal... 6 0 0 0 0
& userstatus

OsMinimumversion 6 0 0 0 0
B Per-setting status

SecurityDisableUsbDebugging 6 0 0 0 0

6.17 Monitoring of registered devices in AAD

admin@ac-germany.cus... @

4l Dashboard

All services
X FAVORITES
¥ Azure Active Directory

& Users

Enterprise applications

AupIocoDEs LAs WP

Dashboard > Audiocodes Lab >

[} Devices | All devices - x
Audiocedes Lab - Azure Active Directory
“ v o ] { <L Download devices (Preview) () Refresh Columns | [ Preview features | < Got feedback?
L A devices
This page includes previews available for your evalustion. View previews =3
8 Device settings @ Trzpg = &
@3 Enterprise State Roaming
You can use the activity timestamp ta efficiently manage stale devices in your environment, Learn more &
£ eitLocker keys (Preview)
X Diagnose and solve problems [0 search by name or device IG or abject ID Compliant : Yes % i Add filters
Activity Name Enabled os Version Join Type Owner MDM compliant Registered Activity
Auditlogs [ ©l ca48HD_Android_.. @ Yes Android 712 Azure AD registered C448HD  Microsoft intune @ Yes 7/7/2021, 42539 P 7/17/2021, 3:11:52 AM
[ Ol rxveo_android 7/.. @ Ves Android 0.0 Azure AD registered RXVE0 Microsoft Intune @ Ves 7/8/2021, 1:11:08PM  7/20/2021, 11:38:30 AM
Bulk operation results (Preview)
O S ca7oHD_Android_.. @ Ves Android 0.0 Azure AD registered CATOHD  Microsoftintune @ Ves 7/9/2021, 1:0T:26PM  7/19/2021, 7:02:50 AM
Troubleshooting + Support
D o C450HD_Android_... @ Yes Android 712 Azure AD registered C450 HD Microsoft Intune O ves 7/16/2021, 11:57:20 AM
& New support request
D =] RXVE0_Android_7/.. @ Yes Android 9.0 Azure AD registered RXVE0 Microsoft Intune Q Yes 7/22/2021, 5:54:55 PM
[ El caz5HD Android_.. @ Yes Android 9.0 Azure AD registered C435HD  Microsoft intune @ Yes 7/23/2021, 9:0229 AM  7/23/2021, 9:02:29 AM
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