
 
 

 
   

 

 

Enrollment of AudioCodes Phones 
and Collaboration Bars in Microsoft 

Endpoint Manager 

1.4 

 

 

 

 

 
              

             
             
             

            @ Farhad Niat  

 
            



 

P a g e  2 | 22 
 

 

CONTENTS   

1. Introduction ............................................................................................................................... 3 

2. Understanding device sign-in ..................................................................................................... 3 

3. Understand sign-in flows ........................................................................................................... 3 

4. User sign-in conditional access (Intune Compliance) ................................................................ 4 

5. Device enrollment ...................................................................................................................... 4 

6. Example configuration in AudioCodes lab environment ........................................................... 5 

6.1 Creation of dynamic device group in AAD ................................................................................. 5 

6.2 Add dynamic query for Dynamic device members .................................................................... 5 

6.3 Validation of Dynamic membership rules .................................................................................. 6 

6.4 Creation of Conditional Access Policy in AAD ............................................................................ 6 

6.5 Assignment of conditional access policy to dynamic device group ........................................... 7 

6.6 Select cloud apps ....................................................................................................................... 8 

6.7 Select Device Platform ............................................................................................................... 9 

6.8 Grant access to devices which are marked as compliant ........................................................ 11 

6.9 Compliance policy settings (Built-in Device Compliance Policy) in Endpoint Manager ........... 11 

6.10 Creation of Compliance policy ................................................................................................. 13 

6.11 Overview Compliance settings in Endpoint Manager .............................................................. 14 

6.12 Actions for noncompliance devices ......................................................................................... 15 

6.13 Assign Compliance Policy to group .......................................................................................... 16 

6.14 Identify devices as corporate-owned with serial number via Coporate device identifiers ..... 16 

6.15 Provisioning devices via Teams Admin Center for initial Login in BULK .................................. 18 

6.16 Monitoring your compliance policy in endpoint Manager ...................................................... 20 

6.17 Monitoring of enrolled/ registered devices in AAD ................................................................. 21 

 
  



 

P a g e  3 | 22 
 

1. Introduction 

Please find a configuration summary how AudioCodes Phones and Collaboration Bars can 
be enrolled and managed via Microsoft Endpoint Manager. Keep in mind that not all settings 
which are available can be set within Endpoint Manager and/or Azure Active Directory. 
Currently no other settings are applicable except the configuration example which is 
described in this document. 

2. Understanding device sign-in 

 

3. Understand sign-in flows 

User sign in 
 

User sign in using existing conditional access rules. 
May include Multi Factor authentication and/or device compliance. 
 
Common area devices 
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Evaluate trusted location and/or device compliance-based controls.  
Target common area accounts with Azure AD groups in conditional access rules. 
Do not use Multi Factor Authentication where possible and avoid using device compliance-
based controls with hotdesking. 
 
Meeting rooms 
 
Evaluate trusted location, device compliance, or device scoping filter-based controls.  
Target meeting room accounts with Azure AD Groups on conditional access rules. 
Do not use Multi Factor Authentication. 
 

4. User sign-in conditional access (Intune Compliance) 

 

5. Device enrollment 

Android enrollment 
 
These devices do not run Google Play Services and run Android Open-Source versions. 
Firmware is built and supported by Microsoft OEM partners. It is highly recommended to 
update devices after enrollment via Teams Admin Center or AudioCodes OVOC.  
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Enrollment restrictions 
 
By default, users can only enroll up to 5 devices.  
If using hotdesking, this number may need to be increased. 
Consider any existing device type restrictions and if changes need to be made. 
 
Corporate Device Management 
 
Importing device serial numbers into Microsoft Endpoint Manager lets you identify them as 
corporate devices identifiers. Ensures that only authorized devices are used. 

6. Example configuration in AudioCodes lab environment  

6.1 Creation of dynamic device group in AAD 

 

6.2 Add dynamic query for Dynamic device members 

 
 
Rule syntax: 
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device.deviceOSType -eq  "Android") -and  device.deviceManufacturer -in  ["Audiocodes"] -or 

device.deviceModel -eq "C470HD" -or device.deviceModel -eq "RXV80"-or device.deviceModel -eq 

"RXV81" -or device.deviceModel -eq "C448" -or device.deviceModel -eq "445HD" -or 

device.deviceModel -eq "C450HD" -or device.deviceModel -eq "450HD" -or device.deviceModel -

eq"C435HD" -or device.deviceModel -eq "C455HD" 

 

6.3 Validation of Dynamic membership rules 

 

6.4 Creation of Conditional Access Policy in AAD 
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6.5 Assignment of conditional access policy to dynamic device 

group 
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6.6 Select cloud apps 
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6.7 Select Device Platform 
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6.8 Grant access to devices which are marked as compliant. 

 

6.9 Compliance policy settings (Built-in Device Compliance 

Policy) in Endpoint Manager 

*Prerequisites: Enabled Android device administrator 
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6.10 Creation of Compliance policy 
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6.11 Overview Compliance settings 
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6.12 Actions for noncompliance devices 
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6.13 Assign Compliance Policy to group 

 
 

6.14 Identify devices as corporate-owned with serial number via 

Coporate device identifiers 
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Upload CSV file with following format. Do not name the columns. 
 

 

 
 
 
 
It can take up to 6 hours after sign in until devices are shown as Enrolled. 
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6.15 Provisioning devices via Teams Admin Center for initial 

Login in BULK 

 
 
Click + Provision devices. Download the template. Put in MAC addresses and click Upload 
multiple MAC addresses. 
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Select devices and click on Generate verification code. This is needed for first Login. 
(Verification codes works for 24 hours) 
 

 
 

6.16 Monitoring of enrolled devices in Endpoint Manager 
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6.17 Monitoring of registered devices in AAD 
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